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[Summary] 

[0004] 

However, accurate detection of unauthorized access is 

5 difficult even when the unauthorized access detection system 

disclosed in PTL 1 is used. 	The reason is that, even though a 

series of processing operations are often executed in unauthorized 

access, the unauthorized access detection system determines 

whether or not certain access is unauthorized, based on only 

10 whether or not a command string executed on the certain access 

includes a certain command. 	Consequently, even when the 

unauthorized access detection system is used, a probability of 

securing cybersecurity in the communication network system is 

low because a determination of unauthorized access may not be 

15 	accurate. 

[0004a] 

According to an aspect, a processing control apparatus 

comprising: 

risk calculation means for calculating a sum of values indicating 

20 risks relating processing included in processing information that 

includes one or more processing executed on an virtual machine 

during a certain period; and 

processing control means for selecting processing 

depending on the sum of the values indicating the risks based on 

25 restriction information including processing content depending on 

a risk and restricting processing to the virtual machine by 

executing the selected processing, wherein 

the restriction information includes processing for 

2 
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restricting communication bandwidth allocated to the 

virtual machine, processing for reducing processing time allocated 

to the virtual machine, processing for obstructing communication 

to the virtual machine, and processing for executing shutdown of 

5 the virtual machine. 

[0004b] 

According to an aspect, a processing control method by an 

information processing apparatus comprising: 

calculating a sum of values indicating risks relating 

10 processing included in processing information that includes one or 

more processing executed on an virtual machine during a certain 

period; and 

selecting processing depending on the sum of the values 

indicating the risks based on restriction information including 

15 processing content depending on a risk and restricting processing 

to the virtual machine by executing the selected processing, 

wherein 

the restriction information includes processing for 

restricting communication bandwidth allocated to the virtual 

20 machine, processing for reducing processing time allocated to the 

virtual machine, processing for 

obstructing communication to the virtual machine, and 

processing for executing shutdown of the virtual machine. 

[0004c] 

25 

	

	According to an aspect, a processing control program 

causing a computer to achieve: 

a risk calculation function for calculating a sum of values 

indicating risks relating processing included in processing 

information that includes one or more processing executed on an 
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virtual machine during a certain period; and 

a processing control function for selecting processing 

depending on the sum of the values indicating the risks based on 

restriction information including processing content depending on 

5 a risk and restricting processing to the virtual machine by 

executing the selected processing, wherein 

the restriction information includes processing for 

restricting communication bandwidth allocated to the virtual 

machine, processing for reducing processing time allocated to the 

10 virtual machine, processing for obstructing communication to the 

virtual machine, and processing for executing shutdown of the 

virtual machine. 

[0005] 

Accordingly, an embodiment is to provide a processing 

15 control apparatus and the like capable of more reliably 

maintaining soundness of an information processing system in a 

cybersecurity field. 

[0006] 

As an embodiment of the present disclosure, a processing 

20 	control apparatus including: 

risk calculation means for calculating a sum of a value 

indicating a risk included in processing information that includes 

one or more processing executed on an information processing 
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apparatus during a certain period; and 

processing control means for restricting processing to the 

information processing apparatus when the calculated sum value 

for the processing information satisfies a predetermined 

restriction condition. 

[0007] 

In addition, as another aspect of the present disclosure, a 

processing control method including: 

calculating a sum of a value indicating a risk included in 

10 processing information that includes one or more processing 

executed on an information processing apparatus during a certain 

period; and 

restricting processing to the information processing 

apparatus when the calculated sum value for the processing 

15 	information satisfies a predetermined restriction condition. 

[0008] 

In addition, as another aspect of the present disclosure, a 

processing control program causing a computer to achieve: 

a risk calculation function for calculating a sum of a value 

20 indicating a risk included in processing information that includes 

one or more processing executed on an information processing 

apparatus during a certain period; and 

a processing control function for restricting processing to 

the information processing apparatus when the calculated sum 

25 value for the processing information satisfies a predetermined 

restriction condition. 

[0009] 

Furthermore, an embodiment is also achieved by a 

computer-readable recording medium that records the program. 
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[0010] 

A processing control apparatus and the like according to the 

present disclosure are able to more reliably maintain soundness of 

an information processing system in a cybersecurity field. 

	

5 	[Brief Description of Drawings] 

[0011] 

[Fig. 1] Fig. 1 is a block diagram illustrating a functional 

configuration of an analysis system, an analysis target, and the 

like according to a first example embodiment of the present 

	

10 	invention. 

[Fig. 2] Fig. 2 is a diagram illustrating a configuration 

example capable of providing an analysis target apparatus and a 

data acquisition unit according to the first example embodiment. 

[Fig. 3] Fig. 3 is a diagram illustrating a configuration 

15 example capable of providing an analysis target apparatus and a 

data acquisition unit according to the first example embodiment. 

[Fig. 4] Fig. 4 is a diagram illustrating an example of key 

data acquisition policy according to the first example embodiment. 

[Fig. 5] Fig. 5 is a diagram illustrating an example of 

20 communication data recording policy according to the first 

example embodiment. 

[Fig. 6] Fig. 6 is a diagram illustrating an example of a 

communication data storage unit according to the first example 

embodiment. 

	

25 	[Fig. 7] Fig. 7 is a diagram illustrating an example of key 

candidate determination information according to the first example 

embodiment. 

[Fig. 8] Fig. 8 is a diagram illustrating an example of a key 
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CLAIMS 

[Claim 1] 

A processing control apparatus comprising: 

risk calculation means for calculating a sum of values indicating 

risks relating processing included in processing information that includes 

one or more processing executed on an virtual machine during a certain 

period; and 

processing control means for selecting processing depending on 

the sum of the values indicating the risks based on restriction information 

including processing content depending on a risk and restricting 

processing to the virtual machine by executing the selected processing, 

wherein 

the restriction information includes processing for restricting 

communication bandwidth allocated to the virtual machine, processing 

for reducing processing time allocated to the virtual machine, processing 

for obstructing communication to the virtual machine, and processing for 

executing shutdown of the virtual machine. 

[Claim 2] 

The processing control apparatus according to claim 1 further 

comprising: 

cryptanalysis means for specifying cryptographic method 

information for identifying cryptographic method for communication 

connection in a first communication message communicated when trying 

to establish the communication connection in accordance with the 
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communication protocol by the virtual machine, determining whether or 

not encryption key information indicating an encryption key for the 

cryptographic method is being stored in a memory accessed by a physical 

information processing apparatus executing processing related to the 

virtual machine while the first message is stored in the memory, and 

acquiring the encryption key information from the memory when 

determining that the encryption key information is being stored in the 

memory, wherein 

the risk calculation means decrypts the encrypted processing 

information with the encryption key information acquired by the 

cryptanalysis means when the processing information is encrypted. 

[Claim 3] 

The processing control apparatus according to claim 2, wherein 

the cryptanalysis means specifies, in the memory, a memory area 

storing tag information which indicates a tag for a memory area storing 

an encryption key relating to the specified cryptographic method, and 

acquires the encryption key information from a memory area relating to 

the specified tag information. 

[Claim 4] 

The processing control apparatus according to claim 2 or claim 3, 

wherein 

the cryptanalysis means acquires, as the encryption key 

information, data stored in a certain memory area in the memory when 

determining that the encryption key information is being stored in the 
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memory, the data having information entropy more than a specific 

reference value. 

[Claim 5] 

The processing control apparatus according to claim 4, wherein 

the cryptanalysis means acquire, when the number of the memory 

areas with the information entropy more than the specific reference value 

is plural, data stored in a first memory area in a case within the plurality 

of the certain memory areas as the encryption key information, the case 

being a case that information obtained by decrypting the processing 

information with data stored in the first memory area includes an 

executable code by the virtual machine. 

[Claim 6] 

A processing control method by an information processing apparatus 

comprising: 

calculating a sum of values indicating risks relating processing 

included in processing information that includes one or more processing 

executed on an virtual machine during a certain period; and 

selecting processing depending on the sum of the values indicating 

the risks based on restriction information including processing content 

depending on a risk and restricting processing to the virtual machine by 

executing the selected processing, wherein 

the restriction information includes processing for restricting 

communication bandwidth allocated to the virtual machine, processing for 

reducing processing time allocated to the virtual machine, processing for 
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obstructing communication to the virtual machine, and processing for 

executing shutdown of the virtual machine. 

[Claim 7] 

A processing control program causing a computer to achieve: 

a risk calculation function for calculating a sum of values 

indicating risks relating processing included in processing information 

that includes one or more processing executed on an virtual machine 

during a certain period; and 

a processing control function for selecting processing depending 

on the sum of the values indicating the risks based on restriction 

information including processing content depending on a risk and 

restricting processing to the virtual machine by executing the selected 

processing, wherein 

the restriction information includes processing for restricting 

communication bandwidth allocated to the virtual machine, processing 

for reducing processing time allocated to the virtual machine, processing 

for obstructing communication to the virtual machine, and processing for 

executing shutdown of the virtual machine. 


