METHOD AND SYSTEM FOR GENERATING INDVIDUAL L ELECTRONIC MEDICAL RECORD
RELATED APPLICATIONS 5This application claims priority to U.S. Provisional Application Serial No.
601704,309 entitled "Method and System for Generating individual Electronic Medical Record," filed
August 1, 2005, the entire disclosure of which is hereby incorporated by reference. 10 FILED OF THE
INVENTION This invention relates generally to computer methods and systems and, more
particularly, to computer methods and systems for gen-rating personal/individual health records for
individuals by accessing and compiling data from?-diverse sources. In on.e embodiment, a
system/method extracts and compiles da g I. %Wta to generate
a personal/mdmdu%@gﬁﬁ rlé}é EfngHﬁ/}%gﬁ\g/:gu%%% mgﬁﬁb% OF THE
INVENTION There is a substantial distinctioviiBeitiebrBnefdetronic medical record 20 ("EMIR.") and a
personal health record ("PHR"), which is also commonly called an individual health record ("DriR’) The
terms THR" and "IHR" are interchan eably used herein. An EMR is provider-centric while a
PHR is patient- -catithié AR ENVR s omplete health record of a patient, but is limited in scope to a
specific health 25care prOVIdeTi:uN@i@ﬂiﬂﬁu@lﬂ&l@iﬁ@ﬁﬁﬁmﬁmﬁjﬁaﬂ]ﬁemﬁ&ﬂbﬁﬁmttﬁﬂfﬂaﬂwany
information from ny A alth r do e same specific
EMR. Elecﬁron?cl?rge Ica %%agr sea%g %gVV%%& gifgj% ﬁ%ﬁlﬁéﬁgggﬁ%ﬁ%%@ by hospitals or a
group of physiciakisbrdeleesin o s a prysiciss. W?ﬁ@@%@dﬁt‘ﬁﬁ@}é&éﬁ@%ounter between
the patient and the-proyider for-gachepisode of iliness treated by the specific provider (hospital,
physicians, or other care givers). Although the EMR is the commonly looked to as the medico legal
record of that particular episode of illness and its management, it does not contain any information
from any othér provstierariododsmdt HHalké access or are the same specific EMR.

This invenfion relates generally to computer methods and svstems and,
mors particularly, to computer methods and systems for generating
personal/individual health records for individuals by accessing and compiling data

from diverse sources. In one embodiment, a system/method extracts and compiles

ot
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data from, among other sources, payor claims data to generate a personal/indrvidual

health record for an individual.

BACKGROUND AND SUMMARY OF THE INVENTION
There is a substantial distinction between an electronic medical record
20 (“EMR™) and 2 personal health record (“PHR™), which is also commmonly called an
individual health record (“THR™). The terms “PEIR” and “THR" are interchangeably
used herein. _
An EMR is provider-ceniric while a PHR 1s patient-centric. An EMR

is not a complete health record of & patient, but is Hmited in scope to a specific health
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care provider, Notably, the electronic medical record does not contam any
information from any other health care provider wio does nol have access or share the
same specific EME.

Elecironic medical records are kmown, Typically, the EMR is
established by hospitals or a group of physicians or less commenly by a physician.
30 The EMRE details sach encounter between the patient and the provider for sach
episode of illness treated by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commonly looked to as the medico legal record of

that particular episode of iliness and its management, it does not contain any



A patient has no control over his/her Elva For example, patients have no direct online access to their
EMR and cannot make any entries in the record. 5 Patients have no control over the access to their
Elva and anyone who has access to the EMR of the specific hospital or physician moup could access
their health records. There is no complete global unified r-cord of a patient in an EMR. unless and until
the entire healthcare is being delivered by the one provider group who is using the specific EMR for aB
patient encounters. The EIVIR system usually is used by a 10 limited number of users (providers) U.S.
patents and published patent applications which rglate to the topic of electronic medical records
include: U.S. Patents.Nos. 5,867,821; 6,684,276; 6,775,670 and U.S. Patent Application Publications

Nos. 2004/007822#paieh200d 0y S8QF plduimbishing fbye: RRLENLpublications is not offered or
intended to be 15 takg g@ﬁ]xhaustive, but rather as illustrative of patent filings on this topic. To the

extent necessary%?ca %omp ete understanding of the background relating to known electronic medical
records and related systems, trexistlos messoftheser pistilicatians ace Aerebly, exprassiydncorporated

into this applicatiop by-Hiseference MLMR and cannot Egpkgodgr%gg%% tgglgrg{s}f:nt invention are
not merely a system for electronically 20storing and accessing me ical récords. but relate to

computerized systERTEERITRCATEHS. ATETIBRRTSEHnAPe TR naret o foheremerating a personal
health record ('PERE)@Isbtdeseriieapn thgivisuabhealihRecardar Elecusopic Health Record

(hereafter "ll-IR" e¢. _TER") In contrast to an EMR, the PER contemplated herein is intended to include
all relevant heang?g%%%%ﬁ%?%%%%ﬁ grué}%a |er?§"tc,}rr%%faa‘r8?él§§té?ﬁ?e%&fﬁ@ﬁé&ﬂﬁl@ér@?provider. The
clinical informatioffFegrdiEig eHe inew krbarrhtiefitemeypbercelieoted fomisdiversesources including,
but not limited to ipermpation from slaimstameah thehealh @&%,Mg'ﬁ EMR's being used from
differ= provipgrs ra e!&i;}r%%,gare to thak%Patignt medication records from the pharr%acy benefit
manaaers ("R33Ms %l In orm%?i%tﬁsﬁso £\ E‘%ﬁqd Imaging centers, 30and direct input by the patient to
provide a unified personal/indMidneikhsaitd pebbstkd PhenP AR mayCoREaHR ﬂﬁ@gkbrﬁg%glg of millions of
patients with onlipe-A668s; i lents, . ordi a f the present
invention, there is? rovideg %%ﬁ%ﬁ%&%ﬁ%%ﬁﬁ? a%reek%st%ﬁr\i'gf’ﬁr?(%\%/?dgﬁ;]l’hgé%%t%ﬁ%?gcord, said method
comprising a perét?ﬂgflsﬂ%%%cgﬁgﬁré@?ﬁ%@m&ﬁﬁﬁwﬁh@%ﬁ@%ﬂ?; anfa) enrolling a patient
in a health plan Qbe¢fayznowiteieiisting patichiaRdergansRcoURte il & plluality.of health care

providers rqgard%ggg%%m%@tggt 'lgd%ae gg ﬁrﬁ%&%"%ﬂ‘}ﬂ vgper in the health care P&roviders; request
for the encoun grse?ﬁﬁﬁnﬁ‘

payment for at least a portion of the cost S BayorioRFierdiithe health care
providers submitFERtFFretstedantavrien srirsmtiene it tredrayambsipporbthe-east of encounters

with the patient; elecronic medical records and related systems, the disclosures of thess publications
are hereby expressly mcorporated into this appliéaﬁon by this reference ‘thc:reto.l
Embodiments of the present invention are not merely a system for electronically
20 storing and accessing medical records, but relate to computerized systemns and methods,
including software attendant thersto, for generating a personal health record (PHR™),
also described as an Individual Health Record or Electronic Health Record {hereafter
“IHR” or “EHR"). In contrast to an MR, the PER contemnplated herein is iﬂteﬁded

to inchude all relevant health-reiated information for a patient, regardless of the -
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specific health care provider. The chnical information regarding the individnal ©
patient may be collected from diverse sources including, but not Hmited to
information from claims through the health plans, multipie BMR s being nsed from
diﬁ"am_nt providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMs”), information from labs and Imsaging cemta%s,
30 amnd direct input by the patient to provide a unified personal/mdividual health record.
The PHR may contain health records of millions of patients with online access to
those milions of patients.



(b) initially establishing a communication link between a personal health record ("PHR) system and the
payor, wherein there is no communication between the PHR system and the health care providers
and between the PHR system and the patient; (c) receiving payor claims data by the personal
health record system server regarding the patient from the payor via the communication link:
(d) analyzing at the PI-IR system server said payor claims data to determine which portion of said
payor claims data is encounter data comprising at least one of a diagnosis, a treatment, a medication,
a procedure of said patient, a history of office visits with one or more of the health care providers, and
duration of office visits; (e) translating at _th,g PHR system server said encounter data into at
least one universal health care concept code; ~ (f) creating at the PHR system server a
personal/individual health record of the patient by storing one or more entries into the
ersonal/individual health recox s “data and associating the universal health
: ChIRBRELAL I SR %"'“H‘S‘ﬁﬁﬁ SYSTEITT SAREPHHE"

care concept codg.with.each entry: . . (g) organizing at t R system's
personalfindividual health rciegor?f v OOt ofg"'%‘%ﬁieF%‘Hﬁ@?‘i’ﬁﬁtﬁ@fﬁ@ﬁs@mmnﬁiwafsjaiemalth record

as related based o1 TR URNVEFSAP 8 &FEaTe concept code associated with the entries; (h)

subsequent to steps (a), (b), (8)e{ite) and (. establishing a communication link between the
personal health record %ster((r? and t!heg pﬁén@%ﬁ?@% AN BRBRAINRENIB LS Préafth record is

viewable by said patient via the commuRiestily mhResigare provighsubseient teasteps (a), (b), (), (d),

(e), and (0, supplBIfiEAtiHRtFHe FerimA heividtaletiterecesdasith-healintelatecdaja regarding the

patient from one Brshoperaithettealthicare: RRVIERIS from the paaf&f%ér%%@l%ri%%% egtab'ishing an
AR

access list for a yseneapable0fa656s5109;SAl gnal/individual health recor and ‘adjusting said
access list based.gn d?%h%%gr?té% re&egygga%gﬁggggigﬁ% ﬁgqéﬁfﬁ U5 BRES SR AYAREIHSaid patient via the
| rl

~ Internet, wherein said access list categ é’g said personal/individual hearth record into a restncted
set of data elements and anBcB&ediretdicbusramtanmritobask dandheauningrsal health care
concept code as8eriiateePWitirieRiressm thet personalingdididwalbearthrecord, wherein the personal

health record systewedianiasRe6REQARSIREICAYESING,AN eniry In the personal/individual health
record if the reqygegiead-eairy IsdR ipe restricted set of gntF%%sfﬁ'é w%hg?émt%%%"gersonal health record

system allows access to the yser requesting an entry in the personal/individual health record if the
requested entry is in the acéEJEISRPBIBRIFIES dalichy the perscumtheattamprisipgproviding limited
access to said pﬁ@ﬁﬁ&%ﬁﬂﬁ\%ﬂﬂ@&tﬁm@mdﬂywtﬂé\c@rﬁ@@}tig@t;mﬁmﬂﬁcaﬂon of a user as a heatth
care provider and preparing#aatdinieserd MC@H%QE%PQB%gy%I&@%n&} égtmg
determine which portion of said payor claims data is encounter data compn’siﬁg at
least one of a diagnosis, a freatment, a medication, a procedure of said patient, &
history of office visits with one or more of the heaith care providers, and duration of
office vigits;
(e) transiating &t the PHR system server said encounter data inio gt
least one universal health care concept code;
{f) creating at the PHR system server a personalindividual heafth
record of the patient by storing one or more entries into the personalfindividual health
record based on the encounter data and associaling the universal health care.
concept code with each entry;

(g) organizing at the PHR sysiem sarver the personalindividual health
record by grouping together entries in the personaliindividual health record as reiated
based on the universal health care concept cote assaciated with the entrigs;

{h) subsequent to steps (a), (b), (c), (), (e}, and {f), establishing a
comrnunication link between the persanal health record system and the patient,
whereain sgid personalindividual health record is viewabie by said patient via the
commtnication link; and

.(J) subsequent to steps (a), {b), (), (d), (&), and (0, supplamenting the
personal/individual health record with health-retated data regarding the patient from
one or mars of the health care providers:



personalfindividual health record that said user accesses. In one embociiment, the invention provides
a system and method for generating a personaliindividual health record that is compiled from diverse
sources, such as patient questionnaires or direct input, health plans, pharmacy benefits managers
("PBMs"), labs, imaging centers, freestanding outpatient facilities, hospitals and physicians. The data
collected from the diverse sotnees is organized into an 5 individual health record for a patient. T'he
individna | health record may be intemathd with SNOMED codes to allow that data to be encoded
under specific medical diagaostic concepts. SNOID is a division of the College of American
Pathologists ("CAP"). SNOMIED Clinical Terms ("SNOMT-LD CT") is a scientifically-validated, clinical
health care terminology and infrastructure. Health data can be captured, 10 shred and aggregated in a
consistent manner by the SNOMED CT terminology. The terminology currently contains over 350,000
hierarchically specified health &hercongeistsy eashivviy g@ig&ggp%,gpggsaepg lothc-based definitions.
Additionally, thesedtesithcasa seaseitadavadistinetdelationships that suppo%%ﬁé‘ﬁility and
consistency for data g@@@g@,rﬁlﬁ)&ﬁ%@& embodiments, securi ﬁlaﬁﬁgﬁéﬁié%ﬁﬁﬁ\?aﬁgﬂmld be
provided such thqgggqgttivevpércould have t%g“ést)oﬁlﬁv}%agféf?ﬁﬂrﬁrﬁ%ﬁﬁﬁ'erni‘ndw&mmilehﬁadtfhéecord to be
viewed by ciesimmted persons or orig et it Sieetees paidoektheiiaaomia b, Yigwygd by the
authorized personS-"rhiesiftibre? afidtidsbased anitheabiliyef apatient 1o blogk,any information
relating to a proteéfeliclass (el gempniakhealiy: 2Qeprgductive system con ition$7i°4 female or STD,
etc.) and/or functipsab@eaifRita Hggg§§é%8%di\;‘%9neji.isit,eproce ure I’ ATt eation profile, etc.). Any part
of the record relating.to that protected class ancffqr?u?ﬁcﬁn‘d’ﬁaﬁiﬁlﬁéf&b'@@fb@sm@ckMia@d continued to
be automatically blocked until & changa 1 A0 By firerpratieriindividual neaifGEQURIRG,LO another
embodiment, therqueﬁﬁg&ﬁagﬁ'%*?ﬁ%‘?ﬁ@ﬁff@%mefa:im&@&amgﬁgpgg}ayéﬂ%dg\éjg&%!l rplea#h record. The
method may incIdﬁ‘@ﬁ%@’ﬁéﬁ@imvhagsaﬂaémﬁﬁFeﬁmsm%i%gté\{,}? of a health related parameter for a
patient The act obeletermioing.a SMRINER §ode, peggd§§gé)gdmg tory the Fata element may be included in
the method. An epfiRsdngy, be inserted into a p ersonafindividua RéMthcrassibit asswciated with the
patient based on the determined SNOMED code. 30In some illustrative embodiments, the data
element may include payor urther comprising providing limited access to said personalf
salth record based on a positive identification of 5 usar as a heaftth care p

and preparing an audit record indicative of sach daia element in the
parsonalfindividual health racorg that said user accesses

ndividual

rovigar



claims data. For =ample, the data element may be a health incuram-2 claim code. Depending on the
- exigencies of a parPculr application, the data element may include patient questionnaires or direct
input, health piang, pharmaCy benefits manacters” ("PBMs"), labs, inn Ding centers, freestanding

. outpatient facilities, hospitals and physicians Embodiments are also contemplated in which the data
element may include an IC'D code, a CPT code, a NDC code, LOINC code, Or a code from a
proprietary coding system, such as Lapeorps' lab and order codes. 5The method may include the act
of transmitting a description of the entry to a client system in some nnabodiments In some cases, a
first description and a second description may be&ssociated with the entry. In such mnbociiments, the
first description ¢ : Etdamﬁﬁ cond cription. For example, the first description
may use medical%&u{?&rw%% gé%y% Ev%%?é%e secoﬁ% gg%rgr%ﬁtolrg MO SR RGNS SR € 48 ms.
Preferably, the firStUdSRPTETEH SPRTRm &t dF thicolishtsyisteriris, absasiatestwiths a healthcare

provider whereaﬁb&@@@ﬁ@ﬁ@%d@@ﬁﬂ@@%ﬁ@ﬁ%@%&&%&g@g@#gc ot éasnsooc;lI Sd with a
health care provider. %}ggj@e i&uﬂstrativg ﬁmt%gdiment, the method may Include tﬁé acto

determining vyhet_he.rpt & individuni hieafth record clliey Sy SHFELT eTareir o ithe 5new entry,
Preferably, any efitiegup Hselindiotad dtresitante (o thitiareretaleddethe.enty eig-associated based

or the determinecBNOWEELQMR: «© oW EEPEIING t.anather embodiment, there is provided a data
processing system with a messagin 5—10““3/ configured%i(gj1 raedg’é%\?ga a ﬁ?g%re%egh%dicative of a health

related parametet 1OF 5 BAEHTh hagReipaa’tedraiosion muodater7Btoidigased to
determine a SNOWED"codis Gef@sponiding senhetatadement: A PER-papulation engine may be

operably associatggwith the correlatio oduée such that the PER population engine IS configured to
insert health related data associated w?tﬁg%gn ﬁ%%%de%ﬁ%%@ﬁé@ﬁéﬂﬁﬁﬂﬁ%al health record

associated With (& FhiRREEeeated ipgrirnsiambudiments, threS$ySieRDMAydREiuEe AN ageess
rrinagenaen. motigeanfigiieshity commnicale M@l@@ﬂ?&&&%&égﬁg}g&%gg%%gﬁ%es the acc.-ess
the hea

management m%ggigﬂ%ould bﬁdggnfi ured to tranarnit a description of rceairé&ted data to the
e

client system. For examiple, the PHTAt POPUTAHET Biriife HEy héebeitasmoridanlbntisynonymous
description with ﬁ?@ﬁé&%@@m@aﬁﬁmmbﬂdmﬁmmmmﬁﬁm@ ihaveiehsme of the
descriptions usessaggicakigrminology and others use layman's terms.
15 . In some embodiments, security and medical priva@ could be provided
such that 2 pafient couid have the ability to permit the entire mdividual health record
to be viewed by designated persons or only penmit selected parts of the record to be
viewed by the authorized persons. This autherization is based on the ability of 2
paftent to block any information relating to 2 protected class (e.g., mental health,
20 reproductive sysiem conditions in a fernale or STD, stc.) and/or funciional area {e.g.,
illness/condition Hst, procedure list, medication prodile, etc.). Anypart of the record
relating to that protected class and/or functional area céuld be blocked and continued
1o he automaﬂcaﬂy blocked until & chan ge is made by the patient.

According to another embodiment, there is provided a method for generating
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a personal/individual health record. The method may include the act of

receiving a data element indicative of & health related parameter for a patient. The act
of determining 2 SNOMED code carresponding to the datz clement may be included
m the method. An entry may be inserted into a personal/mdivideal health record
associated with the patient based on the determined SNOMED code.

30 - In some illustrative embodiments, the datz elemen: may include pavor
oclaims data, For example, the data elemnent may be a health instrance claim code,
Depending on the exigencies of a paricuiar application, the data slemem may inchude

patient questionnaires or direct fnput, health plams, pharmacy benefits mang sers



The system may include a flaming module in sour embodiments. Typically, the filtering module may be
- configured to determine whether the client system is associated with a healthcare provider. The
description neansraitted to the client system may differ depending on whether the client system is
associated with a healthcare provide:. In some embodiments; the filtering module may be configured
to change the description of the health related data based on a description of a SNOMED 5 code up a
SNOTKa hierarchy to adjust the resolution of data. In some embodiments, the system may include a
PHR database configured to store a plurality of irjzgt’ividual health records. The system may also
include a data analysis module configured to identify patterns OT relationships among the plurality of

individual health re‘mﬁ’mlﬁﬁg DR Galanas eraaset ol '@i@%ﬂt@a&ﬁ@y : %%%e&gor example, the
data analysis modlﬁle.mz?% bﬁn% figured to measure effectiveness of healthcare treatment based on
ith the plu

outcomes associated W it O U GO PEATAC S Ba iR g e BROMED codes. In
some cases, the datadanaliisis ambdaleimaydbeddnfittred Toopsdesm populationstugdies based on
SNOMED codes indhe.plyraliy,otindividual M%%§I‘l - AgEmbodiments are also contemplated in

which the data analysis module may be configuréd to-analyze a ea th care provider's quality of care
and cost. Forexample, the daf2=RERRISHHoBGI M ERF proffcmesttica rdprovidersdidsed on patient
outcomes associated withcHee: bealih paverpraviders.ddkewisetbe:bealth.care providers could be
profiled in terms QL costs. suck the cost charged Qeﬂal,thr care 20 providers for various piuceduam.
Health care providers coul Qgg%éay%% e‘"a%%’é‘%ﬁ“@gﬁ{% Ay o cEFE BRACCEEE & 5it6Fmation could

allow various paySrsTstien 98ihat paree o PaRiss orgove tamertak ~Tines; taastablishsa list of
preferred health creeprovidersbased:an @rﬁ%ﬁ&H@Q@%%@@Mﬁg%%ﬁ?eaS%{ﬁs for quality of care

and cost, aﬁwelllggﬁgsssg%ot er,%%%grs,g ___ . According to a further e gﬁ%en?,%ere Is provided
a method of genérating 2 personaimaividtal e A rEEoRs FREsFREIE ) me rigethes act of
receiving a claimessiiattdwiheihctitatieaola edtbrins traseewlarp-assesieshwith:amnatient. The

SNOMED code cgtrespending 0 the.claims data glel tﬁ@x@(}érge' letermined. The method may also
include inserting the SNOMED code into a 30 personal/individual héalth record associated with the

patient In some embodiiERGIFE B TER My s e et rey feceildnmagusstionnaire data
element indicativésefrainiapswetnto duesionnakehydhedalinats A5 NMAMED code corresponding to

the queSt'Oq@a'r%gggﬁt%Le@z%Patr@u%E/ a%?f entries in the individual health record ‘thé’é: are related to
the entry are associated based on the dstermined SNOMED cods.

According to another embodiment, there is provided a data processing system
with a messaging facility configured to receive a data element indicative of a
health related parameter for & patient. The system may meiude 2 correlation module
20 configursd 1o determine a SNOMED code corresponding to the data element. A PHR
populaiion engine may be operably associated with the corralation module, such that
the PHR population engine is configured to insert health related data associated with
the SNOMED code into & personal/indi vidual health record associaied with the
patient.

25 In some embodiments, the system may include an accsss management
module configured to commmunicate with a client system. In some casss, the access
management module could be configured to trangmita description of the health
related data to the client svstem. For example, the PHR population engine may
agsociate more than one synonyrmous description with the heatth related data

30 Embodiments are contemplated in which some of the descriptions nse medical
termmnology and others use layman’s terms,

The system may include & fli=ring module in soms embodirnents,

Typically, the fltering module may be configured 10 datermine whather the chent



determised and inserted into the individual health record associated with the patient. Embodiments are
. also contemplated in which the method includes the act of receiving a clinical data element indicative
of clinical data associated with the in such embodiments, a SNOMED code corresponding to the
clinical data element 5 may be determined and inserted into the individual health record associated

" with the patient. According to another embodiment, there is provided a method for generating a
personal/individual health record. The method may include the act of receiving a data element
indicative of a health related parameter for a patient. A 10 health related concept that corresponds to
the data element may be identified, such that the hgalth related concept is selected from an
hiereclaical arrangement of health related concepts. A new entry may be inserting into the individual

health care record YHATTS T EBPELEH ST drt e ae Aimed Fealn fesaisdccoroeptitialso fthe new entry

may be associated-ivithsemnirias-in die-indpagiial bealhrecard that have.a;higrarchical 15 relationship

to the new entry ;...4In some embodiments, the hierarchical arrangement includes nodes
representative of medical agljagnos"ésﬂbstp Medical procsd e s FAr A& ThaS conTigRahE ment may

* include at least 3087 Hedesriation asterprerdlityiors Mo biED GlineatrPerms: = SNOAETDrding to a
further embodimestdthere Ssvpravides-aceMRUSFeadahle. meditm. having a data structure stored

thereon. The data structure may include a diagnosis data field for storing a plurality of diagnosis data

elements representative of me i(sjg?ldnigﬂ%%l& SOE SYS PR AR DIET daelisle, at least one.
diagnosis data elerpefgumasolsertervetkiyrmt aniayiradiagnosis eodehasesena SNQIVED code. A

procedure data figldforstexng.a;plurality. of procedure data elements representative of medical
procedures associated with the Qgtjent may also be ﬁngﬂ%%&“ 5 %a A5 SHiUCHIr® Pratetably, at least

one procedure daty SEREKCSHEMALa! Ay pbe S duvots Pasetl mn=a8NOWM-D code. In
some cases ithe dai@elgmentmaybecmanally aniered 30in.30me.embodiments, 4 diagnosis data

Gt clement may be SEiaR o B BT CATe O TRE EnBSth A AL EAE Pouniah her
health-related infoRH&HE adiv redesalibdenens bivarstypesoFONEEDsudbas soms cases,

the data analysis moduie may be configured to perform population studies based on

SNOMED codes in the plurality of individual health records.

15 Embodiments are also conismplated in which the data analysis module
may be configured to analyze & health care provider's quality of care and cost. For
example, the data analysis module may profile health care providers based on pafient
OULCOMES 2550 ciated with the health care providers. Likewise, the health care
providers could be profied in terms of costs, such as the cost charged by health care

20 providers for various procedurss. Health care providers could thus be ranked bassd
on guality of care and cost. This 'in'fonnation could aliow various payors, such as
Insurance companies or govermmental entities, to establish a list of preferred health
care providers based on a formula that inclndes objective measures for quality of care

and cost, a5 well as pessibly other factors,

[
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According to a further embodiment, there is provided a method of generating

a personal/individual health record. The method may include the act of
receiving 2 claims date element indicative of 2 health insurance claim assopciated with
2 patient. The SNOMED code corrssponding io the claims data element ray be
determined, The method may also inchade mserting the SNOMED code into 2
30 personal/individua] health record associgted with the patient.

In some embodimens, the method may mchde the act of TECElvVIng 2
queghionnaire data element indicative of an answer to 2 questionnaire by the patiens,

‘A SNOMED code comresponding to fie questionnaire data element may be



-7- 1,01:1TC. codes or proprietary codes, such as Lapcorbs' lab and order codes Depending on
. the panicular application, the data structure may include a medication data field for storing a phrrality -
of medication data elements ...presentative of medications associated with the patient. For example, a
_ medication data element may be derived from a health insurance medication code based on a
STNOMED code. in some cases, a medication data nlemant may be derived liurn a NDC code. in
some embodiments, the procedure data element may be derived from a questionnPire answered by
the patient based on a SNOIla code associated WIH;I an answer to the questionnaire. 10A still further
embodiment of the invention is achieved by a computer-usable medium having computer readable
instructions storeditherienn faf iexenidtion y-an@rarassoioRerfe L &method: i Sams cases, the
method includes tgl%b%%%%eceiving a Iainlgréjﬁ_ata lement indicative of a health insurance claim
associated with a patient. NP EBEE LB DRSS R et & a4 Flement may be
15determined andsirseresdinicrbdper sbmaifincifidaina diebitioredord:assoaiatedivith the=patient. The
method may include the-achekigeelisgainestionnalisdag.eiemant indigpiive glapanswer to a

guestionnaire_by the patignt. The SNOMED code correspondiry ‘to the questionnaire data elem-nt may
be determined anti & FETRHE (R RINTEE SFALS AR Goreret] withaepatibritT he method
may include the 98&etiof receiving a clinical data element indicative of clinical data associated with the

Patent The SNOMED code cquespanding ip.he dinjcal dafa element may oe defermined and
WI'H’] % e paetleﬁ)t. ACCOI‘&?I’]Q (%O an er

inserted into the individual health record associate
embodiment, theré FSBP8dRtvid nibbal frse el cbiivakthrdstasting aledbs st personal/individual

health record. The:siethodimay 28-inchidaasseciating.an aceess.listfor.each user gapable of

accessing aperson iin(iiﬁivi ual health record associated with a patient, such that the access list
a

R eI Fa T TS R PSRt e TR he MR afvee cessible set of

categorizes the individn
data elements. Athatfbebeaittayibedeceivptlifrevncad IBZRfonardatdcelemertindhe mdividual health

record. The meth%@&%ﬂ%@.d%%aﬁﬂfmay be mserting into the ndividual health cars recard
' that is represenitative of the identified health related concept. Also, the new entry
may be associsted with-entries in the individual bealth record that have a hisrarchical
153 relstionship to the new entry. ‘

In some embodiments, e hisrarchical aﬁangement mchdes podes
representative of medical diagnoses or medical procedures. For example, the
hierarchical arrangement may include at least 300,000 nodes, such as 2 plurality of

~ SNOMED Clinical Terms, |
20 According to a further embodiment, there is provided a computer—readable
medium having a data structure stored thereon. The data structure may
incinde a diagnosis dats fieid for storing a plurality of diagnosis data elemenis
representative of medical diagnoses associétcd with a parfent. For example, at least

one diagnosis data slement may be derived from a pavor diagnosis code based on a

B
Th

SNOMED cods. A procedure data fisld for storing a plurality of procedure date
elements representative of medical procedures associated with the pafient may also be
included in the dafa structure. Preferably, at least one procedure data element is
derived from 2 payor procedure code based on a SNOM‘ED code. In some cases, the
Gata slement may be manually entersd.

30 In some embodiments, 2 diagnosis datz element may be derived from
an ICD code. Embodiments are also contemplated in which = procadure date element
may be derived from 2 CPT code. Other embodiments a:re contemplated in which
other health-related information could be derived from ofther types of codas, such as



30determining whether the data element is in the restricted set of data elements by reviewing an

_ access list associated with the user. If the data element is in the restricted set of data elements,
access to the data element will be denied, However, if the data element is in the accessible set of data
~elements, the user will be allowed to -8- access to the data element In some embodiments, a

" predetermined list of possible restricted areas may be presented to a patient. The access list may be
created responsive to selections by the patient According to a further embodiment, there Is
provided a method for generating a individual health record, in which the desired information from
each source is pre-selected so as to collect information which is important and necessary for the
continuing care of ient.and thus .avoid massive accumulation of data in the patient's individual
health record, whicfr ﬁafs %Ogﬁseméﬁﬁﬁ%ﬁ%i%%%dr‘%é%gc% Ttare FhEHiGREthe user not to spend
excessive amomats of time sciddiierglthy cadhe toriots! of gatetodfinthadtio nabte:-intfasmationisFor
example, a massive.amount efinfRimation s sypically.collected in an EMR following an inpatient

admission, such as extensive nursing reports, voluminous lab results, information regarding the
scheduling of testSHIBRECEAtFREHART BIePHEEpiBib Ao patrrsofive Bagmls thewdferivation which is
imported in the PER:aaynbe tesssthésniten perceni:0ftheEMR dhand:inchide waky presselected types
of data, such ast ission history and physical exam. discharge summary and discharge plans,
and surgical report an %j?e?gé]é%?es ];éees%arsg%u%{txgﬁl% “3%‘?6%@%‘%3”@5%‘1&‘ s?eagr%‘éerg | ﬁaaﬁhy results.

A further embodim&rft 6¢dhelrvaritiontiedaemieydd bycashethiit forgeneratihg Gripedsomaltindividn al
health record. Thepmathedimayinghide the ast.of 20.cecelvingRayer daims.dataasseciated with a

Y HAGE
patient Encounter data indjcative of an,

r / gncounter between the patient and a health care provider may
be derived from the payor Claftt Gata. A hew entry may be inserted into a vezsonaliindividual health
record assodifted with the pafientifased entthérencedfteidatactn samevemibodiments;itheiderivina

step may include ieriAg, & RIITaH, k5 AANFISIAR GRRSUBHSE PISIoNY, 30 2504 ipatisn encounter

history and a hospital admissions history from the payor claims data According to another

embodiment, therBTSFEVIRIBEFATRSHGE O fiffetiy datatinbs petesarindrvidaartedalth record. The

method may inclugiesiving = claims data element indicative of a health insurance claim associated with
' a patient. A SNOMED code corresponding to the claims data element may be |
15 determined and inserted into a personal/mdividnat health record associated with the
patent. The method may include the act of receiving & quastionnaire data slement
mdicative of an answer o a guestionnaire by the patient. The SNOMED cods
corresponding 1o the guestionnaire data element may be determined and imserted into
the mdividual health record associated with the patient. The method may include the

20 act of receiving a chimical data slement indicative of climical data associated with the
patient. The SNOMED code corresponding to the clinical data element may be
determined and inserted into the individiual bealth record associated with fhe paiient,

According to another embodiment, there is provided a methad for selectively
restricting access to a personal/individual health record. The method may -

25 imelude associating an access list for each user capable of accessing a
personal/individual health record associated with a patient, such that the access Hst
categorizes the individual healih record imo 2 resiricted set of data slements and an
accessible sel of data elements. A reguest may be received from a user for a data
element in the mdrvidual health record.  The method may include the act of

30 Getermining whether the data element is in the restricted set of data elerments by
reviewing an access list associated with the user. If the datz element is in the

restricted set of datz elements, access to the data element will be denied. However, if

the datz element is in the accessible set of data elsments, the user will be aliowsd to



receiving a request from a health care provider for a personal/individual health record 30associated
with a patient. A specialty associated with the health care provider may be identified. The data

" elements in the individual health record that relate to the specialty of the health care provider may be

determined_ in response to the request, the health cart provider may be presented with any data
Jdements in the individual health record that were determined to relate to the specialty. Additional
features and advantages of this inventionbecome apparent to those skilled in the. art upon
consideration of the following detailed description of the illustrated embodiment exemplifying the best
mode of carrying out the invention as presently pefceived. BREIT DESCRIPTION OF THE

DRAWINGS Figure 1 shows a (Qi iammatjc representatign of a health care data system
according to an em %%i%r%%ekﬁta%ﬁﬁ%’mﬁ%‘saeﬁf ?%%%ﬁ%ﬂ@%ﬁ%ﬁrgfgmﬁﬁ BISCK RS54 of an

example PEIt systesirigicé ardinguy arpembbdimentobthe Presentdiivention: creatsdFigure 3 shows an
exampl.e table usipg a.1¥L Bl idenfifiet, ageording to an embodiment of the present invention;

Figures 4A-4D show a database diagram illustrative of a portion of one 15 embodiment of a system
and method according to the PrESERTEAVAATORE ERGOPe B A UK dafbg FaFH 6T Lportion of an
embodiment 6f thecpresentdivdnidont health redoiguiievehaihalsdagirexampleaidsndaw isnvithich access

control for the indiyidua) health fecord mayhs, established; 29Figure 7 shows an example window
den.ying permissionpess-a

for the comiinuing care of a patient and thins avoid massive scoumuiation of data in the
patient’s mdividual health record, which has none or little relevance to contiming
cave. Tins allows the wser not to spend excessive amounts of ume scroliing through

10 iots of datato find actionsble information. For example, s massive amount of
information is typicalty collected o an MR following an inpatient admission, such
28 eXiensive pUrsing reports, voluminous lab results, information regarding the
scheduling of tests and procedures during the hospitzlization. In some cases, the
mformationr which is imported in the PHR may be less than ten percent of the EMR

15 and inchude only pre-selected types of data, such as the admission history @mé physical
exar, discharge summary and discharge plans, and surgical report and pre-selected
test results such as MRI, CT-Scans, end augiography results.

A further embodiment of the invention is achieved by a method for

generating 2 personal/individual health record. The mefhod may inchude the act of

20 recerving pavor claims data associated with a patient. Encounter data indicative of an
encounter batween the patient and 2 health care provider may be derived from the
payor claims date. A new entry may be inserted into 2 personal/individual health
record associated with the patient based on the encounter data. In some embodmments,
the de::."ml::xg~ step may include deriving a primary care physician encounter history, an

25 oulpatient encounter history and a hospital admissious history from the pavor claims

 dam
According to another embodiment, there is provided a method of filtering

data in a personal/individual health record. The method may include _
receiving a reguest from & health care provider for a personalindividual health record

30 associated with 2 patient. A specialty associated with the health care provider may be
identified. The data elements in the mdividual health record that relate to the
specialty of the heaith cars provider may be determined. In response io the Tequest,

the health care provider may be presented with any data elernents in the mdividnal



portion of the individual health record; Figure 8 shows an example window in which a user may
override a restriction to a personal/individual health record, Figure 9 shows an example audit
report that may be generated by the 75 system according to an embodiment of the present invention;
and Figure 10 shows a flow chart which illustrates an. embodiment of a system and method for
populating a personalindividual health record with data. DETAILED DESCRIPTION OF TETE
DRAWINGS 30While the concepts of the present disclosure are susceptible to various modifications
and alternative forms, specific exemplary emboditnents thereof have been shown by way of example
in the drawings %ﬁﬁ&’ﬁ'&@?&%ﬁ%ﬁ%@%@%&%@@% It %Ig L@;%ﬁ understood, however, that there is
no intent to limit the concepts of the 40- present disclosureto the particular forms disclosed, but on
the contrary, the inten is to cav&rEIPrhGaifitatERsaginvaiertsianyaierEtivessalfing within the spirit
and scope of thexgiselosurecAssshould he appreciatedbyane-oliskilliipihe adathe present invention
may be embodlegl |an1t%quodg}‘glr§nst_lforgns guch as one ¢ (Br mor[ene vices, Lneflhods dat? processing
systems or program pr’foduc s.Accorair ? embodiments of the m@égnt%%&r“hay ?HQe %R& form of an
entirely softwaretembiaimens memrémbmmént comblnlng hardware and software aspects.
Furthermore, embodiments of the invention may take the form of a computer program product on a.
computer- 10 readable storage medium having computer-readable program code embodied in the
storage medium:. Wﬁﬁéb%%t&%@%’ @%ﬁ‘g}%}% utilized including read-only. memory ("ROM"),
RAM, DRAM, SDR,AM, hard#isks | GR=RQNMsyRWD:ROMssanytioptidal istdrfagedévice, and any
magnetic storaggvggm%%mﬁg%%aaﬂlg&ggdﬁ%g data.system nggglgghaccordance with one 15illustrative

embodiment that.” may be used to build, access, analyze, and/or update a
10 Figure 2 shows & block diagram of an example PHR system according

to an embodiment of the present mvention;
Figure 3 shows an example table using & MPT identifier according to an
embodiment of the present invention; ‘
Figures 4.A-4D show a database diagram illustrative of & portion of one
15 embodiment of a yystem and method ascording to the present invention;
Figure 5 shows a block diagram of a portion of an emmbodiment of the
present mmvention,
. Figure 6 shows an example window in which acosss control for the
individual healih record may be sstablished;
20 ' Figure 7 shows an example window denying permission to access a
portion of the mdividual health record;
Figure 8 shows an example window in which a user may override a
restriction o a personal/individual healil record;
Figurse 9 shows an sxample aadit report that may be generated by the
25 systern according to an embodiment of the present nveniion; and
Figure 10 shows a flow chart which illustrates an embodiment of &

systern and method for populating a personal/individual health record with data.

DETAILED DESCRIPTION OF THE DRAWINGS

30 While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific exemplary embodiments thereof have
been shawn by way of example in the drawings and will herein be described in detail.

It should be understood, however, that fhers 15 no intent to limit the concepts of the



Personal Health Record, also described as an Electronic Health Record or Individual Health Record
(hereafter the terms "PE-a" and "ERR' and "LER" are intended to convey the sane meaning). As
shown, the health care data system 100 includes a personal health record system 102 ("PER System")
that is configured to provide 70access to individual health records via a network 104 to one or more

- client systems or users 106. The PER system 102 may take the form of hardware, software, or may
combine aspects of hardware and. software. Although the PER system 102 is represented by a single
computing device in Fissure 1 for purposes of exa@mple, the operation of the PER. system 102 may be
distributed among a plurality of computing 75devices. For exgam I% it sh%{ld %jee%g}{g%ated that
various subsystenscorisoRiviks BT B? HE'PER U618 102 14Y operate on different
computing devices, ki seme susitembedimenisnth. enatioussubsyiters bitie PER %jstem 102 may
communicate over the n tWC{_)Q[’KL 104, The network 104 may be any type of communication scheme that
30 allows computifig” £z ¢e&*f0 Share and/or transfer data 'Par example, the network 104 may include
fiber optic, wired, and/or wirelesshesHRRABRGESHCEPABARY T AR B & IR B protocols, such as
TCP/LP, Ethernel, \WWAP, MEE.802,14c0nanmotieepiotbenk, Embadimentsiare comtemplated in which

the PER system 102 may be -ii- accessible -ough a shared public infrastucture, such.as the Internet.
In such embodini&Hie Sl aara FERTat 8\%?&%@1%@%“%%b |Ccinfrasfrﬁbture is preferably

encrypted, such asthytisingea pupliedkeiriffrastiaetene (PIOTy eer e A HAABr8ecure sockets layer

('38K"). in some exemplary embodiments.a.iiiualRrivaienetwor VRN, meybisused. Those
skilled in theshould appreciate that various_other sgcurlt¥ measures p{}gg(lﬁd IL])% employed in relation to
transmitting data @\t FHEHEINSR 154 HHEgie Vs THENOTUSETS) T0b may be ‘any form of computing
devices thatjgan tpeaivesandkoseathdigitabsignals:iBy-waybtf Brariplecthereliened 0sfstems 106 may
include personal computets, (PGS, (Ablel compUEia0eishack compulars:aepesspersonal digital
assistants ("PDA%%, or cellular phones. The client system 1.06 shgw?{&fl%%lﬁwde labels
indicative of typicabusers GHHE ), RAM, DRAM, SDRAM, hard disks, D-ROMS, -RUME,
any optical storage device, and any magnstic storage device,
Figure 1 shows a health care data sysiem 100 in sceordance with one
15 illustrative embodiment toat may be used to build, access, analyze, apd/or update a
Personal Health Record, also described as an Electronic Health Record or Individual
Health Record (hereafter the terms “PHIR™ and “EHIR” and “THR” are miended to
convey the same meaning). As shown, the health care data system 100 includes a
personal health record system 102 ("PER Systern”™) that is configured to provide
20 access to individual healfh records via a network 104 1o one or more chient systems or
users 106. The PHR system 102 may take the form of hardware, software, OT Iay
combine asnects of hardware and software, Although the FPER system 102 18
represented by a single cormputing device in Figure 1 for purposes of example, the

operation of the PHR system 102 may be disitibuted among a phurality of computing

(S

Li

devices. For example, it should be appreciated that varicus subsystems (ot portions of
subaystemns) of the PHR system 102 may operate on &ifferent computing devices. In
some such embodimerits, the various subsystems of the PHR system 102 may
commuricate over the network 104

The network 104 may be any tvps of communication scheme that
30 allows computing devices to share and/or wansfer data. For example, the network 104
may inciude fiber optic, wired, and/for wireless comrnunication capability in any of a
pluzality of protocels, such as TCP/IP, Ethernet, WAP, IREE 802.11, or any other

protocol. Embodiments are contemplated in which the PHR system 102 may be



PER system 102, For example, embodiments are contemplated in. which patients, hospitals,
employers, physicians, billing offices, healthcare providers andior 15healthcare practices may access
the PER. system, 102. However, the client system's labels shown in Figure 1 are provided solely for
pm-poses of exanapic, but are not intended to limit the type of users or require particular users to
connect to the PHR system 10. Figure 2 shows an example ernbodinaent of the PER system 102. In
20 the embodiment shown, the RIM system 102 includes a PER database 200, a PER population
engine 202, a security module 204, a security dat&base 206, a correlation module 208, a correlation
table 210, a data analysis module 212, messaging facility Zlc?’ a @,c%%ssc[tn%gg&%ment module 216,
and a filtering modeAs TP ERBOUIRERE SN SIS8°EaR M Satedin Which one or more of these
subsystems of theRER.sysiemy 25:10Rareaptiondh:butavayhicrafyisriee B Ha/ depending

upon the exigencies of a particular situation. For example, the.data-analysismogule:212 may be
optional. in some"BhBoe |‘rﬁléc:l11t§§ %{/uv%gjﬁ c%? anothér example, thd\e filtgrin%: qmﬂ%dyle, %If‘g may be optional
in some embodimemg.SAﬁﬁf;h@\Kﬁ?i,&“ﬁSHSER“s%%?&ﬁi{ﬁ%@"}’lﬁsﬁiﬁg%’%‘%spaiyorac%rilms”d_ata 220 and
health related data 222, inseme-embodiments.dhapaye: daims30:datep226 anhe treifiealth related

data 222 may be accessible to the PER system 02 via the netwark 104 from.the.clignt systems 106.
The PER databa8&*¥06Hiay B ?Fﬁ"‘?’:tﬁ”r“eﬁgbt(b@s ore i\a/(é!r%US data relating to the health care of patients,

including- individuatirealifidecords. Preferably, the PPM. -1.2- database 200 includes a plurality of
PHRs for a plurality of patients, Typicalyxthe RER database200mapinchidedpritousand to sixty

million or more PHRs. Embodiments are contemplated. in which the PER database. 200 may be a.
simile database d?*‘“%ilﬁffﬁlFE?&?%F‘W%&%%@?@&E&%%TSvl\mﬂfg ] n\%grywﬁg %if%’"r%ly afiety of database formats or

languages. ItshowlghesappresidteththattheP ERttabATE FO0 ey BEEIEgica thaset that may
physically reside on a single storage mediym. o multiple storage mediaabn seme. cases, for example,
the PER databasé 200" tr‘ﬁ%a’f ega%ggzlcal daf’aseta, that physically Aresidmesriin rirg:u{tligles%(;%ggaphic
locations. In sonicksnbodifreHie SHE PR R S4tabIeR S0 may Heflide B master TOpatient index
("IVITI") field, TheoMN diglghallows:forthemssigboientat are uriGueplaied in which patients,

hospitals, employers, physicians, billing offfces. healtheare providers and/or

nealtheare practices may access ihe PHR systemn 102, However, the client systom’s

ot
L]

labels shown in Figure | are provided solely for purposss of example, but are not
intended to Hmit the type of users or require particuliar users io connect 1o the PHR
sysiem 10. |
Figure 2 shows en example embodiment of the PHR gystem 102. In
20 the embodiment shown, the PEIR system 107 incledes a PHR database 200, a PEHR
population engine 202, a security modunle 204, a security database 206, a correlation
module 208, a correlation table 210, 2 data analysis module 212, messaging facility
214, an access management module 21€, and 2 Hitering moduie 218, Embodiments

are also contemplated in which one or more of these subsystems of the PHR system

[
i

102 are optional, but may merely be “nice to have” depending upon the exigencies of
a particular stmation. For exznple, the da‘tf& analysis module 212 may be optional in
some embodiments. By way of another example, the filtering module 218 may be
optional in some embodiments. As shown, the PHR system 102 has access to payor
claims data 220 and health related data 222, In some embodiments, the payor claims
3¢ data 220 and the health related data 222 may be accessible 1o the PHR systemn 102 via
the network 104 from the ciient systems 106,

The PER database 200 may be structured to store various data relating

to the health care of patients, including individual health records. Preferably, the PHR



identifier that defines an entity, such as a patient. Due to the massive amount of PHRs contemplated
in the PHR database 200, many of the patients may have the same name. Consider, for example, a
PER database 200 that includes twenty million P}as. in this example, there may be thousands of
patients with the last name of is "Smith" and numerous persons with the name "John Smith." Although
the use of the NATI will differentiate the persons, the assignathnt of an WI to a patient may include
other criteria that may be unique to a patient. In some embodiments, for example, various other
criteria, other than name, may be used to determie whether an entity has already been assigned an
MWI, before an M1PI is igned. For.exar e PHR 20system 102 m ine whether
various data eIerﬁaeiﬁ‘f%s 5@@@8@ éL%FsStaiﬁj%aeﬁgJE%%gtg%gé}eﬁﬁ et %emélgéign%ggég{ﬁ ltL]:i‘DI, including but
not limited to tax®os; firthaated) genderradirebsrere: 1t therenttids dersiminBeto already exist, the
information is apgliad 10,20 existngRER.-OthemisenanewBisticisosatest and anew MPI is
assimed. 95The MP] could be used to secure data, store patient specific settipgrsé‘%nd/or act as a key
when. requesting:H&%ith Yot Bre dEtL FOT SXampte e TET T RBGRIPARE EFESE B &8 eference to
identifiers alreadycheinguseduactoss diffedentinformatich=systetis ok varoudhealthorganizations.

For example, hosplials, a2, proyideroffies-pharmacy banslits 0anausrs, iali plans a_ndior

other 30 systems rmay be cross-referenc,ed fo the MPI, thé’rg% tying all, relevant data to an

appropriate patiefitrBy Weljeof BABHETEXalfpte M & A0EENEL) PatiBHE L&&Feh that would
allow users to find:patienisactoss multiplermassive ang-discratexbealth related organizations without

requiring a national. JD numbﬁeré In Sg%%%ﬁ‘éﬂ%ﬂ z_ne%”lﬁr 52%%%%% re {5@{@93 data on. fifteen. to

twenty million patients. The use’of the so allows data collected from various sources to be
aggregatedifito asirgledecoibi{he fasindle WER Gt damicofeErRrdaT L plaralitfof sources).
Figure .) is an exgmpleugeoftheMN with respect te-acpatient identifiedsas #na:Seaith.” In this
example, Ms. Smith_has bgen treategﬂb%( \gﬁ\{isiged tt;qosix Iisteg ) ealtgggg? or %Qé%%gions. Bach. of
these organizations N8 HESGHET thalF oW idehttier tor VS Emith Shown by the system identifier
column., while thexMRi=dentiferiremains:asifigleifigle tackitlyy techanidmtirsoméiembodiments,
the 10 1V2I could;agt.only.generate a upidus jdentifies.far Ms.Smith,buticauld-alse gross reference

information to the system. identifier used by each of the organjzatiops. lii this manner, Ms. Smith's
identification touldBElpicRE AR WHEFFRABE TS SERTe f ?ﬁsfﬁ“éﬂ%'an‘i)éﬂ%wam%%%%ﬁ%d. This
allows the matchixggiofintarmationofiginating, flen:se wide:tafige Winedipat sowmeesiendefrom multiple
ayors 10 a single 4. comprenensive.splay Aol palienhy it same. emogiments, the NTT could
also be used to tic health information. related to a patient and their family innnibers. For example, the
presentation. of iNFEIHREEA rEHaraing: THEATE: B ThERFainiy eauRe whether an entiy

has aiready been assiened an MPL before an MPT is assigned. For example, the PHR

20 gystem 102 may detenmine whether various data elements already exist in the PHR

databage 200 before assigning an MPL including but not limited to tax IDs, burthdates,

gender, address, ste. If the entity is determined to already exist, the information i

applied o an existing PHR. Otherwise, a new PHR is created and a new MPLis

assigned.

o
th

The MPI could be used to secure date, store patient specific settings,
and/or act as a key when requesting health record data, for example. The MPI could
also create a cross reference to identifiers already being used across different
information systems of various health organizations. For example, hospitals, lab
systems, provider offices, pharmacy benefits managers, health plans and/or otber
30  systems may be cross-teferenced to the MPL thereby tving all relevant data to an
appropriate patient. By way of another example, the MPI allows a central patient
search that would aliow nsers to find patients acvoss multipie, massive and discrsie

health related organizations without requiring a national ID number. In some



be available in formats that assist both the health care provider and the patient in improving their
health care. 20Figures 4A-4D shows a diagram of an example relational database which could be
used as the PHR database 200 in some illustrative embodiments. It should be appreciated that the
database structhre, shown in Figure 4 is for purposes of example only, but that a multiplicity of
database structures could be used for the PER database 200. The PER system 102 may include a
PER population engine 202 to populate and/orupdate the PHR,s in th.e PHR database 200. The PER
population ngine, 202 may collect data from a wideé-variety of sources, such as medical claims,

pharmacy claims, orders and results from Ia?orgtory systems, admission summaries, op report and
discharge summaHeE e EuSToRTERE s%%da}ﬂ/ﬁ%éﬁ%&ﬁ%ﬁ?&‘c@éﬁfgﬁ&% 8r}ﬁﬁgrﬁ]fgfﬁ’/nentered
information from sutisays, Tiealth risk-dese ssmelits aikdirb ctenthyiry somescases amanually entered
data may be inputied | X‘fé@%%%'ﬁg hemselves Qrdepresepfative.lomheakh plans.provider offices,

hospitals, etc. By pfé’p ating the PHRs from a variety of sources, the PaRs would not be limited to the
data available -1%-sourtesjictual practices and hospitals. The table below shows a variety of sources
from which the PI-HS_ may bepepulated, aeeptding tobneembisidisnest: alangtisith example

formation that may b leaned o each seurce, METHOD OE.COLLECTION Ansyers o

guestionnaires and surveys. ular entries pertaining to management of their conditions; such as
home blood glucoée feviélisddirelapaesraesimEortcEad MaERstHE Progrees ortHesHReERSE condition.
Patients may also.directh:gates information: such, as-avastheicaunter diugs wimmueizations and
allergies, into their PEP, directly by.connecting to the PER system. Direcg%é:ollec ingéhe claims data
eriving the

from the claim profEEEinY SYaRHS R & PEHSATE g Faaif Basis) §PFeaT time Dasis.”
data. to obtairt cliri@ldnfairneatioly. sEhisairformativdanaicaliso e éntéhetireetlf ito PHRs by persons

Mated with the health plans suchascase.and.dissase: Managessn L Electionic fapg ordirect access to
obtain data relatln&to prescriptions. o o .
is manner, Ms. Smith’s identification could be picked up when another message

from the same system is received. This allows the matching of mformation

originating from a wide range of medical sources and from multiple payors o 2 gingle
15 comprehensive display about a patient. In some embodiments, the MPT could also be

nsed to tie health information related to a patient and their famiiy members. For

example, the presentation of information regarding the patient and their family could

be available in formats that assist both the health care pravider and the patient in

improving their health care.
20 Pigures 4A-4D shows a diagram of an example relational database
which could be used as the PHR database 200 in some fllustrative smbodiments. It
should be appreciated that the database structure shown in Figure 4 1s for purposes of
exxample onty, but that & multiplicity of database structures could be used for the PHR
database 200,

The PHR system 102 mayv mnclude a PHR population engine 202 to

popudate and/or.update the PHRs in the PR database 200, The PHR population

o]
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engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital interfaces, and
30 manually entered information from surveys, health risk assessmenis and direct eniry.
in some cases, manually entered data may be inputted by the patients themselves or
representative from health pians, provider offices, hospitals, etc. By populating the

PHRSs from a variety of sources, the PHRs would not be limited to the data available



1 From the lab systems using Universal interfaces (e.g. EL?) Or customized ! interfaces. 1 From the
Imaging Center Systems j using Universal (EL?) or customized interfaces. g Outpatient Facilities From
the EMR of the facility using ' Universal or customized interfaces. Information imported from the
respective EIVIR's of the hospital using Universal Interfaces (such as EL?) or customized interfaces,
S. Ph 'sa. Front the claims submitted to the payers b. direct online notes or input to the PER
Embodiments are contemplated in which the PHR population engine 202 may "pull" data from various
sources, In sonic embodiments, for example, a "flag" or other notification could be sent to the PHR.
population engine 202 that health -15- related dafaﬁié ready to be updated. It should also be

appreciated that varigus health: selated emnizations cauldhipushvdatato.theiRlia peptation engine
202. For example, the client systems 106 mi%)/ C’%SS thmﬁ.Pcl;lRLs%ste 610%329 5’18-99%% he PER of a
patient in the PEW tABALL 500 th Bther EMBSHiImaME the BOT Bopliation angme 202 may
periodically receive:dataifrafimvatioussources: Fomexamplexcthe®ER population engine 202 may
download payor claims data (or other health related information) from an insurance company tor other

payer or health provigg@LQ@@daiiy, weeKly or other periogic-hasis. danhodimentsyare contemplated t.n
which the PEW populatipi:gngine 202 may download paygfselatmsdatadkirathenhealth related data
on a "real time" basi§§. The term "real time" does not necessasily Rigan:instantemeous; but merely
means that the PER population engine 202 would updatesthesRER: Hatdlsase 208 wifidew information
before the information would be needed by a health caré ﬁréﬂ’ﬁﬁéﬂ%@ﬁ@ﬁ%ﬁ[@}%@ﬁg?@ef a patient that
is referred, to a speciglist based on a visit with his/her pririary T’f‘ee?higﬁéﬁmﬁﬁﬁ%gxampIe, the

. . . the 1sease Sondipion, 118018 L .
15PEW population engine 202 would be considered to upgate.ihe;patt gké}héé{%&"re;al time" basis
if the Ka is updated. with information from the visit with the,primansGaelphysiciansprior to the visit with
the specialist, whether the appointment with the specialistis:scheduedaihasameasday as the visit to
the primary care physician, the next day, a week later, etcheir PHR directly by connecting to |

] the PHR svstem.
- 2. Health Plans Drirectly collecting the clatms deta
from the claim processing systems on
& periodic {e.g., daily basis) or real
time basis. Deriving the data 1
obtain clinical information. This
' ' | information may also be enered
directly inte PHRs by persons
associated with the heaith plang, such
as case and disease managers.
. Pharmacy Benefits Manager (“PBM”) i Electromce tape or direct access {o
¢ obtain data relatine to preseriptions.
4, Labs i From the lab systems using Untversal
: | interfaces (e.g. HLT) or customized

| interfaces.
. Irnaging Centers From the Imaging Center Systems
using Universal {(HL7) or customized |
interfaces, 3
. Fregstanding Quipatient Facilities From the EMR of the facility usmg
| Universal or customized mieriaces,
. Hospitals ‘ Information maporied from the
, ) Tespective EMR s of the hospital
i using Universal Interfaces (such as
t L) or cusiomized interfacss,
8. Physicians a. From the claims submitied fo the
payers
| b. direct online notes or input 1o the
| PHR
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Embodiments are conteraplated in which the PHE population enging
202 may “pull” data from various scurces. In some embodiments, for example, &

“flag” or other notification could be sent to the PHR population engime 202 that health



201m some embodiments, th.e. PIL11". system 102 may include a messaging 4 to interact with
the PER population engine 202 in handling rries.sa are received from various sources, such as client
systems 106. ha some cases, the messaging facility 214 may also generate response messages for
client systems 106 that can pro amminically request an electronic copy of the PER. Embodiments are
25 contemplated in which proarrunical requests for portions of the PER may be denied based on
permissions associated with the PER, as described, below with respect to the security module 204.
Preferably, the messaging facility 214 is configuregsto handle messages in a variety of different
formats, both standardized formats, and custom 30 formats. The message formats described herein
are provided merehpfod prrgoses ofdxaipled hdwevdr issHoultPbeiaispréeiatsibmacthe messaging
facility 214 is not lipited in.the formatsispecificallv.described besein Bynay ofexample, the.
messaging facility 214 may be capable of handling messages in 14117-v2.4 and 6- v2.5 formats
These message fGifHaR&INEHESEHTDTE f’r?lﬁ\?ﬁ?%%fé%é%ﬂ?@%f@ﬁﬁ?ﬁéPr%&ﬁé%a%%%ﬁ as hospital
admission and disghasge-pumirarieR, dabherd2ds, radidlogyrdrdirspradiel6giRresultstand lab results. By

way of anothey example, th %@ﬁ%@%@{%ﬁgﬂéﬁxﬁéﬁ%i@&%ﬁ? SHRRortiar Hl7v3 fgrmal.

Embodiments are contemplated in win e messaging facility 214 includes support for ANSI-X12

837. This messagBH8ravat|aas RBECH 1R A ASEar RAF rHr St tsimitE &4 imposed by

the Health Insurangg.Boktability-andAceauntabilinAct(SHE: 32A0A0) Bsathereurientlymrequired standard

for passing health care claims dzalgal betw %nbosrgal%gxz%(cij %@Jhaifé rgmg%%geég& qrmat ijlgglhglges a wealth of
| r

. X ALy, WECKH OF OLA8T DETI0Nl
10clinical information; including diagnosis and procedure codes, provider specialty data, treatment

dates and many offiBtgiopuiztionEheirmaiSsaginty faditty Praralayralsa el oder SupporrforINCPDP 5.1
format. This standard for passingPreseriptionandmedicationdnfRimationhetwesn as defined by the
National Council for Prescription Drug Programs 15 qr nizatiotn, and ‘hgsi een ?dpp ed by FEEPAA
as a pharmacy battHS{ERHETd WAL thiscHRE S8EJe ol bR ST SRS M maRy Toeations, it would
most likely be delivergétifdnpa:RI A matyBe nefits:Mandgér ¢ R8N TiiePBMidimpbeleithin a health
insurance plan, or,operate as, an indiyidual enlity, for 6xamPle, . s0me emboriments, the messaging

facility 214 may receive 20 messages over 21. secure connection to a web service. in some
embodiments. thespecialist based on 2 visit with his/her primary care physician. In this example, the

15  PHR population engine 202 woulid be considered io update the patient’s PHR en a
“regl time” basis if the PHR is updated with nformation from the visit with the
primary cares physician prior 1o the visit with the specialist, whether the appointment
with the specialist is scheduled the same day as the visit to the primary care physician,
the next day, a week lafer, etc.

20 In some embodimenys, the PHR system 102 may include a messaging
facility 214 to mferact with the PHR population engine 202 in hendiing messages that

e recsived from various sources, such as client svetems 106, In some cases, the
messaging facility 214 may alse generate response messages for client gystems 106
that can programmically request an electronic copy of the PHR. Embodiments are

25 contemplated in which programmical requests for portions of the PHR may be denied
based on permissions associated with the PHR, as described below with respect fo the
security module 204,

Preferably, the messaging facility 214 is configurad to handie
messages m a variety of different formats, both standardized formats, and custom

30 formats. The message formats described herein are provided merely for parposes of
example; however, it should be appreciated that the messaging facility 214 is not
Himited to the formats specifically described herem, By way of exanple, the

messaging facility 214 may be capable of handling messages in HL7v2 4 and



nadssagin.g facility 224 may include a certification. mechanism to ensure that the organization is
eligible to submit and request information from the P1-112. system 102. For example, each
participating entity may be issued a Public Key Infrastructure ("PI1(1") certificate that will allow
verification that only authentic messages are passed 25to the PER system 102. The messages may
be sent on a real-time basis from some organizations, typically hospitals and laboratories, btu may be
sent on a periodic basis from other organizations, such as health insurance plans and PBMs. In some
embodiments, the P1-ER population engine 202 may have access to payor claims data 220. The term
"payor claims data" is intended to be 30 broadly interpreted to include any patient related data
associated with the payment.of health related ﬁeﬁmmeﬂcﬁﬂwmﬂyupa}ywdmgﬁfma@@@ may be

avallable from (of sento) healih nsurance plans.ndloraayerpenlal badles.arother enites that pay
e

for health related Services. "For exam payor c alms a“ta 220 may include, but -1?- are not
limited to Interna@@b@@émﬁaﬂ@ﬁi@ﬁﬂﬁéﬁ%ﬁ (IRI@D*‘)T??O(%‘SW@WF%P@%C%W& Férminology

("CPT") codes, Nﬁg%ai,p@dg@@dg mpi@mg@gg@g&q&mgﬁglmmeatmem dates, manually entered
data, or other data formats. A wid. e%hof information irn be ob ained through,t 2 payer claims data
" 1

220. An 5illustrative example GPIRTSIHTAHGH tHAT CBTI b collected for a FUR front the payor claims

data 220 is provideddetownGeferaNfdidion Ryer@essee format is defined by the American
National Standards committee and imposed by the Heslth Insurance Portability and
Accoumtability Act (“HIPAA”) as the currently required standard for passing health
care claims data between organizations. This message format incindes a wealth of
10 clinical information, including diagnosis and procedurs codes, provider specialty data,
treatment dates and many others,

The massaging facility 214 may also include support for NCPDP 5.1
formal, This standard for passing prescription and medicaiion information between
entities was defined by the National Council for Prescription Drug Programs

15 organization, and has been adopted by HIPAA as a pharmacy batch standard. While
this messags could be sourced from many locations, it would most likely be delivered
from a Pharmacy Benefits Manager (“PBEM”). The PEM may be within a health
insurance plan, or operate as en individual entity, for example.

n sorne embodiments, fhe messaging facility 214 may receive

20 messages over a secure cormection to a web seyvice. In some embodiments, the
messaging facility 214 may include a certification mechanism (o ensure that the
organization is eligible to submit and request information from the PHR system 102.
For exatpls, each participating entity may be issued a Public Key Infrastructure

(“PRI™) certificaie that will allow verification that only authentic messages are passed

o]
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to the PHR sysiem 102, The messeges may be sent on a real-time basis from some
organizations, typically hospitals and laboratories, but may be sent on & periodic basis
from other organizations, such as healih insurance plans and PBMs,

In some embodiments, the PHR population engine 202 may have
acoess to payor claims data 220. The term “psyor clafms data” is intended to be
30 broadly interprated to include any patient related data associated with the payment of
health related services. Typically, payor claims date 220 may be available from (or
sent 1) healih msurance plans fm&f” or governmental bodies or other entifies that pay

for health related services. For exarmple, the payor claims data 220 may nclude, but



ICOutpatient Encounter History, Vaccination history. Mammography in women; retinal
examinations for diabetics. colanoscopy for adults; PSA tests for males; etc. Visits to primary
care doctor. Dates, duration, frequency, main diagnosis at each visit, medication, prescribed following
each visit, tests ordered with each visit, changes of medication as a result of each visit, changes in the
frequency of visits to the PCP, changing diagnoses following visits. Referrals or orders for lab
tests and imaging tests with the diagnosis justifying the tests. Subsequent visit history to specialists,
further tests and 20 admissions to hospitals _17.Referrals and visits to specialists. Diagnoses by
specialists labtests and imaging tests ordered by specialists and diagnoses justifying tests.
Medications presgtibediyispecialistasiwith Ciagfioses: Hiratiereof TCEahorididgnuses.
Multlplesame-corlgdétlgg %?%%{ﬁgﬁg% o @l&ﬁs}@g%g‘qg@g%gﬁi Mg@%q@qﬁ@em@@@@f@%ﬁg generated.

Medication-clinical condition adverse reaction alerts generated. Psychotherapy/Psychiatric Therapy -

dates, name of caregiers. JaHRRHOsES, HEHMEAIBIT HosHdr OMp AFENPEREEUhE History Tests
d.one at the out patientfagititr-dates.jestsransdingnesese Aprepeatsaia 220. An

5 illustrative sxample of mfonmation that could be collected for a PHR from the payor
claims data 220 is provided below:
General Information
Age,
Sex.
10 Outpatient Encountsr History
Vaccination history,
Mamnography in women; retinal examinations for diabefics;
colonoscopy for adults; PSA tests for males; ste.
Visits to primary care docsor. Dates, duration, frequency, mam
15 disgnosis at each visit, medication prescfibed following each visit, tests ordered with
each visit, changes of medication as a result of each visit, changes mn the frequency of
visits to the PCP, changing diagnoses following visits.
Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, further tests and
20 adimissions to hospitals. '
Referrals and visits to speciaiists. Diagnoses by specialists, lab tests
and imaging tests ordered by specialists and diagnoses justifying tests.
Medications prescribed by specialists, with diagnoses. Duration of

medication.

2
L

Multipie same-condition specialists, or physicians for the same
diagnoses.

Medication to medication alerts generated. Medication~-clinical
condition adverse reaction alerts generated. '

Psychotherapy/Psychiairic Therapy - dates, name of caregiver,
3¢ diagnoses, medicaion.
Hospital Outpatient Encounter History
Tosts done at the out pattent facility - dates, tests and diagnoses. Any

Tepeats?



Out-patient surgery - date of surgery, type of surgery, thagnoses for name of surgeon, name of
anesthesiologist, complications. Hospitalizations following out-patient surgeries. Physical therapy -
dates, duration referring physician and diagnosis. Out-patient or in-patient drug rehabilitation treatment
- dates, treating physicians, diagnoses and follow up visits. Medication associated or linked with these
the Urgent Care/ER Visits - dates, dnration. names of physicians, names of facilities, tests run.,
and diagnoses. 10Admissions to hospitals or physician referrals resulting from urgent care/ER visits,
Medications prescribed and procedures performed, Ambulances/medical transportation - dates,
number of times called in a span of e, diagnoses, treatment rendered by EMT. Hospital Admissions

15Name of hospital. Date of adigsien: Rateof discharge Admitling diagnosisanekdiseharge
diagnosis. List of complications, L.O.S. _NPro?&i}IELems1 Iist.tThe nlaurggt?ggimes seen by specialists,
their specialists and&iiaghBeed By fiem Time Shent by each: physician on every visit. The diamoscs
or conditions for which they wérességirmgithepatient 00'vesten! fatetasts, biopsies, surgical specimen

exam, imaging tests and othe@%ggayvﬁgrgp@“d@g@,g and:diagpeses,andnamessofisefetring physicians
and reporting physicians. Treatment days in regular units. Treatment days in intensive care. Post

Hospitalization Management. BER2RAT HHySeaFtHE 07 At 15 HEHE HaTEE VIdits; BFf iffusion
therapy. Medicatigh tatiaing.dischaige Ongaingcamphdcations, afsaciyied or inked with
these therapies.

Uhrgent Care/BFR Vistts - dates, duration, names of physiciang, names of
facilities, tests run, and diagnoses.

10 Adimissions to hospitals or physician referrals resulting from urgent
care/BR visits, Medications prescribed and procedures performed.

Ambulances/medical transportation - dates, number of times called ina
span of time, diagnoses, treatment rendered by EMT.

Hospital Admissions

15 Name of hospital. Date of admission. Date of discharge. Admifting
diagmosis and discharge diagnosis. List of complications. 1.O.S.

Problems list. The names/times seen by Spa;ialists, their specialisis
and diagnoses by them, Thme spent by each physician on e{fery visit. The diagnoses
or condttions for which they were seeing the patient,

20 Tests — lab tests, blopsies, surgical specimen exanm, imaging tests and
other tests with the dates and diagnoses and names of referring phystotans and
reporting physicians.

Treaiment daye m regutar units. Treatment days in miensive care.

Post Hospitatizanon Management: ECH, NH, physical thazapy, aj-

o]
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home nurse visits, and imfusion therapy,

Medication following discharge.

Ongoing complications, if any.

Readmission and readmission diagnoses and dates, dates of admission
and dischargs, treating physicians and their specialigts and the time they spent with
30 the patiemis in the hospital.

It ghould be appreciated that the above list 15 provided for purposes of
example onty, but that additional mfonnation may be obtained from the payor clatms

data 220



Readmission and readmission diagnoses and dates, dates of admission and discharge,treating

physicians and their specialists and the time they spent with 30the patients in the hospital. It
should be appreciated that the above list is provided for purposes of example only, hut that additional.
information may be obtained from the payor claims data 220. -19- It might at first appear

implausible that transactional information, such as payer claims data 220, would provide meaningful
medical or clinical information for inclusion in a FUR_ However, payer claims data 220 creates a type
of virtual medical record. Every claim which is prggessed typically includes, in addition to various
dernossaphic information, procedural or visit codes and diagnostic codes. Payer claims data 220 is
generally more comprehensivie retatingite: thye encouhiteisibétweensthempatiehtsandrdiffierent as well as
diverse providers, (g0 he eleciignisMpditabisaarda ety indiidual prviders siage,a health. plan
(or other payer) will generally receive claims’from all or most of the sigruncant care providers for an
10individual. Usire thelafieetionid e diearreecris o fhesdai dtiarprovia s’ 4888 hble a PER
would, at best, beqamuch mere diffieyli-and.wonid fikelssaswiin@recnrtdhatisiackiog in a full list of
encounters, especially providers whose access was not provided for t .reason. Another
advantage to usino the Sgﬁ} r ﬂ}f&gl &g?f%‘ﬁb %Gtcﬁa%utﬁlgIg d‘é%égf?q?g agﬁ@e Ef%cgsgﬁ%g%gg\d orderly when
compared to othételaita sourdes iA tiresheaithcareinelostrhe TR paydrciamisSasa®0 also provides a
structure which is,useful iR methedicallyarganizing andinenudlatingitherdate.-and prinritizing the
manner in which extracted dataﬁis displ%)?ed. hi addfition,_th%ag?ﬁclginés d%ta 22‘0 WOU1|P not need
coordination fronTAHEGHSEIGHS kS8 per & S NG tity o1 SRampie the T e o pay FeAimS data 220 to
add information aestitherhespitatiz@dmission:ofa gatiesigniduidinetameddhe toerdination of the
hospital. ;o Preferably, the paxenclaims data, 230 s snormalizedianplassstint a standard fennel

by a separate process. One such process is the CO???leCLTI\/EILprocess available nom, the assignee
of the present appReatiina THS Brokk < h85H e B & s tie MAAHIICANSH EEHAMND. 10/381,158
entitled "System ferLommuniertion-of iHeakh-CareData’, flee-on Marchi2d wizB803caad claiming the

benefit of PCT Intemaonal Appliation No: PCTILTS04/826848 e an October 14,2001, Both US.

and PCT applicat?;'(‘ﬁarﬁ;sM a8 here y expressly incorporate ‘into this™a p is reference thereto.

ication
Although specific detR8%payet fhendaithe mitheshayErBraifiscudte 18 maiﬁéa%fﬂ%wyéfr%@ims data 220

may be moresreadilysuilizeshy the remainger. of @0the.PHR-system t02sthanvimws data available
from various health related organizations. e%gg ayor claims data, 220, For example, the health related

dat from patients HEIRY G IRSbIHATHES "B WAY 8 Aridfiar SRiGRIPHate 4, and

prioritizing the manner in which extracted data 1s displayed. In addition, the payor

claims data 220 would not need coordination from the creators/keepers of the data.

For example, the use of payor claims data 220 to add information about the hospital
20 admission of a patient would not need the coordination of the hospital

Preferably, the payor claims data 220 is “normalized” or placed into 2

stm;da'rci format by a separate process. Omne such process is the connect™ process
avaiiable from the assignes of the present application. This process is described in
.5, Patent Applcation Sertal No. 10/381,158 entitled “System for Communication
of Health Cars Data” filed on March 21, 2003 and claiming the benefit of PCT
International Application No, PUT/US01/42618 filed on October 11, 2001, Both U.S.

2
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and PCT apnlications are hereby expressly incorporated into this application by this
reference thereto. Although specific to the payvor from whom the payor claims data 18
obtained, the pavor claims data 220 may be mors readily utilized by the remainder of
30 the PHR svstem 102 than “raw” data evailable from various health related
Organizations.
In the embodiment shown, the PEIR population engine 202 has access

fo oiher healih related data 222, wiuch could be used 1o supplement and/or enhance



iay be collected alth related data 222 may include clinical data. obtained from various entities, such as
hospitals, labs, imaging centers, or outpatient surgery centers. In addition, the health related.
information 40 could be obtained from physicians and/or physician offices. in some
embodiments, for example, individuals may be asked to complete questionnaires at the time of
enrollment into a health pima, or at some later a a PEW is being developed. The following is an
illustrative example of information, collected for a PER using questionnaires: General Information
Race. Weight. Chang Height. 15Blood Pressure_.7|6|history of diabetes, asthma, stroke, art attack and
other conditions History of Accident: automobile, motorcycle, bicycle and work- related. History of

Eotentia”y dangez@%ﬁﬁ??ﬁi&ff-dam 9;2?.F%mFyéﬁﬂ@tarm@ﬁgv@rw@ghm&gmbk@@ﬂmr@s}wﬁi diabetes,
e e e S A0 BRI S s AT
guestions and addingIarthengiastidnssal data obfainad from various entities, such as hospitals,

iabs, Imaging ceriers, or outpatient surgery centers. in addition, the health related
3 information 40 could be obtained from physicians and/or physician offices.

In some embodiments, for example, individuals may be asked to
complete questionnaires at the timne of enrollment into a bealth plan, or & some later
time when a PHR. is being developed. The following is an illustrative example of
information collected for a PHIR using questionnaives:

10 ' General Informaftion
Race.
Waight,
Change in Weight.
Height.
i5 Blood Pressure.
History of diabé*cesn asthma, stroke, heart attack and other condifions.
History of Accident: automobile, motorevele, bicycle and work-
related.
History of potentially dangerous hobbies.
Z0 Family history of overweight, high blood pressure, diabetes, heart
disease, cancer.
Lifestyie factors: smolking, aleohol, drugs, exercise and sports,
Vigits to various countries where a disease could be contracted.

Any other history information that can be obtained by changing the

25 questions and addmg further questions,
Outpatient History
Vaccination history.
Mammography n women; retinal examinations for diabetics
colonoscopy for adulis; PSA tests for maies; sfc,
30 Medications prescribed by specialists, with diagnoses. Duration of

sdication. _
It should be appreciated that the above List is provided for purpeses of

example only, but that additional information may be obtained from patient



Outpatient History Vaccination history. Mammography in women; retinal examinations for
diabetics colonescopy for adults; PSA. tests for males; etc. 30Medications nresmibed by specialists,
with diagioses. Duration of medic questionnaires In some embodiments, the health related data
222 may include clinical data from hospitals, labs, imaging centers, outpatient surgery centers, andior
similar entities. In some cases, the clinical data may be extracted using a standard format. 5For
example, this information is generally available in electronic form in Health Level Seven ("TELT) format
and can be efficiently extracted through the use gf interfaces designed for compatibility with this
format. HL,7 is a non-profit volunteer organizatidnihead_quartered in Ann Arbor, Michigan that is an
American Nationq@ E%@%ﬂ%g institute ("ANSF")-accredited Standards Developing Organization
("SDO") 100operating in the field of healthcare. This organiz tipnTde\gelg%%srg'i?igcqponsithat enable
disparate healthcare applicatiBrisT5 BREAGHTE ke Sat Of LRMEAr B adihinStFafive data It should be
appreciated that an:interfacemayibe pravideddaextraci<iata frora somecthed/faithioeformat The

fllowing is an example st of eliniealnfarmalion.hatmex b solcled romthe healih related data

222: 15Impatiente%érﬁlssmn istory and p ys'fca examination. Inpatient discharge summary.
Selected lab Testits donsldufitgveespitaF st (Ecd b tie Yest PaS IR A BB Trdi&lant for
continuing care ang4mayjust; add.to the clutterymimaging teskrastitg20Pathofdgy:feperts, including
reports of bIOpSIed.Se'sz' gned for compatibility with this format, HL7 is 2 non-profit velunteer
organization headquartered in Ann Arbor, Michigan that is an American National
Stapdards Institute (“ANSI"-accredited Standards Developing Organization (“SDO")
10 operating in the field of heaithcars. This organization develops specifications that
enable disparate healthcare applications to exchange key sets of clinical and
administrative data. It should be appreciated that an interface may be provided to
extract data from some other form or format. The following is an example fist of
clinical imformation that may be collected from the healih related data 222:
15 Inpatient admission history and physical examination,
Inpatient ¢ischarge summary.
Selected lab resnlts done during the hospital stay (some of the test
results may be irrelevant for continuing care and may just add to the cluiter).
Imaging test resulis.
20 Pathology reports, ncluding reports of biopsies.
Medications administered to the patient.

Any other information which is considered relevant for continuing

[¢]
]
n

Tt showld be appreciated that the above list is provided for purposes of

o]
th

example only, but that additional chnical information mayv be obiained from various
entities.

The manner m which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL7 format, for
30 example, it should be relatively eesy to gather the desired clitucal information from
the electronic medical record (“EMR™) of each patient for each encounter. In
hospitals without comprenensive EMR systems, or in those using different data

formats, the information gathering may stilt take place, albeit through ndividually



Medications admiMstered to the patient.. Any other information which is considered relevant for
continuing care. It should be appreciated that the above list is provided for purposes of example
only, but that additional clinical infoimadon may be obtained from various entities. The manner
in which such clinical information may be accessed will depend on the state of record keeping in each
individual entity. In hospitals having relatively modern electronic medical record systems that use the
HL7 format, for 30example, it should be relatively easy to gather the desired clinical information from
the electronic medical record ("EVER.") of each patient for each encounter. In hospitals without
comprehensive EMR systems, or in those using different data formats, the infraillation gathering may
still take place, albgit:thraughdndividualiccrafied:rterfaces-arothesieansdispasific td the particulars
or data types. For example, lab, pathology reports and imaging tests result >ssed by building
interfaces specificﬁ?rgiﬁ%“p:s%%’tg?#so%égée O‘Fﬁaa%w%éﬁlﬁa%jh}?s“’ &ﬁsg;c‘i%}% ég% thgtdr%;%%gi%ipitals use outside
vendors for such sefivesparacapsindifidoabvergorniasd servarmaniptiospitals et 8w an interface
to be used acrossa,nmbsr.ef Rroviders.Similansoldtiens eyl be-adepted:withatheetypes of clinical
information. Relevant information may also be acc%ised I’Olég harina stems %glgqh as those

b ; v Y ; :. y - - & ¢ T aToV
maintained by hoSFRAIE BE RS HRHIES. AT ELIBRASIoR S .Qp%gy%?ts:mﬂeué%n%ﬁaﬁ%ﬁ and. discharge
summaries may alsmibe atcessed:thoughptransthiption werrtefsiTid T0approachirayebe used with

labs, imaging centers, outoatient SUrgerY.centers, and otherentities.Many eiftmost, of these

entities have modern electronic systems, which are’ HL7 compaitible, facilitating the gathering of
relevant informatiéii &S EHSSE Ab SVE HRHRST O THEFIBRBGTEY EaNE 8 GE8H 16 Y Ather the
information if not ima k¢ femmat-thfhehealth elatecsddta222imaysingiude dsformation gathered from
physicians and/or physician offices. There.are thousands of physician-ran clinical s are systems in
existence, wﬂﬁ mél}ﬁg}%gﬁle]?a}éna ‘féesdswgt%ggagﬂ%%%Oi??%é%ocgrlge{(%ggné?"]gégn%%%éj %%A(Ie with the other
sources discussedBbovELSn&EppHroaehT6 b IEIIHYTHIBFFTRIS AT SHYSICRh S KW recopize what
information is not 20;available frompayorclaimsdate anestioonaire-data andlinicaldata, and then

focusing on obtaining tha information.Tx%zica,ll the infor}? iOI‘lVé ich this | C|lé%es i%,relqtively limited
S

. . o : v g%hm & T e al10T Ly
and consists mainfy B ES e 6 SBIRE TSt doRE n-an OHices. Examples of such tests include EKG's,
cardiac stress testsyt iz HL7 format. |

15 The health related data 222 may include information gathersd from
physicians and/or physician offices. There are thousands of physictan-run clinicel
sofrware systeras in existence, with more variety and less standardization m record
keeping than is the case with the othér sources discussed above. One approach to
obtaining information from physiclans is o recognize what information 15 not

20 availgble from payor claims data, questionmaire data ard clinical data, and then
focusing on obtaining that information. Typically, the information which this
inciudes is relatively limited and consists mainly of resuits of some tests done m
physician offices. Examples of such tests include BKG s, cardiac stress tests,

echovardiogram: tests, BE(G s, EMG’s, narve conduction studies, and ultrasound tests

s
iy

done in physician offices. One possible approach fo facilitate and meentivize
physicians 1o provide this information to assist in buiiding e patient’s PHR is o ask or
require providers to supply the information to a PHR portel. In some cases, for
example, the supply of such information could be a condition for payment in
connection with the subject tests.

30 In some embodiments, the PHR population engine 202 may intaract
with the correlafion module 208 to comelate health related data 222 and/or payor
claims datz 220 with a bealth care concept mm an arrangement of health care concepis.

Preferably. the correlation moduie 208 epcodes the health related data 222 and/or



echocardiogram tests, EEG's, EMG's, nerve conduction studies, and ultrasound tests 25done in
physician offices. One possible approach to facilitate and incentivize, physicians to provide this
information to assist in building a patient's PHR is to ask or require providers to supply the information
to a PER portal. in some cases, for example, the supply of such information could be a condition for
payment in connection with the subject tests. 30in some embodiments, the PER population engine 202
May jnteract with the correlation module 208 to correlate health related data 722 andlor payer claims
data 220 with ahead' care concept in an arrangement of health care concepts. Preferably, the
con-elation module 208 encodes the health relatéd data 222 2.M.VOT -TS payor claims data 220 into

SNOMED ("Systematic, Nomenclayie codesrihe-SNQNED cades arhealih-retated data based on
the SNOMED codes mayr%e insetted, into the patient's PER, In some e @%%ntﬁbother health
n

entries in the PHROfetatiny YRS OIH BT EEHE Lo BE BESEGhtdy- RIegardless of the

format or mechanjsmstiam which thednferration isderved Byusing SNOLVEEDCodES in the PER,

differing types of entries, such as | conditions, procedures; care plans; biekaetricrackers,
medication profilé'%gﬁcf‘lﬁa%l’%gouﬁf,g&%ﬁ%&ﬁeg %8§gﬁﬁér$for f')iettelr dlecisioﬁ rf'fakinc;‘;j data. analysis,

application of perfrissionsanterhdcedrHeaike fEBkrGOROSISTONMEY ISR HURMSIBATYS the College of
American Pathologists;{"GARD: SHOWGR, Clinicahdients: (oSN DR Gditis apssientifically-validated,
clinical health care terminology and. ig{rastructure.. Heal;qnda%tf}ﬂ an, be captyred, shared and.
aliregated in a coff&Rteht miARner by tHE SRBMEL S términology The terminology currently contains
over 350,000 hienaretiieaity specifiedheatikicare 45corcapteraeRowith FFGEMeEKings and
logic-based definié;%gﬁcéq}qm%r@gm@ese health care concepts have distinct relationships that support
reliability and consistency for data retrieval. In some embodiments, the cog)ra, ation module 205 may be

associated with a correlation tabfe*0 18, SvhiERHTR Hilp SRR Yelatsd @aea™222 ahdlor payor claims

data 220 into a heafthregressungept CSuehiasas NONMIBEDOUE)) is 2 scienfifically-validated,
clinioal hisalth care terminology and infrastructove. Health data can be captured,
shared and aggregated in a consistent maomer by the SNOMED CT {srminology. The
terminology currenity contains over 350,000 hierarchically specified health care

15 concepts, cach with ﬁnique meanings and logic-based definitions. Additionally, these
health care concepts have djstiﬁot relationships that support reliability and consistency
for date retrieval. In some embodiments, the correlation modute 208 may be
associated with & corrslation tehle 210, which may map health related data 222 and/or
payor clatms data 220 into a health care concept, such as a SNOMED code.

20 Figure 5 provides an example with 2 PHR for a patient identified as
“pnn Smith.” I this example, the PHR includes a MPI field, which contains the MFPI
associated with Ann Smith, as discussed above. The example PHR mclndes
diagnosis, progedure, and medication fields m which the SNOMED codes derived

from ICD codes, CPT codes and NDC codes, respectively, may be stored. Inthe

25 example shown, the payor claims data 220 is the ICD9 code 0f 250.00. The
correlation module 208 could correlate this ICDS cods into the diabetes concept, The
PHR population engine 202 may include the SNOMED code associated with the
dizbetes cancept into the diagnosis field of the PHR for Ann Smith. Other health
eniries in the PHR relating to diabetes could be associated with this enfry in the PHR,

30 regardless of the format or mechamsm from which the information is denved,
whether from an ICD code, a CPT code, a NDC number or masually entered data.
Physicians, patients and others could then categorize information related to specific

health concents using the SNOMED codes, including visits, iliness/conditions,



20Figure 5 provides all example with a PER for a patient identified as "Ann Smith." In. this example,
the PER includes a 1\4131 field, which contains the MPI associated with Ann Smith, as discussed
above. The example KYR includes diagnosis, procedure; and medication fields in whicis the SNOMED
codes derived from 1CD codes, CPT codes and NDC: codes, respectively, may be stored. in the
25example shown, the payor claims data 220 is the ICD9 code of 250.00. The correlation module 208
could correlate this ICD9 code into the diabetes concept. The PER population engine. 202 may include
the SNOMED code associated with the diabetes;:oncept into the diagnosis field of the PER for Ann
Smith. Other health entries in the PER relating t&*diabetes could be associated with this entry in the

PER, 30regardless of the. farmat o mechanisa frorm wihich-#ie infer-natienis desived, whether from
an ICD code, a CPT code, a NDC number or_,manua}:%yﬂeptgred Qata,_hary%iwpis%gsﬁo%[pnts and others
could then categétiedifitdmBetioi taated b et e Hedith ESRERHTS Using 1ne SNOMED codes,

including visits, illngssiconditionst +24nhpratedurdshinfUhiZations: fedicstiohs ipddith action plans,

lab results or other related data. The use:of the HaDlhdd.cauld dwitherenhancethaREW. system 102
Since the WEPT fdeéntifies the paﬁent and the SNOME.D code designates the health concept, the

PIER system>102srageeohectianie- presehiai/ ereegatyin S PER 1ArTan be'8takized, stored,
viewed, and managed-by-all interested parties in health care transactions. The PIIR. system 102 may

include access management glrl?fj £216. T %é%ﬁﬁ%z{l'&%‘%%%@%&QEQQ&&%I{E‘R%&W% an interface

to the PHR system 102 for client systems . to 'ance“and"[or supplement the access provided by
the 10 messaging facifitys@hdnigsomomhbodini ertsiforERARBRS, e HcBsy Eh Heitient

client sysiems 106, to enhance and/or supplement the access provided by the

10 messaging facility 214. In some embodiments, for example, the access management
module 216 may provide a web-based portal to access PHRs in the PHR database
200.

Tn some embodiments, for example, a patient may access his/her PHR
via the web-based partal (or through another connection to the PHR system 102).

15 This would aliow the patient to supplement his/her PHR with additional infonmation,
such as over the counter medications, allergies, immunizations, etc. The patient cauld
also view his/her PHR using the access management module 216, For example, the
patient could view a diagnosis, laboratory resulis and other information in his/her
PHR via the web-based portion (or ather comnection). In some circumstances, the

20 fimdng of patient access fo certain records in the PHR muay be controlled. For
example, 2 physician may not want a patient to view the lab results until the physician
hag reviewed the lab results, Accordingly, in some embodiments, the access
management module 216 may be configured to determine whether records in the PHR

Tave been “released” for patient access. Ifnot, the access management raodule 216

e
Lh

would not allow the patient to view any “unrelsased” eniries, but only allow access to
“released” records. ‘

n some embodiments, the acoess management module 216 may
interact with 2 security module 204 that resiricts access to PHRs 1 the PHR. daiabase
200. For example, some providers may not be granted access to partions of the
30 pailent’s PHR that may be considered sensitive. Whenever a USer accesses & patient’s
PHER, the security module 204 may svaluate whether permission has been gramted 1o
that user so that only the information contained in the PHR to which that user has

peen granted permission will be displayed. The use of tae security module 204 in thas



module 216 may provide a web-basedportal to access PERs in the PEW database 200. In some
embodiments, for example, a patient may access his/her PEW via the web-based portal (or through
another connection to the PER system. 102). 15This would allow the patient to supplement his/her
PER with additional information, such as over the counter medications, allergies, immunizations, etc.
The patient could also view his/her PER using the access management module 216. For example, the
patient could. view a diagnosis, laboratory results and other infaudation in. his/her PER via the
web-based. portion (or other connection). In some circumstances, the 20timing of patient access to
certain records in. the pEriz may be controlled. Fgrséxample, a physician may not want a patient to

view the lab resulfs,until the.ph E@@t@%&ﬁ%}é@g%ﬁ% labtesylts, Aceerdingly .in.some

embodiments, the access management module 216 may be configured to determine v(ihether records
in the PER have BEaH Feldasetforparisht At EESs oo the AeEess maragémeRt #bttile 216 would
not allow the patientiie viewsamymunreleased freniries:buk-anly.allowiactess:4ol'teleased” records.

In some embodiments, the.access management maodule 216 interact. with a security module 204
that restricts acce%rgx%i%gﬁ salr%etrF?e Bﬁﬁg at: Ig‘é&eng%oﬁ.lﬁ%g?%%@é!ﬁreg,ns)do{r%?,emﬁ%(?\rﬁ %C;Ug rr)1/ay not be
granted access tosbHioNy oFtRaSD warterts PEil eratmey bl donsiderstosehsitive. Whenever a user
accesses a patients:PERthe secutitysmetule 204 may exaldatevhatherpermission has been
granted to that user so that only the infor{njtion contained in the PEW to which that user has been

granted permissiGiT i Be dishlaved The uds Srfe SauiHR MO SR RIS 55S fanner allows a
patient to completeljeoontroicacoessitovhistherREM cForexample] theégpatient mayspetify the default
permissions for various types.of eliigs Jacludinginsiher spause.Jagilymembers, prmary care

nhysicians, and other health, care providers. The term "health care provider" is intended to be broadly
construed to G In some embodiments, portions of the PHRs may be protected by the

security modnle 204 based on the types of health mformation that a patisnt may
consider sensitive. For example, a patient may elect o allow the designed physician
o have full access to their varous illness/condition lst, while restricting access to

selected diseases, such as sexually transmitied diseases or psychologioal disorders, If

[
Lh

2 portion of the PHR relates to an arca that may be considered sensiiive, the security
¢ module 204 may consider that area of the PHR to be a protected data class. For
example, information in & PHR related io reproductive health, mental health, HIV,
genetic festing, aboriion, sexually transmitted diseases, alechol abuse, drug ebuse,
ATDE, contraceptive issues, abuse or neglect, sexual assault and/or other sensttive
20 health issues may be considersd protected data classes. Embodiments are
contemplated in which a predefined list of sensitive health issues could be considered
protected data classes, Of course, ii should be appreciated that additional data classes
could be added and/or deleted from the list of protected data classes. In some

smbodiments, the correlation of payor claims data and/or healfh related data into

2]
Chy

SNOMED codes, as descrbed herein, may be used to categorize ths PHR into
protected classes for restricting access to the PIIR. For example, each SNOMED
code reiated to HIV conld be asseciated with the HIV protseted class.

Embodimen:s are also contemplated in which the security module 204
may resirict access based on functional areas of & PHR. By way of sxample, function
30 areas of a PHER may molude summary, healih risls assessment, health calendar,
medical history, medication profils, visit summary, health event record, illness and
conditions, my plan for health, account summary, benefits and cligibility, change

PCP, claims, member information, referrals and authorizations, pernaissions.



5include any persons who provide health care as part of their job responsibilities. in some
embodiments, the patient may specify the particular individuals to whom permissions may be granted.
The use of permissions addresses privacy concerns of patients; whicn may allow a higher level of
usage, as well as better care resulting from more patients sharing data electronically with their
healthcare provides via the PAR, 10In some embodiments, portions of the PI-Ms may be protected. by
the security module 204 based on the types of health information that a patient may consider sensitive.
For example, a patient may elect to allow the degigned physician to have full access to their various
illness/condition 'list; while restricting access to selected diseases, such as sexually transmitted
diseases or psychological diSeroemssThanserionlor e PR yamey o S raviRatifdyBe considered
sensitive; the segurity madule 204 may-censiderihad-areasf heiPRABIDempodiested data class For
example, information in a PER related to reproductive health, mental health, HIV, genetic testing;
abortion, sexuallﬁ%‘?ﬁﬁtétdadlfégjgéc 5 Bic6hora b%veo,c”draa a%ﬂsé,‘ AXDVB§ @ontFaceptive issues,
abuse or neglectisexual assaultdndibrothdt sersitive 20 Heatihsssies whapbeEdfisidered protected
data classes, E”&Qf?egé%e&i%aﬁ{ ﬁ-&%&m&@tﬁ&é&ﬁmﬁa apresafineddist ofsansitive health issues

could. be considered protected data. classes. Of course, it1shogld._,be,aﬁg;&r%ci%tredé that additional data
classes could beBRIGEE A ABISRE RS TSP P ote e PHAT CraSEEs! it Sone

SSes. in some embodiments,
the correlation of;payetclaimsacateeaind/ omheaith aelatethdatarinie, SNGMED:cotey2as described

herein, may be used (a.catedarize. (e RER Inio protedlied elassesonigstictng aecess o the PER
C

For example-, each SNOM ED code related to HIV could be associated with the }MT protected class.
Embodiments arereise (o ptemisratbomamRic i the s SEd e AoateH4 m 8y F&trict access based on
functional ajgas of.a.RIM.BYWay-of gxaiple Zometion-30 areaseiaRERmHAydneludesummary,
health. risk assessment, health calendar, medical history, medication profile, visit summary, health
event record, ilnEESS4 E&hti %?1%?%@ ﬁlasr?rfgrcﬁseeéftﬁ? éﬁ%gﬁtﬁ% éﬁ?ﬁmaﬁyf benefits and eligibility;
change PCP, claimmsiimemtser imforavation refeiviis amcaubactizations FHshiissierssveps- The
security module 204-may allow.a;patieniia.selact enitiesthat sayiactess protesiedodata classes
and/or flinctienal areas of his’/her PRP- Embodiments g311]%‘(ra%contemglate in which patj[gnt may revoke
i {}I‘Egzﬁtﬁl. which e

consent, which WSHRI BFESHRESHSHTBAIC TettieVAT St i Ala slasses

in‘'some emB%ldiments; a patient may
restrict 5acaess tgeedain pratecté dodataclassssiamdiorshmstiorabatealy, [tshpelebeordpreciated that

there could be a yariety,of [easons. (o3 Palient o iesiriet accessiloprotected data classes and/or

functional areas. For example, a patient may not want clinician specialists to see information not
related to their specialty; or nagHBE WERE S SEUER (GFBtHE: RN HeBER I dVIEN hedication
information, in somedQ.embedinents:dhersectrity meduié-204 pasyuprovicé:andeiroramessage if
access to a restigted area is aitompted. i) sojie oBses: thg.protected date,classeaapdlor functional

areas that have B&eh résfricte may not e isplayed, which would prevent an entity being restricted
from realizirR§ thateactessthietion A4l iaeectes SpElRE BT SHfeHETEISHET HIEHBERMP, for example,
the protected data.glasses, fremmwhieh theidkspousewas restricteddmay:nethe visiblesto the spouse;

accordingly, the spouse would
gy a% ﬁmc‘fmna&l ATERS,

In some embodiments, default access rights to a PHR may be
sstabiished. For example, 2 payor may define default access rights for each of its
"’“ mEmbers, Em:nedima}zts are contemplated In which the default access rights conid be
based on various factors, such as relafionship, gender, age and location of the patisnt.
In this manner, a reasonable level of access rights based on {he patient could be
established, even before the patient customnizes the access rights as discussed above,
Embodiments are coniemplated in which the security module 204 may
30 inciude role-based security. In such embodiments, the users may be assigned a role to
define the portions of the PHRSs to which ths user has access. This eliminates the
need o establish security access levels separately for sach user. For example, each

role may include & security profile defined by the organization that the data that wounld



not know that a restriction to accessing the PHIL was in place. Ficure, 6 shows an example interface
that allows a access to portions of his/her FUR. In this example, the patient has selectedaccess tights
for a health care provider called "Doctor Alibetter." As shown, the patient has 20revoked Doctor
Allbeiter's access to all protected/ data classes, except information related to mental health. In
addition, the patient has revoked Dr. Allbetter's access to all motional areas. In some
embodiments, default access rights to a PER may be established. For example, a payor may define
default access rights for each of its 25 members. Embodiments are contemplated in which the default
access lights could be based on various factors, sUch as relationship, gender, age and location of the

patient. In this manner..areasonabledsvelof aceess Hightshased anihe patientcopitbe established,
evert before the patient customizes the access t}iﬁhts as dis%sed.(aggve, Embpodiments are

contemplated in iRiE R th S SBEHE GTHIS 264 hay S0t ds FoRREASEd SEcut i Stch
embodiments, thexuserscmayilchassigned d:fiote.to define the portions of the -Ws to which the user

has access. This eliminates the need jo.establish security.access.lsvels, separately for each user. For
example, each role, may include a security profile defined by the organization that the data that would

_77_ be accebseds SR OratSTHER B RPN AR BIEE GatO R BR prote BiBu Y Tk role that the

health plan definegnfarthe wsern while-theihospitab tlaraimay bespretectede b peinteitizat the hospital

has defined. In some embodiments, the.security moduy e 204 ﬂl@%ﬁﬁ(@i Jest-it-ion to be
mgmm%’h@e%f For é(;‘(cg"r%p e this (rlﬁg?/mésl'io%v a %:%sician to%?/iiew“'a restricted

overridden in cert3in circums ‘ T lar ,
portion of a PER fomemergéhdy: carelb By eibivimyssivie festrivhieris o be Gveriaues Feertain

circumstances, this balances privasex:concerns with the possible need for emergency care where PER

data s requicd due o the sial o he patient, 1045 shown in iaue, 7, LEXRR 2 User may be

window showing that permission has not been granted to the portion of the PHR for
which acesss is sought, but that the restriction may be overridden. In this example,
the word “here” in the window is a hypertink that aliows the user to override the
réstriction. Tt should be appreciated that Figure 7 is provided for purposes of

15 example, but that numerous different types of user intarfaces could be used o allow a
restriction to be overridden.

In some embodimernts, the user may be required to provids a reason for
overriding a reswiction. For example, as shown in the ithuswative embodimsent in
Figure 8, the user mizy be allowed to select from a hist of possible reasons for

20 overriding the restriction and/or manually enter a reason. This reason, along with
other information regarding the override, may be stored by the security module 204,
as described herein with respect to anditing of the PHR.

The security module 204 may create an audii trail regarding access 10 2
patient’s PHR. For example, the andil may iclude when permission was granted,

25 who was granted permission, who recorded the granting of the permission and what
permissions were granted. In some embodiments, the security module 204 may zudit
whenever 2 user accesses a patient’s PHR. For example, the andit may mclude when
a patient’s PHR is accessed, who accessad a patient’s PHR and what portions of the
PHR. wers accessed. In some embodiments, fhe audit and permission data may be

30 stored in fhe security database 206 and/or in the PHR database and/oz other storage
location.

Figure 9 shows an example sudit report based on information gathered

by the security module 204, In this exampie report, the user “Doctor Alibstter” has



window showing that permission has not been granted to the portion of the PIM for which access is
sought, but that the restriction may he overridden. In this example, the word "here" in the window is a
byperlinic that allows the user to override the restriction. It should be appreciated that Figure 7 is
provided for purposes of 15example; hut that numerous different types of user interfaces could be
used to allow a restriction to be overridden. In some embodiments, the user may be required to
provide a reason for overriding a restriction. For example, as shown in the illustrative embodiment in
Figure 8, the 1.1.5'n- may be allowed to select frdf a list of possible reasons for 20overriding the
restitution and/or manually enter a reason. This reasqn; along with. other infarmation regarding the
override, may be®§t67&y Wﬁ@%@cﬁ?ﬁ?%&&ﬁg 0% §§“&és{él?'igc\é% RSl ith resBaettd auditing of the
PEW. Therseeairitiinaodule 204 raytréate RifRatidittréil regarding dcoess waldpatient's PER.
For exampie: hegu il max Delude whenhemission s arpaled 28 uhoues diogied permission.

who recorded the gran e permission and what permissions were granted. hi some
embodiments, thbadeeariy FfoduRamOLIHATSUER WhBHEVEY o (58T 40888888 5alBHt's PHR. For
example, thesaudjt;may: iRgludenhenarpatients: Pl:Mris accessetl-\who aeedssed a patient's PIM and
what portions of the PER were accessed. In.some embodiments, th: ulgi anc}1 jssion data may
be 30stored in th %Bétﬁ%iflfcdﬁiaa%%}é’e 68 %hrag\%nesuﬁgg data Sa%}%dg]g% f}j}% ot I%?é%ﬁ%% location.
-28- accessed thesPEtRinf eyetérecatiedsionsm St Ao Ur seeasibhs FaeH ertharD6etor Allbetter
accessed ADD Sﬂﬁ%ﬁé%n?ﬂaﬁré@ﬁmqjtaﬁewt)@@%ﬂ%@k@@d@.mm@%sﬂmmg%‘@ﬂ@.‘)was accessed. For
information in the PETR to which Doctor Ailbetter had access, the example report includes a
"permission type *EORITRART Y EBltmn with the reason for accessing the PHR. In this example, the
first time Dogtor Allberier accéssedi¢henPER che/she 1idk] vorseficragdess:idhatipsértion of the Pia. In
other three occasigns, Dastes Albetior. et b e, fesionminacesasadincionaiarea (shown

as "FA") and a protected data class (shown as "PDC") as [emergency care, , ,
patterns or relationstips n data contained ifi the PHR database 200 for a single patient

or across muliiple patients. For example, the data analysis module 212 could perform
population studies across many healtheare events, such as condition, progress of

15 condition, fmpact of co-morbidites on the undertytng condition, procedures and
medications. Due to the phoality of PHRs in the PHR database 200, the dala analysis
module could analyze data relafing to a large number of patients. The data analysis
module 212 could provide an outcomes measurement.  For example, the data analysis
module 212 could identify the medications that were the most successful in

20 controlling diabetes. By way of another example, the data analysis modiile 212 could
corapare the resuits of surgery versus medical treatment. By way of another example,
the data analysis module 212 could analyze surveys in the PHR database 200
regarding the effectiveness of treatments, drugs, eic. '

in embodiments in which SNOMED encoding is used, as described

o
h

herein, the data anatysis module 212 could use SNOMED codes as a mechanism 1o tie
events together, to identify patterns or relationships. For example, the use of
SWNOMED codes in the PHR datgbase 200 aids in oufcomes measurements because
healthcare events, such as conditions, procednres, medications, and swrvey
information, could be fied 1o related SNOMED codes. By way of example, survey

3¢ results covering the effsctivensss of chiropractic care for back pain counld be
measured, as well as the effectiveness of wellness programs. The use of an MPI
could also aid in data analysis. For example, the use of an MPT ensures that all

_ episodes of care, as well as sach clinical event from the various data sources, are



10In some embodiments, the PEW system 102 may include a data analysis module 212. The data
analysis module 21.2 could be configured to identify patterns or relationships in data contained in the
PER database 200 for a single patient or across multiple patients. For example, the data analysis
module 212 could. perform population studies across many healthcare events, such as condition,
progress of 15condition, impact of co-morbidities on the underlying condition, procedures and
medications. Due to the plurality of PHIRs in the FAR database: 200, the data analysis module could
analyze data relating to a large number of patienjs. The data analysis module 212 could provide an
outcomes measurement. For example, the data analysis module 212 could identify the medications
that were the mostipuecessfubinfecohnoling-diatietesrBy wayof BxotiecéxampBeti data analysis
module 212 could compare e tesHlis of sutachi sesus medical ealment Byaway.of another

example, the data analysis module 212 could analyze surveys in the 131-11R database 200 regarding
the effectivenessrafeatiientezthuigdleteortinent §isHBBHIREEsAMTETERAMEB ‘encoding Is
used, as describeg:herain the datacanaliysis Hingies2d2coule usenBNQIVIED=00des as a mechanism
to tie events together, t 'qenti atterns or relationshi s. Far )@W , t({}g Use jg)lfﬁ&'ﬁg:\gjg)cl}_(IED codes in
the PEW databa86°266 £|6é3 ?ﬁ%g comes iﬁ%ﬁ%ﬁleﬁgﬁ% t%%%gﬁse é“a%tﬁcafe events, such as
conditions, procedursbsemedicationist smd suralplforToAOCHIIIBR T8 reidSNOMED codes.

By way of example, suivey.3Qresuliscovesingthe siiectiveness-efehiroprastic saresfer back pain
could be measured, as \veil as the effectiveness of Wellneﬁ_gro rams. The use 8f an NTH could also
T

aid in data analy%‘i%‘:{f EOP BXEMHRE. R U SPARTIPT SRsUrRL that aft episodes of care, as well as each
clinical event from the variousidatarseuicesyare, #2RHoleeted HHdmppropdatefiiistored with the

correct patignt, By collesting all.relevanthealthears infarmationdor @ patient.dataanalysis is greatly
enhanced as compared to traditional approaches. Most pertinent is th,e,*abilité/ to compare data from
different events thtRsayHeR/et G EF I ATFRSrERE 88Trcas. P EXaie® TE 84r8 dWalysis module
212 could deternynerhowsorany-natientsithatopataking:a wparticidaritnedicagion larel sibseguently

treated for a parti}p%gfrﬁ condition, fﬂ(%rceg%am )ﬁg{aéi %&Q%Q%%%mg, thergata.analysis module

212 could analyzé how many patlen%sé hat ! ave had a ]_S%r.ven surgical procedure had been given a
foll.ow-up laboratoryprocesfires. iR denearbHoa et ,Tffé‘ﬁlﬂ?ﬁgs@%‘f {4 RO i) i5ERide a filtering 10
module 21E; Thefiltering,medule 243 may heveenfigurecitechange moeges deniaty-thafesolution of
data that is viewed %}{éa user. %%{ " %%olution” I is meant tga}# the Qlé?ﬂ;’%%m%%uéﬁe é%cmay filter the

. [ {oRend o RO b b SRt B ; :
patient data to privide EiHePaRiGHer IavelViaR or a Iower Tevel view of data in a ERR. For example,

consider data in ad®Pikibnnstated desarbebtic:Conplititrrofcthe il taignodule 218 were configured to
provide a. higher In some embodimenis, the fltering module 218 may be configured to

traverse up and down the SNOMED hierarchy to adjust the resolution: of data that is

20 viewed by the user. For example, if the fltering module 218 were configured for the

Jowest level view, the user may view a description associated with the SNOMED

code. Ifthe filtering module 218 were configured for a higher level view, the user

may view a description associated with a more generaiized code related o the

SNOMED code stored in the patient’s PER. For example, if the filtering module 218

were configured for a high level view, and the SNOMED concept velated fo the

]
h

SNOMED cods in the PHIR were “kidney dissase,” the user may view the more
generalized SNOMED concept described as “disorder of the urinary systers.”
In some embodiments, the fAlering modnle 218 may be configured o
filter patient data based on the type of user accessing the information. For example,
30 the filtering moodule 218 may flter patient data mmrelated to the specialty of the
physician accessing the PHR database 200, In such an embodiment, physicians may
be associated with a specialty code, such as an X 12 code, based on the specialty of the

physician, A cross-reference table (or other lookup function) may be provided to



15level view, the optic condition may be described merely as "an optic condition" If the filtering,
module 218 were configured to provide a lower level view, the optic condition may be described as a
"staphylococcal eye infection." In some embodiments, the filtering module 218 may be
configured to traverse up and down the SNONED hierarchy to adjust the resolution of data that is 20
viewed by the user. For example, if the filtering module, 218 were configured for the lowest level view,
the user may view a description associated with the SNOWED code. If the filtering module 218 were
configured for a higher level view, the user may vigw a description associated with a more generalized
code related to the SNOIMED code stored in the patient's ?FIR. For example, if the filtering module
21.8 were configiffeeifor &high tevel Viel-and thesNOMED soveditrelatddiorinsi SNONTED code

in the PEER werg,ckidney-disgase datherlset maviviencthe moke generalized-2MNOMER, concept
described as "disorder of the urinar%/ in same embodiments, the filtering module 218

‘ system." . Same embodiments, th :
may be configured T8 fiter Batiént dat %évsjflé]&} DR A /e bt L ACHaSERGThE IRfGithation. For
example, 30the filterirg motuter21 & maydilten patienttdataheriretatettodiie Speciattydf the physician
accessing the PER.database 200,19, such, an smbadiment, physigians may.be Associated with a

specialty code, such as an X12 code, based on the specialty of the physician. A cross-reference table
(or other lookup function) may"BEOPFOVIIR T 1§ S IBtEr Ml fhe TRV HEIORNEBREb8es based. on.
the specialty codesofitheiphyisicidnaciessingdhepatientrdarr hicthissmannerithe physician will not he
overloaded with yghnningys paient daiaRutilLke Rresenied ith batient defa elgvant to bisirer

specialty. Of course, the physician may instruct the filtering module to.reveaﬁf?l‘sgldditional patient
data that may not:té axg6eiated With Hid/Arspediatyne medicl ppeaimarts arecesfternplated in which
various syngnymsdnayhe-asseciatadwitheach medical-consent inthe Pr Fekexampleneach PER in

the PER database 200 may include (sgggon%rnns or synonymous d%%%@o%s&or,one or more entries in

the PI-IR that deSCHBE the same me |c§?con?gf’) "'Such as"a condition, 1 et Bte,, using

varying terminology:cTefitern mgimioduer2d8oraip dispiay thensyrenynuiheit & bédt suited to the type
of user accessing the.PER-Erhodiments are.coniemplaigdinywhich certain. desgrptions may use

medical terminology while another descriptions r.n. ay usgyI%nan's teims. For example, a patient
accessing his/hel My RE N Sh o a8 ear Ateslic irAé BReMIme i i%vider 15 accessing
the same enfry mayssew:imyacardial infarcton:hidus @lows patierits o vew theRERwSINg consumer

friendly terms whgfgas 1AL GRS RIMACERHF L ARASIIRIS.ANE. DRSSy, detaled
. shysicians and nurses, can view detailed rnedical terms.

Figure 10 is a dlagram showing acts that may be performed by the
PHR System 102. Iz some embodiments, the PHR system 102 may acoess or be
20 provided with payor claims data 220. In some embodirents, the payor claims data
220 could be comprebensively coded using the SNOMED codes. Using the payor
claims data 220, the PHR eystem 102 may determine, for a sefected individnal and
PR, the diagnosis code associated with a particular claim. For example, the ICD 9

(“International Classification of Diseases, 9th Revision™) code may be determined.

]
L

This operation 1s represented by process block 1004, Following this step, the PHR
system 102 may refrieve the SNOMED cods assaciated with the diagnosis cods. This
operation is represented by process block 1004,

Next, as illustrated by process bloek 1608, a bealth issue record
associated with the SNOMED code may be retrieved. The PHR system 102 may then
30 determine, In decision operation 1010, whether the subject information is abready
described in an existing user record. If so, the PHR system 102 updaies the data, as
shown in operation 1012, I ﬁotﬁ the PHR system 102 adds this information to the

user’s PHRE, as illustrated by process block 1014, Ifnot, the PHR system 102



Figure 10 is a diagram showing acts that may be performed. by the PI-M. System 102. In some
embodiments, the PER system 102 may access or be 20 provided with payor claims data 220. In
some embodiments, the payor claims data 220 could be comprehensively coded using the SNOW=
codes. Using the payor claims data 220, the PER system 1.02 may determine, for a selected individual
and PER, the diatmosis code associated with a particular claim. For example, the ICD 9 ("International
Classification of Diseases, 9th Revision") code may be determined. This operation is represented by
process block 1004. Following this step, the PEi¥t-system 102 may retrievA. the SNONED code
associated with the diagnosis code. This.operatjon. js represented by process block 1006. Next,
as illustrated by PrOEESsE BotiE1bte0d HELHRE ‘ef‘}%zf%%e%?ﬁms}‘é%u&ated with the SNOMED code may be
retrieved, The PER system 102:.édaipthe i:300etetnyme;sindecisioh gpérativnda10swhéther the
subject informationis Al deserihad ap eXisiiag pserdacord. i saneRER system 102 updates

the data, as shown In operation 1012. Lf not, the PER system 102 adds this information to the user's

PER, as illustraté@ Byip et s S SRk T0 PACHPREL AP RRESia i py I 12996 faiares the user's
record with the identifiedshealthispues ilusnatclbadditian toodarding.diagiesiseodespsuch as ICD 9
codes, the PER sysiom may alsp.determine brocedre. codes. such as CRIL{ Gurrent Procedural
Terminology") cddés, froth each tnique claim present in the payor claims data 220. ri(Process Block
1016). As illustratedt byFpliovessbioekr 0 182 he PER 9y teF KORh L étrieve tie SNOME'D code
a.ssociated with thesebieciRrecedurecoded (618.:GRT odek-Fallowinghis stepa health action

record associated with the sub%'ect SNO1VMD code may bTe r_etlrg}gyedrh%g ilg%stggge.g, b)é][i)grocess block
1020. The PER SY¥f8h 107 Fn a5 (HER 48t HTRE™ TR FEETSITh 'operation 1022, Whather the user has
this 10healthiactieni@savexisting ety sifrso [fhe REREY sternl 02 updatesthéatiata in process block

1024. 1t not, the %’Jz!!i&é%ﬁm 402 adds thisiptermationdo the usersanilliustiaied ayprocess block
1026. In some embodiments, the PER system 102 may be configured. to populate a PER with

prescription relatBeinformistie I irEopaydr MaiHi& data 220. 15 Process block 1028 represents the
operation of determining the Q&£ Natiofial-DrudCatke mambel and bpresdgpt@nanumber for

medica_tions _identi{gi%galg éfﬂ,%ﬁ%yi%r é:_lgsjrpi%tg%tﬁaé{gg%@%@%@%@dg%@g% hﬁ&l_ER_ system 102
determines, in decision operation 1030, whether the user has this medication or prescription as an
existing enthy asSwesatetivoitd Wi proviaerths gestietridniatsrisisddated g onal Drug

Code™ number and prescription number for medications identified in the payor

claims daia. After thig information 1s identified, the PHR sysiom 102 determines, in

decision operation 1030, whether the user has this medication or prescription as an

existing enfry associated with this provider. If yes, refill mformation is updated, as

[
<2

indicated by process block 1032, as necessary, If no, the PHR system 102 recognizes
this information as being new information and adds it fo the medication profils m the
PHR of the subject user, as indicated by processer block 1034

In some embodiments, the PHR system 102 way be configured to

popuiate and/or update a PHR using health-related data 222 from an enfity (e.g., payor

o
L

or lehoratory organization) other than payor claims data 226, Proceas block 1038
represents the operation of determining flxe lab order and/or result code from the
health related data 222, As {Hustrated by process block 1044, the PHR system 102
may retrieve the SNOMED code(s) assoczated with the code{s). Foliowing this step, a
health action record associated with the subiect SNOMED cods(s) may be retrisved,
30 asiflustrated by process block 1042, The PHR system 102 may then determine, 1o
decision operation 1022, whether the user has this health action as an existing enwry.

If so, the PHR system 102 updates the data in process block 1024, Ifnot, the PHR

system 102 adds this information to the user’s PHR, as liusirated by process biock



20 indicated by process block 1032, as necessary. If no, the PER system 102 recognizes this
information as being new infOimation and adds it to the medication profile in the PE FR of the subject
user, as indicated by processor block 1034. In some embodiments, the PHR system 102 may
be configured to populate and/or update a PER using healtlimelated data 222 from an entity (e.g.,
pavor or laboratory organization) other than payor claims data 220. Process block 1038 represents the
operation of determining the lab order andthr result code from the health related data 222. As
illustrated by process block 1040, the PER system 102 may retrieve the SNOMED code(s) associated
with the code(s). Following this step, a health action record associated with the subject SNO1VIED
code(s) may belfSickretr8oasliina et v BrieBsE B RLDIO MR PERSEER 102 may then
determine, in degision-pperation032iavhethesdheuserdas dhishenltvactionas ancesisting entry. |f
so, the PER system 102 updates the data.in process block 1024, If not, the tem 102 adds this
infaunation to tHE'ASEPE BPERESHIGEFATEE by Process %%SCEID%%?{%%%%.3?&%@o%r;§%§mgbﬁdiments, the
data from whichithé:SNGME BaodeisiderifBEY "ECH I eddd CpildsdepsneseEdde, lab order

and/or result code, directly entered datahmay beicantured for-avditing purpeses=asdthis would provide
an explanation of the information from which the SNOWD was derived. It should be appreciated that

information, oth&P &K BFENTWED Coded CEaTFI5e Qe i@ ForPing HATA Téceive "from the PER
system 102. Forexamplesthetoeationity pe-afisevich, Service datasisarlicingproviaér, requesting

provided, could also be derived fromythe nayor & data apd/grhealth refated data received from the
PER system 109™Bfocess block 1044 represents an operation'whereby the user can enter 10

information, into his or her PERCSFhEIAONTATBRE -5 STerBHTSHERE RS Wa i Rt&HaEE That gni es the
user through the,agdition.chheaith-ieeomdr entries:forsuch-a masme as:teecaiptare:and classify the
appropriate SNOMFED cade, such as the connecfrm lication e assignee of the
present applicathW?I&%ﬁl%\%}iﬁﬁl Set%%ﬁ?ré%jt S }%Bramﬁépf%% %E;Qﬁé{ﬂﬁ;%% %géggﬁlgg% ..&E%gfem 102 inserts a
corresponding heaitirissie @ractiondinksdie bearsPER: S5 MNEFAfdDHIGEE%Ss block 1046.
Similarly, a health care-provider;(or.aiherenttn.-mayenter infarmationintedbe PERofa selected user,
as indicated by process b_I_o'c,If ,1Q48.f]'his intormatic#n I , Iso Pref%gt&%e%%ergrgm\slia:{%nmicglterface like
the eonnectTM Wﬁ’e‘?&@ﬁd@\?ﬁf@%ﬁﬁﬂ}?y&fﬁeﬁﬁﬁ Helis OPAction 18 inserted info the provider's MLR,
as 30illustrated byaproeess-opetatianclibs0ser’s PHR Fol ibwifrgiehty ofettshidatthlis¥ues or actions by the
PER system 102, as discussed ahave, the subiectissues.andactions aigysigred and tracked in the
PE1R database 200. One such data base is provided as part of E?f connecltTw_ﬁggli%%tiqon referenced
~ above. An applidafisiaiseciie ieRiRer Ay BEALGHIBT 6 SN TMEMBEF BY the eonnectT™M software.
Process block 1052:ilustiates dherproseissingref dn actessaxedueshbyanritiserwizaser (i.e., one of
the individuals f hom a PER is stored and maintained hy.the PE e operly logged on
and identified u;.é?%\éogﬁmgc%négé the %ﬁdf%gt?gﬁ%(%%%ggéﬁggﬁg%%ngg—%a%base 200. As
discussed Hérein}itiyoBORE PrasysterEY2mEFverify permission of the user as to the requested
portion of the PER, as indicateg by Riasessoblock-410b4sandothe securityhd #dbage 2060 he subject
nformation can be gisplayed n 2 Y2l of (Imats 004519 AT EN SLBHRKLsghRoI0gies, as

database 700, One such data hase is provided as part of the connect™ application
referenced above, An appHeation-specific identifier may be assigned to each member

by the commect™ software.

-2
n

Process block 1052 illusirates the processing of an access request by 2
member or user {L.e.. one of the individuals for whom a PHR is stored and matmtained
by the PHR system). A properiy logged on and identified user can access the
snformation stored in 2 PHR stored in PHR database 200. As discussed herein, the

30  PHR system 102 may verify permission of the user as to the requested partion of the
PHR, as mdicated by process block 1054 amd the security database 208, The subject
information can be displayed in a variety of formats and using 2 varicty of display

technologies, as iilustrated by block 1056,



-33- Althou.gli. the present disclosure has been described with reference to particular means,
materials and embodiments, from the foregoing description, one skilled in the art, can easily ascertain
the essential characteristics of the. invention and various changes and modifications may be made to
adapt the various uses and 5characteristics without departing from the spirit and scope of the
invention. -3.4- CLAIMS: 1A method for generating a personal/individual health record, said method
comprising a personal health record system server performing the steps: (a) enrolling a
patient in a health plan of a payor, wherein the patient undergoes encounters with a plurality of health
care providers regarding a health related issue of the p al[éaﬁnt wherein the health care growders
request payment for at least &'BoTHEN B FRETHS TIPS BHCTREFEREM \txﬂtg SASST herein the health
care providers sqﬂm&h&a&ﬁmelm&%m&mﬁahmmmamea;fmmwaf@qaaydﬁmlgwpp@mhe cost of
encounters with t“ezfsﬁ'ne%a or: can casi PRI EstaRlishing 2 communieation gk hstyeen a personal
health record (" PHR system an%t e payor, wherein there is no communication between the PHR
system and the heaithscars srovidar s BBR RSP EHEPHR Lyaldht JAdriHe ANt (©)
receiving payor claims:data-by-ihe.pessanal health.cesordsystent: serverregarding the patient from the
payor via the communication link; (d) analyzing at the PHR system server said payor claims
data to determine which portion of said payor claims data is encounter data comprising at least one of
a diagnosis, a treatment, a medication, a procedure of said patient, a history of office visits with one or
more of the health care providers, and duration of office visits; (e) translating at the PHR
system server said encounter data into at least one universal health care concept code; ()
creating at the PHR system server a personal individual health record of the patient by storing one or
more entries into the personal/individual health record based on the encounter data and associating
the universal health care concept code with each entry; (g) organizing at the PHR system
server the personal/ individual health record by grouping together entries in the personal/individual
health record as related based on the universal health care concept code associated with the entries;
(h) subsequent to steps (a), (b), (c), (d), (e), and (ft establishing a communication link between the
personal health record system and the patient, wherein said personal/individual health record is
viewable by said patient via the communication link; and (i) subsequent to steps (a), (b), (c),
(d), (e), and (0, supplementing the personal/individual health record with health-related data regarding
the patient from one or more of the health care providers;



-35- further comprising establishing an access list for a user capable of accessing said
personal/individual health record and adjusting said access list based on selections received by the
-personal health record system from said patient via the Internet, wherein said access list categorizes
said personal/individual health record into a restricted set of data elements and an accessible set of
data elements based on the universal health care concept code associated with entries in the
personal/individual health record, wherein the persofi@l health record system denies access to the user
requesting an entry in the personal/individual health record if the requested entry is in the restricted set
of entries, and wheyeinsaid personal health record system allows access to the user requesting an
entry in the personal/individual health record if the requested entry is in the accessible set of entries;
and further comprisin% providing limited access to said personal/individual health record

based on a positive identification8f'aUse?r e 5 B I BRI PIOHEr MRd drepariftan audit record
indicative of each dateodlermentiin thepersoraliingividuateatte corththint §aadiaser accesses,
2. The method of claim 1, whegginhsaithaceassilistissnogitiedrespensivetarsaid-patient selecting from

2 predetermined lighof passiple festigied apvia shanteet., ME OB ANQBY STEM FOR

GENERATING INDIVIDUAL ELECTRONI EDICAL RECORD ABS F THE DISCLOSURE

A system (102) and PetiiS e Gerarating 8501 SPU SRy S PS8R &TMETV RUAPAREIA. record. Inputs
of data to the syst&rF{(2 02} Ay ‘66 RIS RO URERSEITE (RTe & meltieiing 3580 Het Tralfeert, patient
guestionnaires, inguratee compamsyiios etherpayainclaims data; hospitals; clinipscand other
institutional provid%§,@@gcg@g;¥}gq@hw§ggm§ and physicians' offices. Fig. 2

{b) inftially establishing a communication link betweean a parsonal
health record "PHR) sysiem and the payot, wharain there is no communication
betwesn the PHR system and the health care providers and between the PHR
system and the patient;

{c) recetving payor claims data by the personal health record system
server regarding the patient from the payor via the communication iink;

{cy enalyzing at the PHR system server said payor claims data to
determine which portion of said payor ciaims data is encounter data comprising at
jeast one of a diagnosis, & treatment, a madication, a procedure of said patient, 2
history of office visits with one or more of the health care providers, and duration of |
office visits;

{e) translating at the PHR system server said encounter data info at
least one universal healih care concept code;

{f) creating at the PHR system server & personalfindividual health
record of the patient by storing one or more entries into the personal/individual health
record based on the encounter datz and associaling the universal haalth cars
concapt code with each entry;

(@) organizing at the PHR system server the personalfindividual health
record by grouping together entries in the personal/individual health record as related
based on the universal health care concept code assaciated with the entries;

(h} subsequent o steps (a), (b), (¢). {d), (&), and (), establishing a
sommunication tink between the personal heaith record system and the patisrt,
wharein said personalfindividual heaith record is viewabie by sald patient via the
semmunication link; and

{ subsequent to steps (&), (b}, (c}, (), (e}, and (0, supplemsnting the
parsonal/individual health record with health-related data regarding the patient from

cne or more of the health care providers;



35~

further comprising establishing an access fist for & user capable of
accessing said personzlindividual heaithy record and adiusting said access list based
on selections received by the personal health record system from said patient via the
internel, whersin said access list categorizes szid personelfindividual health record
into a resiricted set of data elethants and an accessible set of data elements based
on the universal hsalth care concept code associated with entries in the
personalfindividual health record, wherein the personai health record system denies
access (o the user requesting an entry in the personaifindividual health record if the
requested entry is in the restricted sei of enfries, and wherein said personal health
record systern allows access to the user requesting an entry in the
personalfindividual heatth record I the requested aniry is in the accessible setf of
entries; and

further comprising providing limited access to said personalindividual
health rscord based on a positive identification of a user as a health care provider
and preparing an audit record indicaiive of each data element in the
personalfindividual haaith record that said user accasses,

2. The method of ciaim 1, wherein said access list is modified rasponsive o

said palient selecting from a predetermined Hst of possible resiricfed arsas via the

Infemnet,



