;' () *+, e3enj Lr@d\, FRKBLTj L. P*' "~ 1 2 2 {NOV 2004 Patal’l el Mdul o Arithmetic
Using Bitw se Logical Operations The invention relates to a mt??dNQy
carrying out parallel nodulo 5 arithnetic cal cul ations on a devicCe a%qUéd
to performbitw se {ogical. operations. It further extends to a device for
carrying out such calculations. Particularly, although not exclusively,
such cal cul ations may be carried out within the encoding or decoding part
of a cryptosystem 10 The present invention, in its various aspects, nay

preferably be usdbhtiaﬂebMddlﬂotAﬂﬂaméﬁhU@iQ?Bit&ﬁé@Eo? fcal OFHeAiLYRt | ON and
decryption algorithnms disclosed in the NTRU PCT patent application WO

98/ 08323 ("the NTRU patent application"). However, it should be understood
t hat none of the-aspects,.of t?e.i nvention set out below, or defined in the

clains, are restrict &feRBOnJelates g %HB?th@Ee@ffqaéfYé%&t@%t parpHel imodwloi on,
in itsgvari C erext to,a c uter.programfor carrying
out a ?ret ho%?ﬁlé‘g&&gs%a??lgéﬂgérﬁ)%l(%%g(a&%’i?easqqﬁggerﬁ)r prpgé@ﬁ’t“a&il SBf li%%ﬁﬁ‘ a
conput er pr egé@BoneNdIit firtheP ksdieia! 1o CRHESBE EE?% j u ut er
program 20 The invention further e>c<)tendsI tgwglﬁ a g%:g{flﬁguczlngaf@agﬁggstem
whi ch i s adBprtavilarty, calttfaughr eot £relusiaelyyisagh atslcidaibna miet bedearridaceridi ng
to one aspect of the present invention there is provided a method of
decrypti ng YRS esodies dacodingpartoba gripiesystamy f conpri si ng: 25 (@)
Conputing a trial polynomal a, where a =f * a (nod q) and q is an
integer; (b) Determning, on the basis of the trial polynom al a, whether

the pegynonTgk Brdigs Giaendad, QHrﬁg%aWo sagﬂaeigis;z‘rﬁm%@%g olrt{gnglir#‘gl i\{\lhai ;Pe

coefficient or coefficients of t tria

“likely to heveunatisedvithea f@iridtion b8 theconteyplibn ) arfli deshygiibnt Rfoiithths
coefficient or coefficients to define a newtrial 'polynomal; "and
disclosed in the NTRU PCT patent application WO 98/08323 (“the NTRU

patent application”). However, it should be understood that none of the aspects

of the invention set out below, or defined in the claims, are restricted to use in

15 that specific context.

The invention, in its various aspects, further extends to a computer program for
carrying out a method, as described below, a datastream representative of such a
computer program, and to a physical carrier which carries such a computer program.
20 The invention further extends to an apparatus and to a system which is adapted or

} conﬁgu'red‘for carrying out such a method.

According to one aspect of the present invention there is provided a method of
decrypting a cipher polynomial e using a private key f comprising:
25 (2) Computing a trial polynomial @, where a = f * e (mod g) and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:

(1) determining which coefficient or coefficients of the trial



(i) attenpting to él?(‘:ode t he ci pher pqgl ynom al a @é‘f?zng the newtrial 5 10
15 20 25 polynom al. This approach, of gtterrpti ng to identify ti9e? NOV %ﬂﬂ’r
i ndi vidual errors, and correcting them where possible, allows a substantial
increase in efficiency over prior art approaches of attenpting to correct

" the entirety of the trial polynonial a, all at once, without tracking

.., .__ individual errorgl. To. | ncr%ase effici enc% further, the algorithm
preferably attenpts t oPYERUPRY fare likelyrtobaye cappqdothe Eabine tocdaspdes of the trial
pol ynom al are |ikel;y i d de (when.t hat
occurs). Preferabl yl,(]y)t %\cgu%%gﬁ ?f%?%ﬁ%@%&éfog%ée? % elleiatg(t:%géf?rﬁga ‘{eév W&i r
respective expect ati onpolgfiorbii;napdt he cause of the failure to decode. The
coefficients are tE@t} t EE‘?PEL L "r-dgr +Qf expectation, |argest to smallest,
and are adjusted o 1b§f? Ing Ap fleqode terrinher nelynenial e asing thenew el enpt t o
decodest he ci pher pol yi®fodliali S made based on the new trial (adjusted)
polynomal. If that fails, the next coefficient is then tried. This is
repeated until the cipher polynom al decodes, or until the attenpt to
decode i s abhsdapecach) nf ateraptirgr twaidentfyathe andieideslt errésBEE c@:@éﬂ%ﬁ&h%deri ng
of polynom als ma &QE clgl culated, .tqo allow for the possibility that two or
more of the CEETRTSEPERELOHRS SUPstentirl drerease In giticieney peerapior gacppraashes of

coef fi ci ent gréhphidlLroRBIYATNE &rird| 81 BR" i ek eptive
expect ati ons, ﬂsﬁl) n%ety or in gr oltﬂ%g, g%%@&ﬁ%%ﬁggcd;gg%QB%&f %tpé‘gtzpﬁcgnﬁem‘)de.
The cd8ffi cinslividesl egovup of coefficients with the |argest expectation is
then adjusted to create a newtrial polynomal. If that fails, the next

coefficient or groups of coefficients is taken, and the appropriate

- adj ust nent s TousReast REAGNRY Eathet,3hé EREAMAH LRIy bGnGHE RO i
properly decodes, or _unti? the.attg%pt t opdecod}é 'S ]%tl(s) a aﬁr@@h{,@fﬁﬂz&]z?z NOV
2004 The a Phidr foedligients £fithe sl polpanmhitl siceliftelpro dfava cgnsedptheffailure to

coefficient ' of nt he f.ailure to.decode be determ ned
accor di ng tge%&%raggélgg}?f ?%/%?Sgbe?ﬁ?%r?%% th £p @%en%b‘?g S_g]g%{f‘?‘ﬁogﬁ?g% ‘[pteilfe
expectlat i onrespyctive esipécedtivnned beifg icliage bOthe TRilde RS A¥bdlel Y TRE cbb@icients

respective Coitflfl cient values to a predefined coefficient value, or to

predefi ned REHFRIRKEE SFleH Fherpeceaions bezestiosanllesihandeare ladjusied ahe pylopeoni al
has b 2410 2B Lt i | t he. pr.edef | ned
as been r eﬁ%f@ &p %)B%nl 88s! nP@st t&}tgrﬁpt;ﬁ)ts ggc:j](ﬂgﬁ .tﬂ?%&h%g\%girygolt%hﬁrlg rrfela J1€

coefficient value m e_taken as ivel
pol ynomi al hassd lvadhe new trizd dadj usted) ol ymaatiala i ohat feilst dwi whve Sogfciehiois hdrhen

t he expectati ons. .be based ypon the 10 proxinmity of the coefficients to
02 andl or st AR i peRi bndl R inher poBgRibaRPise oaEH thpaHemPOH i Ly
to theoval ugscodt s abhn@si@d- 9/ 2. The proximty of the coefficient values to

t he predefined val ue or values may be used as the entry points to an
error-correction | ookup table which defines or assists in 15 defining the

e By BTSRRI 0 RPRR il i e
= of the coef talcileetisto allow for the possibility that two or more of the coefficients may be
incorrect. With this approach, the coefficients in the polynomial are sorted according
25 to their respective expectations, singly or in groups, of being the cause of failure to
decode. The coefficient or group of coefficients with the largest expectation is then
adjusted to create a new trial polynomial. If that fails, the next coefficient or groups
of coefficients is taken, and the appropriate adjustments made. The process is
repeated until the cipher polynomial properly decodes, or until the attempt to decode is
30 abandoned.

R el
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A coefficient may be adjusted by adding,to it or subﬂ:acti ng fro;% ?tNBV 200
i ntegral value. 20 Were applicabl e, thé anount by which the coeffrcient qé
to be noved, up or down, may be determ ned in advance according to the
paranmeters that were used to decode the original nessage. Typically, the
exact amount of the required shift can be calculated in advance, along with
the direction of the shift. 25 According to another aspect of the invention
there is provided a nmethod of validating an encrypted nessage conpri sing:
(a) represelihé agridntepeasi@tobs cRfBISHAYDT AYWHPHT &dorfiéiBts BREEUAL A%t he
message polynom al to forma cipher polynomal; (c) hashing together inputs
r epr esent at § Bheofailprsetondasade) maydbey desprimdhed3 accanding e ths péspectpel ooeidiadt t o

create a hagl t puk. . 2004 .(d) transmtti.ng,to a, recipient
both an engﬁ;g%gd %Osfesgsggmg%%%hg@ Biifpetcﬁg_g”&i%ﬁe%epéogt?fﬁﬂﬂ%alac%ﬁngrFPthﬁati on
based bn t hgrokasity ofitheutspeditee basiiviéninalie®r h ppidetindd Sod¥iefaf 2. or to
concatenated. 5 Preferably, the hash output is transmtted as plain text.

to the recieasfinedmadaye and pinpnreqwecderibiegptWheneebs fip pohmonsalamsl e,
concat enat i b ko 11l ; h, qut put be nipulated in
sone way bgt?egwe&%%die%o tslgnl%%? @g&wﬂ%ﬁf’l%ﬁﬁ? @@ﬁfq ’gﬁeé @Wé?%%‘e%??f@%a’a this
woul d not singpibkitelentdsyy/2 npAbereatiedy rvitteyd the iflaMfdpndhi] KESaaSeiscddenei ved,
t he recipi ent ma% oqfi rm.val i dati on %1;3 the transmtted encrypted nessage
by checki ngEHE® :?@FP Btﬁtrsﬂgu%laP P datieR-thnr¥Raciatioas suaypbe besedepanthehe
recei ygd ci ' d e ] I e two
{2 PRQImMBPLY the baticRAl tﬁgZZ 91&96}49-%?5@ 9 Aﬂg}rﬁﬁ‘%&,ﬂxey F%ul%lhqagy do

outputs match, the decoded nessade can be atcepted as cor
not match, U&ed hponiprosideity webe ugeesspidulldake- g4 ect ed. The ci pher pol ynoni al

may be represented by a series of bits which are packed to fill bytes

before transm ssion, and before input into the hash function. Likew se, the
ci pher pol ynegrpakiigy ofihs QobficleaPiASaN: k- Pﬂég&irﬁ@r\laﬁﬁe vali’tiets%%p&%?erdab ly

two bits per 20 coefficient), and these nmay be simlarly packed into bytes
bef ore bei n#f HiEsHEE. PIRE i9elrhetor-eomrastion detkupctable wbichodefmesrioal askiaseit

crypt psyste . e .general ly.to t hod of. valjdating an
encry g? ed rr%%- $a H‘lg o‘?%?’?‘gf%’{;f’?&?%& en é’r ¥ B%(e Wd?%ng%ﬁgjgﬂrg daeReLYRY Aisa
ci phert ext ; cedfred bohiasdronand alge thywkctatibR Ut DakRPLFSE MR bbdRuefvaARE of the
nmessaget ext %Ergc,t he ci phertext to create a hash output; and (c)

transm tti ngP8 F-eci pi ent both an encrypted nessage defined by the
ci phertext, and information based on the hash output. 30

A coefficient may be adjusted by adding to it or subtracting from it an integral value.
20 Where applicable, the amount by which the coefficient is to be moved, up or down,

may be determined in advance according to the parameters that were used to decode

) the original message.  Typically, the exact amount of the required shift can be

calculated in advance, along with the direction of the shift.

25 According to another aspect of the invention there is provided a method of validating
an encrypted message comprising;
(a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
() hashing together inputs representative of the message polynomial

30 and the cipher polynomial to create a hash output; and

-
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5 22 NOV 2004 By hashing together the ssaget ext ([DTMaI nt ext9 ?b 4and
t he ciphertext, and transmtting the hashed value to the reci p| ent

beconmes virtually inpossible for an attacker undetectably to nodi fy ei t her
t he messagetext or the ciphertext. If either is nodified, the correspondi ng
hash created by the recipi ent will fail to match, and the 5 systemthen
preferably rejectgpt ent this information being passed
back to the attacEigrtli]ﬁlS%l %IFGF “5@2%@&%%?@%%@8?%&&6@%@ sender of
whet her the recei Vedhmipﬂi‘f'pb@ﬂbmman&ﬁifbﬁnat%ﬂ%a@d%n%@?ﬁsh%%ﬁ%?ge may, in
the preferred enbodi nent, be a binary representation o a sequence of
bytes, each byte being representative of an al phanuneric or other character
in the mess t mtted securely. According to a
further aspgglﬁe%ifkﬁt%e ggzns&“‘)ieggﬁ}%%?@xr?O?ﬁg%t ﬁs provi ded a method of
protect¥ng a crypt osystem froma nmultiple transm ssion attack, conprising:

15 (a) apply ai.ntext nmessage to be encrypted a protective cipher
havi ng a -ci p]!ﬁrgfe @(@ tlbg T PHipwis dragsipitied ae tpdain e Sa gl re(ctp)emmeassloﬁﬁnBﬁ om

t he protectexdtﬁrqE@@ A er..key k an enc ut message; and
(c) encrypti nlg t he ?ﬁ%@tgrlrﬁe%g%g% &%‘ e SRBEHEY %%gﬁ‘:he@ t RgRtkely. e t hat

is being encha}btoéﬁﬂumab' bdlrﬁémpulatadMSM@mgluéf@QIbgmwas\énﬁégﬁt &dd@m&i’%@ I
an identi caI rg§§p§e S ﬁgg Jt ple tinmes. The |nput nessage |
preferably cré A\thoug ?@’ﬁ&dirf?éstgﬁgicﬂﬂ%x BenrevE sessdEge with 25 t he

ci pherlkey. The cipher key may be the first part of the input nessage or
the last part of the input message. Alternatively, the cipher key may be

conbi ned in %911 Hieraessegsriv eeviebret, l\h/ayeolpmﬂit miﬁcqumhe.fahe&dlf&&ﬁ@@raﬁé?nﬁwat €
the encrypti The .o UI repent is_that, when the
recei ved rresés?l@‘a}g&ﬁiase e%sl%g%‘g tl}?;}'ag}h tPRIAg3INSTR re-¢ateulated Pyfputbasshonl d be

abl e t o ext rthetredefvedcd ool d n ssage
ot T

fromthe protected %ssag
easi est and GHRHS PgiIethe ﬁft’Od\ﬁé}lleéSagSGﬂldbmgcmp‘edas pdneect kdy thal @achottadicr he
prot ect®ed MRESAUSdePREsd asily ava| | abl e by the recipient.
Preferably, the ci %hers gygll{bgddréeecrr%eétg random or at | east
substantial ly at random 5 for each new pI a| nt ext nmessage. The ci pher key
may be generﬁlt lﬁ rrfans f a suitably-seeded pseudo-random nunber
generator or’, “d¥Et REVPORH mqytberfﬁyr%@lt%bﬁeﬁé@fe@ th;bltarwhlﬂh mlpﬁcketthtwﬁlﬂ |
entropy, SUGRtaRShaldy tRRsAek %e r e f. keystrokes
entropy. rm\(?e%nent 5 ohEand BEfoFX B Gnth BILEAE Al LD ilkemse the
cipher polynomial may also be represented by a series of bits (preferably two bits per

20 coefficient), apd these may be similarly packed into bytes before Being hashed.

} The method is not restricted to polynomial-based cryptosystems, and extends more

generally to a method of validating an encrypted message comprising:
(a) encrypting the messagetext to form a ciphertext;
25 | (b) hashing together inputs representative of the
messagetext and the ciphertext to create a hash output;
and
(c¢) transmitting to a recipient both an encrypted message defined by the

ciphertext, and information based on the hash output.
30
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10 The protected ciphéer may be a sinpl eéstream Ci pI*_@P’L I n one conveni ent
approach, the cipher key is used to seed a pseudo-random nunber Qe?leN@VoggM
whi ch then generates an out put sequence of pseudo-random nunbers. The
nunbers in that sequence are then applied to the individual elenents of the
pl ai nt ext nmessage to produce the protected nessage. That coul d be done, for

exanple, b {NG O cli t.h eudo 15 random nunbers to the
nunber s re);;l?ggﬁegr?a?lﬁg{otgﬁﬂe{%ﬂgﬁ heg%getﬁgts Eai@gt_ext] Hlefsr?gghﬁg‘{l the &pbepte, and
enbodi nent , tradveniftig the euthed®aRRAE thé rdchiMESIE BE@EeASyiAudly RN SERUBPGE. Wi th

t he pseudo- ranld(om nunber generator being arranged to créate a pseudo-random
sequence of 2HHCKST ulstsstpblintormedisy eithsnshe mespageiext ive theeigher®ve HF ehafis20 t he

pl ai ntext mMBSSARE &e& i eudo-ran .bits to produce the
protected nessage’ Wtoﬁgg%gh ﬁ&g%%{reggtghm% @%éecﬂ%lﬁ?tdvﬂﬁgﬂ tBﬁE%tCIPTed%Grtﬂghe has
decrypled thmtanetenvedenblysagets thd ARsYe@X Togeévent Mes MifeRkK gymg pagdquses.

that to set, the it%tial state qof a random nunber generator. That random

nunber gene?XKdP thapttaoken the Piréated: ysigandaeamet infermy thenwader ofreinetoen thet s

whi ch wi || Reeil, 88 Bph&flxt Wab Dafif10se 25 originally used to create the ,
protected nessage. The plaintext nmessage may then be recovered sinply by
XORi ng the pseudo-random sequence of bits with the bits of the received
prot ect ed sage. ~. 22 NOV, 2004 The pl ai nt ext nmessage nmay, in the
preferred gﬁﬁ%&%}%‘?ﬁt MAFWEG T nEr e p ré"@eﬁ%até’glwt’o‘?e Rbigagyepewnitiopypfes,
each byte beisBghdnePr, i Igﬂ@&}d L ' racter in the
nmessage t hat ng%ds_ t(gsﬁzés?%gﬁg%ﬁet gﬂngerc re {)’;fiiﬁf\,li%go %nn%%#tﬂgﬁn%nggs}%gggios o

pref er abl y @resojgstie theunessegethputskdctolbeyranimitied seduoglyexanpl e a

pol ynom al - based ci pher. O her ciphers could, however, .be used - for

exanpl e ci phers based on elliptic curve technology. According to a further
aspect of tAecqtiagandta fuﬁhan&sggea_c&tﬁ@?fe@anriﬁmﬁah REFD €4 pée@icﬂ%%@@% of
comprises: (a) a plurality of first-tier hashing neans each capabl e of
recei vi ng aPFoEstng pyriptpsitem g e merldple tignsmissepattacky eomprsingout put ; and (b)

a secpnd-tier ha gi Ergg%ra- ' takes. as input the respective first-tier
hash out puts andé1 ezﬁ’gl at s%apslwghe?(Bﬁ]tegsgg%tsogffaeggﬁg%&owrf%Cﬁﬁenber. Pref erably,
each of the fir st - tdipher hastg agiphedes reddde afbtea@dinids@pal entropy input
as and when neceaﬁar%ét. Alternatively, additional entropy input may be

; f

suppl i ed en bl ock®) ¢EAteefroR theprotepted message apditicifierkanéamt once. 20 Wen
further pseudo-randeiByp#eReisnt d8sdgedyhd €d. one of the first-tier hashing
means 1 -~ preferably perforns a rg-’has to create a new hash out put. That
sai d new hash oufpuanciypting e ippgsedisigs. t he second-tier hashi ng means which
uses Q in the generation of the further pseudo-random nunber. Preferably,
the séCond-tier hashing nmeans 25 incorporates the new hash output with the

hash out putShig m@éﬂhmﬁisﬁre§-tﬂat3‘cﬂe%ktbﬂatti§‘€ei9% Elﬁrﬂ;téd QAL bigRek iﬂ‘%}é pPél; 2 gs,

hashing all of it together to create the er pseudorandom nu

("Pref er abl y, Weheaddiirae, gien ifiapddenticalimesasgsi in sentemltiplokiesh. i s carrying out the
“-~te-hash 30 includes, as part of the re-hash, both its previ ous hash out put
and sonme further input 22 NOV 2004

The input message is preferably created by concatenating the protected message with

25 the cipher key. The cipher key may be the first part of the input message or the last
part of the input message. Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input
message. The only requirement is that, when the received message has been decoded
by the récipient, the recipient should be able to extract the cipher key and hence

30 recover the plaintext message from the protected message. Concatenation is merely




T

froman associated counter means. That gnsures tha(_?-\t he re-hashed out put
differs each time. Preferably, the said first-tier hashing mea@s? NGhPE84
whenever a further pseudo5 random nunber is to be generated, for exanple. by
selecting it in rotation fromthe available plurality of first-tier hashing
means. Alternatively, the first-tier hashing means could be sel ected at
random A chendasiesrand) indi Yol Gerdér® WAL 4 R diRg Ghe cgipﬁepq«%l glgg-tlﬁ) r’Eas hi ng
means or, -10 alternatively, a single counter means nay be used” Yppl y
count er i ngiftectsdanessage, %rhﬁuarvmgét easilpavdilabkibygheeaipsent. The first and
second-ti er hashing nmeans may be enbodi ed as software hash functions,
preferably - software hash function objects. Alternatively, the hashing neans

may be 15 eibfidalelg, the ciphedler & .reckbfed, 'EW%Hbﬁ[‘oP&‘tﬁ@M%aﬂs‘Parﬁiaﬁigfga%idr %lndom
nunber genefrat or. including an entrogﬁt/ﬁt pool for supply entrop o The"
first-tier Hé§ﬁ?1h§e‘f+é’§%§t?x\/%’é$ség%1n ciphy pyahay be epphicddy mbis ofy be
split up i b I C f.which is arranged to supply 20 entropy to
a respecti \r/!;téﬂ? ?lﬁlste?%ige S%@gﬁ?%ég)omne% OCT o ERAREHCY eragﬁemﬁegéidilfi’@ﬁél be

pseudo- r andmeneratetbey sny tinely Yeedond drit@py NS Ria8 GnYERNger Y %@Kygangp‘ie ifﬂ)%‘t not
only the new hash out put but al so the previous hash outputs fromthe
first-tier tﬁlﬁgmlﬂ%oﬁ%&ﬁ@lﬁ?ﬂ%m%‘%ﬁwwn%i d one first tier hashing neans.
The 25 previous hash outputs and the new hash output may be concatenated
for use as input to the second-tier hashing neans. The invention further

ext ends, nofte pretestedicipher oy de msimple tsirim ipat@NTn die @nivbiBR-dohRIacEMAL €M
for exanpl e, thfié)seud -rangom out put is produced by the third-tier hashing
30 means WHIRFTKEY fsifedip seep apsaidoripndam sumberceeneiaforivdieh thgn gerarstes Bach of

those is, | | Li of first-tier
haom g rommsput3cq @t oHp LM SR durtefE Bhe BuRibdiSh bt ludied Be b

as necessarapplied feheangivityelislementsioftihe plahytattanmsagectoofrod@idriae passkd! e.

The inventi t extends .to correspondi ng net hod of generating
pseudo-r andjggrrglséé%lugg%a} 5 .oufat geeg?%emg‘gf e’faél?Pslgx@'nﬁ‘flcg?g 96 SHbtiRG dho Pseysiver at i ng
pseudid r andando iabers thilehubdeR eSeSntihfiheItRR¥! Mlssafe €Nt rOpy input to a
plurality of first-tier hash functions ahd generating respective

plurality of hash outputs; and (b) supplying the hash outputs as inputs to

a second-tiyer ' Whj nerates as autput a pseudg-random
nunber . Acégrtg??llg&% %@%ﬁf%&?&%@%@@g@ﬁ@qﬂé R IEW\EI'W ot &Y i s
provi ded a segtdnoe, withi thenpsehyo-rgdbie nefberoberrabdibbitly MLSFRIACHIRE $i NY:
(a) constructicg)% a. first stri Pg,ﬁfrom a plurality of message el ements 15 of

a first typPeSutRBIGIm SR Qss of s dag wroantincipbgekesnpngieseed. The bits of
20 the plaintext message are then XORed with the pseudo-random bits to produce the

protected message. ~ With such an approach, the recipient, once he or she has
} decrypted the received message, simply extracts the cipher key k and uses that to set
" the initial state of a random number generator. That random number generator may

then be used to generate a sequence of random bits which will be identical with those
25 originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

R -
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end el ement of the néééage, fol | oned by zgro or rmre’?ibn- nmessage el enents

“of the first type; (b) applying a conversion function to the fi erQq\mV;ggM
to convert it into a second string conprising a plurality of elenments of a
. second type, 20 the conversion function being arranged to map all possible
strings to an output space which is smaller than a space defined by all
possi bl e secUid piiRexEheR } i 1 (0 el ecting an end of
nessage marker tpl(I) i dentify trﬁgﬁg%ga?)}r%fgﬁ%qerﬁﬂ%ué%%’ %f %ﬁ@ﬁp’%ﬁeﬁfgmﬁ@s@age
froma pl urakiteuenceepleheit.scash e bsing arprebermaiva 5ot Gllphablim&Q Rk NGhiON,
fall outsi decﬁi}gctgptnqblé sgace of tge conversion function. The first and/or
second stringe iy BUt FEEHEn Bt Besds fochatemsmitedse@iialirent by el enent basi s,
for exanple as a datastream Since the strings are, to all intents and
purposes 30 bi-directional, it will of course be understood that the
expressPon " 8¢ HaMdaneyagedis gueerably @R @6a pablinkepsipaei, I seablb hat

t he non-ness S, necessari.ly have to conme tenporarily after the
message el eng%]?élg a[er%q%ﬁ?emp ﬁ?rst ’El}ﬁ%’r‘f&%?%g ‘f‘f“é‘ﬁshﬂ"fec"éﬁ bes ugedgatias examapie t hey
could just asiphasitlayed @U@ ddrye RERRERRS. t he nmessage el ements. The
conversion function is arranged to map all possible first strings to an

out put space which is smaller than a space defined by all .possible second
type el enent [ [ Qn e fining an "unavail abl e" space which,is
i naccessi bl e%?@%@agdo%vg@%gﬁg 83%8? Slb% pr WHEAUON AaRSEUIRTaRAPIRRUMBer
sel ect éd frogemrgbucahprisgs:of el ements of the second type which, in

conbi nation, fall vm'thf' n that "inaccessible" r-' 10 space. Preferably, the
first string conpf¥stBluplirgiifsttednshng megnetachemadle efitdedivieg second string

" conprises a sequenc S, In the t preferred enbodi ment,
t he conversi on functez}ngé;ﬁmfogyg?’?%%ge%g?%{@%%\%ﬁ&i@%gfﬁh%‘&/’uteIaﬁﬂents into 12
ternary | 5 el enefft)sa sdconddier hashimgaeeans wiadlgRkestRafpuk IdleBkve! enents (as
it usually will be), .it is first separated into 19-el ement” bl ocks, each

bl ock being treated QE&'&F%‘P@W“W&*@H@Réﬂ%tlﬂ%?%@utmﬁ@ nsgudo-minderk, i f not
filledlby the messaggump®y be padded with non-nessage el enments. 20 The end
of nmessage nmarker may preferably be the sane length as the |length of the
second string. Specifically, in the preferred enbodi nent, the end of

nmessage mark r ernary .el enments. In re general aspects of
the inventi Oﬁ{ef«%ﬁ@?b%a%@érf éhl% g‘HStFtﬁeﬁcl:‘tyafhd‘f‘ﬁ Wﬁ?‘SdB%‘?IU{Tf%QBdng%‘%ﬁ‘tltéOHYrﬂnBWeaSbase

to el ements ami avheh frfee¢ssaty. basRerniiteiyer-a8]inait é}ﬁrdp?pﬁh uf fal e _I,drrb@ﬁééi Qq has
a | ower base elg bi aré%etlhan t he out'put fromthe function” (eg rnary);
but it may hRPEX-40 Rl ghie fysisier hephing meansssonerd string has been creat ed,
this mpy be conbined for exanple by 30 concatenation with the end of

nmessage marker, to forma third string. Were the 22 NOV 2004 nethod is
used in the BOwndwuthopsemormpdinonumbas ateveq@rel] bhdQr B YirdthRPhRGISNGEMRL ed

and send to ﬁrg?ergbeig Ile"foer%s are-hash to create a new hash out '
| put. That said new hash output
’ is then passed to the second-tier hashing means which uses it in the generation of the
further pseudo-random number, Preferably, the second-tier hashing means
25 incorporates the new hash output with the hash outputs previously supplied by the

other first tier hashing means, hashing all of it together to create the further pseudo-
random number. '

Preferably, the said one first-tier hashing means which is carrying out the re-hash

30 includes, as part of the re-hash, both its previous hash output and some further input

Ty



o

_ The space falling out'side the output spacg of the co@‘er si on f&ﬂcNﬂHnZﬂﬂﬁy
be divided 5 up into a plurality of parts, each part being representative
of a position within the first string, so that the position of the end
celenment of the nessage nmay be identified by selecting an end of nessage
mar ker which falls within the corresponding part. In the preferred
enmbodi nent, flee smidocipad eourserdhydng e A HdPer t '
representative of one of the positions v&%sﬁfeﬁt}gaﬁgﬁgfer%?l?%%ﬂbﬁagﬁ% ﬁ%fh
-'-10 I'n such™n arrangenent, the end of nessage narket: may be chosen
substantially at randomfroma group of possible markers falling within the
said part. PE)e%ergggy, within the first string, the end el enent of the
message may Predenablypdhatal yfidst-BeaHisAGBN ehide cPBe SRR if any.
That i55 however, not essen%i al , andm{%t coul d@%r%ﬂ%ﬁ%ﬁé%e en\E/isps?gg‘iod t hat .
t he non® nes s?ﬂj’@o@ BYFRDRT S R P gsnovated. fre esapplednestlénying if ix estativmiem o

el ement s fromdiRBINQN: € ts. This fixed nupgber of elenments could
in certain applii cat ﬁo%agﬁfzgﬁtgg?tﬁleﬁérﬁg ere By he’rj*ﬁFrH?BY ¢ g retigr hashimg t o

be transm ttedarnehld bawelecdd attrhiglori. s required is that the position of the
20 end el enent of the nmessage may uni quely be determ ned fromthe end of
nmessage marker. The invention further extends to a conputer program for
carryi ng out AaByurietC hhehmt » bk Ghrivi e carri er. carrying such a e
conputer program and to a data tF elggrﬁlg%r ?Aecgr gfse etgltr?taberokfas GEHNGANSa PE:j er .
The i nbnt i odtarmativebts asingbnetaintay raeanetiag Ge afecRGtYPl ddan@r Hipdt Al FESSage
i ncl udi ng idﬁf&-iti]:ayjlz{%ﬁint hee end of the nessage using a nethod as set out
. above. Preferably, egé]ﬁcﬂl?pti on includes the step of encrypting the third
string before passing the encrypted 30 information to the recipient. i a i
22 NOV 2004 2004 ..y 5 10 According to another aspect of the invention
there i s proVRQBEt a0deachadttier hashingrmeans ngy theentndiedf asaoftivgict lakh MRRSBEE,
conprising: £@¥ APy | pyer.se conversion function to a third string
conpri si ng aIg pfelﬁl‘ a?is%lf);\g%fe é}le?ifﬂé?}lyenr?ilgn \Bleg[sse‘ghﬁ‘a‘a? ;th? hashing, mears wayber si on
functi bh t akémbodisd infprdwaepl ural ity of el ements of the second type and
converting themto a plurality of elenents of a first type and determ ni ng
that a plurality of elenents, taken as input to the function, together
conpri se an g iR fenfi®s SA98d K € e output of the fupction has nore
significant el ements of thesr@; r 3{53%3@“‘@‘}?%#“‘8“’8{ GERCTHRF (eludipg) an entropy

pool for supply entropy to the first-tier hashing means. Where an entropy pool is

supplied, this may be split up into sub-pools, each of which is arranged to supply

20 entropy to a respective first-tier hashing means.

When generating additional pseudo-random numbers, the second-tier hashing means

g

may take as input not only the new hash output but also the previous hash outputs
from the first-tier hashing means other than the said one first tier hashing means. The

25 previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

The mvention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing

30 means which is fed by a plurality of second-tier hashing means. Each of those is,

T,



15 (b) taking, as a fi/r\st string, the outgput of the tﬁhcti on excl udi ng that
portion of the output which was representative of the end of rressﬁ@eN[]v 2004
mar ker, and determning the position within the first string of an end
. element of the message according to the end of nessage marker. 20 25 This,
essentially, represents the inverse of the nethod descri bed above for
i denti fyi ng titselfefed Bfa bieald P VI3 il |~ be,.used by a recipient
who needs to extr actbla{ hg en _g?ﬁﬁngg%ra%gﬁlﬁgﬁ%ggf %&@fﬁgtl?fﬁﬁ%%tmms are
recei ved and PreYigad wittentrapy spn menecbmayosOtlied Analbgdremliistier ) §OBRL Ofr t he
message. Wth Eﬁ@éoo%ﬂlglgr mation, the full extent of the nessagé may be
det er m ned ang th ransmtted nmessage extracted. Preferably, the inverse
conver si on f Ufhetihomtioak@sher astehdtAd i nd produces, as
output, (19 binary elements. In a or (e’ﬂ'gsgﬁlg{lg?ﬁ%ghﬁpn%g%%%gg%ﬁ%ﬁ?-mdom
however > t he MRREES: off eepds ifempmpmplsntoes method of pnrerdReestalRradish Shg e dase.
22 NOV 2004 P{dﬁ&?!‘:&g{gﬁfses-t he position of the end el ement of the nessage may
r

be determ ned acco ng to the anmount by which the output of the function,

uhen provided wi t Hal bepqéyldg of oitRpsaGf L HEFalRPof MGk, gXfoCdS a ol ven
value. 5 The inventign further extends to a conputer programfor carrying
out any such net hod, tl%PSFS‘HS‘§F@€a¢t1rlgairrc$pectiwlnmlin@fﬁmelho@tp@@mgga er
program and to agat : f esentative of such a conputer program
Accordi ng to anot tgg)? gﬁﬂp);elg? mgfh %ﬁ%ust%lﬁﬁgse‘r??m?ﬁQ/%ﬁ?CPB%‘“FﬁE? fpactionovi ded &~
met hod 18f - 10 decr whichpgnaatei g dudlut IRS&ABS afdh@RbENCT ypt ed string
conprising: (a) decrypting the encrypted string to produce a third string;
. (b) applying an inverse conversion function to a third string conprising a
plurality of agk & Phurthess , g I nver conversjon function
taking as input a plurality oﬁﬁ%goﬁ}{g%eﬁ%@ BY° lﬂgﬁggdﬁarqv 4 Agthod of
converting t Heatifingthslend af a tigitelf medsapemigprisfnga first type and deternini ng

that a plurality el e ts, taken as input to the function, together
conprise an end o?g)rr%osn %ﬁgl%ftﬁtﬁt%ﬁz‘)rﬂﬁé’hﬁa}@fﬁtﬂff%s&g@@lmi on has nore

si gni fil6ant el enent sofoffirktpd, iohsbf ¥ REd ' | ue: 20 (c) taking,
as a first string, the out'?gﬂt of the fu?}%?%gge%%eﬁ%ﬁ%&qgﬁ% portion of the
out put whi ch was repitdsiament plibe ofestage, fetiavaf byress agmom@hkeesApd

determ ning the posij] .01 e first string of an end el enent of the
message accordi ng tol‘%‘ﬁ%t%%%tﬁ%?m}‘rgggage mar ker; and 25 (d) recovering the

nmessage from the {b)rapplyidga oghverbite flutRAtd B2 sy b to%h@é]‘f‘ﬁiﬁt a .
cryptosystem i ncorporati rhg any one_or conbi nation of the nethods nentioned
above. a second string comprising a plurality of elements of a second type,

20 * the conversion function being arranged to map all possible strings to an
output space which is smaller than a space defined by all possible second

type element combinations; and

R

(c) selecting an end of message marker to identify the position of the end
clement of the message from a plurality of elements of the second type

25 which, in combination, fall outside the output space of the conversion
function. '

The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes

30 bi-directional, it will of course be understood that the expression “followed by” does

%;
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22 NOV 2004 According-to another aspect, of the invefition there is provided
a nethod of carrying out parallel m)dullcg’ arithneticcal cul ati or?s?oﬁ[}b{ 2004
devi ce adapted to performbitw se | ogical operations, conprising: (a)
representing a series of nunerical values (x) to be operated 5 upon, by
respective bitw se vectors; (b) forming a first word (X 0) fromone bit of

each of thewaj 2 second word (Xi) from another bit of each
of t he said vecftlégsre ésls%ﬁg};(ﬂ}ﬁ ?%?Eﬂgte O PRTTFSTReE v lements gnecsssarilye havd dmscame one or

both of théemporsily hOePiief afesbby clddi@ToiHBRdLIESET 'Eggag fggg%esn%ﬁ% udes: (d)

representing a series of further numerical val ues & et upon,
by respect iVESHFEH g@ﬁ?@@ﬁld\ﬂ%,ﬂs 95ily égmifooarity prpcaebteaenesbadesdlentdits] (Y_0) from
said one bit of each of said vectors, and anot her second word (Yi) from
said another bit of each of the said vectors; and (f) perform ng bitw se

oper athi ons Tdw dvowtrsiohduriceiopeciriat@ed io Sihp WP HOS; F'Ff 0 both the

respective second words (X, , Vi ).g 20 25 Pr gf elrbz(li Y, ¥ gglt(} %ns?&%ﬁ'sd’-a?ﬁ t he
Wi - -

respect i ve FHFSt ISuSPaer athan s e osnage tdsfiachieby iail goesibec atdond, typBdelehfnsecond

word or theohrRskeehd wor.ds. are..stofed together in another, spaced,
separate | ocat i on. Eélf?&g?srté‘%gtag@lé}gga?rea WaLRRe s SA5H dVNER (5 dracerssible wghoe

provi ded t somvdrsienciun¢tian. The ené offiedhgteiarke: e SRUERAI £ah ¥ F8S,A08/ Of
thefurtherlnu rif:?hl valucfs toE_e ) o
elements of the second type which, in combination, fall within that “inaccessible” ==

10 space.

Preferably, the first string comprises a sequence of binary elements, and the second
string comprises a sequence of ternary elements. In the most preferred embodiment,
the conversion function is arrangéd to convert 19 binary elements into 12 ternary
15 elements. If the message is longer than 19 binary elements (as it usually will be), it is
first separated into 19-element blocks, each block being treated separately from the

others. The last block, if not filled by the message, may be padded with non-message
elements.

20 - The end of message marker may preferably be the same length as the length of the

second string.  Specifically, in the preferred embodiment, the end of message marker

comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert
25 elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);
but it may have a higher base. |

Once the second string has been created, this may be combined for example by

30 concatenation with the end of message marker, to form a third string. Where the

;




.upon, by r

operat ed upon are on nodul o 3 and may, ffior exanpl e,Gje repr erszritm p)égil'ens.
The cal culations nay be carried out in software or may altern@at I\y

enbodi ed in hardware, eg by neans of XOR, AND, OR, and NOT gates. 30 15 1
22 NOV 2004 The invention extends to a nmethod of encryption and/or
decryption which makes use of the nethod |isted above. The preferred nethod

of encrypt imthbd & wsde s e bexktats ' ting 5 or

mul ti plyi ng pol ynom al s havi ﬁig Ogggﬁﬁgﬁéﬁ%éstﬁgﬁF@%gﬁaﬂéfﬁ%mﬁg@tﬁﬁew > 3),
usi ng a netRbdtadieerpieid in Caim1l or daim2, the coefficients of a
first polynom al conprising the series of nunerical values (x) and the
coefficients of a second pol ynonial conprising the series of further

numeri cal ViHeusgacd fallingldutsihe ther e CENREL O el wdes,
addi ng, Subtracting of mi s oty n@&ggﬁﬁgt}nﬁ%@q %’\g’?‘nﬁl}‘%‘%‘#ﬁwsfﬁf@ﬁeﬂni ch
are i R nodyPoniq § Nusalitzyt pasts; eaghpartdegdepesantaiveed alpvsitoaiwithin ®e Hspi M 2,

the coeffig LEst: noni al i sing the series of i cal

var ues. () S tRarards pbliaR BV R SeBee fBr yirovatn meb b HSHfFd b

series of fefettiey amermestimekageahsi@s: Ykh fAR Ji*ﬂtﬁnitﬁ%@dg%ésp&cfiﬁ’% Faghends. Lo
thod, to a I

a conputer program for carrying out the above ne ysSic Tarrier

carrying s ?feﬁe‘gcﬁﬁm@é?e%r e a7l spade tio dividad agt risleml p eparess eatiat heigy of

such a co ding.,to.a.further aspect of the invention

there is g?"é%i@%eggﬁ lggg?g%et%ﬁhégﬁ(\glsﬁ)téoensf”‘gwl%%m%gﬁﬁﬁ?m&ﬁr allel nodulo

aritHfetic cal cul ati ons by means of bitwi se |logical operations, conprising:

(a) neans ior reFresenti negl a series of nunerical values (x) to be operated
25 &

¢ PU ATRRASHDL e £nd 05 message parkemmay fher cosembuhgtaatifily at  wor d

X:0) {rom enciohifrofa @aGfolockiR 138k YARPL R ARY Gagsgond vord (X)) from

+ . VE
Ru—

anot her bit of each of the 'sard vectors; or performng
bitwi se | ogical operations on one or both of the words. 16 22 NOV 2004

The inventi be.cakri [nto.practice in_a nunmber of ways and one
specific alrl?9 Sé%ééwgﬁlatéﬁ@%gis it th\ﬁ/iepﬁ ekawnb@f @éé’éﬁsﬁ%@dr,la}bye wapediitelx anpl e,
wi th ISef er adjaeertahé Ren-aReQB I, 3 AW, "IPhat! 18 MW&R:, not essential, and it

could for example be envisaged that the non-message elements will always be

separated by a fixed number of elements from the non-message elements. This fixed

number of elements could in certain applications contain header or other information

that needs to be transmitted each time. All that is required is that the position of the

20 end element of the message may uniquely be determined from the end of message

marker.

The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream
25 representative of such a carrier.

The invention further extends to a method of encrypting a digital message including
identifying the end of the message using a method as set out above. Preferably, the

encryption includes the step of encrypting the third string before passing the encrypted
30 information to the recipient.

Ry



-5 Figure 1 illustrates.the key creation gystemin Tu@l er; Fig@e ﬁpg
n2004

illustrates the encryption system Figure 3 illustrates the decryp
system Figure 4 illustrates the error correction algorithns; --10 Figures
-5, 6 and 7 illustrate the concept of a wapping error; Figure 8 illustrates

the order in which coefficients are checked for possible errors; Figure 9
illustrates a typical prior art pseudo random nunber generator (PRNG; 15
Figure 10 illustrates the PRNG within Tunbler; Figure 11 illustrates a
circuit di aghaeerBg dddnethen amptlof te Hivgotien 1Rere| [supksates aa nedthedllide

di agram f or L | .3; and Figure 13 illustrates a circuit
~-di-agr-am f or %{Pﬁ%ﬁ%g ?nonoquﬁocgﬁf%w.ssaﬁ?) CYMPHFNEoduct i on Tumbler TMis the -

b and T of t he ()rapplity AaRYdrsadhy&sith YRlcAgh ?@Qhﬁrcﬂﬁﬁr@%opers' toolkit. It
cont ai ng a nunber of different cryptographic algorithns and
non- al gérit hmepeci f i%€MARFSE aplurality o elementsof maedony tipe; not excl usi vel y

around the NTRU PK rithm evel.oped by the RU Cor por ati on.
Details may be fouﬁih‘izlﬁlv%gg%l}vgfsfﬂna@?g‘r‘?@rmﬂ asgnpyA PRIFAIUNTRU: A Ri ng- Based
Public Key Cryptosysiferineds dBitid setoridadpe add@ehirndeiesstd N Conput er Sci ence

| 423, Spring-Verlag, Berlin, 1998, 267-288; and in PCT patent application
W98/ 08323 in the nambuaktyfRlsmenismf adirsittepesandidetermiiiog| at t er document wi | |

be referred to thro " 0. pat ent ication". 22 NOV.:. -+
2004 This al gorit hmqgﬁgiz%emg%gﬁg}%ta@%ﬁe %‘dﬂplfqﬁo @f%?‘bt&naphy. Departi ng
fromthe traditionaltogetier domapriseBingnt OF 6@edage hasied wHedhEChgput t provi des
more efficient andmggg%rfﬁps%sterm based on a pol ynom al m Xi ng net hod. Any
. bare al gorithm ho Tunctionhas morgvgni et elemsnis of thpfisgtmehi ¢ product. In
between a great dealtheglfa%a&.h@,ﬂ@er.yanids necessary.. In the case of NTRUits

uni que style, which is the source of its superiority, nmeans that nmuch of
thi s machi nery nud tikéng, @b adiest stehgs the coppet of thi firkdoalkegdudinpns. This
docunent describes t uni que i npl ementati on of the NTRU PKCS (Public Key J
10 Cryptosysten cor%{‘]agipﬂ‘ﬁiﬂ’gﬁmﬁ%?ﬂﬁ&@@Wﬁ%r@r&w@tﬁ@so@t% probl ens t hat
one fat®s in attenptehdgf hessafPheARAbnd RecATRARICSodfoRwida Wor | d
cryptographic tool, and explains how Tunmbl er uses innovative techniques in
order to sol ve thesdhgfilsbitengof anendredement béthemakssageaodordattonany of t he

i nnovative techniqu iLhin Tunbl er 15 are independent of each ot her
and coul d be used sﬁfrieg yEi)grll)mls'%a%<§;=1n%yar @l ect ed conbi nation. For exanpl e,

al t hough the follow ng techniques are all contained within the preferred
Tunbl er enbog' ent, ey could be used singly or in any conbination: error

b . :
correction, b @Fewﬂgé@em&@? Inverefithgy ethol seserihed| abpye fastidensifpimgudo

randonpg the end of the message. This method will be used by a recipient who needs to extract

the end of message marker from the information received and, from that, determine

} the position of the last element of the message. With that information, the full extent
of the message may be determined and the transmitted message extracted.

25 Preferably, the inverse conversion function takes, as input, 12 ternary elements and

produces, as output, 19 binary elements. In a more general form of the invention,

however, the function may simply convert from one base to a different base.

Ty
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-i-nf or mati on useful

the gpher 0 o vy kb skhgts e SO LASHENESRaNE o © LS
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nunber generator, uselof modul o arithmet i1, and prot E((;EI on frommultiple 20

“transmission attacks. It should al so be uhderstood that althougmwmmi S

primarily built around the NTRU PKCS al gorithm as set out in

. patent application, nost of the innovative techni ques have a nuch w der

application. 1.1 The Oiginal NTRU PKCS Patent application 25 The NTRU

pat ent appl i ¢asfepmldess g h f C Lon of t rel at ed

pol ynomi al s, called’the pﬁﬁ%@?i‘)@ g‘ﬁid e&hjeehgﬁjlfvtgg&ﬁ%%e ﬁ@‘éﬁgsfeéq{ny%eds how
how the publ iReckeéipgdatheraase dy tvehitir to SheuILAHEERRATR, when bRS/idr MR ina

pol ynom al, into.an encrypted form This encrypted nessage i s secure, Ssince
the task of FQ@PF%FS%GF%‘@“B?? UPH Posedsaagieen Wilven the know edge of the
encrypted nessage and the public key 22 NOV 2004 only, is far too conpl ex
to be perfornmed by current technology in a feasible length of time. The
encrypt éd f orliectiniionl Bisthpr exiedds the coegnseroprogfaan Fhehirfigig (At &lyo5hd)9)

t he nmessage ?lﬁe%gdaltgasihnsqe know ed%}e'l of the private key usually al'l ows
recovery of the original ?‘%scgﬁbeé.ca 193¢ Suckha CHRBST BIasraa and torl dethsitgatmhe
private key afgledchatienss yohedoh@ifdt pllbin! | 9i Nal message can usual Iy be
recovered. Wen the nessage cannot Be recovered this is due to errors
called wapping --or gap failures. It was originally believed that w apping

failures wer ' 1 erable with a.given nethod and_ that gap B
failures occ%cggﬁhﬁgtor%}oéﬁg%g A Ok PIGRAE "'g’le LR FRE3H 1% POV %gtegmd of =~
appl i cdli on décr¥pting a &titdl. mdskadeeF@ien t@c’f‘gtrin?‘%‘ﬁlpﬁgin fhat the method
suggested for fixing wra?_pi ng failure often faiTed to c%rrect the error,

1

and that gap fail (@leR®URS Hermcantsdghingdogidduce atlsabittingy si gni ficantly.

" There was al so th?b)i%@“ﬁ?%iﬂ SVEQL Cgﬁ%%%&g@gg??t?%gh%ag person attenpting to

decrypt the 15 nessa not usua Ral, it was

difficult for them tonnsingwhdtibty dffetentessegescbad §per et ed correctly or
not. In conputing terns, an arbitrary data file is an arbitrary length

y : .
string of' binary di§lTe COpYErsiondHRstion dakingmacinpweplirelithef or i gi nal NTRU
pat ent 18ppl i cati on, S&RENPESHE SLDA ' afixed length. It
is therefore necessgﬁy to provide g)&@égﬁggb%ﬁl C ﬁrpﬁéaghgg.ﬁtg file into a
sequence of fixed | eiglamentsofarfirsipypymehdendrmining shie b phurility dfhat t he

[Te During a o phate B BEh 3, Bt 0 piagfive toratmusomenaR thcker o |
constantly attenpt t@d%nﬁ&@@&ﬂa&ker%ﬁﬁ%%t%ﬁ% ﬁlﬁd?tﬁﬂﬂds the task of
e khow e

retrieving the original nessage, given th ge of the encrypted

message and the publPeeRigpifinanyclenents af the dosteppethen a giveberalyer f or med by
currenpgt echnol ogy.yithify f ihle.l enat h, of t.i The so] ytion for an
attacker is to galt/C% t%%?% ﬁgﬁﬁggn%fé%&gt%%tftg}%ﬂgmw "¢ nessage and
t he public key. 2 ZhNPUrt RO thepapetivibcioWal RPradditatife ¥htheh the cipher is
used it may indeed beii%gssi ble for the attackéer to gain additional

mesiaeh garkss, andsietarminipg thuiositioanstkén i s not to use

can be too limting for practical purposes.
situations where it thesemfedfimessige maksengdexact |y the sane nessage nul tiple.

tines, 2§r wher e ogcﬁ W shes @g set up. an automated systemthat m ght be
accesséd by a pot SRTTRYeRRE higgrgssage from the first string.

The invention further extends to a cryptosystem incorporating any one or combination

of the methods mentioned above,
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The NTRU patent appli éfétl on descri bes thi t heoreti calﬁl gori tﬂ m]r ghﬁ
" ci pher, but 10 does not address how a re? wor | d machine woul r?g zyb
performng this algorithm The theoretical algorithmcontains relatively
_few steps and enpl oys mat hemati cs that nodern conputers are able to perform
qui ckly, and so is naturally fast. The present applicants have, however,
devi sed techni.g Waleds speed..of .this algorithmdramatically. 15
1.3 The Tumbi er &g?)rfg{]{al %ﬁ%%ﬁ%ﬁ &(sathf' AOVeRHE theFS 5@‘8? idedl @ Pkeeryingdges
the gap bet weenpahBelthedile atidaetiandlduli@iops 86td dlice hdadf |
nunber of nengée?hni gues that_ build on the advanécees c%%% alfbng%mrﬁi Rﬁtﬁ%eand
can even be P& CROTBRMNEr ORI crypt ogr aphy, 20 data signal processing
and conputing. Belgw. i t hods ,of ., de ting errqrs and
correcting both vvr@pS%genglﬁgagsgrggfoaﬂuﬁ?g@Ivﬁlu8§ é‘jﬁo }:’BBP‘?rﬁﬁaci pher to be .
usabl e &s a practi calponganssmitisesitwiseige@iata one must be able to rely upon

the integrity of the.decrypted nessage. Using the original 25 methods
described in the NWROTBHESHrshyendi(Kan)ifeom onchjefrachwf tite salie det ecti on and
correction system outld I i §A-S dinall el ieved to be the case.
o 55 NOY 2008 A conar ot el Bibndtiled ¢ s Mooy L HREE wor ke
conjunction with an ofthgsmdiectendand nessage marker' systemto interface
bet ween st andard g(gn%u{ er.data .files and NTRU PKCS pol ynom als. 5 Tunbler
contai ns processes’t FACTBRE sl pgisalapgeatiopsomRLe obthg Witsilsh al | ow 't he
user tqQsend exactly the sane nessage nultiple tines, or to use an
automated systemthat m ght be accessed by a potential attacker, w thout
rui ni ng the Ereerablysths mefhadtdescribed Abowwshtiuds: anal ysing a ful | range of

pracessing the NTKD BRESTRge el i rumenialoRbs SNPS PRCS
i mpl ement ati on have slﬁeeatxédelﬁ\lﬂ_tﬁf,) résB8EMVE BliwiR kot Ui tive original nethods
whi ch process nuch of the RU PKCS data at a vastly increased rate. 15 In

order to facilitat® BEnmsaeether sy woulyYapHiorusiidgne his oRERH ¢PKCS it is
necess to conbin IS¢l l, al gori,th i,t.h. a gr.eat ny mechani sns
R L S AR I B

desi gned to protect e cl pher’ s use to interface
the ci pher w th reguiiteof edétpofitht sal@vectt@ndhd ng, and al so to overcone
probl ens inherentpin the cipher. The present applicant believes that all of

this has been achléPSHOTNGGHPIECPeagons onveath ipaesreativearBrsti nol ogy The NTRU

cryptosystem and tgdd. ’l?50)3f‘5‘§i’<ﬁﬁ)’fheg1§9p%§ﬁ§,e96'305%%? Sl(g%g‘?@re paraneters

(N,p,q) and four sets (Lf, Lg homal s o no greater
than N1 with integer coefficients. Note that p and q need not be prineg,

I
but it ,ghoul 5 be ass d that , =.1, and that i |l always be
cgns: d%pabrygfeiefr&@y’ ﬁ"r?a rgE.qu?ln Wﬁgg%%ﬁ?’()é‘fe ﬁﬁ%l‘?é‘i’?éﬁjt%? isﬁgey@%ﬁﬁﬁéd@e&
and g i s nor nehiioh, Gdd tHe2&cOhd ARG G@W&kﬁ&ggé‘ sdddfd s %é\’sto%%gether. i

i mpl enent ations could use other val ues. NOV 2004 21 One WorRs W
 the ring of anqthera treged. riepagate lpedtipnoniEitss sRrageZindatis(26d sechhd stbragel memnt F E

CRowi 1 De w69 A aRghUAGR dl, O @ vector. N-17

25 In one embodiment, the numerical values and/or the further numerical values to be

operated upon are on modulo 3 and may, for example, be represented by terts.

The calculations may be carried out in software or may alternatively be embodied in
hardware, eg by means of XOR, AND, OR, and NOT gates.
30



F=~Fz' =C o, F,. ., FN—f’I:')f Addi ti on and sub#}sr-acti on in Efwor ks in precisely the
sane way as in normal 5 polynomal arithnetic. Multiplicati o?, é}@fvgr
requires reduction nodulo (X v-1). The synmbol * denotes mJI2t ﬁN Won in
R This star nultiplication is given explicitly as a cyclic convol ution
product, 10 F*GHwith k NI _ ~ FCk-I "+ ~ Fi~"T Nk-; _~ FiC | i-0
i -k+1 i+ ak{hd Reetonlexid ted .that .this is precjsely the sane
as usual pol fytnom' al nul tnihfjl%?gg%e?%&nae%f%%@gpuf)ﬂélPd/E)ﬁge‘EB@qu whis tlgakf\ﬁ/rll’ip

t

around, ' sofithamethed lisedfboa. ent of Xi~ is conbined with (added to) the
constant coefficient, the coefficient of X~ +l is conbined with the
coefficient of X, and so on. 20 In practice, one is usually interested in

the val ue ofheaprefi¢domErdld St &Qg@fu'f)g iirﬁ@déeg%ﬁ%}aﬁrbgo a %[a}f ﬁag a:dﬁwg‘;gfbﬁﬁacgﬁg y o

t he operations can be consider

Zp[ XJ 13 %~ ~orppulgplyre] palyrodials Bhvinpebeftitichs vigsh ﬁl%t{h%(gcﬁlé&w g?ﬁ gggg
resi due of a_si,ngl e pal Ho.mal.reduced_both nodul o p and q. 2’ NOV
2004 \When oangleﬁggf%r‘ﬂ%‘mé il Glri ilcen Cleim b dhe co¢fSaientsqof 4 st pdleRdraan i S. t o

reduce the @apkiking! @0t & | . re arect seful .rules to renenber
when reduci ngﬁrrts)élgl 0 anni@.ér)lﬁgg%%nq%%czg%ag"ef 64 a\é\@ thepcqaificienss of pasecord (nod

p). (c (muehypnielzoppoising)he feresloPurther(rfmériahl alRd (p).- R is not a field.
However, the NTRU paraneters have been chosen in such a way that 10 it is
extrenely likely for appropriately selected polynonials to have inverses in

R RI® a Urteqpefdradt geikat b0Q TR if. 1 ist, these jnyerses are
uni que. L", consists of all pofgg%dngll%??dﬁlsl?a%r}% sglgaér]a?t}r@i EhtBy ﬁ"&’% p.

. The el enentPobpmigs hayng waefficieaissohibave: Bogbihieide NS> Myduie: Rmdkig gl e of a
predefined c%‘ﬁqgmn Cg;lollpil/lngntﬂﬁa%gh%n q|§491 _g&dfqllf_%re gllefl n_efl o have,
et RO s e A Ul IR e ks ekt e drplte S
an ~(t ~ cefis dfGiugiatiSalWalidg & e enai;ni n oefficients
all having the value 0. Pol y_tr(lom' al syig%efﬁ?leggrgef%&?f%néicp({lgwﬁlgé CPLRTSing

coef fi ci enthe Sfriehot yghernumerival whebsdy)( 11~- 1 coefficients with the value -1,
whil gaqll the

The invention further extends to a computer program for carrying out the above

method, to a physical carrier carrying such a computer program, and to a datastream
representative of such a computer program.

20 According to a furthgr'aspect of the invention there is provided a digital device for
carrying out parallel modulo arithmetic calculations by means of bitwise logical
operations, comprising:

(2) means for representing a series of numerical values (x) to be
operated upon, by respective bitwise vectors;

25 (b) means for forming a first word X.o) from one bit of each of the

said vectors, and a second word (X;) from another bit of each of

the said vectors; and

(c) means for performing bitwise logical operations on one or both

of the words.
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rest of the coefficients have the valuqff. The poliynom als in Lf have one
fewer 20 coefficient with value 1, to allow themto be invertgp%ew ?&200
Overvi ew The Tunbl er cryptosystemis forned of three separate®™sys % ' é
key creation system an encrypting systemand a decrypting system This
section briefly exam nes each of 25 these three systens and outlines how
each is constructed froma nunber of underlying processes. The NTRU pat ent
application describes encodi ng and decoding as very sinple two or three
step pr ocesBesinvaitien Tuaybbeecariiabinespricaitd @na hadbdrieauGad BRIy 5{@1 onal

22 NOV 2004 feat ures, nmaking these processes considerably nore conpli cated.
Each of t hé’f?lﬁFS‘i eB‘i’B@é‘?%‘éé“%@PWq desgabet ibyevrynpf pxanhele heltlp refereacd kow

di agram | tihé gedopt HAYi e these three flow diagrans with their
equi val ent s fronlgﬁgﬁ%%%%g%g égﬁwgg%lication (figs.3, 4 &5). 5 1In the case
of the key creation system the process has remai ned relatively sinple. It
IS, homever¢=indghe gﬁ%ucreation that, the greatest advances in efficiency

have been achi eVéd™ (S ey aentipp sktera v miblsy; creation systemis
descri bed, as i triggpeangstiafeskh : g 3 of the NTRU patent
application). lolgﬁfhe key gré%%?gw%gégig%#takes in the algorithm
par anet ers N and‘igure Fhlustrates et decryptios egstém; t he NTRU pat ent application is
fixed to be 3. ver. t her, 15 val ues, coul d. be used. 102. The private key
pol ynomi al , f, 90 o%@ﬁ%P ﬁﬂgﬂvV“FPBﬁ?¥%%H%EFm@$, whi ch is dependent™®n N,
as deeribed in Rifi@ed\TRAnA BRsAPMe Batd ?Bfﬁw}apg)in%ger?&- ). 20 103. The
inverse of f is calculated nmodulo 3. Insgkad of “usihg the " Euclidean
Al gorithm' the ige 8dkpstieresike odempswhitmoesfSeients gor clidoked fos uspeksibldi S
‘algorithmwas fqund.in the paper 'Fast Key Exchange with Elliptic Curve
Systens' by Richard’Schoeppel, et al (Advances in Cryptol ogy - CRYPTO 9-~,
Lecture Notes i rFigioepltitostQeisencypREB prisfl 48 pRARBEFmdbinN numBéd ggﬁéra%?” ag,
New York, 199S, §§§_43-56. It is 25 possible that the inverse does not
exist. In this é Fﬂong returns to 102 and chooses a new f. In
| ol et i ng t hirsedt 90%ishaNed s G88 3,ifin TR APAUl 0 ari thmeti o thr ough
paral lel bit operations on a vector representation is used (see 12 for
further det ail s)Figure 2D ilNisGrates 2004uil idgraAsfor addifiO3modskent that the inverse
of f is calcula%ﬁd n?g%ko 2, In.inglenenting this algorithma process of
fast nmodul o ari tHAEE i€ YHFBGEA cPembfipgiampior Sehieacken srwgulers: sandect or
representation ifggusedilh&astes 42} '5d'%gém e Yl ati dulo a prine,
it is possible togcalculate froéﬁﬂt % e |§%ersgﬁﬁﬁg§¥gﬁ§8%gﬁer of that
prinme, using the well-known mat hemati cal technique colloquially called
boot appi,n Tﬁés allows us to calculate the inverse nodulo g (which is
al ways’ a péﬂg¥g§¥J¥¥ﬂ¥¥on1the i nverse nodul o 2. Boot strappi ng uses the
following principle. If Fis the inverse of f nodulo a power of a prine
_p'", then b o k0. Fz will be the inverse of f modulo p2'". 106, g is
( jchosen r anéFcﬁW erl g at111 ibﬁarqdali‘a“"%"a??flﬁ prese applicsnt's Iseypiearantic  developers

toolkit. It contains a number of different cryptographic algorithms and non-algorithm-

specific APIs, but is built primarily but not exclusively around the NTRU PKCS
25 algorithm as developed by the NTRU Corporation.  Details may be found in

Hoffstein, Pipher and Silverman, NTRU. A Ring-Based Public Key Cryptosystem, J P

Buhler (ed), Lecture Notes in Computer Science 1423, Spring-Verlag, Berlin, 1998,

267-288; and in PCT patent application WO098/08323 in the name of NTRU

Cryptosystems, Inc. The latter document will be referred to throughout as “the NTRU
30 patent application”.
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107. This is the sang conputation as is performed i @™"the NTRU %aﬁm
)2 UV 88k

“application 15 (fig. 3, step 350) except lfhat the factor p (=

i ncluded for ease of use. 108. The private key is the pair f, F3. 109. The

_public key h may then be published. This has been calculated in step 107.

20 3.2 Encryption Here the Tunbler encryption systemis described, as it
appears in figure 2. This should be conpared and contrasted with the
original encryption systemdescribed in the NTRU patent application (fig.

4). 25 In fi e ; nbol.  is used to denote the concatenation of the
objects to e?ﬁ&era?%olnggf I%T.SC%@ Z’ﬁ‘“tf’?‘fhﬁ?‘? n 115 \FEYRIAgTERIe s Departing feemgtheal
nessage dat atfdifiengl iirit €*Big InBger' B8sed g&éﬁﬁ@ﬂ[ %t) prtﬁﬁr]iglieglgm?%v efg}éfegéa | $f,an

undefined length; the public key polyn a Y504

al gori t hm paf&sienepasef| oarfdre)ynemial miXing enstlsslariny wardalgorigine, Hovavssi is$ion
Attack protegtl. n (MIA key),, Kk he process al so kes, use_ of

t he SHA[3 1 ha?ﬁ:ﬁﬁg : (gélng% ?lo%&B ‘iﬂ%&*‘.ﬁﬁmﬁmﬁs Irhgﬁ“f?éﬂ 3 8§r%2h e@soggkﬁélﬁlﬁ%’nts' s
Nat i onal | nshidesseey.dh tHEtandef MIRANGs TQGHOQYROVhRhSEEU Buldash St

(FIPS 180-1). .. It will be underst ood,q of y_cgur se, ?‘hast miaﬁe ‘ 6%&9%3{5{1??
represents t Agaatthabmuch ¢frhisumashinery opstdbeneinyenmekioaygpe wothiike apetigntsed
according to any conveni ent standard binary representation. 10 202. If the
ci pher requires Miltiple Transm ssion Attack protection, this is applied to
t he pl ai nt exThisefosnmmerriesditey tes@tque/lmpléBént@idhost-t&E NTHL Pk@{ﬁ@liefKJﬁﬁdom

dat a (If areg%(,anerate , and these %{es are used to seed the sequence
gener at'or (s&LYPIATFEY cpplapied Witlsn cumlder. iltsowines thaemollems ghatone fhdes fut

Lhe sequenceaglifringstd RIIGALIHE WPROFRES R PeahorfCESRtoekBnl! ﬁé’i,i@ @

sequence of all Zzeros has no ef

S(fd)! 203. Fxplainghowdypmbier user impottatiee tachsitjuds inykdSs tOFolpé ietd RyblebRr entry
into the cipher (see 7). This is then followed .by the original bytes of
pl ai ntext data XORed with the output of the sequence generator (see 11).

To encode t ha sKORehehrllefttNl thitl mhdy 8@tH&€iﬁ1?t§z%F}(ré’ técﬂmﬁ%'é(’ ‘%‘“‘Ht‘ﬁg}ﬁ“ B gy data

into ternary, in order to fill the ternary polynom al’'s are uSed by
the ci pRer ( 3@dndeppndenhakseach othearyd cowgd be psadrsidgly nsin'aryce e theomeasdge.

pol ynom al s t r ed b he PKCS cipher. |f fewer than N
tens remain 5?@%"03%{32% eagﬁ @f%ntgg ﬁozﬁor%‘%i)(??ﬁ’ﬂﬂu’fseﬂg ag_r NRingdapithip t herefazed
message pol ymombid @mibdanendheyf come SpgasdmEgly W lih A8 ebeshadodn a0F 25
204. Provided that enau tens remai n unprocessed, a nmeéssage polynomal is

construct ed FYEHILHeSTNe: MRESAgImarer disekingmeathanism; legpbtaiernsexdo dmtlamhas
been exhaust ang.i psuf f i ci ent. t ill.the ngxt ne
86mB&d deh&h@ranke BP {zﬂé?ﬁl\?\j lt%fz&%r egr%d( dprlo'lc,]ecgca)ni_ E% m

age
pol ynom al, an end of nmessage nar ate PR o v
2004 288. A trammiwssigoéttackni al shosldchasenumteestoad mahuodltt@dfgmumlﬂﬁrw itnGrikey -

Th duct ! ' [ ded to th : . Th
orachss i o i BAMARRIC b D HheQ feohiTnoes v onrring Y BB gk peeliasbion i g
4 step 4-0) nmxcsibe inhigtathBeBAREPL&L MnidtuRRPRJIRGASROT 8t ed into the

al 1S n.

ublic key. The resulting cipher polynom

1.1 The Original NTRU PKCS Patent application

25 The NTRU patent application describes a method for the creation of two related
polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an
encrypted form. This encrypted message is secure, since the task of retrieving the

original message, given the knowledge of the encrypted message and the public key

ey



i/— TN
~ 5 packed to fill bytes and inputted int o1& check ha(s-h‘-functi ongg‘ydynéﬁ@lﬂby
a

t he message pol ynom al using 2 bits per coefficient, which is al's
to fill bytes. The check hash is conputed and concatenated to the end of

. the cipher polynomal (see 6). The output fromthis hash forns check bl ock

L

B;. 10 206. Having encrypted a nessage polynom al one then proceeds to the
next pol ynoni, ¥Thin@o bRphsxh bl gk f | 207, 1t is unlikely
that the plai n%ext data will Till %ﬁg@abgféﬁf%ge?ﬁ%?lo%&% éSIEJ(?IUIWﬁ)(EiOéI s or
even an exactmaulhd gieepsid fogmisould afsor proohivehsnedhsi dtt@ntRit: (oM48AE) thet he

15 pol ynom n be fille ompl etely using the process described in
203, 204, 23’@%25@%%6"%%\%9‘6‘8%r?“ﬁ?”g%%ﬁg)gabe PEts ket Uskatly adewp otopmenyi off the s
conpl et ed usérigniligesespd. of message nechani sm (see 9). This mechani sm
creates_a 12 tert end of nessage marker. This marker is included in the

pl ai nt ekt and may not fit in the [ast inconplete nessage polynomial. In
this case the end of nessage marker will spill over into 20 another nessage

pol ynom al . {The | jal is conpleted with randomterts if
necessary. 20 _A#%géqﬂg@f%n@é@fgﬁ% pol ynom al (or possibly the last two

message pol m.al s)_.cqnt ai ni the | ast inconplete plaintext nessage

pol ynoni al ﬁgdn% ﬁﬁée éﬂ&ﬁ%?‘eﬁﬁggb% BEYpRS Him,Jhe oRgnab message edn usualie bs ane

manner as albcotchel WRsshdfeRaby PR | of .each
encrypt ed pol ynomi al packedet ohf.i_ll %%/frgg(,?&gﬁtﬁ\k}ﬁ% &@ﬁogérfogg%lgﬁ%ﬁﬁ?‘gge -

byte (if it ¥xiéap s@aﬂl%fﬁﬁrplhet‘@d witgihalke rtetievedo thad werehpipime dhidired Ywddy édsHy

associ gt ed t nc ted sage (cipherteict). 30 22
N OV 2004 %g&%@{ﬂgé;g{f@%%h@em%}ﬁ%f ?H‘Er%‘? rgaagﬁ%? OGS $0 FATE LY tia@ts&ney bed,
as it appeanserendibeameabled (NTR1S hawhtl HeliceidRaged andkGont | ' he
original decryption syst er%Ndesc:piabed E:?)g “t%r?llgHI\ﬁ'pR% %afhelgt q%ﬁgﬁ“ggt%%% g.
5). 5 301. %r?évedébﬁ%ﬁh%wewétsmes@ﬂé@r fixing Weappio fiilunerofar fuited e sombcand q,

t he ci phert : ri ey.. pol ynon al s apd F3, .the error

correction Iq}e%e ,r’aarrlllg?ch?[f é%gféaggga%%s?c?rﬁ@owﬂw%}ﬂo ﬁ&e%@aﬁ%ﬁg@ﬂaﬁ@ky- nmakes

use of the SHrdwas hias Hienigsdewietiopdetediion. Sid&eftlh@&rﬁa&atﬁeﬂﬁ;ti%%@%cryﬁﬁhgsed

to denfﬁte t he conc(ﬁéenatl gﬁYOf the objects to either side. 10 3027°1 1s a
€

count ef” used®tHE e POt YHALY Revsessithe apginglf it cvas diffipplt et thenymbnewivéiettRrwi | |
contain the {Hegkyq @Hacp&l&ir)%té‘aQo {190}1\41 {n the MIA protection still applied
(see 7). 303. Each encrypted polynomal and its related check bl ock are
reconstructed fromthe 15 ci phertext by sinply reversing the packing
sequence us i 04. The. nes is multiplied by the private key,
and t hen byeit1 ﬁgglgraﬁrg%%egmﬁ’e%}l e sé&g $ qnarpifant leagih stang ?ﬁﬂlpﬂd@g@-
described i MHehepiNFRAS PekEBEd aPMel GatihdN NTHTE pafnt SHARSH P
except.that the result of the fi rsf?gtrml tipli cgtai gn ﬁgfsrl rel,%(r)ege ‘lisn%g%asr% 20
it is 4ededodontals of acBredlenpn It is therefore necessary to provide a méthod which

- } turns a data file into a sequence of fixed length ternary polynomials in such a way that

thg resulting sequence of polynomials can be turned back into the original data file.

During a cipher’s normal use many people, known as attackers, constantly attempt to
25 - break it. Where NTRU PKCS is used, the fask of retrieving the original message,
given the knowledge of the encrypted message a.nd the public key only, is far too
complex to be performed by current technology in a feasible length of time. The

solution for an attacker is to gain more information than just the encrypted message

and the public key.

R e



et
305. A hash is made bf.e; and b;, in the 1'2am=3 way aéﬁf-hat of e; grfl NDY iZﬂUIf
" 205 (see 6), treating the decrypted polynom al b; as the nessag

polynomial m. This hash is conpared with the transmtted check bl ock B;.
_In the event that error correction needs 25 to be enpl oyed on a pol ynom al,
many such hashes may need to be calculated using the sane e;. It may
therefore be efficient to record the state of the hash function after the
input of e;, but before the input of b;. 28 22 NOV 2004 306. If the
transmitted Ehpekdibg oukharany fesvhidhethbagihee [seak@t by 3Rl e hobdifled6e %}%ed

pol ynom al , bﬁ i S acce tgﬂ.as t'hF original i h message polynom al. e
tens of thes8 méé&@aﬂgf‘ bl ‘afosmation. ysefel Euntrenkiog thaakplient Bhdiduick( see
8). Thi s CONYR&SIral nbiSt i; S..of 12 tents. 307. The pit to tent
conversion converts setogﬁg?&rw |rt112ai n oth%[ as“%?‘b” d 15.0% 19 Poeesssy gmgg\feg, of
12 tents. Whés aansbe tooflintifing dortmadtivalapuipsses THftwb hidaressdasRlov brdl ﬁm&ﬁ@%ed
for conversign back into bi-tts;%gt herwise it is not a converted set of 19 .
bits but an end o 1?7%%5&%1@18 frarkepxaclgdhe same mgss3p® muttiple ttigwrass omwéersomeer t ed
into bits (se&sheSlo @ndp hidgutb i t R R.js.qf cqurse a
binary string (repr ese%ti ng gﬁiégéﬁ%ﬁ‘?g%mg@[%ﬁ?&%‘g%?y 'lq-lg%eﬂtéﬂq&gﬁ%é‘d t he
previ ous polynom al the decryption systemthen proceeds to 15 the next

encrypted po om i the tranpsmtted check block does not match
the hash cr effﬁl‘gd inb38§g¥qhaé’ﬁfl?ﬁ%18nd%6%ﬂ’§a thsothgorshral algasithm fer fhet ciphes, but —

originab i hdoessagednel hwoateal wodl mikhine Modd o %dt%@ﬁtnﬁ@g%s P%&ﬁﬁ{l‘ on
is active the error correction systemattenpts to recover the or gl '
 nmessage pol yR8fitkaoretisalealzogithmacppitainsyslativelyrfewataps aini @mptysst mathwikficsr@gor t

back its suc Jy ke cessful then the.resultin . (a_different b;
from t hat caﬁ?&l‘%@tde ﬂlu%er%grji%l&st% g&féwé;am&y PR S?\é%(’f‘“H’i@‘&?@% 28he presaeini al |
and the ci phepplentsihavgshoasverpdedbed Riqudlits iRQEAE ths spRAUTEHis dl ARG ' of
has occurred, and h not been corrected. The original plaintext c%nnot
t herefore bed%%fyed. In nost cases the whol e nessage is discarded at
this stgge. This is because nost uses of a PKCS require the whole intact 30
nmessage. It is possible, however, sinply to record which bytes of the
resul ting 22 NOV 2004 plaintext relate to the current incorrect nessage
pol ynomi al , Ri phe dusmbdepsSdotion and continue as normal. Only those plaintext
bits directly converted fromthe inaccurate

Tumbler’s implementation of the NTRU PKCS bridges the gap between the

theoretical and the practical. It also contains a number of new techniques that build on

the advances contained in NTRU and can even be used in other areas of cryptography,

20 data signal processing and computing.

- .

Below are detailed methods of detecting errors and correcting both wrapping and gap
failure. In order for the cipher to be usable as a practical means of securing data cne
must be able to rely upon the integrity of the decrypted message. Using the original
25 methods described in the NTRU patent application, together with the detection and

correction system outlined below, this is finally believed to be the case.

Ty



PN
message polynomialiwill be affected. 5.314. An outﬁf range set of 12 terts
i ndi cates an end of nessage narker. AL previ ous bl ocks of t?rz SNWQU[H
converted to bits and concatenated to R Finally this block s interpreted
using the end of nmessage nechanism (see 9). This may require the renoval
of sonme of the bits contained in R Terts that have not yet been converted

are di scar ] »fhis stage Ris the plaintext data with the MIA

prot ect i on‘qgc?)lhﬁeﬂgppi i etgitt él%é(eﬁsior"ssghq@eo‘ﬁ)’t)’é@ 1P SPRARHNNIN keyriginallteade ar e

used to seefinmssgeuenker’ gOBRMAOMEPLKY betvh GLi is used then k
=0, K= fg %é bhe B,quggnce S(K) i§é|b8!§’¥e§gﬁt%45§%%?‘§§‘%‘8‘a8%8 S&%¢ zeros.
In practic T§ I& érﬂ?,,_wlﬁﬁ-l zeros has no effect. This is not 15 the sanme
thing as S(QJ)! The output from S(K) is XORed with Rto produce P (see 7).
316. The recovered plaintext data is the binary string P, representing the

byt esd of tHenblet valtaine peagees 82t dperk?e GRFN [ iyNB..a Ci pher
pol ynom al ;i s decode% usi ng ?he eI5U gﬁggglg%%tgﬁgﬁe%ggé&lg%l& ﬁﬂ‘g‘ﬁabi lity

that it witfP Y& O pEdgeeste thisame mcstage amilgpladimes ssagaispohyigsiakd 25 TO

decrypt t ehPhet Rohypou] sing. t rivate key f, one first conputes
a ---- f !}%'3 (nod q ? %&kﬁ %’Oﬁfg?ﬂggsﬁ?ﬁquhé‘”%ﬁ Fyieing be cighersi n t he
i nterval fseommtyg2+1 to /2. Treating a as a polynomal with integer

coefficients, the nmessage pol ynom al can usually be recovered by conputing
Fn * a(nod p), 5 where Fp is the inverse of f nmodulo p ( Fp * f=1 (nod
p)).10The pod weAnsa td & o stfidard-fnamentf s i modg)  =f * p~*Fy* g+f * n( nod
q) =p* g+f * n( mod gfhn %_%ﬁi??ddeﬁmtIﬁlﬁ%@?é%t%%ﬁ?ﬁm}mggomgg P“Iem findrde
appr opr i ateptipaaetuioncloni messssing the NTROBKCH| €hd AefSHE-E o?fhﬁlm%]l@ -l most
every casg; b Pf(%: coefficients lie between -qg/2+1 and /2, so t at |

8 FoRPrrRRlm &

it does
not change when It Y grepledusaer AesainglygantiFhingtive anigitahat

[57a1 2. rerovers Srach s Che p AT AR i Bl o - 27
15 In order to facilitate commercial cryptography using the NTRU PKCS it is necessary
to combine this internal algorithm with a great many mechanisms designed to protect
the cipher's use against common attacks, to interface the cipher with regular digital
data handling, and also to overcome problems inherent in the cipher. The present
applicant believes that all of this has been achieved in Tumbler.

20
2. Mathematiéal Terminology

The NTRU cryptosystem, and the Tumbler version, depends on three integer
parameters (N,p,q) and four sets (L Lg, Ly, L) of polynomials of degree no greater
than N-1 with integer coefficients. Note that p and g need not be prime, but it should
25 be assumed that GCD(p,q) = 1, and that g will always be considerably larger than p. In
the Tumbler implementation is normally 3, and g is normally 64, 128 or 256

depending on the size of N.  Other implementations could use other valyes,

e,



1
20 " Appropriate parahgter choices' refer§ pri marllyf'dc t he val ues dgétlm
" d~(1~ and d~(1~, defined in 2. The |owerlthese val ues are, the @2 @V 00é
proportion of coefficients in the polynomals g, ~ and f are zero.
~ consequence of this, the probability that a coefficient in the above
pol ynom al will be close to zero becones greater. However, these val ues

al so dictate YowhRsSHR! e nom S there are of each , and

t her ef or e hovcvj}feéf '? ec{| vgglﬁh{ggm # %u}‘“it?g)?r ipelynpmiglp ds & Zh’i’f(l(pé’g-lér é1l ar ge
enough, ther elemdnt Fo€ RUWIU HEBAYLHAOS S f3lGroMad] ~and f for an
attacker to be able to guess their gtaa)@lto va%ggv?(%mg f easi bl e anobunt of

time. |If these values are so snmall that there is no 22 NOV 2004 chance

t hat any of theN_q:oeffl cients in the above polynomal will Iie outside the
range -q/ 2+1 RoXgk2=[R Aen A lle security of the cipher will be conproni sed.
The paraneter c i ces used in Tunbl er give .a probability of approximtely 1
in 10000 5 that the poI ynom al p~*g+f*mw || have a coefficient that lies

out si de the K +1.to g/2, This neans that the -~-value of some
coefficientsy fqn g% tSruQH%qUé‘PeHl By Wogksdinr ipsepischie the rssmes wep asmrdexmdamg 10
and wilk thepg Bintfica ulo.3. eF| 55 6 and
7 give a vi sga{ygg@glr]rp%e of © Muﬁﬁ qatYO% (ia{?vrvg‘%g ri@”fﬁé&f‘@% SPQB nl)exarrpl e
pol ynom al * a that has been reduced to the | east positive residues

nodul o g. FI ffl e .represented by dots placed at hei ghts =
relative to ﬁ‘% V“\ga *g 03 Bt Redwlieptiongn d§. Thimirar myfftphlgafp@ isrgivina¢xplivitty t he
decoder wil | 5% g@wgrcoha&lﬁm@,y Itolaﬁ(qugh t he decodi ng process. The pol ynom al
:is 20 displayed using the Ieast positive residue classes, as the sinplest
reducti on nmodulo a power of 2 in a conmputer will | eave nurrbers in these

cl assegp I'n erd - jo recover the nessage the polynonmial nust be shifted
into the | east absolute residue classes (between -gq/2 + 1 and g/2). However
the current formof the polynom al has the advantage that all the
coefficients that are nost likely to wap incorrectly are 25 collected
together in P8 centre of the pol ynom al. This zone is highlighted on the
graph (the area marked as 501). Figure 6 shows the sane polynomal as in
figure 5 excg_gt ":Tsﬁt it has¥now been shifted into the | east absol ute

resi due cl asses Tadul'& ) TThe Arlea.that wal, fafked 22 NOV 2004

i=k+] i+ jak(mod N)

15 It should be noted that this is precisely the same as usual polynomial multiplication
except that the coefficients ‘wrap around,’ so that the coefficient of X" is combined

with (added to) the constant coefficient, the coefficient of X**/ is combined with the
coefficient of X, and so on.

20 In practice, one is usually interested in the value of a polynomial’s coefficients modulo
p or q. In effect many of the operations can be considered to be occurring in the rings

ZP[X]I(XN-I) or Zy[X)/(X"-1), but it is desirable to consider the residue of a single
polynomial reduced both modulo p and .



" 602. The coefficient that was nmarked as

as 501 in figure 5 hg; now been split ingg two and |['?mar ked as ;glﬁagdﬂl}ﬂé
2 in figure 5 was just? @b

g/2 line and has therefore been shifted dowmn by g and now sits at the

_ bottom of the graph (marked as 603). This is the formof the pol ynom al

that will be convoluted with F3 in order 5 to recover the original nessage

| i al . FIHAr §ne : i al, p~ * f * yyt~ relating t
Phe. pol ynor a1 o or sohaira % "aru o MaBom f dhe imentdn s o psaicarinu o

g, but it iscordpedntsimatduidg coefficients will all lie in within the range
-q/2+1 to g/2 so that the polynomal 10 fromfigure 6 will be an exact
match. |If so, then the nessage will be recovered without error. This wll

happen, wi t hNTREREEPIAILARMIRIR] RherBA GBS rehlid LoRYE 2. very small
fraction of cases. In this exanpl ee@EgIJ\glgezlfrle‘lh%ﬁrégnlpoﬁﬂglf’@dm% 73 |ies

out si de’t he st at ed range. This means that the polynomal f * a that was -
shown in figure valent to this polynomal nodulo q, is not the

ile. equi
same and not'1§@%ﬂ%éﬁ%ﬂ?o‘ﬁﬁhﬁﬁ%+§)(W)coeffi ci ent 701 has been w apped
to the positjo hkeex8Q3J .%Hir 6. JL is.igportant that there exists
sone neans by \r,&%:@h ??xig 8%12’3% e‘@o qgr#o%(WﬁgtD er or not an error has

occurred. The polynomal ~ is known only to the encrypter, while the 20"

pol ynom al s ﬁ.andtf gre known %gl to the decoder, so it is .inpossible to
predict whet fidt "8 WPSAHRY Y TheALTRY prragmetass haveehasstchosenfinishelr @ waywhhtV &S

the us€0of seioffiellikdy diombrlERR MR LN bl BALLLY. Of fhe

original data during the encr crypti pr

- al so necessat ynigse fackvisationsdumeaif oo, Mibthef exitt, fheke inRbrsdh@e MBERHANI SM enpl oyed

s,

by Tunbler to detect decoding failure is detailed in 6, and the neans of
correcting these errors follows in 5. N, N 22 NOV 2004 5. Error
correction Wapphaigs ef Al0hslyweHelfin RS8N, sed; &M { Line that, the
NTRU ci pher was proposed ( NTRU patent app lllgggsiqg!rjl, .?’3',1"}‘%&3&%5% %er,
the routine ¥igheslsedave coelBsisntsimelulhpsbwase bf apestctiaedwaigt Ty ERhRRCt

many i pst ances, of appi failure. The 5 nethod invol ved shifting the
pol ynoir:??sal a“’f%o?ﬂd%b%g,‘{égf}e‘gt e fseechively, prepisely ch@end ¢6d) vodffieienfs t he

coef fici ent {hRthaaguLai | r t capped, sp that it s, hot wr apped,
and did not alter the Sé?%g)%%géfﬁgﬁo%{%en%ggﬂpitg?é’ﬂfu§ W@%t%%?%?@g

reduced nodulesifiertnfatir bawiag ehy valdi & PEIEIMRAUEES ard WELLFtE Haye "E’}@ﬁe
val ue lay at d of the ran to _be w apped incorrectly, ere

t he .ot het e !
previ ousl'y tifCESABLY g1th§£e¥ U dy 8nch } eeeffiginats wislp ierplus + o rwisheralbtitei on
t hat was suggesifelt @lesikiéal o -kpown _as gap fail ure.
This ogcurs when _an i ncor rke%?ﬁ}hﬁ;%g%g’gp%@ﬁ@g@ﬁtmEghsavg0\98??1"gert hat is at
| east 48 cl ostiicient aiid vadueal,¢orliee tieyn wrteripestabef fi ci ent of the same sign.
This was 15 not originally considered an issue, as these failures were

thought to be extrenely rare. A gap failure can actually occur once in

gvery ten ni3.| i@wepdbwnoni als, which is sufficiently often to be noticed by
many applications. The principle behind Tunbler's error correction system

i s sinple. |Thehankler eyptesgternis RomedefithtdendparhteansetRr & REf clehtionl §Rtem,
difficulty iﬁlénr&g;p A h%r are N coefficients which, viewed naively,” could be
wrong in twopoSSPERe STRYL Bdrtrerpung system. fbifutestion brpfl syamimpeeashagul d

al so bEs mul tthgde@h%t BIHERO AQUSUIBREH oS i ible error, is
t heref ore equi val entawt o trying out e&%g&ﬂgquagg%npgﬁﬁmgem underlying
processes,

The NTRU patent application describes encoding and decoding as very simple two or

three step processes. The Tumbler implementation has introduced many additional

R oty
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25 every possible te{aary pol ynom al unt bé one works®“Due to the nature of

the cipher this would take an unfeasibl e“dmount of tine. Furthergd 0% 2604
error may not even have been caused by decoding failure, but by an error in

. transmi ssion or a deliberate alteration by an attacker. 22 NOV 2004 The

Tunbl er solution is based on the fact that not all possible errors are born

equal . If on IS,k i.bl e cause f error fromnost likely to | east
li kely then geﬁmerx ’rlgankté ﬂfeé? ?%&%&;ﬁes §8%ﬁ1%ﬁ§3?éﬁ“%% cppligitad dEachrofi the tbreese of

the error. |propesed ibelowt ﬁeddfmﬁbeclcwi'fﬁot'ﬂe%ﬁﬁgf 9%2@% wi bl be
[ 0 or

in dlure
t he cause approximately 9999 errors 5 in 000 t %Jﬂbgtr{astfrlélkeé?s Yedces

currently usednPae thens @roe. fiRecdingiemy witle tiwiu seuivdlente dosth nige NTRUT gatkt 4,
the algorith t er s.haye.been chosen so that a certain polynomal's
coefficient sgﬁgagﬁm@lﬁ% ‘\%Cy@'i nsi de the range -q/2+1 to g/ 2. \Wen they
are notdwithin the range a decoding failure is said to have 10 occurred.
The chance o coefficient falling outside this range is, in practice,
about 1 in 16068 cpsrof ten Kaygeation syfiemcthe preessthas vona net felativelytstmpRl tiigg
outside thispgange s myl Ly ess than 1 in 100000000 per . L
pol ynoni al , %.(f’ld sg’ g{n@éo%@%?%ﬁg%{%%t Qﬁe%rﬁgtegr ?CﬂYPEC.eSAanss%%@éﬁ hgve been
coef ficient dchidvedout side this range it will alnost always fall outside by
only a small amount. The greater the distance, the less likely it 15 is
that a coefféx}i{gnt&y\j |l fall at that distance outside the range. -
Fur t her mor e, >"WiefY §T8YM% i cient falls just above this range it will be
wrappeg to t)ge btﬁttom of the range. Wen a coefficient falls just bel ow
hge i Fowi PF K5y Gratiopetystem ishdeseded, b it dppedrsristiigas é (dftfe Badfumew | |

- be 9 too snv;hirRLy\fggt&{ia@ﬁ%%ﬁpat it will be x 20 too small nodulo 3 where x

{

.on the use to which the cipher is being put,
{i}s being i nphlapBiosdtheaporeefiiqiens ‘ Alngant Invensei Aslggiither! ibatedWIhi¥ ARopkigAvEE Of

‘this method 4 fficienc an.be achi eyed by king nultiple
correction a ﬁ%&nprﬁ?tsthegg a#;e sl%%ﬁgs/K%y Bxchange with EHIPXC urve %'}’Sfems " by Richard

is the smallest positiVe resi‘due of g nodulo 3. In the latter case it wll
be x too large. This provides a sinple neans of finding the error. The
val ues t hat M&e ,lcl oiest to the top and bottomof the range -g/2+1 to g/2
are checked,'n ENPTEUaResYiiRaE takss cior thecalg@dthith garamesdrsie¥ anddy) @h3 by

addi ng or s } i n.whet her t.he val ues are_at the bottom
or top of t#é}%rgﬁg{ap%gésﬂpg}gﬁng y?%al%lné& : ﬁ%d\?\g}x?ﬁéo Eﬁﬁe g’roé(‘ﬁﬁ‘(e’éé)ﬂiaﬁiat in

figureld (explesmweouldibe usdd.. The area surrounding the line /2 is
hi ghl i ghted and marked as 80l. The coefficients that lie 30 within this
area are the ones that are nost likely to cause an error. In order of their

35 f. . . 2272NOyq NQX%1 A 0 t ine a/2 the first 5 coefficients
are | abel |l ed 802, % %?atgol%? (%%iloéitrlll léggs éhf?ﬁﬁén ﬁ%@?mﬁ F@Wﬁ'@a%é:f’o?”{“ ¥rror
woul d be t heleperdeht oi dnes deacidedl 80 NIRUNgtent uppliribhats 1125 p 15,00 smal | .

This is exactly the error that was described in the exanple in 4, and
adding x to this coefficient's value would indeed correct the error. 5 The

on Che use. Lo wht chhe e phor | pab® LIS, BOERE O LhE A URRRERCh 11

a ch it

Schoeppel, et al (Advances in Cryptology - CRYPTO 953, Lecture Notes in Computer
Science 973, ed. D. Coppersmith, Springer-Verlag, New York, 1995, pp. 43-56). It is
25 possible that the inverse does not exist. In this case, one returns to 102 and chooses a
new f. In implementing this algorithm a process of fast modulo arithmetic throﬁgh

parallel bit operations on a vector representation is used (see §12 for further details).



10 possible. However, 9999 out of 10000 egrors will qa?e correcgezjm?@m
first attenpt. It is probably best, in terns of speed, to check int
shortest possible time for the nost likely error and only do the work
. necessary for continuing the search if that first attenpt fails. 15 Since
the errors are only occurring in the order of once in every 10000
pol ynom al's tiRé. aApdadi 03] Ef@peN@ethsiihlerd afgd; n| y be
i mportant when const ant fIO\[/jv speed is a?%hﬂ?ﬂ%ﬁg%ﬁn@?ﬁgg' g{glsnﬁgrlge%‘g@@%re
does have so S&&P&lﬁhﬂ&@é&@@@ Yeristappiwp piihmetiGthrab¢ e parg Helebibepcoamonsicn ani | |
fix all decod] k e time. After the first few steps the
ori gi nal dat g'b@gﬁﬁe[géégé‘?%f#@d?ﬁ‘%ggfsggﬁgﬁ)zo efficient format, and the origi nal
nodul o q data need never be referred to again. Figure 4 is a flowhart of
the fol l.ow nq ﬁréor correction algorithm No equivalent algorithmwas
pr esent ad i n1Pfe NPREDFEY S mepploi ptimerit isTprissibld oveherlate ifond ésthgriaderas a

counterpart ty f Lowghagty,descr i bi t de ing system (see figure 3).
25 401. The eﬁ&gw@o? rect i%gnth%oglt%ﬁlﬁ’ehglg%sqﬁ%ewéﬁg%?\g? Hﬁ?lﬁiﬁlﬁ@ etfegl_“Nﬂ‘éFnd q.
|t al so uses colieqyally edlled kmyptsiapsing €ThiE 3l oWy lus N8 tcaldigtd ke Bvrsk SxodiiS g | -

The correcti ?nhj ﬁv.el determ nes how far the error correction routine should

conti nue. iehdy alyays gy pewer fndinfiem the invsrsezupdilo . Bdwsteapping wses tect i on
routi ne woul ¢ IRS¥gE prindfle2d NVh2A0 Led-in.the.first place. .
Al nost all errors %Pe ki ?xed very ra%?%@ﬁ%ﬁ‘?%%%%%ﬁwmgﬁdtlhgﬁlpg" one
to contlfol h&WWERbE Hierinveres efffmdubuld p8t an error is due to a cause ot her
than decode failure. An arbitrarily high correction | evel, when the cause
:of the error is in transm ssion, wuld cause the process to continue for an
arbitrarily h08g & chbt8 rafit¥n1§hStsidg St XGLQIELY likely to be
corrected in thggfi rst few at ’errptss.ﬂﬂlﬁaﬁggzﬁgggrf)%r%eg%ts i ble to concl ude
very quickly that the chance of a yet undetected error is negligible and
that the fai gtﬁe]c.lfs.t espol ynom al. to decode is nore |ikely to be caused by
a probl em that "otttrt ef Gl WERIRN AL RFSETYA 1Brthe nE ThEL palget aprbich®m0 25
30 The 160r r e¢fig.®) step 5O chRA thaabREy p2ab] nAares Rl ﬁﬁ%?é ¥pgam al a;,
and the ci pher polynomal e;. These refate to the polynom al's used by the
decodi ng system (see figure 3). e; is only used for creating the check

bl ock. It isipg@SEiblf hd T tedly inputting e; into the hash

i nstance by recgl?iéitﬂrrlga%eﬁ(ﬁg?gltg@ag *t’he hash function after inputting e; and
then returning to this state, instead of a new hash instance, when a new
check is reqyi T able Gk is constructed from experinentation and

al | ows one tgbégﬂterp&gﬁ‘f k"e”’ Sraet them beanllishedyr Yhin jasaspepisulateddiostpri0dnt
errors are corrected at various depths. Since alnost all errors are
corrected irrggdip;@'rcgllﬁioint is hard to determ ne ideal values for this table
beyond the first couple of entries. Ipso facto the exact val ues are of

little inporta T Jevel iis sinply a counter_used
fchrpare with't Eééﬁgor S gﬁ”’?@é‘iw‘%ﬂg “56%%’3“1 as’llt% IP%%E:IB e g’&‘ﬁ‘ﬁn th
the table G bétcomphated arsl whitedstetlowithfth& origimalch&)blivn ReiBG 8&8HAbed in the
NTRU patent application (fig. 4).

25 In figure 2, the symbol |f is used to denote the concatenation of the objects to either

side.

201. The encryption system takes in the original message data (the plaintext), P, as a
(binary) string of bytes with an undefined length; the public key polynomial, 4, the

Rl
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7 T
The value of x tells one how nmuch a vapsgie, incorrectly wappe
has been altered nodulo 3. More generally, if the value of p ?W@UMRU

patent application is chosen to be sonmething other than 3, then x will be
cal cul ated as 37 ("': 22 NOV 2004 .r = gremp. Centring a polynom al
nodulo q refers to shifting it into the | east absol ute residue cl asses
(centred n’a)llgnﬂt}merp@J)ametdrsSWaﬂdl@ Qﬁdnﬁ'txﬁﬂests tal MulplP r use
the 5 range - /2+ P | nstead one coul ’Sse ttﬁpel ?grﬁg%%-gﬁﬁ‘% ‘%(% g/
403. At t hPRBECREeH emg@t(MBAlsﬁﬁa’c ddiewpricess alid makesdse of the HEAIflighegt S of

a; by the of [ S. t 2 val ues exact]ly
equal to q%ﬁ%?em apspl)é qd%\/\%ginlégs e%‘ 4@% G H@ﬁ%@%tﬁ%@n@alwwte of
coef fi ci enbwndirdshut Bechholop#'d Sbﬁfr@fﬁs@@tﬁh&dﬂ@ﬁﬂP@QSU%ued coefficients with

the same absol ute value, and vice versa if values exactly equal to -g/2 -
wer e apped up. In the exanple described in flgure 8, the list would begin

with the CHeofrﬂli el BALSt obﬁbcﬁdcoﬁxqe gggt the Olafngﬁ){?ga{gﬁgge@&&?%ggﬁk ﬂgﬁé{;]gl}r@gll;:? (ra(r)m 't

is possible to recor I 'stan

the edge ofort¢tben) angisa@nd) botentiyptedahdeerdides € fany TORvARIChE sHAIHE l%ﬁaﬂxsed
here as it_nmakes Lt easier to follow the 15 process 404. After

reduced noFHIS ¥ ¢he original nodul o q polynomial a; is no |onger used. 20
405. k is initialised. This will control the nunber of sinmultaneous errors
for which a check is nade. To begin with a check is nade for one

i ncot® ect | 02l fsetdphen edduires Mlﬂﬁplé(]ﬁanshi@sfsﬁ)nOMt@aquiﬁﬁﬁ:cﬁ&ﬁ tRIYNE BRlident h at

~ which chec%lﬁ ,‘Qotulﬂeﬁe made..f hﬁ able. If one is on the first row of
the table {ROHREEbIGre TERHRE (5 SouFeF & bererark ddptes © randorp8aHE)l d be

not ed t hatarkefgeery@t UidithesB ®yled hSlsed RAel % s%ﬁ\?erfc eﬁé}g oP S%v '§01Li§kﬂif then

there are no unchecked k-tuples in 407, a or| mw Pl
strai ght t¥TAdrefestionyisl weedothe & 20 KThed ,abgothet feuesar S{Ksist IUg@@gb all

t he k-t upl i S val ues t ha rethan certain
di st ance a‘%sgﬁeo%gtbgla g z@%ts 3 kPracqlﬁ&ar‘?Fquef‘C? g% ﬂgF%P?rﬁ?'Fe%P ettest. T Ngis 12‘604
whet hier tht(heealaed]iaglysﬂk(&)Upl es left that have not yet been checked. A

k-tuple that has been checked during a search at a smaller depth need not
be rechecked. 408. A k-tuple of coefficients, whose values all lie within

the given 7Ema8e MBAKBOIE Tolnd ik Firki 4 Hehhdat fhomany
k-tupl e that has been T b hosen at alrﬁkb&?égtfgp?at“ﬁ?gtgﬁﬁn mtt(h&‘eaqlwl(%eﬁm The
val ues of §fd Bm@sethem follptved ay ehet bﬁgmall beeed! phinePens HEREPWMIOm for a
possi bl e na ‘i?lpﬁll ng rnodul o 9. Usi ng_rt he altered a;; the decoding
process is c%rrp € Feayce gene ator (see § 11)."To encode the XORed plaintext it is
20 necessary to convert the binary data into ternary, in order to fill the ternary
polynomials (m) that are used by the cipher (see § 8). These ternary digits, or “terts,”
form the message polynomials that are then processed by the PKCS cipher. If fewer
than N terts remain unprocessed then the remaining terts are placed in the next
message polynomial and an end of message marker will be created in 207.
25
204, Provided that enough terts remain unprocessed, a message polynomial is
constructed from the next N and then encrypted. If the plaintext data has been
exhausted and there are insufficient terts to fill the next message polynomial, an end of

message marker will be created in 207,
30
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i
e

410. A check is made to see whet her t hegdecoded pol.ynom al and t%eN[W ?ﬁﬁ{]
pol ynom al pass the integrity check. 411. If the integrity tes asse en
b; is accepted as the next decrypted polynom al. 15 412. The possible
k-tupl es havi ng been exhausted, the search is now extended to a greater
possi bl e distance fromtqg/2. 413. The value of the table G at (j,k) gives

the depth 205whimehdoangolyhomiad istitRer Ind 8RN ADY B ABLEWEO Thd n& et UP! €
for the current value of k. 414. T?le count rlfe?ﬁjgt&re co%lgskreﬁ'or\l/ﬂvh%]BFOdﬁgts been

sear ched, PAlypemaliipHer gddgdetoj the avdtage palyeomiabf Thik@raesy shderital @chgment ed.
There are ' nam cal. neans of achieving this than having a
dedi cat ed gg%h@g‘? w%gqﬁ‘%&%%ggrﬁp?ﬁl %FOHR%‘& e BiGR lébﬁ% S¥abthabthgqarametene
corrected pehselbelmincymoraten g the fidblis wap! Tl%ire%ﬂ'iiﬁ'gfc&rﬁf&l \?loﬁ'\ﬁglnial.dig'.@hed-ﬂf

(0] eve |1 e

checki.ng has been perforned as far as the correct speci
wi t hodt 30P#AFHAH (il Ryfsernd dnpusted gatoscherk hisht fusctite doléwivauoby hethedsagd hen

the searchgj T e . 2004 abandoned and.th ol yngm al remains
uncorrect ega.)@ 8%1%1 él?‘fi%gﬁ?@s &\fvi’g%\?ﬁﬁlem’ r‘i‘f%%‘rﬁsc?éﬁor Fdip %@&Mtest AN chipek - st |

only occur hasheis coiputed nod corakanseth DY HOFEHRY AFhGt B ndliaNs6es as
f-ai l ure. 17, One in&r eases the .nunmber of. g}ilrruﬂlb?}ranr?eous%erﬁgﬂsﬂ%or

5 -f
whi ch the eWPHRERPMRS bashfarms ebeck blosk e perforned. -t18. The rows of G are
zero term nated. When an end is reached, k is reset, and the search is.
begun for a singleton error again. 10 419. The al gorithm noves to the next

row 0 G %6 Favingwemyymrdnp| messhgnsolyRofiid] CostettBéd f}@ggegpqot Al ecGis
used. 15 Exa]]y Ieiiigi1 = ?LLS? - 1&7x - 1%7_XZ - 45x3.-117x4. g/ 2 = 128 20

i ndexval uep%'ng?fﬁ 344 f nexb N jertspiplainiexts 1] 7 | ndex 2 corresponds to the
coefficient with the greatest absolute value. The coefficients with indices

1 and 3 have the sane absol ute value and the sane sign, so it is conpletely
arbi trary #h-ch isfunlirelye thahoh¢ pldintextedathi wil fillFan déxaet hesiber of message

polynomials or even an exact multiple of 19 bits for conversion into terts. When all the
15 polynomials that can be filled completely using the process described in 203, 204, 205
& 206 have been processed, the last message polynomial is completed using the end of
message mechanism (see § 9). This mechanism creates a 12 tert end of message
marker. This marker is included in the plaintext and may not fit in the last incomplete
message polynomial. In this case the end of message marker will spill over into

20 another message polynomial. The last polynomial is completed with random terts if

necessary.

208. The last message polynomial (or possibly the last two message polynomials)
containing the last incomplete plaintext message polynomial and the end of message

25 marker are now encrypted in the same manner as all other message polynomials.

209. The concatenation of each encrypted polynomial packed to fill bytes, but with the
last incomplete byte (if it exists) completed with zeros, followed immediately by its

associated check block, forms the encrypted message (ciphertext).
30
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30 of the exanple 1 wi'll be listed firstyy Indices Otand 4 have the sane
absolute 22 NOV 2004 value and different signs, so, assum ng tRdt m]‘t,ezp?
uses the range -127 to 128, 3 is listed first. The resulting ordering w
therefore be {(2,-127), (1,-117), (4,-117), (3,-45), 5 (0,45)}. q = 128 = 3
* 42 + 2. Therefore x = 2. Consider the sinplified table G-k = 10 k=1 k=2
/c=3 k=4 |=13.3 BeQyftidw 1 =2 11 11 4 0 j=3 11 11 5 0 j=4 15 12 11 1 20 This
tabl e indicates the best order in which to check for errors. If at any

stage the er}rI é’c‘i«@ﬂ orr n the ch ck| procedure
will be stopp E%EEPH ﬁgg gSt IPésr ﬁf’étdh aBP‘faéHS‘t 1§1%° Stgjlrtlslé‘t’-’fdﬂ’he
si ngl et on erdomlmretmatd mn&aaqdlahthttﬁe odgiBalechBion EISER AErilANG ¢

proceeds to si Dgl etons in_the ranges t%”’;128 tf)}%:%lré? or 127S tlo hé%]’l*éU
ranges cont RAFIEARPIEaEM (B8 Yointed to by the first index in the sanpl e
ordering, i.e. 2. Since this coefficient is negative the algorithmattenpts
to correct it by adding 2. For the purposes of this exanple it 30 shall be

assuned t hat30hilke Hedrygtion sydten2@keyQl (20Q4oShRCSarkEadteld Nand g, %%éﬁk;ﬁlé
conti nue tryélz‘g ta correct singletons until one has trled 11 si tons in

t he ranges € Pgvats X8y gplynomialy f2pé Fs:The eEOR FerTeRsiondlree] sindy Ilfetmna$ajyn t hat
range 5 At td) S,PRIKAY, ktTHeSorBEL:E & el ai,r [ there
are no pairs in the ?argeset%rr anggis%%{eéclz{% d&bﬁgéﬁgé)has Re f@%mf?)){’g) Inng.

t her ef or e orfegures3 thengymboh] iscused w ddnetenbe(torrc@mmon(bf&ﬁéioﬁjbaﬁ to SIERE §lALNY for
a singleton error once nore. 10 The search starts where it left off in the
previous row, with a depth of 3, and | ooks for singletons down the |ist up

to a depth of0210is Alcodied WRANBT a

shal | be assuned that correc{flgr{gfe?ﬁ%?g&éerr%roo S @;u ?&%f%f)g@g/ rﬁ%@%ﬁéﬁtemt
is made to copkécthefdgeryntedplaintort datarwitls thedtAAt progetidvestil sppdies ereGHy)| ef t
off, at a depth of 4. Wien a depth of 10 is reached three coefficients are
found in that range, and therefore 3 potential pairs. Because index 2 is
first in thesosi Ehc}iéms)@t@ﬁtdlﬁndmwﬂ di’ldb@ ré1afel RAEAIbILEK hiG el MsQM D& of! (BT

2,1 2,4), and finall
( )15 ( 31 hertext by sunpfgz revers1)ng the packing sequence used in 209.

304. The message is multiplied by the private key, and then by the private key inverse.
This is identical to the process described in the NTRU patent application (fig. 5,

steps 570 and 580), except that the result of the first multiplication is recorded in case

20 it is needed for error correction.

} 305. A hash is made of e; and b, in the same way as that of ¢; and m; in 205 (see § 6),
treating the decrypted polynomial 5; as the message polynomial m;. This hash is
compared with the transmitted check block B;. In the event that error correction needs

25 to be employed on a polynomial, many such hashes may need to be calculated using
the same e;. It may therefore be efficient to record the state of the hash function after

the input of e;, but before the input of ;.



For this exanple i":t' “shal | be assuned th@at one of (t,;ies-e pairs \/?2 'Bﬂeed t he
cause of the error. However, it is inportant to renenber that b c2llée
an error will alnpost always be corrected in the first few attenpts. 25 6.
Text Awareness If a cryptosystemis able to determ ne whether the encrypted
data is a valid encoding of its associated plaintext, it is then said to be
pl ai nt ext 3@ theThinsmited eheal blyclagicavetie abi oIR8 5305 1%, GbSek,diash. ¢
,. 42 22 NOV 2004 Depending on their use, systens that are not plaintext
awar e may PBYYRURREbM 15@%06@%%&&%% Rriginal At magskge balynomkesThdeantedghesaf a

system s | aek,.0f in the follow.ng way:. An attacker
i ntercepts aﬁsagnggg@dﬁ %@?ﬁéggﬁr g%’ﬁéenvgft?‘gk% rmf%%g(ﬁﬁed%/@ggmt HROVEREYHEd
message sl pghirnedire$aty & Keedi.ng it on to the original intended recipient.
~ This.glight nodification may sonetinmes turn the nmessage into an invalid
ci phertext, i.e. one that could not be as encoded formof any plaintext. In
such cases3gnaLdeaadeht dRviS: et t.the nessage, and wil|
general Iy informthe senglg%éf\%\iﬁgg\(egtsts%g%ﬁ??@ﬁgftoiar‘?ﬁﬁﬁ%ggg‘éé’ﬁéﬁlplﬁ)seﬁ?hat‘ t he

message f apf Eitette Whanaleet oAl 2 entads i viiber bhiswBidtied praes agdeotiabionbe a
val id cipher ex% ln such, a.case the decoder will decode the nessage and

attenpt t oP3tBI%PIEY oFHerWisE Akl B9t ahepsvpdechsehdi K9 bids et shendsof emeserged, t he
decoder naﬁllafk@;ﬁlg@w?l e to make any sense of the nessage, but this is_.
irrelevant to the attack. The attacker repeats this process several tines,
recot@ing at each stage which nodifications yield valid ciphettexts. By

anal ysi ng j he attacker . i ble t 0 determ ne sone of the_original
nessage. Tf')‘?ﬁ)ls%ée ttffrgskaé%c?rhvie G%H';SS? gﬁ%ﬁﬁefgrgt%ﬁ@& thergsult isprcatenated tcReaRes a
regul ar haghfeb@ska biasg Bsehhige RLajuat, on the ciphertext. This
allows us to describe 1?t.jlsrtrlgflﬁge(?jaﬁrg(§ner%ﬂ Iiy,u a?(&ft xt )'awar e'. 25 Tunbler

preferably uses the SHA-1 (Secure Hash Algorithm 1) to conmpute a check hash

for each eggqp : i -1 js defined in the US Governnment's
Nat i onal Inst ?f“‘ﬁ%“%odéifg%?‘a‘ﬁ%sﬁe?@sR81Y%8@m%51ﬂ% W@é‘cﬁ)fﬁ@”’fﬁ% pglcﬁFfiFa'Pd (FI PS
180-13%. thd AeR22nbipte? @Olyndmistach nessage pol ynomi al is encoded, both the

ori gi nal nessage polynom al and the resultant cipher polynomal are used as
input into an instance of the SHA-1 algorithm 5 During encoding, the

Cl pher POIIRTE Bl i Mot 8 bk old B3l maflf Al LauPREEHS iAok IR IREOT N0

process in the event of a decoding error I pher irst
packed t o ddcpfledyyalpnomisl, Heisok Bedrivtad W mesmgt pelyssingsi on. The bits
required to represent the first coefficient are placed in the | east
significant end of the first byte, and so on, and the last byte finished

Wi t 2@nset 3t U6 thefopli®fA ¥k Xorrection is active the error correction system attempts to

recover the original message polynomial (see § 5).

312. The error correction system will report back its success. If it is successful then the

resulting b; (a different b; from that calculated in 304) is accepted as the next message

25 polynomial, and the cipher continues as normal.

313. This point is reached if an error has occurred and has not been corrected. The
original plaintext cannot therefore be recovered. In most cases the whole message is
discarded at this stage. This is because most uses of a PKCS require the whole intact

30 message. It is possible, however, simply to record which bytes of the resulting

%



10 The nessage pol ynbnial is then packed éo fill byt(éﬂ"s;’*, each coeﬂ bi ﬁhﬁnﬁ
" this time being represented by two bits.2Both bits are onset if 4 Re 004
correspondi ng coefficient is zero; the first bit is set and the second is
~onset if the corresponding coefficient is -1; and both bits are set if the
correspondi ng coefficient is 1. It is never the case that the 15 20 25
second bit i ile the first.is onset. The packed ci pher and nessage
pol ynoni al s glrazlﬁ%)g\rllyggteetﬁa‘ihgcF,urrﬁﬂtdmﬁ?IEecf PSSR naeight ke toustpgry 30heargHA- 1
al gorithm Thenthashedoatilpinly thokd S 1 di recl i ent
(unencrypted) along with the )::i phe??ggfﬁrﬁrg]p%l{:egﬁy;Cfan%%gedafg%{nﬁbghnaﬁmﬁﬁe
hash will adieaigenelyronis)weld be affedtel. ampunt of text to be transnitted.
Fewer additional bytes could be used, but this would result in |ower
security. Exanple The message polynomal {-1,0,1,1 } would be encoded as..
the byt& 100814.14n dnefls RYHL17? i ' ' ' i.f cessary.
In this encoded formt hgﬁggol yno}nz' gﬁrtfsillgﬂl‘i%%gﬁ\%%}d;?gﬁég%g%hjzaaﬁ(eelrrfdb‘@%refvﬂ%us
packed ci phePlogks of 45itF #rgstnaettest ta bitmanil sencaterated e R. efihglyeritis b3k isdd 22
NOV 2004 Dur | fecodi; ci-phertext and.the de ed. nessage pol ynom al
are concatengit?%a andggalt?%’t?etrlgﬁ PEANTRIES PREAaisR iS.eeT@?o&bﬁumr B IFeh BieSHA- 1
i s then conpemesbairbf dontehsf the bigs otttain@BiA TEOTEH4tERA HAVE nBOydt 'I';%%;? RedLRCESS,
and received . along, wth the ciphertext. 5 If an attacker nodifies an B
encoded nessg’ééarg‘%er efore, even if the nodified data can be decoded, it is
still ggnputationally infeasible for the hash of the decoded nmessage to

mat ch the hash of the original nmessage. This nakes it essentially

i npossi bl e t 31%l Atethist stageck i éret xinteandata twit tHaSIT A BrotedtRf tstill HplibE Mest em
then rejects a%%br}tassfa eg}ﬁm)&%&( hzlgh fails to match the origi naF, whi | st
bei ng car ef uf h&LYEES 19 t Re¥FehdErese arapst e seadve sedqupnrsr geastatord¥Kyal i d.
It is possi bifend WA WFARRIOAGs Ligdd HEE 1 BY, Rav ik B
decoded nessage 15 pkgf ynomi a?. I f er rkorw’cigr r g’d?“?‘g?ﬁjé q@%@ﬁ@ 1%)}1?‘:’1?321@'

ci pher will eansilepd to be elrzewst Int practicaul seqimnca of alf zttve hab goeffefinTHigSE hbtoed

b . 1AL Y . te th heck hash t
oo whktner TREIEEIpk s Sk A% BRI Sk 1 EONE Wi hobusnivaediiaens  he

same and onl §).the retrieved nessage polynom al differs for each check, it

is possible to input the ciphertext into the hash only once and input the

20 nessage polynom al each tinme. The general nethod of hashing the

ci phertext agf t L : er,tao.produce an integrit est r both

i s not NTRU depgﬁgerﬁ(%o%%gﬁ% gﬁglﬁeggﬂétqbsaﬁhfegpl@ ISH%rlg’orteﬁgﬁerg’inﬁﬁg? Eytes ot e
actual message.

T

20
4.__Decoding Failure
Each time a cipher polynomial is decoded using the NTRU algorithm there is a émall
probability that it will fail to decode back to the original message polynomial.

25 To decrypt the cipher polynomial e using the private key £, one first computes

a= f*e(mod g),

R =ty
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25 7. Multiple Traﬁgnissions Tunbl er igﬁludes thefgﬁtion of

protection against Miultiple Transm ssi

agdj ng
Attacks (MrAs). 439%2Mgcpv~ 04

Shoul d t he same nessage be encrypted and transmtted nore than once 4ng
the sane public key and wi thout MIA protection, it may then becone '
susceptible to attack. It is inportant to be aware of the possibility of

predi ct abl & iS ! lﬁl&i&’éﬁf&}ﬁéﬂﬁg{]ﬁt'\l\n 5 ,messai es. Most obviously identifiable

are nessage ea&ers,

o8 ethg dptgryal Teomni-¢/2 +Wip o2 al eeabhg enas a

pr edi ct abl polyhémiahewfth rﬁﬁeg@?%o@ﬁicf?ﬁ%lté?;}hggﬁﬁé@d:g%gﬁ@?@%ﬁs&gﬁg Ielhiélgl&e?gi[yi gl then

their first rressagﬂcle_ pol ynom al s w

suscept i bl Bcperad

pompwin8uppose that a list of prices is transnitted on a

regul ar basis. If the attacker nakes the correct assunption that the prices
have not changed, this would also allow themto enploy a MIA. The security
of a singl eFpesgmge ppl ynom al is dependent on the random factor used in 15
the encryption of that polynomal. If an attacker is able to determne the
random factor and has access to the public key, it is then trivial for them
to reirievehhhd@@nhghnahemﬁﬁmaaﬂoﬂﬁygwféqqn@d Ssage s sent, the random
factor is determined “on the fly' "for éach 20 polynom al. This neans that

if exactly the sane nessage is sent nore than once it will contain a

di fferent TeOGQUNSRGE Pbatishbs @an attacker knows for certain that two or nore
i ntercepted nesSages have exactly the sanme plaintext, they can conparée

t hese nessages in an effort to determ ne the random factors used. 25 Even

W t hout MrA Eprpt*eecgi on Jgt* hS ?QI mqﬁ{aﬁr?bl y possible to determ ne the

entirety of the randomfactors fromju

two copies. However, even sending

two copi es i ght B¢ dnff i cant Fy* mdmodomi)se the security of the nmessage,
whi | e sendi ng L,gtg'r thz *cogi e c?n allow the attacker to determ ne nost (and
the nBs¥8Ge?

eventual |y al )" of

46 22 NOV 2004 The Tunbl er MIA protection

system enpl oys a sinple stream ci pher together with a randomy sel ected key

(eg using @,R3RYs g%ﬂ?@%&ﬂﬂpgﬁig%?ﬁg?}n?Béﬁ%ﬁ%égﬁnns re that tg?eicpl ai nt ext

nmessage differs:ran

BUREtes BRRIcHH thist he

rom

sanel(key. possibietto@asire tanel algResevap calk-8GHd aéeﬁgﬁexﬁsolié Bguﬁgfugfgﬁ [l the

nessage as it 5 is broadcast with its key, and

us nee

parti cul ar?’y: dBafribdess prbehange wias its on¢fficensurerddoedd matulb deMhisaatans

pl ai nt ext | ] r. from one. apot her .in an ynpredi ctable manner.

Encodi ng \?\At'lj %Je{i%éghér&%bﬁoeeﬁ?ﬁ{ﬁp Bf;ﬁt &crp Oﬁdpfoofgledﬂ'@%v froghagt 6 gfseudo-
10 randon)reMRArMcﬂJDth&?elyﬁb@[gl of the plaintext. This key is then used to

set the initial state o

the Tunbl er Sequence Generator (see 11, and step

202 in figure 2). Subsequent bytes of plaintext data are then XORed with
out put from;ws%qeyesem&nerator before being inputted into the PKCS

ci pher:

15

20

see step 3 of figure 2.

"Appropriate parameter choices’ refers primarily to the values dg(N), dfN) and d{(N),
defined in § 2. The lower these values are, the greater the proportion of coefficients in
the polynomials g, ¢ and f are zero. As a consequence of this, the probability that a
coefficient in the above polynomial will be close to zero becomes greater. However,
these values also dictate how many possible polynomials there are of each type, and
therefore how effective the cipher’s security is. If these values are large enough, there
will be too manj possible values of g, ¢ and f for an attacker to be able to guess their

exact value in a feasible amount of time. If these values are so small that there is no -



15 During decoding,: . (figure 3), the fi st k bytes ¢t data ret uger?q\][j\r@ﬂﬂ& he
PKCS ci pher are used to set the initialF"state of the Sequence erat or
(see 11). Subsequent bytes are XORed with output fromthe Sequence

Gener ator before being outputted as the decoded pl aintext: see step 3l5 of
figure 3. 20 8. Bits to Terts Wiereas data is conventionally stored as

bits, the N a i.t hm handl es ssages as . polynom al s whose
coeffici en%ﬁ%gﬁﬁzﬁgﬁg i ﬁee J\:/c%?%c&n%}n °8 OYelgajf‘PFé"%ﬁg%gé‘g Oﬁél%fﬁribﬁirmgﬁ s just
a string ofgixinags, thedithsSseCh@RDF thelsi i i: for converting the
bits into tens ang back agai n@ZS Eaéél%?:m?ée?%rhgg%léﬁqlg bits of the

nmessage is converted in the present invention to 12 tens. This gives a

packi ng ef f4 ¢i £, 98.65% .while allowing the arithnetic operations used
in conver sﬁ*&%b%tee?ﬁ%% Sshedin Svm G%QV%FPrQ%QE@@%PQ@PPﬁPWWbd Us10f90 22
NOV 2604 i fisegerplwbmire than 64 bits would be nore efficient, but would
offer a gain in packing efficiency that woul d be negligi bl e when conpar ed
wi th ot her packing issues. 8.1 Conversion of bits to tents 5 x should be
taken to be the integer whose | east significant 19 bits are set in the sane
configurati 8% &€ the™block of 19 bits fromthe nessage, and whose ot her
bits are all set to zero. Here tents should be assuned to be integers

taking the value 0,1 gr. -1.. 1. x is_ divided by 3 and the remai nder B
cal cul at ed VITHRE §5pfbcient thatdiss wutsidsce tengeoqiat dp i/ BeTtih menexthat tet™ 0

det er m nesvihatrtdige ¥ t ' .erm nes that the value of
the tent is 1 and 2 d‘?tfg?% 23‘“’? h]%e?t? S%@e\ga yu%q gﬁltl?%glet@ﬁ StPRIn decoging, o

“di vi d8d byas! will temfat hgvamyalteestavatatenoddlls 33. Perform steps | and 2 a total

.
M

of twelve tines. Cearly, this process could be accelerated if in step 1 X
was divided by 81 instead of 3, and the remainder then used wwth a table of
the 81 possi Eempltupl es (ordered sets with four elenents) of terts to
determ ne the values of the next four tents. x would then be 20 divided by
8l in step 2. If this approach were used, the process would only require
three iteratilipges hgiadd give 3 isubvexangleaterrappRgdrepul d be achi eved by a
nmet h that divided x by 729, taking the remal nder, before using a table of
729 ssible 6-tuples of tents to determ ne the 25 val ues of the next six

tents, and tIgpugisvidhbigan e?%nﬁ@%og}]}'ahiﬁ_% 4 %Qﬂatvﬁaﬂlﬁjeeﬁe%&éd Engftc?gl%qy lr.?g.gte

remai nder and one di vi sion opera ver, each fet such an
i nprovenent inesiigeeesidusairodile g. Fifty evefficiemsaare aepresanesidbndoisnsia@as i n

o o o o il BRSBTSt 50 2
decoder will recover halfway through the decoding process. The polynomial is

20 displayed using the least positive residue classes, as the simplest reduction modulo

a power of 2 in a computer will leave numbers in these classés. In order to recover

the message the polynomial must be shifted into the least absolute residue classes

(between —q/2 + 1 and q/2). However the current form of the polynomial has the

advantage that all the coefficients that are most likely to wrap incorrectly are

25 collected together in the centre of the polynomial. This zone is highlighted on the
graph (the area marked as 501).

Figure 6 shows the same polynomial as in figure 5 except that it has now been

shifted into the least absolute residue classes modulo ¢. The area that was ﬁmked

Ty
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48 22 NOV 2004 Wi chever of the above q®ethods is t(j?ed t he ﬂWWRN
process gives values in the range {0,0,0,0,0,0,0,0,0,0,0,0} fo
{-1,0,0,-1,1,0; 1,-1,1,-1; 1,-1}. Thus, not all possible 12-tuples of tents
can be generated. This is because 3" = 531441 is greater than 2~9 = 5
524288. This is inportant as sets of tents that |lie outside this range are
used to signif f . | .ast. 1 nconpl e set_of 19 bits,
if any, is pad%g?jﬁgluit?ﬁg%glhsgEls‘fvrsgé\g\??]%ﬁtl téqﬁvgﬁﬁggwa%réﬂgfanﬁﬁgo Bits.

The | ength of cedféicienghatnessagdedat 6)2 gxfihitdisngast g mgi@limg%/g 2 and H9s

r emenber ed an}(:l1 uezed for dgtt&rm' ning the value of the end of nessage narker.
See 9 for fuFIERBPedsEnFEedAOVRbY 7 ednasy sitsia theybottdme of thermysms(modrkedi s
exanmpl e, it shogdy. basas bits,i .

01 01101101001100010, or dﬁfgﬁmﬁf*&?ﬁl’ﬂgﬁ?@ﬁgtﬁgﬁ lﬁée%‘gsll%"@"gdrﬂ”ﬁ?fém"ﬁef tothe
| ast and nost tostegeet theamigitsl meRmgapdiydommla deci mal i nt eger, . t hi ssequenceof
bits is 144090. The val ue of each tent can be cal cul ated as :
fol | ows: 20Nunber Renai nder whenNew val ue of x after division byVal ue of of

tent x is di viges P¥adhs Be bdi i ng. 1 erai tentO 0144090 = 3 = 4803001
048030 = 3 = 1 e pa e bALACREA RS £ TR BIEbEY e ol pihped °5°2
592- 15 1592 =in35-ando¥ 1Bhi@ PolmBrfid-it not 48du22d Mddulo g, but it is hoped that its
200465=3=21- 10021 . 3=7 034 T532211022-3:0- 11100-3-00 herefore the bit =
sequence 01017 T B 1 #l Mithipethe gaRgsr rafd+1 i 6/2 srethabihe pelpuemink

{0,0,H1L, -1, - 1frdar figurd 6Ovill belarPéxacP it C?P%:ogr'@énotﬂe%esg%et@ilit 9 RILS ?F’lg;e” the

data has been decoded it will again take t ormao ernaryreﬁwv m al ,
and the bit tWitheytrerwpnyEris vl hpppme ssthvipptopniaedparambier cleiessspoall But He

foll owi ng man : houl.d_be taken to be the valye of x calculated from

t he previous {;s]eg? nga Hga 0_181?150 f C.afi?s’l'hf”sﬁ‘i‘sse’i?ﬂ’?é% e ?R‘J“’?ili"r‘%‘}tévﬁhﬁd Por03 hesfirst

bl ock, for whowthide hiae etatedl 1A TONY PUSnsSBA the pﬁf}fﬂHhﬁlaIPe’ & it 42 Q S ally.
ly from d 1tlo :

2. The terts }_n the set should be nunbered sequentia | f
the tert is OUSHE % vitdlequivalent to thig palydomial troodulo gnis adt the same addagd 2 X

3t .15 3.k r n ignificant hits (and.is therefore
I essqtsﬁan 2~93%ﬁ{%8§59%§gﬁ193| '?Fs?}e%fé&%%ep ESL%(})f h%rbﬁ’é “Fﬁ@eﬁé%ﬁwl@sﬁiopsmﬁ#eq he
ori gi nal nessélfein figurex6.has nore than 19 significant bits, then the end of

the original nessage data has been reached. 20 The val ue of x can be used
to determ ne exactly how many of the bits of y are part of the original

ETEE ;sage, angis b@}ﬁbﬂ?ﬁﬁﬂlaﬁﬂf&e BastdsRARREEs by &fichdt fsYosdibb O R0 G Sl or SO
not an error has occurred. The polynomial ¢ is known only to the encrypter, while the
20 polynomials g and f are known only to the decoder, so it is impossible to predict
whether a wrapping failure will occur. Detecting failure involves the use of some sort
of a check hash that confirms the integrity of the original data during the

encryption/decryption process. Such a check is also necessary to prevent some forms
of attack. )

25

The mechanism employed by Tumbler to detect decoding failure is detailed in § 6, and

the means of correcting these errors follows in § 5.

Rt



22 NOV 2004 s Exanpl e-The set of 12 tents,that were &I cul ated above,
{0,0,-1,-21; 1,1,-1,-1,0,1; 1,0}, can be Tonverted back into big? DY ]2[][]4
foll ows. Nunmber of tentValue of tentValue to be added to xNew Val o] A
x0000010002- 12x32=18183-12 x 33 = s4724-12 x 34 = 162234s135 = 2434776-12 X
36 = 14s8193s7-12 x 37 = 4374630980063099139= 196382s99210-12 x 3' = |
1809814409014 0044090 'Qctjiénx does not have nore than 19 significant bits
(144090 < 2~ i mary is represented by the 19 bits
010110110100Wt&MMD errdiies&e & foch i e erted into
ternary in the previous exanpl e.'@géﬁ?ggb%ﬁ g&é&ééﬁ%@%ﬁ%‘?@yﬁ? T R@8sage
i s convert edPTPPRSd{ &Y Y ypatest apisatpon, BdSep.afl) eHowdidigthe $6&ine&hggddtd ok S

per formed usi : K S - bits.,Cearly, not every nmessage wll have a
| engt h t hat %:egtg‘éﬁggﬁlgaag%ﬂv?‘r{’pﬂng dig n @OHF&Qa@dPStMC%@é@gW% fatlpee. Thet

bl ock df 19 rhethsd vilvdlvddeshifigd MMpAPQmiRRE Wik T lts..wThese
random bi tshcilre not part of i?rtaghe, o?_igi nall mdggggt&agdbﬂuas?{ﬁggmr g)hoie”{lhlﬁhen
decodi ng. THABECOHE 2ive 9F Hecanificient et efas beingrintartietle vaupiedisofthataiagn t o

determ ne e [ [ rt .of the age and whi ch nust be

di sregar ded%%ﬁ?%é%ﬁ%lrag ﬁ?ﬁgel%éﬁ@eo #Rg Of%ré‘%gﬁi%@?ngﬁﬁgf”ﬁ‘ésww ey yery

pol ynom al s reduded haxiudd 81 ThnéortumateWh eliie ofter SadBd ia@o%ﬁ?&exﬁ,%%@t\%[ucd@g% m ned
by the key s re}%gth. Tthﬁ nmessage, once converted into ternary digits,
cannot be e%b‘éB fieidyokrihe rangs, Obsctranprfbiagoreotlponhere miredisusiyMhiswould not
consequence, havt ok&fegobabl e that the |ast polynomial will also - 10 need to
be padded out with randomternary digits. Wen the nessage i s decoded, it
nmust be possible to disregard these terts. An end of nessage marker is

" added to th msss%%e. therefore, to tell the decoder exactly where the
ori gi nal dat'a*“t &PRPRECEET CHEecHipn b wag seagested algo failnd tolserrpesahsrof Bnown

conver si on ak gap sl ]t}g@gcdﬁig {”?&?ﬁ?{mgﬁ%}'ﬁlﬁgﬁ{é%&#&!ﬁth%fiatvgifu%%%d' gi t_s

inthe range {0,1,0,-1, 1, 181,-1;
1,-1,-1 }. TPhécayasdescitn zei & 7 comgetiynveapped wsffitias of ik oimd@es augs wag ker s.
20 As evi : -1 he, |l ast block of .the nmessage is padded out to 19
bits iP necall g%{%l?‘&%g‘gr{sh‘{éeﬁedc%%‘}?eas Selft?ﬂtl@ﬁ frere fhonahf tabeieypiremelygwieng
this bl ock, Aargaphfeilursefanodcrdallyt 6%y io%g@@ﬂ%@'er?f%ﬁl RIS ?g@ﬁoﬁﬁa@%ﬁ?ﬁ is,

mar ker. The epnd marker is calculated in the oW ng I on:

shoul d be asSBHEIYSTtga tabe Betirsthby measyerpplisations range 0- 375, and A the
nunber of the |last nessage bit in the inconplete set of 19 bits. 2. A+ 19
X B+ 2 ~9 is converted into 12 terts in exactly the same manner as sets of

19 The principle behind Tumbler’s error correction system is simple. If there is an error

20 then find it and correct it.

g 3 The difficulty is that there are N coefficients which, viewed naively, could be wrong in
two possible ways (Wheﬁ treated as modulo 3 values). There could also be multiple
simultaneous errors. Checking every possible error is therefore equivalent to trying out

25 every possible ternary polynomial until one works. Due to the nature of the cipher this
would take an unfeasible amount of time. F urthermore, the error may not even have

been caused by decoding failure, but by an error in transmission or a deliberate

alteration by an attacker.

Rty



bits have previously: been convened. The resulting sét*of terts,wl [
the range s2 ~. {0,1,0,-1,1,0; 1,-1,13% -1; 1} t§(\’ 2" NoP 2P
{-t,-1,-1,-1,-1,-1,-1,-1,-1,-1; -1; 1}. This is the end of nmessage marker.
The remai nder of the polyomal is then padded out with randomtents. s

O her cal cul ations could of course be used to create the end -of nessage

mar ker , provi'.deelgl tbat hﬂe r.egulé is a series of tents that falls outside

t he possibl e }ép HROESRGHO8 15 B 9B Hhe faptktbalgras all passiblarrooraze bam epnbifi ne,
fromthe endmeford@essagediBbieiausddh i t.-bi.t . of the,nessage. One
way to do that is to d_iepvi de thagsavaf:gggfgfogrgdh%? I%bsé%éeﬁgi%@ry g‘ﬁgc@ up
into 19 par textremaly effciset seaich (cey baperfamddnior ¢e @UES bRk lefbol Yin Hadice HANdom )
a marker fromdthe g&ﬁrcoprig.teq?g%g t%ii ndi cate which of the last 19 bits
represents the actuar ceng o Dy kailuenwilbbeide sausstappraimesly A9 snoek

coul d e at ihheotegbrtné paraREteathdille y,and the end of
nmessage marker coul d bepadded tolt hgﬁﬁglgﬁ{u%???ghﬁﬁle&)énd of the 1 s

resul tant. bl ock of tents. The direction within a block is nore or |ess

bi t , - j " fol d by"
ront ofwnen thEEae BBF STLRURME R sk b alzontin sgrmeinmpieveocmor t he

pur poses of chbied sextba €ertairt pbl§nSHAPY LR ; i¥side Bt S, the
ori gi nal mess%%e left to encgdz when t he lfi n{asleIr Ig{)ng?(ﬁiag”a eellcsr%éeled&elrﬁng%i S

ci r cunst ance?/ 215 t? FdoHhe they areenethwithin thentinge @ deondiap daibtreds wid o hhes 4~

messagg) bit 0 1S . 23 .and 3rd bits of this block
of 19 2s beﬁjgﬁlég&%dgt]ﬂ? ﬁéh%@? g?%gﬁ%gggggl%@t?a%tm? Tange 1s, In prgeficeyiapautgly e

. just randomipd@@dhger polysothiabrEfcoftRnsebf t0o R8eMiciett EMitd8udid b trahge the
| ast bit that blfl on‘giﬁto the original data. This padded set of 15 bIts is
then conver tEBUHEECPER & LSS (hamaiin 100980600 prOpolyoomishf awt so hins foramoend of

message mar kahultaneSlROSERs. AishS ispchasen . .jn the range .0- 375.
For the purposes of thi 5 exgn’pfvlel;gn E%\%ﬂgﬁ&%% %lllsv(gl%ﬂge\}gﬁsdangﬁ it gl “alpost

fol I owi ng cabwuisdll ontsids bytumly pemhiamsdit. Thobrxdthe AiBhd e RE21iRa526609.
The ¢ ersi.o f this int into.tens gives {

1,0, O?I%YO, 12 {f'a ga 9%%%‘?@@1-?%5; at tﬁﬁtdé“%q*?ﬁloufsmesth? Bngeeat er than
{o,1,0,-2,1,0,-1; 1,1,-1,-1,-1}, as can be clearly 10 seen fromthe fact

that in the former 12-tuple all four of the |eading tens (those on the
right) are d@fthemorg, Whgnia eodfficientefalinjuse nbd@- thisplangé krewilioby tapiped tto itise 1.

{1,0,0, 1,0, ) S I i.s the required end parker. \Wen the nessage
i s decoded, Jogg%ﬁ%sfél{’e %121 gef‘L;WF‘ eél}r §05fHe ﬁtrtr%ﬂF éuségﬁ]\‘?gr@@daﬁ%ﬁ Wittt wrapped
to the top. In the first case its value will be ¢ too small, which means that it will be x

20 too small modulo 3 where x is the smallest positive residue of g modulo 3. In the latter

case it will be x too large.

»

This provides a simple means of finding the error. The values that lie closest to the top
and bottom of the range —g/2+1 to ¢/2 are checked, and attempts are made to correct

25 their values modulo 3 by adding or subtracting x (depending on -whether the values are

at the bottom or top of the range respectively).

Figure 8 shows the same graph as that in figure 5 (explained in § 4). The area
surrounding the line ¢/2 is highlighted and marked as 801. The coefficients that lie

30, within this area are the ones that are most likely to cause an error. In order of their

-



15 bits.,|If operatiﬁginornally, the decoding procegs™wi |l eventually
encounter a block of 12 tens that |ie ottside the range for cggy*Hszn back
into 19 bits. In other words, the integer obtained through cohversio % ck
into binary has nore than 19 significant bits. (See 8.) 20 This integer is
the end of nessage marker. After this end of nmessage marker has been

converted . 1. i par 9 is suybtracted fromit. The result is divided

by 19, andbf?’ﬁg‘“ﬁl ng’i tﬁgé%et‘i’i%zlﬁ P“thscoi?&{ctfpﬁsaf%.la@ledW@Zléﬂbi&ﬂé, 8065 tahe¢ bl ock

i mredi at el y3s: @he diovglikdle cened JTaN ogmﬁﬁ&e@g%pgﬁ of b“lﬁegfé rting wth
ep

the 0°h up to and .includi n? the At it are asmélltlntfir dtfel bits.
The remai ni‘ﬁ’gueo‘ihﬁfsls arteo small rEnglisrexpatydhe grromhiichas ddcBBedR 1Hi §§a§}ﬁl\%§ﬂ1}a| ong
with any r i i - codi ng Exanpl e o4 -~ L, 22 004
For the pu?gp%’sieﬁhgg dl%‘glgz" telgi?ﬁﬁ? ?lgfitts V§‘H’%l}1"?}ﬂfﬂ)€1d§%%§@@themmr.t he bl ock of 12
terts alculated in the previous exanple, {1,0,0,1,0,1,-1,0,-1,-1,-1,-1},
has just been received during the decodi ng process. Wen these 12 tens are
convened baCk T3°UPRARY that hac whould c5PBHOB dosreyti thbstoetrors ierids hehvilyegst as

| arge as 2+f ' of.her wor.ds has nore than 19 significant bits inits.
bi nary repr e?sfélg% ;ﬂ i%%h. ﬁ%u‘%’tﬁ%&ééf %ﬁﬁ‘gzﬂl’é’ ﬂ}@d&“ﬁa{[{]ﬁf@”@ MEOR Vs dfeis oging

di vi si on byimpSnginkes Amexamapdelritht ik $iveR VehfP B LoRs!: ud hat .t he 0'h,
15r, 2"a, aﬁﬁ %%a. bits of the pér)oevi ouls?t)l ocl? of %@?@éﬁa@%’a@?t&(’ ¥sage
bits. The JtHeTM§50%i fa barpchisked b maldemmidtple k@ricttion latternpts CRULSE 20T

underigf ood t message nmarker .fromw thin an unusabl e
space for rgggfggeeﬁ‘ggﬁ%&9%)9?3211-ﬁg{boﬁéggp{scwxg}etcgrﬁeﬁ@dBptﬂg% Hist afpmpixKip) e

descri bed abohebly brst, infteromsusfspetd; th tchbdkMint 188 Sfl&‘téslf'%o%?ﬁ@itﬁﬁecfo?%ﬂgﬁlo%t of 19
bits being lIﬁ{glnverte'd to.12 terts. OQther conversionsS involving a change of

modul us coul g YbE UsEY, Oy AN degweraneaessene faxsontinungnthesweatchhif ehat first

i naccessi blagempeeds. 15 10. Pseudo Random Nunber Generator Tunbl er provides
two pseudo random nunber generating algorithms (only the second of which
the present applicant considers to be protectable). Both algorithns utilise
the SHA-1 tS(B!%r n. unpredi ct-abl e and randomy distributed bit stream
bas e§ on an tﬁ% gﬁﬁrssé%BP Y1 eChaing g dhe grer of opegritheary (1AAY0 aalynomials

Pseudo- 1 andansprathffoganendlions stBRVGS kvass LA HASLES! Ly Bher i nistic and
n e

the output generated wll only ever be as predi ctable as 1 25 The
first TunbFRESEN goew ¢ Heed TSR Tesye SHike ImBdnd odgscribgk rhete slokd Havs| sHnhaar

manner to gayhtRLHET; ' vail able hash- ed cryptographi c ‘PRNGs.
SHAl Random and %DSR&H%%E%% @ﬁa S§/t5ﬁ§ ?loggrdt %ﬁ?’%ﬁql g@@%%ﬁﬁf@ﬁp”ane,
woul d f al | réaserabteniime.cAfier diey firsT hew i sbipk itBd obibRMl dh BASHE ., hash
out puf is ﬁﬁc%g ~~ FZ é\l(ﬁg 2004 repeatpedl y rg- hashed V\Athggregglﬁn%?FS’to
proddle t h& KRG Mmah and fleotiginahmodule ¢ datyaeddnaver powssirtdddongaiadd nor e

i nput, which is hashed together with the current state. Figure 9 shows how

a sinplified version of how such a generic PRNG operates.
Figure 4 is a flowchart of the following error correction algorithm. No equivalent

algorithm was presented in the NTRU patent application. This flowchart is designed as
a counterpart to the flowchart describing the decoding system (see figure 3).

25
401. The error correction routine uses the algorithm parameters N and g. It also uses

the private key inverse, F3, but not the private key itself.

The correction level determines how far the error correction routine should continue.

30 .The error correction must be non-zero, or the error correction routine would never

%g




:\wev’(

901. It is necessafy to “seed' a PRNG g in otheﬁﬁﬁords to give it an
initial state on which to base all subé guent output. |nputti Zdﬂgq DL
is sufficiently unpredictable achieves this, though it may sk an

t her ef ore become unusabl e as pseudo random data. Such data is usually
obt ai ned by neasuring real world events such as the tining " 10 of

keyst rokesy, S vengnt cal |l ed tro . 902. A hash .
function |s%esedéﬁt &lﬁgsﬁr@ érts%B}rqa r(ggl?oﬁfla a‘?rfqr§/ W%&Q{é d{?é}htf‘iﬁl@}’ofrhéntropy
Thi s gi vescatedtiohésvehhliehabss tononﬁ@Ifhd%'Qer%l%@ne EQ@B {hﬁt ﬂ?@r‘?& 9k ?

entropy. The uhpredi ctablllt){ of entropy m ght not e sane as its size.

10 bits of Caie PEY theayeasiedailyre h&werbltﬁir}ix)hghttloeecmm lecetl; whenvihk dasscatd Wil |

t her ef t t abi Usi t hi s Bhash
enter enouth Entiony T8 R DS ey bt Font R RE (B D BoBnE The

out puf fromxﬁozmytememgwaﬁowatdwemmewaﬂlm &f bd fifre RN &e iRt R Jtefngftyﬁ the

20 mterna} te . of the PRNG 904. An internal counter Is use vary
each bl ock o‘P RIEISER Pospihde E%&?ﬂcél}dec\f?é}hg@lgklwthﬁ thachaieodla pét urelagtoradout put .

Since eachghbogck-0f iRidtRY t he coun this results in the
product i on of di F?l eF ent Ohlgdt?l%@ﬁﬁ%@ 038%3 %Wgtmh%%ﬂ&q NRURUECYABEnes t he
result of taised by sprd’nhht}%iicmdehdhﬂﬁ‘g fhRuALahisS8A of TRiMesSARh IS used again
each time a new bl ock of randomdata Is required. 906. The result of the

hash in 905 is the pseudo random data. Dependi ng upon the 30 application

this T -randombits. ~~ 656 22 NOV
0,300, (o onottl s P SSPHRRS ISRALLS: o i
functi on; p(elqu{omml beTh¢S@ rclamdaﬂmrmﬂyrmmlmlfs usedabdthy de€odiny Hsteen ﬁ@@ﬁgﬁ&eger

counter; entropy that is added to the Random
Nurber Gené)r a"t‘ & onl155, ",lseflofobépetaﬂgg jthe chesk bpek. dbds pessibladecivedhiepettadly has

been gener aipadingi 4)Ghtot e HabP istRike 'I—éyar@éjorﬁ’n tt?e REid BE A SHI ﬁla&tfbtnhﬁf?e%l state

that creates Pl. vy, When the al gofithmi rst initiallse e counter
C, i and jinppBinge; indghe Feburaing to s v1ae, stadof Sogw hash iabthndeG@hbi b siewnset . -
When the i ntropy is inputted into the PRNG supposing that the
curre?]t st%l%ecmé)lleg%eae then the new state, S;, beconmes H(5~;~ ~~~E;). 15
- When nore data is required the counter Cis increnented by one and the
new pool P~ beaﬁ?geen& éS ~~C). This nmethod acts as a secure mechani sm for
produci ng aRef ko @SEPVB@ éfgmaﬁme@mman@m peh AP e pnetot soopyl thepuder but

has the di ﬁﬁ@lﬂﬁﬁt\%%ﬁnﬁﬁﬂﬂ%ﬁé 0@%?1?&&1%&1?9%&@ %‘E&E‘&?Ad Ova%%f%st g;mlgsnliﬁze of

one hash out put t he T arges size o
supported hisgist ail gmnswmwcatecmdesemmawmm 1ef i deSemTﬂiH ﬂeimanﬁs fhethis

r egandl ess he nt of .entro in t here cannot be nore than 2 °6
di gt ?ﬁct bfﬂgesiﬁ?yeog t%ﬁ %ﬁﬁg@@:le of it 1€s. Ip Ipso facto the exact values are of little

importance.
402. The corrected level is simply a counter used to compare with the correction level.

25 The value j is used in conjunction with the table G. It tells us which row. of G is

currently being used.

The value of x tells one how much a value, incorrectly wrapped modulo g, has been
altered modulo 3. More generally, if the value of p from the NTRU patent application

30 .1s chosen to be something other than 3, then x will be calculated as

%;



~ between input operati o'ns 25 I n nodem crypt ogr aphy if~is often desirable
for an object (such as a private key) to3Be chosen randomy out of an
extremely large space. For exanple, for N = 503, there are 2~2 P@sHiy 0004
NTRU PKCS private keys. If one used a PRNGwith an internal state of 2 06
with only one seeding operation, then at |east 2'Z of the possible keys
coul d never be selected. 30 r 22 NOV 2004 Perform ng seedi ng operations
during the cféad iIdh”of an object is not always a trivial task. A seeding
operation requires entropy, and entropy is obtained through nmeasuring the
real world. It is therefore necessary for one to know exactly howthe

pl at for m on @Ricingtahpolghmiiar nicHufee) A SBABRETAGHS i 1o a%e( e d-

e proposet\é\f sol utions._ to the probl em of evi ng icie
data in a pl aff%6¢ r@?qﬂﬁa‘éﬁgﬂ%n@f@aﬁmuldmnéted shatiis 1san<$teﬂ1efce§s@rysﬁﬁdéenﬂ1epRNG

Thi's meshod j5.fajpl ac an extra requirenent
on the system Fh %I Xﬁéz{mngteé%'g é}’é@“ %&B%?”E% est%q ly semiplatform
i ndependent. The basic internal mechani smof the PRNG remains unchanged.

For each pl a%%rgcig whj ch the PRNG is expected to operate, a function -
exi sts that b Uis PP abbSttlﬁeCf&aSeCPRrh@"hade Wlndlerhthwdoleffmnms de d; e ARNG

W t h ent r opYprokhgitP5NGe a.as nor ecords the
quantity of Qat a I;t))’r:oduclgrvg T'Igl 5‘@9@ fé‘é?l'\l/ﬁsteﬁacitgpequﬁ Té’r‘l*{ [Wegg Rrapps the

PRNG, as Welfliows llt blep lﬂlﬂ%,réldnmtegdm\del ﬁaﬂ/ueqfcoiéﬁﬁn@mg SRV ngfste\ﬂ%fér@%‘osxtwe
provi d? gRNG as, produced 20 as much data as the small'er out of
the inter naI e %)e I‘E%‘é’ltﬁﬂ}?ﬁéﬂ}e@ﬂ’&ﬂpq@lvﬁveoﬁndﬂh@e @marldiwgzl,ues tvmmtlyreqﬁzal l's
the platformos.@g:w%fecwf &d i S tropy

“solution is nore conPI |aggt edﬁn%lﬁﬂﬂg egéﬁtﬂ% &eg vant égwéefg g’i"’nl MBF%Py

pl at f or m i nd¥pbeceeticimisTiabeltasi0e, $ﬁ3 B804 piloe anB'80b Vi@ hat bﬁleyqﬁxs%sﬁbﬁ%
probl emin produci ng such a PRNG |ies

th
' e g C eSS Singf b7 Eb P Bclinen vae et HsHes oh thrsased imd nat
output that the valehitsifiTherwhdlanahlaeis' i8R 8 iRhBILLAULE 10 foftwNRY 2004

15 process.

404. After being reduced modulo 3, the original modulo ¢ polynomial g; is no longer

used.,

20 405. k is initialised. This will control the number of simultaneous errors for which a

check is made. To begin with a check is made for one incorrectly wrapped coefficient.

406. Here one takes the current depth at which checks should be made from the table.
If one is on the first row of the table the checking procedure should start at depth 0. It
25 should be noted that if a value is no larger than the one for the previous j then there are

no unchecked %-tuples in 407, and the algorithm will skip straight to the next value of
k. |

407. The algorithm searches through all the k-tuples of coefficients with values that

30 . are no more than a certain distance away from *¢/2. At this point it is determined

e agtee -



Tunbler' s inpl ement 4tion of a |arge staég PRNG i s t(fié TSR-LS (Tao SHA-1
Random - Large State) algorithm (this bePng the second of th MU‘VUQM@r
al gorithns nmentioned above). TSR-LS uses multiple simultaneous hash
functions, and rehashes the original seed with each new generation
operation. This gives it an internal state of 5 2048 bits, so that there
are 2248 di gkl %t tf):iét streagns thﬂat an be generated between two i nput

oper ati ons. Sf diefearg, FIUPISS, & haygmop yet hesn shenkied sA d-ipieataciads| v
reseedi ng PEMNa chsigidhiRkingd\santRet: Hanleks j gal ly re-seeding
PRNG is that the latter \%I Il use seea d%%§8?%@0%§5?¥0%§@3 he initial output
w Il not be dependent on sone of the seed. Wth TSR-LS, all of the output

i s dependenf,on, g1 f o-~=410 the seed; any difference in the 2048-bit
state has t%%é)'p%?t éﬁ?llgé)ff cpgfhisien rwé‘%f’r‘ﬁ/ahl!ﬁsta)ﬁolﬂe PHBIDGIE gien rgR, [schases &=
syst enfof nihisi Bhpld {RMRHLEASRNEURSH B St-nBSHIPhAS | | gn s depicted .
in figure 10. The hash functions coul%gbeuénbggﬂé%gf?%ﬂs% Ewadr%ea Srevig :
al t er nat i velt§ratiom ey dedlgoritbmpritsevilnesdoitiee khskbngupanse tHROlterbheto

entropy is divi | y cbet ween each of .the hash functions in the first
tier. The ngér% %E%F%?C%@Lo ?Iaoﬁ@tﬂoﬁﬂgled@ﬁg‘ﬁﬂ?l% mloﬂaoﬁ-ze of the internal
state that one requires. The seeding process will be slower the nore hash
functions one uyses, but on 20 going operation tines are independent of the
nunber of hA&hd&ing theghered 6. Begydaroding fprocesscik completel. hash functions i nThe
first{pier hashes the entropy that it receives. 25 1004.. The second tier's
hash takes in the output fromall of the hashes 1002 in the first tier and
hashes al | #%0.t Ai shackgist hede Fhice ehsteeshd Matodey epoty RithiaPlank hﬁef&iB?ér
output is based on,every bit of the initial seed. 1005. The output " fromthe
second tierP égcllfmfbﬁ%sf%*rlﬁﬁegflf%dﬁ%udo random output for 30 the PRNG 22
NOV 2004 Each tinme nore data is requested, fromthe application that is
using the PRNG one of the hash functions 1002 (on a rotation basis)
perforns a #Bhabthe ijeppe test pamedibiend; ia acepredes thed@it dIdtsted pHlRERMMMY
opera&'%on could be the sane as that used by the normal 5 state PRNG
described above. 1003. This counter is used to ensure that each hash

function preomicRe RRWbRUE-RHleshhihEN&nYehahasdi Y sﬁaggﬁ A h(ﬁg'rexté%ﬁgd igad in

the exanple below, the initial output is used as t coun I ncrenent .
Each hash f&iSeEr Bessibirodisianse fiemegéi.n its own counter 1003. - 10 The

re- hashed out put of the particular re-hashing function is then fed to the
second-tier function 1004, which hashes it with the output it has

previously 4Ekerheevaltie of thbeaalslé (G rat fpRC Eivenshd Q@%th AOWRRRAR dRRId %fb"gi red
the functions 1002 needs to

new oz put dat .Jég‘OS. In this wat/; only one of
re- ha andseﬁﬁfglgl f 3 ¢150% iR wplsfar thesurrpririalucor k15 1004 when a request
for new data is made. The hash functions | 002 obtain additional entropy
_fromthe pool 100l as and when they need it. Alternatively, additional
. entropy may4le Thepehited the révoatskhdve fal Hastieen fsedrcliddp s rel @2 Btthe®M§ended0 A
" “precise descrt%ﬁtgiﬁ%] of TSR-LS follows; TSR-LS nakes use of five concurrent
i nst ances of" 1€ SGREEY, 15 icapentad YThengrg obppopsly mpreyeconqgnipalameansedfi ned
to be theseadhasihg HRGhAPRNings d¥idfed QunkRS above; Co, C,

25

4135. At this point a check is made to see if the corrected Jevel ﬁas yet reached the

supplied correction level. |

416. If checking has been performed as far as the correction level specified without

30 having stopped at stage 411 with the decoded polynomial, then the search is

%!



25 CZ and C3 to be ffour 160-bit counters, I, f'and 13 to be four
160-bit increnents; E; to be the i ™" poc;‘i9 of entropy added to d@m
Nunber Generator; E;o, E; 1, E z, E 3 to be four sub-pools of entropy f
each entropy pool E;; P;; to be the j " 106-bit pool of random data
generated since the input of E;; and Sk to be the k™" 160-bit intermediate

state generated - NOV 2004 - Wien the algorithmis first
initiali sed%tb 8 anézthe é?iyntot}“allr?‘}"a‘l“i unRerrgctedn Rreligicelly.onithia minimsey | i =
0 and k = -Jcorrecuwlemeltttiemhstm%h Ecu® Wit lihe

the entropy pool E; is dll\/I ded S%th#g?}h ﬁe n‘!tnﬁmjblglt%gﬁslteg% ISQ%:I% m% F

entropy sub-t @bdeﬁEdmgvfﬁléitl‘é ais the |lowest positive residue of n nmodul o 4,
unl ess the byte is part of a last, inconplete set of 4, in which case the
bits of this last set of bytes are divided so that the nth bit is included
i n the ®ntrofay. ke paLtassEs 3 i
nodul o 4. The |l ast |nternal %g?geﬁﬁggﬁﬁ@%gg%% ﬁé %Ml%lcji t?ll ngeh eC%Iék
For each - -'Pragedygre isfebhperformgdct i ons Ha(), a sub- pooI of entropy is
concatenated with all of the previous data entered into that hash. The
digest for this concatenation is conputed, and the result placed in Sk+o+~.
Wien nore dafi8. The r@6bf Glare Ze®hiethidalee. mgﬁﬁnteﬁdt@réagﬁed %§tre§%f’sdnﬁ' he
residue of j 15 nmodulo 4. Ca is incremented wth the i ncrenent
adding this 59%1)@?%&%”2516813%)@?0%%1‘5 val ue |s concatenated to the T hput
that wagp previously hashed by Ha(), and the result is conputed. It should
be assuned that the last internal state block created was Sk. In this case,
the result ofl9t Thsalgasthm sopdsac ek nekt SHwof Gand t he new pool P~ becones
" H(Soll S IL..1l1Sk+;). 20 11. Sequence Cenerator The sequence generator is
used for the MIA protection hash as expl ai ned above. The purpose of this

gener at or i STHeGoRbMHzAR AR dpFeE | GLanpdombits in a
simlar manner t)o a PRNG, BexScept I{Eﬁgfect&%e I npu et&s)ogg P known and t he

stream nust be 25 determnistic. It nust still be conputationally
unf easi Ie to m%lp an i nput seed that will generate an arbitrarily chosen
sequence, or t ¢ul ate the i nput fromany part of the output. 22 NOV

2004 Since PRNGs are determnistic, a sequence generator can be achi eved by
suppl ying a known seed to a speci f| ed ,PRNG I'n Tunbl er a sinple sequence
generator is sdppfy edl 4l petedlB'ightly differently fromthe PRNG

(al though a P £ d be used) 5 The initial seed is hashed using an
instance of the SHA-1, and this hash output is itself used as the first 20
bytes of avail able sequence data. After that; new sequence data is provided
by co tenatipg, the previ ous out put bl ock W|th t he hash input and
recorrgfﬁal ng t hBdeXsh. 10 17214 £ ci erfi8Mbdul 0 Arithnetic t hrough the Use of
Parallel Bit Operations on & Vector Representation Tunbler nakes use of a
new nmet hod of performng nodulo arithnetic in small noduli using bit based

g‘\"t‘;echnol ogy. 1 , 117 -
2 127 -

3 45 -

25 4 117 -

Index 2 corresponds to the coefficient with the greatest absolute value. The
coefficients with indices 1 and 3 have the same absolute value and the same
sign, so it is completely arbitrary which of these two is listed first. For the rest

30 of the example 1 will be listed first. Indices 0 and 4 have the same absolute

e =



15 This nmethod all é@s one to use a bi t4§i e bi nary)(f_based device to perform
modul o arithmetic efficiently. This is™dchieved by Storing ndrbdi(¥ igpp
vector formand performng arithnetical operations on nultiple nunbers in
parallel, using a sinple sequence of bitw se |ogical operations. One can
use this to performefficient nodulo arithnmetic in any base. However, the

efficiency i i I ases. Junbler 20 uses this nethod for
per f or ni ng Pivégﬁ f%idﬁgﬁfglﬂegtpsgg%t %Oég?}]mi@@at@“%’rs? ‘%@F%glee'dzb&lﬁ&étison of

Modul o Arit hniestédfide.i t hnetic nodulo r, for sone positive integer base r,
concerns operations between the r “residue classes' of integers. A "residue
class' consists of those integers that share 25 a common renai nder when

di vided by r. i iR 7,. 64 . and_15 b reside in the sane
resi due cl assﬁéj&efg%mgr&é gﬂggtggf%r‘i§§2§(?¥i27)rkfé='ﬁeﬂai(%d@r7)o|63sd45\)4 di ng
the s@m or pr@diddt of two integers by any given integer is dependent only
on the remai nder on dividing the respective addends or factors by that 5 -
sanme integer. Therefore, it is possible to consider operations between
residue classpsi2@dditipn, §ybhLfAcELion and nul tiplication between residue
cl asses work 1n the same way as for normal integer arithnetic between any
chosen representatives fromthe residue classes. Usually the formner

i nvol ves chogsi ng, a.set of .representatives, one fromeach 10 residue class.
These woul d 3?)°r“r§gj|°¥8¥‘er§8“@fﬁe}4é?blf= «Set with smallest positive value (i.e.
{0, 10 ..., r-11}, or the set with the | owest absolute value {[-r/2]+1,

O, ..., [r/2]}. Modulo arithnmetic is theoretically nmuch sinpler than

general i sed integer &tlith#edi ck=Howewer, nodern digital devices are built
to cope with generalised integer arithmetic 15 in such a way as to nake
them very inefficient at performng nodulo arithnetic. 12.2 Machine
Assunptions Hentdfori3h it2is agsunegl that there exists a device which uses
n-bit words and is capable of performng the follow ng bitw se |ogical
operations: 20 The binary operation XOR defined to return a word each bit
of wpsch is sepﬁhf apd on1% ifythe &orresponding bits of both input words
are neither both set, nor both clear. 25 . The binary operati on AND defi ned
to return a word each bit of which is set if and only if the corresponding

bits of both injggt V\ﬁrds ﬁre sgt. 0

j=4 15 12 11 1

20
This table indicates the best order in which to check for errors. If at any stage
the error is discovered and corrected, then the checking procedure will be
stopped. |

25 The procedure starts with an attempt to correct the singleton errors that are

equal to ~128 or 128. There are none, so it proceeds to singletons in the ranges
-128 to -127 or 127 to 128. These ranges contain one such, as pointed to by the
first index in the sample ordering, i.e. 2. Since this coefficient is negative the

algorithim attempts to correct it by adding 2. For the purposes of this example it
30 shall be assumed that this fails.
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63 (r',. 22 NOV ZOCQ The bi nary operation OR defiﬁﬁfd to return a word each
bit of which is set if and only if the4éorrespondi ng bits of itﬁ r, or
both, input words are set. The unary operation NOT defi ned tZQr ﬁtyrﬁﬂﬂi
word each bit of which is set if and 5 only if the corresponding bit of the
input word is clear. 12.3 Vector Representation The crux of the nethod
described here lies in the vector bitw se representation of nunbers. 10
Digital devices will normally store integers in binary formin the adjacent
bits of one wWeimde GThi B=3SodeOshHBBIIMohi; of Ci its such as . half
adders,' which, all g}v )fsor car ryﬁlggo&g%%qgﬁlﬁgw ‘{erﬁ{%}{é}gtcs?flwmﬂ eob’reé?ént ation
the val ue of BicAaHmglatensiaphompgrsed2byo 6D 126 85 €28, Mhe0ké 8S POREI NY

| ocati ons withj i t_words. The valueaof these bits need not relate
to the bi nary&%?&h%{r‘%ﬁeaﬁfﬁberl Interpréting the bits in a novel way, as
15 il bBustrated with ternary nunbers in the later exanple, may lead to
greater efficiency as well as other incidental benefits. Performng a

si ngl e modul o bt PRIBL it és Bier & irprio betrew erpainbloiweeolEs 46 n6 Qg abl y

| ess efficie i [ re atjaon.than using normal integer

met hods. Thi ghf?g%gﬁ%gg%ée&%gﬁ% (ﬁﬁ%ﬁ é?(éaf’%{ @zﬁg@eﬁ%formnwuﬁbm\gsenti ng
the numbers vawilchgettarnmid you o8O ki@ sk kofchin) BRIALENSmo R3B! cant has
real i sed, however, that the advantage of a Vvector Tepresentationlies in
its indefinite parallelisability. The nunber of identical operations that
ma 25 per GRR& Nt vei Selimted.only by .the word _size. 64 2 2
oy 280a> ho T Rty y Reg‘?%e?g:‘ft%{tiOc?%l"l@ﬁ@é?"d?‘{srf\éi‘% Yith S GEhd S 482 ¢ ho

t hree possi blleoloSaﬂoua'sgbtonadbwntthe(lmmp%@ﬂélﬁhiogmg_ml@ﬁ@ﬁl@pcrlyot%fgyer) are
zero, one and _m nus f&ﬂﬁd ahi s is an arbitrary decision and the -

eITOIS are nce more 1t shall be assumed that correcting these errors
fails.
15 Now another attempt is made to correct for a pair of errors, starting where the

search left off, at a depth of 4. When a depth of 10 is reached three coefficients
are found in that range, and therefore 3 potential pairs. Because index 2 is first

in the list these pairs would be corrected in the following order: (2,1), (2,4) and
finally (1,4). |

20
For this example it shall be assumed that one of these pairs was indeed the cause of the
error. However, it is important to remember that in practice an error will almost
always be corrected in the first few attempts.

25 6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved

with some sort of check hash.

ey
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ﬁ/—,r\ e
. system applies indepéendent of the nanes gé the threeftens. 5 The tens are

represented by two bits occupying correspénding | ocations in t e
words. The bit located in the first word is set if and only ifwghg @%Y[@h%f

. the tent is not zero. The bit located in the second word is set if and only

if the value of the tent is one. Hence the three tens 0, 1 and -1 are

ted 0 <1,0 tively. |
i s mannor HePeRin SEURE uft 57 ineh e pet wniew tavn %&?pﬁaiséfm%m@m”us

assume that weadh. Shlitfacld?el(iat\tﬂ&EQEiv e the, four

tents 0, 0, -1 and 1. Using the vea(t:ﬂttEggréﬂsosfgpsrg%grl §§Qgg%flv§%ﬁe\géess§ %rkf‘ﬁ‘éth

fol | owi ng ta@‘Pl@W“F%h"taY\/ector Vector 1st bit 2"d bit Now, taking and storing

separately the 1 S bits and the 2"d bits allows us to treat this

i nfor matéi on as two separate 4-bit words, nanely 0011 (representing the 15t

bits), &nd 0BGlatfackar@seipisgh thdd ) d

20 arithnetic not o the i ndi vi dualgd tﬁlg% g§ ﬁ%)e\r/ﬁgd%mf{rhgﬁ@g{lﬁorlé% etnc”ﬁct’

wor ds t hensefif&sage shghtiybeiie sendingnig on kethopeigitl e dXDRcipd®, OR and NOT.

Thi s r 22 NOV 2004 avoids us having to deal with overflows or carries

however many tens are being worked on sinultaneously. Apart from suggesting

an ef fici ent Thist diipdit nfod;fmaﬁ@ﬂ FaRGorR kO nith ithd FRLdaGe ih! da%l fn%l?d BE %qué){)on of

the bits allows on eternmine the value of a tent ul o rIf)p _

exani ni ng t h&®f9%% ateﬁoP Otéieﬁeénafp@érfpmn%awElamm}@rﬂncamheamdhmﬁetdmder“‘

di st i nggi shi n eat, adv qQver the
o ne S edeE s bAIL enk i T o P e e b ¢

usual binary form Were there is a

located in théadkerintthinseeharie) ﬂn@tthbmssagé Relebité déd@@a,t ed in the second word

i s never set. However, the systemneed not rely on this. Simlar principles
could of course apply to nodul o arithrreti c on bases other than 3 for

exanpl e to cAﬂﬂémaﬁuéi aﬂaetlh@aﬁua@ niddsdaa ﬁdﬁﬁ&'%&?@&@tﬁsﬂ&t[‘%@%aor

separate 15 words, the first represent| S
represent at i G@FUd?Wé’ﬂ%@@@%th&Imes'S&ge aaéetmdpthonn;te@mi it. I8éndehii hiad babh nidderddi r d

bits e ap rk for ases weII 12. 5 Modul o Three
Arit hrrgtél c 28;}1%%%00 e’tah(ra}ae\gﬁ)a ?rhrH@f P At 513 &nyﬁe?ﬁ}‘?eOff‘SP IRARFIEG> h’ﬁhner

X-0 and X, ar}esishaelbvmmmbtattm ds representl ng the n tens xo, ..., X "_,,
where the word X o contains the bits set if the corresponding tert is not
zero and the word X, contains

The attacker repeats this process seveial times, recording at each stage which

muodifications yield valid ciphertexts. By analysing this, the attacker is able to

20 determine some of the original message.

Tumbler takes this approach further and automatically creates a regular hash check

: !
p—

based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,

generally, as ‘text aware”.

25 .
Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check
hash for each encoded polynomial. SHA-1 is defined in the US Government’s
National Institute of Standards and Technology's Secure Hash Standard (FIPS 180-1).

ety



the bits set if the orrespondl ng tert igsone. Slmlgly Y_ o and Y, are the

"two n-bit 25 words representing the n tertsyo, ...,y" ,. The r el Nﬂdjfzuu
adding the n pairs of tens (x;, y;), each nodulo 3, for i = 0to (n-1),
. produce Z o and Zr which represent the tents xo+yo (nod 3), ..., X"-, +y

(nmod 3), can then be cal cul ated as foll ows: 66 22 NOV 2004 zZi - (X_ oXCR
Y.) AND (X, XGrearhapsssiopolydohial $QReicd) bOR X orBR kol rincBillGng |

result of su actka[gfromx,, the val ue ofy;, eac
(n-1), to pr&dute" GAPREL Zolypeinl are prsed east inphie irtte rdns instined of ((HOEKBL.] -

X" _, -y "_a lig()%ﬁn.?’) can be calculated as follows: Z-o0 - (X o XCR Y_o) CR
(X, XOR Y,), 10 Z, - (Y_o XOR X,). AND ((NOT Y,) OR X 0) AND Z o. The result
of multiplying the n pairs of tens (%;, y;), each nodulo three, for i =0
to (nl)S to oduce Z o and Z, which represent the tens xo x yo (nod 3),

2 X 351‘““?( ﬁ%&ﬁ@ﬁ the Liphse P@]é(n@maéusetakas a$ uiplumﬁsst d5this peedy ¥p heAND
Yo) Z, - ( ) n,the fie the only two
non-zero el e&rrlgzrg)tdﬁaé Ii%%é mfhe%té%? dgcé’fifngl UG thi gCIPIFG ngbHestigi m dirgh i s

i ndi sti ngui shadied 16 ﬁﬂﬂmytmlak dedciibed bbb, fo¥ tramsnfsdis dM@rb‘?tsg&gm@thc; el S
method is Slgﬁlﬁﬁ We | ement. in hardware, as illustrate y the rcwt

di agrans sho gt 219 plaged inrfhe least sipnjfipant Bod o dhwes fisst bitec mid sdl bAgr am
for addl t i onamenghelist B e:ﬁnxsfthWn‘ﬁ ukget%??gﬁne@esgéﬁ?rcu' t diagram for subtraction

nodul o, 3 and figure 13 shows a circui iagr for multiplication nodulo 3.
In softlare, this nethod all ovvs for scal abl e parallelisation, since one is
able to t akeTHQ%@&ﬂ%Q po yfno}nrlni 18 en p\é\'::lga%r}oof{ll gyt\el:\? re%cl?];o&?izleLf trlll?st tTrne being
represented by two bits. Both bits are unset if the corresponding coefficient is zero;
the first bit is set and the second is unset if the corresponding coefficient is —1; and

both bits are set if the corresponding coefficient is 1. It is never the case that the

15 second bit is set while the first is unset.

The packed cipher and message polynomials are coucatenéted, and are then hashed
together using the SHA-1 élgorithm. ‘The hashed output is then transmitted to the
recipient (unencrypted) along with the ciphertext. Typically, the addition of the hash
20 will add around 20 bytes to the amount of text to be transmitted. Fewer additional

bytes could be used, but this would result in lower security.

Example

25 The message polynomial {-1,0,1,1} would be encoded as the byte 10001111.

The last byte is finished with unset bits if necessary. In this encoded form the

polynomial is concatenated to the end of the packed ciphertext, and hashed for
transmission to the recipient.

30
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~22 NOV 2004 12.7 Usé in Tumbler The Tumpjer PKCS udes modul o WOV, 20k
" polynomals, that is polynom als whose coefficients all have v Eu@g tZﬁgt
are only significant nodulo 3. At various stages in the 5 algorithmit is

~ necessary . to add and subtract these polynomal. fromone another.

Specifically, the current inplenmentation of the key creation system uses
the " Al nost IS @ledd it Y r.al t.ively the Eucl|dean

Al gorithm perf orgfred ocﬁﬁgrﬁodgllri% (%ﬁ%gt%tﬁ)gﬁlgaﬁhg td%oérlaég ﬁeé%ilgf"t R npgal | are

requi re the eerfianaind apd asuibpuitedt innthwo§ HAol. Yerouwdhe. ok haSanY pt isogheﬁystem
requires .thecocllﬁné/rgl %'éhﬁ@ produai%l star 10 nultiplication) of two nodulo 3
pol ynoni al s. “The & &y P39 AethorPrapuiest fuming Hesencade prackss, addiredetvedand
subtracti on gibngeinBatiphstexf0 add two pol ynom al s one adds together the
val ues gf t he correspondi ng coefficients fromeach of the polynom als. The
value of the first coefficient fromthe first 15 polynomal is added to the

val ue of theydjr fiecient of the second polynom al to produce the
val ue of thelfia:nrazl{adgeggiofdf S dReneidet s seagmtheapigres §veinif the mppiielidatacan be
pol ynoni al i decodpd, d6BntielcbcasputdieniNPinRlatib f2Y qescrd bed
above, and the eic_lond pol Oﬁfg)nj al ilgplrnegrleser?t e%e g%shfﬂgth%(ﬁgcqgi?fl BFPRRFSOY,
and Y o, theWmalEd Hndashopiythe wriginak meswge.t Fios makepinl egseamiaBy SmpERILIE to alter

cal cul ated bﬂhegﬁ;ﬂe?%pgﬁg&ﬁﬁ%%sqlﬁlﬁ%\%ng nodul o 3 addition operations on_the..

four arrays. Zi - _ X, XOR Y_0), Z-0 - (X0 XOR Y _0) OR (X~
AND Y,JOOR Z,. 25 The same is true of subtraction. Storing each pol ynom al

as two bit aﬁ;a¥s al l ows the above subtraction met hod to be used to
calcul ate theNUPYTER difterescts dlb mesmseporpasnashsfils to magchNDY @0l Siwhile each

“pol ynom al i geifd BRI n&30 118 03,coefficients this nethod
produces a cons%jder abl e iﬁcr}égggsﬁeﬁ%gégg%?&%ﬁhg CHH‘ﬁ’r’tS}ﬁ‘c‘ﬁaStvéﬁl dul ar
arithnmetic may find application in the field of digital data 5 processing

general ly, aﬂqs ijgssﬁ)?et thaf %{I}Jip?&gefgilérg nlljasyehay\\flietcgliisr:edct}rlg %u?tsgrllst%lg r(:{géodéd message
15 polynomial. If error correction is switched on, the cipher will attempt to correct the

' fault by using the algorithm described above. At each stage it will be necessary to re-

compute the check hash to see whether the error has been rectified. Since the

ciphertext remains the same and only the retrieved message polynomial differs for

each check, it is possible to input the ciphertext into the hash only once and input the

20 message polynomial each time,
} The general method of hashing the ciphertext and the plaintext together to produce an
) integrity test for both is not NTRU dependent, but works equally well for other
ciphers.
25

7. Multiple Transmissions

Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).

R -
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arithnetic calculations on a device adapted to perform bitwi

operations, conprising: (a) representing a series of numerical values,
(x)-to be operated upon, by respective bitw se vectors; (b). formng a
first word (X. o) fromone bit of each of the said vectors, and a second
word (X~) fohefldaRotes mbist t.he sai.d vectors; and .(c), perform ng
bi t wi se | ogical oper at?or?sgé(;‘?le %ﬁg’tbgg%lgpﬁmﬁwt%ﬂénﬁgw.on%u?%ﬁben‘iﬂmﬁ)d as
cl ai med i np@bl¢ keylanidneithedi MEA prbtectiopriemap tiedbelod€Eusesptdie hukhher
nunerical values (y), to be operated upon, by respective bitw se vectors;
(e) formng another first word (Y _o) fromsaid one bit of each of 15 said
vectors, andisam@gionant &6 aM05EE Vokait I.g- ther..bit of each of the
said vectors; and (f] per_fo?rri ngm%éo\%ﬁlélilwggﬁﬁg%il%ﬁ © SRS bte{%eepe‘&i?ective
first dwor dengsseges. Mog) olpriowsty intentifithle afe speik 806, 080h WartHSse( Yiea YO 20
3. A methog as %}ai ned iig Clai% in which the first word (X 0) is stored
in one I-ocktHBn " Pieo il Bietickble If yby firy{ fgmobwes of spearelt mebseget kon. 4. A
met hod as @leatigadihen &kl Ms? hddsyM GhvhOE;: chive first words 25 (X o,
Y o) are stored_together in ones%@gcgt Fgﬁﬁﬁﬁﬁ%@ﬁe&%?ﬁeé elgé%a\i\gae‘%grli‘an%rds
(X~, Y~) i fugapiitiefo abdak.at e | ocati on.
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10 Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the

correct assumption that the prices have not changed, this would also allow them to
employ a MTA.

The security of a single message polynomial is dependent on the random factor used in
15 the encryption of that polynomial. If an attacker is able to determine the random factor

and has access to the public key, it is then trivial for them to retrieve the original

message.

Each time a message is sent, the random factor is determined ‘on the fly’ for each
20 polynomial. This means that if exactly the same message is sent more than once it will
contain a different random factor. If an attacker knows for certain that two or more
intercepted messages have exactly the same plaintext, they can compare these

messages in an effort to determine the random factors used.

25 Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the message, while sending multiple copies

can allow the attacker to determine most (and eventually all) of the message.
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5 A rrethod as clal({r;d in Caim1lin whigch the nunerical val u§§ N@é{ %)

r' operated upon are in nodulo 3. 22 Nov 2004 6. A nethod as &laived [H*
Claim1 in which the further nunerical values (y) to be operated upon are
in nmdulo 3. 5 7. Anethod as clained in daim5 and C aim&6 including
cal culating the sums (nod 3) of respective pairs of vaI ues (x;, vy;) from

e sor i es T TUHIBI UFIA KakkBSn Cler Bl S a s L NE 28 v aves,)

determining Z o and Z; as

10 Z o = (xamﬂf)mjﬂ sviegt)ed@y((Eg uAh@a\bs}udﬁaﬁdthﬁhﬂ;eZg@ndr&to@ 10%dure that
representi Q& ol& text 2 ﬁgif result, and Z~ is a word representing anot her
bit of the VeREMNS én §fi‘g ﬁﬁ%ﬁf%O@iYaﬁ%@nmﬂ@raiwgmmszgeespm Gith thd udi ng
cal cul ati ngafh@@ce%i:ff Heeﬁl‘éhﬁlsclﬂier%&]pstﬁd’i‘%ﬂe& (H'% sdctt e&t tﬁ%%{eﬁal LS Of

values (x;, y;) fromthe series nurrerl ca ues FEF 3 ther
val ue? (y) ib roaé@aémﬂmtmge;z aod&wanedmbfz alphaisalarly. s@cm‘e cipher. KehusY ogly OR (X,

XORY,), Z X 0) AND Z o. 20 where ois a
wor d represelels %:}ﬁa&gﬁ? R 08{‘& N@Hég‘rt%%”fjffeé HZOH'F anathgioigar sppredistbleng

anot her bi tm#fiet.he result. 9. A method as claimed in aim5 and Caim6
i ncl udi ng calculating the results of multiplying (nod 3) respective pairs
of values (x;, y;) fromthe series 25 of nunerical values (x) and the

f urt L Val%%dllgl% W@é&g ﬁg@l%NWaoroteQuonzopt?gn fagllsl %Wxs'a:ndgmo(o-r I()s>e(:ud0—AND R
random) MTA key to the start of the plaintext. This key is then used to set the initial
state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).
Subsequent bytes of plaintext data are then XORed with output from the Sequence
Generator before being inputted into the PKCS cipher: see step 203 of figure 2.

15 During decoding, (figure 3), the first k bytes of data returned from the PKCS cipher
are used to set the initial state of the Sequence Generator (see § 11). Subsequent bytes

are XORed with output from the Sequence Generator before being outputted as the
decoded plaintext: see step 315 of figure 3.

20 8. Bits to Terts

Whereas data is conventionally stored as bits, the preferred PKCS algorithm handles
messages as polynomials whose coefficients can take the values 0, 1 or —1. The
message polynomial is just a string of ternary digits (terts). A method is required for
converting the bits into terts and back again.

25
Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing thé arithmetic

operations used in conversion to be performed using 32 bit integers. A method using

e =y,



Ty,
~t~; m 22 NOV 2004 mhére Z_ois a word repfesenting dgg"bit of t@ﬁ%rﬁgvlﬂm4
and Z, is a word representing another bit of the result. 5 10 A*nethod ©
encryption including the step of carrying out a nmethod as clained in any
. one of clains 1 to 9. 11. A nethod of decryption including the step of
carrying out a nethod as _. . clained in any one of Clains | to 9. 10 12. A
met hod of engkasRtd 6N moRe kgl i : i tract.ing or
mul ti plying po?@)%nom' al s havi ﬂgbgggﬁ@%?gg’%‘?e ﬁ%llgxta%ggivﬂﬁ% ﬁ%) al\lga(lﬁ\l1 —3),
usi ng a met hpatking dfieirrydhatrvaldbemdgligibl Ovaent @npdrbe wibeftcr phaiisisolesa
first polynom al conprising the series of nunerical val ues ?x) and the 15
coefficients of a second polynom al conprising the series of further
nunerical values (y). 13. A nmethod as clained in daim1l2 in which N = 3.
20 14. A net8@dCohvarsionypbitofo iteygs udi ng addi ng, subtracting or multiplying
pol ynom al s having coefficients which are in nmodulo N (N >_ 3), using a
nmet hod &s cl ai KL i : | fircients of a first
pol ynom al co%@?s?ﬁé%ﬁé%ériﬂgelgg ﬁll}ﬁsgrl{e%g l%glgicagtsié(a%ts %‘ﬁ&eﬁ%‘et € same
coef fi ci ent scafiguration em thepodokmiiddits fampthie Shesgaden end hdR ot bitd &N set

nunerical val ues .25 5. nmet ho s claimed.in Claiml14 in which N =
DUTEr L B8 0 B ke B8 15 Do i Sk SR king thecRiEb e Ur 4 ot m 20
i ncl udi ng storage neans at one |location for storing the first word, and._.

storage neans at_ anot her |ocation for storing the second word.
1. x is divided by 3 and the remainder calculated. This value can then be used to

10 determine the next tert. 0 determines that the value of the tert is 0, 1 determines

that the value of the tert is 1 and 2 determines that the value of the tert is —1.
2. xis divided by 3, discarding any remainder.
15 3. Perform steps 1 and 2 a total of twelve times.

Clearly, this process could be accelerated if in step 1 x was divided by 81 instead of 3,
and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
four elements) of terts to determine the values of the next four terts. x would then be

20 divided by 81 in step 2. If this approach were used, the process would only require
three iterations instead of 12.

t“')‘.-ﬂv" :

Even greater speed could be achieved by a method that divided x by 729, taking the
remainder, before using a table of 729 possible 6-tuples of terts to determine the
25 values of the next six terts, and then dividing x by 729. This option would require only
one remainder and one division operation. However, each méthod offering such an
improvement in speed would also suffer from a corresponding increase in code size.

The ultimate method in terms of speed would use a straight lookup on a table of all
531441 possible 12-tuples.

Ty



22. A device as claﬁagd in Claim19 or Qgaim20 |nc(ﬁalng storage neans in
one |l ocation for storing, together, the respective first wordgg Ny 88 age
means i n another |ocation for storing, t oget her, the respective second

. words. . 15 22 NOV 2004 74 ABSTRACT Parallel nodulo arithnetic

calculations are carried out on a device adapted to performbitw se |ogical
operations by storing the nunbers to be operated upon in a 5 vector form
and perform ng arithnetical operations on multiple nunbers in parallel. The
i nventi on f.%ﬁl@ heyr of S alovapptthedstis osed, rﬂlecqunbmsylspmms ga&smldes as the

Ot her f' el di@ngko{g((ﬂg,g -0 6J&Aq26%k§${i%b -1,1,0,- 1 f?\lv fb\ IAY? Thus not alfb\boséﬁnllé

ﬁ'g A E ﬁYAlz tﬁp]l’&s eftaecfmaﬂ\me 2overftedThiNsFheARe Al A83 Y4 1Ak -ofSkerAftin ARI= AQ . A
i . Ay. AYu

A9\ AP. Al i 5A4%§3 A")hGISAznAQl)tw; sﬂszof\tgrtsﬂgmepuxsvdm@skawgp Ak rmbedbﬁs@ilfy%l A9
_A9u . A9. ASKI . Al A% AcbRYHE ) +2AqtZXY[gG | L' O :

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required

number of random bits. The length of the real message data, excluding the padding, is~—"
10 remembered and used for determining the value of the end of message marker. See § 9
for further details on this.
Example
15 For the purposes of this example, it should be assumed that the sequence of 19

bits is 0101101101001100010, ordered from the first and least significant bit to
the last and most significant bit. Regarded as a decimal integer, this sequence

of bits is 144090. The value of each tert can be calculated as follows:

20
Number Remainder when New value of x after division by Value of
} of tert x is divided by 3 . 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0
1 0 48030 + 3 =16010 0
2 2 16010 + 3 = 5336 -1
3 2 -5336+3=1778 -1
4 2 1778 + 3 =592 -1
5 1 592 +3 =197 1
6 2 197 +3=65 -1

R =
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The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,—1,0},

can be converted back into bits as follows.

Number of tert"

NG 2 Oy B W N = O

—
o

11

Value of tert

Value to be added to x -

0
0

2x3%=18
2% 3% =54
2x3*=162
3% =243

2 x 36 = 1458
2% 37=4374
0

3% = 19638

2x3'°=118098

0

"New value of x

0

0

0

18

72

234
477
1935
6309
6309
25992
144090
144090

x does not have more than 19 significant bits (144090 < 2'°) and in binary is
represented by the 19 bits 0101101101001 100010. These are the same 19 bits

that were converted into ternary in the previous example.

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
is performed using blocks of 19 bits. Clearly, not every message will have a length

15 that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be

)
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Furthermore, the encoding mechanism operates on ternary polynomials with N
coefficients, where N is an integer parameter determined By the key strength. The
message, once converted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also™™"

10° need to be padded out with random temary digits. When the message is decoded, it
must be possible to disregard these terts.

An end of message marker is added to the message, therefore, to tell the decoder
exactly where the original data terminated.

15
It should be noted that the method for conversion of bits to terts will never generate a
12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-

1,-1,-1,-1,-1,-1,-1}. The values in this range are all used as end of message markers.

20 As previously stated, the last block of the message is padded out to 19 bits if
necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the message as an end marker. The end marker is calculated

in the following fashion:

25 1. B should be assumed to be a random integer in the range 0-375, and A the number

of the last rhessage bit in the incomplete set of 19 bits.

2. A+19x B +2" is converted into 12 terts in exactly the same manner as sets of 19

bits have previously been converted. The resulting set of terts will be in the range

Sy
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& ( ) JIX, $1098( 8¢ qhynassgs ‘(I&T]Qe) renal@deRdOUEp bl nbintal is then padded out with
: random terts.
5 Other calculations could of course be used to create the e_.rld".of message marker,

provided that the result is a series of terts that falls outside the possible space used to
represent messages, and that one can determine,_ from the end of message marker,
which is the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantially

10 at random,) a marker from the appropriate part to indicate which of the last 19 bits

represents the actual end of message.

The padding of the message block could be at the beginning or at the end of the block;
and the end of message marker could be added to the front or to the end of the
15 resultant block of terts. The direction within a block is more or less arbitrary, and

hence expressions such as “followed by” can encompass “in front of” when the block

is considered in reverse.

Coding Example
20
For the purposes of this example, it is supposed that there are only 4 bits of the
) original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0", 1%, 2™, and 3" bits of this block of 19
25 belong to the original message and the 4% ..., 18" bits are just random
padding. A is therefore set to be 3, since the 3" bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.

Ty



L

H10% (& ()-1< p#10% (& ()-B9>: - a:: : : :ezodY: Z10%&E() - 10( 10(

I[130(1$((1(()cy((§ez)()-!|[r21$10f%a\|(r\|(&' O -1 W) (1007 7(& ()-17 )'((10%>(>(2&2(m 2004
|05 () P\ 10K’ () VPV IOOE (). 21 100 () - =>Hb>X2922X60lY

o0& () - 0%&' () - VFV10%& () - & ()-=> :
!1?,/%(12)0/25%&'/%9 , VV\$\{O%_&'(%)-! , VB10%AAL () -! @ WB10%m& () -, WB10%&' () - ! v10
/R - |)@ W?@@ | . . . .
1/%, (12$18%&' ()B B?&B 1$1§§£33:’i‘q {‘%9?%%?%5%0%2 {’I%E’SE?'-F!W\?@%@%Z‘F)?!%WD%&' () - BBBCE
FG <MB7 ! 10theciagd004878)Fot th@m?ﬁﬂ:;%o{gi'zi% )ezi%?ﬂalg,g%‘(%%@;’/%ggvel% 3;?‘(’4%% %f

%8 () - 08 (.- 1133333{ YK= 1)) 37) 109 -
! ? :fL) (12)0/5 (1 ? (%ﬁhfgg)?& g!%’fﬁ?é%kﬂ&l@(ﬂ)perfﬁgne/ér( 109884 () - J+JIMKL) MV X6K=/
10! NFV: $100& () - & x<D 109%2?& () -! CHYOLO0%& ()-v ! J#YYd0%~& () -V

5 A+ 19xB+2"=34+19x 122 +2'% = 526609.
The conversion of this integer into terts gives {1,0,0.1,0,1,-1,0,-1,-1,-1,-1}.

Note that this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly
10 seen from the fact that in the former 12-tuple all four of the leading terts (those

on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.

{1,0,0,1,0,1,-1,0,-1,-1,-1,-1} is the required end marker.

When the message is decoded, each set of 12 terts in turn is converted back into 19
15 bits..If operating normally, the decoding process will eventually encounter a block of
12 terts that lie outside the range for conversion back into 19 bits. In other words, the

integer obtained through conversion back into binary has more than 19 significant bits.
(See § 8)

20 This integer is the end of message marker. After this end of message marker has been
converted back to binary, 2'° is subtracted from it. The result is divided by 19, and the
remainder taken. This returns A. Of the 19 bits of the block immediately preceding the
end marker, the sequence of bits starting with the 0™ up to and including the A™ bit are

kept as original message bits. The remaining bits are the random padding, which can

25 be discarded along with any remaining terts.

Decoding Example
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}ASH= 10! to binary, the value 526609 is yielded. This is at least as large as 2'° {or in

5 other words has more than 19 significant bits in its binary representation).
Subtracting 2! and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0™ 1% 2™ and 3™ bits of the previous block of

19 bits are valid message bits. The other 15 bits can then be discarded.

10 It will of course be understood that the use of an end of message marker from
within an unusable space for message-carrying is not res;:ricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus
could be used, provided that there exists some suitable inaccessible space.

15

10. Pseudo Random Number Generator

-“Tumbler provides two pseudo random number generating algorithms (only the second
of which the present applicant considers to be protectable). Both algorithms utilise the

SHA-1 to produce an unpredictable and randomly distributed bit stream based on an
20 input seed.

Y
S

It is important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed.

25 |
The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
-SHAIRandom and MD5Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is
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10%& (') 10{?%0&3)%16 to add more input, which is hashed together with the current state.
Figure 9 shows how a simplified version of how such a generic PRNG operates,

901. It is necessary to ‘seed” a PRNG, or in other words to give it an initial state on
which to base all subsequent output. Inputting data that is sufficiently unpredictable
achieves this, though it may skew and therefore become unusable as pseudo random
data. Such data is usually obtained by measuring real world events such as the timing "

10 of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The
unpredictability of entropy might not be the same as its size. 10 bits of entropy may
15 only have 16 possible collective values and will therefore have 4 bits of

unpredictability. Using this hashing step one can enter enough entropy to guarantee

sufficient unpredictability.

903. The output from 902, together with the value of the counter in 904, forms the
20 internal state of the PRNG. '

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs.
25

90S. Another hash instance combines the result of the first hash 903 with the counter

904. This hash is used again each time a new block of random data is required.

906. The result of the hash in 905 is the pseudo random data. Depending upon the

30 application this may (but need not) be a string of pseudo-random bits.
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H() is defined to be the hash function; X||Y to be the concatenation of X and Y; Cto
5 be the integer counter; E; to be the i pool of entropy that is added to the Random
Number Generator; P; to be the /™ 106-bit pool of random data that has been generated
since the input of E;and S; to be the 160-bit internal state that creates P;.
&
- When the algorithm is first initialised, the counter C, / and j are set to zero and the ~—
10 state, Sgg, has all 160 bits unset.

- When the i pool of entropy is inputted into the PRNG, supposing that the current
. state 15 Sy, then the new state, S, becomes H(Sg-nlE:).

15 - When more data is required the counter C is incremented by one and the new pool
P;; becomes H(S/|C).

This method acts as a secure mechanism for producing an indefinite cryptographic bit
stream from entropy input, but has the disadvantage of dnly possessing an internal
20 state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

quantity of entropy input, there cannot be more than 2'*® distinct bit streams produced

between input operations.

25 In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2™ possible NTRU PKCS private keys. If one used a PRNG with an internal state of

2!, with only one seeding operation, then at least 2°2° of the possible keys could

never be selected.

30
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5
We propose two solutions to the problem of achieving sufﬁéiently random data in a
platform independent manner.
The first is a self re-seeding PRNG. This method is fairly simple to explain, but places ™™~
10 an extra requirement on the system in which it is employed and as such is only semi-

platform independent.

The basic internal mechanism of the PRNG remains unchanged. For each platform on

which the PRNG is expected to operate, a function exists that can be called by the
15 PRNG and which will provide the PRNG with entropy.

The PRNG produces random data as normal, but records the quantity of data
produced. This is compared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
20 as much data as the smaller out of the internal state and the unpredictability of the

entropy, then it calls the platform specific function and requests more entropy.

The second solution is more complicated, but has the advantage of being completely

platform independent.
25

The basic principle involves the use of a PRNG with a very large internal state. The
problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.
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5 2048 bits, so that there are 22 distinct bit streams that can be generated between two
input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-
seeding PRNG. Another advantage of TSR-LS over a dynafnically re-seeding PRNG
is that the latter will use seed data piecemeal, so the initialloutput will not be

dependent on some of the seed. With TSR-LS, all of the output is dependent on all of ™~

10 the seed; any difference in the 2048-bit state has the potential to alter every bit of the
output.

TSR-LS uses a system of multiple tiered hash functions. A simplified version is
depicted in figure 10.  The hash functions could be embodied in software or,

15 alternatively, they could comprise hardware hashing means.

1001. The entropy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding process will be stower the more hash functions one uses, but on

20 going operation times are independent of the number of hashes.

1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

| !
\ww‘ 4

25 . 1004, The second tier’s hash takes in the output from all of the hashes 1002 in the first

tier and hashes all of this together. This ensures that every bit of the final output is
based on every bit of the initial seed. |

100S. The output from the second tier hash 1004 forms the pseudo random output for
30 the PRNG.
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10998 () - Z][Eac%: time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
5 state PRNG described above. )

1003. This counter is used to ensure that each hash functmn produces new output with

every rehashing operation. Here, and in the example below, the 1n1t1al output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003,
10

The re-hashed output of the particular re-hashing function is then fed to the second-tier

function 1004, which hashes it with the output it has previously received from the

other functions 1002, to create the required new output data 1005. In this way, only

one of the functions 1002 needs to re-hash and pass data to the second-tier function

15 1004 when a request for new data is made.

The hash functions 1002 obtain additional entropy from the pool 1001 as and when

they need it.  Alternatively, additional entropy may be supplied en block to all the
functions 1002 at once.

20
A precise description of TSR-LS follows:

TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Hy(),
Hi(), H20), Ha() are defined to be these hash functions; X||Y as for TRS above; Cy, Cy,
25 C and Cs to be four 160-bit counters; Iy, I, I and 15 to be four 160-bit increments; E;
to be the i pool of entropy added to the Random Number Generator; Ei, Enn, En, Eis
to be four sub-pools of entropy for each entropy pool E;; Pj to be the /M 106-bit pool of

random data generated since the input of E;; and S; to be the &™ 160-bit intermediate

state generated.
30
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5 divided so that the nth byte is placed in the entropy sub-pool E;, where g is the
lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete
set of 4, in which case the bits of this last set of bytes are divided so that the nth
bit is included in the entropy sub-pool E., where « is the lowest positive residue of

n modulo 4. The last internal state block created should be defined as St. For each ™™
10 of the hash functions H,(), a sub-pool of entropy is concatenated with all of the
previous data entered into that hash. The digest for this concatenation is

computed, and the result placed in Sj.q+;.

- When more data is required,  should be taken to be the least positive residue of ;

15 modulo 4. C, is incremented with the increment I, by adding this value modulo
2" Next, this value is concatenated to the input that was previously hashed by

Hz(), and the result is computed. It should be assumed that the last internal state
block created was S;. In this case, the result of this hash is placed in Sg+;, and the

new pool Pyybecomes H(So||S1]l...[|S+/).

20
11. Sequence Generator 7
The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
25 deterministic. It must still be computationally unfeasible to find an input seed that will

generate an arbitrarily chosen sequence, or to calculate the input from any part of the

output.
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that operates slightly differently from the PRNG (although a PRNG could be used).

5 The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After thaf, new sequence data is

provided by concatenating the previous output block with the hash input and re-

computing the hash.

10 12. Efficient Modulo Arithmetic through the Use of Parallel Bit
Operations on a Vector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

using bit based technology.

15 This method allows one to use a bit (ie binary) based device to perform modulo
arithmetic efficiently. This is achieved by storing numbers in a vector form and
performing arithmetical operations on multiple numbers in parallel, using a simple
sequence of bitwise lbgical operations. One can use this to perform efficient modulo
arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

20 uses this method for performing PKCS ternary operations.

g

12.1 A More Detailed Description of Modulo Arithmetic

Arithmetic modulo 7, for some positive integer base , concerns operations between

the 7 ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

25 a common remainder when divided by 7.

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
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The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

same integer, Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and 'Iﬁultibligétion between residue classes work in the same way

as for normal integer arithmetic between any chosen representatives from the residue

classes. Usually the former involves choosing a set of representatives, one from each ™

residue class. These would normally be either the set with smallest positive value (i.e.

{0, 1, ..., #-1}, or the set with the lowest absolute value {[-+/2]+1, ..., 0, ..., [/2]}.

Modulo arithmetic is theoretically much simpler than generalised integer arithmetic.
However, modern digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.

12.2  Machine Assumptions

Henceforth it is assumed that there exists a device which uses w-bit words and is

capable of performing the following bitwise logical operations:

* The binary operation XOR defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are neither both set, nor both

clear.

¢ The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

oo 2 NOV 2004



'\"'ma.r‘;

£
U& ()-z!-,$10% U: U&"()-!<, $10% U U& ()63S 10% U&' (

US| 2910% U& ()-!  ($10%UmJ& ()-: ! ($10%m& ()-:0."*} r<{ Y7
111 XY98$10%UeU& ()-W6 10% U& () - cl Y9d0%

o, 62%40%
1, 629409 ()- ko Y7 11 p#10%JU& ()-! 10% U U& ()- 10 U 18

&I

(g 2004

& ()--1JI YO A0 ()--! Xl YUd0o%ee& ()--p#1l0%\& ()-}rg\: 11110%
* The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

+ The unary operation NOT defined to return a word each bit of which is set if and

5 only if the corresponding bit of the input word is clear.

12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

10 Digital devices will normally store integers in binary form in the adjacent bits of one

word. This is to permit the use of circuits such as ‘half adders,” which allow for carry

between bits. With a vector representation the value of a number is represented by bits

located in corresponding locations within different words. The value of these bits need

not relate to the binary form of the number. Interpreting the bits in a novel way, as

15 illustrated with ternary numbers in the later example, may lead to greater efficiency as

well as other incidental benefits,

Performing a single modulo arithmetic operation between two integers is considerably

less efficient using vector representation than using normal integer methods. This is

20 because combining the 2x[log; #] words representing the numbers will generally

involve O(logs #) operations.

The applicant has realised, however, that the advantage of a vector representation lies

in its indefinite parallelisability. The number of identical operations that may be

25 performed concurrently is limited only by the word size.
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ternary number) are zero, one and minus one. This is an arbitrary decision and the

‘system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
words. The bit located in the first word is set if and only if the value of the tert is not
zero. The bit located in the second word is set if and only if the value of the tert is one.

Hence the three terts 0, 1 and —1 are represented by the vectors <0,0>, <1,1> and )

10 <1,0>, respectively. In this manner # terts may be represented in two n-bit words.

Example

Let us assume that we wish to use vector bitwise representations of the four
15 terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
table:
Tert Vector Vector
1* bit 2" bit

0 0
0 0 0
1 0
1 1

Now, taking and storing sepafately the 1% bits and the 2™ bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1°
bits), and 0001 (representing the 2 bits). We may then carry out modulo
20 arithmetic not on the individual terts, nor on the vectors, but on the words

themselves, for example using the operations XOR, AND, OR and NOT. This
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0 1%/8/& (&teyp{dét%tfgn 0% 2}16%51'[3 allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is
10 clear, the bit located in the second word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on three separate
15 words, the first representing all the first bits in the vector representation, the second all

the second bits and the third all the third bits. The approach would work for higher

bases as well.

12.5 Modulo Three Arithmetic

20 Modulo three arithmetic is performed in the following manner.

KXo and X, are the two »-bit words representing the » terts xy, ..., x,.;, where the word
X.o contains the bits set if the corresponding tert is not zero and the word X, contains
the bits set if the corresponding tert is one. Similarly Y.p and Y are the two n-bit

25 words representing the » terts yy, ..., ¥ 1.

The result of adding the » pairs of terts (x;, y;), each modulo 3, for i = 0 to (n-1), to
produce Z.gand Zy which represent the terts xo+ yo (mod 3), ..., X .y + ¥ .1 (mod 3),

can then be calculated as follows:

%;
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The result of multiplying the » pairs of terts (x;, y;), each modulo three, for i = 0 to (n-

1), to produce Z.y and Z, which represent the terts xo x yo (mod 3), ..., X,.q X y,.1 (mod

3), can be calculated as follows:
15

I

Zy
Z

(X0 AND Y.o),
(NOT (X, XOR Y)) AND Z.

]

In the field F3, the only two non-zero elements, 1 and -1, are both self-inverting.

20 Hence division is indistinguishable from multiplication.

12.6 Hardware and Software

This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. Figure 11 shows a circuit diagram for addition modulo
25 3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a

circuit diagram for multiplication modulo 3.

In software, this method allows for scalable parallelisation, since one is ablc to take

advantage of the full width of a word of any length.
b
'
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of polynomials. The decryption system requires the convolution product (star-

10 multiplication} of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
15 polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sumn, and so on.

If the first polynomial is represented as the two bit arrays X; and Xy as described
above, and the second polynomial is represented as the two bit arrays Y, and Y.o, then

20 the polynomial sum of the two polynomials can be calculated by performing the

() following modulo 3 addition operations on the four arrays.

Z (X0 XOR Y ) AND (X; XOR Y.g),

Zy = (X-0XOR Y_9) OR (X; AND Y;) OR Z,.
25
The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.
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This approach to modular arithmetic may find applicétion in the field of digital data

5 _ processing generally, and is not restricted to use within cryptosystems. .

R Y



C1#30 H 99J 10%' & ()('ng 10% ' & ()-f93 10%' & ()-f9J 10%' & ()-f#30 H
FFFFFFF DvW4v  19J 10%' & ()-f#30 H 9J 10%' & ()-f9) 10%' & ()259}3!930%04

& ()-£9 10%' & ()-fFFFEFFF{_2vUdv 19 10%' & ()-19J 10%" & (44

©193 10% & ()-f93 10%" & ()-9J 10%' 68 ()-fFFFFFFE_2vUdv 19] 10%

& ()-19J 10%' & ()-f9J 10%' & ()-f#30 H 9J 10%' & ()-f9J 10%

. () - %' & ()-19J 10%' & ()-f9J 10%"

i- 8:25??@%3 1&'95)1? (I):/OFFF%FI(:) <I/aivlo|/o#3o HQ?J 10% (:&() gig(ylo%'

. C o | #39J

& ()-f9J 10%, &Og})métge]d @cf%rjrn%o o p%ﬁ%f&#&@fp’z %u&c% Sulpéons fop device

& () 130 1 éo@;[a tzdu;,) erfortbliti8dogiod] dperdtfohs IQ¥aprisfagt ) - F#30 H 93 10%

i()-ltgg;&%g/ie pf9J l:f% & () -f(%GZG?C%G(.kG:G 5\? v 1#9J 10%'

o 8' 0] 1 0%‘: éa% r?pgﬁsef 9% a sqgiep pf pureriqal valuagoe to 1 Qpaﬁt?d]f s%\(])%100/ -

. -f9J 10%' & ( 0

T S o o]
% forming a first word (X_g) from one bit of each of the said-

vectors, and a second word (X;) from another bit of each

of the said vectors; and

{c) performing bitwise logical operations on one or both of the words,
10

2. A method as claimed in Claim 1 including:
(d) representing a series of further numerical values (y), to be
operated upon, by respective bitwise vectors;
(e) forming another first word (Y.o) from said one bit of each of
15 said vectors, and another second word (Y,) from said another
bit of each of the said vectors; and
(f) performing bitwise operations on both the respective first
words (X, Y.o) or on both the respective second words
(X1, Y.
20
} 3. A method as claimed in Claim 1 in which the first word (p) is stored in

one location and the second word (X;) in another separate location.

4, A method as claimed in Claim 2 in which the respective first words
25 (X.0, Yoo) are stored together in one location and the respective second words

(X, Yy) in another separate location.

5. A method as claimed in Claim 1 in which the numerical values (x) to be
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values (x) and the further values (y) by determining Z.y and Z; as follows:
Z] = (Xo XOR Yl) AND (Xl XOR ng),
10 Zy = (X9XOR Y.) OR (X; AND Y,;) OR Z,
where Z.; is a word representing one bit of the result, and 7, 1s a word

representing another bit of the result.

8. A method as claimed in Claim 5 and Claim 6 including calculating the
15 results of subtracting (mod 3) respective pairs of values (x;, y;,) from the series
of numerical values (x) and the further values (y) by determining Z., and Zy as
follows:
Zo =  (XoXORY.g)OR (X; XOR Yy,
Zy = (Y-XORX;) AND ((NOT Y,) OR X.g) AND Z,.
20 where Z. is a word representing one bit of the result, and Z,1s a word

representing another bit of the result.

9. A method as claimed in Claim 5 and Claim 6 including calculating the -

results of multiplying (mod 3) respective pairs of values (x;, y;) from the series

25 of numerical values (x) and the further values (y) by determining Z_y and Z, as
follows:
Zy = (X0 AND Y.p),
Z, = (NOT (X; XOR Y,)) AND Z..
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Of | #109B%B&2( ) - A\ |méthidd  of encryption including generating a key by adding,

subtracting or multiplying polynomials having coefficients which are in modulo
N (N 2 3), using a method as claimed in Claim 1 or Claim 2, the coefficients of
a first polynomial comprising the series of numerical values (x) and the

15 coefficients of a second polynomial comprising the series of further numerical

values (y).
13. A method as claimed in Claim 12 in which N = 3.

20 14. A method of decryption including adding, subtracting or multiplying
polynomials having coefficients which are in modulo N (N = 3), using a
method as claimed in Claim 1 or Claim 2, the coefficients of a first polynomial
comprising the series of numerical values (x) and the coefficients of a second

polynomial comprising the series of further numerical values (¥).
25 |

15. A method as claimed in Claim 14 in which N = 3.
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19. A digital device for carrying out parallel modulo arithmetic calculations

10 by means of bitwise logical operations, comprising:

(2) means for representing a series of numerical values

(x) to be operated upon, by respective bitwise vectors;
(b) means for forming a first word (X.p) from one bit of each
of the said vectors, and a second word (X,) from another

15 - bit of each of the said vectors; and

(c) means for performing bitwise logical operations on one or

both of the words.

20. A device as claimed in Claim 19 including:
20 (d) means for representing a series of further numerical
values (y), to be operated upon, by respectivé bitwise vectors;
(e) means for forming another first word (Y-o) from said one
bit of each of said vectors, and another second word (Y1)
from said another bit of each of the said vectors; and
25 (f) means for performing bitwise operations on both the

respective first words (X, Y.o) or on both the respective

second words (X,, Y;).
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