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Technical Field

The present invention relates to an information processing system and an
information processing method uéing an encryption key block, and a program
distributing medium, and particularly, to a system and a method for dist_ributmg an
encryption processingkeyina Sy_stem involving an encryption processing. Particularly,
the invention relates to an information processing system and an information
processing method using an encryption key block, and a program distributing medium,
which uses a tree-structured hierarchical key distributing system to reduce data
quantity contained in a distributing key block to thereby reduce a distributing message
quantity, relieves loads of a content key distribution or data distribution when various
keys are renewed, and can hold safety of data, and which realizes key distribution and
management constitution based on capability by managing a hierarchical key
distributing tree by using entities as sub-trees classified based on the capability as the
data processing ability of devices under management, and relates to an information
processing system and an iﬁfonnation processing method using an encryption key
block, and a program distributing medium, which realizes effective key distribution and

management constitution by managing a hierarchical key distributing tree by using
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processing capability of a device are defined in a key tree in which keys

en are assigned,to the roots, nodes, and | eaves which are devices of a
tree. Agwaﬁgﬁﬁﬁéﬁytentity of each sub-tree creates a sub make- Q- effective

key bl ock effective in the entiw. A Keﬁ i ssuing center creates a
make- ef f ect i Recdutly, banoks sedtwataldata (viigh il be herginafteihenlledgonfents)suchn
capability according to the capability information on the entity. Each
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or the ey AR Hch% S i€l et 24 Sorage media capable of being circulated
such as DVD, CD, etc. These circulation contents are reproduced by reception of data
by a PC (Personal Computer) owned by a user or game apparatus, or by mbunting a
memory medium, or are stored in a recording device within a recording and
reproducing apparatus attached to PC and the like, for example, a memory card, a hard
disk and the like, the contents being utilized by new reproducing from the stored
mediom.

Information apparatuses such as a video game apparatus, PC and the like have
an interface for receiving the circulation contents from a network or for getting access
to DVD, CD and the like, and further have control means necessary for reproducing
the contents, and RAM, ROM and the like used as a memory region for programs and
data.

Various contents such as music data, image data, or programs are called from
a memory medium by user's instructions from the information apparatus such as a

game apparatus, PC and the like used as a reproducing apparatus or user's instructions

through input means connected, and are reproduced though information apparatus or



and creates a make-effective key bl ock decodabl e only by thel3s&iget 2004

entity by using the sub make-effective key block. Thus, a make-effective
key bl'ock can be created in accordance with the data processing capability
of a device and distributed, and the key tree hierarchical structure can
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system and an |nf ormation processing nethod using an encmiyptlon key bl ock,
and a pileymasen gediesallyi beld iy thetti distribwdopaiglits iyardwners canal sgles cagentsi a
met hod for distributing an encryption processing key in a systeminvol ving

an encrAptardingly A6 dstHbetiofaf theSdd citbitts, thERs h Pretetdratine 8 Laih@3ink Ratidh,

i nformation processing systemand an informati on processing nethod usi ng

an encrypf{o Ehé(&‘é’e O QHward ¢ oPartE QW By AVatid 12 L8 thall §8h i8R uction without -

permission is not made. That is, generally, the constitution taking security into
consideration is employed.

One procedure for realizing the limit of use to users is an encryption processing
of distributed contents. Namely, for example, various contents such as voice data,
image data, game programs and the like .encrypted through an internet or the like are
distributed, and means for decrypting the encrypted contents distributed, that is, a
decryption key is given to only persons confirmed to be a valid user.

Encrypted data can be returned to decrypted data that can be used by decrypting
processing in accordance with the predetermined procedure. Data encrypting using a
decryption key for decrypting processing, and a decrypting method, using an encrypted

- key for encryption processing of information as described have been heretofore well
known.

There are a variety of kinds of forms of data encrypting and decrypting method
using an encryption key and a decryption key, but there is, as one example therefor, a
system called a so-called common key encryption system. In the common key

encryption system, with an encryption key used for encrypting processing for data and



whi ch uses a tree-structured hierarchical key distributing sisAwust 2004educe
data quantity contained in a distributing key block to thereby reduce a

di stributing nmessage quantity, relieves |oads of a content key
distribution or data distribution when various keys are renewed, and can
hol d safety of data, and which realizes key distribution and nmanagenent
constitution based on capability by mdnagi ng a hi erarchical key
distributing tree by using entities as sub-trees classified based on the
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relates to mati on sing system and an’ i nfonati orf processing
met hod ,ysi ng an_encrypti on ke bl ock, .and a progr distributiqag.medi um
whi oh rLBaY SsTVRRRE pIGGrsSTE il deCrimia S P e 4aAldusete atiR ehiRisn by
managi ng a hierarchical ke% di stributj ng@;@ree by using 13 August 2004 3 2
entiti dBe datangsess by amvivalid aseroAsariypicehiystem phthegystaid apdesarilisshthere
various software data (which will be hereinafter called contents) such as

game prig@)@r@]aamqﬁmypﬁ@@stdlmg@)_dat a, and so on have been actively
circulated through a network such as an internet, or storage nedia capable
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PC and the |ike, for exanple, a nemory card, a hard disk and the |ike, the

cont entfenglépmguch 29 4 hash Binchiew aneibeduistsi olgp passriwerdeos therlédee, feeaxanple.

The unidirectional function herein termed is a function which is very difficult to obtain
an input conversely from an output. For example, the unidirectional function is applied
with a pass-word determined by a user as an input, and the encryption key and the
decryptidn key are produced on the basis of the output. It is substantially impossible,
from the encryption key and the demypﬁon key thus obtained, to conversely obtain a
pass-word which is an original datum thereof.

A system making processing by an encryption key used for encryption and
processing by a decryption key used for decrypting different algorithm is a system so-
called a public key encryption system. The public key encryption system is a method
using a public key that can be used by an unspecific user, in which with respect to an
encrypted document for a specific individual, encrypting processing is carried out using
a public key distributed by the specific individual. The document encrypted by the
public key can be subjected to decrypting processing merely by a private key

corresponding to the public key used for the encrypting processing. The private key is



| nf or mat i on appar at uses such as a video gane apparatus, PC atidAugust 200de
have ,an interface for receiving the circulation contents froma network or
for getting access to DVD, CD and the like, and further have control neans
necessary for reproducing the contents, and RAM ROM and the |ike used as
a nenory region for progranms and data. Various contents such as nusic
data, inmage data, or prograns are cal ked from a nenory nedium by user's
instructions fromthe information apparatus such as a gane apparatus, PC
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made. That is, generally, the constitution taking security into
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decr ypcovsiitugpns sn gihiencontents arepmcsypted aodstaraddn the teeordinginediasach

as a network, or DVD, CD and the like to provide them for users, and to provide a
content key for decrypting encrypted contents for only a valid user. There is proposed
a constitution in which a content key for preventing invalid copies of tﬁe content key
itself is encrypted to provide it to a valid user, and an encrypted content key is
decrypted using a decryption key owned by only the valid user to enable using the
content key.

The judgment whether or not a user s valid is generally carried out by executing
authenticating processing before distribuﬁon of contents or content keys, for example,
between a content provider who is a transmitter of contents and a user's device. In
general authenticating processing, confirmation is made of a mating party, and a
session key effective only for communication is produced. When authentication is
established, data, for example, contents or a content key is encrypted using the
produced session key for communication. The authenticating system includes mutual

authentication using a common key encryption system, and an authentication system



Encrypted data can be returned to decrypted data that can beldleglisbg004
decrypting processing in accordance with the predeterm ned procedure. Data
encrypting using a decryption key for decrypting processing, and a
decrypting nmethod, using an encrypted key for encryption processing of

i nformati on as descri bed have been heretofore well known. There are a
variety of kinds of forns of data encgypting and decrypting nethod using
an encryption key and a decryption key, but there is, as one exanple
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processing for data.and 13 August 2Q04. 4 a decryption key usged for
decrypt‘Fn@’edél’S&elﬁ‘aH’é‘?q d5 Biece ,W%HC dfmBrORERIgI et Lig t‘%ﬁe‘é‘grwz}lpti ng
processing and decrypting is given to a valid user so as to elimnate the
dat a aquesessing. Fnrthen,dhithe pslelic keysswstay piapputstiondoadis large andnenessary
described, there is DES (Data Encryption Standard). The encryption key and

t he deghyRbrPukiBitt iRFeiRs, hh¢ (8O pFyEEToRADIRREES ProcssMptmeans vRtdaah as
descri bed above can be obtained by applying a unidirectional function such

as a h - f unct i e 1.S: Qf a pass-word or the like, for exanple.
The un?fﬁ%%ec],{tgﬁlghglrhegﬁﬁ%%%Ogl%ﬁ@éﬁi termed is a function which is ve?E
difficult to obtain an input conversely froman output. For exanple, the
unidirectional function is applied wth a pass-word determ-ned by a user
as an input, and the encryption key-and the decryption key are produced on
t he baddiscloutchef thetlpyention i s substantially inpossible, fromthe
encryption key and the decryption key thus obtained, to conversely obtain a

~ It is an object of the present invention to provide an information processing

system and an information processing method using an encryption key block, and a
program distributing medium, which enables transmission of data safely to a valid user
without relying on mutual authentication processing between a transmitter and a
receiver of data as described above, and which realizes key distribution and
management constitution based on capability by managing a hierarchical key
distributing tree by using entities as sub-trees classified based on the capability as the
data processing ability of devices under management.

Itis another object of the present invention to provide an information processing
system and an information processing method using an encryption key block, and a
program distributing medium, which enables transmission of data safely to a valid user
without relying on mutual authentication processing between a transmitter and a
receiver of data as described above, and which realizes effective key distribution and

management constitution by managing a hierarchical key distributing tree by using



pass-word which is an original datumthereof. A system nmaki ng Augosexxi4sng by
an encryption key used for encryption and processing by a decryption key
used for decrypting different algorithmis a systemso- called a public key
encryption system The public key. epcryption systemis a nethod wusing a
public key that can be used by an unspecific user, in which with respect to
an encrypted docunent fora specific individual, encrypting processing is
carried out using a public key distributed by the specific individual. The
docunent . encrypted by the public¢c key can be subjected to decrypting
procé@ﬁﬁﬁ@fﬁépg$§5b?“&gﬁﬁowapéﬂﬁ@¥nﬂﬁorresponding to the public key used
for the encrypting processing. The private key is 13 August 2004 5 owned
mer el y by Ahdnfortiatiodyabcessismgdsystam hsingrlan kecqyphibi dkeydyipclaadedridngitac ument
encrypted by the public key can be decrypted nerely by the individual

havi ng firkteaspect véittlee lpegsendiriventionl is el whidheyossituiepta ey speet @nwihicha RSA
(Ri vest - Sham r- Adl eman) encryption. By nmaki ng use of such an encryption
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he vineeeean Sobatire block e (@ Grptide ikdg. o device, and comprises’a ¥
plurality of entities which constitute a part of the key tree, manage sub-trees classified
based on capability as data processing ability of the devices, and generate a sub-
enabling key block (sub-EKB) based only on a key set corresponding to nodes or
leaves included in the sub-tree, and a key distribution center (KDC) which manages
capability information of the plurality of entities and generates the enabling key block
(EKB) decodable only by the entities having common capability by using the sub-
enabling key block (sub-EKB) generated by the entities having the common
capability.
In the information processing system using an encryption key block according
to the first aspect, the key distribution center (KDC) includes a capability management
table in which respective identifiers for the plurality of entities, the capability
information for the entities, and the sub-enabling key block (sub-EKB) are
corresponded to one another, and selects an entity capable of processing distributed

data to a device based on the capability management table to generate the enabling

key



The judgnent whether or not a user is valid is generally cark3AuustizOlly
executing authenticating processing before distribution of contents or
content keys, for exanple, between a content provider who is a transmtter
of contents and a user's device. In _general authenticating processing,
confirmation is nmade of a mating par%y, and a session key effective only
for comrmuni cation is produced. When authentication is established, data,
for exanple, contents or a content key is encrypted using the produced

sessi e co i cation, The authenticatjng systemincludes nutual

aut he%?‘?‘{i‘aéléﬁf Q%‘F":%g& %‘gmﬁhﬁélfvﬁé P?g?li Bs S§i¢§?e@r%mé)‘rd an aut henti cati on
system 13 August 2004 6 wusing a public key system In the authentication
using a ¢ inégrmationopresessig sydtemtuséng g8 coaryptios ey bleck aseordingnhi ch i s
i nconveni ent at the tine of renewal processing. Further, in the public key
syst efa the prpsendinwentionpd newly addel aftity-toehekeniiee drnsmites 4stnehibling

I ncreases, and the provision of such a processing neans on each device is
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of the present 1 nvention to provide an In mat 1 on processing system and

an infor i rocessin h usi an encrypti.an key-block nd a
progrSa}%'%lgéP,fﬂb%??‘ﬁgeﬁﬁ%%&ﬁ]gﬁ\?g?%g%ﬂ Egocp;s&l%gﬂf ﬂ'éq %‘ﬁ}il& 'g(f ﬁ‘e?é"rya y to a
valid, user ., wthout r [.ng on nutual authentjication processing hetween a

t r ans@istriytion,, gegter, é%ﬁd/)er apd gxecaitess nAIEIGatinR  Prprsseingamd wAPlibeal i zes
key distribution and managenent constitution based on capability by
managinfgrmativineefBthelovanentityy  di stributing tree by using entities as
sub-trees classified based on the capability as the data processing

abi l'ity ofIndel iaeamanidarprobeaden®yitem using an encryption key block according

to the present invention, the plurality of entities have a hierarchical structure of
superordinate entities and subordinate entities in which a terminal node at the
lowermost stage of an entity is made to be a top node (sub-root) of another entity.

In the information processing system using an encryption key block according
to the present invention, each of the plurality of entities has authority of setting and
renewing the key corresponding to the nodes or leaves constituting the sub-tree which
belongs to the own entity.

In the information processing system using an encryption key block according
to the present invention, each device which belongs to an entity at the lowermost class
with leaves at the lowermost stage in the entity being leaves corresponding to
respective devices among the plurality of entities has stored therein a node key and a
leaf key set in nodes and leaves on a path from a top node (sub-root) of the entity that

the device itself belongs to through the leaf that corresponds to the device itself.



It is another object of the present invention to provide an T3hugush2®lsh
processing systemand an information processing nethod using an encryption
key bl ock, and a programdistributing nmedium which enables transm ssion
of data safely to a valid user wthout relying on nutual authentication
processi ng between a transmtter and a receiver of data as descri bed
above, and which realizes effective key distribution and nanagenent
constitution by managing a hierarchical key distributing tree by using 13
August 2004 7 entities as suhsets having a common elenent. An information
processi ngisiast {197 PEQFEEHRG SYNSTE ISy arh Pl kP UM Koy Plaskiascorling tost

aspect of the present invention is one which constitutes a key tree in

whi ¢ hthe festpspedtyaack @f sheaplaratity pfepidird @dds o self nuongementesitignth thedower on a
path fromthe root to the |eaves of a tree in which a plurality of devices

are cansd oftthe edmamtitf Qutietiesne oemefdtidies of ey irtthe kodss Oleavezalt@sd ed path
by selecting the path constituting the key tree and encryption processing

f inat L.nat t bl i k
o 2 BRBEACIRE e oo WORLALIBS s Al goner a s an enab ng ke

rovi de | conprises a plurality of

entities Ich.constitute a part of the,key tree, .manage .sub-trees
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and generate a sub- _enabling key block (sub-EKB) based only on a key set
cor r eopbadinsg asnﬁcré»ofé@§ua¢ror3@atﬁegntitﬁcwhuboadds the desy; Bntiyyet ita dermingley

di stribution center (KDC) which nanages capability information of the

pl ur ahodeysai acly torwesprmdingetrethxt esmimd reodebdf e keperdddicdte ehkikBrs decodabl e
only by the entities having common capability by using the sub- enabling

lég)éagliulﬁfeﬁl?.ﬁﬁ séts EkSluB IR G Bd v ERGtyeaY 4 toF hobd\(tuBrddip ke BRRe new
entity.
In the information processing system using an encryption key block according
to the first aspect, an entity which executes revoke processing of a device renews a
node key set in nodes on a path from a top node (sub-root) in the entity through a leaf
~ corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to a
further superordinate entity, such that the revoke processing of the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on the

entity basis up to a highest entity to carry out renewal of each node key on the path

from the revoked device through a root and executing registration processing of the



In the information processing systemusing an encryption keyl3ohegiist 2004
according to the first aspect, the key distribution center (KDC) i ncludes
a capability managenent table in which respective identifiers for the
plurality of entities, the capabili % information for the entities, and

t he sub-enabling key bl ock (sub- EKB§l are corresponded to one another, and
sel ects an entity capable of processing distributed data to a device based
on the capability managenent table to generate the enabling key 13 August

2004 bl ock K ecodabl e .on by the device nder the sel ected entity.
it HEMPHAb S gsnseaied inhgﬂlé yeg%mqugﬁj fhe 893"65#]@3’¢Bttﬁ"8rk‘f1¥e9lsﬁlllﬂgwn
according to the present invention, a newy added entity to the key tree

genercenésy (XI3Ub- enabl i ng  key bl ock (sub-EKB) based only on a key set
correspondi ng to nodes or leaves in the sub-tree of the new entity,

execut es ragthetinfiriratioR26essinpdsyaterh Wi n BEGypeohheyKayck desdrlidput i on

center (KDC), and executes notification processing of capability

i nfor ' I+1 ' r | ' usi ng
an oriSrs shaspbEe afl Mheel iy ek PEro R HBLER PG LE STPGRME R 13 1)
of entities haye ,a hierarchical structure of superordinate entities and
subori§NEWE & _Bﬂg? kexsef in Medeh oa 1 PR Aam fotep Bede KBIb-Tahk ikt eBliige of an
entity is nade to be a top node (sub-root) of another entity. In the

i nf orthreduighna perodeslsietdy syrs¢spondmigno thie renckedentiny doelygdrienatks acenewiahng to
the present invention, each of the plurality of entities has authority of
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to which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry
out renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

In the information processing system using an encryption key block according
to the first aspect, an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity

and generates a renewal sub-EKB into which the node key has been renewed to send it

to a superordinate entity, and the superordinate entity renews a node key on a path



to the present invention, each device which belongs to an entd Aygust 280

| onernost class wth |eaves at the | owernost stage in the entity being

| eaves corresponding to respective devices anong the plurality of entities
has stored therein a node key and a1 | eaf key set in nodes and | eaves on a
path froma top node (sub-root) of tﬂe entity that the device itself

bel ongs to through the | eaf that corresponds to the device itself. 13
August 2004 9 In the information processing system using an encryption key
bl ock_according .to the first aspect, each of the plurality of entjties
adds HoB? terminal pede e whigh the rerewalsubdileB hasthega sent thrpughiits @mmistl- such
that one or nore nodes or |eaves in the nodes or |eaves at the | owernost
st ageroot ahd genevatasrd fengwal sub-BXE veserrbit te a dumbBemnagpesordinnté beatitypseghmat i on
processing system using an encryption key bl ock according to the first
aspe t rm nal
node 2! ?‘iﬂi‘”ﬁey JRO AR bt t@é‘f?fﬂlﬁﬁ%‘zﬁ#ﬁg@@d siiten *ﬁ‘"%%ékér e ale
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using an encryption key block according to the first aspect, an entity
whi chhighesiersgy rtevestey pubcesssialgobtach dede keyrerceps for theotieniingl sade i n
nodes on a path froma top node (sub-root) in the entity through a |eaf
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whi ch the  renewed node key is constituted as an encryption key decodabl e
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throd@HCW?EO nogs keyde thekey dintiibution eenter{ddC)sub- EKB to send it to a

An information processing method using an encryption key block according to

a second aspect of the present invention is one in an information processing system
which constitutes a key tree in which respective keys are corresponded to a root,
nodes and leaves on a path from the root to the leaves of a tree in which a plurality of
devices are constituted as the leaves, executes renewal of keys on a selected path by
selecting the path constituting the key tree and encryption processing of a
superordinate key by a subordinate key and generates an enabling key block (EXB) to
provide it to a device, and comprises the steps of generating a sub-enabling key block
(sub-EKB) based only on a key set corresponding to nodes or leaves included in a
sub-tree of each entity in entities which constitute a part of the key tree and manage
sub-trees classified based on capability as data processing ability of the devices, and
extracting a sub-enabling key block (sub-EKB) generated by entities having common

capability based on capability information of the plurality of entities and generating the



further superordinate entity, such that the revoke processintp dfgushd0@fevi ce
I s executed by sequentially executing renewal sub-EKB generation and
sendi ng processing on the entity basis up to a highest entity to carry out
renewal of each node key on the patq' fromthe revoked device through a
root and executing registration procé%sing of the 13 August 2004 10 renewal
sub- EKB generated in the renewal of the node key to the key distribution
center (KDC). In the information processing system using an encryption key

bl ock accordin t o t (rst aspect,.an enfity which execytes revoke
proce&4} ﬁlgokeg glﬁﬁgr&'relﬂ% eg@t’?gplgk?‘ OPB’nQQ% tée n%ﬁgleﬁega‘élﬁg % S6EERON g
path froma top node (sub-root) in the entity through a term nal node
cor r esgmabditygnt okeh distebuiert center (KD&Hdvhichdraattbe capataligniiforsatiorEsB i nt o
whi ch the node key has been renewed to send it to a superordinate entity,
and tfie slupgiipofenaties.entity renews a node key on a path froma term nal
node to which the renewal sub-EKB has been sent through its own sub-root

and genera I - it t rt er.or di nat e

nti Oy, sucE oo Rt R G Aok ooy Rt SRR LML L7 g by
sequentj,al ly executing renewal sub-EK eneratjon an ndi ng.  processing
on thiD 1 3oy FSpect et s R egRRing dve Epantcke plock ERISHERAR G each
node key on the path fromthe revoked entity through a root and executing
r egi sfiksgublawrp ceies JKIYCh ineludes dheviepss o - kB tiggn gTeateaﬂtlesn haking dmeval of

t he node key to the key distribution center (KDC). In the information

pr oc essmnpnsgapabilitysgengratingeac extityi toce samstinhted byahe ehtliiagsclbcted li thd r st
aspect, an entity which executes revoke processing of a subordinate entity
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top no
an enabling key block (EKB) decodable only by the selected entities based on the node

key renewed in the node key renewal step and a sub-EKB of the selected entities.

In the information processing method using an encryption key block according
to the second aspect, the key distribution center (KDC) includes a capability
management table in which respective identifiers for the plurality of entities, the
capability information for the entities, and the sub-enabling key block (sub-EKB) are
corresponded to one another, and selects an entity capable of processing distributed
data to a device based on the capability management table to generate the enabling
key block (EKB) decodable only by the devices under the selected entity.

In the information processing method using an encryption key block according
to the second aspect, a newly added entity to the key tree generates a sub-enabling key
block (sub-EKB) based only on a key set corresponding to nodes or leaves in the sub-

tree of the new entity, executes registration processing of the sub-EKB to the key



(sub-root) in the entity through the terminal node correspontd Mgpusb2edfe
revoked entity and generates a renewal sub-EKB into which the node key has
been renewed to send it to a superordinate entity, and the superordinate
entity renews a node key on a path é August 2004 11 froma term nal node
to which the renewal sub-EKB has be sent through its own sub- root and
generates a renewal sub-EKB to send it to a further superordinate entity,
such that the revoke processing on the entity basis is executed by
sequentially executin renewal sub- EKB generation and sending processing
on t hdistihutiop weates (BDGE), aandi greairesematificationc progessimg rafneapability each
node key except for the term nal node corresponding to the revoked entity

on t hinfprhdtida ofmhichevi emtétyed entity through a root and executing
regi stration processing of the renewal sub-EKB generated in the renewal of

t he node kﬁ}’ﬂf&ni&&ﬁn&fﬂ’l ﬁ%éégsir%ﬂe%&%gﬁﬁgp(eﬁgﬁ)avgio‘ﬁ‘rkdéy"lgl%ﬂ%ﬁﬁ‘ai%n q

processi ng nethod using “‘an encriypti on ocC cordrng to a se

aspect of the present inventiaqn i.s one i.n an information processi system
uhi chiodBeserend apest eash of the PiRralily o cpHUBL EXopien e ERering diried to
root, nodes and |eaves on a path fromthe root to the |eaves of a tree in
whi chkey pbmresgandyngto thitenodessomleaved nenstitutiegl ths sulbvircecahich, bazrgutes
renewal of keys on a selected path by selecting the path constituting the
key ti{hevanen@Rcr yption processing of a superordinate key by a subordinate
key and generates an enabling key block (EKB) to provide it to a device,

and conprises t.he steps of generating a.sub-enabling .key, bl pck sub- EKB)
based onl ylomedtkuatRn RGPSt aitis i 4 S0Crip ol Krdbionk oeuig, -
sub-tree of each entity in entities which constitute a part of the key tree
and nifhgseceshasnesk she supssprdivate watisuwbirbcagsisshe ney eity de its jemaiaghi ng
ability of the devices, and

node sets a key corresponding to the terminal node of the superordinate entity as a

node that sets the sub-tree of the new entity as a top node (sub-root) key of the new

entity.

In the information processing method using an encryption key block according

to the second aspect, an entity which executes revoke processing of a device renews a

node key set in nodes on a path from a top node (sub-root) in the entity through a leaf

corresponding to the revoked device and generates a renewal sub-EKB into which the

renewed node key is constituted as an encryption key decodable only by leaf devices

other than the revoked device to send it to a superordinate entity, and the superordinate

entity renews a node key on a path from a terminal node to which the renewal sub-EKB

has been sent through its own sub-root and generates a renewal sub-EKB to send it to

a further superordinate entity, such that the revoke processing of the device is executed

by sequentially executing renewal sub-EKB generation and sending processing on the



extracting a sub-enabling key bl ock (sub-EKB) generated by ehtfguss20Q#i ng
common capability based on capability information of the plurality of
entities and generating the 13 August 2004 12 enabling key bl ock (EKB)
decodabl e only by the entities haviqg the common capability in a key

di stribution center (KDC) which has*tthe capability information of the
plurality of entities. In the information processing nethod using an
encryption key bl ock according to the second aspect, the step of
generatln t he enabl.i bl ock (EKB) in the key distribution center

( KDO) el?tﬁE Bsup Fféasftléﬁ%st SRtIBR IR ERATH PUL Haneyral; f @@ hedenkest pa the gathon
capability, generating an entity tree constituted by the entities sel ected
i n t hirometitei teyoked devicerthsdugh, a resteand gxecutingerelgésyration iriotessinggof ige entity
tree, and generating an enabling key bl ock (EKB) decodable only by the
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step and a sub- EKB of e selected entities ein t1on processing
met hod encryption key bl ock according to the second aspect, the
key d‘f“?‘? @ﬁ?égn center (KDC) includes a capability mnmanagenent table in
whi ch respective identifiers for the plurality of entities, the capability
i nf or mat i ol therinformagioniprpesssingnuicthiod usitg enghtivpgiondseytblock ateondingkB) are
corresponded to one another, and selects an entity capable of processing
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generate the enab ing key block (EKB) decodable only t he devi ces under
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toth tree ,generates a suh-enabling key bl ock (sub-EKB) based only on
a keytﬁwg)f"c% ?%BW%QCQWS@SHE@%O theggrekidhentify angogenerates a renewal

sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

In the information processing method using an encryption key block according
to the second aspect, an entity which executes revoke processing of a subordinate
entity renews a node key set in nodes except for a terminal node on a path from a top

node (sub-root) in the entity through the terminal node corresponding to the revoked



tree of the new entity, executes registration processing of t3hsuseh2EKB t o
the key 13 August 2004 13 distribution center (KDC), and executes
notification processing of capability information of the own entity. In
the informati on processing nethod u%ing an encryption key bl ock according
to the second aspect, each of the plérality of entities executes setting
and renewing the key corresponding to the nodes or | eaves constituting the
sub-tree which belongs to the own entity. In the information processing
met hod using an encryption key block according to the second aspect, the
superaiidy ﬁag geaenaiesya ranewval subrE KB dnivewhisht the ynode key has beai nenewetbide sets a
key corresponding to the term nal node of the superordinate entity as a
node dehdtit 60h Supbrordinbtet &Ry Oind i APerQdindty eAtitydrenes 0BG Repohiaot ) key
of the new entity. In the information processing nethod using an
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path froma top node (sub-root) in the entity thrqough a |leaf corresponding
to tHubrroghRred sgasates aalff‘dlﬂ@f@iémeé%B dosepd o asisthersuperosdipatecantitye

renewed node key is constituted as an encryption key decodabl e only by | eaf
devi smsh thiahehet keapke herocessirke bnd¢hve @atity asisdis texeoutad shypeequehitielye
entity, and the superordinate entity renews a node key on a path froma
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sub-root and generates a renewa sen

superordinate entity, such that the. reyok rocessin he .device is
oxbouDeniEyS R 1Y ealth Pt retnay ehaude Kedierel B the MRTLARE endi ng
rocessing on the

P corres;g)onding to the revoked entity on the path from the revoked entity through a root

and executing registration processing of the renewal sub-EKB generated in the renewal

of the node key to the key distribution center (KDC).

A program distributing medium according to a third aspect of the present
invention distributes a computer program which makes enabling key block (EKB)
generating processing executed on a computer system in an information processing
system which constitutes a key tree in which respective keys are corresponded to a
root, nodes and leaves on a path from the root to the leaves of a tree in which a
plurality of devices are constituted as the leaves, executes renewal of keys on a
selected path by selecting the path constituting the key tree and encryption processing
of a superordinate key by a subordinate key and generates an enabling key block
(EKB) to provide it to a device. The computer program comprises the steps of
generating a sub-enabling key block (sub-EKB) based only on a key set corresponding
to nodes or leaves included in a sub-tree of each entity in entities which constitute a

part of the key tree and manage sub-trees classified based on capability as data



13 August 2004 14 entity basis up to a highest entity to cariBAusust 2&dewal
of each node key on the path fromthe revoked device through a root and
executing registration processing of the renewal sub-EKB generated in the
renewal of the node key to the key Qistribution center (KDC). In the

I nformati on processi ng nethod using fn encryption key bl ock according to
the second aspect, an entity which executes revoke processing of a
subordinate entity renews a node key set in nodes on a path froma top
node (sub-tooég inthe entity through a term nal, node corresponding to the

r evoki¥@cessing gbility of dhe dayiess, andesdiaghing s pibermbiling Kaxhblork dpb-HSd®) key has

been renewed to send it _to a superordinate entity, _and the superordinate
ent i tgenceateddyentitige hawingororameatcapabibit hasedron eapabliyénfosmatipn ofi thehe
renewal sub-EKB has been sent through its own sub-root and generates a

r enevluralifp oEKRities ashgknierating the fenablivg ke plock (KBt decedable pnlysbig khet hat t he
revoke processing on the entity basis is executed by sequentially

exec Writitigs tenawathesedintnSB capabiliey dh iaokey dibtsbuibm geger (KB n@hivh hie entity
basis up to a highest entity to carry out renewal of each node key on the

path tfhé%ﬁbﬁﬁlﬁt}f RMBKASIGDOF thé ﬁlﬁfa‘l’l'ﬂﬁbfé‘ntﬁt‘?é&t. and executing registration
processi ng of the renewal sub-EKB 'generated in the renewal of the node key
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(sub-root) i dhe entity thiguah the Lerm nol node cottegponding ig, the
the leaves of a tree in which a plurality of devices are constituted as the leaves,
executes renewal of keys on a selected path by selecting the path constituting the key
tree and encryption processing of a superordinate key by a subordinate key and
generates an enabling key block (EKB) to provide it to a device, and comprises a
plurality of entities which manage a sub-tree as a partial tree constituting the key tree
and generate a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in the sub-tree, and a key distribution center
(KDC) which generates the enabling key block (EKB) decodable only by selected
entities by using the sub-enabling key block (sub-EKB) generated by the plurality of
entities.
In the information processing system using an encryption key block according to

the fourth aspect, the plurality of entities have a hierarchical structure of superordinate

entities and subordinate entities in which a terminal node at the



15 entity and generates a renewal sub-EKB into which the node Augush2@4been
renewed to send it to a superordinate entity, and the superordi nate entity
renews a node key on a path froma term nal node to which the renewal

sub- EKB has been sent through its 039 sub-root and generates a renewal
sub-EKB to send it to a further supéerordinate entity, such that. the
revoke processing on the entity basis is executed by sequentially

executing renewal sub-EKB generation and sendi ng processing on the entity

basi s u to a highest entity to carry out renewal of each node key except
for tioavermost sfage gg%en%%lﬁégﬂf{?ﬁ@ib?ga{qp Rode @B%R‘é’dogﬁﬂﬁ)ﬁ‘?r%mﬁ’he path from

the revoked entity through a root and executing registration processing of
t he renevaln hgunEMBagioncpracessingsystemrusig\an enefyptina keyddorlepceardinge key
distribution center (KDC). A programdistributing mediumaccording to a

t hi r dtoatipefourtdt aspectpeactentf thenplerdlitp nofdestitiésbhae suthordypal settipgogrdm whi ch
makes enabling key bl ock (EKB) generating processing executed on a

Conputehewiys tirnkdyncdarespohdingebithe npdes eskanes constinginghecsubopasvhiclt es a
key tree in which respective keys are corresponded to a root, nodes and

| eaveseleRg Aok bW eifityhe root to the leaves of a tree in which a
plurality of devices afe constituted as the | eaves, executes renewal of

keys on a Ilﬁﬁﬂeeiﬁi“&ﬁqa?i%h%%%%%ﬁ{agegﬁé}ﬁ &sﬁgﬁfehﬁ@@ﬁghiﬁe%zga( B@ol%ﬁyg(t ree

and encryption processl uperordithate | by a”subordinate key and
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0% A pSbeCliislevices amon the plirality of entities has stored therein A node key and’a ©o o -
leaf key set in nodes and leaves on a path from a top node (sub-root) of the entity that
the device itself belongs to through the leaf that corresponds to the device itself.
In the information processing system using an encryption key block according
to the fourth aspect, each of the plurality of entities adds a self management entity in
the lower stage of the own entity, such that one or more nodes or leaves in the nodes or
leaves at the lowermost stage of the own entity are reserved as reserve nodes.
In the information processing system using an encryption key block according
to the fourth aspect, the superordinate entity which adds the new entity to its terminal
node sets a key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top node (sub-root) key of the new
entity.

In the information processing system using an encryption key block according



16 processing ability of the devices, and extracting a sub- eifatldush2iy

bl ock (sub-EKB) generated by entities having common capability based on
capability information of the plurality of entities and generating the
enabl i ng key bl ock (EKB) decodabl e ﬁgly by the entities having the conmon
capability in a key distribution centfer (KDC) which has the capability

I nformation of the plurality of entities. An information processing system
usi ng an encryption key block according to a fourth aspect of the present

i nvention is one which constitutes a key tree in which respective keys are
cor r eplbadeesenbinyention, a powkysadded enbit genesaies agabrenpbbing Kee blegl (sub- t he

| eaves of a tree in which a plurality of devices are constituted as the

| eaveBKB)chasedlondy benekdl sefcokeypomiing 16 abded selldagtd ibthesqltente of thdie path
constituting the key tree and encryption processing of a superordi nate key
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sub-tree a artial tree constituting the key tree and generate a
sub-eﬁ%ﬁ?ﬁ&ﬁsg bl ock (sub-EKB) based only on a key set corresponding to
nodes or | eaves included in the sub-tree, and a key distribution center
(KDC) whi chn thenef@imegionhgroeessiblg syptdmyusingak en&kPlioddeydslokk acobrdinyy
selected entities by using the sub-enabling key bl ock (sub-EKB) generated

by t ht it €%ichl i e,”gitd ; | usi ng
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corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further superordinate entity, such that the revoke processing of the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on the
entity basis up to a highest entity to carry out renewal of each node key on the path
from the revoked device through a root and executing registration processing of the
renewal sub-EKB generated in the renewal of the node key to the key distribution
center (KDC).

In the information processing system using an encryption key block according to
the fourth asepct, an entity which executes revoke processing of a subordinate entity

renews a node key set in nodes on a path from a top node (sub-root) in the entity through



| oner most stage of an entity is made to be a top node (sub-rbodyaust 2ehfot her
entity. In the information processing system using an encryption key bl ock
according to the fourth aspect, each of the plurality of entities has
authority of setting and renew ng the key corresponding to the nodes or

| eaves constituting the sub-tree whi'ch belongs to the own entity. In the

I nformati on processing systemusing an encryption key block according to
the fourth aspect, each device which belongs to an entity at the | owernost
class ,with |leaves at the | owernost stage in the entity being | eaves

cor r 3 AN Jads coreesp 19%&%%%&’@56@ Hy @‘F‘Aeg%‘?‘?f?tgﬁ |atr9n%\rfagmh -EKEs has
stored therein a node key and a |eaf key set in nodes and | eaves on a path
f r om iata whiciothe raletkayolas) bash rehewedtod send Hdo a superatdinateentityehfid tied ongs t o
through the | eaf that corresponds to the device itself. In the information
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aspect, each of the pl urallty of entitles adds a sel f managenent entity in

t he | tit uch t nor e nodes eaves in
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as reserve nodes. In the infornati on processing systemusing an encryption
key bEBBtose86ibioyfurtherisperosdingte enigctuchithet tha gevyakegpnoaessingien the whi ch
adds the new entity to its termnal node sets a key corresponding to the

t er m emdity rhedis iof extdeatcslibgrseqdentailly exdautingagnawah edie BB tgehefatiohhghdub-tree
of the new entity as a top node (sub-root) key of the new entity. In the
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Sub-en cf%:l lier)]/goﬁ( ﬁ?’e tl? Cﬁl(on(x %he revoked entity through a root and executing registration

processing ofthe renewal sub-EKB generated in the renewal of the node key to the key
distribution center (KDC).

In the information processing system using an encryption key block according
to the fourth aspect, an entity which executes revoke processing of a subordinate
entity renews a node key set in nodes except for a terminal node on a path from a top
node (sub-root) in the entity through the terminal node corresponding to the revoked
entity and generates a renewal sub-EKB into which the node key has been renewed to
send it to a superordinate entity, and the superordinate entity renews a node key on a
path from a terminal node to which the renewal sub-EKB has been sent through its own
sub-root and generates a renewal sub-EKB to send it to a further superordinate entity,
such that the revoke processing on the entity basis is executed by sequentially
executing renewal sub-EKB generation and sending processing on the entity basis up

to a highest entity to carry out renewal of each node key except for the terminal node



EKB) based only on a key set corresponding to nodes or | eavel Augush2004
sub-tree of the new entity and executes registration processing of the
sub-EKB to the key distribution center (KDC). In the information
processi ng system using an encryptiga key bl ock according to the fourth
aspect, an entity which executes re¢¥dke processing of a device renews a
node key set in nodes on a path froma top node (sub-root) in the entity
through a | eaf corresponding to the revoked device and generates a renewal
sub-EKB i nto which the renewed node key is constituted as an encryption
key dewtaspbnéingdalthe peyokedentibype dhe pghHeemithe revdkedrealitk Byoughadeot o send
It to a superordinate entity, and the superordi nate entity renews a node

key oghd eRabilitifg Qogidtrh@si prabesdthe dfothehiretevidlesute BRI geiidbntEKBn thias been
sent through its own sub-root and generates a renewal sub-EKB to send it to

a fur r i ' - Skrch oke processing of the

devi c‘tgﬂlg‘é”agéig@ﬁﬁ{é@eq%%‘s@@@éé fig?#@néxe%t&r‘gﬂ?gxeml sub- EKB generation
and sendi rqocessing on the, entity basis up to .a highest entity to carry
out renewafl laﬁtrmaﬁl@aeprree@ssmﬁ $ECTR ASHE 79 Swlﬂ/ﬁéloﬂgﬂ?&ﬂéedaé?%fém&r ough a

root and executing registration processing of the renewal sub-EKB
genertat the fonrthnaspeetyahalenttics laee consithed tontanegingysubjstts idfudévaces arent er
(KDC). In the information processing systemusing an encryption key bl ock

accor dififks! BelohBe! &1/t BoRBRAE atcdBre Mikh Va e eRitRckti depviekiRgocessi ng

of a subordi nat tity renews a node key set in nodes on a path froma

top node .sub-rooﬁ%‘%&n the entity through 13 August 2004 19 a term nal node
correné‘BB pg.énetags &Y oked entity and generates a renewal sub-EKB into

whi ch the node key has been renewed to send it to a superordinate entity,
and the An information processing method using an encryption key block according to

a fifth aspect of the present invention is one in an information processing system
which constitutes a key tree in which respective keys are corresponded to a root,
nodes and leaves on a path from the root to the leaves of a tree in which a plurality of
devices are constituted as the leaves, executes renewal of keys on a selected path by
selecting the path constituting the key tree and encryption processing of a
superordinate key by a subordinate key and generates an enabling key block (EKB) to
provide it to a device. The method comprises the steps of generating a sub-enabling
key block (sub-EKB) based only on a key set corresponding to nodes or leaves included
in a sub-tree of each entity in a plurality of entities which manage sub-trees as a partial
tree constituting the key tree, and generating the enabling key block (EKB) decodable
only by selected entities by using the sub-enabling key block (sub-EKB) generated by
the plurality of entities in a key distribution center (KDC).

In the information processing method using an encryption key block according



superordinate entity renews a node key on a path from a ternm3Argusbaded4 o
whi ch the renewal sub-EKB has been sent through its own sub-root and
generates a renewal sub- EKB to send it to a further superordinate entity,
such that the revoke processing on Ellle entity basis is executed by
sequentially executing renewal sub-EKB generation and sending processing
on the entity basis up to a highest entity to carry out renewal of each
node key on the path fromthe revoked entity through a root and executing

registrati rocessin fthe renewal sub-EKB generated jn the renewal of
the néd ek@f}]h@gp?%e%i\/gf eswqpr%mi%%rﬁwé%ew pettipg anderengpdngdis on
processi ng system using an encryption key bl ock according to the fourth
aspeckey eorrespontdingvn the podasuorleaves okmstifutng slsd ngb-tice avkichdredomgst 8 entity
renews a node key set in nodes except for a termnal node on a path froma
top {hedRvd Entiryr 0ot) in the entity through the term nal node corresponding
to the revoked™ entity and generates a renewal sub-EKB into which the node
key has begn renfwedt.to send. it tﬁ'ﬂ? super ordi nai;[e nti}:glié and t.he

super or di ndy BeJRIGTERAtoR pIRECsSing e SIE 40 SPSPIRUPPJRYPIPEY AP de t o
whi ch the renewal sub-EKB has been sent through its own sub-root and
genert®t e fifth éppeady theumpermdingte enidtyi which addsuthernew snper tr 5 termeinaht i ty,
such that the revoke processing on the entity basis is executed by

sequermbdensdty a leeye coitresidndane va the o QRReoBtheBuRerdiritdidhtitPaecessi ng
on the entity basis up to a highest entity to carry out renewal of each
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executing registration processing of the renewal sub-EKB generated in the
renevdlBf the node key to the key distribution center (KDC).

In the information processing method using an encryption key block according
to the fifth aspect, a newly added entity generates a sub-enabling key block (sub-EKB)
based only on a key set corresponding to nodes or leaves in the sub-tree of the new
entity and executes registration processing of the sub-EKB to the key distribution
center (KDC).

In the information processing method using an encryption key block according to
the fifth aspect, an entity which executes revoke processing of a device renews a node key
set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB

has been sent through its own sub-root and generates a renewal sub-EKB to send it to



In the informati on processing system using an encryption keyldbheglet 2004
according to the fourth aspect, the entities are constituted as nanagi ng
subj ects of devices or entities belonging to a comon category such as the
devi ce kind, service kind, nanaging means kind, etc. An information
processi ng net hod using an encrypti % key bl ock according to a fifth
aspect of the present invention is one in an information processing system
whi ch constitutes a key tree in which respective keys are corresponded to a
root, _nodes and | eaves on a path fromthe root, to the |leaves of a tree in
whi che durghes sgperogdigate entify.cush dhat the restoke pregessingiafdhe davies Is exesateds
renewal of keys on a selected path by selecting the path constituting the
key tbescquettialiyexptutong mneoabsunEKB gancratipeaatddiending preyedsingnos tixor di nat e
key and generates an enabling key block (EKB) to provide it to a device.
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(sub- EK based onl y set rrespo Ing to n eaves |ncI uded

ina ree o of entities whic

sub- 1 s HecreyOhed ?‘F&lce%eéhc%ﬁg?ﬁp 3 Frer g sedipuietion PR Enel B ng ¢ he
enabl i ng key bl ock (EKB) decodable only by selected entities by using the
sub- ercabwiah§uk-diKB| garierdted in Eh@)renemal ot S bode kioy tpl thedkdyt distfibwion ties in
a key distribution center (KDC). In the information processing nmethod using
an enggnt@t(KaIDCkey bl ock according 13 August 2004 21 to the fifth aspect,
each of the plurality of entities executes setti ng and renewi ng the key

bel ongs. t o PrARSARARAR RS ein SRR o Shepb s ok B ng an

encryption_key bl ock ac ordln
y% the fifth %spect an entigty whmg executes revoke processing of a subordinate entity

renews a node key set in nodes on a path from a top node (sub-root) in the entity
through a terminal node corresponding to the revoked entity and generates a renewal
sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry
out renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

In the information processing method using an encryption key block according to

the fifth aspect, an entity which executes revoke processing of a subordinate entity



to the fifth aspect, the superordinate entity which adds thd3feiguehdG®y to
its termnal node sets a key corresponding to the term nal node of the
superordinate entity as a node that sets the sub-tree of the new entity as
a top node (sub-root) key of the neéh entity. In the informati on processing
met hod using an encryption key bl ock“according to the fifth aspect, a
new y added entity generates a sub-enabling key block (sub-EKB) based only
on a key set corresponding to nodes or |eaves in the sub-tree of the new

entity and executes re%i stration processing, of the sub-EKB to the key

di st r{eBEYs rnodekpieset(Rmedes excemdor artermmel 8ade PBERANEORER HINYAS ng an

encryption key block according to the fifth aspect, an entity which
ex ecufsab-rpet)ak ¢hp entigstirouglotheatedniiat @ode venespomting tk éhe reseked entindes on a
path froma top node (sub-root) in the entity through a |eaf correspondi ng

to t hehd guRlkagds oM &Pal3NH-IIRRSHAS fhich ﬂl%%%'keggﬁﬁ %'éaa iréﬁegxéégﬁo%nfi??by | oaf

renewed hode key is constituted as an encrypti ey deco e on

devices.  other.than the reyoked device to nd it to a superordinate

ent 1152 SRR TP 25 Suordiateretly et AByT Kok St Wt om a
term nal node to which the renewal sub-EKB has been sent through its own

sub- riBem ateamips apde & whichethewenevialsubEK Bdhasdean isentitbroughAtsgosn saBo4 22 a

further superordinate entity, such that the revoke processing of the device

I's exoubed geldratedGueAtwal sub-BXES Y sdid it €6 & Farth&irpeldrdaRme eafity0 Bucind
sendi ng processing on the entity basis up to a highest entity to carry out

enevily e FRER:HERIR 01 hERaBR) Bk BENREA SRS Sty °
generrae'ilggva{ guﬁpﬁ(ﬁeggr\f\ggﬁgg atngeser}l%?gg kper)cgcésgintgh%nkt )e/: gljxt?ttyr i)gslié iu%n to a
highest entity to carry out renewal of each node key except for the terminal node
corresponding to the revoked entity on the path from the revoked entity through a root
and executing registration processing of the renewal sub-EKB generated in the renewal
of the node key to the key distribution center (KDC).

A program distributing medium according to a sixth aspect of the present
invention distributes a computer program which makes enabling key block (EKB)
generating processing executed on a computer system in an information processing
system which constitutes a key tree in which respective keys are corresponded to a root,
nodes and leaves on a path from the root to the leaves of a tree in which a plurality of
devices are constituted as the leaves, executes renewal of keys on a selected path by
selecting the path constituting the key tree and encryption processing of a superordinate

key by a subordinate key and generates an enabling key block (EKB) to provide it to a

device. The computer program comprises the steps of generating a sub-enabling key block



center (KDC). In the information processing method using anl3MNgusp2in key
bl ock according to the fifth aspect, an entity which executes revoke
processi ng of a subordinate entity renews a node key set in nodes on a
path froma top node (sub-root) in the entity through a term nal node
corresponding to the revoked entity and generates a renewal sub-EKB into
whi ch the node key has been renewed tg send it to a superordinate entity,
and the superordinate entity renews a node key on a path froma term nal

d | h I b- h - -
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entity, such that the revoke processing on the entity basis is .executed by
sequenttied bf caslecntityhin a phuwlity efipntEies whithamanagmsuniress a8iaRAIHALESS si ng
on the entity basis up to a highest entity to carry out renewal of each
node keyor@finithify mékeyfr%@,mﬂd%demﬁ@ﬂlemhbﬁug kéy blagh (EKB)pdecadablesxdy ut i ng

regi stration processing of the renewal sub-EKB generated in the renewal of

the nogg &q@;egggﬁﬁekgg ugirﬁgteeh%%%La{abﬁ@gtyléglmo%ub-ﬁﬁpg@%n’bf&teﬂ Bytthen

pr ocessi’ng usi ncryption ccordingto the'fifth

aspect, .an _entity which exequtes r.evoke pr sing of a subordinate entity

13 Augudiralgy of sptifigs, dya Syﬁb%ﬁ\@?n%‘ﬁ‘te?mes except for a terminal node
on a path froma top node (sub-root) in the entity through the term.nal

node corr esdandierigfarmation prevessing systemyandathe igéoraratiansprocessiaganctiod. exs

i nto which the node key has been renewed to send it to a superordinate

ent i ty,ysielah RAcARRNGC tlatle actdrding toetheresem dnheeriion, dre trepssttuchinedm a
term nal node to which the renewal sub-EKB has been sent through its own
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quantity needed for key renewal. That is, the key distribution method in which each
device is arranged to each leaf of n trees is used, and a content key which is, for
example, an encryption key of content data, an authentication key used for
authentication processing, or a program code is distributed with an enabling key block.
Thus, it is possible to safely distribute data decodable only by a valid device.

Also, in the information processing system and the information processing
method using an encryption key block according to the present invention, 2 hierarchical
key distribution tree is managed by entities as sub-trees classified based on capability
as data processing ability of devices under management to realize a key distribution

| and a management structure based on capability.
Further, in the information processing system and the information processing

method using an encryption key block according to the present invention, an effective

key distribution and an effective management structure are realized in which a



that the revoke processing on the entity basis is executed by Audgt?@q4al |y
executing renewal sub-EKB generation and sending processing on the entity
basis up to a highest entity to carry out renewal of each node key except
for the ternminal node corresponding to the revoked entity on the path from
the revoked entity through a root and executing registration processing of
the renewal sub-EKB generated in thesgenewal of the node key to.the key
distribution center (KDC). A programdistributing nmedium according to a
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conputer systemin an information processing system which constitutes a
key tré‘f@ﬁ‘llhm}vﬁl%llﬁl‘rtespecti ve keys are corresponded to a root, nodes and
| eaves on a path fromthe root to the |leaves of a tree in which a plurality
of devi cesIfie noteis thdt uhe dpragrarh edibeibgimg medounexcoediogato die lpegsenon a
sel ected path by selecting the path constituting the key tree and '

encryp’iﬁ%ti%%ﬁglﬁédiﬂl orﬁhslﬁggfﬁxz)%ﬂg _ gtegﬁ)g%(/ #h the Pef iR an Ry egd d

generates an enabling key e it to a device. The.

conput er progqram conprises the ste of. erating..a sub-en i ng..k bl ock
5 huo T BB s A ke St St e Bty pRADBIS ISR nodes
or leaves included in a sub- tree of each entity in a plurality of entities
whi ch peeetes eedes: Thsdnedium inglades|reeerdang media such aSngﬁ, KD 1P, tetee O and
generating the enabling key bl ock (EKB) decodable only by selected

ent i t i asrdnsfersnadivnhsuchubis @ mabhorky vAmge Hbon s GeuparEcBlarhehentded by t he
plurality of entities in a key distribution center (KDC). In the

i nformation Seath fii fHleditn RIS dpRr AIRAR M dHBhifPinens usi ng
an encrypti cs)ﬁalgg??b ock&%cc]%{ﬂé%ggetlo t he prseserﬁiiafnventi on, the >

tree- steushdtGfon or function between a computer program and a distributing medium in

—r

order to realize a function of a predetermined computer program in a computer systemm.
In other words, a computer program is installed in a computer system through the
distributing medium to exhibit the cooperative operation in the computer system to
obtain the operation and effect similar to another aspects.

The other objects, features and advantages of the present invention will be
apparent from the detailed description with reference to the embodiments and the

accompanying drawings of the present invention.

Brief Description of the Drawings
FIG. 1 is a view for explaining an example of constitution of an information
processing system according to the present invention.

FIG. 2 is a block diagram showing an example of constitution of a recording and



hi erarchi cal encryption key distributing systemis used to rédiugsh2004
distributing nessage quantity needed for key renewal. That is, the key

di stribution nethod in which each device is arranged to each leaf of n
trees is used, and a content key which is, for exanple, an encryption key
of content data, an authentication key used for authentication processing,
or a programcode is distributed withgn enabling key block. Thus, it is
possible to safely distribute data decodable only by a valid device. Al so,
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hi erarchical key distribution tree is managed by entities as sub-trees
cl assi faceorda taltherpreapribinvention.as dat a processing ability of devices under
managenent to realize a key distribution and a nanagenment structure based

on capabi | i (IG. iy 4 fres conshitiitien viehdorexplaiming esarypiing psysdssmgaoidatioas
I nformati on processing nethod using an encryption key bl ock according to

UG O B TR e gt

managene ructu ugust

hi er ar chi cal Istriution tree.is managed b ntities.as rtipl set
havi ng a céﬂﬁg‘@» g}fé{;ﬁg_arﬂllq\@ %bégo‘tvﬁég fgat Pgeg? @?Bsb?mggfﬁ%ﬂ?}acﬁedi um
according to the present invention is a nmediumfor distributing a conputer
progr ar(E%B)t heed br distibutionef veripus depy and ciatp i dhe dpformpsion BOCEsHRE er
system capabl e of executing, for exanple, various program codes. The

medi umgyBeinsesordpoiodths pre®it fnvemeionas CD, FD, MO, etc., or a transfer

medi um such as a network, whose formis not particularly limted. Such a

program di steyidbus 1189, NEEAUhABHEES eRatPRP VT AdikituitRInA hh @ N eRapld VTS
decrypting processing using an'enabling key block (EKB) of content keys in the
infonnatibn processing system according to the present invention.

FIG. 6 is a view showing an example of a format of an enabling key block
(EKB) in the information processing system according to the present invention.

FIGS. 7A to 7C are views each for explaining a constitution of a tag of an
enabling key block (EKB) in the infonnatioﬁ processing system according to the
present invention.

FIGS. 8A and 8B are views each showing an enabling key block (EKB) and an
example of data constitution for distributing content keys and contents in - the
information processing system according to the present invention.

FIG. 9 is 2 view showing an example of processing in a device in case of

distributing an enablingkey block (EKB), content keys, and contents in the information

processing system according to the present invention.



of constitution or function between a conmputer program and al3fiugust B4 ng
mediumin order to realize a function of a predeterm ned conputer program
in a conputer system |In other words, a conmputer programis installed in a
comput er systemthrough the distributing mediumto exhibit the cooperative
operation in the conputer systemto obtain the operation and effect
simlar to another aspects. The othenpyobjects, features and advantages of
the present invention will be apparent fromthe detailed description with

mventi on.  BIGef BLa g iR HeHeo ol e apd Mol coert

expl ai ning an exanple of constitution of an information processing system
accor dangnabling &epdecn(EKBY) endi comtertts @re starsd 4n ghe sxfoamalpa MIeResing an
exanpl e of constitution of a recording and 13 August 2004 26 reproducing

appar akieihiicofdiighe thopHdsest invehitien.i nf onnation processing system
according to the present invention. FIG 3 is a tree constitution view for
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i nformation”| yst the present invention. = FIGS. 4A
oed | FOUIBEI TR O SOk I B i o EE T e AP SO R S sTB casi ng
system according to the present invention. FIG 5 is a view show ng an
exanpl| systémdicsordingtto dhe prasentinygatipt endfa caseniippaligngg BECeAYNESi ng an
enabl i ng key bl ock (EKB) of content keys in the information processing
syst em accoFrgGng? 9, sy Bh@sRIPtan Awthehiicdtion processing sequence according to
| an applicable common key encryption system in the information processing system
according to the present invention.
FIG. 13 is a view (1) showing an enabling key block (EKB), a data constitution
for distributing an authentication key, and a processing example by a device in the
information processing system according to the present invention.
FIG. 14 is a view (2) showing an enabling key block (EKB), a data constitution
for distributing an authentication key, and a processing example by a device in the
information processing system according to the present invention.
FIG. 15 is a view showing an authentication processing sequence by a public key
encryption system applicable in the information processing system according to the
present invention.
FIG. 16 is a view showing a processing for distributing an enabling key block

(EKB) and content keys using the authentication principle by a public key encryption

system in the present invention.



FIG 6 is a view showing an exanple of a format of an enabl iSguasst HiQck
(EKB), in the information processing system according to the present
i_nvention. FIGS. 7Ato 7C are views each for explaining a constitution of
a tag of an enabling key block (EKB) in the information processing system
according to the present invention. FIGS. 8A and 8B are views each show ng
an enabling key block (EKB) and an eX&nple of data constitution for

di stributing content keys and contents in the information processing
system accoIG1d 7tie a viewmleeang al preeedsien forrdiSiribiting ah srabling! ey bigcRn
exanpl e of processing in a device in case of distributing an enablingkey

bl ock | . | . ' SSi.Ng
syt e Geab RS ebialera o SR R ritol e P N RiRB s e ALBFERRIRC,
vi ew f ex Ia{ni n% the situation howto cope with the case where an

enabl i %el? B} BRENEILRB) and contents are stored in the information
processi ng Séstem_ according to the present invention. FIGS. | 1A and 11B
are views edd. ko agviewnphowingnam epaetple pfolvbAG | vajué rodeaiati mgedinn
enabl i ng key bl ock (EKB) and contents in the information processing system
accor dippgdi@idnef Rt inieyRNEhavk idde ACOO UppIichbiaah (1eaiebalt iRVARRTST NY.
FIG 12 is a'view show ng an authentication processi ng sequence accordi ng
to an appli : ' 2Mel N4- I nf '

process: ng. 30t SR BERRho FH 3 By R0nBHBT U AbiB BE e ey, o,
(1) show nahll in e | ack.(EKB), a data,copstitution . for, .
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in the information processing system according to the present invention.

FIG. 20 is a view (2) showing a data constitution for distributing an enabling key
block (EKB) and an ICV producing key, and an example of a processing in a device
in the information processing system according to the present invention,

FIGS. 21A and 21B are views each for explaining a copy preventive function
where an applicable. content integrity check value (ICV) is stored in a medium in the
present inventibn.

FIG. 22 is a view for explaining a constitution for controlling an applicable
content integrity check value (ICV) separately from a content storage medium in the
present invention.

FIG. 23 is a view for explaining an example of category classification of a
hierarchical tree structure in the information processing system of the present
invention.

FIGS. 24A and 24B are views each for explaining a producing process of a



i nf or mati on processing system according to the present inventddygustEed4 14
is a view (2) show ng an enabling key block (EKB); a data constitution for
di stributing an authentication key, and a processing exanple by a device in
the information processing systemaccording to the present invention. FIG
15 is a view show ng an aut hentication processi ng sequence by a public key
encryption system applicable in the iZ@ ornmati on processi ng system accordi ng
to the present invention. FIG 16 is a view showi ng a processing for
distri ' ﬁmg : in e t '
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invention. 13 Auqust 2004 28 FIG 17 is a view show ng a processing for

di st ri HIESSTY Ke ling key bl ock (EKB) and encrypted programdata in the
i nformati onH%r ocessi ng system accor di n% to the present invention. FIG 18
is a view sHIfGh@5hand 25R areoiiewneachitorexplamung adprodysmg Brogsssafiati on of
a content integrity check value (1CV) applicable in the present invention.
FI G  1%pablingvk&wbidok %EK\B)nﬁl gheldhfornminl prddessinfogystimt of he i prgsant

enabl i ng key bl ock (EKB) and an | CV produci ng key, and an exanple of a

pr oces%{;&t‘ﬁ&la device in the information processing systemaccording to
the present irnvention. FIG 20 is a view (2) show ng a data constitution
for distribut,l en i key bl ock.(EKB) .and an. rodugi-ng key, and
an exanpl e ﬁlcﬁgﬁ%@awgﬁ g?éa\@\,&?qpil for exmlaning 6#?1%&1%"@%‘*6&185@%%
system according to the present invention. FIGS. 2 1 A and ﬁ B are views
each f&lodxp(iEaKﬁ) (g xamplp ) pine then infpsmpiing: pesessing system ot the present

invention.

FIGS. 27A to 27C are views each for explaining an entity control constitution
of a hierarchical tree structure in the information processing system of the present
invention.

FIGS. 28A to 28C are views each for explaining, in detail, an entity control

. constitution of a hierarchical tree structure in the information processing system of the
present invention.

FIGS. 29A and 29B are views each for explaining an entity control constitution
of a hierarchical tree structure in the information processing system of the present
invention.

FIG. 30 is a view for explaining a reserve node in an entity control constitution
of a hierarchical tree structure in the infonﬁati_on processing system of the present
invention,

FIG. 31 is a view for explaining a new entity registration sequence in an entity



where an applicable content integrity check value (I1CV) is sit3oxemst 200
mediumin the present invention. FIG 22 is a view for explaining a
constitution for controlling an applicable content integrity check val ue
(I CV) separately froma content storage nediumin the present invention.
FIG 23 is a view for explaining an exanple of category classification of a
hi erarchical tree structure in the irdgrmtion processing systemof the
present invention. FIGS. 24A and 24B are views each for explaining a

produci n rocess:. qf a . 2 ﬂ]@), i g £hatidng Kk
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25A and 25B are views each for explaining a producing process of an

enabl i riystessy of the RTeseRENVERLI®he | nf onnati on processi ng system of the
present invention. FIGS. 26A and 26B are views each for explaining a
sinplified efighldng asdgw for explaliikgy r¢lEkanship befween amew entdy raad phost
processi ng systemof the present invention. FIGS 27A to 27C are views

each f%t&ﬁh&%’%@ﬁ RBRUBDE b NtEOR 6£4 hieitehi dalirb@strudir@inthe iwfoehiatian t r ee

structure e 1 nformation processing systemof the present invention.
FIGS. 28A t0.28C are views each.for .explaining, in detail, an entity
cont r ol PTOEGERE Fm%?wf&ﬁea’f?ﬁe@?éﬂ"&m@% tree structure in the information

rocessing systemof th . : :
P J <IGS. 33?'& and §3B are views each for explaining a sub-EKB used in an entity

control constitution of a hierarchical tree structure in the information processing
system of the present invention.

'FIGS. 34A to 34D are views each for explaining a device revoke processing in
an entity control constitution of a hierarchical tree structure in the information
processing system of the present invention.

FIG. 35 is a view for explaining a device revoke processing sequence in an entity
control constitution of a hierarchical tree structure in the information processing
system of the present invention.

FIGS. 36A and 36B are views each for explaining a renewal sub-EKB at the
time of device revoke in an entity control constitution of a hierarchical tree structure
in the information processing system of the present invention.

FIGS. 37A to 37D are views each for explaining an entity revoke processing in
an entity control constitution of a hierarchical tree structure in the information
procéssing system of the present invention.

FIG. 38 is a view for explaining an entity revoke processing sequence in an



present invention. FIGS. 29A and 29B are views each for explH Aigugt 2004
entity control constitution of a hierarchical tree structure in the

i nformati on processing systemof the present invention.- FIG 30 is a view
for explaining a reserve node in an entity control constitution of a

hi erarchical tree structure in the information processing systemof the
present invention. FIG 31 is a viewkor explaining a new entity

regi stration sequence in an entity 13 August 2004 30 control constitution

of a hietitity chnieel constitutiinofetieardhicalifee shfueturetin tit IRfeERREd M Eroceysingm of
the present invention. FIG 32 is a view for explaining a relationship
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t he present Jnvention.. FIGS. 33A and 33B.are.views each fqr explainjng a
sub- EKB usec}:l IFnJ‘h rFS@nYlPF‘S/%c%R PRNEHOHI TR REby e W"e‘foi‘fec‘?ﬂtéﬁla ge

structyre in the information processing systemof the present invention.
FI GS. Jwat eotita in sancentitywsordeel hednstitutiqul af mi higrarchmal deeer stvadtergimdhssi ng
in an entity control constitution of a hierarchical tree structure in the

i nf or Mg foRthatiol HeeeEsinDsysYehPthé piddenPiResibni nvention. FIG 35 is a view
for explaining a device revoke processing sequence in an entity control

e of | CIe, & B S IS (6 cxbleifind’ A (abHEi) el if" & TRKLP LR 00! N0
constitution of a hierarchical tree structure in the information processing system of the
present invention.

FIG. 41 is a view for explaining a capability setting in an entity control
constitution of a hierarchical tree structure in the information processing system of the
present invention.

FIGS. 42A and 42B are views each for explaining a capability control table for
controlling a key distribution center (KDC) in the information processing system of the
present invention.

FIG. 43 is an EKB producing processing flowchart on the basis of a capability
control table for controlling a key distribution center (KDC) in the information
processing system of the present invention.

FIG. 44 is a view for explaining a capability notice processing at the time of new

entity registration in the information processing system of the present invention.

Best Mode for Carrying Out the Invention



FIGS. 36A and 36B are views each for explaining a renewal sulsAumsh20¢he
time of device revoke in an entity control constitution of a hierarchical
tree structure in the information processing systemof the present
invention. FIGS. 37A to 37D are views each for explaining an entity revoke
processing in an entity control constitution of a hierarchical tree
structure in the information processing system of the present invention.
FIG 38 is a view for explaining an entity revoke processing seguence in an

13 Aug ﬁ?}? tity control constitution of a hierarchical tree
struct iﬁéﬂﬁ Q fq %’lstr?ﬁgr mati on processing system of the present invention.

FIG 39 is g _view for explaining_.a relatiqonship. between a rev entity and
a host ent iFlg.i hshewsaniexgmple of & coniert; (ﬁ§mrhlﬁwg0§yvs\s§eln itg r‘gﬁlgﬁi‘ﬁ,’ﬁl (ﬂ}t?’ ee
structure in the infonnation processing systemof the present invention.

FI G 4@rosessing systdmpf thepireseni myeationpatbbe applieseThe agnient distebutingsident r ol
constitution of a hierarchical tree structure in the infonnation processing

syst em (@f hlSmil'£E6Ment BY 8NédrBnt kdyCenddpictl & vakvus ebnenplrepruidugilde
capability setting in an entity control constitution of a hierarchical

| vent ipRaraties Oy BRC o RAEELH B RS2 ThRSpBISGTDE i Bontcl RXERYng, |
control ,table for <controlling a key distrihution.center, (KDC) in the
i onnaides0 Senms A gREy BISHACHIRS & comua ey rageen bnobieiica aalir O o
produe iangongtrn?tcke:ys, Ialr;(gi c];ll‘r?g;c ohuatrrtapl%rglutcthign %?%nge? Iiat% a%a \?obii:cl: Id; a or execution
of various programs. The exchange of data between the content distributing side 10 and
the content receiving side 20 is executed through a network such as an internet or
through a circulatable recording medium such as DVD, CD.
_The data distributing means on the content distributing side 10 includes an
internet 11, a satellite broadcasting 12, a telephone circuit 13, media 14 such as DVD,
CD, etc., and on the other hand, the devices on the content receiving side 20 include
a personal computer (PC) portable apparatuses 23 such as a portable device (PD), a
portable telephone, PDA (Personal Digital Assistants), etc., a recording and
reproducing unit 24 such as DVD, CD players, and a reproduction exclusive-use unit
25 such as a game terminal. In these devices on the content receiving side 20, contents
distributed from the content distributing side 10 are obtained from communication
means such as a network, or from a media 30.

[Constitution of Device]

FIG. 2 shows a block diagram of a recording and reproducing device 100 as one



control table for controlling a key distribution center (KDGO3 Augush2004
information processing systemof the present invention. FIG 44 is a view
for explaining a capability notice processing at the time of new entity
fegistration in the informati on processing systemof the present invention.
Best Mobde for Carrying Qut the Invention 13 August 2004 32 [Cutline of
Systen] FIG 1 shows an exanple of asgontent distributing systemto which
the data processing systemof the present invention can be applied. The

content distrihyting si 10 transm.ts a n [ cen :

encr y pteEamp QEH?WGgS €8 gﬁee RenteRLFRsatnS |S¥§30§(g %@9‘&? EI% EZG O(Ij;' t[ﬁg trg gﬁl%aé%%
receiving side 20. The apparatus on the content receiiﬁ ngM mi 0 .decrypts
an encmydireprodoningdevice Hilastasvinpréquipas bildaterigcebt 2. @ ME VIR 3
content key, and carries out reproduction of inmge data and voice data or

execut imgpnre Expeits Goup) eadssd 30The 14k (haadece) 14ipeovidedeeth tA®,ddM ent
distributing side 10 and the content receiving side 20 is executed through

a net W%B@@S%ﬁﬁ?ge’bniggxgp;ﬁdgxﬁéroeéﬁ%ﬁ%ﬂ@190,(1'{0% KRE@@O%I}F REGh6Hy)d 60edi um

such as tri ng nmeans on the content distributing

c1 1 cur CHB (Chisieh Procesting GStHIAy, w136 Al SATR 40t p alaiofhe

devices on the content receiving side 20 include a personal conputer (PC)
por t ablmedippral 3, uskishage sonhecied to pantt otbies byabusel tbD), a  portabl e
t el ephone, PDA (Personal Digital Assistants), etc., a recording and

r epr oduci ng TH fnpadfoatpeh 1851 TMcelids pl digitaksigaald onstitspingduaridusrcontents
excl usive-use unit 25 such as a ganme tenninal. In these devices on the
cont enty LRGE iaﬁiiﬁﬁgéj 98ic€,0a pFethf bk, supplied from the outside to output it to the
bus 110, and receives a digital signal of the bus 110 to output it to the outside. The
MPEG codec 130 decrypts MPEG coded data supplied through the bus 110 to oﬁtput
it to the input/output I/F 140, and MPEG-decrypts a digital signal supplied from the
input/output I/F 140 to output it to the bus 110. The input/output I/F 140 contains an
A/D,D/A con§eﬁer 141 tﬁérein. The input/output I/F 140 receives an analog signal as
a content supplied from the outside, which is subjected to A/D (Analog Digital)
conversion by the A/D, D/A converter 141 whereby the signal is output as a digital
signal to the MPEG codec 130, and a digital signal from the MPEG codec 130 is
subjected to D/A (Digital Analog) conversion by the A/D, D/A converter 141, which
is output as an analog signal to the outside.
The encryption processing means 150 is constituted form, for example, one chip

LSI (Large Scale Integrated circuit), to execute encrypting, decrypting processing or

authentication processing of a digital signal as a content supplied through the bus 110,



distributed fromthe content distributing side 10 are obt ai nEA#gush?2004
communi cati on neans such as a network, or froma nedia 30. [Constitution
of Device] FIG 2 shows a bl ock diagramof a recording and reproducing
device 100 as one 13 August 2004 33 exanple of devices on the content
receiving side 20.shown in FIG 1. The recording and reproducing device
100 has an input/output I/F (I nterfacie‘} 120, a MPEG (Moving Picture
Experts Group) codec 130, an IN (Interface) 140 provided with AID, DA

conver tard batputaenagptododatan and cdeesppted daante s busOM O.RE4E entrypblenor y)
160, CPU (Central Processing Unit) 170, a nenory 180, and a drive 190 for

a recorgh : | 1 [ 10.
e i T a5 be A AR RE: LRLFAITOR PRIR BRITH Y 3

contents uch as an inmage, voice, ,a program, etc. suppli fromthe

ootst dcamBiipfo AR 38 Wiies S Hrd e e caaiso B oF She BReFeaTgr 1« ne

bus 110 to output it to the outside. The MPEG codec 130 decrypts MPEG

coded daganssipspieddoomithe sgfiviake conliguration ovil hepdescribedtaterhe i nput / out put

| /F 140, and MPEG decrypts a digital signal supplied fromthe input/output

|/F 140 to QROMItI60tstbrestirogbaid datd prddsed byt theutepbdihg Fantifeioft@ings an
Al D, DA converter 141 therein. The input/output I/F 140 receives an anal og

, I : : : e ! ) . Al D
Caar o (o THATEIROU HBRCLES prbBTHS o R RHERONE KD ikt FHANEALED 186, 2
o the MPEG codec 130, a

31O e B 1 303 e S R B
conversion by the AID, D/A converter 141, which _is output as an anal og
si gnal ™emenRe 18018 feleexample, a non-volatile memory, which stores a program that is
‘ executed by the CPU 170, data necessary for operation of CPU 170, and akey setused
in the encryption processing executed by the device. The key set will be explained
later. The drive 190 drives the recoding medium 195 capable of recording and
reproducing digital data to thereby read (reproduce) digital data from the recording
medium 195 to output it to the bus 110, anci supplies digital data supplied through the
bus 110 to the recording medium 195 for recording.
| The recording medium 195 is a medium capable of storing digital data, for
example, an optical disk such as DVD, CD, an optical magnetic disk, a magnetic disk,
a magnetic tape, or a semiconductor memory such as RAM, and in the present
embodiment, the medium can be detachably mounted on the drive 190. However, the
recording medium 195 may be housed in the recording and reproducing device 100.

The encryption processing means 150 shown in FIG. 2 may be constituted as a

single one-chip LSI, and may employ a constitution that is realized by a combination



The encryption processing neans 150 is constituted form forl3kugyst 200%ne
chip, LSI (Large Scale Integrated circuit), to execute encrypting,
decrypting processing or authentication processing of a digital signal as
a content supplied through the bus 110, 13 August 2004 34 and out put
encrypted data and decrypted data to the bus 110. The encryption
processi ng means 150 can be al so realgszed by not only the one chip LSI but
by a conbination of various soft wares or hard wares. The constitution of
t he prg&essi nmeans fgrned fromthe software configuration will be
descri é‘$§ﬂ@mﬁ hEdvaer es program data processed by the recording and
reproduci ng device. The CPU 170 executes prograns stored in the ROM 160
and t hd Tresstryctugoas 3 key distabytivg eengitutior] MPEG codec 130 and the
encryption processing neans 150. The nenory 180 is for exanple, a

non-vol at i | &Nemmheyonstitionsfop heidiag pnenceyptidnaprocsssieg keyiredadhydeiee CPU
170, data necessary for operation of CPU 170, and a key set used in the

encr P, QLOCAARINAIEK ESHURMIDY yilhe UEtkafled Wi ke GBFLN ton atel o ned

| ater. rive Ves erec um 195 capabl e of recording

and reproduclng, di.gi t.al ato r.eby r.ead .(reproduc di git al a from
the recomirmigistibaithHides0shout b HisEa fbvibt SRIR S inttelbb Mttt i 1 o
data supplied through the bus 110 to the recording nmedi um 195 for

r ecor di2@gwillrbe desarthedi wrngEHFud 195 is a medi um capabl e of storing digital
data, for exanple, an optical disk such as DvVD, CD, an optical nagnetic

di sk, a magn@imbemdi(sto 15 showeg ietheclowasestage irnFEE@N3 aonthdividuahdedcys ench as
RAM and in the present enbodi nent, the medi um can be detachably nounted -

O AL o S o AR aTots B i < e
in FIG. 3 corresponds to a device.

Each of devices 0 to 15 stores a key set comprising a key assigned to a node
from own leafto a root (a node key) and a leaf key of each leaf, in the hierarchical tree
shown in FIG. 3, at the time of manufacture or at the time of shipment, or afterwards.
K0000 to K1111 shown in the lowest stége of FIG. 3 are respectively leaf keys
assigned to devices 0 to 15, and keys from KR to K111 described in the second node
from the lowest stage are node keys.

_ In the constitution shown in FIG. 3, for example, a device 0 has a leaf key
K0000 and node keys K000, K00, KO, KR. A device 5 has K0101, K010, K01, KO, KR.
A device 15 has K1111, K111, K11, K1, KR. In the tree of FIG. 3, only 16 devices 0
to 15 afe described, and the tree structure is shown as a systematic constitution to left

and right well balanced of a 4-stage constitution. However, much more devices may

be constituted in the tree, and the parts of the tree may have the different number of



The encryption processing means 150 shown in FIG 2 may be cbhatgustiz@¥t as a
single one-chip LSI, and nmay enploy a constitution that is realized by a
conbi'nation 13 August 2004 35 of a software and a hardware. [Tree structure
.as a key distributing constitution] Next, the constitution for holding an
encryption processing key in each device and a data distributing
constitution where encrypted data argglistributed fromthe content
distributing side 10 showmn in FIG | to each device on the content

receivi side 20 will be described using FIG 3. Nunbers 0 to 15 shown in
the lo Sstage in FIG 3 are individual devices on the content receiving

side 20. That is, each |leaf of the hierarchical tree stru re.s in
FIG 3 corr &ypbsaseach @Vél‘éﬁlm?éll‘i@ht!hﬂtﬁ trge SHEIStIrg S?’S"’%Bmsﬁ)deg lagﬁ%sset
conprising a key assigned to a node fromown |leaf to a root (a node key)

and a heabukmcopdinganddih dof exampleh B VADCHy M) ofithe erebedddtywpe ontiritgpe 3, * at
the time of manufacture or at the tinme of shipnent, or afterwards. KO000O

to Kllhgtat%gagg lhauﬁ&g SPHRSdevit @R delvidek Gf varidus hi welashl Rafmospy s

assi gne VI Ces to 15, and keys from KR to K111 desScribed in the

second node ,.fr the | owest stage.are node keys. Ln.th Lt uti shown
in Fl GOY §ﬂ°flélfe°ce)ﬁ]%g?re,v%‘%ﬁ@@gﬁu%geqﬁj eeg?%kg?émﬁt)ogbﬁgﬁgfoﬁokﬁa tﬁgys
K000, KO0, KO, KR A device 5 has K0101, KOQ10, 1, 'Ko’th&l,%egaréb{jcggi ce 15

has K1toexising constitution okvationgdeviges ansl varkws gppheation UPEes 0
to 15 are described, and the tree structure is shown as a systematic
const i strucamretwhichfit a aontent @ota key [dittribating cconktitutiors shopan aonighG.t 3itis on.
However, nmuch nore devi ces may
 applied.
In the system in which various devices and applications coexist, for example,
a portion surrounded by the dotted line in FIG. 3, that is, the devices 0, 1,2 and 3 are
set as a single group using the same recording medium. For example, with respect to
the device included in the group surrounded by the dotted line, processing is executed
such that a common content is encrypted and sent from a provider, a content key used
in common to devices is sent, or payment data for content charges is also encrypted
and output from each device to a provider or a settlement organization. The
organization for carrying out data transmit-receiving to and from the devices such as
a content provider or a settlement organization executes processing for sending the
portion surrounded by the dotted line of FIG. 3, that is, data collectively with the
device 0, 1,2, 3 as one group. A plurality of such groups are present in the tree of FIG.

3. The organization for carrying out data transmit-receiving to and from devices such

as a content provider or a settlement organization functions as message data



be constituted in the tree, and the parts of the tree may ha\deAugust 2004

di fferent nunber of 13 August 2004 36 stages. Further, each device included
in the tree structure shown in FIG 3 includes various recordingi nedia,
for exanple, DVD, CD, MD of the enbedded type or the type detachably
nounted on the device, or devices of various types using a flash nenory or
the like. Further, various applicatigm service may coexist. In addition to
the coexisting constitution of various devices and various application,
the hietargchi.cal tree structure which is a content or a key distributing
constigﬁﬁﬁﬁHhE%B%ﬁu$h FIG 3 is applied. In the systemin which various

devi ces and. applicatiqgns _coexist, for exapple, . a rtion.surrounded by
the dotted INase kayspndleaf kaygamay be G@Wéoﬁ%{:ﬁ?@%t‘fy?lﬁgyﬁSéﬂﬂiegeﬁéf:@mrg t as a
single group using the sane recordi ng nedium For exanple, with respect to
t he deveater) orahegde dontiofied gvenpgroupripumesshgoydathdistisbuting irieans syeloaessi ng

I s executed such that a conmon content is encrypted and sent from a

provi d%[proéicfe ,rﬁr%éeth&heﬁ%%mﬁz!aﬁsﬁ%p&ﬁﬁngw Gafsit-FRBIvingbf paslorat data

for cont'ent charges 1s also“encrypted and output from each device to a
provider,or.a settlenment organization. Th I ' ' r | out
data t ﬁﬁ%%tﬁ-rpéﬁ%‘ﬁt&) wYOTRS- Sy node @ﬁgs 6@/ ?e%gg(%g%éﬁé g@é}egﬁg Ot%fl{g: h%éw%?ovi der
or a settlenent organization executes processi.ng.for se?r}gi)ng t he ortion
sur r oupeeessgweenia kep i lerked. dhisTenewal progessing is epgaied, by dkey ¢anirol t h
the device O, 1, 2, 3 as one group. A plurality of such groups are present
.in thecenteg, ®prdvider oa sditlenengerganatatiom. f or carrying out data
transmt-receiving to and from devices such as a content provider or a
settlement ¢pgRRItE& sipicthr) akiviisbgppieneaentiRI@. 3, three devices 0, 1,2, 3
 included in one group hold common keys K00, KO, KR as a node key. By utilizing this
node key common constitution, for example, a common content key can be distributed
to only devices 0, 1, 2, 3. For example, if the node key K00 itself held in common 18
set as a content key, only the devices 0, 1, 2, 3can be set as a common content key
without executing new sending of key. Further, a value Enc(K00, Kcon) obtained by
encrypting a new content key Kcon by a node key K00 is distributed to the devices 0,
1,2, 3 through a network or by being stored in the recording medium, only the devices
0, 1, 2, 3 can decryption the encrypted Enc(K00, Kcon) using a common node key K00
held in the respective devices to obtain a content key: Kcon. The Enc(Ka, Kb) indicates
data into which Kb is encrypted by Ka.
Further, where at the time t, keys : K0011, K001, K00, K0, KR owned by the

device 3 are analyzed by a hacker and then exposed, it is necessary for protecting data

transmit-received in a system (a group of devices 0, 1, 2, 3) to separate the device 3



13 August 2004 37 distributing means. Node keys and |eaf keyl$ Augpshz004
controlled collectively by a single key control center, or may be
controlled every group by nmessage data distributing nmeans such as a

provi der, or a settlenent organization for carrying out transmt-receiving
of various data with respect to groups. These node keys and | eaf keys are
subjected to renewal processing when3& key is | eaked. This renewa
processing is executed by a key control center, a provider or a settlenent

or gani zfxbinthe sy stet T thiseidshodekelseK00$, KOD] KOeK Rpdreresiectively reh&wed.
three devices 0, 1,2, 3 included in one group hol d commmon keys KOO, KO, KR

as an hi 1 &} tyhj ' | f.ar
exampl &0 T Ky K001 RIOf0, U, KNG, WFEnIREREaRSIg i b eliied Bghe,
3. For exanple,. i.f _{he e key. KOO itself_held_.in co nis, set as a
cont ent‘flqlfé?}g,% Qgr}b% H?éedg&' q?@smél,caggs azgengwgég%ogg]aagé)%oe@gm dentent key
W t hout executing new sending of key. Further, a value Enc(KOO, Kcon)
obt ai ned by Thendwsirhniting processing of eeneviad ykeiowitl Iy daserdstel. Reneikad of &key
distributed to the devices 0, 1, 2, 3 through a network or by being stored
in the ié.eﬁ@é&ea%grmﬁﬁgla tableYednlfitied byeslocld dath: cabled ARG R blggkt he

y

encrypted Enc(KOO, Kcon) using a common node key KOO held in the

SRR N R gt SO B B Dl bdL
KO0011, KOO1. KO0O,,.KO, KR db he . devyi I b Kk
oL, ko8 0510 SN B L 5 ol K I S .

a system (a group of devices 0, 1, 2, 3) to separate the device 3 13 August
2004 1s constituted by a decryption key for distributing a key newly renewed to a device

corresponding to each leaf comstituting a tree structure as shown in FIG. 3. The
enabling key block- (EKB) is sometimes called a key renewal block (KRB: Key
Renewal Block).

In the enabling key block (EKB) shown in FIG. 4A, only the device in which a
node key need to be renewed is constituted as block data having a data constitution that
can be renewed. An example of FIGS. 4A and 4B shows, in the devices 0, 1 and 2 in
the tree structure shown in FIG. 3, block data formed for the purpose of distributing
a renewal node key of generation t. As will be apparenf from FIG. 3, the device 0 and
the device 1 require K(t)00, K(f)O, K(t)R as renewal node keys, and the device 2
requires K(t)001, K(t)00, K(1)0, K(t)R as renewal node keys.

As shown in EKB of FIG. 4 A, a plurality of encrypted keys are included in EKB.
The encrypted key in the lowest stage is Enc(K0010, K(t)001). This is a renewal node

key K(t)001 encrypted by a leaf key K0010 of the device 2, and the device 2 is able to



38 fromthe system To this end, node keys: K001, KOO, KO, WRiugust2004
respectively renewed to new keys K(t)001, K(t)O00, K(t)0O, K(t)R, which
renewed keys to be notified to the devices 0, 1, 2. Here, K(t)aaa

i ndicates a renewal key of Kaaa of generation : t. The distributing,
processi ng of renewal key will|l be described. Renewal of key is executed by
storing a table constituted by blockagata called an enabling key bl ock
(EKB: Enabling Key Block) shown in FIG 4A in a network, for exanple, or in

b1 ook QekPreTE ChitTol QSRR s Faf LR RIS B ushg RADF cbaRpa o ke
St T uct GyelogB PG AR PROTPLed 16 FricaRLBHAb Ko d3as i eknd BloesyT o bOeER | o
called a key renewal block (KRB: Key Renewal Bl-ock). In the enabling key

bl ock (ChiBE debrypted to &bi@in 4 feneovdl ymotla ey di(t)H. Saquénitiallyaan eogeypted keeed t o
be renewed is constituted as bl ock data having a data constitution that

nd 2 T G B e D e ek it 2 For et Tor the
Bppar erenr oy K OB, oty b PR RIKDOTRISRIA AR frst Bebbiom o o
(1) 0. thp of Ridet Adn daerypheshe Reigin RAQRs oo ot ms dexiee K 0l 1 ¢
of encrypted keys are included in EKB. The encrypted key in the | owest
st age K0¢@kdedOkeRKEOMWOismot iliblusied sozber mmmldy aode kgepepgsspgofor a
encrypted by a | eaf key KOO10 of the device 2, and the device 2 is able to
13 AugyshewlOdodPkey is K(t)00, K(1)0, K()R. The device K0000.K0001 decrypts an
encrypted key Enc(K000, K(t)00) in the third stage from top of FIG. 4A to obtain
K(t)00, and thefeafter, an encrypted key Enc(X(t)00, K(t)0) in the second stage from
top of FIG. 4A is decrypted, and an encrypted key Enc(K(t)0, K(t)R) in the first stage
from top of FIG. 4A is decrypted to obtain K(t)R. By doing so, the devices 0, 1,2 can
obtain a renewed key K(t)001, K(£)00, K(t)0 and K(t)R. The index in FIG. 4A shows
the absolute address of a node key and a leaf key used as a decryption key.
Where renewal of a node key : K(t)0, K(t)R in the upper stage in the tree
structure shown in FIG. 3 is unnecessary, and a renewal processing of only the node
key KOO is necessary, an enabling key block (EKB) in FIG. 4B can be used to
distribute a renewal nod key K(t)00 to the devices 0, 1, 2. |
EKB shown in FIG. 4B can be used, for example, to distribute a new contentkey

in common in a specific group. Concretely, it is supposed that the devices 0, 1,2, 3

shown by the dotted line in FIG. 3 use arecording medium, and a new common content



decrypt this encrypted key by its leaf key to obtain K(t)O00113 ABygust20
K(t)001 obtained by decrypting, an encrypted key Enc(K(t)00 1, K(t)00) in
the second stage frombottom can be decrypted to obtain a renewal node key
K(t)00. Sequentially, an encrypted key Enc(K(t)00, K(t)0) in the second
stage fromtop of FIG 4A is decrypted to obtain a renewal node key K(t)O,
and an encrypted key Enc(K(t)0, K(t)RWin the first stage from top of FIG
4A is decrypted to obtain K(t)R On the other hand, in the device K 0000,

K0001, ' il e ; sar
For 2 e O K o e g5

decrypt c - key  Enc(;KOQ0 ):00) ingthe third s e m.t op of
i aop RO KR OBREE e R KPR bk om0 6
K(t)0) jn the second stage from top of FIG 4A is decrypted, and an

encr yptthg dexicesdb (k@ yoremepedrs distritnged iwish FB ghowny sh1Gp4B: By this4A i s
decrypted to obtain K(t)R By doing so, the devices 0, 1, 2 can obtain a
r enevedhistepukion) i3tribut{dn 6Ddati(iox Aeangtéd in the dpparatndef otherriGupd Aushows

t he absol ute address of a node key and a | eaf key used as a decryption key.

Wier e r@ned@lic®l RcHRRS chglled. K(t) 0, K(t)R in the upper stage in the tree
structure shown in FIG 3 1s unnecessary, and a renewal processing of only

t he node Kk KOQ is..hegessary, ;a nabl j key b K (EKB) in F B can
o used to Taie b el SERERLYAAT A At REk SRR SR pasBeck(Bol? “Ee
shown in Fl 4B can be ed, for exanple, to distribute new content key
in co ined ByJpeesssing éf‘(ﬁj@ caneretrkayeatithe timg -%Kéﬁ)@%géa%@w%ﬁamﬁ@ devi ces
0, 1, 2, 3 shown by the dotted line in FIG 3 use a recording nedium and

a new ¢bnstobutiontofra citBertilgysusiR@BKBD key K(t)con is necessary. At this
time, Enc(K(t)00, K(t)con) into which new common

FIG. 5 shows, as an example of processing for obtaining a content key at the

time t K(t)con, a processing of a device 0 which receives, through a recording medium,
data Enc(K(t)00, K(t)con into which a new common content key K(t)con is encrypted |
using K(t)00 and EKB shown in FIG. 4B. That is, this is an example in which
- encrypted message data by EKB is a content key K(t)con,

As shown in FIG. 5, a device 0 uses‘ generation : EKB at generation: t stored in
the recording medium and a node key K00O stored in advance by itself to produce a
node key K(t)00 by the EKB processing similar to that described above. Further, a
renewal content key K(t)con is decrypted using a renewal node key K(£)00 decrypted,
and is encrypted by a leaf key K0000 owned by itself and stored in order to use it later.
[Format of EKB]

FIG. 6 shows an example of format of the enabling key block (EKB). A version

601 is a discriminator showing the version of the enabling key block (EKB). The



content key: K(t)con is encrypted with K(t)00 into which a céhiugushdd key
KOO of the devices O, 1, 2 is renewed is distributed with EKB shown in
FIG 4B. By this distribution, distribution of data not decrypted in the
apparatus of other groups such as a device 4 becones enabled. That is, if
the devices 0, 1, 2 decrypt the encrypted sentence using K(t)00 obt ai ned
by processing EKB, a content key at thk tine t K(t)con can be obtai ned.
[Distribution of a content key using EKB] FIG 5 shows, as an exanpl e of

pr oces svergionoiasop fiactiongfor shomtiagta doryesponding reldtion betidehco funcdiol fiessi ng
of a device 0 which receives, through a recording nedium data Enc(K(t) 0O,

K(t) cong;ksat ot e i I.ng
(1) 00 nel i el RS AR bl The WP gOthe By RRE dPhiRFarchs
encrypt ssage data by.EKB is a cqnt.ent |k t)ycon. As shaown in FIG 5,
a devi ¢ %%&&ﬂ%ﬂgﬁﬁ Y%th ISSRGG tg;a a%WQ? é’tfitggz‘ﬁétré}%mgod?ﬁﬁmaﬁlﬁﬁ Qfg@érdi ng
medi um and a node key KOOO stored in advance by itself to produce a node
key K(terabling ketydlewla(FiK By ol slataypeintén &3 isa@ pdiater des mdi¢rsihgrbpositioRwit her

a renewal content key K(t)con is decrypted using a renewal node key K(t)O0O0

decr yptdaia paenéh kise enslitRt Rey hock (EHB%,kﬁﬁd KOROp GGG (Y 14 taSEdihtenghrst or ed
in order to use it later, [Format of EKB] FIG shows an exanpl e of

Show ng tise SaRARRl ot ke Baft fnd Fighon e Kaleterdihs S holdeBedt (ARHB0, )

versi on has. .a f:;[,ncti n for showi ng a corresponding rel ation between a
funct i SHPYBHON L SN At i ng | atest EKB and a content. The depth shows the

nunber of hierarchies .
A data part 606 stores, for example, data having a node key to be renewed

encrypted. For example, it stores various encrypted keys in connection with a renewal
node key as shown in FIG. 5.

Atagpart 607 is a tag for indicating a positional relationship of encrypted node
keys and leafkeys stored in the data part. An attaching rule of this tag will be described
with reference to FIGS. 7A to 7C. FIGS. 7A to 7C show an example for sending the
enabling key block (EKB) described previously in FIG. 4A as data. The data at that
time is as shown in FIG. 7B. An address of a top node included in an encrypted key at
that time is used as a top node address. In this case, since a renewal key of a root key
K(t)R is included, a top node address is KR. At this time, for example, data Enc(K(t)0,
K(t)R) in the uppermost stage is at a position shown in a hierarchical tree shown in
FIG. 7A. Next data is Enc(K(t)00, K(t)0), which is at a position under on the left hand
of the previous data in the tree. Where data is exist, a tag is set to 0, and where data is

not exist, a tag is set to 1. The tag is set as (left (L) tag, right (R) tag). Since data is



of a hierarchical tree with respect to a device of the distridbttgust2004
destination of the enabling key block (EKB). A data pointer 603 is a
pointer for indicating a position of data part in the enabling key bl ock
(EKB), and a tag pointer 604 is a pointer for indicating a position of a
tag part, and a signature pointer 605 is a pointer for indicating a
position of signature. A data part 60§ stores, for exanple, data having a
node key to be renewed encrypted. For exanple, it stores various encrypted

07 1 < o) Yoo Atk 4t0of s SRR e G0, SRS LORERTY, M elfoe il 01

keys and_ | eaf _keys stored in the data p&t. An attaching ruli of this tag
will bexdsdemigudR tagch s Tagy ateceet o aftthgsdatato conpitfutpiacew A dat 9% how an
exanpl e for sending the enabling key block (EKB) described previously in

FI G 4Aowsofiaigs shdtva iddtIG. FC.that tine is as shown in FIG 7B. An address
of a top node included in an encrypted key at that tinme is used as a top

node addresspyd Eh(éd{ey. gcégﬁsﬁ‘dé k§GRoH éteﬂﬁlﬁgi {J&ﬁﬁoﬁfofat}feoﬁbe k@ductiffet d4tai S

i ncl uded, atop n ress 1s KR At t I me, for exanple, data

Enc(K(tQ O, K(t)R) \i.n t he.upperyost ,stage ,i { I ] sh | Q_.a ,
hi er ar (ﬁﬂ‘igglx,xtxr E%Y}éﬂqusﬁm Sigee t}ﬁeg‘%’ ggfaaﬁP%@%ﬁ%% Q‘?ﬁ@o %\?)nl(l%}e whi ch
is at a position under_ on the left hand of .,the previous data in the tree.

Wher e canmersteshdaia of simpky ancrypiedkeys, a2 peritiomerdhe fies ofan sneryRigAdey a ¢ ag
Is set to 1. The tag is set as (left (L) tag, right (R) tag). Since data is

13 Auguséredopvddfa caxbstdisaimirefed by that Afortmentennedptagt dge cXao(pies Jaa
K(t)R), L tag = 0, and since data is not exist toright, Rtag = 1. Tags

are Setcoh@ﬁ%iﬁo%fCQE ifahd fllovAngtddnibe providohsiAg the attlledindexpliced dgs

shown in Fl
correspondence to the encrypted data like the constitution described in FIGS. 4A and

4B previously without using the aforementioned tag:
0: Enc(K(t)0, K(t)root)

00: Enc(K(1)00, K(1)0)

000: Enc(K(t)000, K(1)00)

However, the constitution using such an index as described results in lengthy data to
increase data quantities, which is not preferable in the distribution through a network.
On the other hand, the aforementioned tag is used as index data showing a key position
whereby a key position can be discriminated with less data quantity.

Returning to FIG. 6, the EKB format will be further described. The signature is
an electronic signature executed, for example, by a key control center, a content

provider, a settlement organization or the like which distributed the enabling key block



The tag is set in order to show at which position of the tréd Atguat2ide
data , Enc(Kxxx, Kyyy) is positioned. Since the key data Enc(Kxxx, Kyyy)

are mere enunerated data of sinply encrypted keys, a position on the tree
o0f an encrypted key stored as data can be discrinmnated by the

af orenenti oned tag. For exanple, data constitution as in the follow ng can
be provided using the node index plaggd in correspondence to the encrypted
data li ke the constitution described in FIGS. 4A and 4B previously w thout

usi ng af grenent i oned, t ag:. 0; K . 00 :
K(t)0) (7%l Togdlerice)wigh TR%‘Y%)EE%%‘\Q/@?S bl abnichfichriofl bf r?lf:‘g'g’#% i SR
I ndex as. described results in lengthy data to .increase dat LLies,
whi ch itisisran epatding key black (BkdBY dsﬁmﬁglbtﬁgibmatmllé@aﬁgllaé@%ﬁ@%ﬂa@{ﬂe

ot her hand, the aforenmentioned tag is used as index data show ng a key
posi ti @istribheyreby a key position can be discrimnated with | ess data
quantity. Returning to FIG 6, the EKB format will be further described.
The si l?@%hfé&ﬁl(e@ Uﬁﬁﬁfﬁi@téﬂ%&ngﬂégw HF EoRteafisft €d, for exanple, by a key

control” center, "a coftent  provi a settlenment organization or the like

whi ch distri ed t.he enabling k bl gck 13 August 2004 43 K e
devi ce whi cWﬁ%gf @Edafék%ng%ﬁﬁ‘%ﬁdﬁ%xaﬂﬁﬁgu? #Sﬁ?r?@gql} gﬁgg?a(gél %fnéﬁf ?émtnlu-at i t
is an enabling key block (EKB), distrjibuted by a valid enabli ? key gl ock
(EKB) idivéhich mmdpithe coatent key He yemssalegg pxith Bpp erSPBHFPBr}’V’g bedhaent s]
While in the aforenenti oned exanple, a description was nmade of an exanpl e
hereinafter of the constitution in which a content encrypted by a content key, and a

content key encrypted by a content encrypted key along with a content key éncryption
key encrypted by EKB are sent.

FIGS. 8A and 8B show this data constitution. In the constitution shown in FIG.
8A, Enc(Kcon, content) 801 is data in which a content is encrypted by a content
key(Kcon), Enc( KEK, Kcon) 802 is data in which a content key (Kcon) is encrypted
by a content key-encryption key (KEK: Key Encryption key), and Enc(EKB, KEK) 803
is data in which a content key-encryption key KEK is encrypted by an enabling key
block (EKB).

Here, the content key-encryption key KEK may be a node key (K000, K00 ...)
or aroot key (KR) itself, and may be a key encrypted by a node key (K000, K00 ...} or
a root key (KR).

FIG. 8B shows an example of constitution where a plurality of contents are
recorded in media, which makes use of the same Enc(EKB, KEX) 805. In such a

constitution as described, the same Enc(EKB, KEK) is not added to each data, but data



in which only the content key is sent along with EKB, a descldptgush2864 1 be
made, hereinafter of the constitution in which a content encrypted by a
content key, and a content key encrypted by a content encrypted key al ong
with a content key encryption Kkey encrypted by EKB are sent. FIGS. 8A and
8B show this data constitution. In the constitution shown in FIG 8A,
Enc(Kcon, content) 801 is data in whi a content is encrypted by a content
key(Kcon), Enc( KEK, Kcon) 802 is data in which a content key (Kcon) is
encr yptshdwihy adinkomg destinetypndimkeditoiEnc(KKB, KEK') iKegddehtr gaathi datakey) , and
Enc(EKB, KEK) 803 1is data in which a content key-encryption key KEK is

encrypted b ' | i votion
e YEL S0 ORI IR 8 i oFof o Rherd bt R KEPRERCRYL |

may be K crypted by a e KQQO. Q ... a_reot ke KR) .
FIG 8 é@‘r‘fﬁ%ﬁ@ r’flseéﬁ 5%@6?“@8@%‘{ ﬁﬁp |6 o‘?i’(%%ﬁ‘s Egnyar%}eﬁ\ceg F‘Fy“‘a?e tck(?Xt %Qp S are
recorded in pedia, which makes use of the sane, Enc(EKB, KEX) 805. In such a
const i tshovaningsl Gk dnithiscase.rif in a geoum syieandaddry thesdofted amedin HlGabh

data, but data 13 August 2004 44 showing a linking destination linked to

Enc ( EKBhe ldeidceilsis advisked, dorcacdmple] due fd Be 1€alstbakey latxhavihg anfermbliage
where a content encryption key KEK is constituted as a renewal node key

(1) 00 1RHAICRTHKE) BARREIN9 QU Yo RN AAMENIRYTKConis drtri g case.

if in a group ‘surroun otted frame 1n FIG “the devite 3 is
oy bodk ¢ EenfPl MyencRiGE Kby Ties: KoRol Wig R nENbEh ERgRORsT 1
enet y'pte?l%rypted by a content key (Kcon) are distributed to members of the other groups, that
is, devices 0, 1, 2 whereby the devices 0, 1, 2 can obtain the content. |

The right side in FIG. 9 shows the deérypting procedure in the device 0. The
device 0, first, obtains a content key encryption key (KEK = K(t)00) by decrypting
process using aleafkey K000 held by itself from the received enabling key bock. Then,
the device 0 obtains a content key Kcon decrypted by the K(t)00, and further carries
out decrypting by the content key Kcon. The device 0 can use the content as a result
of the above process. The devices 1, 2 are also able to obtain a content key encryption
key (KEK=K(t)00} by processing EKB by the different procedures and are able to use
the content similarly.

The devices 4, 5, 6 .., of the other groups shown in FIG. 3 are not able to obtain
a content key encryption key (KEK = K(t)00) using a leaf key and a node key held by

themselves even if they receive the same data (EKB) as mentioned above. The device

3 revoked is likewise not able to obtain the content key encryption key (KEK =K(t)00)



by a content key encryption key (KEK = K(t)00), and data i ntle AutiugheQp4
content is encrypted by a content key (Kean) are distributed to nenbers of
the other groups, that is, devices 0, 1, 2 whereby the devices 0, 1, 2 can
Obtain the content. The right side in FIG 9 shows the decrypting procedure
in the device 0. The device 0, first, obtains a content key encryption key
(KEK = K(t)00) by decrypting processisusing a |eaf key KOOO held by itself
fromthe received enabling key bock. Then, the device 0 obtains a content

(o B SRR 1 M B e e eI

can use t ntent as a result of the
above pyocess. ,The devices 1, 2 are also able to obtain a content key
encrypt‘{eﬁﬁ’?tl@é‘g‘{sﬁﬁﬁ‘iﬁf’ﬁe@é) by processing EKB by the different procedures
and are able to use the content simlar|ly. The devices 4, .5 6 ... of the
‘ot her groupdf grodimtribtutinnef gcentenikay wiokmg wscodf BKS isaisedninem inatapr as
encryption key (KEK = K(t)00) using a |l eaf key and a node key held by

t hes el degsribyd® nthe fench@ited epatene wikich valke valt aightkB)ldes camnicicopstdcabbee. The
device 3 revoked is likewi se not able to obtain the content key encryption

key (KEK.q 13 August 2004 45 by a |leaf key and a node key, and
only t%%lg\%%%&%l% ng the proper right is able to decrypt and use the

content. If the distrjbutjo content .key making use of EKB Js.used, in
< anner as At gudimigokey blodk B aamriatssn ARPERDST SO0 EPEET thEHKE RG] der
can decrypt ran be distributed safely._An enabling keg bl ock (5;;8) a
cont enthas@yconstituiny sanable ebprovidingdistribuiiprsalely threugh agratwork.dntdhsabl e
of providing distribution safely through a network, but the -

enabling key block (EKB), the content key and the encrypted content can be also stored

in a recording medium such as DVD, CD and provided to a user. In this case, if

constitution is made such that a content key obtained by decrypting an enabling key

block (EXB) stored in one and the same recording medium is used for decrypting the

encrypted content stored in the recording medium, distribution process of an encrypted

content that can be used only with a leaf key and a node key held in advance by the

valid right holder only, that is, content distribution for which a usable user's device is

limited can be realized by a simple constitution.

FIG. 10 shows an example of constitution in which an enabling key block (EKB)

is stored together with an encrypted content are stored in a recording medium. In the

example shown in FIG. 10, stored in the recording medium are contents C1 to C4, data

with the enabling key block corresponding to each stored content placed in

correspondence thereto, and an enabling key block of version M (EKB - M). For

example, EKB - 1 is used to produce a content key Kconl having a content C1



enabl i ng key block (EKB), the content key and the encrypted 18dHosRt2Q04n be
al so stored in a recording nediumsuch as DVD, CD and provided to a user.
In this case, if constitution is made such that a content key obtai ned by
decrypting an enabling key block (EKB) stored in one and the sanme
recording mediumis used for decrypting the encrypted content stored in
the recordi ng medium distribution pygcess of an encrypted content that
can be used only with a | eaf key and a node key held in advance by the

valid right hol der ~onl tih S, €ON i ' ' I ' -usabl e
user’ seﬂgwpé i@n& f(?rnq’ivagHﬂg%Kﬁ'% aﬁe?gé p&gﬁéﬁ%&%ﬁ%ﬂgg% I ttll}t9 r}%)aﬁ, |G 10
shows an exanpl e of constitution in which an_ enabling ke I EK S
st or ed acogtant €2 eucrypted. btbsgseawleamensbling key e?léag Y‘?Tsémrmﬁﬁamdi um
In the exanple shown in FIG 10, stored in the recording nmediumare

cont en§sstoted in ibcottihg medidrh. Shee eoatentG3k€4 ivplackd cocorregmmdiengete each
stored content placed In correspondence thereto, and an enabling key bl ock

of ver g ' - 1604, 3450 thits B4 SarPbOObinéd Bpnt ent
key chn‘?&#%ﬂ\}‘f“?géé’dbé%l%@t%omﬁs Aﬁ‘gﬁgga‘z%%‘i“ 46S encrypted , and fojra‘

exanpl g, EKB. - I s used, to, pr a .en _Kc havj t ent
&2 encpppating o et ko BeRgHIR ST R FTYc - B cpdrB ot FERE °"
is stored in a_recording nedium Since contents C3, C4 iigl aced in

cor r esfrddiske it 5 nedessayalel Pbigik EKBIodk Edkp 2 nepessapndiohdsciamts fhe
contents C3, C4 can be obtained by decrypting the enabling key block (EKB
- M. SediretifkBontcht kEy&by n@walistribotios noeand, forrexamgils knetwork distabudiemry t o
obtain EKB - 1, EKB - 2 necessary for decrypts the respective content keys
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FIGS. 11A and 11B show a comparative example between a content key
distribution by using EKB and conventional content key distribution where a content
key is circulated among a plurality of devices. FIG. 11A shows the conventional
constitution, and FIG. 11B shows an example making use of an enabling key block
(EKB) according to the present invention. In FIGS. 11A and 11B, Ka (Kb) indicates
data in which Kb is encrypted by Ka.

As shown in FIG. 11A, processing has been heretofore carried out in which
validity of a data transmit-receiver is confirmed, authentication processing and
authentication and key exchange (AKE) are executed between devices to co-own a
session key Kses used in encrypting process of data transmission, and a content key

Kcon is encrypted by the session key Kses under the condition that the authentication

is established to effect transmission.

For example, in PC shown in FIG. 11A, it is possible to decrypt a content key



FIGS. 11A and 11B show a conparative exanpl e between a cont eftAugsigt 2004
distribution by using EK B and conventional content key distribution where
a coritent key is circulated anong a plurality of devices. FIG | 1A shows
the conventional constitution, and FIG | -1B shows an exanpl e naki ng use
of an enabling key block (EKB) according to the present invention. In
FIGS. I I Aand 11 B, Ka (Kb) indicategs data in which Kb is encrypted by
Ka. As shown in FIG | 1A, processing has been heretofore carried out in

whi ch lidity of data t.ransmt-receiver is confir , .cathon

pr ocessH¥e§ eé’r‘fé’ptﬁﬂt eﬁt%ﬁé%{Pvgﬂ?Yarr‘?&e‘iYS? b aﬁ%sél?%kgn%groﬁgégggbgﬂ&g%t ween
devices to co-own a session key Kses used in encrypting process of data

t r ans nifsthenposaibletocmerypit Krewy obtateed by Wf%k@dﬁgyf g‘é w86 Beelkd9 Kses
under the condition that the authentication is established to effect

transmsgc&iaqmnd;@fn@egﬁa?ke, in PCshown in FIG | IA it is possible to
decrypt a content key 13 August 2004 47 Kses encrypted by a session key

recei ved by pf jecogsal g%&gﬁg Qs ﬁg&%%hﬁﬁ%ﬁ?g{&ge%yﬁ%éaamq gesRb@1d Be

encrypt Kcon ai ned ore str Itse to store it

in own nenpry.,In FI.G 11A. prqecessing .S necessary.,in Lch wher e

dat a iglﬁfggp%@dnttbef%n cﬁp%l?lgiogt?fﬁg{g ‘i‘%%dtfsﬂéopg’n?lr?? ‘3‘6‘&@“‘%’1‘%&%%&‘8’& f or
only a recording device 1101 showmn in FIG 11A, when PC or a reproducing
devi cein §1or dddptwheauPGeont 4 teproducipgalerice wpresemwautibentication proGess @kecut ed
so that content keys are encrypted by the respective session keys to

ef f ect sHoeInRIG. oA Thex&uted sb leatreemtatuays greentoptéd by itherespectivbe  to
use a session key produced in the authentication process and co-owned to
decryPhession keys to effect distribution. The PC or the reproducing device is likewise able

to use a session key produced in the authentication process and co-owned to decrypt

an encrypted content key and obtain a content key.

On the other hand, in an example making use of an enabling key block (EKB)
shown in the lower stage of FIG. 11B, an enabling key block (EKB), and data (Kroot
(Kcon)) having a content key Kcon encrypted by a node key or a root key obtained by
processing the enabling key block (EKB) are distributed from a content provider,
whereby the content key Kcon can be 'decrypted and obtained by only the apparatus
éapable of processing EKB distributed.

Accordingly, for example, the useable enabling key block (EKB) is produced
only on the right end in FIG. 11B, and the enabling key block (EKB), and data having
a content key Kcon encrypted by a node key or a root key obtained by EKB processing

are sent together whereby the PC, the reproducing apparatus or the like present cannot

execute processing of EKB by a leafkey or node key owned by itself. Accordingly, the



an encrypted content key and obtain a content key. On the ottichudwsha)04 n an
exanmpl e nmaki ng use of an enabling key bl ock (EKB) shown in the | ower
stage of FIG 11B, an enabling key biock (EKB), and data (Kroot (Kcon))
having a content key Kcon encrypted by a node key or a root key obtained by
processi ng the enabling key block (EKB) are distributed froma content

provi der, whereby the content key Ko can be decrypted and obtai ned by
only the apparatus capable of processing EKB distributed. Accordingly, for

exanpl Gkt dSHEAR ﬁ%egg% GREERY R ?xﬂg thEHHId dviee QUUBAVithow seenringe

right en ey block (EKB), and data haV| ng a

cont ent ke Kcon,encr ypt ed or, a t ke aht ai

processl?rﬁﬁ ssgs suchgsau %&H&%W?@P%ﬁif’%@&@dﬁtﬁ apdp c}'&c%ﬂvﬁ?%g &é’r Afus or
the |li ke present cannot execute processing of EKB by a | eaf key .or_node
key owrsddugtion ofhsessimcheyiiangithe prossss Brangreptipmogonfgnt keeKsp B G3heont

key can be distributed to only the valid device safely w thout executing
process®gsippdieyas authentication process between the data transmit-receive
devi ces, the productlon of a session key, and the process for encrypting a
content key AP0 COPFRBE iR UNdS
desired to b\yh @é"‘%g@) géﬁﬁéb@geﬁgﬁg%ﬂé%foﬁjgégﬁgﬂﬁﬁepro duti ng unlg al so,
b | e St st ShablveBhv BFo-RSRE RS SRRl % abbRBRG R s
istri

Aut henti cati on Key Using Enabling Key Block (EKB) (Common Key System] In
t he di gmoidbeed and distdbutedisdherehy vbtaia pgsmmmgnicantentdey. (EKB) or  a key

[Distribution Of Authentication Key Using Enabling Key Block (EKB) (Common Key
System)]

In the distribution of data used in the enabling key block (EKB) or a key
described above, since an enabling key block (EKB) and a content or a content key
which are transferred between devices always maintain the same encryption form, there
is the possibility that an invalid copy is produced due to the so-called replay attack,
which steals and records a data transmission channel and transfer it later again. For
preventing such an attack as described, there is effective means for executing
authentication process and key exchange process similar to those of prior art between
data transfer devices. Now, a description is made of the constitution in which an
authentication key Kake used when the authentication process and key exéhangc
process are executed is distributed to a device using the aforementioned enabling key
block (EKB) whereby the authentication process in conformity with a common key

system having a common authentication key as a safe private key is executed. That is,



descri bed above, since an enabling key bl ock (EKB) and a cont3shugust 2G04
content key which are transferred between devices always naintain the sane
encryption form there is the possibility that an invalid copy is produced
tlue to the so-called replay attack, which steals and records a data
transm ssi on channel and transfer it l|later again. For preventing such an
attack as described, there is effectidfe neans for executing authentication
process and key exchange process simlar to those of prior art between

dat a t gRRs{ehndexample iNoWhich €8&TDted iRekshge "BHE BY ERB GONgdedt ukimp in
whi ch an authentication key Kake used when~the aut’hentication process and
key e ss are executed is distributed to a device using the

X . _proge
aforen%ﬁﬁ?‘%ﬁgaag}]i%ﬁ ng key block (EKB) whereby the authentication process

in conform with a common ke yst.em havin o n aut henticati on key
as a safe pHilfatld ragwp @%&t@@ﬁ/ authentigation ,mqtgoaddggﬂ-"égoaﬁﬁé) ¥$iRg 3s an

exanpl e in which encrypted nessage data by EKB is used as an
aut hentciooahon kek encryfptidn sh2tesmowdhile imElal 1 AUDESNs nsed anthereshathn kSO | EC
9798-2) using a comon key encryption system Wile in FIG 12, DES is

used a e [ . as
%nﬁzﬂgatfb‘i’l”@é‘égbﬁfé, Ythef @gétégl% iy %lﬁis%ﬂ‘as%hg asU&} ﬁfBStHEad’()iﬁﬁu#fE%{ g

| ong as they ar conmo encryption system In FIG 12,
d t he. d f @4 bits, d Rb d, | b Al ch |
b ar e hRORDRRE (G AT AR Pttt Fd etk b derdnd Snom
mb Ra 4 bits, d dat ypted ' .a key Kab i t he CBC
Tode. oRIDE IR (b)ubiokgs R HD, aiedraSmiliodia s videAFIEH®, PenRBD Kab

is a key to be stored in a recording elenent as a private key conmon to A

and B. prédums dhegandon hemder Rautfitddits; ané dataare lepctyiptedasingalkeydlalyint he CBC
e OftheD(E?SB,C mode of DES in order to Ra, Rb and Rc to transmit them to B. The key Kab
is a key to be stored in a recording element as a private key common to A and B.
According to the encrypting processing by the key Kab using the CBC mode of DES,
for example, in the processing using DES, an initial value and Ra are subjected to
exclusive OR; in the DES encryption part, the key Kab is used for encrypting to
generate an eﬁcz:ypted text Eland continuously, the encrypted text E1 and Rb are
subjected to exclusive OR; in the DES encryption part, a key Kab is used for
encrypting, and encrypted text E2 and ID (b) are subjected to exclusive OR; and in the
DES encryption part, a key Kab is used for encrypting to generate transmission data
(Token-AB) by an encrypted text E3 produced.
B, which received the above data, decrypts the received data by a key Kab

(authentication key) likewise stored in a recording element as a common private key.

A decrypting method of received data, first, decrypts an encrypted text E1 by an



for exanple, in the processing using DES, an initial val ue di3dAugmusa2@4
subjected to. exclusive OR in the DES encryption part, the key Kab is used
for encrypting to generate an encrypted text E | and continuously, the
encrypted text E 1 and Rb are subjected to exclusive OR, in the DES
encryption part, a key Kab is used for encrypting, and encrypted text E2
and | D (b) are subjected to exclusivegyOR and in the DES encryption part,
a key Kab is used for encrypting to generate transm ssion data (Token-AB)

by an encrypted text rqduced. B, .which received the abov ta,

ooy pesdaiicabion ke deh o Chpsteaphddis mnhern, Nex f8 saeidied B2
stored in a recording element as a common private key. A decrypting nethod
of recaes dedryrted, byf an stuthelgicaionskewn Kb ransk 8e reswit Her¢iyomnand Bugiet 2004
50 authentication key Kab to obtain the random nunber Ra. Next, an

encr yptsaljdceed tdekclisivél OR #PsladindRb aPinally hanenaapieditckel 3 kalecrapted be

result therefromand El are subjected to exclusive ORto obtain Rb.

Fi nal | t ' | ' Kab,
and nen ERFRRARPIRY I, alfd S ER Bl 22 BUIGRELCAI AT I
b). Authentjcati ' de.if . Ra and 1D (b f Ra, d th
o1 ai nbdi e ebEanAB o penticarion s gnad K R ROl Rm dpndR'B) 1"
aut hentication, B authenticates that Ais valid. Next, B produces a session

key (Kdéksy olotaital umed caincitedawritte ntticc framsmittedr bstud. ndVimen heassedothise t he
random nunber). Then, Rb, Ra, Kses are encrypted in that order using an

i Ch L e Bt o the recei ved data by an

Next, B produces a session key (Kses) to be used after authentication
(Producing method: To use the random number). Then, Rb, Ra, Kses are encrypted in
that order using an authentication key Kab in the CBC mode of DES and are returned
to A.

A, which received the above data, decrypts the received data by an
authentication key Kab. A decrypting method of the received data is similar to the
decrypting process of B, which is therefore omitted in its detail. Anthentication is made
if Rb and Ra out of Rb, Ra and Kses thus obtained are coincided with one transmitted
by A. When passed the authentication, A authenticates that B is valid. After
authentication of mating parties each other, the session key Kses is used as a common
key for secrete communication after authentication.

Where invalidity or uncoincidence is found when the received data are

authenticated, processing is interrupted as a failure of mutual authentication.

In the above-described authentication process, A and B co-own a common



aut hentication key Kab. A decrypting nethod of the received HBAuwuss2@04m | ar
to the decrypting process of B, which is therefore omtted in its detail.
Aut hentication is made if Rb and Ra out of Rb, Ra and Kses thus obtained
are coincided with one transmtted by A Wen passed the authentication, A
authenticates that Bis valid. After authentication of mating parties each
other, the session key Kses is used asl a conmmon key for secrete

comuni cation after authentication. Were invalidity or uncoincidence is

found vhigheritiatioadelyesb. TheonfrBon AuihRaAtAER IS Kb RCHSSibiged & 4 b @EEUPt ed

as a failure of nutual authentication, In the above-descri bed

aut hent | cal i 0o-own a common 13 August 2004 51 :
aut hentqs@%#}%ﬂe@g@ﬁgﬁxﬁﬁg@@jmn aut henti cati on key Kab is distributed
to a device _using the, epabling bl ock key (EKB). For exanple, in the
exanpl e shodifT] ‘H‘q%l'R}P» pthe; gxanaDlgespopEn B’nﬁi@yééa these mashbe icmployadithe whi ch
out of A or B, the other encrypts an authentication key Kab and an

enabl i rgnkBintisnoplwiiEKBNt pf Acarddcthbotheroshecypty aa addeanirhtiondes i dtngnd ey
block (EKB) to transmit it to the other, or the constitution in which a

third Q@Mﬂébﬁﬁ%%?%ocﬂ@(EI@B?Bf&d&ehgaér aﬁ%ﬂﬁc -E@eédﬂ%le%&bﬁ%gﬁ%?ﬁ;{lp& bot h

devi ces A and for the devices A to encrypt an authe on key
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decodabl e aut hentication key Kake is distributed to devices 0, 1, 2, 3,
and FI @ndBitosimemeptaan anthengiocation kekikatb hynhedmabling Rey block (EKB) produced

| for the devices A, B to distribute it.

FIGS. 13 and 14 show examples of the constitution in which an authentication
key Kake common to a plurality of devices is distributed by an enabling key block
(EKB). FIG. 13 shows an example in which a decodable authentication kéy Kake is
distributed to devices 0, 1, 2, 3, and FIG. 14 shows an example in which the device 3
out of the devices 0, 1, 2, 3 is revoked to distribute a decodable authcnticaﬁon key to
only the devices 0, 1, 2.

In the example of FIG. 13, a node key K(t)00 renewed using a node key and a
leafkey in the devices 0, 1, 2, 3 is produced and distributed, by producing a decodable
enabling key block (EKB), along with data (b) having an authentication key Kaka
decrypted by a renewal node key K(t)00. First, the respective devices, as shown on the

right side of FIG. 13, processes (decrypts) EKB to thereby obtain a renewed node key

K(t)00, and then decrypts an authentication key: Enc(K(t)00, Kake) encrypted using



out of the devices 0, 1, 2, 3 is revoked to distribute a deci@dalgust 2004

aut hentication key to onIy the devices 0, 1, 2. In the example of FIG 13,
a node key K(t)O00 renewed using a node key and a leaf key in the devices
0, 1, 2, 3 is produced and distributed, by producing a decodable enabling
key block (EKB), along with data (b) having an aut hentication key Kaka
decrypted by a renewal node key K(t)@9. First, the respective devices, as
‘'shown on the right side of FIG 13, processes (decrypts) EKB to thereby

obt ai n_a [eneved n k t nd A aut henti cati on key:
Enc ( K( E§%abt aﬂ&fﬂ‘)‘ @eg@yy%@%d(&%)ﬁ@‘.ﬂﬁﬂ&&é}?gl{wg@%%ggkaﬁtﬁe obt ai ned node key
K(t)00 to obt ain an authentication key, Kake: her dev ﬁs@ 5. 6, 7
., even i inotkersdencasithbl.ihg keWVEﬂnotfkthGEKEP‘? mgclaqw KB e key
K(t)00 renewed by processing EKB cannot be obtained, and ther efore, an

aut hentréaeivdd)thk epde ey B tOntentwedryy ptdvessing iHK 14 @annet babblainedyarde
ot her hand, the exanple of FIG 14 is an exanple in which as the device

éﬁ;réﬁﬁﬁﬁ?ﬂ@ o ﬁﬁ%ﬁ?t@%ﬁk‘é’eh ?é:%@“é“%%"ﬂffi‘ﬁ%:iﬁﬁd ﬁé‘a‘ﬁ“réll%%% Be enabl i ng key
EKB
he”devt cos (i 148 SBEAGRL HertF BE IR IR . Srt 6 i MR AL itRIey 0, =

bl ock (EKB) and ﬂb) an aut hentication key (Kake) shown in FIG 14

encr ypisdongxamelegaeokas by kak) o key.dheidevicesuinea graup surgowndad b the of
FIG 14, the decrypting procedure is shown. First, the devices 0, 1, 2
obt ai ndottad drmhe bﬁQ?IGOGQ)rhMG(SIﬁ(déd@ﬁl}ablwerdxbdingﬂ:teyr’ujoqﬂ( CEEEY with ntgsp@ct eaf

key or a node key owned by itself fromthe received enabling key bl ock.

E?S 5 Owﬁle SRy hesaberR R bhEr Supeitat FRt AR vk 0KAKE fépdiseibutivhl Datarade by

having (a) an enabling key block (EKB) and (b) an authentication key (Kake) shown

in FIG. 14 encrypted by the node key (K(t)00) are distributed.

On the right side of FIG. 14, the decrypting procedure is shown. First, the
devices 0, 1, 2 obtains an enabling node key (K(t)00) by decrypting process using a leaf
key or a-node key owned by itself from the received enabling key block. Next, the
devices obtain an authentication Key Kake by decrypting made by K(t)00.

The devices 4, 5, 6 ... in the other group shown in FIG. 3 cannot obtain a
renewal node key (K(£)00) using a leaf key and a node key owned by itself even if
similar data (EKB) is received. Similarly, also in the device 3 revoked, the renewal
node key (K(t)00) cannot be obtained by a leafkey and anode key owned by itself, and
only the device having a valid right is able to decrypt an authentication key for use.

If distribution of an authentication key making use of EKB is used, only the

valid right holder is able to distribute a decodable authentication key safely with less



The devices 4, 5, 6 ... in the other group shown in FIG 3 ctewajusoRtcd n a
renewal node key (K(t)00) using a |l eaf key and a node key owned by itself
even if simlar data (EKB) is received. Simlarly, also in the device 3
revoked, the renewal node key (K(t)00) cannot be obtained by a | eaf key
and anode key owned by itself, and only the device having a valid right is
able to decrypt an authentication keysFor use. If distribution of an

aut henti cati on key maki ng use of EKB is used, only the wvalid right hol der
S ablqg%% g@®h§ibute a decodabl e authentication key safely with | ess 13
August q ata quantity. [Distribution of content key using a public

key authentjcation, and a nabl I ng bl ock ( EKB) ] he follo t he
di st ri JiApiEhubiondseondent E@ﬁg@qplﬁkﬁw ke prtheatica pncar»ééw cBaAb KRR KPYAL i on
and an enabling key block (EKB) will be described. First, a nutual

aut hentlileek (BKB)et hod using an el liptic curve encryption of 160-bit | engt h,
which is a public key encryption system wll be described with reference

to FIG 15. thih&kSHovkng tl’éc@strﬂmﬂﬁﬁppx%%eﬁhﬁ'lﬂét@oh@elﬁ% Y #puBlic k¥gt em
but any system may be used as long as it is a public ey enc yptlon system

it - o bRon T anablie 55 H0RE GRE P pe FadiPedidier ipbil,
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obt ai ned by making a base poi nt G Ak tines is obtained to produce an
el ect r guiblic ke gnatypimnsysting, wilt be desspibed with RdereRioe ta¥1GX1 s darldiChate and Y
coordinate), which is returned along with a public certificate of Ato B.
I'n Ra @FUCROused &Pdiedutickedthe¥yption system, but any system may be used as long
as it is a public key encryption system similar thereto. Further, the key size need not
be 160 bits. In FIG. 15, first, B produces the random number Rb of 64 bits to transmit
it to A. A which received it newly produces the random number Ra of 64 bits and the
random number Ak smaller than the prime number p. And, a point Av= Ak x G
obtained by making a base point G, Ak times is obtained to produce an electronic
signature A, Sig with respect to Ra, Rb, Av (X coordinate and Y coordinate), which is
returned along with a public certificate of A to B. In Ra and Rb, X coordinate and Y
coordinate of 64 bits, Av are respectively 160 bits, and therefore, an electronic
signature with respect to 448 bits in total is produced.
B which received the public key certificate, Ra, Rb, Av, the electronic signature
A. Sig authenticates if Rb transmitted by A is coincided with one produced by B. As
a result, when coincided, an electronic signature within the public key certificate of A

is authenticated by a public key of an authentication office to take out a public key of



coordinate of 64 bits, Av are respectively 160 bits, and t herehaust 2G04

el ectronic signature with respect to 448 bits in total is produced. B

whi ch received the public key certificate, Ra, Rb, Av, the electronic
Signature A Sig authenticates if Rb transmitted by Ais coincided with
one produced by B. As a result, when coincided, an electronic signature
within the public key certificate of 3 is authenticated by a public key of
an authentication office to take out a public key of 13 August 2004 54 A

The el ekt TRObRcRLARA I hSULe ASSED IssmAkéhaRkdd atiag ayaiblit leyobAitekdeyunf A
taken out. Next, B produces the random nunber Bk which is smaller than the

ti neg i 2“”‘83}5%{*5?313?08&%%3368 Jalfforl @gﬁ?éﬁ?ﬁ&%ﬁ%@%@%ﬁ%ﬁ%h??'r?iés pect
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certificate, Rbo, Ra, Av, the electronic signature B. Sig of B

aut hentdbtained tof piddute anselettremic ygihtuse BoiSigiwdighl respdet doRipr BauBad(By A
As a result, when coincided, an electronic signature within the public key

certifi%at@naRiadd ¥eo gﬁae;,ilgﬂﬁéﬁf& BHurBe@ WP Alatok@Withla piiblidleheRttifiedtt On

office to take out a public’key of B. The electrtonic signature B. Sig is

aut hent ifﬁt ed using a public key of B taken out. After the authentication

of an &'éttronic si ghat ure has been succeeded, A authenticates B to be

valid. Were both of th have. succeeded for . authentication, .B conputes Bk
Aabe e i A

x Av  (Si nceBlighrecpiye Beblickpesertifcatealkb, Kay A, theielgctignic slgnaiure ot j ¢

curve, scalar-tunes conputation at the point on the oval curve is

necess®.\Nig of Bhauthentogtas BRMkransBitfeddndB is coincided with one produced by A.
As a result, when coincided, an electronic signature within the public key certificate
of B is authenticated by a public key of an authentication office to take out a public key
of B. The electronic signature B. Sig is authenticated using a public key of B taken out.
After the authentication of an electronic signature has been succeeded , A authenticates
B to be valid.

Where both of them have succeeded for authentication, B computes Bk x Av

(Since Bk is the random number, but Av is the point on the elliptic curve, scalar-times
computation at the point on the oval curve is necessary.), and A computes Ak x Bv, and
.uses the lower 64 bits of the X coordinate of these points as a session key for use for
thereafter communication (where a common key encryption is a common key
encryption of 64 bit key Iength). Of course, a session key may be produced from the

Y coordinate, and the coordinate need not be the lower 64 bits. In the secrete

communication after mutual authentication, sometimes, the transmission data is not



uses the lower 64 bits of the X coordinate of these points a8 Auges230®n key
for use for thereafter comunication (where a cormon key encryption is a
common key encryption of 64 bit key length). O course, a session key nmay
be produced fromthe Y coordinate, and the coordinate need not be the

| ower 64 bits. In the secrete communication after nutual authentication,
sonetines, the transm ssion data is B§dt 13 August 2004 55 only encrypted
by a session key but is also applied with an el ectronic signature. Were in

the aUbBEMAGIbted bk sBRliG REY bENIs Al ACd WitRanUEARSHiL ShinaBie0 ¢ he

recei ved-data;" 1 nv Ity or “uncoincid e Is found, processing is

I nterrupted e t.o failure.of tual authentication..FlG 16 shgws an
exanpl o of b ke antisnbcaidh of o gfeufpio SPuadl npRunshifbatch RERHE

aut hentication and an enabling_ke%@plgck(EKB), First, the autheptication
pr oces seceavsbdatanmvabidityi er pupoincidenge &/ fonad, Bsqsessingds mistsupicdgiuedod . 15
I S executed between a content provider and PC. The content provider

pr oduc €ghaedFaadrial authéBtibaien. reproduci ng apparatus which is a content key
di stribution destination, a node key and a |eaf key owned by a recording

mediumto e y , : : | I 21'@5]) a

r enewal nodgT§é§6 g@%&gﬁﬁ g%%] Sﬁogf%ée%mgf]gﬁgk?%ﬁﬁﬁﬁgﬁgﬁﬂ(sﬁgsg% y 1Ks es
produced byt he authenticati 0CesSs ep. P ich.is. transmtted
to PC. kpralithenfigaton ané@ﬁte@ﬁgﬂ%lgifetﬁf%kgﬁ?@nfgﬁt?@}%%‘ﬂbsﬂl ERROCER by a
renewal node ke%gand an enabling key bl ock (EKB)]_ encrypted 8 a session
key, amccardingtefthepublickey system explained refsrrang i HE . dpgaexece %@t\ﬁeen
recordi ng medi um The reproduci ng apparatus and the recordi ng nedi um
decrypk dont@ansreniddeeandPC, The content provider produces a decodable EKB by a

reproducing apparatus which is a content key distribution destination, a node key and

a leaf key owned by a recordiﬁg medium to encrypt a content key E()con) which
executed encryption by a renewal node key and an enabling key block (EKB) by a
session key Kses produced by the authentication process between PCs, which is
transmitted to PC.

PC decrypts {a content key E (Kcon) which executed encryption by a renewal
node key and an enabling key block (EKB)] encrypted by a session key, and thereafter
transmits it to a reproducing apparatus and a recording medium.

The reproducing apparatus and the recording medium decrypt [a content key E
(Kcon) which executed encryption by a renewal node key and an enabling key block -
(EKB)] to thereby obtain a content key Kcon.

According to the above constitution, since [a content key E (Kcon) which

executed an encryption by a renewal node key and an enabling key block (EKB)] are



(Kcon) which executed encryption by a renewal node key and at8 anqlstpogn key
block (EKB)] to thereby obtain a content key Kcon. According to the above
constitution, since [a content key E (Kcon) which executed an encryption

by a renewal node key and an enabling key block (EKB)] are 13 August 2004

56 transmtted under the condition of the authentication between a content
provider and PC, for exanple, even igg the case where a node key is | eaked,
positive data transm ssion to a mating party is enabled. [Distribution of

bovo- dEisFREd Bk iR AR GIEE SR RuiRtRetR LoiRLa hicS bPoifer pnd
cnab! | TRyt BRBNe, e it dhal e BIEE ft Nog &eoif1EAKSKh QPPN v aIALh
various program codes are distributed using an enabling key bl ock (EKB)

may be tenpimysidn tdhanatisg pary & érmbded. exanpl e in which encrypted nessage
data by EKB is used as a program code. This constitution will be descri bed

herei niﬁiﬁde-i;buﬁgﬁofypl% cBle %%@@ EnBlifg k&) BIRRI(ERBde is encrypted,

for exanp y a renewal node " key of an enabli'ng key bl ock (EKB) to

(ERD) that  SSRIBG eapyuE aaseriPoe SRAriPle frselipAgR el Po AP BER BRAEY 175"

1t he TonBLBENE IRk yERBpUE i Bton deY Fuahe e vsi e enaes FPbc esses
the received EKB to obtain a renewal node key, and further executes
decr ypthlogk ¢EK®B )proodistributode thy consdneval imedeclk eyriobs girogchn ¢odbs @rer a
pr ogram code.
distributed using an enabling key block (EKB) may be employed. That is, this is an.
example in which encrypted message data by EKB is used as a program code. This
constitution will be described hereinafter.
FIG. 17 shows an example in which a program code is encrypted, for example,
by arenewal node key of an enabling key block (EKB) to transmit it between devices.
A device 1701 transmits an enabling key block (EKB) that can be decrypted by anode
key and a leaf key of a device 1702 and a program code subjected to decrypting by a
renewal node key contained in the enabling key block (EKB) to a devicel702. The
device 1702 processes the received EKB to obtain a renewal node key, and further
executes decrypting of a program code by a renewal node key obtained to obtain a
program code.
In the example shown in FIG. 17, further, processing by the program code
obtained in the device 1702 is executed to return the result to the device 1701, and the

device 1701 further continues processing on the basis of the result.



In the exanple shown in FIG 17, further, processing by the 1&Aguehle®te
obtained in the device 1702 is executed to return the result to the device
1701, and the device 1701 further continues processing on the basis of the
tesult. 13 August 2004 57 As described above, the enabling key bl ock (EKB)
and the program code. subjected to decrypting processing by the renewal
node key contained in the enabling K&y block (EKB) are distributed whereby
a program code capabl e of being decrypted in a specific device can be

di stribut ed A9 deberibRPabbis, HeVirkdIRE khebRUERBIRD thedbfograd code
[ Constitution for causing I'CV: Integrity Check Value to correspond to a

transm_ssi o optent) Next. a description:wl of . t si ng
const 1 EuPIeGred (e Shing,procss Gl RY e RinePr fbis kPF sOBRe gy P sECHRE
integrity.check value (JCY) is produced to coryespo to the content, and
t he prk%&i@clbé‘ﬁléﬁééﬁ%éismbqtﬁéwwgmfaea@gramw etwaﬂg'o%ﬁo@mgi@ca}ﬁaaéd by -
conputing ICV. The integrity check value (ICV) is, for exanple, conputed
usi ng. #n hapécificrlevicercanbietdistribateeiato thespdvefic davieaor theghoup showpun #FdGby | CV
hash (Kiev, d, C, ...). Kicv is an I CV producing key. C, C2 are

inforngtion of a content, and a nessage authentication code (MAC) of
I nportant information of the content is used. FIG 18 shows a MAC val ue

pr oduci e | e, using_t [ encr ypt i.o r.ocessi n nstituti-on. As
Phown L opRERERRCF Eaita Gy BreBRbLeREUF Dol B i sRon] B flpabithlifon v geq
into 8-bit units (hereinafter, the divided nessages are M, M2, ... M.
First, cPR&nthi tial value (hereinafter, 1V) and M are subjected to
excl usive OR

Next, a description will be made of the processing constitution in which for

preventing falsification of a content, the integrity check value‘ (ICV) is produced to
correspond to the content, and the presence or absence of the falsification of the
content is judged by computing ICV.

' The integrity check value (ICV) is, for example, computed using a hash function
with respect to the content, and is computed by ICV =hash (Kicv, C1, C2, ...) . Kicv
is an ICV producing key. C1, C2 are infon;-rlation of a content, and a message
authentication code (MAC) of important information of the content is used.

FIG. 18 shows a MAC value producing example using the DES encryption
processing constitution. As shown in the constitution of FIG. 18, a message to be an
object is divided into 8-bit units (hereinafter, the divided messages are M1, M2, ...
MN). First, the initial value (hereinafter, IV) and M1 are subjected to exclusive OR
(result of which is IT). Next, I1 is put into 2 DES encryption part to carry out

encrypting using a key (hereinafter, K1) (an output is E1). Continuously; El and M2



(result of which is I1). Next, 11 is put into a DES encrypt i@Ayzast 2004
carry out encrypting using a key (hereinafter, KlI) (an output is E).

Conti nuously, EIl and M2 13 August 2004 58 are subjected to exclusive OR
output 12 of which is put into the DES encryption part, and is encrypted
using the key | (an output E2). Thereafter, this procedure is repeated,

and the encrypting processing appliedggo all the nessages. The last ENis a
nmessage authentication code (MAC). e hash function is applied to the MAC

val ue of the.content and t I r ci,ng k t 0. pn ce the.integrity
check virpaHBioRBl fixdive OF amput Byt ST Bl Piniedne THES RReivbhion BB c oo
for which the fact that no. falsification is present is assured is,

conpar ¢ddis encrypledusitg thakeynl (arcousput E2pThereadtor cbir procedure is kepesteh | Cv
is obtained, the fact that the content is not falsified is assured, and if

| CV i s aid fhey @drypting gesoenting apblitd ks iaIlithaﬁﬂeSBa%'g%. MhedesitENSs aaslessage
[ Constitution for distributing a producing key Kicv of the check value

(rev H%b%geegd onstitution in which Kiec which is an integrity
check vaa\.\?%eerﬁ Sr(g\gﬁgjhg key of a content is sent by the enabling key
bl ock wi || described. That iss,, this,isan.exanple in whic n ted

message dat gﬁb‘?/ﬁéngﬁl%d&?fl isaRified to @%W@a‘@!‘éﬁ O%WOBF% @&Gntz’eﬁ@‘yof a

content. FIG 19 and FIG 20 show an exanple in which where contents common
to a produsingkeyfto peaduseshamtegépicheeknvaine 847V} of thh contenkl G prastgeiing key
Kicv for authenticating the presence or absence of falsification of these
cont entvehdrba dbstent ﬁgirﬁducdwfo'&' nehieln i fappthiseno BAlodicatibi prosbhl is b8sigBaws an

exanple in which a decodabl e

‘is compared with ICV produced on the basis of a new content. If the same ICV is
obtained, the fact that the content is not falsified is assured, and if ICV is different,
Judgment that falsification is present is made.
[Constitution for distributing a producing key Kicv of the check value (ICV)
by EKB] |

Next, the constitution in which Kiec which is an integrity check value (ICV)
producing key of a content is sent by the enabling key block will be described. That is,
this is an example in which encrypted message data by EKB is an integrity check value
(ICV) producing key of a content,

FIG. 19 and FIG. 20 show an example in which where contents common to a
plurality of devices are sent, an integrity check value producing key Kicv for
authenticating the presence or absence of falsification of these contents 1s distributed

by the enabling key block (EKB). FIG. 19 shows an example in which a decodable

integrity check value producing key Kicv is distributed to devices 0, 1, 2, 3, and FIG.



~integrity check value producing key Kicv is distributed to dévegst2004, 2,
3, and FIG 13 August 2004 59 20 shows an exanple in which the device 3

out of the devices 0, 1, 2, 3 is revoked, and a decodabl e i ntegrity check

val ue producing key Kicv is distributed to only the devices 0, 1,2. In the

exanple of FIG 19, a node key K(t)00 renewed using a node key and a | eaf

key owned by the devices 0, 1, 2, 3 a&gng with data (b) having a check

val ue producing key Ki cv encrypted by a renewal node key K(t)00 are

the ri ghisrmtian Sanete it faft e etsCh IGH EOPEESs B P2 STl 4TV 3

EKB t o thereb obtain a node key K(t)OO r enewe nd ubsequ ntIy decrypt
a.checladego g lerintageity gheckyvalueprodreingdey chl’(ll%glﬁugﬁtt?é& enly P qgVices

obt ai ned node key K(t)00 to obtain a check value producing key Kiev.
Since @, e, devices 4, 5, 6, 7 ... cannot obtain a node key K(t)00 renewed
by processing EKB by a node key and a |eaf key owned by itself even if the -

same enablin thE%?&a&@RfoFﬁ?% | S 9@&2}1@?@ epissi U d lesusida key

can be sent o on devi'ce saf er hand, th exarrpl e of

FIG 2 i an _exa h evi ce r exarrpl ked by
eak ofiead ke OWRADIG s, 4euksFF 80 ﬁdédgb‘?jo?ﬁé“gbfif‘@d B hARE By Sheck Vajte
produces a decodabl e enabling key bl ock ](EKB) W th respect _‘t)he only
menber producing kuh&icyrepeypteddty psenetvel aede dey K000 arey éwtrd yted; Em i on.
Data having (a) an enabling key block (EKB) and (b) a check val ue

pr oduciprgdueng@deodablamabling k&) 6lock BKBY. v shibviny on ke nighesideyin((G.) 00)

~are distributed.

19, the respective devices first process (decrypts) EKB to thereby obtain a node key
K(t)00 renewed, and subsequently decrypt a check value producing key : Enc(K(1)00,
Kicv) encrypted using the obtained nodeA key K(t)00 to obtain a check value producing
key Kicv.

Since other devices 4, 5, 6, 7 ... cannot obtain a node key K(t)00 renewed by
processing EKB by a node key and a leafkey owned by itself even if the same enabling
key block (EKB) is received, the check value producing key can be sent to only valid
device safely. |

On the other hand, the example of FIG. 20 is an example in which as the device
is, for example, revoked by leak of a key, in a group surrounded by the dotted frame
of FIG. 3. produces a decodable enabling key block (EKB) with respect to the only
members of the other group, that is, the devices 0, 1, 2 for distribution. Data having (a)

an enabling key block (EKB) and (b) a check value producing key (Kicv) shown in

FIG. 20 eﬂcrypted by the node key (K(t)00) are distributed.



13 August 2004 60 On the right side of FIG 20, the decryptiinguguso2edur e
Is shown. First, the devices 0, 1, 2 obtain a renewal node key (K(t)00) by
decrypting process using a | eaf key or a node key owned by itself fromthe
tecei ved enabling key bl ock. Next, the devices obtain a check val ue
produci ng key Kicv by decrypting made by K(t)00. The devices 4, 5, 6 ..

in the other group shown in FIG 3 cagmot obtain a renewal node key
(K(t)00) using a |leaf key and a node key owned by itself even if simlar

data (EKB) &, ' : 1.S1 I ' ' eg

r enewal noaﬁeIl k@?ﬁlg@? %16%0@“01*611%0 ’btglb é%tc ég%egﬁﬁgﬂﬁgeag Elg%gg'nglrgf’ ﬁgae key
owned by itself, and .only the device | a,valid right is able,t
decrypt f%[ifpeétd,ﬂe@tquﬁéﬂ% Q@WTPB(EG ilf%(ﬂiébﬁfléff APEyYPIBS pg@cgsdﬁg}g(a c%ue
reproduci ng key making use of EKB is used, only the valid right holder is
abl e t keyi &t a node ey alenedibylitsethfoln thel resepredouimblipgiey black! Nexhitha | ess

data quantity. By using the integrity check value (1 CV) of contents as

descri bpi@RORain 4 chéck ReS pRIducif: Réy Riidabe debiphing 168 B (8<B and
encr ypt edlcont earllltns.olt I's sugposecdﬂ% ha%' for?exarrplle,@ as shgv\lgt)i n FIGS. 21A

a0 216, Lop oSO L L L SR S0l 6 900 SchalRbnfRe e
o copyorrmabhate ey WS(A0L Brner loat iy RdaHoDe ke QaVich b dissTeleaani «
of decrypting EKB. There is provided a constitution in which as shown in
FI G 2siBjlar detgfEKB ) a6 eedeivadalSomslatlyCelsoGnl the deyicead sewokade dhe seneaealondi ng
to contents properly stored in the 13 August 2004
node key (K(t)00) cannot be obtained by a leafkey and a node key owned by itself, and
only the device having a valid right is able to decrypt an authentication key for use.
If distribution of a check value reproducing key making use of EKB is used, only
the valid right holder is able to distribute a decodable check value producing key safely
with less data quantity.
By using the integrity check vatue (ICV) of contents as described above, it is
possible to eliminate invalid copies of EKB and encrypted contents. It is supposed that
for example, as shown in FIGS. 21A and 21B, there is a medium 1 in which a content
C1 and a content C2 are stored along with an enabling key block (EKB) capable of
~ obtaining content keys, which is copied to a medium 2 without modification. It is
possible to copy EKB and encrypted contents, which can be used in a device capable
of decrypting EKB.

There is provided a constitution in which as shown in FIG. 21B, mtegrity check

values (ICV (C1, C2)) are stored corresponding to contents properly stored in the



61 respective nedia. The (ICVv (C 1, C2)) shows | CV = hash (18 Awgust2004C2)
which is an integrity check value of contents conputed using the hash
function in the content CI and the content C2. In the constitution of
FIG 2 1 B acontent | and a content 2 are properly stored in the nedium
1, and integrity check values (ICV (C 1, C)) produced on the basis of the
content C and the content C2 are stgmed. Further, a content 1lis properly
stored in the nedium2, and an integrity check values (ICV (C 1) ) produced

th t ORI ,
acsume oiErety ErpediE. PREIEY (€1, CEPEHERR ‘f‘ﬁfﬁ&@ Kifr oL Can et B 4ge
G ( Cinfeguny cagdk vahun gt phRENEmES hS{x‘fa < sk el iopu rﬁego%%rﬁéxt??fced
different fromKicv (C) stored in the Medium falsifyin contents and

st or i ngndfthaeentemti(hils thizieonstittrhen bfiFaGi @ 1Bopyoatent dx ae:@ntem 4 hee devi ce
for reproducing nedia, |ICV checking is executed in the step previous to the

repr Odg?éﬁ‘lfét%f-bd ﬁﬂﬂehﬁ&ﬁ?‘ﬂ”ﬁ and lﬂﬁ?? gg&h@@d VHILEEICH bEL YER) ﬂrh@u@écpduced

| CV an stored | CV not coi the constitution’in which
reprodu0| exec oyi p

reprodﬁ]@l gb(?ﬁﬁt ntth§ G 85‘?1123: %%%Fﬁ%ﬂE@hag‘g%@r%d F ﬁiél&le%tgﬁogl{eel%r%% ded
the constitution in which_ for_enhancing .safet eck, val ue
(1cv) oropash sared stheanpdinme?, and 35 Beratyiohe 6’ﬁ ueq éwi{a@f L )d?roga?%d
including a counter. That is, this constitution is to nmake conputation by

| CV = bashe bisisuf themontent C1 ig stofed the@gin. In thjs casstitytion, desnimerthet@ilBer + 1)
is set as a value in which one increnent is made every rewiting. It is

necessapiten® 2h aidted in BRI ediuh 'le‘cé;ﬁeMd) ¢he thedaun e fwhial Methesmedivied, in a

secure nmenory:. 13 August 2004 6
a content check value is newly produced, ICV (C1, C2) are to be produced, so that it
becomes obvious that different from Kicv (C1) stored in the medium, falsifying of
contents and storing of new contents due to the invalid copy are executed. In the device
for reproducing media, ICV checking is executed in the step previous to the
reproducing step, and judgment is made of coincidence between the produced ICV and
the stored ICV, if not coincident, the constitution in which reproducing is not executed
is provided to enable prevention of réproducing contents copied invalidly.
| Furthermore, there can be provided the constitution in which for enhancing
safety, the integrify check value (ICV) of contents is rewritten to produce them on the
basis of data including a counter. That is, this constitution is to make computation by
ICV = hash (Kicv, counter + 1, C1, C2, ...). Here, a counter (counter + 1) is set as a

value in which one increment is made every rewriting. It is necessary to have a

constitution in which a counter value is stored in a secure memory.



Further, in the constitution in which the integrity check valduugusCR§04of
contents is cannot be stored in the same nediumas contents, the integrity
check value (I1CV) of contents is stored in a separate nmedium For exanple,
Where contents are stored in nedia which take no nmeasures to prevent
copies such as a read only nenory or normal MO, there is the possibility
that when the integrity check valuedlCV) is stored in the sane medi um
rewiting of t he IC,\/ is done by an invalid user, failing to maintain the

afety of t her

whi oh”1 Qv 1 Vs o ShegliSon int MR 8GR ﬂ}%hﬂn&%hfe*@@?%?do 8" o
f trol (f I heck- / check- out

enabl o IS eAEHaHbR stTedin ths saevnadtin ReeRiRg Lo ma alcarity chrtalye UEUROE s
The above constitution. is shown in FIG 22. In FIG 22, contents are

st or ed donterfts Testored iA2Ddepakite mé¢dikes no neasures for preventing copying
such as read only nedia or normal MO, and the integrity check values (ICV)

in connecti Z’&{%}%ﬂ%ﬁﬂﬁ%ﬁt%%rs%?r%HQhelﬁedhﬁ whishltakoed medadds e a

host machin a user Is not | owed to get access to prevent

|nvaI|drewr|t|n of ., the inte check val as
such a REGYELCORES éﬁcgés 855%4 ?’g'é( %or PB?HMI é,regﬁpllnéagéi'fs?lglhtylih o of
a constitution in which when a_device on_ which a nmediag 2201 is, mtfnstfn
execut exher therinthgrity gheek vaefddVa i stored 1m thesagne megayipe rowrfing qidhg nost
machi ne executes checking of ICV to judge the propriety of reproducing,

r epr odygi\ngs dénd by ahiigvalitbyserchailing te nmintha thief sadety afrli(evit bn such pease,

prevented. 13 August 2004 63 [Category classification of a hierarchical
tree sthuetdim®e provided the constitution in which ICV is stored in a safety medium on a
host machine, and ICV is used for copy control (for example, check-in / check-out,
rhove), to thereby enable safe management of ICV and checking of falsification of
~ contents.
The above constitution is shown in FIG. 22. In FIG. 22, contents are stored in
a medium 2201 which takes no measures for preventing copying such as read only
media or normal MO, and the integrity check values (ICV) in connection with these
contents are stored in a safe media 2202 on a host machine to which a user is not
allowed to get access to prevent invalid rewriting of the integrity check value (ICV) by
auser. If, as such a constitution as described above, for example, employment is made
of a constitution in which when a device on which a media 2201 is mounted executes
reproducing of the media 2201, a PC or a server which is a host machine executes

checking of ICV to judge the propriety of reproducing, reproducing of invalid copy

contents or falsified contents can be prevented.



A description has been made of the constitution in which an 18nargst 2abdkey
Is constituted as a hierarchical tree structure shown in FIG 3 such as a
root ‘key, a node key, a |eaf key, etc., and a content key, an

aut hentication key, an I CV producing key or a program code, data or the

| i ke are encrypted along with an enabling key block and distributed, but a
description will be nade hereinafter the constitution in which a

hi erarchi cal tree structure which defines a node key or the like is

cl aSSIfI ever r f. devices o execute efficient key renew ng
procesd! ag‘?&fﬂ/’ Yaéﬂﬁﬁ’ég‘g d’\fﬁol?lf’%?]f‘%ﬁﬁrﬁ?laﬁﬂﬁqlge]di stribution. FIG 23 shows
one exanple of classification of category of ,a hi erarchl cal treg1 .
structure. IAdesarptigy has begsy mady oktlap eonstitution 18 o u@haﬂwcaﬁw@ KS¥HS st age

of the hierarchical tree structure, a node key 2302 is set in the

i nt er me@ngtititeéd age hi@atchicdl epde sthﬁ:j‘ur%m“irsinslﬁ(}. i3nsucheas! aomved tkeyt agede Each
devi ce holds individual |eaf keys, and a series of node keys froma | eaf

key 108 Ry! ;Péaf‘i&ybe@ggarwe&ﬁtehﬂée HeI Suthst Qitn gze}mh gsev'g?@@ud‘l meyih;

uppennos Ssta det as a cate 304

each of nodes on t sta set as vice.gettin nqgde ecific
cat egoﬁawaﬁnﬁﬂg‘eal 85 edU@rar?ﬁHWﬁ%F Egé"f@gae“ IP&&@X@QCEﬂﬁ es and
| eaves in connection with devices contained |n the category ther of W th
one naligtributaddbukasteagapiaen avill g mede he gﬂ}mﬁ g ck
(trademark)] is set to one node 2305 in the M stage of FIG 23, and nodes

and | edqesrgiion el stroveire twitioh tdefinesdenddO kegrar ths ]ﬂ(ﬁgissblaﬁﬁi@i&d&lvers et as
cat egory-excl usi ve use nodes or |eaves containing various devices using the

ggt”ﬁglc%%égg)?y n%_f;?gvic%s thesechie! emdibs nederchd@ingiolsdd naitriptednkey

distribution, and data distribution.

FIG. 23 shows one example of classification of category of a hierarchical tree
struciure. In FIG. 23, a root key Kroot 2301 is set on the uppermost stage of the
hierarchical tree structure, a node key 2302 is set in the intermediate stage, and a leaf
key 2303 is set in the lowest stage. Each device holds individual leafkeys, and a series
of node keys from a leaf key to a root key, a:qd aroot key.

Here, as one example, nodes from the upperinost stage to the M stage is set as
a category node 2304. That is, each of nodes on the M stage is set as a device setting
node of a specific category. Nodes and leaves lower than the M+1 stage are taken as
nodes and leaves in connection with devices contained in the category thereof with one
node in the M stage as a top.

For example, a category [Memory stick (trademark)] is set to one node 2305 in

the M stage of FIG. 23, and nodes and leaves provided lower than the node 2305 are



and | eaves associated wth device defined in the category ofidAgusehildy
stick. Further, a stage at a | evel bel ow several stages fromthe M stage
can be set as a sub-category node 2306. For exanple, a node of

[ Reproduci ng excl usive-use unit] is set as a sub-category node contained
in the category of the device using the nenory stick in a node two stages
bel ow a category [nmenory stick] node 805 as shown in the figure.
Further, a node 2307 of a tel ephone with a music reproduci ng function

ode. 238 25/chadty FRLFRNR MR b6 HERGREL SRGRYE oS e hlipl thel. "
and a [PHS] node 2308, and a {Portabl e tel ephone] noqtﬁ 2309 contained in
the cateeimoyy stick Hhat is, these helow the neded306 are defined asithg sethesmeni nogesbe set

there below. Further, the category and sub-categories can be set not only

at t he anidridawds asdesintrelswithudevidestefatednndhs caegegedf iirdapemdestick, for
exanpl e, nmakers, a content provider, a settlenent organization or the

like, that iﬁm}ﬁ&,é%gg%%w%ﬂb%w%vml SREACABA fifb %{f’agejc hitdieg laks ON

unit, or service provicding unit (these w genera called entity).
For exanple, .if one y._node s set,as a machi ne XYZ .

excl s Aribotarepey tdid S PosRemnle, ARedd af FRASPRuCRE oG usr gl caf
key i-n the |ower stage below the top node can be stored in the gane
machi nds setasasub-anfegai aose cpptaised adthe sategprypd the dgvinerysing themgmory
encrypted contents, or distribution of various keys, and renewal

pr oces stiok imn aode swoistages Yelovod ugieggriamenaby) stdk] keyde 306 kas(shisBn iniBe August
2004 65 constituted by node keys and | eaf keys bel ow the top node key, and

st B T O R e o
node ag; 3nd %@teig%ry of the reproducing exclusive-use unit below the node 2306 of the
reproducing exclusive-use unit as a sub-category node, and a [PHS] node 2308 and a
~ [Portable telephone] node 2309 contained in the category of the telephone with amusic
reproducing function can be- set therebelow.

Further, the category and sub-categories can be set not only at the kind of
devices, but also at nodes managed independently, for example, makers, a content
provider, a settlement organization or the like, that is, at suitable units such as
processing unit, jurisdiction unit, or service providing unit (these will be generally
called entity). For example, if one category node is set as a game machine XYZ
exclusive-use top node sold by game machine makers, a node key and aleafkey in the
lower stage below the top node can be stored in the game machine XYZ sold by makers -

for sales, after which distribution of encrypted contents, or distribution of various keys,

and renewal processing are distributed producing an enabling key block (EKB)



set as an associ ated node of the category or sub-categories 18edugueti2004

wher eby makers, a content provider or the controlling one top node in the
catefjory stage or sub-category stage independently produces an enabling
ey block with the node as a top to distribute it to the devices bel onging
to those below the top node, and key renewi ng can be executed w thout
affecting at all on the devices bel ofding to the nodes of other categories
not belonging to the top node. [Key distributing constitution by sinplified

EKB] F?:gpmng* nblle tk?gsn %%%?eﬁlff% ey the Fdé)gn?ge g@%ﬁ%ﬂ e@&a%&t"%ﬁ‘gﬁé Y

wher e exa e, a I's address erm ne evi ce

(leaf), ,a decodapl engbl.in e | ock (EKB) i,s produced and provi ded

usi ng é‘tﬁ'@ﬁ lrkfégﬁfaﬁa the aﬁﬂseﬁghéo &WJBPWEQ @%&@Pﬂ?‘ﬁﬁ&i ng device. For
exanple, in a tree structure shown in FIG 24A, where a key, for exanple,
a content kdjheiconstitation candwe provided ineghigh the npde belsy onamiodg aa alteafis a
decodabl e enabling key block (EKB) is produced in the nodes a, ¢, j and
di stri Rt fan ddsobRtEPRORISS tHehtd gty or Rubatsiirfos deflidal Qiberdymiakedscon is

subjected to encrypting processing by a renewal root key K(t)root to

or ocesdrcatet PRARGAhE oS Foling By i GRS bt UGNy BGHe Brsfh-cht BEFY °
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_content key. The constitution of the enabling key block (ERK) provided in
this casto ihe deviceshbslnngimgriodbosedxlawdties®p Tide, avabkén genkeaying| eaakbg ERK)
shown in FIGS. 25 and- 25B is constituted in accordance with the format of
the enakbéuwtgd keitho! MFkctdd<B) all on the devices belonging to the nodes of other
categories not belonging to the top node.
[Key distributing constitution by simplified EKB]

For example, in the tree structure of FIG. 3 described previously, where for
example, a content key is addressed to a prcdétermincd device (leaf), a decodable
enabling key block (EKB) is produced and provided using a leaf key and a node key
owned by a key distributing device. For example, in a tree structure shown in FIG.
24A, where a key, for example, a content key is transmitted to devices a, g, j
constituting a leaf, a decodable enabling key block (EKB) is produced in the nodes a,

g, j and distnibuted. -

It is contemplated that for example, a content key K(t)con is subjected to

encrypting processing by a renewal root key K(t)root to distribute it along with EKB.

In this case, the devices a, g, j execute processing of EKB using a leafkey and a node

key shown in FIG. 24B to obtain K(t)root, and execute decrypting process of a content



expl ained previously with reference to FIG 6, has a tag cort®amustpogs to
data (encrypted key).The tag is O, if data is present in the directions of
left*(L) and right (R), and is 1 if not, as previously explained with
reference to FIGS. 7A to 7C. The device which received the enabling key

bl ock (EKB) sequentially executes decrypting process of encrypted keys on
the basis of an encrypted key of ther?%nabl ing key block (EKB) and the tag
to obtain a renewal key of an upper As shown in FIGS. 25A and 25B,
in the_enabling key block (EKB), .the t.he nu r. of sta (dept h)
from akepde(ticondy é‘ﬁObt@W«@ddﬁWﬁlﬂ?obPﬂgﬁ)ﬁ%ﬂ tﬁm%@é’sconlt "E?'ﬁber of
stages (depth) increases according to the nunber of devices (leaf), and
wher e t her e Theecomstiyutioniob drssermblingkeyeblock (ERIQ) prosidédin thig cdests aat i on
of keys, the data quantity of EKB further increases. The constitution in

whi ch fsﬁswh%qq@sonssai axﬂf‘?ﬁ‘Bq'Fﬁé‘EhﬁMngkéj"Blo@l@ BRIKGhENN it G, 1EWR1 as

descri bed 1s enabl ed be descri bed bél ow. IGS 26A and 26B show an
exanpl

Che keg HaisCaefied i geopidaiiod BAICHachumBl St g oTiRie kg PR BY " and

25B, a ke for exanple, .a content Is transmtted to devi ces ,
const i teapflamgech previpusly wiwreference do Eéﬁi& 6a hasce tag c&w&ewg Tiaatag
constituted nmerely by a key distributing device is constructed. In this
case, geticropteddmydMHeitng 0, of ddth (3 pr2Séhtiin thodiseotionsed left (la) andrighedd® ),

.constitution based on the constitution shown in FIG 24B. No branch is

pr esentfioMiKhgPtas éﬁ‘eﬁbus@f‘gx ¥d Qieh refEdnes tFIGSsPAftbckC. and, from K

root to Ka and Kg, tree of FIG 26A having a 2- branch constitution is

construct ed-per 8l Y LY ncpIRELLE {l{égen%bﬁhg %9 b?c?dH](tEI@) é%(&uentlaﬂy executes
decrypting process of encrypted keys on the basis of an encrypted key of the enabling
key block (EKB) and the tag to obtain a renev;ral key of an upper node. As shown in
FIGS. 25A and 25B, in the enabling key block (EKB), the more the number of stages
(depth) from a root to a leaf, the quantity of depths increases. The number of stages
(depth) increases according to the number of devices (leaf), and where there are many
numbers of devices to be a distributing destination of keys, the data quantity of EKB
further increases.

The constitution in which the reduction of data quantity of the enabling key
block (EKB) as described is enabled will be described below. FIGS. 26A and 26B show
an example in which the enabling key block (EKB) is shppliﬁed according to the key
distribution device.

Itis assumed that similarly to FIGS. 25A and 25B, a key, for example, a content

key is transmitted to devices a, g, j constituting a leaf. As shown in FIG. 26A, a tree



As shown in FIG 26A, a sinplified tree having only KO as a 18aguss2004
produced. The enabling key block (EKB) for the renewal key distributionis
prodiced on the basis of these sinplified trees. The tree.-shown in FIG 26
Ais are-constructed hierarchical tree re-constructed by selecting a pass
constituting a 2-branch type tree with a decodable term nal node or | eaf
as the | owest stage to omt unnecessaqr.y nodes. The enabling key bl ock
(EKB) for distributi ng a renewal key i's constituted on the basis of only

t he key correspondi noe,r_al af. of the re-constructed

hi er ar c@ﬂ@ﬂf“ﬁeﬁe@ﬂe Y'bb{ea &tﬁﬁﬂﬁg“ﬂ@g Véﬁ,axls(@(ﬁfmﬂ@crip pR¥Vi%HEPY with
reference to FIGS. 25A and 25B stores data having all keys fromleaf a, g,
j to Krepststituiidn tof eFI<G. nPOB fis ednEtBetedt a5 asnendregptedstitatianvbdsedr s ghet t o
only the nodes constituting the sinplified tree. As shown in FIG 26B, the

tag hasdhsanftidn $W id FIG OB, ANE) 'bf'@ﬁchbl' rédsht HopeRPHst B K, andnlyBASI N9
simlar to that of the exanpl e of 5A and 25B, in which if data are

o Sy LR B, B o RSk A S o 1

encrypted key is, cantai ned in EKB, and if data is stored, 1 ears, and

i  not ,brenelp penstifution ispenstiustedaapray byicomsiiytme nhrageh H%Ft%tlﬁl&w ce (I eaf)
stored in a data 13 August 2004 68 communi cation network or a nenory

medi um is cAnshaben abFIGraAcedniphifial teeshaving buly K8 aslaavetei is prodicezb13, as
conpared with the constitution shown in FIGS. 25A and 25B. Each deice

whi ch reeeinfinbi@y BIGHK (E'RQ3 th rRakwaFkR) dishDiioh3s fiddRced B tHOHax§ B

sequentially decrypts only data in a porti'on where | is stored in the third

o ekl T B S ST A B R IRFIAL oo
key Ka t}e(:)e (r)et)-%gilgﬁl?ctgg q?y Iég ectlfné e? pazsisr;] Cg:onstltutmg a 2-branch type tree with a
decodable terminal node or leaf as the lowest stage to omit unnecessary nodes. The
enabling key block (EKB) for distributing a renewal key is constituted on the basis of
only the key corresponding to a node or a leaf of the re-constructed hierarchical tree.
. The enabling key block (EKR) described previously withreference to FIGS. 25A
and 25B stores data having all keys from leaf a, g, j to Kroot, but the simplified EKB
stores encrypted data with respect to ohly the nodes constituting the simplified tree. As
shown in FIG. 26B, the tag has a 3-bit constitution. A first bit and a second bit have
meaning similar to that of the example of FIGS. 25A and 25B, in which if data are
present in the directions of left (L) and right (R), it indicates 0, and if not, 1. A third
bit is a bit for indicating that whether or not an encrypted key is contained in EKB, and

if data 1s stored, 1 appears, and if not, 0 appears.

An enabling key block (EKB) provided for a device (leaf) stored in a data



decrypts encrypted data Enc(K(t)0, K(t)root) by a node key K@EA@usb2@l# ai n
K(t)root. The device | decrypts encrypted data Enc(Kj, K(t)root) by a

| eaf "key Kj to obtain K(t)root. The enabling key block (EKB) is produced
using only the keys of |eaf and node which constructs a sinplified new
tree constitution constituted nerely by the device of the distributing
destination to constitute a construct tree to thereby enable producing
an enabling key block (EKR) with | ess data quantity, and the data

di stribution of the enabling key block (EKB) can he executed efficiently.
The si rq@ummmwahioamtwmkdmamemérsém@élmnm@%ﬁl&@lﬁée@qq%\tlmt%ﬂ‘ﬁ%{tyve| y
particularly in the EKB control constitution in entity unit described

| ater. afRBosmtihBIG. 26Baadeipiredavith telconbtimtiohshavintiy FOGSn28lAsandr2 5B af
selected froma node or a leaf constituting a tree constitution as a key
distri 1100 | | | [ dkE(E dHd8vi [ 6
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forms such as rocessi unit, a control unit, of.a.sekvigce viding
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maker; a content provider, 13 August 2004 69 a settlenent_organi zation or
the | i Heendbleireakizaticmsef deceypting of apredgiermimedancrypted ke Fonexampledyee
entity. For exanple, a sinplified tree simlar to that described above is
re- confgviess halbchyptt Bac(Rad K )by adesf kef Ka wl obiain aynafe key Ki()ds and
produce EKB to thereby meke i1t possible to produce and distribute the
decoda ' L , £ y | i R bhg to
the solSErDTErehyiEd B EALTR (Y ISHREH) by mds Koy KRR oA aRTT be

descr i bad, 110 detahl o BhScraed Blta BIRCK) RAROPLY U 1FHRY RS 18 Ththhbe

above c

K(t)root.

The enabling key block (EKB) is produced using only the keys of leaf and node
which constructs a simplified new tree constitution constituted merely by the device
of the distributing destination to constitute a constructed tree to thereby enable
producing an enabling key block (EKR) with less data quantity, and the data
distribution of the enabling key block (EKB) can be executed efficiently.

The simplified hierarchical tree constitution can be utilized effectively
particularly in the EKB control constitution in entity unit described later. The entity is

-a gathering block of a plurality of nodes or leaf selected from a node or a leaf
constituting a tree constitution as a key distribution constitution. The entity is set as the
gathering set according to the kind of devices, or set as the gathering of a variety of
forms such as a processing unit, a control unit, or a service providing unit having a

common point such as control units of a device providing maker, a content provider,



stored in information recordi ng nedi um such as an optical diskAudog2@4 t he
| i ke. For exanple, there can be provided the constitution in which an
informati on recording nedium in which nessage data such as contents
encrypted by a renewal node key is stored in the enabling key bock (EKB)
containing data part constituted by the aforenentioned encrypted key data
and a tag part as position discrimnggon date in the hierarchical tree
structure of encrypted key data, is prOV|ded for each device. The device

sequent i al ract S nd dec ncry. | e
enabl 1 RS éyea ah el of AR DR oA PR pbR B e ans e
tag part. course, there can be enployed the constjitution in which the
enabl | mgsmgle entifyk FOERBympde, aisisplifing wee sindagho ﬁlaﬁéﬁﬁﬁ?lke£@|lé%vea§ ®n
internet. [EKB control constitution of entity unit] Next, a description

wi Il besomegactd byttep aeds (subkuidops) ofa phiniabiby af emitesoo pmdumeKBauﬂnsmhyu ng a
tree constltutlon as a key distribution constitution is controlled by a

bl ock ?ﬁo%&ﬁi&??@%@f@g%%ﬁﬁh éﬁhe‘ﬁecﬂeﬂﬁé sf? hﬁé‘éf 8 abﬂi’ig?k%t lﬂﬁ)ﬁlégs the

gat her| ng o urality o s or eaves

her ei n call e | 5.se as t he

accor d?mbmcﬂ’@ ﬁ‘f @gégstﬁ&s%é%ln%m&é{t be |°|98tr811 88’?%%} %Oﬁﬁ% such
as a processing unit, a jurisdiction unit or a service providing unit

havi ng eatity nnisrwilldes csibcd ingletail/dages. provi di ng makers, a content provider
or a settlenment organization. That is, the entities are defined as

hmanagi ng sulfuebtan afabliagikesblock EKB) aedemmedgibmg'e can be comstituted &b bgor y
such as the device kind, service kind, managi ng neans kind, etc. The entity
Wil F&%ﬁ% 'ﬂﬁ%ﬂ%ﬂ’)ﬂ ré@(}ﬁh%ﬁfédhﬁn 5hiEfPas 44 Phea?&i@( E'_V@ ol like. Fl\)rV' ew
for explaining the control cohstitution in entity unit of a tree.

entity e'x%mple there can be provided the constitution in which an information recordmg

medium, in which message data such as contents encrypted by a renewal node key is
stored in the enabling key bock (EKB) containing data part constituted by the
aforementioned encrypted key data and a tag part as position discrimination date in the
hierarchical tree structure of encrypted key data, is provided for each device. The
device sequentially extracts and decrypts encrypted key data contained in the enabling
key block (EKB) in accordance with the discrimination data of the tag part. Of course,
there can be employed the constitution in which the enabling key block (EKB) is
distributed through a network such as an internet.
[EKB control constitution of entity unit]

Next, a description will be made of the constitution in which a node or a leaf
constituting a tree constitution as a key distribution constitution is controlled by a block

as the gathéring of a plurality of nodes or leaves. The block as the gathering of a



shown as a triangle in the figure, for exanple, a plurality 13fAunpde200 e
contained in 1 entity 2701. FIG 27B shows the node constitution within
the 1 entity. The 1 entity is constituted by a plurality of 2-branch type
frees as one node as a top. The top node 2702 of the entity will be

herei nafter called a sub-root. The tenninal of the tree is constituted by a
| eaf as shown in FIG 27C . that is, device. The device belongs to any
entity constituted by a tree with a plurality of device as a |eaf and

havi ng g_t nede ,2702. whi ch..i sub-r oot wi lJ under s fram Fl G
27, ¢ vty ) Thdes of rurepih be Bt e Bn ity Fhg SRR SRR BT L o
wi Il be described with reference to FIGS. 28A to 28C. FIG 28Ais a view
for expgatheningsatlaecondngiodhe kind efdayieasmos as thagathepng pf waripes fermssuch; es
A0l to Ann are constituted in the stage several stages bel ow Kroot,

entiti ef a BldcebsinBrukitdhguAsdiction anitidias ssrvide @ovAling anfirhavang acuimimioas Cl1
to Cng are set thereunder. Each entity has a tree shape constituted by

pl ur al . f . ‘ ' : S, 28B
brd 26 ORESRIs PR BrRdinn o) oaO b RESFR e Rt ighilphice, | 160,
nodes tQ a. termnal nod 812 with a sub:root 11 as a to ode. .This
entity 13, 4P SEHIRS ﬁ%ﬁ‘gq n ,m%%gmﬁéu@r‘ﬁcfst f%‘ﬂ@%%%ﬁ%‘e‘%q&}n%‘%&c ut es
node key control corresponding to the node within the entity Bnk to ‘

t her ebytoscssumencategony such as thedeyice khid, sgrvigaking, meraging meanskind efg-nal
node 2812. as a top. On the other hand, the entity Bnk is under the (host)
entity Ann HBlé estifyheilbbd deqgtbedswith referdmul torlolEs . 2B7A to 2AE. FiGs R7Auisi on of
an entity Cn3 has a term nal node 2852 which is each device wth a

?ﬁbt LIOSEI viete FoPSxainty BRI Con®OlcchsBhMi G lih Yonbity RAHCSE 21irbe. EVSEniy & | eaf
shown as a triangle in the figure, for example, a plurality of nodes are contained in 1
entity 2701. FIG. 27B shows the node constitution within the 1 entity. The 1 entity is
constituted by a plurality of 2-branch type trees as one node as a top. The top node
2702 of the entity will be hereinafter called a sub-root.

The terminal of the tree is constituted by a leaf as shown in FIG. 27C, that 1s,
a device. The device belongs to any entity constituted by a tree with a plurality of
device as a leaf and having a top node 2702 which is a sub-root.

As will be understood from FIG. 27A, the entity has a hierarchical structure.
This hierarchical structure will be described with reference to FIGS. 28A to 28C.

FIG. 28A is a view for explaining the hierarchical structure in a simplified form.,
Entities A01 to Ann are constituted in the stage several stages below Kroot, entities

BO1 to Bnk are set below the entities Al to An, and entities Cl1 to Cnq are set

thereunder. Each entity has a tree shape constituted by plural stages of nodes and



case, as shown in FIG 28C. This entity has a discrimnator GWugdshgo@ntity
Cn3 independently executes control of a node key and a | eaf key
corréesponding to the node and leaf within the entity Cn3 to thereby
execute control of a leaf (device) corresponding to the term nal node
2852. On the other hand, the entity Cn3 is under the (host) entity Bn2
havi ng the sub-root 2851 as a term na,ll node. The key control in each
entity is, for exanple, key renewi ng process, revoke process and the |ike,

which will be descri [ etaiJ,Jater. In a device which is a | eaf of
t he |omse@ﬁﬁ%}@ﬁ@%@%&&nﬁ%é-key of each node and a | eaf key
positioned. in a pass froma |eaf key of entity to which the device

bel ongs to &oseEampde, thedenstifution of thet erpitgddiek biis arplurality ofiwidsls totael f
bel ongs. For exanple, the device of the term nal node 2852 stores keys

from t he@niiaklhed 2810061thE £dtdoot 8821 h9a thensdd) THioentigdas28hdcrirhnAgust
2004 72 The constitution of the entity will be further described with

refere . . ' ' : ucture
const | fiide g eyt Bacigesotfiondy SxElEL Hod SKAPLA A ABEpAndfRTo 1) L
depth can be set accordi to the nunber of ~child enfities correspgnding
ot he Hode MiFIR thoge P8 tﬁe@%wxleﬁ@teéwmp} ,0? 31OV RELCHIG) PRl ASt3B a5 o

| eaf. The detail of the constitution of host and child entities as shown in
FI G 2%he tesminal ixide\i8 12raski @p. LoBtheTither latd, dhe entityi Bnlais wderithe (mosthe
uppernost stage having a root key. Entities A, B, Care set as a plurality

of chi kdtignAnhilRyidgtHenRibleody 494 teifiiRalafodel®81root entity, and an entity D
is set as a child entity of entity C An entity C2901 has not |ess than

one node of T4Re }&iHal ofAAHHASCA3 BYPa BRHGinsORYe 2952 WhHRNSs S4¢H ddie
with a sub-root 2851 as a top node, and a plurality of nodés and leaves to a leaf in this
case, as shown in FIG. 28C. This entity has a discriminator Cn3, the éntity Cn3
independently executes controf of a node key and a leafkey corresponding to the node
and leaf within the entity Cn3 to thereby execute control of a leaf (device)
corresponding to the terminal node 2852. On the other hand, the entity Cn3 1s under
the (host) entity Bn2 having the sub-root 2851 as a terminal node. The key control in
each entity is, for example, key renewing process, revoke process and the like, which
‘will be described in detail later.

In a device which is a leaf of the lowest entity are stored a node key of each
node and a leaf key positioned in a pass from a leaf key of entity to which the device
belongs to a sub-root node which is a top node of entity to which itself belongs. For
example, the device of the terminal node 2852 stores keys from the terminal node

(leaf) 2852 to the sub-root node 2851.



controlled by itself are increased, an entity C 2902 havi ng 13 Augaikt 23(ges
of trees is newy installed with a reserve node 2950 as a top node to
thereby increase control termnal nodes 2970, and a child entity increased
tan be added to the control terminal node. The reserve node will be
further described with reference to FIG 30. Entity A, 3011 has child
entities B C D ... to be controlle? and has one reserve node 3021.

Where child entities to be controlled™are further increased, a child entity
A, 3012 un t he own trol. is t .to the reserve,node 302 child
entities F, ercomsangtn olghe Eatiog il be b RascaBed ROt RESEBRRDE Code. of
the child entity A, 3012. Also in the child entity A, 3012 under the own
cont r o29Aaand 298¢ waeemftyusnableeuorﬂnm a iretesiruciurseconséituted lhys e vasietodé 3022
whereby a child entity A'3013 is further set to further increase the 13

August s&%ﬁﬁuﬁﬂneﬁ OTHé ﬁh% nbb£ $hat®2he BeplicanRser ¥ ordidgio shensmber ed
also in e tenninal e of the chi I d entlty A"3013. Such a reserve node

hol di n 0 ri d ties
under " 8t S8R grtes CturihoRSg 8 he Bl RERE o UG 18 Gt of Bhe o
reserve entity, not oply one term nal node but a plurality of nodes may be
set . |ﬁlemsmlé@le)@”&sla/£ea ntities, the enabling key block (EKB) is
constituted in entity wunit, and key rene and revoke processi g_are to
be execut edTihe detail bijthunmstmmomcbﬂmst and Iéhdag eptties heslenab in REGk29AbBS ock
(EKB) of individual entity is set to a plurality of entities A, A, A",

but t hggehewn iRFIGORIBCThY %dt eReify {s0dd ﬁﬁityfi@fhfm‘fgi@imst figehniieg a ivoker s

who controls the entities A, A, A" in comon. [Registration process of new
entiti Eéjlf. Entities A, B, C are set as a plurality of child entities in the terminal node of the

root entity, and an entity D is set as a child entity of entity C. An entity C2901 has not
less than one node of the terminal node as a sub-node 2950, and where entities
controlled by itself ‘a:re increased, an entity C'2902 having plural stages of trees is
newly installed with a reserve node 2950 as a top node to thereby increase control
terminal nodes 2970, and a child entity increased can be added to the contro! terminal
node.

The reserve node will be further described with reference to FIG. 30. Entity A,
3011 has child entities B, C, D ... to be controlied, and has one reserve node 3021.
Where child entities to be controlled are further increased, a child entity A', 3012 under.
the own control is set to the reserve node 3021, and child entities F, G to be controlled
can be further set to the terminal node of the child entity A', 3012. Alslo in the child
entity A", 3012 under the own control, at least one of the terminal nodes is set as a

reserve node 3022 whereby a child entity A"3013 is further set to further increase the



Next, the registration process of new entities wll be descridbagusFei@4 31
shows a registration processing sequence. A description will be made in
accordance with the sequence in FIG 31. A new (child) entity(NNEn) newy
*radded during the constitution of a tree executes requesting of new
regi.stration to a host entity (P-En). Each entity holds a public key in
accordance wth a public key encryptiZn system and a new entity sends own
public key to the host entity (P-En) when registration request is nade. The
host eRblird] Ehtitil. OHY i RIELFnbIG 4BRESIEA R InBEE Rl AR/ Tthe 2
public ey o e new a (chitd) entity received to a certificate authority
(CA) and,receiv ublic key of the.new (chjld) enfit En) to ich a
si gnat &géd&ntmﬁ%@ﬁ%@ﬂhamie n‘ﬂi‘b‘l‘ééﬁ‘rgé”so(“éa t &‘rqsicgac%h‘%&\llésﬂéplﬁysﬁdur e
for nmutual authentication between the host 13 August 2004 74 entity (P-En)
and t hevhereby ¢hé [chjldeentitigs tideEny centiionentity cam be indreatddoandiesslye Wishy

regi stration requesting entity is termnated, the host entity (P-En)

gr ant s rhdifsck RUIES FedbFve ity Litet diioh6 érnghhakddd but dNpfemilityoof Asduranhy a
node key ‘of the new (chil entity (NNEn) to the new (child) entity (N En)
Thi s n%%{e?eléey I s one node key of the tenninal node of the host entity
(P-En) I'Ch corresponds to a top node of the new (child) entity (NEn),
that is, a sub-root key. When the trangm §5iqn node key js, finished,
the new ( chilkdlje BFPREYVY RRIERES, g%%"@&’i‘@ﬁi‘%’ﬁﬁ‘)&f @@(@Q%PWS&%}‘ IBERE new
(child) entity (N-En), sets a sub-root key of a top node received to a top
of t heuniipand datyertnewieg and develtesprosdesingdire éabelaxgsutad inperfitycenidnAs
enabling key block (EKB) within the entity. The enabling key bl ock (EKB)

W t hi n sRBEmERTFIGY 30 Ssthe@hbbling@k&kBioEK dftiedividial ehurds s¢tte didatalept ity
(P-En) Sproduces t he sub- EKB %\n thin t%K%gst latalay

of entities A, A', A", but these can be collectively controlled, for example, by device

makers who controls the entities A, A', A" in common.
[Registra’gion process of new entities]
Next, the registration process of new entities will be described. F IG. 31 shows
a registratibn processing sequence; A description will be made in accordance with the
sequence in FIG. 31. A new (child) entity(N-En) newly added during the constitution
of a tree executes requesting of new registration to a host entity (P-En). Each entity
holds a public key in accordance with a public key encryption system, and a new entity
sends own public key to the host entity (P-En) when registration request is made.
The host entity (P-En) which received the registration request transfers a public
key of the new a (child) entity received to a certificate anthority (CA) and receives a
public key of the new (child) entity (N-En) to which a signature of CA is added. These

procedures are carried out as a procedure for mutual authentication between the host



entity(P-En) to which is added a term nal node to be enabl ed3uguae2004
addition of the new (child) entity (N-En). Wen the sub-EKB constituted by
a notle key and a leaf key within the new (child) entity (NNEn) is
‘oroduced, the new (child) entity (NNEn) transmts it to the host entity
(P-En). The host entity (P-En) which receives the sub-EKB fromthe new
(child) entity (N-En) transmts the“ygeceived sub-EKB and a renewal sub-EKB
of the host entity (P- En) to a key distribute center (KDC) . The key

distri . r ' I e various EKBs, that is, EKB 13
August lggb&ﬁg_gitn ﬁ?gﬁl?%‘ﬁ""ﬁ@@ﬁ?‘ty‘%?’%@%ﬁe| y by a specific entity or device
on the basi Mf sub-EKBs., |, of all entities. EKB to which such a decodabl e
entity or de¥hethesuthenticationafthenewgegisgationiermesting enfity 1§ frpypated,
provider, who encrypts a content key on the basis of EKB to distribute it
t hr ougltha host wntiky ¢P-Enogeants the registeatvon iofghrentivarichi dusnttyaiNrFig) to
distribution of a content that can be used nerely by a specific device. The

regi st ' ' | ' il st eN-ERPC) of
he st R e e O B B A ey e Tl 1y
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correspondence of the host entity to the child entity to be newy added to
t he host enfWhen thé trahemissgar obeodekey iy Ghishedcthetew (@hildamntinyle(%/\lﬁ-Enm nal
node Siglllstilflcts the tree constitution of the new (child) entity (N-En), sets a sub-root key of
a top node received to a top of the constructed tree, and sets node and leaf keys to
produce an enabling key block (EKB) within the entity. The enabling key block (EKB)
within one entity is called a sub-EKB.
On the other hand, the host entity (P-En) produces the sub-EKB within the host
entity(P-En) to which is added a terminal node to be enabled by the addition of the new
(child) entity (N-En).
When the sub-EKB constituted by a node key and a leaf key within the new
(child) entity (N-En) is produced, the new {child) entity (N-En) transmits it to the host
entity (P-En). |
The host entity (P-En) which receives the sub-EKB from the new (child) entity
(N-En) transmits the received sub-EKB and a renewal sub-EKB of the host entity (P-
En) to a key distribute center (KDC) .

The key distribute center (KDC) is able to produce various EKBs, that is, EKB



the host entity is distributed as a top node of the newy addetLgrrst2d04 t o
the child entity whereby the child entity is added as an entity under the
control of the host entity. The entity under the control of the host
sentity termed herein, which will be described later, also includes neaning
of the constitution in which the revoke processing of the child entity can
be executed by the host entity. As sheawn in FIG 32, when a new entity is
set to the host entity, one node 320 of a term nal node which is a | eaf

2t cquiihigaa oohubiEfaReisloy 8RRee el onelfed h (RIREFFUO-HBS

August 2004 76, host node is set as a_sub-root of the ne,\M(i{ added_entity.
By bei nfalentisies. EKB toevhigh suchiadeeedably entityeordsivaes wisakis distaibuted, dot r ee
constitution. FIGS. 33A and 33B show an exanple of a renewal EKB produced

by theehkagiple,abtd éonmﬂ@prdvﬁ&r,nwldoyexﬁﬁlﬁ%d 2oontept key satthe Badls GBBKdhons an
exanpl e of "a sub-EKB produced by the host entity when a new entity added

termn n ' |4 t : add ' in the
const | Pint R HORRGHAR & et R sBRPL 3 o Rocor@inpCpletia puEBhaine 5 )
whi ch has ,been ef.fectivel resent and a.term nal ..nqde (node 001) node
3302. %rﬁéngaﬂoméar?&gt%é%@&%k %mq%dﬂeﬁéyg’mﬁﬁc}ﬁ%aaﬂc 3B. There are a
host node Kkey encrypted by a termninal node which has been effectively
present, a flinettegistiation processingsyithmespest éaltheykeyndisiuite geaterkKKyC) of " and a
sub-root key. Simlarly to FIG 33B, each entity has and controls EKB
const i thy ash-EKIBaY eheandwo ehtifoiderot hiediyed £oa metleed f@f Jegqaentvallyt @ansfeatingode or

| eaf key, encrypts a further host node key by the host node key, and an
encr y PLRd KIS mdughIns B85t SRAY ANt BbicREbIHlsh ¥if1BT &S tHe c Sifittkion
which executes the processing for registering the sub-EKB in the key distribute center
(KDC) directly from the new registration entity without the intervention of the host
" entity.

The correspondence of the host entity to the child entity to be newly added to
the host entity will be described with reference to FIG. 32. One terminal node 3201 of
the host entity is distributed as a top node of the newly added entity to the child entity
whereby the child entity is added as an entity under the control of the host entity. The
entity under the control of the host entity termed herein, which will be described later,
also includes meaning of the constitution in which the revoke processing of the child
entity can be executed by the host entity.

As shown in FIG. 32, when a new entity is set to the host entity, one node 3201

‘of a terminal node which is a leaf of the host entity and a top node 3202 of the néwly

added entity are set as equal nodes. That is, one terminal node which is one leaf of the



[ Revoke processing under the control of entity] Next, a descl3ifigush2®i4 | be
made of the revoke processing of a device or an entity in the constitution
in which the key distribution tree constitution is controlled as an entity
unit. In previous FIGS. 3 and 4, a description has been nade of the
processing for distributing an enabling key block (EKB) in which only the
specific device out of the whole treg constitution is decodable, and the
revoked device is undecodable. The revoke processing described in FIGS. 3,

4A and ' ' e N t 4 ' whi ch
e o s 0t PREC I s BEE B BRL ORI R RY ¥ 2B et bt RBHEERY
control of the tree | ossi b e to execute the revoke processing every

enti ty.addedestify ﬁtqll?ﬁ@)do W‘fe&é{‘%ﬁ@’é’l%ﬁ'ﬁ‘épﬁ%tﬂﬂl%f the revoke processing in
the constitution under the entity control with reference to FIGS. 34A to
34D and dr allG@s 33Acartd 338 showhar etamplEloBa. re@dwal BKBIpradsicad hiyethefhorst
expl ai ning the revoke processing of a device by an entity which controls

an ent ighyit BRH ' f FEOt 33 AQhowsamsdiatiile o Asl-ERB t hat
i's, an eielﬁﬁ %ﬁeg?ﬁ% ?ol 171 ﬁgaﬁﬁ?t\lf?gﬁgﬁ gg\?i ces. Igl G 34&11‘3&%10\/\5 t he key

di i but i d h I enk i N
et 1 o W PRGRRY PhsShSErHtE pHRa ndv EnBR AR iR Wbls pGIGRE0) 3305 1 o
BO 1 tqQ Bnk . bel th [ ities, d.entiti t 0 . h
ovast 18 epplisdiadheasndy adedantiviin i QcaESiLicaHopys m FIG B e hatie
(leaf) is individual devices, for exanple, a recording and reproducing

unit, a tespindnoided nexel (06)\3300 sehichi tasdreenhdTddtively fresentearuk e tpmouedsi ng
is independently in each entity. For exanple, in the entities C to Cnin

the | owede (Aba9601) A6ds 839ke processing of a device of a leaf is executed.
FIG 34B shows the tree constitution of an entity Cn, 3430 which is one of

The sub-EKB has the constitution as shown in FIG. 33B. There are a host node

key encrypted by a terminal node which has been effectively present, a further host
node key encrypted by the host node key, ... and ﬁ sub-root key. Sumilarly to FIG. 33B,
each entity has and controls EKB constituted to have a host node encrypted by an
effective terminal node or leaf key, encrypts a further host node key by the host node
key, and an encrypted data to a sub-root sequentially being increased in depth.
[Revoke processing under the control of entity]

Next, a description will be made of the revoke processing of a device or an
entity in the constitution in which the key distribution tree constitﬁtion is controlled as
an entity unit. In previous FIGS. 3 and 4, a description has been made of the processing
for distributing an enabling key block (EKB) in which only the specific device out of
the whole tree constitution is decodable, and the revoked device 1s undecodable. The

revoke processing described in FIGS. 3, 4A and 4B is the processing for revoking a



the entities in the |owest stage. The entity Cn, 3430 has a t3opuqusti20@431,
and a leaf which is a termnal node has a plurality of devices. Assune
that *a device to be revoked, for exanple, a device 3432 is present in a
teaf, the entity Cn, 3430 produces an enabling key bl ock (sub-EKB)
constituted by a node key and a |l eaf key in the independently renewed
entity Cn. This enabling key block i85z a key bl ock constituted by an
encrypted key that cannot be decrypted in the 13 August 2004 78 revoke key

in the yevoke,davice 343 ut~t hat.gan be decr Al y: Lce
const | (AR SUHLI F stifiio dth oo ROWRBIeCFE MRl he BopRitutioh Py SRUtY
renewed sub-EKB. Concretely, the block, which conprises an encrypted key
whi ch resméid of daie tree yspessibla el exeans the Byoke paaeEsSUEEEVERY §0HEt i ng a pass
associated wth a sub-root to a revoke device 3432, and can decrypt the
~renewal key Anfigscription! witl sievmade diehsnafitranftthe revokokpratessing Bv3he This
processi ng corresponds to the processing in which a root key is replaced

by a Subusanit e ' bFIEe 38 AUBKA [PEAE 85 iR
consti?ﬁ?%@ﬁhlescrlBgﬁaéﬁ&gpeéﬁxgghgzegﬁé(fgb Tﬁ%pengbling @gﬁ %ﬁ%c :
(sub- EKB) ..renewed b ent it . 3430 through.the ,revoke processing is
trans m#%@ﬂgﬁ?ﬁeﬁogréénﬁ%ﬁ 3%@ Bt glegag)g,exgnaén%stpe 5?\“% LS8 entity
Bnk, 3420, and an entity having a top node 3431 of the entity Cn, 3430 as a
t er mi n&@f ;denace hyearcpntifyywinick, caMmds anreatity i the/loavask stageaput @ ertifies| ock
(sub-EKB) fromthe <child entity Cn, 3430, sets the term nal node 3431 of
t he entdongtiBning B426, thaois) as potidi centiallihpéndiopluabdevidd8l of the entity Cnk,
3430 contained in the key block to a key renewed in the child entity Cn,
3430, and exgeptban vy ARG dibh e ik tucture under the control of entity.
A root node is set to the uppermost part of the tree, and entities AO1 to Ann, entities
B01 to Bk below the previous entities, and entities C1 to cn in the lowest stage are
constituted. In the lowest entity, the terminal node (leaf) i1s individual devices, for
example, arecording and reproducing unit, a reproducing exclusive-use unit or the like.

The revoke processing is independently in each entity. For example, i the
entities C1 to Cn in the lowest stage, the revoke processing of a device of a leaf is
executed. FIG. 34B shows the tree constitution of an entity Cn, 3430 which is one of
the entities in the lowest stage. The entity Cn, 3430 has a top node 3431, and a leaf
which is a terminal node has a plurality of devices.

Assume that a device to be revoked, for example, a device 3432 is presentin a
leaf, the entity Cn, 3430 produces an enabling key block (sub-EKB) constituted by a
node key and a leaf key in the independently renewed entity Cn. This enabling key

" block is a key block constituted by an encrypted key that cannot be decrypted in the



sub- EKB of own entity Bnk, 3420. FIG 34C shows the tree of 1@mudugt Bild,
3420. In the entity Bnk, 3420, a node key to be renewed is a node key on a
pass* fromthe sub-root 3421 in FIG 34C to the term nal node 3431
»constituting an entity containing a revoke device. That is, node keys of

t he nodes 3421, 3424, 3425 constituting a pass associated wth the node
3431 of the entity transmtted fromt/ge renewal sub-EKB are to be 13 August
2004 79 renewed. These node keys of nodes are renewed to produce a new

renewal syb-EKB_ of the entit  1.3420. Further h naby i | ock
(sub- ERBORETSinche Pev s Bhbiet Fn b ot bl eoraudl of M dtiles
entity. In_this case, the host entity is the entity Ann, 3410, and _an
ent i t ycpastitiyng othss leafoA comtroller of ths entity Gp nzaducagif2s agenewed suh-Fd{Bnode.
The entity Ann, 3410, when receives the enabling key block (sub-EKB) from

the clondretoly, the Hokk, WHRD, compriseshm dreryptod kepadacl4&ieved nodekeys of y Ann,
3410 corresponding to the top node 3421 of the entity Bnk, 3420 contai ned

in the 0 i L '

execut B0t I PE 47D a1 S SEGREINGR £ phtchs LRIt e B oo 0 ey B e
34D shqws. t ree. of entit nn, 341 In the enti.ty Ann, .34 ode keys
Vo be RERSHeR 2, &hd e Resubu e rengid ey priy gn et dbvie i Man BEE'T oo
3411 in FIG 34D to the term nal node 3421 constituting an entity ,
cont ai fevakeadevineddd2ddhisquocaisengcorserpords to e proerssinga whighagaot ¥e¥pr oduce
a new renewal sub-EKB of the entity Ann, 3410. These processes

sequenis adplyceakbou eubstobhevticlstis entop keyooff betitypah thotievpke garscessimgl i n
FIG 29B. The revoke processing of devices is conpleted by a series of

ItO; gﬁgfnétgﬁgga%igﬁ?%geém inTIL“R}S‘.LB),'A@K%& gpewed in the entity is finally
The enabling key block (sub-EKB) renewed by the entity Cn, 3430 thrqugh the
revoke processing is transmitted to the host entity. In this case, the host entity is an
entity Bnk, 3420, and an entity having a top node 3431 of the entity Cn, 3430 as a
terminal node.
The entity Bak, 3420, when receives the enabling key block (sub-EKB) from the
child entity Cn, 3430, sets the terminal node 3431 of the entity Bnk, 3420
corresponding to the top node 3431 of the entity Cnk, 3430 contained in the key block
to a key renewed in the child entity Cn, 3430, and executes the renewal processing of
sub-EKB of own entity Bnk, 3420. FIG. 34C shows the tree of entity Bnk, 3420. In the
entity Bnk, 3420, a node key to be renewed is a node key on a pass from the sub-root
3421 in FIG. 34C to the terminal node 3431 constituting an entity containing a revoke

device. Thatis, node keys of the nodes 3421, 3424, 3425 constituting a pass associated

with the node 3431 of the entity transmitted from the renewal sub-EKB are to be



key distribute center (KDC) and stored therein. The key di st13iAuguet 2604t er
(KDC) produces various EKBs on the basis of the renewal sub--EKB of all
entities. The renewal EKB is an encrypted key block that cannot be
+decrypted by the device revoked. 13 August 2004 80 FIG 35 shows a
sequenceé of revoke process of the device. The processing procedure wll be
described with reference to the sequemce figure of FIG 35. First, the
device control entity (D-En) in the lowest stage of the tree constitution

the LE?;@I%M%% RRE ke pBESERS kg eRPub ISPl AR skl SRERE, o
control entity (D-En) . The sub-EKB is sent to the host entity. The host

ent i t yof thd entity 42R. recei ved the renewal sub-EKB (D) produces a
renewal sub-EKB (P 1) in which a termi nal node key corresponding to a

renewal topFagter,dhe thablirglesybloskfsw<BK) rensweedrignbe cmtity Bumde 3420 $s on a

pass fromthe térmnal node to the sub-root. These processes are

sequen h ] th%%ﬁ%ﬂ%rg 330! ypd eneved
are st?ﬁgﬁnﬁrcont?ﬁ El%t%/ ﬂﬁ§Ea§\éﬂltt |}sﬁ?srt uttg gcent er ke ST
and 36B shaw n exa K b to,be, produced as a
resul t a’@ﬁ&flt)f AVIRE & OBH’cOi%{e;ﬁ@al f@geﬂg‘lty%#el\;\gﬂf %&gséem&n% ®t he revoke
processing of a device. FIGS. 36A and 36B are views each for e%al ni ng an

exanpl e of EkBeptittdned4 i0nwhes reesivesshe engbling key bloek(bdEKENdvm theib- EKB

fromthe child entity containing a revoke device, in the constitution
shown chilf! éatit36BnkA 3400, nete thé tbhmrmmlzhaﬁeermztlyofcmat antifyn ghrir)e34 HV ok e

device corresponds to a term nal node (node 100) 3601 of the

corresponding to the top node 3421 of the entity Bnk, 3420 contained in the key block
to a key renewed in the child entity Bnk, 3420, and executes the renewal processing of
sub-EKB of own entity Ann, 3410. FIG. 34D shows the tree of entity Ann, 3410. In the
entity Ann, 3410, node keys to be renewed are node keys 3411, 3414, 3415 on a pass
from the sub-root 3411 in FIG. 34D to the terminal node 3421 constituting an entity
containing a revoke device. These node keys of nodes are renewed ItO produce a new
renewal sub-EKB of the entity Ann, 3410.

These processes sequentially execute in the host entity to the root entity
described in FIG. 29B. The revoke processing of devices is completed by a series of
processes as described. The sub-EKB renewed in the entity is finally transmitted to the
key distribute center (KDC) and stored therein. The key distribute center (KDC)
produces various EKBs on the basis of the renewal sub-EKB of all entities. The

renewal EKB is an encrypted key block that cannot be decrypted by the device

revoked.



host entity. The host entity renews node keys which are presi@niugust 2003ass
fromthe sub-root of the host entity to the termnal node (node 100) 3601
to produce a new renewed sub 13 August 2004 81 EKB. The renewal sub-EKB is
«as shown in FIG 36B. The renewed key is shown with the underline and [']
attached thereto. The node keys on a pass fromthe renewed term nal node
to the sub-rot are renewed to obtai nS? renewal sub-EKB in its entity. Next,
processi ng where an object subjected to revoking is-an entity, that is,

revoke proc i f entity, will,be described..Fl G, 37A shows the.key

G str s bot  oflGy 39 Somich srlanfec EvgkE Srpeee OfeotPvifILRE FEoLBRINS  he
uppernost part of the tree, and entities A0O1 to Ann are constituted several
st agesprdvedararedl be descritiedsviotefexenBako thesequencs figuredfiFIG. 8. Errsigthd ower
than the fornmer, and entities CIl to Cn are constituted in the stage | ower

than t Heviteebhebl @itﬁggn-gﬁﬁme%\hésﬂse@e dMhé heelconstitutontdatties bliekédyer ni nal
node (leaf) is individual devices, for exanple, such as recording and

&EEE ??%%e%ﬁn#@%sg%n&fﬂrﬁ%@é@% 1&%@*@2‘%\ RS0 if T, dBlice Bl BRI ° o,
i ' , 3730. T [ty .Cn 0.

ot age BRI Reoduss fousvt seburBiotihe Shvise coBTRbBMISATL HS A sl B AR o
plurality of devices are rovided on a | eaf which is a term nal node, as

shown gentfb the BER enfity. The bustrantiy (P heErhwhich ©ogived1B6 renevaleubelbKBect i ve
revoke .of all devices belonging to the entity Cn, 3730 fromthe tree

e e e Bk R etaba P aspondig 1
a renewal top node of the renewal sub-EKB (D) is renewed and node keys on a pass
from the terminal node to the sub-root. These processes are sequentially executed in
the host entity, and all sub-EKBs finally renewed are stored and controlled by the key
distribute center (KDC). |

FIGS. 36A and 36B show an example éf an enabling key block (EKB) to be
produced as a result that the host entity carries out renewal processing by the revoke
processing of a device.

F IGS. 36A and 368 are views each for explaining an example of EKB produced

~ in the host entity which received renewal sub-EKB from the child entity containing a .
revoke device, in the constitution shown in FIG. 36A. A top node of the child entity
containing the revoke device corresponds to a terminal node (node 100) 3601 of the
host entity.

The host entity renews node keys which are present in a pass from the sub-root

of the host entity to the terminal node (node 100) 3601 to produce a new renewed sub-



Cn, 3730. The entity Bnk, 3720 is an entity having the top nd&daudigBanof the
entity Cn, 3730 as a termnal node. 13 August 2004 82 \Were revoking of
the child entity Cn, 3730 is executed, the entity Bnk, 3720 renews a

~term nal 'node 3731 of the entity Bnk, 3720 corresponding to the top node
3731 of the entity Cnk, 3730, and further carries out renewi ng of node keys
on a pass fromthe revoke entity 3733 to the sub-root of the entity Bnk,
3720 to produce an enabling key block to produce a renewal sub-EKB. The

de k i . k f 1b-
chonn B RN Bl 8 s BESBpAT FIG e e e fe? FEsHigh wide? o,
3724, 3725 and 3731 are objects to be ren d. These ngQde lﬁe'@ys of npdes
are retswadeding aed dd e tastgio. sk Ek&mffﬁys RB % Ress {ronpHie repeye

Al ternatively, where revoking of the child entity Cn, 3730 is executed, the
ent i t yternBnil n@i2 theasbrot arereaeweddotobtanratenewdbs\@rEK B fin ithenéity.i t y Bnk,
3720 corresponding to the top node 3731 of the entity Cnk, 3730 but renews

a node key e,ﬁ,to ' {28 tbNRvERIE ik RMEANS, HeMnake
entity 3730]\1%&% ecé%%gé?%l%@r@?% ({’]ﬂg&eﬁﬁ%ﬁ/ Bnk, g?ZO%tlo producé an enabling
key bl gck

(b RO R B o PP Py Re B0 1" anent (o6 L0t he hobt
entity. In this case, the host entity is an entity Ann, 3710, which_is an
entity havi FiGa3{Apshewathedeydigributiondreeistpcpr by sniity contepl; Arpphagdeode.
When an enabling key bock (sub-EKB) is received fromthe child entity Bnk,
3720, {idwet enthietyppbmmost Ratt 0f dettsed, hadteatiticsn 210 InodenBa@Iconktittted senéraly Ann,
2 stages thereimder, entities B0l to Bnk are constituted in the stage lower than the
former, and entities C1 to Cn are constituted in the stage lower than the further stage
are constituted. In the lowest entity, the terminal node (leaf) is individual devices, for
example, such as recording and reproducing unit, a reproducing exclusive-use unit or
the ﬁke. |
Now, a description is made of the case where the revoke processing is carried
out with respect to the entity Cn, 3730. The entity Cn, 3730 in the lowest stage has the
constitution in which a top node 3431 is provided, and a plurality of devices are
provided on a leaf which is a terminal node, as shown in FIG. 37B.
The revoking of the entity Cn, 3730 enables collective revoke of all devices
belonging to the entity Cn, 3730 from the tree structure. The revoke processing of the
entity cn, 3730 is executed in the entity Bnk, 3720 which is the host entity of the entity
Cn, 3730. The entity Bnk, 3720 isan entity having the top node 3731 of the entity Cn,

3730 as a terminal node.



corresponding to the top node 3721 of the entity Bnk, 3720 cBnhugdust20G4n t he
key bl ock 13 August 2004 83 to a key renewed in the child entity Bnk, 3720
to execute renewal processing of the sub-EKB of the own entity Ann, 3710.
*FI G 37D shows the tree constitution of the entity Ann, 3710. In the
entity Ann, 3710, the node key to be renewed is a node key of each node
3711, 3714, 3715 constituting a pass §romthe sub-root 3711 of FIG 37D to
the node 3721 of the entity having transmtted the renewal sub-EKB. These
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tity t te.it t t ti d | bed with f teg FIG
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sub- EKB renewed in the re%ective entity is finally transmtted to the key
di st ri BUBé afdhe entitkOak, 3P, snd fedhertasrike putiesewingioEnednkeys olKBPaps oduces
various EKGs on the basis of the renewal sub-EKB of all entities. The
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device belonging to the entity revoked. FIG 38 shows a sequence of revoke

proces . i ' 0£:0G ' SGL A W th
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entity - for revaoking,the. entit arries.o Kk enew n ecessary

f or rePgEPEi‘}%’aoq arRASH Ao e S 190t 7 keiPw 1% KCenr ¢ & 4R oreefd 1 y
(E-En) to_ produce a new sub-EKB of the entitg/ control entity (E-En) . The
sub- EKBevekesentityt That ise nodes 38at,i 3724, B Sramsh 36t aneyolyjeuts terbe menicwied.
received the renewal sub-EKB (E) produces a renewal sub-EKB (P1l) in which
a ter ntheke nodekkey of asdese pelicve:d 1 @oduce new renewal sub-EKB of the entity

Buk, 3720.

Alternatively, where revoking of the child entity Cn, 3730 is executed, the entity.
Bnk, 3720 does not renew the terminal node 3731 of the entity Bnk, 3720
corresponding to the top node 3731 of the entity Cnk, 3730 but renews a node key
except the terminal node 5731 on the pass from the revoke entity 3730 to the sub-root

of the entity Bnk, 3720 to produce an enabling key block to produce a renewal sub-
EKB.

Further, the enabling key block (sub-EKB) renewed by the entity Bnk, 3720 is
transmitted to the host entity. In this case, the host entity 1s an entity Ann, 3710, which
is an entity having a top node 3721 of the entity Bnk, 3720 as a terminal node.

When an enabling key bock (sub-EKB) is received from the child entity Bnk,
3720, the entity Ann, 3710 sets the terminal node 3721 of the entity Ann, 3710

corresponding to the top node 3721 of the entity Bnk, 3720 contained in the key block



13 August 2004 84 renewal top node of the renewal sub-EKB (1BlAugust 2eaewed
and node keys on a pass fromthe tenninal node to the sub-root are
renewed. These processes are sequentially executed in the host entity, and
«all sub-EKB finally renewed are stored and controlled by the key
distribute center (KDC). The key distribute center (KDC) produces various
EKB on the basis of the renewal EKB a@f3 all entities. The renewal EKB is an
encrypted key block that cannot be decrypted by a device belonging to the

[ ked. FlG. i S. i l,ai ni h f th
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tenni nal . node 3901 of the host entit I s_renewed, by revoking.the entity,
and a sabrkEkB ekthe QWperlﬁix&é‘dmb§37r1@nél}€5n§7]8f8h0m§dbe eopcamstisiiion ef faesent

in a pass fromthe term nal node 3901 to the sub-root in the tree of the

host erhtity AnAs371¢.dauh¢ entityeAmgdd IResheafodeti@ytto be renion&®02: nbdé key ofii | d
entity revoked is not coincided with the node key of the term nal node 3901
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revoking o e entity’ s asis of the key of the
term nal ,node,r g and . refore, the.,device corre di to the | eaf
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produced by the key distribute censer (KDC). While in the foreqoing, the

r evoki kgyppbthessodsss arpeerawed ip produpe alnerectanesiah geb-HdeB of dhe eafity Agnt he

devi ce has been described, processing for revoking the éentity control

entity3i7@0t he m ddl e sage of the tree by the host entity is also enabl ed by
the process simlar to that described above. By revoking the entity
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root entity described with reference to FIG. 29D. The revoke processing is completed
by a series of processes. The sub-EKB renewed in the respective entity is finally
transmitted to the key distribute cenfer (KDC) and stored. The key distribute center
KDC produces various EKBs on the basis of the renewal sub-EKB of all entities. The
renewal EKB is an encrypted key block that cannot be decrypted by the device
belonging to the entity revoked.

FIG. 38 shows a sequence of revoke process of the entify. The processing
procedure will be described with reference to the sequence figure of FIG. 38. First, the

" entity control entity (E-En) for revoking the entity carries out key renewing necessary
for revoking a terminal node to be revoked in the entity control entity (E-En) to
produce a new sub-EKB of the entity control entity (E-En) . The sub-EKB is sent to
the host entity. The host entity (P1- En) which received the renewal sub-EKB (E)

produces a renewal sub-EKB (P1) in which a terininal node key corresponding to a



85 control entity revoked can be revoked collectively. As d&augusezi0dby

t he execution of revoking in an entity unit, revoking process which is
sinmpl e as conpared with the revoki ng process for executing it in a device
“unit one by one becones enabled. [Capability control of entity] Next, a
description will be made of the processing constitution in which in the

key distribution tree constitution ig4an entity unit, capability granted by
each entity is controlled to carry out content distribution accordlng to

|t or meaarilafo ol (R iAokl sHBLFERE, (70 phived 86 BEBTRSTR HURER 11 1 g

of specific conpressed voice data is enable mhether speC|f|c voi.ce

r epr od tkap ghestesmanalinpdg te faeen -mot@ﬁ%mq%edd Fhges Praseasss 555%@}%1@ can
be processed, whether a device is a device capabl e of proceSS|ng what
cont enexeguted imredrost Bhiity, 40d alioub-EiBdimlly renewed tee storcidtandcomtétest i on
whi ch defines the capability. This is the constitution in which a root
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device belonging to the entity constltut ed below the entity 4001 is
enabl ed. 13FMdgB8is 2024 B explaining the correspondence of the child entity revoked

to the host entity which carried out revoking. A terminal node 3901 of the host entity
is renewed by revoking the entity, and a new sub-EKB is produced by renewing of
node keys which are present 111 a pass from the terminal node 3901 to the sub-root in
the tree of the host entity. As a result, the node key of the top node 3902 of the child
entity revoked is not coincided with the node key of the terminal node 3901 of the host

- entity. EKB produced by the key distribute center (KDC) after revoking of the entity
is to be produced on the basis of the key of the terminal node renewed, and therefore,
the device corresponding to the leaf of the child entity not holding the renewal key
disables decrypting of EKB produced by the key distribute censer (KDC).

While in the foregoing, the revoking process of the entity in the lowest stage for
controlling the device has been described, processing for revoking the entity control
entity in the middle sage of the tree by the host entity is also enabled by the process
similar to that described above. By revoking the entity control entity in the middle

stage, a plurality of entities and devices belonging to the lower level of the entity



Simlarly, entity 4002, entity 4003, entity 4004, and entit yi34QRfsBrm®4
respectively defined as entities having capability capable of processing
voi ce reproduci ng system B or C, voice reproducing systemA or B, voice

«r eproduci ng system B, and voice reproducing systemC, respectively. On the
ot her hand, an entity 4021 is defined as an entity to grant inmge
reproduci ng systems p, ¢, r, and an ggity 4022 and an-entity 4023 are
respectively defined as entities having capability to enabl e image

. reproducing,af .. ) . 1.Ih bif ity information of the entities as
descri lfé’(’jmg% eE‘Hﬁf féérloﬁ(gg]cﬁtabpﬁgv@%@acodicgi%ﬂyme center (KDC). For exanple,
where a content, provider desires, to distribute nusic data cqnpressed by a

speci fic conps desariedpby gharpxeitivarqfygyokiag b ai ety uBHaBSYOgNE BYORSS ck
(EKB) decodable with respect to only the device which can reproduce the
speci f iwhichipsiagsle as cpmpgreahwith théxevpkngyredessfot ¢wecatinpst iafa depedithitt y
I nformati on of each entity. The content provider for distributing contents

distri ncrypted by the enabling key bl ock (EKB)
ey ofic SROGRE! e

pr oduc asl s capability information and distributes

conpre d ice dat ncrypted by the content Kkey to the devices. By the
pr ovi smpagﬁm{icgnﬁgﬂgf%tgg" on, it is possible to provide accurately a

specific processing programto only the device capabl.e of processing data.
Wi | e in FI dNexpa deseriptnmswill be mqﬁ::i aof th DEoCesaipEIsonsEiptioN l@rwﬁtq%o\n t?l@
defined in connection with all the entities is shown, it is noted that it
i s not lakvdiyisibutonssar gortstitutitaf innm édtétyampia bapatiilityi grhotetbby eaclnenfityrisspect
to all the entities as in the constitution of FIG 40, but the
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the T oyestedha%n tzscf for example, defined information of the data processing ability of a
| device whether decrypting of specific compressed voice data is enabled, whether
specific voice reproducing system is granted, or specific image processing program can
be processed, whether a device is a device capable of processing what content or
program.

FIG. 40 shows an example of the entity constitution which defines the
capability. This is the constitution in which a root node is positioned at the uppermost
top of the key distribution tree, a plurality of entities are connected to the lower layer,
and each node has a 2-branch. Here, for example, an entity 4001 is defined as an entity
having capability to grant either voice reproducing systems A, B or C. Concretely, for
example, where music data compressed by voice compfessed program A, B or C

system are distributed, processing for extending the device belonging to the entity

constituted below the entity 4001 is enabled.



whi ch the device bel ongs, capability of the device bel ongi ngi3tAuguse2@t i ty
in the lowest stage is controlled in the key distribute center (KDC), and
t he 'enabling key bl ock (EKB) that can be decrypted nerely for the device

‘capabl e of providing a process desired by a content provider is produced

on the basis of capability information defined in the entity in the | owest
stage. FIG 41 shows the constitutiogg n which capability in entity 4101=
4105 for which the device is defined, is defined in the term nal node, and

capability wj: spe t I Lo ' t I '

distribute ‘(géf}]]@gﬁlﬁ( %5@4 h@%é]ﬁ@gg%ﬁf,gﬁﬁwq%%eﬁﬁteﬁlﬁ |§7 S%Slﬁgetelféggcg&(}}'g\w ces
capabl e, of processi ng a, SySttei?}éwéﬁzﬂ rﬁs ect 1o voice reproduci ng and a
syst emdeligetps catifes haypgiceng BRRAPNE PR PTOCESRINE NN ERF OUHYNERE SR j t vy
4102 bel ong devices capable of processing a systemA with respect to voice

r epr odRiond” avaice reystiening syistdm reopdit vatoe reprgducing sychteinng, and voice
respectively. FIGS. 42A and 42B show an exanple of the constitution of a

capabi Iré%ﬁbdq;@ﬁ{gr@)stelﬁ@lrgs Bl led in the key distribute center (KDC).
The capability control 'table haS the data constitution as shown in FIG

42A. That | pri. ety _with r Cinnti0: VAL 4 k t to
(1] or fo) QihERIbE Habl p SRS oat s RRAALE a3l epRP RS BRR: LhaE
discrimnating entities and a gcapabi.li i st indicat] of capability

def i nedePEOURING BIFLSIRS Bs q &n@“f Al FﬁEthélé%éo ?P‘tdta}‘ ety 40\;’2 %rﬁdﬁﬁg?ﬂ“’ﬁ’hb 42B,
for exanple, if a voice data reproducing processing system (A) is can be
pr ocessledinefl Bk eafifieshayingfcapability 63 engije amege repradiging ofal systeatm

reproduci ng processi ng system (B) can be processed, [1l] appears, 13 August

2004 88 i TiatcaphBilitaRRRRAStoRRE (He bhedeDis deddribed is 2patrolibdin itse key
limted to such a formas described, but other constitutions may be

enpl oy eikthibuftARaiE (MY Fér LEIRGE! wherd B8ontent provider desires to distribute

music data compressed by a specific compression program to various devices, an
enabling key block (EKB) decodable with respect to only the device which cﬁn
reproduce the specific compression program can be produced on the basis of capability
information of each entity. The content provider for distributing contents distributes
a content key encrypted by the enabling key block (EKB) produced on thé basis of the
capability information and distributes compressed voice data encrypted by the content
key to the devices. By the provision of this constitution, it is possible to provide
accurately a specific processing program to only the device capable of processing data.

While in FIG. 40, the constitution in which capability information is defined in
comnection with all the entities is showﬁ, it is noted that it is not always necessary to
define the capability information with respect to all the entities as in the constitution

of FIG. 40, but the constitution may be employed in which for example, as shown in



control device of entities can be discrinmnated. In the capalsiAugugt 2004t r ol
tabl e, where sub-EKB if each entity of sub-EKB is stored in a separate
dat & base, discrimnation information of sub-EKB is stored, and sub-root
«node di scrimnation data of each entity is stored. In the key distribute
center (KDC), for exanple, only the device capable of reproducing a
specific content produces a decodabl %7enabl I ng key bl ock (EKB) on the
basis of the capability control table. The processing for producing the

enabl i e bl qck on the basi.s of capabil.ity inf.ormation wll be

oscr | Gk KaPERBRG At deline Eith reapsARD Y 'dhe o8B, FElRSO Wi st to
distribute center (KDC) selects an entity having the -designated capability
fr om t éhich ebdeviicgbelongs, sapabilitheof tberdevisediojonging tesherputyy imther lowest
content provider desires to distribute reproducible data on the basis of

t he voisggredidgtcdntfd Ot ke dixtebateneensets(IEDC), had sk ehablingd kel legk ect ed
fromthe capability list of FIG 42A. an entity, for exanple, 1n which

i tem of ' t | t : ' (0 ect ed

rom ¢ RERIS) Yk Beip 1R Be FRIAMNEIRG S0 U GHEY cabtll Af frfivlaink a pibcRss

selected entjty I D constituted t he sel.ecte entities. i s produced, Next,
G L Hesiiathy  gomsseproyioatispratiged o T BASE 1 CORADH b N PR A RS CHBL s by y

fora tree constituted by selected entity IDis selected. In Step . 4304,

whet hein the entityah thebswest etaget Fihst eshuves thedonstitien ingyhigh ostgag tethentity

| D are 13 August 2004 89 conpleted is judged to produce a pass in Step
S4303 tehtity £10MP=41 08 for Which the deict iedefitied; Bsdeflied if e eridinlinodechredt i ng

the respective passes where a plurality of entities are selected.
capability with respect to these entities is controlled in the key distribute center (KDC).
For example, to the entity 4101 belong devices capable of processing a system B with
respect to voice reproducing and a system r with respect to image reproducing,
respectively. To the entity 4102 belong devices capable of processing a system A with
respect to voice reproducing and a system q with respect to image reproducing,
respectively.

FIGS. 42A and 42B show an example of the constitution of a capability control
table controlled in the key distribute center (KDC). The capability control table has the
data constitution as shown in FIG. 42A. That is, propriety with respect to various data
processes is set to {1] or [0] such that there are an entity ID as a discriminator for
discriminating entities and a capability list indicative of capability defined in the
entities, and in the capability list, as shown in FIG. 42B, for example, if a voice data
reproducing processing system (A)is can be processed, [1] appears, if not, [0] appears,

and if a voice data reproducing processing system (B) can be processed, [1] appears,



When all pass selections contained in the selected entity | D3aAwusobflset ed,
.the procedure proceeds to Step S4305 to constitute a key distribution tree
structure constituted nerely by the selected entities. Next, in Step
+S54306, renewi ng of node keys of the tree structure produced in Step S4305
Is carried out to produce renewal nod keys. Further, sub-EKB of the

sel ected entities constituting the tr%e I s taken out of the capability
control table, and the enabling key bl ock (EKB) that can be decrypted

he. sudt BRb [ B50HEE, Ehe bthfaf Ske Bhbicd s bt BplIGESRR AFE8R8, 7 ng

key bl ock (EKB) thus produced is utilized nerely in the _ device having
speci f ideseeibedhi buttathen eenstitationsonay be eaployad it capalilihyithapspesdr theks.
For exanple, a content key is encrypted by the enabling key bl ock (EKB),

and a antod devicergtredtisied can behiBsdrAsinatef. a specific programin the content
key is distributed to the device whereby the content is utilized only in

th i fi . ' ' ' - ( KDC) .
neC doneri bednaE RaBabTil BUhE e At b ERT K-Yadh ity Wt SuR B BIis PO
the device .capabl e o

f, reproduci ng .the specific content oduces it he
decodaHeeaie FRgratk i peek d{eREynaoR HUOBRSRen S SUREE REDE ey 588t r ol
tabl e. Accordi ngl y, Where a new entity is registered, it is necessary to
pr evi owsibyroobuale disspaminationy data of ¢ashiaptity iy stosedbd 13 August 2004 90
entity. The processing of notifying capability with the entity new
regi strati oflnvwht kepedisaitngs coadr (KIDC), dbeerne@ld, oty Ghedlevidd Gapable iof a
vi ew showi ng a capability notice processing sequence where the new entity
'S par tepifichith 4 Spdcific Koot Hiddubld 4 B8cddaBfe ERbHNl HIBek (EKB) on the
basis of the capability control table. The processing for producing the enabling key
block on the basis of capability information will be described with reference to FIG.
43.
First, in Step S4301, the key distribute center (KDC) selects an entity having the
designated capability from the capability control table. Concretely, for example, where
a content provider desires to distribute reproducible data on the basis of the voice data
reproducing processing system A is set to [1] is selected from the capability list of FIG.
-42A. an entity, for example, in which item of the voice data reproducing (system A)
is set to [1], is selected from the capability list of FIG. 42A.
Next, in Step S4302, a list of selected entity ID constituted by the selected
entities is produced. Next, in Step S4303, a pass (a pass of key distribution
constitution) necessary for a tree constituted by selected entity ID is selected. In Step

4304, whether or not all pass selections contained in the list of selected entity ID are



The new (child) entity (N-En) added newWy to the tree consti1BWugast Z04cut es
a new registration request with respect to the hose entity (P-En). Each
entity holds a public key in accordance with the public key encryption
ssystem and the new entity sends own public key to the host entity (P-En)
when the registration request takes place. The host entity (P-En) which
received the registration request trggsfers the public key of the new
(child) entity (N-En) received to the certlflcate authority (CA), and

receives._a l.i ¢ _kew .of the new t nat ur e
o - ca. SuibiBd i fudiB8 prbifed BadLSER 03 L bbb ETM“ Lk T

mut ual aut hentication _between the host, entity (P-En), and t new (child)
ent i t y Proedsayor sgauantially salecting the sespsrtive pesses milm éEllgﬂk'éft(Pffﬁmllt@(ﬁ@é%t
entity is finished by these processes, the host entity (P-Ne) grants the

regi st sakeicteadl. of the new (child) entity (N-En) to transmt a node key of
t he new(child) entlty (N-En) to the new (child) entity (N-En). This node

Kk gﬂ%, d
cg?/rlegpgggs to a t p no t%faﬁiéﬁv&?ﬂﬁ‘ﬁ écgﬁ%l ty (I\I—%Lnetdbn(lﬁ}EéH th@n

b- t f th f. h h
Cohi 1 apresile e@%saPSS#ﬁS%@?@ phgénfsr&a%caﬁg% EwbiiG %ﬁ?egmﬁssﬁ?%“h. | d)

entity (N—En) sets t he sub-root key of the top node received to the top
of thec@nﬁsultqd:ﬁ@deyrbyethe§@mt%§x§1tms each node and 13 August 2004 91
| eaf, and produces the enabling key block (sub-EKB) in the entity. On the

ot her hand, Nedein'Step S#306} yenehaifg Jofalaie eysdfdhs ttdeestmdnmEkBodoceden host
entity (P-En) to which is added a ternmnal node to be effective by the

addi ti @@ergp§49bs 19 4riied o ko fp}bawe ¢Bh&RAL nd %{& DRufBY, (SEBLEKB 8Rthé ¥

(N-En) uces sub-EKB const'ituted a node ey and a leaf key in the

new ( Chellegl?edeen'ﬁ ie¥ anstﬁ‘u%ﬂlg qxfr:]e%\évte(k 'ouq})f %éaﬁbflﬁk/ EBtrol table, and the

enabling key block (EKB) that can be decrypted merely in the device of the selected
entities is produced on the basis of the sub-EKB and the renewal node key produced
i Step $4306. The enabling key block (EKB) thus produced is utilized merely in the
device having specific capability, that is, being a decodable enabling key block (EKB.
For example, a content key is encrypted by the enabling key block (EKB), and a
content compressv.aﬂ on the basis of a specific program in the content key is distributed
to the device whereby the content is utilized only in the specific decodable device
selected by the key distribute center (KDC).

As described above, in the key distribute center (KDC), for example, only the
device capable of reproducing the specific content produces the decodable enabling
key block {EKB) on the basis of the capability control table. Accordingly, where a new

entity is registered, it is necessary to previously obtain capability of a newly registered



~transmits it to the host entity (P-En), and further notifi esl3cagalbi 2004y

i nformation with in connection with the device controlled by own entity to
t he *host entity. The host entity (P-En) which received sub-EKB and
«capability information from the new (child) entity (N-En) transmts

sub- EKB and capability information received, and renewed sub-EKB of the
host entity (P-En) to the key distrilggte center (KDC). The key distribute
center (KDC) registers the sub-EKB and capabi lity information of entity

12a angitiog VR BRt of HoB A Bred BILERRENA? LS Sl TekRLAUSARAN BS (=

center (KDQ) ossi bl e to roduce various forns of EKB, that IS, EKB that
can bed eﬁl@@:bf‘;ﬁi)Wétg ﬁéﬁf éHent | ty having specific capability or

devi ces. The present |nvent|on has been described in detail with reference
to the specHGe44dsodewshbsvingiavepability hoiise phodesaigt sequentosdieskilid ed in
art may amend or replace the enbodinents wthin the scope not departing

fromt lﬂ%wsﬁﬁit? gﬁﬁ%&@dte@ﬁn ey @sgibutidnyetomitudfbat is, the present

i nventi o closed in-the formof illustration and shoul d not be
|nterp ted i vel r h 0

| nvent 1015 B b BRL SR A Em 2R B8 T HEREE oMt HlorD s e 08 BREF. o
13 August, 2004 92 | ndustri al Applic b|||ty ed abpv .

i nf or nEegisiratpn Eequash yidyresReat 4o th &?o%tltugAﬁggf;q%raéﬁ ﬁeleflswel}u fock
sets sub-trees classified based on capability as data processing ability of

t he dekicg@sa¢oordakeywith e publidkieyencempieatsystenk and the sewentibsgamddewit o a
root, nodes and |eaves on a path fromthe root to the | eaves of a tree in

gﬂ;g |h. uelklwke ith )ﬂﬁ@ftost%%‘{m@ -BB)WEAD e fegishdtion rbfigest ek’ plagener ates an
g ey bl oc EKB I'ch i's

The host entity (P-En) which received the registration request transfers the
public key of the new (child) entity (N-En) received to the certificate authority (CA),
and receives a public key of the new (child) entity (N-En) to which a signature of CA
is added. These procedures are carried out as the procedure of mutual authentication
between the host entity (P-En) and the new (child) entity (N-En).

When the authentication of the new registration request entity is finished by
these processes, the host entity (P-Ne) grants the registration of the new (child) entity
(N-En) to transmit a node key of the new (child) entity (N-En) to the new (child) entity
(N-En). This node key is one node key of the terminal node of the host entity (P-En)
and corresponds to a top node of the new (child) entity (N-En), that is, a sub-root key.

When transmission of this node key is finished, the new (child) entity (N-En)

constructs the tree constitution of the new (child) entity (N-En) , sets the sub-root key

of the top node received to the top of the constructed tree, sets keys of each node and



effective for an entity in the entity as a managi ng subj ect 13 Agaeh2004
sub-tree, and manages capability information of the plurality of entities
and generates the enabling key block (EKB) decodable only by the entities
shavi ng common capability by using the sub- enabling key bl ock (sub-EKB)
generated by the entities having the conmon capability in a key

di stribution center (KDC). Thus, it i¢gg possible to provide data which can
be processed only in specific devices as datadecodable only by the

cnory pitEnadpt o ficsR S B AR Y SR R SR L (R tp i fa,
di stributjon ce_nteré KDC) includes a, capabiljty managenent table [n which
r especthe/Bosteatdy {3 als produces thesubrEKbrm tﬁﬁﬁpsﬁ @ity ( RebeHigaphichasy

information for the entities, and the sub-enabling key block (sub- EKB) are
cor r espddeéd teanimabnadotoisr effentiledn) hetad ditioreof theynevafudbld) eatitp(das)si ng
distributed data to a device based on the capability managenent table to

generate thavhena how (KB PLARS (NKR) pHARRASRIE-EITRY.diktibited 45vd figde under

the selecte ntity. S pos 0 generate a variety orf EKBs
correspondi ng t.o vari ety of . u 93 capabj l,i-14.es. . t he
ot or nkeY dineon dEaithah Eoe piv ehild) BitR G, T ABRC It s NS P«
according to the present invention manages a sub-tree_as.a partial tree
const i tianEmtsdt kethe hess entityR-En).r ey @okidips capability infopeatien with a
root, nodes and |eaves on a path fromthe root to the |eaves of a tree in

whi ch @ pbmmedtidrywith thedevies cantrolled bgtowwendtyats thhdoseent@ty, sets a
plurality of entities which generate a sub-enabling key block (sub-EKB)

based only qmhedsBintie(P W@R%eﬁ&&@b@ﬂmrcagﬁmﬁymfaﬁhya@ﬂﬁiom the
sub-tree, and generates thé enabling key bl ock (EKB) decodable only by

sel ect %ge new (child) entity (N-En) transmits sub-EKB and capability information received,

and renewed sub-EKB of the host entity (P-En) to the key distribute center (KDC).

The key distribute center (KDC) registers the sub-EKB and capability

information of entity received in the capability control table described with reference

-to FIGS. 42A and 42B, and renews the capability control table. The key distribute
center (KDC) is possible to produce various forms of EKB, that is, EKB that can be
decrypted merely by the entity having specific capability or devices.

The present invention has been described in detail with reference to the specific
embodiments. However, it is obvious that those skilled in art may amend or replace the
embodiments within the scope not departing from the subject matter of the present
invention. That is, the present invention has been disclosed in the form of illustration
and should not be inteipreted imitatively. For judging the subject matter of the present

invention, reference should be made to the claims described herein after.



entities by using the sub-enabling key bl ock (sub-EKB) generistAdusy2tdde
plurality of entities for distribution. Thus, it is possible to manage the
devictes by dividing the hierarchical key tree structure, and to perform
spreci se processing corresponding to the devices. Wth the information
processi ng system and net hod using an encryption key block according to
the present invention, revoke processgpng of a device in an entity or an
entity can be executed. Thus, it is possible to prevent the quantity of
processing caused by increasing devices in a case of an integrated device
managenent from being increased. Further, wth the information processing
system_and net hod_using an encryption key block according to the present

i nvent ilpdustaial &pplicabilifpde of each entity is set as a reserve node. Thus,
it is possible to cope with the increase of nanagenent devices or
managenment emg desaribedldbotgtiet inZoddatdeh pfdcessing kystém ianf onethod asing agessi ng
system usi ng an encryption key block which constitutes a key tree in which

! : | iRgt h
respec én\éﬁgﬂgfd‘?%éﬁf Ele&?}regg\fl‘szgﬂigﬁégs ERisSiffed sec{'Bﬂ%%Bﬁllﬁj‘l‘rﬁg iatgé\égafspxgageéslﬁ

fromthe r atreein Ich a vices are
cel act iAHE i AERETHET koL FRE T RISHBSP (e Ky SOy POBC LS R &8 ng o
a superordi nate key by a subordi nate key and generates an enabling key
bl ock (idey and leavesione pathifeom the voetdo the deayps pbatresiprwlich g plarality okl i t y
of entities which constitute a part of the key tree, manage sub-trees
devices are constituted as the leaves, generates an enabling key block (EKB) which is
effective for an entity in the entity as amanaging subject of each sub-tree, and manages
capability information of the plurality of entities and generates the enabling key block
(EKB) decodable only by the entities having common capability by using the sub-
enabling key block (sub-EKB) generated by the entities having the common capability
in a key distribution center {(KDC). Thus, it is possible to provide data which can be
processed enly in specific devices as datadecodable only by the devices.
With the information processing system and method using an encryption key
block according to the present invention, the key distribution center (KDC) includes
a capability management table in which respective identifiers for the plurality of
entities, the capability information for the entities, and the sub-enabling key block (sub-
EKB) are correspoﬁded to one another, and selects an entity capable of processing
distributed data to a deﬁce‘ based on the capability management table to generate the

enabling key block (EKB) decodable only by the devices under the selected entity.

Thus, it is possible to generate a variety of EKBs corresponding to a variety of



classified based on capability as data processing ability of13theude2itzes,
and generate a sub-enabling key bl ock (sub-EKB) based only on a key set
correspondi ng to nodes or |eaves included in the sub-tree; and a key

«di stribution center (KDC) which manages capability information of the’
plurality of entities and generates the enabling key bl ock (EKB) decodable
only by the entities having conmon ggpability by using the sub-enabling
key bl ock (sub-EKB) generated by the entities having the common
capability....-2. The information processing system using an encryption key
bl ock ﬁ@@%?hlﬁﬁ to claim1 wherein the key distribution center (KDC)

I ncl udes a capability managenent _table in which respective identifiers for
the plural i tysafthe Hon precesaivgyisteny and mrethed tistig A enem@tiom kay es,
and the sub-enabling key block (sub-EKB) are corresponded to one anot her,
and sebkwks ascording tty thepprisenpiinyemtions sai@gds st rsubteed ad3a Apaytial 2G04 95
datglpo a device based on the capability managenent table to generate the
enabl i : B) ' r ected
SitcaR R SR S B R
~according to claim1l erei ewl dded entjty tq t K tr

comor aleages on atpaih Higm o8t fo e liaveb ot e ik 4 )i P ekdsGS a
corresponding to nodes or |leaves in the sub-tree of the neM/eqtit ,

execut eenstéyieskasthe braves sstsapivgaly ofieatitigs whieh genarate aeip-emal mgo%%y on
center (KDC), and executes notification processing of capability

i nfor andckr(s@lﬁ-EIﬁB%b@wal @y ohy ked.seTberéspondig toarodes oc bsvieninaydedm usi ng
an encryption key block according to claim1l wherein the plurality of

entiti gy QVGed MEEAITHSThe EhABIHPKS HTocR YRRBY dicBahble only by selected
| entities by using the sub-enabling key block (sub-EKB) generated by the plurality of
entities for distribution. Thus, it is possible to manage the devices by dividing the
hierarchical key tree structure, and to perform precise processing corresponding to the

devices.

With the information processing system and method using an encryption key
block accbrding to the present invention, revoke processing of a device in an entity or
an entity can be executed. Thus, it is possible to prevent the quantity of processing
caused by increasing devices in a case of an integrated device management from being
increased.

Further, with the information processing system and method using an encryption
key block according to the present invention, é terminal node of each entity is set as
a reserve node. Thus, it is possible to cope with the increase of management devices

or management entities.



entities and subordinate entities in which a term nal node &t Alyest 2008r noSt
stage of an entity is nade to be a top node (sub-root) of another entity
5. The information processing systemusing an encryption key bl ock
‘according to claim21 wherein each of the plurality of entities has
authority of setting and renewing the key corresponding to the nodes or

| eaves constituting the sub-tree whigh belongs to the own entity. 6. The

i nformati on processing system using an encryption key bl ock according to
claiml1 wherein each device which Qﬁlﬁn s to an entity at the | owernpst
class with |eaves at the | owermost—8 %ge in the entity being | eaves
correspondi ng to_ respective devices anong the plurality of entitjes has
stor odlt her & informa OR OSPRFIRE |SYSTEnK Apii@n PRCIYBHEH Box blagl exhish o pat h
froma top node (sub-root) of the entity that the device 13 August 2004 96
i t sel f comdtitngs d keyt treoimpivhidherespeadtivieticety s ane cexpspudrletido tahmotigvades andsel f 7.
The information processing systemusing an encryption key bl ock accordi ng

to cl plafbd ofaGiath B‘oﬁi"ﬁfeé I%F)t thenbavdldftatr& inditich a§tu@tide oRde@kts are

managenent entity 1nt ower stage of the own entity, 'such that one or

nore nodes. or J|eayves in the nodes or , Igaves at_ th r t; .St of the
oo eneonsficiled SO TosBaerRRS Fonhel atdRYE Bn Hoslfed PAE RS RRERS
system usi ng an encryption key block according to_. claiml, vvhe{(ei t he
super opathreanstignting thedksyctienand enp/phion rEacessing of 2 superordingta kewbr a sets a
key corresponding to the term nal node of the superordinate entity as a
node t sattordimmte keyend gbnérates anf ertabdingdwey diock (EI6B) fo popridedeto(adévicept ) key
of the new entity. 9. The information processing system using an encryption
key bl geksyagGR BN s Claim| wherein an entity which executes revoke

pr ocessi ng%of a device renews a node

a plurality of entities which constitute a part of the key tree, manage sub-trees
classified based on capability as data processing ability of the devices, and generate a
sub-enabling key block (sub-EKB) based only on a key set corresponding to nodes or
leaves included in the sub-tree; and

a key distribution center (KDC) which manages capability information of the
plurality of entities and generates the enabling key block (EKB) decodable only by the
entitics having common capability by using the sub-enabling key block (sub-EKB)
generated by the entities having the common capability.

2. The information processing system using an encryption key block according to
claim 1 wherein the key distribution center (KDC) includes a capability management
table in which respective identifiers for the plurality of entities, the capability
| infonnation for the entities, and the sub-enabling key block (sub-EKB) are

cotresponded to one another, and selects an entity capable of processing distributed



key set in nodes on a path froma top node (sub-root) in theldetgusy2@dr ough
. aleaf corresponding to the revoked device and generates a renewal sub-EKB
into which the renewed node key is constituted as an encryption key
*decodabl e only by | eaf devices other than the revoked device to send it to
a superordinate entity, and the superordinate entity renews a node key on
a path froma termnal node to whi chd5he renewal sub-EKB has been sent
through its own sub-root and generates a renewal sub-EKB to send it to a

furthe rdaf&‘etg)ee[ %(i/\qwﬁﬁs%d%?l;tﬂe Xapzﬂﬂﬁ@t 1lhggégeﬁﬁlﬁlt 'Efd{é’{‘t?géﬁé?ﬁi%stﬁé Eﬂalmnr%t lgtﬁ/d devi ce

I S execu sequent| y ‘exec enewal sub-EKB generatio

sendi n r.o ' 0 he ntity,basis u 0 a.highest. entity to carry out
renevval%l‘gcfk mB%%‘? ?/OB}Y%%@%%VHCG%W%%h%sqlﬁvgagg%l&évi ce through a
root and executing registration processing of the 13 August 2004 97

r enewal3. sub-TEkBnfemetomert ocessingsysterawsingsn enceypiearekesehlock ageerding to

distribution center (KDC). 10. The infonnation processing system using an

encryptidgimh keheRlifaiedds sddidimntitp to tedieMtbe Wonetds savuibegtiablingely bloekkecut es
revoke processing of a subordinate entity renews a node key set in nodes

on ap R - i ' 1 ppl node
cor r cop ST BedefRrg 08 08 ef ticploRaiatoadel by tcefeOtitheub iy B, 10
whi ch the node key has been renewed to.send.it superordi,nate entity,
and "t heISapaRBIY rxeereR T EmOcs siaaar eyubEEBIAME et fulch o
node to which the renewal sub-EKB has been sent through its own sub-root
and gerenter dKDC), randesnecutesnatifationqundessing of eaprabilityeinfemmetion ef e e
entity, such that the revoke processing on the entity basis is executed by
sequenipiva] entityxecuting renewal sub-EKB generation and sending processing
on the entity basis up to a highest entity to carry out

4. The information processing system using an encryption key block according to

claim 1 wherein the plurality of entities have a hierarchical structure of superordinate

entities and subordinate entities in which a terminal node at the lowermost stage of an

entity is made to be a top node (sub-root) of another entity.

5. - The information processing system using an encryption key block according to

claim 1 wherein each of the plurality of entities has authority of setting and renewing

the key corresponding to the nodes or leaves constituting the sub-tree which belongs

to the own entity.

6. The information processing system using an encryption key block according to

claim 1 wherein each device which belongs to an entity at the lowermost class with

leaves at the lowermost stage in the entity being leaves comresponding to respective

devices among the plurality of entities has stored therein a node key and a leafkey set

in nodes and leaves on a path from a top node (sub-root) of the entity that the device



renewal of each node key on the path fromthe revoked entit yl3tAuguepoo r oot
and executing registration processing of the renewal sub-EKB generated in
the 'renewal of the node key to the key distribution center (KDC). 11. The
si nformation processing systemusing an encryption key bl ock according to
claim1 wherein an entity which executes revoke processing of a subordinate
entity renews a node key set in nod% except for a termnal node on a path
froma top node (sub-root) in the entity through the term nal node

correspongi.ng to the reyoked enti and gener.ates .a tenewal sub-EKB into
whi ch fﬁsﬂJAUg%ﬂ&%V %“ﬁ\g’eri‘ﬁq%‘ﬁ%‘ﬁieéoqﬁsf’?@aﬁm fhe &%Vlﬁeétﬁ rordinate entity,
and the superordi nate entity renews a node key on_a path 13 August 2004 98
from a7 er mTie infiooeation pocedsinghsy stan asilg mmmlmgeﬁbmmnordmg bugh its
own sub- root and generates a renewal sub-EKB to send it to a father

super oiHinAl evigdtkin dachofahe phtality SPertiticrkerldR aaetSmangeanchtent@ptin tlye basi s
I s executed by sequentially executing renewal sub-EKB generation and
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revoked entity on the path fr t he revpoked entity through a yoot and
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renewal of the node key to the key distribution center (KDC). 12. An
i nf onndt i on Treoodemmatipmprohessingsystemausmgeanygicryptidekepblack acaorhng to
I nformati on processing systemwhich constitutes a key tree in which

respectlaith kehereinitke Qffcrsinedie efltityowhichedis tHeadas eatity théavesnnal aodeat h
fromthe root to the | eaves of a tree in which a plurality of devices are
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sets the sub-tree of the new entity as a top node (sub-root) key of the new entity.

9. The information processing system using an encryption key block according to
claim 1 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the. entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
cntity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further superordinate entity, such that the revoke processing of'the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on thé
entity basis up to a highest entity to carry out renewal of each node key on the path

from the revoked device through a root and executing registration processing of the



processi ng of a superordi nate key by a subordinate key and gensugise30GNn
enabling key .block (EKB) to provide it to a device, the nmethod conprising
t he 'steps of: generating a sub-enabling key bl ock (sub-EKB) based only on a
*key set corresponding to nodes or |eaves included in a sub-tree of each
entity in entities which constitute a part of the key tree and manage
sub-trees classified based on capabilgry as data processing ability, of

t he devices; and extracting a sub-enabling key bl ock (sub-EKB) generated by

entiti i n n I lity b d C L] I nf.aon Lan.. t he
ot ur al iEpCRH! B TECT EheERaE thiht t SR braBe SRRl I KB i RAEh oy

bl ock (EKB) decodable only by the entities having the comon capability in
-a key dieater (JPdn center (KDC) which has the capability information of
the plurality of entities. 13. The infonnation processing nmethod using an
encryptilon KHye hifonkatamcprodesgng systeinaising 2n ehenypiionkiey bdocdpacdordmgaoat i ng
the enabling key block (EKB) in the key distribution center (KDC) i ncludes

the st epsin®ll- whsleht bh %ﬁtiyﬁ@hﬁn éiéc%%%gﬁﬁeybgﬂ gTrB@es%ﬁEETBP aGRBBRd hﬁérﬁ%

generating an entity tre€ constitute entities selecte ,
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usi ng an encryption key block according to '
sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).
11.  The information processing system using an encryption key block according to
claim 1 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity

and generates a renewal sub-EKB into which the node key has been renewed to send

it to a superordinate entity, and the superordinate entity renews a node key on a path



claim 12 wherein the key distribution center (KDC) includes 13 Aapab2ddat y
managenent table in which respective identifiers for the plurality of
enti‘ties, the capability infonnation for the entities, and the
«sub-enabl i ng key bl ock (sub-EKB) are corresponded to one another, and
selects an entity capable of processing distributed data to a device based
on the capability managenent table t®&%enerate the enabling key bl ock
(EKB) decodabl e only by the devices under the selected entity. 15. The

i nf or t"q% 4 & ”&%Fﬁb&@tf%ﬁ%é‘l%ﬂ%%a?%ﬁ?ﬁ{ ggg Q&Mtaheﬁghﬁgs%%m to 13
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gener at es ub-enablin sub- EKB) ed onI a k set
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executes registration processing of the sub-EKB to the key distribution
cent er thaiDbe, reankle pressiag omtief entityibanispis exeswicddby sequadislyi exgcuting

I nformation of the own entity. 16. The information processing nethod using

an encryRéwaNsubeEKH @ler il fadin prokcaésingd én Ylhﬁélﬁifg basizpab athighest

plurality of entltles executes setting and renewi ng the key correspond| ng
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entity. |on processi ng I'ng an encry p I on

accordingtd aim.12 wh in.the pero di nat adds the new
entity qoarQSpgn&egm #eﬁre\fﬁgeie%wsonat%ﬁ th Pme dﬁ&ﬁ%‘@} %@WH@@J&%& P9t node
of the superordinate entity as a node that sets the sub-tree of the new

ent i ty and exetuiinguegistiation-prooessingnf the ratesah sub-EXiB geyerats] intherdnev@l mat i on

processi ng nmet hod using an encryption key block according to
of the node key to the key distribution center (KDC).

12. ~ An information processing method using an encryption key block in an
information processing system which constitutes a key tree in which respective keys
are corresponded to a root, nodes and leaves on a path from the root to the leaves of
atreein whieh a plurality of devices are constituted as the leaves, executes renewal of
keys on a selected path by selecting the path constituting the key tree and encryption
processing of a superordinate key by a subordinate key and generates an enabling key
block (EKB) to provide it to a device, the method comprising the steps of:

generating a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in a sub-tree of each entity in entities which
constitute a part of the key tree and manage sub-trees classified based on capability as
data processing ability of the devices; and

extracting a sub-enabling key block (sub-EKB) generated by entities having

comimon capability based on capability information of the plurality of entities and



claim 12 wherein an entity which executes revoke processi ng 16fAugudeldode

renews

enti*ty through a | eaf

a node Kkey set in nodes on a path froma top node (sub-root)

~renewal sub-EKB into which the renewed node key is constituted as an
encryption key decodable only by | eaf devices other than the revoked
device to send it to a superordinategentity, and the superordinate e

renews

a node key on a path froma term nal node to which the renewal
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selection step;

renewing a node key constituting the entity tree; and

generatiné an enabling key block (EKB) decodable only by the selected entities
based on the node key renewed in the node key renewal step and a sub-EKB of the
selected entities.
14. | The information processing method using an encryption key block according to
;zlailn 12 wherein the key distribution center (KDC) includes a capability management
table in which respective identifiers for the plurality of entities, the capability
information for the entities, and the sub-enmabling key block (sub-EKB) are
corresponded to one another, and selects an entity capable of processing distributed
data to a device based on the capability management table to generate the enabling key

block (EKB) decodable only by the devices under the selected entity.

15.  The information processing method using an encryption key block according to

on a

to a



generation and sending processing on the entity basis up to 18 Aiggbezio4
entity to carry out renewal of each node key on the path fromthe revoked
entitty through a root and executing registration processing of the renewal
«sub- EKB generated in the renewal of the node key to the key distribution
center (KDC). 20. The information processing nmethod using an encryption key
bl ock .according to 13 August 2004 10fypclaim 12 wherein an entity which
execut es revoke processing of a subordinate entity renews a node key set

i n nodes.e for a term nal; ngde f 0 ~f 0ot)
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and generates a renewal sub-EKB into which the node key has heen renewed to
send blockdsub-diloB) basedmmly onrm kayset gaerespan %&m@smlsa‘@r&mttﬁe? ews a
node key on a path froma termnal node to which the renewal sub-EKB has

been sagt dffitheudw iensitpvexesutes registratio grevessatgsf the sneE{BsotthE@yt o send
it to a further superordinate entity, such that the revoke processing on
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generation procdessing on the entity basis up to a highest

entity.to calr t renewal of each node key except for the term nal node
corres HHPHBO%/@%E%%OWB\%%& entity on the path fromthe revoked entity

t hrough a root and executing, registration processing of the renewal

sub- EKB6 gen&hatetormationprocassingmethp diustngragmcrmbiqnkenklog 90%91'31%8 ®ution
center (KDC). 21. A programdistributing mediumfor distributing a conputer
pr ogr agianhi IGhwhevekesachrefithe pluriléty dflentikie§ Ex&utepsetting amdrqnevdeg tiekey

executed on a conputer system in an information processing system which
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entity.

17.  The information processing method using an encryption key block according to
claim 12 wherein the superordinate entity which adds the new entity to its terminal
node sets a key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top node (sub-root) key of the new
entity.

18.  The information processing method using an encryption key block according to
claim 12 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices

other than the revoked device to send it to a superordinate entity, and the superordinate

entity renews a node key on a path from a terminal node to which the renewal sub-EKB



of a tree in which a plurality of devices are constituted asi3tAegusez00Es,
executes renewal of keys on a selected path by selecting the path
constituting the key tree and encryption processing of a superordi nate key
by a subordi nate key and generates an enabling key block (EKB) to provide
It to a device, the conputer program conprising the steps of. 13 August
2004 103 generating a sub-enabling kgy bl ock (sub-EKB) based only on a key
set corresponding to nodes or |eaves Included in a sub-tree of each entity

in entities whic comstitute art of the k I -trees
ol aer b Beeh St o e SVh SyB 288 nd ket Bel Sy RB R AN ERME { O3,
and extracting a sub-enabling key block (sub-EKB) genperated by entitjes
havi ng 2 fushepsupsaprdinate entityasuch at dgperoke processt Pgﬁ‘%‘fv‘i& eecyiGt al ity
of entities and generating the enabling key bl ock (EKB). decodable only by
t he enbiytsegqaerdtiallyngxdcheng easwil sab{EIB! gengrationandeygndingf priobegsingon e er

( KDC) Ich has the capability infonnation of the plurality of entities.

22. Angf H@ﬁt FERRE PRLSUB G5! POEEAH hodk K8y ofitRE patthi Ch
consti teit} é}s)ggﬁﬁe t0$£e§ n \t/\ﬁl?%@ytr%esp cf&:'ltr\}%n e?s are corr esﬁ%nded 0 a root,
nodes and | eaves an,a.path fromthe rpot to the |eaves of a tree.i;n which
O ot o DRt g PRl rond A Sand StecPing aisfatSE stbeeliT ok A o
keys on a sel ect e%dgat h by selecting the 1?at h constituting the key tree
and entengwalorubpEEd: genergtast inatheursaewvialiiof she nrde key ta thededr distawtiotey and
generates an enabling key block (EKB) to provide it to a device, the
syst emcent@p(KP@Y: a plurality of entities which manage a sub-tree as a
partial tree constituting the key tree and generate a sub-enabling key
bl ock (yub- ERinRAREH R Pric QR 58Mhod8ksing an encryption key block according to
claim 12 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes on a path from a top node (sub-root) in the entity
t}:fough a terminal node corresponding to the revoked entity and generates a renewal
sub-EKB into which the node kéy has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
- processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of

the node key to the key distribution center (KDC).

20.  The information processing method using an encryption key block according to



correspondi ng to nodes or |eaves included in the sub-tree; ardAwuse3004
distribution center (KDC) which generates the enabling key bl ock (EKB)
decddabl e only by selected entities by using the sub-enabling key bl ock
*(sub- EKB) 13 August 2004 104 generated by the plurality of entities. 23.
The information processing system using an encryption key bl ock according
to claim?22 wherein the plurality ofigentities have a hierarchical _
structure of superordinate entities and subordinate entities in which a

tern n%l%igwgg wilerbifiarl %{@ﬁkg 3x@%Reltetike r@ﬂ&ésts}hgréf IRGordindlE edtikP node

(sub-roo ano I nforration ocessi ng system-usi ng

an encryption key .bl ock.according t claim 22 erein h of . the
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corresponding to the nodes or |eaves constituting the sub-tree which

bel ong§sub-voaethén therendity thrpughthe Emminal fnodeworsspprding $s itherexpkedentity ng an
encryption key block according to claim22 wherein each device which

bel Ongﬁnﬂ%ﬁﬁ@rﬁéé hrdnéallshb-ERBenf@GhicH thesotetity Haabeen rahewwbé td ovred nost
stage in the entity being | eaves corresponding to respective devices anong
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key bl ock according to claim22 wherein each of the plurality of entities
adds areel dndgemsyatrearenaveil sybiEK Blie senditto a fedler superdrdinaip entity, sych such
t hat one or nore nodes or |leaves in the nodes or |eaves at the | owernost
st age dliattthe revwoke pradeysiaeon thizedntity basisrie eRevgted dgesequentially executing
" renewal sub-EXB generation and sending processing on the entity basis up to a highest

entity to carry out renewal of each node key except for the terminal node

corresponding to the revoked entity on the path from the revoked entity through a root

and executing registration processing of the renewal sub-EKB generated in the renewal

of the node key to the key distribution center (KDC).

21. A program distributing medium for distributing a compﬁter program which

makes enabling key block (EKB) generating processing executed ona computer system

in an information processing system which constitutes a key tree in which respective

keys are corresponded to a root, nodes and leaves on a path from the root to the leaves

of a tree in which a plurality of devices are constituted as the leaves, executes renewal

ofkeys on a selected path by selecting the path constituting the key tree and encryption

processing of a superordinate key by a subordinate key and generates an enabling key

block (EKB) to provide it to a device, the computer prograin comprising the steps of:



27. The informati on processing system using an encryption ke Alquesk2004
according to claim22 wherein the superordinate entity which adds the new
enti'ty to its termnal 13 August 2004 105 node sets a key corresponding to
~the term nal node of the superordinate entity as a node that sets the
sub-tree of the new entity as a top node (sub-root) key of the new entity.
28. The infonnation processing systenpgsi ng an encryption key bl ock
according to claim22 wherein a newy added entity generates a

sub-enablin ke | ock _(:s oy opding to
nodes or | egwietael R UEENTTER ke BBk (O-E10R Dol e P Rey
reglstratlon proceSS|r of  the sup-EKB to t he ke stribution, c

(KDC) . cpgresppndingrtomedes ehleamclegquﬁg ) 9§ﬂ§ﬁ%f%@cﬁﬁn€%ﬂ Vﬁ@(}ﬁm ock
according to claim22 wherein an entity which executes revoke rocessi ng
of a dewonstiturengast af tholtey tieeynd etanage soblidmees classifsdbadsed onacapaﬁllnyms

(sub- root) in the entlty through a |l eaf corresponding to the revoked

devi ce g4 Hg&ﬂ,@gﬁ% Ty’ GFBYAbvel-4® i nto which the renewed node key is

constituted as an encryptlon key decodabl e only by | eaf devices other than

t he revoked d e end e ent.i

uper o di R ashier sAERRding Refbrth CHRISKES ok by, ARl Favinge o
whi ch the renewal sub-EKB. has been sent through its 6P-root ana
gener atc@snmonrapability hnsekpnt erpabdy infargation Gfilﬁ‘ephgvg@r gnHEeE 2BAt i ty,
such that the revoke processing of the device is executed by sequentially
execut igegeratimgtie eniblifgRkgeblckt(BKB pdecatabit nglypby ths entigesohaving thent i ty
basis up to a highest entity to carry out renewal of each node key on the

path fcro?ﬁﬁ‘lbﬁecalf%%‘ﬁﬂh?dnﬂ 8Vk&R disHibuibh Rehe! (IADC)ewhich hag the Waphbilitiyon

processi ng of
information of the plurality of entities.

22. An information processing system using an encryption key block which
constitutes a key tree in which respective keys are corresponded to a root, nodes and
leaves on a path frorﬁ the root to the leaves of a tree in which a plurality of devices are
constituted as the leaves, executes renewal of keys on a selected path by selecting the
path constituting the key tree and encryption processing of a superordinate key by a
subordinate key and generates an enabling key block (EKB) to provide it to a device,
the system comprising:

a plurality of entities which manage a sub-tree as a partial tree constituting the
key tree and generate a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in the sub-tree; and

a key distribution center (KDC) which generates the enabling key block (EKB)

decodable only by selected entities by using the sub-enabling key block (sub-EKB)



‘renewal sub-EKB generated in the renewal of the node key to 1B8huguey2004

di stribution 13 August 2004 106 center (KDC). 30. The information
procéessi ng system using an encryption key block according to claim 22
«wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes on a path froma top node (sub-root) in the
entity through a term nal node corrggponding to the revoked entity and
generates a renewal sub-EKB into which the node key has been renewed to

send it _to ordinate entity, and the superordinate entity renews a
node kggn%%%3ﬁ§§hepﬁgm quqrmt I node to which the renewal sub-EKB has
been sent through its, own sub-root and generates a en L sub- EKB to send
it to &3t ur tiherinferpratingpregessinhsystgm USSR SRy PiHen kgﬁﬁ@ ASFREHBE g on
the entity basis is executed by sequentially executing renewal sub-EKB
gener atclaim 2hwheegidingplpraiite s€entitierhdviea laatartlychlstnetue dfeupetirdiese
entity to carry out renewal of each node key on the path fromthe revoked

entity ghﬁﬁgy ghd Subfinae @miﬁé@ﬁ\%h art%ﬂhﬁfag abHeqt ﬂfeQG%ﬁtlBQt hed bfan eneval

sub- EKB generated in the renewal o the node key to the key distribution
center . 31. . The information processing.s em usi ng an encryption key
bl ock ggggfciﬁ lﬂﬂé? & BE |aéPRmn?§g\Xﬁ‘é 'égw?aﬁaaﬂﬁ%f ﬁx i'ch executes revoke
processing of a subordinate entity renews a node, keK sle) I N nodes except
for a 2é4rni ddle inderasionaprpgessing syatMUSHZ ARRDCTYRIMN kel iockriws:ﬁ 1Bgiet y
through the term nal node corresponding to the revoked entity and
gener atckfne?2 eheveh caclbof#iB platabitywof eftitidschasadehdeety dfasttheeand rnewangt o
send it to a superordinate entity, and the superordinate entity renews a
node kee RBy BoR@kPonding to the nodes or leaves constituting the sub-tree which belongs
to the own entity. |
25.  The information processing system using an encryption key block according to
claim 22 wherein each device which belongs to an entity at the lowermost class with
leaves at the lowermost stage in the entity being leaves corresponding to respective
~ devices among the plurality of entities has stored therein a node key and a leaf key set
in nodes and leaves on a path from a top node (sub-root) of the entity that the device
itself belongs to through the leaf that corresponds to the device itself.
26.  The information processing system using an encryption key block according to
claim 22 wherein each of the plurality of entities adds a self management entity in the
lower stage of the own entity, such that one or more nodes or leaves in the nodes or
leaves at the lowermost stage of the own entity are reserved as reserve nodes.

27.  The information processing system using an encryption key block according to

claim 22 wherein the superordinate entity which adds the new entity to its terminal



froma termnal node to which the renewal sub-EKB has been si@mnudubtzofgh its
own sub 13 August 2004 107 root and generates a renewal sub-EKB to send it
to & further superordinate entity, such that the revoke processing on the
«entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest
entity to carry out renewal of each e key except for the term nal node
corresponding to the revoked entity on the path fromthe revoked entity

t hr ough root .and executi,ng registrati on pro sin fth ¢ I

sub- EXBOGErEine &FY soriasponding.sarthe eriiial Aot O 36 sib:Rhabdl HRIS A on
center (KDC). 32. The information processing sysfem using an epncryption key
bl ock aoderthansets the sutatrae 24 thaeewi entityias arfoptriaste (éub-r@@%squt 'i*ﬁ neyY
managi ng subj ects of devices or entities belonging to a conmon category
such agptipe device kind, service kind, managing neans kind, etc. 33. An

I nformati on processing nethod using an encryption key block in an

0o a o, " HOREGMAGEHILEDMD LRl drk Ry BrilE kel PRI dRoBRIiAR 1o

respective are corresp oar nodes a eaves on a path
fromthe ro to the legves of a tree in whigh a plurali f €S are
const i @Hgéévh%‘é‘nlaéﬁyaé’,a%g?@@Bf‘%g‘?@ﬁ%t\?éﬁ spp-© ngggﬁyhi%g&%é@?@;l&%it h by
sel ecting the path constituting the key tree_and encryptjon pr%%essi ng of
a superbased oale ok eykdyyset contespdidingdokwdes og lepsiesnnithe subrieasadf thegpay

bl ock (EKB) to provide it to a device, the method conprising the steps of:
gener atehﬁg/ andWxeRUAR! fepiktiationbprockssing bf BiBubdEKE wnthe key distebuten
correspondi ng to nodes or leaves included in a sub-tree of each entity in a
pl urali f ities which manage sub-trees as a partial tree
constitctﬁ%{?e%g(lﬁlggs'key tree; and

29.  The information processing system using an encryption key block according to
claim 22 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further superordinate entity, such that the revoke processing of the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on the
entity basis up to a highest entity to carry out renewal of each node key on the path
from the revoked device through a root and executing registration processing of the

renewal sub-EKB generated in the renewal of the node key to the key distnbution
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by selected entities by using the sub-enabling key bl ock (sub-EKB)
generated by the plurality of entities in a key distribution center (KDC).
<34. The information processing nmethod using an encryption key bl ock
according to claim 33 wherein each of the plurality of entities executes
setting and renewing the key correspggding to the nodes or |eaves
constituting the sub-tree which belongs to the own entity. 35. The

i nformation ssing nmethod using an encryption key bl ock according to
claim ﬁnméﬁéﬁﬁﬁt he superordinate entity which adds the new entity to its
termnal node sets a key corresponding to the term nal node of the

super ord}. nat Bhemfotmataen prosesking kyateimatssng mewptw@ke}zsbqukeam@imgttm y as
a top node (sub-root) key of the new entity. 36. The information

pr oces i fign TRtWREeis Al enfify WhithydXecomrs keyokd mrokessing vfla sgbonlinateainiity 3
wherein a newly added entity generates a sub-enabling key bl ock (sub-EKB)

he: nowentnbh fodfkeLShe i hOSALANE PP a0y B RodkTMFTopt) i ety =5, O

key disgribytion cent KDC). 37.. The inf i ' t had
o) ng. a3 PmRa AP RBE PR FEyORE APHS dnlsehe R ATy

whi ch executes revoke processing of a device renews a node key set in
nodes ambsEK® int6 minclethemodn kdyzg(isbﬁtr—mcncwedto somd ittord superonidsngin eatitbaf
corresponding to the revoked device and generates a renewal sub-EKB into

which tdhel #id wisidiR@@%ntity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
proce'ssing on the entity basis is executed by sequentially exeéuting renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
rénewal of each node key on the path from the revoked entity through a root and
executing registration processing of thé renewal sub-EKB generated in the renewal of

the node key to the key distribution center (KDC).
31. The information processing system using an encryption key block according to
. claim 22 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity
and generates a renewal sub-EKB into which the node key has been renewed fo send

it to a superordinate entity, and the superordinate entity renews a node key on a path

from a terminal node to which the renewal sub-EKB has been sent through its own sub-



109 renewed node key is constituted as an encryption key decosiaplse2ad y by
| eaf devices other than the revoked device to send it to a superordinate
entity, and the superordinate entity renews a node key on a path froma

« ermnal node to which the renewal sub-EKB has been sent through its own
sub-root and generates a renewal sub-EKB to send it to a further
superordinate entity, such that the rgyoke processing of the device is
executed by sequentially executing renewal sub-EKB generation and sendi ng

processing on the entit asj to a,highest,.entity t arry. out renewal
b *cac HoRbaRY eperairsaendtiabrb R oRehd BydR dur i tnet ottt antind Sheh ang
executing registration processing of the renewal sub-EKB generated in the
r enewalthaf thehrevolid praeassing arhthekentityi basts isupiconteddansequepkiplly exggutinge

i nformati on processing nethod using an encryption key bl ock according to

cl ai m 33nwhal KILREKB gétdritioni Ciendee pioessdisy ok thawmitg dasiouapab adighest

subordinate entity renews a node key set in nodes on a path froma top

node (i O loahl LU AEUAY of NgHIods Rk TRBLN96E (A" (eFRAMIThBE L0 L e

revoke generatres a renewa u I'nt 0 whi ch the no ey has

been renewed tq, send it t superordi nate entity, . and the superordinate
entity casrRsRendingda ?(E%}’Ogﬁg anf;s&qp et froa tehiokrbientity e Tank
renewal sub-EKB has been sent through its own sub-root and generates a

r enewval anslexeEuing regsiratianprocesairfgofttherenewad say-HikdB genesatddin thetepewahat t he
revoke processing on the entity basis is executed by sequentially

execut i gfahe tlodedey 3o BhEKS, divetileitadn eentanKBENdi ng processing on the entity
basis up to a hi gF‘;est entity to carry out renewal of each node key on the

path from t R, d SYSEG hiob¥sdinl §9EmsifPin 8y poniey Block M oldiflg to

claim 22 wherein the entities are constituted as managing subjects of devices or entities
belonging to a2 common category such as the device kind, service kind, managing
means kind, etc.

" 33.  An information processing method using an encryption key block m an
information processing system which constitutes a key tree in which respective keys
are corresponded to a root, nodes and leaves on a path from the root to the leaves of
a tree in which a plurality of devices are constituted as the leaves, executes renewal of
keys on a selected path by selecting the path constituting the key tree and encryption
processing of a superordinate key by a subordinate key and generates an enabling key
block (EKB) to provide it to a device, the method comprising the steps of:

generating a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in a sub-tree of each entity in a plurality of

entities which manage sub-trees as a partial tree constituting the key tree; and



executing registration processing of the renewal sub-EKB genraiget 2004t he
renewal of the node key to the key distribution center (KDC). 39. The

i nfermati on processing nmethod usi ng an encryption key bl ock according to
«cl-aim 33 wherein an entity which executes revoke processing of a
subordinate entity renews a node key set in nodes except for a term nal
node on a path froma top node (subjggot) in the entity through the

term nal node corresponding to the revoked entity and generates a renewal

sub-EKB i nto which the nqde ke a Lene t end, i .

super or di nat®&? mgﬁe %q@%ﬁg&maﬁﬁcoﬁfﬁ Wop}#&%ecéé%%%é@isev on a
path froma term nal node to which the renewal sub-EKB has _been sent

t hr oughsingsthewnbsamabling key blarkfenbrE{ B3 generated by theyplurality pfeglties 2t o a
further superordinate entity, such that the revoke processing on the

entity kegdistribatieieentee qKDYCrequential |y executing renewal sub-EKB
generation and sendi ng processing on the entity basis up to a hi ghest

: it i d
cor  ospan: g et PAGARe Sl R AIRRR RIS PN of bl AcEbfigtle rce
th h t d ' ' | L. f; the . |
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center (KDC). 40. A programdistributing nmediumfor distrjbuting a conputer
pr ogr acontespindingkethemodns onlgakescanstivringth@yulbrsiesvehich jelongs &gﬁcmjm
executed on a conputer system in an information processing system which
consti tentigp a key tree in which respective keys are corresponded to a
root, nodes and | eaves on a path fromthe root to the |leaves of a tree in

whi ch apl uggiei ihyorgcg%gwﬁgéssﬁ{gem%mdsﬁg SledSyblibn kER bRk RXBFIAE $o
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claim 33 wherein the superordinate entity which.adds the new entity to its terminal
node sets é key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top nod¢ (sub-root) key of the new
entity.

36.  The information processing method using an encryption key block according to
claim 33 wherein a newly added entity generates a sub-enabling key block (sub-EKB)
based only on a key set corresponding to nodes or leaves in the sub-tree of the new -
entit_y and executes registration processing of the sub-EKB to the key distribution
center (KDC).

37.  Theinformation processing method using an enc;‘yption key block according to
claim 33 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the entity through a leaf

corresponding to the revoked device and generates a-renewal sub-EKB into which the



of keys on a selected path by selecting the path constituting Adgiskayo4st r ee
and encryption processing of a superordinate key by a subordinate key and
generates an enabling key block (EKB) to provide it to a device, the
sconplt er program conprising the steps of. generating a sub-enabling key

bl ock (sub-EKB) based only on a key set corresponding to nodes or |eaves
included in a sub-tree of each entityggn a plurality of entities which
manage sub-trees as a partial tree constituting the key tree; and

By e TR R noflp Ken s ramsgrwey 36 e oo “E‘%%ﬁa‘? sorBPle ey TEREUETIGRR) 1 ¢y
of entities in a key distribution center

other than the revoked device to senditto a superordmate entity, and the superordinate
entity renews a no de key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further sﬁperordi'nate entity, such that the revoke processing of the device is executed |
by sequentially executing renewal sub-EKB generation and sending processing on the
entity basis up to a highest entity to carry out renewal of each node key on the path
from the revoked device through a root and executing registration processing of the
renewal sub-EKB generated in the renewal of the node key to the key distribution
center (KDC).

38.  Theinformation processing method using an encryption key block according to
claim 33 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes on a path from a top node (sub-root) in the entity
through a terminal node corresponding to the revoked entity and generates a renewal
sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path ﬁ_"om a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB

generation and sending processing on the entity basis up to a highest entity to carry out

renewal of each node key on the path from the revoked entity through a root and
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executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

39.  The information processing method using an encryption key block according to
claim 33 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity
and generates a renewal sub-EKB into which the node key has been renewed to send
it to a superordinate entity,‘ and the superordinate entity renews a node key on a path
from a terminal node to which the renewal sub-EKB has been sent through its own sub-
root and generates a renewal sub-EKB to send it to a further superordinate entity, such
that the revoke processing on the entity basis is executed by sequentially executing
renewal sub-EKB generation and sending processing on the entity basis up to a highest
entity to carry out remewal of each node key except for the terminal node
corresponding to the revoked entity on the path from the revoked entity through a root
and executing registration processing of the renewal sub-EKB generated in the renewal
of the node key to the key distribution center (KDC).

40. A program distributing medium for distributing a computer program which
makes enabling key block (EXB) genérating processing executed ona computer system
in an information processing system which constitutes a key tree in which respective
keys are corresponded to a root, nodes and leaves on a path from the root to the leaves

of a tree in which a plurality of devices are constituted as the leaves, executes renewal
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ofkeys on a selected path by selecting the path constituting the key tree and encryption
| processing of a superordinate key by a subordinate key and generates an enaBling key
.block (EKB) to prqvide it to a device, the computer program comprising the steps of:
generating a sub-enabling key block (sub-EKB) based only on a key set
coxrequnding to nodes or leaves included in a sub-tree of each entity 1n a plurality of |
entities which manage sub-trees as a partial tree constituting the key tree; and
generating the enabling key block kEKB) decodable only by selected entities by
using the sub-enabling key block (sub-EKB) generated by the plurality of entities in a

key distribution center (KDC).





