1/3

Service subnet
(172.16.119.1/24)

172.16.119.5  172.16.119.6 172.16.119.7 _
Attack traffic is

forwarded into
honeypot network

e | ,9
e ] — 'Pro
172.16.119.4

After taking down, realizing
that honeypot machine ip

Honeypot subnet does not match entry ip

(192.168.0.1/24)
\J
192.168.0.3 192.168.0.4 192.168.0.5 192.168.0.6

Fig. 1
201

Acquire attack traffic for a service machine

! o 202

Forward the attack traffic to a honeypot container
corresponding to the service machine, where a
container address of the honeypot container is the
same as a service address of the service machine

! o 203

Return virtual data generated by the honeypot
container

Fig. 2



2/3

Service subnet Honeypot subnet
(172.16.119.1/24) > (172.16.119.1/24)

172.16.119.7  172.16.119.8 G
172.16.119.9
| | 172.76.119.8
172.16.119.8

=
(o | -
ae 172.16.119.7
172.16.119.6 172.76.119.7

Fig. 3

Acquisition module

Forwarding module

403

Returning module

Fig. 4



3/3

- b 501 503
ectronic device 2 2
Processor Memory
< Communication bus
504 @
Communication
mterface 502

)

&

Fig. 5




