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[0004] In addi tion, new forms of sk i mm ng have
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[0003] One of the primary sources of fraud which is prevalent in the credit card industry
is skimming, which refers to the electronic copying of the card’s magnetic stripe data to create
counterfeit cards. Early skimming was difficult to hide and required cumbersome equipment. As
credit card technology has become more sophisticated, so has the technology used by skimmers.

[0004] In addition, new forms of skimming have appeared. For example, in one instance
a small bug was implanted in a terminal, and left in place for weeks to collect hundreds of card
numbers before being removed to harvest the collective card data. Also, one of the more

insidious forms of skimming involved line tapping wherein the communication lines between the
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[0006] One of the primary means by which skimming can be prevented is for the
consumer to closely monitor the whereabouts of their transaction card. This will allow the
consumer to prevent the card from being swiped through inappropriate devices. However, as
magnetic stripe contactless cards evolve and bring the promise of quick transactions to current
payment environments, the classic skimming problem comes along with it. In fact, in a wireless
environment the opportunity to skim magnetic stripe data is more prevalent. In a wireless

environment, a potential skimmer need not physically possess the card to be skimmed nor have
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device, such as an integrated circuit credit card, each time the payment service is utilizedlin a
transaction. With each transaction, a verification value is dynamically generated on the payment
device from data specific to the payment service. The verification value is embedded into the
payment data which is transmitted from the payment device to a point of sale terminal such as a
credit card terminal. The point of sale terminal transmits the payment data, with the embedded
verification data, which may be in the form of magnetic stripe credit card Track 1 and/or Track 2
data, to a payment network which transmits the payment data to a service provider computer.

The service provider computer independently generates a verification value. The transaction is
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[0010] The present invention may be used in any transaction in which magnetic stripe

Track 1 and/or Track 2 data will be exchanged over any type of interface including contact-based

interfaces and wireless interfaces.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Aspects, features, benefits and advantages of the embodiments of the present
invention will be apparent with regard to the following description, appended claims and
accompanying drawings where:

[0012] FIG. 1 depicts the method of creating an encrypted data block for use in the

present invention.



[0013] FIG 2 depicts a nethod for generating unique
derived keys fromdata residing on a paynent device.
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card verification value according to the present
invention. [0015] FIG 4 depicts an exenplary record
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DETAILED DESCRIPTION OF THE INVENTION

[0019] Before the present methods are described, it is to be understood that this invention
is not limited to the particular methodologies, devices or protocols described, as these may vary.
It is also to be understood that the terminology used in the description is for the purpose of
describing the particular versions or embodiments only, and is not intended to limit the scope of
the present invention which will be limited only by the appended claims. In particular, although
the present invention is described in conjunction with financial transactions, it will be appreciated
that the present invention may find use in any electronic exchange of data.

[0020] It must also be noted that as used herein and in the appended claims, the singular

6,9 (&

forms “a”, “an”, and “the” include plural reference unless the context clearly dictates otherwise.



known to those skilled in the art, and so forth.

Unl ess defined otherw se, all technical and
w@eiosnrdoii ¢ ternms used herein have the same NMeRCI/NEN0AE26813

commonl y understood by one of ordinary skill in the

art. Al though any nethods simlar or equivalent to

t hose described herein can be used in the practice or
Thusgefet exuanpé, refeleack wrrtkey of a tefi@erees end orintore kéys@nd eduivlents thereof

preferred nmethods are now described. Al publications
kno%ntto' RORAKNRIEINNhEGR, hitEQ RAMMAL BRI défife8 RMGRise, all technical and

|ng herel nis to be construed as an adm ssi on

ent on i,s not entitled to antedat )
SCICaF B 1bRE e e e e sieblinit Rrsirin Y S Sagt b dne of ordinary
_General | t he present invention provides nethods and
slqlgiygh@% Kl@bougp ﬁwg@pﬂwlmd@r@pg@wﬁ]@m&o ¢hpsegdescribed herein can be used
verification value for each transaction and for
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standard magnetic stripe Track 1 and/or Track 2 data

the e}lnbe(?llt' ts?r@f&ff. 1se£ﬂ?ﬁe‘¥ﬁ*% %n? %/\a/%ot %\éeﬁ HS dn tTh(t?:]c l%fl]h% generated Card

Tt 0 € termna passe
receiv paynment network whic

dat
verlfatn Vet @%fﬁlaefgw bgeinms Ber gi-de” bﬁ%g?f@&ted PP thngiyment device,

service provider determnes the transaction is one for
embetdechingo the\pdyimentr daia)iand disansrhigted ¢o wipomt of isaleitetarinal. In an alternate
i ndependently generates a verification value. If the

emb6@ithérit Gy feRt daed M@ecﬁ%ﬂ R4l pB¥nenb 8evi&es b VESRCANOAVhIE s generated
does not match the dCwW recelved fromthe paynent
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simply payment data (e.g. standard magnetic stripe Track 1 and/or Track 2 data without an
embedded dCVV) by the point of sale terminal. The point of sale terminal passes on the received
data to a payment network which, in turn, passes the data on to the service provider. If the
service provider determines the transaction is one for which a dCVV is required, the service
provider independently generates a verification value. If the verification value generated by the
service provider does not match the dCVV received from the payment device, the transaction is

identified as potentially fraudulent and disapproved.
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turn, passes the data on to the service provider. The
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[0026] For purposes of this application, the term “payment service” shall mean any

application deployed on a payment device which causes the exchange of data between the
payment device and any other device or location. It should be appreciated that “payment service”
is not limited to financial applications.

[0027] For purposes of this application, “payment data” shall mean, with respect to
financial applications those data elements used by the payment service to execute a transaction,

and with respect to non-financial transactions any necessary data elements exclusive of the
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tran@mfoaqta@nﬁayl%sa&%] QRS RRRESHudcl@n vAth hbaTd.ght of
he concat enat ed val ue 106 to forma nuneric string

ﬁ?%%ﬂ}b@@gg‘% Sarl)frpngp aerwé;ﬁ bs(lﬂl%la?g %gg %g Igf:léeaated on the payment
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devicg gk Wtheaqﬂpﬂwr&oses FIG. 1 depicts the method of generating a dCV'V for each

transaction according to the present invention. Initially, a numeric string of predetermined length
is created. This numeric string is created by overlaying 101 the ATC 102 over the corresponding
left-most digits of the account number for the payment service or PAN 104. This numeric string
is concatenated on the right with the expiration date for the payment service and the service code
to produce a concatenated value 106. If necessary, padding characters 108 are concatenated 110

on the right of the concatenated value 106 to form a numeric string 112 with a predetermined



nunmeric string of any length may be used. The paddi ng
characters 108 may consist of a streamof O0's, 1's,
wW@eooangool her nuneric value that is known bot hP€DUS104/026813
paynment device and the service provider. The nuneric
string 112 is bisected into two bl ocks of equa
l ength, Block A 116 and Block B 118. Block A 116 is
fixel haigtie 1 b ppifatedleidbodirhént ghfsinnsierie sieiny 012 311 2B dyts idBngth, although a
The result of the encryption step 121 is Block C 122

nun%])‘?g |S lU Si \é e P@Sql@th 3?%(), &%ﬁl ;Tgé %ﬂéc%dﬁl;%lé}%%aﬁ éé'%%éh r eésoﬂ ?tl Ort; 8 stream of
B 124. .
O's. e 375 @ Aarer LT R Rapo¥B Qoo FERREEnEAGHRS and the service

128. Block E 128 is then decrypted 129 USIBF a
provider vigeingmerieyuringd 12 as isastrdoatoBivediodks pBoquablesgth, BloggA 116 and
is then encrypted 133 using a fourth encryption key

Blodi3B 1118. Bi®ituc ¢16isakds énclydted 12003 a fidst svickyptioa kap p20. €Thie result of

to one of ordinary still in the art that the first
h Vis Bi6&e Cl1B8 of R5@eRALIVBILLEA KR Bidbk C 122 is th
‘ egﬁﬁﬁ¥ﬁﬁlﬁ eﬁ%&?pt%%%ckeyolsoganéﬁ ﬁdwgour?h encryption 15 hen

el R T8 SRL T e e B B mock 1241 e

encryption key 120 the second encryption key 126, and
encryptedfIgamith esespydercoyptioaykey 226 torprodecsBloel BAR8 aRtpck(E E28 is then
different value fromthe third encryption key 130.

decfypledr1 2p sifp h dédroptsonddey 1 B@to RoduUcy BlodkF K32y BledkUEIS2 is then encrypted
utilized in the nethodology of FIG 1 are within the

133511%”@%31 3hirth Qﬁc SRR tl3h%’§1%ﬁhé€‘810&l@@§1]3]6 In a preferred

nent , enc tion key 120, the second

126 t he th|rd enc on .
Ehdo¥ Sl wﬂiﬁ% PRI H0 Wy DS Siag I R Eheul WL F Vi eflgption key
keys derived fromdata existing on the paynent device.
120Uhe secpag leagaypiian keyd@h, tha hiehanception key 1 Osaqdéh@fmghuezgrdptlon key
by the service provider with a master derivation key.
134Tigy MBSt Ay Sledelottd k. rmyan leebaeihcay o thd piesgp@yiMtion, the first

services in batches (i.e. multiple paynent services
encégﬁﬁﬁ Y(g{/tlrrgﬁ X gggcogﬁaeﬁltcﬁ"ptlgﬁ r]éeg?ggﬁ c?tzhg olfif 'e}{&rﬂgt%rl ¥ey 134 are

WO 2005/ 020012 PCT UsS2004/ 02 fun m
equiyajenian 3?§‘%‘?YF‘H[Y§ gmfrht@e VEFé‘ﬁfyP%? ‘ch]g% Qt@ Pﬁrm“ta“ons of the

shows the nethodol ogy for
encryption key values utilized in the methodology of FIG. 1 are within the scope of the present
invention.

[0031] In a preferred embodiment, the first encryption key 120, the second encryption key

126, the third encryption key 130, and the fourth encryption key 134 take the value of unique
keys derived from data existing on the payment device. Upon deployment, each payment service
is personalized by the service provider with a master derivation key. The master derived key may

be deployed with payment services in batches (i.e. multiple payment services receive the same

master derived key) or individually. Each payment device will be personalized with the



deriving two uni que keys which are utilized in the

preferred enbodi nent. The account nunber 201, the
waewsumisequence nunber 202, the inverse of tPET/US2004/026813

account nunber 203, and the inverse of the account

sequence nunber 204 are concatenated together to

create a concatenated value 210. |If necessary, the
funcéiondlay enddred kegd weqEll thaydengpaskaeide WFIGh 2z¢hoa6 $he @ethodology for

some other value 211, to create a string of a

deri'ﬂfl e & E‘egrt f\x}h’f&ldar.lz 6MSel in thR pPefBi&d ShB&EmMERP Atk ﬁ@d&mt number

conc val ue 210 nay be 128 blts in length

t hou t he conc not
201 a@? %Ol?fﬂ-sgquepwﬂo 0L L RS b b g ggpvereo
encrypted 220 using the nmaster derivation key 221 as
the acpreuné prejugne rymbice 04 ae cencatenatad Fagethienty cseasgecontpgnated value 210.
encryption utilized may include any type of
If nee¢xsdiry the ooncarhined 0h10g 10 hay bepaddad with kérbes, ensimedth@ivalue 211, to
step may utilize Triple-DES encryption. The val ue

crea{?ga?éﬂiﬁ b BPa pré?l@%ehﬂﬁleﬁ ey Mg FlLpeRp@d iefnbBdiiingURe con&:atenated

Ived key or UDK 230 for the application identif

valugﬁbﬁ ne. ac %gﬁgltts 1B:fcg1g§bra t@%h;ﬁ? g(iﬁnlfzeﬁgﬁqj&veﬂ%é ncl))tﬁlAml%ecpto being this

derivation of UDKA 240 and UDKB 241 from the UDK 230

lengie T he sRecatamptefl ypke 21 hisithedi angryatedi2gf uping theanaster derivtion key 221 as
the leftnost half of the UDK 230 to UDKA 240, and

the éa8Bipgon Rey fdr@aatednideyptibn stage.r Tihénvogitiohatilizaf ma clids any type of
230 to UDKB 241. Alternatively, the UDKA 240 may be

enc fdnvrﬁ&hgd’olé%J Gk XL LRIk B ﬁlgan%'feﬁ%%ﬂltlhze Tnple DES encryption.

redeterm ned bit sequences rom t

The e RE TR p pht &Pl SRp IR A Bl 5&%\{6%%& r JJRK 230 for the

and UDKB 241 are of equal length. [0032] Returning now
applicgtiemidentéfing by the aqcrentmamber divadditianat kays UPK AR40,and UDKB 241,

FIG 3 describes the further processing required to

are dpgived o the &KV Yhe Badvatioh bb UDK A 240 tind) UDKIB 2d) frofn the UDK 230
the value stored in Block G 136 is subjected to two

may Y5 Bﬂhg-m ﬁ&ﬁlﬁﬁh%ﬁo%\ﬁ&ﬁﬁéﬁué&f tﬁ% REHRE R the"[@bﬁ%ﬁ&@fto UDKA

each eginning wth

240 308 ssierfngi o gadaching BgtGiet BT onpnb BX 330t URg pal” Achnaivety,

contains a val ue rangi ng fronl 10 WO 2005/ 020012 .
the PRRAZIDOWY heeitrized bysadeatipg piteraatingen efbenpredateratinadabifigequences
is extracted 301 and placed in a new nuneric string
from3B8&1UDK 230 while the remaining bits are assigned to UDKB 241. Furthermore, there is no

requirement that UDKA 240 and UDKB 241 are of equal length.

[0032] Returning now to the result of the methodology set forth in FIG. 1. FIG. 3
describes the further processing required to generate the dCVV. Each nibble (4-bit grouping) of
the value stored in Block G 136 is subjected to two separate iterative processes to evaluate the
value of each nibble. As shown in FIG. 3, beginning with the most significant (i.e left most) digit

of Block G 136 and examining each sequential nibble, if a nibble contains a value ranging from

10



referred to herein as a holding string, by

concatenating the extracted value to the right of the
w@e@giozwst y extracted value, if any. The resul PCTMb1004€26813

that the holding string contains a series of values

rangi ng fromzero to nine, inclusive, which appear

fromleft to right in the holding string in the sane

zer$ @S HRBCRCIUGivehinahvilbe s apneRd 300 dBUGtice®id Abhewl RGRBSHC Aring 305,
second evaluation is then perfornmed agai n begi nning

bl ORTREL S ARARR) coihf kg Gy KBt b or e
oo R T T8 SIS Re gt s a seis o
extracted value is then decinalized by subtracting
valyasgartgingfternizam to nitleviaclasive orhieiheppsat fremdefgtorighy e the holding string
resulting in a decimalized val ue ranging fromzero to
in thé ¥nexkluentBiirs wHihithe/ dpped iv Bldaek G $36.hen  concat enat ed
on the right to the right nost value of the holding

stry 3 b \ - . T

b 08312 Socont oy oRICeh perfitiali Sgsih Be G Wit i Rostsignificant

. nmost-siagnificant (i.e. |leftnost), ni,bbles af .the . .

aigfg Bick C136 70 S sach bedhensa) mibale ot niioyd Shyaips hexadecimal
is the dCVWV for the transaction. O her nunbers of bits

valygasanging évont o t(Ad td fitieant (fd inclbsive, that aptunévexirasisld310. The extracted
string to generate the dCVWV for a transacti on.

vallieUist ther aedimalighidf Byesibhitactiidoihe @ xadesimtdl vasuet Aefrdrh gid 8ficted value
ni bbl es, nmay be used as the dCWw for a transaction.

. i , e % .
resei15 Y @i BlEAR el 3 2BRNE ¥RE 15 PR R geq ypluc s then
i s enbedded jnto the paynent da ransm tted.from
cong Ry Feiie HeBy oh FeRe umhot e ehiee wtparAl - The
data received by the point of sale terminal wl]l
appl@834} Onaeradl pibbles iBlosk|(e haverbeen avicgsxamingdas described, the three

paynment data. In other words, the point of sale

moét&idhificiint el leftiRbt) BdbRRbEhE Bodaigatmfdiee bXtrated3PY. This 3-digit value
enbedded and where such dCwW nmay be |ocated. There is

ist éé\c}g@ﬁg ?(er‘lﬂ.lag gffﬁg%‘&‘g‘? Rﬂhéeli mgltnbei@ Io? bh? Wg'@r %)Erﬁbt@%gafrom the twice-

Into t ata recelve

aynment device. 11 WO 20 0012 PCT/ US2004/ 02681, .
exuUESEOblF g B P O AR HEBr O SRGE. fferent ibbles,
transmtting paynent data, with the
such as the rightmost nibbles, may be used as the dCVV for a transaction. The three leftmost
nibbles, however, represent a preferred embodiment.

[0035] Once generated, the dCVV is embedded into the payment data transmitted from
the payment device to the point of sale terminal. The data received by the point of sale terminal
will appear to the point of sale terminal as standard payment data. In other words, the point of
sale terminal will not be able to determine if a dCVV is embedded and where such dCVV may be

located. There is no indication to the point of sale terminal that a dCVV is embedded into the

data received from the payment device.
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dCW enbedded therein, fromthe paynent device to the
point of sale termnal. The record format of FIG 4

WO soosnzmted by concatenating a prinmary account PEIDREN4/026813
401 for the paynent service, with an expiration date
402, and a service code 403. In a preferred
enbodi nent, the primry account nunber 401 is 16
di q0036]/ FIGY4 dépiets ex@iehailarg fecded forrdiZor teanfraittingpagirest data, with the
| ong, and the service code 403 is three digits |ong.

dC VWt ldedt th@rgﬂ{ idsl Mlea[ﬁ%ﬁ@ﬂtt AW thé*Pdint $Qle terminal. The record
expliration ate 402, 'and the service code 403 are not
i m 0 being,these lengths.. Next, in a fie

formygp AFESE § % SEMPT o PaouerBR L uimbir aesplt Ry 01 derghe payment
as an indicator 405 that a dCW has been enbedded in_

servi¢e, svitheanorxgirativredage Hd anfl arservdce ¢ndie 4B odn p prafersecherphodiment, the
the service provider which deployed the application

pringdiy hdv@upennitet 40l i16 digitotlg, the BepifAiion4i@ 403 igfbacdigitd Iong, and the
the field which may typically be reserved for PIN

serW& dobit 464 fs?lg'eg ﬁfg?tts chlgn fowkvert i pAMK fc%guﬂt_?_lﬁglber 401, the expiration

concat enated o right of the recor

r inder of the re d may .co | se.additiona . :
e TR B o Sy B 20 B BTt APy 58 b cRRgnge Nestin o etd
a second exenplary format for transmitting paynment
typicaihyoteparvéhfor witich usdsea y@v ie plaextbiesdan indicalon 493 ghat ekl V'V has been
paynment device to the point of sale termnal. The
emBedddhin thiz reddod. The value @dtids ildycat@ric ahe@maby dg @ryicé p@iider which
account nunber 501 for the paynent service, wth an

dep B8 L2 ANtAH04 6n Y fov e N AP MLENER e AT 1 bePhe fctd whicn
referred enbod] . the primary. account . 501
masyBiefly B SR o EOY yrgticu Rl Bn B S oe dehey 8B is gfcatenated on
four digits long, the service code 503 is three digits
the rightf thetrpeorg/Rhe Bowinder ¢fribe wigfidimaysegprignadditienapgdiscretionary data.
verification data 505 is four digits |ong. However,
t hg0@37] nlternAaelg OFIG. 5rlepiosra sefind dxb@pRxpidiati fonradsngitting payment
502, the service code 503, the PVKI 504, and the PIN
info EﬂictrLgﬂB'tf?@ dO98BemORIdRE Bhe?Qn frbil the ?g}‘rﬁer}? %EWQ%E@ ﬂl%ephoint of sale
engths. Next, in a single data fie 510 each of the
dynam cal ly created CVV, .the ATC and the indicator to
terryghl STt RET0 1 515 G500 Pkt T Ui pRIB S GG D haiaper 501 for the
service provider to identify that a dynam c CVV has _
paypeetscaiitse With @n axpiratipn datg SP2, aseryicersede S0 a PVKd 384.ané p field for PIN
of the record may conprise additional discretionary
verifi@ition data 505. In a preferred embodiment, the primary account number 501 is sixteen

digits long, the expiration date 502 is four digits long, the service code 503 is three digits long,
the PVKI 504 is one digit long, and the PIN verification data 505 is four digits long. However,
the primary account number 501, the expiration date 502, the service code 503, the PVKI 504,
and the PIN verification data 505 are not limited to being these lengths. Next, in a single data

field 510 each of the dynamically created CVV, the ATC and the indicator to be used by the
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[0038] An inportant aspect of the present invention is
that the systemof utilizing the dynam cally created
w@wgsatdoowns t he service provider to nmake a PCT/US2004/026813
determ nation of the authenticity of the paynent
service being utilized. This authentication step is
not left to nmerchants, individual point of sale
servi@ providéo identifytthara dyharhid Y hasisen embieddedate stére@in 8quence. The
shows how the dCW is used in a contactless

rem@iUEL mn@fgcoxtd_c}nﬂ%dﬁlﬂﬁsgz h8diBshM ISR rdpibRYy diafa. t O eval uat e
the authenticity of the paynent applicCation deployed

on paynent  devi ce t.Q nake a.determ natipn of
oI TRy RE e grand B RGO aRb B bl of witzing the
Al t hough shown in the enbodi nent of a contactless o
dynamigal pergatad CV\hallovs theseryipepiovislseiotmake ¢ dpterminatian qf ghe authenticity
limted to such an environnment and may be used for any
of therpans@ast serice/feargautitimeh €T hicaighantipatiohrsgepls ot fittd aterchaars kndividual
2 data is exchanged using any nethod or neans for

poirft SFEHE e ERinaRJorDile? tHl A Phrtidor ADQYR. FIG Fd sfowBhow i dCVV is usedina
paynment device generates the dCw 601, preferably

' h dal CL 0
con iSO b IR R g BB bt £l e paymen
the exenplary record formats shown in FIG. 4 or FIG 5
appHeajionsleploysd Py Big PaymENt IRy IRS P MepKE & dRiTRIRatEN ShBEEieEthe payment
dCW is transmtted by data comrunication to the
applaition has besa kkeintregdyi Adthou gt §howThie theembbdiniensefl azotectidsmeri vironment
recogni zes the received data as in the standard

in FIG! é18he presdn@iiveRdoriandt Bife PRSTER ah BEvifbAhRnBAdERAY Bélused for any

to the service provider conputer 615, likely via a
. T- i i .
oA RSl AR TR LM PSR ST % N Rlng ny oo

emhedded dCVWV. and j nterrogates t appropriate ., .

e A SATGPUR GG U NS, (4% OB 1 I <Gt GAVRER dgvice generates the
contactl ess transaction or not 625. |If the service

dCpY 601 geefemblypuingithe methedaotbgredeseiitzed abbee. tThad€ACT isembedded into the
not a contactless transaction, the transaction is

payRERCRSSEVS. i thid feSpdle i xeMIEefecbRGormhits SHRVISARIGCLor FIG. 5 may
provi der conputer determ nes that the transaction was

be u;fiﬁg&ﬁg’l‘&)eﬁ%grgeﬁtlagta% [hvt.hg gmf?écfa}éa Q@{/ Vg?%hﬁﬁefigﬂf%@cgﬁlmunication to

Irved fromthe paynment device

2005/ 020012 P 54—% S2004/ 026813 to the correspondi ng ATC |
the g s ToHET APy 156 PB‘PBQ‘? s&@ﬁe%ﬁﬁw@gntzss Hetsehteqats as in the
if the received ATC is the expected next ATC 635. If
standhyel fAEt0€ pasimvend dita ond padsecspby datmstradmvorcteo thessenaee priogider computer
6185, likely via a payment network (not shown). The service provider computer receives 620 the
payment data with the embedded dCVV and interrogates the appropriate indicator to determine if
the transaction was a contactless transaction or not 625. If the service provider computer
determines that the transaction was not a contactless transaction, the transaction is processed in

its normal manner 630. If the service provider computer determines that the transaction was

contactless, the service provider computer compares the ATC received from the payment device
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expected next ATC, the paynent service depl oyed on the
paynent device has potentially been skinmed 640. |f

wo bmsexpert ed next ATC is received, the servi CECT/US2004/026813
provi der conputer will independently re-generate the
dCWw for the given transaction 645 utilizing the sanme
process as described above. |If the service provider

to tgeaRfesptdi A YCERired @5 the Bervitevo vidar ebpdtet todatériiene if the received
paynment device 650, the service provider deens the
A t h@UEEREL Ge béie |
T AR 638 B A o Lo (p Ryl Wi is not he
i ous| ored on the service OV|der canput er .
exof it e BOGeRbe Yoo A oy e R EECR Bt Hggmtialy been
~subsequent authentications. If the service provider
skinymaé red0 e dlf dBvexpreees next AWBE db redsevedCihe sesvied peavider sipmputer will
t he paynment device, the transaction is potentially
inddpeadehilyedloeiste ke dEV Vifrahegivedransh&bH45 Utiizing the same process as
nmet hodol ogy of FIG 6 discussed in conjunction with

des&%H%PB\llee Siﬁthts rs@t"\"f]c%gfrc?\‘?&?'genérﬁe@ QéVlV ﬂhtrcggs tBQﬁC@th’ech Td from the

exanpl e e net ogy ‘may be utilize respec

to ans above rtain thresho val ue.
payirgt A0, B oer SR Sudiet P babiment SordisHCor i b fgntic 655.
the application, would configure the application to
Thegervigeaireviderdompues then rephsgs the dYIC whish avas Resviouply siorrgiog the service
The indicator interrogated in Step 625 would then be

progidér t@npiteaRs@CiheOATCakosieed i®m iy payindm dealdee660 for subsequent
Simlarly, the nethodol ogy nay be utilized with

aut eﬂﬁpzﬁfbtns te tkﬁ%g@é 5V18&‘§r ap V(Efollaé £t hftdn6d NV Geceived from

ut not limte geo ocatlon, use patterns,
ot.her, criteria. al ternate.
the BASBIY ABVIES, ths s e iodie L%rsw%la iR 410 B R 65,
to a ﬁﬁlnt of sale term nal such as a credit card .
t erl@803 Thegnethaqindogysif HIG. fdissugsed msonjunetionvadhedontastlgsy ransactions,
data and conputes a verification value for the

is nbtlAnisRiahérotn. Fobexample, termdthedulldGrmaseeliilizéd whkrespect to transactions
conputed in a nunber of different ways including,

abo¥h b Q% ! n tHrB3HoRE V0. IlﬂSS'u nléﬁhgé' hd Je?ﬂé@ﬁr‘bk/%r ugHﬁ'JH@ﬂloymg the

provi by the p0|nt o I'e tern1na atine
a trans acti.on pount . a 0 /020
aPPBEsHROSHBH oEgH aﬁ%’&‘tﬁﬂ 5o 4Py i GY T9B Famachors above the
term nal may then enbed_and/or append the verification
threghglde Theiindicagndiipicoagatediat Hen 623 weuldahenchn s fardrapgagtions above the
The additional data may be required for the service
threshold value. Similarly, the methodology may be utilized with respect to any other transaction
criteria including, but not limited to, geographic location, use patterns, or any other criteria.
[0040] In an alternate embodiment, the payment device transmits payment data to a point
of sale terminal such as a credit card terminal 701. The point of sale terminal receives the data
and computes a verification value for the transaction 705. The verification value may be

computed in a number of different ways including, without limitation, using a unique transaction

number provided by the point of sale terminal, a timestamp, or a transaction amount added to a
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provi der conputer to verify the transaction. The point
of sale termnal then passes the data streamon to
WO besszvi ce provi der conmputer 715, |ikely vi aP@r/us2004/026813
paynment network (not shown). The service provider
conmput er receives the paynent data with the
verification value 720. The service provider conputer
tim&ymP PThesvantlof s€1 tepmiral My theasinbed mal/éd appernf the berification value and
addi tional data embedded or appended by the point of
addfiftingl 44 1B f?l@!pggﬁeﬁtocfa&g‘?ﬂp ik D Al &zstﬁ’h?as' Welhdifed for the service
service provider conputer to determne if the
pro{ziﬁgre %%ﬁgﬂtgrgttpave@ B{e? tgq?{??ﬁzé% i fei é?grﬁoogggl%l t\éﬁ%ma atﬁqgn fpgs%gs] the data
transaction data may potentially have been skinmed
strea@Mn tp thesevpesrprovdercomputes d 65, \hikaly vihepayarent agswprlowpadpwn). The
conmputer will independently re-generate the
seruéd providat dodiputeradebrel the palr@etidu@iwith thdreatifica@dh value 720. The service
utilizing the sane process as used by the point of
vk 138l opfioRally domfplfe o fehdt! QA HHEIdBRMET Bk £nbedded
provlerllecfolﬁ]g%lgelron y&’&?‘uea %Jat gﬁgs t ﬁ% \f@?lﬂ |nc atl%gﬁ; val ue eededor

receive fromth oi.nt. of sale ternjnal 740 he . .
DR B e RSV BB SSRGHORETE S At Agi (g Sprvice provider
authentic 745. The service provider conputer may then '
comppierdp deteyming faherecpigeddain is popar 788+ H theveceinedydasa from the point of
previously stored on the service provider conputer
salaneinfinili€ingsidpdr] 8 dhngdatiéh d@Chygslentfallg invdteep shinmid 730. If proper
devi ce for subsequent authentications 750. If the
datP Rt dPIHR\EARLe ﬁ?@i@&%oﬁxﬁput&ﬁ&illﬁh&@%b&%tly %-gﬁr]]e?ﬁg the verification

not match the verificatli val ue received ' fr

ol nt,. of. sale term nal he transaction s . .
valfictop Ine Ry rsaiiam ieing b g PRER at BepdsRhe pejglgfsele terminal
The foregoing is considered as illustrative only of ‘
735 Riethg parmier provides generpted yardisriionvaluempatehrsithe wirification value received

nunmer ous nodifications and changes will readily occur
frothQhd peifeofsdald tedainhN7400 eheasetvice provider du@insdBsS paydgknt @pplication to be
limt the invention to the exact construction and

autiBE %1?.0 Fhe 58’0@:&:3}? ig&%fﬂg}ﬂ%g mayqr;'&n (t?lgﬁ)%[é@’ Egcia}'e th@lahdiéional data

sui tabl e nodi ficdtions and equi val en ma resorte

to, falling within the scope.of the invention.. 15 .
whisf by BRIy PO B8 33 1oy SRURRRP I 118 rgiggnalita received

A nethod for authenticating a paynment service being
fromdheipdymeat device for subsequent authentications 750. If the service provider generated

verification value does not match the verification value received from the point of sale terminal,
the transaction is potentially fraudulent and is terminated 755.

[0041] The foregoing is considered as illustrative only of the principles of the invention.
Further, since numerous modifications and changes will readily occur to those skilled in the art, it
is not desired to limit the invention to the exact construction and operation shown and described,
and accordingly, all suitable modifications and equivalents may be resorted to, falling within the

scope of the invention.
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transaction conprising: generating on a paynent device
a first verification value unique to the transaction
wob@sermisai d first verification value is deriRPeru§204026813
data conprising a first data value and a second data
val ue; communi cating a paynent record fromthe paynent
device to a point of sale termnal, wherein the
Whpetig reiaiined scor d conprising the first verification val ue
and paynent data; comrunicating the paynent record
from they poi N nQdihGAfoR abtREATICABhg & PayEnen@ 5V 26 beiRp A¥éFidra
conputer; generating a second verification valuée on
trath%os%rvi%ei rovider conputer, wherein the second
o RaPI'8Neval ue is generated solely from data
residing on the service rovider caonputer; and,
di sappr o%NeEtingen tarpawgarm%wﬁe AAEH VerEcatiopgplue unique to the
verification val ue does not equal the second
transagtiohi vaeeréin naid dirsteverificatibnevalvetihdetivefl frinadata E¢omhpesieg a first data
said first data val ue conprises: a primry account

validrder seboid ddievaynment service. 3. The nethod of claim
1 wherein said first data val ue conprises: a unique

identifi ' ' - -
et hod o et E ey Rl DR PRATRR gt icE 1o dBim ofsale
conprises: a unique identificatign nunher for_the
terrgiggl, wogregt %ipawnqs.mﬂﬂ EOTRASBEMS A1T34 VAT AioR@lugi4d payment
said second data value conprises: 16 WO 2005/020012
dat®CT/ US2004/ 026813 an application transacti on counter
6. The nethod of claim 1l wherein said second data
val ue cogRirh@msdting the payment record from the point of sale terminal to a service

provider computer;
generating a second verification value on the service provider computer,
wherein the second verification value is generated solely from data residing on the service
provider computer; and
disapproving the transaction when the first verification value does not equal
the second verification value.
2. The method of claim 1 wherein said first data value comprises:
a primary account number for the payment service.
3. The method of claim 1 wherein said first data value comprises:
a unique identification number for the payment device.
4, The method of claim 1 wherein said first data value comprises:
a unique identification number for the service provider.

5. The method of claim 1 wherein said second data value comprises:
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a cryptogram 7. The nethod of claim 1l wherein said

second data val ue conprises: a digital signature. 8.
wab@sostonnd of claim 1 wherein said second dat BCwEE2004/026813

conprises: a value derived fromthe paynent data. 9.

The nethod of claim1l wherein said first verification

value is derived fromdata further conprising: a

servi ce code ampplicdtidantanticeésn chentgraynent service; and

an expiration date for the paynent service. 10. The

et hod of, cl afife rheitB bELgint DvIRRAY LA@LIBAA LEANIRE b Ariscs:

counter 1s increnented wth any non-zero value wt

each executed tra[nsacti on. 11. The method of claim1l
wherein the pa§RE™ Ecord further conprises an
application transaction counter. 12. The nethod of )

cl ai m 117-f ur t Thermetbash pf dlpingy 1 whetsin said secend dap ivalae icomprises:
transaction counter in nmenory accessible by the

service provddeitalcggmauter. 13. The nethod of claim1l
wherei n the paynent device conmuni cates the paynent

record t® therTRoheho®bf Slaine 1 Whefbinaid YdcBnd\iAte VBRE comprises:
comuni cations. 14. A nmethod of dynam cally creating a

verification v\a,% e{qg[ n ' conprising: 17
W0 2005, 020075 iWEdeRed Sl BESHIhR Hatat” ng a base
record conprising a first data value and a_second data .
val ue fot a pHyFBeifiod gt pic I pdierrdn M@ st Nerifigation valueis derived
transaction; splitting the base record into a first
frothidetaduahat campesiopd fi el d;
a service code which identifies the payment service; and
an expiration date for the payment service.
10.  The method of claim 1 wherein the application transaction counter is
incremented with any non-zero value with each executed transaction.
11.  The method of claim 1 wherein the payment record further comprises
an application transaction counter.
12, The method of claim 11 further comprising:
storing the application transaction counter in memory accessible by the service
provider computer.
13.  The method of claim 1 wherein the payment device communicates the
payment record to the point of sale terminal via wireless communications.

14. A method of dynamically creating a verification value for a transaction

comprising:
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encrypting the first field using a first encryption

key; perform ng an excl usive-OR (XOR) operation on the
weewsympoerd first field and the second field tPCPUSIHOCE26813

a first result; encrypting the first result using a

second encryption key to produce a second result;

decrypting the second result using a decryption key to

pr oduce ceeatihg b Bageascdrtl comerising pfirngatahalvehind d seasidl data value for

using a third encryption key to produce a fourth

a palfneht derviGOSEiE N idelid the@hiRAbANG each val ue between 0

nd 9 fromthe nost-significant digit to the

| east-significant digit, .of the fourth result.
produceSEHWP%@EH¥%%U%PF“§QHMQW{ﬁ%ﬁ@9d8£?F28€Fk8 and
subtracting hexadeci mal A from each val ue between
hexadecierelyPingihe fine figtibesinga first encgyptioneey;

nost-significant digit to the least- significant digit

of the fpetfotnhing @s ukdludice-PROGQR) dpreat®nxdntthe esuymted first field and
concatenating the fifth result and the sixth result to

the REGHHEAI o PRVBEY DrifseRUbk; and sel ecting one or nore
val ues fromthe seventh result as the card

tocr o o 2bSPona BB T B BB brocuc a secome
encryption key, and the third encryption key are

resulfgui val ent. 18 WD 2005/ 020012 PCT/ US2004/ 026813  16.
The nmet hod of claim 14 wherein the decryption key
di f f er s decryptinigihe sédond reselasipgtai deorykeyn kdyrto pfoducettiiodiresult;
of claim 14 wherein the decryption key differs from

each Ofené@Etirfg' the thiRNEEMPHLi ANa BN entRPLEL KOND produce a fourth
encryption key, and the third encryption key.

result;

sequentially extracting each value between 0 and 9 from the most-significant
digit to the least-significant digit of the fourth result to produce a fifth result;

sequentially extracting and subtracting hexadecimal A from each value
between hexadecimal A and hexadecimal F from the most-significant digit to the least-
significant digit of the fourth result to produce the sixth result;

concatenating the fifth result and the sixth result to produce a seventh result;
and

selecting one or more values from the seventh result as the card verification
value.

15.  The method of claim 14 wherein the first encryption key, the second

encryption key, and the third encryption key are equivalent.
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18. The nethod of claim 14 wherein the base record is

128-bits in length. 19. The nmethod of claim 14
wob@sermisai d first data val ue conprises: a prPOEDF2004/026813

account nunber for the paynent service. 20. The net hod

of claim 14 wherein said first data val ue conpri ses:

a unique identification nunber for the paynent device.

21. The 16et hdtheafietioddoofroldizh Mheharein tsadatriptioatkeddiffers from the

val ue conprises: a unique identification nunber for
firstteR€ryp@6Yk&e provider. 22. The method of claim 14

erein said second data val ue conprises: an

appl i cati,on ansact j G ter, . he t hod
o I 34 Tohersf Rafid AHARE Hhorefing (ARATRR RS dfers from each
cryptogram 24. The nethod of claim 14 wherein said

of t'?é)éféfrﬁcﬁbﬁ’flan ey, dke sespist gnep@tion keyiagd the thiyd gperyptien keys
The nmet hod of claim 14 wherein said second data val ue
conpri sd8: &heabaseoddefrdlaimdl 4f whereinhike pavy menord $d28-bi@6n length.
The met hod of claim 14 wherein said first verification

val ue i ggder iTh@GhethdddR Paindl 4 WhdrbilsaflGTt dasd Wlile @mprises:
service code which identifies the paynent service; and

2008/ b20012. AR oo baREIRY P he BRAE R ) o

14 wherein the base record further c.orgpr‘iacfes paddi ng
char act éPs t dNEXRbRS PiRAIBateWheseig sgidiTiysiylata value comprises:
predeterm ned | ength. 28. The nmethod of claim 14

wher ei n t he faiungqueadentijipatiannuceler ferttbe payoaantidevice.
encryption key, the decryption key, and the third
encrypti2en keheafiehdledicvaeh 4 wRereiatsaid first data value comprises:
a unique identification number for the service provider.
22.  The method of claim 14 wherein said second data value comprises:
an application transaction counter.
23.  The method of claim 14 wherein said second data value comprises:
a cryptogram.
24.  The method of claim 14 wherein said second data value comprises:
a digital signature.
25. The method of claim 14 wherein said second data value comprises:
a value derived from the payment data.
26.  The method of claim 14 wherein said first verification value is derived
from data further comprising:

a service code which identifies the payment service; and

an expiration date for the payment service.
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residing on the paynent device. 29. A systemfor

verifying a transaction conprising: a first electronic
walewsozmont t h a paynent service depl oyed t her eoPGT/EHS2004/026813

second el ectronic device in conmrunication with the

first electronic device wherein the second electronic

devi ce receives a paynent record fromthe first

el ectroic dérinzhod dfclgiayhewhereiaahe base oenord Airthgr @nprises

account nunber for the paynent service and a first

pad¥iRp chirddbk eMahd e BaQEEIE % Q?réd@t%nﬁin@&ien%ﬂ@m ronic
devVice; a service provider systemin conmmunication

ith th d el i i ce i '
br ovi dorconmar dr R0 TR VoSG A BRER s BodRl e Second

verification value and disapproves the transaction
enciypiprekeyh therdepyptiqekey, %cbmeébfﬂsﬁn%ﬁ@ﬁ&ey REe deglyem from data

verification value are not equal. 30. The system of
residihgiomti2Ppaptrenedavidche first el ectronic device is an

integrated circuit card. 31. The system of claim 29

wher ei nophe fA gteneifRGbABMLa KGN BnibrRBigsonal
digital assistant. 32. The system of claimZ29 wherein

thefirt-gtlI [ I.G6e | | ). %} . The
system %fﬁrc ez]gctrtﬁrogg d\%ﬁ\w’{e%rg\é%lﬁ‘ %%%H%Pfgetr%g g q‘r%%ﬁj i tgég%n\ii ce
is a device conprising: 20 WO 2005/020012 . _
PCT/ US28G4¢ onig deVice ghrgrBuRIGRtionayigh e frst glggtronic device
conmuni cating with the second el ectronic device. 34.
wheThe theysecandh eddctroh i devR® redevee k payrhentfréqosd freimebe fiowt Electronic
device communicates with the second electronic device
devi¢k,ahé palinfent FeRBtdEdbRIpridELaH- account number for the payment service and a first
verification value generated on the first electronic device;

a service provider system in communication with the second electronic device
wherein the service provider computer independently generates a second verification value
and disapproves the transaction where the first verification value and the second verification
value are not equal.

30. The system of claim 29 wherein the first electronic device is an
integrated circuit card.

31.  The system of claim 29 wherein the first electronic device is a personal
digital assistant.

32. The system of claim 29 wherein the first electronic device is a cell
phone.

33.  The system of claim 29 wherein the first electronic device is a device

comprising:
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35. The systemof claim29 wherein the electronic

devi ce communi cates wth the second el ectronic device
woe@simfonar ed frequency waves. 36. The syst em PET/UERD4026813

29 wherein the electronic device communicates wth

the second el ectronic device via |aser conmunication.

37. The systemof claim29 wherein the second

el ect r oninsica@vicessor;andconpri sed of : neans for

communi cating with the first electronic device; and a

term nalyea38for IBRNAMRLEN Rith GhXdeBdmIe RN dbvidee

second el ectronic device is further conprised of a

har dwar S45CHhe tsystekrr? br cl%qun 29 wherein the first electronic device

communicates with the second electronic device via radio frequency waves.

35. The system of claim 29 wherein the electronic device communicates
with the second electronic device via infrared frequency waves.

36. The system of claim 29 wherein the electronic device communicates
with the second electronic device via laser communication.

37. The system of claim 29 wherein the second electronic device is
comprised of:

means for communicating with the first electronic device; and

a terminal.

38.  The system of claim 37 wherein the second electronic device is further

comprised of a hardware security key.
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