" ; €36hSeJJKAN~-OBS6XSTS SECURI TY SYSTEMS FOR | NTERNET TRANSACTI ONS AND
METHOD OF USE This application is a inuation in part of, and clains
benefit of the filing date of, and h memmmgmrat es fuIIy be reference,
t he pendi ng parent applrcatron entitl Systens for |nternet
Transactions and Method of Use initially*dded as Application No. s
200204065-7 filed 12 April 2002. DESCRIPTION OF USE This invention rel ates
generally to the field of security applications for both financial and
information transfer in network applications, in particular I nternet &
|t ranet apbspeRITtesySIEMERU INTRRAIISIBINSACRY HEPOR USE
plurality of types of uyers and one se ~0 plura |ty of types of
sell ers and one buyer, and a conbi nation of these. BACKGROUND OF THE

| NVENTI ON Comgta@pléamherm adftinhawndid paaws e[thél‘éﬁl‘rSabéﬁéﬁg‘é?rtP{e rmhg d(ate bt TaRd
for storing, maintaining. and transferring various types of data.
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i ndi vi dual performance capabilities to access a gl obal network of -~s

i nformati on Satunmsefr mesaern TRBisamibnp atnenMeglodcors Uberdnsiallif fded pp oapplivhtion Ny
I nternet comrerce (e-commerce) has given rise to great opportunities and
potenti als ri 2KR0/065-7 fikedukApril 20688. | nt ernet Protocol (IP) under pi nni ng
Internet (as well as the majority of corporate networks@ has nunero

strengths. Due largely to its flexibly rout ed qmm’mmm lwl”uthr ch data i's

br oken up |nD§$ﬂ§n§§E%mH@§¢neces for transm ssi etworks, it is
powerful, hi ghI y efficient, and cost-effective and *cansbe used by any
srgnlfrcant erating sy stem However, despite these streng ths t he current
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the current ternet. Etnsequentl the Internet . |nhere2£ é vul ner abl e
to nalici ousln %‘V?P@Prétarn ep A0 AT PPRHGAtIGRS 1| i ‘E‘Fnﬁﬁ tiBiranes appkiaggns.
of routi ng acket. -bas d n tvvo are vul ne oof i

oni 11110,  SOLBy GOy an ar%e&rrﬂal it B eBn AT o Pt oE R il ongeseler. o

ROt 11 SURIEhAL LB B Fhod AhGedasdonHIBEALRLLLY of 1arge

portions of ransm dta, especi a portion
relating to financial transactl ons, is vital to the health and survival of
many comrer CRabk8RHENP OFSRE INVEARNVI dual consumers al so have an increasing
stake in data security as open and unsecured data commruni cations channels
for sales transactions, such as credit card transactions over the

Computer systems are found today in virtually every walk of life for storing, maintaining, and
transferring various types of data. The Internet has enabled computers to transcend the
constraints of their individual performance capabilities to access a global network of

15 information sources, resources and potential customers.

The opportunity for Internet commerce (e-commerce) has given rise to great opportunities
and potential risks for the users. The Internet Protocol (IP) under pinning Internet (as well as
the majority of corporate networks) has numerous strengths. Due largely to its flexibly
routed packets, in which data is broken up into manageable pieces for transmission over
20 networks, it is powerful, highly efficient, and cost-effective and can be used by any

significant operating system.

However, despite these strengths. the current IP was conceived for a completely different
operational environment to that the current internet. Consequently, the Internet is inherently

vulnerable to malicious, systematic or inadvertent data insecurity. Due to its method of



"Intérnet, gain popularity. Protecting data stored in conputer menory, tape,
and disk is often inportant. However, just as inportant, if not nore so, is
the ability to transfer financial transactions or other io comrunications
froma sender to an intended receiver without internediate parties being
able to interpret the transferred nessage. Furthernore, as inportant
transactions are increasingly handl ed el ectronically, authentication of the
originator of a nessage nust be ensured. For exanple, for electronic

banki ng. there needs to be a way to authenticate that an electronic
docunent, su k I "signed”. the.indi.cat ed
e st gnat or y OB BeRRE Pt et L Ek Hadkatle S spSHee Svi e cdB DU AR
actual and pexe chaerl el BIRMRRIKEwIASIAChoNHSkRRAS. bAePHERACHS: (i Rlodr
busi ness to end user. The B commerce 1 nteractions can occur at any pol nt
in a given supply chain of services or coomodities or a nultiplicity of

such supply ¢RaiMSerity oPlafdtSSRtiGHDOI NS iMEhBCrRRMifd ddtf ‘ékﬁeic?a?ly%art Iibo,rtion relating
e-comerce with respect to billing transactions; - firstly, potential

i nconpat i bi | td finkiRiale@Rstions, M vitaltb the Baltdli dnfl SuRMal lof Ry Yonh&@eia P BRtedRides.
di fferent operating system bases used by busi nesses wi shing to have a high
degree of s nulndividel rovunineat iaBo Haeganhdhdreashrig dthlegdin &g secuSiGe 8Ndpan artd@nsecured
above-nenti oned design characteristics inherent in the Internet protocol zs
(1P), also | dadsommumlicatiens thahadls facklenfrasectiorst yuchagareditrogrd fhanshctions waér the
conveyed. Initial attenpts for providing security over the |Internet
i ncl uded applnteratt, ganlpepelarifyr ot ocol s and software. Exanpl es of these
i ncl uded SSL (Secure Socket Layer) for securing web traffic, SSH (Secure
Shell) for securing Telnet sessions and file transfers, and PGP (Pretty
Good Pri vacyPratestingelata stergd drgemputememery, tanseard dighlis efian imerianie However, just
limted to specific s prograns or protocqls. Thus where twy busi nesses
operate on dff fl@lpéﬁﬁntaﬁ{) IOE JRQTE N0, 1 ke APdkENt Haysipio finpreialpiransagiions or other
communi cate effectively. . These and many ot her neans OL secur el y. sendi.ng
o, fr

i nfor mati'dn 6PMBVRICAR gy §8eNdGE &9 ABHINERISY EeeivEh b Hnerrdiats RartishBeing
it Mt h f f 1 . Th { t i.e. .
oot of ¢ R ch b0k, bt e AR e OF, S it oBinadtuiops e
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O yot oar aphy iidabihe IERMIGSERIAUAY, AAfleriRERo B B bRHARY o LoRbeckec must be

into an encryphedi Fef Brdniit, ﬁﬁ&@&}orﬁ@bﬁ-[e}(@’r% ?%&?get?% tHBE AR5 @taﬂaﬁnﬁ%@ tHab &n

i ntended recipient, and transmtting t e reciprent 0

deci phers t hgjegigdile documnsnt!$8EMH las | AR Mrad Rak %@daﬂ? Sheeh MGlghedNBy the indicated
confidential business comunications, mlitary intelligence as well as

| nternet 15 ssigadwBr ce and el ectronic financial services. In each of these
applications, it is essential that comruni cati ons be secure agai nst

eavesdr oppi ng and unaut hori sed access. Encryption of data is usually
acconpl i shedThgseapipttpisnglagna ddegorold hm the effeativatassa (baiim chetmt rapdt payeeivesd) of E-
acconpl i shed by applying the inverse of that algorithm In many cases, the
encryption s@@pmemowh@gerabusmg%tomsm@s'(ﬂiﬁ) loa pusingss ¢t ends ugeonfing &3 Brgommerge
data according to , zo the algorithmto create the encrypted nessage, so that
it is nec essmgtsra?tmmt% O] 3hiaBR PO itk A G WolURPYHAaeY! seRHCesher sopympdities or a
algorithmin order.to_.decrypt the nessage. Cryptography typically serves
two purposes™ w&Vofﬁégé% Rly€Haighsure that only the intended recipient
receives a secret nessage. This is acconplished by ensuring that only the

i ntended reciient. has the i | gor i , d
e nessde. e b narerbinst B RLRr MEESEmheA hRoPEET B dpicent™

provi des assurance to the recipient that the nessage really did conme from

the sender. This hﬁ%?ﬁ&@?ﬂidl%ﬁt%%ﬂ%ﬁbﬁi@fﬂétmgn Bhgém@m _otfhﬁfferﬁrgsfggéggog pggﬁgams

the key and al gori ecessary to encrypt nmessages ich ma n

decrypted by the kfydidRebnk By&ht @Jsﬁmars&mse@&gbﬁgm& WRhiRQb have/PhigH apRY
is public key cryptography, as described in U S. Pat. Nos. 4,218,582 and
4,200, 770 by Mart bmatidetémminicBaéd Ryaingitilling; #fad Ral ph C Merkle. s This
involves finding a pair consisting of an algorithmand an inverse
algorithm for which it is inpossible (or "conputationally infeasible") to
det ermi ne t he i-nvescvedlal dherabbvemkenibonetl lesign icharaatkristicg dnlietdmmin hednsatet pfotocol
such algorithminverse pairs is known as the RSA algorithmand is described
in US. PRat. No. MAPiGisodesisig aRoesatadalladki ofesseuritatigadivagihe infarmiteorcandeyer.
Adl eman. The person who creates the algorithnfinverse pair distributes the
algorithm °

o



"~0 publicly but keeps the inverse secret. Anyone can then send a secret
nmessage to that person by encrypting the nessage with the algorithm (or
"public key"). Only the person with the inverse algorithm (or "secret key")
can decrypt any such nessage. Conversely, nessage authentication can be
achieved if the person encrypts a nessage wth the secret key. Any other
person can use the public key to decrypt the nessage and confirmthat it
came fromthe ~s secret kev hol der However, public key cryptography is
susceptible to "spoofing”, in which a person pretends to be soneone el se,

and sends ou t[rriﬁalpéf{%h'lﬁsl ﬁ)‘?é)rmgﬁlr . stegﬂ'ﬁtz Ooé)@f éhegﬁ'{e%?al 1 clﬂgf!? %ﬁpgﬁgr}gﬁ%gel quotocols

because the al gori verse pairs ten e conpl éx,
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conparatively slow. zo Another comon type o pt ograp nown as

(Data Encrypthfit, SSEndReeh:- Sh-E:HB $or' Rcrikd Telhet sdAbiBhs bARTId BRGSO PEB PRty

Data Encryption Standard. A block ciphet involves partitioning the nmessage

into bl ocks, Gobl eivaty)hfos GeRuritRdshAll Howdved, tReke dpplcdtiondlardh@timitcdn® ddeeific
encrypting and transmtting each bl ock. DES uses a 64-bit block with a
56-bit key. PEgriis on@rabedianyTha fWlekre mbo thipResses opeatcebn le¥eretyspligatRinky the
whi ch depends upon the zs secret key being sent by a secured channel from
the transm t sgsterhombi eotrecables@rcoamuriedte effedtivelept secret fromthe rest of
the world. 4 DES and any ot her secret key security systemrely on the
vigilance of the users in ensuring the key remains secret. In practice this
is difficul t Theseaasldi memy, othgr misensmof secuiely sdndingeinf@makiey onshillinglea the intemoet| ct
not be obvious to a recipient of a fraudul ent communication that the sender
was not the elsetrenie fupds trgnsfer ernplep seewsity an¢asurss dvitlf spraptfomayed aryptbgrepik die
encryption code w thout first_ having had access to the key and/or .

al gorithm OYEnsth By %faxéﬁsgfogge%@@ﬁo dsfeahibe eperypheypland ghe usability of the

"dictionary" attack, and it invglves sequentiall rying all the possible
transf or rtht | B%rIWeWBFFSSWPé?WQ%aﬁE%@afggn‘fE’X‘faréﬁéaéﬁcr ypt ed dat a.

Therefore, one common neans of increasing the strength of a security
algorithmis ~0 l.ncreasing.its data size. |lncgeasing the | th.of a ke
from say 32 glb Riographye tyRigally; nggvggecqnﬁgnwgn%zg? % mp%%g.]ngf:réta@{ﬁe Tofth fied B
per mut at i ons tat i p f
Cystom used Farfd foHd i bihubr S EOrs oY Sersobt Bufef oM, B0 i HAe U Blend ac
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i nvol ved war gamdngittld@hP QA8 6 Hlre@fieRt @B??&é&gﬁd gfe' dagh. 1the usdh@in n(lg?iy(r)b%gfli’aglyns,

above conparison of a 32 bit and a 56 b sanpling rate

permut ation pRIudME conBRHERd bsthése ComBtlifatBnY e nilitridiellidénck 4¥ewell a3 Biternet
m nutes and 1142 years respectively. Increasing the sanpling rate to 1

06/ 11 seasondcomigeresant tecabaiceinanai@bsdroices. 2inndakh io$ deeandsplrations, #0s Bsdfigal that
respectively. By way of further conparison, a 128 bit key would take ~ Sx
10 ~ g yrs t comprndisationmsrbessehan sgaing esesdoippofg andl inhhthokseyl qoesssut at i ons at
sanpling rate of 1 O6/1-1 second. Conversely, using an excessively |arge
key data |l ength creates processing difficulties for the systenms tasked with
the | egiti mEeczptign 6f st iy ustallyr agsomplisinds by sApplyingh en kedgoritlimn e theé ritatay and
there is a need to naintain_a sufficiently infeasible search tine by virtue
of the key dasAYPEMgiSAciPIRBshed s aprlying tﬁﬁ inyersenp thet alggrithre, Inymanks cpses) e

processing tinme for the users |n a |legitimte transaction. US patent na,
1962630 ( cai PHSYPRRRIHELOCSy brashplBHe 1o Kb R RARGIIRFyEh e e asporline 1o
indicia, whigh are. represented b mat ri x of keys. fromthe keyboar.d.

this val db r SRABREREREREEE B ahrete Bidkrabe o YRG el et B REM GO Raow
difficult to i 1 0l |.ues. However, for

| ar ge interagﬁﬁggég§§¥%%%éaﬁg%€ %u ?b?%kﬁﬁﬁ%%%&%?géﬁ%m ers or sellers
are provided, this systemis difficult to use efficiently and is slowto
operate. US pahRodrapty tyficaH %vésst%vﬁﬁ-%osgé.sgh@%?%e@e D (Rt PHat mir}?h@?ﬁtéﬁ’cﬁd

onl i ne comrunications and processing busi ness transacti ons,

invol ve diff edcqiéntlry@®sesQf sebirel aReade MThiy $€h&oR Pl siedOBlY &istiriAR thas 8hlyahs intdhtRd
system conpri ses access neans for selective access to a database, 'which is
central |y acegfséhlies e kel mndhineérs® agzopidtirh \nedsRsryt foeddéoryil SBE trhédBadeO The other
specifically select another party. However, the |level of security is |ow
and does 2not padpbsavif dmessagy authensdation §f whahnproviden sissurarice otos thieorec pdand Lthatsthe
US patent no. 4396914 (Aston) teaches an electronic security device with a
menory and amessagarepllyedidesomenfram theesenden: Hhisvie assomplighed byagnduring that oaly the
used with this device. However, every end user needs a card reader, if this
is to be used in conjunction with e-business. US patent no. 4271482
(Graud) provides a data processing system protecting confidentiality




of key material. The security is provided by a predetermni ned permanent code
key, which controls access to the conputer or data after conparison to and
recognition of the input code is of the user. However, this systemrequires
that the conputer or device used and connected to the Internet be used by
the sane user all the tinme: It is not possible for different conputers or
connection devices to be used by a nultiplicity of users. US patent no.
4234932 (CGorgens) teaches a security systemfor renote cash di spensers. A
PIN (personal identification nunber) generated by a random nunber signal

generator, z J I: L ndi vi SO r

Porm nal . Theer SR ff AdfenPEbbh haleby kB AR Ofich dnfle’ RARE Gunen
services. Ho ted B %&@raﬂa;}gje&e%[g?ﬂmﬁ_ connected to the Internet; they
do not provide the ability to conduct e-business with a multiplicity of
retailers, only with one central banking system It is not a system which
coul d be usednbycommét Bbrin N drypEsifaphly SIBipABliE Ref @ rafiyDUs idessed a8 WS Ipat,
as B2B commercial zs activity on tk?gyl ntﬁgr net .?6 S%g?ent no. 4630201
(Wiite) proviNdes,2181582cmd 4200, TH0f by Maetin EaHslanin, BuileeoMrDiffie aié Ralph ONVIBdkia
code generated fromthe transaction and from a random nunber generator.
However, t hi §hisagqulrvesiimdippa paiblcendistmgdat iatporitten iand am iy esspetdoaithmal foe avideh it
which are read by the portable transaction device. Thus the system cannot
be used in afs ghmssiblen(or "8 watiamie mfeasbledrto sletormineathe eheerter agorithmefrainl the
and el ectronic business wth a multiplicity of end users and |nternet
interfaces. Ddgipak dgerithel. Qre2w0 08 syoki Al gerithmyigwerbre paionisi newnegs the REA algorithm
systens for identification of cards and the |ike. Once again however, a
speci al i st cardjisgieacrebeddn Loadkat. Ne. 4.400:87% 0y Ronald Ly Rivesy gdasmtan@&q@wd 1
available in B trangactions and nost retailers of the |Infernpet busipesses
do not have Par d BT ﬁ@t gifgtes ﬁggogﬁpn/%\(ersgogaflg@ysv(lﬁpg the tgoEithn

andom sdt <At Lk Gat i ol Rt cabtonh i i Nk SSHed s person
[ [ d_ci (P tes, d d mber .
Genr at or o SrrYERSE N maraEY Wi BN GR R WD P B e

systens. The;Rardi AbdhmS FFULRGE: %y"l?)%aﬁ At 4 ’suwf'irﬁ&éé%e Cﬁ%%ﬁ%,ie rﬁlxqegstage

. irﬁ@ .
designed to alert a“user to, IS not” one that'"Is generate uring I'n

busi ness trapg@ehicaisn chOBe Rhiel &L ifPhb qfers%htenkﬁ»?wg%e%sa?g%%ﬂmﬁé@écrm&y.i des
a security systemusable for both B2B commerci al transacti ons and

e- busi ness t gthefpékdn €MLK Alblicrkad 3R 8édrAit She Mesdabehnd ARiTEmMOhattibGarRé HOM the
art teaches a systemthat can be used regardless of the different types of

accounting zeecsstkicemwsldef each business or retail buyer in a chain of

el ectroni c business. At the present tine, the nmain nethods enpl oyed for

I nt ernet banki ng, secure transactions and security systens are: - |ID and
passwor d wi t hloS8iere pablyqitdyomyptogreplyr is susvepiahlStmtspoefimglsin which aR@rson pretends to
Secur| DTM - USB key; - Bio-Metric. However, all the above neans suffer
from di sadvaR€ $§8onth elsedaneysensls ouf P pdicokeypurdendhal sothery peseontsapame-eMlogsover,
hackers, forgotten by the user, or copied, - Smart chips/Smart cards are
expensi ve angeqagéﬁﬁhpélgﬁo éqvgésedag}ratqngé@g? g(;)mplex, this method of cryptography typically

requires considerable computing resources and is comparatively slow.

20 Another common type of cryptography is known as DES (Data Encryption Standard). This is
a block cipher that has become the US Data Encryption Standard. A block cipher involves
partitioning the message into blocks, often with some padding to fill out the final block, and
then encrypting and transmitting each block. DES uses a 64-bit block with a 56-bit key.
DES is one of many different types of secret key cryptography, which depends upon the

25 secret key being sent by a secured channel from the transmitter to the receiver so that it is

kept secret from the rest of the world.



'~ RSA Secur| DTM proprietary system enpl oyi ng two-factor authentication is
expensi ve and involves the need for distribution through participating
branches: - USB keys are inconvenient (as a USB port is always required)
and expensive; and ~o - Bio-netric devices such as fingerprint sensors or
retinal scanners are al so expensive and inconvenient. It is clearly
desirable for any security neans enployed to facilitate secure |nternet
transactions to be usable through a range of conmuni cati ons nedi uns and
retail/comrerce outlets. Conventional business cards have now been

Conm _ bust _ _
stoh s oD ROEROR SRSk Bt phugrl FAL AL Vikhed SFRETRES % il
as both an i e QQUehdinX s6@Ed InhraccOMis N ai@ﬂi@htn@%ﬁie%uﬁuﬁﬁera&e?mh& ¥eh@ly

brochures/catal og folio, video presentation, and/or prepaid card for

exanmpl e. 1t ywWodblen tlibwsuldeod 88 bbablietd LreePidd BEa FRBIEIERI IR uratidH Bhht the sender
interactive cards with a security authentication card to facilitate secure

I nternet transaabi Bsorréd ehiityl S thus an object of the present invention to
preserve the confidentiality of electronic transactions involving funds
transfer in electronic business, without needing to be limted to a

speci fi ¢ endThsrerare sapuiseatifferspewasl todreakoan greyptiohaode edtibmgfirsshmving lealr atsess
or inputting s c encryption coding. A further object of the invention is
provi di ng nme&nshd &ey emtléri algorithoodend of thekenspdroaches on koowaudshthet feodehook? or
whi ch neans allows a secure conparison procedure to be perforned

el ect roni cal [‘§icaenrary’o afesksi andp &y invatves creqpensidllz t tsyingrali dhes pewitde transformations
el ectronically, electronic s transfer of funds, and el ectronic confirnmation
of all stage&CiHieer pEginabmewags Kt andienceypigd d3-ect of the present invention
to address the foregoing problens or at |east to provide the public with a
useful choi c% BRI EF DESCRI PTI ON OF EHE | NVENTI ON Accorgi ng t Q. one aspect,
the present i AVERITofDCORMALs MaR% o ipgrasing, theoptrepeth joh piculy plgorithm is by

i . . el. 1 k . i, i ncl udi ng;
Rt eSS0k, BEhYEL BB iy S0 YRS
key, 1nclud t i I bi d L pi ent
(e, ) VO SRR BRI, 62611 ORISRl by

wherein a mubbizbpf a%%{@mt%?& ébg Afhel B §1s g@ﬁﬁﬁ%@&? ts' AR eefnsvolvegl_

derived from co-ordi nates int P(I n a nufti-d nensional sphere..

s Accordi ng tQrrand Wid HiRéntBS BEGfrorh QEcHPBTEME dafdy ANMinOthe REOVd HRSpAisSESES B3 Yit
system for transactions for use in user authentication and for confirnmation

of transacti efba 89 6lt kel ecdahPling rate bFehkReySEdrfhubilivoh @8 mikeb Weiond (A8k)Rould give
processi ng of transactions between users, said users including: at |east

one client, anctalaiméef36 ntinetes end pl4nyearsnespeetinelgadicréasmpshe tamiing rate to 10%/1I1
i ncorporates use of a unique security key, characterised in that said

syst em i ncor pesoad tslucesripeiaboveziomey toce Ssvilisenondseandr-y 1dnbawrs réspectgetier By iway of
each key, said key conpri si gg% code generated independently from said

client and r&ethsr eempasison, & bdkbiskgy mevldsigke~Sade  iyaciorandert an exlastive sgarch of
encodi ng factors, said ke¥, bei ng regenerated upon each transaction and
suppl i ed to &hihe Kpydermptatighgatsgmpiing zate of { Akl leeGond or Hamycesehe gringan TReessi ey

of two authepticati on or encodi ng factors..adds significantly to th ..
strength of faes C%é@@ngﬁﬂ?aa? ospsRag e tien Rrdhe ysfms trsked prith e legitimate
required to hreak.t hef keg ?.nd/or. CM}C| e through 9

20 processing o transactions using ekey.

Consequently, there is a need to maintain a sufficiently infeasible search time by virtue of the
key data length without resulting in an impractical, or undesirable processing time for the

users in a legitimate transaction.

US patent no. 4962530 (Cairns) provides a system for randomly changing positions of
25 indicia, which are represented by a matrix of keys from the keyboard. As this value randomly

changes and is visible only to the sender the code is difficult to replicate without matching of



all 'the possible data pernmutations constituting the key code prior to
application of the two factor encoding. The first authentication/encoding
factor provides a process that generates a text which is difficult for a
potential hacker to predict, yet is able to be reliably and a repeatably
generated s by the correct users, is unique, and one which fornms part of a
sequence of texts enabling the authorised users of the systemto generate
subsequent texts allowi ng the security key code to be updated at every
transaction. According to one aspect of the invention, said key includes a

first encodi ngrb@GhIaEs. CABNETS] B8 1Rz MEdrhaRb byt wheRAPLRIR e hERbESENAL LR
as co-ordinates of a point P(1) ona nulti ~ o dinensional sphere. The

concept of usirRel@9hRiFoded, s SitehR L BiluRR tdWetdffi dERBNFIda8 SlonsBPefite.
provi des a mathematically rigorous nmeans of generating a text of any

desired length. Wilst it is straightforward for humans to visualise 2 or 3
di mensi onal Jé®patent . 4729156 €Shavity Bisaldsed adlystemefopntepdiBenlivé Sor@hugicafons and
abstract higher dinensional entities is difficult. Froma nathemati cal
perspecti ve puweessing of btienehs mgnsdetome ovisidhr incalve phifferentplypss ofindépedderitousers and
hi gher ~ s nunber of dinensions is logically sound and wel | established.

Mor eover, sit hwesiaidsechersedhs spfteerospaisenarcasst medrsxior felectiveeaccessse cudatabase,
aut henti cation/ encryption techni ques. Using 50 dinensions as an exanpl e,

t he co- or di nawligh {scenfrally acgespibje, ardin which one pargofses thegtansaqsionrie spaeifically select
50- di nensi on sphere may_be defined according to the foll owm ng equations; x
1 [i]=R* si n(@Ather party, gHQweyqr=the deysf ghepeyritysis dpw igd ydoes  net gllom Esspan agsfer of
cos(angz) * si n%an é x~.9£<i%%9:R* cos(angl)* cos(angz).....

cos(ang4g) *sift %‘ﬁﬁ% JrucloRsIoF pICORREns (angi ) * cos(angz). . . . . cos(ang: ~g) *
cos(ang, ~9), where Ris a constant denoting the radius of the sphere. S
This fornul a

U ae- of monei haRtep bR 63 Chudelhi B sBRRamE 5f e APl wit o memory and o

y=R*sin( aBg) ‘card reader. What are now known as "smart cards" can be used with this device. However,

every end user needs a card reader, if this is to be used in conjunction with e-business.

US patent no. 4271482 (Giraud) provides a data processing system protecting confidentiality
of key material. The security is provided by a predetermined permanent code key, which
controls access to the computer or data after comparison to and recognition of the input code
15 of the user. However, this system requires that the computer or device used and connected to
the internet be used by the same user all the time: It is not possible for different computers or

connection devices to be used by a multiplicity of users.

US patent no. 4234932 (Gorgens) teaches a security system for remote cash dispensers. A
PIN (personal identification number) generated by a random number signal generator,
20 provides the security for an individual person to a remote terminal. The terminal can
dispense cash and provide other banking services. However, such terminals are not
connected to the internet; they do not provide the ability to conduct e-business with a
multiplicity of retailers, only with one central banking system. It is not a system which could
be used by a retail end user wishing to conduct e-business. as well as B2B commercial

25 activity on the internet.



"s x=Rfcos(ang). where the parameter “ang' denotes an angul ar value fromO
to 360. The shape transcribed by the point (x,y) through the full paraneter
range is a circle. The paraneter equation of a sphere is: z=R*sin(ang~). io
y~R*cos(ang,) * sin(ang2). x=R*cos(ang,)* cos(ang2). where its paraneters
ang~ and ang2 vary from-90 to 90 and fromO to 180 respectively.. The
shape transcribed by the point (x,y,z) through the specified paraneter
range is a sphere. It can be thus seen that the above 50-di nensi on sphere
is an extension of the paranetric ~s equations in two and three-di nensi ons.
Consequent | yyrdf "N @Y I . £ e
equat i ons salUg Ig%?rgplc?i' %g%éeﬂsdif{‘?’)u%}%(r Q%F?ﬁe{)&;(l ZH%‘F ]a?lgx%fﬁlj[lée&s&%&%xrﬁ%’ﬁc?%ﬁy (Sétems
given by x. (heReshpbanud gl o ap

x3[i] :IR’*cos(anlg‘(,”)*C cog angz%* éll n a%’%gﬁééaﬁ 2 dc%é?(g%%lﬁn*bec%esnfgﬁ(br?)}.lqwgv?r’
cos(ang~_1) * tfi9fdaes d portitite Erﬁl?fstact%rxzé‘exg@er‘ﬁfd%@g?l@s)f chid, WkH affUdd bPite dofikble

is given by n*i. For exanple, if the nunber of bits obtained froma
coordi nat e i gagddctibgeviext ThLY thel s§st8i2nnbSbe Bl inash dlectRRRYB2B tah@ndd4e nor
technique for generating a mufti-bit text also provides a sequence of text
to be gener atmith dnyeléononrrenilengd diet@aicbustiess wWith apeultiplidyi of ehd uskry Sndodtdihet
P(i+1 ). This enables a new security key to be generated fromthe old key.
| f this regenserditcenn s of the security key is mmintained for each
transaction, it is extrenely difficult for a hacker to mmc the genuine
user's identity, as any attenpt to use a captured security key will result
ina failed Ursa;mxmmnmm%@mmm aflint verifiegtionppiterns Rriideantifidgpamdsanis
point P[i] and the_increnents of angles, dangle[i], i=0,1,2,...49. It

shoul d be nofedithedike: Qngglagainihoweverpp ypesinlist earg apdserd readeristrequitede Stvel ecadprs
increnents of the angle. Th araneters dangle[i] and P[0] determ ne all

t he subsequefi€ %iaw%raﬁy @yalgﬁsff-'e»na%% URHBACHERS A B9} S?Fallteﬁééféﬁﬁém%ﬁ‘t Bisinesses
dangl e[i] ana Ph{:}l are stored .in a protected manner, by both the code

engi ne andl b§f° PREMAYESHAEFITd FGadEhSYSEPY: por t abl e recor dabl e medium . Any
appropriate recordabl e nedium may be used including, but not limted to
CD-R CDs C £ i C .
smart chips %ﬁyﬁmi@%ﬁfm‘&&%@ﬁ%& tg%ncegtrnltfgﬁggg ﬁetg }c%ﬁlz’relee%%ﬁ@tﬁasg&gm’ which
generate a 1 i : . VW t : e '

t echni que, itgg \%H%}r ggest'ngf}ﬁe%ﬁlg{de%@%g&?%s\gﬁﬁr%ﬁ dcj)fcog Sé B?ggt}%\é %;{ng;]ag%”t%ét ﬁ@en

text to the godeigNah AR ihREra¥dr ifdufaldBfhodied BPséudo’ BRERE huliber JRREREOHSWam
before any transmssion of "'the security 'key occurs during a transaction,

the mufti-bi todigsttunhsthbisddn@tryzatosecaii@dobiye aRPductayitems 0Thé phiicSIRE Sdence of
encodi ng factor. According to a preferred enbodi nent of the invention, said

second encodbpgrafiast ethidhstha sysaah if desidnedno aldetshudenitic id wnont akae iogdabmedd diring
data as input, and produce a HASH as output. The usual intent is that the
hash can act Irdernat Bisieas wansaétoonst he ori gi nal data, without revealing its
contents. Therefore. it is inportant that the hash function be irreversible
- not only should it zs be nearly inpossible to retrieve the original data
it nust al soNeBe @fitsapiion art fechess systare thatapvidespa security system usable for both B2B

commercial transactions and e-business to retail commercial transactions. Further, none of
the prior art teaches a system that can be used regardless of the different types of accounting

20  systems of each business or retail buyer in a chain of electronic business.

At the present time, the main methods employed for Internet banking, secure transactions and

security systems are:
- ID and password with SSL encryption;

- Smart chips/Smart cards:



‘bl ock that matches some given hash val ue. However, HASH function are not
random and are in fact conpletely determnistic, i.e. given the exact sane
i nput twice, the HASH function will always produce the same output. The
HASH val ue shoul d be small enough to be manageable in further

mani pul ati ons, yet |arge enough to prevent an attacker fromrandomy s
finding a bl ock of data that produces the sane HASH. A hash function His a
transformation that takes an input mand returns a fixed-size string, which
is called the hash value h (that is, h = Hm). Hash functions with j ust
this property haveRSa $asirBdW; of general conputational uses, but when

enpl oyed i n cryptography, the hash functions are usually chosen to have
sonme additional properties. io The basic requirenents for a cryptographic
hash function are @SBkef;l ows. The input can be of any |ength. The out put
has a fixed length. H(x) is relatively easy to conpute for any given X.

H(x) is one-way. ~s ~ H(x) is collision-free. A hash function His said to
be one-way if it iBofMetdcto invert, where "hard to invert" neans that given
a hash value h, it is conputationally infeasible to find sonme input x such
that H(x) = h. If, given a nessage x, it is conmputationally infeasible to
find a messadéowevspialldbeiahove ansans spffer fom disgdvpntageyipyludingen H is said to be
a weakly collision-free hash function. A strongly zo collision-free hash
function His one for which it is conputatjonally ipfeasible to find an

two nmessades x an&hﬂné@es RatSHRFdsyipgy) bes aﬂtureé by Ewﬁraﬁuﬁaﬁgq%@%@ the BSCEeR] PRI
hash variants, one particular standard w dely acknow edged 13

(particularly for digjtal ,signatures) as being highly .secure js the SHA
than function (or Sl s SdRGHeS SRRl il AR R e e Rl o gy
Bureau of Anerican and National Security Bureau of American. This hash
function SHA prod iM S, { ' n, ot '

s h=SHA(M, wher e%ﬁ%%? ss %gg%@xtp@?ﬁ%m%&g% {‘%%nrllfﬂf)gblgg‘fv% 39 Ctgﬂn%n?égliltg a &gﬁ{steﬂpi‘%gve
bits is the result r t : [WaloNgee ' t he

one-di rectional hégﬁ%?ﬁﬁg%ﬁ%%gégggﬁg§ eﬁgﬁggﬁéggﬁhFﬁgx?@%% exP?% of the
task of finding a text M such that SHA(M =SHA(M . The conplexity of the
attacking is 0(26 )98 kapRir®cdavndnd Gs a(USB poBidgl&apciRaeirel) andBRbdneibe; and
Crypt ogr aphy. - Protocol s, Algorithnms, and Source Code in C). io As discussed
above, according to said first encoding factor algorithm described above, a
poi nt on a 50 di nBisinaiet dsphber Richandmatmsint ensdQQD ritinad s¢aambrs afialso expensive
cal cul ation of the next point P[i+1l] (performed for each transaction to
regenerated a newagdenponveniky) i s based on the previous adjacent point
P[i], and the increments of the angles dangle[i], i=l,2,....49. There are

therefore two nmain ways for a hacker to attenpt to fraudulently generate
the next ~ s seguslparly Kegirable foy ragy| gechrjtyc ameeds Amplgyachdo phaeitasussepwn nternet

fromits existing securjt % Thi s reQU| es that the hagker knomsgfhe

First encryptigRicspBD Py biblrotivh 4 HELHAF SHBRERGALRIRGREl IS sl EgUeommsree
PLi1 ] 1 ol R entil RusiBSh BN bF oBT Hinehaéeciit, v (et el
conplexit% of

incorporating a recordable media such as CD-R, CD-RW data or the like. The business card
itself thus doubles as both an introductory card in a conventional role plus as a loyalty card,

brochures/catalog folio, video presentation, and/or prepaid card for example.

It would thus be desirable to combine the features of such interactive cards with a security

authentication card to facilitate secure Internet transactions.

20 It is thus an object of the present invention to preserve the confidentiality of electronic
transactions involving funds transfer in electronic business, without needing to be limited to a

specific end user computer, specialist equipment for reading 'smart cards' or inputting



-

zo 2'6) pernutations. Thus, even a conputer capable of 1,000,000 sanpling
operations per second would takes approximtely 104 years to conplete the
attack. Furthernore, since M is not unique, even if the hacker is able to
find a solution point by attacking SHA hash function successfully, the

cal cul ated point is not necessarily correct. zs - Secondly, a hacker may
steal the security key. Using enuneration strategy to find the 14
correspondi ng point P[i], the hacker nmust al so know the al gorithm and
paranmeters, and take Q(2') to conplete the algorithm Since nultiple val ues
of Mmay pro - he h by the hash function h=SHA(M, even if the
hacker can ogﬁéfg&gl%hﬁgg of M that satisfies h=SHAM ), the value of M
obt ai ned does not necessarily represent the s correct previous point. It

can be seen WREBEPHGectEeRe Mveﬁti(;}?ﬁ!i)%ﬁﬂglgqﬁéﬁs %Isfgiﬁéﬁﬂgt %’ c&fVor i&eggﬁ%aéion or

i npossi bl e to predict the next security ~even If said first enc
al gori t hm wagyuhBWMatibR, W 36daRE - allovsaat ¥é€h€ealco§1BQﬂi§o%Sbf&@dlﬁfe {"®e performed
C

i nvention, said transactions are online electronic funds transacti on

bet ween a US%Iect_r@ﬁicélg'aﬁﬁd Q6 et RiymRAd far Prakictsiseric@l SoRDEMctreAtAlyS @Edfrbhi¥
system further includes an additional password-based user identification

i ncl udi ngs an trah¢fbiesifiRdd, endélectighid Cont@mbliondbl A1EsthgR P tHetradbactionser by the
code engine of the system In use, a client user of said security system
isinitially provided wwth a security key as follows; - the client accesses
a term nal oftisemebjectrafitiepgsen iREntitatokaddesseihreaoregdingipratileds osat least to provide
termnal/card reader or the |Iike) capable of interfacing and/ or recording

i nformati on &he pblid widra wishd cheicer dabl e neans, - the client's user ID

and/ or password i s passed via a secure network connection to a server
coupled to said code engine, after authentication of the user ID and
password, thSRIBGRESRIPRONGIHEFINVEJEHY at es ao the initial paraneters for
input to said first encoding algorithmand thereupon creates a first key
code, wherein the. security key S supplied to said cIient.vjE tgf secure .
networ k connéEPGHE By OPeetheq ’ﬁbe &FFS &I HVpHIa BIoIdes o BN e KR ERTURE 1BgTHine
server having retained a record of th ecurity key. 15. _A.subsequent .
security l&eygrflgsaﬁg?fésroa“teéafe PIE %Wqﬂésgbeﬁge?%‘és%ﬁ’ isgﬁtusﬁrﬁ lgcak'ilqin%oa&ie Shofeglient,
after succesgfyl agaangke%hle C%Hﬁ)gé}n,()fchfra&&i?eﬁt itg QJhtho W49 @9? lih@l@‘&ésogo&ehegenerated

client's passwor exl s
independently from said client and recipient, characterised in that said code generation

includes a first encoding factor wherein a multi-bit code text is at least partly formed from

parameters derived from co-ordinates of a point P(i) on a multi-dimensional sphere..

15 According to a further aspect, the present invention provides a security system for
transactions for use in user authentication and for confirmation of transactions over electronic
networks said system including online processing of transactions between users, said users
including: at least one client, and at least one recipient, wherein each transaction incorporates
use of a unique security key, characterised in that said system incorporates computer

20  processor and memory means for generating each key, said key comprising: code generated
independently from said client and recipient by a code engine, said code including at least
two encoding factors, said key being regenerated upon each transaction and supplied to said

user for storage in a portable recordable medium.

The use of two authentication or encoding factors adds significantly to the strength of the

25 key, providing a manifold increase in the effort required to break the key and/or cycle through



security key through said secure network connection. The security benefits
of the above described security key may be enhanced by virtue of the s
medi um on which the key is stored. According to one enbodi ment of the

i nvention, said portable recordable nediumis included in a nufti-nmedia
mul ti purpose business/ID card. Such cards enable the storage of updateable
printed and audi o-visual information in conbination with the security

aut henti cation role as descri bed above. The card nmay be used it in nany
ways such as a conventional business card, loyalty card, brochures/catal og
folio, ~o video,presentation pai d card. an o forth.. An alternatiyve,
though equal ) PRRBYSRF felsRmBteEPns ARBTHEIE 1haoy K80S BRoH 10 gPrRaGP el i awo
al ready mﬁdek%tcarri d by individuals is through integration with a

mobi | e/ cel | ul'aF piSRE 8By utilising a short-range bi-directional RF
transmtter such as an RFID unit within the business card or phone, it is

B e L R R e S
O o MR AR B e, (A RO SO el

baggage t saclhynBe chadct berslab LMY, and @€ SAfcIE RIFs Part (oF-aSbeq RTRE O B&1LAAGBR: the
for corporate canmpuses), and user validation (e.g. electronic ticketing,

aut onot i ve anbihotib&f tsefy st tBEBysterd @ Lerleaé cutSEdens yetsLAN @RS thetsecidty kby €6de to
conponents: - An antenna or coil - A transceiver (wth decoder) - A

t ransponder (GRRptated advest trahainl y progranmed wi th uni que information The
antenna emts radio sighals to activate the tag and read and wite data to
it. Antennas are 16 the conduits between the tag and the transceiver,

whi ch cont r olAsccotdengstpsime raspectl af the aimeniis,tsaikeynoclodesrmfiviscancoding fAndrenongsising
are available in a variety of shapes and sizes; they can be built into any
conveni ent ol Budti-bit Kt gapable jof uleares¢rdatiqn em. coTdrdingicscelr enpineP(i¢ dn @l thulti-
produced by an antenna can be constantly present when nmultiple ta?s_are_
expect ed Contimersiongl sphere.onkieapanespt pf Bsipg Pinte o he forfape gijar wylti-gdigensional
field can be activated by a sensof device. Oten the antenna_.is packaged

Wi th the trafBRg? PENIGEA TRIBGREIAS TERRYREeant RFAFTafiag R It of #RY qsgefgfjeagt)h;
whi ch can be configured either as a handheld or a fixed-nmount device. The
reader emts l,Q ves J. R I f anywhere.froma f,ew centjinetres to.25
recers or morenidn il e ARRT M BPRIEE T SRR e yRade

used. \Wen an,BRED 3G PASHER Vﬁuélbsﬁr%ugglfh&%i@e?ﬁﬁﬁeg{egg%glgésﬂu?iﬁsé Ps;tg{ﬁciuh. From 2

detects the reader’s activation sign e reader a enco

in the tag' s it &MRIPHrSHdctIL hokeldr! SABnGRE Ble SAthdG ?@ﬁl@iple% iRAI9&Otd Righer
the host conputer for processing. Thus, incorporation of an RFID unit mn?h
the securjsty nisgibersit digiehsi6nd is W6l @l IytBEnPARBREN edtABIRAEd. OMIORINY, #eF03dEY 4 ABANS
Usages ~s ~ Secured Multi-Ilevel Authentication for Online Access

Cont act | ess RBdyemsnitirgdhtd @yedot Msdlai seturite wathentfind beBhdwestionadctaiguesat ed vi deo
advertisenents/information delivery, update and billing transactions
storage system A RFID unit or simlar enables the realisation of so called
*M payment ' (Usdig $@disgnions ks ax example, the goiondinates Salig B} mehl.. . maxslil)mf eugint
a nobil e device, such as a cellular phone, smart phone smart card/snart
chip or a pergsnd-digiegsionlspkese mey dadefimmmccondiiety the fpdlpmina cqupdens t s a user
with a wireless device to pay for itens in a store or settle a restaurant
bi Il without xihF&*at(angg). wi t h any staff nenber. Thus, a diner anxious to

| eave a restaurant for an appointnment, the bill could be paid directly z>
from t he dablxe[il=Riicos(eng, ) $ntehgg. f or the presentation of a physical bill
The user would sinply connect to the cash register with a wirel ess

devi ce, punch;fifFR*ees(hdd)ecosmigor siiishggpnk personal identification nunber
(PIN), and authorize paynment. By utilizing the two stage security key

aut hentication of the present invention, the risk (both perceived and
actual) involved in such a transaction woul d be substantially aneliorated.

s Oher alternative |ike DNA marking/verification, finger print

identificati gnyi]¥RF&R(d ;)ntcos(g@gzﬂ_e_q dod@RklsfHisthedrigey), facial recognition etc.
can be simlarly applieg herewith to achieve as nentioned before to further

enhance tfie iy)yRaRkOREang] ) ELMLNENES Scos(angss)* cos(angso),

where R is a constant denoting the radius of the sphere.



‘It will be appreciated that the alternative portable recordable neans to
CD-R, CO-RW DVDRW USB key, flash card, floppy discs, nenory card, snart
chips will becone available over ~o tine. and will be capabl e of adaptation
and incorporation into the present invention. In yet further enbodi nents,
the present invention may be used in dynam c authorisation including public
key encryption. This dynam c authorisation may be perfornmed in either of
two nodes, i.e. with or without the need to wite the security code to said
portabl e recordable nedium is Several advantages for both nodes may be

di scerned. Advant ages/characteristics of the non-recordi ng node include: a.

compati bl e a5ag Ran SeAGB S SRR AR e d o M MR B, M

generated fo hent | L.on i-n _each successive session is not zo

sequenti al (§§9§%7§F%ﬁ§ ﬁnlg§€?fr§ ¥n previ ous enbodi nents) but is
random y generat ed bi_@gtv r side upon initiating an authentication process
(as described in nor& Qet¥Phel ow): c. The ability to use known Secure
Encryption techni ques_such as Dianond or Triple DES on both the Public and
private sécurity keyXparefi$é®i€ts, with (optional) 18 additional security
of protecting these paraneters with a PIN known only to the user: d. The

use of extended ta length (1000 bit) and HASH enc ion for validation/
oot hent - oar | Seredne PR i ORI AR UEE G BIGSS B0 encrypt ed usi ng
the said known techni ques during the process of transm ssion, with the
public securi . ] . al exhibits
Phe sams. advant 2 PRREGTEN B TR G Boud e FRF PEbER: BREFLTN SRIEE
a) and b), which differ as follows; ~o0 a. A recordable nedium(e.g. CD-R or
CD-RW is usqﬁepgra%%%qﬁﬁﬁn%%%ﬁgréﬁz key paraneters data and PIN. b.
Successi ve security key paraneters tfor authentication are generated
sequentially (i.e. thngmgﬁgzsion paranmeters are derived fromthe previous
security key paraneters, a 'scribed for previous enbodi nents). ~s In both
the recordi ng and nop-f£C NG F s, the data integrity may respectively
be validated via the)i%dxﬁﬁgggeé%&g&?)key Hash Val ue of the 1000 bit text
unique to the security,key' s pre-determ ned sequence of paraneters
(recordi ng node) andxtﬁa?%ﬁﬂg u@O%SMP e transnitted Session and the
?ecurity kgy Sessa?n Rand%n1NunEFr generayfd by the serverside e _
non-r ecor di 0 in
the sams menner s et fen e Rl oy AT ok Koy RO ST S 1P ey
generated for public usage for both the client and server side for use as a

Pu b} i c. Enc rY bt SRapE@MnE@ibeli BOWE SUGH K RLA) AolE! R ABe SHE ARSI AR s LfEReaNd
SO or .

It can be thus seen that the above 50-dimension sphere is an extension of the parametric

15 equations in two and three-dimensions.

Consequently, for an ‘n’ dimensional sphere may be represented by the equations said

co-ordinates P(i) = (xi[1], x2[1], %3[1];..... Xa[i]) are given by

x1[i]=R*sin(ang,).
x;[iJ=R*cos(ang;)* sin(angy).

20 x3[i]=R*cos(ang;)* cos(ang;)* sin(ang;).

Xa[i]=R*cos(ang))* cos(angy)..... cos(ang,.1)* cos(ang,).

The text size generated by for said multi-bit text is given by n*i. For example, if the number



The private security key paraneters are uniquely generated for each user in
t he same manner 19 as previously described and permt authentication of
the user or transaction confirmation. The secure encryption (e.g. Triple
DES) on both the public and private security key paraneters are protected
by assigning a PINto the user's smart card (or simlar) storing the
security key. Different variations of PIN configuration may al so be

i npl enented to enhance s security, e.g. increasing the nunber of PIN
digits, by adding I,2,3 to the front or back of the PIN and based on a
predefined for rel ative to the dat of. a the user will key
in the re|evgﬁgﬁ§8®3ﬁﬁaﬁgFl§‘5Wum§ S%ewéﬁﬁzﬁﬁﬁgggh an algorithmit wiil
val i date the sub nunber before unlocking the security key card. Therefore.

according to Qngy %{% f!) gbe Rk, B 1Ce RE:&%F%% £ ‘ggﬂératbrp%/ 2 SRR BIE Gkt Talsh ﬁ%%deé) a

paranmeters are pr via'a clien |"'ocat ed on sai

por tabl e Stor@%ﬁ: ?@Pf%td? ‘éi:?eratfs@% q}{é}éﬁbﬁm?guﬂlg hht?&fs'fgf‘ %‘PE??@%% 1nt

node operates user n| tiates a transaction enl

| ogi n page ofpitdig ?R@%h&ﬂ&;§Hé$§ﬁh§%ﬂ&%ﬁob@@é&ﬂmﬁdﬁ%hﬁﬁe%kikﬂgﬂﬂﬂéﬁéQ&Qﬁnmn
ID . It also generates a Dynamic Public¢ Security Key (DPSIC) "which is

encr ypt ed sby of fiMecerity ARy ieMamyRhdOfor BBGNGaristctiohl Rds axtrandly diffesiy fartayhdtRyr to
(PSK) and returned to the client-side application. 2. Optionally, the

Aient is pramiptiethef g@huinb isér Fidbhiitslednt dnfyiab@inpotd fisera dapturdesecadgaas vall rédulEih
successfully PIN entry, the client application will decrypt the Dynamc

Publ i ¢ Secur iatfgiledetyansadtiog. t he Public Security Key sent via the server. 4.
Thereafter. the server will generate a Session Random Nunmber (SRN), which
is zo the dynamcally generated paraneter value to be used in the securlty
key's first Jﬂn@@ﬁnwgumaofthue neXhpoisRR(it§] dapendsporedoint PH] ek theriowemsnis amgngles,
encryptl on wt [?/nam c Public security key (DPSK) and sent back to the
client's appldeegleiibi=08.2, TH8. clti @ﬁﬂldsb%lpmeﬂd ¢ i'dangld’ |ip stply a é@%’aiﬁbﬁhésed to
Portal login Screen to the secure website and pronpts éhe User to input

Logi n | D #nd 9ea8\ibs encrements gf thenangley e PariERsieTs Snglel h adsP Y determist alls the

application tsubsequent points P[i] generated and consequently, these parameters danglefi] and P[i] are

stored in a protected manner, by both the code engine and by the user/client on said portable

recordable medium .

Any appropriate recordable medium may be used including, but not limited to CD-R, CD-

15 RW, DVD-RW, USB key, flash card, floppy discs, memory card, smart chips and the like.

Although the user and the code engine may generate a 1000 bit text (for example) by virtue of
the above mathematical technique, it would nevertheless be insecure for the user to transmit
the text to the code engine for verification during a transaction. Therefore, before any
transmission of the security key occurs during a transaction, the multi-bit text is further

20  secured by application of said second encoding factor.

According to a preferred embodiment of the invention, said second encoding factor is a hash
function. Hash Functions take a block of data as input, and produce a HASH as output. The
usual intent is that the hash can act as a signature for the original data. without revealing its
contents. Therefore. it is important that the hash function be irreversible - not only should it

25 be nearly impossible to retrieve the original data, it must also be unfeasible to construct a data



‘a. Decrypt the received data from Server using the DPSK to obtain the SRN;
b. generate the Session security key code ( 1000 bit) based on the SRN and
the Private Security Key paraneters (PSKP) and hash it to produce a |60 bit
s Session Hash Value (SHV); c. use strong encryption to encrypt a data
string including the SHY, SRN, |ID/ Password and Cardl D using the DPSK and
transmt the encrypted data to the server. 7. Upon receipt, the server
decrypts the data using the DPSK. Based on the CardID, ioit will validate
the submtted | D) Password before the server retrieves the user's PSKP and

t the S [ t h [ SRN. 8. Aft ti th

gener ot oo B SR 55580 Yo S SLASEIFRTL O b0 S g
LT Lo ol Yok B Bt AT L SRt FORERUL p A fion

bsite i is. . ti | | |
ebsTLe 1S, Sl R IE AABACLLAN! TR AICTSKAL! BRfellsii | atage .
dentificati . = . , { .
encyt o v AR S RATRRTRR o e Bt

e data isn NS e zo val ue unique to
t he transrsri t'?glgi eassi on and tﬁlﬁeﬁ%%N aeneéraat e%ﬂg{/{'the server-si de. Itqcan be
seen therefore that tlhe session generated Security key does not require
Ther ef or e. _actAr g4 B GRPREPPRBETACRESS Thinsl oaih FbeREMEN-rFarCier
provi des dynag, 31 @WNEAKNGRL!P il is 8 USAGY ikl ShAGBLEE ety

i 5 called e fiah G sEtnatis, s N Py SyRRicl, Y s provery

encryption of a exchange wee he ‘user said Security sy

Preferably, i L | i i hse

sai d ;ecurit3gkg§Qg@?ﬁﬁ%?§¥§53%%§@§#§9§€%§539§3W?8?H%%ﬁﬁﬂﬁﬁﬁggggyﬁ§®tﬁ§QE“’
security systieipiRRda@nRullly dHet& @'h'a@é‘éorh'éé‘dcﬁbiorﬁ'ﬂﬂro?éhl‘ééﬁe security key
paranmeters. It wll be appreciated that reference to a client" hereinis

used to incorporate the client-side software and hardware necessary to

provi de an CmI'_hle: Yoasic IPeeqtu\{grrnlc(:ntls r%’ct)rear gr?gt%ggggicth%slp ﬁlrn]::t%nmare as follows.

¢ The input can be of any length.

£ The output has a fixed length.

¢ H(x) is relatively easy to compute for any given x.

£ H(x) is one-way.

1S ¢ H(x) is collision-free.

A hash function H is said to be one-way if it is hard to invert, where "“hard to invert" means
that given a hash value 4, it is computationally infeasible to find some input x such that H(x)
= h. If, given a message x, it is computationally infeasible to find a message y not equal to x
such that H(x) = H(y), then H is said to be a weakly collision-fiee hash function. A strongly
20  collision-firee hash function H is one for which it is computationally infeasible to find any

two messages x and y such that H(x) = H(y).

Although there are several hash variants, one particular standard widely acknowledged



client-side applications Preferably, for each user transaction session, io0
- said securit3~ systemgenerates a dynam c public security key and
transmts sane to the client after encryption using said public key; the
client decrypts said dynam c public security key using the public key sent
fromthe security system the security server generates a transaction
sessi on random nunber corresponding to ~ s said security key paraneters and
transmts sane to the client after encryption using said dynam c public
security key; said client decrypts said transaction session random nunber

encodi ng. f actaPtgHBgp s G Kbty 3 AR AREE BT iR SR B Ru By ol S

codi ng factt™'of “the” St . Py st o
il b1t t ot SRR AR AR RE SR Kb B Birech AR o Nifo R Sy

security serVYRfeantdtAm&sdhi ty server decrypts the received data before
determ ning vali éllati on of said authentication by conparing with a securit<~
key generated fromthe application of said first and second encodi ng

factors to sqgihik Phdhy FrRtiSR CSAL tptoliQ¥s PIFVABRIREE cutftedid. Na 980 0bif @M itdRt 4, if
system In conparison, the dynam c authentication recordi ng node operates

as follows: h=SAAuserwhere W & £&xawithans@ahdnono(olits) ped tax@ sawitlo 060 bidaBethe fresult
the security systems server, which creates a "Login Session ID. It also
generates a Pgmaried Buthei SHASékash iftnyctisey AREIQ thhionb-dictorat yipdhe flinbyork SEANis
strong encryption means using a Public Security Key (PSK) and returned to
the cli ent - siddperadppd orc dtei amplexityGpft thenadkl of, findieg Eltexen¥” swchpthenPl e f-RHAM ).
their PIN identification for further a gess 3. The client's application
will then di dpeaymplexitpof the attacikjng isSo{ee portappraxel . Se¥H & (reb. Biwbe BelmeemoApplied
pronpts the User to input a Login |ID and Password. 4. The correct user
Login I D and @mmpw-ipﬁﬁmoba/g@éﬂma@ panee Sodpi Ckeation to: a. generate
the User security key code (1000bit) based on the Sequential User's Private

\S/Sfﬂgl E)(JHQP;)e y APsacrﬁ%cr:rl?stse%{ gbo(vEc),SPéggor 1?1g tg as%ﬂi h%st te(rjlcgc{ir?gd 'ilffc?oraalégr?thr%l heslgrslgerd EEOSVQ, a
point on a 50 dimensional sphere generates the 1000 bits text. The calculation of the next

point P[i+1] (performed for each transaction to regenerated a new security key) is based on

the previous adjacent point P[i], and the increments of the angles dangle[i], i=1,2,....49.

There are therefore two main ways for a hacker to attempt to fraudulently generate the next

15 security key; -

Firstly by calculating the previous point from its existing security key. This requires
that the hacker knows the first encryption step algorithm and the parameters dangle[i].
However, to find the previous point P[i] from an existing security key based on a point
P[i+1] involves attacking the SHA one-direction hash function with its complexity of
20 0(2'%%) permutations. Thus, even a computer capable of 1,000,000 sampling
operations per second would takes approximately 10 years to complete the attack.
Furthermore, since M’ is not unique, even if the hacker is able to find a solution point
by attacking SHA hash function successfully, the calculated point is not necessarily

correct.

25 - Secondly, a hacker may steal the security key. Using enumeration strategy to find the



is b. use strong encryption to encrypt a data string including the UHV,

| O Password and Cardl D using the DPSK and transmt the encrypted data to
the server. 5. Upon receipt, the server decrypts the data using the DPSK.
Based on the CardID, it will validate the submtted |ID Password before the
server retrieves the user's PSKP and the | ast stored sequential paraneters
of the User's security key code zo and generate the UHV. 6. After
generating the UHV, it is conpared with the received Cient-side's UHV in

order to verify the Security key authentication is successful. If
verification is successful, jt_wl tore the supbsequently, generated
Dynani ¢ Security %‘fﬁpggémg Pa%ﬁm,éLe ﬁ%ﬂ%aénwﬁiskﬁsa kpoy ey 29T, JraFameters, and

server's Database. |t .wd. | transmt the successful validation ck to the
clients. 7. If véarlﬁefé AP ol GomBlEnt gorithpy, o3ince srltinle Values At AL may prdugp the

| ogged by the setiiPt fyCHPVER Reieon i STRDPET i e thieeRicoSihitio Phfe B 3

i ncrement the ne e f . the P St i t 4t0._the
user's security E%&B%E)s?ilgggl %Héglgg)?é%n}’aem%?g%géb%@ |dt§1r?18g 6& 'Bé:?sggrll:l crﬁlffﬁﬁn&me
Agai n, insadditiggn&gphggngggﬁﬁ_user identification/authentication process,
any other transmtted data y be encrypted using the strong encryption ~o

with the DPSK as the key. Mreover, the data integrity may be checked by
val i dating t hecadtid séan HRrefdiedekntiPa hibkerd ABATLIE&HityREPI1OR iApPdssitle t?SB'@dict the

generated by the server-side. Thus, this node utilizes the previously

descri bed neasgt sefuryikeLsniebald Gief ehedinPalOethaLwhY kiowk@theBickeet er s and
transmtting them between the client and security server and ~s enabl es the

use of public key encryption for both the security key parameters and user
| D details. Thus typieat capplicgtionoofinhalihwsnriah v&detrhoditionat aret fidingr €serdnic funds
invention provides dynam c authentication during each user transaction
sessi on wher dansactiors b¢twesrea usdrt at leagsorensefjenardat ska dynami ¢ public security
key and transmts sane to Zo the client after encryption using said public
key;

Y 10 Preferably, said security system further includes an additional password-based user-

identification including an alphanumeric string to confirm the identity of a user by the code

engine of the system.
In use, a client user of said security system is initially provided with a security key as follows;

the client accesses a terminal of some form (e.g. a PC, bank terminal, dedicated
15 terminal/card reader or the like) capable of interfacing and/or recording information on

said portable recordable means,

the client’s user ID and/or password is passed via a secure network connection to a

server coupled to said code engine,

after authentication of the user ID and password, the code engine randomly generates
20 the initial parameters for input to said first encoding algorithm and thereupon creates a

first key code,

wherein the security key is supplied to said client via the secure network connection for
recording on said portable recordable medium, said server having retained a record of

the security key.



‘- the client decrypts said dynam c public security key using the public key
sent fromthe security systemand generates a nulti-bit text fromthe
client's existing stored private security key paranmeters by applying said
first and second encoding factors before encrypting the resultant data and
sending to the security system 24 - the security server decrypts the
data using the dynam c public security key and conpares with the result of
applying the first and second encoding factors to the private security key
paranmeters stored in the security systemto verify successful

aut hent i cat i angubsedeerf sicatityykeyiif psmdrsted @hd buspiiet an thescliane de saidudode tehging eter
dynam c security key paraneter is stored on the security server, while the
client appli secesfulauteniicatios m atcdienthelldywirgripplisaiourthe ylidmes passvatrormed ekisting
paranmeters of the next point. If a disk, inserted in a diskette drive (or
similar) of secuunpkeydhrough said setufometaotkr eomsentionon, the code cont ai ned on
the disk is read by the security system operable when a transaction is ~o
occurring. The 'A drive is the usual name accorded a djiskette drive reader
of a conput efhe pecugjty pengiitaphihe @abavedescribed seqetitydieyvesy bagnhsacedappsiatug of the
an alternative |etter on a conputer. The cqode on the disk permts a central
server or’ engicABN gnkigk Ahg @%}t b $tpdc Ageording e spbqdiment,¢ft the dpyention, said

ft f th | | d bank i | ved. Th de, wh | at dt
"< cont i rm t RIS reoaabls e 15 gpelusled Bt muldipedis BiubiplResg sy gard.
th ds gf ,th it h the bank d t dat e 't he,. ith.th
ol 1 er for t REThaREPabrils dpe siotien g niikaelty RS 00t AV ST uimelion i
machi ne read@&hgingﬁ(ﬁkwﬂﬁXhé) ?ecg{égtiﬁ%%{igﬁ%grrglet gigscqbeg' al)J)\fé.l ehca?%%gtbga\;[sed
can be easily carried in a pocket, bag, etc, and is personal 1o e buyer,

t limted t | ] ] ' } 8.1
Conduct | ng-t He" 2007, SgacT &8 e PRETRRY BRRBRCCALoRINIAE br IReElod B,

and may i,@vobfﬁgogfﬁeﬁgtim%geggiwg@Soﬁgﬁﬁ_ time the code is used one or
nore el ements may be changed. For exanple, to create starting codes for a

user, four random nunbers may be generated. Two of these nunbers can be
five digit nambgtenatveCthotgh eheallieingedhtive raedneofdhirboratii e @guatyUises device

starting code. Wth this zs nunber and the code, every user is assigned
t hr ee nunber slreadypeidelyeheicd Hyliadivaiuels usthdodghrintdpration with a mobile/cellular phone. By
utilising a short-range bi-directional RF transmitter such as an RFID unit within the business

card or phone, it is possible to still further enhance the inventions effectiveness.

15 RFID is a short-range bi-directional RF transmission system (operating at 134.2 kHz or 13.56
MHz) with a range of applications including transportation (e.g. toll booth payment/ID
authentication), asset management (e.g. airport baggage tracking, parcel delivery), access
control (e.g. employee badges for corporate campuses), and user validation (e.g. electronic

ticketing, automotive anti-theft systems).
20 A basic RFID system consists of three components:
- An antenna or coil
- A transceiver (with decoder)
- A transponder (RF tag) electronically programmed with unique information

The antenna emits radio signals to activate the tag and read and write data to it. Antennas are



nodi fying the user code. The three paraneters vary fromuser to user. \Wen
a user uses the system the code of the user is nodified. The nodification
will be in tw parts; one part for a significant change and anot her part to
avoid repetition. The code in each disk for each user is made up of a
string of code and additional dunmy s codes and scranbled or encrypted into
a key or code. The encryption is only accessible and readabl e by the code
engi ne. A code of 10 kb in data size is preferable for ease of speed of
reading and life span of the disk. In addition to this the disk can be

i df . i sed i i on. I i h d he . .
0o e DS Y Pl ek BB bl ARG o aion
dupl s cated el g Btadhe AFAARR Shikl i S LR 8

a new code wi ewrirtten w
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Addi tionally, as another exanple, e set wthin the co

copyi ng of theerffEBon ishod Requltdd, tRd Hi6ld can BEhetiHESy Plens@RicRfe( f or exanpl e,
9) the original and all further copies may be voi Jed and invalidated for

use. Appropriate nonitoring, of known type, at the code engine site can
al so be usedOfion alsc ente@mianisvaekdped witdy gel tlardtaikar aid decddgd tocladcome cdeadar@.k.a.
bei ng used. The transaction can be invalidated or provide an audit trail
for forwar di mégrragatopprvdpel sere bawohbgired eitherzes b rhandlaadd waracixed-mhunthdeyice. The
invention the security systemmay further include a password-based user
i denti fi cat i AL E&ISFRAIGYEVED erapgisf GHY Where i A Ao Cerfirastiesd@ 4> Mghers AT WRYE

be further used to identify a buyer to the system The wor d used
nerein i a SGFPHGESPORyREr UL ARG M O TPEIREY ST | 1R 2Ol o e Regees
as addit L@ na‘!hr&%h?h@éle&% a%feti E&?e ?ttlf%\’e%tsst%%a'd P's ?ﬁﬁfaﬁgﬁ si%gal. Threader decodes
alternative to a password can b&™a syst em wher eby the user control s the

val i dation piheeR&Senlydedl ihQMd RAF stitRgHERN citcRitISilicRLEIEPNA ] the Atk i Yask&VBlthe Bbst
on or off controls to activate or cgieactl vate validation processes in

conj uncti on verhputétber paicegdingpde on the di sk. Such controls can be used for
ot her purposes as well, for exanple, to inactivate the code for a s period
of time when aspects of the user's systemw || not be in operation (for
exanpl e, i nathisydn¢arporatien @fian REHY undr with ethf secyriy dicyeauthendiqatiast pbe) present

BRI EF DESCRI PTI ON OF THE W NGS The present invention can nore fully be
under st ood b{FVFRIEYRIAEEES ¢ PIAETY BF385%i ng det ai | ed

15 £ Secured Multi-level Authentication for Online Access
¢ Contactless Payment and Loyalty Point Reward System

£ Secured automated video advertisements/information delivery, update and billing

transactions storage system.

A RFID unit or similar enables the realisation of so called ‘M-payment’ (mobile payment),
20 i.e. a point-of-sale payment made through a mobile device, such as a cellular phone, smart
phone smart card/smart chip or a personal digital assistant (PDA). Using M-payment. permits
a user with a wireless device to pay for items in a store or settle a restaurant bill without

interacting with any staff member.

Thus. a diner anxious to leave a restaurant for an appointment, the bill could be paid directly

25 from the table - without waiting for the presentation of a physical bill. The user would simply



‘description and acconpanyi ng drawi ngs, which forman integral part of the
application. io Figure 1. is a pictorial representation of the flow system
using the security systemaccording to a first enbodi nent of the present
invention; and Figure 2. is a pictorial view of an application of the
security systemaccording to a first enbodi nent of the present invention in
areal tine setting of a library; Figure 3. is a schematic representation
of a systemfor distribution of a security key ~s according to said second
enbodi nent of the present invention; Figure 4. is a schematic

represent at i oonrekt & syes tain egisteawtithe atwieddss alevand paedemethattalola rfnter and bank
security key according to said second enbodi nent of the present invention;
Fi gure 5. i s persbualtidentifsahematinber 6iNgsant aithomzeopaymeny.s tRyufilizing the two stage
aut hentication and regeneration of a security key utilising a smart card
accordi ng t oseairidy &ey antheniocasind o therpreseht intventime sharisk ribettit paseeived gud actdal)
is a representation of a 50-di nensional sphere in accordance with a second
enbodi ment ofinvoheeddp sueig transeeticm wepld pe gstantially ameligraigdesent at i on

2-di mensional circle, and 27 Figure 8. is a representation 3-dinensional

I M T
1T ust rat es. ERESEBREFHIPTa o JEEBI AP 475 P St BHBORRIEREeBr i Shie e
genor at i on afi RISk s SNRRLRAL TS oS TREBPBSFur oa appropri ate
software for identifying and readi ng codes forwarded el ectronically to it,
Ut hent i cat i o I ExccPlcd GROMELIAGI S EBRAESAN: Rk B CIIR ISR, DYD-

web 3, whi chragnykg l&?,nﬂ?%ﬁtcﬁﬂi, H@pﬁydi%?m@ﬁloﬁpéeﬁd,Psg%rflc}ﬁﬁsD\Rlﬁlsﬁé%fn@gtv_&ilfﬁ)le over
conput er being used by one or nore end users 5. Each user 5 has a disk wt

a code 6 \hekgRnandEaanbaisable HaAGaptRfRl 8 IndoRsore@Atin® @k bRkseRRNdngidh! on to
the service provider operating the portal 1 and engine 2. The disk with
code 6 is forwarded to the user 5 by non-electronic neans, after

appl i cation My yes firtter eatodindmy, theiphesantCindentfbn rhae besesed Snndyyaiméc amherishtion
retailer, or e-retailer. The user 5 nmay be a business in a supply chain who
is placing onmduding pnblyolaysenstygtivn o ihgsadymamin agth@2Btisn tmeat beoperiovimed sn either of
met hod of connection to the Internet 3 has been represented as PC conputer
4, it will béveppdesiigt withionatthaniihe nersrtofvaitetless sepwitsrcade tacwirhpertabdmtecoidable
means for machi ne readi ng of disks, may be used w thout departing fromthe
scope of t he 3$4MRt i on. zo The code 6 may be copy-protected by a nunber of
nmeans before being forwarded to the user 5. In addition to this the disk
can be nmonitqQred for unauthorised duplication. For exanple, if the code 6
on the di'sk %gv‘;ﬂ@% arﬁ{ya?fﬁ%‘?sifgbéggqocﬁief &8?'%893%%' ten copi es, once one of
the duplicated disks or the original disk is used for any transaction. a
new code wil | i - £ i [Wol! j r the next

transacti on. ?g(a?%ﬁh%%a?%g‘é%%&!eﬂ %etelgogln%é&qugq{\}%ﬁ %chl:lgge ~s 6. Thus the
remai ni ng ni ne copi es, which include the original code of the original

di sk, will bey voi dege amitity By ald ﬂﬁtﬁﬂeﬁﬁéadaé%véﬂ@&ﬁﬂmkd}ﬁ%m&hoﬂ H@eC OPR
engine 2. As an alternative, and if so desired, the disk wwth code 6 is

i ncor porated w th saReMuangaidldddtvessadtast e DAriVDa/RAV deiked specified
nunber of tinmes the disk has been copied - for exanple, nine tines. s In
addition to this security neasure, the portal 1 and engine 2 can

i ncor por at e pr olgr ami g séomrityc Regp geresaed ifor arthketichttonasc eachaduncaskiet segsicor ismadt
two different people are using the sane codes, the code having been copi ed.
In the event that a sgpémthl ¢aderaviouslyedesttteedpior priviols embodingénts) utais gandomly
pre-programed such that an audit trail can be nonitored or reproduced if |
needed by the appropgingrasedalest $esydrsidegipon initiating an authentication process (as described in

more detail below);

c. The ability to use known Secure Encryption techniques such as Diamond or Triple

DES on both the Public and private security key parameters, with (optional)



io As an exanple of the operation of the invention: the user 5 selects and
pl aces an order with an e-commerce seller 7. The conpany 7 advi ses the user
~ of the billing requirenents and asks for code authorisation and

aut hentication. The user ~ provides this to the engine 2 by a code
handshake and authentication (9, 10). The engine 2 will only provide code
authentication 10 if the code 6 is present in the "A drive of PC 4 of the
user ~. Once the code is authentication 10 is provided the user ~ can al so
provi de authorisation for paynent. The ability to effect paynent requires
an el ectroni c query ddgitiohel ssetKtylel proteatigs tHeod parahiRtedd SAhUSPIN @Al@wn only to the
aut hentication 13 for paynent status 14. This paynent is cleared through

t he banki ng system wiser;route (13 and 14) as shown on Figure 1. The user 5
can verify billing, selection and settlenment 8 and paynent status 11 during
code verification 13. zo The portal 1 and engine 2 are preferably operated
by an i ndependeht adMerisstafextanded difadéenstls 1009, bitfraad JOABE edcryphon farke]idatam/
be issued on individual application to the business 15. Alternatively the
busi ness 15 can bul luheatieatoddes on disks to an appropriate further

busi ness 17 (which may be a bank 12). Wth appropriate backups for exanple
an escrow agent 16. the systemcan be varied as is required hy the |

busi nesse$ 7, Banks agaaé,%crxgg),né -Any,dagp maayc glipi HatnerPicderens .tp‘?.?.@a‘d kpown

will be appreciated that wth the use of an.independent .ho 15 a nul tiple
nunber of computing tﬁfg}%‘ﬂ-‘ﬁﬁe@“}% theePwsRSs Pf diags fsélronei‘é@p% PHRIG SeAprity key
i ndustry) would be able to use the systemof codes 6 with confidence. Each
conpany 7, when el edPFORT &SP et}?epll ing, can generate billings and records

of other s transactions 18, which are then collated and /or consolidated 19

for each usefqy g%%'i’@gg 5i84d gfs‘é‘dexthﬁﬁfgstgxgté Bt Z%%\zla'ﬁa[g%/]é}ﬁ?%rgﬁgs 44 AR bt die

to either the or end user -, e user ~ can i1nstruct
the rel ativec.RaBKord 8f RYni3Fa b MhiG A FOad BIPRY. the account, or have
standing instructions to the bank 12. The bank 12 uses the code

aut hentication 13, paynent status 12, and paynent clearance 14 query to
transfer ,f unds 4 0 MeRtedohdabRCGEdTM (e 0 CDIR RUD-RIW lisaiRel @NPrd theebiity REy
programmed to permt an additional |ayer of security. For exanple a
password coul d be usethmaerdsuatasad PANt henti cate the access of the user ~.
Such coding could be used in addition to or as a tenporary replacenent for
the code 6 on the disk if it were, for exanple, lost or msplaced. A
further, addititbnal Jusyessivefseguyket paramptenypior authénticatien ard genkrat®h ssjuenimallye
separate fromthe i s code 6 on a disk and with or  without any password as
descri bed above. Thel.edhe pew sefsiosnarrmsiersans dasivied fom the preweousiseenrithéeluser 5
of the disk. The additional |ayer of securjty uld be a "flag control' 29
operabl e by the userPrmagrsyasdeseribed Py pievioys empoHmedSed by the user 5 to
activate or deactivate a validation process such that the code 6 on the

di sk d d | idati . Ex | es.
G an o7 BESPHCLS, RS RE RN b B SE I Wl TR B o
o Part UL ar, S g IPRCLLAR R DYl SR 1Y PUATT B s

This can be gé};’g dveRhAged! Je.qﬁTrﬁEegij Eal%ﬁfegeré ?rédﬁﬁgnegggrﬁdla? alrlﬂttﬁﬁﬂqﬁhiqﬁ@q?“the

then the car ost as It w prevent anyone | y'using the credit
card of the yg@imifed SEssidlyadd HRSREHP rkeg;fseesnoﬁ REndsm INUrShed Qlenerad byNBE Raser-
of setting such controls can include but are not limted to: - a sfipulated
SMB nessage kide (idaefeddrdiig hbde)val i d password to set the control and record
it through the portal 1 wth the engine 2; -a phone call using an autonated
keypad 25 answering service to note the user 5 s and password via the
keypad 250 beflbe @ublét sdcngjtyt kiysparametew| gre desivad inhihe Isame mmeinenss dggeSBid previously
encryption and the valid ID and password to log in and activate the control
page t hr oughwithehg exceation thahtheg g geanetated for public nsage derthadh theaplignt angk depver side
communi cation nmedia that can link to the Internet and include keypads 25
and al pha nuffsryse as&dBulilicnEnqimtiog, Kewforesnamm @}cnmtwermwom%bmsilgampadxsl?ES
i o According tcf tge first enbodi ment of the invention as described with

ref erence t o024 u . 1-2, a first key generation algorithmis now
described. The code 6 is generated in. for exanple, ten digits with a

i mber. f or. each_ of 100, 000 5 E ' . 5
the | mvent ot AE B8 aEe Ly FeGkimageme BREFD steelebe i HiAG v B

f our random nunbers. Fromthe four random nunbers two nunbers,



'~s each of which are five digit, are nmerged to create a ten digit nunber.
Wth this nunber every user 5 is assigned three nunbers or paraneters that
are used for nodifying the starting code 6. The paraneters are different
for each user 5. As the user 5 uses the invention, the code 6 nust be
nodified. It is obvious that a different nunber is required and that this
nunber is not often repeated. To achieve this two of the three paraneters
operate to change the code. One zo of the paraneters is for a significant
change and the another paraneter is to avoid repetitions. Thus each of the

di ff h
The code o oft PRGOS QEREBRENT) Py Syt ARRE e b b B TR A5

addi ti onal dumy codes which are scranbled or encrypted. The actual string

f de 6 i : t b bei d
those_gener al B ey Reb R TR PESROn oG] B BUTR, SIS sl o
data size. |habheRfl al3rbeabl oy bAAANE, P Sifud tstst}ﬁnthtf(arermhar)%mgwe

this, as reading It wo d erw se ta e too nmuch tine erring to F

2, the real bd R ERSTDiFerBhivRiialiOfs SMEINORRITRLEa80n Hhayt 160 §y§h§ein@a%a% Rekhnce
with reference to the first enbodi ment shown in figure 1 is the operation

of a |'ibrarysautity, a.¢5 intRdasimg ivesiursler APIN idigitsebpbildifg 11 @,% wSthe TRinS oBBack of the
wi shing to read froma selection of e-books held on a nast er dat abase 36.
Cust oners 35PiNiany bhded @ughprethkefined tfermiue rel 22veatocthaviite D e bf 2dcetd) olkeuded OKB key
they wish to read or view These books can be electronically downl oaded as
HTM. pages 2ih fheanievine sobstuetbedat.ah2s eet@Gind Theugly ah etgocidbm quedly valdate the sub-
custoner 35 for code for verification (which uses the disk and code 6 of
Figure 1 ) anumbérdbeféranglockiog thawecunity koywndrdad recorded in the paynent
manager 26. It will be understood that by appropriate regular billing, the
i ndi vi dual charges recorded by the paynent manager 26 can be item sed on an
el ectroni c adbeGHre.aaerofdingaiodene teanhodimenisebois mssentvjigvangens yaidepgeurity key
outlined in Figure 1, the customer, 35 may reV|em1the account and aut hori se
the payneht PRPBIGER HE SrEFCirbYia BatiRn AN Dol TG (O5PH A g SEKEPOCHBE OTERF BRGS
~ s personal disk. VMiIst the above descrlbed systenthas been di scussed
with use of the I net ﬁlm% é tthlgncould al so

i ncor por at e u?h B?nwéw %ﬁ?nﬁﬁﬁﬁ ﬂggg 889“38&%%‘% °}g" means

capabl e of connection to the Internet an incorporati ng an 'A" drive. The

invention will pow b,g %@Fﬁih?fﬁ a¥rddd Jt%fnenl]!if gé‘mhgef H)Fesg EPPAY TBALS stem

shown in ao fi gur es hese e I nventl on

relates to a systemsamr ni%l'@?)(éré(a%rs aa‘LthgﬁPSésg%h'Im 31 améagehae% LCOPHGE geblic
over a network, particularly the Interfnet, utilising a high security code

engi ne generating se$dcuABr Kby TDPSEG Ukhitl 1K%ch@9téﬁsby Whowh siyg k@cBiplbe tnéihs
the user in a convenient recordable nmedium zs Regarding figures 3, a
security isystem | 00 using hRutdiIBaouritedeyr(PSKY and refuraedioahe olientdsiderdppli€ition. r
accessing a termnal 102, through a portable recordable nediumin the form
of a smart card 103, |linked via a network such as the Internet 104 to a
security key se?ver QpéonaHychpblientiingromptetifor dregi N idodifidaion fmnfuriberaciess
to a database 107. It will be appreciated the configuration shown in the
figure 3 is but_one of numerous configurations. s Figure 3 illustrates the
procedure for the i nifterapuceesstillygPRY eatrgethgr ¢liept I@éph‘@é‘ﬂé wigl flﬁ‘é'} I@I thenPynamic

The client 101 input rt card ( al so_acts as
mul ti pur pose busi neséubilﬁgﬁ?urttﬁ syaﬂn&ﬂw PE%LFEF%“H}Z &SP Vidh etS%f Fr‘n nal 102

and sends a request (toget her with the user ID and password of the client 1

105 Via a secur -Zuﬁe Fpef gBE Sten il Bnerng SSubp Repoe plp G rifs Wton i
passes the cl i ent thftggﬁtrgﬁwge@ge@g%etey B BIUERN 1 R0 i

engi ne 106. A uni que gener usin or enco

al gorithm as descri bgg,4ifg MRSy, IBhASRNOR! QyplddCwith GRE kBé\Uiﬁ Wrbhd %ﬁérvﬁt'ft% with

client's user |D passwor | nformation in the securl ty key generatl oh
process. The code enpifgnit PabiEd LBStyke$ PDPSRY atd@nhBMk Mo HR @leal’ SapSiRation.t Y
key in the database |07 and al so sends anot her copy back to the ~s client
101 via the secure network 103 to be recorded on the smart card 103 in the
term nal 102. The cl Tlentliéms’ stdpplicdtiorewilotheardispldyheier PararlbgiaaSdechOfd thietdecure
themuntil they next desire to performa transaction requiring user

aut henti cation of sowebsiterami pioppitedielUYser toninputwi LdgibED and Pasawoidal

transacti on whereby the client 101 wi shes to purchase a service or product
and pay Zo for it electronically online. It should be noted however that
the security key nmay be used to indicate the authenticity of a variety of
cormunl cati on asi de from f| nanC| aI transacitol ons. Fi gure shows a schematic

g R b1 - " A N A




"- a 'bank server 109 in two-way conmuni cation with the web server 108 via a
secure connection 110 enpl oying a secure protocol such as SSL, and a one
way transm ssion connection to the security key server 105; - and
respective firewalls 111 for the security key server 105, web server 108
and bank s server 109 each acting as an interface with all incom ng and

out goi ng conmuni cations with the respective servers; and - security key
server 105 is also configured to transmt (but not receive) data to the web
server 108. The client 101 | ogs onto the webserver 108 via their user
termnal 102 (vhich Theyobrectanshioimput causas, theChigserapplieatiomrtoi-nal , a store
custoner termnal and so forth) after connecting their smart card 103 to an
appropriate interface with the term nal 102. The client_ 101 is then
pronpted for their sePermpaihg repstvedcat g Sarves using BieJatPk K ohigin thhdRN;
firewall 111 of the web server 102. The clients identification details are
then submtted for verification_at,the bank seryer 9 .and if successful,
the client identifidat PGS $%sswpu9§cgrétﬁ§(ev cdE kgt @ﬁ{hﬁ?c{@n ?&gﬁmndkté?
code is sent via the bgnk server 109 to t urity key server 10 )
Veriticarion of the selifyoeety® Koy iarerisders JPARES e thel S0 Pl Tegobi

and checked with that gtaored,i e )ase |1 07. |If successful, a new
security 1<ey code is ggﬁsg}oé&qé%frﬁ%%u‘?&?iﬁb’nfornati on is sent back to the
client 101 via the secure network to update the security key 20 code held
inthe client's smart . y, iLnt : §¥H r r
security key code aut hg%{ gtécz]i]?%ggﬂé&ﬁ?géq ?@teﬁlg%riaeﬁ{&gl%ﬁgé sulla v?éztﬁ@ Sq—l\g’ SRN,

accordingly and prevenfige{&Rmi 36§ E2RAIN0uGY theUHP S Tand GFNbAR She b B t
t hus seen that every useraﬁransaction upﬁgﬁ%sethe sé@urﬁty keypcéﬁgﬁﬁﬁergﬁi

avoi ding the risk of atfeaekefr capturing details of the transaction and
subsequently presenting 34 t hensel ves as the genuine user. As referred to
above, the client 101 need not necessarily use a CO-RWsnart card 103 and
may al ternatively erippayresape tHeosemed HeddVhis RW daedlusing UREDRSK S Bakddaghthe alagdiD,
floppy discs, or the like. s Figure 5 shows a range of conmunicati on neans
by whi chit¢ he client itrayll cahdate thasuwaditted [DfPassemtli befioraithd sautrhetridveathieouser’s
according to the present invention. In addition to the use of client
termnals 102, a cl iRSKP amligangiatesshe SHY efingdw aecgivededsifdhant facilities

provi ded for custoners including a dedicated nerchant access termnal 113

or a specialised reader 114 for the smart cards |02. attached to each ,
participating point ‘fersisneratipeyiye Rivetatide’ s SHVEHE ispeampaged withithpareseryads Chigyt-

be connected to a cleari ouse of bank 109 of some for.mvia nuneroys
connecti on means su@H%é§§gagPéF&3t%Vﬁﬁgﬁﬁsgﬁﬁ%@%ﬁ58%@“@@E“§Pd?“¥ﬁe¥ﬁ§'
enbodi nent shown in figure 5 both the POS termnal 114 and the

user / customer et m Al g d0R0L 12 A6 SONREKL B E Byt D HLAPACHS o £ TEb O i

house 109 and t'he Interne respectively car

This gateway 116 is RIHEETNSI¥nsdetf dfE hhPRetRls are also logged by the security server.

10. Data Encryption:
In addition to the above user identification/authentication process, any other
transmitted data may be encrypted using the strong encryption with the DPSK as
the key. Moreover, the data integrity may be checked by validating the SHV

20 value unique to the transmitted Session and the SRN generated by the server-side.

It can be seen therefore that the session generated Security key does not require recording on

the user’s portable storage medium such as via a CD-RW card.

Therefore. according to a further embodiment. the present invention further provides dynamic



' ~s Sservers operating various nethods commerce transactions including: an
eCoupon pronotion server 117, an advertising server 118, a custoner |oyalty
program server, an eCommerce gateway (nerchant virtual store) 120 and an
nmPaynment server 121. It will be appreciated that the different servers
represented in the smart card gateway are given by way of exanple only and
the invention is not limted to sanme. Incorporation of a zo RFID unit (not
shown) into the smart card |03 or even into another readily avail able and
transportabl e such as nobil e phones or personal accessories/devices e.qg.

: hes, [ I I adi MP3 pl . he |i '
Phe wi dor _apBl PERRFOAY BFY Bird veEh PugeckpyPufiY P o iin therest b e dBE Fone
| i kel i hood Ognéﬂﬁ?ﬁﬁﬁﬁgnﬁé&gg t he necessary secure transaction

aut henti cation the smart card, or RFID enabl ed device) on
their zs person when engaged in general daily activities and not requiring

e R R b e P T o S

figures 3-~, phfgetcdy @NELIN otlckdit SRS pBbIREGUEL Bytﬂé%}éctﬁﬁﬁ‘:%%sgé%ﬂﬁﬁ@éﬁéjom?ﬁ;blient

algorithmwith two encoding factors. These factor are the creation o

muf ti-bitstexter§,Rnehakaelycudity Qé%ﬁbab&rﬁétex@.s descri bed bel ow, foll owed by

appl ying a hash function to the text. s The first encodi ng factor
conprising a nufti-bit text is obtained fromthe co-ordinates on a

muf ti - di mensitowil besippmscitebi2Rat(refelansé tod etient héde@iis @s@) todhcap@aierthe Elfdnt-sikR3.
A subsequent point P[i+1] 124 on the surface of the sphere 122 is rel ated
to the previ softwpeiand hizdinareliRBeszanydo grovidesandaf-limenktwatkhiateaface and to perform

rel ationship. This enables a series of security codes to be generated upon
each transactlien-sidempPheativoncept of using points on the surface of a
mufti-di mensi onal sphere is difficult to illustrate though mathematically
derivable by _a direct extrapolation of the geonetric relationships invol ved
in sinple 2 Brderably; fossashomerinseetiontession, e, a circle and sphere. The
paraneter equation of a circle 125 (as shown in figure 7) is y=R*sin(ang).
is x=R*cos(ang). where the paraneter ‘a)&' 126lﬁ§notes ﬁn aqﬁylar.value
fromo0 td°360. Th&MSREPEY ?ﬁ?‘i’&%‘i“ﬁ@&e%’sﬁ] AR SESHTY Key0andt FOSTA S¢Re to
full paraneter range.,i circle. The par er _equation of a sphere 128
(shown in figure @%Clhgﬁt agﬂzef?’g%‘fwtéoﬁlg%ﬁgpszab@éﬁ%é‘S%’( ang~) * sin(ang2).
x=R*cos(angi )* cos(ang~). where its paraneters ang, |29 and angz 130 vary
from-90 to 90 and, f el . . i

the poi nt (x.y. o) PR Ghehfus PR FRBRCLIE! o] RE SRR HBE RELREF b the
sphere. It can begdhus, sgem:that a mufti-dinension sphere is an extension
of the paranetric equations in two and three-dinensions. Consequently, for
an 'n' dinmensional sphere may be represented by the equations said s
co-ordi nat es-P(i) the dexurfity kerv¥dentrates [ tidnsaction sessivhi rhadodi fuBbsteddrieyponding to
X,[1]=R*sin(ang,). x2[i]=R*cos(angl)* sin(ang2). x3[i]=R*cos(angl)*
cos(ang2)s si n( angdil sedunitykgyi jardictos (ad glapsmicosreertg 2he client aftereqenygtion iding
cos(ang"). As referred to above, the above technique for generating a
mufti-bit text al sadgysamigesbhc sasyueyrkss; of text to be generated by
incrementing the equations for point P(i) 123 to give point P(i+1 ) 124. s
The generation of the next point P[i+1 ] 124 depends on point P[i] 123 and
the increments of saiflghey deenygissaidtyansgetign sesgion random gembersingdhe distagig public

dangle [i] and P [0] determne all the subsequent points i 3 gener at ed
and consequent |y, g?%@/ekeaaﬁnsmoma%m%m Sqaé(ﬁﬁr%f?ﬂoﬁmeeg&tp}ﬁé%e sepugity ey
prot ect ed nanner,tbg%@oth t he code eq&{ne aﬁg bé the user; client on said
portabl e recor dablfEPIERTS iransaeiion sessign pRlrpILIeXh b odi nent s, the present
invention may be used in dynam c authentication including public key

ton Thi ! aut: p _PUb : _
encryptiag. 1his gégﬂ\il\‘ﬁéﬂlo?xg%%%{:ag@? %sga[f;gggd’etobtﬁe &S ﬂrn%g-ﬂé oSt nldGhe };Mbsﬁlgan‘?'is

w t hout the need to sald portable record
medi um encrypted before being sent to said security server:

- the security server decrypts the received data before determining validation of said

authentication by comparing with a security key generated from the application of



"I'n both the recording and non-recordi ng nodes, the data integrity may
respectively be validated via the 160 bit security key Hash Val ue of the
1000 bit text unique to the security zs key's pre-determ ned sequence of
paranmeters (recording node) and that unique to the transmtted Session and
the security key Session Random Nunmber generated by the server 37 si de
(non-recording node). The public security key paraneters are derived in the
same nmanner as described previously with the exception that they are
generated for public usage for both the client and server side for use as a
Publ i ¢ Encrypti onskeéYirftand kewnd etsulingfac@fs BaRIqHE atleburts kB paramdterd ¥§es in
and so forth. The private security key paraneters are uni quely generated
for each user in tdid ssanmiy sgatemer as previ ously described and permt

aut hentication of the user or transaction confirmation. The secure
encryption (e.g. Triple DES) on both the public and private security key
par anet er s nmHycdepasison,chelynanye eutbentindtioy resexiinginade epaatel af follPwsl t o t he
user's smart card ~o0 103 (or simlar) storing the security key. Different
variations of PIN configuration may al so be inplenented to enhance
security, e.g. k-ncreAsisey inifates @nBapsagiorppk apeingst dngibpagri@f e secupty system
the front or back of the P|N and based on _a predefined format relative to
the date or day of a¥F&EsWhChErepies a fiqgm Rgspiqmily h et pisoctraprates aDinarie Public

i.e. 1,2,3 etc, and thrau an rithmit wll validate the sub-nunber
botor e aniocki ng. ¢ nesuatt Ref oK L ertbipiads Pl KIRWE ot eGP Means
enbodi nent of the present,i,nvention,. sai ecuri.t araneters are.
rotected via a o | ene RuHSSEeuRTr S PSIREY Mutphed B S TR E BoBiige
medium In use , the dynam c authentication non-recordi ng node operates as

foll d h i ' 9 . .
e ooas OOk el 1By R SR A RO CEBRAN AL
transaction by opening a | ogin page of the security system zo server (105),

whi ch creates &  Logiit S&&eisQppliFition! LilAkiRe @SASY HeeBortal PR GeddUR] he secure
Security Key (DPSK) 132 which'is encrypted by known strong encryption neans

using a Rublic Securyébsitkayd pRoakpts #3ITRA MBhH DEdn 1D ahdPaghbeNt - si de
application. Il. Optionally, the Cient is pronpted for their PIN |34

identification for further access Ill. After successfully PIN 134 entry,
the client appl4.catiBie eurfect akecEygih [Dhaad Dassward iRubtauwses3the Clisattuappligatikanyto:-
(DPSK) 132 using the Public Security Key 133 sent via the server. |V
Thereafter, the server will generate a Session Random Nunber (SRN) 135,

whi ch is the dynam cal iggneyetadheatieer ssaurapratcs code( 190bio) basedisndhg hequgatial User’s

security key's first encodi n§ ) ) _
Private Security Key parameters (PSKP) and hash it to produce a 160 bit User

Hash Value (UHV).

15 b. use strong encryption to encrypt a data string including the UHV, ID/Password

and CardID using the DPSK and transmit the encrypted data to the server.

5. Upon receipt, the server decrypts the data using the DPSK. Based on the CardID,
it will validate the submitted ID/Password before the server retrieves the user’s
PSKP and the last stored sequential parameters of the User’s security key code

20 and generate the UHV.

6. After generating the UHV, it is compared with the received Client-side’s UHV in
order to verify the Security key authentication is successful. If verification is

successful, it will store the subsequently generated Dynamic Security Key

12
w



factor, i.e generating a 1000 bit text fromthe paraneters defining point P
[I] 123 as s given above . The SRN 135 is encrypted with the known strong
encryption with Dynam c Public security key (DPSK) 132 and sent back to the
client's application. The client's application wll then display the Portal
|l ogin Screen to the secure website and pronpts the User to input a Login ID
and Password 136. The correct user input causes the Cient's application
to: io a. Decrypt the received data from Server using the DPSK | 32 to
obtain the SRN 135; b. generate the Session security key code ( 1000 bit)

based on the SRN 13 P%rﬁﬂéieixig gr(béﬁglbgagﬁ;{htﬁyw}&gg?é%@%agf <R %rézsmlt

and hash it to produce

strong encryption tQh@ﬁché’d@ﬁJl%l‘i‘@Jﬂ%m%ﬁﬂé@Qhé eﬁérg@ ng the SHV 138, SR 135
| Y Password 136 and Cardl D |34 using the DPSK 137and transnit the encrypt ed

data to the server. V. Upon receipt, the server decrypts the data using the

DPSK 137 and_val.i datigserifitatibricddRidved, 2068do0the (higniSURMIEG thDsEass Webde is
136. zo VI. The server retrieves the user's PSKP 137 and generates the

Server-side's SHV 13farted. Mhhd tersicivaititedartRNtd Bare Mbd lo g@édﬁ?tt@%@@frﬁy kéigert he
Server-side's SHV 138, it is conpared with the received Cient side's SHV

137 in order to verify the Security key authentication is successful. 39

I f verificatior.is ddhilevduint-sde desapplicatidmewd] inerdmest tther maxn phratr@Pertvaluehs the
secure website (not shown) is granted. The transaction tinme and details are
al so 1 ogged by the J23KP) ayd swradeit ar0% the Ter’sDRSKitYAeympyrtables cechalabkestiomge
the public key to encrcé\g_':q other data for transm ssion . The data integrity
may be checked by vang ing the SHvV 137/138 val ue unique to the
transmtted Session and the SRN 13S generated by the server- si de. In

conpari son, the dyn aut henti cation recordi ng de oper at as follo
(al so described wi tﬁggl Facrypen: Agam, @h?@‘@on tonbe ég‘g‘f?rH?Bh‘ PE/aP e‘t“l‘?@“"n

above -describe io recordin e are.
process, an o‘ﬂgr transmltted lEiata may ge engrypted using the strong encryption

10 with the DPSK as the key. Moreover, the data integrity may be checked by
validating the UHV value unique to the transmitted Session and the SRN

generated by the server-side.

Thus, this mode utilizes the previously described means of successively generating the
security key parameters and transmitting them between the client and security server and
15 enables the use of public key encryption for both the security key parameters and user ID

details.

Thus, according to an alternative embodiment. the present invention provides dynamic

authentication during each user transaction session wherein,

- said security system generates a dynamic public security key and transmits same to

20 the client after encryption using said public key;

- the client decrypts said dynamic public security key using the public key sent from the
security system and generates a multi-bit text from the client’s existing stored private
security key parameters by applying said first and second encoding factors before

encrypting the resultant data and sending to the security system;



"I. Auser initiates a transaction by opening a | ogin page of the security
system server, which creates a "Login Session ID. It also generates a

Dynam c Public Security Key (DPSK) 132 which is encrypted by known strong
encryption nmeans using a Public Security Key (PSK) 133 and returned to the

client-side application. is Il. Optionally, the Client is pronpted for
their PIN identification 134 for further access IIl. The client's
application 102 will then display the Portal login Screen to the secure

website and pronpts the User to input a Login ID and Password 136. |V. The
correct user -Logi ghd Jacaitgt sBlasstRibtd hp dhtah3thgthedRgniibpuklid R6irits key and
application to: a. generate the User security key code ( 1000 bit) based on
t he Sequenti al Useompaze withithatesulSefappltiyg teyfirpeand setadsn¢ REKEJaclds toathel
hash it to produce a 160 bit User Hash Value (UHV) 140. b. use strong
encryption to encpyiptteacaaitnket parargetensctareld imgthe becud\syiwo tolvotiBasseesstil 136
and Cardl D | 34 using the DPSK 137 and transmt the encrypted data to the
server 105. -~o put tipeicei pt, the server 105 decrypts the data using
the DPSK | 37. Based on the CardI D 134, it wll validate the submtted

| O/ Password 136, before the server, retri ves the user's PSKP 137 and the

| ast storéd SEFE@Rl: Hisaldareafsatiands sycopsidul e pext dyaamiq segunilyikey parametey is stored
generate the UHV |39.. s er nerating.the Server-si UHV |39, it
i's conpared RPHE Fq‘FBHFYe?FéYe\?eAL‘éS F}@rfﬁlegﬁ %@@WF%‘CW%%&P ‘g’Ba‘%‘écr FeryrigHey
Security key ticati successful VII. If verification is

t he
successf ul , tt(hé JB%Bﬁrﬁ‘gﬁfelri/O%QﬁB?’ﬁtpgﬁl Dynami ¢ Security Key Paraneter Val ue
(DSKP) 132 is stored back to the security server"s Dat abase 107. The

successful vafj gﬁk' 1?19 ﬁe%l ih" acﬂ?l@tt% td?% g@rc%ﬁﬁhgré thP G %Hgﬁgg,rl?h%% (1 f;o Q%hsiugﬁm R

If verification I'S ac I eve access ent

secure websi L6qd Bt mBPWR) b S Enxte%‘ggy tg sE{] l%%éxﬁrbé}eiaéﬁet aen %efrﬁisk%ﬁl o"ﬁ[}%

al so | ogged by the security server i ent e applica
i ncrenment g tQ@mﬂﬁﬁ% DSKP 137 paraneter value and stored it on to the user”
s security key poriable recordable storage nedium 103 . ~ s Thus, this node
utilizes the previously described neans of successively generating the

The 'A' drive is the usual name accorded a diskette drive reader of a computer. It will be

appreciated that such drives may be mapped with an alternative letter on a computer.

The code on the disk permits a central server or engine to authenticate the code and confirm
this with the software of the seller and any bank involved. The code, when later used to
15 confirm the transfer of funds for payment, can also be used to update the records of the buyer

with the bank, and to update the records with the seller for the generation of billing.

In accordance with this invention the machine readable disk may be of the standard type of 3
1/4 inch disk that can be easily carried in a pocket, bag, etc, and is personal to the buyer, not
limited to the computer or internet connection on which the buyer is conducting the

20  transaction.

The code on the disk may be of many types and may involve one or more elements. Each
time the code is used one or more elements may be changed. For example, to create starting
codes for a user, four random numbers may be generated. Two of these numbers can be five
digit numbers which can be merged to a ten digit number as a user starting code. With this

25 number and the code, every user is assigned three numbers or parameters that are used for



"security key paraneters and transmtting them between the client and
security server and enabl es the use of public key encryption for both the
security key paraneters and user |ID details. Aspects of the present

i nvention have been described by way of exanples and it should be zo
appreci ated that the concept and principals of the system described are
nost i nportant but also that nodifications and additions nay be made
thereto without departing fromthe scope thereof. 41 CLAIMS: 1. A
security key for use in online transactions over el ectronic networks

bet ween user s1odifging theseses codec [Thelthieg pasamétemsiarsofniemais¢rgntuserand at | east one
reci pient, characterised in that each key, includes code generated

i ndependently fromsaid client and recipient, characterised in that said .
code gener at "IN hesen ees e pyven. Becods rf teawsenis madifiednThe medification wilbe in
text is at least partly formed from paraneters derived from cq-ordi nates of
a point P(i )t‘?ﬁ%pﬁ%ﬁﬁF? a—‘rﬂ?%r?éﬁ“éflﬁfé’lﬂt chsmes and another part (@ pYQI REPFUHAL | aj ned i n

claim1l1, wherein for a sphere of 'n' dinensigns, said co-ordinates P(i) _
i[i], x2[i il g XEL .gi i ] =R*si <)o

KoL 1] SR cos( HE S5 b ks Fongath ikl Ut v 9 sk i oy "o Hgdfigayt dummy

LR oo Al SRR e BT o ROTOR TS RSl

of transacti ?é&?atﬁé’%@ tffé SS&ereg@ExFe. RELIMRTES 0S@Y £ d&a){é 560 ﬁr%ke‘ﬂ%&l@%roé}%é ?F%peed of

processing of transactions ween users, sald users including: at [east

one client, ?é&gir@taph%%yaﬂrb?tﬁeeﬁbl@! ent, wherein each transaction
a

i ncor porates use 0 uni que security key as clained in claiml or claim2,
wherein said systemincorporates conputer processor and nmenory means for

gener ati ng eachidi®dh tosRisdh& ¥k 68 mdhiléred ERdMmagiBBAsAl RPlitAMRPEOCAR Ye, iff BN
said client and recipient by a code engine. said code including said first

encodi ng factede @ntheatisit Rasdinodgplicttet hefoerkadplog 16 36Hies). ond one 4f thy duplicated
security systemas clainmed in claim3, wherein said key is regenerated upon
each transactlisks oanit bsgimuppisk dsl bemgsused fus ey fransastiat, ageew rode il thebleevritten
storage nedium 5. A security systemas clained in claim3, wherein a
second encodiityirf the topiginal disl pér thel nexs twampattinuf Thishewritterx todsfbesaings thiervatid code.
encodi ng factor; said second encodi ng factor conprising the application_of
a HASH al gor iThanihegremainieg 3ropiess poicaninglade the epginglcade Afrhg original disk, will e
transactions are_onljne_el ecftroni c funds transacti on between a user, at

| east one selMPdpd arpyinyalidgted foy anynsubseqyient ysedyith BRcade @efiSred in clai m 3,
wherein said nufti-bit text is less than or equal to a 1000 bits and said

fti-di i | h is | h I ~0 . di i .. 8.
e R Sl o e B L TBRS 0 o s
‘;‘[‘r f‘ﬁg' E '019“""'50 AP M ke PASEHe T 2hpic SBBE LGl 1o thd 5 iMA 08 AR Puiddt B RESRRY Be

voided and invalidated fo—r use.

Appropriate monitoring, of known type, at the code engine site can also be used to ascertain
whether invalid disks with duplicate codes are being used. The transaction can be invalidated

or provide an audit trail for forwarding to appropriate authorities.

20 In accordance with this invention the security system may further include a password-based
user identification system, operable through the internet interfaces. which may be further
used to identify a buyer to the system. The password as used herein is a string of symbols,
which are used to authenticate an identity as additional to. or part of, the above security

system.



confirmthe identity of a user by the code engine of the system 9. A
security systemas clained in claim8, wherein said key is initially
random y generated by said code engi ne upon a request fromthe client
followi ng verification of said password-based user identification and ther_
supplied to said client via a secure network connection. 10. A security
systemas clained in claim9, wherein a subsequent key is generated by said
code engine after successful authentication of a client follow ng
application the clients password and exi sting key, whereupon a new key is

d li.ed he client. 11 : ey
raim 4. wnoreBu G i pisdfa cfin e REERT iy 4o PhEh Bt o Haf profess
imited £0 LBy AN iRy LA BV TRILR: o 5B o B ol o SRERe o

fl oppy discs,”snart car Security syStem as

11, wherein | W i ESad L It £ { | ti purpose
busi ness car E@AC%QQX @@éﬁp{ﬁ?@deﬁ@%ﬂ@c@ﬁg%&gﬁthﬁxﬂw g‘%d%r@%%l@\(}\ﬁgr ein said
portable nediumis incorporated into a snmart card. 14. A security system as

clainmed in ckaéitchtrolIMaBNMRIRed Rir GRS hhAREE JIRAIL M sxamP&O fPREANAEL thBt&defor a
nobi |l e phone. 1 ~. A security systemas clained in any one of clains 12-14,

further i acoFa@dcab'f RigneA whBIP abpdcRNGL tHe! uddi’s agbteNQill Mot be dRSIPetdtioh (@tdeNatple,
can also include itemlike DI\& mar ki ng, finger print, voice print, cornea
identificati tnactifamigal crédicagd fdrivea fatinternkbtrafSasieng).i ty systemas clained in
claiml ~, wherein said transmtter is a RFID unit. 17. A security system
as clainmed in claim 3, wherein said regeneration of said key includes
cal cul ati ng B®IEF DESERIPBIOOfORTHRDRAMING®I nt P(i+1 ) on said nulti
di rensi onal sphere. 18. A security systemas clained in claim17, wherein
said further goint i s determ ned by Earaneters P[O] and dangle[i]. 19. A
security sysilémpaesert avemipn ¢ancnaieniully beyiirslersiopdsky eeferanemist e Jollowingedetailed
i ncl ude sphere radius R ) _ ] . o
description and accompanying drawings, which form an integral part of the application.

10 Figure 1. is a pictorial representation of the flow system using the security system according

to a first embodiment of the present invention; and

Figure 2. is a pictorial view of an application of the security system according to a first

embodiment of the present invention in a real time setting of a library;

Figure 3. is a schematic representation of a system for distribution of a security key

5 according to said second embodiment of the present invention;

Figure 4. is a schematic representation of a system for authentication and regeneration of a

security key according to said second embodiment of the present invention;

Figure 5. is a further schematic representation of a system for authentication and
regeneration of a security key utilising a smart card according to said second

20 embodiment of the present invention;

Figure 6. is a representation of a 50-dimensional sphere in accordance with a second

embodiment of the present invention;

Figure 7. is a representation 2-dimensional circle, and



20. ‘A security systemas clainmed in claim3. wherein said paraneters are
stored and protected on said portable nedium 21. A security system as
claimed in claim?20, wherein said security key paraneters are a-~

protected via a client PIN. 22. A security systemas clainmed in claimb5,
utilising public key encryption of data exchanged between the user and said
security system 23. A security systemas clainmed in claim?22, wherein said
public key encryption includes a public key conprised of said security key
parameters uni quely generated for public usage by the security system and

one or nore Eluedy. USelepres@iiftidd I-Ymi@sRaaitphérk. key parameters. 24. A
security systemas clained in claim23, capable of providing dynamc

aut henti cati on wherein for each user transaction session, said security
syst em gener Righge @ Gy nantieenpitic] representdtion Yotk @y syuhdin t foandytabific SamEentioatidye and
client after encryption using said public key; the client decrypts said
dynam ¢ public securégeyeriigyn of arsgeurite euhkctardingey = mthef embodinens ef ulid paesent
system the security server generates a transaction session random nunber
correspondi ng to sainveseeurityc-~ key paraneters and transmits sane to the
client after encryption using said dynam c public security key; said client
decrypts said transaction session random nunber using the dynam c public
security key DFTAILERBEHRIBTON same into said first encoding factor of the
security key to produce a transaction session nufti-bit text; said second

SR MER T TECRERTES IR ) PR
decrypts Lhe racelvad dat belore, Setormt g ol et on 20 oSl o
codes. The engine 2 incorporates appropriate software for identifying and reading codes

forwarded electronically to it, or to the portal, and for identifying such codes and providing

10 code authentication. The portal 1 and the engine 2 form part of the internet or web 3, which

can be connected to by one or more PCs 4 representing the computer being used by one or

more end users 5. Each user 5 has a disk with a code 6 thereon. Each user 5 has received the

code 6 after application to the service provider operating the portal 1 and engine 2.

The disk with code 6 is forwarded to the user 5 by non-electronic means, after application by
15 the user 5 for such a code 6. The user 5 may be an end retailer, or e-retailer. The user 5 may
be a business in a supply chain who is placing orders for goods electronically in a B2B
situation. Whilst the method of connection to the internet 3 has been represented as PC
computer 4, it will be appreciated that any other form of internet connection, with means for

machine reading of disks, may be used without departing from the scope of the invention.

20 The code 6 may be copy-protected by a number of means before being forwarded to the user
5. In addition to this the disk can be monitored for unauthorised duplication. For example, if
the code 6 on the disk is being duplicated to (for example) ten copies, once one of the
duplicated disks or the original disk is used for any transaction. a new code will be rewritten
within the original disk for the next transaction. This rewritten code becomes the valid code

25 6. Thus the remaining nine copies, which include the original code of the original disk, will



“application of said first and second encoding factors to said private
security key paraneters stored in said security system 25. A security
systemas clained in claim23, capable of providing dynam c authentication

wherein for each user transaction session; - said security system generates
a dynam c public security key and transmts sane to the client after
encryption using said public key; - the client decrypts said dynam c public

security key using the public key sent fromthe security system and
generates a nufti-bit text fromthe client's existing stored private

ity k : t i d f t d di fact
Dot or ¢ onor Y TAIGed Hel Fedliflet e b AteRURaMID! bt COUTGHEA |y System -
the security server decrypts t he data usi ng the dynam ¢ public security key
d i.t h.th d
factors to TS abAGARE'S IR IepyeREEt Btk P sols b ERCoROERE ddwﬁféu%dtgy%ds that
system to Ve%ljagé/thgg)?%&%efdﬂér £ elaﬁ'{&i Be? ftlﬁ’}%S tleé afsk éBgenS%/ogjﬁ %(gr examtple

clainmed in claim rern it sal ver| I cation I's success

dynam c secugihtYinlegy paraneter is stored on the security server, Whl le the
client application also increments the dynamic security key to store t he
parameters of the next point. 27. A method of authenticating the unique

identity of B MRHod férth{srs%&ﬁﬂ?trhéhﬂ&eotf@r pollaB ¢ tah@RhEinB &t cYMﬂrlKéorp&%tedpr‘ég‘x%hﬁx'i‘fhg
including online processing of transactions between users, said users

including:  aforlcemphriiincdri@nt ased@hirdivhb®as br @mw&&f@te@ﬂbeoW@fee\As ége@@ Rame
transaction i ncor por ates use of a uni que securil ty key characterise

in that the cmichote icodd hedsg bgehaopdnth theseent thitya sysit®sddens asgdthatpor@l 1 and
conput er processor and nenory neans on which is operated a code engine
generating senginc@des ,propragupiunedtsucn they an aldietrail gendei shonigorsdicd rieprpduced if
conprising: code generated independently fromsaid client and recipient by
a code engi neeedségﬂtmrqm@tewﬁh@tm | east a first and second encoding
factors, said first encoding factor conprising a multi-bit code text at

| east partly formed from paraneters derived fromco-ordinates of a point
P(i) on a° nuf‘taD@xaAmAk A ¢ ORAéRTEOt the invenpiaRnidE vay TRYFGRANY A aefFSaanrﬁrzlvr with

further |nclud|n t he st ein said_key.is regene d supplied to
said client %ber‘f ’é‘é‘lq’icesi? ’é sm’@ cgﬁtpagnécaéﬁmﬂ S&ﬁ@a@ttﬁﬁﬁqgﬁ%ﬁ éf?’iné‘ﬁtslﬁ\?d

\t/mhgr g: Ineg;i. dgﬁ%é;or code augxo?igat?ona Iaeauthentlcatlon 'ﬁw us]:aru 5 tppoevrldesq}%I %j It}{]egentgl?n% 7 {)}? R

code handshake and authentication (9, 10). The engine 2 will only provide code
authentication 10 if the code 6 is present in the 'A’ drive of PC 4 of the user 5. Once the code
15 authentication 10 is provided the user 5 can also provide authorisation for payment. The
ability to effect payment requires an electronic query by the bank 12 in question, who also
use code authentication 13 for payment status 14. This payment is cleared through the
banking system via route (13 and 14) as shown on Figure 1. The user 5 can verify billing,

selection and settlement 8 and payment status 11 during code verification 13.

20 The portal 1 and engine 2 are preferably operated by an independent administrator or
business 15. The codes 6, on disks, can be issued on individual application to the business 15.
Alternatively the business 15 can bulk issue codes on disks to an appropriate further business
17 (which may be a bank 12). With appropriate backups for example an escrow agent 16, the
system can be varied as is required by the businesses 7. banks 12 and users 5, or a

25 combination thereof.



regenerated and supplied to said client is stored on a portable storage
medi um upon each successi ve and successful transaction application by the
client. 30. A nethod as clainmed in claim?27, wherein for a sphere of 'n'

di mensi ons, said co-ordinates P(i) _ (xI[i], xz[i], x3[i],..... x"[i]) are
given by x, [i]=R* sin(ang, ). xz[i]=R*cos(ang,)* sin(ang2).
x3[1]=R*cos(ang, )* cos(angz)* sin(ang3). X'[i]=R*cos(ang~)* cos(ang2).....
cos(ang" _,)* cos(angn). 31. A nethod as clainmed in claim30, wherein said
mufti-bit text size is given by n*i. 47 32. A nethod as clainmed in any

one of clai My &l be 2Pprediieddeingt FiheGenLe %@%ﬁqhgg?&@&ft Qfodif 3 sapRhI8Mle trRinstRt f

multi-bit text of said first encoding factor; d second encodi ng factor

conprising t kempihd _@cﬁﬁﬁg&ﬁbs% tie SAnRHial RS ickfibledRe bAhkiRL ih@dstgﬁ} widuld BB ebleRo
S

claim 27, wherein said transactions are online electronic fun transacti on
bet ween a useke thalsyst@aslf code 6Swith esnfalRbeced bank. 34. A nethod as clained in
claim27 wherein said nufti-bit text is |ess than or equal to a 1000 bits
and said mufti-dinmensional sphere is less than or equal to 50 di nmensions. 3
5 . A net hod Eash chaipaed 7i iwhehadlect@nicallpenilking, sai dereyae dnblihgs ahére¢ondd ufi@sher
an additional password-based user-identification including an al phanuneric
string toscormfansastiome 18,dehichtare gheracelbaeed yd {drecopsalslagdgl héoroach Hises §st Eimse
36. A nmethod as clainmed in claim35, wherein said key is initially randomy
gener at ed by caligted srensaceemrs he atpplorwarde@ yisepartat rlote qither ghej kawk ¥op1 end nger S, as
verification of said password-based user identification and_then supplied
to said clieditc¢Pd Aheusendeandsiyeuihe slaivetbapk 12 By uspohibe Kode QL RavaheraerouAt.

claim 36, wherein a subsequent key js. gen ed b ai d code engine .after
successt ul  adt et Haading AcHons| Pdhe b f%afh*?gba%ph 1 it ihncadgeltitiniipgtion 13,
password and exi sting key, ereupon a new key | s geperated an upplied to
Phe ol ent - 28 mag it e aad B Gloping 4 eboto GSRE RS Ty ARG RY BBl
mediumis selected from but not limted to the group: CD-R CD RWor

DVD- RW nedi a f »C , i . elall rd. .
met hod a§gc|QﬁgéﬁngﬁyéP%fﬁgggr‘%ﬁggéFéégﬁﬁﬁdgéiggﬁ?2H2§§P§ﬁ¥9§&?ﬁbﬁﬁ§§%ﬁﬁ¥“
a example a password could be used to further authenticate the access of the user 5. Such

coding could be used in addition to or as a temporary replacement for the code 6 on the disk

if it were, for example, lost or misplaced.

A further, additional layer of security can optionally be added. This can be separate from the
15 code 6 on a disk and with or without any password as described above. The control of such
system would still lie with the user 5 of the disk. The additional layer of security would be a
'flag control' 29 operable by the user 5. Such flag control 29 can be used by the user 5 to
activate or deactivate a validation process such that the code 6 on the disk and or password

are secondary validation procedures.

20  Examples of the operation of such control can include, for example, the deactivation of a
particular style of transaction 18 by the user 5; for example: credit card or mobile phone 24

for a specified period of time or indefinitely.

This can be of a advantage if a credit card is used on the internet and then the card is lost as it
will prevent anyone illegally using the credit card of the user 5 for any transaction 18 on the

25 internet.



48 ° mufti-nedia nmultipurpose business card. 40. A nethod as clained in
claim38, wherein said portable nediumis incorporated into a nobile phone.
41. A nethod as clainmed in claim38, wherein said portable nediumis
incorporated into a smart card. 42. A nethod as clainmed in any one of
clainms 39-41, further incorporating a short range bi-directional RF
transmtter. 43. A nethod as clained in claim42, wherein said transmtter
is aRFIDunit. 44. A nmethod as clained in claim32, further utilising
public key encryption of data exchanged between the user and said security
system wher gfh 3o sl g&h%extraeeayﬁklﬁe bl S YdEAnfeR P! i ¢ key conprised
of said security key paraneters uniquely generated for public usage by the
security systemand one or nore client users, and private security key
parameters. 45. A meuRApulaed SMS MREsHg8 idodpdththtt huRERd PRRABAPR seORe Ch@kdNand
29), providing dynam c authentication wherein for each user transaction
session, - saicordsietusughyths portm Weh teain@fmed; dynam ¢ public security key and
transmts sane to the client after encryption using said public key; - the
client decrypts said dynam c public security key using the public key sent
fromthe security syaspkone calltusengsacautomygtedcieypad DR amsvedring serviceatosiand thenuser 5
sessi on random nunber corresponding to said security key paraneters and
transm t ss saaml password wid therkeyped: 25 bedorersgiting ¢inis wentng); sai d dynani ¢ public
security key; 49 said client decrypts said transaction session random
nunber using the dynam c public security key and incorporates sane into
said first encodi ng-Vichemtenet ysingsely enarypticayanddheya ang pasyerdde iagnin and
session mufti-pit Bext;&iai den@gcond encodi ng factor is a€pl ied to the

sessi on nuf t fCHyREE thesqntion gageiarqugs ihe pottal il and saging 2etp ssthscantsed; afl sent to
said security server; the security server decrypts the received data before

determ ning validation of said.authentication by conmparing wjih securi t
key generatg'.J ed from fﬁﬂ“eaﬁﬁw’é‘&f“iatiﬂn giediay t‘fa}nrlé‘%i( on é@&t@%ﬁ&@)@sﬁlﬁﬁgeypads b5
factors to saj [ivate.secur.ity ke araneters stor.ed iin said securit
system 46. %‘c{riaéé)lhaola’?néesmc‘fa‘éf {Tlgﬁ%fhﬁlg)éfogiemﬂle( Qﬁgrnﬁfé%w&lﬁﬁ?mgﬂ cl ai ms )2/7 or

28), providing dynam c authentication wherein for each user transaction

sessi on; 3ai gc&ﬁﬁfﬁ?'t& YheSt¥r3t GHD RRRERARe ﬁlvgﬁftWSPdeQH%ehévigﬁ%ﬁr!éﬁcé et§ %ﬁgﬁgq -2,

transmts sanme to Che client arter encryption using sal

client decryptigstkey SerfdyAiRdml gt iiEnSWAMsdibydkey using the public key sent
fromthe security system and generates a nufti-bit text fromthe client's

existing stored private security key paraneters by applying said first and

second encodiThgcddct iy genedfial &, Enceapipldlgen bipitsesith h aniqudatutmban orseaoll ion gvérg
the security system the security server decrypts the data using the

dynam ¢ publ 10,8k users §. Keary aimik e owgra¥ @seswihe invdmtion ebaicodeots rapqifipd.nbhet $tarting
first and second encoding factors to the private security key paraneters
stored in theodsdcior each wes mfonvrapdeinfnunzhers Fserh the fout readoinoamibsrs two numbers,

s each of which are five digit, are merged to create a ten digit number. With this number every
user 5 is assigned three numbers or parameters that are used for modifying the starting code
6. The parameters are different for each user 5. As the user 5 uses the invention, the code 6
must be modified. It is obvious that a different number is required and that this number is not
often repeated. To achieve this two of the three parameters operate to change the code. One
20  of the parameters is for a significant change and the another parameter is to avoid repetitions.

Thus each of the parameters rotates to generate different numbers within the numeric code 6.

The code 6 on the disk is comprised of the actual string of code and additional dummy codes
which are scrambled or encrypted. The actual string of code 6 is broken up to seven sub-

strings before being scrambled with those generated dummy codes. to form a code of



‘so " 47. A nmethod as clainmed in claim46. wherein if said verification is
successful, the next dynam c security key paraneter is stored on the
security server, while the client application also increnents the dynamc
security key to store the paraneters of the next point. 48. A nmethod of
confirmng the unique identity of a user in an Internet transaction, said
transaction including electronic funds transfer and confirmation of
transactions over the Internet, said users including at |east one client;

at | east one recipient and at | east one bank; wherein each user

communi cates _wi t h. angt her,.vi a, the Internet, and wherein each transaction

i ncor por at es aP?{gX%aéa%g%a}(buWi %fttfes%%gt 15 19} desipable, F%F‘%Vc?t BF is‘éz&uofirt © £Pdg aphlgreer
met hod inclu L Rr Qv di-ng. i system i ncqrporating conputer

pr ocessor angﬁﬁé%§f§r#%@%gugﬁﬁgﬁﬁéﬁ%%¥t a%?8f@5%§“§%de engi ne generating
said codes; on application by a client. providing said key conprising: code

generated | ng%l%{iﬁ%ma%ﬁélufer Dithe ?éagtiﬁlleieggrhlgl%;ﬁvéneﬁ)ir I?ﬁeg Ierzg onPofRE Sy £aH dREeribed

said code in east two encodi actors, d key bel ng

regenerated aith RiPEck 96 HeOfi SRk HEbMERENT PownliARA | s McRPetAibh & f LatRhLIADHE a
medi um upon each successive and successful transaction application by the
client wher eRyb=sefve il £dtd frreMtideso tieori@d 85t Wishidizdo déad Radta SN tLATIR-Bd¥ks
and said at | east one bank upon request for verification for effecting

conpl eti on oheld dnrunaget datibasedB] Custérhéls 35 queBshrodgk thiccigicphcet 20 apd vedaietleal
| east one bank electronically confirmveracity of said code wth said

engi ne bef or éhage thoakss they ivaish o ezadsor vodw. These books can be electronically downloaded as
. Ah3e. A A{. As% AA 9. AAL% AUs% AA99. AY{ 9. AU% A{. A. % A% AU. A. . A& A{ % AU2. A{ 9
. A{. AE. A. A{ §HEMUGagéE2 AfrosiytheAhastér datdbaseAB6.AlTthe system can query the customer 35 for
.Ah& A{s. A{2. AA A ALR. Ass. Ah. A. Ay. A% A AL. Al . A Af. A, AyE?) Lo?eQ0D

_y~yt oj e [ V] eede &rcaidightian] celliela)ess] thajdisk] o] esle capt &lmed d hpod the ehasad dor] ba
] ca] cTaU] ca] ca] caV] caV] ca].ca] ca] ca] cTa] ca! |

DT59A1Q 20 ##gepnload repordgdip revgayment) manags] #a] caj ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] caU] ca] ca] ca] ca]ca]ca] ca]ca]ca]ca]calcalcalcal4,,,H-.b...:///K
001" 111T7223a

. xsni d_itf @ﬁ @%ﬁé@%ﬁaﬁ’% thet by éay’reaﬁietarg%nl%raﬁiuaﬁc thecafividuak rhasgesareearred Py
o ool BB AR B BE TS an i flectspris psepen oo dorpasgedaipete
] ca] ca] ca] Calcﬁgw saleglifielsad s ALaAtE Al el CAL CRLGRLS 35 AP RLER) AR £RbGAR

] cal IKxKKKVLL

Nz NN, OO0CP>PyRPRRR QR FER R oMl b Bef bl s alitrliealio Bhanl ealealsinhen
a) ca] ca] ca] catgalgdlka) cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! RRQSSS)

TI TTTTUf UUV\\(/$$Z[ #A]]1 [ " a*a™aoayayt oj e [UV] ca] ca] ca] ca] ca] ca] caV] ca
] caV] ca] caV] ca] ca] ca] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca
] cal yaaaaaabiWhifdy biee abavecd stilmdco®aadiak been discussed with use of the internet, it will be
eee}xsnhc] Xyt oj e [ UV] ] caV] ca] caV] ca] ca] ca] ca] ca] ca] caV] ca] caV] ca] caV] ca] caV
] ca] caV] ca] cappreciped Vihet]thia\daidk] adsv] tepravdte anc ajtraete %dapde Bpuk gemes efahf bé gumy
g% hhhG ii Bj Lkkk\ |~ sl {vqgl gb\ We [ UV] ] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ca] ca] cauesifg alears\dapalle alganapetov] te Aheciajeszeypn dcomratilecaVpcdrive.

sl } 11 mf mm&nbnno. oooBpbppplgqgqNr "rfrr!sVsstl uu

The invention will now be described with reference to further embodiments as shown in

20  figures 3-8.

In these embodiments, the present invention relates to a system and method for authenticating
transactions conducted over a network, particularly the internet, utilising a high security code
engine generating self morphing security key codes. which may be stored by the user in a

convenient recordable medium.

25 Regarding figures 3, a security system 100 is thereshown comprised of ; a user or client 101,

Ll
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online financial transaction via the internet 104. Figure 4 shows additional elements and

connections to those shown in figure 3 including;

25 - an internet web server 108 connected to the client terminal 102

an
22
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()-:+4/,1,2,3,4,, cohnecton 110 ¢hpeying a ec@® ptOVecl&uth at S8LOSAIR A way transmission

connection to the security key server 103;

- and respective firewalls 111 for the security key server 105, web server 108 and bank
5 server 109 each acting as an interface with all incoming and outgoing communications

with the respective servers; and

- security key server 105 is also configured to transmit (but not receive) data to the web

server 108.

The client 101 logs onto the webserver 108 via their user terminal 102 (which may be a home
10 PC, a cybercafe terminal, a store customer terminal and so forth) after connecting their smart

card 103 to an appropriate interface with the terminal 102.

The client 101 is then prompted for their user ID and password which is received through the
firewall 111 of the web server 102. The clients identification details are then submitted for
verification at the bank server 109 and if successful, the client identification details plus send
15 their existing security key code is sent via the bank web server 109 to the security key server

105.

Verification of the security key is then performed by the code engine 106 and checked with
that stored in the database 107. If successful, a new security key code is generated and this
information is sent back to the client 101 via the secure network to update the security key

20 code held in the client’s smart card 103.

If at any point the user ID/password or security key code authentications fail, the client 101 is

advised accordingly and prevented from accessing any further services.

It can be thus seen that every user transaction updates the security key code thereby avoiding

the risk of a hacker capturing details of the transaction and subsequently presenting
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As referred to above, the client 101 need not necessarily use a CD-RW smart card 103 and
may alternatively employ some form of DVD-RW media, USB keys, flash cards, floppy

discs, or the like.

s Figure 5 shows a range of communication means by which the client may conduct a secure
transaction with authentication according to the present invention. In addition to the use of
client terminals 102, a client 101 may use one of several merchant facilities provided for
customers including a dedicated merchant access terminal 113 or a specialised reader 114 for
the smart cards 102, attached to each participating point of sale (POS) outlet 114. The POS

10 terminals 114 may be connected to a clearing house of bank 109 of some form via numerous

connection means such as cable, a dial-up connection, DSL etc.

In the embodiment shown in figure 5, both the POS terminal 114 and the user/customer
terminals 102/113 are connected (via the financial clearing house 109 and the internet 104
respectively) to a smart card “gateway” 116. This gateway 116 is effectively a collection of
t5  servers operating various methods commerce transactions including: an eCoupon promotion
server 117, an advertising server 118, a customer loyalty program server, an eCommerce

gateway (merchant virtual store) 120 and an mPayment server 121.

It will be appreciated that the different servers represented in the smart card gateway are
given by way of example only and the invention is not limited to same. Incorporation of a
20 RFID unit (not shown) into the smart card 103 or even into another readily available and
transportable such as mobile phones or personal accessories/devices e.g. pens, watches,
music players (radio, MP3 players) and the like increases the wider application of the security
system. It furthermore increases the likelihood of the user having the necessary secure
transaction authentication hardware (e.g. the smart card, or RFID enabled device) on their
25 person when engaged in general daily activities and not requiring any user

assessment/prediction of whether the security specific card may be needed.
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FS#H10%@& () - frises saageciiityVkeyveode! 2enkkied by an algorithm with two encoding factors. These
factor are the creation of a multi-bit text (preferably a 1000 bit) as described below, followed

by applying a hash function to the text.

5 The first encoding factor comprising a multi-bit text is obtained from the co-ordinates on a
multi-dimensional sphere 122 (illustrated in figure 6) of a point P(i) 123. A subsequent point
P[i+1] 124 on the surface of the sphere 122 is related to the previous point P(i) 123 according
a defined mathematical relationship. This enables a series of security codes to be generated

upon each transaction.

10 The concept of using points on the surface of a multi-dimensional sphere is difficult to
illustrate though mathematically derivable by a direct extrapolation of the geometric

relationships involved in simple 2 and 3 dimension equivalents, i.e. a circle and sphere.
The parameter equation of a circle 125 (as shown in figure 7) is
y=R*sin(ang).

5 x=R*cos(ang).
where the parameter ‘ang’ 126 denotes an angular value from 0 to 360°.
The shape transcribed by the point (x,y) 127 through the full parameter range is a circle.

The parameter equation of a sphere 128 (shown in figure 8) is:
z=R*sin(ang,).
20 y=R*cos(ang;) * sin(angy).

x=R*cos(ang)* cos(ang,).

where its parameters ang; 129 and ang; 130 vary from -90° t0 90° and from 0° to 180°

respectively.,

The shape transcribed by the point (x,y.z) 131 through the specified parameter range is a
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1) %0%u=u& ()-y!$FU0% u-u& ()-! FrA0Wu%E& ()- !FUAOWum& ()- 'L
$$10%1u& () - it can be thus seen that a multi-dimension sphere is an extension of the parametric equations

in two and three-dimensions.

Consequently, for an ‘n’ dimensional sphere may be represented by the equations said

s co-ordinates P(1) = (x)[i], x[i], x3[i],..... Xa[i]) are given by

x1[i]=R*sin(ang;).
Xz[1]=R*cos(ang;)* sin(ang,).

x3[1]=R*cos(ang;)* cos(ang,)* sin(ang;).

Xn[i]=R*cos(ang;)* cos(angy)..... cos(ang,.;)* cos(ang,).

As referred to above, the above technique for generating a multi-bit text also provides a
sequence of text to be generated by incrementing the equations for point P(i) 123 to give

point P(i+1) 124.

15 The generation of the next point P[i+1] 124 depends on point P[i] 123 and the increments of
angles dangle[i], i=0,1,2,...49. The parameters dangle[i] and P[0] determine all the
subsequent points P[i] 123 generated and consequently, these parameters dangle[i] and P[i]
are stored in a protected manner, by both the code engine and by the user/client on said

portable recordable medium .

20 In yet further embodiments, the present invention may be used in dynamic authentication
including public key encryption. This dynamic authentication may be performed in either

with or without the need to write the security code to said portable recordable medium.

In both the recording and non-recording modes, the data integrity may respectively be
validated via the 160 bit security key Hash Value of the 1000 bit text unique to the security
25 key’s pre-determined sequence of parameters (recording mode) and that unique to the

transmitted Session and the security key Session Random Number generated by the server-
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The private security key parameters are uniquely generated for each user in the same manner

as previously described and permit authentication of the user or transaction confirmation.

The secure encryption (e.g. Triple DES) on both the public and private security key
parameters may be optionally protected by assigning a 6 digit PIN to the user’s smart card
to 103 (or similar) storing the security key. Different variations of PIN configuration may also
be implemented to enhance security, e.g. increasing the number of PIN digits or by adding 1,
2, 3 to the front or back of the PIN and based on a predefined format relative to the date or
day of access, the user will key in the relevant sub-number i.e. 1,2,3 etc, and through an

algorithm it will validate the sub-number before unlocking the security key card.

15 Therefore, according to one embodiment of the present invention, said security key

parameters are protected via a client PIN, preferably located on said portable storage medium.

In use , the dynamic authentication non-recording mode operates as follows (and as shown in

figure 9, where stages [-VII correspond broadly to the like numbered points below):

I. A user (not shown) initiates a transaction by opening a login page of the security system
20 server (105), which creates a ‘Login Session ID’. It also generates a Dynamic Public
Security Key (DPSK) 132 which is encrypted by known strong encryption means using

a Public Security Key (PSK) 133 and returned to the client-side application.
I1. Optionally, the Client is prompted for their PIN 134 identification for further access

III.  After successfully PIN 134 entry, the client application will decrypt the Dynamic Public



"10@10@ 10@AL0%@& () - stluu

w WxdEbC@#10%r( @10%g& () - y&49d0%g& () - @10%& () -910%&' () -, #10%9& () - $10%

g& () -xxxyWwyyyydE:/ 10g 10gl

@0%& ()-<-#10%& ()-L910%& ()-s610%g& ()-3910%& ()-0" 10%9& ()-yy6{{]|}F~

~oP1/ |, &10%& ()-!g#l10%& ()-!Z2%0%r& ()-!Z%d0%m& ()- %0%h& ()-!

% 0988& ()- 10g~~!yz{wlUe+/ 10zl @0%& ()-

L:nPd0%z& ()-!90% 0%k ()-2z!90%0%z& ()-z!'vf+ 10%& ()-!{f(mlO%& ()-{|}~gH

10zl @ 0% #10%@& ()- L3%0%@ & ()-!L3%0¥33& ()-! P$10%& () - S#10%x&' ()- 10z

10z' e} "<H 10z! &Security Be#HER K )- 1325usin®4hR Ruplit Sexwip ¥exor3§ perit w8 the server.

1109 ()-&z10%@& () - ' 10%@&' ()- ?7CbCOz! 10%9&' ()- !'10%g& ()-S10%& ()-9

10%g&' ()- 10 10§) , ) o

10@a 0%@x (1Y osdEbewmaiteythgoger Vilbggremgrea ByssipgRavigrr XymBarg&Ga) (135, which is the
[0) ! - [0) [0) ! - 1 3+ [0) ! - 0, ! - 1 O/ ! -

igégg 8 oo /%848gﬁ%é%&éé&%ﬁ%@%g&%g@% to g;o ﬁ%gd/?n&th(e)segfr(it? k«l:]ef}’s(f)lrst$ encoding

100@0%ge ()- <SH10%8¢, ) LOIO0E (11T @I0NE () - Yol 110068 () 3A0Yg ()-8
10010 () - BSI008)c - 410854 B AR A QO S LIE i i
10g0O-3~dE’/

Dynamic Public security key (DPSK) 132 and sent back to the client’s application.

The client’s application will then display the Portal login Screen to the secure website

and prompts the User to input a Login ID and Password 136.
The correct user input causes the Client’s application to:-

10 a.  Decrypt the received data from Server using the DPSK 132 to obtain the SRN
135;

b.  generate the Session security key code (1000 bit) based on the SRN 135 and
the Private Security Key parameters (PSKP) 137 and hash it to produce a 160
bit Session Hash Value (SHV) 138;

15 C.  use strong encryption to encrypt a data string including the SHV 138, SRN
135, ID/Password 136 and CardID 134 using the DPSK 137and transmit the

encrypted data to the server.

V. Upon receipt, the server decrypts the data using the DPSK 137 and validates the
CardID 134 based on the submitted ID/Password 136.

20 VL The server retrieves the user’s PSKP 137 and generates the Server-side’s SHV 138

using the received SRN 135.

VIL After generating the Server-side’s SHV 138, it is compared with the received Client-

side’s SHV 137 in order to verify the Security key authentication is successtul.
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5 The DPSK 132 may also be used as the public key to encrypt other data for transmission .
The data integrity may be checked by validating the SHV 137/138 value unique to the

transmitted Session and the SRN 135 generated by the server-side.

In comparison, the dynamic authentication recording mode operates as follows (also
described with reference to figure 9, where common elements to the above —describe

10 recording mode are like numbered):

I. A user initiates a transaction by opening a login page of the security system server,
which creates a ‘Login Session ID’. It also generates a Dynamic Public Security Key
(DPSK) 132 which is encrypted by known strong encryption means using a Public

Security Key (PSK) 133 and returned to the client-side application.
15 II. Optionally, the Client is prompted for their PIN identification 134 for further access

III. The client’s application 102 will then display the Portal login Screen to the secure

website and prompts the User to input a Login ID and Password 136.
IV. The correct user Login ID and Password input 136 causes the Client’s application to:-

a. generate the User security key code (1000 bit) based on the Sequential User’s
20 Private Security Key parameters (PSKP) 137 and hash it to produce a 160 bit
User Hash Value (UHV) 140.

b. use strong encryption to encrypt a data string including the UHV 140,
[D/Password 136 and CardID 134 using the DPSK 137 and transmit the

encrypted data to the server 105.
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V. Upon receipt, the server 105 decrypts the data using the DPSK 137. Based on the
CardID 134, it will validate the submitted ID/Password 136 before the server retrieves
the user’s PSKP 137 and the last stored sequential parameters of the User’s security

key code and generate the UHV 139.

5 VI After generating the Server—side’s UHV 139, it is compared with the received Client-

side’s UHV 138 in order to verify the Security key authentication is successful.

VII. If verification is successful, the subsequently generated Dynamic Security Key
Parameter Value (DSKP) 132 is stored back to the security server's Database 107. The

successful validation is transmitted back to the client application 102.

10 If verification is achieved, access for the client’s terminal 102 to the secure website (not
shown) is granted. The transaction time and details are also logged by the security

server 105.

On the client-side the application increments the next DSKP 137 parameter value and

stored it on to the user’s security key portable recordable storage medium 103.

t5  Thus, this mode utilizes the previously described means of successively generating the
security key parameters and transmitting them between the client and security server and
enables the use of public key encryption for both the security key parameters and user ID

details.

Aspects of the present invention have been described by way of examples and it should be
20  appreciated that the concept and principals of the system described are most important but
also that modifications and additions may be made thereto without departing from the scope

thereof.
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users, said users including: at least one client, and at least one recipient,
characterised in that each key, includes code generated independently from said
client and recipient, characterised in that said code generation includes a first
encoding factor wherein a multi-bit code text is at least partly formed from

parameters derived from co-ordinates of a point P(i) on a multi-dimensional

sphere.
2. A security key as claimed in claim 1, wherein for a sphere of ‘n’ dimensions, said
co-ordinates P(i) = (x,[i], x2[i], x3[i]...... Xx[i]) are given by

xi[1]=R*sin(ang,).
Xa[i]=R*cos(ang;)* sin(ang,).

x3[i}=R*cos(ang;)* cos(ang,)* sin(ang;).

Xa[i]=R*cos(ang))* cos(angy)..... cos(ang,.;)* cos(ang,).

3. A security system for transactions for use in user authentication and for
confirmation of transactions over electronic networks said system including online
processing of transactions between users, said users including: at least one client,
and at least one recipient, wherein each transaction incorporates use of a unique
security key as claimed in claim 1 or claim 2, wherein said system incorporates
computer processor and memory means for generating each key, said key
comprising: code generated independently from said client and recipient by a code
engine, said code including said first encoding factor and at least one further

encoding factor.
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5. A security system as claimed in claim 3, wherein a second encoding factor is
applied to said multi-bit text of said first encoding factor; said second encoding

factor comprising the application of a HASH algorithm.

6. A security system as claimed in claim 3, wherein said transactions are online

electronic funds transaction between a user, at least one seller and a bank.

7. A security system as claimed in claim 3, wherein said multi-bit text is less than or
equal to a 1000 bits and said multi-dimensional sphere is less than or equal to 50

dimensions.

8. A security system as claimed in claim 3, wherein said system further includes an
additional password-based user-identification including an alphanumeric string to

confirm the identity of a user by the code engine of the system.

9. A security system as claimed in claim 8, wherein said key is initially randomly
generated by said code engine upon a request from the client following
verification of said password-based user identification and then supplied to said

client via a secure network connection.

10. A security system as claimed in claim 9, wherein a subsequent key is generated by
said code engine after successful authentication of a client following application
the clients password and existing key, whereupon a new key is generated and

supplied to the client.

11. A security system as claimed in claim 4, wherein said portable medium is selected
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12. A security system as claimed in claim 11, wherein said portable medium is

included in a multi-media multipurpose business card.

13. A security system as claimed in claim 11, wherein said portable medium is

incorporated into a smart card.

14. A security system as claimed in claim 11, wherein said portable medium is

incorporated into a mobile phone.

15. A security system as claimed in any one of claims 12-14, further incorporating a
short-range bi-directional RF transmitter and it can also include item like DNA

marking, finger print, voice print, cornea identification, facial recognition etc.

16. A security system as claimed in claim 15, wherein said transmitter is a RFID unit.
17. A security system as claimed in claim 3, wherein said regeneration of said key

includes calculating co-ordinates of a further point P(i+1) on said multi-

dimensional sphere.

18. A security system as claimed in claim 17, wherein said further point is determined

by parameters P[0] and dangle[i].

19. A security system as claimed in claim 18, wherein said parameters further include

sphere radius R.

20. A security system as claimed in claim 3, wherein said parameters are stored and

protected on said portable medium.

21. A security system as claimed in claim 20, wherein said security key parameters are
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exchanged between the user and said security system.

23. A security system as claimed in claim 22, wherein said public key encryption
includes a public key comprised of said security key parameters uniquely
generated for public usage by the security system and one or more client users, and

private security key parameters.

24, A security system as claimed in claim 23, capable of providing dynamic

authentication wherein for each user transaction session,

said security system generates a dynamic public security key and transmits

same to the client after encryption using said public key;

- the client decrypts said dynamic public security key using the public key

sent from the security system:

- the security server generates a transaction session random number
corresponding to said security key parameters and transmits same to the

client after encryption using said dynamic public security key;

- said client decrypts said transaction session random number using the
dynamic public security key and incorporates same into said first encoding

factor of the security key to produce a transaction session multi-bit text;

- said second encoding factor is applied to the session multi-bit text and the

resultant is encrypted before being sent to said security server;

- the security server decrypts the received data before determining validation
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25. A security system as claimed in claim 23, capable of providing dynamic

authentication wherein for each user transaction session;

- said security system generates a dynamic public security key and transmits

same to the client after encryption using said public key;

- the client decrypts said dynamic public security key using the public key
sent from the security system and generates a multi-bit text from the
client’s existing stored private security key parameters by applying said
first and second encoding factors before encrypting the resultant data and

sending to the security system;

- the security server decrypts the data using the dynamic public security key
and compares with the result of applying the first and second encoding
factors to the private security key parameters stored in the security system

to verify successful authentication;

26. A security system as claimed in claim 25, wherein if said verification is
successful, the next dynamic security key parameter is stored on the security
server, while the client application also increments the dynamic security key to

store the parameters of the next point.

27. A method of authenticating the unique identity of a user for transactions over
electronic networks, said system including online processing of transactions
between users. said users including: at least one client, and at least one recipient,

wherein each transaction incorporates use of a unique security key. characterised
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on application by a client, providing said key comprising: code generated
independently from said client and recipient by a code engine, said code
including at least a first and second encoding factors, said first encoding
factor comprising a multi-bit code text at least partly formed from parameters

derived from co-ordinates of a point P(i) on a multi-dimensional sphere.

28. A method as claimed in claim 27, further including the step wherein said key is
regenerated and supplied to said client upon each successive and successful

transaction application by the client.

29. A method as claimed in claim 28, further including the step wherein said key
regenerated and supplied to said client is stored on a portable storage medium

upon each successive and successful transaction application by the client.

30. A method as claimed in claim 27, wherein for a sphere of ‘n’ dimensions, said

co-ordinates P(i) = (x,[i], x2[1], x3[i],..... Xa[i]) are given by

x[1]=R*sin(ang;).
X,[1]=R*cos(ang,)* sin(ang,).

x3[1]=R*cos(ang;)* cos(angy)* sin(angs).

Xn[i]J=R*cos(ang;)* cos(angy)..... cos(angy.1)* cos(ang,).

31. A method as claimed in claim 30, wherein said multi-bit text size is given by n*i.

47



‘10: 410: 10: @O0% & ()-3! 0+ 10%& ()- (MLO% & ()-yFMLO% & ()-!, ! 10% ()- w334
ApA44dESHE! | 10: f10%&' () -f&310%&' ()-3 "10%&' ()-SY MLOY%&' () - Sy310%&' () -y
"109%& () - 4K55506066dESH=! | 10: 3"" 109&' () -f Y10%&' () -fy3100& () -

"109& ()-f10%& ()- "10%& ()- 666777#8K8IESH=! !

10: fY. 109%&' () -fy, FLO%&' ()-f*F10%& () - (

"10%& () -f940%& ()-f$3109& () - K8SS@X99999dE: /! 10 10FI @O0%& ()- GO

"109&' ()-y610%& ()-f4F10%& ()-y3310%& ()- 1! 109%&' ()-999+: y::::xXY:/!
10y&g109VE () - F! 109VE () -yY@LOVE ()-y! 109%VE ()-y10%VE ()-y10%vE& ()- 10;K;

1003/:/;<?)E_{ '1 0 /%&@t%(' %%%ég)ilé{%fé% (0}1e £ clalms 27 d%9, /\ivherem a second encoding

igg};{é‘ g—;)i%g& E)ZAN& 1 >q>£ggedé%%&%ua%)ogoté%@oﬁ %ﬁ {]6?\% encoding factor; said second

LOMF@LO%WVE, () - : ! 108880 fadithr u( fh@' I@J&oﬁbf?%%%’&g(o}mﬁ?a”'k@@@“f\f'\'c'
10 fF10% & ()-f 10% & () -, 10% % & (

109% & () - f 10% & ()-@AAABPBdEYNCI 10 @# TR & ()-@ " 10% & ()- @
10% & () -yMLO% & () méfd%al &s (c)aihd® % Sain 2PBeBEBHCE EXMNGE tions are online electronic

funds transaction between a user, at least one seller and a bank.

34. A method as claimed in claim 27 wherein said multi-bit text is less than or equal
to a 1000 bits and said multi-dimensional sphere is less than or equal to 50

dimensions.

35. A method as claimed in claim 27, wherein said system further includes an
additional password-based user-identification including an alphanumeric string to

confirm the identity of a user by the code engine of the system.

36. A method as claimed in claim 35, wherein said key is initially randomly generated
by said code engine upon a request from the client following verification of said
password-based user identification and then supplied to said client via a secure

network connection.

37. A method as claimed in claim 36, wherein a subsequent key is generated by said
code engine after successful authentication of a client following application the
clients password and existing key, whereupon a new key is generated and supplied

to the client.

38. A method as claimed in claim 29, wherein said portable medium is selected from,
but not limited to the group: CD-R. CD-RW or DVD-RW media, USB keys, flash

cards, floppy discs, smart chip/card.

39. A method as claimed in claim 38. wherein said portable medium is included in a
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41. A method as claimed in claim 38, wherein said portable medium is incorporated

into a smart card.

42. A method as claimed in any one of claims 39-41, further incorporating a short-

range bi-directional RF transmitter.
43, A method as claimed in claim 42, wherein said transmitter is a RFID unit.

44, A method as claimed in claim 32, further utilising public key encryption of data
exchanged between the user and said security system, wherein said public key
encryption includes a public key comprised of said security key parameters
uniquely generated for public usage by the security system and one or more client

users, and private security key parameters.

45. A method as claimed in claim 44 (when dependant on claim 29), providing

dynamic authentication wherein for each user transaction session,

- said security system generates a dynamic public security key and transmits

same to the client after encryption using said public key;

- the client decrypts said dynamic public security key using the public key

sent from the security system;

- the security server generates a transaction session random number
corresponding to said security key parameters and transmits same to the

client after encryption using said dynamic public security key:
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- said second encoding factor is applied to the session multi-bit text and the

resultant is encrypted before being sent to said security server;

- the security server decrypts the received data before determining validation
of said authentication by comparing with a security key generated from the
application of said first and second encoding factors to said private security

key parameters stored in said security system.

46. A method as claimed in claim 44 (when dependant on claims 27 or 28), providing

dynamic authentication wherein for each user transaction session;

- said security system generates a dynamic public security key and transmits

same to the client after encryption using said public key;

- the client decrypts said dynamic public security key using the public key
sent from the security system and generates a multi-bit text from the
client’s existing stored private security key parameters by applying said
first and second encoding factors before encrypting the resultant data and

sending to the security system;

- the security server decrypts the data using the dynamic public security key
and compares with the result of applying the first and second encoding
factors to the private security key parameters stored in the security system

to verify successful authentication:
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said transaction including electronic funds transfer and confirmation of
transactions over the internet, said users including at least one client, at least one
recipient and at least one bank; wherein each user communicates with another via

the internet and wherein each transaction incorporates the use of a unique security

key, characterised in that the method includes:

providing a security system incorporating computer processor and memory

means on which is operated a code engine generating said codes;

on application by a client. providing said key comprising: code generated
independently from said client and recipient by a code engine, said code

including at least two encoding factors,

said key being regenerated and supplied to said user for storage in a portable
recordable medium upon each successive and successful transaction

application by the client whereby

a client provides the code to said at least one recipient and said at least one
bank upon request for verification for effecting completion of a transaction;

and

said at least one recipient and said at least one bank electronically confirm

veracity of said code with said engine before a transaction occurs.
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