SYSTEMS AND METHODS FOR DATA | NSURANCE BACKGROUND OF
THE | NVENTI ON The present invention relates generally
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after a loss of such data and nore specifically to
nmet hods and systens for conpensating data owners and
data backup service providers for the costs of
restoring data after a loss of data. Electronic data
are stored on a wide variety of storage nedi a
i ncluding electronic disks, hard drives, and tapes,
and other nedia. Data stored on any of these nedia may
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It has been standard practice for soine time to make periodic “backup;’
copies of stored data to mitigate financial and similar harm caused by data
loss. Whén dafa are lost, they may be restored from the backup copy thereby
minimizihg disrupfions to the data owner’s business or other activities that
would otherwise result from the loss of the data.

A backup copy may be made by the data’s owner and stofed at or near
the location at which the original data storage media are located. This is
obviously risky, though, in that a single catastrophic eﬁen_t such as a fire or
f_ornado may easily destroy not only the original stored data but the backup
copy as well. -

Backup copies are often stored, therefore, at a location remote from the
media that hold the original data. This, though, can create logistical and |

transportation difficulties, particularly where backup copies have to be
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physical storage media that may have been damaged at the orlgmal site. -
In other cases, it may be impossible to fully restore the lost data from a
backup copy. The remotely located backup copy may not be current, for
example, or the backup copy may never have been properly created, it may
itself have become daméged or corruptéd, or it may otheryvisé be incomplete
or unavailablé to restore the original data.l In that cas;, the owneér of the
data may naturally incur further losses and. inconvenience from the
unavailability of a complete backup copy to restore the lost data.
" It'would be advantageous, therefore, if 1mproved methods and systems
were dewsed to protect data owners.out of losses or 1nconvemence incurred in -
restoring lost data from backup copies at remote 1ocat1ons, and for other

losses and inconvenience that might arise in the event the lost data could not
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entity may, noreover, elect not to charge the third .
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entity for its lost data. The first entify may also pay the second entity for
providing data protection services to the third entity. The first entity may,
moreover, elect not to charge the third entity any special premiﬁm or
additional charge for providihg the data protection service, beyond the usual
premium that the first entity would ordinarily charge for providing its
insurance without the provision of the data protection services. |

The invention thus can provide a system under which a data owner is
protected against expenses it might incur to restore lost data and other losses
that might follow a loss of the data owner’s data. In some embbdiments, the
ih.sured is not charged for the data protection services, the service provider
instead being compensated by the insurer. In other embodiments the insured
purchases the data protection service directly from the provide_r, but the

insurer discounts the premium it would ordinarily charge for insuring the
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i nsurance wi thout the provision of the data protection

services. The invention thus can provide a system.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
The invention is described here with reference to the accompényixig
drawings, in Which preferred embodiments of the invention are shown. The
invention may, however, be embodied in many different forms and should not
be construed as limited to these examples. |
When ‘an element such as a block or unit is shown in the figures
connected to another element, it can be directly cohnected to the other
element or intervening eiements may also be present. Terms such as “entity”
énd “data protection service” can include one or more of the indicated element.
- “Data” includes any information that has value to its owner.
“Insurance” is a .ﬁnancialk arrangement. for redistributing the costs of

unexpected losses according to a contract in which an insurer agrees to
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second entity for use by customers of the first entity. Insurance agreements

according to these methods can provide insurance to the third entity and

include, among other things, provisions for providing data insurance to -

protect against economic losses arising out of the insured’s loss of data.

~ FIG. 1is a flow chart illustrating a data insurance method. Block 140
represents a contract between a first entity 110 and a second entity 120. This
contract can include an agreement obligating the second entity to provide
data protection services to a third entity 130. The second entity could, for
éxample, create a backup copy of the third entity’s data and retain it at the
second entity’s location. If the third entity’s data is lost, the second entity
can restore the data from the backup copy. The second entity may provide an
online data backup service in which the third entity’s data is transmitted to a

location controlled by the second entity over the Internet, a private network -



services may be provided at a single facility or at a
plurality of facilities, locally at the data owner's
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data protection services can be made a condition of the insurance policy. The
first entity insurer will not make good the third entity’s losses unless the
third entity has used the second entity’s data protection services as required.
When the third entity suffers a loss of data, the first entity will
.compe'nsate the third entity for that loss. That compensation can take
several forms. The insurance contract between the first and third entities
may, for example, réquire the third entity to pay the second entity for a
technician’s time or other expenses incurred in connection with the second
entity’s efforts to restore the third entity’s data, from a backup copy stored at
the second entity’s facility or otherwise as described in this document.
A contract might be structured to provide for both replacement of

damaged or destroyed hardware and lost data. After an incident resulting in
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FIG. 2 illustrates a data insurance system. The arrow extending from
the first entity insurer 110 to the third entity insured 120 répresenté
insurance provided by the first entity, and in particular, compensation paid
by fhe first entity to the third entity for data loss. The arrow that extends
back from the third entity insured to the first entity insurer represents the
premium or other compensation paid by the insured in return for the
ihsurance. |

The arrow extending from the second entity data protection service 120
to the first entity insurer 110 represents the data protection service’s
agreement with the insurer to allow the third entity insured 130 to use the

data protection service. In essence, the first entity insurer 110 purchases



second entity to place a copy of the third entity's
data on new conputer hardware and deliver that
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expelngg %?Ziaréaﬁiring such services; others may cut costs by contracting with
services of dubious quality or effectiveness. Even when an insured does
purchase data protection services, the insured may not take all of the steps
required — such as installing required software, ﬁsing it as directed, or
making backups at the recommended frequency — to use the service
effectively. - _ ,
| In the scheme described here, though, the insured 130 does not pay
anything directly to the data prdfe_ction service provider 120, and the insurer
110 typically will not charge ahy additional or special premium in exchange
for the insurer’s .arranging for the data protection sérvice. The insured,
' 'moreover, can be required by the terms of the policy to cooperate with the
service to install, maintain, and use the data protection service to provide the

‘specified protection for the data. If the insured fails to do what is required, -

recovery may be denied by the insurer in the event of data loss.
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its servic Provi si on of such fgg\/i ces is
1

.th f )
-Ordm:%?eltyu%?argﬁé f%F%S%Wﬁ?Wlﬁagfmr anahifs frridhe reduced
prenfith, P #ETHird Unt)e 150 Yhistd alrfed (0 RIS etk blotetion

. servipbal60 <t iR agreenfmtiRYween thY thid antighiasareéd@bad the second
rotection services. Many insureds wll forgo the

entitgmta Rrepeatin sgrvigegproviigey 12Q being vepresentadhby dlogky 155 in
t t cQntracti.n i th services of dybi ous '

FIG. b FR04Gh W Btd FHRAmtst Sl Shont it e the data

proteRtioANRTPices! thePtiit® ChtRY sS&PEnSEIn doilg 'sB%‘éhglE’? ?ﬁée@ﬁ&tbe

take all of the steps required -such as inst
redugeshinsuganeppremiwn cheirged by the fitist entigyl insureraki ng

' gzﬁm z@%t})tg g%évgh%%ﬁg?rsi reggi%}g_rilgg/uzretrol 10°t0 ttillqteethird entity

insured 130 represents the insurance prdvided by the insurer to the fhird

entity. The arrow from the insured to the insurer represents the premium
the third entity pays to purchase the insurance. This premium is reduced in -
comparison with WHat the insurer would normally have charged for the
insurance. The reduced premium is typically offered on the condition that
the third entity purchase data protection services from a second entity data
protection service provider 120. The identity of the provider and the type and
degree of data protection services may be specified in the insurance
agréement. | | »

The pufchase by the third entity insured 130 of data protection
services from the data protéction service provider 120 is illustrated in FIG. 4.
The arrow from the second entity data protection service provider to the third

entity insured represents the provision of the data protection services by the



In the schene described here, though, the insured 130
does not pay anything directly to the data protection
weaneiima3pr ovi der 120, and the insurer 110 typPCEU$2005/012010
wi Il not charge any additional or special premumin
exchange for the insurer's arranging for the data.

providet.e FHeoarmer Yok thdigshredutoethe sEVERY Srovidénrdisresents the
. - required by the terms of the policy to cooperate with
- insurpd’sqeaxment fay these senvicesni nt ai n, and use the data

r ctiop service t rovi.de, t speci,fied 0} ect.i on
PoFithe dllpdfates Brothdrl Buess ol Brasbodiiabliles the Same
[ ; rer mye
cleni it 4 thodePEOUR! YaffRy MulEAIG P FTLRS o BRUIRT Thils Vifiant,
thougsinehaded ai furehér wgrdement bebweerntte st tdititgaimsurer 110

protection service. By increasing the nunber of
and jthe sec@ad; eatity data maotretignpservice: pravider J20e, Im IG5, the

. ; ! | . e _
arroffih Be 38 e 3 SR HES SRR Bl GrBpiBiuCrorvice
providér @¥pesdentts 4 qeHeafsé NSy 3HBURhrdrd tHURCIRRY iR Uits| folicies a

clainms for data loss. FI'GS. 3 and 4 illustrate a
prowsioharequininghitshirmmreds fte epurchiabe dlatias prdtietiier dserviceayfrom

for the data protection services. |n thig nethod, the '
thatﬂ?‘i"é’i&é‘nt B qrﬁ%rf&mﬁ@ m&em@V}%r @ the Hssirer represents

r .

o O B HSr it al B ok I ok Bbadaion for
requiFidighase | of chargedidedls boericator ey girooidd ntdisareees t6 the
. qualify for the reduced prenmium the third entitfy 130
insupers ingjired ata gigcennt to what ipwaudd mosmalby gharge for the same

60-t he agreenment between the third entity insured and
leve]tlﬁéseg&cghd entity data protection service provider 120

P15 e STk 48 e e
prefgred eqnbedingants; tese ofherdimanydslabl int thes aekpili sppreciate that
varigi AR ard eddiyont Behs be Tards By Chod T Ing fromm dhe basic
princt?iﬁll‘%éa eogﬁiﬂlﬁgyiﬂxfeqm&ﬁe TAdpRELYf the | Protet fidtfod N@n be
implemented in a variety of implementations, and are not limited to any one
particular implementation. Moreover, although the aspects of the invention
described herein are described with reference to a first entity insurer, a
second entity data protection service, and a third entity insured, the parties
to the methods described here need not be formally denominated as such, so
long as they act as described in the appended claims. The invention could -
also be embodied in insurance models in which other parties are present that
éct as brokers, agents; contractors, vendors, or other intermediaries in
transactions between an insurer, an insured, and a data protection service

provider. The inventions are thus not limited to the specific and exemplary

embodiments described in this document. The scope of the invention should
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insured 130 represents the insurance provided by the
insurer to the third entity. The arrow fromthe
WO n®aned3d o t he insurer represents the prem unp¢€s2005/012010
third entity pays to purchase the insurance. This
premumis reduced in conparison with what the insurer
instéddibe determlihed fvve thb airgradedrclings, iRskidAAE the Hdl scope of
reduced premumis typically offergd on the condition ;
~equivhlantsite wiichdhesa ¢laymg @re hegadlydentitlpdot ect i on
services froma second entity data protection service
provi der 120. The identity of the provider and the
type and degree of data protection services may be
specified in the insurance agreenent. The purchase by
the third entity insured 130 of data protection
services fromthe data protection service provider 120
isillustrated in FIG 4. The arrow fromthe second
entity data protection service provider to the third
entity insured represents the provision of the data
protection services by theprovider. The arrow fromthe
insured to the service provider represents the
insured's paynent for those services. FIG 5
illustrates another variant. This nmethod includes the
sanme el enents as those of the variant illustrated in
FIGS. 3 and 4. This variant, though, includes a
further agreement between the first entity insurer 110
and the second entity data protection service provider
120. In FIG 5, the arrow fromthe first entity
insurer to the second entity data protection service
provi der represents a prom se by the insurer to
include in its policies a provision requiring its
i nsureds to purchase data protection services from
that provider. The arrow fromthe service provider to
the insurer represents a pronise by the provider to
pay the insurer noney or other conpensation for
requi ring use of the provider's services, or to
provide its services to the

11



insurer's insured at a discount to what it would
normal |y charge for the sanme | evel of service. Wile
was@eai@|s3of the invention have been descri bed POI/USI00%012010

of certain preferred enbodi nents, those of ordinary

skill in the art will appreciate that various changes
What'is elsinhé@is: m ght be made without varying fromthe

- basic principles of the invention. Aspects of the

present invention can be inplenented in a variety of

padt ?2‘3%41%%%%%&??&&%%4@5 i inPerigncaRerising:
SSBRH ! DBV ROR 5 RE ISR S entity o

provﬁ@@@da&iltprbtécﬁl@hasm%eeﬁd laOthis@ levitk§, m&{&eﬁl therfirst entity
entity insured, the parties to the nethods descri bed

arrapges qeediatatprl@éetftmnraelrvycajmwbmpmnddddw the kecayul entity for
6 é ﬁ{ ﬁCt aqs described in the appended claims. The

use Py {BGHYT YUY al so be enbodied in insurance rodel s
| Ny O BSdurRRlch i e@rﬁ@nPB@ﬁﬁ&gx Eﬁ@ﬁrﬁ%n@t} and the third

‘br okers,” agents, con actors ors, or ot

ent:tyjtxehamin aheeisurahe@ agacshont anthowess tife ithindr entitpio use
insured, and a data protection service provider. The
~ the qlat\aemqt@moraswmsr%éed priithe geeand ertispeand i ¢ and

MR RSO B BRI A b P SRR g i e

secoﬁa Rt naaﬁaaltd&ﬂpeltalxréﬁtorb%leuanfw ehmy’étddtas @RREpRIviding
equi valents to which those clains are | egall

commsattiomfmtthe dinst ®ntipt tosthelseCAbdsaIrtebysfqrettheomm'd rentity’s
rovidi ng data insurance, conprising: creating an
Ser" §feenent between a first entity and a second entity
to provide a data protection service to a third
entity, wherein the first entity arranges for. a data
praat ectThe basinedss anéthodeofiul aini dgdnlfuttherseoomdsient i t y

for the third entity; creating_ an insurance
a@r@@rﬁﬁﬁg sempeBpatipe fromsithendirsy &Y, Hte Festose the third

entity’s data from an alternate source in the event the second entity cannot

successfully restore the third entity’s data from an electronic backup copy.

3. The business method of claim 1, wherein the insurance
agreement requires the third entity to use the data protection service

provided by the second entity.

4. The business method of claim 1, wherein the first entity’s
insurance of the third entity against losses arising out of data loss is at least
partially contingent upon the third entity’s using predetermined services

provided by the second entity.
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entity, wherein the insurance agreenent authorizes the
third entity to use the data protection service
w@e@gitdash by the second entity; and foll owi ng BCT/0S®09612010
data by the third entity, providing services fromthe
second entity in an attenpt to restore the third .
eng.i t y' Thdabasinasel methoddof glaianpgnehierein the mpriddetermined
. first entit tothe second entity for . the third ,
. Serviggsiarg'spe indhe ipsumancengreaEeatnet hod of claim 1,
and further con'pr,l sing: providing conmpensation from
the first entity to restore the third entity's data
from anTabtGEAALE: SO8tHRA b cldifh 9YaPhetdif BRE9Ahtity of the
entity cannot successfully restoré the third entltyy
secondteatitydmspacifleddhrtheiinsinaaicemgre@ynens. The busi ness
nmet hod of claim 1, wherein the insurance agreenent
requires the third entity to use the data protection
Vi C S ent i e Si S,.
rr:-{ o de’ggé O%IJSQSQ%%V&%@?%%C&%%%T ‘{Pfere%n tm dgH:l R§tettion

servicBSY aadwid Mckﬁifoese&'bic@daﬁ&&'hiﬁhe@@ahﬁﬁimhgsseS arising
_ out of data loss is at |least partially contingent upon

t hreatingor backulycepyuef the thied entity’s dada séradocation controlled
rovi d%TﬁrBXtthe second entity.5. The business et hod
Seqo YiBBfei n the predeternined services are

ne‘%eﬁi*ééhﬁ?% Pfiof 103§ 41 $0E XA BREENS daba. § THF2ieT QBTI the
thirdehiity’s dats fiweh the batkup kepy.nsurance agreenent. 7. The :

busi ness nethod of claim11, wherein the data

protection service is a data backup service and

fugther : ?gﬁélﬁagig g{ho%t 2931 RAcK Y egﬁg;ﬁgha backup

third en Ioca i 'on Con
serviz8G9ad @ilind dataAbdckup service.

9. The busmess method of claim 1, and further comprlsmg
N providing compensation from the ﬁrst entlty to the second entity in return for

the second entity’s provision of data protection services to the third entity.

10.  The business method of claim 1, wherein providing services from
the second entity to restore the third entity’s data includes delivering to the
third entity an alternate storagé medium with a restored version of the data

stored on the alternate storage medium.
11. The business method of claim 1, and further comprising

providing compensation to the third entity if the second entity is unable to

restore the third entity’s lost data.

13



generating, after a loss of the third entity's data, a

further copy of the third entity's data fromthe
whamkapieopy. 8. The busi ness net hod of cl ai m F¢T/US2005/012010

wherein the data backup service is an online data

backup service. 9. The busi ness nethod of claim1, and

f ure her Teenpasiness methoddbh @l4ienidn sehbfdin f ﬂwncbﬁgaensatmn
first-entity to the second entity in return for the

provs@e:d)md theithirg' entityoifitbesiecertd entidy js uneble tmrestore the third
third ent The busi ness nethod of cl ai m
entity’s {g dath 508 B ip 18 iR EeRES BRI R e cond ent ity
to restore the third entity's data includes delivering
to the third entity an alternate storage mediumw th a
r ek3.or eA mettsidofor providéngldata fisuradceeoniprisinger nat e
storage nedium 11. The busi ness met hod of claim],

angreptingher amepmiest fptpesni aifirgt @@ﬁmn%@d ifofegand ﬁ@tlty to

he s nd entlt l e.to r
proviqh, apy iR bbliq fpte rBtetR Sido 0,8 HRER SRS, oTRGRIS the
first ‘éfntftkraelﬁhﬁ s TS 8hth pRRCSISPEBRAL BIhbO 'b?él\l’l@l@& H}ptHJ‘Eecond '
hird entity if the second entity is unable to restore
entzﬁyhbrmlerhy et fHtipd entwys;t data is specified in the
i nsur ance agreenent.

i fEGRHABAN ARE? ﬁgreeep%%% #%3%%? o?” d'tpbgfewighe third
entit&; Iwhereih ithd ARdrén&es &4 Bﬁtﬁ aﬂi 3‘ l%tl%)il to use

Pectroni ¢ data protection serV|ce
the elbétrénit ddie grotevtiotnddriiceqroaitirsby ollie ﬁed‘é)@ﬁaentxty, and
protection service to be provided by the second entity
f dpllowénga doss ohielesteanic tq,atacasf@a@d 8 anfirstsphapicel storage
nt_betweepn, .t he first .en and the
mea o B{Fsprast 1f R fo B BN grbisio sbdid, Bhvbise! sforaee
medfubh "Wit8Nh | fe¥tdredUsrsidif ot Ithet d i Stodad orP "tHé aecbRd physical
service provided by the second entity; and
storage medium. _

14. The method of claim 13, wherein the insurance _agreemént
requires the third entity to use the data protection service provided by the

second entity.

15. The method of claim 13, wherein the first entity’s insurance of
the third entity against losses arising out of data loss is at least partially
contingent upon the third entity’s using predetermined services provided by

the second entity.

16. The method of claim 13, wherein the predetermined services are

specified in the insurance agreement.
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following a loss of electronic data stored on a first
physi cal storage nmedium attenpting to deliver to the
wo boosdiaBd i ty a second physical storage nedi unp@i/ub2085/012010
restored version of the data stored on the second
physi cal storage nedium  14. The nethod of claim 13,
wher ei NThEerdefBsd AFCLaffr €8T HerbRltheCRIchiRy! bf tHe second
entity to use the data protection service prgw ded by -
_entitynie specifie] amthid insutancelhgreentemdd of clai m 13, wherein
the first entity's insurance of the third entity
agai nst | osses arising out of data loss is at |east
p i al [ : [ ity'.S uS] .
D rer ol e TR GaR 13, WHEckiA it BBt blorResih Bdryjee is a
data¥hcklipesdroidepanaffusitat Bodpristhgr ei n the predet er mi ned
services are specified in the rnsurance agreenent.17.
Thereatingoubackup eopy dftheihdrdentityle datie at iatlpcation kcentrolled
second .entity i§ specified in the insurance agreenent.
bytkﬁ?“?ﬂéﬁ?é‘i é)&naf cl aim 13, wherein the data
pr . r £
FUFREPUOE BBl Tofy O the TARRIh A7 Ut £AAH the backup
copythird . entity's data at a location controlled by the
second entity; and generating the restored copy of the
third entity's data fromthe backup copy. 19. The .

- artier e SRR ISR MO R BRI o fy an

onlin&aﬁ%&dﬂﬁ%i&:@”’pri sing provi-ding conpensation from
the first entity to the second entity in-return for

t he , o
20. The method of claim 13, and further cdmprising providing

compensation from the first entity to the second entity in return for the

second entity’s pfoi/ision of data protection services to the third entity.

21. The method of claim 13, and further comprising providing
compensation to the third entity if it is not feasible to deliver to the third
entity the second physical storage medium with the restored version of the -

data stored on the second physical storage medium.

22. The business method of claim 21, wherein the compensation
provided to the third entity if it is not feasible to deliver to the third entity
the second physical storagé medium with the restored version of the data
: Storéd on the second physical storage medium is speciﬁed in the insurance

agreement.
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second entity's provision of data protection services
to the third entity. 21. The nethod of claim 13, and
wo obher3conpri sing provi di ng conpensati on to p&EUSIWF/G2010
entity if it is not feasible to deliver to the third
entity the second physical storage nmediumwth the
re23.0red Lsssindtigafion fteoldfirapfitectdflg Gh GRQuACeRtlty against
- physi cal storage nmedium 22. The- business net hod of ‘
datacloas,nil@ilossymitigationteokenmprisiaxg: on provi ded to the
third entity if it is pot feasible to deljver .to the .
¢ 1R dOEHTRISP PEEPTREnBRTRRD B Insmbrn gad dae dRewechentity,
' r. 1) .
whelqlf (RS HREREnUE BBE AL, HiRudd & (Bl thde BredRE0R dinder
whidhotteeiresuire@ 8ntidy li9 aHowed it aise enddtaoprotectidrt sévdéd; Rghdan
- insured entity against data |oss, the |oss m'ti%ation ]
t obdatd pEetestion: agreement bghveen the insurer saxd e data protection
insurer.and . the insurgd entit wherein the i psurapce
servige: DIAGIGRT fie Brendds e (HAths fraleetion, dorefenigmyeiie data
protéétidil séRbcd PEsVifer €8thé Indired! St wbrdie tRe 48t4 protection
. protection Service; and a data profection agreenreﬁ)t
agrebatend eblighades tisidata prudectictaserviceopemtidents attentst to restore
t he data tection service from

provider to,provid pr I
datatqut\f’d*akw,sﬁé ity drllgwing adoss 83 data hyothe msured endity, and

at i i i . t i r .
whefih e U0 PELACER, B8P0 SELIAR, B9 S Mlatiop from the
insufdri ftlie tatd peétRetionl dbivieé prociden ToF e Adata iprotection service

followng a | oss of data b& the insured entity, and

provigesisesffortn o gestarethe insured eagitysdate. provi des for
conpensation fromthe insurer to the data protection
service provider for the data:protection service

proyi derhe 1864 Ghitdgdtforf GObPIOT élfm 23UNGHeRM ! tHe Snsurance
data. 24. The loss mtigation tool of claim23, -
agreementéiprovidesifos vompensagor dremttherinsudes td vestore the insured
. ti f t [ . t t the i} d
entlt%rg)a?tgs ro}noarx]n a t?erpna eesolunr%g ru% rtheoevzaxeli tl% %ata %rlopesélfl{o% service
provider cannot successfully restore the insured entity’s data from an

electronic backup copy.

25. The loss mitigation tool of claim 23, wherein the insurance
agreement requires the insured entity to use the data protection service

provided by the data protection service provider.

26. The loss mitigation tool of claim 23, wherein the insurer’s
insurance of the insured entity against losses arising out of data loss is at
least partially contingent upon the insured’s using predetermined services

provided by the second entity.
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entity's data froman alternate source in the event
the data protection service provider cannot
wemersEaBul |y restore the insured entity's dateCT/USIo0EM2010
el ectroni ¢ backup copy. 25. The loss mitigation too
of claim 23, wherein the insurance agreenent requires
t hg7 i nsThedogtritigation 4661 éthelattatas, RvipéReh the Jﬁﬁﬂt‘ie‘i‘ﬁﬁned
rovided by the data protection service provider. 26.
~ servithe arespeeifieddattherinsesincefagreemenk3, wherein the
insurer's insurance of the insured entity agai nst
| osses arising out of data loss is at |east partially
c in . t. . ede i i . .
SO Tl 1O HERUbRRHECH Baiihl 24, WhERSh W 0Bty of the
dataprotamionservicel profviddras Bpeéifiedtiartherinkifanveataieeniented
services are specified in the insurance agreenent. 28.
The loss mtigation tool of claim?23, wherein the

sibh 11 Ef Tods i Gerl LRI PR 28 WreSeft he At potection
servidk s 98ddtabd Alp Qrvidedhit 23c1ulBE tRe Brddiforfaf & batc_kup copy of

protection service is a data backup service tha
the imsuredeentityds adatat abra docatidraconprallegy byf théeddtas pret@ction

s el acaa b b on b oot s ey
datafgwx{}h:?lre ety o({opgl}gllbwﬂﬁ&g ﬁqosesncﬁf c%é’ttasb}gﬂ{ <Pl g y.
ackup copy folfowng a3 ossS of data“by the insuré

entity. 30. The loss mtigation tool of claim 29,
wherein the data backup service is an online data

| ba®kup Brg Jossemitigativhetaobof claimn 2, i wherein| thef detaibackup
' .23, wherein att ing to.restore -data of the insured
servige, is an oflgﬁqeo%tﬁ}r%sﬂ gserFedata by the insured entity
i ncludes attenpting to deliver to the insured entity

an alternate storage nediumwi th a restored version of
t 34. datbhestlosednitigativm dbolkeofiatleim 23, wherein attempting to

restore data of the insured éntity following a loss of data by the insured
entity includes attempting to deliver to the insured entity an alternate
storage medium with a restored version of the data stored on the alternate

storage medium.

~ 32. The loss mitigation tool of claim 23, wherein the insurance
agreement provides for the payment of compensation to the insured entity if
the data protection service provider is unable to restore the insured entity’s

data.

33. An insurance system comprising:
a data protection service provider;
an insurer, wherein the insurer acquires data protection services from

the data protection service provider for use by the insurer’s insureds; and
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storage nedium 32. The loss mtigation tool of claim

23, wherein the insurance agreenent provides for the
w@aooaeni3of conpensation to the insured entityp@Tf/Usives/012010

data protection service provider is unable to restore

the insured entity's data. 33. An insurance system

- coamrinsure thatli msoired &1 iHeNinsary 68aiise1békes; ardéing out of
|nsurer mhereln the i nsurer acqul res dat a protectlon

lost glatej ceberainnan w@suamacep agressnenin between ether in§urer dnd the
insurer's in i nsured that
insufad allbw s ihe MEUFe i usC S A7E4 PRUScHen ARFGEss Agatired by the

insur@st data, wherein an insurance agreenent between the
|n§urer and the insured allows the insured to use the

dawhepeint fullowingserlvssef datquby ¢he dyistbal, i theudatd protection
wherein_foll ow ng a loss of data by the |nsured t he

servirgtproyidardstabbigated to etatepmt\ﬁoaestqrg the |1n@ane@ios data; and

- att L tg restore insured' s wher ei n .t
ot B, Bt SBE B ion) it brbBihs FofralPBnSapal R the
msui'élsfb‘i'q{:s éﬂartlstté 185102k tHe ifsurRAlsUftal he 1 nsured’s data.
. The insurance system of claim 33, wherein
conpensatlon is provided by the insurer to restore the
[ data froman alternate squrce in the event
t da?'gﬁ%rl&sé‘éﬂ“éfh syatem et ,sfaam s 'Yi’gﬁﬁ%}? compensation is

provf‘(#s ?? the llh% ‘f‘stbqregt&rg %543 riﬁ%xee(a SdSa frobd 2 afl@emafte source

oni c nsurance SYysS

in tid avént3the ﬂﬁe& @irate‘cﬁenl gurcedproviderdedn®st §ccessfulljerestore
dat aggrot ection services provided by the data

the ipsurests Hatr feony pocelpetaonisdrackep. coPe insurance system
of claim 33, whéerein the insurer's

35. The insurance system of claim 33, wherein the insured is
required to use the data protection services provided by the data protection

service provider.

36. The insurance system of claim 33, wherein the insurers
insurance of the insured against losses arising out of data loss is at least
partially contingent upon the insured’s using predetermined services

provided by the data protection service provider.

37. The insurance system of claim 36, wherem the predeterrmned

semces are spec1ﬁed in the insurance agreement.

38. The insurance system of claim 33, wherein the identity of the

data protection service provider is specified in the insurance agreement.
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i nsurance of the insured against |osses arising out of
data loss is at |least partially contingent upon the
WO nmaned3s usi ng predeterm ned services provi dedr/bg200$re12010
data protection service provider. 37. The insurance
system of claim 36, wherein the predeterm ned services
argy spethé ijfdutdhdendstérnlsfadlain 88,69 HBRin th3: dd#e protection
~insurance system of claim 33, wherein the identity of
_servichepriatideprmogidesoa dataybackyp mervise thats pedufles creating a
t he i nsurance agreenment.39. The i nsurance, system o :
backupaeAPBIYT WiEr BIHITERE Wk ot 81 IRCAPOR CoRyPHadp P, ths data
protéiHl PEich BRNARHA RIREEH, AR HERE phReLHPRReFtiER prfiders
atteriptd tolrestdrothehiasdaddls dosttdthi wiehwdy stteenptiny itdgfeneigte a
erein the data protection service provider's '
furtherteopytof the inswresredatacropsthechiackumenpydat a i ncl ude
attenpting to generate a further copy of the insured's
data fromthe backup copy. 40. The insurance system of
Clgy m | A bel P3G e H 78 n i
B e A RO B B
servigdis whandine dakn badkuipssrvicee provider's attenpts to
' restore the insured' s data include attenpting to
deliver to the insured an alternate storage nmedi um
Wi t4h t vVer Sl f t n o
al4t1ér na ,eé g?’ %‘rgé%gewggﬁ%h%p OZZC.IE%eg?hg‘(J}?%%grgqs}%sfi éﬁ?oﬁewwe
provide®isAt8Smpi 6 féstotdiEhd itsulred's adq ineidetatpsptihgstof duliver
the provision of conpensation to the insured If the
to thddnauped aacaltematersioxagepmediuiar with theapestored version of the
' the i,nsur,ed' s data. ,43. A nethod for providing data
data SHEGHAT B30 pHE RGBS J9PRLRy:  or eat i g an
I nsurance agreenent between an insurer and an insured,
wherein the insurance agreenent provides that the
i A2ur efThe |insiunamgee sylktem of claim 33, wherein the insurance

agreement provides for the provision of compensation to the insured if the

- data protection service provider is unable to restore the insured’s data.

43. A method for providing data insurance, the method combrfsing: V

éreating an insurance agreement between an insurer and an insured‘,
wherein the insurance agreement provides that the insﬁrer will insure the
insﬁred for losses arising out of lost data, and wherein the insurance_
agreement requires the insured to use a data protection service provided by a
data protection service provider;
| creating a data prbtection service agreement betweeh the insured and
the data protection service provider, wherein the data protection service
agreement provides that the data protection service provider will provide a

data protection service to the insured; and -
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insured for |osses arising out of |ost data, and
wherei n the insurance agreenent requires the insured
WO 2006380139 dat a protection service provi ded by BCHESR05/012010

protection service provider; creating a data

protection service agreement between the insured and

t hfiglldatiagpt lisgof data b the desyredypreidingwireices framdhkalata

protection service, agreenent provides that the data
protextinie seTvdee PEIWIdeRinpap wittasmpind restere\ihgdngurpd’sidata.

protection service to the insured; andfollow ng a | oss

of data by the insured, providing services fromthe

dajp prohechbtHdATTICYAiSE 48! £Yd AeFther c&ﬁp?fs‘i pt to

restore the insured' s data. 44. The nethod of claim

4 Jproandinigurcohgrensatipni fiongy: ther dusdierg feo nghen ghatta oprotection

fromthe insurer for the data protgction service
servige grpyiders alftemppt to restorasthe msured’s datded' s data. 45.

The nmethod of claim43, and further conprising:

provi di ng conpensation fromthe insurer to restore the

| ngyIr edTBe GiddtAofl 0PRlAM 28 S AILRhEPLSBPrising:Ne event

the data service provider cannot successfully restore

t lrovidingeebnspetwindiobr fromathe limsune to crestarle heciosyred’s . data

The nethod of claim43, wherein the data protect.ion
fromg g, ALETRAM GIBER R atHon §Vanb DR ASEb P TEIce; REOVider cannot
succés%ﬁ%’ﬂf JosStofl@tRe Msiteld h%oxﬁ%ﬂf ERLLRRiO¥alifify 5,2

prot ection service provider and generating, afrter “a

| oss of data by the insured, a further copy of the

insured' s data fromthe backug caopy., 47. The nmethod of
cl48. m 46he vpethodn of whalgnt4s, pwberaini the datai proteetiom service

. anlin kup_seryige. .48 The, et hod jof el ai m
includls fadBh b BRIUESLY B sl AP H AR cBhtrotted
by tHeS@At Srotbetion seiraee prévdlier hndl gedepatihf CARET Bdok® of data by
deliver to the insured an alternate storage medium .
the insurteda arfusthrrawpyefshe instiredredatta from the backup copy.

47. The method of claim 46, wherein the data protection service is

an online data backup service.

48. The nietho_d of claim 43, wherein the data service providers
attempt to restore the insured’s data includes attempting to deliver to the
insured an alternate storage medium with a restored version of the data

stored on the alternate storage medium.

49. The method of claim 43, and further comprising éomp_ensatin_g

the insured if it is not feasible to restore the insured’s lost data.
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stored on the alternate storage nedium 49. The nethod
of claim43, and further conprising conpensating the
wonmaned3d f it is not feasible to restore the POFUS®US/612010
| ost data.50. The nethod of claim43, wherein the
conpensation to the insured if it is not feasible to
r s or eThiendiabd eslf ¢ldias 43l ather8inSRBE! thaPehBatife to the
. i nsurance agreenent
~ insured if it is not feasible to restore the insured’s lost data is specified in the

insurance agreement.
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