WO 2011/ 159948PCT/ US2011/ 040773 1 APPARATUS AND METHOD FOR TRANSI TI ONI NG
ENHANCED SECURI TY CONTEXT FROM A UTRAN GERAN- BASED SERVI NG NETWORK TO AN
E- UTRAN- BREED1 1AEMB NG NETWORK BACKGROUND C ai m of Pri or iPCy/usnaen4®33 U. S. C.
119 [0001] This application clains the benefit of U S. Provisional
Application No. 61/355,977, filed June 17, 2010, which application is

I ncorporated herein by reference. Cross-IRef erence to Rel at ed Appl i cations
[ 0002] This application is related to U S. Provisional Application No.

61/ 324,646, filed April 15, 2010, to U. S. Provisional Application No.

61/ 324,991, fil ATPARATUSANBMBTHOD ROR TRANRBITIOSINGHNHAANCERL i on No.
61/ 325,001, filed April 16, 2010.
SECURITY CONTEXT FROM A UTRAN/GERAN-BASED SERVING

NETWORK TO AN E-UTRAN-BASED SERVING NETWORK

BACKGROUND
Claim of Priority under 35 U.S.C. 119
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15, 2010, to U.S. Provisional Application No. 61/324,991, filed April 16, 2010, and to
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Field

[0003] The present invention relates generally to an enhanced security context for user
equipment operating in a Universal Mobile Telecommunications Service (UMTS)
and/or GSM Edge Radio Access Network (GERAN) and transitioning to an Evolved
UMTS Terrestrial Radio Access Network (E-UTRAN)).

Background

[0004] A successful AKA (Authentication and Key Agreement) authentication in a UMTS
third generation (3G) radio access network or in a GERAN networks using 3G AKA
authentication results in a pair of shared keys, a cipher key (CK) and an integrity key
(IK), for securing communications between a user equipment (UE) and the network.
The shared keys may be used directly to secure the traffic between the UE and the
network as in the case of UTRAN (UMTS Terrestrial Radio Access Network), or may

be used to statically derive keys, e.g. K¢ or K¢iag, in the case of GERAN (GSM Edge

Radio Access Network).
[0005] A compromised key may result in serious security problems until the keys are changed

at a next AKA authentication. Typically, the AKA authentication is not run often due to
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[0008] When transitioning from a UTRAN/GERAN-based serving network to an E-UTRAN
based serving network, the ability to create a root key in E-UTRAN derived from the
root key of the enhanced security context in UTRAN/GERAN provides a distinct
advantage as it means that it is not necessary to run an AKA in E-UTRAN to generate a
root key in E-UTRAN from a key that has not been exposed outside the core network.
[0009] There is therefore a need for a technique for transitioning an enhanced security context

support from a UTRAN/GERAN-based serving network to a E-UTRAN-based serving

network.

SUMMARY
[0010] An aspect of the present invention may reside in a method for transitioning a security
context from a first-type serving network to a second-type serving network. In the
method, the remote station generates first and second session keys, in accordance with
the security context, using a first information element and a first root key associated
with the first-type serving network. The remote station receives a first message from
the second-type serving network. The first message signals to the remote station to
generate a second root key for use with the second-type serving network. The remote
station generates, in response to the first message, the second root key using the first

root key and the first and second session keys as inputs. The remote station protects
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conmunj ion on_the cond-t.ype servi,ng network, . based .on the.second
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Further, the Hg:]ﬁ&twro?l?t KEYs FRYrEORRYY 8t hidssh eeﬂgﬁ”g%@c R g& (¥Rt ext
root key, 3hd the second Foot key nm%l conpri se & second enhanced secutity
cont ext roaktvkel, wherein the first message signals to the remote station to generate a second
root key for use with the second-type serving network; means for generating, in
response to the first message, the second root key using the first root key and the first
and second session keys as inputs; and means for protecting wireless communications,
on the second-type serving network, based on the second root key.
[0014] Another aspect of the invention may reside in a remote station which may include a
processor configured to: generate first and second session keys, in accordance with a
security context, using a first information element and a first root key associated with a
first-type serving network; receive a first message from a second-type serving network,
wherein the first message signals to the remote station to generate a second root key for
use with the second-type serving network; generate, in response to the first message, the
second root key using the first root key and the first and second session keys as inputs;
and protect wireless communications, on the second-type serving network, based on the
second root key.
[0015] Another aspect of the invention may reside in a computer program product, comprising
computer-readable storage medium, comprising code for causing a computer to generate
first and second session keys, in accordance with a security context, using a first
information element and a first root key associated with a first-type serving network;

code for causing a computer to receive a first message from a second-type serving



[0012] In other nore detail ed aspects of the invention, the first
information el ement may conprise a count. Also, the renpte station nmay
conpri se wWormh/15e948ser equi prrent. [ 0013] Anot her aspect pofi/ush@ tiomwent i on
may reside in a renote station which may include: nmeans for generating
first and second session keys, in accordance with a security context, using
a first information el enent and a first % oot key associated with a
first-type serving network; neans for receiving a first nmessage froma
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i n accordangcg, Wb i@ysecurity context, using a first information el enent
and a first root key associated with a first-type serving network; receive
a first nessage froma second-type serving network, wherein the first
nmessage signals to the renote station to generate a second root key for use
with the second-type serving network; generate, in response to the first
nmessage, the second root key using the first root key and the first and
second session keys as inputs; and protect wreless comunications, on the
second-type serving network, based on the second root key. [0015] Anot her
aspect of the invention may reside in a conmputer program product,

conpri sing conputer-readabl e storage nmedium conprising code for causing a
conputer to generate first and second session keys, in accordance with a
security context, using a first information elenent and a first root key
associated wwth a first-type serving network; code for causing a conputer
to receive a first nessage froma second-type serving 4 network, wherein
the first nmessage signals to the renpte station to generate a second root
key for use with the second-type serving network; code for causing a
conputer to generate, in response to the first nessage, the second root key
using the first root key and the first and second session keys as inputs;
and code for causing a conputer to protect wreless comunications, on the
second-type serving network, based on the second root key. WO

2011/ 159948PCT/ US2011/ 040773



5 BRI EF DESCRI PTI ON OF THE DRAW NGS [0016] FIG 1 is a bl ock diagram of an
exanple of a wireless comruni cation system [0017] FIG 2A is a block

di agram ovoantiersoaspl e of a wirel ess conmuni cati on syst emCiruSaciaosdance wt h
a UMIS/ UTRAN architecture. [0018] FIG 2B is a block diagramof an exanple
of a wireless comuni cation systemin accordance with a GERAN architecture.
[0019] FIG 3 is a block diagramof an esxarrpl e of a wireless comrunication
systemin accordance with an E-UTRAN architecture. [0020] FIG 4 is a flow

di agram of a met hod for BRIDFSDESORIPYION OREHEPRAWINGS Y cont ext support
froma UTRAN GERAN- based serving network to an E- UTRAN-based serving
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cont ext between a, renot tation_and a serving network based on a service
r equedf018bddGqeB {smggacﬁﬁfl@ram plsan erpgpleas a@r"‘éiFﬁ??ﬁﬁ QNHBEHERIONGystem n

est abl i shi Rg.Alad£3th LOERISS SicRediGY¥. from an enhanced security context
between a renote station and a serving network based on a routing area

updat ¢0018nkd6t 3nessddeck diagram of an example of a wireless communication system in
accordance with an E-UTRAN architecture.

[0020] FIG. 4 is a flow diagram of a method for transitioning an enhanced security context
support from a UTRAN/GERAN-based serving network to an E-UTRAN-based serving
network.

[0021] FIG. 5 is a flow diagram of a method for establishing an enhanced security context
between a remote station and a serving network based on an attach request message.

[0022] FIG. 6 is a flow diagram of a method for establishing at least one session key from an
enhanced security context between a remote station and a serving network based on a
service request message.

[0023] FIG. 7 is a flow diagram of a method for establishing at least one session key from an
enhanced security context between a remote station and a serving network based on a
routing area update request message.

[0024] FIG. 8 is a block diagram of a computer including a processor and a memory.

[0025] FIG. 9 is a flow diagram of a method for transitioning (i.e., handover) from a

UTRAN/GERAN-based serving network to an E-UTRAN-based serving network.

DETAILED DESCRIPTION
[0026] The word “exemplary” is used herein to mean “serving as an example, instance, or
illustration.” Any embodiment described herein as “exemplary” is not necessarily to be
construed as preferred or advantageous over other embodiments.
[0027] With reference to FIGS. 2 though 4, an aspect of the present invention may reside in a
method 400 for transitioning an enhanced security context from a UTRAN/GERAN-
based serving network 230 to a E-UTRAN-based serving network 230°. In the method,

the remote station 210 generates first and second session keys (CKg and IKg), in

accordance with the enhanced security context, using a first enhanced security context
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comprise a mobile user equipment (UE) such as a wireless device.
[0029] With further reference to FIG. 8, another aspect of the invention may reside in a remote
station 210 which may include means (processor 810) for generating first and second

session keys (CKg and IKg), in accordance with an enhanced security context, using a

first enhanced security context root key (Kasmry) associated with a UTRAN/GERAN-

based serving network and a first information element; means for receiving a first

message from an E-UTRAN-based serving network, wherein the first message signals
to the remote station to generate a second enhanced security context root key (Kasmr)
for use with the E-UTRAN-based serving network; means for generating, in response to
the first message, the second enhanced security context root key using the first enhanced
security context root key and the first and second session keys as inputs; and means for
protecting wireless communications, on the GERAN-based serving network, based on
the second enhanced security context root key.

[0030] Another aspect of the invention may reside in a remote station 210 which may include a
processor 810 configured to: generate first and second session keys (CKg and 1K), in
accordance with an enhanced security context, using a first enhanced security context
root key (Kasmpu) associated with a UTRAN/GERAN-based serving network and a
first information element; receive a first message from an E-UTRAN-based serving
network, wherein the first message signals to the remote station to generate a second
enhanced security context root key (Kasmp) for use with the E-UTRAN-based serving

network; generate, in response to the first message, the second enhanced security



[0028] The first information el enent may conprise a count. Also, the renote
station may conprise a nobile user equipnent (UE) such as a wrel ess
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[0033] The source serving core network 230 is connected to a serving RAN (Radio Access
Network) 220 which provides wireless communications to the remote station 210. In a
UMTS/UTRAN architecture, the serving RAN includes a Node B and a RNC (Radio
Network Controller). In a GERAN architecture, the serving RAN includes a BTS (Base
Transceiver Station) and a BSC (Base Station Controller). The serving core network
includes an MSC/VLR (Mobile Switching Center/Visitor Location Register) for
providing circuit-switched (CS) service, and an SGSN (Serving GPRS Support Node)

for providing packet-switched (PS) services. The home network includes an HLR



MVE cal cul ates the new root key KAsnE from KAsnEu usi ng the session keys
CKs and IKs as the inputs. The renote station 210 perforns the sane

cal cul at iwo 200/ge48t he new root key KAsnE from KAsnEu u®CmgiStdia/ose3si on
keys CKs and IKs as the inputs. Thus, the new root key KAsnkE is fresh, and
is calculated fromkeys that have not been exposed outside of the core
networ k. [0033] The source serving core $hetwork 230 is connected to a
serving RAN (Radi o Access Network) 220 which provides wrel ess

comuni cat i(ABfct Rodatién IRRFRLR) Shdtah0AuC lQutldntidatldNTSEATHRANTIRY @lgd: aekwiie, the
serving RAN i ncludes a Node B and a RNC (Radio Network Controller). In a
GERAN ar chineearki2d0’ isrrenaesisd tag RN RN dRadig AgtessNRiwerky2dfs sushy gy an

St ati on) ar%g]% BSC (Base Station Controller). The serving core network

i ncl udes an CNLR (Mobile Switching Center/Visitor Location Register) for
provi 4oo3d] dihecUEt2 $waid bedsque&) saeingi @ee natwbrR 2 38Gably (HBe¢nhang:dGRRE wppor t
Node) for provjding packet-sw tched (PS) services. The hone network
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andanAquoAtljlltIe i i gn .Cept .. The target seryi rk.230". |
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[0034] The fidem dkQCRIAJUREYBAUARA SRAMItREHEPTSHHBENET. KTRSRJIRYy BRiyarhanced
with new security properties to create an enhanced UMIS securlty context

(ESC) usi ngqeal COUNKIIKs curnt erayvld denjvedusiis apherer omplie derivationtajulfieg it he
ESC may be derived fromthe CK and | K whep A t hentication .is.petforned.
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conpl ex derd(a@NTomay &sud ti6mgt tdundddialuconat iy seinthins@obfwdel thE QIR ahd abe
(e.g., CK and I K do not need to be kept). The COUNT may be a 16-bit counter
val ue that SPINgeqos¢ BPtHEEK. beYatRienlegary Aoseewaty sopigrhepnsiseo fiet e Brbit
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key) . )J0035] Before handover, the UE 210 and the SGSN 230 share an enhanced security context that
includes the following parameters: KSI (also called CKSN) which is a key set identifier

and which is also currently used in UMTS/GERAN, and Ksgmpy, which is a 256-bit

root key for the security context. From the root key Kasmpy and possibly from
parameters (e.g., an information element such as a count) exchanged between the UE

and the SGSN, a set of session keys CKg and IKg can be calculated. At handover, the

source SGSN 230 passes the session keys CKg and IKg and the root key Kasymru to the
target MME 230°.

[0036] FIG. 9 is a flow diagram of a method for transitioning (i.e., handover) from a
UTRAN/GERAN-based serving network 220 to an E-UTRAN-based serving network
220’. In the method, a new root key Kagmr is derived from the root key Kagmpy of the
enhanced security context in UTRAN/GERAN, which provides a distinct advantage
since it is not necessary to run an AKA in the E-UTRAN-based serving network to
generate a root key in the E-UTRAN-based serving network from a key that has not
been exposed outside the core network.

[0037] A target MME 230’ that supports the ESC calculates a new root key Kgymp using the

transferred root key Kasmpyu and the session keys CKg and IKg and possibly some

additional information. The target MME indicates to the UE 210 that the new root key
was calculated and possibly includes the additional information used by the MME that



[ 0035] Before handover, the UE 210 and the SGSN 230 share an enhanced
security context that includes the follow ng paraneters: KSI (also called
CKSN) whiwb 2081/1@9%8y set identifier and which is al so cecrarstéy/owsesl in
UMTS/ GERAN, and KAsnEu, which is a 256-bit root key for the security
context. Fromthe root key KAsnEu and possibly from parameters (e.g., an

I nformati on el enent such as a count) exc9nanged bet ween the UE and t he SGSN,
a set of session keys CKs and | Ks can be cal cul ated. At handover, the

source SGSh AeOalipagP &sowheo SIRSTEQ Kgmn@&& s@ﬂtdas!jlbﬁﬁt anthethadsretsidhelindAs nEu
to the target MVE 230'. [0036] FIG Is a flow di agram of a method for

transiti oni(pg NASsccuriy RaGRstys forlod TR AN Rar drRARbsEeee e sying galadetien k 220

to an E- UTRAN-B sed ser%i n&é\getwork 220'. In the method, a new root key
KASTE is déf BV PromAREY PesMEkey KAsnEu of the enhanced security context

| N UTEANG RN ffth €t PE1RY 15065 o Bt SiCLe1AQY RNURAS é&a!&ﬁ%gééﬁd&%s,”tﬁé UE

necessary to run an AKA in the E-UTRAN based serving net to generate a
root key i 210 meyEigheRaNt Basppors ESCiing BREIoatiach ramest thespageh@atep$d§). nbhe been

exposed outside t.he core network. [0037] A farget 230" that supports
Ehe ESC oal DRIt HET P DRy daeh ity anieg i cPERGy QE ) Btk e Rey
KAsnEu and ThReEsgsas ic@ﬁltpk@éf O ATH vhKS. aﬂdse%iq;:@ inBiworR YR 230ldhdt] fR& ot

i nformati on. The target MVE indicates to the UE 210 that the new root key

was cal cul avebrak8Cpwdkigyoye thechewddE. t Aethgaidiativoate (RAYPratRBR GKedKby t he
MVE 1 hat AUTN) is obtained from the HLR/AuC 240 (step 515). The SN may indicate ESC

support in the AKA challenge (Authentication Request) to the UE (step 520). The UE
performs the authentication procedures (step 525) and returns a response RES to the SN
(step 530). Upon successful authentication (step 530), the UE and SN derive the root
key Kasmru and the session keys CKg and IKg (step 535). The SN forwards the session
keys to the RAN 220 in an SMC (Security Mode Command) message (step 540). The
RAN generates a message authentication code (MAC) using the session key IKg, which
is forwarded to the UE in an SMC message (step 545). The UE checks the MAC (step
550) using the session key IKg that the UE derived (step 535), and returns a complete
indication to the RAN (step 555), which forwards it to the SN (step 560). The UE is
then able to protect communications using the session keys (step 565).

[0039] With reference to FIG. 6, in a method 600 related to an Idle to Active Mode procedure
600, the UE 210 forwards a service request message which includes the COUNT value
to the SN 230 (step 610). The UE and SN derive new the session keys CKg and IKg

from the root key Kasmru (step 620) The SN forwards the session keys to the RAN
220 in an SMC message (step 630). The RAN generates a MAC, which is forwarded to
the UE in an SMC message (step 640). The UE checks the MAC (step 650), and returns
a complete indication to the RAN (step 660), which forwards it to the SN (step 670).
The UE is then able to protect communications using the session keys (step 680).

[0040] With reference to FIG. 7, in a method 700 related to mobility management procedures
700 (such as a Routing Area Update (RAU) or Location Area Update (LAU), the UE
210 forwards a RAU (or LAU) request message which includes the COUNT value to
the SN 230 (step 710). Optionally, the UE and SN may derive new the session keys

CKg and IKg from the root key Kagympu (step 720). The SN may forward the session



WO 2011/ 159948PCT/ US2011/ 040773 9 is not already known to the UE, in a
paraneter sent as part of the handover signaling (e.g. NAS security

par amet erwORO1IBESYWERAN) , and the UE perforns the sanme calPCulisko10044703 get t he
new root key KASME. [0038] Wth reference to FIG 5, in a nethod 500
related to UMIS attach procedures, the UE 210 may signal that it support
ESC in a UMIS attach regquest nessage (sﬂ%p 510). The support signal nay be
the presence of a new information elenent (1E) in the nessage. The |IE may

conpri se t ikeyOUNT ReaN 020 ifars SV Asdagt (AEK 7). 23R RARImAOLmeNE 2 IMROOT t
ESC will ignore the new I E. Authentication data (RAND, XRES, CK, |K, AUTN)
i s obt ai nedvii¢homay he ferrrdgedco toUESR ap SHAG message (SRp Ady)- i i amaymbeck

support in f{qu n t i,cati - tg t S 520).
The UE perft %Jr]fﬁr/ls hS{égﬁitsltg)Z’niﬂﬁicaa' 6‘%‘%& choéﬁt})? gtg Rl}ﬁ@l;d %S%?S%%‘E%Nggtt{ﬂ %@Ba
response REhitlofdriverdSht {osthe [SNoBEgp. 71%)0Mhs B¢ € fshdca RN be@pt messagstep
530), the UE and SN desi ve the root k?s/ KAsnEu and t he session _keys CKs and
I Ks (step 3BSVE e BQ)+ Jﬁ\ﬁéé%gs fhea Dkstg piRtaet gRMPWN{CREOISARIBD HIC) 5539 SMC
(Security Made Command) nessage (step 540). The RAN generates a nessage

aut henti cation code (MAC) using the session key IKs, which is forwarded to
t he UMG4ih] ANevSMCesesisiage (AS) kqys5ddy) be Jdneratlfd ©oh eadbstranyaionEoni $dlepo BSOYe usi ng

t he sessio ey JKs that the UE derived (step 535),. .an r a conmpl ete
| ndi cat  on FHCT MR (v e SR ehat Shaarat 1 ThoC PhEvEieRe i EBo) |
The UE is thannalleembpilipy aicGbed SRUNLGRLI IBRG HelcBG Esh%.éeﬁﬁh@lfés,k%@sf step
565). [0039] Wth reference to FIG 6, in a nethod 500 rel ated to an ldle
to Active Ngdeés,genisédmadilggoor sedcerqred. fldewaY dwyahsds thatthersegieNlessage

whi ch i ncl udes .t he NT val to the, SN .23 t ... The, UE and
orive now tns eSBe B PayEb ! S MReEN Ao RRE Vetyr WAk &b 620
The SN f or wWey dOUNTEvAES Birek (68Y.Sedcdvdd@OBAN ik 3 Btoddd CYONTERSRYEthE SIFRP
630). The RAN generates a MAC, which is forwarded to the UE in an SMC

message (staep tBtSN phecdUe clladits thhecWRCy(SKepn83&y, using ar Bty Msivation
conplete indication to the RAN gzge 660), which forwards it to the SN
(step 670) Fumpieon fKPE) shednagbiMd Sﬁ%ﬁ@cfm@o?hﬁmpt:gw dasMusi Yy theesesbssi on

keys (step 040}, W reference to..Fl 7, in.a method rel, at ed
o b |1 £ UlaNd gl T debnes et Aol i guar & BRaaeat Ry
or Locati ondeiea fdPgiatnew(leMhlcutaien Ui B4 Rhéqr wag dfic @ORAVT (AlucLidkbt eguest
nmessage which i'ncludes the COUNT value to the SN 230 (step 710).

Opt i onal | y tha BN tdiecentihe Shbsvage. dBoi GERASW ushge, sdesi l0n akeé e ¢Kearcagattuldfsd f r om

the root key KASMEU (step 720). The SN nmay forward the session
from CKg and IKg , it may be done in the same manner as when calculated from CK

and IK.

[0042] The session keys (CKg and IKg) may have a lifetime such that the UE and the serving
network keep and use the session keys until either it is no longer necessary to store the
keys to send traffic securely between the UE and the network (UE moves to Idle mode),
or a new context is created at a subsequent event (e.g., AKA authentication or a
mobility event).

[0043] The remote station 210 may comprise a computer 800 that includes a storage medium
820 such as memory, a display 830, and an input device 840 such as a keyboard. The
apparatus may include a wireless connection 850.

[0044] With reference to FIG. 1, a wireless remote station (RS) 102 (or UE) may communicate
with one or more base stations (BS) 104 of a wireless communication system 100. The
wireless communication system 100 may further include one or more base station
controllers (BSC) 106, and a core network 108. Core network may be connected to an

Internet 110 and a Public Switched Telephone Network (PSTN) 112 via suitable



WO 2011/ 159948PCT/ US2011/ 040773 10 keys to the RAN 220 in an SMC nessage
(step 730). The RAN may generate a MAC, which may be forwarded to the UE in
an SMC neseaga/i53448p 740). The UE nmay check the MAC (st @epTAB)1,1/0807d3 may
return a conplete indication to the RAN (step 760), which forwards it to
the SN (step 770). The SN then sends a RAU accept nessage to the UE (step
780). The UE is then able to protect cofhuni cat i ons usi ng the session keys.
[ 0041] New access stratum (AS) keys may be generated for each transition

fromIdl e tacidahisye SpataewirSleld mdbily stati@ymaimcliR Oemahat o, ook gitop
events. The COUNT value may be sent in idle nobility messages and in

initial |ayempateied8agarsless communtaatiomsxstenRA08 mayaaploy gry pa¢ ef amypiber t y,

or ser vi ce dreguiest o 108 SNIRYCOREkLARE dDRiseRl GRATNaluB\Das gt been

used before, updat e e stor ue 1n process

COUNT val udivisiomenul{igle qiccess €TBIMAY fEEuddicyvdilisn>mskipiceatcCSSUND MAl) ughee t he
UE and the SN proceed to cal culate the new key CKs and | Ks, usin Key
Deri vat i on dE(itieR ingHtipROeress ISP MS) HEIZEaD sBVisiop JriltiRle pesses ﬁ)etgﬂg'r%ﬁsﬁtu and

the sent kB on 1REnK0E R4 Mehugde additional information, such as

RAN node identity, for the new key calculation. If the check fails (the
COUNT [MEBLeA vsrcless daeed) |02 drem@Ninckjde chsoushempessiztg ¢hat ParforGERARassdpesd when
Kc and Kcl28 are,c IcuI%Fed from CKs and | e done in tqe sane

Ks , it b
manner as GREHETL (Al AETRUIRIGR Shac PR R S SR4ST oOKEVIRIEE  and

I Ks) may ha¥eldshbdRbi By ekl hhahsdRer ddapRado bRR iRV ARpIWMaK-daep and
use the session keys until either it is no | onger necessary to store the

keys to sentnelitdived viedhe mogivbet edreleshevaylh mayl inchulermeusgoimierfaoE adanted t o
|dle mode) o Qo B GRS Kbk S o8 LSRG ALL B SHAREAUENL: EXMCILS B A
aut hent i cat? 871" & ﬁfﬁf{y &v nt)". 6ﬁ§ﬁ * & Tehote st aty on 2 né§

conpri se a deoidpuiagindid: 4 fator ddeptdd @sp@dviie darge bovahshit8d e sivtierasvieenory,

a display 830, and an input device 840 such as a keyboard. The apparatus
may i fed46b e Hifgicseiudes Man ABMUBISAIRST OQQUARPro it Hesscpaapietiop lipkgghay
wireless r | 1e)heIR . W o] re
base statigﬁgﬁﬁﬁg&ﬂ§%§&%§%%?aﬁgévg@gsﬁg%ﬁﬁﬁ¥gg I on s@@%ﬁﬁ%%%%@8Qﬁg'&ffgless
conmuni cat iceamglgsirepor®@sprais 4 witchss devict mtyy aneciar wink @ easerkst hi same

controllers (BSC) 106, and a cor.e network 108. Core netwdrk may be
connect ed @&PSH PHPEMEE MY GORRESHE PAH $782 BRAMOERRER H"éﬁ%‘\éﬂﬁfﬁ%nﬁé‘%ﬁ%-( PSTN)

112 via suihafihwideband network). In some aspects the network may comprise a local arca
network or a wide area network. A wireless device may support or otherwise use one or
more of a variety of wireless communication technologies, protocols, or standards such
as, for example, CDMA, TDMA, OFDM, OFDMA, WiMAX, and Wi-Fi. Similarly, a
wireless device may support or otherwise use one or more of a variety of corresponding
modulation or multiplexing schemes. A wireless device may thus include appropriate
components (e.g., air interfaces) to establish and communicate via one or more wireless
communication links using the above or other wireless communication technologies.
For example, a device may comprise a wireless transceiver with associated transmitter
and receiver components (e.g., a transmitter and a receiver) that may include various
components (e.g., signal generators and signal processors) that facilitate communication
over a wireless medium.

[0047] The teachings herein may be incorporated into (e.g., implemented within or performed
by) a variety of apparatuses (¢.g., devices). For example, one or more aspects taught
herein may be incorporated into a phone (e.g., a cellular phone), a personal data
assistant (“PDA”), an entertainment device (e.g., a music or video device), a headset

(e.g., headphones, an earpiece, etc.), a microphone, a medical device (e.g., a biometric



WO 2011/ 159948PCT/ US2011/ 040773 11 backhauls. A typical wreless nobile
station may include a handheld phone, or a | aptop conputer. The w rel ess
conmmruni cawpan1isypg4em 100 may enpl oy any one of a numnber Pofi/useditiopd7e3 access
t echni ques such as code division nmultiple access (CDVA), tinme division

mul ti ple access (TDMA), frequency division nmultiple access (FDVRA), space
division nultiple access (SDMA), polari 3ation division multi pl e access
(PDMVR), or other nodul ation techniques known in the art. [0045] A wireless
devi ce 102 seisofRyhchitGhtd Ggon¥tar,aqié8oHORRAAEKRG dtVias, cre), hekemfoiaestitonse. based
on signals that are transmtted by or received at the wirel ess device. For
exanpl e, a Wit¢he|seEanaie £@aEel, walightneyitfde aakaybarddacepusgdsisted s piceidde an
audi o outp e [ _recel Vi [ - el tch
may 1 nol uadiotaZet ctpes sdARAIERR Kieer R SMELIRRR WElice 1 RARLERE 12
si gnal recstvief bekaortang ottee euivdic deAkiosi r el ess sensi ng device may include a
sensor adapted to provide d?ﬁiigfgto be transmtted.to anot her device. [0046]

A wi r d0U8E Thets devichiymBohisriitiateat ppuconyl Gt frrdenicris) d8SopsAithitedhs on
i nks that : : i ; Uit ahl i I

communi cat it%rr?ﬁltn %ﬁﬁgingga. B?:g(?a%ge@\gorr% SeeslHP(ﬁg?g@%p@g%t@gé@%%}gﬁé@agﬁ ce
may associ af envinphlse-bastdoghaling rschbane aad jeve tdstyt tyela stodes) kandayay suppoitse a

body area net.wor r a, personal area, net k (e.qg,, an ultra-w depban
et work) -t BlpBedohRl RS R i Ol o Putish B 85 FORRE: « o
a W de ar e AL fulsed). W rel ess device may support or otherw se use one or

more of a variety of wreless communi cation technol ogi es, protocols, or
st andd9®8] dusbmagspektsra wialepd ¢cviQDNRY caDVASC WFBIVESSCRDIA, ()&, MR i-Fanecew - Fi .

Simlarly, pain‘{‘jr Fo aC A L T RUPROR L O QLNBL WL 56, LSS O1e 0T IBLe. Of &
vari ety of cor esponéltl1 nlé Hodd >4t T oh or i 19 pﬁ exi nﬁ SEhE S ,fQ Wi retess

devi ce may chbhntstivitg teldBotBRPh@ROHATEg C aNpidb enés nét@odk sud is tHt Rdra@as)a t o
establi sh and communi cate via one or nore w rel ess communi cation |inks
usi ng the &Bdwar ertwetkaia siviedes SvisdermsamEaT GHon dakn dlasgrdarely HBe aeseanpl e,

a devi ce myy, conp ie%ﬁ?l% af/l){h%% §&cd {e%,saFWilﬁrstMohﬁ‘toaéc%Q&i it Gthef hé‘t%?ii b er
and receiver conponents (e.g., at smtter and” a receiver) that nmay

i ncl ude varbmustienfponwntlsty( dngddit®ngiahogé reer pparciatanthas ogned bgh@dessor s)
that facilitate co ni C%Eé on.over a wireless nmedium [0047] The teachings

herei n may 95¥CPHEBY BHPATRLS PibSARE GiSCS FHHNERERERONHOhi n or performed by)
a variigfsy] afhodPRR’ &kVSAStht arP -wo%@wng@@)andﬁmat eXBRAtfon gﬂ@ls%agfhgﬁaﬁeoect s

taught herein may be incorporated into a phone (e.g., a ce one), a
personal datmesssidstamg ahy RIJAY ) varaty ehtdefferanthhehboldgies ced(tecltniquea. miisi ¢ or

v oo ov g MERShskl ot SR SIGRu R, SEGR 6, ShSol s ci

2011/ 15994 8R4 ThbApAR1 10RAdM3 thkdughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or
particles, or any combination thereof.

[0051] Those of skill would further appreciate that the various illustrative logical blocks,
modules, circuits, and algorithm steps described in connection with the embodiments
disclosed herein may be implemented as electronic hardware, computer software, or
combinations of both. To clearly illustrate this interchangeability of hardware and
software, various illustrative components, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the particular application and
design constraints imposed on the overall system. Skilled artisans may implement the
described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from the

scope of the present invention.



sensor, a heart rate nonitor, a pedoneter, an EKG device, etc.), a user |I/0O
device (e.g., a watch, a renote control, a light switch, a keyboard, a
nouse, etwoORp11zI5P948e pressure nonitor, a conputer, a poiPaTASkeIzAkE7sevi ce,
an entertai nnent device, a hearing aid, a set-top box, or any other

sui tabl e device. [0048] These devices may have different power and data
requi renments. In sone aspects, the teacﬁgngs herein may be adapted for use
in |ow power applications (e.g., through the use of an inpul se-based

si gnaljeg3g] Shenkioad dilseutieiiiogiy 6lRkaneed)lcandd rituBd BBRFibed iV 3dhRENorDf

data rates including relatively high data rates (e.g., through the use of
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processor, a digital signal” processor (DSP), an application specific
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progr ammablié 0016 A8l Chie BIRGLSE Snlhe Qorbl ARRAEHOMmab R A FREELE

har dwar e conponent’s,” or’ anypco Phatton t her'eof  des gned to per% oMt he
functions demgohdiedinhelser RrmMapener al purpose processor nmay be a

m croprocessor, but in the alternative, the processor may be any )
conven?l54hdn opg eicmersgemphy pabp@ments; te deriopsfigssibedymay patraplg@epicaa A
processor - S,
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processor, or in a conbination of t two. A software nodule nmay reside in
RAM nenor y mddias hhatdanlitates R@wkiee b p rompRROptaga iiom BECRENE tepoother. A

regi sters, hard disk, a.renovable, disk, a CD or .any ot her fqrm of
Ctor age. medleGHHACHER N BEHEY 45 Elak e i 57 DS st SRARIIS. ShubPed 1o
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alternative, e processor and the sStorage nedium nmay reside as discrfete
conponents in a user termnal.



[0054] In one or nore exenplary enbodi nents, the functions described may be
i npl enented in hardware, software, firmavare, or any conbination thereof If
i npl enentwO 20n/1Se48War e as a conputer program product, wPha/uSanaions my be
stored on or transmtted over as one or nore instructions or code on a
conput er -r eadabl e medi um Conput er-readabl e nedi a i ncl udes both conputer
storage nedia and comruni cation nedia i Ael udi ng any nediumthat facilitates
transfer of a conmputer programfrom one place to another. A storage nedia
may be any pay@hhableinmdifent bfihsttfioReotdtestftirbyai therquberaccdsyediya of
exanple, and not limtation, such conputer-readable nedia can conprise RAM
ROM EEPROVPMEEICROMLI: apy Beinceien saropirktesnest agempuagradiic godunt Epage or

ot her magnet | t i.C: . i h o]
carry o sterired AI5oRGHeE I BT R ATIBRE BT RN BmeSaet |
t he form ofusingsd canxidl @ableofibetadpaicsdables twises @nd didiat seaoribe laec@dgdoby a
conputer. Al so, any connection i.s_proper]ly ternmed a conputer-readabl e

medi um Foﬁ’Vlﬁei%?ﬁﬁF%‘,nologlecsﬁé‘C%&f‘t“i}%%ré‘?’i 1@dior 4R MIEKOEEVEr BT éh%W%lé,aL@er ver,
or other renpt S’;Ejt&odé'i)fe?t\*f'ﬁfeﬂ aff, ﬁgﬁxété\lzir&@@lt@%hngloﬁ%rs sﬁ&i ACinfrdRH EradioM3d €d
pair, digital subscriber I'ine {DSL), or wreless technologies such’as

i nfrared, madiowavand mchrdodan ehe tbfemtiohef coabinl Riablaed discbes uept hacipabl e,
tw sted pai.r, DSL, or w.reless technol ogi es. such as infrare di.o, and
mGr ovave. A EERePEdes s (R B POTbRs P Bk SrdDNIZE N0k e e
herein, ingigdgs sROBYCHisdindierd §ks uk@&‘ﬂ?r reftcitice Arfal Sagn@icdIGy, Whitd HAks
versatile disc (DVD), floppy disk and blu-ray di sc where di sks usual |
reproduce denraduesgiatataptiahlly withiisees. diosdxnatiops otiilie @beiet $hoolst dlssalhd pclnide
llasers. Conbjnations ofc the above shoul d also be included within the scope
of conputer- reaélaﬁf%p nediar F(S(S?gi]a L'Ig'he previ ous description of the

di scl qeo38] amb geviBRt desériptivh QY iitedsdlescd Ratdbaindys P PrGadedslsichhigd ahyipében ar t
to make or use the present invention. Various nodifications to these
enbodi ment skifief |in Hee #ré fimele appsr Batpressnt Wyeuiogk Yariaysimodifieations o S t he
generic pringi Jined i | i I

mthout GeshrPPpisys Sill \RCraBng, oK, 36 ARG Atkd f 0B, SO TeAbR:
present i nyeintipts defincibhertint ramdbe apydicdeo lother eatbot ondnksew #hdo dicpatihg fiohown
herein but js ta be accorded. the w deEt scope consistent with tge

princi pl es BIPHLYEFCOPE L HRSEVAREQD: oS B i RichEnt Ijygntion 1s not intended to be

20117 159948RGHI UL HELL QB8O AR SsHWA MBcin but is to be accorded the widest scope

consistent with the principles and novel features disclosed herein.



1. Anethod for transitioning a security context froma first-type serving
network to a second-type serving network, conprising: the renote
station geoeratispgysfirst and second session keys, in aceordsece/ow7rh t he
security context, using a first information elenent and a first root key
associated wth the first-type serving network; the renote station
receiving a first nessage fromthe secoﬁﬁ-type serving network, wherein the
first nessage signhals to the renote station to generate a second root key
for use with the second-type servi ng OEATMISK; the renote station
generating, in response to the first nessage, the second root key using the
first root key and the first and second session keys as inputs; and

the renote stati, t j AWM i i an the . -fype
A S RS L AR S
t ransi t i onitmg saondejpareevingnaharkncémpwhiagei n t he security context conprises
an enhanced security context, the fifrst-type securjty serving networ,
conprises a UTRARG (SEIRARSIEH QR gerssstin Sh%W%ﬁWRPE§ﬁ%“@é§%ﬁdn@§ﬁ€H§EF0Wﬁb

netvork oy (&&sAlydroldTRAN: RanediReinhing MERURTa of gt f3di iy BYcikE

conprises a first “enhance curity context root key, and the”second root
key conpri seth the Siegoyet emhagoedosecurity context root key. 3. A nethod for
transitioning aﬁgdefined in clai erein i nformation el ement

o laim.1, A t he fir%F
comprises a coutt® FRHRH AN FHCT RS S RFHEERITMR PG RPGIFTVnE
wher ei Nt hgef @Rt RhSk At 1heTirSORREsh 8€ SigRal TR AL TARRE sRAYA RMBBlcrate a second
root key for use with the second-type serving network;
the remote station generating, in response to the first message, the second root
key using the first root key and the first and second session keys as inputs; and

the remote station protecting wireless communications, on the second-type

serving network, based on the second root key.

2. A method for transitioning as defined in claim 1, wherein the security context
comprises an enhanced security context, the first-type security serving network
comprises a UTRAN/GERAN-based serving network, the second-type serving network
comprises an E-UTRAN-based serving network, the first root key comprises a first
enhanced security context root key, and the second root key comprises a second

enhanced security context root key.

3. A method for transitioning as defined in claim 1, wherein the first information

element comprises a count.

4 A method for transitioning as defined in claim 1, wherein the remote station

comprises a mobile user equipment.



16 5. Arenote station, conprising: means for generating first and
second session keys, in accordance with a security context, using a first

i nformat iwo2eliesen8 and a first root key associ ated w t irCa/ush@ 1/0ia73% - t ype
servi ng networKk; means for receiving a first nmessage froma
second-type serving network, wherein the first nessage signals to the
renote station to generate a root key féf use with the second-type serving
net wor k; means for generating, in response to the first nessage, the
second roots _key A roité fetidd, csipfisial: key using the first and second session
keys as inputs; and means for protecting wreless comunj cati ons, on

t he second-type nspyfaigeperatieg Rist @3@%@@0@18%@11 kevso Hichcegidangeayith a gecupty enpt e

station as ggfin ‘ﬁﬁn%'& ﬁh@h&#@y%&é@@@ % frs it} k& SQBLGXE v&t@%k st an

enhanced security contex ype security ’serving networ

conpri ses aypdlANMCHIRADFased servi ng network, the second-type serving
networ k conpri ses anﬁE—UTRAN—base servi ng petmork, the first root kiy
conprises a fir$tCaBHhHAhJEEFEBE Lt iTt{t BR8P0t $E9NI-YRE TCHENS dCEHA T oot

SR R R e e T e
conpri ses avitothasecond-Type serving network;
means for generating, in response to the first message, the second root key from
the first root key using the first and second session keys as inputs; and
means for protecting wireless communications, on the second-type serving

network, based on the second root key.

6. A remote station as defined in claim 5, wherein the security context comprises
an enhanced security context, the first-type security serving network comprises a
UTRAN/GERAN-based serving network, the second-type serving network comprises
an E-UTRAN-based serving network, the first root key comprises a first enhanced
security context root key, and the second root key comprises a second enhanced security

context root key.

7. A remote station as defined in claim 5, wherein the first information element

comprises a count.



8. Arenpote station, conprising: a processor configured to:

generate first and second session keys, in accordance with a security

cont ext, wei2ng/#9948r st i nformation el ement and a first PooUSk@y/0a3dCi at ed
with a first-type serving network; receive a first nessage from
a second-type serving network, wherein the first nessage signals to the
renote station to generate a second rooﬂ7key for use with the second-type
servi ng networKk; generate, in response to the first nmessage, the
second r ooty key Asdnitge §thgod, icombrikia@t key and the first and second session
keys as inputs; and rotect wirel ess conmunications, on the
second-type ser@ﬂﬁ@xﬁﬁﬁﬁbﬂﬁgﬂﬁ%géd on the second root key. 9. Arenote

station as defined i i i ity (- ri an
enhanced security coE?gég%nﬁﬁgaﬁ@gé%@@f%gﬁgzgg Ff% %%&@%ﬁ% ne &%P%ﬁﬁﬁy
conpri ses a@ohltRAMIGERANthatet ats@r slementraat wiirkt, robthieyssaeiuded wik asestviypg
networ k conprises an_ E- UTRAN-based serving network, the first root key

conprises_ée$W%%W*%WWénced security context root key, and the second root
key conprises a secong..8rhap Yoy 2 SQMhEALpd &?&ingﬁlé{twwﬂ%%h&eih?ﬂ@t e

. . < ql\ﬁﬁﬁ% ?
station as defined in claimS§, erein the information el enent conprises a
count . 18 first message signals to the remote station to generate a second root key for use with the
second-type serving network;
generate, in response to the first message, the second root key using the
first root key and the first and second session keys as inputs; and

protect wireless communications, on the second-type serving network,

based on the second root key.

9. A remote station as defined in claim 8, wherein the security context comprises
an enhanced security context, the first-type security serving network comprises a
UTRAN/GERAN-based serving network, the second-type serving network comprises
an E-UTRAN-based serving network, the first root key comprises a first enhanced
security context root key, and the second root key comprises a second enhanced security

context root key.

10. A remote station as defined in claim 8, wherein the information element

comprises a count.



11. A conmputer program product, conprising: conputer-readabl e storage

medi um conpri si ng: code for causing a conputer to generate
first andweesomdIsessi on keys, in accordance with a sec®CITUS2@008@3, usi ng
a first information elenent and a first root key associated with a
first-type serving network; code for causing a conmputer to
receive a first nessage froma second-t}%e serving network, wherein the
first nessage signhals to the renote station to generate a second root key

for use w tih. t hey sespRer fr¥PRNSEONIN L oNGrivHK; code for causing a
conputer to generate, in response to the first nessage, the second root key
usi ng the first cPEdBtckesrdablg stomgeimediemanyBEWAd sessi on keys as inputs;

and code f ' r | .
comuni cati ons, on tﬁgaesgogg% - %g&gg@\g/llt ﬁ)gge&llg]ia\%ﬁ S?Q%da%ggél‘?%%%gﬂg kg%sé(l)nnd
root key. atérdéhcewithd ecuftyaghant, psioducirseiafaahiioe demencdnal afiklroookeyr ei n
the security context nprises an enhanced security context, the first-type

c
security sé?&ﬂcﬁ&dn‘@‘tt%%@ﬁwp%%n%fw N/ GERAN- based serving network, the
second-type serving RELRLK-LGHPN A 6 HIRAN, based sS85y iogh AstaRk, the

first root key conprises a first enhanced security context root key, and
t he second tymoterkey netewps, ivdescia tiedoonue sagangeds ®etbe ringte sehom it ganesite key .

13. A conputer programproduct as defined in.claim1l, wherein the first
i or mat | oft ST BB PSS g st e scivife Refllon
code for causing a computer to generate, in response to the first message,
the second root key using the first root key and the first and second session keys as
inputs; and

code for causing a computer to protect wireless communications, on the

second-type serving network, based on the second root key.

12. A computer program product as defined in claim 11, wherein the security
context comprises an enhanced security context, the first-type security serving network
comprises a UTRAN/GERAN-based serving network, the second-type serving network
comprises an E-UTRAN-based serving network, the first root key comprises a first
enhanced security context root key, and the second root key comprises a second

enhanced security context root key.

13. A computer program product as defined in claim 11, wherein the first

information element comprises a count.



