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signaling message is a scheduling message, then a data transmission may be sent to the
UL based on scheduling information included in the scheduling message.
{0907} in another aspect, at the UE, a message may be received via the common
channel. The first 1D and additional information such as, e.g., a salt value obtained
from the received message and/or shared secret data for the UE, may be transtformed to
obtain the second ID, which may be used to determine whether the received message is
intended for the UE. The received message may be matched based on a previous first
1D or a current first ID depending on the flag (if sent) in the received message. If the

received message is a scheduling message intended for the UE, then scheduling



transm ssion may be processed based on the scheduling

information. The first I D and/or the shared secret
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nmessage i ntended for the UE is received. A

re-synchroni zati on nechani sm may be used to ensure

synchroni zation of the first ID and/or the shared

secret data at the OE and the gRetwork entity. fOOQSJ
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{0016} FIG. 8 shows a process for receiving scheduling messages and data and
updating a long UE 1D and shared secret data based on a previous ID flag,
0037} FIGS. A and 9B show operation of a re-synchronization mechanism.
{0018} FIG. 10 shows a process for sending signaling messages and data to a UE.
{0019 FIO. 11 shows an apparatus for sending signaling messages and data to a UE,
{0020} FIG. 12 shows a process for receiving signaling messages and data at a UE.
joB21} FIG. 13 shows an apparates for recelving signaling messages and data at a UE,

{0022} FIG. 14 shows 3 block diagram of @ UE, a Node B, and a system controller,

DETAILED DESCRIPTION
{0023} The techniques described herein may be used for various wireless
communication networks such as Code Division Multiple Access (CDMA) networks,
Time Division Multiple Access {TDMA) networks, Frequency Division Multiple
Access (FDMA) networks, Orthogonal FDMA (OFDMA) networks, Single-Carrier



Access (FDMA) networks,. Othogonal FDVA ( OFDMVA)

net wor ks, Single-Carrier FDVA (SC- FDMA) networ ks, etc.
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personal digital assistant (PI2A), a wireless device, 2 handheld device, a wireless
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determine whether any scheduling message is intended for that UE. A UE that is
scheduled in a given TTI may process the data channel to recover the data block sent to
the UE.
{0029} In the example shown in FIG. 2, UE 1 is scheduled in TT1 #,UE3is
schedwled in TTT 2+ 1, UE 2 is scheduled in TT1s #+2 and n+ 3, andUE 1 s
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ID to determ ne whet her any scheduling nessage is

intended for that UE. A UE that is scheduled in a

given TTl may process the data channel to recover the
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another cell, as determined in block 320, then the UE continues to monitor the contral
channel for scheduling messages addressed to MAC ID a {block 3 14).
{0033} Upon leaving cell A and being handed over o a new cell B, the UE receives
an assignment of MAC ID & from cell B (block 322). The UE may then monitor the
control channel for scheduling messages addressed to MAC 1D & and receive data from
the new cell B (not shown in FIG. 3). The UE may relinquish MAC ID ¢ upon being
handed over to cell B {block 324). Alternatively, the UE may retain MAC 1D g uniil
cell A is removed from a switching set maintained for the UE, which may ocour at any
time after the handover (also block 324). In any case, MAC ID « may be de-allocated

from the UE and assigned to another UE in cell AL
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continues to nonitor the control channel for
weehedusi7ag nessages addressed to MAC I D a (bl eck/uS1eby/061946
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{0038} In an aspect, a short UE ID may be derived for a UE based on a fong UE ID
assigned 1o the UE and may be used to address a message to the UE. In general, the
long UE ID may be any 1D assigned to the UE by any network entity and may have any
life span. For example, the long UE ID may be (i) an ID assigned by a Node B such as
a Cell Radio Network Temporary Identifier (C-RNTI), a MAC ID, ete., (i) an 1D
assigned by the core network but known to the E-UTRAN, such a5 2 Temporary Maobile
Subscriber Identity (TMSD), a Packet TMSI (P-TMSI), efc., or {1311} some other 1D or

combination of IDs. The long UE ID may be assigned to the UE using a secure protocol



| 0037| The scheduling nessages may be ciphered to
conbat Hnkability attacks. However, ciphering the
weehdusd7ag nessages nay i npose excessive deci pOemiS®7/061946

burden on the UEs, especially when each UE is required
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HA{R:) should be, for each value of o, in a range used for the short UE IDs.

j0942 The hash function H,; may be defined based on any parameterized
cryptographic hash function known in the art. One well-known example of a
parameterized crypiographic hash function is 2 UNIX function ‘oryvpt()’. Cryptographic

hash functions such as SHA-1 (Secure Hash Algorithm), SHA-2 (which includes SHA-
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hash function is used as the transform function. The
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fs@an ttha/re&elaeﬁ arasEge (bock S14). A short UB I is also generated based an the

long UE I and the salt value o obtained from the received message (block 316). The
locally generated short UE ID is compared to the received short LE ID to determine
whether the scheduling message is intended for the UE (block 518). I the two short UE
IE2s malch, as determined in block 520, then the scheduling message is intended for the
UE, and a corresponding data block is received and processed based on the schedul ng
information in the received message (block 522). After block 522 and also if the two
short UE 1Ds do not match in block 520, the process retorns to biock $14 for the next

scheduling interval.



channel to the UB (block 420). Data is sent to the UE

i n accordance with the scheduling information in the
weehedesdi7ag message {bl ock 422). The process tReWUS2007/061946

returns to block 414 fbr the next scheduling interval.
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through frequent assignments of new long UE 1Ds to the UBs via secure signaling,

{0048} In another aspect, a short UE ID may be derived fora UE based on a long
JE 1D assigned to the UE, shared secret data known to the UUE and the E-UTRAN, and
possibly & salt value o. The shared secret data may be exchanged securely between the
UE and the E-UTRAN, e.g., at the start of a call, during handover, etc. The shared
secret data may be of any length (e.g., very long) since it may be sent over the air just
once. Once established, the shared secret data may remain unchanged atthe UE, eg.,

for as long as the UE remains in a connected state or for some other duration.



informati on intended for the UE. [0047] Long UE I Ds of

a sufficiently large size may render an exhaustion
wanb@mrsosnput ati onal |y i nteasi bl e. For | ong UBCTDS207/061946
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{0052} The E-UTRAN may autonomously update the fong UE YD for the UE
whenever a scheduling message is sent to the UR. Stmilady, the UE may autonomously
update its long UE ID whenever a scheduling message intended for the UE is received
from the E-UTRAN. If the long UE ID is updated separately by the E-UTRAN and UB,
then the B-UTRAN and UE may have different values of the long UE D in certain

failure cases. For example, if a scheduling message is lost over the ai r, without the E-



function or some other function. [0051] FIG shows a
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assignment of a long UE IDis received (block 6 12).
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Itﬁanfda Uhatllae ST Saih may be updaied based on the current long UE ID, the current
shared secret data, a salt value o obtained from the received m essage, amd/or other
information {block 722). A synchronization mechanism may be emploved to ensure
synchronization of the long UE ID and shared secret data between the UE and the E-
UTRAN.

{0055] If the long UE 1D and/or shared secret data are updated after each scheduli ng
message, then the E-L'TRAN should have (i) a reliable way of determining whether the
UE recetved the scheduling message and hence performed the update or (i1} a reliable
low-overhead recovery mechanism for situations where the update was not performed
by the UE. Either (i) or (if) may be achieved based on an ACK gent by the UE for the



descri bed bel ow. | 00S3| 1" yet another aspect, a |ong

O I D and shared secret data for a UB nay be updated, e
waq.2o00memgser a short UE ID is generated. The | sagusEorDs1946

may be updated based on transformfunction F, and the

shared secret data may be updated based on transform

function G each of which nmay be a hash function or

sonme other function. Alternatiyely, the long UE ID and

shared secret data nmay be jointly updated based on a

conmmon transform function n any case, continually
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&P %hle%wﬂl;i{.g{ .rlﬂarrsp L:!;ectlhg l;)}/ewa(?u% l'logg %%/Ibng?dnggarédosecret data to address
the UE. The B-UTRAN may send a schedoling message with a “previous IDT flag set
to *17 to indicate that the previous long TE 1D and shared secret data are being used for
the message. When the UE receives the scheduling message with the flag set, the UE
may pecform matching using both its previous and current long UE IDs and shared
secret data. If there is a match, then the UE may update its long UE ID and shared
secret data based on the long UE 1D and shared secret data that produced the match.
{00355 FIG. 8 shows a process 800 performed by a UE for receiving scheduling

messages and data and opdating a long UF ID and shared secret dala based on a



indicate to the E-UTRAN thai the UB has received the

schedul i ng nmessage. | 0056] If the E-UTRAN does not
woeowiogst7an ACK for a schedul i ng message sent: PCO/USE®7/061946

UE, then there are two possibilities: * The UE did not

recei ved the scheduling nessage and hence did not

update its long UE ID and/or shared secret data, or

TheUE received the scheduling ypessage, updated its

long UE I D and/or shared secret data, and sent an ACK,

which was lost. In either case, the E-UTRAN . nay not
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message is lostin transmission. The UE does not know that it should update its long

UE 1D and confinues 1o use PID = By and CID = &, The E-UTRAN does not receive an

{Z%lf& ed from a

ACK from the UE and sends the next scheduling message for the UE using the previous
long UE ID of Ry and setting the previous ID flag.

o061} The UE receives the scheduling message and, because the 1 ag is set, checks
the received message with the previous long UE ID of Ry, which does not match. The
UE then checks the received message with the current long UE ID of Ry, which
matches, The UE then recognizes that its current long UE ID of R is equal to the
previous long UE 1D of Ry at the E-UTRAN. The UF then updates its fong UE {D once
as PID = R, and CID = R; to match the updating by the E-UTRAN for the missed
scheduling message. The UE further updates its fong UE ID as PID = R and CID = Ry



is far the OE is determ ned based on the previous |ong
E ED and the previous shared secret data for the UB
woOhbwomrsa820). Bl ock 820 may i ncl ude bl ocks 616PamaS&001861946

in HG 6. f a match occurs and the recei ved nessage

is for the UE as determ ned in block 822, then the

long UE I D and/ or shared secret data may be updated

based on the previous long UE {P and/or the previous
shared secret data (block 824). Otherwise, if a match
does not occur in block 822 and also if the previous
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scheduling message for the UR using the curremt tong UE 1D of Rx and with the
previous I flag cleared. The UUE and E-UTRAN are now synchronized with the
current long UE ID of Rs.

{0064} In another design, the E-UTRAN updates the long UE I andfor shared
secret data for each scheduling message sent to the UE. The UE attempts to match a
received message based on one or more Jong TR IDs. For example, the UE may
attempt to match the received message based on the current long UE ID, then the

previous long UE ID, then the future long UR 1D, etc. Upeon detecting a match, the UE



schedul i ng nmessage. The UE further updates its |ong UE
IDas PID/ nd D Ro match the updating by the
wa2TRON78 or the current schedul i ng nessage. TReETWRE2007/061946
sends an ACK for the scheduling nessage. The E- UTRAN
recei ves the ACK and updates the long UE ID as PID R2
and C D R3. The E-UTRAN recogni zes that the UE has
properly updated its long UE I [} based on the received
ACK and sends the next scheduling nmessage for the UE
using ih current long UE IO of R and with the previous
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duplicates and may reject this salt value if duplicates are detected. In general, a salt
value that causes a collision for certain long UE IDs may still be used for other long UR
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IMBANRESS.

{0068} In general, a short UE TD may be generated based on any piece or pieces of
information. For example, the short UE ID may be generated based on only the long
UE ID, the long UE 1D and the salt value, the long UE 1D and the shared secret data,



secret data for each scheduling nessage sent to the
UE. The UE attenpts to match a recei ved nessage based
wonowmes«os nore |ong UE ! Ds. For exanpl e, the BETME007/061946

attenpt to match the recei ved nessage based on the
current long UE ID, then the previous long UE ID then

the future long UE ID, etc. Upon detecting a match,
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secret data may be updated, e.g., whenever a scheduling message is sent to the UE
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I; Ee tdlﬁ)’fatgihiese&b&f 3] tiapt Gh31 Pe) 1%@5;1%\’?0[' H&‘Qﬁw the first ID

message to address Ne messa
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rex, &idda via a common channel shared by a plurality of UEs (block 1212). A first ID
assigned to the UE and additional information such as, e.g., a salt value obtained from
the received message and/or shared secret data for the UE, may be transformed to obtain
a second 1D for the UE (block 1214). The first 1D may be assigned to the UE by the
same network entity that sent the received message. Alternatively, the first ID may be
assigned to the UE by one network entity, and the received message may be sent by
ancther network entity.

{0076} Whether the received message Is intended for the UE may be determined
based on the second ID (block 1216). A previous first 1D sndfor a current first ID may

be transformed depending on a flag in the received message. For example, the previous



I D may be applicable in a single cell or across

multiple cells. The first ID, the salt val ue, and/or
woheo7oasu7ed secret data may be transforned basedTmis200a/m61946

irreversible function, a hash function, or some ot her

function to obtain the second ID. The salt val ue may

be changed each tine the first IDis transforned and

may be selected to avoid colli;g ons anong a plurality

of first JDs assigned to a plurality of UBs. O her

types of additional information (e.g., tine
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components, logical circnits, memories, ete., or any combination thereof.

{0079} Fl€x. 14 shows a block diagram of a design of a UE 120, a Node B 110, and
systern controller 130 in FIG. 1. On the uplink, data and signaling to be sent by UE 120
are processed {e.g., formatied, encoded, and interleaved) by an encoder 1422 and further
processed (e.g., modulated, channelized, and scrambled) by a modulator (MOD) 1424 to
generate output chips. A transmitter (TMTR) 1432 then conditions {e.g., converts to
anatog, filters, amplifies, and frequency upconverts) the outpus chips and generates an

uplink signal, which is transmitted via an antenna 1434, On the downlink, antenna 1434
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common channel shared by a plurality of UEs (block .1

2 2). A first ID assigned to the UE and additional
informati on such as e.g., a salt value obtained from

the received nessage and/or shgfed secret data for the
UE, may be transformed to obtain a second ID for the

UE (bl ock 1214). The first 1D may be assigned to the
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poeg s dot e i@hidhues described herein. Memory 1462 may store long and short
UE IDs for the UEs served by system controlier 130, or SCUE IDs.

jooszi The technigues described herein may be implemented by various means. For
example, these techniques may be implemented in hardware, firmware, software, or a
combination thereof. For a hardware implementation, the processing units used 1o
pertorm the technigues at a given eutity {e.g., a UE, a Node B, a system conirolier, etc.)
may be implemented within one or more application specific integrated circuits
(ASICs), digital signal processors (DSPs), digital signal processing devices (DSPDs),

programmable Jogic devices (PLDs), field programmable gate arrays (FPGAg),



means for determ ni ng whet her the received nessage is
i ntended for the UE based on the second ID (nodule 13
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is a scheduling nessage intendgd for the UE (nodule
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based on the scheduling information (nodule 1322).
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10QS0.1 A controller/processor 440 directs the
operation at UE 120. Controller/ processor 1440 may
perform process 500 in FIG 5, process 600 In FJG 6
process 700 in FiO 7, process 800 mFJG S process
1200 in FtO 12 and/or other processes for the
techni ques descri bed herein. A nenory 1442 stores
program codes and data for UE 1.20 and may al so store
l ong and short UE IDs for UE .120. |Qgbl | FIG 14
al so shows a design of Node B 110 and system
control l er 130.



Node B 110 Includes a controller/processor 1450 t hat

perforns various functions for communication with the
wOBsg7/0a54TRNOry 1452 that stores program codes BQWUS08/061946

for Node B 1 10, and a transceiver 1454 that supports

radi o communi cation with the UEs. Controll er/processor

1450 may perform process i000 in FIG 10 and/or other

processes for the techni ques descri bed herein. . Menory

1452 may store long and short UE IDs for the UEs

served by Node BI 1O or NB UE IDs. Systemcontroller

t@loxliqcihudes a controller/processor 1460 that perforns

vari ous functions to support comruni cation for the UBs

and a nenory 1462 that stores program codes and data

for systemcontroller 130. Controller/processor 1460

may perf or MpHEEEYS QURINISRE'FI G 10 and/ or ot her
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%ﬁdg‘?ﬂlﬁé ﬁ@i:g‘hathemqm@sgm&sz(@SPs) digital signal

processi ng devi ces (DSPDs), programabl e | ogic devices
(PLDs), field progranmabl e gate arrays (FPGAs)2 i

pr oce$sor sTheapparaik ef slainiictvbeRiNibe@Prb&isor is configured to assign

el ectroni c devices, other electronic
un| Qﬁg §s§%g’%ﬁt o performthe functions descri bed

herein, a conputer, or a conbination thereof. | 00S3J
For aflrmfﬁﬁ and/ or .software inplenentation, the
t echnf'ques  AREPEIFHAT Sand etbiiicihthrdaefesr deceptigured to receive

zpradnetdwmssi g 1o ORBatic®lh the FRALDPALLAEMI e L)F by a second
fun ons described herein. The firmvare and/ o

TV PWeF e " 0odes may be stored in a menory (e.g., nmenory
1442, I452 or 1462 in HG 14) and executed by a
processor E , processor 1440 1450 or 1460). The
mam)ri may %%aii‘i‘f%mféhﬁﬁfi@@? Wi whemintthe fystdBes sppliable across

T@’mlﬁfer@hiswaRﬁﬁid&&%ﬁéﬁ{?ﬁcanw neflorkne previous

description of the disclosure is prOV|ded to enabl e
any person skilled n the art to nake or use the

di scl@sur eTndMatdaOSs SPdhitd ¢aLAQ0S he iR oSLSEhISYLE, comprises a
salt vatue, and wherein the processor is configured 1o hash the first 1D and the salt value
to obtain the second ).

7. The apparatus of claim 1, wherein the additional information com prises

shared secret data for the UE, and wherein the processor is configured to transform the
first ID and the shared secret data for the UR to obtain the second I,

3. The apparatus of olaim I, wherein the additional information COmMPrises a
salt value and shared secret data for the UE, and wherein the processor is confi gured o



will be readily apparent to those skilled in the art,

n the generic principles defined herein may be applied
woaowtoast73vari ati ons w t hout departing from t heCspiSeaor/061946

or scope of the disclosure. Thus, the disclosure is

not intended to be limted to the exanpl es descri bed

herein but is to be accorded the w dest scope

consistent with the principl esy,and novel features

di scl osed herein. |0b85] WHAT S CLAIMED 1S;1 O CLAI MB

1. An apparatus conprising; a processor conflgured to

TS FR KB Best f1h 3€§1e kidgnd L& ag tr% th%stsf%ig ttho \%ig y %‘“ﬁ to obtain the

equi pnent (UE) and addi ona or ma

8¢O8AdDI D for the UE to generate a si gnal i ng nmessage
directed to the LCE based on the second ID, and to

send t he S|%§allng nmessage via a common channel shared

by t h& UE d'hg appistusWEs]aimrid v&xermma/proa&spb;a@ cb@txst;d‘rsd to update

aLus L
B aEe R 1 00 PERTIPS BBl Bl oot daa
si gnal i ng nmessage. 3 TI | e apparatus of claim 1.
V\,hereli? th%‘h? ces { f ured to assign the
first TD to the T “*’&’ ¢ ‘8 b"é’%ﬁé‘f © PSP fepofigured to update
hkdirel I, oh éheprhaceissore! d&eCarioil wettkst D kRE Qit\éﬁdﬁjtd sedet dala alier
Iachrbst gtvv{)rk entit %L rmation on the first
A58 g e %8‘???@"[9@%{?* cond network entity. 5. The
apparatus of claim1, wherein the first Dis

appl i ﬁ?bl eTgcross multiple cells in a wreless
conmmuni cat i'GR *REARE T g Py thﬁfﬁ"b‘aﬁ?ﬁtm%c%ﬁmdh apphigured to

M&lﬁl“mx{la bl‘b@.itﬂ@d‘irﬁi 1onald ﬂh@ﬁ@&@%ﬁ&iq Hi&@ﬁﬁ?ﬁ %Q?}Q%atﬁ%@kﬁhm rization of
n the processor is con ur ed h

vvher el n
'}(‘ﬁ g“"ft [Ps‘t" FISCRAG e waRtora elETans TeB R aﬁidtthféa@rébam information

i s 6f sBraNRAIRLY AcPE&hidd. M 1, wherein the
addi tional information conprises shared secret data

for the UE, and wherein the processor is configured to

transipr m gheabbd:shs bPeaff of F’ger%gua{h%ﬂ) ('?ce%so%t d%%x%l]g & to seta

the UE to obtaln the second ara
Ragdnihe signgitig missagh i lagsdiftsiroviabnizat ar nﬁme GistdDripdeeesd.
a
13, The apparatus of claim 6, wherein the processor is configured to generate
the signaling message to include signaling information, the second ID, and the salt
value.

14, The apparatus of claim I, wherein the signaling message is a scheduling
message or a paging message.

15, A method comprising:

transforming a first identifier (ID) assigned to a aser equipment {UE) and
additional information o obtain a second ID for the UE;

generating a signaling message directed to the UR based on the second ) and

sending the signaling message via a common channel shared by the UE and
other 1Hs,



salt val ue and shared secret for the UE, and wherein

the processor is configured totransformthe first D
woheo7oasu7ed secret data for the UE, and the saPCTA&RWe/061946

to obtain the second ID. 9 The apparatus of claim?7,

wherein the processor is configured to update the

first Il or the shared secret data, or both the first

D and the shared secret data. ;0. The apparatus of

claim7, wherein the processor is configured to update

the first D or the shared secret data, or both the

first (4D a ret dat
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nmessage, or a pagi ?Ig rkm=.~ssa ge. 15. A &d conpri sing:
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trans Wﬁ&’%f ot Haonthe frared egorqg 9B, asBdribel it 1B and the shared

458k degui pment (UE) and additional information to
obtain a second ID for the OE generating a signaling
nmessage directed to the UE based on the second ED; and

sendi fg t hg,ShaRaling e via common channel
shared by tﬁe % Qg fﬂ{ﬁégﬁ%& 16 . The nethod of
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&G%ﬁﬁuﬁﬁ%% %‘%‘6? t(g 8 ia[r%? %e%EShd % Fd T %a cein the

transformng t h%‘formnge

firstmpgusgod thlmatsigm iignﬁmgrméssﬁﬁt dirdogyd fohte UE bfed on the

e &ﬂi M t,{ag second ID. .17. lire nethod of claim 15,
erein e additional information conprises a salt

val uemans fohamdihgsibe sighaliiat mchage bhen dmnoR GhubiaN Shdted by the

t sfermng the first I D conprises transformng
%Qnélﬂ% E’I%{B the shared secret data for the UE, and

the salt value to obtain the second ED
29 The apparatus of claim 19, wherein the additional informasion comprises
shared secret data for the UE, and wherein the means for transformi ng the first 1D
comprises means for transforming the first ID and the shared secret data for the UE to

obtain the second ID.

21, A computer-readable medivm includi ag instructions stored thereon,
comprising:

a first instruction set for transforming a first identifier {I13) assigned to a user
equipment (UE) and additional information to obtain a second ID for the UE;

a second instraction set for generating a signaling message directed to the UR
based on the second ID; and



The met hod of claim 16, further conprising: updating

the first D or the shared secret data, or both the
woi2owt09547® and t he shared secret data. 9. An appamalws/061946

conprising: neans for transformng a first identifier
CID) assigned to a user equipnment (UB) and additional
information to obtain a second D for the UE, neans for
generating s signaling nessage,girected to the UB
based on the second I D, and neans for sending the
signaling nessage via a comon channel shared by t he

UE ang iﬁfr@ ﬁfstlggt?on 95 1@%3 QIQQY?{ gt Hﬁ ing m&»goe vrgﬁ comuon channel

wherejn t t1ona

§’é’€i’°‘é¥>b’§§ﬁa5fﬁﬁﬂﬁﬁéﬂﬁﬁ and wher e| n the nmeans for
transformng the first 3D conprises neans for
transformng the first D and the shared secret data

for tR8 UElhe cobtpatan-rediabianedidm & cl@&ml2 1 Avherein the additional

|
ﬁﬂﬂ%%{élh%ﬁgﬁqggé bq} anea{j ?ESY%E]SIQQEJO#J gllbr}tgi“‘,: ‘ﬂéli\; ililjé%!ili’ld 15 gléaii nsfruaction
sagis fqramsmnmmgha fikdt I BtankidBA b @fectdt B NG 15 Qb@in the
g%g[ ﬁgw pmrent (OE) and additional information to
obtain"a second ID for the XJE, a second instruction
set for generating a signaling nmessage directed to the
UE baged or&the second I D, anda third instruction set
for sé&ndi ngt GG MEssage via a conmon channel

shar ed pb;}cet.ﬁiw cblFiandd af :I&Bémblﬁ%esga%e ke & common ciﬁmnel shared by a
c; Eﬁf# L rﬁead bl e medi um of claim?21, wherein

By BhBT™ FRMBFYEE (Bﬁ‘édﬁﬁfr‘f’%§“§ﬁ§ﬁb@€§@¢¢@f Datstgned to a UE
faf addh@ddEintaneudiab %ﬁm& R Qecfdnﬁsib f*op slef {{J}Ct D%genln?ne whether

for trar sformng.the first I and share

WS tepef i AR eRdRdR ﬁteﬁéﬁéaémw B seaBd m emd

appar @iésn 9 B MEY Adthe PrlREESSOr configured to
receive a nessage via a common channel shared by a

plurality of user equipnments (UEs). to transforma

firstad dengifl Hﬁﬁm £ Dbr 8354 99 e\gh%{%m?{hg pflhi:g‘iiﬁzg‘g %c%}é'o Dt“BEd 1o receive

|nforrrat| on to o tal n a secon
HetssieRRE: Ofide Fest ID from a first network entity and to receive the message from

a second network entity.

25, The apparatus of claim 23, wherein the processor is confi gured to receive
an assignment of the first 1 and the message from s sin gle network entity.

26. The apparatus of olaim 23, wherein the additional information com prises
a salt value, and wherein the processor is confi gured 1o obtain the salt value from the

received message and to hash the first 1D and the salt value to obtain the second ID.

27. The apparatus of claim 23, wherein the additional information comprises
shared secret data for the UE, and wherein the processor 1s configured to transform the
first ID and the shared secret data for the UE to obtain the second D,

28. The apparatus of claim 23, wherein the additional information comprises

a salt value and shared secret data for the UE, and wherein the processor is configured



the received nessage is intended for the UE based on

the second ID, and a nenory coupled to the processor,
wa4oo7Mast7appar at us of claim 23, wherein the prBCeIS07/061946

is configured to receive an assignnment of the first

IDfroma first network entity and to receive the

nmessage froma second network entity . 25. The

apparatus of claim23, whereimdhe processor is

configured to receive an assignment of the first |Dand

the nessage froma single network entity 26. The

ﬁpﬂﬁéﬁttﬂé s&fv zﬁk@h@@&a%@ﬁl@dﬂn@% e aﬂ% t V\?{,}t@é‘omnnth? figst 10, the

i nformation conprises a Sa erel
Brasedaaseyt dat foo fife gt el tho sdbvaintd htetasﬂhb seeainddDf r om
the received nmessage and to hash the first ID and the
salt value to obtain the second ID. 27. The apparatus
of cl &'m 23F hewpprmius flrimddi hihereah tienfrocexBé i9Bonfigured to update

d he
PR B3 AP SRR b oh Rl BT b e

and the shared secret data for the UE to obtain the
second, | D. The appa aim 23, wherein_the
addi th%nal 7% SPBPHAL 56’511 {t’sﬁp?r %%gf‘f’&’ B Rrosasplds spfigured to update
iediredDs eﬂrltiei shdaddasct@r ditheorWorangd MBI LAY RS hared secret dala afier
{) cessar configuredto obtain the salt value frani
i ff"ecé’é‘t’t}é & Prssarpdrgnded BrthekEiorm the first 1D,
t he shared secret data for the UE, and the salt vaiue
to o\% hhe second | D. The apparatus of claim

T ei 1 ERBPHRYE &€ glgfm |2§ whnkiy éﬁi"t%“ﬁpﬁ&@d*:t‘h@i to
ftdasfs%nddx Siods TR «SIMRs LS RGH B tq‘@tgi& #hn B0
3D and tE( shared secret data. ¥ . 'Ig'ee %gpgf‘éﬁ%& #é%d
CFAPEF-27, wherein the processor |s configured to
update the first 1D or the shared secret data, or both
the first | D and the shared secret data after each
reception dhe appasaiva gl clisine @Adeterkor the peoddBsor 3s donflfueed to
BRRAGAL A5 Riouk! 2D
conf i gurér 10 transf o}dr%“ggggiggfl}gB]gm?&gg?&%b‘ﬁmmapiewom second
Bupndtordergrmine whrethaside roveived !flhsagge i3 itleadeceReitvel0 E based on the

{: L.alm 29 whe

eRa0Rooid 0 B8, ARRAELYSA s aa B € TFEE P BaF presious
KEohid. tih éma@t@nmammatent ﬁfsotm& m etdlhi@bta&[ﬂfoﬁnﬁfcﬁt\&b%&un a

the receive
"Q“?’%ggg”é‘h%é Wit S A8 e P ieativen “t‘ﬁt‘é‘gﬁr’e\ﬂffdtﬁ%d for the UE
%ﬁbn@tﬂe&mt sdchnd K®. r ecei ved message does not match

Wi th the previous second D to transforma current
first TD and the additional information to obtain a

33. The apparatus of claim 29, wherein the processor is configured to

transtorm a current first D and the additional information to obtain a current second 1D
and to determine whether the received message is intended for the UE based on the
current second ID and, if the received message does not match with the current second
I, to transform a previoas first 1D and the additional information to obtain a previous
second ID and 1o determine whether the received message is intended for the UE based

on the previous second 1D

34, The apparatus of claim 23, wherein the processor is configured to obtain
a third ID from the received message and to compare the second ID to the thisé ID to

determine whether the received message is intended for the UE.



current secoml ID and to determ ne whether the

recei ved nessage is intended for the UE based on the
woune7@as47second |1 D. 33. The apparatus of ci ai "PEYHIS2007/061946

wherein the processor is configured to transform a

current first ID and the additional information to

obtain a current second ID and to determ ne whet her

the received nessage is intended for the UE based on

the current second ID and, if the received nessage

does not match with the current second ID, to

transforma previous first ID and the additional

|nforrrat|on to obtain a. previous second ID and to

det er Hne HEtapeRrratigeof rCéciel e drherass ﬁg:epmsesmhe mde@ls,zfredi to

IIQ&%HH%@QQ& qge &Qm{\ Q(? a% (4 QU ’§1terx%c §0r t&zg% e%;l% Pb%’sén scheduling

apparatus_of claim erein
gopfafimeidorn shotscdived metssh@e,daﬂd[@afpf@dfﬁsi hdameeeikmedion based on the

4 onpare the second IDto the third JD
?%%gggﬁ%%@%gg Qét her the received nmessage is intended

for the UE 35. The apparatus of claim 23, wherein the
procesgor |sn%§}nf| ured, 1o determ ne that the received
message i s 1 FESIESE S 8he UE to obtain schedul i ng

i nf or nekeivomg & Hesidgheis @CRMRA NBRSEAGRared BY alyf RLACESSer
qat a t"rgﬁsgn ssion based on the schedul ing
FHOPRRETY 36. A nmethod conprising: receivVving

mss sagensbaniag GAWOHCHRRTED) Shahed by L% Md&cﬁiiﬁ&% Bffo; rmation
i gls eg gg} (ruiES tr ansf ormng a first ent |
tél‘%)‘g o P UERanee addi ti onal information to

obt ai gerersReRNEhdP 186 B8 |
t he égséel ved nessagje s mtfr%é%ﬁg%oi?@%tﬁé&EUE Egée\éﬂggkggédm the

888 &dond I D, 37. The nethod of claim 36, wherein the
additional information conprises shared secret data

for the UE and wherein the transformng the first ID
conprides thaRSEAdAfRiRinhEs, filresein D sditiode nslhanambn comprises

%ﬁ%ﬁec%gﬁaf{*ﬁf ihte'ﬁqf. Lcjt'x?xdt\ Qae?gh%k%&rk? d%lexﬁq nige st R 138 comprises

The nethod of clai m'36 wherein

THPRARRE Bie foerid? st%@eah&aﬁ sewed dega frdhs h@ftecbbsaéﬁ tief seBond ID.
for the UE, and wherein the transformng the first 1D
conprises transformng the first ID, the shared secret

dat a ¥%r t Rhbe @Rthamd ddim Bphthovah siee 40t eforsgioreshmprises a

SRSRARS ﬁiqhglt&l% &ut tglaeta 25 9RE g,é and wherein the transforming the first ID

comprises transforming the first 1D, the shared secret data for the UE, and the salt value

from the received message to obtain the second ID.

39, The method of clatm 37, further comprising:
updating the first ID, or the shared secret data, or both the first I and the shared
secret data.

40. An apparatus comprising:

means for receiving a message via a common channel shared by a plurality of
user equipments (UEs);

means for transforming a first identifier (ID) assigned 1o a UK and additiona
information to obtain 8 second ID for the UE; and



39 The met hod of claim 37, farther conprising:

updating the first ID, or the shared secret data, or
woabdr/bhesfirst 1D and the shared secret data. PaDUSEWT/061946

apparatus conprising: nmeans for receiving a nmessage

via a common channel shared by a plurality of user

equi pnents (UEs); neans for transformng a i rst

identifier QD) assigned to a Ugiand addi ti ons!

information to obtain a second ID for the UE, andmeans

for determ ning whether the received nessage is

i nt endgdnk ey &elt‘s.ermlrﬁng V\ﬁ@h & ﬂ]&t rl% ea%gc? 13 gsaln Ql‘i mtended %0; the UE

apparatus of clalm4d Re " ad

oafedranethe serosdiby i ses shared secret data for the UE

and wherein the neans for transformng the first. ID
conprises neans for transformng the first ID and the

shar ed!secrigte gpptuantsof ddim %x%r@@ti&l’ﬁddﬁtﬁarﬁxﬁﬁ@ﬂdnéﬁ@u comprises

%é?é\a&gﬁer eoitr(tn ﬁ? alg,gbiugd g'e;“g 1e Sﬁefsgg @%yﬁ@%{r@ﬁ? ! tlétg ?’uqt D
f:cmpﬁe@enwm goatrmassagse tﬂe&nﬁt BoMDM:GhaRA’bcs NS thrliie UE o

iy al it g}user equi pnents (UBs); a second
?%‘g r%]f:’t:’lmo ad for transformng a first identifier

(I D) assigned to a UE and additional infoonatiot* to
obtain.,a second IB for the UE; and a third instruction
sot 37 detSFeR “ﬁ@fwﬂét Adtedia Tpceding st tivet euiggotied thereon,
capriglegt for the UE based on the second ID. 43. The

co n’putg.r-rea_dabl e medi um of claim42, wherein the
addi t PR INTHIHRMEEY o Tespe 3 Beswrn ving sepmen danzl shared by a

paratithef Wer eﬁa,pv\{ge,&e(igbt)he second instruction set is
tor transformng the first 1D and the shared secret

dat a PEFCRHdNYEICHign §pitfar ansiernyag @ftrst identifier (1D) assigned to a UE
and additional information to obtain a second 1D for the UK and

a third instruction set for determining whether the received message 1s intended
for the UE based on the second 1D,

43, The computer-readable medium of claim 42, wherein the additional
information comprises shared secret data for the UE, and wherein the second instruction
setis for transforming the first ID and the shared secret data for the UE to obtain the
second 1D,



