NETmtRK AND | NTELLI GENT CELL FOR PROVIDING SESI NG Bl DI RECTI ONAL

CCNNUNICATICNS AND CONTROL BACKGROUND COF THE I NVENTION 1. Field of the

I nvéntion The invention relates to the field of networks with distributed

“intelligence, configuration and control and intelligent 5 cells used in
nehyorks primarily where the networks. are used for sensing, conmunicating

and controlling. 2. Prior Art. There are many commercially avail abl e

products whi ch provide SeNEIWORK AXDVINUEIIGENT QEVL 'FORAPHOVIBIN®D s@%rk 10
envi ronnent. These prod(cCBSDIREIYE0 CDMMRINY CADIDRS AND erns,

to sinple systens haV|ng'F'TTT??TTﬁ1ﬂT'Tﬁﬁﬁﬂ?‘7¥TVWTT‘ﬁE'§E€ﬁ, the present
i nvention is directed towards OVIdIn a system having a relativelylarge
amount of intel I BAGHKGRAOUND a'tHE ONut at a | ow cost. 15

One commercially avallable stem "X-1 0 rovi des control, by way of
exanpl e, between a | #ght F iﬂlalcﬁfameamvgﬂglﬂﬂl\hen the light switch is -
ot the Il ght. The colBepiaventionsrelatasne e %aré of crptvarks i iﬁéet X??n
Focei ver, 11 tidfs%rnbuﬁé’& E:a”t%’ﬁiaaxpﬁiié“spt’“&ﬂaﬁ%ﬁ ¢ eniral “BRghnteligent
MEChamcal %do_'rce s 'Us€§ il networks, 9 r?rqtar‘iy where {he networks are used
~ for sensrng, oommumoatlng and controlhng
NI 2  Prior Art.
‘There are many oommerc:ally avarlable products which
provrde senszng, control and commumcattons m a network
10 envrronment These products range from very expensrve
" elaborate systems, to simple systems havmg little mtelhgence
As will be seen, the present rnventzon rs dtrected towards
providing a system having a relatrvely large amount of
intelligence and computational power but at a low cost. |
- 15 | One commerorally available system "X 10" prowdes control |
by way of example between a llght switch and a hght When the
light swrtch is operated a code pattern |s trarismitted over the
| power lines to a receiver at the llght The code pattern is
transmitted twice, once in its true form and once in its -
20 complementary form. When the code is recelved by the receiver,
it is interpreted, and thereby used to control the light.

. | Mechanical address:ng means _are emp_ioyed to allow the



-2- transmtter at the swtch to communicate with the specific desired
receiver at the light. As will be seen, the.present invention provides
substantially nore capability and flexibility than current 5 systens.

3 SUWMARY OF THE | NVENTI ON A network for providing sensing, communications..
and control is described. A plurality of intelligent cells each of which
conprises an integrated circuit having a processor and * '5 i nput/output

section are coupled to the network. Eacleof the programmable cells receives.
when manuf actured a uni que identification nunmber (48 bits) which renains

er manent | bed i ik i ldma Thecel I.s can be coupled to different nedia
guch as po%e?élﬁtgéﬁafwagt{eh@ pg\%t(&ﬁr 40i GomBwinisate with ahe spéeitigoni ¢, 10

optical coaxgdesiretd cfeqécigﬁﬁ)éfnctglﬁngﬁf\ﬁr k. -Net wor ks are distinguished from

one anot her by system unbers (I1Ds). Groups of cells within

each network are 8 "®ill o r g, jcular fungtions and are identified
by group I Ds. Conmmuni cat%ﬁé@u%&%%$9%mm%ﬂkptwm use 15 of .

(HesysTem” substantilye ok caBBIG A RIS, o oo
5 systems. T T T



I gned-the task of sensing, for exanple, the condition of a switch, and
ot ers (listeners) the task. of controlling, such as controlling a Ilght
Cells can performmultiple tasks and be nembers of nultiple groups, and,
for exanple, can act as a 20 repeater for one group and a listener in a

ot her . group. When nmenufactured, the cells are identical except for the

| ID;, they 4 are progranned to performspecific tasks for a
particul ar .group or groups. The preferred esgbodinent of the cell  includes a
mul ti processor and nultiple I/O subsections where any of the 5 processors
can conmuni cate with any of the I/0O subsections. This pernmits the continua

“htert acing w ¢ UTIMPARY G THIEIRNERTION S | 1ol Ldes progr ammabl e A-to-D
modet of operation. M %@%E@mﬁﬁﬁb BDsid GoBin AR a0 o
h bl ce. e Wafl’ﬂl@'ﬁfé‘e’hﬂb%%e R ol erall; ﬁﬂéﬂﬁs‘m&éﬂﬁs%ﬁ& Bfbutod
STou? s ors o o HAHE FESRIod i eiatated S T o R Emagh A"
The comuni gat i md&%m section are coupled to the network Each of the
’ programmable cells receives when manufactured a umque |
o - identification number (48 bits) whrch remams permanently
- - wrthrn the cell. The cells can be coupled to dszerent rnedla such
- as power lmes, thsted parr radro frequency, mfrared ultrasonrc
10 optrcal coaxial, etc., to form a network |
Networks are distinguished from one another by system
rdentrflcatron numbers (le) Groups of cells wrthrn each network
are formed to perform partlcular functrons and are identified by
| group IDs.. Communications occur within the network through use
| _15 of the system, group and cell IDs. Some cells (announcers) are
assigned the task of sensing, for example. the condrtron of a
o swntch and others (lrsteners) the task of controllmg, such as
controlling a light. Cells can perform multrple tasks and be
members of multiple groups and, for example can act as a
20 _repeater for one group and a llstener in a another group When
T ~ manufactured, the cells are identical ‘except for the cell ID; they



the cells in general is optimzed for carryfng out the functions assigned
to groups, rather than for transm ssion of data unrelated to the control

functi on of

the network. For this reason, normally 20 the packets carrying

messages are relatively short conpared to Ethernet, Arpa, AppleTalk, X-2
and many ot her .broadband and data conmuni cati on systens. - O her aspecté"
of the invented network and cell w Il be apparent fromthe detailed

description

of the invention. 6 BRI EF,DESCRI PTI ON OF THE DRAW NGS Fi gur e

1 is a block diagramillustrating typical” application for the present
i nvention. Figure 2 is a diagramused to illustrate the grouping of 5

e g HHhREta op Horty Albein Al o buiotiBckBup.c '

is a diagramillustrating a plurality of cells; this
of ditiips:

o describe cell group formation enploylng the present

The preferred embodiment of the  cell mcludes a
multiprocessor and multiple /O subsections where any of the

| proeeesere can communica_te with any of the I/O subsections.

This_ permits the continual execution of a ‘program without
potential ._irit’erfdptiens_ caused by-ihten‘a'eing with' the 1O | u
sectien. The IIO section includes prdg'rammabl'e""A-‘te_-D and
prografnrnable D-to-A -'conve'rters as well as ‘other circuits for
other modes of ‘operation..

The network protocol provndes great ﬂex:b:lxty. and for -

‘instance, allow_s groups to be for-rned and/or changed after the

~cells. Figur
illustrate t
subchannel s.
10" di agram

I nventi on.

5

10

15

20

cells are in place. As will be seeh; the intelligence for the
network is distributed among the cells. In general, 'the, network
is lightly loaded, although provisions are made for contention and
other conditions: which may arise. The communication between
the celis in general is optimized for carrying out the functions
asszgned to groups, rather than for transmtssmn of data unrelated
to the control function of the network For this reason, normally .

the packets carrying messages are relatwely short compared to

Ethernet, Arpa, AppleTalk X-25 and many other broadband and
data communication systems.



Figure 6 is a chart illustrating the packet format. used with t he present

invention. Figure 7 is a chart illustrating the designation Iist portion 15
of the packet format of Figure 6.- - Figure 8 illustrates a seri‘es of steps
used in formng a group of cell with the present invention. Figure 9 is a
ch illustrating the code assignnments for the three-of-six encoding used
mﬁt the present invention. 20 Figure 10 is a block diagram of .the
communication and control cell. . 7 Figure Bl is a block diagramof a

portion of the instruction decoding | ogic used wi thin the processor of the
cell of Figure 10 Figure 12 is a detailed bl ock diagramof the process of 5
Figure 10. Figure 13 Other aispetts dohsheninventédenetwerds wrid delfFiwil belO;

this diagram al so shows |atches and registers used to provide the

pi pel i.ni ng enpl ogppanenthfrome| the detafieg desbfiptiom df the invention.
diagramillustrating the presently 10 preferred embodi nent of the

t hree; of -si x encoder. Figure 15 is a bl ock di agram showi'ng the presently:
preferred embodi nent of the three-of - SIX decoder Figure 16 is a bl ock
di.agram showi ng the presently S o . '



preferred enbodi nent of the three-of-six cede verifier. 15 Figure 17
Is an electrical schematic of the buffer section of one of the I/0O

sections. Figure 18 is an electrical schematic of the counting and tim ng
functions for an I/O subsection. Figure 19 ii's an electrical schematic of

the control and 20 state machine for an I/O section. Figure. 20 is an o

el ectrical schematic for the sanple and hold neans associated with the I/0
~subsecti ons. "Figure 21. illustrates the network formed within an 1/0
subsection to do digital-to-anal og conversion. Figure 22 illustrates the
network formed within an I/0O section for anal og-to-digital conversion. 5

Figure 23 | BRIER DESCRIPTION'OF THE DRAWINGSommuni cations portion of

an 1/O subsection. Figure 24 is a state diagramused for the 1/0

subsections ‘and Riguneantnisssa obloglodiagtanndilubtreding Aypicak applicatiomgr am

for the link | evel ARQ 10 Figure 26 is a state diagramfor primary
station confun:tthensireﬁlegﬂrm\@'ltlm.a state diagramfor secondary station.
connect Tons. Figure 28 is . block diagramfor a grouping device.
Figure 2 is a diagram used to mustrate the grouping of = -
5 cells. | |
Figure 3 is another block diagram similar to Figure 2 used
to illustrate the grouping of cells. . - oy
Figure 4 is a diagram used to describe: subchannels.- -~
" Figure 5 is a diagram il!u'strating' a plurality of cells; this
10 dlagram is used to describe cell group formatlon employmg the
_present invention.
Figure 6 is a chart illustrating the packet format used
with the present invention. |
Figure 7 is a chart rllustratmg the designation list portmn -
15 of the packet format of Figure 6. .
| Figure 8 illustrates a series of steps used in formmg a
group of cell with the present invention. _ o
Figure 9 is a chart illustrating the code ass:gnments for |
the three-of-six encodmg used with the present invention.
20 Figure 10 is a block diagram of the communication and

control cell.



15 | Figure 29 is a diagram showing the formin which the systemIDis

encoded for transm ssion by the packet and encoded within a cell. Figure 30
is a diagram used to describe the operation of the input/output section and
semaphore register. - 9 DETAI LED DESCRI PTI ON OF THE PRESENT | NVENTI ON An

apparatus and nethod for providing a communications, sensing and control in
a network is described. Were the network contains a plurality of
intelligent cells, the cells: in general are.; progrannable single Chlp
renote control, sensing and‘communi cation devices that, when

i nterconnected (via various nedia) with other cells, have di stributed

sensing, communi cati CFlgI?FE‘t Lloislfﬂ“blﬁék‘”e rafy o'y ?”\?,S?E"Zi ?? @lhld Gﬁﬁ‘?ﬁction

confi gurat ion and contr € system conprises a ne

organi zed in a Hecddingriegic beeddwithinotie! (Pregbissar cleie cél! 615 gre 10

organi zed into morklng groups" independent of the network hierarchy.
G oups of cells generally are used to performa group function. This
functi-on is“carried out by the assignnent of tasks to cells within the

groups. Cell's comuniEigereci@iisca detailechdiosk diagrammafi the pmcgsseo&l'
each, cell has a unique identification number and performinformation
processi ng t&skFigure 3. bidirectional communi€ati-ons' protocol,
! Hpu”.om put paCket anure 13 is a timing -diagram for- the processor of Figure
L | 10 this. dsagram also shows latches and- regnsters used to provide
~ " the pipelining employed by the cell. | o
| Figure 14 is a -blo_ck diagram-—illus'tra'ting ‘the presently
10 preferred embodiment of the'-threé-of-six- encoder.
| Figure 15 is a block d-iagrém-.showing the presently
preferred embodiment: of the three-of-six decoder. -
~ Figure 16 is a block diagram showing the presently
preferred : embodiment of the- three-of-six code verifier.
15 - Figure 17 is an electrical ‘schematic of -the buffer section
of one of the /O sections. - | o
S - Figure 18 is an electncal schematnc of fthe counting and
~ timing functions. for an VO subsection.
Figure 19 is an electrical schematic of the'_'co'mfol and
20 state machine for an /O section. |
Figure 20 is an electrical’ schematuc for the sample and

hold means associated with the VO subsections.



processi ng and anal og and digital sensing and control. I n general, the
system conprised of the cells has the characteristic of 20 storing
network configuring information that is distributed throughout the system
and comruni cates automatically routed nessages anong.cells. Each system _
also has a unique ~ 10 identification (ID) which in the presently o/
preferred enbodi nent is 48 bits. Mreover, it contains versatile

. progranmabl e input/output I/Ocircuits with digital versatile progranm ng
-to configure cells to specific sensing, cdmunication, control and 5 1/0Q
anal og 1/ 0O, conmunication |/O and comuni cations bit rate sensing. In the

fol 'owi ng descri pRigurenu@t’ {llustrates the dtwdrk formed: withimh ancl/Oes

specific frequencies, etc., in order to provide a thorough understandi ng of
the present subsection to do | digitalde-analogueonversion., to.one skilled in

the art that these details are not required to practice the invention. In
ot her instances, guren22nilhistratess thenmetwbrkadarmed Iwithirran nbO set
forth in detail in order not to unnecessarily obscure the present
invention. 1section fopvEmalbg-tw-digitabreoaversioror THE PRESENT | NVENTI ON
Before describing the present invention in detail, an understanding of a
typical &plicati fHoMre 23 dsi anagleetricali sshematic showing the
~ communications portion of an I/O ‘subsection.
_Fi'gure 24 is a state -diagram uSed-.for‘-the VO subsections J
and for transmission contentions. - -~ . .
_ Figure 25 is a state diagram fb'r*th'e_ link level ARQ.
10 Figure 26 is a state diagramfor primary station
connections.. - _" R
~~ Figure 27 is a state diagram for- secondary station
- connections. L | |
Figure 28 i_s a block diagram _fo'i'- a grouping device.
15 - Figure 29 is a diagram showing the form in which. the
system 1D is encoded for transmission by the packet and encoded |
within g_'cell.' R RS s
' Figure 30 is a diagram used to describe the operation of
the input/output section and samaphére register.



20 the details to follow. In Flgure 1, a sinple, typical application is
shown based on the use of the present |nvent|on in a hone. In  Figure I,
the switch 22 i's used through the present invention to control the light.
23. The arrangenent 20 conprises a cell 27 which is connected to the switch
22(_,The cell is also connect ed to atransceiver 29 5 which couples data
~onto the lines 24 and 25. Power for the transceiver and. cell are provided
fromthe power supply 30 which receives povveP fromthe lines 24 and 25.
For this exanple the lines 24 and 25 are ordfnary household.wiring (e.g.,
-110VAC) and.the power su 30, a five volt. DC supply. The cell 27 is 10
preferably an i nD&ijlleEB: gESORIR]TI@Nl ORIEKE PRESENT INVENTION

beginning with Figure 10. The transceiver 29 may . be any one of many

vel | - known devi ces foAn @&ppanatysaand method; fori go\ddgngaa commumicalions,
presently contenpl at ed does .not: performany rocessing on transnmtted data:
The entire arrang§ensing andrgonteol e & netwos lzdsgdesenged vmWhﬁﬁBathQ)mTWQﬂy
wal | mouint ed el-ectrical box.which nornplly contains —an electrical swtch.
The arrangenment CQNERIASH amgluwwrrgfu ﬁmﬁntt eells; thetmeﬁlsa inygepgral are

wh oh iy be 3 deRIGGEAMTAblenSGS: n&»ﬁ?ﬁqé"%&r@é%&r RTh and
e 2 | PRl Javiks® that® whes oo (5" GEhete
N\ - 'control 'and network configuration intelligence, configuration and

| control. The system 'comprisés a network of cells organized in a

10 hierarchy based on communications needs. Cells are organized
into working. "grodp_s"' ind_epehden_t'_df’ths network hierarchy.
Groups 'o'f'cell's gen‘eraliy ‘are used to perform-a group function.
'Thzs function is carrled out by the assignment of tasks to cells

| wuthm the groups Cells communicate, control and sense

15 m_forrnatlon. In general each cell has a unique identification
num_ber'and perform mformatnon processing tasks such as:
bidirectional ‘communications protocol, input/output, packet
prbcessing snd analog and digii_al sensing and contrdl'._ in general,
‘the system co_rnpriSed of the cells has the characteristic of

20 stering 'netwo'rk config_dri.n'g'.'_inforﬁia__ﬁon_ ‘that 'is distributed
throughout the system; and communicates: automatically routed

| messages among cells. Each system also has a unique

media) with other _cells,_have_ distributed sensing, communication, -



sol enoi d operated power switch 32. Cell 28 nmay be .identical to 12 cel,

27 except for programmng and an identification nunmber which shall be "

di scussed later. An. output fromthe cell 28 controls the solenoid 32 to
operate a power switch which in turn connects the light 23 to the power 7,
lines 34 and 35. The cell 28, 5 as will be seen, can provide a digital 3{
anal og out put, which can control a rheostat (not shown) or. the like, thus
enabling the dinm'ng of the light 23.  Thg break 26 in the power |ines 24°
and 25 is wused to indicate that the power lines 24 and ..25 nay. not

.necessarily be on 10 the same circuit as power lines 34 or 35. As wll be

seen, the transceiver 29 -nmay not .necessarily communicate directly with
t ranscei ver identification HdD)cwhichi int then presently tpr@fermcemm%mﬂyt

requi re |inkage_through another cell and transcej,ver which repeats packets
sent bet weedSt48 DHS. ar r MQICAVETs ltz@oa\tau'@lyenrsahl@pr@gxamrﬂa%fe anscei vers

w th one.angDRUDOUIBUUIQ, STEkuMe. W \digtial, Uprsatii | BERGTAMINGnda: any,
frequency oCOnfiguit/cells X ARSFIIRGRINSIG, GOMMANIEARRD, 9ABIR! ABEei vers
coul d begconp5L! ghaloy WO, CoMrfGhicklbn '1R5°and"&Bmmunications bit rate ‘
sensing. = - " ) | -
_In the following description, numerous ‘specific details are
set forth such as spécifi'c'frequéncies. etc., in order to provide a -
- thorough undefétéhdi’ng of the present 'ihvéﬁtidn. It will be
10 obvious, however, to one skilled in the .,art'.tha.t 'thesé, details are
" not required to practice the invention. In other instances, well
known circuits, methods and the like are "ﬁb't-'s._et forth in detail in
order not to’ unnecessarily obscure the present invention. |
5 VERVIEW OF AN AP ' ' .. o

~ Before de‘s‘c:ribi'ng the present invention _ih_ detail, an
understanding of a typicél _applicatién will aid in appreciation' of
20 the details to follow. In Figur_e 1 a simple, typical application is
shown based on the use of thé_ present invention in a home. In



as an ordinary twisted pair or fiberoptic cable and thus 13 comruni cate
wi th one another independent. of the power |ines. Oher known communications
medi um may be enpl oyed between the transceivers such as infrared or

ul trasonic transm ssions. Typical transm ssion rates are 10K bits per
second (KBPS) for 5 power lines. Mich higher transmission rates are
possible for radio frequency, infrared, twi sted pairs, fiberoptic |inks

and ot her nedia. Cell 27 senses the opening or . closing of the switch 22,

t hen prepares a packet which includes a nmessage*initiating the state 10 of
the switch 22; the packet is comunicated to the.cell 28 through "

transceiver. 29, |Figure4, ¢he Switchi 22sisS4ised thfough dthe present dnvéfatiofinto
cell 28 acknow edges the nessage by returning a packet to the cell 27 and
al so acts upon t heontrodatfrei light@8.ved by turning on or off the light 23 by

operating the 15 solenoid contfdlled power sw tch 32."Each ¢tell has a
uni que, 48 bit i denti fi dde @rrangement Bonounmf;sessmurra?-.whiehrisdconnggted
the cell" address. In the currently _preferred enbodi ment, each cell as
part of the manuft@ithe wxmeaes,.Tgeceeuésaisos connepted: ta: & transpeiven 2y
L ol e AT A BB RTH l 25 ot o
i . fransceiver and. cell are provide_d-from the pow_ér...supply 30 which
U receives power from 'the- lines 24 and 25. For this example, the
v - lines 24 and 25 are ordinary household wiring (e.g., 110VAC) and
the power supply 30, a five.volt. DC supply. The cell 27 is
10. preferably an integrated circuit which.is described in more detail
beginning with Figure 10. The trahs’ceiver,?,s niay- be any one of
many well?_known devices for recejving and. transmitting digital
data and as presently contemplated does not perform any "
processing. on transmitted data. The entire arrangement 20 may
15 be small enough to fit within an ordinary wallmounted electrical
- box which: normally contains an electrical switch. |
The arrangement 21 again may be small enough to fit within
- a typical electrical ouflet. box and includes a p‘ov)ver supply 31 and
~ transceiver 33 which may be identical in construction to the
20 ‘power supply 30 and transceiver 29, respectively. This cell 28 is
N coupled- td.thé transceiver-30 and power supply 29 as well as the
solenoid operated power switch 32. Cell 28 may be identical to



cell will have a unique |ID nunber no natter. how | arge a network 14
becones for practical purposes, or no matter how nmany networks are '
“interconnected. The groupi ng device then accesses the individual cell IDs
and assigns a systemI|D to each cell. In addition, the grouping device
.configures the cells into groups to'5 performgroup related functions. Pes -
the illustration of Figure 1 cell 27 is dggignated as "A" to indicate that
its primary function is to announce that is, transmt the state of switch
22 on the network communications |ines 24 and 25, and 34 and 35. On the _
ot her hand, cell 28 is 10 designated with the letter "L" since its primry
function in @ejuiaY 1excepb for iprogrammingcandt aor idemtificatipnr number to
listen to messages fromcel] 27. In subsequent figures, the "A" and "L"
desi gnat i ons Whishy&hall be discussed latet onAacoutputvftamathe @il 28 mati on of
multiple cells to i ndj cat e, an iénnguncer arrangenent, 15  such as

r o8

arrangengnt BPMHFAIS, thesselenoid: 3entp aperate dnpawer: switghhewhigh indurn
D ananttt i ng CHNTIORE: o Jicht; 23,10 B8; PPWEE, Unks. 34 BN itvc: Th8sColl BBsame -
Wi oh’ couB e Ahaviih be, BeRT.an,Pravie a (Hasal on Abdleg GipUtowichhcaRe
10 section QintrBP & Thedstdl" (R 'SR} 'St tné' k8 Ihil%nabling the -
| ~ dimming of the light 23. | | S J
o T_hé- break 26 ..in._th_e-.pOWer lines 24 and 25 is.used to ~
indicate that the power lines_ 24 and.25 .hfz'ay not necessarily be on
10 the same circuit as power lines 34 or 35. As will be seen, the
transceiver 29 may ‘not necessarily 'c':ommunicate directly with
transceiver 33, - but rather communication befween the -
transceivers rmay require linkage_- throdgh_,another'ce'll and
~ transceiver which repeats packets Sent between the
15 arrang_éme’nts- 20 and 21.. o
In Figure |, the transceivers 29 and. 33 communicate over
power lines. The transceivers may communicate with one another U
" in numerous different ways over countless media and at any baud )
rate. Théy may, for eianiple,. each transmit and receive radio '. .
20 frequency or microwave frequency- signals through _ant_ennaé. The
| tr_ans_ce_i\iers could b_e- connected to a communications lines, such
as an 'crdinafy twisted pair or fiberoptic cable and thus



15 can drive a twisted pair or the like. Thus the cells thensel ves can
function as a transceiver for sone media.) The cells. 27 and 28 as will be
descri bed subsequently are processors. having nul tiprocessor attributes.
They may be 5 " programed prior to or after installing to perform their
regyired function, such as an announcer or |istener and for grouping

~ conbi nati ons. 16 NETWORK ORGANI ZATI ON AND'L?EFI NI TIONS A Definitions 5
Cell: Acell is an intelli gent, progranmabl e el ement or el ements provi di ng.
renote control, sensing and/or communications, that when interconnected

with other like el enent,s form a conmuni cati gns, -control and sensing, network

or system wit h C@mmynicatay th@ﬂﬁgéﬁ@&eﬂmdependﬁh'h&fnﬂlﬁ powesdingfcer
is a source of ssages. Li stener.- A | LS'[ ener i,.s a Si roup o
nessages. (An aﬁﬁ\ﬂ%cg? - m%%t'%§ Megivg; MAY, 08 . ﬁWBEW&J &%mp@r‘ﬂ a
1istener.) . ' .
_ _the transceivers such as infrared or ultrasonic transmissions.
Typical transmission rates are 10K bits per s_e__c_:ond (KBPS) for
~ 5 power lines. Much higher transmission rates are possible for
_radio frequency, infrared, twisted pairs, fiberoptic links and
other media. . |

Cell 27 senses the opening or closmg of the switch 22 then

prepares a packet which includes a m_essag_e initiating the st_ate
10 of the switch 22; the packet is communicated to the.cell 28
;through tra_nsceiver' 29, lines .2'4'_gnd 25, ',l,i_nes_.3,4 and 35, and
| transceiver 33. The _oell 28'a_c_kno\&|e_dg,es .the message by
rethrning a packei fo the cell 27' and also acts upon the mesSage
it recewed by turning on or off the light 23 by operating the
15 solenoid controlled power switch 32. |
Each cell has a unique 48 bit |dentlﬁcat|on number (ID
number), sometlmes referred to as the cell address. In the
currently preferred_ embodiment, each cell as part of the _
manufectoring 'p_rooess,, receives this 'per_rnanen__t. and unique D
20 'nur_nber. (It cannot be ch_ange,d following manufacturing.) As will
-“b'e epp?eci_ateq._wfth approximately 248 possible ID numbers, each
cell wiil have e-'unique 1D number no matter how large a network



Repeater: A repeater is a cell which in addition to other 15 functions
reads packets from a medi um and rebroadcasts them Goup: A set. of cells.
whi ch work together for-a common function (for exanple, a switch
controlling a set of lights) is referred to as a "group”. In Figure 2, the
group 37 has an announcer 37a, listeners 20 37b, and 37c, and a Ilstener\J
~40. A group 38 includes an announcer 38a, |isteners 38b and 38c and the
listener 40. Figure 2 illustrates that a gigngle cell (cell 40) may be a _
listener in two - 17 groups. If announcer 37a has a light sw tch function,
it can control |ights through cells 37b, 37c and 40. Simlarly, a switch

assochated WridedHieg 6 prifttical , & %nhhb?uaaw%gjy?’ﬁgmsg&

and 40. 5 ' |gur fncl udes announcer s

listeners 46a@édlrft6ro3ﬁﬁe§téwp @hetqmrp:ﬁ | dedite hén W %%ﬁéb?s thewever,

cell 44 is a listener for group 43 he "group 41 shares 47 wth group
42; cell 47 Iundmdeahoeucmsfandgaesignéla stem 10xagPbachceell.aniipunce to

the |ist&ner 48 of group 41. Cell 47.also 10. . operates as a |listener for

group 42. A siddition;ethe agsroumng deyides oonfigureentne Gells oimto ogroupsntd a
S -

i stener for another group (cel are programmed to performthese
functi onss aperformbgroup uedatyd ﬂﬂmn&ms ‘as present ly contenplated, a

single cell
For the illustration of Fzgure 1, “cell 27 is desxgnated as "A"
to indicate that |ts pnmary functlon is to announce that is, \,J
transmit the state of sthch 22 on the network communications
lines 24 and 25, and 34 and 35. On the other hand cell 28is
- 10. designated with the letter "L" ssnoe its pnmary functxon in Figure
| is to “listen” to the network and in partxoular to hsten to
messages from cell 27. In subsequent ﬁgures, the "A‘ and "L"
designations are used partrcu!ar!y m oonnectton wnth a group
| formation of multlple cel!s to mdxcate an announcer arrangement
15 such as arrangement 20 and a listener arrangement such as
arrangement 2l. For purposes of?_drsous.slon the c‘el!s' themselves )
are sometimes referred to as 'transmitting' or receiving data W,
without reference to transceivers. (In _some cases, the |
transceivers may be a simple passive network or simple wires,
20 which couple the mput/output of a cell onto a line. As will be |
~ seen the IIO sectlon of the cells can provnde output s|gnals that N



cannot announce for nore than one group. 15 (I'n the currently
preferred enbodi nent each cell has three input/output pairs of lines and a
sel ect line. Each pair shares a common set of resources. The |lines may be
used i ndependently for some functions where the . required shared resources
do not conflict. In other functions, the lines are used-as.pairs. In this
20 exanple, a pair of |eads fronlcell 27 are coupled to a light switch and
another pair are used for -communications fromthe announcer, cell 27. )

18 Subchannel: In Figure 4, a first plurality”of. cells are shown

comuni cati ng through a common nedi um such as a twisted pair -50 (cells are
shown as "C', arcamndrve astwwtedrplainet dherbkes Thus thei eells.themselvesed
pair 50) is defined as a subchannel, that is, a 5 set of cells all of

whi ch communi catan dunationy as @ transceivendor @ame: mediade medium A
broadcast by any nmenber of the subchannel, such as the cell 49, will be
heard by all_menbers dhe: ggllssdBcandnds as owilk he dassnbedpsubssquecﬂxnaée

-A channel conprlses two or ‘nore subchannels 10 ‘where all_the cel

conmuni cat e usi @quw&h?é’dﬁ‘ﬂnm HPﬁQﬁﬁSQMatté'Pb&tﬂ%f pl ey may Bﬁ cel | s

are .shown cgupled to twi sted B 52 f ﬁ%ﬁﬂﬁthe sub hann b d
57 REARAANEIRS &l P\‘/'\F%t 8if éPR“f'f

cells 56 and
’ function, s_q_ch as an announ_cer___qr listener :'a__nd for grouping
combinations.

l. v . R L ey, e et



They form yet. anot her subchannel. The cells associated with the 15 tw sted .
pairs 50, 52 and 72 conprise a single channel. It is possible that the
twisted pairs 50, 52 and 72 are one continuous twisted pair with one
subchannel 50 so far apart fromthe second subchannel 52 that the only
communi cat i ons between subchannels is over the portion of the tw sted pai's/
72 running between cells 20 56 and 57. In this case the cells 56 and 57 .
are assigned to be "repeaters” in additi.on to whatever other function they

may serve (e.g., announcer or listener)16 19 A group 55 is illustrated in-
Figure 4 which conprises an announcer. and listener in the two different
subchannel s. Anot her. group 75 i's illustrated conprising an announcer on one

subchannel 51 and subchannel 52, where the subchannel's are not part of the
5 sane channels since they use differ elr)'t_ medi a. Gataway: A gateway reads
packets fromtwo different nedia and re Jdadcasts them A cell may be a

gat eway. Cq]m WA ﬂlm Nalasnyi N teway 54. In Figure
4, an additiona suﬁ@ﬁf\m\/\grc mcﬂu’?ﬂgs _ Er-celp 58 is coupled to
~anot her medpum finitisns ! e, a conmon power line. The cell 58 is shown
connect ed t% chg%r?ef gtggg\%ay 54 which in turn communicates with the tw sted

gfi g gfgnerThe 920wy W cHIPis ek imeReMt Ima’%ﬁﬁﬁab%_tétehm gnouncer
elements providing remote control, sensing and/or '
communications, that when interconnected with other like - e
eiements form a communicatiohs. control and. sensing network or'
system with distributed inteliigence.- ‘
10 Announcer: An announcer is a source of group messages.
Listener:- A listener is a sink of.grou'p_ messages.
(An announcer in sorﬁe cases may réquest state information
from a iistener.)-
. Bepeater: A repeater is a cell which in addition to other
15 functions reads packets. from a medium and rebroadbasts them. :
Group: A set of cells which work toge_ther'for-é common | _
fqnction (for example, a switch controlling a set of lights) is V
referred to as a "group”. L |
* In Figure 2, the group 37 has an announcer 37a, listeners
20 37b, and 37c, and a listener 40. A group 38 includes an announcer
38a, listeners 38b ard 38c and the listener 40. Figure 2

illustrates that a single cell (cell 40) may be a listener in two



function, but rather for the illustrated enbodi ment, perforns 15. only a
channel gateway function by providing communi cati on between two different
medi a. Subnetwork: A subnetwork conprises al the cells having the sane
systemidentification (system|D). For exanple, all the cells in a single
fanyly home may have the same system|D. 20 Therefore, the channels of
Figure 4 may be part of the sanme subnetwork in that they share the same

- system | D. 20 Full Network: A full network may comprise a plurality of -
subnet wor ks each of which has a different syggem I D, a communi cations
processor is used for exchanging packets between subnetworks. The:

communi cat | ons - gHoRAe o’ ahhBRcar 378 hadk NghicEARENRAEsYH, I Eeh | D

addr essi ng and ormation wo- factory ngs may each have their

own system | D, kigntesnt rlighteetmeeght benswe?bs 3rEeany manssmrarwst amsWitch

(The word "network” is uSed in this application in its nore general sense

and therefore. r%ﬁ@czh@ed’t\hﬂh ﬁmwcérUBBalQ:am%bwdl lightsiehrogghi bellbl s

paragraph ) “Cther terns used |ater are: Probe Packet: A packet routed by
fl oodi ng which. a&hr,rrsttmddolng |nforrrat|on as it travels through t he

netmork
: : 5 ‘In Figure 3, a group 42 mcludes announcers 44, 45 and
listeners 46 and 47. The group 43 shares cell 44 wrth group 42,
U however ‘cell 44 is a llstener for group 43. The group 4] shares
| g  cell 47 wrth group 42; cell 47 is an announcer for group 4| and for
| example can announce to the lrstener 48 of group 4I Cell 47 also |
10' operates as a listener for group 42 A smgle cell as shown may
be an announcer for one group and a llstener for another group.
_(cells are programmed to perform these functrons as will. be
discussed). However. as presently oontemplated a srngle cell
cannot announce for more than one group
15 (In the currently preferred embodxment eaoh cell has three
rnput/output pairs of lines and a select Iine Each parr shares a
o common set of resources. The lines may be used rndependently
. for some functions where the required shared resources do not
| “conflict. In other functrons, the lines are used as pairs. In this |
20 example, a pair of leads from cell 27 are coupled to a light
- switch and another palr are used for commumcatrons from the
announcer, cell 27.)



15 " Gouping Device: A device that controls determ nation of routes
anong cells, assigns cells to groups, and assigns function to group

menbers. - - - Contention: The state which exists when two or nore cells
attenpt to transmt a broadcast on the same  subchannel at the 20 sane :
‘time and their signals interfere. 21 BygGROUP FORMATION 1. Cells \o/

“Assigned to a group by a postinstallation grouping device. Assune that the
plurality of cells shown in Figure 5 are all 5 connected to communicate
over the power lines in a hone and are part of the same channel. Further
assune that one cell, announcer 60, is to be grouped with the |istener .65."

The lines between Subohanpeducindsiguracdsa fiestuplurality i ofdceliscarshishiovers
. the cells can comunicate directly with one another, for instance,

announcer 10 cosomunicating shraugh i reamman gnediumosuchnashar twisted | pais1,

62, 63, 64 -and 66 of course nmay be announcers or listeners in other groups,
but for pur p&k{cells afa showr 2s,"C sanaouncers  as"A7 anck listengrssascd.”).

announcer 60_gnd ¢ells 6], 62, and 83, al] ,conmunjcate W, th one another,
they are on tHUSsE8-c M&ﬂ'f %qg‘l jsadefineds asc @ subg ,arm?. dhatis 86 are -

hovever . Sonaetoer eplsrall 8f WRicH! communicate difecty “With one ‘Trother '
over the same medium. A broadcast by any member of the ) |
subch_anriel.. such _aé_the cell 49, will _bé_.. héard_ by all members of
that subchannel over the twisted pair 50. -
| Channel: A channel comprises two or more subchannels |
10 where all.the cells communicate using. the same medium. In
Figure 4, another plurality of cells are shown coupled to twisted
pair 52 forming another _subchanne'l. --Assufne '-C§_Ils.56 and 57
communicate between one another thrbugh a t'wisted' pair 72.
They fomj yet another .subchénnel. The cells associated with the
15 twisted '.pairs 50, 52 and 72 comb.rise ﬁ singl_e .c'hann_el. It is L
o possible that the twisted pairs 50, 52 'and,_ 72 are one continuous
twiStad pair with one subchannel 50 so far apart from the second v
subchannel 52 that the only communications between subchannels
is over the portion of the twisted pa_ii 72 ‘running between cells
| 20  5€ and 57. In this case the cells 56 and 57 are assigned to be
“repeaters” in addition.to whatever other: function they may serve

(e.g., announcer or listener).



|istener 65 are in different subchannels of the channel of Figure 5 and
there are nunerous routes by .which a nessage can be passed from announcer.
60 to |listener 65, for exanple, t hrough cells 61 20 “and 64 or through -
cells 62 and 64, etc. Note that even though all the cells are on the sane
power system of a house, they nmay not communigate directly with one . 22
anot her. For instance, the announcer 60 may be on one circuit which is only
coupled to the listener 65 through long lengths of wire running the I ength
of a home and a | ow i npedance bus bar of a circuit breaker panel. The high

e o oy ovent A aeyP 88 R Puilaill BiEniS 4| ok SBPReR RS
< absumed t hat MERuACef Hi"%q@&“@in'%?eédéxé[‘&xf%‘*hk@“@#‘ﬁ?&ﬁﬁé{#sﬁgh&%é*
o i bR AR Mohped Rimpra TSR I Sipeb e
ioincer 0. an T B1d SRR 521 whate M SIRRHSTRUI B1E BB e
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Gateway: A gateway reads packets from two different
media and 'rebroadcasts_ them._ A cell may be a gateway.
: .' Ccrn_munieati'ons" bérween' channels ‘is through" gateway 54.
In Figure 4, an additional subchannel which includes the cell
10 58 is coupled to another medium 5l, for exarnble,' a common power
line. The cell 58 is shown 'connected to channel éateway 54 which
~in turn communlcates wrth the thsted palr 52 "The gateway 54
does not necessanly perform erther an announcer or hstener
function, but ‘rather for the mustrated embodsment performs _
15 - only a channel gateway function by provrd:ng communication
between two dlfferent media. '
| s_u_bg_etm A subnetwork compnses alr the cells havmg
the same system ldentufncatxon (system ID) For example, all the
cells ina sxngle famlly_ ho_me may have the same '_system ID.
20 Therefore, the channels of Figure 4 may b_e'_part of the same
subnetwork in that th'ey' share thelea‘me s;rStem ID. |



and listener. Each grouping device nmay be assigned a unique 48 bit system
I'D at time of manufacture (in the presently preferred enbodinent a 48 bit
nunber is used): In the presently preferred 20 enbodinent, a cell is
~included with each grouping device. The cell's |ID becones the system | D.
Thi s assures that each systenthas a unlque ‘system I D. By way of exanple,.

- each home has its 23 own "grouping" deysce and hence, its own system|D

for the subnetworks used in the home. This systemIDis used in cel
packets for- the subnetwork. In thi's exanple, the grouping device has
avai | abl e the ceII I Ds of cells 60 and 65. (Various nethods of 5 obtaining .

el V0o ! e e o BB B8, A DRSS
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el <, o B €t GEONAGHE TS 1
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nunber (also re erre to as. e group a group conpri sing the

announceg 6 e rgyp gy@p hIS nunber
~agai nst gt hg?ég[réggép CHaﬁ%\Aﬁg hh 931%!19 mj Bﬂﬁr§§ r?ﬁEF

as previously assigne terntne |f
“information. Two factory buuldmgs may each . have thenr own

system ID, but control between the two is used by changmg

((

system IDs. (T he word “network” is used in thls application in its
more ge'neral sense and therefore refers to other than a "full

10 network” as defined in thls paragraph) | |

" Other terms used later are:

Ey_opL_ag_lsgL A packet routed by floodmg whrch
accumulates _ro_utmg rnformatton as ---it travels through the
network " | I

15 Q__o.u_n_ng_nemgg,-_ A device that controls determmatron of
routes among cells, assrgns ‘cells to groups, and assigns function _‘
to group members - - - ~ U
~ Contention: The state Wthh exists when two or more cells |
' attempt to. transmtt a broadcast en the same subchannel at the
20 same tnme and thelr srgna!s lnterfere

=



the group ID has previously been used. If it has been already used It
generates another nunmber. (A single grouping device, for instance keeps
track of all the group IDs assigned in a single 20 home.) The grouping
device progranms the cell 60 designating it as an announcer.. ~ 24 The
grioupi ng devi ce may cause the announcer 60 to broadcast the group nunber in
-a speci al packet which asks all cells in the network to acknow edge the
nmessage if they have been designated as a negber of this group. This is
another way 5. to verify that the group ID h not been used. The grouping
device now determ nes the 1D nunber of the cell 65. This may be done by
connecting the grouping device di re%%wmven before the cell
is installed or by other nethods di ection. (A cell and
agrouplo TSell€ NBéke i ARE {1 B¥rayt iy X ARREBnctaMAR e q i

nanme) and ' 0 ’ e 20 ]

of cel.l IDs or ogevice Ds by acceSS|ng the ASCII name. Now the grouping

devi ce causes the announcer 60 to transnit a probe packet. The probe packet

contains the ID Agsaome tHat fife ploealit gctsetcellsr ghowntlin Figure Scirievialig t he

packet to repeat it and directs cell o5 to acknow edge the packet. Each
cell receiviigg tbonneotead tectommanivate over il poWer tineshin reefhorhedand are

=

part of the same channel.” Further assume that one cell, announcer
Y 60, is to be grouped w_nt_h the listener 65. The lines between the
(Y cells such as line 59 is'used to indicate which of the cells can
communicate directly with one another, for instance, announcer
10 60 and cell 6| can communicate with one another. (Cells 6!, 62'.
63, 64 and 66 of course may be announcers or listeners in other
groups, but for purposes of explanation are shown as "C" in Figure |
- B.) Since announcer 60 and-cells 6l, 62 and 63 ail communicate
with one another they are on the same subchannel. Similarly,
15 cells 62, 64, 65 and 66 are another subchannel. (There are other
subchannels in Figure 5). Importantly, however, announcer 60 and
\/ N listener 65. are in different subdhannele of the channel of Figure 5
- and there are numerous routes by which a message can be passed
| fron'i announcer 60 to listener 65, for exarnple.' throUQh cells 6!
20 and 64 or through cells 62 and 64, etc.: |
| Note that even though all the cells are on the same power

system of a house, they may not communicate dnrectly with one



packet its own |ID nunber. Each cell only repeats the packet once (the
mechani sm for preventing a probe packet from being repeated 20 nore than
once i.s described later.) The cell 65 receives the probe packet through -
numerous routes, including those which in the diagram appear to be nost
direct (via cell 62) and those which are longer, for exanple, via cells 6 S/
and 64. It is assuned that the first probe packet to arrive at cell 65 took
~the, nost direct route and is therefore t22 preferred routing. (Assune that
this is via cell 62.) Cell 65 5 receives a packet which indicates that the
pr obe packet mas transmtted by cell 6 repeated by cell 62 and intended

0,
e e PSP AR BN €0 84S0 U

packet are dlsca d by c an ackn enent

back to 10 wnmrisebnﬁg cﬁipl%dowkﬂie liataner 85 rlﬁré ﬁﬂ\g)fleh thegpoe

packet (e.g., repeated by cell he packet d|re 0 repeat

the packet twirgon@inning therlengthtof af hemeiramacwwﬁl@npedaheeswsebar of .

acknow edgenent packet for cell 65 it determ nes that cell 62 nust be a

repeater. The éifcuilr braaker pareles The dvghafrequency %mmmﬁoﬂnonr epeat er

assi gnnment packet which includes the unique .ID nunber. of cell 62, the
group nuSbermessages: ynaye behisufficientiyrattentated theough tmsapetbntui a

repeater function for the group. This causes cell 62
prevent direct communications between cells even though they
are physically close to one another e u
For the following descnptlon it is assumed that each of the -
~ cells can ‘broadcast w_l_thout- mterf_ermg with - the 'broadcast of -
10 other cells. That is, messages do not interfere with one another.
The case where some contention occurs is dealt with. under the
protocol ‘section of this “application.
In one embodiment, the group of announcer 60 and listener
65 is formed by using the groupmg device shown in Figure 28
15 Note that before this group is formed the an'rouncer 60 and
hs_tener_ss are ordinary cells, not designated to be an announcer .
~and listener. Each grouping device may be assigned a unique 48  \UJ
bit system ID at time of ‘manufacture (in the presently preferred
embodiment a 48 bit number is used). In the presently preferred
20 embodiment, a cell is included-With'-_-eaoh grouping device. The
cell's ]D becomes the system ID. "This.'a"ssﬂ'r'es that each system
has a unique system ID. By way of example, each home has its



to repeat all those packets for the group conprising announcer 20 cell 60
and 65. Another nessage is sent from announcer 60 under control of the
.groupi ng devi ce repeated by €el'l 62, designating céell 65 as -a |istener,
causing it to act upon nessages for the 26 group (cell. 65 becones a
grQup nenber.) The grouping device assigns nenbers a nenber nunber whch is
stored by nmenber cells. The group formation descri bed above is shown in
Figure 8 by 5 steps or blocks 68 through 72. ock 68 illustrates the
broadcasting of the probe packet (e.g., cell transmts the initial probe
packet to all cells). The packet includes the address of a .destination

cell. As the pack ggqﬁﬁﬁ t Ksgal o] a

accunul ates the | ? nu rs of bt hosee Qﬁdrﬁ#fg)ér eggaﬁﬁm g?ﬁ?’ﬂa eft (tt')TI ock
69). Bl ock 70 sho y asded i e

the destination c\gms(e g. cveylslee6 g Th'.‘és'??ac@'gré@remq?ﬁé% D. nur'r'iﬁ)ers of

the repeaters contpackets fof thef SuBhetWSAL.YClh RRRDRXRMEHRY thegitaliping device

assi gnnent packets are sent out by the 15 announcer causing each repeater

to rebroadcast padiss savailableetiss cell IDSi of icelisheonahy 650ckVatious méthods of

as showh by block 72, the destination cell such as cell 65 is designated as
a |isterner. 5Ce|¢btammg;rﬁll tiDs: witb e [described nigtet.) at i on groupi ng

devi ce
N The grouping devrce rs connected to cell 60 by
K, communicating through one of rts three pairs of mput/output
EL O (V/O) lines of the cell (or the select pin) and the grouping device
| | " reads the 48 bit ID nUmber of the 'cell 60. (Different methods of
10 'determmmg the cell's IDs are descnbed m the next section.) The
| groupmg device next generates a random bit binary number which
in the presently preferred embodiment is 10 bits. “This number
functions as a group idehtificetion nurﬁber (also referred to as .
‘the group address) for the group comprising the announcer 80 and
15 listener 65. The grouping de'vice”check's this number against
| other group IDs which it has previously assigned to determine if
\/ - the group ID hes previously been_used. If it has been already used
~ it generates another number. (A single grouping device, for
“instance keeps track of all 'fhe group IDs assigned in a single
20 home.) The groupmg devxce programs the cell 60 desngnatmg it as
‘an announcer.



There may be several types of preinstallation grouping 20 devices, for
exanpl e, see Figure 28 for a device which may be used. One type is a device
t hat ‘a manufacturer uses to preassign cells to groups. Another type of
preinstallation groupi ng device 27 i.s one that a retailer or other cel
vendor may use to assign cells to groups before installation. A grouplng‘~J
devi ce assigns a cell to a group and assigns the cell's function(s) for

- that group. The grouping device may also 5 assign a systemID to the cell.
The system | D assigned by a preinstallation grouping device is not

it quesystem | b (B8 iaHRTY: ayicechian Ealise e gt elcid, = *°°' " °
DrStem i ¢ RS otBn Ruiee 16 £ GG A AR Ak BifTor>°
D' i nche. EaiGe 1 sd pefbrR: LRIl "SR, HETLhAREL S, OO
sdiresses, s daRaned 4 ISP 8 R'rolE, Tl o e
P01 181018 S8 e ol PR ot gt (ol on syt
The grouprng device now determrnes the ID number of the .
cell -65.. Thrs may be done by connectmg the groupmg device .
directly to the cell 65 even before the cell rs rnstalled or by U
other methods drscussed m the next sectron (A cell and a group
10 can be assrgned ASCll names, for exarnple porchlrght“ (cell
name) and exterlor lrghts (group name) Thrs is used to allow
selectron of cell IDs or group IDs by accessing the ASCIl name.
Now the grouplng dewce causes the announcer 60 to
| transmrt a probe packet The probe packet contains the ID of cell
15 65. The packet drrects all cells recervrng the ‘packet to repeat it
and directs cell 65 to acknowledge the packet. Each cell
'recemng the probe packet repeats it and adds to the repeated
~ packst rts own ID number. Each cell only repeats the packet once
| ~(the rnechamsm for preventing a probe packet from bemg repeated
20 more than once ls descnbed later.)

The cell 65 receives the probe packet through numerous
routes, including those which in the diagram appear to be most



sytem | Ds are generated by copying a cell 1D, cell IDs should not 20 be
assigned in the range set aside for preinstallation system|Ds. Therefore,

| D numbers in that range woul d not be assigned to cells as cell |Ds. 28 -
Cells may be sold in sets that have been preassigned to a group by the

meQuf acturer. The type of preinstallation grouping devi ce used by the
manuf act urer assigns cells to groups by witing the appropriate codes into
the cells' nonvolatile nenory. 5- The user m@sinstall such a set of cells
and it will operate w thout assignnent by a postinstallation grouping
device provided that the set of cells may communicate via a single
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grouping devige pheeivie s packetWhicl inditates that the probe packet was
transmitted by cell 60, repeated by cell 62 and intended for cell

“ 65. The other probe packets received by cell 65 after this first
~  packet are discarded by cell 5.
Cell 65 now transmits an acknowledgémeht back to
10 announcer 60. This packet includes the routing of the probe
packet '(e.g.. repeated by cell 62). The packet directs cell 62 to
'repeat the pécket to confirm its receipt. | |
 After announcer 80 recei\)es-the acknowledgement packet
for cell 65 it determines that cell 62 must be a repeater. The
16 grouping devides causes announcer 60 -to send a repeater |
assignment packet which includes the unique l_D'number of cell
“\,- _ 62, the group number ahd a message which' informs cell 62 that it
is assigned a repeater function for the group. _This causes cell 62
 to repeat all those packets for the group comprising announcer
20 cell 60 and 65. Another message is sent from announcer 60 under
control -of the grouping ‘device tepeated by "c'ell_ €2, designating:
" cell 65 as a listener, causing it to act upon messages for the



a time. The operator commands the grouping device to generate a 20 new
group I D and system I D and then each cell- is connected to the device.in
turn. The operator conmands the grouping device to assign a cell to the
group while the cell is connected to the =~ 29 grouping device. The -
groupi ng devi ce assigns cells the same group ID and system ID until it is\
commanded by the operator to generate a ‘group I D and system|D. The

user may install such a set of cells and 1t will operate 5 wthout use of

a postinstallation grouping device provided that the set of cells can '
communi cate via a single subchannel. 3. Unassigned Cells G ouping and Self

R e ey
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system I D nu ? random fromthe range of system ID nunbers that have _
been set asidé 10 preinstallation grouping 15 devices. It chooses a group

{Eatnup‘gglrjegtsrgn?gmhyé ;grrbm?yﬁﬂaﬂ?ﬁ %séﬁgergrrre ée?gno ha§ gr 8m€k tb¥h
transm ttigg gfps "G BlYeRs B8 #it6DgheR. eBldck SFMHestratsy the
_broadcasting- of th'e'. probe packet (é;g.-. cell 60 tra_nsmits the
initial probe packet to all cslls). The packet includes the address
of a destination cell. As the packet proceeds through the ~
'n_etwork. the,'pac'k__et and accumulétes'thé ID numbers of those ,
10  cells repeating the packst (block 69). Block 70 shows the
éckno_wledg_e_m'e_nt (reply) to th_e prdbeu-p'a'cket' from 'thé
destination celi '(e g., cell 65). This"béékét returns the ID
numbers of the repeaters contained m the first received probe
packet Repeater assngnment packets are sent out by the
15 announcer causing each repeater to rebroadcast packets for the
group; this is ;hown. by block 71. Finally, as 'sho_vvn by block-72,
the destination cell such as cell 65 is designated as a listener.. U |
lls assig 2 grou] _preinstallation groupi vi
There may be saveral types of preinstallation groupmg‘
20 dev:ces. for example, see Figure 28 for a device which may be
used. One type is a device that a manufacturer uses to preassign
- cells to groups. " Another type of preinstaliation grouping device )



group ID at random The cell continues this process of selecting a 20 -
random group ID and testing.to see if it-is already in use until it finds a
group ID that is unused in the systemin which it is operating. 30 An
~unassi gned cell's default configuration information programmed at the-
fﬁgtory identifies its function as either a li-stener or an announcer. |f

unassigned cell is an announcer, it wait27for its sensing input to be
stinmulated, and when it is 5 stimulated, the cell transmts a packet
- addressed to a group. If an unassigned cell is alistener, it listens after

power-up for a piclerie thit &detaileker oiheroceNverddr may hsséltosassfgxkeoenst

recei ves and assigns itself to that group. The cell then sends a reply to

t he .announcer "cetg . i‘&wpsrbpfgra dnstallatiomcknow edgement 10 only packet;
it is a packet: that identifies the cell .as a listener in the group and the

packet nust be acknowleggedping tdawreenrasmges a telkto groupt and assigos the:
| i stener identification packets will arrive at the announcer even though
there will be cocelis function(sjofor thahgroupt hdhe gresping Xevice may also
that transnitted the group announcenent builds a list of group nenbers as
each reply c&esassign @ Smtel'ﬂelﬁlsmathﬁasﬁﬂt ﬂ’beeayatamsl@e.aasnenedgby @g t hat
| i stener a group nmepber - nunber.

‘preinstallation groupmg devrce is not necessarily a umque

system ID. (Postmstallatton grouprng devzoes assign a umque .
— ' system lD to each system.)
- One method that may be used by premstaltatron groupmg
.10 devices to generate a system D is to-choose a system ID from a

‘range of the 48 bit address and system 1D numbers that have been_ .

set aside for use as premstallatton system IDs. Just as the cell
IDs in the range 1-1023 have been set aside for use as group IDs
and group addresses, the cell IDs in the range 1024-2047 can_be '
15 *set aside for use as premstattatron system IDs. .
It is destrable that groupmg devrces and other network
control devrces be able to - rdentnfy premstatlatron system IDs as
N | o opposed to postmstatlatlon system IDs. Smce postinstallation
| -sytem IDs are generated by copying a cell ID, cell IDs should not-
20 be- assrgned in the range set aside for prexnstatlatron system IDs.
Therefore, ID numbers in that range would not be assrgned to
cells as cell IDs. | |



4. Unassigned Cells Joining Preexisting Goup After installation. 20
Unassi-gned cells may be added to existing systens and assigned to a group
~in-a manner simlar to the above nethod 31 discussed in Section 3 above.
A listener joins the systemand a group by the sane nethod as in Section 3

above. In the above exanple the announcer waits to be stinulated via it
sensor input. An unassigned announcer wai2& for its first 5 sensor input
stimulation or its first received packet. O those two events, the event
that occurs first deternines the subsequent actlons of the announcer . cel

If the cell is stlnulated first,. it controls a group formation process JUSt

as Ln the above oy fay fbg *serarrnoeafseinareHavgobeéﬁcggee}rggggopoaoacket '

it joins t as an announcer hen se to the
t
Jize numbero aﬁﬁgﬁ‘r’,‘?e?’é'aé??? ot | Thel B T8 creisiahiaibhc gloduihg or oup
nunber-. Sdetice\aEdd by thés indHUxbbrer éfergnECEe@CidPgiGube Byder for a

grouplng'deV|ce to go thrfough-the steps
writing the appropnate codes into the cells nonvolatrie memory )

_'5 - The user may mstall such a set of cells and rt will operate
 without asslgnment by a postmstauatron grouping device
provided that the set of cells may communicate via a single e
. subchannel. | | bt
A user may assign cells to a group at the time cells are
' _10 | pu'rchased or at any other trme before rnsta!latron ‘Such cells,
unlike the case prevrously drscussed are- not assrgned to groups
by the manufacturer and are called unassigned cells Unassrgned
cells all have the ‘same system ID, a system ID number that has
been set aslde for use only by unassagned cells.
15 The user assrgns a set of celts to a group by using a
| preinstallatr_on_ grouping ‘device, that m_ay. be different. from the N
preinstaltation grouping device used-by a 'manufacturer - U
Typrcally, such a groupmg device- wrll operate -on one cell at
a tnme The operator commands the groupmg device to generate a
20 new group iD and system ID and then each cell- is connected to the
device in turn. The operator commands the groupmg device to

assign a cell to the group while the cell is connacted to the



necessary to forma group or add a cell to a group, it nust know the IDs of
the cells to be added to the group. The grouping device 5 then uses those
cell 'IDs to address commands to the cells during the grouping process. The -
met hods that a user with a groupi ng device nmay use to obtain the cell IDs
arg,listed below. Note that-a grouping device or other control device's .
ability to communicate with a cell in the fgllow ng exanple may be linited
by security 10 procedures if used. The seclrity procedures, limtations on
conmmuni cations and | evels of security are not critical to the present

I nvention. The follow ng exanple assunes that no security procedures are in
place. In particular, it may be_inpossible for a grouping device to '

comuni cate wit BVPHBH?Q Idﬁi"gg a'aﬂ grouping dﬁN&%r&iSﬂﬂﬂ@ aeils the rsamehe

t k t I-D, . Di t to the
A, S S S cordd BT et
package and then send, a nessage to ting its ID. 20 °Physica
connection can BENESEL @& NEW,BrQUPe qeﬁyﬁ{Q'ﬂg]ﬁbefore or after the cell
is install ed. K
df sabl e command) {6 mwﬁgﬂéﬁgytﬁ?@aﬁ?@% det76 cerdoaty & HibaRTES
cel 1 Lo protgct yhitodeqid o pdhinuiEieRon? groSpli a8cy’ rbbiddd ' that

the set of celis can.communicate via a single subchannel.

e _
(o nstall

Unassigned cells ‘may create a group and assign themselves
10 to the group -after installation ir_i the following manner.

- The first announcer'ceil that is stimulated via its sensor
input (e.g., light switch) controls the group formation process. It
chooSes a system ID number at randc'm- frorn ';he range of system
ID numbers that have been set aside for premstallatlon groupmg .

15 devices. It chooses a group ID number at random. |t then
_ . -broadcasts the group ID nur_'nber in a packet that requests a reply
< from any cells that are members of that group." If the
transmitting cell receives any such replies, it chooses another
group.iD at rahdom. The cell continues this process of'selecting a
‘20 random group ID and testing to see if it is already in uée until it
| finds a group ID that is. umjsed in the system in which 'it is
operating. | | |



The user may use the grouping device or sonme other 5 selection device to
physically select the cell by stimulating a cell input pin that has been
designated to serve the selection function. The grouping device N
comuni cates-with the cell through the normal comuni cati ons channel s and-
sends a broadcast nessage requesting that all selected. cells reply with o
their ID. Only one cell is selected. so only that. cell will reply to the
request. Physical selection can be used t3%ind a cell's ID either before
cor after the cell is installed. Again, a nmeans can be provided to allow a
user to disable this feature to protect the security of the system 15 3.

Query All Nanmes of ,Previ ous) ouped Cells. I't ig, assynmed ., n this, exanple
‘that ASCI1 "groupsAMHnNags ne%].aﬁg’z'sh aylte BHgLan, '329\"6 %o the

R s e e T
el ccts the Mimenst of afatibuER W B IRebSHsT SRl B Hifoiir e
oLl T SRR o LA 1BG 6PR S, WL whRRJERE S,
The user gel egihiilifed) ¥ie Otel "FafiSimitd '@ pdckdichitt¥edssd # & rou.oet
If an unassigned cell is a listener, it listens after power-up
| | for a pack_et. The cell takes the group ID ffpm’ the first packet it bt ,
receives and assigns itself to that group. The cell then sends a u
feply_ to the announcer cell. This reply is not an acknowledgenient_ :
10 only pééké_t: itis a packei that identifies the cell as a listener in N
- the group and the packet must be-—.acknowledged by the annou'ncer.. :
This assures that all of the listener identification packets will |
arrive at the announcer- even though there will be contention and
~ coliisions in the process. -
15 The cell that transmitted the group announcement builds a
list of group members as each reply comes in. It then sends a -
packe't to each listener assigning that listener a group member
_ number.
4. |

20 ~ Unassigned cells may be added to existing systems and

ian ining Preexistine Group After :Instal

' asSigned to a group in a manner similar to the above method



If the selected cell is an announcer, the grouping device 5 pronpts the
user to activate the announcer by stinmulating its input. For exanple; if
the cell is attached to a light switch, the user turns the switch on and
of f. The cell sends announcenent packets to the group. The grouping device
ligtens to the comuni cations channel and di scovers the group and nmenber 10
nunbers or other codes of the activated announcer. |f the selected cell is
a listener cell, the grouping device sends paBkets to the cell (using the
group and nenber nunbers for addressing) commanding it to toggle its
output. For exanple, if the cell controls a light, the light will flash on

correct cel - TGRSR, W SRRion & fdvg, AchstBher inF ofy' B e @
el T 1o roturn | (a9 oy fne Bl EHnGA an h SeGich ABMVER: (arger 1D and

can proceed with the 9?:?%9&%55 ' ?énggﬁﬁoéﬁgﬁrZng?%iﬁwﬁﬂed

to_fihd acelt's ID be ore or gf;er_t 2 cell is inst ( )
e O pue, B i e eChuiaSEg Anoined; s el
5 sensor input stimulation or its first received pagket. - Of those

‘two events, the event _thét “occurs first 'd'etér'mihes' the
W, subsequent actions df'th_e announcer cell. o |
o If the cell’is “stimulated first, it controls a group formation
process just as in the above ekamﬁié. If thé announcer cell |
10 receives a group p'ac':ké:'t"'_fifsf;fit jdins that group as’ an announcer.

lt.then'Se'hd's a packet"-to _thé group announcer. requesting |
_configu_faiion 'infqirﬁa'tidn ‘about the group (group size, number of
“announcers,etc.) and th'e'_as'sign_me'nt' of a group member number.



device to wait for the next group announcenent. Then the user 5 stinulates
the announcer in the group of .interest. For exanple, if the announcer is a
light switch, the user throws the switch. The groupi ng device hears the
announcenent packet and extracts the group ID fromit. The user nmay verify
that this group IDis for the desired 10 group by causing the grouping:

- device to send packets to all of the group listeners conmanding themto -
toggl e their outputs. The user verifies 4fat it is the desired group by
observing the actions of the listener celTs (for exanple, if the group

- consists of lighting controls, the light flashes). 15 = Now usi ng that
- group ID, the grouping device broadcasts a packet to the group requesting

e oot METHOBS, BF IDESTIFEG, W Eart E0H AREuRINELT L. ST
fhe D of the coll Biefrds Uralig dercec off %W&%t‘ﬁ (W oping
pr ocedur e. H&égg@w%ﬂhogegw@ & Haaca teerr%'é diiB, sl kfowor the

target cell he se I's. an announ e groupi ng

ot oxamp B, 0 SR Bie (CRIRCHY 1Y acded mﬁ?&ﬁﬁuﬁmtchb”@tﬁb'ﬁg dhiicPt

5 then uses those cell le to address commands to the cells during
the groupmg process The methods that a user wrth a groupmg u
device may use to obtam the cell le are hsted betow Note that
a groupmg dev:ce or other control devxces abmty to communicate |
| with a cell in the followmg example may be Irmnted by secunty
10 'procedures if used. The secunty procedures, hmxta ions on
communications and levels of secunty are not crrttcat to the
present invention. The followmg example assumes that no
.secunty procedures are in ptace In partlcu ar, |t may be
impossible for a groupmg devrce to communicate with installed
15 cells unless the groupmg devrce has the system key (system ID
and encryption keys.) '
1. Direct connection to the cell. |
| The grouping device may be connected to an llO line of the
cell package and then sen_d a message to the cell requesting its ID.
20 Physical cohnection .'can be used to find a cell's ID either before or

after the cell is installed. Known means can be used (e.g., a fuse



user turns the switch on and off. The grouping device is then able 5 to

di scover the group address and nenber nunber of the cell. If the selected
cell is a listener, the grouping device sends packets to the cell (using

t he group and menber nunbers, for addressing) commanding it to-toggle its .
out put. For exanple, if the cell controls a Ijight; the light will -flash on
and off. This 10 allows the user to verify t3¥at he has sel ected the
correct .cell. 5. Stimulate Announcer. This method is used in a network in
whi ch no group or cell ASCIlI nanmes have been assigned but announcers and

o T SR O L B e
containing 115 ) RASKeRTH o Theldidd G Brsthce i SAUBGE dloME sidein.
for instance tupn oBelebtig 6pi i Eell arhranﬁmvusehoensgs%%m pihnce

the user wilt 20 stinulate only one announcer e groupin vice wll

receive only one packqtheMdsler usélhe gréﬁeﬂegeﬁevic“e Brodenmee other

anot her announcer cell wll be i mul-at ed "at sanme tinme. Perhaps soneone

M e L it cBece tpepeysiad: e e by i
- cell input pin that has been. designated.to serve the selectlon
| functlon The groupmg devxce ‘communicates with- the _cell
5 ~ through the normal communications: channels: and - sends a
broadcast message requestmg that all- selected cells reply with
10 thenr_ ID. . Only one cell is selecte_d. so only that.cell will reply to
the reduest; Physi_ca'I selection can be used to find a cell's ID
either before or after the cell is installed. - ‘Again, a means can be
prbvided to allow a user to di..s'a-ble._' this feature to protect the
security of the system. = T
15 3 Query All Names of Previously Grouped Cells
| It is assumed in this example that ASCIl "groups” and "cell”
names have been prevxously assngned to the cells. For this
: method the groupmg device queries. all of-the cells in. a system to
report their group and cell names (ASCll-name). The user scrolls
- 20 throUgh the llist of group nemes by using the grouping device. The
. user selects the. name -of the group.that.is: be.lieved to contain the
terget cell. The groupihg device displays the names of all of the



5 the correct cell. To verify that the cell IDis the correct one, the
user goes through the announcer stimnulation process a second tinme and
verifies that the same results occur. 6. Toggle Listener This nethod is
used in a network in which no group or cell 10 nanes have been assigned.
The grouping device broadcasts a packet that queries cells that are 5’
listeners to reply with their | D. The grouping device needs to limt the
nunber of cells replying so the packet qu ains an ID bit mask to limt
replies to a subset of the possible cell When t he groupi ng devi ce has
developed a 15 Ilist of listener IDs, it allows the user to toggle each

i stener, c & AN Catd She o i d @W 1t a(@h The
user conti nﬁ%ﬁ"?%ﬁgﬁgﬁ@ ﬁg mt@gPh F?tdegg?irc%ﬁ unt F?Qﬁse -Qbsﬁear‘{/ne%ert' he -
target cell ESeddr)répaater).rUThe UBer sslectthehnameécot theedellthatels to
the grouping device and it can proceed with the grouping 20 operation.

38 D. PACKETbélielréd f@cﬁepﬁfé(etarggpwli,tted by a cell contains nunerous

fields. for exanple,. a format used for group announcenments is shown in -

SRR e A v A o
circui trd (bpromptshthe Thsepdot activate the announcer by stimulating its
| input. For 'exampl's;' if the cell is 'énééhed to a light switch, the
user turns the switch on and off. The cell sends announcement v‘
packets to 'the".g"rbup. The grouping device listens 1o the ~/
communications channel and discovers the group and_member
10 numbers or other codes of the activated announcer.
It the selected cell is a listener cell, the grouping device
sends pa'ckéts to the cell (using the group and mémbér numbers
for -addreséin‘g) b’oﬁimahding’ it to toggle its o.utp'ut'. For examplé.'
if the cell controls a light, the Iight'IWilI flash on and off. This
15 allows the user to verify that he has selected the correct cell.
The grouping device sends a patket (ﬁsing group and member |
numbers for addressing) to_' the 'tafget cell with .’a command for U
the_ target cell fo return its cell Ib; 'T-he grouping deyice now |
knows the target ID 'and can broceed wnth the g'rpup as_sign_m_ent
20 process. | - | |
Querying names is used to find a cell's ID before or after the .
cell is installed. I- |



preanbl e code used in the currently preferred enbodi nent is described as
part of the three-of-six conbinatorial codes (Figure 9). Aflag field of 6
bits begins and ends each of““the packets. The 10 flag field code is also
described in Figure 9. As currently preferred, each of the cells reads in
the_entire packet, does a cyclic redundancy code (CRC) cal cul ation on the
packet except for the contention tinmer field and conpares: that result with
the CRC field of the received packet. The ALU3%02 of 15 Figure 12 has
hardware for cal cul ating the packet CRC and CRC regi sters 130 for storing
intermediate results. If the packet CRC cannot be verified for an incom ng

packet, the pack eda The packet CRC field.is 16-bits as
cal cul ated, ‘'then" onv§ﬁr§§ﬂ€ﬁ z?ufﬂ't fiel'ds for transmission in a 3-of-6

code 20, U4 19,£e enopfle gl 8 ast 1T ndrk TEVISED, Blnth SRR
encoding W11 LNAGCH gl Y BesB a8RRee TREES: Samprngs He dibuping
(Lerrd o) dafEh o ol T TR, P, nfubbripnL T Mgy
the CRC cal cubat igiimBidte®Othé  aARBUAEEF inStHE 'drolip ot tekest (FFerexatile, if
. the announcer is a light switch, the user throws the switch. The N
), | grduping device hears "It'ﬁ;é':':a'hnd;ij'ﬁt:erﬁént’bé’c':_két"? arid éxtracts the
o group ID from it. ~ Tt e
- - ~The user ‘may venfy ‘that thls group 1D i§ for' the desired -
10 group by causing the ‘grouping device to send packets t6 all of the
, group listeners commanding them to togglé thelr outputs. The
- user verifies that it is the desiréd” ‘group’ by obsétving the actlons
~ of the hstener cells (for example, 'if the group consists of
~ lighting ‘controls, the light flashes). ' )
15  Now using that group 1D, the grouping device bi‘oadca:Sts' a
 packet to the groUb"teduesﬁng“'tﬁht each cell*réply ‘withi its .cell
' name untii the cell of interest is found. ''The' user elects that
name and the grouping 'device.‘ kho'Win'g'that" cell's ID, ¢an proceed
‘with the group assignment process. =~ - |
20 If a user elects, the ID of thie cell may be verified before
procee_dmg with the grouping procedure. The ‘following procedure
. is used to verify that the ID is for the target cell.



The link address fieldis a4 bit field. Wien this field is all zeroes.
the packet is interpreted as a system w de broadcast which is acted upon
by all the cells For instance a probe packet 10 has an all zero field for
the link address. ‘Goup addresses are contained within the |ink address.-
For group addresses the first 38 bits are zero and the remaining 10 bits
contain the group address (The cell ggybers assigned at the factory
mentioned. earlier range from:1024 to 248 nce 210 addresses are reserved
15 for groups.) The link address, in sone cases, is an individual's
cell's address. (For exanple; when a cell is being assigned the task of

repeater or |ist The. c tent] on tiner is a 10 bit field wth an
“addi tional 6 bi tgﬂf{%\g Gﬁﬂ b ETHIOUNER, FOQUBING H8MEPry t he

tgoﬁot_hf"st?.p%%aﬁ&stthgebéfp'remc'??v?ﬁ% oo, iEhBhicaf By afeliatno b Boiet e
packer . -the P | FafoS¥ame! . if 1h8 Befie: aliithelf 46,4 Yot & ra” 'Y
in'a cell dwq}hréﬁfs&'ié WER A g @‘#d ?@% %E@@Mﬁ%i“sb% AR
Egg[lt(s:ev?ftrepeg I'ng he p%hﬁhcoun ng%\;f\#l rom he nurr%%?ﬁl ﬂ{q eI dat °

If the selected cell is a listener, the grouping device sends
~ packets to the cell (using the group and m'ember'numbers, for ™
~addressing) commanding it to t‘og‘glé its output. For example, if
the cell controls a light, the light will fiash on and off. This
10 allows the uséf to verify that he has selected the correct cell.
5. Stimulate Announcer. R .
‘This method is used in a network in whicﬁ-'no group or cell
ASCIl names have been assigned but announcers and listeners |
have been assigned. The grouping device sends é-'packét to all
15 cells in the rietwork-comma’ndihg' each' announcer to broadcast a
packet contammg its 1D the next time it is stimulated. The
~ grouping devuce then prompts the user to stimulate the announcer V _
by activating its sensed device; for: mstance, turn on a light |
switch for a light switch announcer. Since the.'usér will -
20 stimulate only one anncuncer, the groupxng device wx!l receive
* only one packet with a cell ID..



the tine the packet is received. Therefore if-a packet is repeated four
times and if each of the four cells involved wait for transmtting, the
nunber in the contention field reflects the sum10 of the tines waited
subtracted froma constant. (e.g. all ones). Wen the contention timer field-
reaghes all zeroes, the cell waiting to transmt the packet discards the
packet rather than transmt it. This prevents ol der packets fromarriving
~and belng interpreted as beinng a new packet. 39 ~ As nentioned, the
contention timer has its owt 6 bit CRC field. If the-contention timer field
were included in the packet CRC, the packet CRC coul d not be conputed unt|I

a packet coul d act ual IThere is g ohdrice thabighothet (hﬁfﬁﬂméé’r E&HYWIII be
calculations in the |last few m croseconds before a transm ssion. To avoi d

this 20 probl emgtinnslatedtat ORE $amiedtime.usPérhapstsomeone@lsorthrows' a
field. If the contention tinmer field cannot be verified by its 6 bit CRC

the packet is di tightdswitch ‘oflaTbemparaturetserisurddetectsia’ ttbmpmaiareof
hops or: retransm ssions that a packet takes before arrivi & its
tree

destination. Thichange. fThedusenmaywant tonvetify that the eined rigror
nunber ‘of retransmi ssions allowed.for a particular packet. and is .
decrenented. 4y eihe cormect galhii kg werifndkat theocelixtDpiscthe rr:@rrpstme the
oFiginated by a %rs%l;pggggotbtl{}ggrgh_ %i'rn]ee asrgr?crnt.uﬁgegr stimulation process a second '
k/ - time and verifies that the ‘same resiilf§ occur. - |
U 6. Toggle Listener |
This method is used in a network in which no group or cell
10 names have been assigned.” Thé ‘grouping device broadcasts a
" packet that 'quariés' cells that are listeners to reply with their ID.
The grouping' device needs to limit the number of celis replying so
the packet contains an ID bit mask to limit replies to a subset of
the possible cell IDs. Whén'tﬁé grouping device has developed a
15 list of listener IDs, it allows the user’to toggle each listener,
causing the listener cell to turn ifs output ‘on and 6ff. The user
continues through’ the list o_f‘iistener‘éellé'“'iﬁniili:hé" observes the’
| 'targei cell toggling its output.  The "use.'.r‘ has then identified the
~cell to the groupmg device and it can proceed with the groupmg o
20 operation. R



"hop" count is t he maxi mum nunber of retransm ssions that the packet
must undergo to reach all of the cells in a group. Wen this field
beconmes all zeroes, the packet is discarded by the cell, 10 rather than
“being retransmtted Therefore , 16 hops or retransn1SS|ons is the limt
as currently. inplemented. The link control field provides the li nk _
prot ocol. and consists of 8 bits. This field is discussed in a subsequent
section covering other layers of the proB8col. 15 The randon pseudo
random nunber field contains an 8 bit random nunber. which is generated for-
each packet by the cell originally transmtting the packet This nunber:

is not - regenerated when a packdd, mcmEatEGRMN!S nunber is used as wll
be expl ained in eonjunction with Figure-8 'to limt 20 rebroadcasting of

probe packets; it Edch packebdransmitted byra well iconteing romerpusofieldsr e
the entire packet Is to be encrypted. 42 The network control field (4

bi ts) indi caFes examiple, @ fermat ussd for groupf announcementsiés \showrdnt r ol
group nessage probe nessage, etc._ The source address field (varlable S|ze)
contains, byFigureoB.s Othempacketnformatsi are setufarth ior Appendixi A
| 8][' tg 'hQa“ "9 gacgcggckegoée&rf)sr C\)nlrjn(tah s Cgreetar%glles ufsle(?:lI cfllorC Osr;(tn?:lhr}zntuzr;r?glt%enunber
| receiving cells' mput clrcuztry (blt' synch). The-parttcular-
preamble code used in the currently preferred embodiment is u
-described as part: of the three-of-six combinatorial codes (anure o
9). A flag field of 6 blts begins and ends each of the packets. The |
10 flag field code is also described in Figure 9. |
~ As currently praferr_ed. each of the cells: reads-in the entire .
packet.-'does_a'cyclic redundan&yf coae (CRC) calculation on the -
packet except_-.for-- the co_nte‘n_tibn timer field and 'c':o‘mpares that
- result with the CRC field of the keceived'packet.' The ALU 102 of
15  Figure 12 has hardware for calculating the packet CRC and CRC
- registers 130 for storing intermediate results. If the packet CRC
cannot be. verified for an incoming packe't.--the packet is | v
discarded. The packet CRC field is 16 bits as calculated, then |
converted into 24 bit fields for transrnission in a 3-of-6 code
20 using the encoding of Figure 9. | (For the remainder of discussion
" of packet fields in this section, the field length is described prior
to encoding with the 3-of-6 combinatorial codes of Figure 9.) In



announcer. For an acknow edgenent the field contains the ID of the

| istener. For a packet addressed to a group, this field contains the source
cell's group nenmber number. 10" The destination"list is described in
conjunction with Figure. 7. The nessage field is variable in | ength and
canyains the particul ar message bei ng transn1§§ed by the packet. Typi cal _
nmessages are contained in Appendix B. In the case of a probe 15 packet t he
field includes the routing; that is, each cell"- repeating includes its ID.
nunber to this field. The nessages, once a group is formed, wll, for

I nstance, is used by announcer 60 to tell |istener 65 to turn- on I ght

etc. The encrypt the cuwentiy.peefercad erabadiment thebCRCuisca GQIZ'(')T standayd
the authenticity of an encrypted packet typically this portion of a packet

i s not changed wRd@OLith®ketis repeated. Well-known encryption. t echni ques

A b NN LG P L P G A ;eE’QSZZ?éa the portion of &,
57°0 ' The dest | nati ofhe; system 1D "e“[#)ﬁﬂek@lﬁ S ieireally bectoresth | mhe
Flgure 7. Thes deséttli'ng?t‘ié)%t L 5 B\eeg 4 bv¥ systaern I[ﬁt rfe fr{ccfuggd in the CRC.
' - calculation but not transmitted as. part_f the_packet (Figure 29).
O The link.address field is a 48 bit field, .When this field is
U o _all zeroes the packet is mterpreted as a system w;de broadcast
| ' which is acted upon by all the cells,. For mstance, a probe packet
10 has an all.zero field for the link. address. Group addresses are
contained within the link address. . For group addresses the first
38 bits are zero and..thé_ remaini'n'g_,lqz_ bit__s contain the group'
address. (The Cel_l ID -n'umbe_:rs'as'signed'at. the factory mentioned
earlier range from 1024 to 248 since 210 addresses. are reserved
15 _for_groups.) The link address, in some cases, is an individual's
cell's address. (Fof example, when a..-:c_:_ell__.is_' .bé.ing_as_signed the
_task of repeater or listener) = . L
- The contention timer is a 10 blt field thh an addxtxonal 6
' bits for a CRC field (or other check sum) used to verify the 10
20 bits of the timer field. Each cell which repeats a packet operates
| up'o_n- this field if the cell must wait to transmit the packet. If

| pabkets are being ‘transmitt_éd by other cells a 'cell__mﬁs'_t wait to



I ndi cates the nunber of nenbers in a groUp designated to receive a nessage
in the packet. Therefore the packet can be directed to up to 16 nenbers of
a group. The nunber of each of the menbers 10 w thin the group is then
transmtted in subsequent- 8 bit fields. The group nunber contained in the -
link address and nenber nunber contained in the destination list forns an
‘address used to convey nessages once the ggoup is forned. If the
destination nunmber is zero, the packet is addressed to all nenbers of the
15 group. For some packet types this field contains the ID-of the ,
receiving cell (see Appendix A). E. MECHANI SM FOR PREVENTI NG REBROADCASTI NG
OF CERTAI N pPiraasmibditsapacket;, dhe timendt wails isndngicatedpbykaounting
repeated only, once by each of the cells after the packet is ini t}AaH Y 44
broadcast. Adawaithe contention lirogr fields i hhe salen adr whigh Bisstigld d&s the
cells to recognize packets which it has recently repeated. Firsi, it should
be recall ed ﬂ%&mﬁg aﬂm can bﬁr RrRgrammed in a call Eﬁshﬁ'!@ mgatsd it
cal cul atés 3 pagket field i ch, preced the,end fl ag., For packet '
that are r.epgﬂgﬁgpna e Wps\gge'éﬁggogﬁ-hcﬁ& ?ﬁeéisﬁdta[r{% ‘ﬂgb Boﬁﬁf‘sgﬁ'l‘f |
change, 1AU\ARN thay be selected by the type of network. Each cell |
~ repeating the p_a’cket_ counts down from the number in the field at
the time the packet is received. Therefore, if a packet is “
~ repeated four times and if each of the four cells involved wait for's/
transmitting, the number in the contention field reflects the sum
10 of the times waited subtracted from a constant (e.g.. all ones).
When the contention timer field reaches all zeroes, the cell
waiting to transmit the packet discards the packet rather than
" transmit it. This prevents older packets from arriving and being
interpreted as being a new packet. |
45 As mentioned, the contention timer has its_ own 6 bit CRC
field. If'the..co_n_t_ention timer. field were included in the packet
CRC, the packet CRC could not be computed unfil a packet could U
-actually be transmitted. This would require man_y calculations in
the last few microseconds before a transmission. To avoid this
20 problem a separate CRC field is used for the contention timer
- field. 'If the contention timer field .cannct-be_'verified by its 6 bit

CRC, the packet is discarded.



new packet CRC field for the packet. This CRC field is different fromthe
CRC field discussed in the pext paragraph. 10 . .As each packet
requiring repeating is received, a repeater CRC nunber is calculated for .
the fields extending fromthe beginning of the link control to the end of
tphe destination list as indicated by bracket 99 of Figure 6. As a cell
rebroadcasts a packet it stores the 16 bit repeater CRCresults in a
circular list 15 of such nunmbers If the samé nunber is not already stored.
However, the packet is repeated only if the: P'rcul ar list does not contain
the repeater CRC results calculated for the field 99. Therefore, as each
packet is received WThé hoputount fiejdsecowds the miRabes sbiopscor for the
field 99. This is shown by 20 block 73a of Figure 8. This nunber is
conpared with aretransmissionshthat & packet takes theforavaroning ®U WG thin
the cell indicated by block 73b. If the nunber is not found within, the
45 st.ored nunberdestination.w rBysadebitcfield rstants: with @ 1 rawhiel; athe by
bl ock -73c and the packet is repeated. On the other hand, if the anbLﬁr i's
found, then the paxkBum snumber Rfzfetransmissions,alowed 36 RaCYBRber s

e newi ones. Br o Raskak and I elecremaniegBy sath Fell apealiig & idkst FRFS
associated wit h et)Paemple, in a packet-originated by a gmﬁp. announcer -the starting
O "h.op'—'- count .is--_-.the.-.maxjmurh-:nu.mber--..of.-:retra'nsmissipns that the
U p_a_cket must undergo ;o reach. all of:the cells -'ima group.-When this -
~ field becomes all zeroes, the packet -is discarded by the cell,
10 | rather than -'t':e_ing. retra_nsm—itted' .“Therefore,~16 hops or
retransmissions is ‘the limit as- currently_..implemented.
The link- control field provides the. link protocol and
COnSists of 8 bits. This field is_.diséu‘ss’e'dz-'ih a subsequent section
‘covering other_la'y_e.rs. of the p'rotoéol..::'--- E
15 'Th"e randqrnlpSeudo random numbeé-ﬁeld—-contains an 8 bit
| random number which is generated for-each: packet by the cell
originally transniittin_g _the; packet.. This- number -is not
| regénérated w'heri a packet'_ is .rebeated.:---This- number is used as
will be explained -in conjunction with-Figure-8 to- limit |
20 | reb"roadcas_'ti'ng of pfobe_'--packets_; it also.. may be used. in
éorijunction wit_h _ehcryption whére the entire packet is to be

encrypted.



field 99 and- the use of the circular list-will prevent repeating of a
previ ously rebroadcasted packet. Note that even if an announcer 10
continually rebroadcasts the same sequence of nessages, for exanple, as
woul d occur with the continuous turning. on and turning off of -a light a

cell designated -as a repeater wll rebroadcast the same nessage since t he
- packet contai ni ng nessages appears to be different. This is true because
the 15 random nunber sent with each of #Re identical nmessages will
presunmably be different. However in the instance where a cell recei-ves
the sane message included within the same.field 99 (same random nunber),

e Tor b obe ol e T ot A, AOLARKI RidiealBbcrdcyng b e |V '
netvor k.ot hebaced, B, s RiaEe DGR’ Safifciy dfoifd, nBtianel rbBe,

unnecessary ttn"e%f Eéhe net wor k.. F. THREE- OF- S| X- COVBI NATORI AL CODI NG | n
many netanor Ks usu%? € synchronous transm ssi.on of 5 digital data,

~encoding is empl oypb istytERCROLrERETAIE FATADRS éi"dbﬁthﬁlé’ab? Waryew ‘

One wi dely used encodi ng net Manchester codi ng. Manc estel or ‘ot her

ggg: Rg "8y hexaffslel aheaBIbit 1D AR of e Wﬂo@@ﬁsn‘ngggeyaéket he

- . For a probe packet this field contams the ID. numbgr of the
announcer. For an acknowledgament the fne!d coniams*t_he 1D of .V
the listehar For a packet addressed to a group. th:s\! f:eld : -
contains the source cell's group member number

10 : The destmatnon list is des_cnbed in comunction"' with Figure

o -Th_é message field is variable in length and ‘contains the
particular message being transmitted by the packet. Typical
messages are contained in Appendix B. In the case of a probe

15 packet the "field'_' includes the routin_g;'tha_t is, each cell repéating
includes "its ID number to:thi's ﬁeld' | The m'ességé's. oncé agroup
is formed, will, for mstance, is ‘'used by announcer 60 to tell ‘v
listener 65 to turn-on a light, etc.
_ The encryption field, when used contams 16 bits used to -
20 verify the authenticity of - an encrypted packet typlcally this
-portion of a packet ls not changed when a packet is repeated-
Well-known encryption techniques may be used.



described below is presently preferred. 10 * A three-of-six
conbinatorial coding is used to encode data for transmission in the
presently preferred enbodi ngént: Al data is grouped into 4 bit nibbles and
for each such nibble, six bits are transmtted. These six bits always have
thyee ones and three zeroes.. The transm ssion of three ones and three
zeroes in sone-15 conbination in every six lgists allows the input circuitry
of the cells to qui ckly becone synchronized (bit synch) and to becone byte

synchroni zed as wil | be di scussed in connction with the I/0O section. Al so
once synchroni zed( out hunt rmdg thE tran5|t|ons in the incomng bit -
stream are used to nai |h{a§ ati@9 of Figure 6 represents éhﬁhﬁﬁﬂl%@)l @ of

Figure 9 lists the bIe conbi nat,j ons, of. ‘6 bi't erns where, 3
the bits are ondlacket WHIEH SEMAES P30 Shena ots Tepaated. These

CorvesPonding 4 fiblos ard Wt 6 AR¢ [pRRES, Wiyl Sﬁbﬁesétéfﬁa‘i NP

5000 % ConvoreahluReR WAL IRRBBER e Prund [ e o 'CZ‘H "

L?f%!?felﬂi-‘»‘? DI P pn i st rbE OB Ak of FIGERECRUIE Sy

bkt combi nati O“Srn Fi B%rrsf e Thé %sﬁﬁaﬁ‘é’n Ollstsbégll'i"s t\ﬁltﬁsa iobltoheld whlch

. ' . mdrcates the number of members in a group desrgnated to receive

' t a message ln the packet Therefore the packet can be dlrected to -
up to 16 members of a group The _number of each of the members

10 within the group rs then transmltted |n subsequent 8 brt flelds

| The group number contamed m the lmk address and member
number contamed in the destmatlon llst forms an address used to

- _convey messages once the group |s formed lf the destlnatron

number rs zero the packet ns addressed to all members of the

15 group For some packet types tl'us freld contams the D of the

recervmg cell (see Appendlx A)

E. 'ME'cHAnrsM"i-"on 'pasv'mfmé 'REBROADCASTING OF -
~ CERTAIN PACKETS
n _ As prevrously mentnoned the probe packets are repeated
only once by each ot the cells after the packet is mltlally



have corresponding 4 bit pattern assignnments. The three-of-six 10 pattern
010101 is used, as a preanble for all packets. The flags for all packets
are 101010.. The preanble and flag patterns are particularly good for. use
by the input circuitry to establish data synchroni zation since they have
repeated transitions at the basic data rate. The two three-of-six -patterhd
not assigned can be used 15 for special 'conditions and- instructions.
Accordingly, a cell'prepares a packet gi erally in integral nunber of -
byt es and each nibble is assigned a 6 bit gattern before transmi ssion. The
preanbl e and flags are then added. The circuitry for convertlng fromthe 4

the B7bi t paPrerfEats”: A Shecidl hikdHariifh BPBLBARTYY b, 8EHEE8, O
"o Figure 1O%§§Thﬂ§ﬁ%¥8‘%§§;ff%ﬁbwg iiet‘dfeaolf*hlﬁﬁﬁebesﬁ eeeBblion

107-110, nengé¥ é and associated tjmng circuits .shown specifically as
oscillater 1 timng generator I1l1. Also shown is a voltage punp 116

:J?]teceig\l’MaE 2 4 he 10 mReD' it &hould %é reddiidd thﬁ?'aéeé’achtéeﬁrﬂaﬂiwlts or
5 retransmits a packet lt calculates a packet CRC field which .
precedes the end flag. For packets that are repeated a new CRC
is needed smce at least the hop count wrll change requiring a u
new packet CFlC ‘leld for the packet Thls CRC field xs different |
“from the CRC field discussed |n the next paragraph |
'10" | As each p,acket requ_r_rm_g repea_tm_g is recerved. a repeater
CRC number is calculated for the:'f'elds extendlng'from the
beginning cf the link control to the end of the destmatron list as
indicated by bracket 99 of F-"gure 6. As a cell rebroadcasts a
packet it stores t_he_ 16 bit repeater CRC’ results in a circ_ular list
15 of such numbers if the same nurnber is not already stored.
However, the packet 'is"repeate‘d_ o'nly 'if"_.the circular list does not )
contain the repeater CRC results calc'ulated for the field 99. oo
| Therefore, as each packet is recewed which requires
~ repeating, the CRC is computed for the field 99. Thls is shown by
20 Dblock 73a of Figure 8. This number is compared with a list of 8
numbers stored wrthln the RAM contamed within the cell

mducated by block 73b If the numbe,r is not found within the



circuits. By way of exanple, the multiprocessor 100 may be fabricated using
gate array technol ogy, such. as described in U S. Patent 4,642,487. The
preferred enbodi nent of the cell conprises the use 6f CMOS technol ogy where
the entire cell of 15 Figure 10 is fabricated on a single silicon '
sepstrate as an integrated circuit. (The nulgiprocessor 100 is sonetines
referred to in the singular, even though, ag w Il be described, it is a

mul ti processor, -specifically four processors.) The nmultiprocessor 100 is a
stack oriented processor having 20 four sets of registers 101, providing

i nputs to an arithnetic logirc unit (ALU) 102. The ALU 102 conprises two

separate ALU s storédenorivers| | ‘ther néar repeatigroCROesults 4% Tstoredrasy 115
provi des storage for a total of 64KB in-the currently preferred enbodi nent
al though this jpaiicated by block 78chandcthe packet sergpeatedn ©@ntthe othen y
is used for storing instructions (ROM code 11 5a) The next portion of the
merory is 5 a handpiif dhessumberoisyfaurkh thenctive: packet ds nobrepeated: ofs
ordinary static menory cells (dynamic cells can be :used). The third
portion of the presenilydmplesaentad,cB-aumbers \arer storad iBha sirssias digt y
pr ogrammebl e read only ., nenmory (EEPROM) 115¢. In.the currently preferred
enbodi nent .5 t hthat igzkevoldest aumbers age &‘é‘ﬁﬁf@eqﬁ'iﬁwhﬁo 82 oat'i ng
gates. -These devices require a ) o L o

- computed.” = - LAV S BUR

Thé- uSe of. the. repeater._-CR-G-:calculation;-associatéd with the
t/ field SQr-fand' th_e use of the circular list wilt prevent -rgpeatihg- of
a previously rebro_a'dc_asted packet. - Note-that even.if an announcer
~ 10 continually rebroadcasts.the'--same--_‘sequence:.oﬁ messages, for
| exam‘plé, | as-would occur- with the continuous turning on and
'turning .off- of a ._Ifght;,_a cell designated as: a ‘repeater will
féb_roadcast_ the _séme message since the “packet’ containing
messages appears to be different. This is true because the
15 random _humber. sent with each-of the identical messages will
| | presum'ably:-be differen_t. - _Howev'er;'-;'in-the;insta-nc_e where a cell
'r.eceives' th:_e same message included within the same field 99
(samé random number). the packet with its messageaivill-not be
| r'eb.ro'a'd'ca_st..This is particularly true for probe packets. - Thus, for
20 the est_abliéhment of groups discussed above, the broadcast probe
o _p_ackets.quickly "die o_ut"_in:_the network, otherwise they may echo



hi gher vol tage (higher than the normal operating voltage) for progranm ng
~and erasing. This higher potential is provided froman "on-chip" voltage
punp 116. The entire address space for nenory 115 addressed through the
ALU- 102a which is one part of 15 the ALU 102. The ROM 115a stores the.

routi nes used to inplenent the various |ayers of the protocol

di scussed imJ

this application.- This ROM al so stores routines needed for progranmning the
The application program for the46ell is stored in ROM 115a 20
in general, is a routine which acts as a state machine"” driven by
variables in the EEPROM 115c and RAM 115b. RAM 115b stores conmuni cati ons

EPROM 115c.
and,

vari abl es a
descriptors

10 RSN PoraChL

e cPapsingd gy Mastie. i EC on

par anet ers Qﬁeﬂno ygroup nunber, menber nunber, announcer/repeater/li stener

_assignnments) are s

11 5¢ storing the celg, Iﬂqﬁey?gsgxnemgq% TWA scgmﬁ@rogran’med

wWith thescell ID, it canno

cel l

subsections 107, 108 a

10

rogramme

conprises fpyrma ﬁ@swﬂmﬁslﬁir glf{ﬁeBQQR RfShdds - tran§hﬁl§§rdﬁ dfhese

109 have | ea

conmBni odigitad datd), enwdihgkrererhfylomtfd)Iémbedanﬁnﬁrglsnmrmatnon _

10

15

20

within the data stream.. One widely used ehcod_ing method is
Manchester coding. Manchester or other coding may be used to

- encode the packets deécribed above;'-howeVer the coding

described below is presently preferred

transitions. in the incoming bit stream "are used to marr_rtain synoh."

A three-of-six combinatorial codlng is used to encode data
for transmission in the presently preferred embod:ment “All data
is grouped into 4 bit mbb!es and for each such mbble. six bits are
transmitted. These six blts always have three ones and three
zeroes. The transmrssl_on of three ones and three_ zeroes in some
combihation in every six bits aliows the input circuitry of the
cells to ‘quickly become synchronized_ (bit synch) and to become
byte synchromzed as wm be discussed in oonneotron with the 1/O
sectlon Also once synohromzed (out of hunt mode) the

The righthand column of Figure 9 lists the 20 possible

ored in the EEPROM 115c. The portion of the 5 EEPROM

e |nput out put section of the

4 and 105 respectively for

™~
o

combinations of 6 bit patterns where 3 of the bits are ones and 3

are zeroes. In the lefthand column, the corresponding 4 bit

=



devi ces connected to the cell. The remaining subsection 110 has a-single
sel ect pin 106 which can be .used to read in commands such as used to
determine the cell's ID. As‘préesently inplenmented, the subsection 110 is
primarily used for timng and 15 counting. The input/output section is
addy essed by the processor through a dedicated address space, and hence, ,
in effect appears to the processor as nenory gpace. Each 1/ 0O subsection can
be coupled to each of the subprocessors. This feature, along with the

mul ti processor architecture of processor 100, provides for 20 the :

conti nuous (non-interrupte eration_of the .processor / O section
may be fabri cat cB@Resm &sme&ta the threesof-sixe paﬁem QQ&‘W @ferred
enbodi ment is shown i qﬁ“ﬂ through 23. . The ce| g 10 al so
i ncl udes an osci ®Xa8Mp 311‘ 'm'%gt% RS the ni QM erft gBovi des

Lo ur 157 ool iebRveneth hifib Hh!sS5Hert, bpotd: piBra %3?&“%&@
G her el | PknonrSTiatBAs0B0BLIE dnfarBH: 18, BTt gntRitatbte JBefaE fianiiites.
(9. povery é\‘i\é'a%v a8l rasdiusd tEch bl éﬁﬁgtiﬁaﬁsgﬁhg{%& thith Bt o
i the correspondmg 4 .bit patterns.. .
O ~ There are. 20_three-of-six patterns and only 16 possnble 4
\_/ ~ bit combinations. - __Tl't_erefpre,. - four. three-of-six patterns do not
have corresponding 4 bit pattern assignments.---The three-of-six
10 pattern 010101 is used as a. preemble for all.packets. The flags
' for all, packets. are .101010.. The preamble -and flag patterns are
particularly good for use by. the .input circuitry to es.'tablieh' data
synchrcnization since they heve repeated tran‘sitions' at the basic-
- data.rate. The two three-of-six -patterns. not ass:gned can be used -
15  for special cond:tlons and instructions,. .. ... _ '
| _ Accordmgly. a cell prepares a. packet generally in. integral
. number of bytes and .each.nibble.is assigned a 6 bit pattern before
trensmisSion._ T_hel_ preamble and flags are-then added. The
_ circuitry fot convertihg from- the 4 bit pattern to the 6 bit
'20 .'pattems and conversely. for converting from the 6 bit patterns to
| the 4 blt patterns is shown in. F‘gures 14 and 15.



sem conductor chip, as nentioned. B. PRGCESSCR The currently preferred
enbodi nent of the processor 100 is 15 shown in. Figure 12 and includes a
plurality of registers which conmunicate-with two ALU s 102a and 102b..
(C& her processor architectures nmay be used such as one having a "register"
based system as well as other ALU and nenory arrangenents) The address At
102a provi des addresses for the, nenory 115 and for 20 accessing the 1/0
subsecti-ons . The data ALU 102b pr.ovi des data for the nenory and 1/O
section. The nenory output in general i s48. 52 coupled to the processor
"registers through registers 146 to DBUS 223. The 16-bit ABUS 220 provi des
one input to the address ALU 102a. The si e pointer registers IIB, -
-effective address registers 5 119 and *instruction pointer registers

used To destgnat et hescCAMMUNICATICN AND GONFEPCREEL, 1 0° &™ °
designation "x4". This is used to indicate that, for exanple, the base
Fogi ster coferi QUEIVISH Gt dB® SBc. one for cach processor. This is al so:
true. f&é the.effectiye addr§$§ registers_and the inspructLon poi nt er
registess.) The BBUS. 221 provides up : _
Referring to Figure 10, each cell includes a. multiprocessor
100, input/output section 107-‘1'10; memory IIS'_and'associa_ted g
timing circuits' shown specifically as oscillator 112, and timing U
. generator lll.. Also shown is a voltage pump 1i6 used with the
10 memory li5. This cell is realized ‘with or'di'-n'ary' integrated'
circuits. By way of example, the'mulfiproc'.e's,sor_--loo may be
~ fabricated using gate array t'echno_logy. subh ‘as described in U.S.
_Patent 4,642,487. The preferred embodiment of the cell
comprises the use of CMOS technology where the entire cell of
15 Figure 10 is fabricated on a single silicon substrate as an
integrated circuit. (The multiprocessor 100 is sometimes |
"referred to in the singular, even though, as will be described, it is v B
- a -multiprocesst:r; specifically four prdbessors.)_
The multiprocessor 100 is a stack oriented pr’dceéso_r havipg B
20 four sets of 'regiSters' iot, .prm'fidin.gf inputs to an arithmetic logic
‘unit (ALU) 102. The ALU 102 comprises two separate ALU's in the
presently preferred embodiment. |



to a 12 bit input to the ALU 102a or an 8bit irnput to the data ALU 102b
through register 142. The 4 .deep top of stack registers 122, 15 stack
pointer registers 123, returh pointer registers 124 and instruction
registers 125 are coupled to the BBUS. The CBUS 222 provides the other
8-bit input to the ALU 102 through register 143. The CBUS is coupled to the
I nstruction pointer registers 120, the 4 deep top of stack registers 122,
the 20 four carry flags 129, and the 4 deep, , registers 130 and.the 4
deep next registers 131. 53 The MBUS, coupled to the output of the-
menory, can receive data fromthe output of the ALU 102b through register -

ogistor 14 and i E‘Z“Bﬁésﬂ%zb"%?@%@@iﬁ%ﬁtéﬂé’%erfsg%*?g?éﬁ ol $4AB"n ghe
2 122 2 ImbRE - Ve i 12 o
160b|éL pétﬁ §32 rg)‘?nﬁ? ?e p@ﬁ?’ﬁﬁ’? . eg?gteﬁgngﬁgred;g{% - 1@%'? ca)%?ge ;géigt%rs

120. The ALU 1G#t b?ﬁidﬂ.esﬁﬁéopﬁmdhffdiﬁtﬂé%rﬁréﬁm iR 161! stbrings-

This <circuitry directly connects wwth the CRC registers. 130 over fhe

bidirectional |ijnstruttionsT(ROM cbde v1 say.acvhéeaéit--ywtiéﬁ%ﬁrtneemar)eds
to the next registers 131 over lines 138. These. lines allow the contents

o g PP, 57% 4 imaoonas mony) g, cumpeeece pale, of
- ordinary. static memory cells (dynamic: cells-‘can-be:used): The
Y third portion - of -the ‘memory:comprises an’ -'elec"t'rically erasable
| o and e!ectrically=pko.gramhia‘ble:?read¥only'-' m'er-nor"y' (EEPROM)"115c.
 In the currently- p_referred embodimént’;t the-EEPROM 115¢c employs
10 memory devices having floating: ga_te-é. ‘~These~devices require a
higher voltage: (higher than the normal.operating: voltage) for |
- programming and-erasing. -~ This 'highaa-' potential is. provided -from
an._"on_-chip-"_.voltage' pump lI6.- The-entire address space for :
memory IS add_reséed through' the ALU-I02a which is one part of
15 the ALU 102, - - e | C
' The ROM 115a stores the ‘routines used to- implement the-
p SR v_arious- layers of the protocol.ﬂis¢ussed'=-in- ﬁjis: application.- - This
ROM also stores: routines needed for: programming the EPROM.
115¢c. The application program-for the: cell is ‘stored-in ROM: 115a
20 and, in general, is a routine which acts'as'a "state machine® -
driven by variables in the EEPROM: 115¢c and RAM '115b. “RAM 115b
stores communications variables-and messages, -applications



bidirectional, (sinultaneous) swap of data between these 15 registers is
not inplenented. Four bits of data fromthe. output of the nmenory may be
returned directly either to the instruction pointer registers 120 or the -
instruction registers 125 through lines 139. The pipelining (registers

141, 142, 143, 145 and 146) of 20 data and addresses between the registerb?
ALU, nmenory and their respective buses is described in conjunction with .
Figure 13. 54 The data in any one of t?&astaok poi nter registers 123 or
any one of the return pointer registers 124 may be directly increnented or-
decrenented through circuit 127. Both ALU s 102a and 102b can pass either

f their i : ' ) i PRECEB|L B
of el | nvaAabfe afd istafl AMENIRITURACHIOR) | TRECERI! 10 dyeterr i

t heir inputs. In additron to a rovi des su

shifting; seafdcapmmurestidnd éﬁﬂ?ﬁpﬁgﬁéﬁeﬁ[ﬁ%@@%@ r(gi,.%.ggfwsxcl usive

ORI ng and ones conplenent arithmetic. e AL In a step also

can conbine pimiser) enemisér Wmhﬁ! announper/répedted/lidgteneegi sters 130 -
(through=pat hs 222 and 133) and conbine It with the contents of one of the

top of stackassigrhents)l afetstoped\indthe [BEPROM Ad8ter T portiohhef €RE
cal cul ations. Additionally, ALU 102b perforns standard shifting and .

Ere ovi des 52 sEEPROM HUISB fs&atiugeﬂw-lcau_ﬂﬁ. tige"writeeprotedtedghcthatois, bht:e t 0.
' programmed with the cell ID; it cannot be reprogrammed '
~ The _input/dutput'-s_ection of . the cell c_omp:-"ises' four Y

subsections 107, 108, 109 and I10. - Three of these subsections 107, ~/
108 and 109 have leads 103, 104, and 105 respectively for

10 communicating :with a network and/or con'trdlling and- sensing |
devices connected to the cell. The reméining_ subsection 110 has
‘a single select bin 106 which can be uséd- to read in commands |
such as used to d_'_eterm_ine' the cell's ID. As presently
..'implemente_d.-tha subsection 10 |s primarily used . for timing and

15 counting. The inpilt/output section 'is addressed by the processor
| through a dedicated address space.' and hence, in effect appears to
the processor as memory space. Each I/O subsection can be U
coupled:to each of the subprocessors.. This feature, along with _
the multiprocessor architecture of précéssor 100, provides for

20 the continubus (non-interrupted) operation of the processor. The

VO section may be fabricated from well-known circuitry; the



15 shifted to a higher or lower four bits, respectively. Also. ALU 102b
perfornms a 3-of-6 encodi ng or decoding described in Section F. In the
preferred enbodi ment with a.single sem conductor chip for a cell there are
basi c cont act pads on the die" for power 20 and ground and all the 1/O pins
Aand B and the "read only" pin 106 (subsectigps 107, 108, 109 and 110,
Figure 12). These contact 55 pads are used for attachnent t o package
pins for a basic inexpensive package. In addition to the basic contact pads
additional pads in the presently preferred enbodinent will be provided with
5 -connections to the ADBUS 224 and the MBUS 225 of Figure 12. One control

contact ~pad may Pees)eml ydpeaferrat sevpbodiment Nigl showRt. Vin - g@fésvazltneoagn

control contact the internal nmenory is disabled and the data over ™ ADBUS and
MBUS is used by 2Be processors. This allows the use of a menory that is '
external .to 10 the cell. It is assuned that the additional contact pads
may not be avail abl e fkhe weell wieFigure ¢@! alsosincludesi anxpsciliater di2 leng.
These additidnal contacts may be accessed by wafer probe contacts or from
pins in.packagestimiag iganeratos lhathe nlattemiprovidesiithe diming ssigrals
The cell as nmanufactured requires an ini-tialization program

: 5 particularly -needed. for the pipelining shown in. Flgure 13..

Operation at a 16mHz rate for- th_e' phases -4 of Fsgure_ 13 is
U currently. preferre'd'. thus ..-providing a 4mHz. minor instruction.
W cycle rate. Other well-known. lines-associated: with. the-cell of .
'Figt'xre- 10. are not.shown (e.g., 'ipower) L o
10 = Al of the cell elements associated with Figure 10 are, i_ri_
the preferred embodnment incorporated on a single..
- semiconductor --c_hrp. as. mentioned. -
| B, PROCESSOR
The currently preferred embodiment of. the processor 100 is
15 shown..in. Figure 12. and includes a. plurality of reglsterswhlch
commumcate with two-ALU's-102a and 102b. (Other. processor -
archltectures may be used such'as one havmg a "register” based
system as well as other ALU and memory arrangements.) The
‘address ALU I02a provides addresses ‘for the. memory WIS and for
20 accessing the 1/0 subsecti_c'ns..- The- data ALU. 102b provides data
for the memory and /O section. . The memory output in general is



At wafer probe tine the external nenory is used for several purpose, one or
which is to test the cell. Another use is to provide a programto wite the
cell IDinto the EEPROM during the manufacturing process. Any necessary
EEPROM i nstructions-to 20 allow power up boot when the cell is later put

In use npy be added at this tinme. Initialization prograns and test progra
are well-known in the art. = 56 C. PROCE®SOR OPERATION In general, nenory
fetches occur when the ALU 102a provi des a nenory address. The nenory o
address is typically a base address or the like on the ABUS from one of -the

netr ot on ABS T BIEiAPEETsof (dfkiate, FHIRLER sepRBrE PRt BRUS o

t he stack'p§§23§r regi ster 123, return- pointer register 124, top of stack
registers 1 or the instruction registers 125. Calculations in the ALU

(B8US) and 1 he nevnor HEAY ABUS £20 Bsyidas’ dfle npli o thepdufiss M.,

i nstruction jhpam omaerthdde ﬁ@ﬁittéﬁgﬁégiétdfggilst caffedfive %Hrésﬁ”ré dters

presently preferred enbodinent,. ocessor operates wth the oUtput of

~“the nenogy N9 nangotive cihstrudtion LFdintép reb?&érér_lmhaféf%ééﬁredﬂl@,- thise

processor could al so be . _
bus. (In the lower righthand corner of the symbols used to

-

designa_te _théSa '_re‘gi'ste__rs,' th_ere is shown an arrow with a »
designation "x4".-- This is-used to indicate that, for example, the )
 base poinier fegister is 4 deep, more sp_eciﬁc'ally', the base o
10 pointer register cdmpﬁséé 4 16-bit' registers, one for each
| processbr. _ This' is 'also true. fo_i' the éﬁéctive_address registers
~ and the instruction pointer registers.) Th_e. BBUS 221 brovide_s up
to a I2 bit input to the ALU 102a or an 8 bit input to the data ALU
I02b through register 142. The 4 deep: tb_p of stack registers 122,
15 stack pointer registers _I23, return pointer registers 124 and
_instruciion registers 125 are cbupléd_ to the BBUS.

* The CBUS 222 provides the other 8-bit input o the ALU 102
through register 143. The CBUS is coupled to- the instruction
pointer re_gié_ters'l_zo,_th_e 4 deep top"of- stack registers 122, the

26 four carry flags 129. and the 4 deep _CRC_ registers 130 and the 4
de_ep next.registers_ISI. '



I npl emented with data being coupled directly to the input of ALU 102b.

Al so, the function performed. by sonme of the other registers, such as the
effective address registers:-119 can be performed by other registers,

-al though the use of the effective 20 . address registers, and for exanple, -
the CRC registers, inprove the operation of the processor. 57 In ,
general, for nmenory addressing, a base pointer is provided by one of the.
regi sters 118, 119 or 120 with an offset fromSne of registers 122, 123,
124 or 125. The address ALU 120a provi des these addresses. Also, in
general, the ALU 120b 5 - operates on the contents of the top of stack and

Ty provi de an | mredi ad MBDS0ESeled 158 oltpuiscet 1S maraah AR Bt8ive
The processor 1< BARBCIBILAPE; BRI BY R ARC 1028 thrajidh dadiitr 1488, or
(e, ULl ! oy riffon) B U5 Vool 1041141, 76 5 Whrousn
LB OCRSCr PTSGIMER 145N B DB 2 slage R 1 S e,
Icfur?gm f;eq V“S howg.tiza.'ume,oizaem,atlzsﬁm. N8l 7 toPtRECEAfTY: ﬂh@’st 0.
' - There is a I6-bit path 132 from the. output of the address
Y ALU 102a to. the registers 120.. The. ALU 102b.includes circuitry
~ - ~ for performing .CR_C;_..éa!culations. .- This ..circuitry 'directly connects
with the CRC.registers.130 over.the bidirectional lines 133. The
10 top of stack registers 122 are connected. .1o-th_e-nexi registers 13l
over -lines. 138. These. lineé.,all_o_w-"-_the_.:.copten,ts__ of register 122 to
'be moved into registers 13! or the contents. of register 13 to be
moved into' registers 122. As currently-implémented. a
bidirectional, (simultaneous) swap. of data between these
15 registers is not implemented... Four- bits. of-data from the. output
~ of the memory.may be returned directly. either to the instruction
\/ pointer registers 120 or the instri.action .registers 125 through
lines 139. = | . - .
~ The pipelining (registers 141,142, 143, 145 and 146) of
20 -data. and addresses between the registers, ALU, memo'ry. and their

respective buses is described in _co:njanc_tion with . Figure 13.



preferred enbodi nent, econom es of |ayout are obtained by using two ALUs,
(102a and 102b) however, only one of the ALUs operates at any given tine.
(Note the BBUS provides an.input to both 20 ALUs.) Therefore, the ,
mul'ti processor operation of the present invention may be obtained using a
si ngl e ‘ALU. 58 The processing system has four processors sharing an
address ALU, a data ALU .and nenory. A basgg m nor cycle takes four clock
cycles for each processor. The ALUs take one clock cycle and the menory
takes one clock cycle. The minor cycles for 5 each processor are offset by
one clock cycle so that each processor can access nenory and. ALUs once each
basi ¢ i nor cycl eTh® dataci By ones o6 theAstddk puifterorddistérss 123 1dr @y run
i ndependently at its normal spéed. The systemthus pipelTnes four
processors igneaoh!the retdrn pointer Fegistersilgdemay beodire i s associated

. with one of four groups of registers and each group facilitafes the

nul ti pr ocessincremented rondecremented dhrdught Girgubr 422ssor (1-4) of Figure

13. Each"of the four groups Includes one base pointer register, effective
address register, B_atht'All.&f'sdﬂaa)'amdallOme epass @ithdr 0f thetindhputoitst er,
stack pointer register, return pointer register, instruction register, CRC
regi ster p netheir uipwr terminalsc san, inczamentand cCan eaddr theircinputsi st er s
corresponds Aﬂuonue)z?; itt'nhgdfc_i(i)t%n to”addin_g,.provides_ subtracting, shifting, _
sets carry ﬂa_gs 124 (when épbro_priate).‘ - ANDing, ORing, u |
exclusive ORing and ones complement arithmetic. The ALU 102b in o
_'a_s_ingle step also can combine the ‘contents of next registers 131
10 and CRC registers 130 (thr_o'ug_h. paths 222 "and-l33) and combine it
| with the c'bntaljt_'s_"'of' one of the top of stack registers 122 to
pfqv_ide the next number used in the CRC ca!culétions.
Additionally, ALU 102b performs standard shifting and provides a
speciél__nibble_ feature .allowing tha lower or higher four bits to be
15 shifted to a higher or lower four bits, respectively. Also, ALU
102b_performs a 3-0f-6 encoding or decoding described in Section
In the preferred embodiment with a single semiconductor |
: chip' for a cell there are basic contact pads on the die for power
20 and ground and all the /O pins A -and B and the “read only" pin 106
(subsec_tions'w?, 108, 109 and '110, Figure 12). These contact



processors. Each processor executes instructions in mnor cycles, each

m nor cycle consisting of four clock cycles. During 20 the first clock

cycle a processor will gate the appropriate registers onto the ABUS, BBUS
and CBUS. In the next clock=cycle the ALUs wi |l be-active generating data
fromtheir inputs of the 59 ABUS BBUS and CBUS. Menory or I/Owll be
acTive during the third clock cycle, with thé&3%ddress comng fromthe ALU
102a and data either being sourced by nenory or the ALU. 102b. The fourth
and final clock cycle will gate the results fromnenory or the 5 ALU 102b
into the appropriate register via the DBUS. A processor can be viewed as a

wave ‘of data propadstare usedfgh dattachment tocpdekage hpinsaforva basicach step

the intermediate results are clocked into a set of pipeline registers. By

usi ng these pi peinexpensivet packagei s possible to separate the 10

i ndi vi dual steps in the sequence and-therefore have four steps executing

si nul taneously. The flmraqsgitimssormecbasima:mtachaﬂmtadditienaéma@s dnt the

one anot her ®ven though they share the ALUs, nenory, 1/0O and many control

circuits. The copresently prefercedsembodimenthyillhbepiprovidedgwith best 15

understood from Figure 11. For, each ocessor there is . a 3 bit counter and
Hasthe ADBRIS 2 &

an insfructi &n regnaestions 24, apdgthe MBUS; 228, 0f friguig /2.

thr.ough 187d, eq rr]'aeof'ct:\’\r"ﬂinglh'c:it:?ltaacsts(;z.ugxic'!atmeady Vget r;arovic!ed to disable ,internal'

9 memory. By activating the control contaét_ the internal memory is

U disabled and the data over ADBUS and MBUS is used by the

' processors. This allows the use of a memory that is external to

10 the cell. .'lt' is assumed that _th'e'additional __¢ontact_pa_ds may not

o bé. avéilébl'e for .use' when the c_ell__ is' in' an inexpensive package. .
These additional contacts méy be acceésed by wafer probe
contacts or from pins in 'p_ackages that have more than_ the

 minimum number of pins. o -

15 ‘The cell as manufactured tequires_an'_initialization'program'.
At wafer probe time the external memory i_s"used for several .
purpose, one or which is to test the cell. Anoihér use is to
provide a program to write the cell ID into the EEPROM during the
'ma'nufa.cturing ‘process. Any necessary EEPROM_ instructions to

20 allow power up boot When the cell is later put in use l_'hay be
| added at this time. lﬁitializ_ation programs and .'test programs are

well-known in the art. o



one of the instruction registers 125a through 125d, respectively. Each. of
the instruction registers is |oaded through the DBUS. As 20 an instruction

~register is |oaded, the instruction is coupled to a PLA 212. This PLA

deternmines fromthe instruction how many mnor cycles are required to
execute the instruction and a 3 bit 60 binary nunber is then | oaded i nweé
the counter 11 3a or 113b or 113c or 113d, associated with the instruction

‘register 125a, or 125b, or 125c or 125d being | oaded. For instance, for a

CALL instruction | oaded into instruction5fegister 125¢, the binary 5
nunber 010 (i ndicating three Qi PROCESSOR IOPERATIONto counter 137c. (Up
to 8 mnor cycles can be used for a given instruction, however, only up to
6 mnor cycles arin geseralr memooy febtches dcourt when ithet ALU UORant | y
preferred enbodi ment.) The count val ue "000 is used to cause a new

i nstructi on provides &a anemono addreSse dhenmeémory, address isi typicallyraer and
the instruction (e.qg., 12,bits} in its associated instruction register from
a 15 bit inpase @dgressmr the. likmar the ABUS fporms oneoof dhehbaset points

~respective four sets of .count registers and four sets of instruction -
“regi ster§ arig segistersallBy effective raddressriregisterss 149 | obeinsdauctiond. The

15 output of the PLA controls the, operafion of the processors. More

speci fi cal | yRoint@eJegisteoldd wombined | withoan: pifsaten ) BBAUE CEQJB',‘_ lines®

- 214 cOntroIt he- ALU 102; ‘| i nes 215 c

e stack pointer register l% t,,r (r)é_tutrgepointer reg.ister_'l24. top of
stack regiSte‘rs_ 122 or the instruc't.io_n. re__gisters' 125. :
Calculations in the ALU 102b most typically involve one of
10 the top of stack régisters 122 _(.BB.'US.') and the next registers 131
| (CBUS)_ or data which may be part of an instruction from one of
the instruction registers 125. | |
| ‘While in'thé presently preferred embddiment_. the processor
operates with the output of the fﬁé'rﬁory being coupled to the DBUS
15 223 through register 146, the prqcéssor_ cb_uld also bé, :
implemented with data being coupled directly to the input of ALU
102b. Also, the 'f:unc':ti'On'_perfOrmed__by_some. of the other
r_egisters,'.'sdch as the effective gddr_eés' registers 19 can be
performed by other regiSie_rs,' although the use of the effective
20 address registers, and for exan-'lp!'e',.;the CRC registers, improve |
the operation of the processor. | o |



menory; (and, .as will be described later 1/0O operation of subsections 107,
108, 109 and 220) and lines;216 control data 20 flow on the DBUS. The
specific outputs provided by the PLA 136 for a given instruction is best .
understood fromthe instructions set, set forth later in this application.
The action taken by the 61 processors to execute each of the :

I NStructions is described wth the instructi &7 set. The outputs fromth

PLA on lines 213 are coupled directly to the devices controlling data fl ow
on the ABUS, BBUS, and 5 CBUS. The signals controlling the ALU are coupl ed
through a one clock phase delay register 217 before being coupled to the
ALU via the lines 214n gangralafdr memoryi aderessidg, a baseoplintertist he sane
rate, the register 217 perforns J;Iay'functions as Wi Il be described. Those -.

signals. fromt hﬁprﬂvi’dééfibysaﬁef of thenregistérs 44, rpi9aoe 1@UMWitH anrofigat
two stages of delay registers 217 before being coupled to the nenory, thus
the signals on Ifroms ot ofr registers ct22p1 23,0124 ark 186as &he addresst ALLhe
signals on I[Mnes 213. The control signal's for the DBUS after 1eaving the
PLA 136 are coupl20atprovigesthesesaddressas. r Algostisr generahethe Alddi1e0bs
coupled to the I'ines 216 and therefore are del ayed three'clock.?hases .
rel ated to tBoscoperateseontiie conrterdyich the topr ofrstagkoaredngxt Jegisier:

rate, thus vhen tthheerePLaAre'l'%?cc%r;.:%\c/:in%e.sfo(_)rgteetlétmple, the instruction register may
Y provide an immediate input.to the ALU 102b. Specific addressing
W, -~ and other instructions are described belowl.
D. MULTIPROCESSOR OPERATION
- 10 ~ The processor is effet:tively a multi'processor (four'
| -proéeésors) bécause of the multiple registers and the pipelining
* which will be described in conjunction with Figure 13. As
" mentioned, one advantage ,to' this multiproceésor operation is that
iﬁterrUpts are not needed, particularly for dealing with Jinput and
15 output signals. ‘The 'multiprodéssor o’pération is achi_eved without
~ the use of separate ALUs for each prot:éssor. Iri the currently
preferred embodiment, economies of layout are obtained by using
‘two. ALUs, (102a and 102b) however, only one of the ALUs operates
_atany givén time. (Note the BBUS provides an input to both |
20 A.LUs.) -Therefore, the 'multi'pr'ocessor operation 6f the présént |
invention may be obtained using a single ALU.



control signals for a given instruction (e.g., contents of instruction
regi ster 125a) the control signals during a first clock 20 phase are

coupled to lines 213, during a second clock phase, lines 214; during a
third cl ock phase, 215; and during a fourth clock phase to |lines 216. -
During the first clock phase of each $ instruction cycle, the o
contents of the counter 137a and the inst %ctlon regi ster 125a are coupl ed-

‘to the PLA 136. During the second cl ock phase, the contents of the counter
137b and instruction register 125b are coupled to the PLA 136 and so on 5

for the third and.ﬁﬁurth cl ogk phases. s%ne now t hat |nséructions have
been | oaded into t ha®j REQGERSINGSYSigm has ToUP-BragassAss $DaHNGNAM: he

count o o 1 RHERSALIE! 8 SRECALES Aok BiEHioty < ooy Bse HARDE GRS RaRERT Y
on Eraros, 1802 GBek GlhelR8cioM hel JihdsbepRe ) Tha ArlIg BRe. phESEIGH | 70,
To. " Fr om ¢ hiyele B ﬁﬁpiﬁeﬁb 1%%{% BeCBISK chel, e RRbF duted Moo
o ruct 1 (R DrobesaBp & offtRt by Und'ABEKCHE GO i eREN . L,
the memory arbi'o*c@ssB?Lc%n %d&.%sst errﬁo?} %ﬁd’?ﬂmg'é’ﬁée ’ezﬂih basic minor
| cycle Slnce each processor has rts own. regrster set it can run o
mdependently at its norma! speed The system thus pzpelmes O
~ four processors in parallel | | -
10 Each reg|ster of Flgure 12 is assocxated with one of four |
| groups of reglsters and each group facxhtates the multuprocessor .
'operatron and IS assocrated with a processor (1-4) of Frgure 13 |
Each of the four groups includes one base pomter regrs*er '
effective ad_dr__ess_ register, instruction pornter register, top of
15 stack reg'ister. st_ack__point_e_r registe_r. returh pointer register,
instruction register, CRC regi_ster. next register.’ and a carry flag.
Each related 'gr_o_u_p'of regist_ers corresponds to dne of the four : U
processors. Each processor executes instructions in minor
~ cycles, eac_h inihor cycle consisting of four clock cyc!est__ During
20 the first clock cycle- a.'processor will gate -th_e. appropriate
| re_gisters onto 'th:e ABUS, BBUS and CBUS. In the next clock cycle
. the ALUs wiil be active generating "data_ from their inputs of the



nu]tiprocessing, the control —signals on lines 213 used to carry out the
first clock phase of the CALL instruction which is the 20 inputs to the

ALUs. (During this first cloqkaphase_the other control lines are controlling
the ALU, the nmenory and the DBUS of other processors, for different
i ngt,ructions in the pipelines.)During 63 phase 2, the count in counter

for 137b and the instruction in register 125b are coupled to the PLA 136.
During phase 2, the signals on.lines 213 nom1§9ntrol t he ABUS, BBUS and
CBUS inputs to the ALUs for the second processor to carry out .the
instruction 5 contained in register 125b. During this second cl ock phase,

t he signal oy 2 fi Kt e

Lhe functions neliEaST BBOS A cHUs! | MemBRPREHO Wil bef ACtife Qiing theo' ™
Sl ivgd : ) _ ocK . oo N
nae provi dog’ by ThiRd el 96, Sith Bie adiige’cOfifG, i, the) ALY P028°and
signal.s on |inesggis ] Qieiﬁ?esdiﬁ!ééd BpUnemod, oflihe ALY NFO2B. ”Fhﬁ fourth

processor to-carry out the instruction cOntained in register 125c; the

signal s on |inesapi¥ firmlt cldek tyole Wilb gater theWesulls frothr nvémory conithiened

in register- 125b, and the signal's on lines 215 control the nmenory to carry
Fonally, daring he f orih ol ool Brper e bt fuct ron T omr gl st er 1254,
along with the count iA processoricEn be viewed| as a wave of data propagating
N . through the sequence described above. At each step the
\/ | _ _ 'intermédiaté -results are clocked into a set of pipelihé registers.
By using these pipeline registers' it is possible to separate the
10 indi_wiidual_step_s -'in the sequence and therefore hévé four steps
| executing-simultaneausly;' The four processors can operate -
v_&ithout_ interfering with one another even though they share the
| ALUs, memory, 1/O and many control circuits.
| The control of a-'processor including the pipelining is best
15 understcod_froin Figure 11.  For each processor there is a 3 bit
counter and an instruction register. These are shown in Figure 11
as counters 137a throu'gh' 137d, each of which is associated with :
o’n_e._bf the instruction registers 125a through 1_256.' respectively. -
Each of the instruction registers is loaded through the DBUS. As
20 ah instruction register is loaded, the instruction is coupled to a
'PLA 212.. This PLA determines from the instruction how many |
minor cycles are required to exe‘cuie the instruction and a 3 bit



to the PLA 136. The signals on lines 213 control the ABUS, BBUS and CBUS to .

carry out the instruction contained within register 20 125d fourth
processor; the signals on lines 214 control the ALU to carry out the
instruction in register 125c for the third processor; the signals on l|ines
215 control the nenory to carry 64 out the instruction in register 12
for the second processor; and the sighals on lines 216 control the DBUS to
carry out the instruction in register 1230 for the first processor. After-
four cycles of the 1 6nHz clock the count in register 5 137a decrenments to
001. Each reglster is decrenented on the clock cycle followi ng the use of

156 EE%GQL}@@;& Ggﬁ%}‘ T, anBRC GG B0 N8, Fblinder 3058 o 1438 Bgt{‘;;%
50" ne secohlSh B TAFH aaBelaleft ke id nBiition, TeBR, 1388 Hr L
and rz'lﬁp.éidd%%ﬁjﬁﬁfd‘%%%vépr\ﬁ“ HolhgAceee ot feabel R AR 1Y
|s.1nterpr eti?\‘it edCIAR inStittioH ¢ AP e4he’ Hif

15
Therefore, 'eac our processors may gkﬁu t aneous! y execu?gpan
i nst r uct on ﬂﬁﬁfﬁe@m rndidaﬁhdﬁsthi’eethﬁﬁér*mlés)"rsf Ri@@édnmeéoahter .

cycles. The control signals reaching t
- 137c. (Up to 8 minor cycles can be used for a- gnven instruction,
however only up to 6 rnmor cycles are used for any of the "’
-mstructrons in the currently preferred embodlment) The count g
- value "000" is used 1o cause a new instruc'aon to be fetched
.10 The count (e. g 3 blts) in a counter and the mstructnon (e.g.,
12 bits) in |ts assocsated mstructuon reglster from a 15 bit input
to the PLA 136. These 15 brt mputs from each of the respectxve
four- sets of count reg|sters and four sets of mstructlon registers
are sequentrally coupled to the PLA 136 as will be descnbed The
15  output of the PLA controls the operatnon of the processors More
specifically: lines 213 control data ﬂow on the ABUS BBUS and )
CBUS: lines 214 control the ALU 102; fines 215 control the v
‘memory;  (and, as will be descnbed later o) operatnon of
-subsectlons 107, 108 109 and 220) and lmes 216 control data
20 flow on the DBUS. The specmc outputs provaded by the PLA 136
for a given mstructron is best understood frorn the instructions

-

set, set forth later in thrs'apphcatlon. The actron taken by the



irmagi nary line 219 for any given clock cycle represent control signals for
four different instructions and for four different 20 processors. For
exanpl e, the control signals associated with the first processor durlng a
first cycle appear on lines 213 during a second cycle on |lines 214; during
athird cycle on lines 215; and 65 during a fourth cycle on Ilnes 216.
The control signals needed by the second procgssor follow behind; those
needed by the third and fourth processors follow ng behind those used-by

t he second. processor. 5 - The pipelining of the signals is illustrated
in Figure 13. The nultlprocessor operation of the processor 100 of Figure

10 is shown in FigrdeessdrssStg @xedUtec eaed! of ﬂfé"iﬁ§‘?ﬁbﬁohs ?s destribdd Wi

one of the groups of registers is associated wth one of € processors.
The four phases dhea instridetiomséeticti on cycle are 10 shomn at the top of
Figure 13. In Figure 13, registers 101 are used to indicate that the

contents fromthe SpeCTheccumutst from e RLA @n ilines 213 arectoopled etl:rectly
pl.aced bon the ABUS, BBUS and CBUS. The registers are 118, 119 and 120 on

the ABUS; 122, 126, thedevices Zontrolling 8atsfiow@n 18 ABRIS ,1BBUESH @kl on
the 15 CBUS. During-a first phase, signals previously stored in-the group
| registers (5 g. CBEIB) oThehsignals @ogﬂrmlung rigm ALY argicoupledothroughea one
) clock phase delay register 217 before being coupled to the ALU
v via the lines 214. Slhce all the registers 217 are clcck_ed at the
L same rate, the register 217 performs delay functions as will be -
o descnbed Those signals from the PLA 136 used for memory
10 control are coupled through two stages of delay registers 217
- before bemg coupled to the memory, thus the slgnals on lines 215
are delayed for two clock phases related to the signals on lines
.2-1 3. The control signals for the DBUS after leaving the PLA 136 |
are coupled through 3 sets of delay registers 217 before being
15 coupled to the lines 216 and'therefore 'are delayed three clock
o phases related to those on lines 213. The reglsters 217 are
clocked at a 6mHz rate, thus when the PLA 136 provndes output
control slgnals for a glven _l_nstructlon (e.g., contents of
instruction register 125a) the control” signals during a first clock
20 phase- are coupled to lines- 213, during a second clock phase, 'llnes
- 214; durmg a third clock phase, 215; and during a fourth clock
- phase to lines 216. Dunng the f:rst clock phase of each



ABUS, BBUS and CBUS. Wiile this is occurring, signals associated with the
group 2 registers are gated fromthe registers 141, 142, 20 143 into the
ALU 102a and 102b. This is shown in Figure 13 as processor 2 under the
first phase colum. Sinultaneous signals are gated fromregisters 145a and -
145b into the nmenory for - 66 group 3 registers for processor 3. And,
finally, during this first phase, signals associated wi-th the group 4
registers are gated fromregisters 146 ongg the DBUS. Buring the second
phase, signals associated with a group | registers are coupled fromthe 5
ALU to registers 145. The data associated with group 2 registers are
coupled to nenory. The data associated with.the group 3 registers is

coupl ed froninsheuctisn Séﬁlel‘lﬁeomtéhﬁs @Uﬁ!e Tewanters 1370t iheh the
group 4 registers are gated onto the ABUS, BBUS and CBUS. And, S|n1IarIy

during the timstructioh fregisterr925a afe cdupiedto e momaeyclmunn the

pi pelining continues as shown in Figure 13, thus effectively. providing four

processors. Eecmphaswuﬁﬁ eoAtentst bf theecounteredd7b amd ucti on of
t he procEssor is set, 15, forth, .along with the specific registers and

menory oper amsmmtlamvneglsmd 25bt are coupledetd theoRLIA 138 andeso an
contents of a register. For exanple, the contents of the instruction
regi st er Sar efashih@ th;l’d @nd quth ecjnekepbaaee flags are set forth below - ~
Assume now that instructions have been loaded into the
instructlon reglsters 125a through 125d and the counters 137a u -
through 137d have been loaded with the ccrrespondmg binary '
counts for the rmncr cycles needed to perform each of the
10 'mstruc_tlcns. For example, a_ssume that.regnster .125a is loaded
with a CALL instruction and that 010 has been loaded into counter
1372. During a first instruction minor cycle, 010 and the 12 bit
instruction for CALL are _ccuﬁied'tb the PLA 136. From this 15 bit -
input PLA 136 provides at its output all the control signals |
15 needed to complete the first minor cyciem'::c'f" the 6;\LL instruction
(e.g., four clock phases) for the ABUS BBUS CBUS the ALU the
~ memory and the DBUS. Since’ the system uses plpellmng
"rnultrprccessmg. the control srgnals on Imes 213 ‘used to carry
out the hrst clock phase of the CALL mstructlen whrch is the
20 'mputs tc the ALUs (Durmg thrs frrst clock phase the cther ccntrol
" lines are contro!hng the ALU, the memory and the DBUS of other

processors, for different mstructxcns in the pxpehnes )During

v



with their correlation to Figure 12. 20. 67 FIGURE 12 IDENTIFICATION | p

instruction pointer (14 bits). 120 (fixed range:of 0000 - 3FFF) 5

(not accessible to ROM based prograns) i i nstruction register (12 bits)

125 (not accessible to ROM based programns) 10 bp base page
_ anter (14 bits) 118 (fixed range of 8000 -FFFF) (wite only) e a
- effective address pointer (16 bits) 119 15 . : (not

accessi ble to ROM based prograns) sp data stack pointer (8 bits)

123 (positive offset frombp, grows down) 20g3 -rp return stack
pointer (8 bits) (positive offset from bp, grows up) 124 68

phase 2, the count in counter for 137b and the .nstruction' in
- register 125b are coupled to the PLA 136 During phase 2, the
signals on Imes 213 now control the ABUS BBUS and CBUS mputs _
to the ALUs for the second processor to carry out the instruction
5 contanned in reglster 125b. During this second c!ock phase, the
signals on lines 214 control the first processor and the ALU to
perform the functions needed to carry out the second clock phase

cC

"~ of the CALL instruction contained in '_register 125a. (Note a delay
_ eqtjal to one pha"se was provided by register 217.) Similarly, -
10  during the third phase, the signals on lines 213_contro| the ABUS,
| BBUS, and CBUS for the third processor to_carry out the
instruction contained in register 125c; the signals on lines 214
control the ALU to carry out the instruction contained in register
125b, and the -sign'als on lines 215 control the memory to carry
15 -out the instructions in register 125a for the first processor. -
'And. finallly. during the fou_rth clock phase, the instruction from
U ~ register 125d, along with the count in'counter ‘ié?d are coupled
 to'the PLA 136. The signals on lines 213 control the ABUS, BBUS
and CBUS to carry out the mstructlon contained wrthm regnster
20 125d fourth processor. the srgnals on lines 214 control the ALU
o carry out the instruction in regrster 125¢ for the third
processor; the 'si'g_nals'on lines 215 control _the rnem'ory to carry_‘



t os top of data stack (8 bits) 122 next item below top of data

stack- (8 bits) 131 5 crc used as scratch or in ,

130 CRC cal cul ations (8 bits) flags carry flags, (1 bit) 129
processor ID (2 bits) 10 The top elenment of the return stack is al so

- addressabl e as -a register, even though it is physically located in RAM N

I nstruction Table CALL ~ laaa aaaa aaaa Subroutine cal
CALL |ib 0000 aaaa aaaa Li brary call 20 BR

0010 1 aaa aaaa Branch BRZ 0010 OOaa aaaa Br anch
on TOS==0 69 BRC : 0010 LlLaa aaaa Branch on Carry set
CALL interseg 0011 LLLL LLLL _ ( ﬁbroutlne) 5- '

0000 hhhh hhhh Two word instruction LIT. - 0101 1ffh
bbbb - Coneudrtherinstimction in - register 125b fﬁaahelseoonlublprocessoo;aand
Constant 10 ALU = 0101 O00ef fff . - Top of Stack and NEXT
RET the slgnamscnn lireas1 znﬂ)oontrolmmrmablrs B0t camy out-the

mstruotnon in reglster 1253 for the flrst processor
| Atter four cycles of the 16mHz clock the count-in- regxster |
5 137a decrements t_o 0_01._ . Each. reg|s__t_er is dec_te.m_en_ted o_n_the_

' clock cycle following the use of-.-.'.the--conteh‘t';s_;of the counters \
conta?hed by iﬁe'_PLA-.i_SG. The inpot to the PLA 136.thus changes
even thoogh the instruction within 're'gister 5252 is the same.

" This allows the PLA 136 to provide new output. signals needed for

10 the second mmor oycle of the CALL mstruohon These control - |

~ signals are npp!ed through the controt through.the'-control lines
213, 214, 215 and 216 as described above. - When the-count in a
counter reaches OOO, this is in'terpreted- as an. instruction fetch
for its associeted orooess.or | -

15 Therefore.“ each of the four processors may simultaneously

 execute an mstructxon where each of the instructions has a U

different _number of cycles. The control signals reaching the
imaginary _lin'e' 219 for any given clock cycle represent qonirol
signals for four different inStontions' .__and for four diffe[e'_nt

26_ processors. For example, the contr_ol s_ig_nals associated with the
first processor during a first cycle appear on lines 213; during a  °
second’ cyoie on lines 214; during a fhird oyole on Iines '215; and



in other instruction 15 | NOUT 0100 OMTr rrrr . Read/ Wite

/O Jerr] LDST bp+ta. .., 0100 | waa aaaa Load, Store 20 LDST
(bp+p)+a . 01lp pwaa aaaa " Load, Store LDR STR r 0101 Ol1l0w
rrrr ~ Load, Store CPU reg 70 For each instruction, the operation,

coding and timng are set [err] below in standard C | anguage notati on. . _

L Cal|l Procedure 5 Qperation: *rp++ = |lowbyte (ip); *rp++. = hibyte

(ip); 10 - - ip- dest; Encoding: intra-segngst: 15 laaa aaaa
aaaa dest = ip + a + 1; /* displacenent a is al ways negative */
I nt-er-segnent:. 0011 LLLL LLLL 20 0000 OHHHH HHHH dest = H: L;

' /* 16 bit absol ute address */
dunng a fourth cycle on lines 216 ‘The control signals needed by

~ the ‘second processor follow behind; those needed by the third and
fourth processors following behind those used by the .secq_nd'
processor. - | |
.5'. . The plpehmng of the sagnals is illustrated in Figure 13.
The multiprocessor operg_tnon of'the processor 100 of Figure |0 is
shown in Figure 13 as four procéssors, processors 12 3 and 4.

C .C'

Each one of the groups of régisters is' assdciated with one of the
~ processors. The four phases of a single instruction cycle are
10 shown at the top of Figure 13. In Figure 13, registers' 101 are
used to indicate that the contents fromthé_ sbeciﬁc registers .
called for in an instruction are placed on the ABUS, BBUS and
CBUS. The registe'rs are 118, 119 and 120 on the ABUS; 122, 123,
124 and 125 on the BBUS; 120, 122, 129 130 and 131 on the
15 CBUS. | _ | o
| | ‘During a _firs__t'_ph'ase. signals '-breviously stored i'r'r the group |
\/ - - 're'gisters (e.g.. Mo' of them) are gated from 'the_' registers onto the
~ ABUS, BBUS and CBUS. While this is occurring, signals associated
with the group 2 registers are gated from the registers 141, 142, -
20 143 iﬁto the ALU 102a and 102b. This is shown in Figure 13 as
processor 2 under the first phaée" column'._' Simultaneous signals
are gated from régisters 145a and 145b into-thé memory for



71 library: 0000 aaaa aaaa dest = 0x8000+*(0x8001 + a); [* table | ookup

call */ 5 Timng: CALL type #O ocks . specific nenory operation
10 i ntra-seg .32 *rp++ = lobyte (ip) 1 *rp++.=

hi byte (ip) .0 ir= *(ip = *dest) .15 - i nterseg 54

lobyte (ea) = *ip++ 3 hibyte (ea) = * ip 2 *rp++ = lobyte (ip) 1
*rp++ = hibyte (ip) 20 : o -0 ir =*(ip =
*dest) library 4 72 3 *r|6r = | obyte (ip)

group 3 reg_isfers-for pfoce’ssor'a. A’Ind-.' finally, during this 'first
: phase_. signals associated with the group 4 registers'are gated
from registers 146 onto the DBUS. During the second phase,
| signals associated with'__a' group | registers are coupled from the o
5 ALU to registers 145. -The data a'ssoc'ia_ted_with group 2 registers -
 are cduple_d to memory. The data associated with the group 3
registers is coupled from the régiste'r 146 onto the DBUS. Those
associated with the group 4 registers are gated onto the ABUS, o
BBUS and CBUS . And, similarly, duriﬁg the third and fourth phase |
10 of each instruction cycle, this pipelining continues aé shown in
Figure 13, thus -effec_tive_'ly-'provid'in'g four processors.
E. PROCESSOR INSTRUCTIONS

In this section each instruction of the processor is set
15 forth, along with the specific registers and memory operations.
Lower case leiters are used below to indicate the contents of a -
reg_i_ster; For-exar"nple, the contents of the instruction register u o
are shown as "ip". The registers and flags are set forth below
with their correlation to Figure 12. | |
- 20



2 rp++ =hi byte (|p) 1 ip = dest O ir =*ip 5 BR Branch

al ways Operation: ip = dest; 10 Encoding: 0010 laaa aaaa dest = ip + a + 1;
/* displacenent a is S|gn ext ended */ 15 Ti m ng: #clocks : specific
menory operation 20 _ 10 ir = (ip = dest) - 73
BRC, Branch on carry Cperatlon 5 - if (CF)ip = dest; else ip++
Encodi ng: 10 : 0010 01 aa aaaa dest =ip + a + 1, /* ais
si gn extended */ Tlnlng. 87 -

EIGURE 12
| ENTIFICATI
i 1p instruction pointer (14 bits) = ° 120
(fixed range of 0000 - 3FFF)
5 - (not accessible to ROM based programs)
9y It instruction register (12 bits) 125
Y (not accessible to ROM based programs)
10 ' bp base pagé bdinter (14 bits) - 118
| (fixed range of 8000 -FFFF).
(write only)
ea effective address pointer (16 bifs)_. 119
15 - (not accessible to ROM based programs)
- sp data stack pointer (8 bits) ° 123
o | -

(positive offset from bp, grows dowh)

20 N - rp return stack p'ointer (8 bits)
| (positive offset from bp, grows up) 124



#cl ocks specific menory operation 15 ' 10

ir = *(ip = dest) or O ir= *(++ip); 74 BRZ ‘ Branch on TGS==0
Operation: 5 if (tos==0, tos=next, next= *(++sp) ) ip = dest; else ++ip; .
Encodi ng: 10 0010 0OOaa aaaa -dest = ip + a + 1; /* displacenent a is sign -
extended */ 15 Ti m ng: #cl ocks’ specific nmenory operation 2 '
1 tos = next; 20 ' 63 - next = *(++
sp); 0 - ir =*(ip = dest) : :

tos top of data stack (8 bits) - 122
next item below fop of data stack (8 bits) 131

5. . . efrc .us_ed as scratch orin = | 130
CRC calculations (8 bits)

T flags carry flags, (1 bit) 129 u
- processor 1D (2 bits) |
10 : ' . .
The top element_of the return’ stack is also addressable as a
register, even though it is physically located in RAM.
Instruction Table
15 | |
CALL ' ‘1aaa aaaa aaaa Subroutine call
CALL lib 0000 aaaa aaaa  Library call |
20 BR 0010 fasa asaa  Branch

BRZ . 10010 00aa asaa  Branch on TOS==0



75 0 ir = *(++ip) LDR Move register to TGOS 5 (i ncl udes
certain indirect, indexed nenory reference) Operation: (sp--) = next; if
(reg) { next =tos; tos =reg} else - {next = bp+TCS or next =

(bp+2p) +TCS} 1 0 Encoding: 0101 0100 rrrr reg =r ~/* see table */

Tiy;ng:- #cl ocks speci fic nenory operation 15 (if (bptp)+TOS)
514 | obyte(ea) = * (bp+2p) 3 hi byte(egd = *(bp+2p+1) (if reg,
bp+TQS) 3 2 *sp-- = next 20 : i f
(reg) next..=tos; 1 if (reg) tos = reg el se next=bp+TCS, ea+TOS 76 0
ir = *(++ip) _ _ | _ _ ;
BRC 0010 11aa aaaa ~ Branch on Carry set
' CALL interseg 0011 LLLL LLLL (Subroutine)
5 0000 hhhh hhhh Two word instructic
- LIT 0101 1ffh bbbb  Constantop TOS -
_ LDC : : 0101 111h bbbb Load Constant
10 N , _ -
ALU ' 0101 00ef fiff  Top of Stack and NE
RET 0101 0011 1101 Return or Bit set
in other instructior
15 _ | ,_ _ | _
IN,OUT | 0100 Owrr rrrr Read/Write I/O Re
'\/-' . - LD,ST 'bp-i-a 0100 1waa aaaa Load, Store
20 LD,ST (bp+p)+a  O11p pwaa asaa  Load, Store

LDR,STR | r 0101 010w rrrr Load, Store CPU rég



STR Store TOS to register (includes eertain indirect, indexed nenory

reference) Qperation: 5 If (reg) { reg = tos; tos = next;} else {

- bp+TCS next or (bp+2p)+TCS = next) next = *(++sp); Encoding: 0101 0101
rerr 10 ' - reg =r . /* see table */ Timng: #clocks -
speci fic nenory operation (if (bp+p)+TOS) 54  |lobyte(ea) = #(bp+2p)\J
15 : . 3 70 hibyte(ea) =*(bp+2p+l1l) if (reg,

- bp+TOS) 32 if (reg) reg = tos; else bp+TGCS, ea+TOS=next | if (reg)
tos = next; 20 R : next =*(++ sp); O
Ir = *(++ip); Regi ster assignnents 0 0 0 0 - Flags : CFx 1D

IDO0 0 01 ~ CRC low byte (high byte in TQS)

: For each 'instructidn. the operation, enebding' and timing are set f:
below in standard C language notation. -
CALL  Call Procedure

Operation:

' (;'(¥

*rp++ - lb_wbyte (ip);
‘rp++ = hibyte (ip);
- 10 ~ ip = dest; |

Encoding:

intra-segment: | | | -

15 1aaa aaaa aaaa -

| destm=ip + a + 1; I* displacement a is always negative "I;
inter-segment:

0011 LLLLLLLL

20 0000 HHHH HHHH

dest=H:L;  /* 16 bit absolute address */



0010 | owbyt e (bp) [* wi-te */ next ("OVER'

instruction) /* read */ -10 00 11 hi ghbyt e (bp) :
/* wite */ tos ("DUP" instruction) /* read */. 01 00 sp 0101
rp150110 ~see RPOP, RPUSH 0 11 1 *(bp+TCS) /*
i ndexed fetchstore */ 20 1000 *(*(bp+0) +TOS) [*
i ndexed indirect */. 1 00 1 (*(bp+2) +TPD) /* -irndexed i ndirect
*/ 781 010 *(*(bp+4) +TOS) /* ‘indexed indirect */ 1 0 11

- *(*(bp+6) +TOS) /* indexed indirect */ 5 RPOP "~ pop return stack
Qperation: 10 *(sp--) = next; next =tos; tos = *rp-; Encoding:

15 0101 0100 1110

Iibrary: - _

| OOOOéaaa aaaa _ |
dest = 0x8000+*(0x8001 + a);  /* table lookup call */

Timing:

CALL type ~ #clocks - specific memory operation

10 intra-ség : 3 S
B 2 ‘rp++ = lobyte (ip)
' ‘rp++ = hibyte (ip)
ir = *(ip = *dest)

15 o i"nterseg 5 _
| lobyte (ea) = *ip++
hibyte (ea) = *ip

*rp++ = lobyte (ip)
*rp++ = hibyte (ip)

O -~ N W M

20 ir = "(ip = *dest)

library 4



Ti mng: 20 #cl ocks specific menory operation 3

79 2 *sp -- = next next - tos; 1 tos = *rpP--;; 0O ir = *(++ip) 5°
"~ RPUSH push tos onto return stack Operation: 10 *(++rp)=tos; tos =
next; next = *(++sp); Encoding: 15 0101 0101 1110, Tim ng: 20 .
#cl ocks ~.specific menory operation 3 _ i N\
- 72
3 ' “*rp++ = lobyte (ip)
2 *mp++ = hibyte (ip)
. "1 - ip = dest
o | | | 0 ir = *ip
5 BR ~  Branch always
Operation:

- ip.--dest; |
.10 Encoding:
0010 iaaa aaasa
dest - ip +.a'+ 1; displaéement ais sigri. extended */
15 | i ' |

Ti_rhin'g:

#clocks - specific memory operation

20 | 1 |
0 ir = *(ip = dest)



80 2 *(++rp) - tos; 1 tos next; next = *(++sp) O ir = *(++ip) 5

. I'N Move 1/O register to TOS. Qperation:. *(sp--) = next; 10
next = tos; tos reg; Encoding: 15 0100 O0Orr rrrr Timng: 20  #cl ocks
specific menory operation 3 2 *sp-- =next next = tos; tos reg; O
iy (++tip); 5 OQUT - Store TOS to I/ O register Operation: reg = tos;
- 73 : _
BRC  Branch on carry
- Operation:
5 it ( CF ) ip = dest;

else  ip++;

Encod'ing_:

o
.\j .
10 0010 01aa aaaa | |
dest=ip+a+1;/* ais sign extended */
Timing: |
~ #clocks ~ specific memory operation
15 P

0 ir = *(ip = dest)

O 0 e e



tos =next; 10 next = *(++sp); Encoding: 01 00 0 1 rrrr 15

Ti m ng: #cl ocks _ specific menory operation 20

32 reg tos; 1 tos = next,; 82 next =*(++sp); O ir = *(++ip);
LDC ~load constant (into TOS) 5 Operation: *sp--= next; next = tos; 10
tos constant; Encoding: 0101 1 1 H bbbb 15 i f (H==0)

“constant = 0000: bbbb; el se constant= bbb¥4000

BRZ ‘Branch on TOS==0

Operation: B | | S
5 | _ o
if (tos==D, tos=next, next= *(++sp) ) ip = dest;
else ++ip; ' N
Encoding:
10 | -
0010 00aa aaaa
dest - p+ra+1;/* dis’pla;ement a is sign extended */
15 Timing:
#clocks ‘specific memory operation {_

2 " 1 fos = next;
20 - | o © next = *(++sp);

0 irm="(p= dest)



Ti m ng: #cl ocks specific menory operation 20

32 *(sp--) = next; next = tos; 83 1 tos = constant; O ir =
*(++ip) LD (bp+a) ~ load from base page 5 eration: sp-- next next
tos 10 tos = *(bp+source); Encoding: 0180 10aa aaaa 15
squnce = aa aaaa T| m ng: #cl ocks, : speC|f|c menory operatlon 3 20
2 _Sp-- next; next = tos; " _

or

o ir = *(++ip)

LDR Move register to TOS o
5 . (includes certain indirect, indexed m‘émory reference)
Operatibn | | -
*(sp--) = next; I

if (reg) { next = tos; tos = reg }

\:/ - eise [ next - bp-s-TOS or .next.- (bp+2p)+TOS }
' 10 Encoding:
I 0101 0100 rrrr
| reg=r /" see table */
~ Timing: . o
| #clocks specific memory opéfation
15 . (if (bp+p)+TOS) 5 | -
4  lobyte(ea) = ‘(bp-_a-Zp)
3 hibyte(ea) =*(bp+2p+1)
- (if reg, bp+TOS) 3 | R

2 ‘sp-- = next

20 - - - if (reg) next = tos:. |

| 1 if (reg) tos = reg )
else next=bp+TOS, ea+TOS



84 1 tos = *(bp+source); O ir =*(++ip) LD (bp+p)+a. load indirect 5
(TOCS with byte addressed by pointer at bp+offset then i ndexed by TOS)

Qperation: 10 *sp--- = next; next = tos tos = *((bp+2p)+offset);
-Encodi ng: 15 " 0l1lp pOaa aaaa offset = aa aaaa Timng: -
“#cl ocks specific menory operation 20 ' _ . 54
| obyte(ea) = *(bp+2p) 3 hi byt e(ea) =*([@8p+2p+1). ~ 2 *sp-- = next;
next - tos; 1 t os=*(ea+of f set) _ :

._ . - 0 ir = *(++ip)
STR Store TOS to register |
(includes certain indirect, indexed memory 'reference)'
. Operation:
5 if (reg) { reg = tos; t0S = hext; i} |
| else { bp+TOS = next or (bp+2p)+TOS = next } .
next = *(++5p); a |

o
\/

Encoding: B :
0101 0101 rrrr
10 o reg=r ' /* see table */
Timing: | | , '
| | #clocks specific. memory operatioh. ;

(if (bp+p)+TOS) 5 o
| 4 lobyte(ea) = *(bp+2p)
s - 3 hibyte(ea) =*(bp+2p+1)
if (reg, bp+TOS) 3 S |
| 2 if (reg) reg = tos; .-
else bp+TOS,ea+TOS=net
1 if (reg) tos = next;
20 - | I next = *(++5p);:

0 ir = *(++ip);



0 ir = *(++ip) ST (bp+a) store into base page Cperatlon 10
(bpt+dest). tos tos = next; next = *(++sp) Encoding: 15

0100 11 aa aaaa dest = aa aaaa Tlnlng #cl ocks speci fic menory
operation 20 3 2 *(bp+dest) = tos; 86 1 tos = next; next =*(++sp);
(of ir = *(++ip) 5 ST . (bp+p)+a store indiZrect - (TCS i nt o byte
aéﬁ}essed by pointer at bp+2p of fset by a) Cperatlon 10 - :

*(* (bp+2p)+offset) =t 0s; tos = next;

Register assignm'ents

0000  Flags CFx ID11DO
‘ 0001 CRC low byte  (high byte in TOS)
\J | . | ) - ot »
, 0010 lowbyte (bp) ~I7 write /
~ o next ("OVER”'inst'ruction) I~ read */
10 0011 highbyte (bp) rowite */
| | tos ("DUP" instruction)  /* read */
0100 . sp | o
0101 rp
0110 see RPOP, RPUSH
o 0111 . *(bp+TOS) " iﬁdexed fetch,store *
20 1000 . *(*(bp+0)+TOS) I* indexed indirect */

1001 *(*(bp+2)+TOS) - I* indexed indirect */



next = *(++sp) Ehcoding: 15 011 p plaa aaaa of fset = aa aaaa Timng: 20

#cl ocks specific nmenory operation 5 4  |lobyte(ea)= *(bp+2p) 3

hi byte(ea) = *(bp+2p+l1l) 2 *(eatoff)= tos 1 tos next; 5 : o
next = *(++sp) 0  ir = *(++ip) [ALU Goup ] 10 Operation: if (r==l) { .
hi byt e(i p) = *rp--; lobyte(ip) = *rp--; 15 '} pipe = tos; -

~/* ‘internal processor pipeline */ tos = 1&s op next;

1010 '('(bp+4)+TOS) | I* indexed indirect */
1011 "("(bp+6)+TOS) -~ /* indexed indirect */
. | | | .
RPOP  pop return stack.
Operation: ~
W/
10 *(sp--) = next;
next = tos;
tos = 'frp--;
- Encoding:
15
0101 0100 1110
Timing: - - | | o o
20 | . N #clocks | speciﬁc_-.memory' qpe'ratioh_



swtch (s) ( case 0: next = next; /* typical unary op */ 20

case 1. next =*(++sp); , [* typical binary op-*/ ) Encoding: 0 101
oorf f f f f op=fFfffff r s equal to high order- f bit */ S = (l==unary
op), (O==binary op) 5 Op Table: code operation : carry
staye 10 .- 00000 - : tos + next “arith carry 00001 _
‘tos + next + carry arith carry 00010 next - tos . arith
borrow 00011- next - tos - carry af?th borrow 00100 - -tos
- next - -arith borrow 15 00101 00110 00111 01 000 tos
AND next - - unchanged _

2 'Spe- = next
next = tos;
1 tos = ‘rp--;;

0 ir = *(++ip)

RPUSH push tos onto return stack
O | .
U _ Operatiqn:
10 _- '(_++rb)-#tos; |
tos = next; ST IR
next = *(++sp); |
| Encoding:
) 15 | |
. 0101 0101 1110
o :
: Timing:
! 20 . - : #cibcks specific memory operation



.

t os XOR next

‘SD_-- = next

89 01001 tos OR next unchanged 01010
unchanged 01011 01100 drop unchanged 01101 5
swap- drop- ' unchanged 01110 01111 . CRC step- _
unchanged 10000 asl (TOS) ' tos7 10001 asr (TOS) -
. 010 10010 . rotate left(tos) tes7 10011 ‘rotate -
ri ght (tos) tosO 10100 tos “parity(TOS) 10101
10110 15 10111 '30f 6 encode set if not valid WO
89/ 04578 : 80 PCT/ US88/ 02390 90
11000 : sl (TCS) 11001 | sr (TOS) 11010 shift .
left by 4 11011 ~shift left by 4 5 2 11_19@i-+rp) = tos: swap
1 tos = next;
- next = *(++sp);
. S . 0 ir = ‘(++ip)
5 IN Move /O register to TOS |
Operation: =
P ' S
*(sp--) = next; |
10 next = tos;
tos = reg;
Encoding:
15
0100 00rr rrrr
Timing:
20 | L |
. . #clocks | specific memory operation
3



11101 tos (NOP) 11110 NOT(TOS) 11111 30f 6

decode Timng: 10 s : #cl ocks o specific nmenory operation 1

2 (4) (if r==1) ' 3 hi byte(ip) = rp--; ) 15 -
(irf r==1) - _ -2 Iobyte(lp) = *rp--; ) 1 tos = alu output O
ir\ea*(++ip) O 3 (5) (if r==1) 4 hi byte(ip) = *°
rp--,;.) 20 (if r==1) 3 Iobyte(gﬁ): *rp-- ) 2 tos = alu
out put 91 1 *(++sp) = next -0 ir.=*(++p) SMAP speC|aI case 5 The

exchange of TOS with NEXT is a special case of the ALU ops usir the direct
data path betmeen TOS and NEXT. The NEXT reglster receives a

next = tos;
1  tosereg;

. _ _ 0 ir = *(++ip);
5§ OUT  Store TOS to I/O register
O Operation: * : ‘
L reg -ﬁtos; -
tos = next;
10 next = *(++sp);
'Encoding:
01_00 .01'rr rrr-r :
15 |
Timing:
#clocks - specific memory operation
20 -3

2 reg = tos;
1 toS = next;



of the TOS via a pipeline register, prior to TOS befng | oaded with the cor

of NEXT (non-sinmultaneous transfer). 10 NOP Qperation: 15 ++i p;

Encodi ng; short 0010 1000 0000 20 I ong 0101 0001 1101
92 Tim ng: #cl ocks speci fic menory operation 5 -short (BR +1) ..
O -~ ir =* (++ip) long ' . g2tos tos O ir =*(++ip) 10 ‘.

RET return fromsubroutine Operation: hibyte(ip) = * rp-- 15
| obyte(ip) = rp- .+ +ip;, ' o _

next = *(++sp);

0 ir = *(++ip);

Loc ~ load constant (into TOS)
5 | o
Operation:
‘sp-- = next; W
- hext = tos;
10 tos = constant;
Encoding: o |
0101 111H bbbb
15 : if (H==0) constant = 0000:bbbb;
| ‘else constant = bbbb:0000
Timing:
| #clocks " specific memory operation
20 3 |

2 *(sp-) = next;
next = tos;



Encodi ng: 20 _ 0101001:11.101 Timng: 93 #cl ocks
specific menory operation 4 5 ' 3 S
hi byte(ip) = *rp-- 2 | obyte(ip) = *rp-- 1 tos tos O ir = :
*(++ip) [ LITERAL G oup ] 10 Operation: tos = tos op constant; Encoding: 15
0101 1ffH cccc op ff if (H==0). constant= g 00: cccc el se constant =

cccc: 0000 Op Table: 20 code _ operati - carry state

K tos = constant;

0 ir = *(++ip)

LD (bp+a) load from base page
5 - |
- o Operation:
“ . -
- sp-- = next
~ next = tos
10 tos = *(bp+source);
Encoding:
0100 10aa aaaa
15 o . source = aa aaaa
Timing:
\/ - , S #.cllocks 'spec':ific._memory operation
. . | 3 . .
- 20 ' ' 2 - 'sp-- = next;

nexi = {0S;



94 00 tos + constant arith carry 01 tos -

const ant arith borrow 00 ~tos AND constant 11
constant (see LDC) Timng: #clocks . speC| fic menory operatl on 2 1
tos =.alu output 10 0. ir = *(++ip)

F. THREE OF-SI X ClI RCU TRY As previously: ngmtl oned, the ALU 102b cont ai Ns
~means for 15 encoding four bit nibbles into six b|t words for transm ssion
(encoder of Fi gure 14) and for decoding six bit words into the four bit

ni bbl es (decoder of  Figure 15). Both the encoder and decoder use hardw red
| ogic permitting the conversion to be perfornmed very quickly in both
directions. Moreover, there is a circuil shotes isa "{bp-pEogmcg) 716 to verify
that each six bit word received by the cell is.in fact a t hr ee- of - si x code,
that is, three zeroes and three ones (Figure 90 Ref ér ra M{+4dp¥i gure 14
the register 142 is illustrated with . :

LD (_bp+p)+_a- load mdlrect

5 - ( TOS with byte addressed by pointer at bp+oh‘set
then indexed by TOS)

O

~ Operation: <
10 | *sp-- - next;
next = tos
tos = *(*(bp+2p)+ofiset);
Encoding:
15 o 011p pOaa aaaa
offset = aa aaaa
Timing: ' .
#clocks  specific memory operation

4  lobyte(ea) = *(bp+2p) _
3 hibyte(ea) -'(bp+2p+1)



four bits of the register containing data DO through D3. If the ALUis *
commanded to encode this data, the resultant six bits wll be coupled into
the latch registerl 45b. To obtain the conversion shown 5 in Figure 9, the
[err] bit is directly coupled into first stage of register 145b and becones
[exr] the encoded bit. Also the bit D3 is di#%®ctly coupled into the

regi ster and becormes [err]. Each of the remaining bits El through.[err] are

provided by the logic circuits 153 through 150, respectively. Each of these

logic circuits are coupled to receive Do, 10 Dl D2 and D3. ‘Each | ogic -
circuit contains ordinary gates which inplenent the equati on shown wthin
i'ts respecti ve bl ock. These equations are shown i'n ot anda‘f,cg2 'G heRrguage
("&" | ogi cal AND, "I1"=.logical NOI, and "I" = | ogical ) These

equati ons .can -be i npl errent ed with ordinary gates. 15  nexfhe té@;oder of
Figure 15 is shown in a simlar format. This time the six bits of the
encoded data are shown in register 142. The decoded foutobufeeaﬁ-uﬂaset)are'
shown in the regi ster 145. -To .inplenent the pattern assi gnment shown in .
Figure 9, the [err] bit is coupled directly to the Oegi sirem T4{&+ip)d becomes
[err] The [grr] bit 20 is coupled directly.to the register 145 and becones
the D3 bit.9ogic circuits 154 and 155 provide the bits D2 and [err]

respectively. 154 is coypl ed receive.the bits [err] .96 and .
[err] while th%épu@‘?? 155 rec%g%@i%rbﬁs%mq%rr] is not - '
N Operation: S

10 | *(bp+dest) = tos

" next = *(++sp)

Encoding:
. 1 0100 11aa-aaaa
dest = aa aaaa’ |
Timing: S o CT
#clocks specific memory operation |
20 S o | R
3 -

2 . *(bp+dest) = tos;



used to provide the [err] through D3 bits.) (Sone of the six bit patterns
are not used and others are used for synchronization and thus do not
requi re conversion into a data nibble.) The circuits 5 154 and 155 are
constructed fromordinary |ogic gates and %nplenent t he equati ons shown.
The synbol [err] . represents the exclusivg OR function in the equations. \J
‘The circuit of Figure 16, as nentioned, verifies that the received six bit
words do contain three zeroes and three ones. 10 The encoded words are
shown coupled fromthe top of stack register 122 into the two full adders,
157 and 158. These adder stages are contained within the ALU 102b. Each
adder receives an X. Y and carry input and provi des a tasmeaméxtarry out put
These ordi nary adder .stages are each coupled to receive one bit of the 15
encoded word as shown. (Any coupling of each bit to argexhput'(e4sp)idress
157 and 158 may be used.) The carry outputs of the adders 157 and 158 are
coupled 40 the exclusive OR gate 159; the sum(mﬂans'wf-tﬁé+ﬁWﬂers 157
andl 58 are coupled to the.exclusive OR gate 160. The output of the gates
159 and 160 are 20 coupled to the input terminals of an AND gate 161. |If

the out pgt oSﬁ'tgﬁép,g\ +§at§ $%rr§2w6€étgh state the word in the register |

102 contains three ohes an Qherw se, the output of wo
the gate 161 is inits (| TOS'itS BytBCabdrESstd ' B poinfist af bp+2p offset by a)
Operation: s u
10 | ’(‘(bp+2p)+offset)-tos;
" tos = next;

next = *(++sp)
Encoding:
L o |
011p plaa .aaaa

.oﬁsét - aa aaaa

~ Timing:
20
#clocks - specific ‘memory operation
s |



packets are checked to determ ne that each six bit word is valid, while it

is decoded into the four bit nibbles. -[1V. | NPUT/ QUTPUT SECTION 5 A. '
Ceneral The 1/0O section includes a plurality of circuit elenents such as a
ranp -generator, counter, conparator, etc., which are interconnected in

di {ferent configurations under software 10 control. Exanples of this are
shown bel ow for the analog-to- digital (Ato By and digital-to-analog (D ta"
A) operations. These elenents with their software configurabl e '
i nterconnections provide great flexilibity for the cell, allowing it to
perform many tasks. The entire I/O section is preferably fabricated on- the

15 sane "chi p” which includes the processor. B. Buf1‘4_er ' qué&%r ghom‘blﬁp)-

Figure 10 and previously. discussed, each of the cells inclt

i nput/output |/0O subsections; three of the subsectiomg 10%; raANQ *
each have a pair of leads, 20 identified as.Pin A agg Pi?"g&giggﬁfou$§§+2p+1)

subsection 110 has a.single "read only" pin'106.'Anyzpf t“ﬂe&ﬁﬂﬁﬂ’at s
subsections tan comunicate with any of the four subprocessors. shown in
98 Figure 12, this is easily inplenented by connecting theogddr pext;

5 _' - next = *(++sp)

0 ir = *(++ip)
_ - [ ALU Group ]
'10 Operétion:
if (r=et) {

hibyte(ip) = *rp-; .
~ lobyte(ip) = *rp--;

15 ) ) |
pipe = tbsﬁ N r internal processor pipeline */
; 9 tos = tos op next:‘“"__ | I
- switch (s) { |
| case 0: next = next; o "i'; typical unary op */
20 case 1: next = *(++sp); _typicai binary op */

}



bus (ADBUS) and the nenory bus (MBUS) to each of the four I/0 subsections.
Use of the MBUS through the register 146 to the DBUS allows the I/0 _
subsections to communicate. with the 5 processor registers.. Each Pin A and
Pin B can receive and provide TTL level signals and is tristated. In the -
‘currently preferred enbodi nent, each pin.can sink and source appr oxi matel‘*ﬂ
40m | | iranps. (except for pin 106). All 'Bge' Pin A's can be programmed to
provide an 10 anal og output signal anf®a digital-to-anal og converter is .
included in three of the I/O subsections 107, 108 and 109 to provi de an-
anal og output on Pin B. An anal og input signal on any of the Pin, B s can
be convertsﬂcgai@:di gital count since three of the I/0O subsections include
A to D converters coupled to these pins. Each 15 pin pair (Pin A and Pin

- B) can .operate as a.(ﬁf1f'erfnt'93? Pfplf fgqr for input signals, a
iTf

differential receiver, and a erential transmtter and a differential

vol t age conpar at or. ‘o &/ Bfffubpeg! paial o) Highuerdet ¢ BR For m many

di fferent functions, fromsinple swtching to; by way of exanple, having
two pi'n 20 pairs coypl ad{f-L=uhiarycopjle (O=nbing a stepping notor. The
circuits shown in Figur e's( 17-23 rgreeb)r]epeat ed i?g?t))secti ons 107, 108 and
109. Tigose circuits associated with 99 Pin Aand Pin B (such as the
buffer sections of Figure 17) are not ' '

Op Table:
| | v
code o operation - . carry state NS
10 00000  fos+next - arith carry
| - 00001 tos + next + carry arith carry
00010 next - tos- - arith borrow
- 000171 o next - tos - carry  arith borrow
00100 _. - tos - next = arith borrow
15 00101
00110 - o
00111 o | U

01000 - tos AND next . unéhanged



fully contained in the 1/O subsection 110. Onl.y sufficient buffering to
allow data to be read on Pin 106 is needed. Referring to the |/O buffer:
section of Figure 17, outgoing 5 data is-coupled to Pin A through the
buffer 163. Sinmilarly, outgoing data is cougled to Pin B through the
buf fer 164 after the data passes through the3®0 control switch 165. This
out goi ng data, by way of exanple, is coupledto Pin Afromthe register
206 of Figure 23 through gate 208 of Figure 19 . The control 10 switch 165
is used to enable outputs to Pin A through the buffer 163, when enabl-e A
(EN.A) is high (line 166) Moreover, the swtch enables the output to Pin
B when enable- B (EN. B1081hi gh (Ii netos6@QR mextenabl es ouumchangedoot h
pins. (with the output to Pin B being inverted): when enable RS -485 is
high (I'ine 168). The D8 @10goi ng analtes XQRaexto Pin A i anchangeded
t-hrough the switch 175 when the énabl e anal og out put signal is high.
Incomng signals to POIQIAre coupled to one input terminal of the
differential anplifier 169, The other "terninal of: this signal receives a
reference potential (841002 5 volts)dromis 20 anplifier MnERangad 107
comonly used hysteresi's node to prevent detection . of hoise. This node is
activated whéh the en®WaPrGERresis (Pin WHCBARERA coupled to anplifier

ég?egfighgh- -iOO_TQF‘f?pPut-of:énpyff¥er 1§?nf§ f?g?’é?;?o é fran3|t|on
9 01111_. __CBCst'e_p o j_”,’.‘."h,a"‘ged
U _ 10000 o asl (ToS) o tos7
10001 : -asr (TOS) 0
10 10010 rotate left(fos)  tos7
" 10011 ~ rotate righi (toé) tos0 |
10100  tos  parity(TOS)
10101_“ L S RS
10110 _ _
15 10111 3of6 encode  set if not valid



... WOB9/04578 - . '$88/0239
circuit 171 ich sinply detects each transition, that is, a ggé"%o’one?

or one to zero. The inputs to Pin B are coupled to one termnal of a5
differential anplifier 170 which may be identical to anplifier 169. The
anplifier 170 receives the enable hysteresis (Pin B) signal. The other

input to anplifier 170 (line 176) can beée coupled to receive one of several\J/
signals. It can receive a DC signal used forggvol tage conparisons, a ranp
which shall be discussed later, 10 the signal on Pin A for differential
sensing, or a reference potential (e.g., 2.5 volts). The output of the

anmplifer 170 can begi ted throu xclusive - OR gate 177 for sone _
nodes of operati onai\mnsi tion d g‘eﬁéﬁﬂz is associated with the Pin B -

_inputs, again to de ransiti ongg of o to one or one to zero. 15 C.
[ /O - Counting/Ti mﬁ!ﬁg?cﬁ of the cZ?'Ips(Tﬁ udes a timng generator (RC .
oscillator) for proyigiqr -a 16niz ypGRale TN, S4Signal is connected to a

rate mul ti=plier 1731/29”{% ned in t?«gﬁﬁ/ Efgeﬁyi 3n (Figure 18). The .

mul tiplier 178 provq 4@y put put fre Cj ) gach 1/ Q.20 subsection. This

mul tiplier pr ovi-de‘s‘I geﬁrfe)quency [erri te!ﬁﬁl 5?03 fo = 16WvhZz X (LOADED

VALUE) [er? 1014 {R@Q caded val ygyap @ 16 bit word |oaded into a

register of a rate _ :
11101 ' tos (NOP) -
11110 NOT(TOS) - o
11111 - 30of6 decode O
Timing: | | ~
10 |
s #clocks  specific memory -operation
1 2 (4 .
(i re==1) | 3 hibyte(ip) = *rp--; )}
15 - (if rm=1) 2 lobyte(ip) = *rp-; )}
| 1 - tos = alu output ‘
_ 0 ir = *(++ip) L.
0 3 (5 ‘ e
| Y ( = " 4 hibyte(ip) = *p-iv )
20 - S o
(if r==1) '3 lobyte(ip) = *rp- )

tos = alu output



multiplier 178. The rate nmultiplier conprises four 16-bit registers and a
16-bit counter chain. Four l.ogic circuits allow selection of four different
out put signals, one for each 5 subsection. Two bus cycles (8 bits each)
are used to Ioad the 16 bit words into the register of the rate -nultiplier
178.,- As can be seen fromthe above equatiorgla relatively w de range of
out'put frequencies can be generated. These frequencies are used for many
different functions as will be described including bit 10 synchroni zati on.
The output of the nultiplier 178 in each of the subsection is coupled to an
8 bit counter 179. The counter can be initially. Ioa.ﬂed fg ma@cough% | oad
regi ster 180 fromthe data bus of the processors. This re for
exanpl e, receive data froma 15 program The countgin t e_ceg%&b

coupled to a register 181 and to a conparator 182. The coOnpar 182 al so
senses the 8 bits in a register 183. The contents of .this register_are al so
| oaded- from»t he data bus of the processors. Wien a match between the '
contents in theg Vﬁl’]‘ eg thpag@tents of register 20 183 is detected by
conparator 182; e co arat or provides an event signal to the state

machi ne of l§ gure 19 (input to nultiplexers 190 and 191 ). The contents of

the counter 179 can 102 be latched into register 181 upon receipt of a
skgnal fromthe The exchange of TOS with NEXT is a special case of the ALU ops u!
| the direct data path between TOS and NEXT. The NEXT register receives
IK./.
_ of the TOS via a pipeline régister, pnor to TOS being loaded wuth the ¢
' of NEXT (non-simultaneous- transfer).
10 . '
NOP
Operation: )
1 - ++ip;
. Encoding: TR T T e
‘short 0010 1000 0000
20 _ . ,

long - 0101 0001 1101



state machine (output of the execution register 198 of Figure 19). The sane
execution register 198 can cause the counter 179 to be | oaded fromregister
. 180. When the counter reaches a full count 5 (termnal count) a signal is
coupled to the state machine of Figure 19 (input to nmultiplexers 190 and
191). D. /O CONTROL AND STATE MACHI NE Referring to Figure 19, the )
processor MBUS conmunicates 10 with registers 185 and 186 both of which o
perform masking functions. Three bits of the register 185 control the

sel ection of one of the five lines coupl e@2to the multipl exer 190,
simlarly, 3 bits of the register 186 control the selection of one of the
five lines coupled to the input of the nultiplexer 191. The output of 15

t he maski ng ﬁﬁ.’liﬁ?ers 185 and 186 are coupled to a multiplexer 187. The
five bits from ‘mul tiplexer 187 are coupled to a register 198. Each of
these bits define a different function which is, in effect, executed by the
state machine. Specifically, the bits control |oad counterlatch count,
enable ranmp switch, pulse 20 Pin ' pul se Pin B. . _The nul tiplexers 190
“and 191 both receive the term nal é(%ﬁﬁggy gnal f reRgeifignsemory woperation

18, the conpare signal 103 from conparator 182, the ranp start signal .
fromthe ranp generator 200 of Figure 20, and the transition A and B '
signals § ~ short - - .. 4 S o '
: | s 1 tos='tos - ‘
| ) o 0 ir m *(++ip)
10 RET  return from subroutine |
Operation:
~ hibyte(ip) = *rp--
15 lobyte(ip) = *rp--
++ip; L
S
Encoding:
20 | - 0101 0011 1101

Timing: o | | | S



fromthe transition detectors 171 and 172, respectively of Figure 17. The

one bit output fromeach of the nultiplexers 190 and 191 5 is coupled to

an OR gate 188. This OR gate is biased in that if an output occurs

si mul taneously fromboth nultiplexers 190 and 191, priority-is given to
muli pl exer 190. The output of the nultiplexer 190 controls the nultiplexer
187 with the signal identified as "which eveng3. This signal is also stored
inthe 3x3 10 first-in, first-out (FIFO buffer 199. This signal indicates
whi ch MUX 190 or 191 has received an event and this data is stored al ong
with the inputs to Pin A and Pin B (Figure 17) in the FIFO 199. The state
machi ne for each of the 1/O subsections 15 conprises 4 D-type flip-flops
connected in series as shown in Figure 19 within the dotted |line 189. The
flip-flops 194 and 196 receive the 8niclociksal wher easpetific Impmonpsoperation
and 195 receive the conplenent of this timing signal. The clocking signal
(CLK) is obtained fromthe Q output of the flip-flop 194 20 and is coupl ed
to register 198 and FI FO 199. The clear gignal received fromthe Q term nal
of flip-flop 196 is coupled to the regi%ter 198. 104 I n operation, the
‘maski ng regisgers 185 and 186 are | oaded -under softmgée coHtrol,, he "bits
fromregi ster¥185, for instance, : ibyte(ip) = ‘rp--

] T 2  lobyte(ip) = *rp--
| | 1 ‘tos = tos
O 0 i eip)

[ LITERAL Group ] : T

C

10
Operation: _ N
tos = tos op constant;
Encoding:' '
15 0101 1ffH ccec
- op=f . |
T i (H==0) constant = 0000:cccc
~ o else constant = ¢ccc:0000
Op Table: S
20

code = operation = carry state



cause the selection of one of the Tnput lines to multiplexer 190, for
exanple, termnal count. Then the circuit of Figure 19 waits 5 for the
signal terminal count. Wwen the signal terninal count occurs the state
machi ne begins operating and the five bits of data fromregister 185 are
connected through multiplexer 187 into register 198. The state nmachine
causes an output to occur on one of the |jgges fromregister 198 causi ng,
for exanple, a pulse 10 to be generated on pin A Simlarly, a word in
regi ster 186 can be used to cause,. again by way of exanple, the counter to
be | oaded. The flip-flops 203 and 204 are cl ocked by the output of register
198. These flip-flgpgs allow the oy to be c The OR gate
| Foma sh & Govegnt (EHY cHiry

208 permts data froma shift reglster of 'Figure e coupl ed.
to Pin A This re@ster is discusgesl . agemstabte | ow or gfith 6 Burrewef the
ADBUS ar e input to decoders in the I/0O subsections 107, 108, 109 and 110 of .
Figure 12. Two of Qe bits are usmtA)Ngalmistgm;pemflc /O elenment and
the rest-are 20 decoded to control an operation. The PLA 136 of Figure 11
has generalized outputs 215 connecoestamt (seelllDC)to all 1/ 0O subsections .
107, 108, 109 and 110 to select the ABUS cl ock cycle’ 105 for data to be
used for Bontrol ling operation of the 1/0 subsections: _

" Timing: |
#clocké : spec_iﬁc memory operation o
| | | ‘1 fos = alu output |
10 0. . ir = *(++ip)

F. THREE-OF-SIX CIRCUITRY
As previously mentioned, the ALU 102b contains means for
15 encoding four bit nibbles into si_x' bit words for transmission

(encoder of Figure 14) and for decoding six bit words into the four
bit nibbles (decoder of Figure 15) Both the encoder and decoder use
hardwxred Iogac permlttmg the conversion to be performed very U
quickly in botl_1 directions. Moreover, there is .a.cxrcult shown in

20 Figure 16 to verify' that each six bit word received by the cell is in |
fact a three-of-six t:ode. that is, three zeroes ahd three ones (Figdre:
9).



E. ANALCB'TO- DI G TAL AND DI d TAL TO ANALOG CONVERSI ON 5 Ref erring
first to Figure 20, the I/O subsystemincludes a ranp generator 200 which
continually generates ranps of ~a known period. The output of the ranp
generator is buffered through buffer 201 and sel ected by switch 202. The
switch, as will be described, is selected at Q's_ﬁrre count (time) follow ng
the 10 start of each ranp, thereby coupling the sane potential to the
capacitor 203. This capacitor becones charged and potential is coupled _
through buffer 204 to Pin A when the switch 175 is closed. (Switch 175 is
shown in Figure 17. )5&2 W tch 2|%2, ca amtor 203, and buffer 204 adct a?‘ a
sanpl e and hol d. rrean eterring to |kigkreu é the seegister K42 Hs dilusirated wit
el enent s previo scrj hed have been redrawn to sgribe,h a it .
to anal og conve 'g% r?“%ﬁ@wﬂ%mm%éaéargﬁ ﬁ“@!-’gﬁeﬁé- ﬂ 51%84#% 1S
subsection can be reconfl t hrou )
st at e']mic-hi ne quﬂ" ?féqqqoﬁ%ﬁ 14 rﬁ‘ezée &ﬁ@( io\wg%e ; _
digital to anal eq
fromthe rate %@Eﬁiﬁh?@é {atER, b3 b B Eutalhe in% TR shown
corresponds g0 the o r e I o
e gure§ iSRRIt G othé Do BPis Rraetp 85ua1eR o 0 S8 SHOFogister |
v 145b and becomes EQ, the encoded bit. Also, the bit D3 is directly
coupled into the register and becomes' Es. Each ‘of the remaining bits
E1 through E4 are provided by thelogic circuits 153 through 150,
respectively. Each of these logic circuits are coupled to receive Do,
10 D1, D2 and D3. Each logic circuit contains ordinary gates which
implement the equation shown within' its respective block. These
equations are shown. in standard "C" language (& = logical AND "=
logical NOT, and "|" = logical OR.) These equatnons can be
~ implemented with ordinary gates. .
- 15 ‘The decoder of Figure 15 is ‘'shown in a similar format. This
time the six bits of the encoded data’ are shown in register 142.
- . The decoded four bits of data are shown in the registeri45. To
implement the pattern assignment shown'in Figure 8, the Eg bit is
coupled directly to the register 145 and becomes"_Do. - The Es bit
20 is coupled directly to the register145 and becomes the D3 bit.
Logic circuits 154 and 155 provxde the bnts Dzand D1,

respectnvely Clrcunt 154 is coupled to receive the bits Ep, E3. E4



“ranmp switch 202 is closed . 15 EO%U for 500 nanoseconds) causi,n%,t he
capaci tor 20used tR previde theo 1% B

mhich.corresponds to the desired output anal og signal is |oaded into t he
register 183. When a ranp begins the ranp start signal 5 is coupled
t hrough the state machine 189 of Figure 19 (for. exanple, through the
mul tipl exer 190) and the flip-flops). This causes the counter 179 to be
cleared (e.g., all zeroes). The fo signal then counts into counter 179.
conparator 182 then conpares the contents®®f the counter 179 wth the
contents of 10 register 183. Wien the two words are the sane, -the conpare
signal is applied through multiplexer 191 again causing the state machine
to be activated as inQicated'by_&err 189 and the_sw tch 202 of the 'sanple
and hol d reaasd: Eswhile tharciecuit 15onregeivesizgl By, e, arthES-(E24500t t he
qugh 98 bitsdn (Samespbihe siX Bike
di gital nunber placed in register 183. One:nmanner .in which the A-D '
conversi on cRAtIeENScare nakiusedsapRhothens grecused fofeSynphtonizatieg angnal
is applied tqQ one 20 . input, termnal of the differential .a i fier 170. The
o L. appl s @0 Rt GBRLIrS, GPRVRESION: IMRc SaRBER TRBBIS)0 The, CITGHIS  when.
the ranp js rted, state machin 89 causes the ., 1Q7 counter 179 to
be | oaded f ri#ﬁr @gﬂ%tté?l%’@ 69'%?'"93?3 m& .'n%qeglﬁt@ ®8s8BPocked at a_
frequency (Toholemett the ddubtidiy showH. 'The symbol = » * represents the
~ exclusive OR function in the e_quatibns.' . <
- The circuit of Figure 16, as mentioned, verifies that the
received six bit words do contain three zeroes and three ones.
10 The encoded words are shown coupled from the top of stack
‘register 122 into the two full adde'rs;.- 157 and"_"lss, These adder
stages are contained within the ALU 102b. ' Each adder receives an
X, Y and carry input and provides a sum and cafry output. These
ordinary adder stages are each coupled to receive one bit of the
15 encoded word as shown. (Any coupling of each bit_ to any input of
address 157 and 158 may be used.) The carry outputs of the
adders 157 and 158 are coupled to the exclusive OR gate 159; the 3 .
- sum outputs of the adders 157 and158 are coupled to the
exclusive OR gate 160. The output of the gates 159 and 160 are’
20 coUpl_ed- to the input terminals of an AND gate 161. If the output
of this AND gate is in its high state the word in the register 102
-contains three ones and three zeroes. Otherwise, the output of



ranps. VWen the transition detection 172 detects that the potential on Pin
B and the ranp have the sane potential, the state 5 nachine 189 causes the
count in the counter 179 tosbe latched into latch:181. The digital word in
| at ch 181 corresponds to the DC potential on Pin B, thereby providing the
log to digital conversion.. F /O COMUNI @ATI ONS 10 As previously
cussed, for instance, in conjunction with“Figure 1, each cell can
transmt data over communications |lines or other links. The cells in a
subchannel. transnit data at the sane rate typically determ ned by the

cnvi ronrent _such 58 98te AT I8 s, 18k SIRET{bor Varkition], £ Thy Jhooming
RC osci 11 ai or & %%&@5%%&‘%"?%%# Wi oBlariife, LRCRRCR B B Hofd Iy Ve,

vari atj ons occur Jaid) i iEhabRURREAIMP RBOIGlY Bit ABlesol Processing

vari at’i,ons. Mre synchroni zation provi ded bet ween

cel s thus, each cell nust pr ovjntle 'T?O'"-'fp SECTIONNCoNing data in
order to properly read. t he datalvgneqrngPure al | ceIIs I s that they

det ect -and stgre the . 108 frequency of the incoming data and when "
acknow edgi ng a packet they can transmit at .the frequency that the. original

packet was A, General
| The Vo sect:on mcludes a plurahty of cll’CUIt elements :
Y
N\

such as a ramp generator counter comparator etc which are
mterconnected m “different confxguratlons unoer software
10 control. Examples of this are shown below for the analog-to-
digital (A to D) and digital-fo-analog (D to A) operations. These
" elements with the_ir soft’Ware' oonfig'urable7 _i'n'teroo'nnecti.ons |
provide great flexilibity for the cell, allowing it to perform many .
tasks ~The entire /O section |s preferably fabrlcated on the o
'f' 15 same ch:p whloh mcludes the processor
B. Buffer Section - |
| ~ As shown in Flgure 10 and prevnousty dtscussed each of the
- cells includes four lnputloutput 170 subsectlons, three of the
~ subsections 107, 108, and 108 each have a pair of leads, |
20 identified as Pin A and Pin B. The fourth subsectlon 110 has a
slngle read only pin 106 Any of the four subsectnons can |

'commumcate with any of the four subprocessors As shown in



o e i o TR -

transmtted. This reduces the burden on cells to synchronize when they are
recei ving an acknow-edgenent packet. 5 Referring to Figure 23 during
the hunt node, an 1/0O subsection is hunting for data. During this node, the
rate nmultiplier provides a frequency (fo) to the counter 179 and a nunber

is | oaded. into register 183 fromthe MBUS. Matches occur and are detected'w

" by conparator 182 at a frequency corres@hding 10 to the expected incomn ng

data rate. Specifically, the terminal count of counter 179 is synchronized -
to the transitions. As indicated by the dotted Iine 201, the processor
~continually searches for transitions fromthe transition detectors 171 and..

o P PR30 R oA O o SRR
o it ADSOSTS b SS9 e S 00,7,
(ol ort sutgiconig oL b 86 MBS WAGIIPIROISETUY 14E 1504201 7 C

regi ster 1EIBUSValews tINGHO Buibsechionsctd sommifiicate WHIERher ansi tions
occur and the ideal time to shift data in the register 109 206.. This

prevent§ tiproceissorngegistepga during transitions. Note-counter 179 is
rel oaded (e.g., all zeroes) each tine it reaches a . ' -
- Each Pin A and Pin B can’receive and provide TTL level
signals and is tristated. 'In-'th.e_ currently 'pr_ef___er'red. embodiment,
each pin can sink and source approXimétéiy 40milliamps (excebt o/
~ for pin 1086). All_lthe Pin A's can _b'é‘- programmed to provide an
10 analog bﬁtblsi signél and a digital-tosana:iog _éonveft___er is included
in three of the /O subsections 107, 108 and 109 to provide an
- 'analdg 6utput on Pin B. An énalbg input signal'or'a' '_.a'ny c_:f the Pin
B's can be converted to a digital count since' three of the VO
subsections include A to b,éohvé_rters_*qpupled to thes'e.'pins._ Each
15 pin pair (Pin A and Pin B) can opéfaté‘ _a"s a diff_eiential_ amplifier
for input signals, a differential receiver, and a differential ;
transmitter a_rid a differential ydltagé comparator. The /O v
subsections can be used to perform many different functions,
from simple switching to, by way 'o_f_ éﬁ_camp_le. having two pin
20 pairs coupled to drive tﬁe_ Mndi’ngs of "é_.stépp_ing:. motor.
~ The circuits shownlih Figures 17-23 are repeated in
| subsections'107.' 108 and 109. Those circuits associated with



term nal count. Wen bit synchronization occurs, rate needed for the 5

synchroni zation (16 bit word) is stored within the processor nmenory and

used to set the transmt frequency when acknow edgi ng the packet for which
the rate was devel oped. This stored bit rate as discussed later is used in
t Re, contention back- off algorithmallowi ng sP8t periods (M -to be matched
to the last 10 received bit rate. The conparator output is used as a shift
rate for a six bit shift register 206. During the hunt node, the data from
‘Pin Bis continually shifted through register 206. The preanble to. a. packet

as shown in FigurRind A @hdlPintBt(suchcas the bufferesections ofSFigure $7) fare not

regi ster 206 and the shifting rate adjusted so that synchronization/lock
occurs. When t he fullyk conteimiedhiingthie dd0agpbsestioni H0e sQOmiy-soffiziént t he

| ast two stages of the register 206 will contain ones and this will be :
detected by the Anbfgring troallow idatarto becread:or Rint 06 is ngaded07 ends
the 20 --hunt “nods and provi des the ni bble synchronization. Wen_this |
occurs, the data is cl wingittoothe hiO; thuffer sgctionr of Figure) 1i7ateuigaiag a

| atch 235 and _fromthere the data can be, cl ocked intq the 110 processor
and convert eddi ntdAtA #$ (CouPIEd40 hdhreugh. the. -163pr eé@ﬁﬁafﬁb'

d?t sct all , Zeroesomiltngotigs ég*af tisrc(:a xljpslte?'f t& Olgin.@-%rough;.th_e- buffer 164 after the
dat_a_pass_es_throuh. the VO control switch 165. .Ihis-ouigoing '
~data, by way of example,. ls coupled to. Pin A.from the register .
206 of Figure 23 through gate 208 of Figure 18...The control
10 sWiich 165 is used to eﬁable outputs to Pin A through the buffer
163, when enable A (EN.A) is high (line 166).. Moreover, the -
switch enables the output to Pin B when enable- B (EN.-_B) is_high |
(line 167) and enables. outputs to both pins. (with. the.output to Pin
B being inverted) when enable RS-485 is high (line 168i.. The
15 outgoing analog signal to Pin A Is. provided through the sWitch o
- 175 when the enablé_-_ ana_log,output--signa_l.,is;_ihigb.,....
o | Incoming signals to Pin A are coupled to.one input terminal
o of the ditferential amplifier 169.. The other terminal.of this.
o | signal -receives.a _reference' 'p.otential (e.g., 2.5 volts). This
20 amplifier also includes the commonly used hysteresis mode to
prevent detection of noise. This. mode is activated when the

~ enable hysteresis (Pin A) signal coupled to amplifier 169 is high.



this occurs, the processor and shift register return to the hunt node. The
nunber | oaded into register 183 provides a phase shift 5 between the tine
at which transitions occur and the ideal tine to shift data in and out of
the register 206. This prevents the shifting of data during transitions. - .
Data which is to be transmitted is transferred into the data register 205\
(Note only 6 bits representing a four. bi 10@ bble are 10 transferred into
the data register 205.) These 6 bits are then transferred into the shift
regi ster 206 and shifted out at the. shift rate. As nmentioned, if the packet

o TheTad T AR A (00 kRG0S i 22"
rate Tor neTTORC 1T, MHRHE I Crotothsr Sakh WAl fitdy. R U ARl
| eavi ng the ?ﬁﬁhﬁ.%r bhelfd earhn A For differential nodes, the conpl enent

of Pin Ais driven onto Pin B - and-other variations are possible.) . G
|/ O REG STERS ANDTRESHEWEE BB Bré eduled 5 Trid W8rmnsaleoparber. of
regi sters which have bidirectional .connections:to the MBUS. - These registers -

7 e a7 i | 8 o a0
configures t969l/ Thebamplifier 170 peceivesotive xenable Fysteresid (Pin B)
- signal. The other input to amplifier 170 (line 176) can be coupled g
to receive one of several .signals.. It can _recéiy.e._a_:'D.C signal use;i U
for voltage comparisons, a ramp which shall be discusSed later,
10 the signal on Pin A for diffé're_ntia’i .s_énéing-; or a reference |
‘potential (e.g., 2.5 volts). The outpui 6f'th_a a'r'np'lif'ef'ﬂo can be
inverted tﬁfoUgh ‘the: exclusive OR gate 177 for sbm_a ,mgides of
operation. A transition detector 172 is associated with the Pin B
inputs, ag'a’.iﬁ-to- detéct transitions of ze__ro' to one or one to iero.
15 C. VO Counting/Timing o o
| Each of the ‘cells includes a _t'iming'_' ge.n'erétor' (RC oscillator)
for prb\!iding a 16mHz signal. Thi's's’ig‘nal i's" connected to a rate
multiplier. 178 contained in the VO section (Figure 18). The
multiplier 178 provides output frequencies to 'e'éc_h' 1o
- 20 subsection. This ‘multiplier p_rovide_s' a frequency fo equal to:

fo = ___]__?,hsdhz___ X (LOADED VALUE)
216 - o



illustrates the four 1/0O subsections 107, 108, .109 and 110 and shows the
connections to the |ow eight. bits of the MBUS and the | ow six bits of
ADBUS. Two ADBUS bits sel ect-one of the four 1/O 10 -units and the

remai ning four bits are decoded to select one of the I/O control and status
registers (described bel ow) of that subsectigg There are two |ines from
the PLA 136 of Figure 11 to control the act & of the I/0O subsections.

One line is "Read" and the other line is "Wite". Wen appropriate these
lines are active 15 on phase 3 of the clock cycles. The 1/ O registers,

(Gont rol Ted by« WR-{§AEd Valu@T® 479608 Hofe 1B4uelintp, §TRgwIcF ot a rate

‘rguration

Regi ster:regi st ' rN978185THi Bj ali Hol4-pith A Bit
1: Upon event -oé‘g}f’gﬁgrn‘WBaBi t.@@qﬁg%nhi‘ggﬁ{'e[;‘?@@@%% fcount“(BBP'EtnB: o

Upon event cl oserggfistergiane & MBobM dourtet chaial2 Pbir dogichsifceite nalléwad
8 bit counter Bitsbs-7: Input Miltiplexer: MJX 190, Figure~19. 000

2;32?‘ te ngt on pigeleclih of toar tditferent routpdtSsignals, one for @acR Terni nal
) - 5 subsection. Two bus cycles (8 bits each) are used to load the 16
- bit words into the registér of the rate -tﬁultiplier'178-;' As can be
- seen ffom the above equation, a relatively wide range Iof- output
frequencies can bé- generated. These frequencies are used for
| | many different functioné. as will be described: including bit
10  synchronization. - | | .
- The output of the multiplier 178 in each of the subsection
.is' coupled to an 8 bit counter 179. - The counter can be initially'
| _lba_ded from a cpunter.loéd register 180" from the data bus of the
processors. This register can, for example, receive data from a
_1'5_ program. The'cou'nt_._ in the counter: is coupled toa register 181
and to a comparafor_ 182. The comparator 182 also senses the 8
bits in é registar ;_183. The contents of t_hfs register are also
- _ Ipad_ed fi’dtﬁ the data bus of the processors. When a match
~ between the contents in the .counter and the contents of register
20 183 is detected by comparator 182; 'the_'co_mparator provides an
event signal io_ the state machine of Figure 19 (input to
multiplexers 180 and 181). The contents of the counter 179 can



011 Count Conpare event 1 0 O Ranp start event 1 01 Pin B conpare event
10 Event 1 Configuration Register:masking register 186, Figure- 19 Bit O:

Upon event Toggle pin A Bit 1: Upon event Toggle pin B Bit 2: Upon event
Latch 8 bit count Bit. 3: Upon event close Ranp switch (nonentary on) 15 -

Bit 4: Upon event Load 8 bit counter Bit 7: Input Miltiplexer: MIJX 19w
Figure 19 0 0 O Transition on pin A 001 ransition on pin B 01 O :
Term nal Count event 20 : - 011 Count Conpare event 1 00 Ranp

start event. 1 01 Pin B conpare event 1/0O REGISTERS AND RESOURCE SHARI NG 25
° %5 o TR o 1 SR Lo Roghdl s
Figure 23 Beidedrianily f@xxtbgggﬁom%xs‘ém?aa HHS R B Bigrd e,
The same execution register 188 can cau_se the counter 179 to be
loaded from r’egi's"tef"l'ao"":wﬁé“ﬁ the counter reaches a full count
5 (terminal count) a slgnal is coupled to the state machme of

. anure 19 (mput to multlplexers 180 and 191)

SRl

| _!D-:"i/o CONTROL AND STATE MACHINE :
Referring to Figure 18, the processor MBUS communicates
10  with registers 185 and 186 both of which ﬁé-fform maskmg
* functions.” Three- bits of the register 185 control the selection of -
one of the five lines coupled to the multiplexer 190; similarly, 3
bits of the"re'_giste'rﬁiBG""daﬁtrbl thé"éeléét_’ibh of one of the five
lines coupled to tl'i'e"_inbut of the multiplexer 191. The output of
15 the masking registers 185 and 186 are coupled to a multiplexer
' 187. The five bits from the muitiplexer 187 are coupled to a
register 198. Each of these bits define ":a""ci'if-lfef'eﬁt"ft_anction which 5
"is, in effect, executed’ by the state machine. "Sp'ecif'éa'lly, the
bits control load counter latch count enable ramp swnch pulse
20 Pin A, and pulse PinB. - | .
| - The multiplexers 190 and 191 both re?_ce'i\"ie the terminal

count signal from counter 179 of Figure 18, the compare signal



Used to configure the conmunicati ons subsystem for 113 transmt and
receive functions. Bit 0: O = Receive, 1 = Transmt Bit 1. NOP Bit 2:
NOP 5 _ Bit 3: Shift Register enable Bit 4: Enter Hunt Mdde Bit 5:
NOP Bit 6: NOP Bit 7: NOP 10 Qutput Configuration Register 0: (not
shqwn) (| oaded from MBU Used for setting anal dg3and digital pin-
configurations-Bit 0: Enable pin A analog, out Bit 1: Enable pin A
di.gital out 15 Bit 2: Enable pin A pullup Bit 3: Enable pin A

pul ldown Bit 4: Enable pin B inversion Bit 5: Enable pin B digital out

CBJLJ;f ?gurg??lojlneRggbsrtﬁerew{ﬁH?ﬁ%\%rs %h)tﬁht (S%ﬁl'gd';?éhl §@£ ﬁ-&ﬁ'{ﬁ@%&'t put
- . generator 200 of Figure 20, and the transition A and B signals
‘from the transition detectors 17_1 and 172, respe_ctnvely_of Figure
17. The one bit output from each of the multiplekers 190 and 191
5 is coupled to an OR gate 188. This OR gate is biased in that if an
output oceurs simultaneously from' both multiplexéré 190 and
191, priority is given to multiblex'er 190. The output of the
multiplexer 190 controls the multiplexer 187 with the signal
~ identified as "which event”. This signal is also sto'red_ in the 3x3
10  first-in, first-out (FIFO) buffer 199. ‘This signal indicates which
- MUX 190 or 191 has received an event and this data is stored
“along with the inputs to Pin A and Pin B (Flgure 17) in the FIFO
198. |
- The st'ate"'r_nachine for each of the VO subsections
15 comprises 4 D-type flip-fiops connected in series as shown in
‘Figure 19 within the dotted line 189. The flip-flops 194 and 196
receive the 8mHz signal whereas the flip-flops 193 and 195
— _  receive the comple'rhent of this 'timing signal. The clocking
| . signal (CLK) is obtained from the Q autput of the ﬂ:p-flop 194
20 and is coupled to reg:ster 198 and FIFO 199. The clear sxgnal
received from the Q terminal of fhp-ﬂop 196 is coupled to the
register 198. " |



Used for enable and conpare functions. Bit 0: Enable 8 bit counter 25
Bit 1. Conpare pin Bto TTL reference Bit 2: Conpare pin B. to adjustable
D.Creference Bit 3: Conpare pin Bto Ranp voltage Bit 4: Conpare pin B~

to pin ABit 5 Enable RS-485 driver 30 - Bit 6: Enable Input :
hysteresis on-pin A Bit 7: Enable Input hysteresis on pin B Cutput T\
Configuration Regi-ster 2: (not shown) (lgpggled from MB Used for setting pin-
logic levels. 35 ° Bit 0: Execute, load 8 bit counter with value in 8
bit Counter Load Register ~ 114 Bit 1: Set pin Ato logic level 1 Bit 2:°
Set pin Ato logic Ievel 0 Bit 3:  Set pin Bto. logic level 1 Bit 4: Set
pin Bto logic level- 0 5 Lower Halt of Rate Multiplier |ster rate '
nul tiplier 178 Fllgmneretrqmmme tmpaskistg rregrsters t‘l&pﬁuand smregrloaded of .

Rate Multiplier Regjister: rate nultiplier 17
under software control. The bits from register 185, for instance,

cause .the__sel_e_ct_;__on of one of the mput lines to “multiplexer 190,
for example, 't,e_rn_ﬁnal count. Then the circuit of Figure 19 waits
5 for _th‘e_'_sig'ne_l terminal count. When the signal termmal count
| ocoure the“state machine begins operatmg and the five bits of
' data from reglster 185 are connected through multnplexer 187 ™
into reglster 198. The state machrne causes an output to occur on e
| _'one of the Imes from reglster 198 oausmg, for example. a pulse
10 to be generated on pin A. Slmrlarly. a word m register 186 can be
| used to cause, again by way of example, the counter to be loaded.
The fhpoﬂops 203 and 204 are clocked by the output of
regnster_ 198. These flip-flops allow_the. output signal to be
controlled. - The .OIR_g'a'te 208 permits data l‘rom a- shift register
15 208 of Figure 23 to be coupled to Pin A. ‘This register is
dsscussed later, . . e
The Iow order 6 buts of the ADBUS are input to decoders in V.
the /O subsections 107, 108, 109 and 110 of Figure 12. Two of
' -the bits are- used to 'select a specific /0 elernent and the rest are
20 deooded to control an operation. The PLA 136 of Figure 11 has
R generahzed outputs 215 connected in parallel to all /O

~ subsections 107, 108, 109 and 110 to select the ABUS clock cycle



Figure 18 8 Bit Conpare Load Register: conpare |load register 183, Figure 18
Byte for conparison 15 READ ' REA STERS:. (controlled by "Read" |line); Read
Event FIFO FIFO 199, Figure 19 Bit 0: O=Event 1 occurred 20

1=Event 0. occurred Bit 1: “Pin A |level during occurrence of event Bit 2:
Piln,B | evel during occurrence of event Read |j@sCondition Register: 25

/O Status: Bit 0: Input pin ABit 1. Input pin.BBit 2: 1=ranp corrpare

Bit 3: NOP 30 _ Bit 4. NOP Bit 5: 1=FIFO has data O FIFO enpty 8 Bit
Count er Lat ch: regl ster 181, Figure 18 35 Count Byte - 115
' for data to be used fcr contrcllmg operatxcn of the o
‘subsections. ' '
) - E. ANALOG TO DIGlTAL AND. DIGITAL TO ANALOG
~ CONVERSION |
- Referring first to Figure 20, the 110 subsystem includes a

ramp generator 200 which ccntmually generates ramps of a
known period. The output of the ramp generator is bu_ﬁered
through butfer 201 and selected by switch 202. The switch, as
will be described, is selected at some count (time) following the
10 start of each ramp, thereby ccuplihg tﬁe same potential to the
capacitor 203. ' This cap'acitcr becomes charged and potential is - -
coupled through 'buffer 204 to Pin A wheh the switch 175 is |
closed. (Switch 175 is shown in Figure _17;) The switch 202,
capacitor 203, and buffer 204 act as a sample and hold means.
15 - In Figure 21 several of the 'circu'it elements pre_viously
- described have been redrawn to describe how a digital to analog
conversion occu_rs and to show how the circuit elements of the
- . O subsection can be reconfigured throﬁgh scft\)vare by the /O
| _control and state machine of Figure 49 to perform different
- 20 functions. | o

For a dng:tal to analog conversxon an apprcpnate frequency
(fo) is selected from the rate multiplier 178 or counter 179 of



Communi cations Data Register: data |atch 235, Figure 23 Data Byte

Comuni cations Status Register: (not shown) (reads onto MBUS Bit O: :
Recei ve node: 1=data available In shift register Transmit node: O=transnit
latch ready Bit 1: 1=in Hunt Mdde from Hggre 23 116 RESOURCE SHARI NG
In the presently preferred enbodi nent there are five resources shared armhﬁ
t he processors They are the 'EEPROM and the four 110 5 subsections. A
hardware " Semaphore Register' (SR) and five words in RAM are used in
controlling resource sharing. Figure 30 illustrates how the nultipr ocessors
shar e comonFigueartswhich ewrsspondsutmrthelpeﬂeddofatm wvamps beingit 0 of -
the. MBUS. Each RAM word-wi l| contain one state: 1dle,- Proc.#1, Proc #2 10°
Proc. #3 or geserated by Jampsgenerater; %Qrﬁgﬂfﬂa 211)?AI\AI digital ovaluer ore
assi-gnment of re's_lource to see if squrce i s husy. t,he resource s not
‘assi gned_i t Whieht GeFF teet @r&ﬂ outpult Eﬂa&g &igpal s 0&9

(Al ternately,

h M d '
check t he RAmtpoS S eadl qr”&éaﬂ@we&b&éﬁ'éﬁ %ﬁg%se% B FARS, SiaFh §ianal
If the r ource al rea%% t@tea roceﬁgrhﬁshggﬁggtgh@;qgago(}{ ﬁe .
Regi st er
processor as%x%’?ﬁpf‘er?ﬁ%’u&ﬁ R-Ye C#:%?t%t%ﬁetrh‘ism and the flip-fiops). This -

causes _the counter 179 to be cl_e_ared (e.g.,.__a_l__t zeroes). The fo_
signal t'hen'- counts into counter 179. The comparator 182 then u
- compares the contents of the counteri79 - with the contents of
10 register 183.. When the two words are the__ same, the compare
sig'nal is applied through multipleker 191 again causing the state |
machine to be actlvated as indicated by *SM1* , 189 and the
| | 'sw:tch 202 of the sample and hold means to close. For each ramp
generated by the ramp generator, the ramp switch. 202 is c!osed
15 (e g., for 500 nanoseconds) causing the capacitor 203 to be
charged to a DC voltage which corresponds to the digital number
placed in register 183. o ¢
One manner in which the A-D conversion can be performed is W_
shown in F_lg_ure_zz. The input analog’signal is applied to one
20 input terminal of the differential amplifier 170. The ramp is
applied to the other tarmmal of the amphfner 170 lnitiatly,

when the ramp is started the state machine 189 causes the |



state of the RAM Register from "ldle" to "Proc.#x" and then clearing the
Semaphore Register to "0". Wen the procesSor is finished with 20 the
resource, clears the RAM |l ocation to "ldle". The SRis a one bit hardware
register. During phase 3 of its .respective qw#ea if required, each '
processor may access the SR In tinme sequence, this neans hat the -
processors may access the SR 295 117 once on one of four successive '
clock cycles (e.g., phases)s:The SR 295 is normal lysset to "0".- In Figure
30, processors #l1 and #3 aré not requesting use of the SR 295. Process E #2
i s shown accessountenc1Z® ta be joadedifrem segisten18thdeig:qialhiza5o88). h i e
cycle it knows nothing 5 is being currently assigned, or cleared an

sets the appromownferm:waloohed a&ﬁ?ﬂuﬁﬂ%(ﬂfﬂ)alsl%tah elte lﬂﬁﬂepﬂf‘ﬁaegsé(we :
[ | P # I gni R
01T the. gr&%ps;tfwusmassh%?;m”g t‘t«émréiourcehq%#%pﬁ@” Hhat %wir cd
# "
o) Efiee'végtwo.eso“w‘it: 'fémékr °1h|9 e&iP, hiaeb e, srEe) Satefaln Tt slale.
EEP . | "
Che. RAM re\g}wfsteﬂ'%/% IR é&’ézh Cséﬁﬂi" the% CoRrigr qﬁﬁéuéﬂaﬂaiéﬁé@”
es aned Ran 5B oBIBRONBA: otne SRR, Wokd: i BRRTHBY Brtisdlihdelto the
e vy 227" 1B Bt oA Pl B thérets broie he %ﬁ&%‘sa@tap

VWhenever a
W converslon

U . F uwo COMMUNICATIONS | |
10 As previously discussed, for instance, in conjunction with
Figure 1, each cell can transmit data over cdmmunications lines
or other links. The cells in a subchannel transmit data at the
- same rate typically determmed by the comrnumcatlons Imk being
employed, for example, 10K BPS in a noisy envnronmentl such as
15 for power lines. In the cu'rrentiy'pfeferred embodiment, the cells
~do not have crystal oscxllators but rather rely upon RC
oscillators. The latter are not pamcularly stable and frequency
o - variations occur both with temperature and_ as a result of
processing variations. Moreover, there is no synchronization
20 provided between cells, thus, each cell must provide
_ synchronization to the incoming data in order to properly read the
data. One feature of all cells is that they detect and store the



processor accesses the SR 295 and finds a "1" it |leaves the SR 295 in the
"1" state and.nust wait to try again. In the exanple in Figure 30 Processor
#4 is shown as needing a 20 shared resource. It interrogates the SR to
find out if it is free. The processor uses a "test&set" operation and since
the SR 295 was already "1" the test & set operation | eaves the register

with a"1". It  nust nowwait and try again. It will keep trying until it
gets access to the SR 295 and it finds thgggesource in the RAMword is
"idle' . V. PROTOCOL 5 ' ' A. CONTENTION I'N GENERAL I n a

typi cal application the communications network anong the cellsis lightly

| oaded and t;*ﬁ?f?g?‘f‘?ﬂf the ipRontige data  afid Whef seagag\ggggiﬁgspﬁq@tt he

case of heav t he net.wor k“can sat ur at e.

generat e col ithsyopamnranemit atome freqeenepstigts i Sorigifalr BRERE Was! ons

continue to colflide, the-network can possibly saturate.™The tontention

backof f al gotramemitted. | 'Thiscredtiees khe iburtens pnc eélist fte syridlironigwer a

| onger ti*me period so that the system can recover fromsaturation. |If the

15 traffic iwhent they card seceivingoan ackrowledgemeritepagketim will be .
unstable; it will not recover fromsaturation. Access to a subchannel under

contenti of condi t i Refeiring dguFigureé 3 duringetherhunt modégan MDand backi ng
ot Do e bsedtion is hunting for data. During this mode, the rate "
multip!iér provides a frequency (fp) to the counter 178 and a =~ u
number is loaded into register 183 from the MBUS. Matches occur "
and are detectéd_ by comparator 182 at a frequency corresponding
10 to the expected in'coming data rate. s_pecifically, the terminal
‘count of codn_ter__ 179 is synchror_iizéd'tp the transitions. As
indicated by thé_ do.ttedllin'e 201, the processor continually
searches .f_br t_ransi,t,ions:-from thé -tr_ahsition detectors 171 and
172 of I"-‘i_ghre 17_. Wheh transitions occur, the processor |
15 deférinin,e_s'_ whether the transitions occurred before or after the
~ terminal c_bunt__and then adjusts the: frequency (fp) until the | |
tefrnin_a! count bccu__fs. at the same time that the transitions are u
detected. This frequency is tha'shifting rate for the shift
3 register 206. (T. hé_ _steps._peiformed by the -procéssor are shown 'in.
20 Figure 23 as_blocks_z_'lo and 2_11.) The number loaded into
_regisief 183 provides & phase shift between the time at which
transitions occur and the idéal time to shift data in the register



20 acknow edgenents. Backing off is a traffic or load |eveling technique.
119 Deferring consists of counting.free slots. Wen the nunber of free
slots that the cell has seen equals the defer count, the cell transmts its
packet in the next available slot. Wen backing off, the cell increases its .
wal ting time before 5 attenpting to retransfhP® a packet that has suffered
a collision. The amount of this increase is a function of the nunber of
collisions or retransm ssions. The algorithminplementing this function is
cal |l ed the backoff or contentlon al gorithm The network uses a carrier

| | f -
zgmnmat : gng C nnewwnt§o}h |1 S rea(g)%tfcagﬁi.nwédnﬁb I?é%‘g Fonﬁ i S't“grt]es
to the communi C@dt@ﬁermn&relogaaeglte rauai abh pﬁ?éﬁfnrﬁacms at

waits for a clear annel s a c ear C anne a ce

del ay -before tr3gpminal nepufbe nethod of deternining that delay is 15
determ-ned BBy the contention algorithm Tinme on the channel is neasured in

slots, each sl ot bei ndNHen thit syncheonizationcoetuts, rate tiestied dor thebaud

rate- (| e., shift rate). Wien a cell delays before transmtting it waits an
i Ategral nurder synchronizatiten(t6 cbit! wibrd}ciss storddawithirarthe pmt:eseor nmay

del ay and then when it.is ready to transmt, it attenpts to -
. memory and used to set the transmit frequency when
acknowledging the packet for whlch the rate was developed This
_V : stored bit rate as discussed later is used in the contentlon back-
~ off algonthm a!lowmg slot penods (M) to be matched to the last
10 received bit rate. I o
. | " The comparator outout ie use'd asa shift rate for a six bit
shift register 206. Dunng the hunt mode, the data from Pin B is
"contmually shifted through regnster 206 The preamble to a
packet as shown in Figure 9 (010101-b|t synch) is shifted along
- 15 the shxft register 206 and the shlftmg rate adjusted so that
| synchromzatxonllock occurs. When the packet beglnnmg ﬂag
appears (nibble synch-101010) the last two stages of the
- - register 206 will contain ones and this wnll be detected by the
- AND gate 207. A binary one at the output of gate 207 ends the

20 hunt mode and provides the nibble synchromzatlon When this

occeurs, the data is clocked out of the shift register (6 bxts) into a

" data latch 235 and from there the data can be clocked into the -



transmt on a slot boundary. If a cell is transmtting a packet that has
suffered a collision, it delays a tinme period determ ned 120 by the
backof f al gorithm Backof f del ay is randomi zed uniformy over N slots, Nis
adj usted by the backoff algorithm Its smallest value is 2 and it is

adj usted upward by the backoff al gorithm before each retransm ssion of a o/
packet. Its maxi mumvalue is 5 J[err] B. P ACKNOALEGEMENT PACKET
CONTENTI ON A packet from a group announce 0 a set of group listeners wll
cause each of those listeners to send an-acknowl edgenent to 10 the
announcer.- Wthout a nmethod of arbitrating contention anong those-

o oservar BRoGssiR ety cofvifiea, itk 'édgé*r%ﬂ?@?'sdéﬁéﬁ"e%' BltcER, oo
ggﬁ?\olmft ng;%@tﬁ%‘t@%%&n&e@%ﬁﬂ#] tra %h?* glgtc#flg\%dgyni%? in

the 5th {1 e thislocctlrs? e prBesEsb Al shift Qgg%tar' rétfhClo tHeP Hiffitult 1S

that groap ne W smt 1ts ackno enent.1n the first

foll owing then@dbgi 'Fhe Ffﬁﬁhbbr leaeieR mﬁ)?égfhl rs‘t"f'd ptrg?iﬁ? tree:ggﬁse shlft

acknow edgenent in the first slot follow ng

acknow edgjembgtweln ther tmesat:qnhiowetﬁensftrbhst bechﬂsénarfhe) rHE@Petim'eato
replied to the original packet. |f
shift data in and out of the regfster 206. Thrs prevents the
~ shifting of data durmg transitions. . o
Data Wthh is to be transrrntted is transferred mto the data o/
register 205. (Note only 6 bits representmg a four bxt nibble are
10 transferred into the data reglster 205) These 6 blts are then
- transferred rnto the shrft regrster 206 and shifted out at the .
shrft rate. As mentfoned if the packet berng shifted out
r_epresen_t__s. an acknowledgement, the shift rate corresponds to the .
rate of the;'inooming _data. If the outgoing packet on the other
15 hand'is 'being sent to several cells, the shift rate is the nominal
shift rate for the transmrttmg cell. )
| (Note that in Frgure 23, data is shown Ieavmg the register U _'
o only Pin A. For drfferentral modes, the complement of Pin A is

| dnven onto Prn B and other vanatrons are possible.)



121 group member does not reply and thus leaves its reply slot enpty, the:
next- group nenber replies-in the next slot. The contention and I/ O state
diagramis shown in Figure 24. The follow ng table sets forth the states
and their descriptions. 5 Contention States State Nane - Description 10
0w ldle Time the sl ot boundaries whi{ I ooking for receive data
transition 1 "Bit Sync . Est abl i sh baud rate synchroni zation wth

recei ved signal. 2 Byte Sync Wit for the start of packet flag. 15 3
Rcv Recei ve the packet 4 | PG Del ay Inter Packet Gap Del ay.. Del ay

for n bit times after thG.enlionlﬂEGeSil'mtANDtnESQWRwrSHKmNGher 20

this neuron transmtted it or received . it).: Backeff - WAit Mslots

where M was set by theEaelstlI@xsubseotronfhaslea Primber of tegistérs whichi have or
by the ARQ protocol software. 25 6. Xt . ~Transmt -a packet in the

.next slot.. 7.bidisectional connections: ta fhanMBUS:r nThese regisjersoarehin fthen
perlod (specred in bit tinmes). -Execute the-backoff. alqgorirthmto set the
backoff sl ot couhO subsections 107, 108, 109 and 110 of %‘-‘gure 12. The reading

= 5 and writing of these regls ters under processor program control
| configures the /O subsystems for proper operatlon Figure 12
illustrates the four 1’0 subsections 107 108, 109 and 110 and

- shows the connections to the low erght blts of the MBUS and the
) - ' low six bits of ADBUS Two ADBUS bits select one of the four 1O

10 units and the remarmng four bnts are decoded to select one of the
IVO control and status registers (de_scrl_bed below) of that
subsection. There are two lines from the PLA 136 of Figure 11 to

control the action of the VO subsections. ™ One ling'is "Read” and
the other line is "Write ~When: appropnate these lines are actwe

15 on phase 3 of the clock cycles. -

The VO regrsters functrons and brt deflmtrons are |

descrlbed below:

WRl‘l’E REGISTERS: (Controlled by the "Write" line)

20 Event 0O Conflguration Register: register. maskrng, 185 Frgure
Bit 0: Upon event Toggle pln A
Bit 1: Upon event Toggle pin B - _ : -
Bit 2: Upon event Latch 8 bit count =
Bit 3: Upon event close ‘Ramp_switch (momentary on)



122 Contention State Transitions State . BEvent Action

Next State 5 0. ldle A. Transitions Detected none 1. Bit Sync

0. Idle L Packet to Xnt " none 5. Backoff Delay 1. Bit

" Sync B. Sync Achieved none 2. Byte Sync 1. Bit Sync G No
Transitions none 4. 1 PG Del ay ‘10 -~ Byte Sync 2. BytéJ
Sync F. Hunt Tinmeout - none M2Bit Sync 2. Byte Sync C.
Starting. Flag none : 3. Rev Detected 15 3. Rcv E. Abort
Det ect ed none 1. Bit Sync 3. Rcv D. Endi ng Fl ag
Set Pckt Rcvd Flag 4. tPG. Delay 3. Rcv. .~ N Packet Too Long - none
L E‘}fsyg‘c égl Biti 43 DelUpor éwenr Load 8 bit geunter -f;dli 5
acko a - e . a a :
Transitions Det e??&gsngﬁ lnﬁﬁ{l ; [?“""57 %U&n.'gf Fiéuré qlg)
Col l'i sion Detected Cal culeoolqg Ba - 7. Jam 6. xm H
Xnt Done . none raﬂsmﬂlﬂe on pin B _
S - o 010 Terminal Count event

011 Count Compare event
100 Ramp start event
101 Pm B compare event

10 Event 1 Coniiguration Register. amasking register. 186 Figure 19
- Bit '0:  Upon event Toggle pin A | d
Bit 1: Upon event Toggle pin B ' u
'Bit 2: Upon event Latch 8 bit count
Bit 3: = Upon event close Ramp switch (momentary on)-
15 - Bit' 4:  Upon event Load 8 bit counter
' Bits5-7: Input Multiplexer:: MUX 191, Figure 19
000 Transition on pin A _
001 Transition on pin B
010 Terminal Count event
20 : 011. Count Compare event
- '- 100 Ramp start event
101 Pin B compare event

I/0 REGISTERS AND RESOURCE SHARING |
25 :
8 Bit counter Load Reglster. Counter load register 180- .
Figure 18 U
Bits 0-7 = count S :

30 Write Communications Data Out HEgister* data register 205
Figure 23;
' Bits 0-7 - data

Write Commumcations Configuration Register' (not shown) _
35 (loaded from MBUS)

Used to configure the communications subsystem for



30 7. Jam K. Jam Done none 5. Backoff Delay 35 C
COLLI SI ON DETECTION In the currently inplenment ed enbodi nent collision
detection is not used. Odi nary circuits can be used to _provide 123 this
feature with the cells providing responses as set forth in | EEES802.3. Upon
detecting a collision, the cell can transmt a jamming signal for one sl ot
time to make sure that all cells on the chanidl3 detect the collision. It
then ceases transmitti ng and 5 executes the backoff algorithm The backof f
al gorithm adj usts thetransmiti @and atesceive: funcHonSal . | EEE802. 3 uses the
nunber of collisions Bibe®i €®ced Receive,. picleetTnansmlit:ul ate. t he backof f _
i nterval. The cell Prf: meyNop al ways have col lision detection so the
cell"'s backoff al gor?glil umlghe pr ot ocol S 10 .inferred collision to
cal cul ate the backoff g?va h) Hﬂ fﬁi has 5@ | ision detection, it
detect-s a caoblision |5i¥h n§r§ t 1&g P&h eHapieur s and retrjes the
transhii'ssion (after tBdtbdekof EntercHunt) Mode cells without collision
detection.where a col Bisi §3 15SNOPcurs, the cell discovers it-when the

prot ocol " ti meout per| aqt egRi reNopf a ceII |s send| ng a packet to rrultl pl e
- destinations (the. $ e

"Bit 7: NOP'
10
Output Conﬂgurahon Register 0 (not shown) (loaded from ME
Used for setting analog and digital. pin: connguratlon
) . Bit 0: Enable pin A analog out .
| Bit 1: = Enable pin A digital out
~ 15 . Bit 2: Enable pin- A pullup-..
| 'Bit 3: Enable pin A pulldown
~ Bit 4: Enable pin B inversion -
.Bit 5: Enable pin B digital. out. .-
Bit 6: Enable pin B puliup
20 Bit 7: Enable pln B pulldown

Output Conﬂguratlon Reg:ster 1 (now shown) (Ioaded from M
. Used for enable and compare functions.
_ - Bit 0: Enable 8 bit counter
25 Bit 1: Compare pin B to TTL reference '
Bit 2: Compare pin B to adjustable D.C reference
Bit 3: Compare pin B to Ramp voltage :
; Bit 4: Compare pin B:to:pin A
o Bit 5: Enable RS-485 driver
~ 30 Bit 6: Enable Input hysteresis on pin A
Bit 7: . Enable input hysteresls on pm B

Output Configuration Register 2: (not shown) (loaded from M
Used for setting pin logic levels.
35 Bit 0: Execute, load 8 bit counter with value in 8 blt
: - Counter. Load. Register ' . _



normal case), it infers a collision if at the end of the protocol tineout
period, no replies have been received fromany of the destinations. |If even
one reply is received, there was no collision 20 at.the'transmt point and:
the retransm ssion takes place without an increased delay due to backoff.

The cell then executes the backoff algorithmjust as it does with collisi
detection, using 124 the inferred col Li,5i on count.. After the backoff
interval the cell transmts the packet. +ﬁ ref ore, the difference between
collision detection and collision inference is in the length of time it
takes the cell to 5 discover .that a collision has occurred. D. BACKOFF

ALGORI THM The bac f qal go y preferred enbodi nent
is set forth in | ggE 2 i%p bdeﬂ {ﬁgﬁﬁ ﬁé‘ﬁ} %}y exponenti al backoff.
n

The backoff inter®d t*a’ 1 f the nunber of :
col lisions (detai P8 & i lr@l}" Bnte Iooc devedudcessful transnission.
An exponential baBdbf ﬂ:al gﬁett IpingiBetot legiy/ sevelt Be stability it needs-to-

recover fromsaturation conditions. By exponentially spreading out the load

'BQCEO??tT’L?te Bafief Mg "R Ly g“%‘s ”%%J%%%ﬁ%é’%‘?“@ﬂ‘ipﬁér 178,

di stri buted over the interval:
Lower byte of rate multipher

10 Upper Halt of Rate Muitrplief Register: " rate multiplier 17¢
. Figure 18
8 Bit Compare Load Register: compare Ioad register 183, U/
: Figure 18
Byte tor comparison

| BE.A.Q_BEQJ.SIEB.S. (controlied by "Read" Iine).

Read Event FIFO: FIFO 199 Figure 19
- Bit 0: =Event 1 occurred
20 S : 1=Event 0 occurred .
Bit 1:  Pin A level during occurrence of event
Bit 2: Pin B Ievel during occurrence of event

15

 Read VO Condition Regrster-
25 1/0 Status:

Bit O: Input pin A - - | o
Bit 1: Input pin B S o “/

- Bit 2: 1=ramp- compare | | : -
Bit 3: NOP

30 “ Bit 4: NOP
Bt 5: 1=FIFO has data
- 0-FIFO empty

8 Bit Counter Latch' register 181, Figure 18 .
35 Count Byte '



0 <R<2 EXP [mn (10, n)] where n= nunber of collisions. 20 When a
cell has two transceivers attached, it transmts every packet via both
transcei vers. Since the transceivers access @L5ferent subchannels, they
w || experience different |oad 125 conditions. Each transceiver is
t{eated as -a separate subchannel and has it's own backof f paraneters
(collision count and backoff. interval) The backoff paraneters are "kept"

%et BSCEgHSm gorl?? Jﬁfc g? ﬁéﬁefv\o rreattﬁ-(l)-gstérl (%55 ‘FiRpare 023

pseudor andom nunber Fat algorlthn1seeded with the 48 b|t cell 1D
(guaranteed to be unique as discussed), 2. by -running a counter and savi

ng
the | ow order blcom\nﬂmmmnsr StatusnRegister={not shown) (readsrhento MBU
slots are eqgal in dupyi@ns tReddiverimodes h!-ldmh rgvailableddm. shifte registe:
if each cell used its |nternal ?ﬁ5 BLQPéﬁ 1thﬂcYﬁYVeéd?”‘
cell-to-cell. E CCNI' %f@r@s;é E %pgﬁroutes 0 a
destination may 15 e ence 0 J“ I e route and a

shorter. delay while travellng S|nultaneously vi a anot her-“route. If that
contention delay is allowed to be too Iong, the later packet could

s



arrive after the destination's receive sequence nunber has cycled back to
t he sane sequence nunber in the packet A packet could 20 thus arrive out
of -sequence without the ARQ protocol detecting it. To prevent this type of
error, each packet uses the contention tiner field (Figure 6) that is :
decrenented by the nunber of slots 1261%fat the packet has waited for o/
‘contention at each hop in a nultihop route. When the count reaches zero,
“the packet is discarded. F. ARQ PROTOCOL 5 : The cell uses a sliding
‘Wi ndow protocol with a window size of 1 and modul o 2 sequenco numberi ng
(equivalent to a stop and wait protocol). The [ink control mechanismis
very simlar » 1 onous bal anced node. The principa

~di fference bektme b gadasequence nunbering i nstead of

 packet mu " ng? BE%%@W‘LGE@%EW “sirbscient’ m%nﬁﬁaﬁ%mrﬁéﬁﬁiﬁéi%wd
e ork cuinelf 56 Hibkp U AL B Ine REFHON s 108, 5 67, e
oper ates ShertTnEegiong; A Harkare  Seirigiticte REtfstiRS (PR A Jv words in-
consi dered aspAMShfé %Iséd in'TIMAGIRAY resource sharing. Figure 30 illustrates
how the multiprocessors share common resources. The SR ¢5 of Fugure _

12 reads and writes to bit 0 of the MBUS. ' - v
Each RAM word will contain’ one state: * Idle, Proc.#1, Proc.#2
10 Proc. #3 or Proc. #4. A processor may interrogate a RAM location

before assrgnment of resource to see if a resource |s busy. If the
resource is not assigned it will then access the Semaphore Register as
described below. (Alternately, a processor may, skip the initial RAM
interrogation step and check the RAM location after it has accesssd
15 the Semaphore Register). if the reSource already busy the processor
must clear the Semaphore Register to "0" and wait to try agein. If the
resource is "Idle” the processor assigns a resource by changing the
state of the RAM Register from:'ldle" to "Proc.#x" and then clearing,_) .
the Semaphore Register to "0". When the processor is ﬁmshed with
‘20 the resource, clears the RAM locatxon to "idle”.
The SR is a one bit hardware register. During phase 3 of its
respective cycle. if required, each processor may ‘access the SR. In .
time sequence, this means=that the processors may access the SR 295



state. Wien a cell transmts a nmessage, it waits for a reply from20 the
destination. If the cell does not receive an acknow edgenment within a
predefined tinme out period, it assunes that the nessage was |ost and it
transmts the nessage again. 127 Two types of packet may be used to
caypy an acknow edgenment, an acknow edgerrenll'bnl y packet or an i nf ormation
packet. The acknow edgenent is carried i.n the receive sequence nunber of
t he packet. The acknow edgenent- 5 only packet has no message field and
is identified by the ACK conmand in the 1ink command field. An information
packet does coranten an ones of four sutcessives clatkncytlesd(gg. phases) chheBR 295
in the link command fi el d. Flgure 25 is the link |level ARQ state di agram
~and along wth lsonotmaltvoseb\l(rn'@ atlnnguareu 365 processors @ @rd #ase not

State Next State O;
ldle - mssaggqm@sgmj use of thecSR @%ekd?rocessor #2 |slshowneaocessmg the
Packet- to Transpit Send, Packet on, 15

‘Packet Recei ved®®R. If it recglvas apaetzeat the begmmmg ar}t&@t 'ax@leé thn@rws nothmo
2? g;efn .Ir;?"gg" i egemsgt acurrenWy3 assigned or cleare:\f\a andB\%:K sgts\é\ﬁiaeeﬁggropxraqg Kam
Z,V\ait A location and if it contains "idle” t__he prqcessor inserts its "Proc. # thus
assigning the resource and rheh "clears” the SR to "0". If the processor
__'v found that enother"processor was usmg the shared resource it- does not
N2 _ assign its Proc # and 'it'ther) fc!earsf_ the SRto "D"_ in t_his event it
10 must wait and try’ agam | | ', o |
| Some operatlons such as those on the EEPROM may take many
clock cycles so the processor should "assign® the RAM regnster but
release the SR 295 whrle itis usrng the shared -resource. When the
processor is through Wlth rts operatlon usmg the assngned RAM
15 location it accesses the SR again until it finds a "0". It then ciears
4 ' the RAM location to "idle" ahd "cleers' the SR 295 to "0" Whenever a
' ' ~ processor accesses the SR 295 and finds a "1“ it leaves the SR 295 in |
o the "1" state and must wait to try again." - )
In the example in Frgure 30 Processor #4 is shown as heed' ing a
20 shared resource it interrogates the SR to fmd out fitis free. The
processor uses a "testaset" operatnon and smce the SR 295 was

already "1" the test & set operation leaves the register with a 1" It



2. Wit

Wait ACK -Non ACK pckt Received Procesa Packet

- // )

ACK  Packet -to Retransmt Retransmt Packet 1 Contention 2.
Wait ACK  ACK pckt Received or N Stop Tiner 0. Idle retries 2.

2. Wit ACK 25 A

cell nust store a transmt. sequence nunber for each addressee with whom {Jy

conmmuni cat es.- An addresseée can be a cgi# a group, or a control device.
receiving, a cell nust save = 128 th

source fromwhich it receives. A source can be a cell, a group, or a
device. Wen a cell receives a nessage, it checks the CRC on the

control
message.
message.
nunber .

a bit that nmeans this is a retransnission by the sender"

If the CRCis not valid, -the cell does not reply to the 5

ecei ve sequence nunber of each

For

midst TRiw waitiaid dry a@amgeltamw Kewps oyinte umtiisRogets sobesy-©

I f the sequence nunber 1 ndicates that this-is a duplicate packet,

the cel | tacheo8Rd@8S and it dindgthef redwroecirettheoawm wordds fidleoes not
pass the packet to the application software. 10 The ARQ pr ot ocol

uses

A receiver wll

not Acknow edge a duplicate -nessage unless 't he message has its retransmt
The cell saves the’ sequéhcercahr the | ast. recei ved nessage
for %?ch group for which'it is:a listener. separate 1 bit

bit on.

A CONTENTION IN GENERAL

L 4

Ina typlcal apphoatron the co'nmumoatxons network among
the cells is hghtly Ioaded and the cells will expenence little or

no oontentxon delay In the case of heavy trafflo the network can

10

15

saturate. A heavy load wm generate colhsrons and hence require
retransmrssuons If retransmussnons contmue to colhde the
network can possubly saturate The contentnon backoff algorithm
used in the network qurckly spreads the traftic over a longer time
period so that the system can recover from saturation. - If the
traffic is not spread over a long time penod the system. will be
unstable; it wsll not reoover from saturatnon. o

Access 10 a subohannel under contention ‘conditions is
regulated by two meohan_rs_ms_. _defe_rr__in_g-_and oaokmg off.
Deferring is a collision 'a'\'roidance teoh'nique used in group
aoknowledgements Backmg off is a traffic or load leveling
teohmque.

o



15 transmt sequence nunber and 1 bit receive sequence nunber for nessages
addressed with the.cell address (used when communi cating wth control
devices). Cell to cell comminications is via grqup addresses. Direct
addressing with cell addresses is used for netwd®k 20 control functions.
TRe, cell will be comunicating with a grouping device or network controller
I n those cases. A cell can have only one conversation at a given tinme that
uses cell - 129 addresses because it has provisions to store only one set

of those sequence “U”belDéfalwf?; cONEIEYS’ Bf éWﬁtggg(‘%éaerw CWﬁHﬂ'ﬂ‘?éQ’!thbr

a cell, it opens conmuni cat by sending a et wth a connect

command in the |igf fremt siotsf teatdthe el m@yén @qualé'th%sde‘iér mmmha

nunbers After receipt of that command, the cell not accept nessages

addressed. to.it (\oell deahsmity éﬁ)pibkanm hite avextr @vallableesloti i| the

conversation ends. The conversation ends when the control devi ce sends.the

cell a 10 disconnect cWhemdadkingpeff,othefcell rinctémses Hts walitingi timef trefore
an acknomﬁedgenent of a nessage depends on the type of routing used. In

general ,- the cBl| aitemplingdogmetramsmitr at packet idhatt hasr suffered at collision.
desu nati on, pl " ?rgtggw%lun%rgfc ?ﬁsssl Tt?crtelar;% Iasn ; r;z(:jm:.hon of the number of
- collisions. or retransmissions. The a!gonthm :mplementnng thns
function is called: the backoff or contention algonthm. |
The network uses a carrier sense muiltiplée access method of
10 resolving contention for the communications: channel. When a_cell
is ready to transmit it first listens to the bohzﬁun‘icaﬁons
channel. If it hears another cell transmitting, it waits for a clear
channel. Once it detects a clear channel, a cell may delay before
transmnttmg The method of determining that delay is
15 determined by the contention -algorithm.
| Time on the channel is measured in slots, each slot being M
bits at the most recently detected receive baud rate (i.e., shift
‘rate). When a cell delays before transmitting, it waits an
| integral number of slots. When a cell detects a clear channel, it
‘20 may delay _arjd then when it is ready to transmit, it attempts to
* " transmit on a slot boundary. " If a cell is transmitting a packet
that has suffered a collision, it delays a time period determined



15 destination cell and the transit tinme for the return packet carrying

t he ‘acknowl edgénent. The protocol tinmeout period for multihop packets is

- also influenced by the collision count. Even in very noisy environnments,. it
is nore likely that the reason a packet .failed to 20 reach its destination,
intime is due to a contention rather than a transmi ssion error. Wen a
packet is retried, it is assuned that theyggllision count is an indication
of systemload and the = 130 expected contention delay for a multihop
packet. The delay period for nultihop packets:is adjusted upward as a -
function.of collision count. The tinmeout period is therefore a function of

- the transm sgy ealdt by t d2En A b ik t
G LINK CG\ITB %%%%ﬁﬂ d*?é‘r?‘? ro?%@iﬁgﬁlﬁk %‘F”?‘ﬁ%"‘%ﬁ%‘r"gﬁ%ﬁ“ f the

ARQ [err] thevet ™ shotsgdi i adjestets biys e rsutkeffcalgunithrine Hy smalesmnd

[err] of packet always contains a |ink comand. 10 "ARQ Protocol Comrands

o cegere a2 ERGKR I sl pdard o hens ot g
- Connection (before eachaetransmission of a packet. Its maximum value is
5 210, o . o
| B GROUP ACKNOWLEGEMENT PACKET CON‘I_’ENTION
A_'paék"et from a group announcer to a set of group |i$teners_ u |
will cause each of those listeners tq"sénd an acknowlédgefnent to
10 the announcer. - Without a metﬁod- of arbitrating contention amdng
“those acknoWiedgeménts. they will _always collide. To évoid this
- problem, a_built'in reservation system for group"" E
acknoWledgements is used. A listener cell uses its group member
number to determine which slot to use for its acknowledgement.
15 Group member 5 will transmit its acknowledgement in the 5th
| free siot following reception of the original packet. The result is -
that group _'member 1 will trans'mit_ its acknowledgement in the u
first slot following the original packet. Group member two will
transmit its acknowledgement in the firs_t ‘slot following first
20 group member's acknowledgement. This procesé_ continues until
the last group member has replied to the original packet. If a



OONN Connect DI SC Di sconnect Sl Set Initialization 20 XND
Exchange Network Data Replies to Connection Control Conmands CMDR

Conmand reject 25 RD -7 Request Disconnect R - Request
Initialization UA Unnunmber ed Acknow edd@l 131 Only packets-wit h

t he, ACK and | NFO conmmands use sequence nunbering. [err] |INFO packets have
two sequence nunbers, a transmt sequence nunber and the sequence nunber of
the | ast packet received. ACK packets have both sequence numbér fields but

the transnit sequpsige Memiser idoddRtorbaly afid thuleWaves il roBRe 64E ethity,

commands ot her than ACK or INFO are call'e unnu er packets. nber ed

packet's are ackngg erc&adgmup ﬁfd?ﬁbéﬂ@epﬂé& frﬂ%heoﬁe)(t #l6t, UA command.
Unnunber ed packets do not contain .a nmessage f H.- CONNECTI ON CONTRCL 10

Before a control devi Jhe gontentioni andd/Q state dﬁgramtlsnshbmmbﬁgsmaz«t
connection wth the cell. Establishing a connéection consists [err]

ini'tializing theTheqdfelowingntable sets plorth rihe tstatesitand their cdescriptiohs.

into a known state. The connecti on establishnent and mai ntenance

5
_ COn_ten_tion States
State Name - - - Description = -
10 O Idle ' Time the slot boundanes whlle lookmg tor receive data transit
O 1 BitSync Establzsh baud rate synchromzanon thh recelved signal.
' 2 Byte Sync  Wait for the start of packet flag. ..
: 3 Rov - Receivethe packet. -
4 PG Delay Inter Packet Gap Delay. Delay for n bit times after the end oft
- - packet on the subchannel (whether
20 - this neuron transmitted it-or received it). - .
- &, Backoff ' Wait M slots where M'was set by the Iast execution of the
' Delay backoff algorithm or by the ARQ protocol software.
25 6. Xmt Transmntapacket in the next slot.

7. Jam “Transmita jam panem (all ones) for the jam penod (specxf‘ed
o ~ Inbittimes). Execute the backoff o
. algorithm to set the backoff slot.count. - .-



procedures are governed by state machi nes inplenented in software. 15

An announcer cell nust establish a connection with each listener [err] in
its group. Only when the connections have been established nmay the '
announcer conmunicate with the listeners. Connections are controlled by
subset of the link control commands. ‘Commands are issued by a primary
station. A secondary station receives a command and sends a reply to [err]
20 primary. In a group, the primary sth22on is the announcer. The

| i steners are secondaries. Wien a network control device communicates with
a [err] the control device is the primary, the cell is the secondary. The
1ink 132 control commands and their responses are shown below. The | NFO
and ACl ‘conmmands are. ARQ pr ot ocolcmfgmlpgﬁ Shiife 'TrAngitRYfPnnection control
~.commands. 5 Prlnary . Secondary ‘Descri pt1 on Conmand Response _
| NFO - St Event. | nformation: vahbﬂoﬂnly I n con Siatde | NFO

at
| nf d I E&kp 1 - A :
Agkﬁgvn\fghg%rqwsgn%;g&gggg etras I'n pg t but do nots BitS nc Fa?‘ ve

sequence nunb mrand rejec sent only by "Secondary 1°n

Connect St It aga
Initializat %ﬁﬁgﬁﬁ %cﬁ% SItl gconnect h%ﬁgondary i E._,Gggész'

Byte Sync | |
2. Byte Syng F. Hunt Timeout' none  1.BitSync o
2. Byte Sync C. Starting Flag - none. ) 3. Rev et
- - Detected ' - o/
15 ' .
- 3.Rev E. Abort Detected none ' 1. Bit Sy ne
3. Rev D. Ending Flag Set Pckt Revd Flag 4. IPG Delay
3. Rev N Packet Too Long none 1. Bit Sync
20 4.iPGDelay M. Delay Done ‘mnone . 0.ldle
5. Backoff J Delay Done - none . 6. Xmt
Delay o _ :
: §. Backoff A. Transmons Detected. none - 1. Bit Sync
25  Delay _ :
6.Xmt - L Colision Detected Calculate Backoff |
B S Delay 7.Jam
20 © 6.Xmt - H.XmtDone none - 0O.ldle
7.Jam  KdJamDone none 5. Backoff Delay
35

C. COLLISION DETECTION
In the currently implemented embbdiment collision
dete_ction is not used. Ordinary circuits cam be used to provide



RD - . Request Disconnect: disconnect the secondary DM
Secondary is in the Disconnect state ACK

Acknow edgenent 20 CMDR Command rej ect : ‘sent only by secondary
In connect state. Rebuild pckt and send it agpp® R - Request

: D_%I/tlal I zation: init secondary. disconnect secondary Connect secondary. 25
_ Di sconnect Mode: Secondary Is I'n the disconnect state. CONN
Connect UA

Command rej ect: %ﬁtf%ﬁ#ggméﬁgdg%sl ﬁp%‘()'ﬂﬂ'&treip&nésege%%\lﬂ?nﬁl n
5223‘33; y RB; " [EgEstR2.3. k@lﬁ%@e&%@éﬁh s ORI ATy yareRca
sconnect

sent only by_ Secj&m:énrl{}g ﬁg'%o]nnec? stat e. tl&é?ﬁo 5‘%‘&9 Sye QRE{TEHIP' cetiseen

the channe! detect the collision. It then ceases transmitting and
5 executes the backoff algorithm. The backcff"alg’crithrh adjusts
‘the contention randomization interval lEEEBOZ 3 uses’ the number
of OO"ISIOI"IS expenenced by the packet to calculate the ‘backoff
interval. " The cell network. may ‘not- always have collision
detection so the cell's. backoff algcnthm ‘may use the prctoccl‘
10 mferred ccllrslcn tc calculate the backctf lnterval If the cell |
has cclllsxon detectxcn, it detects a COHISIOI'I in the same siot in
thCh lt occurs and retrles the transm:ssmn (after the backoff
: -mterval) | e '
| For cells thhout colllsmn detectnon where a collns:en
. 15 _cccurs. the cell discovers it when the protoccl t:meout penod
explres if a cell is sendlng a packet to multlple destmatlens (the
.ncrmal case) it infers . a colhsxcn it at the end of the protocol
timeout perled no replles have been recewed frcrn any of the | '
- destmatlcns If even one reply is recewed there was no collision
20 at the transrmt point and the retransmnssuen takes place wnthout |
- an increased delay due to backoff. The cell thenexecutes the -
~ backoff algorithm just as it does wrth cclllslon detect:on. usmg '



133 S | | Set Initiali-zation CVDR Conmmand
. reject: Sent only by secondary In Connect State. Retry SI. UA

Unnunbered ACK. 5 XND Exchange I D & Network dat a:
This command i's sent only In when the primary is In the disconnect state.
XND ' Exchange ID & Network data: The secondary se 10

an XND response only If It Is in the disc gpect state. 'If It receives an
XND while In any other state, the secondary responds wi th CVDR CMDR
Command reject: sent only by secondary In connect state. ‘D sconnect
secondary; then try 15 'XND again. The
connection state di agrams of Frgures 26 and 27 refer to prinmary and

secondary st gié Offferr ec'{ VE?IHFL&FW o@hi‘t:‘%&p%éobickﬁ GAMEYE YRe CRA |

secondary can reques e sta connec ion chahge bUt the
secondary cafya# h?l\/aﬁ ? ection unless conmanded to do so by the
primary statron PR CCNNECTICN STATES 25 State

~ EBvent . "mémore the differénéé abetWeed! ebllision detBelivh %\ﬁ!
Initialize . Wait int 1. Disconnect Connect Request Send

\ZM | :MII ; | fonneellzsien infePbneenisdn. theFm@thEbf Amer :thaﬁesdtiﬁa cell to 4.
5 duscover that a collision has occurred.. '
D. BACKOFF ALGORITHM ~
The backoff algorithm used in the currently preferred _
embodrment is set forth in IEE58023 standard a truncated bmary
exponentxal backoff. The backoff interval is an exponential
10. function of the_.-nurnber of collisions (detailed or inferred) since
the last successful transmission. An exponential backoff
" algorithm gives the system the stability - it 'n_"ee’d's to reco_vér from
saturation conditions. By exponentially '-'sp‘re‘_'ading out the load in
a saturated systern. ‘the -algorithm allows the system to recover.
15  Backoff interval in siots = R such that R = random number linearly' |
distributed ‘over the interval: |
0 <R<2 EXP [min (10, )]

where n .= number of collisions. _
20 When a cell has two transceiver's'_ attached, it transmits
~ every packet via both transce'ivers._" Since the transceivers access
different subchannels, they will experience different load



1. Di sconnect XND _ Process XND - 1. Disconnect 1.

Di sconnect | NFO, ACK Retry DI-SC 1. Disconnect 1. Disconnect
UA, DM | gnor e . 1. Disconnect 1. D| sconnect RD, CMDR
Retry DI SC 1. Disconnect 35 2. Wit Oonnci%% Reset Seq
NU@ 3. Connect 2. Wait Connect . Fatal Error Ri Send Sl 4. Wit
Init 2. walt Connect Nonfatal error, RD, or CVMDR' Send DI SC 5.
walt Disc. - 134 2. Wait connect | NFO ACK Send DI SC

o Vit Gonnect | COGMONS!  EAeN transceiver isRefed i\ azpéfaé““’*%b v
Connect Tinme ognd has its 'iﬁivh%ﬁ@Nblff Param?etei'%1 c(}):c%?@ﬁ%cﬁnt%%ckcﬁ

Fatal Error or R Send nnect Nonf at al
error 10 mte_rval) ThBEbaekeﬁl parameterseade DkEpt” b:\; heScelléj 'ond set
request.. Send DISC =~ ~~~ 1. Disconnect 3. Connect . , | NFO, ACK

ARQ Processi ng far-é‘aahe_atar%m&gionct XND . Send DI SC

5 Wit Disc 15 4. Wait init UA received Send DI SC , 5 Wit )
Disc . 5 The random number for the backoff algorithm is generated

| _'by one of two methods: L. by a pseudorandcrn -number generation
algorithm seeded with the 48 bit cell 1D (guaranteed to be umque |
as dsscussed). 2. by runnmg a counter and savmg the low order
O bits when an external event is detected. .
10 The slots are equal in durations to bit rate- of the last
| re_ceivéd data. Note: ¥ each _cell used its. internal bit rate, slot
durations would vary from: cell-to-cell. |
E. CONTENTION TIMER.
P_acke_ts that __have-' multiple. routes toa destination thay

-

15 experience a long contention delay via one r,cute and a shorter
| deley while traveling simultaneously via another. route. I that
_' contention delay _i_s.eilewed' 1o .be too long,. the later packet could
| arrive after the destination's receive sequence number has cycled -
| back to the same 'sequence number in the packet. A packet could
20 thus arrive out of sequence without the ARQ “protocol dstecting it.
| _' _' To prevent th:s type of errcr each packet uses the cortentzcn
| timer field (Flgure 6) that xs decremented by the number of slots



4 V\alt inlt. CVDR recei ved Retry S 4. wait Disc 4. Wait

i nit I NFO, ACK . Retry Sl 4. Wit Init 4. Wait Init
Retry Sl 4. Wlt init 20 4. Walt init Ti me out " Retry
- Sl : 4. Walt Init 5. Wit dics UA, DM
. 1. Disconnect . SECONDARY: STATI ON CONNECTI ON STSTES 5. -\l t di sc 4
5. Wait disc Fatal error . Send Si.?.ﬁ : 4. Walt Init 25 5. Wit
di sc CVDR, RD, XND Retry Di SC ' . Walt Disc 5. Wit D sc
| NFO ACK Retry Disc 5. Wit Disc Time out .. Retry
DISC -~ - 5. Wai't D sc SECONDARY STATI ON CONNECTI ON STATES 30 state

F\rf? ;[ al i zattlha# thé ?ﬁ#lﬁé‘ Pgﬁl ?@’tgg Qﬁ'}(%&ﬁs@éﬁﬁgca %“&ﬂ@p é \Ijg\(/jver UIQSend
HAsconndt %Wﬂ@&@t Ta"gr ror n%p@t iéﬁ@h¥§%w ttﬂwlﬁd&% §tclo(r)12elct

| NFO ACK, @Uj XND o 1. Disconnect 40 : 1 Di sconnect
DS C- disca | . Di sconnect 2. Connect Sl received

Initialization = 3. Intltallze ES qu@nmcopls Creceived ~ Send UA. .
1. Di sconnect 135 2. Connect ' Fatal Error Send Rl 4. -
vait ingt. . The cell uses a sliding window protoco' with a window size
of 1 and modulo 2 seqqenca numbenng (equivalent to a stop and
‘wait protocol). The lmls, control mechamsm is very sxmnlar to the -
HDLC_asynchronous ‘balanced mode. The prmcnpa_l dafferen_ca being Wl
that with 1 bi-t sequence numbering instead of aéknowledgin’g |
16 packets wnth the polV/final bit set, every information packet
must have an acknowledgement
| Before the ARQ mechanism can work a connectlon must be
established between the two commumcatmg deﬂces (cell or
network control devices). The connection process is described in
15  the 'connecti_dn'.s_éction later in this"appliciatidh. The ARQ
" mechanism only operates when the cell is in the connect state. B
. The ARQ states may be considered as substates of the connect )
 state. o | o |
'-When_'a"'celi transmits a mes'sag‘é.. it waits for a reply from
20 the destination.  If the cell does not receive an acknowledgement
within a predefined time out period, it assumes that the message
~ was lost and it transmits the message again.



2. Connect
| NFO, ACK
Retry UA

I'ni tialize
Sl

Retry RD
|n|t|aI|zat|on
Retry R

Nonf at al

ARQ Pr ocessi ng

error . Send RD
- 2. Connect 2. Connect -

2. Connect 5:.2. Connect
5. Error 3. Initialize

DI"'SC recei ved
I NFO, ACK, CONN Retry RI.

.Retry UA Initialize 10 3.

Wetydes %emv%‘é't@t' Mdy,he uSee: & Cafffan A

Seh@?UA
3.

5. error 2. Connect

XND.

Initialize 3.
Initiallze

Send RD
1. D sconnect 3.
Initlalize
XND

ey doidsdghigh, sh kil SRR an 1,

Di sconnect 5. Err'ﬂ
Send UA 20 5.. Erro

CONN, XND 25

causes retry N+1 IS
The cell nmai ngai i n
ot her than | NFO O’\?nlgcgabﬁébhfé) %ﬁ'sé \4 ﬁeld ﬁﬁ
non-retry reply i

transmtting a packet

AN

T
15
20

A 25

recelii sdduerog

IS retrle

AFRandoirt '!ﬁe3ﬁhk tﬁim?ﬁ’dﬂd cfiélt!

can abort the packet.

y?perrgﬁééﬁét

try coun

NTHhgSckn

causes I n

formatlon Pﬁhﬁé St ack"d,ﬁﬂ?ﬁy@b#ﬁf ,grbam% ,E ?ﬁé aize
RBIRE b

!d%fh XhéeRDK
ared enever ‘a
IAn AB%ME;BE&& es

contain a message field and |s |dentmed by the INFO command in

the link command fleld

Fagure 25 is the lmk level ARQ state dzagran and along wnth

the followmg table defnnes the vanous ARQ states

State

D: idle
0. ldle

1. Contention

2. Wait ACK

- 2. Wait ACK

2. Wait ACK
2. Wait ACK

 Event

' Massage 10 Send
* Packet to Transmit

Packet Recmved
Packet Transmlttad

T'rnoout

Packet to Ratransrmt

ACK pckt Received or N -
retries

Non ACK pcki Received =

Actlon .
Build Paskot o
SAndPackot
" Process Packet _

. Start Timer

Stop Timer

' Build Packet °
_Retransmit Pa_eket.

- Stop Timet

Process Packet

"~ Next State

1. idle _
1. Contention -
1. Wie

2. Wait ACK

2. Wait ACK
1. COntenti_on

0. idle

2. Wait ACK

A cell must store a tre.nsmit sequene'e: h'umber for each

addressee with whom it commumcates An addressee can be a

cell a group, ora control device. For recewmg. a ce|l must save .



35 transmtting an abort sequence instead of continuing to transmt 136
t he packet. The Abort sequence is a group of at |east 12 ones transmtted
~in succession.. Areceiving cell identifies an abort fromthe code verifier
of Figure 16. A receiving packet treats any 3 of 6 code violation as an .
abort. One result of this is that alink 5 idle condition results in an ‘-
abort. If the link is idle (no transitions) for nore than a bit tinme, the
result is a code violation. Wen a cell regeiving a packet detects an -abort
sequence, it discards the portion of thelg cket that it has clocked in and
begi ns searching for a new packet preanble. The abort 10 sequence is also
used for jamming after a collision’is detected. J. SYSTEMID Referring to

Figure 29, the redeivebseqguenice hamiBebiof sach wourde fromewhiEhhitn the

packets is illustrated. hirty-two bits of the system|D shown as field 251
is placed dreeeives.i rA sdurce banpbekatcell a igioup! «r aycohtrol iddvic@s5. The

remai ning 16 bits are used in the calculation of the packet CRC. Initially,

the CRC regWhen accglhseceivesia message; it ohiecksethe\CRO:on thel 252 at the
start of the CRC calculation. Then the 16 bit field 250 of the system|ID-is .
used in t henBasageculhtheCRC dsonotivalidi ¢heicell idoes 1wt aeply tohtheéi el d
C20er B Feessgr s cel recuing s bssege aes chaka the | ™ °
| message’s sequence number. If the sequence number indicates
that this - is a duphcate packet, the cell acknowledges the
receipt of the packet to the sender but doés not pass the packet
to the application software. o
10 _ The ARQ protocol uses a bit that means “this is a
retransmission by the sender”. A recewer will not ackncwledge a
duplicate message unless the message has lts retransmlt bit on.
The cell saves the sequence number for the last recenv_ed message'
"fcr each grbup for which it is a 'listener. It has 'a separate 1 bit
15 transmlt sequence number and 1 bit receive sequence number for
messages addressed with the cell address (used when o
communicating with control devices). = S N\
Cell to cell communications is via group addresses.
| Direct addressing with cell addresses is u_sed for network
| .,20 control functicns-.f -The'_cell_will. be ccrnmunicating with a
grouping device or network ccntrcller;in those cases. A cell
can have only one conversation a; a given -tirne that uses cell



137 When a packet is to be transmtted once the preset field is stored, the
stored CRC field is coupled to the CRC register. The 16 bit packet. CRC '
field is calculated using this present field fgg hte other fields in the
packet used to cal cul ate the.packet CRC. (Al fiekds except the '
canyention timer field are’ used. ) .The other 32 bits of the systemID are
transmtted within the packet. When a packet I s:received; the processor

cal cul ates a CRC f the recei ved packet JJrst ing i s store |
preset field in |Q &Waal%lﬁﬁﬁeﬂ ‘6?{595\5 ﬁé éﬁéepﬁe eP"@?éegaéRC
the 10 contenti iLmer field is not used). If the newy conputed CRC
fi-el d does not naﬁ GSEQQPEQQQ PH"? acket, ‘it is assumed that the packet

P e B OPErY, HH  Ei hicd H bR BR R i, SR
eal (vt i tn colb RS %ﬁﬁﬁ%ﬁﬁ%ﬁ%ﬁ?é@?ﬁ#ﬁteﬁﬁ 5 Cnfigt o

These conput ek GKimitah@ih | heP itk |2gela§Lfrhsltésmlﬁghaurmﬁagfééoné

described in The appli |on per orne € grouprng device

exanpl e, they can h@eseen@rl?% ﬁllﬂﬁb%’i‘EEdA 0 éee?rge dftharelphmairt e cell

comuni cate with the ce r groupl ng. ncti ons such as the
generation of th@wllﬁfiltt”accept messages addressed to it (v:a cell address) by

i conversatlon ends when' the control devnce sends the cell a

~ 10 'dlsconnect command.

" The period of time that ‘the cell waits for an
'acknowledgement of a message depends on the type ot routlng
-used. In general the cell allows - enough tlme for the packet to
“arrive at its destrnatzon. plus protocol processmg trme in the

15 destination cell and the transit time for the return packet
carrying the acknowledgement |
The protocol timeout penod for multlhop packets is also
mfluenced by the collision count. Even in very nolsy
v environments, it is more likely that the r_easo_n a packet failed to
| 20 reach its destination in time is due to a contention rather than a
transmission error' When a packet is retried, it is assumed that

the collision count is an mdlcatlon of system load and the



138 nunber used within the packets can be generated with well known
prograns. An Apple Il conputer, for instance, nmay be used as a grouping
device. The 48 bit system|ID may be stored on a disk; or, 5 a printed.
.circuit card may be provi ded which engages one of t he slots of the- Apple I
conputer, -the card can contain the system|D which is taken froma cell o/
such as cell 232 of Figure 28. ‘As groups 3% formed, the assigned group
nunbers, menber nunbers, etc.; can be stored on the disk or stored in an
EEPROM on 'a card. 10 .~ - In Figure 28, the elenents of a presently
preferred grouping device are illustrated. They include a CPU 226 whi ch may

be an ordi ngxpettad ccontertion dela ﬁ?thcmnmnogagaekwh'rﬁenam y péricd may
conprise a RAM 227, ROM 228 and storage neans for storing the system .

| D. Were afgr wnumfvbpkpackeisedsta jnustoﬂe upWardDas & fungtion oft boltision
stored in ROM 228 ) are stored on the disk, with the program being

transf err edcounRAMThe timeouti period i§ théreforeasfutittioniof thea ordinary

nmonitor=is coupled to the CPU to provide a display to the user, for

i nst ance, ttransmwenqncbaudemeedheo numbericf heps and rlhegcoliqssom th their .
ASClI'1 20 names. A keyboard 231 is used to all ow commands to be entered into
t he CPUS count. :
. G. LINK CONTRDL COMMANDS
Lmk control commands control the operatlon of the ARQ protocgan |
the link connectnon process (see next. sectlon) The link command fuu of

- packet always contains a lan command

10 ARQ Protocol C ommands .
INFO Information Packet (requires a’cknowledgement)
ACK - Acknowledgement Only Packet (does not require
acknowledgement)
15 ion | \m
- CONN ‘Connect _
DISC Disconnect =
8l " Set Initialization _
20 XD - Exchange Network Data o
CMDR Command reject
25 RO - Request Disconnect
RI - Request Initialization

UA ‘Unnumbered Acknowledge



-139- The CPU is shown coupled to a cell 232 wi-th the cell being coupled to
a network through transceiver 233. The cell 232 is part of the grouping
‘devices .and the cell's IDis used by the grouping devices as a systemID
Typical nessages transmtted by 5 the conputer to“the cell are shown in.
Appendi x B, for exanple, the nmessage of a55|b%1ng the destination cell to
be an announcer in a deS|gnated group is a nessage generated by the
groupi ng.device. The grouping device can comunicate directly with the cel

Subsect | ons é?eq&rem&%sw‘éﬁébe BB and IRED Satfmeandsguse sesmiancs pupberig.

oo 5 . e ek i S4B, b, RS Roc B Bymoer o
IS B A AR AR SACE P v
e b gBERAFE AR 0L O R A8 Jogred o

application%%l g@t Bﬁ present invention may be 20 used. The present
application has n |V|ded out of. copendlng UK patent application No.

9007630. 8 (serial NopgddeteBlit "cUfirignt8cs o el Heft° ACRGr MFOC dreTeslled unnumb

networ k for sensing, comruni cating an dition,

copendi ng UK di ;sa%ksw' emtmﬁséréw d‘&bke%lél%?%cﬁnbﬁﬁédged'\m a2§fd';§7£nd wait fash

there

'\ . via.a UA command Unnumbered packets do not contain a message field.
< - . A CONNECTION CONTROL
| | 10 . Before a control devrce can ‘communicate with a cell, it must

estabhsh a connectron ‘with-the cell. Establishing a connection conslsts
~ initializing _th_e-sequence-_numbers and putting the 'control device and ce
into a known state. 'Tne connection establisn'nent and maintenance
procedures are governed by state machines lmplemented in software.
15 An announcer cell must establish a connectron with each listener
" in its group. Only when the connections have been es_tabhshed_ may the
announcer '__cornmuni'cate_ with the listeners. Connections are controlled
~ subset of the link control commands. Commands are issued by a primai
~ station. A secondary station receives a command and sends a reply o
20 primary' In'a'grodp.'the primary station is the announcer. The listene
are_secondaries. When a network control device communicates with a

the control devnce is. the pnmary. the cell is the secondary The hnk :



i s described and clainmed a network for sen5|ng, conmuni cat i ng ‘and

controlling having a plurality of cells which comunicate with one another

t hrough products. - -140- Appendi x A, Packet Exanples Routing Types for .

" Packet Exanmples 1  Fully Addressed 2 Open Fl ooding 3 Restricted

Fl oodi ng 4 G oup -Fl oodi ng NOTE:- The packet sizes are in cell nenory bite/
(before 3-of -6 encoding). A packet on a conmuni cations subchannel, after
conversion to 3 of 6 code, is 50% | arger. Single Hop Packet Format:

Preanble, 16 bits Flag, 4 bits Destinati g-cell Address, 48 bits Contention
Timer, 10 bits Contention Ti ner Checksun& @ bits Fbp'Cbunt -4 bits
Randon1zer 8 bits Link Control

control commands and thelr responses are shown be!ow. The INFO and ACt
commands are ARQ protocol commands. the rest are connectnon control

commands
5 Primary Secondary Description . _ o ' i
- Command Response ' - ' -
INFO : - Information: valid only In connect state. o/
INFO _ information: valid only In connect state.
10 ACK - . Acknowledgement: use sequence numbers i’/
' 3 packet but do not update receive sequence numb. .
CMDR : - Command reject: sent only by Secondary
o in Connect State. Rebuild pckt and send It again.
~ Rl E Request initialization: Init secondary.
15 . _ disconnect secondary. .
. . RD _‘ Request Disconnect: disconnect the secondary.
DM : Secondary Is In the Disconnect state
20 ACK . -Acknowledgement _
: 'CMDR Command reject: sent only by secondary in
- connect state. Rebuild pckt and send It again.
Rl Request Initialization: Init secondary.
: : disconnect secondary. Connect secondary. ,
25 DM . Disconnect Mode: Secondary is in the disconnect
o - D oune. .
- CONN - Connect ' -\
SR UA - Unnumbered ACK:
30 ' CMDR Command reject: sent only by sgcondary in -
- _ - connect state retry CONN:
Rl . Reguest initialization: Init secondary.
o : disconnect secondary, connect secondary.
35 RD : Request disconnect: send DISC.
-DISC - . ‘Disconnect
VA - Unnumbered ACK
CMDR Command reject: sent only by secondary in-

connect state. Retry DISC.
40



Retransmt Flag, 1 'bit_ Rcv Seq, |
Command, 4 bits Network Contr ol
Source Cell Address,

bit Xnt Seq, 1 bits Unused, 1 bit

Rout i ng Type, 4 bits = 1 (Fully Addressed)
48 bits. Message, 16 to 512 bits Message Type, 8 bits
Message Contents, 8 to 511 bi‘t's Encryption Check 16 bits CRC, 16 bits
Flag, 4 bits -141- Single Hop Reply Fornat: Peanbl e, 16 bits Flag, 4
bits System I D, 32 bits Destination Cell Address, 48 bits Contention Ti mer,

10 bits Contenti ogyTi mer Checksum 6 bits Set (Initialization

CMDR Command reject: Sent only by ucondary
~ In Connect State. Retry Si. -
5 - UA Unnumbered ACK.. :
- XND . Exchango D& Network data. This command
T . , sent only in when the primary is in the
S disconnect state.
XND Exchange ID & Network data: The secondary

.10 S Lo an XND response only if it is in the disconn
o ‘ ' state. If it recelves an XND while in any ot

) state, the secondary responds with CMDR.
. CMDR

Command reject: sent only by secondary In
: ' . -~ connect state. Disconnect secondary. then ¢
15 g S XND ‘again.
U - The connection state diagrams of Fugures 26 and 27 refer to
" 'pnmary and secondary stations... . The pnrnary station controls the
- connection. The secondary can request that the state of the
20 connectn_on change but the seco_ndary_ cannot change the connection
~ unless commanded to do so by the primary station.
| PRIMARY STATION CONNECTION STATES
25 State Event Action Next State
0. Start Power Up Cinitialize 4. Walt Init
.~ 1. Disconnect Connect Request Send CONN ) 2. Wait Connect
30 1. Disconnect = Fatal Error or Rl Send SI 4, Wait Init
1. Disconnect  XND Process XND 1. Disconnect
N 1. Disconnect INFO, ACK Retry DISC . 1. Disconnect
‘1. Disconnect UA, DM ignore 1. Disconnect
35 1. Disconnect’  RD, CMDR ‘Retry DISC 1. Disconnect
- . 2. Walt Connect UA Reset Seq Nums 3. Connect
- 2. Walt Connect Fatal Error or Rl Send SI . 4. Wait Inlt
'2. Wait Connect Nonfatal error,
' . ' RD, or CMDR Send DISC 5. Wailt Disc.



4 bits Random zer,

8 bits Link Control

Retransmt Fl ag,

1 bit

|3CV eq, ’

Cont r ol

its Encryption Check, 3
2 Address Packet Format:

~ Ful |

bits Next Cell
Checksum_ | 6 bits

10

15

20

25

35

40

45

N

1
1
1

1

Addr ess,

Wait coﬁnéct
Walt Connect

Connect
Connect

Connect

Connect

Connect
Connect

3.

3.

3.

3.

4. Walt Init
4. Wait Inlt
4. Wait inlt
4. Walt Init
4. Wait Init
S. Walt disc _
S. Wait dise
S. Wait disec
S. Wait disc
§. Wait Dise
S. Walt Disc

State |
0 Start

~ 1. Disconnect
1. Disconnect

- Disconnect’
Disconnect
. Disconnect

Disconnect

. Connect

Connect

Walt' Connect
Walit Connect - -

-INFO, ACK
XND

Time out

Fatal Error or R

Nonfatal error,
RD, or disc.
request.

DM

~ CMDR, INFO,ACK
XND

UA

" UA Treceived

CMDR received

" INFO, ACK
RD, DM,RI,XND

Time out

" UA, DM

Fatal error

~ CMDR,RD.XND
INFO, ACK

Time out

Source Cel |
i ' its= 1 (Fully Addressed) .
o o e 412I }oists CRC( . 16 bits FI E?ég
‘16 bits F , : _ _
Pr eagln'?éntion' ‘Ei er, 10 bits Contention T|_ mer
48 bhits | 1 4rre _ | |

4 bits

Send DISC
Retry CONN
Send DISC
Retry CONN

Send SI
Send DISC

Send DiSC
ARQ Processing
Send DISC
Send DISC

Send DISC
Retry S!
Retry Si

. Retry Si

Retry Si

Send S!.
Send SI

. Retry DISC

Retry DISC
Retry DiISC

saan

L] L]

Address, 48
-142- Multi hop

4 bits SystemID, 32

S. Wait Disc. . _
3. Wait Connect
S. Walt Dise.

Wait Connect

Walt Init,
Wait Dise.

L O

Disconnect
Connect

Wait Disec.
Walt Disec.

- Walt Dise.
Walt Init
Walt Init
‘Wait Init
Wait Injt

ok b B

Disconnect
Wait init
4. Walt Init
S. Wait Dise.
S. Walt Dise.
S. Wait Disc.

. SEC_ONDAR? STATION CONNECTION STATES

Event o
| Power Up
"CONN received

Sl recelved
Fatal Error
XND

INFO, ACK
pisc

“

S! received *

DIS C received

Action

~ Initialization

Send UA _
Initialization
Send UA

Send Rl
Send XND
Retry DM
Retry DM

Initialization
Send UA
Send UA

Next Staie
3. Initialize

2. Connect

.3. Inltialize

4. Walt Init.
1. Disconnect
1. Disconnect
1._ Disconnect
3. Initialize

1. Disconnect



Hop Count, 4 bits Random zer, 8 bits Link Control Retransmt Flag, 1 bit
Rcv Seq, 1 bit Xnt Seq. 1 bits Unused, 1 bit Command, 4 bits Network '
Control Routing Type, 4 bits . 1 (Fully Addressed) Cell Address List Address
Count, 4 bits Addresses, 48 = “768 bits Sourc@3Gel | 'Address, 48 bits
Message, 16:-to 512 bits Message Type, 8 bits Message Contents, 8 to 511

bits Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits -143- Multihop
Ful'l Address Rep) yoBRRgES - Fatal - Error Send RI 4. Walt Init.
2. Connect Nonfatal error Send RD 8, error
2. Connect INFO, ACK ARQ Processing 2. Connect
- 2. Connect _ CONN = Retry UA 2. Connect
5 2. Connect XND Send RD 5. Error
3. Initlalize ' DISC received  Send UA 1. Disconnect
3. Initlalize  INFO, ACK,CONN Retry Rl . 3. Inltialize -
- 3. - Initialize St Retry UA 3. Initlalize
10 3. Initialize XND ~ Retry RD 3. Initialize
4. Wait Init. Sl received Initialization 3. Initialize
: o . ' ' . Send UA . :
4. Wait Init INFO, ACK Retry Rl 4, Walt Init
15 4. Wwait Init = DISC,XND,CONN Retry RI! ' 4. Wwait Init
o~ 5. Error = DISC received = Send UA ~ 1. Disconnect
U 5. Error S| received Initialization = 3. Initialize -
S ' Send UA '
20 - _ , - ; : .
5. Error -~~~ INFO, ACK " Retry RD 8. Error

CONNXND

25 NOTE: Retries: A .reply' may be retried N ltimes.- The event that
causes retry N+1 is defined to be a fatal error and causes
| | .i_nit'ializa.tion. The cell maintains one retry count and it is
o | _incremented whén any reply other than INFO or ACK is retried. The
| ' retry count is cleared whenever a non-r.etry reply is sent to the
30 primér'y_ cell. |

. ABORT SEQUENCE

: A cell transmitting_ a 'packet can abort the packet by
35 transmitting an abo'rt'sequer_\cei instead of continuing to transmit



Preanble, 16 bits Flag, 4 bits SystemID, 32 bits Destination Cell Address,
48 bits Contention Tinmer, 10 bits Contention Tiner Checksum 6 bits Hop
Count, 4 bits Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv
Seq, 1 bit Xnt Seq, 1 bits Unused, 1 bit Command, 4 bits Network Control
"Routing Type, 4 bits 1 (Fully Addressed) Cell Address List Address Count'’ -
4 bits Addresses, 48 - 768 bits Source Cell Address, 48 bits . Encryption
Check, 16 bits CRC, 16 bits Flag, 4 biQusé ,

N ghe packet. Thé_'-Abort sequence is a _g'roup of at least 12 ones
transmitted in sucqessipn.. A receiving cell identifies an abort
from the code vaiﬁar- of Figure 16. A.receiving p_abket treats 'any.

- 8 of 6 code violation as an abort. One result of this is that a link

5 idle condition results in an abort. If the link is idle (no
transitions) for more than a bit_tiin.e.it'he_ result ié a code
violation. When a cell receiving a pac'ket'detects an abort ‘_u
sequence, it discards the portion of the packet that it has clocked u .
in and. begins searching for a new packet preambie. The abort

10 sequence .is also used for jar_n'ming "afte:r_' a collision is detected.
~J. SYSTEM ID " |
Referring to Figure 29, themethod by which the 48 bit
system D is used within the pabkéts. is illustrated. Thirty-twd
bits of the system ID shown as field 251 is placed directly into
15 the packet as indicated by the field 255. The remaining 16 bits
are used in the calculation of the packet CRC. lnitiélly. the CRC
register begins with all ones as indicated by the field 252-at the o
start of the CRC calculation. Then the 16 bit field 250 of the |
system ID. is used in the CRC'.c_a'Iculation to provide a 16 bit field
20 253. The field 253 is stored in the EEPROM and used as a preset
~ CRC field ea ch time a packet CRC is calculated.



-144- Open Fl oodi ng Packet Format: Preanble, 16 bits Flag, 4 bits System
I D, 32 bits Broadcast Address, 48 bits = All Zeros Contention Tiner, 10 '
bits Contention Timer Checksum 6 bits Hop Co¥9% 4 bits Random zer, 8 bits
Link Control Retransmit Flag, 1 bit Rcv Seq it . Xm Seq, 1 bits Unused,
1 it Command, 4 bits Network Control Routing Type, 4 bits = 2 (Open

Fl oodi ng) Destination Cell Address, 48 bits Source -Cell Address, 48 bits
Message, 16 to 512 bits Message Type, 8 bits Message Contents, 8 to 511

bits Encryption Check.wharigd Spéa?@t 18°16'Bé transmitted once the preset field is
| stored, the stored CRC field is coupled to the CRC register. The 16
bit packet CRC 'field. is calculated_.usin'g this present field and hte
other fields in the packet used to calculate the pecket CRC. (Al
5 fields_ except the contention t_irper field are '_used.)_ The other 32
| bit_s' of ihe systern_ ID are transmitted within the packet. -
- When ':a_' p.acke_t-is received, the processor calculates a CRC
Y B | fer the rec_:eiyed packet by first placing its stored CRC preset_field
U | in_ its _ca_c .regieter and then computing the packet CRC (again, the
10 contention timer field is not used). Ifthe newly computed CRC
~ field does _ljo_t._ match the_fiefd in the packet_. it is assumed that the
| pecket. has. beep imprope'rly transmitted or that the transmitted |
packet lf correct recexved has a different system ID and thus
should be dzscarded :
15 . VL GROUPING DEVICE
o | The groupmg dewce can take various forms and can be
| _reahzed with commerclally available hardware such as a personal
_computer. These computers can be readily programmed to perform
| the various functlons descnbed in the application performed by
20 the groupmg device. For example, they can be read:ly programmed
- to provnde the packets needed to commumcate with the cells for
| group_mg. Other functnons such as the generation of the random



Flag, 4 bits Open Fl oodi ng | - 145- Reply Format: Preanbl e,

16 bits Flag, 4 bits System|ID, 32 bits Broadcast Address, 48 bits = Al
Zeros Contention Tiner, 10 bits Contention Tiner Checksum 6 bits Hop

Count, 4 bits Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv

. Seqg. ‘1 bit Xmt Seq, 1 bits Unused, 1 bit Command, 4 bits Network Control

Source.Cel | Address, 48 bits Encryption TR8ck, 16 bits CRC, 16 bits

15

20

* number us'ed within the packets can be 'gen'erated with well -known
. programs. | | o |

An Apple Il computer, for instance, may be used as a
grouprng device: The 48 bit system ID may be stored ona drsk or,
a printed crrcur_t card may be provxded whrch engages one of the

- slots of the _Ap'ple Il computer, the card can contain the system ID

which is taken from a cell such as cell 232 of Figure 28. As

groups are formed, the assigned group n'ur'nb_a_rs." member numbers,

 etc., can be stored on the disk or stored in an EEPROM on a card.
10 -

In Frgure 28, the elements of a presently preferred grouping

'dewca are illustrated. They include a CPU 226 which may be an |
ordinary microprocessor. The CPU commumcate_s with a memory |

which may corrrprise_ a RAM 227, ROM _228_ and étorag_e means 229
for storing the system ID. Where a floppy disk is used the system

1D and program (otherwise stored in ROM 228 ) are stored on the

disk, with the program being transferred to RAM for executibn

A display means 230 such as a ordmary momtor rs coupled

" _to the CPU to provide a display to the user, for mstance. the

display can be used to provide lists of the groups with their ASCII |

names. A keyboard 231 is used to allow commands to _ba entered
into the CPU. |

-/
~ Routing Type, 4 bits = 2 (Open Flooding) Destination Cell Address, 48 bits



Flag, 4 bits -146- Restricted Floodi ng Packet Format: Preanble, 16 bits
Flag, 4 bits System I D, 32 bits Broadcast Address, 48 bits = Al Zeros
Contention Tinmer, 10 bits Contention Tinmer Checksum 6 bits Hop Count, .4
bits Randomi zer, 8 bits. Link Control Retransmt Flag; 1 bit Rcv Seq, 1 bit
X _,Seq. 1 bits Unused, 1 bit Command, 4 3@ -Net wor k Control Rout i ng. Type,
4 bits = 3 (Restricted Flooding) Destination Cell Address, 48 bits Source
Cel | Address, 48 bits I\/Essage 16 to 512 bits ' _

The CPU is shown coupled to a cell 232 wnth the csll being
coupled to a network through transceiver 2_33. ‘The cell 232 is
part of the grouping devices and the cell's ID is used by the
grouping devices as a system ID. 'Typical_ messages transmitted by

- 5 the coxﬁp’uter to the cell are shown in Appendix B, for example, the -

| message of ass:gmng the destmatlon cell to be an announcer in a
desugnated group is a message generated by the grouping device.
N The groupmg device can communicate directly with the cell over
W, one of the three pairs of leads which are coupled to the O |
10 'subsections or through the select pin which allows messeges from -

~the CPU 226 to be read to the fourth VO subsection.

. Thus, a 'r‘ietwfork for sensing, cemmuhicetin_g and controlling
which has distributed intelligence has been described. While in
15 this applicatioh a simple _example of use of cells in 'a home
. | environment has been described, it will be obvious to one skilled
in the art that the disclosed invention may be u_s_'ed in numerous
other applications. Appendix c' to this application contains a list
of some other applications in which the present invention may be

20 used.

| The present application has be'eat} S}mded gut of copending
UK patent appllcation No. 9007630. 8[1n which there is described and
- claimed a network for sensing, communicating and controll%n zz}ik1z)
addition, in coperding UK divisional application No. 9112828. % there
is described and claimed a network for sensing, communicating
and controlling having a plurality of cells vhich commmnicate with

one another through products.



Message Type, 8 bits Message Contents, 8 to 511 bits Encryption Check, 16
bits CRC, 16 bits Flag, 4 bits Restricted Fl ooding 147 Reply

. Format: Preanble, 16 bits Flag, 4 bits System|ID, 32 bits Broadcast

Address, 48 bits = All Zeros Contention Tiner, 10 bits Contention Ti ner N
Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link Control o/
Retransmt Flag, 1 bit Rcv Seq, 1 bit- XH "Seq 1 bits Unused, 1 bit

Command, 4 bits Network Control Routln I¥ 4 bits = 3(Restr|cted

FI oodi ng) | | ppen ix ket Examples

Routmg Types for Packet Examples
1 Fully Addressed

2  Open Flooding -

3 Restricted Flooding

4 Group Flooding

NOTE: The packet sizes are in cell memory bits (:befo're' 3-0f-6
encoding). A packet on -a communications subchannel, after conversion:
to 3 of 6 code is 50% larger. '

SnngleHop | | - o T u

_ : Packet Format: | . _ o
Preamble, 16 bits =~ . AT W/
- Flag, 4 bits | - _

Destination cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum. 6 bits
Hop Count, 4 bits

- Randomizer, 8 bits
‘Link Control - '
Retransmit Flag, 1. bit
Rev Seq, 1 bit
Xmt Seq, 1 bits -

-~ Unused, 1 bit

- Command, 4 bits
Network Control -
Routing Type, 4 bits = 1 (Fully Addressed) T o

- Source Cell Address, 48 bits | “
Message, 16 to 512 bits ' : o : ' g
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Destination Cell Address, 48 bits Source Cell Address, 48 bits Encryption
Check, 16 bits CRC, 16 bits Flag, 4 bits G oup Announcenent Packet
Format: Preanble, 16 bits Flag, 4 bits System|D, 32 bits G oup Address, 48
bi ts Contention Tinmer, 10 bits Contention Tinmer Checksum 6 bits Hop Count,
4 Qits Random zer, 8 bits Link Control R&iransmt Flag, 1 bit Rcv Seq, 1
bit Xnt Seq, S;da)glbsl-ldpjsed 1 bit -Conmmand, 4 bits Network Control Routing

Type, 4 bits = 4 (G oup HéplgdFeerhat:
Preamblse, 16 bits
Flag, 4 bits
System 1D, 32 bits
Destinaion Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
~ Hop Count, 4 bits :
. Randomizer, 8 bits

: Link Control

‘Retransmit Flag, 1 bit

Rev Seq, 1 bit _

Xmt Seq, 1 bits
o Unused, 1 bit
_, - .. Command, 4 bits
- Network Control

Routing Type, 4 bits = 1 (Fully Addressed) ...
Source Cell Address, 48 bits -
Encryption Check, 16 blts

CRC, 16 bits

Flag, 4 bits



Source Menber Nunmber, 8 bits Destination Menber Nunmber, 8 bits, (0 =
broadcast) Message, 16 to 512 bits Message Type, 8 bits Message Contents, 8
. to 511 bits Encryption Check, 16 bits CRC .16 bits Flag, 4 bits G oup
Announcenent Packet Fornat: Preamble, 16 bits Fl ag, 4 bits SystemID, 32
bits Goup Address 48 bits ContenCL4Ar Ti mer, 10 bits Contention Tiner &

Checksum lte bits Random zer, 8 bits Link Control

‘Retransnmi t é lqiat‘l bit Xnt Seq, 1 bits Unused 1 bit
rreamble 16.bxts o
Flag, 4 bits

System ID, 32 bits

Next Cell Address, 48 bits
Contention Timer, 10 bits _
- Contention Timer Checksum, 6 bits
Hop Count, 4 bits

Randomizer, 8 bits

Link Control

Retransmit Flag, 1 bit

- Rev Seq, 1 bit
Xmt Seq, 1 bits : : ' : I
Unused, 1 bit _ , U
Command, 4 bits | o o - W

Network Control |

Routing Type, 4 bnts = 1 (Fully Addressed)

Cell Address List - :
Address Count, 4 bits ,
Addresses, 48 - 768 bits

Source Cell Address, 48 bits

Message, 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



Conmmand, 4 bits Network Control Routing Type, 4 bits = 4 (G oup Floodi ng)
Source Menber Nunber, 8 bits Destination Menber. Nunber, 8 bits, (0 =
broadcast) Message, 16 to 512 bits Message Type, 8 bits Message Contents, 8
to 511 bits Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits - 150-. '
Probe Packet Format: Preanble, 16 bits FlLag, 4 bits System|ID, 32 bits

Br oadcast 4 Zeros Contention Tiner, 10 bits Contention
Ti mer Checkgﬁwiﬁgo% ?gnl-é @ﬁ%t 4 bits Randonizer, 8 bits Link Control

Preamble, 16 blts

Flag, 4 bits

System ID, 32 bits

Destination Cell Address, 48 bits

Contention Timer, 10 bits

Contention Timer Checksum, 6 blts

Hop Count, 4 bits

Randomizer, 8 bits

Link Control
Retransmit Flag, 1 bit

Rcv Seq, 1 bit

Xmt Seq, 1 bits
— Unused, 1 bit
Y ' Command, 4 bits

Network Control .
Routing Type, 4 bits = 1 (Fully Addressed)
Cell Address List _
Address Count, 4 bits
. Addresses, 48 - 768 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
- CRC, 16 bits
Flag, 4 bits



Retransmt Flag, 1 bit Rcv Seq, | bit Xmt Seq. 1 bits Unused, 1 bit

- Command, 4 bits Network Control Routing Type, 4 bits - 3 (Restricted

Fl oodi ng) Destination Cell Address, 48 bits Source Cell Address, 48 bits
Message, 49 to 769 bits Message Type, 8 bits Message Contents, 48 to 768 _
bits (Route List) Encryptlon Check, 16 bits CRC, 16 bits Flag, 4 bits L
Pr obe -151- Reply For mat : Pr_eanbl e, 16 bits Flag, 4 bits
System | D, 32 bits Broadcast Address, 448 bi ts = All Zeros Contention Tiner,

10 bits %@ﬁrFleBmE fer Checksum 6 bits

Packet Format:

Preamble, 16 bits

- Flag, 4 bits

System ID, 32 bits

Broadcast Address, 48 bits = All Zeros

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link Control _

Retransmit Flag, 1 bit s o '
- Rev Seq, 1 bit ' o - - o o
. Xmt Seq, 1 bits e _ a5

Unused, 1 bit S - SO B
Command, 4 bits ' : : : '
Network Caontrol

Routing Type, 4 bits = 2 (Opan Floodmg)

Destination Cell Address, 48 bits :

Source Cell Address, 48 bits

Message, 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 511 bits

‘Encrypticn Check, 16 bxts

CRC, 32 bits

Flag, 4 bits



Hop Count, 4 bits Random zer, 8 bits Link Control Retransmt Flag, 1 bit
Rcv Seq. 1 bit Xmt Seq, | bits Unused, 1 bit Command, 4 bits Network
Control Routing Type, 4 bits = 3.(Restricted Flooding) Destination Cell
Address, 48 bits Source Cell ‘Address, 48 bits Message Field, Message Type 8
bi ts Message contents, Route List Encryption Check, 16 bits CRC, 16 bits
Flag, 4 bits lélz <1Broadcast Conmand Pa<kst Format: Preanble, 16 bits
Flag, 4 bits Open 0c :

Reply Format:
Preamble, 16 bits
Flag, 4 bits
System D, 32 bits -
Broadcast Address, 48 bits = All Zeros :
Contention Timer, 10 bits
Contention Timer Checksum. 6 blts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit -
Rcv Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
R Command, 4 bits -

Network Control - -

Routing Type, 4 bits = 2 (Open Flooding)

. Destination Cell Address, 48 bits

Source Cell Address, 48 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



'System I D, 32 bits Br oadcast Address, 48 bits Al'l Zeros Contention Timer,
10 bits Contention Tiner Checksum 6 bits Hop Count, 4 bits Randoni zer, 8
bits Link Control Retransmt Flag, 1 bit Rcv Seq. 1 bit Xm Seq. 1 bits
Unused, 1 bit Comrand, 4 bits Network Control Routing Type, 4 bits = 3~

(Restricted Flooding) or 2 (Open Flooding) Source Address 48 bits NEssagb-?
16 to 512 bits Message Type, 8 bits Message Contents 8 to 511 bits

Encrypti on Check, 16 bits CRC, 16 bif4g-Fl ag, 4 bits Broadcast Command Reply
Format: WI¥heted Flooding | |

- Packet Format:
Preamble, 16 bits
Flag, 4 bits
System 1D, 32 bits :
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits =
. Contention Timer Checksum, 8 bits
Hop Count, 4 bits
Randomizer, 8 bits
- Link Control |
Retransmit Fiag, 1 bit , - S
Rev Seq, 1 bit - L
~ Xmt Seq, 1 bits - ' '
Unused, 1 bit
Command, 4 bits
- Network Control -
Routing Type, 4 bits = 3 (Rastncted Floodmg)
. Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 5§11 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits

N
)

(8



-153- Appendix B = Message Types Probe Function: Determ ne the best route
fromthe announcer ,to the listener. Source: G oup Announcer Address Type:
Cell Routing Method: Restricted Flooding Message Type: 2 (Nunber for 8 bit
field) Message Content: Address Count (1 byte), (nunber of cell IDs in
probe packet - this is the nunber of cells rebroadcasted packet) Address
LFst Probe Result Function: report the_ggdress list in the fi rst probe -
packet recei vRestricted: Elexdingti on Cel | "Source: Cell previously addressed

by a Probe msssage Add BorenatCel | Routing Method: Restricted Flooding
Message Type l_ﬂ:qm $nt: Address Count (1 byte), Address Li st
uncti1on: Assign the destination Cell to be an

Assign G oup é‘ﬁ
announcer in g‘%tem ajze%group Source: G ouping DeV| ce
Broadcast Address, 48 bxts = All Zeros
‘Contention Timer, 10 bits ) '
Contention Timer Checksum, _6 bits
- Hop Count, 4 bits :
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 blt

Rcv Seq, 1 bit
Xmt Seq, 1 bits
N " Unused, 1 bit
1\ Command, 4 bits

Network Control
Routing Type, 4 bits = 3 (Restncted Flooding)
Destination Cell Address, 48 bits’
. Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Destination: Cell Address Type: Cell or G.oup Menmber Routing Method:
. Restricted Flooding or Goup Flooding Message Type: 4 Message Content:

G oup Nunber, Menber Nunber Deassign G oup Announcer Function: Deassign the
destination Cell fromserving as an announcer in the designated group.
- Source: G ouping Device -154- Destination: Announcer Cell Address Type:\J
Cell or G oup Menber Routing Method: Restricted Fl ooding or G oup Fl oodi ng
Message Type: 5 Message Content: noneléssign G oup Li stener Function:
- Assign the destination Cell to be a listener in the destinated group.
Sour ce: GepunpARGOBBERMEMest i nati on: Cel | Address Type: .Cel| or G oup
“Menber Routing MePRaoketREermat: ed FI oodi ng or - Group Fl oodi ng I\/bssage Type

6 Preamble, 18 bits
Flag, 4 bits
System ID, 32 bits
Group Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 blt
Rev Seq, 1 bit . ' : o o
Xmt Seq, 1 bits 5 . - ot
Unused, 1 bit . : ' :
Command, 4 bits
Network Control
Routing Type, 4 bits = 4 (Group Floodmg)
Source Member Number, 8 bits _ : :
Destination Member Number, 8 blts. (0 = broadcast)
Message, 16 to 512 bits : o |
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 blts
CRC, 16 bits :
Flag, 4 bits | | o o .



Message Content: G oup Nunmber, Menber Nunber Deassign G oup Listener
Function: Deassign the destination Cell fromserving as a listener in the
desi gnat ed group. Source: G ouping Device Destination: Listener Cell
Address Type: Cell or G oup Menber Routing Method: Restricted Fl ooding or
GrQup Fl oodi ng Message Type: 7 Message Content: none Assign Group Repeater
Function: Assign the destination Cell_q46_ be a repeater in the designated
group. Source: G ouping Device Destination:: Cell Address Type: Cell or .
Group Menmber Routing Method: Restricted Flooding or Group Floodi ng Message
Type: 8 MesdGrpupCAnnouncemmnenp Nunber, Menber Number Deassign G oup
Repeat er Functi on: Dealaablggt tPFormigst i nation Cell fromserving as a repeater

in the desi qsﬁggg ? pR_Ur ce: G ouping Device Destination: G oup :
Repeater Cel ype: Cell or G oup Menber Routing Method: Restrict ed
Fl oodi n.g or steFr)n l gbngts
' Group Address. 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bns
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 blt
Rcv Seq, 1 bit
A, Xmt Seq, 1 bits
' Unused, 1 bit
Command, 4 bits
Network Control :
Routing . Type, 4 bits = 4 (Group Floodmg)
Source Member Number, 8 bits
Destination Member Number, 8 bits, (0 = broadcast)
Message, 16 to 512 bits '
Message Type, 8 bits '
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
‘Flag, 4 bits .



-155- Message Type: 9 Message Content: none Assign Repeater Function:

Assign a Cell to act as a repeater. Used to assign Cells that are not
‘normally allowed to be a repeater, i.e. a Cell with one ‘transceiver on a
nonr adi at ed medi um Source: Control devi GH.. Destination: Cell Address Type:
Cel| Routing Method: - Fully Addr essed, d)en Fl oodi ng, Restricted Floodi ng\/.
Message T? 0@ 10 Message Content: none Shutup Function: Broadcast nessage
telling all Cells tPagkep Fommatitting until conmanded to resune. Source:
Control [Praamblestie ditgon: Cel I s Address Type: Broadcast or Cell Routing

Met hod: gFl oodi ng or - Open Fl oodi ng I\/Essage Type ‘11 Message
Cont ent : a:%rgieﬁ?rbzygﬁg I nput . :

Broadcast Address, 48 bits = All Zeros

Contention Timer, 10 bits

- Contention Timer Checksum, 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link Control .

Retransmit Flag, 1 bit

Rcv Seq, 1 bit

Xmt Seq, 1 bits _ : '
Unused, 1 bit | | . -
Command, 4 bits ' |

Network Control “ A
- Routing Type, 4 bits = 3 (Restricted Flooding) - |
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 49 to 769 bits
Message Type, 8 bits
Message Contents, 48 to 768 bits (Route Llst) o
Encryption Check, 16 bits : :
CRC, 16 bits
Flag, 4 bits



Function: Command a Cell| to report its input. Source: Cell or Control

Devi ce Destination:  Cell Address Type: Any Routing Method: Any Message
Type: 12 Message Content: |nput nunmber (byte). Report your CQutput Function:
Command a Cell to-report its output. Source: Control Device or Cell -
Dest/i nati on: OeII Address Type: Any Routing Method: Any Message Type: 13
Message Con O.It put nunber (byte)-15Dewnl oad -156- Function: Downl oad

data or code ource g oi: %é&ce Destination: Cell Address Type: Any
Rout i ng I\/Etho AQP/ N% %’% : ' ' : - '
Preamble, L
Flag, 4 bits ' '
System 1D, 32 bits
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
. Randomizer, 8 bits
‘ Link Control |
Retransmit Flag, 1 bit
Rcv Seq, 1 bit
: Xmt Seq, 1 bits
~ " Unused, 1 bit
L ‘Command, 4 bits
' Network Control
Routing Type, 4 bits = 3 (Restricted Floodmg)
Destination Cell Address, 48 bits
Source Cell Address, 48 blts
Message Field,
Message Type 8 bits
Message contents, Route List
- Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits.



Message Content: Address, |ength, code Set communci ation paraneter

Function: Set a Conmunication Parameter in the Cell Source: Control Device
Destination : Cell Address Type: Any Routing Method: Any. Message Type: 15
Message Content: Paraneter nunber val ue Announcenent Function: Announce
Sensor Data Source: G oup Announcer Desti nati on: G oup - Address TypeV
Group, Broadcast Routing Method: G oup Flooding Message Type: 16 Message
Content: O - 255 (one byte) -157- ARRENDI X C APPLI CATI ONS CATEGORY
SUBCATEQRfd4adcast Command APPLI CATI ON Gener al Sensi ng

"Functi ons Usage Packemﬂth}at i on Functi ons

' Preamble, 16 tits :
Flag, 4 bits :
System 1D, 32 bits
Broadcast Address, 48 bits = All Zeros
‘Contention Timer, 10 bits -
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit

Rcv Segq, 1 bit - o | R
Xmt Seq, 1 bits _ - - I _ u
Unused, 1 bit o : o :

Command, 4 bits

Network Control

Routing Type, 4 bits = 3 (Flestncted Floodmg)
. or 2 (Open Flooding)

Source Address, 48 bits

Message, 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 5§11 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits

Broadcast Command
Reply Format: o e
NOREPLY o N



Control Functions Agriculture Crop Managenent Crop .
Sensor/ Comm Irrigation Crl/Comm Land Level er Sensor Comm Pest Sensor/Conm
(with call ID ldentifying animls) Livestock

Det ect or / Tracker Feed Sense/ d rl/Conm M | ker Sense/ Ctr |/ Comm Wi ght

Seqsor/ Conm Her der Signal Device Commercial . Banking -

ATM Card El ectronic Money Commercial - . -153- Cash Regi ster
Sense/ Ctr/ Comm El evator Sense/ Ctrl/Comm Sl ot Machi ne Sense/Ctrl/ Conm

Vendi ng Machi ne Sense/ Ctrl/ Conm Conmercial M sc Di aper

Sensor/ Comm Pager CtrI/Conm Prot ens ?ég 1.D. Watch Ctrl/
Construction : @gggﬁ gsor%osggqi%ﬁ ensor/ Conm Ener gy
Managemnent - Sensor ‘Sense/ Comm Ther nmostat C r1/-Comm Ui | | ty
Sensor/ Comm

- Probe
: Functnon Determine the best route from the announcer to the hstener
Source: Group Announcer
Address Type: Cell
Routing Method: Restricted Floodmg
Message Type: 2 (Number for 8 bit field) .

v o Message Content: Address Count (1 byte), (number of
- : cell IDs in probe packet - this is the number of cells
U rebroadcasted packet)

Address List

Probe Result

Function: report the address list in the first probe packet recewed by
the destination Cell.

Source: Cell previously addressed by a. Probe message
' Address Type: Cell
Routing Method: Restricted Floodmg
Message Type: 3
Message Content: Address Count (1 byte) Address L|st

Ass1gn Group Announcer

: -~ Function: Assign the destination Cell to be an announcer in the

. ~ designated group.
Source: Grouping Device -

- Destination: Cell _

~ Address Type: Cell or Group Member
Routing Method: Restricted Floodmg or Group Floodmg
Message Type: 4

- Message Content: Grodp Number, Member Number

Deass|gn Group Announcer

Function: Deassign the destination Cell from servmg as an announcer in
the designated group.

Source: Grouping Device



“Vent Ctrl/Comm Security : | Lock Sense/Ctrl/ Comm Smart

Keys (Serial #) Conmunication Commnl cations Cabl e

El i mi nati on Channel Ctrl/ Comm Networ k Confi guration Ctrl/CommCall to-

Anyt hing Bridge Phone ID. (Cell 1.D.) Phone to Call Bridge - 158-
Telemetry Ctrl/Comm Wring Elimnation Conputer L
Sl ow Data Network Network ' Arch.|1t5g;.cture Artificial
I ntelligence Confégurat i,on cpay cPr otection - ~ - “Parallel

Processi ng Nodes [PRstination; nnoun r Cabl e Elimnation.

Keyboar d Sense/ CohiddrasssTypen Ealiconfiroupi Mgrabemni nati on Devel op. System .

Enul ator Devi ce (RostingrMethddpHestricted Fiooding or Group FloodingSensor
Sense/ Comm . Message Type: 5.

Message Content: none

- Assign Group Listener

‘Function: Assign the destmatnon Cell to be a Ilstener in the destmated
- group. _
Source: Grouping Devxce | :
Destination: Cell - . =
Address Type: Cell or Group Member '

_ Routing Method: Restricted Flooding or Group Ftoodmg
Message Type: 6 '

Message Content: Group Number, Member Number o/

Deassign Group Ltstener

Function: Deassign the destination Cell from servmg as a hstener in the
-desrgnated group..

Source: Grouping Device
Destination: Listener Cell -~ .
" Address Type: Cell or Group Member

Routing Method: Restricted Flooding or Group Floodlng
Message Type: 7

Message Content: none

Asslgn Group Repeater '
Function: Assign the destmatron Cell to be a repeater in the desrgnated
group. . _
Source: Grouping Dewce o o ' \_J
Destination: Cell : o _.
Address Type: Cell or Group Member : '
Routing Method: Restricted . Floodmg or Group Flooding
- Message Type: 8
. Message Content: Group Number, Member Number

Deassign Group Repeater . ) -
Function: Deassign the destination Cell from servmg as a repeater in
the designated group. .
- Source: Grouping Dewce
Destination: Group Repeater Cell
- Address Type: Cell or Group Member
Routmg Method: Restricted Flooding or Group Floodmg



Swi tch Sense/ Ct-rl / Comm Consurrer M sc " Detector/Tracker
(Electronic Serial # ) Low Battery Det ect-or Smart Lottery Ti cket

Ent ert ai nnment : ‘Amusenent Park Ctrl'r Arcade Gane Ctrl'
Cabl e TV Access CtrI r Cabl e.'*TV Sanple Ctrl' r CD Pllayer, Ctrl'r Special
Effects Ctrl' r - Stereo ctrl'r TV Ctrl_&s'_CR Ctrl'r Hone | nprovenent
Central Cock Sys Curtain Crl/Comm Dooi™ Sense/ Conm Gar age Door Ctrl'

| nt er com Message Type: 9 .- IntercomCrl r Pool Ctrl'r

Sense/ Ctr |/ Comm Snoke/MessageCoitent:\Marsepw Sense/ Ctrl/ Comm Pet s
Det ctor/Tracker (Electronic Serial # ) Pet. Crl/Trainer- Education

Educati on, '\Aéﬁgn Repeater ) | nteractive Book Sense/ Cirl/Comm Test .

Sense/ Conm Function: Assign a Cell to act as a repeater. Used to assign Cells that
are not normally allowed to be a repeater i.e. a Cell wrth one
transceiver on a nonradiated medium. - :

Source: Control device
Destination: Cell
Address Type: Cell
Routing Method: Fully Addressed, Open Floodmg, Restrrcted Floodmg
-~ Message Type: 10
Message Content: none

C

Shutup ' '
N2 Function: Broadcast message telling all Cells to stop transmrttmg until
S commanded to resume.
: Source: Control Device
Destination: Cells
Address Type: Broadcast or Cell
Routing Method: Restricted Floodmg or Open Floodlng
‘Message Type: 11
Message Content: none

Report your Input ' ‘
Function: Command a Cell to report 1ts input.
Source: Cell or Control Device
Destination: Cell
Address Type: Any

v Routing Method: Any

U, - ) Message Type: 12
Message Content: Input number (byte).

Report your Output
Function: Command a Cell to report its output.
Source: Control Device or Cell
Destination: Cell '
Address Type: Any
- Routing Method: Any
Message Type: 13 )
Message Content: Output number (byte)

Download



Engi neering Data Acquisition DAC/ ADC | nst runent ati on
DAC/ ADC Switch Sense/Ctrl/ Comm Hone El ectri cal

Light Cirl/Comm Receptile Sense/ Conml Ctrl -159- Switch-Sense/ Ctrl/Comm

Al'l fornms of sensing All forms of control Energy Managenent
Sensor Sense/ Conm Thernostat Ctrl/Comm Utility Sensor/ Comm Vent Ctrl/ Comm’
Home | nprovenent Central Cock Sys Curtain CtrI/Comn Door
Sense/ Comm Garage Door Ctrl'r IntercomlintercomCrl r Pool Crl' :
Sense/ Ct r |/ Comm Snoke/ Fi re Det ect or W ndehb6Sense/ ¢t rI / Comm Secur i ty
Lock Sense/ Ctrl/ ConFunction: Download data or code -

Source: Control Device

. Destination: Cell

Address Type: Any .

Routing Method: Any - .

Message Typs: 14 - - -~ - - -

Message Content Address. length oode _

- Set communcratron parameter '
Function: Set a Communrcatron Parameter |n the Cell
- Source: Control Device - :

Destination: Cell - o .

Address Type Any , o
~ Routing Method: Any . ... ol o N
Message Type: 15 ' R : |
- Message Content: Parameter number -value -

Announcement e
Function: Announce Sensor Data
Source: Group Announcer
Destination: Group _ :
Address Type: Group, Broadcast
Routing Method: Group Floodlng
Message Type: 16 .

Message Content: O - 255 (one byte)

”



Smart Keys (Serlal #) Vibration/Mtion Sense/ Conm wi ndow Sense/ Ctrl/ Comm

Sprinkler Sys _ Timer Ctrl/Comm Val ve Ctrl/ Conm Wt ness
Sense/Ctrl Industrial  Ener gy Managenent Sensor Sense/ Comm
Thernmostat Ctrl/Comm Utility Sensor/ Conm Vent Ctri I/Oom‘n | ndustri al
Eqiipnent ' - Ol Drill Sensor/Crl/Comm Power Load Sense/Ctrl/Comm
Uility Sensor/Comm Security Lock Sense/Ctrl/ Comm
Smart Keys (Serial #) Vibration/Mtion S'e1r?ge/ Comm W ndow Sense/ Ctrl/ Comm -
Security, Industrial Copy Pr ARPENDUN €Det ect or/ Tracker

(El ectronic Serial ) Personnel Badge | D.ARRLJEATIONS Security, Law
Copy Protection|I.D. Card (Serial # ) @Qn |.D. Passport (Serial #)

Shoplifter Detector Mnufacturing . c M .
Artificial | nt@ﬂ'ﬁ@@ﬂte SUBCATEGORY APPLICATION
: General . Sansing .Functions ‘

Usage Communication Functlons
_ ' Control Functions

o Agriculture Crop Management " Crop Sensor/Comm lrrigation
' . S CtrvComm Land Lsvelsr Ssnsor Comm-
Pest Sensor/Comm (with cell 1Ds

" ) " _ | . .ldontlfylng animals)
' _ Livestock : Detector/Tracker
W . ' - ' ' : - Fnd SQnulchCGmm
) ' Mitker Sanse/Cirl/Comm
o/

Waeight Sensor/Comm
_ , Herder Signal Devics
Commercial Banking, . : . ATM Card
; ' Electronic Money
~ Commaercial _ Cash Register Sense/Ctri/Comm .
' Elsvator Sense/Ctri/Comm
- Slot Machine Sense/Ctri/Comm
Vending Machine Sense/Ctrl/Comm
 Commerclal,Misc - Diaper Sensor/Comm
) ' ' Lo Pager Ctri/Comm
Protechnics, Sensor Ctri
o Stamp LD.
o _ . . Watech CtrV/

L o Construction | | ' Decay Sensor/Comm
, Post Sensor/Comm

- Energy Management : Sensor Sense/Comm
: Thermostat Ctri/Comm
Utillity Sensot/Comm
Vent Ctrl/Comm

Securlty ‘ _ Lock Senss/Cirl/Comm

118 Smart Keys (Serial #)
=Y -
Communication Communications Cabile Eliminatlon

Channel Ctr/Comm

Network Configuration cullt:emm
Csll to Anything Bridge

Phone "L.D. (Csll LD.)

Phone to Cell Bridge



Wring Elimnation -160- Production Cirl
Detector/ Tracker (Electronic Serial #) Inventory. Sense/ Comm Process Crl

Li ne Bal ance Producti on Aut onmmation Production Fl.ow Sense
Robot i cs : : Det ector/ Tracker (El ectronic Serial #)
Robot Sense/ Ctrl/ Comm |VEdI cal Medi cal, M sc

Bl o- Feedback Bl oni ¢cs Handi capped | nterfaces Heart Pacer Inplants Medical
Al ert Sense/ Comm Medicine Alert SengsgConm Patient Mnitoring Personal
Di spenser Ctrl/Comm Personal Monitors Prost t}ﬁu“g;; Jl}ct ary -

Mlttary, Msc : Copy Pr-ot-ection .uS? e/ Comm

Det ectoréTracker (Electronic Serial #) Personnel Badge | .
Slow Data Network
Nomork - Arehmctuu - Artiticlal - Inteliigence
' . Configuration Ctrl
Copy - Protsction o
. Parallel Processing Nodes

Peripheral . ~ Cable Eliminstion

Keyboard Sense/Comm

Mouse Sense/Comm
o - Wiring Elimination
Dsvslop. System Emumot Dovlco

Consumer Applisnces 7 Sensor SanIcomm
T : Swltch SQnuIcuIIComm

Consumer, Misc - D .Do.thtorrrnckor {Electronic Serial #)

; = - - Low- Battery Datoctor
. _Smln [Lottery Ticket .

Entertalnment S Amuumont Park Ctrl'r

Lo Arcade Gaie Ctri'r -
. . ~Cable TV Accass Ctri'r
~ Cabls TV Sample Ctri'r
- CD Player. Ctri'e
Speclal Efiects Ctri'r

-  Sterso Ctri'r
TV ctri'r
VCR Ctri'r

_Homs Improvement " Central Clock Sys
- : . Curtain Ctr/Comm- .-
- Door Sense/Comm

Garages Door Ctri'r: ..+
Intercom

Intercom Ctri'r

Poel cm'r SanICtrIIComm

" Smoke/Fire Datector
.Window s.uulctrllcomm

Pets - © Detector/Tracker (Elcctrcnlc Serlal #)
| 7 pet cmlTnlmr "
Education  Education, Misc _ 'Inunetlvo Book s.nulcullt':omm

Tesat s.nuIComm

Engineering Data Acquisition | mcu,nc
Instrumentation DACI_ADC _
: _ Switch Sense/Ctti/Comm
Home . Electrical | Light Ctr/Comm

Recepticle Sense/Comm/Ctrl

a

LA



Redundant Comm SDI Sense/ Ctrl/ Conm Sonna Buoy Sense/ Conm Spyi ng

Sense/ Ctrl/ Conm Position Sense/ Ctrl/ Conm System Di agnostics Sense/ Conm War
Game Moni tor/ Si m Weapon' Sense/ Ctrl/ Comm Security

Lock Sense/Ctrl/Comm Snart Keys (Seri al #) Vi bration/ Motion Sense/ Comm
Wdow Sense/ Ctrl/ Comm Scientific -159~

Weat her/ Eart hquake/ etc. sensor Transportation c
Cener al sensing General communication General cont i h,{mr%zj & ﬂeakl ng
Sys Conplex Cable Elimnmination: ‘“Gauge Ctrl In Dash I\/hp/ﬁmnatlmnﬂmst rument

Panel Qrl License Plate Emrgy&mnargnonmla‘l'nght art/ COQ“.‘..« Sense/Comm

Thermostat Ciri/Comm.
Utllity Sensor/Comm
Vent cmlt:omm

Home Improvement Central Cloek Sys
: Curtain Ctri/Comm
Door Sense/Comm

: : : : .. Garage Door cm'
- . o ' " intercom
Intercom Citri's
Poot Ctrl'r Sense/Cirl/Comm

Smoke/Fire Detsctar
Window Sense/CitVComm

\/ . securlty = | Lock - Sense/Ctri/Comm
| W o : o _ Smart Keys (Serlal #)

Vibration/Motion Sense/Comm
window Sense/Cirl/Comm

- Sptinkisr Sys ~Timer Ctrl/Comm
: : . Valve Ctr/Comm
Wetnassa Sense/Ctr!

industrial Energy Managemsnt ' Sensor Sense/Comm
. IR Thermostat Ctri/Comm
Utliity Sensor/Comm
Vent Ciri/Comm

ln'dustﬂul Equipment Ol Drili Senscer/Ctr/Comm
B - " Powsr Load Sense/Ctri/Comm
“ o - .  Utility Sensor/Comm
| Sscurlty ' - ' Lock Sense/Ciri/Comm
' Smart Keys (Serial #)

Vibration/Motion Sense/Comm
Window Sense/Ctrl/Comm

Securlty , Industrial | Copy Protection
Dotoctom‘nckor (Eloctronlc Serlal #)

Personne! Badge 1L.D.

Law Security, Law: ' Copy Protection
. : : 1.D. Card (Serial #)
' : o Gun LD,
: ’ - o Passport (Serlsl #)
Shapilfier Datector

Manufacturing CiM Artlificial intelligence
L ' ' " Wiring Elimination



e 2 e e e

-161- Regul ator Sense/ Comm Smart Keys (Serial #) Switch Sense/Ctrl/Comm
System Di agnostics Sense/ Comm Wring Elimnation Avionics

Anti-1ock Breaking Sys Conplex Cable Elinination Gauge Ctri |nstrunent
Panal Crl Light Crl/Conm Regul ator Sense/ Conm Sensor Sense/Conm Switch
Sense/ Ctrl/ Comm Syst em Di snostics Sense/ Conm Wring Elinination

Transportation, .M sc. Emer gency Locator (ELT) Sense/ Conm Traffic
Mbnitor/ Ctrl Traffic ‘Si gnal . Sense/ Ctr | /€k6Am Tpy/ Hobby/ Spo - Gane
3.0 "Chip-Wts" Sense/Ctrl/Comm Bi ngo Card Sense/ Conm Gane sense
/Ctrl/Comm Hobby Predustion Ctrl Ressetardraskae dEestroniooisiabdbby
Kit Sense/Ctri/Conm Magic Equi prent Sense/ Clypddntddy s sdictiit © Train
Crl/Comm . Process Ctrl Line Baiance -
' Production Automation Production Fiow/Sensse.
Robotics o Dotat_:torﬂ’uekn (Elsctronic Serlal #)
' ‘Robot Sense/Ctrl/Comm
Medical | ‘Medical, Misc Blo-Fesdback
: S : Blonics

Handicapped Interfaces
Heart  Pacer

impiants -
Medical Alert Ssnse/Comm

Medicine Alert Sense/Comm -0
Patient Monitaring WA
Psrsonal Dispensar Ctri/Comm '
Psrsonal Monitors

Prosthetics

Mitltary - ~ Milltary, Misc ' copy Protsction : _
_ Damage Ctrl SonuIComm
DouctorlTnckcr (Electronic SCflll #)

Psrsonnel Badgo 1.D.
Redundant. Comm

SDl Sense/Ctri/Comm
Sonna Buoy Senses/Comm
Spying Sense/Ctri/Comm -
Pclm'on SQnulcmlt:omm

System Dlagnostics Sense/Comm
War Game Monitor/Sim
Weapon Sense/Ctri/Comm
: Sochtlty_ Lock Sense/Ctri/Comm
' Smart Keys (Serial #)

Vibration/Motion Ssnas/Comm
Window Senss/Ctr/Comm

Sclentiflec = ’ ' ' - Waeather/Earthquakse/ete. sensor

Transportation = Automotive General uns_lng'
: General communication

General controi -

Antf-lock Bresking Sys

Complex Cable Elimination ' -
Gauge Ctrl

in Dash Map/lLocator

Instrument Panet Ctri

License Piate 1.D. & Comm

Light Ctri/Comm

©



Renote Cirl Sense/ Ctrl/ Comm Sport Energency
Locator (ELT) Sense/Comn Trap Li ne Sensor Sport Accessory Sense/Ctrl/Comm
Toy - § Lego-Bot Sense/ Ctrl/ Comm Medi a | nt eract ive
Toy Sense/CtrI/ConnlAnlnated Toy Sense/ Ctrl/Conmm -162 - CLAIMS 1.

A'cell for use in a network conprising: a processing neans having nultlple
processors for preparing nessages for br oadédst over said net work and for
interpreting nessages recei:ved from: said netgﬁﬂ'k“" Senpe °g;f!)cessi ng
means for executing a compufér program by at |east™oK&¥&fSeUal ® processors
for carrying out at |east one of the functions ofSwiRRSBase/CtADEMMI Cat i Ng
or controlling in said network including storad@stsme Bingnostins SeriseiComn a
uhi que identificatian nunber; an input and output i&ing (EllgHnatiep; ng a
plurality of subsecti onsA\ﬂqnlcacoupI i ng nessages h@iuBéan sFékfhgPEpFEessi ng

means and said network; and providing at |east one of the functions of
sensi ng Complex Cable Elimination

A ' : GpugcClrl

- . . o . . Instrument Pans! Ctrl
. - : nght czrllCamm

- - ' - _ K Regulator ScnuIComm
' Sensor Sense/Comm
o _ . ) . Switch Sense/Ctri/Comm.
s : _ System Diagnostics SonaoIComm
o . o . * Wirlng Elimination
\_ " Transportation, Misc Emergency Locator (ELT) -Sonulc;imm
Trattic Moniter/Ctri
_ Traftle Signal- Sense/Ctrl/Comm
Tp'ylHobbylSpo Game . 3-D "Chip-Wita” Ssnse/Cirl/Comm '

Bingo Card Senss/Comm
Gams sense/Ctiri/Comm

quhy. _ " Camera Sense/Cirl/Comm
Hobby KIt Sense/Ctri/Comm
' Magic Equipment Sense/Ctri/Comm _

Minlature Train Ctri/Comm -
Remote Ctri Sonnlcmlt:omm

- ~ Sport _ . Emergency Locator (ELT) Sense/Comm
- _ : _ _ _ Teap Line Sensor
\ R . ~ Sport Accessory Sense/ClrliComm
Toy ' o R Logo-!ot Sense/CtrliComm

Media lhtonetlvo Toy ISonsu_ICtrIIComm
" Animated Toy Sense/Cirl/Comm



and controlling; said processi ng means interfacing wth sai d
i nput / out put section such said processing neans receives oy transnts
- nmessages W thout interrupting the execution of Said progrant said

- input/output section including a term nal c age
-means for enabling broadcasting of saidhgstque i "lﬂ '"ilﬂﬁ}!ﬁ mIF‘o
whereby a cell for use in a network is realized wwc prowi des

execution of said program w thout | QEBEMSpt i ons whil e recei ving or

id A || def db
L el s dl Eait | £o2 s ' 18 dienfonk cRPELRREE ot o a6 an

integrated circuity procé83ind means haVle@ehulﬂfbléerxbycé‘éﬁof& 2 for
wherein said nenory |ncludes a programmabl e nmenory. : The cel

defi ne@f@panmmmessngswhéml rbreadcast | avemnt sandatmohwmkrbeand sfox 48
bit - binar ned _b r.ej n
said i ﬁ[ﬂﬁye/ n%ecf“F&ﬁagﬁél ud%%c%ﬁ"%ﬂal ?&% dFa)r(f‘a eo%]\'/%lr'lfér % %

dlglta|rH%e§Biquﬂ@@ﬂ@rfﬁr dkecuting’ aThamﬁﬁt5rd%Edy¥$ﬂnbﬁ|atﬁuéist
wherein said ce .

one of said processors for- carrying out. at‘ least- orie:.of the

functlons of sens1ng, ‘communicating or,-controlllng .in said

network 1nclud1ng storage means  for storing . a . unique

1dent1flcatlon number,

. A
s

an 1nput and output sectlon havxng a plurallty of LJV
subsections for: N o ’

coupllng messages between said processing means and
saiad network; and e S e ST

prov1d1ng at least . one.. aof the functlons of sensing
and controll1ng,- e e e

| said-  processing means __interfaoing | uith said

input/output section such said prooessing means receives or
transmits messageskhithout interrupting the execution of said
program; -

said input/output -section: :including . a- terminal
coupled to said Storage means for enakling broadcasting of said
unique 1dent1ficat10n number; |

whereby a cell for use 1n a network 1s reallzed
whlch prov1des _for , exeoutlon of said program =@ without
1nterrupt10ns while recexvxng or’ transmltting messages with

said network.

2. The cell defined by claim 1 wherein said cell is

fabricated on a single substrate as an integrated circuit.

"



fabricated on a single substrate as an integrated C|rCU|F_“"““*-——~—~JlmL&*
cell defined by claim 6 wherein said cell includes s fo
storing a unique cell identification nunber. 8. ' m@,m m

by claim 7 wherein said cell identification nunber is a 48¢
- nLL[ﬂD?I’. | _ | _ . Z163-
3. The cell defined by claim 2, wherein said memory

inC1udes'a programmable memory.

4. . The cell defined by claims 1 or 3 wherein said cell

identification number is a 48 bit binary number.

- 5. The cell defined by. claim 1 'wherein- said
input/output section includes an analog-to—dlgltal converter

and a digital—to-analog converter.

6. _ The cell defined by claim 5 wherein sa.ic_i cell is
fabricated on a single substrate as an integrateq”circuit.

7. The cell “defined by clalm 6 whereln said cell
includes storage means for storing a unlque cell 1dent1fication

number.

8. The cell defined by claim 7 wherein said cell

identification number is a 48 bit binary number.




