SPECI FI CATION  TI TLE OF | NVENTI ON METHOD AND APPARATUS
FOR CRYPTOGRAPHI CALLY PROCESSI NG DATA FIELD OF THE

I NVENTI ON [ 0001] The present invention relates to
cryptography and cryptographi c systens. More
particularly, the present invention relates to a

met hod and apparatus for cryptographically processing
data including a pluralit f segnents.
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[0003] Many companies employ a symmetric cryptosystem for their secure
communications, using a predetermined encryption algorithm with the fixed secret-key
such as the triple DES or AES. Due to the continuous evolution of cc}mputer—based
technology, security methods that have seemed unbreakable are becoming inadequate,
for example, the 56-bit key size of DES is no longer considered secure against brute
force aftacks. Using the same encryption algorithm and the same secret-key for

communication over long time may increase the risk of brute force attacks on the



conmuni cation over long tinme may increase the risk of
brute force attacks on the 1 cryptosystem However,
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encryption information including an encryption algorithm, an encryption key, and

optionally an gncryption parameter.

[0006]  Inaccordance with one aspect of the present invention, a method for
encrypting data includes (a) receiving a plurality of data segments, (bl) selecting, for '\
each packet, a first set of encryption information based on data contained in a fizst
predetermined portion of the data segment, (b2) selecting, for each packet, a second set
of encryption information based on data contained in a second predetermined portion of

the daia segment, {c1) encrypting the second predetermined portion of each data segment



predeterm ned portion of the data segnent, (b2)

sel ecting, for each packet, a second set of
encryption infornmation based on data contained in a
second predeterm ned portion of the data segnent, (c
) encrypting the second predeterm ned portion of each
data segnent 2 using the first set of encryption

i nformati on selected for the data segnent,
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selected for the encrypted data segment.

[0008]  In accordance with one aspect of the invention, an apparatus for

cryptographically processing data includes (a) means for receiving a plurality of data

segments, (b) means for selecting, for each data segment, 2 set of encryption information



on the decrypted data of the second predeterm ned
portion, (c2) decrypting the remaining portion of
each encrypted data segnent using the second set of
encryption information selected for the encrypted
data segnent. [0008) In accordance with one aspect of
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[0012] = Inaccordance with one aspect of the invention, the apparatus may further
include means for encrypting the second predetermined portion using the first set of
encryption information, and means for encrypting the remaini’ng portion of thg data
segment using the second set of encryption information.

10013} In accordance with one aspect of the invention, the apparatus may further
include means for generating an encrypted data segment for each of the original data

segments, the encrypted data segment having a first predetermined portion, a second



[0012] In accordance with one aspect of the invention,
the apparatus may further include neans for
encrypting the second predeterm ned portion using the
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[0016]  Inaccordance with ane aspect of the invention, the means for selecting the
first encryption infonmation may include means for generating a first value from the
original data contained in the first predetermined portion of the encrypted data segment”
The means for generating the first value may include means for hashing the data

contained in the first predetermined portion using a first hash key.



each encrypted data segnent using the second set of
encryption information selected for the encrypted
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encryption information may include nmeans for
generating a first value fromthe original data
contained in the first predeternined portion of the
061101 y plneutcdtdines widyprsenect of Hie iYaivs, teaps GEEPEIAHY t he

seg%rﬁits o Iﬁfga atio f‘i:tlzcd?l e g5 foP fenB@BHY NBcdnl Q2 Fidm

n t e |rst predetermned portion using a

tht decsyptivadstn ddy.se@nd podermingd prriaraf discaciittdriagriesmeect

f th .
e

dayestahatebong recdsienomd peglonasifig vigrondfashderr ypt ed dat a of
the second predeterm ned portion of the encrypted data
segnent. The neans for generating the second val ue

[em i ninlaochedameawith dnopsphetohibn irventiendbesrpraesfor desryptise

A8 S.%ag@gﬂea{iﬁg%&ﬁ TR bf Qlriieh o %gﬁl@ﬁt@r&gcﬁmﬁb

éﬁd“ n accor one aspect of
erictyp@ tlite megntehie haydee raedetprrhiped reationy (i magps ffaéﬁlacqnﬂcﬁ% des

ea %%‘ﬁ@ﬁ’ ﬁsdafa%cgﬁr{egg gL bf‘&wﬁ'g@éntmﬂlﬂ\&n}én Bise@BEdNDiRthitatR

rypted data segnents having
thaptﬁde&d'ami’@ﬂ mrmemofptbfr evicomted (1) sagmanfsarrlde) AN devEPtRH

e&el?'?ncpﬁgéﬁ [N BSEH Rl FELRE DS tion FnrSlati6 se?e@féﬁ YRthedhorypted

tion based oﬁ data’contained in
daprsegietndr mi ned portion of the encrypted data segnent,
and (c) neans for decrypting each encrypted dat a
segnent using the encryption infornation g s ct.ed for

00198 erlupyprdatre Yittone segehhe iveriPe)thg Meals LB sEETEE ™t h
mcg{l]é% IQE%H%} g&l@raﬁﬂﬁ fdr @é/c%%ér%ed ddiescplans Jatk ol &€d | ng

i ncl ude neans {&eneratln for each encr Pted

codainad @é@qﬁ?ﬁﬂeﬁam%l’%%‘mf Bt ey BT S eeaT Rt A
sef%Et SLr PN 1iBR lrd @Bt asdobRte@ REh iR R tlergiad false greeetof
nmeans for selecting a set of encr%ggg gF d
e PRI TEHIOR VS BEP S FR PRSP R gR S 1é™t he
opﬁgﬁallﬁ;’fm e1RAGEMP Dbt nﬁ'ﬁl{xﬂ&b}s an gbrl’t&dnhgh ﬂﬂuﬁﬁaﬁhﬂ]’uﬁpt ion
[gorithm _an encrypti.o fFé tiona ﬁs%q(e
oy BNOH S8 HE RS 1 s PRRUSAE PSR BE P BV al ue
may include neans for hashing the data contained in
t he predetermn ne ortion.usin 020] In
(08bor GRHCUHLE I B AE HEISLOr o CHEn e Bireiels mof e
ind PR featsUsr freldifiglsd iefyption type identifier, an encryption key for the
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[0021]  In accordance with one aspect of the invention, the predetermined portion
may include a first predetermined portion for selecting a first set of encryption
information, and a second predetermined portion for selecting a second set of encryption
information. Each set of encryption information may include an encryption algorithm,

an encryption key, and optionally an encryption parameter.



i ncl ude nmeans for providing an encryption type
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type, and an encryption paraneter associated with a
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[0026) In the drawings:

FIG. 1A is a block diagram schematically iflustrating an encryption part of an
apparatus for encrypting/decrypting data in accordance with one embodiment of the
present invention. |

FIG. 1B is a block diagran schernatically illustrating an decryption part of an
apparatus for encrypting/decrypting data in accordance with one embodiment of the

present invention.
FIG. 2 is a diagram schematically illustrating an exampie of the encryption table



[0026] In the drawings: FIG 1A is a block diagram
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FIG. 10 is a diagram schematically illustrating an exampie of encrypting a data

packet using the method shown in F1G. 9.
FIG. 11 is a process flow diagram schematically illustrating a method for

decrypting encrypted data in accordance with one embodiment of the present invention,
in which the predetermined portion includes a first predetermined portion and a second

predetermined portion.
FIG. 12 is a diagram schematically illustrating an exampla of decrypting a data

packet using the method shown in FIG. 11.
FIG. 13 is a block diagram schematically illustrating a data encryptor/decryptor
in accordance with one embodiment of the present invention.

FIG. 14 is a diagram schematically iliustrating an example of application of the
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[0029]  Inaccordance with one embodiment of the present invention, the
components, process steps, and/or data structures may be implemented using various
types of hardwired devices, field programmable logic devices (FPLDs), including feld
programmable gate arrays {(FPGAS) and complex programmable logic devices (CPLDs),
application specific integrated circuits (ASICs), or the like, may also be used without .

departing from the scope and spirit of the inventive concepts disclosed herein.



devel opnent of any such actual inplenentation,
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the other type of digital data transfer.

{0033]  The controller 16 is adapted to select a set of encryption information for each .
data segment based on data contained in a predetermined portion of the data segment o
be encrypted. For example, the encryption information includes an encryption

algorithm, an encryption key, and an encryplion parameter such as an initial vector. The
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adapted to encrypt each data segnent. The out put
buffer 18 buffers the encrypted data segnments from
the encryption nodule 14, and outputs encrypted data
including a plurality of encrypted data segnents.
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20b, 20c,...), each corresponding to an encryption
algorithmto be selected by the controller 16. The
encryption nodule 14 may further include a data buffer
22 coupled to each of the plurality of encryption
engi nes 20. [00351 In accordance with one enbodi nent
of the present invention, as shown in FIG [|A the
controller 16 includes a data selector 24, an
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paraneter such as an initial vector specifying an
initial encryption state of the encryption engine,
for each entry associated with a val ue generated by
the val ue generator 30. FIG 2 schematically
illustrates an exanple of the encryption table 32. As
shown in FIG 2, each entry of the encryption table
32 has an index corresponding to t ener at ed val ue,
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portion may contain data for a first protocol layer, and the second predetermined portion
may contain data for a second protocol layer which is higher than the first protocol layer
in the protocol hierarchy. The first protocol layer may be the network layer (or the

Internet layer), and the second protocol layer may be the Transport layer.
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of the data segnent to be encrypted (104). The data
segnent is encrypted using the selected set of
encryption information (106). The next data segnent is
processed in the sanme manner until all data segnents
in the input buffer are processed (108). The set of
encryption informati on may include an encryption
algorithm an encryption key, and aoption
ﬁﬁnﬁrprKbmsdamuﬂ@@yﬂmﬁw§S@E§@ﬁwbé@3Qﬁéﬁﬁkﬂgﬁﬁinghﬁm

ﬁ{%gr %ﬁ%rp'étb orh%ﬁ‘ &l %&ne@ §Jf1 tdiB! (115 REdd¥Pid, &fF (Rd @Odrdt h m

e encryptl on para
ﬁhﬁaﬁﬁ@bdfmmonmﬁamsaos@mmméa CPHedia ot e 8

L a whgh th
PSSO 5 b ot UG Th AR B pad O A whch e

fiksfreddtariiax porion &lan &ntgrau Etetars! (1) hreh? atlldu%ﬁ SRR be

enerated from ¢ ’ a rgdahepmkeed -
I LT 8 Sy s s
48NE enbﬁltd Yemoted o a’r&xbmghrtherﬁ&yhe@éf Hethe dCE et % apg, e

gé‘%f@m L8 flrjle?dati-#falge ﬂh§s%%m@£ep§£&ryxﬂ Fipn, inef s H@dﬂgadsus Ry

encr ion tag SH as
ﬂie@@ta@ﬁlﬂ{reym i Somilarbdl@ogh tierdP Geadsy 3%8@&@%@3 eég e
s%g%gxéllﬁ‘{_}%@ag ¥ eléj 9@&? hi%&a@dgﬂﬁm%‘@ﬁq"l@eﬁ Vihe@ bretddBtiguous in

term ned portlonignclu es
(iR d&taﬁas:tkep«ﬂedea@ilmln@dlnﬁ@mﬁw‘mﬁllﬁﬁﬁe ¢ ingapiyegder is by way o

g&eﬁq‘et o 20t ﬂl%%gg@%g L,QY. Ahrafalb %xf&rﬁﬁﬁoﬂﬂﬁ%e&wﬁdbe nd@'baused

the first predete
tpdREivd m(had:ayalc@ 9t Mg pdiépéﬂlﬁ Bﬁfﬁfﬁmﬁﬂi‘“rfé%y ‘??rSS]F C[ﬁ" ﬁeﬁif%tF a
qnd the second predetermned portion nmay contain data
t8% a second protocol |ayer which is higher than the
first protocol layer in the protocol hierarchy. The

({giﬁ{;]St Pfé%lﬁ&ﬁé}x'c LY B Y e e%xalﬁ%nﬁdﬁeaewsmriﬁwehmme awnd he

er ne ayer t he second 0

pfeaaeﬁmam%p qrey B edtas FO0#0] DE Pesten COLAB I FioRY o -

dl ! u]%t LR @SR tha 8T RIuSds 28 efiirde &&Cdﬁ&tpa&ét #mlm‘me

?ﬁg I rst predetern1ned port rnq%

fiRt p:te@mrkmr(ﬁﬁ PYyrtipe i¢a frigpet Pﬁﬁ‘?f"i ﬁ@ %'36 ﬁ& OrEde e1 Fmin t?d

PRSP Fﬁs%‘é‘?im‘é’cf“?’%?i“ B Bt e ol |

thieldnapprkat s AThERRRIE % 6p fhege aﬁidapf’ﬁ%"&‘k%étm%é’%w ﬁ Y
&%Fgeé Ly 8L s ﬁﬁ@gtﬁ B SpesfipDit d medetssmand kil p8bytes from d
ro ocol eader n ;

dporgneng PeteLA T gPEir erin s R P, RESah e aeT

08 dad-gqgpacket  40. It should be noted that although
the I'P header 36, the TCP header 38, and.the
subsequent TCP data field 44 are illustrated

[eRpar atelcYorlidhod @ ork, enfth@iynear « tiegesegivypstipm the data
segments may be sectors in a dala storage device such as a hard disk, CD ROM, DVI)

memory card, of other mass storage device. In this case, the first predetermined portion

is a first selected portion in a sector in a data storage device, and the second
predetermined portion is a second selected portion in the sector. FIG. 7 schematically
illustrates such an example. In FIG. 7, the first predetermined portion is a first selected

portion 56 in a sector 54 in 2 data storage device, and the second predetermined portion
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the data packet 34. Simlarly, although the IP header
36, the UDP header 38, and the subsequent UDP data
field 46 are illustrated separately in FIG 5, they
are contiguous in the data packet 40. In addition,
the information illustrated in each header is by way
of exanple, and not limting in any way. Al of the
information in the header may be used to derive a

1sGhasdm s¥iatieEporiin 58 ¢¥8e, T in thgfseqtorddi FEGH Srralgustic y be
sel ected to geperate Ty daf

e B e b o

SRAEGNEkchpadels! Brsnitrerise tediomat ke weyPef Afdrey by 8 dgesﬁsé&d

or_ UDP header ut . . &3 fkdinamébidyel d.
thye fiest pede AR AR R éﬁ‘lllg;aagrfﬁbsg}s?%a@ gtg?%g% (Ee%an'pl)cla of %ﬁéﬁgqa
s

2RAEK B, A48 thersewhi pladdidreined pergen ipp saseterlfFREROHET
s ab e ket BRE0y hd Dl Ga0eH0AEcom b BiBar Ry

on'1s a selected portion 52 ggzs
nﬁglge JARMhd 2RCYistabutal id te accdtéret dhtHi0 thermeraaay adgagss, 95 512K &¢ 2
48. As, shown in FIG 6, the selected portion 52 may be
sigelgPae¥ and distributed in the data field 50, and
speci fied by a predeterm ned nunber of bytes from the
begi nni of . the dat.a fi AR a6 Abddetince
Wég]a I gﬂ tgrﬁCheﬁ?gcasl?’ﬁlgﬂsa‘éét%oaﬁ?%%rﬁ%y e sel ected. .
JSiQ4d mbatinat of Hapeentintdntion i Writhohf pefttcrprnedpgrtion
_present_ i nvention S8 SRBAL SR b oRRINSAAEREBed
11}CH‘dSSﬂﬁ?’ﬁpﬁg%?%né’gﬁgé%:&égﬁ%ﬁsg% ag a hard di sk, &D ﬁ}]\/l
BN, FIGUEINGEhemasaatly ilostrates e examiiset SRBITAGE 2 GB\GPAECt {41sing
this case, 1he-fd eABLE0M TIBACIRRE bifirg predtBmened
‘#til?eé]t""dgsz‘f”g%f“e Gp%&?‘%rgr%[ei nasector in a ,da%g Stor agh-o
BV O (sualnab anliRhederpand a sproadiatedsiPAmingd PROIE T8 P L %4

second sel e QR dent he sector. FIG 7
headhl Slelc%%tffé&gﬂnﬁqa%trat é:s)such an example. In FIG 7,
the first predetermned portion is a first sel ected

gt | %%ﬁomg%xé@ef& bacBdial: Reghciltie il gy ahe Bt ce,

thé second predeterm ned portiaqn 14 ils 2 @qu?}ﬂ
peakeshied] pofnisohhs SecomBeredasapyret ROTPRETE STYDF B4 *ﬁﬂG
schermntl gl hy, md fblbabsBhASnBAENA TP sacbited bmsedror e
2 e%%?@% the data segnen rrespands. t ta.
datrop@eingdin Mﬁ“@é?d?‘é%‘é?edlﬂﬁ’@ﬂ%ﬁ ?ﬁﬁga‘gggsﬁuﬁseed gg?%, ﬁ%rrlasy

s%gct%ng%;gcggg § SRarkile, AdENiQSShashndue frive He fist
e

A RN R e
e%@%ﬁa&%ﬂi& NEAiBRY bk BhivEluawiR € enpkosied et bbhepotien on 64
i-rlafgrmatieon. Similarly, the second encryption information 79 is selected based on the
data contained in the second predetermined portion 74 (118). This selection 118 may
also include, for example, deriving a bash value from the second predetermined portion
74 and selecting the second encryption information using an encryption table associating
the hash value with a respective set of encryption information. A respective hash key
and a Tespective encryption table may be proyided for each of the selection process 116
and 118. For example, the controller 16 of the encryption/decryption apparatus 10 (FIG.
1) may include a first set of the hash key and the encryption table for the first
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address 60. As shown in FIGS. 7 and 8, the first
and/ or second predeterm ned portion nay be divided
and distributed in the sector or data in the nenory
address, or may be a single portion. (0045] FIG 9
schematically illustrates a nethod for encrypting data
i n accordance wth one enbodi nent of the present
i nvention, in which the predetern1qﬁg gortLon‘_
priedrsdroniteed partion.asd 2 proendeet Hemath K56 ad IBTEISHEH R SRR fn dpe
se%%lga%cﬁe’f‘?n ed,fe&t i on, as described above. FIG 10
i natlca y |IIustrates an exanple of encrypting a
data packet 70 using the method shown in FIG 9,

{0%73 dot eﬂe%, ﬁl@géoﬂ%?éﬁﬁkngﬁcd ﬁ&icﬂd’ﬂ% dotvhteShising the first

rm ned tion such as an_IP header Wgnd a

me@amn@rwmne%mménwﬁ fqr@mﬂzm@a@ fythg gata sepasTt 1045 jo
enc:ﬁ}g%ds(@ng ‘é“e%gcoﬁ@ Ergcbgﬁonqgfomﬁog ab g 28). ethe YomakQRARItiAST6

or each data segnment received (110),

is it ef fhib regpainipg dagein drepia ceEnisat alies hag i Ty anaeeig
pr@gies et Rh gbﬁg% Q&Qrsﬁdw%]n ?{]@ 18 %@ﬁﬂsﬁgec(eﬂeilramé&ﬁdrmn #l so

errin |“r st enc{% ?(ijg %Or I’mtd on
cohBining hebugna datbéaéseaef@rrﬁdt%v PREHET Bd Rt SPTEPrIdiernEe
por%onséé G%Bﬁ eﬁilgp[vﬂggdaﬁcﬁl%b Qerréd td ok LBipher®&t  bETHS &ﬂﬂmmg

ction é i ncl ude, for %xﬁaﬁp
paatiéori 8 wgmaimm@d dpia ¢ wberw tq GEETRie 3R SRREYRY ed

g&% k&?s@daﬁes%ﬁh&%tb%ohlgﬁarfdafa%teg:me(pya{et)on (124). For
tion using an encr%gtlon t abl e associ atteéwgsthe_ _

exiaazsh, & W th 1ath? EepngrydrieTRiBed T BTEPVIS T ERP
%?pfﬁ% 20h Thé 8% rdfmaidifSpos@eand lﬁﬁhﬁdfrygﬁbd g the
|§1§Q tFI%nEhcm s sel ecatiégpp%asig e% c(l]aﬁJ first
engomtiel Ee 2. ERLTE ESRRHYS PSRBT A TR 8‘”{5 P i the firs
prgfi'ege% ned B&rﬁoz?ﬁ%o&ﬁé dneRpibd SatiBigmentl it theidag bufder, 22f 0w sent to
I'e der|V|ng a hash value fromthe second

mpﬁ@ﬂéﬁéﬁ I§ed portion 74 and selecting the second
encryption-information using an encryption table

associating the hash value w spe i
084 r y pﬁed’FPCFﬁ‘f‘F%}rlPrgF?‘@H Liare é’grﬁoer@telg%ﬁ ﬁgs ﬁ&‘ﬁ %&1&(? Rl
ark ERPHE l(m) enekoylibc Mbtell dat ke @mgcubsearp!remwplw pfrmessgwh

cog{q%ﬁege t ?}tglrsgc%g r o5 eﬁ%n 1gﬁowathn?7§ﬁ écg{;eg I‘t}et%}‘e%miﬁa

cofARRd 8l thsedéhd(prddGermidgd preioni7d (‘Id fmdﬁfpadi anighe ;gzgjgteygfda{a Her

hash k and.the e
Bk DS, 0, TR ) A0S %5 OB, gl
34k &M t%ﬁp}tehe&t %IG]EW&&lﬁiﬁg pabe 86 o st éo the dge heffer 22 in this

pr edet er mi ned portion.
order,

10049} The encrypted data segments may be transmitted as an encrypted data streamm
for secure data communication, or may be stored on a data storage device to prevent, for

example, sensitive or protected information from being read by an unauthorized person.

{0050}  FIG. 11 schematically illustrates a method for decrypting encrypted data in

accordance with one embodiment of the present invention, in which the predetermined
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[0047] Then, the second predeterm ned portion 74 is
encrypted using the first encryption information 78
(120), and the remai ning portion of the data segnent
76 is encrypted using the second encryption
information 79 (122). The remaining portion 76 is al
of the remaining data in the data segnent other than
the first and second predeterm ned portions. As shown
pdrfoinEudes, fitsheedeiemsihedymeie et ncprad PEPIETAedpTion. FIG.
cont ai hing..the oriainal - Akt 86 usin
15 ey Tpeh e SaEs PR BRI LRt 8 e
16 ARt Bhavgn 1@ F0G. prveidratht enciyaled daty prcisetB8 dncluglepa first

"ci phertext” nd th (g To PN Yol b o ion 84
PRSI RO BhER Bt ik R A ecchRl s Rfcified pordon 8
(sBACLsyPGItheddd: ar o s pertigpecicatay T8l coF fEsEsAaPHG £

the original data se . (pkdBdermiE® portion
ﬂ@k%‘ﬁ%l“ii%“?"@?%&?lf %gco %&E?@n%?%iﬁ}ég Sseé%g r% or edet er mi ned
aRiGhd teanRinimpoen 86 coyai epbertsitng  t he encryption engi ne
20a, and the remaining portion nmay be encrypted using
the encryption engine 20b, and the respective
[0880" Y pheshosiatiaFia: &1, Corbihradymied it yrempqtregeived (130), the
predet er m ned .port.ion.i & B iLEdr-dat@d-cagnant).
fifsppre Grﬂ‘&’teg PPy ﬂfgs © é()gltr%gwgée}nt t gﬁj&t@lﬁg out put %ufg?e r}
ThSBenclypRd 8hta Thamepts oo be@scitel@s ethnstgied €214 sEFE BéFrhed

until all of the ﬁgﬂ& ' BRE hatiggo(Fi26)2,
CQ“[““‘%‘H%‘%P‘& Oﬁgla%g?rgﬁﬁgﬁ t eglts% %Bg{c?on and _engc].ltr yptJ on
P e essasioa irorme 84 detrdted brshd erhie dath eondalpeg iy the first
encrypti.on_ .in t QN ' g@clrﬁ,ggl@ bat axaistdaabeal a
p""@‘i‘)‘ﬂ‘f‘é‘”ﬁ%&mﬁuﬁn%ﬁé‘%eg%ﬂﬂoﬁ%rﬂé@%tler m negroport isor? 74 is
heneleyitiad map chelube fyleamile Keriveg ahaphyalug Fom fhe Uyt

L edet erm n. Li0RinB 4 dilienGi e itelatibOisiim
plg‘%%%rﬁl ES 8%§?g$%dﬁg%hggrtei cgn ﬂf«g%r? and t ae1 cisp.hertext

efcoyptivh@bleesatiningghefosl Yabis 88 P@PeSEREUO SREHELGAt a
'ngomc I 2 ?S%lcie ANA AT ?red&éﬁﬁﬁed pb%ﬂ A nibehepamyat, ed st a
! gﬁ'ﬁénnt' s 'may be

y b ransmtted as an encrypted data
erstypsiaminfdrmpiionde e sampens dhec gl 2@t B or nay be
stored on a data storage device to prevent, far

exanpl e, sensitive or protected informati.on,fr.o i ng
[0064d bYheanthe ppgmd%ﬁe@gamww 84, E’ﬁgﬁﬁnt‘ﬂlﬁhe Tﬂgr%%t,ﬂ

d&%@a@é&%hg el st khdribBibE BlESifo BB (088). e sedect gpptypiign
encrypted data in accordance tfﬁ ont%negr‘%qgé EE‘SQJ of

infrmapeneidaniclacied 8eied ehihe idFF%?dc‘#mt e'Prédetermned 16

oROLLHARABELHALA46). ThisSblepiondss eayriseticlpds foromaaple. a

secon redet erm ned portjo F . .
deriving a hagh value from the decry%ted data%’ﬁ ancl sce-;lectmg the second encryption

information 89 using an encryption table associating the hash value witha respectivg set
of encryption information. A respective hash key and a Tespeciive encryption table may

be provided for each of the selection process 136 and 138.. T
{0033} Then, the remaining portion 86 of the data scgment is decrypted using the

second encryption information 89 (142). The remaining portion 86 is all of the

remaining data of the data segment other than the first and second predetermined
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12 schematically illustrates an exanple of decrypting
an encrypted data packet 80 using the nethod shown in
FIG 11, where the encrypted data packet 80 includes a
first predeterm ned portion 82 (such as an |IP header)
and a second predeterm ned portion 84 (such as a TCP
header or a selected portion of the data field). As
descri bed above, the first predeterm ned portion 82
U At RSt fbddlefihed fRAtb DY ehmwd gregetentiredipritivadd, and

portion and the re n
th@tepwmgesaﬁmﬂ[%@?ﬁ SRRt f iy &aq%teg‘l“eac ackel)
EYRERG R bAnSs QRN datt Rg:ﬁent &eceDIOY144). HEne pﬁ@q&@@s 130
pre eterm ned port, nd t QD
gt | ehsaPeeSarget L TEame bl o YRt
segnents may be recei ved as an encrypted data stream.
in a secure ation,.or nm gm a data-
(06541 agdCd by fobamatsg gfdﬁ‘isgﬁssr%‘?a% enfiele F@’M he first
acg&%}éwztﬁ Rind Sk MRt @iheGBest:s mﬂltmnt ad shyawan FER 18HEe

ata contained.in the first redet
dagAl By PoSEATYPQL fRF g %WW?E iﬂ%ﬁbﬁﬂ?@@%@* s‘h@gégg

Smmﬁg%ﬁmﬁ Esze@fmm]g ﬁ%mﬁg a?aigﬂeubsei, af wm@kmpfgd&
leriving a hash va t he
(Tpéﬁ&, s Bt e L Stk et i por R OB E LA e 2
se}% ;H;ﬂ[ﬁ% érﬁ@zé%&ﬁm |G dRétyptiaeiodpit (R)L66 it e sersndditabilirg 16the
value with a r ectiv
e el BEBE e P e BB
afp2ahug i &hd fRnplic Mbdkd14 anm the fsmm@ﬂer 16h dysypher ghove, and the
information i s the sane r .
sto0s LT BE A G R R Baas A0 i ey R RIcBGAMRN
iz G 16 @8tk ahed sbdvheln:th@in:msmem,g, poftipn, e e}fawlee e mrhbrfihe
i rst_encrypti.on infor 138) £.cSREARWith
1%&%?%9{32}?? Yﬁ?t’ﬁfltggfﬁg P”gﬁ%%%e gmfaect e1§4-kl}gsg on the
spAEEE i gferthaiba B coognt miffeth ﬁunF}ﬁh bARBEOHEP be integrate
wg{ng gh(?sltq%{?%ﬂ'gdlﬁg g}accorgan%? wﬁﬂ'é%;emf il thSieSltQhl QRe a3 May

eriving a hash value from
aipi€s 1 aerryRive rdaioa 1856 and sel ecting the second
encryption information 89 using an encryption table
associ ating the hash value with a respective set

gmggryp&hammamﬁnmmnvbdﬁwnmﬁﬁé@b@@?ﬁ@@“ﬁ&@ﬁs%@Jmﬁﬁﬁsgd“a

respectiv Cc aBd64 shenno¥iiged for each
SRS R %%B%rh‘gagye%%q%a ands%%S 10031 tThen

erichgticwmiyptiogprpesies b tgGomTsPeIEe Ao EuE HiG

d ted oo a
T e Pl ﬁ%%ergggﬁpg«ﬁ@glg?é?eem ey pte drmedaﬁ

scgfiahts (ﬂafag:adatshardfsen‘fﬁ%a‘@é’l‘lﬁ’msfé%@ﬁtdaﬁtm‘ggmtl%gﬁnq K%

first and second predeterm ned
respeciively,

[0056] Tn accordance with one embeodiment of the present invention, the data
encryptor/decryptor 150 (and the encryption/decryption apparaius 10) can be
implemented in a form of a plug-in card for a computer. Since all of the necessary
components for encryption/decryption are provided in the data encryptor/decryptor

(encryption/decryption card), the user/computer does not have to instail any specific
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17 portions. The first predeterm ned portion 92, the
second predeterm ned portion 94, and the renaining
portion 96 are conbined to generate an decrypted data
segnent (packet) 90 which is the sane as the origina
data segnment (packet) 70 (144). The processes 130
through 144 are performed until all of the encrypted

data segnents are decrypted, (146). 0054] FI 13
sofiehe pegrara far oty gecRpRE 89 1‘8‘&?52}6 f 8’%‘6}8?6;?7 b ?}ey pt or
150 de@ﬁ}ﬁg"[&rgﬁmg_yﬁohtbgﬁF%ib&lﬁgBﬁﬁm@mﬁaﬁémitﬂn@ opstesgnt
10 )

tid
IERYen hown in F

. y 13, the .data
dagnaa thp eveyTHeRHsERIPN pab (g lsa““fﬂfrﬁ‘ﬁ%ﬂi”te??%@‘cdp%nfitﬂfué n.
SE}&E@ and AulBmSht NG RAE bil edhrelPAored hhestdragrisvive. t Thegame
portion 152 includes a first tim p)g[fanail%{{ in a3 dad R
coenyphiypdcomtiorodn w@n by ypd PgEcelvE SPUI TR A TR B TF4Cer
158  Sidyd.arly, the receiving portion 162 includes a
Se%%%%ﬁ%%dﬁ?ng anal yzer 164, a decryption nodul e (R)
166, and a second data buffer 168. The encryption

{oﬂ?ﬁ ul e{&%éew 8 t1lcRRcrANES 3B ind Barpesrbrypfiortdreryption card or
encryp 7

ypti on/decryption apparatus, 10, (the enc '
appaxdub sugtbe aprd 19 HsTEbie FETITEL %‘1‘6-) Tﬁ“es*‘%?‘? b%%t’l‘%g%%%’ ety
a8 g%g%‘%gtdfgaedﬁﬁ@mla eardGfedeRtnibe firbeane seoydpdrgons St
PPH*0r the encrypti on/_decr%ﬁ ?z;:éoar tgs &{%
thel daj segtnetts apoglsctingfderivies e has EgJc OriToh. or
iSRS 1t 88 dfbRled BUARS etk porfbnCs T skperiygealy, for
Integrated within the tim gg} anﬁ'@rﬁéer o4 ve the
cxauplor e AEESRIERS FomEPRERIELCRBICHE AL T on. - The out put
id?ﬂ'{cgigiﬁshllé {4 1 i@entibAbndfp¥fioalaBls.be i ntegrated within
e data guffer 158 in accordance with a specific

i npl enentation. The sane applies to the receiving
[ogg%t i op a@o%lﬂdllanieﬂ;%ﬁ:]ne Sinbediméh ef tlapasenvssivorthelecr ypt or
typically transm -an ceiye e
erpmeteroreyon TR AL (ARG S e iRl frepRhiB e
LSYDRHESI 2R ke f mrntigonintiet pppieimoring rive exesie, Figpe

the corresponding data.stream ble logic devices
the WWP’@@?C@@EP?/i)a?%%aﬂg’gi‘map%?l%me&sl g (ggl g y B onD; nedointo

(ppgg%gzgkj)g uﬁfg{nmaylﬂmﬁbsiem @pﬂg@rﬂ&pwﬁ@?ﬁbﬁm @P;EF&% gpn be

packets) and.sent.to and oM hhe & euifgrs -

PII§8m%1ﬁ‘am1a6‘§’,rdanFee‘§B%%‘F |‘1§/‘L?’gls3%/)1%’ﬁé tc%%)tg}%](g?h acg%?%ance with

= ORGisasPedid Rntiraf prithe] pr ewdet, spavBnstpigee mediemgad/gr format
encryptor/ decryptor.. g@gﬁg{ﬁki 0 LI Cdr¥pbhtien

tﬂé’ﬁﬁ%ﬁda?tﬁiw%ﬁp%gﬁs ﬁén]g§?%%?g%%%tg§g in 2 form of @d; B

inRrM@idop card for a conputer. Since all of the
necessary

[0039] In addition, the user and the computer do not have to know the settings, and
the settings are not accessible to the user and computer, such information cannot be
stolen from the user or the computer to “crack the code.” Furthermore, the encryption
algorithm, the encryption key, and optionally the encryption parameter are practically
changed for every data segment, and which algorithm, key, and parameter to be used are
“pown” to the data segment itself to be encrypted. Since the encryption algorithm,

only

key, and/or parameter are automatically changed based on certain data contained in the
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conponents for encryption/decryption are provided in
the data encryptor/decryptor (encryption/decryption
card), the user/conputer does not have to install any
specific 18 software program for encryption/decryption
so long as the conputer can use t he

encryption/decryption card (i. ., port-conpatible). By
simply transn1tt|n or sterijng diaqtjge csiving side
dapneepprt el AEhppEdton bEupd the ‘F‘Fé‘mﬂlétl“a sjdg 2o PRIRT VRGPS,

r.ypyed and thus securely transmitted through a
mﬁe‘£ %ﬁor securely stored in a storage device. The
same encryption/decryption card can be used to

10b el VRIH ¢4 nEhMichiansihibd Sckxaagiaotippiadon sihise present -
Securely stored data, [0057% To reﬁelve { g

iremmtipy fst "eokTel EARMUNLREOTS AR TRERTpttd ?‘aré‘c‘}rr%t ﬁse{:s or

lﬁpf’ﬁ;ro% WS z@!r:fr;gétwb @nc%ﬁgn/a&r,%&r prafubee 180)ap3 phdIP4dAL a.

ans that the card or

accapaivk en@fons@n@étmeﬁtgoftw@r%fﬁé“ﬁ &e?gﬁ? ?ﬁ"ﬂ@g‘"f"?ef‘é’%““%
S % 1961 gb ofg ﬁmw bettﬂ@ene@?@@@&m&pmﬂus 10 or

q@é@' n97 eriving the sane first and.s
emwtoy/peqrmﬁoru 159 oy desriberhatiope. ¢ HEofdhR SR BT “Z‘%ﬁ‘é@“% t he

p‘éar& c%s %551 1%9 d,p 984 dr@ﬂogﬁmﬁxg@ idSaM¥Blly 55)21 @:l{'(ﬁiaieﬂ withfil@ersame
e Correspondl ng Cor‘rm,lnl

Semﬁfmﬁxemvlaé@sym hash kwraa%m}‘fa?@m’t‘ﬁ ég%H““’é‘éﬁ‘ Fiid
thé Sgcmﬂgfdé&ﬁnbﬁ £ba 8 naf BEEHP Y ﬁmrettml &8 corfBG8 184 and

dance Wi th one enbodi nent of

L oIS bhEnaNaY SoTPON BB U AR TaVitLa ub, 2o

wiifa EAG 30 G 2@ GAS1iQRIZ 86 @RaDMing of bost hncasn’ 5
request at the time of manufacturing or initial

thpheyramimgd For exanpl e, since the
encryption/decryption card can be |nplenented infield

ble | d d
R L T e B g

hel@er oPERB Eﬁﬂ'ﬁﬁﬂcﬂﬁno&é&@l‘pﬂiﬂnﬁe emirtptiot/Heerypgien seheme of one
specification

empogizasnf QldhegesE télé\%nhq,ne%u? ?Oi %{fe‘??%"t%g“é%ﬁ%o rltl:fél%{ga %f e %ata
a%Pe@@hfi it Ieéaetag stheradiveonksahel/ aperaﬁmsnuthe npt@voﬁ@prgtg@ﬂ Tayer).
et c. ific settings N
GG YL DN CTRRFEE “CU P B TARC T SPhar) SR (Boau™
thBO®I HebRPin thdileromta@ropaaﬁimt the ﬁ@at)ppdettelmmi mmonﬁm*ee eloted

know t he L 2 1988 used by th
sugle HREINRIESS @LP%%ddera gsuch %g%%gl{hgrg%%ch I nfor mat | on
rog@Rnot be stolen fromthe user or the conputer to

"crack the code." Furthernore, the encryption

(

[0062] In accordance with one embodiment of the present invention, as described
above, sach data segment is encrypted using the two-level encryption. That is, the data
segment other than the first and second predetermined portidns is encrypted using the '~
information contained in the second predetermined portion. Then, the second
predetermined portion is encrypted using the information contained in the first
predetermined portion. Thus, although the first predetermined portion contains plaintext,

the second predeterntined portion containing encrypted data (ciphertext) provides
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algorithm the encryption key, and optionally the
encryption paraneter are practically changed for

every data segnent, and which algorithm key, and
paraneter to be used are only "known" to the data
segnent itself to be encrypted. Since the encryption
algorithm key, and/or paraneter are automatically
changed based on certain data contained in the 19 data
28R GRNEvEl e ety sinncthe enindarddeampesd pegion ggfthe remaining

transmtti sid [V j ' : tion
e i
(@) a¥aniffereiit cappition parirorierofn adhidiop siaewihe encrplieh BRI o
secur e, cqQnmuni i ons Vi i AS n
1 A e
itengEptRElORpdestiiypiadnthappabat by, 190, 192, and 194 in
accordance wi th one enbodi ment of the present
invention. The encryption/decryption apparatuses 190,
(032, amchilkSdbotinereant hppliestony pitthis version ipteibeen shown and
appar.at us or _encr.ypt : | bed
dﬁﬁﬁvgz“ﬁyvég?JWﬁgméﬁg%@ﬁ%?%%ﬁﬁé%?&%?ﬁgﬁ%k%%gﬁ?g?ﬁies
4:90sursl@ 2, mean chotOdodifiatiprs dlgan anemehest shere ke ap§siplepighout
provided with the sa tt r

osrpenpontr iyt ETE il MeEp /e RBI LR ble,
rebdicted Elepain eieyspirit ofithakppendpd ¢lgmsappar at us may be used
by nore than one conputers 184 and 186. For exanpl e,
the encryptioni decrypti on apparatus 194 may be used
with a hub within a LAN such that all data

transm ssions fromthe conputers or host connected to
the hub are encrypted. [00611 In accordance with one
enbodi nent of the present invention, since the IP
header of each data packet is not encrypted, the
encryption/ decryption schenme of one enbodi nent of the
present invention does not affect routing or swtching
of the data packets via the Internet or other
networks (i.e., operations in the network protoco
layer). In addition, in the case where sone routers
may possibly. ook into a packet field other than IP
header in their routing operation, the first
predeterm ned portion can be selected such that it

i ncludes the I P header and such portion of the data
field to be used by the routers. [00621 In accordance
wi th one enbodi nent of the present invention, as
descri bed

21



above, each data segnment is encrypted using the

two-1 evel encryption. That is, the data segnent other
than the first and second predeternined portions is
encrypted using the information contained in the
second predeterm ned portion. Then, the second
predeterm ned portion is encrypted using the
information contained in the first predetermn ned
portion. Thus, although the fast predeterm ned portion
contains plaintext, the second predeterm ned portion
containing encrypted data (ci phertext) provides 20
Heiefiis ¢lomad is] evel of security, since the second

predei ﬁEtH&dT@zdcrﬁ)Qfghbﬂ&ll?BI@chﬁ@g RMBIdMABd cRQiEibeN are
typically enc ferent encryption

al gorrF‘"t‘*Wf‘Hg aa?”d%/‘ﬂf‘grdétﬁtsegg‘ﬁ%t? ‘yption key, and/or a
d| f f ememng,araa fof @ictyiion s r@naRdner. a chiftena dkdd stegr@m toSie ey pidde

erel E{{: se GCUOB 1gboa£edtog g}tta conpalrﬁg Ctﬁ gg regrgermlrx:d p%p (?r{ (95]‘ the fhe

are
segmnth%mwm mﬁrpractlcally |np055|ble to clack t he

iiMheulatk lﬁ%ﬁ seo@RQS 1 MOLd: 6r e%f:@&fyn mﬁmﬁtiﬁﬁ@lec‘ced for

pp Ications of this invention have been shown and
Besererisel segnenlydit d be apparent to those skilled in
t he arepediayianigebhime benekiicher@fing fr subsdjuse lasitbRerdthat
many nore nodifications than nentioned above are
possi bl e without departing fromthe inventive
Zoncéljst sicthed gichim Theheiemeeidtstloning tdweriehgre, is not to

be . cﬁacrh"gfn% Q‘E @Qt &é G?&ten&rpp&olﬂ &l ggrﬁ)chﬁl' atn e%ryﬁtﬁﬁ k@_gp me d

cl ai ms I's claine t hod for
Wyptmgaa@ﬁlﬁﬁ%falr ﬁfayh wf@%ié%w%@ﬂeatéﬂﬁ%?d Og éhe &ﬂtﬁéftﬂl%fafd in the
SredtRihiStd@itionbeGe bRt spinth@l 1 ty of data segnents;
sel ecting, a set of encryption information for a

current data segnent to be encrypted wherein the
el ecTliegretliod ohdsmd, wherdmtaad sontimgichepriswi:t hin a

pr ede%&émlﬂge{%r &Qﬁuf% afa ssg}%m ¢ Wi 8 RnaRoiERte

and e e current  data segment using the set
grdeireip OFttS’ﬁ Ofﬁ‘ﬁ grteatdeBicamaneetded for the current
dat a segiRN set oP&dryhRReAMoGios AsékifRl @iet the gerRtkdSAlue the

en In r n . .
set 8{ é/rf()ntyptl% m?ormast%g Su% %%gtandeggr?pﬁ%g%{'é%g&%, an encryption key, and

optionally an encryption parameter.

4, The method of claim 3, wherein said generating a value comprises:

hashing the data contained in the predetermined portion using a hash key.

5. The method of claim 3, further comprising:
providing an encryption table containing;
an encryption type identifier;
an encryption key for the encryption type; and
an encryption parameter,

for each entry associated with a generate value.
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2. The method of claim1l1l, wherein said selecting
conprising: changing at | east one of an encryption
al gorithm an encryption'key, and an encryption
paraneter for each current data segnent based on the
data contained in the predetermned portion of the
current dat a segnent 3. The nethod of claim1,

mher sel ecting.conprises . for each

6-our 1D IRT SBhort e DRSS b PGRE oL SHTkisted | n

the a Mﬁﬂ&ie&hﬂlnﬂ@ﬁorﬁ@rﬁ foir @eﬂe@i&ghh“ﬁst@&ﬂdf eﬁﬁry;d&hanformahon the
and el ecti encr qn i nf or mat

S nent n
e T B AT, P G Bl S heryRing Koot GpioTaliy it
m@@@ﬁgﬂmmwwmmn&ﬂrnatlon i ncludi ng an encryptron

gorith encr ptlon ey, , and tiqgnall

oy P B P s et Porion freseleltion SBona sl i & Civption
infAQHLRIND tikadetbrgeRe kat prikgh gBa \tédo@ caONPdnSagorithinas hieetgd

t he dak %ntain din tE redeternrned portion using
engryRtah elYe%P OPEONaTH & SHREPH W‘OEP%&W@’ further

conpr|S|ng providing an encryptlon t abl e cont ai ni ng:

an ti.o .denti . an encryption key for
7'the p gﬁ %@g‘“wgﬂﬂ$“%ﬁm@ﬁ@ﬁ§ﬁ?P%%gparanetgr for

eac herﬁiﬂuﬁg{a @sasaféhﬁtlﬁrﬂudmg hplaraggndrdata@ad@tsiieach d2@d phcket

The t hod claim1, wherein the predeterm ned
‘mﬁﬁﬁngﬂgE’ Fﬁ@%@mﬁa first predeternined portion for

selecting a first set of encryptlon i nfornation, the

8. ; : {2 hegr??%}'pg ﬁfn‘&%}{f*(g&eregﬁ Iﬁ& I?rs%:ée%/ng (gg?r?i%) ?ornltatnllﬂ]srgatae}'or a

firQ syl 148, PRy @eedcend praMerﬁnr&& @ORAEdn @6;&@&@5 edtitaadecond
gortron for sehe trng ﬁecon set of encryption

P IR PRI TSLED a0 BT & Y7 RATHGe so8 Bhgeol loyer.
encryption algorithm a second encryption key, and
optl naIIy a_second encrﬁgﬁlonﬁparane

] é r.. 7. TEe
mttiod p5elpime’s WREG P IS LB SRS PO 5P T aL:
Pr.rsta&ﬁr(m) Réhdar dfalicadasd fa€ie i ncl uding a plurality of data
packets, each data packet
10. The method of claim 9, wherein the second predetermined portion is either one of :
a selected portion of a data field of the data packet;
a Transmission Control Protocol (TCP) header of the data packet; and

a User Datagram Protocol (UDP) header of the data packet.
11. The method of claim 6, wherein said receiving comprises:

reading the plurality of data segments from corresponding sectors in data

storage device.
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corresponding to a data segnent. 8. The net hod of
claim7, wherein the first predeterm ned portion -
contains data for a first protocol |ayer, and the ~
second predeterm ned portion contains data for a
second protocol |ayer, wherein the first protoco
| ayer is lower than the second protocol |layer. 9. The
nmet hod of claim7, wherein the first predeterm ned
portion is an Internet Protocol (IP) header of the
12dataTmamk@bdoﬂ&hmﬂhe“ma%hnﬂeﬁﬁnﬁkaﬁ&mﬂnmmﬁﬁW@iﬁaﬁha
redeternine ortio
selbgieR 0B Gor H4EIH Tof ik gatese Ap Ui ot e R oasp R opkeNBrd
pofti@nis As&Shd Bel€&ont FopliorAheliokedr.( TCP) header of the data
packet; and a User Datagram Protocol (UDP) header of
the data packet. it. The nmethod of claim®6, wherein
13sai d TieGRtNOEF CaRTH, Figes: cdngaldingg the plurality of
dat a segnen s fro grresgondln sectgrﬁ in dgta :
st orAHEPHR/'E &scongprpoeterfiged iSO tog Hishict ot ergmetian n
infoR@atfdnr st predeterm ned portion is a first selected
portion in a sector in a data storage device, and the

second predeterm ned portion is a second sel ected

14port imdmh&mcmatlgrfurth& colfpeisigt hod of claim 6,
further cq r|S|n encr t he secon
pr edetEPRIH ﬁ‘e&i‘r‘ Pig PPJ@Eﬁfﬂ%é’mﬁuﬁ"?@?e’%é‘f‘%fhe second set of

enByBfiyPinF@Ratidrddf or mati on. 14, The nmet hod of claim 13,
further conprising: encrypting the remai ning portion
of the data segnent using the second set of

1sencr yﬂteir@d’ih&dﬁf&[dﬁﬁtMOﬂwtha&om-ﬁhieingﬁt hod of clai m 14,

further conprisin eneratln e ypt e at a
oo BBV e Seriegl Harehr e LDgREH e Semes the
en@Rplell Ah@ de ghtdndhS@GPAEst RV tBrghifedl Joktidn, @rsaxdea gfemateﬁﬁned
Bortlon a second. grﬁd?tern1ned ortjon,
po 1014 1 gl E

Btted it piBE P! f PegetEming tpaﬁmﬂﬁgﬁalﬁ&gttbwgmal data
in GRMoftkPoR@ing Fiest pred@bn@heddi@irfon dMhé begifArdaRSP@ACttNGe second

first edet erm ned ortlon the ori |naI dat a
pr%ﬂ%&ﬁiﬁﬁ?g pqrﬁ%n @é’@ﬂ)‘ﬁ’&g e encrypteé) glata ofethe cor spondmg second
predetermined portion of the original data segment, and the remaining portion containing the

encrypted data of the corresponding remaining portion of the original data segment.

16. The method of claim 15, further comprising:

transmitting a plurality of encrypted data segments as a stream of encrypted data.

17. The method of claim 15, further comprising:
storing a plurality of encrypted data segments on a data storage device, each
encrypted data segment corresponding to a respective data sector of the data storage

device.

18. The method of claim 15, further comprising:

receiving the encrypted data including a plurality of encrypted data segments;
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predeterm ned portion containing the encrypted data of

the correspondi ng second predeterm ned portion of the

ori ginal data segnment, and the remaining portion

containing the encrypted data of the correspondi ng

remai ning portion of the original data segnent. 16.

The nmethod of claim 15, further conprising:

transmtting a plurality of encrypted data segnents as

a stream of encrypted data. 17. The nmethod of claim

15, faldeher, ferapt bisiypgd dataokpnentaa fitsttabf éntr@ftion information

encrypted data. s nts on a data starage devi.ce, each
basly e aiae LindBg HEhRro S Pas ROR i G Tieg e Pied fea prepien

dat a &eslpofig Ok ehdrepd@tifa 564iAGEn tiikessk &Rl prdddterhlivd portion of

thod of claim15, further c ri sing.. receiving the
ea@lmﬁwvﬁfe@d’afaai‘f%nqnﬁaﬁ%ﬁ%ﬁ@fsaserspﬁ?r@mpwn Ofa’ﬁe?we&gedég&t&e
enSSPRB ARG segrht;sel ecting, for each encrypted data
segnent, .a first set of encré tion informati on _.based

on dattECt¥ntdiATHEICH PIHEIts SRR BUEDUT 1 RS SBPEPON of
infolBatRA GaYALE thedREFpRE MR B the dQGHEY PliAgntihd peRbhyided

data contained in.the secoqﬁ g{edeterninedrgortLonhof

each EHEPYH Be "SRR o HgPIed dpfe seqmagbpsipg the
segﬁlﬁrsyﬂﬂfieﬁé}yﬂ)tﬂfnqmlm&ﬁt% sSl%?t@@ Hﬁdhd;] @cryiphal da&z{jﬁégmsﬁted

ata segnment; selecting, .for, each encrypte at a .

Pseg ne?he?meéh@é’cf §lagn gévtwq%fe“é??é‘? V%ﬂl%ﬂ‘e if"%irg SRR o8 Anipguatign
comprite decrypted data of the second predetern ned

ortion; and _decrypting the remainin ortian of .each
gn cr y%ﬁlgat%&ﬂ furstg pho(m iolf}émtﬂ tascge‘@%ag gbtﬁw gfst predetermined

poBtiErofpitd @BrvbRl aamatgpmesel ected for the encrypted data
segnent. 19. The nethod of claim 18, wherein said

selecting the first encryption information conprises:

209enematidf@das tialts il 9 willcran §4i0 Bt dehRing thOfiRedal@adodprises:
contained in the fjirst grgdeternined ortion of thﬁ
encﬂvﬁv%fh‘aaf%c%@%%w Dbt RECIHRR ISP BT Ot Sine gt hash
kewherein said generating the first value conprises:
ashing the data contained in the first predeterm ned
portion using a first hash key.

21. The method of claim 18, wherein said selecting the second encryption
information comprises:
generating a second value from the decrypted data of the second predetermined

portion of the encrypted data segment.

22, The method of claim 21, wherein said generating the second value comprises:

hashing the decrypted data of the second predetermined portion using a. second

hash key.
23. A method for cryptographically processing data, said method comprising:

receiving a plurality of encrypted data segments, each of the encrypted data

segments having a predetermined portion;
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21. The nethod of claim 18, wherein said selecting the
second encryption information conprises. generating a
second val ue fromthe decrypted data of the second
predeterm ned portion of the encrypted data segnent.
22. The nethod of claim 21, wherein said generating
the second val ue conprises: hashing the decrypted
data of the second predeternined portion using a.
second hash key. 23. A nethod for cryptographically
pr oceksiinga sablencegtion Medrhmatorcon cirsdnn gicryptRiciasde pged

lyrality of .encrypted.data, segnents,. ch .of, the

ok drgptes s MesEBsHER S B PG R e
prdtdrin@Rd p2bios ef eetcunent eacrspbd Adta egpeteppt i on i nf or mat i on
for curre segment .to be decrypted

t t t
e B PR Bl B PR B Sed R s ut Buttusfic
in@dhition sbﬁgetgd i eigheduereni aned pra ﬂhﬂaggxﬂénﬁ;tdma current
encr te ala,segnent; . Cr ti the current
encrypeate ot &' SEgnem LRGP FEALRS LR ped dat

semné@E.mat i on sel ected for the current encrypted data
segnent; and repeating said selecting and said
decrypting for subsequent encrypted data segnents.

2424. Thaendieddnddiaoh 28) whditid 33id WhiedtRigromatickssel ecti ng

conprises: generating, for ch current encrypted data
oo B Firo i dlensit e COR weet i Sf Rt RhE Coftha n
thppredetafimddieei@matthonneht dlbgprdriaantgeasts andt ed dat a
segnent; and sel ectjng. a set of encryption infaorpatio
2o SOCIHIEd i PeERatTL AT REE sicire Vb S gpnergpd vatie the set
of e Fy)pfibi Qffoiodftion Matludng | 41C batsyiign aslg@fibdy @hi @Rryption key, and
algﬁ ithm an encr £tion key, and optionally an
°PER &ﬁ??BﬂyE§Wéﬁé ®-25. The nethod of claim 24,
wherein said generating a val ue conprises: hashing
t he ntajned,in the predeterm ned porti.on using
AR

ata c
24 h “keélii’% of igim d genegyiiped PRI LIPS
CONMakishd e diah odtitdlhdign & (ReiRteyPine® portialidng 4 hah key.
encryption tabl e contai ning:
26. The method of claim 235, further comprising:
providing an encryption table, the encryption table containing:
an encryption type identifier;
an encryption key for the encryption type; and

an encryption parameter,

for each entry associated with a generated value.

27. The method of ¢laim 23, wherein the predetermined portion comprises:

a first predetermined portion for selecting a first set of encryption information, the
first set comprising a first encryption algorithm, a first encryption key, and optionally a first
encryption parameter; and

a second predetermined portion for selecting a second set of encryption
information, the second set comprising a second encryption algorithm, a second

encryption key, and optionally a second encryption parameter.
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an encryption type identifier; an encryption key for
the encryption type; and an encryption paraneter, for
each entry associated with a generated value. 27. The
met hod of claim 23, wherein the predeterm ned portion
conprises: a first predeterm ned portion for selecting
a first set of encryption information, the first set
conprising a first encryption algorithm a first
encryption key, and optionally a first encryption
paranmeter; and a second predeterm ned portion for

sel ectin econd.set aof encryption information, the
28ec gﬁﬁ ‘%egli“%c%r?%n”fl gf]n‘ﬁheéelg é%'g ﬁﬁ%g"?f&v&pi”ﬁ?' algorithm a
secapetivien et yatypedd deeystrean tnodptin O pllutayityaofeacgped data
encr i on rapeter, 26 28..The nethod of claim 27,
PSRy oh C R BB ar e O RTTL Bah SR PG e
encrypted data streamincluding a plurality of
encrypted data .packets, each enc ted data packet
2% or rESFHARAYTS tadn afy WHETY &%&Sfa%t?%@@gﬁé priioagonigps data for a
firdBi b6 0y et | aal Med8sondhpeddtichin inb@ pértibs torddifdelLfolanecbnd
portion contains data for a first profocoéﬁ{ayer, and
prefRecldachitheprn e B proesy! art is e Sindihecengd owgy! layer:
second protocol |ayer, wherein the first protoco
| ayer is |ower than the second protocol |ayer. 30, The

30met W Tethad odickim a8, whrseiaithe isePrpdatamis @qetoa ihith ligernet

PrRQESI (O] hiefdeP B hBURE PRiket. Prot ocol (1 P) header of the
data packet. 31. The nethod of claim 28, wherein the

second predeterm ned portion is either one of. a

315l enlogebtprdrictim QR @hdldh and Jeedid REdetdnBindabartipacKather @ne
Transmi ssion Control Protocol (TCP) header of the data

ofpacket; and a User Datagram Protocol (UDP) header of
t he (daledtepPeHRN of 3data TR dTRAN@G: pck&l ai m 27, wherein

sai d receiving conprises; reading t lurality of
encry PeRTR i YEghBit &t (o) ema%é@%ﬁﬁ it §kEeBts in
a dat@r BhALRAGEPIIRYLIQEIDP) header of the data packet.

32. The method of claim 27, wherein said receiving comprises:
reading the plurality of encrypted data segments from corresponding sectors in a

data storage device.

33. The method of claim 32, wherein the first predetermined portion is a first selected
portion in a sector in a data storage device, and the second predetermined portion is a

second selected portion in the sector.
34. The method of claim 27 wherein data contained in the second predetermined portion

of the encrypted data segment has been encrypted using the first set of encryption

information.
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33. The nethod of claim 32, wherein the first
predeterm ned portion is a first selected portion in
a sector in a data storage device, and the second
predeterm ned portion is a second selected portion in
the sector. 34. The nmethod of claim 27 wherein data
contained in the second predeterm ned portion of the
encrypted data segnent has been encrypted using the
first set of encryption information. 27 35. The

35met hidd nofthodll cdiic i3 44, witeedie dita daitginebintthe redidimg pdreon of the

erSBR. SRR stk Ry GRS o bF LR F TR o

inforhigtiamat i on. 36. An apparatus for cryptographically
processing data, conprising: an input buffer adapted
to receive data including a plurality of data

365 egmadpparatd foresigityphphooal inpehitk 8ingdapt eshgrsigncr ypt

each data s nt; .a controller coupled.to.said input
ot rer B T S SR i e B e Soi Shetrp
bei ng cadapi@dnddulsalaped toespipt edch @a@rsy@hdénn

i nf or mat i curre

n for n ta se nt to be .
onc Ayprs Hheims o Shl Gt b 3nd FET B cur g aitey sid
coffleBbdigtladablel toselecpd fet @ciptiedinfantidnoBr Oturtdaedata segment
urrent data .segnent; and an output buffer .coupled to
to B8 Py bt Vbt R AT ot 0 CERE Py R SR HBELT Bt g geermined
pofitthpltheRuirbeatbeedagnadapt ed to out put encrypted data
including a plurality aof encrypted .data segnents. 37.
The B SBRRLEYET BPIPKP e sOmHEF it eilaRg S eBRT PofY By said
oughenges bahg hdpat tOnEpOkn@pte®ned Yiphiap aglgdar bhacramed
d enc%XQtion key, and an encryption paraneter for each
WICE " Yegment . 38. The apparatus of claim 36, wherein
said encryption nodul e conprises: a plurality of

encrypti on engines,. each encryption engine
37Cor MAB BB YO G 36 SOFEEY 1AL ST BSES af [5ast i an
enchypticdr Agdrithh 040 eaeptioh key,.anddn chbgpagpadrahetsr ofr «biaidiom
36, wherein said encryption nodule further conprises:
g4t a buffer coupled to each of the plurality of
encryption engi nes.

38. The apparatus of claim 36, wherein said encryption module comprises:
a plurality of encryption engines, each encryption engine corresponding to a

respective encryption algorithm different from each other.

39. The apparatus of claim 36, wherein said encryption module further comprises:

a data buffer coupled to each of the plurality of encryption engines.

40. The apparatus of claim 36, wherein said controller comprises:

a data selector adapted to select a predetermined portion of each data segment;

an encryption selector coupled with said data selector, adapted to select a set of
encryption information in accordance with data contained in the predetermined portion, the
set of encryption information including an encryption algorithm, an encryption key, and

optionally an encryption parameter; and
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40. The apparatus of claim 36, wherein said controller
conprises:. a data selector adapted to select a
predeterni ned portion of each data segnent; an
encryption selector coupled with said data sel ector,
adapted to select a set of encryption information in
accordance with data contained in the predeterm ned
portion, the set of encryption information including
an encryption algorithm an encryption key, and
optionally an encryption paraneter and 28 an
enc f \H{g%;cls‘/rgp 10%%‘31%%03!' c{aBtgg ?(P se? ct a F%%tweaneg.atrn e%?%g? ton engmeepased on
theaﬁqmmaﬁmdmmwﬁ&n The apparatus of cIa|n136 wherein
said controller further conprises: a val ue generator
coupled to said data selector, adapted to generate a
41val uthefappimtud dfecldatis, eharbiaisai@dontioltdn durfiree deh@iswi:ned

portro 42. The a wher ei n sai d

et 0o i sshermdr < PR SR F o fradh Mere Tk En e D ham
mémndhﬁnﬁﬁ@@&ﬂ&ﬁﬁhﬁ&ﬁmﬁﬂﬂbbﬂmnusIng a hash key. 43. The

apparatus of claim4l, wherein said encryption

controll er conprises an encryption table containing:
42an dme aypkdtarlciape 41 dﬂra:tditﬁ bad yal@ngeamatoy pddeptek @yhakiothe

solegenut 105 SEar R uel e I R RVRNEE VBl e, 44, The

apparatus of claim 36, wherein the predetermn ned
on of eac h. dat

se rises: ,a first
3 e ddE BPTHET SIS P or el P R e B Frd”
enfi@ptidnomble 4ontaifing: apparatus of claim44, wherein the
pIuraI|t of dat, ments are data packets in a data
tr@ﬁﬁ?c RonFRe aﬁﬁggatus of claim45, wherein the
firsh e@&@ﬂt&ﬁt&{emﬁﬂeﬁk aRkption pendndi Ns data for a first
pr ot oc and the second predeterm ned portion

con?ﬁFﬁgyﬁa%aEE@F“a second

for each entry associated with a generated value.

44, The apparatus of claim 36, wherein the predetermined portion of each data
segment comprises:

a first predetermined portion; and

a second predetermined portion.
45. The apparatus of claim 44, wherein the plurality of data segments are data

packets in a data stream.
46. The apparatus of claim 45, wherein the first predetermined portion contains data
for a first protocol layer, and the second predetermined portion contains data for a second

protocol layer, wherein the first protocol layer is lower than the second protocol layer.

47. The apparatus of claim 45, wherein the first predetermined portion is an Internet

Protocol (IP) header of the data packet.
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protocol |ayer, wherein the first protocol |ayer is

| ower than the second protocol |ayer. 47. The
apparatus of claim45, wherein the first predeterm ned
portion is an Internet Protocol (IP) header of the
data packet. 29 48. The apparatus of claim47, wherein
the second predeterm ned portion is either one of. a
selected portion of a data field of the data packet.;
a Transm ssion Control Protocol (TCP) header of the
data packet; and a USer Dat agr am Pr ot ocol (UDP)

header of the 4,
Wonor BRI TR P B bt o dg Rt ealiBr L 1
eiter dhatod St orage deV|ce 50. The apparatus of claim49,

whereip the fi n oftion is a first

sel@ﬁ?@&wﬂ89?°8ﬁ t%%§®' gﬁ‘ﬁﬂigiggra st orage devi ce,
and at’h@ns‘ﬁﬁ@ﬁfmd?cﬁlbfreﬂ%&fcm (mesh) heded {bf(lh\e dfia packec amnd
paratus of

sel ec orti in t ctor 1.
o nra PR atoBalt Y De REAe b st B0l 31 1%, &
encryptlon table for selecting the first set of
encr, ptl n ba ed on. data contained in t
95 1y R siediha e i v Dy ST S0 SR Bhry peship o
dataaﬂttlregd‘@mcs_el ecting the second set of encryption
i nformati on based on data contained in the second
predeterm ned portion. 52. An apparatus for

soc rypithe gpﬁapﬁug af &1ympm; GERSdin gwdcaﬁtapre@@éfﬁlﬁneﬁl p@gmnaﬂa a first
%$ buf f.er ad ap to receive a pIugaI d
Se&ﬁ yBF@B‘Héﬁ&”geﬁﬁbﬁﬁésmgﬁéﬂeﬁﬁe P dhorep P%ﬁ“ﬁﬁvﬁa
poReAINE Bk& ohdw i@ dpopicadaties atwad portion; an encryption
nodul e adapted to decrypt each encrypted data segnent;
a controller coupled to said input buffer and said
51decrihptapifatiDELAn @aﬁﬁerem@airdrc@hdrﬁrer behpgseadapt ed t o

select a set.of encryption ormation for .a.curre

ey BT G A S a8 Ul 9§ SO e B pesed on
da@ogRine®mh the ﬁbﬁ%&ﬁet@ﬂmﬂ&i portiomitaai ned wi t h| n a

predeterg1ned HJ of the current e pt.ed.

se gﬁESﬁ(Eon SPYD3En ta le for selecting the second set o en ption in ormatlon

based on data contained in the second predetermined portion.

52. An apparatus for cryptographically processing data, comprising:

an input buffer adapted to receive a plurality of encrypted data segments, each of
the encrypted data segments having a predetermined portion;

an encryption module adapted to decrypt each encrypted data segment;

a controller coupled to said input buffer and said decryption module, said
controller being adapted to select a set of encryption information for a current encrypted
data segment to be decrypted wherein the selection is based on data contained within a

predetermined portion of the current encrypted data segment; and

30



an out put buffer coupled to said controller and said
decryption nodule, said output buffer being adapted
to output decrypted data including a plurality of
decrypted data segnents. 53. The apparatus of claim
52, wherein said decryption nodul e conprises: a
plurality of decryption engines, each decryption
engi ne corresponding to a respective encryption
algorithm different fromeach other. 54. The
apparatus of claimb52, wherein said decryption nodul e

f urt h rouw{ffé%ﬁ le@todsgfdacomﬂéﬁe? ran(PQalr'cph Gjylptti%n %ﬁﬂnleogald

ecr tion engl nes. par at us
ouafut bmfaar trei5 e adamrwé rt«emrtplgalpdymghdqt@inb@dmg@mbrralgeef d%f}d?aftda
ch? %%&gg adapted to select a predeterm ned portion of
encrypted data segnment; a decryption sel ector
coupled with said data sel ector, adapted to select a

ect
s3S€et Qf ag,gﬁaﬁyﬁe;aa éz”(w LR gjeugpa&ncamageanegé{eao ( ata

cont ai rede erm ne _
dec raygbtrabiry qfdé@ymamleonmﬁm cdiqhdienlgpmn @gmewptriamndmg to a

re 'egt?vre e%@éghu& ig&&{ié(p&&f%%gﬂ‘ﬁéﬁg APt ional Iy an

ecryption controller
adapted to select and actlvate a decryption engine

bas elqle aﬁgarat seofecrl]zﬁ&yﬁzlw%} er e (R@rgkaga mggule ﬂ?ﬁler r] ses

a ppar at contro
conprdagsesiffeacwpladdgo gahearf dteqriurebiypif deery prianaindindait a
sel ector, adapted to generate a value from the data
contained in the predeterm ned portion. 57. The

Ssap palﬁmtamsaraﬁs of daim B6 whovkrseidreogditbr vampesegener at or s

adaptcﬁlga se%ctor Eciﬂgttel@ % sege%I g%r%&’é’t]ér 1 E%ﬁﬁf(})ntog gach _fr‘Hcrypted data

pred ernm ned I'on usli
segyp@dr at us of cIa|n156 mhereln sai d decryptlon

Contarc%c g 1011 E%%{or %&?pé&ﬂmlf Eh% Xz% Equztdram mﬁQ@&ééJﬂ f@gt of
an enc l' ent
detﬂyeti@nofcyrpatmmnn acy:pefanta:rvdth cBila (aamtaewd my]dﬁti |pmdet|gama¢£b10fé’r19n the
set of decryption information including an encryption algorithm, an encryption key, and
optionally an encryption parameter; and
a decryption controller adapted to select and activate a decryption engine based

on the encryption information.

56. The apparatus of claim 52, wherein said controller further comprises:
a value generator coupled to said data selector, adapted to generate a value from

the data contained in the predetermined portion.

57. The apparatus of claim 56, wherein said value generator is adapted to hash the

data contained in the predetermined portion using a hash key.

58. The apparatus of claim 56, wherein said decryption controller comprises an
encryption table containing:
an encryption type identifier;

an encryption key for the encryption type; and
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for each entry associated with a generated val ue. 59.
The apparatus of claim52, wherein the predeterm ned
portion of each data segnent conprises: a first
predeterm ned portion; and a second predeterm ned
portion. 60. The apparatus of claimb59, wherein the
plurality of data segnents are data packets in a data
stream 61. The apparatus of claim60, wherein the
first eﬁ?%ﬁ%‘l“e‘ﬁﬁ%% portion contains data for a first
fopeat eatel askaiperd, wigngdgdnbatesloadrd predet er mi ned portion
contains data for a second protocol |ayer, wherein
the first protocol |ayer is |ower than the second
59pr otOeabpdrayest. clfd. 52T heerappas pledgemfingl @irtionodY, eavthéatei n
the first predeterm ned portion is an Internet
565P8F88%P“f?P) header of the data packet. 63. The
appar fattusediterim@t pobidn; mfder ei n the second
predetermi ned portion.s either one of: a selected
por t% 6H° fpr%fieti’gf?'é‘e‘fl?%rf{‘an'of the data packet; a
Transm ssion Control Protocol (TCP) header of the data

L IR e R I A R

patiegs jplauiael stikymof data segnents are sectors in a data
storage device. 32 65. The apparatus of clai m 64,
wherein the first predeterm ned portion is a first
s1sel etkadppand sfiainnbiawi@einahe fifst predatbanisddoyoagen daitalata for
fzrnd t he §econd redeterm,ned. portjon is a segond d
3 18 RSO T8 ETBRE P OPhR LB PIY PEEION PREAIGH AP B dSew
protbad] My ,whehe! Bk firS ardo@ iy 60k @¥er CiRMANd Sesid wofobsidhyer.
encryption table for selecting the first set of
decryption information based on data contained in the
62f 1 1 Sthe pp @Rl FlaNe @0 patickdi0 e ARG raleRat@adp@iics i @h litermet

AU SR LG, oo 52t o deerypiion
predet erm ned portion.
63. The apparatus of claim 62, wherein the second predetermined portion is
either one of:
a selected portion of a data field of the data packet;
a Transmission Control Protocol (TCP) header of the data packet; and

a User Datagram Protocol (UDP) header of the data packet.

64. The method of claim 52, wherein the plurality of data segments are sectors in a

data storage device.
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67. An apparatus for cryptographically processing
data, said apparatus conprising: neans for receiving
a plurality of data segnents; nmeans for selecting a
set of encryption information for a current data
segnent to be encrypted wherein the selection is
based on data contained within a predeterm ned portion
6507 thE 5 pgzr ThiG0be AahReS SAITRAY ihedfith a@&%mmﬁ pRRGYIRLI
the curfent data segrent using the set of encryption
seieﬁf:@ poIBioR Oih 2 sedter ined dftastorage devies.en timtegorkpieeiermingid
poRANS o &améla\z\émr@a ifl aEBaps, for sel ecting and said
for encrypt to operate on subsequent data
segnents 68. The apparatus of claim®67, wherein said
6rreapl$he aﬁﬁars?tg% %daﬂ%f@ﬁ&gfﬁ%aﬁtco}l@@@r c@rﬁ‘ﬁns@g an
encryption al gorit an encryption key, an
encryfptticoery paangatee ’éqr s¢lenting e irelaetof dS@‘gmtiﬂﬂﬁHBfédmé’ﬁsed on
da *k%n&ﬁl%éHF{RQ%%{;}%%Fﬂeﬂmhgfp&mﬂ%&r m ned portion. 69.
e apparatus o érein said nmeans for
sel ect sengrdeoenppiicngshle fre aslecting thegernard aetiof gserfion defermation
rre fam.gdata contained in
ba%ﬁékﬁgéﬂg e?ﬁ?ﬁ%@kg%?? %ﬁ& Eép@%rrent data segnent;
and neans for selecting a set of encryption
| nf r VAU Mt B
67 %&g&%%%%S%ﬁ. ﬁk&%gﬁu%mgggﬁggh %ﬁ'lﬁg@a aené?yB?%Bng
aI gomqanhfwr reanlvm@rglmh@mf diteyegmaanés: opti onal |y an
enc rn¥a%11§ P HRLif tse% A f e 5} tl-tl)-llp %f@rﬂﬁﬁ&@%o&‘? cﬁp}en@ h&h g%gg%nt to be
wherel n said ne nerating a val ue conpri ses:
enpreping thmmhh@shvimgort ihéas@épa dete wouthined withintahpgedetermined portion
rt{dgon using a hash key. 33 71. The
Ofﬂkcgﬁgﬁﬂﬂ&ﬁ§gm$§i%ﬁ69 further conprising: neans for
pr ovi réang foaan@ning pitd cmnrenty#a@ segreent ufinethe setrof erREYREioRi on
it 0B o O/ BEL Rl Kfeniad 2D e1CT yPLL o1
ter associ ate ah generate value. 72. The
appana@msﬁthmegnweﬂwawh@reﬁﬂﬁme@néweﬁéwémﬁbmgﬁn¢ﬂngw
t irst predeterm ned portion for
Opggfé%ﬁﬂb&gngﬁdégsen%?Iof encryption i nformation, the
first set conprising a first encryption algorlthn1 a

68f hr S’lt‘ne %B&araﬂ?st afoclai}ﬁ%\ﬁ wﬁ&gm%g ! rﬁ’e@tﬂg h% saeéting%ﬁlanges at least one of

an encryption algorithm, an encryption key, and an encryption parameter for each data

segment based on the data contained in the predetermined portion.

69. The apparatus of claim 67, wherein said means for selecting comprises:

means for generating, for each current data segment, a value from data contained
in the predetermined portion of the current data segment; and

means for selecting a set of encryption information associated with the generated
value, the set of encryption information including an encryption algorithm, an encryption

key, and optionally an encryption parameter.

70. The apparatus of claim 69, wherein said means for generating a value comprises:
means for hashing the data contained in the predetermined portion using a hash

key.
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encryption paraneter; and a second predeterm ned
portion for selecting a second set of encryption
i nformati on, the second set conprising a second
encryption algorithm a second encryption key, and
optionally a second encryption paraneter. 73. The
apparatus of claim 72, further conprising: neans for
encrypting the second predeterm ned portion using the
first set of encryption information. 74. The
71appall’hafapllsarzﬁfls ﬁﬂoadim@Sfurﬂlbnrdolanﬁismgn'pri si ng means for

Gt B atsd Bt e a0 B yBOi B thfsrake BRIl

endReti@RPRY, aidier @frypli@ parafdeterfasotiaed wihmpuechahgaluaeans
for generating an encrypted data segnment for each of
the original data segnents, the encrypted data
728€g gm@ taplishazvfhmg oaifni 479 Whae?dhxt prtétaredngigiotii@nontprisecond
redet er ortion, .and, a.re porti.on
P £ et Hstean e et B o Sl s 5 AR he g b fSion. te
firglat@cotpritinga ﬁ@it Er&f‘nﬁﬁlﬂd ahgrifhiv; 8 tfirpesdeitniknadd peidrabna first
of the ori data segnment, the second

ey RYRUY R H A da rtion containing the encrypted data of
t he scoespispenddrnghes goata for @d@dtﬁlgrﬁ pedndedttdfancgbtithe

: j nal data segnent,.and the

Qi g ot SEr Ty TP PREog ae b g

ené® PR ke Jardptib@illy aOkcdndenofpi@brmghartkatra segnent . 34
76. The apparatus of claim 75, further conprising:
means for transmtting a plurality of encrypted data

73S egnmB hfpagudofsddiarh aftheefterpyRingd data. 77. The

appar at us_of cl a|m75 er _conprisin a
P DR S aPants Y ateobh bied rt b iePe "o g of
enCl@pRorsihar@a@eodevi ce, each encrypted data segnent
corresponding to a respective data sector of the data
storage device, 78. The apparatus of claim 75,
74f Ur tThe ap Rty b1Sd11@:73, further comprising:

means for encrypting the remaining portion of the data segment using the second

set of encryption information.

75. The apparatus of claim 74, further comprising:

means for generating an encrypted data segment for each of the original data
segments, the encrypted data segment having a first predetermined portion, a second
predetermined portion, and a remaining portion, the first predetermined portion
containing the original data in the corresponding first predetermined portion of the
original data segment, the second predetermined portion containing the encrypted data of
the corresponding second predetermined portion of the original data segment, and the
remaining portion containing the encrypted data of the corresponding remaining portion

of the original data segment.
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means for receiving the encrypted data including a
plurality of encrypted data segnents; neans for
sel ecting, for each encrypted data segnent, a first
set of encryption information based on data contai ned
in the first predeterm ned portion of the encrypted
data segnent; neans for decrypting the encrypted data
contained in the second predeterm ned portion of each
encrypted data segnent using the first set of
76encIihptppmatindfataimt i5ofurtheedoegtrisaef or t he encrypt ed
data_ se sel.ect i for each encr ptqq
I On

Gt D EEIRE Rt TERE2 SR iRt B el ¢t TesfBR0 af DS

enbgped dom. t he decrypted data of the second
predeterm ned portion; and neans for decrypting the
remai ni ng portion of each encrypted data segnent using

77t he The applatsedf dfimenscfuyghed @mprinfm@r mat i on sel ect ed for

Lo g B saf & TaREF BhorudPa vt e PRE 7 28 st e,

ea€efcyyptddoduta tegmenitn@irepondiofds k sepectiveana sbaor of the data storage

d generating a first value fromthe original data
“C6ftained in the first predeternmined portion of the
encrypted data segnent. 80. The apparatus of claim 79,

wherei n sai d ns f.o eneratJn the first val ue
3o F§%@HMWEgﬁ$“?8% ﬁ%@ %@”?ﬁ‘ data contained in the
f i I Steafy 6 akar i fednpepted dita isivdihga plimlitgtof Basyptkbdata
§1 The apparatus of claim 78, wherein said neans
Se@%?l%elect|ng the second encryption information

c orrp;rdase&: smmg thosacteneyptd dga segaeagndirstabiug chtgpmion
R RN M —
da&pb@ﬁaﬁus of claim 81, wherein said neans for

T TN e N T T e
pofthidf @fchUBkiRPted data segment using the first set of encryption information
selected for the encrypted data segment;

means for selecting, for each encrypted data segment, a second set of encryption
information based on the decrypted data of the second predetermined portion; and
means for decrypting the remaining portion of each encrypted data segment using

the second set of encryption information selected for the encrypted data segment.

79. The apparatus of claim 78, wherein said means for selecting the first encryption
information comprises:
means for generating a first value from the original data contained in the first

predetermined portion of the encrypted data segment.

80. The apparatus of claim 79, wherein said means for generating the first value
comprises:
means for hashing the data contained in the first predetermined portion using a

first hash key.
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second hash key. 83. An apparatus for
cryptographically processing data, said apparatus
cofrpri sing: neans for receiving a plurality of
encrypted data segnents, each of the encrypted data
segnents having a predeterm ned portion; neans for
sel ecting, for each encrypted data segnent, a set of

encryption infar, ion .for,a current .encrypted data
51 cogrUR PG a! Hr Yot it B ok ety o ey
infofhmaflad eompeiedRt ai ned within the predeterm ned portion of
the current encrypted data segnent; neans for

dec myepid BechiiingUrst@nd varckypihe decelgpted dse gfmBatectisd Ng
t he encr Rtiogmginfor tion selected for the current

PredREYBRIEET9a LLE B RBITE 18 AE¥8ans for al | owi ng said

nmeans for selecting and said neans for decrypting to

820Perat gpants YDGAHER NheRRCsyheds fateaestgBataondhiueThe
apparatus of claim 83, wherein said neans for

COGI%EL i ng conprises: neans for generating, for each

cur neahs ARGLHN AHe dad-foiS@ B4R BE the 3edtAl Yeedbfe@Rined dbAion using a
contained in the predeternined portion of the current

seemd hygt ley. dat a segnment; and means for selecting a set

of encryption information associated with the
83 genemappdatwsabuayptogripbicslt prodessarzaiatapiaidoppareiioromerisiog

i ncl udi an.encryption.al gorit an_encry

nd "SRR PR BB M eBPp RGP b i dat
segappahatinsa tdeckaind @dtiomher ei n sai d neans for

generat | val ue conpri .. means for.hashin he. ..
et Bembp R i R hald tr SRS pisy b SRR Hyofation
forhasierk elérypted Bata sEa@era ppardatrygedofhecdirathene@btionfisbdséiem data
canpri.sing: 36 nmeans for ovi ding a ryption type
coffaRor pirae meeBRar st b ARy b e e SRR IEn 1) he.
and naBnseacdeyPhtingnheparaet@yptashaceaiaadusigtthe aucryption
. gener at ed | ye. 87. The aratus of claim83,
i 3715 o S AU FACREIr 087 LR e br | ses: & i1 st
pr e @deh@rioi deding 4ill medhs farsels@ing add sl nieahd fosdecBptingdb
encrygtion information, the first set conprising a
OPFTHF 81 SURRIFYHEIER LGB TR a first encryption key,

and optionally a first encryption paraneter; and a

second predeterm ned portion for_selecting a second
845t THY a@ﬁ@w B{ Glayg 83, wherein said means for selectmg comprises:

means for generating, for each current encrypted data segment, a value from
data contained in the predetermined portion of the current encrypted data segment; and

means for selecting a set of encryption information associated with the generated value,
the set of encryption information including an encryption algorithm, an encryption key, and

optionally an encryption parameter.

85. The apparatus of claim 84, wherein said means for generating a value comprises:

means for hashing the data contained in the predetermined portion using a hash key.

86. The apparatus of claim 83, further comprising:
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i nformati on, the second set conprising a second
encryption algorithm a second encryption key, and
optionally a second encryption parameter. 88. The
apparatus of claim 87, wherein data contained in the
second predeterm ned portion of the encrypted data
segnment has been encrypted using the first set of
encryption information, 89. The apparatus of claim 88,
wherein data contained in the renmaining portion of the
encrypted data segnent has been encrypted using the

second set of encryption informatiaon. 37 )
means for providing an encryption type identifier, an encryption key for the encryption type,

and an encryption parameter associated with a generated value.

87. The apparatus of claim 83, wherein the predetermined portion comprises:

a first predetermined portion for selecting a first set of encryption information, the first
set comprising a first encryption algorithm, a first encryption key, and optionally a first
encryption parameter; and

a second predetermined portion for selecting a second set of encryption
information, the second set comprising a second encryption algorithm, a second

encryption key, and optionally a second encryption parameter.

88. The apparatus of claim 87, wherein data contained in the second predetermined portion of

the encrypted data segment has been encrypted using the first set of encryption information,

89. The apparatus of claim 88, wherein data contained in the remaining portion of the

encrypted data segment has been encrypted using the second set of encryption information.

37



