ROUTI NG TRAFFI C I N AN ONLI NE SERVI CE W TH HI GH AVAI LABI LI TY BACKGROUND

[ 0001] Web-based online applications include files that are | ocated on web
servers awvongi2hs11R data that is stored in databases. FecTasanplos4s18 here
are a |large nunber of servers located within different networks to handl e
the traffic that is directed to the online service. Routing the traffic in
an online service that includes changi ng configurations of where content is

stored can Ry@riNG FRAFPFIGUNKRONIOINIOSER vIOE SYSHYTRGY A S APLQBIIdEd t O

i ntroduce a selection of concepts in a sinplified formthat are further
described below in the Detailed Description. This Sumrary is not intended
to identify key features or essengigikdRapNss of the claimed subject
matter, nor is it intended to be used as an aid in determ ning the scope of

t he cl ai med009bj &bab-besadiantine frpdcBionyepludefilgethpt arolocetedon wetaseryapialong
managenent F te,.r tLhin the
netaor kot B hETELSUSEA dRuhRy! R MRS ke § NGB MERER oo
routers red@nied witbgublitrsyt npavosle to hendiethewslis thant directeditodhd dnding expuiest s t o
the appr opii ks, HERbRA Lol 08 MERLEIHES L oL o5 3 TR oG ARRL | cat i on
specific |0gi 5 oF 'Hout | ngntﬁe fequests. FOr e%ar%'pPe, the requesets may be
rout ed baseontan isstatodcambetdiffichdnt i f i er and/ or user information that is

i ncluded within the received requesste%@%ﬁgk up table nmay be used 20in
determ ning a destination for the r . When a | ocation of content
changegow 10002] t TRisSahinfaey i8 pfovidee to intreddco akelegpioh abt@cépryinhsimpidatied such

that the b reques outers automatjcally direct. content to the updated

| ocation. AT tg‘”?‘ aﬁf‘a{‘r‘“ gradgse BE@?#?’VW? ¥ e‘t"‘ﬁ%“i%“f’%?ﬂ?&s&é“%ﬂ’@“ta& B8°% out ed.
BRI EF DESCRitEnteON i@ntif-feyDBMMENGS 2 i D00 A redd fehd Eaidel klbjet mak@snar ic| oud
managenent . system for managi ng. networks that are associated with an online
service; [ O00SMedtRsedas ingletergingnethnieges of thef e gibiseh 296F s and

associ at ed [mggbmsffeqdem%&rs bl LR ﬁa@g%t A SERLAMY rdu@DrefiREQES Stored
within a row of a database; [0007] FIGURE 4 shows an exanple systemfor a

net wor K3i nepiientmgthinythenetepiks igjare associated with an online service. The web request
routers receive requests, parse the requests and forward the requests to the appropriate

destination. The web request routers may use application specific logic for routing the
requests. For example, the requests may be routed based on a document identifier and/or
user information that is included within the received request. A look up table may be used
20  in determining a destination for the request. When a location of content changes within
the online service, the look up table may be updated such that the web request routers
automatically direct content to the updated location. A user may also specify where their
requests are to be routed.
BRIEF DESCRIPTION OF THE DRAWINGS
25 [0004] FIGURE I illustrates a cloud management system for managing networks that
are associated with an online service;
[0005] FIGURE 2 shows a cloud manager including managers and associated databases;
[0006] FIGURE 3 shows an exemplary job record stored within a row of a database;
[0007] FIGURE 4 shows an example system for a network including front-end and
30  back-end servers for an online service;
[0008] FIGURE 5 illustrates a computer architecture for a computer;
[0009] FIGURE 6 shows a system for routing traffic in an online service; and

[0010] FIGURE 7 shows a process for routing requests in an online system.



30back-end servers for an online service; [0008] FIGURE 5 illustrates a
conputer architecture for a conputer; [0009] FIGJURE 6 shows a system for
routi ng twefzbizosezisan online service; and [0010] FI GUREPZTAIsSomI/0845p8 OCESS
for routing requests in an online system DETAILED DESCRI PTI ON [ 0011]
Referring now to the drawings, in which |like nunerals represent |ike

el enments, various enbodinent will be described. 5[0012] Generally, program
nodul es i nclude routines, progranms, conponents, data structures, and other
types of structures that perform particul ar tasks or inplenent partlcul ar
abstract data types. O her coRFIAEEDRESCRESHONurati ons may al so be used,

I ncl udi ng '[\ﬂﬁ? 1 NRER, ‘ﬂo%et% ’therﬂﬂé&1h§sg ﬂ%@l?ﬂkes&{ﬁ{e%replr&éﬁ'f?l@ QGRGROT - based

or progranmabl e consu el ectroni m ni conputers, mal nframe cofputers,
and t he Ilk/@rloummblb@mﬁmbuﬂé@d@@@rrmdtl ng environments may al so be used where
tasks ake r i d through a
commun 8at RAnP n EEfkl. AL PR ARSI AR TR E b Bt TS L dar am
nmodul es naytrlmurbﬂ)alat @beritypeb of mrulctucealthaapdfqrmmatteuhemi«{swr shiderage devi ces.

[ 0013] FI GUR s a errent stem for i ng networ ks
hat - 15ar o Pl BRI e GhPRPRENIREE L ud AN 6 pRPBER Y ec el oud
manager 105ncﬂdaiaig haﬁdhddrdemasﬂmtlnpmlasmgmgﬁs ndérbreceantr-bagtiwor ks potential |y
di stributed acrossb F h of the networks is C(%nf gaggreq. to provide
content sePUHEEEYEY: CO(B‘P]‘B“%F Higy nécst BHAPuEE B‘amérla’inéﬁ?@pu i . The

net wor ke naysthiguttioehidting élvirdndentd Rardalsebovisc@whdte (ks drfip@for@ed By e ses dat a

center. O oud manager 105 is use pl o configuring and 20 managi ng
t he net wor KENOREC F%%éevﬁ%ﬁgﬂé?reﬂgt‘i%ﬂﬁo %I%OcT%PW“Faé‘E’éqi RpEver qH’easts t hr ough

an i denpot @Riribaid caspnaldcatieshsncan E}dgfa@{ in@dhl&ﬁﬁayg&rwdafe@ i@péth il&atdn@n
programm ng interface (API) 150 that can tolerate intermttent network

failures. [oeAtamemeryyrggstdesiced, cl oud nanager 105 conprises work nanager

110, machi pgy ﬁpn@m@ﬁum@}@@éaa@w ﬁﬁ'na%%gdtfsgs@em%ﬁﬁgﬂgz&méﬁﬂhms 130 and
a central repository, such 25as data store(s dat abases). The

funct i dAal iaryastorttedi ve thrpgton]ipgscadesd SxptemilA0 dh‘étf?%ﬂs ql%@ rnainlagﬁg tlPathetis manager s
may reside cbﬂhe&@éﬂ’o Ak %B?T%Q‘&ﬁ“ﬁe!réhpn%o&ﬁ gotg 4] IBRARE hcrofGROL gAY tO one

enbodi ment, application nager Shar ePol nt tenant nanager that
conpri ses Bhelr et mtweresichhfeguraigh provjde@esFntwav leesian aeperr niotOtenamaiges t he

execution ?é g.tcﬂgrhg cﬁﬁ&n&@aqlhgﬁet%% %g/ib@%oﬁ&pwithin a cloud service and/or in an

on-premises data center. Cloud manager 105 is used in deploying, configuring and
20  managing the networks. The cloud manager is configured to receive requests through an
idempotent and asynchronous application web service application programming interface
(API) 150 that can tolerate intermittent network failures.
[0014] As illustrated, cloud manager 105 comprises work manager 110, machine
manager 115, application specific manager 120, scripts 130 and a central repository, such
25  as data store(s) 140 (e.g. databases). The functionality that is not included within one of
the illustrated managers may reside in some other location of the cloud manager.
According to one embodiment, application manager 120 is a SharePoint tenant manager
that comprises SharePoint specific logic.
[0015] Work manager 110 manages the execution of tasks and enables scheduling and
30  retry of longer running tasks. Work manager 110 starts jobs stored in job queue 112 and
keeps track of running jobs. When a predetermined time has elapsed, work manager 110
may automatically cancel the task and perform some further processing relating to the
task. According to one embodiment, the tasks in job queue 112 are executed by work

manager 110 by invoking one or more scripts 130. For example, a scripting language such



30retry of longer running tasks. Wrk manager 110 starts jobs stored in job
queue 112 and keeps track of running jobs. Wien a predetermned tinme has

el apsed, workizramager 110 may autonatically cancel the traskisand/opesi$ or m
sone further processing relating to the task. According to one enbodi nent,
the tasks in job queue 112 are executed by work manager 110 by i nvoki ng one
or nore scripts 130. For exanple, a scripting |anguage such as Mcrosoft's
Power Shel | amcr%f%smeme%quaa@u%mo&ﬁgﬁn R adskPhet a‘%‘é(%b'ﬁt@(ﬂb)b\\& Mor K
manager 110. Each script may be run as a new process. \Wile executing each
script as aanessr pHbdiss Smmﬁhbema a ainpw Pragpsgh Wmly cusre sl et & Syst em i s
scal abl e and, hel-ps rid h%{?féz'fa?rlyamgﬁ erd oeaﬁéardommg)&temsce@ae D afifhdRl, execut i on
plus full cleanup when e scCri I's 5conpl et ed. I ne manager 115
i s confi gueesira oclpprrageonnipat i@hy@h@mptmmmua ﬁulltch:enupe’ﬂmﬂh@sw(let igg. Net wor k
1, Netwgrk ﬁm hwork 3). Cenerally, machi ne manager 115 under st ands
Netvvorks 5 %I cal Machines, Virtual Machines (VMs), VM Images (VHDs), and
the |ike. TlHE6haMﬁc}mee mmeledee@ﬁlgumed tramenage giepbyrgeabimadiimggy it thet he
specific service runnln w t.h rks, but keeps tr of the
vari ous corrptevr?ents i rkl i;lhl“tworlf%’qklletrtl ?rk@ﬁsﬁﬁnr%eraﬁl%?lachm,e ors é?gﬁm e ITB.ChI ne
manager 11ondoudmds Netvvcek]suﬁh)tseﬂl thr}mwghthﬁdﬂ Mﬁiﬂm’re@(\dﬁp)i 19071 Hna‘gM OofHDype " Foo"
with versmn,&rlﬁ _Eh 78. on Net wor. res edto st t.o cl oud
manager 1047 BELRS nESRHFAGS Mt F‘%eéé?P‘el%avsaé éngﬁR?‘% 588 ‘iv%i’&‘ﬂ?‘?%e t hat
is | ocaved mlﬂgeizmm iheaetav@dcsmﬂltdewaes of the VMMLeesmp@heﬂ@ i Be b oMid mage 15

associated wth_t s Rol e. sic chine is nfi vmtha
VHD of typéerEBBf vBP]Fﬁ @r?ﬁ@ﬂlefﬁ‘c &e E‘SX f]‘r?aﬁom\d e§‘f“6‘F%%dc% E#i Fat a

store, sucho @pl@al amvsireyR “k4E. willherdioBoeR. 35BhnM ROk 3t he rdIpsni®ida My al so
be stored in ot her | ocations, such as a |local data share for one_or nore of

t he net wor K&uessiq flopdsmanagerd 85 ymaching meapges L iy lopatesi awitahle Bivisisal Mchinge VHD on

t he physi calat BSAIASnA&WEL B 288 cdidiouRRe e AN RGrERY RRSTVARLOY Ment
20confi guration. Machine manager 115 keeps track of the configuration of

t he madhi néssoeiaieh WitbtheoY M s Rude. ‘Elicathpsieal megling heomiguageyitna BHPGf tyosep track
of a VMs @8{) Gith V¥RBNn 5.3 YN 78 ﬁ%a@fs%toﬁafd \4}191%1 Q/Mté 8hQVegh QQda@egstor@iﬂl@' i

Stopped, Failed), version and whether Mexists in a given farm (which
i mpl i es t hemegepviodovithyn thf 0gwelk nstyralq@tts: smei ingthevlotatipns suchas adeast datxscri pt s

that are e’éfr‘a%*%o‘?gné&&&EE?&Q&W&@%&@&@G&%H r%é?fonﬁfﬂ%‘{ﬂstﬁﬁﬂ@@gf 105 and

renotely on one or nore o e networ e or re o e scripts 130 may
al so be st dtee‘dHDrmndtdréwsibaimamhlom@ wthas fenqaenfotreing simr past- éepﬂqyrrt@et perfornmed on

a net \A%p\lf\nl(‘cg f%]l_\ﬁa%ﬁ \%faclfl ne malgggt%qu(keegs {}allecli(m?%e c§?aﬁ%%?%r0g§{ 1ne|:soc ally to

t hat né use pur poses. For
exanpl e, t lkachsetwqok. sFasr&yarblﬁe un:e:tim‘emapmef d)rffmgokn‘ep grackadfiadvig’ so*blemphof\es in

one or f the lg‘ C i ng settl S.on reV|o nfi gured
mchi nes. Sa0 S RaAMe L s Rag BB oe e R Tt YRR BN et o
anot her, rrmzxeehet@anat gwerﬁihﬁmgeln&ﬁﬂﬂqﬂaﬂhelaﬁdwak@, li ke. Accor d| ng to one
embodi ment gcrl S are caosoft S P%,erShel | O CI’I g)
pr ogr anmm néﬂq I | 15 A gty d FRstors s ptEgpt aé‘?(%i‘_t’?f)‘ft toé’e Brl’ﬁ)'fVP °%hd/ or
ear | y- baungocanp i arsud ﬂﬁndg@ﬂ%ﬁﬁ@ rém)felp 8n Usest h@e bmpk QEOEkst DA or more
functionali t% Scripting, howe
e scripts 130 may also be stored in other locations. For example, scripts to be

performed on a network (e.g. Network 1, Network 2, Network 3) may be stored locally to

that network. The scripts may be used for many different purposes. For example, the

scripts may be used to perform configurations of machines in one or more of the networks,

30  changing settings on previously configured machines, add a new VM, add a new database,
move data from one machine to another, move tenants, change schemas, and the like.
According to one embodiment, the scripts are Microsoft’s PowerShell® scripts. Other

programming implementations may be used. For example, a compiled and/or early-bound

programming language may be used to implement the functionality. Scripting, however,



is a fairly concise | anguage to express nmany of the tasks that are to be
performed. Programm ng the equivalent in a progranm ng | anguage, such as
C#, woul dowofzbexvsurgui re much nore verbose i npl enent ati oR€T/UBb@ 1864519t s ar e
al so | ate-bound, neaning that nmultiple versions of underlying code-bases
can be targeted without having to constantly 5link to different interface
DLLs. Using Power Shell scripts allows a process to be started locally by

cl oud nanagseifaﬂf%ohmetla@xge 0 e;q%ga n®dng ot thR tREOGESSe férbe%eff&‘ﬁléhe machi ne
(i.e. a physical machine in one of the attached networks). O her techniques

may al so b&rqgsEwming theregpivalgntdn @ prgEBRIng langwase ¢uphesti & oul piln BguSRcur e

Shel | ( SSHyRRhokO& b dsK SnpléBAddion APRe! sGﬁﬁté%aEg@ﬁé B&ﬁd'rﬂéaﬂ[ﬂg‘%ﬁdton t hat
cl oud manager 105 Is nan | I's 10 perforned pplication manager 120.
n‘edgﬁrymlg

Accor di ng mltmheveemdqf wedfalmgta @abe tﬁmgesqﬂefeﬂfouthawmgé@ pasiaotly r el at es

to M crgsof; u igured to

know abgut g%are ol nt H&?“Q%CS%L% gjg é% S‘(I;iglf[i %Cg tS%gﬁ%%Wé‘%Pﬂ%.S?%gw] Each

net wor k nmayochiy b}odbmcgmaregeraléﬁahadedy oamletbtarea pvoedss oz remoteemanhinedndAor as a
C |ent The, net rks may

mul ti -1 enan&%sneﬁ'machme in %}16 SEhY L eﬁeﬁl TRESor s?aat Pt%fhnn% Chm %also beE ysed 1o

i ncl ude a ng nunber 0 sical’fvrr
confi gur at isan aa)k@essojnarrgmmg nfmfchme sdﬂﬁswcmaSheIGSSHD add the lilee. net wor k may

conti nue t w.as..l ang as. t imts .0. | oad.bal ancer and
et nor e sutRL DRtk DR RSl dl e 108 s RRgis ot ont
wuht h telo S@Eﬂr{(ﬁﬁ&daij\dpﬂ}}'ﬂﬁtﬁj’n @nﬁg@di@ .OAcudediigifochine embodimbiteths pliedtin  The

0] ySI ca mchines. wthin_ a networ e Sl.gnhe ass or t For
exanpl e, sél?ﬁé?ﬁn nfoffRativy refaghio %ﬁ{}%&ﬂ}ﬁ t‘% wgwnie%ﬂowgaeagﬁfo

front ends ieqdfigRpd @%wrasauteﬁﬂemlﬁeﬂenmlsrueesuémynsbemsth@nlaege nachi nes t hat
are provi 5| oned wi th nore storage, than con(Eute machj nes. Accor di ng to an
¢

enbodi ment [0WPbugaseitayRk mPySe eHterdAea d gatedee T e £or Rite APt Angd/OR &% Anor k wi t h

mul tiple venghngnt AbwoRethhieefeek hioeestharﬁefé%ahn%é &t@&kemawcmaea farms
usual Iy have a same version of image files. 25[0020] According to one

enbodi ént Ch%nﬁelgwﬁlb%f@hYﬁIQﬁ/Ylﬁu%iﬁ@chiﬁﬁsa‘g’é‘ﬁthﬁl}i ceigueation efsorehsagieg a&sfst em 100
wi thin the (aabyaik. Qihorlil! Bl ey tBRiMREOLOGS:s A8 (TR AGGhOdgRENdeNt | y

acting "Farns" insid net wor K network may I nclude oné or nore
farms (e.glfe eéeadl‘hetammr I@ncm)etWﬂé(@mtdmbar@ voteneccdeth dar prantple, a nefsodonky i s
consi dered I I I i expose
one-or - ror So B P LR iy PP ROMRLI C SR FARRESIRET MESREAM P
traffic tonainlyincsfwmlhlea newhikiresy wi ashigmedaiviasnet tyer Kor Thephastmaeshd n t he

net V\Drlé genearc 1nes§/m [t%(ftfﬁht ln¥acﬁ1%%I (Iege%fg debht?on?ergﬁs npdo seﬁrteﬁgg cfsos[he(rI - €. <

| s plngl enc FARIEH SRS BAsT @ rou i NeS used to
coor di nat e naplphe¢soady lersorideabachmedithbti agehprbmsbmaindlt}r mbmtstomem hhapsompare exanpl e,
content f armrgéhme Y Accorgm%ltg Y gmt\)/gdsnrl]ent cloud manager 105 configures the machines
within a network with multiple versions of the image files. According to an embodiment,
farms usually have a same version of image files.
25  [0020] According to one embodiment, the software limits are managed by the cloud
manager system 100 within the network by virtualizing the machines and managing
independently acting “Farms” inside the network. Each network may include one or more
farms (e.g. see Network 1). According to one embodiment, a network is considered a
single cluster of network load balanced machines that expose one or more VIP (Virtual IP)
30  to the outside world and can route that traffic to any of the machines within the network.
The machines in the network generally are tightly coupled and have minimum latencies
(i.e. < Ims ping latency).
[0021] Farms are the basic grouping of machines used to coordinate applications that

need tightly bound relationships. For example, content farms may be deployed within



each of the networks for a content managenent application, such as

M crosoft SharePoint. CGenerally, the set of machines in each of the farns
provi de web0evosu1@ and application server functions togerhseo11dyigal |y,

t he machines inside the farmare running the sane build of an application
(i.e. SharePoint) and are sharing a common configuration 5database to serve
specific tenants and site collections. [0022] Farnms can contain

het er ogeneQs st@lcsheRforid fof y@dntéﬁaﬁﬂaﬂl@@@ent%ﬂwumm% MiflesdrRi ntains a "farm
goal"” within data store 140 whi is a taﬁget nunber of machi nes of each
role for ed8#eRanth Csprellys greest qf ﬁ@rﬂm@ igtehen thefpignnraids, wabsatvéssndent r al
Adni n, COnfaﬁslfca&}nrg%fveﬁmfﬂo@@toggﬁger@bﬁguﬁa{yrﬁ&hl kil nESARIAL RElnARP Server
etc. For 1l0Oexa content farns are thé basic SharePoint farmthat

handl es i né@rﬁr&mg b@ﬂﬁbe@ﬁ@pplﬁ@UmE@»? sShar@iat) anéere Skaring e eomrgn wenftayratian n

Shar ePoisnt dEt%a}éEFoes%rvteE@cﬁﬁc@@na‘ﬁ%&%@%i‘% c%'il‘é’én%ni arnms such as search and the
profile store e use or hosting |arge capacity public internet
sites. Sonﬂﬁﬂé}nﬁmm&yamomnamhmaogmﬁmpse$Oﬂmﬂudemﬁhmatﬂﬁowimemg€ﬂ§5and a
Provi sionin d n caII and/ or
deconn155|8%%Q%%§lq?nngmy ﬂ?nﬁg tﬂmﬂﬁg“%’ lsa %?qml B%H%ﬁ%%% Ing the
defi ned tamg&nowThﬁmd1hannSmg@am@1mﬂmeEmamtEmmﬂhﬂa@&ymaﬁﬂmnﬂAmﬂmualIy

configured.. For | e, fa oals na han to respond to changes in

ot vty e TR deterk @l ChRr i Y e BRa R Skt RBORGS K ar m er

hbtmorKOthakmmaﬂkamaﬁﬁ&hkakhﬁeb&mﬁmmﬁﬁomhamnﬁmah@mauhme@&gkymaﬁma resource

to the whol e hbt ﬂﬁ&ﬁ%» é%%lThe C oud Nhnag{r Wb Service APIs 150 are
”’ct RS 4

desi gned t6e%65rtq< S §PNiaInRRAIEP Qi yrTvdces haphran OQFrBI?e?FOS§er vice. The

APl s assumg il 8lichal Yeai@lana lle prefIb eBke. Fafhi méyahd usadidh Bbstila Rged d&pioﬁtans it.
Calls to cloud nmanager 105 are configured to be idenpotent. In other words,

the same c&PPICHRYMSESIER RPN IR GraREFeeroUnef ARHVE P;.lﬂe%tmty' Hees@adal ong as
t he par ametpglsidHig hethi cRld m\ﬁhatg@pms SRARALNG dfeﬂ%ysoaal%@a@oon%ﬁ&s%%] C oud

manager 105 is designed to do very little procCessing (<10ms, <50ns) before

returnildg airrespahass inghgpgiweiky Enholpiguessting @Pé@‘&leﬁv%a@eihem@rmgw%u ns
records tonﬁ‘??g afuﬁﬁﬁgt‘fﬁaw afrd/bf rﬁ&haﬂﬁ&!ﬂﬁ%&rié? f&rexﬁﬁ;ﬂ@%@mrrﬁg%n%ﬁnager 105

updat es recor ocal dat abase an necessary schedules a "job" to
per f or m nockange trgesppnd t dhengey i agtigity, andeapesity CradsdNatwers derm-kKeapss anpack of

| mages ““%@m%& 4 béﬁx‘l bRkt %gﬁﬁ%(alftﬁlﬁgl\ffo?esttﬁ? ‘f% c}u‘?@&%h%seéreg&fr‘& to

depl oy new nachi nes Withi n a networ mage references’ nay be stored in
a databaseul®a®h0h§%m®@tbase 140, and/or in sone other location. The inmages

may be tOI‘ L\:h % Oﬁd %r%eegwg ‘%ﬁ $5p argﬁes&naeat grk 11? ﬁl%lcm%tgxtt he

netmork s)[ ' oye
enbodlnentofeamnuhmagdawagbbdemv&eVﬂmuuahammmhHMEmﬁNm@mnbkﬁu@ymmﬂmhat

specifies th of. VM it n_depl.o th er. o rocessors that it
Shoul o use ™k Rie sty i egeie TR EME LS i BERRRRER 1D used
to find a mleaﬁhaywcbraﬁmlsbmpealnﬁqa}(B@nﬁdmycmamnfan@ef10:5cmmlﬁpie tieReak gy over
the cross data-center ks%fgnd a share path that the depl oynent code can

use to accé$ GPW@m@ﬁﬁaﬂf LR SIS ACHGEE- | n the networks bei ng

nmanagedsby (@201 d C3i8 tn@iih ded 90 25 Aedi@ied 2 ROVaE Bl ipfock Rtk B kSUHA) nmanner by
downl oadi n data and incorporating the data into the existing software on
t he machi n&SOIGTERUENRE 2 IppRMPTE IR B i5a4 e 1By MaesichOq gnantypD G Ehioan

updat ed VHRee fﬂ'_lﬁlrck SRR EreqMICNFG RSN SIdARar@Eer 05 LVRES rdcdrdd @CslRdalbY a
farm a new farmis depl oyed that has the new version installed. Wen the

new farm i slaigease ekl necefaiviselraliles 2 ajob” todEfarm pgra lengdhyaActvialetei-t o t he new
farm 1In t 'NO‘QS}ABYJ’Ioud manager keeps track of Images (such as Virtual Disk Images) that are the

30 templates used to deploy new machines within a network. The Image references may be
stored in a database, such as database 140, and/or in some other location. The images may
be stored in one or more shared data stores that are local to the network(s) on which the
image will be deployed. According to one embodiment, each Image includes a virtual

machine (VM) role type that specifies the type of VM it can deploy, the number of



10 downti ne due to an upgrade is mnimzed and each machine in the farm has
a sanme version that have been tested. Wien a virtual machi ne needs to be
upgr aded,wohe1dskzia t he machi ne may be del eted and repl aceasadttiiossshe VM
that is configured to run the desired service. [0027] Wil e upgrades to

exi sting software are not optimal, some servers within the 15networks do
utilize the traditional update procedure of an in-place upgrade. For

exanpl e, %Ifdcys%o@'tﬁa@ﬁrs%ﬂd ERMRE AnSBRRLE RAMEMS: iak Gl BiREGARE0 RYwiREBL i ng t he
current software on the server w thout conpl etely rep acing an i nage on the

machi ne. THheeddp uda reaajastalhagintbe Bep donihept aeniedl repeapsidlycarer e eiofedafanst ances.
[0028] F1 CUfte2ink)aN o Shikd QHEnIARAGGT0 G| LAl DEh HBRAGRES yRNBssoci at ed

dat abases. 20 As i1llustrated, cloud nanager 200 conprises work nanager 210,
wor k dat abd¥R6P 1 Seneralbsh rrnehlmnlag@mems hmmmegedéwabmd eysxs 10G aspyagit

ma”agf’(r) 8331%%05@3%9%@%&@& a@aﬁﬁé’ba gﬁ@m&tﬁnﬁ? %ﬁcoﬁp%?r%[ﬁg%e%pd iRy vice APls

240. ner a ases clou nagenent system
(e.g. syst @hnemﬁ)lg snflevagd grettle taclemea Jhsetead| lghchp@s herupdaiokby Iléplacieg(ah‘@llie a

dat abase (s a abase 252 se nt
dat abase 2?% %aé%r eIfIB at ¢ Xl%mgge ﬁ%ﬂanewvem Ogtisgg‘é’ ‘& r|beree(§1et?y| E 'si ze

limt (e.ga n8® fﬁB}, is BEp165i3d tHbD Das it n@n@brilb‘[emlstallk&el) Wikaahr ebiwn@rh & an

enmbodi nent se .is size t it is snmall .enough to fit
ooy e DeRRE R Rk REn SRR Bmks wehe® Tk P IR0 per { or mance.
The si 26 ofjoivheméeladcabas epdimie idhnsimbed siel @ch eﬁcmlﬁdamnpmsfacsmance with an
application a 30SQL ser

rogra uch as_ipteractions r.. The
dat abases J@‘g’@nigl??tPWS%F%ﬂtﬁ%eqm%ﬁ?gﬁlrﬂél 8¢ E‘an?flsé%lé%‘i‘ rarﬁiﬁé hep‘éW%lr mance.
For exanpl ene hdt@ihe MY bo@clsicd @6l fepladddtwitinth&®NDIhYt i@ Eortfid@reld @S funARCtking@l and/ or
si zed such that backup operations, nove operations, copy operations,

restore opé&fdtfons are generally perfornmed within a predeternined period of

time. [003Qjo2¢ owwhil®Rp @efs taggstmg%bﬁ»e&eaﬁ%OG&IQM1 BRBGGTerd@tRinitt 0 four
dat abases. The work database 215 for the work manager. The machi ne dat abase

225 f orl5t haciwesideatiferiagErdivge! upiiis presadne otrintpiase upasler Ber cxiepleenant
manager 230, a40dpR 356 THhRi LS ARASE al%%%lfa@éd BRE Ykt tﬁ@ﬁﬁl‘ehﬂ Bfwhidfogrmt i on

such as syst em account and passvvord i nfornat’i on, credenti al S,
certifi cat egyerarithontreonpldtdy rephieing an dhres @8 thmyaObeleoﬁhQ pleubmpnageienaer and or

split acro : rdi enbodi nent, each database is mrrored
for high a\%gloﬁgwg?{“fegl‘gﬁlg%lgsgg%g%a%?abase. [ 0031] d oud manager 200 is

confi gur ed [0028] nFESGRE 2whews 4 ¢dleuddatmpasedudisg mgnagers edliceetiget dagbasel
f eat ur ?6 I %solrlus?rate& 0%%?‘“8?1%%61‘2 £ ?I\IIII'I esn E'\I/I%,Inla %pbi t\x%fkocflatal:base %EISOUd rmnager

200 10duri ng upgrades 0 ses. For e eys or stored
pr ocedur es nackinatheagpt 240, mechhe ctawbasté@ds tEmnemgmg&ez}Q teignt deSesZSISema

changes difficult an nant i ci t d failure conditions. Stored
pr ocedur es ® ﬂré%%at% §fan§W3g eﬁ‘f)lf?ggfaz "in the database itself

[0029] Generally, databases used within a cloud management system (e.g. system 100)
are sized to enable high performance. For example, a database (such as work database

25 215, machine database 225, tenant database 235 and secrets database 245) may not exceed
a predefined size limit (e.g. 30 GB, 50 GB, 100 GB, and the like). According to an
embodiment, a database is sized such that it is small enough to fit in-memory of a physical
machine. This assists in high read I/O performance. The size of the database may also be
selected based on performance with an application program, such as interactions with a

30  SQL server. The databases used in the farms may also be sized to enable high
performance. For example, they may be sized to fit in-memory of the host machine and/or
sized such that backup operations, move operations, copy operations, restore operations

are generally performed within a predetermined period of time.



[ 0032] Conmmunications with the SQL servers are attenpted to be mnim zed
since 15roundtri ps can be expensive conpared to the cost of the underlying
oper at i orwORor2/sxagpl e, it is usually nmuch nore efficierCTidS2@hlos4i8 t he
current SQ. server interactions to a single database are wapped in a
single round-trip. [0033] Constraints are rarely used within the databases
(215, 225, 235). GCenerally, constraints are useful when it hel ps provide

si mpl e updgjeae V"C‘lcﬂldtn%agér gm dllﬂde@m@tloﬁa Fr@haclPd AR 06k d/xtaﬁobsfayt TRXtra
gueries. For exanple, the |1y qualified domai n nane tabl e has a

constrai nt “@rlaéaé@aw 16 H‘@r th%‘aﬁ’é“‘m%nég%s $hemaghingylagabaser22p ré G BHAAC from
acci dent al Ly, 54y bfig 'F}fé tﬁﬂaﬂ'ﬂ bR 2380% tf%n@l%aﬁ%elai?)lb%ﬂ&lx s@hdiOGRIRE to a

different tenant. [O Caution 1s used I ndi ces. Indices
typically |2ﬁr§)f0c§\?@rln@wsmé¢ mérmaieesugh aStsmtem@sqou@tfaném&sworfd/lebrrﬁmonw| te

oberat! ans el (AR IS, TREaRBLARAES, b RGN WD M

resi dent, even Scans are relativ st
enbodi nent acrosdenes. mmwﬂwegaddeﬂm®Mc$mthamqmabymmamUenﬂB%hb&b stablllzed

and a perfor ro Nty be determ ned by proposed i ndices.
Accordi ng tdggﬁ? an gﬁp%ma?maddlng the index will potentially take a

| ong tinme 0031 CNILduhllEm@{geer 1s(annﬂmlyedbe isg@ea ivfithelk datedhsck hﬁ'hg 4 ldudedbl e 1sn' t

| ocked whil e ex is initial 35] ., Acco n

enbodt ment SabgP ket M pRRide AR g o e REBL RS B0 e f or med

\éVi t hout1ocauanﬁ@u@m&$§ d)ﬂt;tEe dla?ﬁabh%b@ Ebmdmﬁla,rtﬁ@eg’nl 1&y§{6@mred proqdbes aror ds, even
urirng an u t cl ou na the clo nanage cont | nues

processi ng E%E Vﬁ@%eﬁgﬂgﬁgﬁgﬂmﬁgﬁﬁﬁg ln%ﬁéﬂﬁgﬁ‘ﬁﬁﬁﬁs@%ﬂPh€n§8W§ﬁa are to be

conpat i bl e uWadiBiphae AL RVIoRdIS 01%C BeIFRY préfiduStblasChen® tRApAdetidSinikn bef ore

the web servers used by the cloud nanager are upgraded. Wien the web
servers arémﬁﬁﬁ?ﬁﬁ@H they can start to use the new features enabled in the

dat abase. [pRi32PagemuRAIAARS vahend SO L&ekrS a6 Ridita @R MAhihAAR sinavol ved in
t he upgrade are quick and efficient. For exanple, tables nmay be added and

new nullPabremdiivy asberpponsive serteated © teagost 4Ty wdbirvgsopersan.cBtuMms may Sbe
added at the,&nd0f eﬁlahg%@h mg';%ré?ﬁ@énltﬁ‘allto'f% c&ﬁ%lgﬁqrbgwgpﬁ{e%h&ﬁ% Lo the

dat abases are avoi d exanpl e, ding a value to a newy added
col um at @m@bﬂ&@ﬁwﬁﬁﬁ%MHmvdWQaan@eﬁymﬂﬁmm consumi ng operation when there

Is a 'arge ﬁnbggsftrgg@sta%r h%ﬁ wﬁthﬂluthé @R&b%s&%ll@gzs E?é'ye&‘é&{er > a very

qui ck oper t|o I scusse ove di ng new are owed, but
caution sh@uﬁdmbeanakeﬂd“mgnnhﬂdnﬂngeﬂemkumdStWWMnmen@nﬁmkbﬁrﬁensure sure

L1 SRR VRRLPLG 0. LASaELDe IS SRRy GIDNEIITLS:
avoi ds a caabld has a constraint placed on the “name” to assist in preventing a tenant from
accidentally trying to claim the same FQDN as is already allocated to a different tenant.
[0034] Caution is used when adding indices. Indices typically improve read performance
at the cost of extra I/Os for write operations. Since the data within the databases is
25  primarily RAM resident, even full table scans are relatively fast. According to an
embodiment, indices may be added once the query patterns have stabilized and a
performance improvement may be determined by proposed indices. According to an
embodiment, if adding the index will potentially take a long time the "ONLINE=ON"
option may be specified such that the table isn’t locked while the index is initially built.
30  [0035] According to an embodiment, upgrades to databases within the cloud manager
may be performed without causing downtime to the cloud manager system. In other
words, even during an upgrade of the cloud manager, the cloud manager continues

processing received requests. As such, changes made to the schema are to be compatible

with the previous schema. The SQL schema upgrade is run before the web servers used



val idation of existing rows and potential errors. Ad tables and unused
colums are renoved after a new version is being used and the cl oud nmanager
i s not acwessixg4iiBose tabl es and col unmms. 15[ 0036] Cenecalusgoiiasssingl e row
in each of the databases is used to indicate a task and/or a desired state.
For exanple, the tenant database 235 includes a single row for each tenant.
A given tenant may include a Required Version record. This record is used
to hel p engympe ctctt@tmatnbger LRNPBIadeS WlcAGRAY @\ cAefsAFd M HIRE Gy ERS AU T ed
versi on. For exa or tenant 1 to stay on Sh areI§0| nt 14 SP1, the
required vapshppcy &atuteé iwashledcis ﬂteoﬂatﬁéa%et)atabase pRgrades aggemipdanch bar si on

i ncl udi ng %ﬁ rti AR WA VR CiRe acf%@,\{ecﬁﬁ d\éﬁfc%np%réﬁan%le bk n>1<a?§/)9é) woul d
not mat ch. Tte tenant recor I hc de ot her itens such as authorized
nunber of w@ddadgand q@’ov@ltabtwoglmnamacs\heddctedtt@tmﬂmgaolu@ageNe\pe@Iumgsemasdat a
usage, &t Cy) pqdeli tﬁE &% dflaGhlIO NSen ?a@t? € cdnlfin §%&§tlo(ﬁg AL AALda0N o8 Nt have
multiple tenants t represent ditferent geog? organi zati ons or
capabi | i ti esidotlc dor cianyle, addarg eddiadti vabrtq a henapdddapmmaal tredicftimd r om
25each ot hera thOUt g llsu%anr[l one\r/a{ttogt\x!h%ri?th%I 1% h?arues%o%nt( Vfl da ae}‘,ﬁ&a”? t or

ot her featuré(\Mf f’@dgniej ccor |pnglt oaIment enant°i's | ocked
into a speailidbie ¢cvbinwg hswevEenantasy qmek kI&mnohoAakhsmdedtabo@e sddahd neset  of

dat abases. .A.t enan ither s an would fil ne dat abase)
o bt o odtieef PR . Buiedbior Rt bl BEBLAE AR e P ok Penant o

This inpli essukdake tahtlthet RBerheNRMdB vﬁiﬂalblrd’:lg wifhake &adna@aae peedamhgleupgr ade at
the sanme 30.tine. qudtﬁnant r OWs r.it rrﬁg/ﬁj:a vegt0|ts own
dedi cat ed d"&?‘éﬁé%tr@?“éﬁ FPHi ﬁFttH&\?@t gtds R Sheckeerndgieids 4C8Y shari ng
dat abases Wwhlidatiof HRdxistieDMsnd poteitfapbibrNJOR! thiésdRd ufadtolifndsre Or nore
dedi cat ed dat abases hel ps in reducing a nunber of dat abases that are needed

to be upgr &JeRyed pligiamanesiinys bingussd Al the gloud maracer ippalgrcesing thasa vy, t he
wor k dat abgages3tdcdimghudes a single row for each job. The machi ne dat abase
225 may include a row for each physical machine, VM farm and the |iKke.

For exdfpl d03fkcRichwaliaasigele revimisss of the datphegesiinesed deindicyie p sisk Andiend ng.
Accor d! nNg 4esik[ sﬁt@b@gf' &%ﬂﬁole ﬁ@%aﬂﬂd@eab’fs@@% 1n@ﬁ',IQes\4\4nY§1é I}Z‘)mofaea'aﬁte\ﬁgﬂtk has an
5associ ated version string. [0 Accordi ng to one "enbodi nent, the cloud
manager indy gmt@ste@nsmﬁptneluﬂ@gapmgreéy@tmrt:mict Thepyredsed sondd tgdwledntue)e record a
| og entry A : t F&g;ﬁ [ ement ed
that inclu sthgs ntﬁﬁ‘a&% ggt;rﬁl? @éhlggﬁic‘f (?]%@gerée%e@g]a Y, P for t%gtgt ng
systemis ttrsmiv cbro?Bham?amtlH Bgl, ttimg@iladdelpenﬁ‘@rtmnwutdrh@fsmltb ﬁl;fl 1.1aend 0040]
Accor di,pg th S AN e, byl ng SOAP
with A§B ?y 1§¥§1§ﬁgg§%\}\é Ouﬁ%lfl?t us i nY t ﬁwrv IOHS%Q ’fxxxi ‘?’r%lﬂgt patterns-
Gets and Updathe She (amenadotdg matyhm:luq@(zbdteenmt shmhiss ettmliomzed miamlm sfusaict ure as

the | nput an structure out structure
ot movt S0 i Ratel R e et o7 o R Bk Bl ey bthe
potenti al | yikeli $dmes drgghifatiommidhe hivepuiiltigdbjeasits thht N@bsededlffaﬁntlgé@gra@ﬁdfser

busi ness Io i c. changed so pro erties or else with addit roperties
filled in (O FrZHE ﬁg‘i %‘P?'%} digg 1AnErbodigcb enant &rﬁl“éa:‘ 8@ %{;p °the cl oud

manageny. Ehd dﬂttwlattﬁomtmdsn\afaaoru@faﬂe fisofs (Vidicktrablet QRKIRE Feafif @Bt | On as wel |
as subsequent updates. In other words, callers to the web service APls 240

can si npl y [40831e decqrhiag iupiricglbp dinenin cach paiidhiocksddntopapecifisnet™etked to keep

track of whghdi@rard kgt RRIEEY (A fneMd¥ iaebcQA B4t isleRh@dBht (@Rltths 20
means that updates are idenpotent in that the sane update call can be nade

twi ce withvonkl filbenstdetehaseinmdugh qags iigin prepcily onsrflaipbesscdareddérotheng to an
embodi ment 4. afys UREALE i EELRQH tﬁ@t)éndn{&%hétﬂfg tRat UG AP AR L AREE Ik sailien the

Last Updat ed property is present, the cloud manager 200 rejects the Update
i f the30al @@eoWhtlasteuwdgtWSd@fgsr oty lmametf:dtthés ovie dedigatedrdatabassispangdd i n t he

dat abase. UG HRYAEMIRINANS e, BICI YOFHRE QP& AR ES Wit BthePlefiaiEl ON

Maintaining a large tenant in one or more dedicated databases helps in reducing a number

of databases that are needed to be upgraded simultaneously in a single upgrade.



25t he first invocation of the nethod and are not set on other invocations
of the nmethod. [0041] C oud nmanager 200 is configured to avoid the use of
cal | backswoSpnros4nal | backs nay be unreliable, clients i RrCEUSeaOGHNEt

cl oud manager 200 may check object status using a web service APl when they
want to check a status of an update. According to an enbodinent, a call to
an update nethod causes cl oud manager 200 to set the state of the

30under | yi p@38p] 8hila9, thEwOM @B’ @mewﬁﬂgmhﬁvfw@@eﬁﬁ@o afg conpl et ed
the state is set to "Active". [0042] FI GURE 3 shows an exenplary job record

stored wi t Faghiae desshacs 223 repytingladse romefor qariylysiselomaching C¥Md faemoanddhor i ses j ob

i denti fier 1&92Fortemﬁp1§Qn%chﬂ@han;’g%datmzs%ﬁ%maa&pav% m%to run 312,
expire tine 314, next tine 316, state 318 and status 320. 43] Cenerally,

for each tdskonlingto rsembog tresst, @@ICHYSHBqu@@r ﬂtﬁlr‘ﬁl‘édylﬂtlrhen@wgtkdlawnager creates

a record i e.g. work database 215 in FIGURE 2). [0044] Job
i denti flger g¥g§5?99%3185§gn£speC| fy a unique identifier for the requested

t ask. [0045q03!T},/péc@Odmg pzemneferrésdltrhet thaskauﬂanap@et mlcturiesﬁmlmplxmggirg, the type
may i ncl ud% when t he

Task 1o toor o PACRalhs S faBillfbedfp BE R R bR b b n B SR R o,
i ncl ude t heystahenhy be mﬁpleérmnged that\,fldhmeslé?ﬁeWmaﬁplfauﬁbsl owWssireWGeasilyt ;hpes to be

added to the systemw th uirin est corrplled or ot her

bi nary. par CEEUE TEM SyLPOR TEEUReF dk B B R ot or e data that s

associ aped [0040 tAkeorliag ko anFediiboa ey ke, WethsertideaPa a0 yirdimils@lingd SOAME t enant,
machi ne, net. to be erfor d. The data

306 may al é”dt\@t%jr‘é@t V(S‘F”%&S%%Q@“tﬂae&ﬁf cf‘hlfo %?Ir{?é PHtesgEetipade i s

set. The pnpaess GdndRlNGhd iRlateasdthdmiakt @akta k@udnlie af @B idpacAdeth@ tBee Wwhat
val ue the desired nunber of machines is set to. The script uses the val ue

in the dat AHRSEUCHIGRSROMHRYEHEhe OYPMETITuHTe resmydherquiefétc dohe specifies a

process/ MgRidNEideBlect i8 tl@?ﬁ@a‘%éenlg)ténlﬁﬁll)p&% »ﬁiifrorﬁ% iSXAOBL& if WineRioa cl oud
manager machiné starts execution of e machi ne updates the owner

308 porlfi onr eherigingss degiaichngd same PDP@’IUG& W@lmﬁu additionah geppprist Bifed3n o
provi des angt BALHAL Q5 Ads & PilePRalffs chlRBlafcH by BRI AmdAbgerfAhe Gy &HP! €, the

methods are used for initial object creation as well as subsequent updates. In other words,
callers to the web service APIs 240 can simply request the configuration they want and
they don’t need to keep track of whether the object already exists or not. In addition this
20  means that updates are idempotent in that the same update call can be made twice with the
identical effect to making it only once. According to an embodiment, an update method
may include a LastUpdated property. When the LastUpdated property is present, the
cloud manager 200 rejects the Update if the value of LastUpdate does not match the one
currently stored in the database. Some Update methods include properties that are set on
25  the first invocation of the method and are not set on other invocations of the method.
[0041] Cloud manager 200 is configured to avoid the use of callbacks. Since callbacks
may be unreliable, clients interacting with cloud manager 200 may check object status
using a web service API when they want to check a status of an update. According to an
embodiment, a call to an update method causes cloud manager 200 to set the state of the
30  underlying object to “Provisioning” and when the updates are completed the state is set to
“Active”.
[0042] FIGURE 3 shows an exemplary job record stored within a row of a database. As
illustrated, record 300 comprises job identifier 302, type 304, data 306, owner 308, step
310, last run 312, expire time 314, next time 316, state 318 and status 320.



script may divide a task into any nunber of steps. As the process conpletes
a step of the 20script, step 310 is updated. A process nmay al so | ook at
step 310 wo 20ef0ss218Nne what step to execute in the scri pPCan$2¢10/054508 d
having to re-execute previously conpleted steps. [0049] Last run 312
provides a time the script was last started. Each tine a script is started,
the last run tinme is updated. [0050] Expire tinme 314 is a tinme that

i ndi cates \aB| t BRnPEIRG BFSadNAW that Rered REIH RASSR fornd, ﬁe%ﬁ&lhﬂga p an
enbodi nment , the expire time is a predeterm ned anount of tine (e.g. five

M nut es, t &FFaieh pocerl in databesg 330 (elgevpikolewbase 285 B EIFUEE DThe expire tinme may
be updat ed 10M4P_ TGANERITEN AL AGASS ol Bg LN GeBRr RPN kG fRohl gk, [ 0051]

Next time Is atine i cates n a task shoul d next be execut ed.
For exanpl ¢0048] plpeedd sneyiidsshosteskgp eerferfnt dior exsmple thedypeghayangudsy and be

i nstructed j t.l S t

pr ocess?ng.nat‘[a%g@% Séﬁgﬁeﬂeﬁ%&%dd%ﬁx&@sg ‘gggrﬁrﬂééntta%eltsgol@nttﬁcfr gﬁ g{zﬁl ed320

i ndi cat es &dDsplay\i¥.pof” ther) thb dfte 3¢90 may Enatuédthe&}impéwdeg “-ReHOned,). BExecut i ng,

Del et ed) . { OOS,I 1%e]w t%)’fp[y%ave %cf%im@to e %ysteeﬁn w1tth0u§1 reﬁla%gg%rgrechaﬁ? mésed before they

are perfor fed” sane For exanpl e,
mul tiple reqmpﬂ;std&rn&yrﬂnearyrpeks dfohqugstt@r m t he sane task that are stored in

multipler f at ab n e | ocks 355
resoct ared Reh PRBIORY SRED St M heR oS ras? B e Fobralpl e be
schedulied tdetamiaf bH@étltd) thtelﬂ@ahtpﬁlkam&r getavik, Vahlee, onMWkich acksk ey bbe confi gured
in many differen rrple t he | ock e based.on a nutex, a
semaphor e, PERY™E elpﬁl‘%/%ea Q@éﬂaé’raislols;f”e an%ﬁif’&%e ‘é‘??é‘x‘f"glchﬁdéluf F’oarﬁat?e’?ﬁ‘?g

execut ed CoNeHITHRPrdMtssHndiBY Be tRMap [t%kttck'lﬂle?db radild & sse€WBRRARE theeSt ri cts a
nunber of sinultaneous uses of a shared resource up to a nmaxi rrum nunber .

Accor di ng t8siisA "BRPE G mephinesas yebtok Thosdipsuseh &wafe{ue in e fatabpse toetiPEdr esent s
a resour ceglerafigsource may be any type of resource. For exanple, the |ock
may be a farmy a machine, a tenant, and the |like. Generally, the |ocks are

used t d5del¥M7kx Srer HI¥ soecifipe nr)@cewﬂrl@htnaélv@é is cEg@HNg 818 PrAgYSSs¥ci fy one or
nore | ocks e&’ﬂﬁﬁle 'v&heﬁ'g%ﬁrﬁd Bef etemﬁ s%ts%xécﬁgom ibE ltl?earﬁgchﬂle uB&a{?esat any

time during Its operation. en ere IS l'ock, the job is not schedul ed.
A job needlthvgbwmr@&matwnmfeherwoedzwﬂhelqﬂegf@eallathlllfocks required at once. For

exanpl e, a [d(ﬂg] ab{es%qy pf-ooidgéjatsiﬁ&%étt%ﬂ O(PE st%p hpt‘ﬁg current script. For example, the

script may divide a task into any number of steps. As the process completes a step of the
20  script, step 310 is updated. A process may also look at step 310 to determine what step to
execute in the script and to avoid having to re-execute previously completed steps.
[0049] Lastrun 312 provides a time the script was last started. Each time a script is
started, the last run time is updated.
[0050] Expire time 314 is a time that indicates when the process should be terminated.
25  According to an embodiment, the expire time is a predetermined amount of time (e.g. five
minutes, ten minutes...) after the process is started. The expire time may be updated by a
requesting process through the web service AP
[0051] Next time 316 is a time that indicates when a task should next be executed. For
example, a process may be stopped after completion of a step and be instructed to wait
30  until the specified next time 316 to resume processing.
[0052] State 318 indicates a current state and Status 320 indicates a status of a job (e.g.
Created, Suspended, Resumed, Executing, Deleted).

10



may not request additional |ocks. Such a schenme assists in preventing
possi bl e deadl ock situations caused by circular | ock dependenci es anpbngst
mul ti pl e wole12/qs@185] FI GURE 4 shows an exanpl e syst em 200/USoo11m545¢% wor Kk
including front-end and back-end servers for an online service. The exanple
system 400 i ncludes clients 402 and 20404, network 406, |oad bal ancer 408,
web request routers 409, WFE servers 410, 412, 414, back-end servers

416- 419, apghsgpt mpﬁdaté @af@ i@t anate 440e r&%o%a ﬁéfof%rthéy%‘f@ﬁerf‘o'rrh&mfﬁae WFEs,
back-end servers bal ancers and networks can be used Addltlonally,

some of t hdayathesamsriaskityne andl detp daldesh For W@H@éﬁrﬁwh@mrgqueﬁtsgwtbémad@t@ may be

perfor med By GNGE GRTRINERLE o Al inSXHL Fows SR dufiBlcDal ancing may be
performed in the WFEs. 25[ 0056] In exanple enbodi nents, clients 402 and 404

are conput iM§4He v jelesan ketie bnca nese lorlopd Se anaietd svithli gt bpkscﬂlj‘hmjt ers,
term nak CQUBMBEE%MBQE] %ﬁ%o'}lbg%@d b?ﬁrﬁﬂﬁ&the/fl’cﬁck%]e Mible! $hepipne

devices. dients can I ncl ude 1 nput eV|ces, a centra
proce55|ngnwmmeC@ﬁEERMﬁnnamﬂéﬁ%nmtwm@géonﬁvmpb‘mahmkammwbmbmkiﬁevice In
the present pllcat ter ent and client er _ar sed
i nter changeau%1 yaS%F \FT;Q'—EI':llke %ner?{l ?Fx feverétrsgocggtgoglgg‘?lﬁ g* %ecgl ents
402 and 404mumamh©a@rmab&mneneﬁ@&damﬂammmmh@qum&kwmamh@esm%ﬁﬁﬂmhﬂmmgh

network 4 scussed, the servers 0 ured.in farns., Back-end
Lo vor < 416ty O p R BRE e b e RS e e 50 Bh bR B & o
dedi catled 1ed sharakstetl@rh € Batoghe@ntsanesooice. mh@reaﬁlroeeﬁaymmpwt}@esfreh@ﬁ&. bal ancer
408, web rgguest %p%tgri 40%, | oad bal ancer 420, vg X (g ﬁ nd 414 and
back-end seFVEPMREEME 0T Wﬁglﬁ&émﬁhﬁHFT%ﬂ?ﬁﬁ?wﬁ%WF% §IKG RLAERHA M Dr ocessi ng
unit (" CPUlgcks @re@iaddao atfoF &@eutide vt 61 oraiifile ASIRETAEN kb @RY kfRify bic &XAGTR| €

enmbodi nrents, network 406 is the Internet and cllents 402 and.404 can access
WFEs 410, Adcks At needs bfere ruwig Lolobanwineleasea lqck algedimeidyring its and 414

renotely. SLQARRI Wlﬁbnélﬁ'er@ié%ﬂpéketh%ﬁmﬁgh%@ﬁeduI%MSAWn‘é@@ng l%oﬁnhﬁmn'e ne,

browser - based docunent col | aboration system An exanple an online,
br owserlShaded refyetinthlocksarqualss pearice i 08 Pedin, a@bmlr@%@sl@pﬁssgﬁ@rléﬁaiqqko from

Mcrosoft Gormer é&ﬁe@&d@ftmﬁﬁ%@@d&ucﬁ/\é%'eﬁgtagﬁts dl Bre%é’rﬁﬁlg%’bs%ﬁ)@e de‘%&‘l‘l%cl@r mor e of

t he back-end servers - are SQL servers, exanple SQ. Server from
M crosoft Gtraponsadaissd bmﬁlrﬁé@dmkdiepWsqugtr@ngst mm[tmmﬂg?s WFEs 410, 412 and

414 provid P]O;gf(g(ﬁliftg%?é&r{’gsta\ﬁﬁeggmﬁ s?ién?éel(z({)i%r E‘HQw‘o‘%mfrﬂ(ﬂ né)ﬁ-ﬁéﬁ “Gligpervers

416-419. The requests Ients 402 and
404 to mebbwéqmdsmvme@M@n@nmndwﬁmmnﬂMFEQHK¢3b@bkﬂwﬂdKQEbw@ﬁawﬂmﬁaMLQ. . Wb

eauestol oUhelg 90 LT bbRLLTR. 18 lEER Ao N Eang, s e
overal | \/\Fﬂiaqkemlﬁeemé% nw ibdleitenahlom batanch 4AWFEGsetevarfewaodemes a cl i ent
request. Sivﬁ;‘ﬁ Eac}é ena servers ?oad%aiagcne(r:seand netQ)vorks can be used. Additionally, some of
the functionality provided by the components in system 400 may be performed by other
components. For example, some load balancing may be performed in the WFEs.
25  [0056] In example embodiments, clients 402 and 404 are computing devices, such as
desktop computers, laptop computers, terminal computers, personal data assistants, or
cellular telephone devices. Clients 402 and 404 can include input/output devices, a central
processing unit (“CPU”), a data storage device, and a network device. In the present
application, the terms client and client computer are used interchangeably.
30  [0057] WFEs 410, 412 and 414 are accessible to clients 402 and 404 via load balancer
408 and web request routers 409 through network 406. As discussed, the servers may be
configured in farms. Back-end server 416 is accessible to WFEs 410, 412 and 414. Load

balancer 408 is a dedicated network device and/or one or more server computers. Load

balancer 408, web request routers 409, load balancer 420, WFEs 410, 412 and 414 and
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uses factors such as back-end server utilization, the nunber of connections
to a server and overall performance to determ ne which back-end server

recei ves wonretussiis Wb request routers 409 nay be usedPro/ustéiliosdsisone of
t he processing froml oad bal ancer 408. For exanple, |oad bal ancer 408 may
operate at a lower TCP/IP layer (e.g. layer 4) such that it 20may handl e
nore requests. Web request routers 409 provide a scal abl e request router

that may opgfaing sarve@mlcglhﬁmuzfé?l’n{oht%uk@yséw&ee ag:entlrefI%SFJces@n uhfie omﬁ? request

routers nmay use application specific logic for rou e requests. For
exanpl e, t Hat2psomgededcarad %@twnljtdéﬂ%a@@aarmﬂe @nb%mwﬁwewémq i$ 8¢ and/ or

user i nf or HatiAnl 0l £2A6LCSH LDRREL R UPSEINA] FEANGRL 25000001 An

exanple of a client request may be to access a docunent stored on one of
t he back- eﬁ@lﬂr@@tpd/@r\é’FEﬁ61%61&3@4(16@%@?13’ stored on a back-end server (e.g

416-419) Orctfsﬁ]esh%ne gﬁ%ﬂ%&&heﬁ{‘ Veg?e@( og)glgalf @rbr m?gasegg(gc g@h@”cer 408

receives a nt request over net Pancer rects the
request t ocolirbonfion fysteaw il @sbinelewé bn pldqlaels”owse(waEd slocw@:nt ilebanetivnr equest

router 409 d ternmi nes r % #1 é recei ves
the client “¥i entljless 1erogy +areqomt Ioa A Saoﬁcéér PP b)nd)e gnrlﬁm%eg% B one of

t he back- emldsysem/@Osonfkmmbiéofrtba:lmw{entaselrmm11’9ra0enS(DIh%rWEsEfc&mxmepls. The

back end s con ure o.Store ta.for one or nore tenants

e Coust St Bl icRaRe PG AL RPre Rttt T ) ot rat ve comput er
3r ch| tebloéI uneEsdpr Var Kep,utie and 90 ptb'hﬂd: zleldteirfacetﬂwveearc11@1u§4()arﬁh@db4mmt s will be
escri be The co t in FIGURE 5 figured
as a ser vePackgnds ?fégl%% %oh‘bﬁ Eﬂ fli%O ﬁhﬁﬁﬁrﬁﬂu‘é@éwgo té%)%rogessi ng
unit 5 (" CiReH 304 18 wel SE@BIt RRARE ¥ndroth WFBédd) B@ka:na@é}d@mascmss wesory 9
("RAM') and a read- onlgy_rrermry ("ROM') 11, and a system bus 12 that couples
t he nenory Mgt FuteeHiGdirectyegieas & WHENATG 442 e gy and ussfariers puch apasi ¢

i nput / out pYiFSYHiARE MRt@BENT chiRchRASkEa mtdna%sermwpﬁ&kﬂanﬁﬂmé fansfer
informati on between el enents within the conputer, such as duri ng startup,

i s storéd idptcrpiae Rivh MEFE sphwr sspipert dlionigoddety SHelarlynee iapd Selangend) st or age
devi ce 14 quers f§ctt(95 51%9 a?ﬂacﬁ%ﬁﬂ Qérlfé}gmﬁi/aﬁtoﬁ %%gim‘tf%PQﬂ AR P "a@&(r?r@ﬁd 10, data

store 24, fil a cloud program?2 ting to execution o
i nteracti o@vwlﬂ herforn@almeé@@bt@meemlqlo@ck 20{ DOBBecTives amggeess t\Wetargauaievi ce 14

s connect eg 0,516, LB LFRUANofe TRHS  RKOLATS:SAL QliiRL: RO ShOWN)

connected to t e nmass stor ag evi ts associ at ed
conput er-r ea%dmﬂd: éoaqtéxdlaacep HOR/ inde oproate wtal latved ECRIIPORyxy ée. . dayet h)sudomput er 500.

Al t ho“% th %%?Cﬁ 81te rQ uegts WogPequgr T r egéj%msqiflovrrgga(%_ %%g/} %}ues ut%rrtl?l nrefers

to a nmass él%agrae evi C Su Ch as a

conputer-r aalda)bd:rete Mdh@h@&i@%b@re&@g z}ayan hHabhewniechqacst i'mtersuaaiy e accessed

by the Conggghcanojhos%emﬁc logic for routing the requests. For example, the requests may be
routed based on a document identifier and/or user information that is included within the
received request.

25 [0060] An example of a client request may be to access a document stored on one of the
back-end servers, to edit a document stored on a back-end server (e.g. 416-419) or to store
a document on back-end server. When load balancer 408 receives a client request over
network 406, load balancer 408 directs the request to one of the available web request
routers 409. The web request router 409 determines which one of WFE server 410, 412

30  and 414 receives the client request. Similarly, load balancer 420 determines which one of
the back-end servers 416-419 receive a request from the WFE servers. The back-end
servers may be configured to store data for one or more tenants (i.e. customer).

[0061] Referring now to FIGURE 5, an illustrative computer architecture for a computer

500 utilized in the various embodiments will be described. The computer architecture
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[0064] By way of exanple, and not limtation, conputer-readable nedia my
conpri se conputer storage nedia and comuni cati on nedi a. Conputer storage
medi a | ncwoder/osed1at i | e and non-vol atil e, renovabl e andPaowrsScenpyssivs e nedi a
i npl enented in any nethod or technol ogy for storage of information such as
conput er -readabl e i nstructions, 20data structures, program nodul es or other
data. Conputer storage nedia includes, but is not limted to, RAM ROV

Erasabl e PragyanmEURERSARS moﬂﬁ%ﬁmsxa s@fvglpg@églaop JEhRBlIE b&ﬁ’ﬂu'téf aky asabl e
MomammMeF%ijﬂghbmr flash nenory or other solid state

menory t ecHisdideyy centrrl reaepsin it A" CUE] )swswél ey 7¢ inpgyny a rgrdodt her
optical st %&gsemelﬂag@%mwm%tréﬁsonm%&tyl (ROBPPIL IRONGdem ik & st orage

or other magnetic storage devi ces medi umwhi ch can be used
to store tN@td@@ieﬁé}@mmwtﬁaﬁlﬁmﬁamoml%um%( iCBe")decessed by the conputer

500. [0965 O'Aq;ag'lg 113)21' nlgtﬁl?t%gﬁ P&Cﬂhl ﬂlte%amg Pdm}fés%ﬁatﬁglg 1 HhsRPEr ate in a

net wor ked nV| onnent onn ctions renot e conputers through
a networ k 1i8prnsmtion betw e¢nhaerhantsewithan thefhmpmarmuhes d@ﬁ)& steatyp.oostped in tho t he

network 18 gh, a net rg) ce unit ed t.0 the bus 12.
The netmorkkg%gﬁe? eam%mers gmn?é %ggsang?SM0W§e&ﬁwe$ ETREIMBM i nterface
unit 20 maypahtag sbaemtm appbcdmbmpmgnnsdt) date sodrb 24, filggpasl ooflowmigirvgrak26and

renot e conp ter stem; The. co ter 0 al s ncl ude an i nput/ out put
Control | o P SRR A AT HEREP Sl TR R RT S o nurber of ot her
devi ceq i r[ﬂllﬁapll rrge ﬂlai@&}ﬁﬁﬁg%rddvlce;ﬂwseOnrQEte@{oetﬁf lcemscth@hgﬂ Mﬁla{smﬂiéag&hom in

FI GURE 5) ut /oyt put controller royide output to
a di spl ay §8‘F@ i @St %8‘”&90?}? fed t%% gf“hé?r ﬂ%]éas%?to‘&%‘i ot edg\?fl 85 [0066] As
menti oned Bgsoeibled c@ROME relablY HRET pRdvidy RANIMTR&heToaiE cslagderfsobes may be

stored in the nmass storage device 14 and RAM 9 of the conputer 500,
i ncl udi ng Athsegdhadsseription of enmprgeraeadably media Gentaiged hesgip rotes foremeer at i on of

a networ keqto%%OReul@er sucﬁ‘d§§'hﬁ§ dtsRer @bbimr%%@&d@ﬁtéx%% mell@%hn
M CROSOFT(r of Rednond, Washi ngton mass st orage device 14

and RAIWQ rl?ﬁ?n}af!@&at%@t @Pdéa %@%beﬁﬁﬁe@eébb%%mﬁﬁéﬁﬂo@s In particular, the
nMass stor a@lﬁmg]eV'B??Ta}%f anthoiden M 1311‘['3@(}{1 SERERerQBEL O nﬁﬁfa‘?n@r%hfpﬁ?et Ion

programnms, such as oud program 26, that performtasks 10relating to the
cl oud syst @mmpqt@wqgeﬂn@md@oglhmma@nsmaerﬁdn@nutetr@tatagngleﬂnaamﬂud@s| n an

onl i ne Ser‘écbjfé fe afrl Réﬁjvcgﬁﬁ@%{lox%@% ah?g&r{ﬁ% Oivﬂ)l?ﬁ"lgélgy &nerﬁ@dﬁﬁhe gyring,

pat chi ng and nanagi ng e ‘net wor e online s V|ce cl oud
nmanager i s negndiogteckublagy fortangesf idquesivs such e aghputar-readeip otsenttioand

async hr28n0%§ta %{%Ecltlilrgs?%}O%Pammﬁgdusleesro\f iOﬁl%r 2P ! ('Jocn%ut& topagggn %m&%és %t ? f;f ace

not limited to, RAM, ROM, Erasable Programmable Read Only Memory (“EPROM™),
Electrically Erasable Programmable Read Only Memory (“EEPROM”), flash memory or
other solid state memory technology, CD-ROM, digital versatile disks (“DVD”), or other
optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

25  storage devices, or any other medium which can be used to store the desired information
and which can be accessed by the computer 500.
[0065] According to various embodiments, computer 500 may operate in a networked
environment using logical connections to remote computers through a network 18, such as
the Internet. The computer 500 may connect to the network 18 through a network

30  interface unit 20 connected to the bus 12. The network connection may be wireless and/or
wired. The network interface unit 20 may also be utilized to connect to other types of
networks and remote computer systems. The computer 500 may also include an
input/output controller 22 for receiving and processing input from a number of other

devices, including a keyboard, mouse, or electronic stylus (not shown in FIGURE 5).
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15(API) 620 that can not rely on a reliable network. [0068] As illustrated,
cl oud manager 605 conprises work manager 110, machi ne manager 610,

appl i cat iwo 20evsgmBB8 120, scripts 130, data store(s) 630pCirnsges/ os#4@8 and web
service APIs 620. According to one enbodi ment, application nmanager 120 is a
Shar ePoi nt tenant manager that conprises SharePoint specific logic. 20

[ 0069] Requests using APIs 620 may be used in the managenent and the

depl oyment s@hilSgr M{% tront \ﬁ%anHﬁertzQ RN PBIVER AGTUPRS (ﬂéﬂldcyes&%@ﬁ 281gt wor ks
(Network 1, Network 6% le only two networks are shown, many nore

net wor ks apemgeﬁé@h@ﬂymwﬁ@a@eukweeg ten, one hundred, one thousand ten
thousand, 6% hg lrﬂe%ﬁaned gl@ﬂkda‘tﬁ;@@ aagl%ﬁlb@lo(ﬁ‘ p?&é?e{rﬁhl%ﬁulm taqg&frh

S|nllarly to t mana system shown and descri bed above. The meb
25servi ce APfasl 162@ maamtgl@ee Wﬁéded ROM 2 glihs computsris@@sndlvding #ior k manager
110, maghi e r requests
may be § gﬁﬂs QQBPQ$g%,%g8@ﬁphg§@L%9?g ant (ﬁa%%gwnﬁ%gge g 3 new SQL
server, dep$ thy VﬁH\HMBWB® diepdtmg swtmm/frdeprmFé"EhTf@\l 0£|pdat e a WM
obt ai n val ye i N data store n [O tmorks in the
cloud syat Sedt bR oM iseR gt Lt o i kDB IR abi 1 .
Net wor ks nmayremopiainseodalds 0 &dpdbéduanabe m@@ s@ragedadch B andaler R AK0) mayveb r equest

routers 665, caching server.s 670, and i cal and.yirtual nes t hat
TR T S O e S G R R
Load babanc&stingG0themioull B@dtantle one or nore dedi cat ed hardware deV|ces and/ or
general pur onfl form | oad

bal anci ng. [ﬁﬁgbrEﬁﬁ@ﬁﬁbng%q§*%%g%ﬁéﬂ%hm%%§ﬁ B4 B@Wgﬁ%%”pzﬁ%mdedlcated

har dwar e | eadagab@ie aedtinaéplbyeidichadieating@ pa@hin@¥ el méhagfaPilcMmetmiRent i on. A
| oad bal ancer can generally route nmany 5 nore nessages when it does not

have to petfediNgisECe ride s18f mynageps caxfampiddo riseiye Egussighsagpe Socket s

Layer (SSLhde%e{eﬁpatnue cﬁl«%ﬂo@agﬂicfaﬁ&msﬂ ssénn&%gecaamn fnnﬁlfl hedyests a
| oad bal ancer can handl e | oad bal ancer e able % many nore

requestl§ a&A%Dbé%ﬁwﬂwayeWEH§m@d#w@kewhwakat a hi gher Iayer (e g. 5 times as
nmany requesigsspP’ %‘?lﬁx%ﬁgte@tcloé\ﬁ%ahﬁ’g@??or e g%s &&Lﬁﬁzgg]ermb hLAest routers

665 in the networks are used to per | evel™ processing as conpared
to | oad balmenessr 6HBepplwﬁfe>mm@ageqa%§t:r1m$)u3toed@a ﬁtasf:@béﬁgemweab%mdpmbl ng

devi ces (esnggﬁgﬁﬁbﬁ)A&&g&ngg¥%%%ﬁ%8$ﬁwgﬁQé%kgkﬁgnﬁﬁ QH?@B?EEE% glngl

built into the war e ave
capabi | i t y tanhattmamager et camprisgeSharaRont spequiiedegic.out ers are general |y nuch

| ess eéBe”?do‘(@l(t ﬁ%\%uegtg nﬁgkgfis é28 ayjb%b%da}? i atnggen%nt an(aqge c?e%lo%ﬂl%gt of 660) for

a largé ne reques
servers in various topologies across dlfferent networks (Network 1, Network 2). While

only two networks are shown, many more networks are generally managed (e.g. ten, one
hundred, one thousand, ten thousand, and the like). Cloud manager 605 operates and is
configured similarly to the cloud manager system shown and described above. The web

25  service APIs 620 includes methods to request services from work manager 110, machine
manager 610 and application manager 120. For example, requests may be made using
APIs 620 to update a tenant in a database, add a new SQL server, deploy a patch, deploy a
new farm, add a new machine, update a VM, obtain values within a data store, and the
like.

30 [0070] Networks in the cloud system 600 are designed to be highly scalable and have
high ability. Networks may comprise a load balancer (e.g. load balancer 660), web
request routers 665, caching servers 670, and physical and virtual machines that may be

arranged in farms that perform roles for the online service.
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665 may be utilized to process the requests. The nunber of web request
routers may al so dynam cally change during the operation of the online
servi ce. WwonoexemaBe, depending on the | oads on the sereCtaS20moe4508 | ess
web request routers may be automatically depl oyed/renoved. 20[0073] The web
request routers 665 receive requests forwarded by | oad bal ancer 660. They
parse the requests, determne destinations and forwards the requests to the

det er mi ned ¢g$f | N8 Mnt&- 680 nRay TRAH:DRe bﬂn&@%ematémrcfv@arré@evﬁfes hligornet wor k) .
[0074] The web request routers may use application specif | ogic for

routing t h&eheEy puEpese compatipgdyiest Watpggcapagwied toarsrions déﬁla%@ntﬂocurrent
identifier \pdiQE t(?’ét% t?o%ln‘f@n?ﬁéﬁ%tﬂafaﬁ & BAY is a%em@&téd‘ﬁﬁ&ivé% fdh Bal&rﬁl%r {h%ce' ved

request. For exanp a reques e an HITP request in the form of
" / wor deringnass ahaslpxalww Q@@@@@twn Théoad bglaesst canszengralbciontearinyi t h a

specifig a%‘ré&@%&é&?w}%&%ﬂd@&' RS & Oﬁes il g;&?g&%%gp br "XEB docx” as part

of the request er ent app I cat'i er ent quest

st ruct ur es praGenagaetyre Sodkets LagrréSSLtchancciignsagisggificaady \mduhe amngppbi cat i on
may |nclude |t . 30appl i i i nf or user |nfornat|on
tenant inform |%%m8§ﬂmwmme%]R?or%g Fgﬁammrﬁm¥ eaﬁkﬁnom?na?%aﬁ of haV|ng
to nodify ammeﬂu&sﬂon&umcMuﬂemaddnImmﬂ@ﬂmtMi@(ﬂgﬁhnmmmbaMnﬁHMuna used for
routing, I|c i on reguests already include information that may be
used in th@“%gﬁg e@?ﬁ%} words, the web request routers have

appl i cavi oqoogpec decrequagwmdg 66om thowtankapp keiab paforarggicekvelequest s.  As

such, no additional informati has t created and stored within a
request si ﬂ?&oé?eséﬁlgé‘ﬁﬁ?f{lli‘?é‘idi%ﬁm aﬁ&frla&‘ief Qg{hbﬁ\e %G%Péleitﬁ%‘“%%}/ ¢ BH¥BY mat i on

wi thin thecé@gmgtdev&&qgélsem@)m@uﬁl ﬁcl@ﬂe dRppast ﬁm@f&)ﬁaﬁl? tikasemilontd he name
of the requested content (e. f Q0. docx) .  For exa | of the requests

for docunehie Rl Ser ﬁWPé% mgny &PP8 83\@? bydf lﬁglwdg@r%arbﬂt% thabmay ke t he

request. GR.A. SRGUBRRE rHiass RREBndBAUGIIGEslckp JBYe ﬁ’ﬁn gashed 19 the server
originally handling the request.”  Since requests may be routed based on the

docurenf nawencepHegelopdbalangerdi§0) fok e largssivarkafny pembrsefienteavdst Toulss in t he
cache of 1thesdel gL Hﬁl&%&'uﬁ&&é{e@{ the Fq0&s. %anhﬁﬁér oPWeb p&lﬁésft Mﬁte’rml%? f®) i on may

al so be used to route the requests, such at routing based on a 'specific
version of damﬁnafﬁgbllywh@ngﬁdnrlngib@gma’iton\@éﬂmoohne arviet ypecxgfmplepgipeedieg on, and

the like. [QQ4 q)ad'sQ%Htﬂhe@grv%f hBR of RAUSEH Rl rofeRInRDeRARftiHy! €ast in part

on other factors
deployed/removed.

20  [0073] The web request routers 665 receive requests forwarded by load balancer 660.
They parse the requests, determine destinations and forwards the requests to the
determined destination (e.g. a machine in one of the farms of the network).

[0074] The web request routers may use application specific logic for routing the
requests. The requests may be routed based on a document identifier and/or user

25  information that is included within the received request. For example, a request may be an
HTTP request in the form of “...../wordviewer.aspx?id=foo.docx.” The request is
associated with a specific application and includes a document identifier “foo.docx” as
part of the request. Different applications may have different request structures.
Generally, the request that is associated with an application may include items such as:

30  application information, user information, tenant information, document information, and
the like. Instead of having to modify a request to include additional information that may
be used for routing, many application requests already include information that may be
used in the routing. In other words, the web request routers have application specific

knowledge on how an application creates requests. As such, no additional information has
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as: routing based on non-user initiabed requests (bots); replication of
requests (route to nultiple end points for debuggi ng purposes); geographic
di stri butworro(visuzi@ cross network, cross data center, t@Caaistevms4sigh

avai lability during DNS propagation); and the like. 15[0077] The docunent
may al so be cached in some other |ocation, such as within a caching server
670. Caching servers 670 accelerate requests by retrieving content saved
froma preyi %eéft&%ass{oréaa%uwrehh&t §%E&an(hbblﬁ‘aﬁorpﬁla}pﬁl%ﬂy fkh@fhs. Caching
servers 670 store frequent requested resources such that they may be
provi ded nﬁw@kuaﬁ@nwymwvﬁmvéfr%ww%ok up table may be used in deternmining a
desti nati ofyggy trn@roﬁlﬁgglgﬁgqueﬁ@hla%%@s@@bﬁme%aﬁlegﬁhepeqhﬁs@édecoﬁt&% pgy be

stored in a store hin the network in cac server 670. The
| ook up t alideddcs). dme exawde, BY of the ragusty forjdasymentdor. éqognmﬁetd@emct &rmne the

desti nati OQWEB elgt‘c?ghﬂﬁﬁé the F%es‘t ”éﬁ&glcc%w&l&? h]clsoé%léﬁ'%qv\ﬁ@dgt I%I% b %Sﬂe‘dde a

cust oner ocunent ‘nane an ocation o ocunent is
st or ed. V‘ébnﬁ@quwsmorrgmﬂlﬁﬂlsndlﬁsgﬂtehmmﬁf Smnataqmstsfmayrhetrhmequcm@tthand | ook

up the | OC%’[I o 9rf1 thﬁlereslsc)ia{f1 I%P?&( 1h08g181att51h8(50tu%1%cu”1ﬁ%e in he cach tP'El | ook up

table. Wel & Toca rne service, the
| ook up tahHEHmayhhewupﬂame@pbyummqmﬂﬁhnmhgmmmﬁﬁﬁyshchemhamakhetheb r equest

1 1 t 1 1.1 th dat ed | 1 As. di d,
ORI S AR AR e o N Rt S R e e A TR b

depl oyment sypefof amtidatiasandftes Ik, dat abases; upgrades, spllttlng dat abases,
def r agnent and t When | ocatjon of content

0.operations i
changes, %%ngngﬁgﬁﬁﬁﬁgﬁﬁeﬁﬁgsEﬁﬁﬁbgg?h@eigﬁﬁmbPT?ﬁQHB 9#86@ 16Rat i on
wi t hi n t he al:00 kiR bhaBlog nvh-tifer idigbBeWqlQ&abotON repAEioh b tefResls Rkiens by web
request routers 665 result in the request beln%Vautonatlcally routed to the

updat ed | odB{iRinendn9gIofer debygepe w&yow Jsgrogprabie (ptrimEOEYE RS tSHY Wkver e

their requesksdAd &onte tpﬁcm&ufh?gq{ ay IQJ%IIWMgQDNSi l%yasgtaﬁmranlaah{e ighange the
| ocation of their content in order to test a new depl oyment, This request

may be PecdWaH The desymenpray dopegachepinpvassiir Byatiinonigh paniae 605.
5[ 0080] FI QiR elsv@lom PR &SRrd @0 a%%ét@geqthé‘s%%%éleblﬁ o B0htQfebd g system

[ 0081] When rea ing the discussion of the routines presented herein, it
shoul d be dioprewPavesdequesitmada dy thegawa kclianp er ethirshentnfCaghing sersere Afbdi nent s

are inpl e”‘%‘{&}eeﬁeq(()l&)tgﬁr% &st@&f&k'&ﬂ&e‘s‘ s tﬁa‘?%}’%’f&"y (bS;{SPJavnglﬁ ﬁogg%lﬁ% or program

nodul es runni ng npu I'ng system a onnect ed nmachi ne
| ogi ¢ circl078] oA lodk eiiable mogl bk @scdvin tittenminihg a destiogrpuoi thgregy@t gmr The

i mpl e”%t ate)lié)n?ﬁlé lgokg%%lﬁ 6% mgs)glhget scfore&j Elpecﬂlge[[]tre nth%nqﬁe wor %01‘1

requirenments I nvent |
Accor di ngl yachiﬂgeeﬂvelg@malThe mekap itadvilesis actdesssdl bﬁﬂledvehm@huasakoumgs 6@5 tb he
enbodinent desc are rre Eﬁggions,

struct ural 8{}]?18%@1 %gélflgtlogrfn%r&ﬁlilegts OrHs gce the"ilookull)'I tsalb% rr?‘asy n?B

customer name and a document name and a location of where that document is stored.
Web request routers use the information from the request and look up the location of the
25  data store for that document within the look up table. When a location of content changes
within the online service, the look up table may be updated by cloud manager 605 such
that the web request routers automatically direct content to the updated location. As
discussed, the location of content may change for many different reasons, such as new
deployments of machines, farms, databases; upgrades, splitting databases, defragmentation
30  operations, and the like. When a location of content changes, cloud manager 605 may
change the name of the previous location within the lookup table with the new location.
Any future lookups by web request routers 665 result in the request being automatically

routed to the updated location.
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operations, structural devices, acts and nodul es may be inplenented in
software, in 15firmvare, in special purpose digital |ogic, and any

conbi nat iwo 20teerseB [ 0082] After a start operation, thePprasess/ 0738 f| ows
to operation 710, where a request is received. The request is received at a
group of servers that are configured to route the request to appropriate
destination. The requests are for content that are stored on one or nore of
the machi negy7on WhReNiydspeciians @&H@ﬁfoﬁ%h@@ﬁﬁ&ﬂ‘eqd% aRY Bc REALFRNS
within a 20network during operation of the online service. For exanple, a
dat abase mayamde. aopitercrBayrhaesg thologationrf thair sewert ar orderdy tasen @Péw oyed, and
the like. QLAGERIHERS IulsPRa) bEfedVed RSuBSABRIAS0 B Ephaltady ffam a | oad

bal ancer to I’?ﬁﬁnvl\}eb reqeélésst r%(’)utefs %ohﬁ ?grm ne th(gprdestel ngtcloon t he
clients donmworgenédd to know of changes in the location of content. [0083]
Fl owi ng<to a OORFE t may be parsed
for 25d|5ff([:@e%§ ﬂ/pes gghlnf rrgrge?y%?]}o&%%%%g.{‘%gsq%ﬁwﬁmeﬁ p%ﬁof request. For
exanpl e, dild08&F eN(heap@kilngalna bsvessmanofitheobutdes dlesefnmdélmem, rifsbouldbé on wi t hin

t heir applicati. sts.. Each a tion Ve A different
URL st r oot anaeo Ry RRER okl GRS PR LR RSy g €

i nformati orsequdmewﬁeaslhputesrﬁmplafmmmahactu&eprogrmﬁo?rrokinlbs; omning oh henﬂnplnmgl on

i nfornmati on,  cust i nformati.o d the |like. Accordi

ebodi nent SYSEET TR e TRk AT 0 st R P LT R PR g o
oper atiion Z&ﬁplﬂln@Sﬁitéﬂilarhd)lﬁlpﬁdh{enfahén saquest of choide i@enddnech uﬁecor ding to an
enbodi nent, information abou£ what content |s avail aﬁlee one the vari ous

machi nes | RHHBIRAGHIGHIIETFLS of BF sompHng SYSSSk RPN thedention: nor e machi nes

My store QeBéEMELy, fielogsbbiRkionRillGithAgdend aarilg mﬁtﬁ’é&:mb‘éﬂiﬁfeﬁts@@ﬂ&@w for a
particul ar tenant. The Iookup table is updated enever the | ocation of
content chdFGELTSETRNRA 0 YasQuilK pOMFEL PR, Stf‘ﬁé“‘l‘@ﬁ%&ﬁ eI anQdyles af hese

accur at el y op&hti @& LsSrubiha] &EHXHE Sts \ﬁﬁtﬁﬁﬁd&&%@yrﬁe mw%%h aplodwate, hhe tinme a
request is made. According to an ermbodi nent, the |ookup table identifies a

machi nd3t h&frmyaisdinegecg! pappsecligitt logiscuneny CO@@P”@)@&%‘F@ one server may
process songRsePCUurRP; §tart Ql%le%tf&ﬁrthéﬁl%é/sg Fo®hOeY toq)B%mlﬁ wﬁé?ga HE]IG diske. By

sendi ng t he requests he sane content to the sane nachi ne e docunent
will likel yeCIgtzye@,tHreerdqwttlhrenelaedcﬁé@rgeouofof ﬁdﬁ@rmetmrm@nﬁglﬂre@ tveroweéfwest was to

anot her sery %Est%‘%ﬁoro?;h%e’&%m Y€ ThBFe é‘aQ(ﬁs‘Jﬁ?fbtr CSIQ&H%&}%I%Q fod TRGAL B must

performalo I'n obtainin edocurren estlnatlon may
al so be demmﬁtbdmbdsm irothe nd:myox]sérrh/emmt:mﬂeqontemfIoatyrmovedncattlhmwntlsnancl uded

W t hin bhe n twogi @u?’mg%gergtlo%c% Veeocrjlh{l e&%? FOI[ eoxfon%gl]edae Sat | nlet rln'c? o c (%ng tOOper ation

740, t he reque rwar e ermne at 'l € process
t hen noves atmowderagnd albkw ddemangy beeieployexi tuad the hkceﬁna@ge@lek‘tereca&d&d onke [ 0086]

The above spect ] eal) Alrorf2 AIRbGRANE H718 RLQY H5cR S ABLELEngeser i pti on

destination, the clients do not need to know of changes in the location of content.
[0083] Flowing to operation 720, the request is parsed. The request may be parsed for
25  different types of information depending on the type of request. For example, different
applications may include different information within their application specific requests.
Each application may have a different URL structure. The requests may include
application identifying information, document information, user information,
authentication information, customer information and the like. According to an
30  embodiment, the request is parsed for a document name.
[0084] Moving to operation 730 a destination for the request is determined. According
to an embodiment, information about what content is available one the various machines
in the network is stored in a look up table. One or more machines may store content. For

example, a single database may store content for a particular tenant. The lookup table is
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15 manuf acture and use of the conposition of the invention. Since many
enbodi nents of the invention can be nmade wi thout departing fromthe spirit
and scopewof2otds4iigaventi on, the invention resides in theCtiwskom/obsiei nafter
appended. WHAT IS CLAIMED | S: 1. Anethod for routing requests in an
online service, conprising: receiving a request for content in a
network of the online service; wherein the request is received by a |oad
bal ancer i Qi@ MIRLWRY tcliQatibNer BMchNBasRE ¥ Gt thdRborf@tilBfe robr@upﬁaﬁguest to
a web request router in a group of web request routers in the online

servi ce t ocefEtiay scwatcly igledts thatqrs where pentend iwtaapilablosa ihsitig 4 Reucsidguest ;

det er m ni N3 deskkdial ol <Rbodifient BAYSRL Hﬁle@@enﬁﬁ%ldrﬁ%h'i&%a?ﬂ%ﬁﬂés' aC

i nformation t%at IS S oreg t he request forwardi ng the request
to the destpigelpigdpcument. FOIEXamhle qmtsmer oy [Ehegshyome daprenasitsnarpdicer mi ni ng t he
destinatio [ L& st of
desti natgl O@e&&fna{e'r ag%nﬁﬁﬁ%%%%ﬂ% !B? %@(M&m}@g vﬁ?{sﬁglit%ggﬁ goﬁ%nﬁﬁgﬂer equest
conpri ses detemaihmenthe dodosnhent likehre Stdnaitwnlsn rogdhadéticwiathinn f e recei ved
request. 154 The i arsi n est _conpri ses
determ ni ng qa?St Mad Oanoﬁlgr Sgper%aml&h?tl ¢a t?loﬁo oM eedrtzlatuné%ﬁlnfeor €\A‘ll ch the
cont ent |Spa1§(smca lat mdl:e s&pymr®tmInn9meammpi irhadesomtfonmmytatse beequest for

whi ch the cont ent 1, wherein
det o m nt ngeeHanHERTAR G Wb Fiomer ineyemasien fha PRl SRR

i nf or mayi omeckivad relgestt ored within the request conprises deternmning a
20cust oner S assaciated with the request. 6.. The nmet hod of
daim 2, Lﬁ‘iﬂgﬁt ITE"(B‘FI‘BP‘?I% RPraetiet %Ongﬁée%g%ﬁ {Dﬁ’éar?eéidﬁg?tde?egn‘éle on- user
initiated geduesdn. ame pAREE fiith Mdves 10RERNALILEOMRSEtuIS téproeRbihgahad request .

actions.

[0086] The above specification, examples and data provide a complete description of the
15  manufacture and use of the composition of the invention. Since many embodiments of the

invention can be made without departing from the spirit and scope of the invention, the

invention resides in the claims hereinafter appended.
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7. The nmethod of Claim?2, further conprising allowing a user to update the
| ook up table to specify the destination for requests that are received
froma tewenn12/@888A conput er-readabl e storage nedi um h®¢Irn$2011/054518
conput er - execut abl e instructions for routing requests in an online service,
conpri si ng: receiving a request for content in a network of the
online service; wherein the request is received by a | oad bal ancer in the
net wor k f oryiA¢ 19l iATeEseKkvi ce that routes the request to a web request
router in a group of web request routers in the online service to

30det ermi ne a désti naficdied der royfmgaesieehin anpaHeg s§5i¢cheoPERINEst ;

determ ning a deslilAgh roReQloldfich Gl BakoHI Mt GRRL LEALL AReRARRL T C
information that 1s Stored wthin the request; and forwarding the request
to the destémettisgaceivadbpeimddslaag POy wsgokifboha snlgiegervme shas ratastlsr rout i ng

requestsg i ’Pqu £ oY &E‘c?reaﬁés%ioﬁt%r inGOJTBd (ﬁi\%%:recgleﬂrr&ﬁ&§ §0the Blfhe Rervice fo
conput er - r eadabl e nedi um an operating environnent stored on
t he conput detemaadalidsenatvdiolithcapderdxecut i ng on the processor; 5a cl oud

manager that is cou hgge%otdifferent networks that is operative to manage
depl oynent of nBchines ' a gstonfiguration of the networks in the online

servi ce; and webctcredgniess desdudtion 9f thh atquadt @siegapplicaivhispeci feedinfoomgg@nftioat m
actions, C%ﬂ?&%&&ﬂ%ﬁg&ﬂ%&%ﬁi&%,a request for content in the online service;

10 forwarding the request to the destination.

2. The method of Claim 1, wherein determining the destination comprises
accessing a look up table that contains a list of destinations.

3. The method of Claim 1, wherein parsing the request comprises determining
a document name that is included within the received request.

15 4. The method of Claim 1, wherein parsing the request comprises determining
at least one of: an application from the request for which the content is associated; a
version of an application from the request for which the content is associated.

5. The method of Claim 1, wherein determining the destination of the request
using the application information that is stored within the request comprises determining a

20  customer that is associated with the request.

6. The method of Claim 2, further comprising determining when the request is
a non-user initiated request and determining when a request is a replicated request.

7. The method of Claim 2, further comprising allowing a user to update the
look up table to specify the destination for requests that are received from a tenant.

25 8. A computer-readable storage medium having computer-executable
instructions for routing requests in an online service, comprising:

receiving a request for content in a network of the online service; wherein the
request is received by a load balancer in the network for the online service that routes the
request to a web request router in a group of web request routers in the online service to

30  dectermine a destination of the content;

parsing the request;
determining a destination of the request using application specific information that
is stored within the request; and

forwarding the request to the destination.
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parse the request; determ ne a destination of the request using
application specific information that is stored within the request; wherein
t he appl iwatzomsspeci fic i nformati on conpri se a nane of paTdsecur®msisher ei n
determ ning 15t he destination conprises accessing a | ook up table that
contains a list of destinations that is accessed by each of the web request
routers when determ ning the destination; and forwarding the request to the

destination. 109 Thea $yadnerDr Butifd fgMsR in b LAINR G REROKDLGE Al | owi ng a user
to update the 20l ook up table through an Application Programmng Interface

to specify the destidpsesiwr pista eappuestendaigmedivm; r ecei ved from a tenant.

an operating environment stored on the computer-readable medium and
executing on the processor;

5 a cloud manager that is coupled to different networks that is operative to
manage deployment of machines and configuration of the networks in the online service;
and

web request routers that are each configured to perform actions,
comprising:
10 receive a request for content in the online service;
parse the request;
determine a destination of the request using application specific
information that is stored within the request; wherein the application
specific information comprise a name of a document, wherein determining
15 the destination comprises accessing a look up table that contains a list of
destinations that is accessed by each of the web request routers when
determining the destination; and
forwarding the request to the destination.
10. The system of Claim 9, further comprising allowing a user to update the
20 look up table through an Application Programming Interface to specify the destination for

requests that are received from a tenant.
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