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(54) Title: APPARATUS FOR MULTIPRECISION INTEGER ARITHMETIC

(57) Abstract

A system and method for performing multiplication and modular reduction of large integers. The system includes at least one large
integer unit (21), each large integer unit having a multiplier (22), an adder (23), and a register (24). First and second multipkier inputs are
applied to the multiplier, and first and second adder inputs are applied to the adder. One output of the multiplier is also applied to the
adder. A plurality of large integer units may be connected into a large integer unit array (39) that includes a complementing gate (35) and
a latchmg reglster (34). A second output of the multiplier is applied to the first adder input of a next large integer unit, with processing
speed increasing as additional large integer units are added to the array.




mul ti precision representation is used. If O [err] X [err] Werr] - 1,

Wnere nis sonme positive integer, then X car be represented as;

X =x{n-1}*Werr] + x{n-2}*Werr] ... + x{1}*W+ x{0},
-2- woesmarach x{j} is in the range 0 [err] x{j} [&CT{USHY34%6 | =
0, 1, ..., n-1. Thus, the integer X is represented by the n
wor ds x{ 0}, x{l} .oy X{n- 1} F%]Rx ng an
integer that is the coeffici enlt> err %LT&ElQél@J\?/%r;SI\\&/\Drd 5 si ze b,
and a gi ven nunber of words n, thé GERp PBETEMBRIC representation of
X i's unique. I\/bdul ar exponentiation requires ‘several
oper ati ons | Min | lon integers. One such operation is
wltlpllcat|on%§&ﬁ@rq—&a&k B4 I\]SY each with a 10
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Information Theory, Vol. IT-22, No. 6, June 1977, pp. 74-
84; and the DSA scheme, "Digital Signature Standard," FIPS
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Techndlogy, U.S. Department of Commerce, 18 May 1994.
These applications require the computational step of
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modular exponentiation, that is, a computation of the form
"A* modulo P," where A, B, and P are large integers.

20 Modular exponentiation is a computationally demanding
procedure that can take a long time to perform, especially
on inexpensive computing devices.

Computing devices typically are designed to process
data in basic units of a fixed size. The basic data unit

25 is called a "word" and comprises *b" bits. The value of b
is selected when the device is designed. Typical values
for b are 8, 16, 32, or 64 bits. A word is used to
represent a non-negative integer x in the range 0 < x < W -
i, where W = 2P, |

30 To represent an integer X that is larger than W - 1, a
multiprecision representation is used. If 0 < X < W* - 1,
where n is some positive integer, then X car be represented
as: '

X = x(n-13*W""? + x{n-2}*W2 ... + x{1}*W + x{0},



words to n words by applying a "nodul o P' operation. The- » conplexity

of nodul ar reduction is nearly identical to that 30 of nultiplication,
and the two contribute nearly equally to the total run time of a
nodul ar exRQ Bt i on. SUMVARY OF THE | NVENTI Qhr/us9esn3ere The
pr esent |nven |on takes advant age of the observation that both

mul tiprecision nultiplication and 35 nodul ar reduction can be rapidly
calculated if the conputi ng devkee has the capability to
efficiently carry - 3-

out the fol WBﬁFﬁge%fHér’&fﬂ}oﬁs in the range 0 < x{j} = W -1, Jz=0z7 (x * vy)
In this opettatl.on, 1S amnhusnt egerlneeyasehusdrbprasemem by then and Y
and Z are e er n%elg}er {rlqpresentggnby},n v)’ﬂhd%orahﬁcmg repregéﬁttgﬁb i's that

nis the nu |nthe ’%1 he nodu| ar
exponent i at FBnifEegRT n‘ﬂ‘ad:oﬁ'ﬁutt 8, C% Irignt of W. §°§ ?nﬁﬂ’g? V¥afde t han
n. Miltipresigedn, nand igplgican oomber of wogds mpdoharmektiipdadisioan each be

carried out J:QQentat:.on ﬁp&r 9x%i fRi &by, N/ m executions of this operation,
for a total 1 2n/m operafions for. the nodular exponentiation.
rig opera

The present mve%?‘?’b]rta‘ﬂl?@%’? 1gt iR rRBELSE PRYE 1O0S he added to
a conputingidevlieing oneltbiprectiséonobpedeny . One suchewpexattionpdsf ormthis

Operat ' on etthEtﬁﬁéaYtléMen Given two irttSé éi%t &dahi t-hee&smmttlwa device to

cessor er or s ratlo - Z (X*Y),
reatsjé)ng multlp’f?\"é"%cﬂrﬂfwei ntrat%t?ﬁﬁl S%rﬁﬁrm?' *Jnd witing the new
words of Z backightfrmend tTheroorpnt thy qm\nu@enaséemesto t hese

operations bateuw&é It&{@caz%d»a@tnul Lipl+oali @he procedure mluliak1eeduction,

and ul ti mat el nenlatl n 0 The. bujl din blockfor
t he CoproceEIQ%? tha ﬁ}ﬁ é!P(].tlp Yy an adcg‘ method taught 1in gragm'n %

school for multlplylng multidigit numbers. The complexlty

15 of the procedure is quadratic, that is, the number of
*inner products" that must be computed is n?. The product 2
requires 2n words to represent it.

In practical public key applications, a single modular
exponentiation requires hundreds or thousands of such

20 - multiplications, each involving integers that are temns or
hundreds of words long. On a simple computing device, the
computation time for a single exponentiation can be several
minutes. For many applications, such as electronic
commerce, this is too long to be useful.

25 Multiplication is not the only operation involved in
modular exponentiation. Another operation is modular
reduction, that is, the reduction of the product Z from 2n
words to n words by applying a "modulo P" operation. The
complexity of modular reduction is nearly identical to that

30 of multiplication, and the two contribute nearly equally to
the total run time of a modular exponentiation.

SUMMARY OF THE INVENTION
The present invention takes advantage of the

observation that both multiprecision multiplication and
35 modular reduction can be rapidly calculated if the
computing device has the capability to efficiently carry



I nteger unit (LLU). The coprocessor contains one or nore LIU s,
each identical to each other. Each LIU includes a mul tiplier, an
adder,. a register and an OR gate. Miltiple +LIU s nay be connected
~to forman Liwoswrar whi ch includes 25 a conpl enent i ng PGEAUSS8/23476

| at ching regi ster, and an out put gate. The greater the nunber of
LIU s included in the array, the faster the exponentiation.

Addi ti onal objects and advantages of the i'nvention are set forth in

part in the dggeripéifsh Wicy bpkkawgonand in 30 part are obvious from
the description, or may be | earned actice of the invention.

b
The obj ects and advant ages of z°) tnt f’ﬁv%ﬁ{)i'on al so may be realized
and attai ned Bp weddsomdration, X fikeannsittementrdnnesenteddbyombvoeads ons

pirt icularly Qiéiirfle:&hddESZ a}rpeﬂé%%h B.ﬂ_t;__h Erd Paie: tled % n words. = The
acconpanyi ng ﬂ?gﬁﬁ%}g’ss TR éhsegﬁﬁcﬂ Pht Y YFds in the Qﬂgui:r'dﬁs??ﬁ ute a

part of the spbtthithe imgduliad espraestiation is jredingr cetpvibddi wighls wof t he

i nvention, angstQoghdereMiddluedthan nt NemdESTHidtisARdnSRLYEipRi&XRPIG N the
principles of tae néentlon. h b . Fl Gt 1 shows a
coprocessor wht rao%%lr%ﬁer#d.\c afPcgan each be carrigd UL, USiRgsirates a

| ar ge i nt eger app¥eximatdly n/m executions 5 tigly operipkdok, dfagrantotal

i |l ustgating §eusnkhberdlions okt EhEORSOEIH &@oenRiaBibhY array;
FIG 4 illustrates_,an LI U array_copbin ntrol | er and

. h
random access nenoly” (BAGSRt 1aven 1°neglgm‘f—'#c§eas5% IcI°8§f’F§g§8ra'ﬁhﬁ F&t r ay

conbi ned wit hbg added to g oempyking devicNideriak]eatheadompdtiggwite
function; 15 device to gdrfork ichiysbpat£sid dddd AlhaYyConmghegd wWith a
' gogit [r:)ce): : ﬁrea ?Ja%%éxs'\ltz%ife%ﬂﬁn aet%%x%gﬂ irlxqél\éevice to do so, a’xg 7 illustrates
15 coprocessor performs the operation Z -~ Z + (X * Y), reading
the words of X, Y, and Z from memory, and writing the new
words of Z back to memory. The computing device assembles
these operations into multiprecision multiplication,
modular reduction, and ultimately, modular exponentiation.
20 The building block for the coprocessor is a large
integer unit (LIU). The coprocessor contains one or more
LIU's, each identical to each other. Each LIU includes a
multiplier, an adder, a register and an OR gate. Multiple
_ LIU's may be connected to form an LIU Array which includes
25 a complementing gate, a latching register, and an output
gate. The greater the number of LIU's included in the
array, the faster the exponentiation.
Additional objects and advantages of the invention are
set forth in part in the description which follows, and in
30 part are obvious from the description, or may be learned by
practice of the invention. The objects and advantages of
the invention also may be realized and attained by means of
the instrumentalities and combinations particularly pointed
out in the appended claims.



(LI1U); FIG 8 is a block diagramillustraticng four pipelined

20 LIU s interconnected to forman LIU array,; . FIG 9
illustrates a dual -port RAM apparatus; and FIG 10 is a block
di agr am shGyh bghasy’ €ad-nodi fy-wite appar at us f orpaTAGERIts a

dual - port RAM DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
25 Reference now is nmade in detail to the present

preferred enbodi nents of the invention, 4exanp| es of which are

|IIustrated#¥2ﬁ%%§%¥n T”i,a Werein i ke ref erence
nuneral s in tS t he several views. 30
Thr oughout t hi s @hscaseemmanvting ﬁﬁ?ﬂ!—?%r which, afgr gigeorporated ing ysed to
i ndi cate th&hdaaohgtf:&%e& igartepECERat §skdiFiit@tion, illustradd | precn sn on

representation FeFB g€ fo&g?%ﬂtgsgf the 1?veﬂ¥¥a§5 bed- tqgﬁther pEeh L IS

al so convenién a few op
used5t o repﬁ@@eﬁ?sf—'ﬁ%@@-‘é?n dervei 6A %?%Pln the PrlPﬁéP¥%$rE@%66¥G di scarded

The operat oinvétiénused to WO 9927437

-5- represent n r e e

remai nder t hat rgéﬁrtei; t%c])"ryﬁ tcgg%cgg% L&ﬁttﬁf)% %hg{}tlﬁg devi JE; X/W:
x{n-1}*Werr] + RI@-23 *WJé#Srqrates a lazge \ynteger) unjhd (546} \y =
x{0}. 5 FIGTh® j¥ es®slocknd¢agtam ililictaseing fopr HFIOr that can
be ded tol@ltgggg ﬁé@@e 5 %thoagn#ﬁeagﬁg, .conputi ng device to
performthi s opera |on e arrangenent of the

coprocessor 14 wWFE®- tﬁeﬂe]d-}ﬁ‘ﬁlﬁaltﬁﬁ #B\hER array compined WHhyR in FIG 1. The
cCoprocessor cbatsbales dd duirloidaccess tiatodyhgRaMyput i ng devi ce uses to

tcﬁg‘m”' cate W thpkgS 5 j11userTREE" ¥nlBru HERUEHBLREESite aord size b of
controller and RAM having a read-modify-write function;

15 FIG. 6 illustrates an LIU array combined with a
controller, a first RAM and a second RAM;
FIG. 7 illustrates a pipelined large integer unit
(LIU);
FIG. 8 is a block diagram illustrating four pipelined
20 LIU’s interconnected to form an LIU array:
FIG. 9 illustrates a dual-port RAM apparatus; and
FIG. 10 is a block diagram showing a read-modify-write
apparatus for use with a dual-port RAM.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

25 Reference now is made in detail to the present
preferred embodiments of the invention, examples of which
are illustrated in the accompanying drawings, wherein like
reference numerals indicate like elements throughout the
several views. '

30 Throughout this discussion, the notation "X ~ n words"
is used to indicate that an integer X is represented using
a multiprecision repfesentation in the format just
described.

It is also convenient to introduce a few operators.

35 The operator "/ is used to represent integer division with

the remainder discarded. The operator "%" is used to



conputing device. Wien instructed by the conputing device to do so,

the coprocessor perforns the operation Z - Z (X _ *Y), reading the
words.of X, Y, and Z fromnmenory 12, and 15 ‘Writing the new words of Z
back to menowp 927437 The conmputi ng devi ce assenbl esPGI{E8/23476
operations into mul ti precision multiplication, nodular reduction,
and ultimately, nodular exponentgation. FIG 2
illustrates a large integer unit (LIU 217 The 20 coprocessor 14

contains m LI £b$refath ddenhicegbrt Ro&80ks operation9t ACE., TERenunber of

LIUs determines the n r of rd e dnt pef.and f. the
operation Z [’éﬂ?"ﬁfﬁ%ﬁ%%( k'e’su%.s %‘ﬁ%m dlvmlon'ex@?ﬁ‘fqi gfﬁi‘ i?r%%%mﬁddul ar
exponent i at i OR/W s= aplar-ddiFeryx{n-2}*W" proper x{dh¥ + < @m apdeXs$sWem

designer is presggped with 25 a scal eable architecture that allows the
tradeqff of conpl exi t.y_versus eed: the nore LIU s. the faster
t he % exponght ipd:trq%(?ﬁl.t ihvertion &fsa%ésﬁsntaeggpraﬁlegs?fl’i})‘at can

W th referenceetadddre Hargeompubdag device [Hd)er@blg0the compawingn FIG 2,
signal s whi chagb£cOND RHdrrthdetahs 8P8M¥ition efficien@aghedThénes, while

si gnals which_are nore thafnt%ne bi t W oJl% argx shgwn €snso id |ines,
with the numb®FTHIITREY OF the COREPESFRN Yh&itihiEr SPUBREEFel hise
different in 11 is shonn don&ICvelenbBdé negnrpces$orhddpsbatas tedms on i s
25 th : tn_telnei@&lc_ tthd Qﬁnﬂﬁi&@ﬁhe@i&é&@@éﬂ& eﬂa@l HhefinTeats. with its

irst multiplier in : .. and segq iplier. .

- 6- P m?r%%ﬂ{ I%'Lﬁ:fiz U%’Fe%ﬁﬁl F‘Fﬁﬂqﬁi%ﬁf ﬁﬁ‘iﬁf %5 HeoFa‘f’%% I nt eger

unit 21. Eachomputing fdevdcerul Whehi trstripeied fy, thedcemputing deviagcond
nmul tiplier inpytdo Ngh, ithed coRrdcesBHLSHEF £ thehicberation z + Nk egerx

First multipl J"e{') ,' nlr.peua&i:i.nr!g1 ’thaengm§8§089 )ET}”S},' %lnlderz from memory 12, and
15 writing the new words of Z back to memory 12. The

computing device assembles these operations into
multiprecision multiplication, modular reduction, and
ultimately, modular exponentiation.
FIG. 2 illustrates a large integer unit (LIU) 21, The
20 coprocessor 14 contains m LIU's, each identical to each
other. The number of LIU's determines the number of words
in the operand X of the operation 2 ~ Z = (X * Y). The
execution time of modular exponentiation is approximately
proportional to 1/m. The system designer is presented with

25 a scaleable architecture that allows the tradeoff of
complexity versus speed: the more LIU's, the faster the
exponentiation.

Large Integer Unit (LIU)
With reference to the large integer unit (LIU) 21

30 shown in FIG. 2, signals which are one bit wide are shown
as dashed lines, while signals which are more than one bit
wide are shown as solid lines, with the number of bits
indicated. The number of bits may be different in
alternative embodiments and the present invention is

35 intended to include such alternative embodiments.

First multiplier input, ml, and second multiplier



5 input, n2, are fed to a nultiplier 22 that produees the

product signal p = m*n2, where "*" indicates mul tiplication.
Since O [err] nl [err] (W- 1) and O [err] nR2 [err] (W - 1), the range

of "product ShgndlsP is 0 [err] p [err] (W- 1)[err] . Pdwosoesme that 2b

10 bits are required to represent product signal p. The
product signal, p, is partitioned into hi gh part - product si gnal
ph, and a IOM/part product signal, pI ‘qhe hlgh part - product

si gnal , is formed a
the | ow par t’“nB’r‘Bdef?t sﬁ%n&\“ tugglﬁndl§nputs EPorRR ar&% L{:Icét \?%Irggalbl Itos and
Thus, p = phaW 2bl, Eﬂm@r@fotpgrﬁz].rst multlplgﬁr[gapl]lt(wl, P)ndaﬁaeo [err] pl
[Sle;j L Ll (\é\]{ t%éclorg?_ hﬁhlmml@%r &ngﬁedttﬁz, is a wordsrgpfésemng 2 BAbAYL gut

|
si gnal , ipgegeky B muﬂ@h%%%%l’rnf“zom "Bk ég&f—d qaq‘tl@'ggéfgggl ;(rzlgl
al , @nd secamdu'adde?. simndled 59, 2 multipliexr 825682 PYRANCSS Shehe | arge

i nt eger uni hrdducEafitnad & = mi*m2, Wdrk reprenabeatgsa b-bit integer.
First adder_s and second adder si gnal, a2, are fed to an

adder 23. Tﬁ‘@igl&iica%1°éhder 23 al so receives the | ow part-product signal,
pl, and 25 Stnge \0 & ghak, (¥, -alb-and Ovs| B, < e akldertl=3 XBRgAUCes t he

f| rst sum sp@ngleodsith iz §dis al<pa? (w pl 13°c. THi® means that algest

bl f he f. d
A e e

I ar gest posPrbﬂ@CWaﬁw&lor Pt'héscaiiFS/l‘B’(PnEd intgj gniafoh cpalfts‘p§°du‘Fﬁus t he

| ar QGSt POsS§hBhgl Y Pne 4l af hew part-productskignal sighal ,Thyd hiigh 3*(W- 1)
f 3 TBANL G Bider siopal.  Bhi S8 ARl BCCUREOupRRE B allkS! e Sum
5|gnal qd. et Frst sum sl 3 he out pyt of the
adder PrOd‘thl%lgfb?@chedaPﬁt Bhe lewinargrprgd Gr‘heﬂ‘%‘@ﬁ‘ bt &L:248i s p+2 35
bi tsswi de. robRedadsiecryd lUcherf br Bitsum®iwgnabp, =qph*Ws+ pl, wheret Passferred -

}gr ;26| g?;ggh %;Ht%hglf)legn% ol Zélm@emthQ) The hlﬁfloﬁé(rtiazl&duc@pu'[ to the
signal, ph, is an output signal of the large integer unit
21, while the low part-product signal, pl, is used
internally.

20 First adder signal, al, and second adder signal, a2,
are adder inputs to the large integer unit 21. Each is a
word representing a b-bit integer. First adder signal, al,
and second adder signal, a2, are fed to an adder 23. The
adder 23 also receives the low part-product signal, pl, and

25 carry signal, c, a 2-bit value. The adder 23 produces the
first sum signal, qd, where gd = al + a2 + pl + c. The
largest possible value for the first adder signal, al,
second adder signal, a2, or the low part-product signal,
pl, is W - 1. The largest possible value for the carry

30 signal, ¢, is 3. Thus, the largest possible value for the
first sum signal, qgd, is 3*(W - 1) + 3 = 3W, meaning b+2
bits are required to represent the sum signal, qd.

The first sum signal, gd, at the output of the adder
23 is latched into a register 24. The register 24 is b+2

35 bits wide. The value of the first sum signal, qd, is
transferred to the output of the register 24 when the
clock, clk, input to the large integer unit 21 is pulsed.



-7- The output of the register 24 is second sumsignal, q. The

val ue of the second suntslgnal q, remains in place until t he next
time the clk input is pulsed until the clear, = clr, input of

t he Iarge | Ntyp@ogaMsy t 21 i s pulsed. 5 The regi sPeT/URM/IS be
cleared by pulsing the clr I nput signal of the large integer unit
21. Wen the clr I nput is pulsed, the output bits of the register
24 are cleared to O. The output -7&mains at O until the next tinme
the clk |nput At mhl €; f e fir sum
si gnal , |Th§r§&nt§ F red tthe gg %E 19 Ao Sl %ﬁnalec%nd @%m

si gnal , q, at Ve hee oo tﬁl’te cﬁeqoﬁ’é sum smna}egq@treqmaﬂsl d0pRiEFeiWRek i nto a
carry si gnal , the mé&k acime the clRkUBhBugnas , pslsedie ozannyiski ghalclé:ar,l S

f or med asthe t u , While
the sum si gnaFEP sinput o« the }ALQ ﬁé EnQL?%Pe\féﬁ;C@ib % ?hilsgqhus g = cW+ s,
with @ [e'?l’llff zgeq:@rt,qr WA- can hadcbedrsd Pyc PMEFEPg3the TRES sum
signal, s, isiAput signal dRihiél largeainoégéhaudiar ga.i NWRgRT thai ¢121.

A Sarty TnputssLanals Shiedd, e GAthY:! DY JP e pegister 2hatge Tt cer

unit 21, and a C{g{ rry output. Each

is a 1-bit vaflearedho MPHGP‘J‘: remains gtgfapngsl EBEREXR Gie 29,

i s conputed ashéhelk opimad -iRpulsed, atofhidle toiade y:hlenputtuSIQﬁa&he ci, and

t he s that he,se al,. _q pt her vvords,
b.l. gr?gg élt.Bn 51gnal g%i § Eﬁas €éﬁj€2d8:% he lou J:

the carry outpu the C ry i nput
signal, ci, is 0 Zbhe Sec%?dsé‘ﬁbﬁlﬁpﬁlofqtﬁetﬁtﬁ)ﬁé‘@&ﬁt ofgia®, q, is O;

oLhermﬁSF, reglsteffuﬂ(mﬁ'mﬁrﬁﬂtﬂuhedlgmﬁé a (larasigyable ¢, and a
The auxiliary n e 25,54

t he | ogi cal - d?z éy&hﬁﬂ aé b| ts Qﬂaggxgﬁ c’2 is' Tormea a?rtﬁg aﬁerd

I n ot her \Aordgwot%t%uﬁé |Ghs feGSFFlySB’B Slgna]s'l gjhal‘”hléé th%ss%l TAIRY each

bit df5Sthe casryisifpmahed s the lowerils Bitwmi helrhussq, =t hw auxj |witly carry

signal, ca, hassvglwle 1, gnd 0 tc< Tl";ge gf'@ s, is an .
Descri ption As shown_in I G Severa arge integer units
may be OuFWE'ér%’tﬂﬁﬂéctoédtP& ﬁBFﬁ?ahn'i?Q?%rq“&yF 2M-ternatively, an LIU

A carry input signal, ci, is the carry input to the
large integer unit 21, and a carry output signal, co, is
20 the carry output. Each is a 1-bit value. The carry output
signal co, using OR gate 29, is computed as the logical-OR
of the carry input signal, ci, and the bits that make up:
the second sum signal, g. In other words, the carry output
signal, co, has value 0 if the carry input signal, ci, is 0
25 and each bit of the second sum signal, g, is 0; otherwise,
the carry output signal, co, has value 1.
The auxiliary carry signal, ca, using OR gate 25, is
computed as the logical-OR of the two bits that make up the
carxry signal, c¢. .In other words, the auxiliary carry

30 signal, ca, has value 0 if each bit of the carry signal, c,
is 0; otherwise, the auxiliary carry signal, ca, has value
1. '
LIU Arrav
Description
35 As shown in FIG. 3, several large integer units may be

interconnected to form an LIU Array. Alternatively, an LIU



array may include only one LIU. In FIG 3, each signal is g ei t her
one bit or b bits wde. Signals which are one bit w de are shown as
dashed lines, while signals which are b bits wide are shown as
solid {i nes‘B- §9 ’ FIG 3 illustrates the case of fpae¥pdoasfu®s i Nt eger
units, LIY ? '?.ﬂ]’{l}, LIY 2}, LIU[3}, being interconnected to form
an LIU Array 39. In general, any nunber of |arge I nteger units can
be i nterconnect ed. For sinplicity, th&- di scussion here first

considers the case of, fqur. large 10 i nt e?]e_% its, .as .shown.i n FIG 4,
and then i s2EERermRY Aoglude only opg ffleaséMof “Gt niy i §1978: 8rge
i nt eger uni ésther one bit or Bibits daide.si aghaly, whichmdenppe batthe LI U

Array 39, ide ardMhdwh @BPhhSHed 0 il | vhglenidhld amidhouke Bl , of each
large integer unif, LIU{OY, LI L%l% . gg%}e LI'y3}. 15 The second
data si gnal PhtS H95 F58 SPPWBr 28| ‘#e‘lr# ines. x{0}, x{1}, x{2}, and
x{3}5 Each el enefitG.i S riddpetraves \the case ofofipertrg® ¥eI&Econd

multiplier (ppus, (o, eashidargfu(2), LIU(BY eB&IngNideedicohhecked) Array
39, i.e., each e1 enen ect ed second a BLI er input,

t . is . conne P.othe nd uhti
n2, of LIu{BP, foxm an LIG Brypy i?U{ZI;}f FERFTErU B FESpecvely:
The third dateegerynelitsz cansbaninpgurgonnectied. | Fa¥ redmplicity, 8be and is

connected t@; {Bgsd ithetle 29PBLCEEN i 0N 88se of four Maggeonpl eLn%'lr;_titng]c
QC I (0]

tgﬁteleq ﬁISI’ i}lsdggﬁgé?c’lﬁlrji%ijées-zt)gﬁ( %%300?‘)2%9%& %mt‘hé"sﬁﬂégggé%%o&%e%{aggzgubt ract
signal itsekf the aradenmift other numbgrmaif leroReiptegsy Bit®. \Wen the
S_ubtr?ct signal #frst data fs;gaaaijvssef ilsﬁ@.inca.hpﬁt %cbetlik%] tL'i:ﬁszuﬁrbgl ghird data
signal, z, . ar.e teg,as t . t e ment i ng
gate anggis %eﬁl °sgﬁ?rgjc’fs%i“§§)a(f|1%?§ggc tﬁ@‘&e‘?’ In]é)1 i cogloré%:ﬁeach 30
bit of the iarge iktievey gmdk, BIU{G}r diUHdAdd BIUIRL. | CHI

Cﬁn:'pi ement ?S Fhﬂ;@iéed&\ﬂsl agt&héwb&h& GOBRULAEDEY NYE gefements, Th35;
that is, a 1;hit is yeplage c bi t,. _an . e
out put of c’érﬁ%?’en’éﬁt}i’ng}cégt’eagg ?gg}cbn,r.lggg?‘eg%}ggﬁﬁ e respheé:\éiﬁrr%g%’ adder
i nput, al, 6PPReeted ik ther gecPnd Jpettipdiier igput, m3. @fgieach large

integer unit of the LIU Array 39, i.e., each element is
: connected to the second multiplier input, m2, of LIU{0},
20 LIU(1l)}, LIU{2), and LIU{3}, respectively.
The third data signal, z, is an input to the LIU Array
39, and is connected to the input of complementing gate 35.
The complementing gate 35 is an exclusive-or (XOR) gate,
GATEO, combining each bit of the third data signal, z, with
25 the subtract signal; the subtract signal itself is an input
signal to the LIU Array 39. When the subtract signal is-
inactive, logical 0, the bits of the third data signal, z,
are unaffected as they pass through the complementing gate
35, When the subtract signal is active, logical 1, each
20 bit of the third data signal, z, is replaced by its logical
complement as the bit passes through the complementing gate
35; that is, a 1l-bit is replaced by a 0-bit, and vice-
versa. The output of complementing gate 35 is connected to
the first adder input, al, of the first large integer unit,
35 LIU{O0}.
Output signal, a, is an output of the LIU Array 39,
and is taken from the output of output gate 36. The output



Qut put signal, a, is an output of the LIU Array 39, and is taken
fromthe output of output gate 36. The output

-9- .. gate 36 is an exclusive-or (XOR) gate "GATE1l, that conbi nes
each bit of tWORMSLignal, s, output of the first large  PCT/US982Yi6oger -
unit, LIU[O}, with the subtract si gnal . \Wen subtract signal is
inactive, the bits of the sumsignal, s, _g2 of the first large integer
unit are unaffected as they pass t hrough t he out put gate 36. \Wen

the subtract gag®ade iis an exclusagbhye, (XEOh diitle,0balrRe, SURAE| @@ ines Of

e ret 17 88on bic or ol SO bRy 15! SRIASRT DY chboel 001 Ploge

conpl ement . it st er arTe
is b 10 pREegey d@lt:TﬁéU{ﬁbuthT—ht |saksriass sdghaler Waen s

]cc:onnect Ied to shectidh ﬂ@rdalpﬁeduﬁtacﬁm@ﬁlnheplmteuuﬂm:hef sum s.lgr;]al It he o
ourt ar ge t er-.unj.t 1 e |l atchi ng
I?S J)P @t’ge Catrs& lg%fﬁ}xteggzg &lga,ﬁ: ali];eD lﬁtna%fecges ae tl'é afﬁ?u

regi ster 34 i S conne SEC t of
the fourth | aFlyeoudh ddw QHWPtlt grbe336- 15When thehgybtraet| aigmhds egi st er
?4 Iathclhes t hecviale efcH At of the siih OdH gt - ler OElﬂCEhélﬂﬂﬁéatf é‘rﬁmthe
ourt arge co s r. an eeds the

val ue backgt Otﬁggge%r unit 1Ss§8§TéE gdﬂ)@? léé) aqgﬁc%; N E?m ?tthe fourth

| ar ge i nt eger A latdhing éf\egeﬁtﬁﬁé%l:tﬁ:l@ mﬁ%tel‘hemﬁ@chﬁ‘-h@t riggikst er 34
has a020 bit£aridec] r THeNpubuthaf eperaitehindertysatby 34) ide clr

I nput of the e a g t n|t 21.0f _FI G

A cl ock si gn %t(té'd} s%%arttﬁjllenhl’]?fl §a%€e§%<{? rratgngé pﬁ output, of | s
connected to BB kquetingdaxast léééﬁeFa‘F’g@:rl IS . 28nd theypitpuy |af 0},
LIu{1}, LI U{ 2¢he Lld¥cHingar@gtistebe3 sl ks i dynitiected to thef sébénd aladumng

regi ster e%{gﬁ;t}lt Ne25] AehukMBY! chS fourth 1arlil! $RfeqbhCufON! AP the

reglster arge’’i nt ger ont en
| at cHPng regl Thug, Fheyletching regé?ﬁ%ﬁt%é@&'@"’ﬁ%ﬁﬁﬁt%@lue of the
hlgh part-product signal, ph, from the fourth large integer

, that

uU

unit prior to a clock pulse and feeds the value back to the
second adder signal, a2, input of the fourth large integer
unit after the clock pulse. The latching register 34 has a

20 clear, clr, input that operates identically to the clr
input of the register 24 in a large integer unit 21 of FIG.
2.

A clock signal, clk, is an input to the LIU Array 39,
and is connected to the clk input of each large integer

25 unit, LIU{0}, LIU{1}, LIU{2}, LIU{3}, and to the clk input
of the latching register 34. When the clock input is
pulsed, the contents of the register in each large integer
unit and the contents of the latching register 34 are
simultaneously updated.

30 The clear signal, clr, is an input to the LIU Array
39, and is connected to the clr input of each large integer
unit, LIU{0}, LIU{l}, LIU{2)}, LIU(3}, and to the clr input
of the latching register 34. When the clear input is
pulsed, the contents of the register in each large integer

35 unit and the contents of the latching register 34 are
simultaneously cleared to 0.

The carry flow signal, cy, is an output of the LIU



30 The clear signal, clr, is an input to the LIFU Array

39, and is connected to the clr input of each |arge integer unit,

LI YO}, LIU[1}, LIY2}, LIYK3}, and to the clr input of the

| at'ching register 34. Wen the clear input is pul sed, the contents
of the regiWO®M273 each |arge integer 35 unit and t hECHBIBRHIE of the
| atching register 34 are si mul taneously cleared to O.

The carry flow signal, cy, is an outp0at of the LIU

-10- Array 39 and is connected to the co output of the fourth

| arge i nt®&dey g8i t ang| 1§ Jonngesedatpythe o7 qufput of the fpuatlates whet her
over f | ow largendecéyex Wast ,0@a@u{39d. The carry flowl@ilghkér connect nore than

four |2 Gediheger HiAS: crqrfloy BOuABelbHHAY oddlie,bhl or conneot  on

| ogi c of arge |nte unit 1s replicatéd. Table 1,
bel ow, detail 0 interconpggt I“l?ﬁec thap ‘Pt‘t‘"erJ&Fﬁ?ec‘t“itﬁgeﬁl MBLE® integer units
| Bt 0 an into an LIUAYraay,thehdneerconnection [lergilc 6f the third

ml[ﬁglr] 4arge integlttWddt is Kepi19cated. Taﬂ%e; 11 belowX ?L{F@aif’s k =ml
;IQ thenéoglc :orX%QgerconnectlngXTl}afde ingang units in??rﬁ@} {5
Ci LIULagrsew} where LI O}:ca LIUk-1}:co LIUm2}:co al
GATEQ output 4.LI U0} : ph  LIUk-1}:Dh  LIU(m 2):nh az2
H) U(l}:s LIU[2}:s LI W k+1}:s 4REGQ out put - ca
U{ 1} : ci N C N C M2 &\ C _co N C
LI U{2}: c{LIUukKkt k+1kci= O0cy 20 k =ph - k =L21X3}:allk = dd1f 2} &l
LI U k+1} _aiﬂEEGO fnput S CATEL: 2 ut LU0} a2
LI U k-1} @211 Uik - 52 Y Y v
-m2 x{0} x{1} x{k} x{m-1}
15 ci Logical 0 LIU{0}:ca JLIU{k-1}:co |LIU{m-2)}:c0
al GATEQ :output LIU{0}:ph LIU{k=1}:ph | LIU{m-2) :ph
a2 LIU{1l}:s LIU{2}:s LIU{k+1}):s REGO : output
ca LIU{l}:ci N/C I N/C N/C
_ co IN/C LIU{2):ci | LIU{k+1l):ci jcy .
20 ' JLIU(1}:al LIU{2}:al |LIU{k+1):al | REGO:input
| GATEL : input LIU{0}:a2 |jLIU{k-1}:a2 |LIU{m-2):a2
TABLE 1

In Table 1: the notation "LIU{k}:x" means signal x of
LIU{k}, "REGO:x" means signal x of REGO, etc.; and "N/C*

25 means the signal is unconnected. The leftmost column
identifies a signal in a k*® large integer unit, LIU{k}, and
the subsequent columns show the interconnection logic for
that signal for k = 0, 1, ..., m-1. As can be seen, the
entries in Table 1 match the interconnection logic shown in

30 FIG. 3 whenm = 4.

To interconnect fewer than four large integer units
into an LIU Array, the interconnection logic of some of the
large integer units is condensed. Tables 2, 3 and 4 detail
the logic for interconnecting m large integer units into an

35 LIU Array for the case of m = 3, m = 2, and m = 1,
respectively.



TABLE 1 - s In Table 1: the notation "LIUKk}:x" nmeans signal x
of LIU k}, "REGO x" neans signal x of REQ, etc.; and "NC' 25
means .the signal is unconnected. The |eftnost col tim identifies a
signal in a KWWee¥yrd37arge integer unit, LIU{K}, and PREUSHMIEBuent
colums show the interconnection |ogic for that signal for k = 0,
1, ..., ml. As can be seen, the _qentries in Table 1 match the
i nt erconnection logic shown in 30 FI 3 when m = 4. To
i nterconnect fewer than four large integgr=gnits into an LIU Array,
the interconnection | ged —age—-ategeunits i s
condensed. Tables 2, BNAK&<A4 dedldf 1= © thE F‘Ogi & for i nt efconnect i ng m
| arge integer units ihsdgaal 3o LIy Arr*y for tlle case of =3, m= 2,
and m= 1, regpactively v 4 Y.
-11- S m2 x{0} pelx(1} x{2} LI U{ k} k
=0 k= 1 k =2 {ci Logicad; Qnal LIU{0} }LIU{1l):co y
m y :ca M2 WTML x{ 1}
x{ 2} TIoqQpy Jeph
al GATEC .ph out piit
az2 LIU[1}:s LIU(2) | REGO: ~3 out put
ca LI K 1}: ci
| S output
ca LIU{1}:ci - | N/C N/C
10 ' co N/C LIU{2} |cy
' :ci
ph LIU{1}:al LIU{2} ] REGO:
:al input
s IIGATElz LIU{0} [LIU{1}:a2
| input :a2
TABLE 2
ms= 2
15 LIU{k)} signal §k = 0 k=1
ml | % 1y
m2 ff x{0} x{1}
ci Logical 0 LIU{0}:ca
al GATE(Q :output LIU{0} :ph
20 a2 LIU{l}:s REGO :output
ca LIU{1}:ci N/C
co N/C cy
ph JLIv{1}:al REGO : input
s Il GATEL : input LIU{0)}:a2

25 TABLE 3



10 co N C LIY2} cy - - ph

LIU(1):al LIY2} REGO al input
S GATEL: LIYO0} LIU1}: a2 I nput ;a2
TABLE 2 m= 2 15 rrusosr2akteU{ k
signal k QAT -4 i y oS . }y
n2 x{ 0} x{ 1} Ci Logical O
LI U{0}: ca al -12ATEQ out put LI U{0}: ph 20
a2 LIU{1}:s REGO out put _ ca
LI U{ 1} : ci N C 8= NC - cy
ph LI U{1}: al LIRIEESDin[Hd{= 0 S
GATEL: i nput LI U{0}:a2 25|signal TABLE 3
-12- ml iy o1
L1 Uk} k =0 m2 x{0}c; |
m y 5 ci Iggglca 0

al GATEOQ :

output
a2 REGO:

output

ca cy
10 co N/C

ph REGO : input

8 GATEl:

input

TABLE 4

The LIU Array signals which do not appear in Tables 2-
15 4 have the same interconnection logic for any value of m.
' For completeness, Table 5 details those signals.

Signal |l Connections
clr REG0:clr and LIU{k}:clr, k =
40, 1, ..., m-1 '
clk REGO:clk and LIU{k}:clk, k =
’ Ol 1’ o o o g m-l
20 . z GATEQ:input _
sub - GATEQ : input, GATEl:input
a GATE1 :output '
TABLE 5
Operation
25 The general function performed by the LIU Array is the
following:

A ~2Z2 % (X*YX),
where: X ~ mwords; Y ~ n words; Z ~ n words; and A ~ n
words.

30 Integers X, Y, and Z are the input operands to the
function, and integer A is the output operand. The words
of X are applied to the LIU Array simultaneously, at inputs
x{0}, x{1}, ..., x{m-1}. The words of Y and Z are applied



ci Logical 0O = al GATEQ:

out put _ az2 REGO.

out put . o ca cy 10

co " Nivib 99727437 ph REGO: i nPOT/USI8/23476

S GATEL: I nput

TABLE 4 The LIU Array signals which do not appear in Tables
2- 15 4 have the sane interconnectioh logic for any value of m

clr,
rray’

Signal Connectio
0, 1, ..., m fespectlvely The woxdsy of A REECredd AHd af the Ld

0, 1, ..., m bn20word at a time, at dutput aGATEO: i nput

sub GATEO: i npu i Qut put

TABLE 5 L‘&’)‘erGSA)gl on "Elr’gumput to th'?hLIU Arr?f %1r$cctt|son peh’orrred by

the LI¥ Array Vie¥spgesubtractign|im gy "+" °Perat1°n AActivating he

where: X ~ msudtdact Yinplt Woi &s,, SettingOtHs,; saldtkafet- input to logheds. 30

Integers X Ylhaggléc@ S&Q@ré{j@i’&ﬁ{o% a%daeggt.{@gtlr%g )t('he sfu%@(.‘t%l::gn and

integer Ais t eoutpu operan applred to the
LIU Array si miPakeolisPy; @tedring £he subtragtoinpyg Mo logicalify1}. The
words of Y andeleare ag@ittsh.

10 The carry flow signal, cy, of the LIU Array indicates

For conpl et engss thgaﬂh? RefS) AdS JJIRE %ts ggeﬁhéﬁgﬁ);%ﬂprutasng EPSLE'L

whether or not overflow or underflow occurs. Overflow
occurs during the addition operation if the computed value
is too large for an n-word representation. Underflow
occurs during the subtraction operation if the computed:
15 value is negative. At the end of the operation, the carry
flow signal, cy, output is active if either overflow or
underflow has occurred. If neither overflow nor underflow
has occurred, the carry flow signal, cy, output is
inactive,
20 The LIU Array may be used to perform the general
function using the following procedure:
1. Pulse clr.

2 Activate or deactivate signal sub.
3. Apply data inputs x({0}, x{1}, ..., x{m-1}.

25 4 For j =0, 1, ..., n-1, do:

a. Apply data input vy.
b. Apply data input z.
c. Pulse clk.

d. Read data output a.

30 Step 1 clears the LIU registers and the latching
register 34 (REGO). This clears any accumulation from
previous operations.

Step 2 selects addition versus subtraction in the *&*
operation. An inactive value for the subtract input

35 selects addition, while an active value selects

subtraction.
Step 3 applies the values of the words of the X
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to the LIU Array one word at a tine, at inputs y and z,

respectively. The words of A are read out of the LIU Array one
word at a time, at output a. The subtract input to the LIU
Array sel eGygogdgist i on 5 versus subtraction in the Pdrassoysizsmper ati on.
Activating the subtract input, i.e., setting the subtract input to
| ogi cal 1, selects subtraction, while deactivating the subtract
input, i.e., clearing the subtract inpit4to |ogical O, sel ects
addition. 10 The carry [l ow signal., .c of, the LIU Array

i ndi cat es °perand’vWER?ﬁﬁ’VSiuﬁ%tr%@E?}l ﬁﬁ%?duﬁaﬁr??%wﬁ%ﬁ%ﬁﬁs. over fl ow
occurs duri pgoc@duxeidi tion operation if the conputed val ue Is too

| arge for an n-woféb repicasedlat & OToop Wiy kkevutes n tim€ CumEac@Uri ng the

.operation if the ut.ed 15 .value is negative. . At the
6%5?%“%,% ﬁ‘é‘“@’&?%n&éh a.m 188K 7 6i Ejné!d,)’ ci;/, out'pl Lis active
if €ther overfl ow orIn step 4a, yyemed f1 ®F PRSr8BEU¥ r&el.2RE14sit her overfl ow
ow In RRep0aBUIweEd 1 RE opekinéll DV Sigliedcy, output is

0 5 DAY ALLaN T DY U3EEsL8. PeR{RY Ml gener al

subtraction
end of the

nor underfl
i nactive. 2
function us

ing the f o1 g pf ocedur

2. Activate or deactiths &I¥ gRaiskels and the latching regifterddta i nputs

x{0}, x{1},
a. ply da
c. Pulse cl
clears the

cl ears any

2 selects a
I nactive va

15

25

30

w)
wn

., X{mBEG035with new valdies,Fandj makés & ,new word 1, d
ta input y,.__.- b. Apply data input z.
K. dvailable at %ﬁt%%ﬁﬂ?'data output a. 30
LI U regi stér $teRd48newerd chigfgoperand A &%)i%xqad oy -( REQD
accurul ati on from previ ous -operations. o

glq;iiié)g_ v% %i%cﬂhgfﬁ%iméf the "" operation.

The operation of theLLIU Array may be analyzed for a
single cycle, that is, for a single pulsing of the clock
input signal. By way of example, the case of an array made
up of four LIU’s will be used. It will be obvious how to
generalize the analysis to any other number o»f LIU’s.

For the present discussion, only the case when the
subtract input signal to the LIU Array is inactive will be
analyzed. The casé of an active subtract signal will be
analyzed later.

With reference to FIG. 3 and FIG. 2, an integer Q is
defined having value Q = {0} + g{1}W + g{2}W* + g{3}W* +
rw!, where g{j} is the value stored in the register of
LIU{j}, and r is the value stored in the register.REGO of
the LIU Array. Each g{j} is made up of b+2 bits, and W =
2>,

When the clock signal is pulsed, the value of Q
changes. The new value may be called Q°. The value of Q'
is derived from the output of the adder in each LIU and
from the output of the multiplier in LIU{3}. Superposition
can be used to determine the value of Q*, as follows.

First assume that the value of Q0 is 0 and the value of
input signal y is 0. In this case, the only contribution
to Q" is the input signal, z. The value of z propagates
through the adder in LIU{0)} and appears at the register

0:

).
An

Step 1
Thi s
Step



35 sel ects-additron, while an active val ue sel ects

subtraction. Step 3 applies the values of the words of the X
operand. These val ues renmain ‘applied for the entire = procedure.
Step 4 controWO%2T48bp t hat executes n tinmes. Each ROTAISBRMNG | S
nunbered with an index j, j =0, 1, ..., n-1. 5 In step
4a, word j of operand Y is applied. -15- In step 4b, word |
of operand Z is applied. In step 4c, signal clk is

pul _Se?. T2'4 S GpdpLeSof LIU{0}. Each othe%:ﬂ@eéiycéfgiﬁttﬁfes dﬂ'ﬁdgr%y' ALEhi ngd
register Wi new. val ues, and makes a new wor
10 an output: Yahre 2k iﬁi . Enis “cas In step 4d,
word j of .operand A is read out. Anal ysis of O ocking LIU Array
The operation of the Id UArrgy)ymy be analyzed for a . single cycle,
that is, for a single pulsing of the clock 15 I nput signal. By way
of exanple the case of an array made up of four LIUs wll be

used. It will NB&Cob3PBURE e tuplue of Q igefeandthe tMaduanalfysi $st 0. any
ot her swunber ah thikScase, the contrlbﬁeﬁohhﬁop@eignEerS€H§Sé&Ebué”Hﬂ'the

case when the ract p I g othe LIU Array |s.1nactive
will be 20 theaﬁgf'tl%%ygé The e(%ch E'gpsa &lgﬁt#?/‘% Rafih Pic li" éﬁé\f‘ 1R 18 be
anal yzed | at ePutput ContrlbUteﬂmﬁPhthéf§ﬁ9h€ée¥ol¢4uhe SaaﬁdLEUGi Phean
integer Qis high partd@flﬁﬁéjdﬁlthbgléi|éﬁtﬁht‘éﬂﬂﬁribd%%é}@6+tﬂé2}vwerr] +

el st er o +2§eglsterd%¥te¥ e BaBdE Lt o Tk RS RE Fi orer recd
of t e EHEJlaeﬁaJ;n BB Yq{ £P REGAmdeTs ofwher? conts ibuningV to
the value of Q", the low part of the multiplier output in
LIU{j} is weighted by W', and the high part is weighted by
W', This means that the full output of the multiplier in
LIU{j} is weighted by W' when contributing to Q'. Since the
15 two inputs to the multiplier in LIU{j} are input signals Yy
and x{j}, respectively, it follows that, in this case:

Q" = yx{0} + yx{1}W + yx{2}W* + yx{3}IW°. (ii)

Next, assume that the value of z is 0 and the value of y is
0. In this case, the only contribution to Q" is from the

20 current value of Q. Within LIU{j}, the value of g{j} can
be written as c{j}W + s{j}, where c{j} is made up of the
upper two bits of g{j} and s{j} is made up of the remaining
bits. Thus, the value of Q can be written as:

Q = s{0} + {(c{0} + s{l})W + (c{1} + s{2})W* + (c{2} +
25 s{31)W + rwt.

Each c{j} contributes to the new register value in LIU{j},
giving it a weighting of W when contributing to Q+. Each
3{j} contributes to the register in LIU{j-1}, for j = 1, 2,
and 3, giving it a weighting of W', The value of r

30 contributes to the register in LIU{(3}, giving it a
weighting of W'. Thus, in this case:



2[err]. When the clock signal is pulsed, the value of Q
changes. The new value may be called Qerr]. The value of Jerr] 30

is derived fromthe output of the adder in each LIU and fromthe
out put- of W4y plier in LIY3}. Superposition PCTOUS9sAMATaUSed t O
determ ne the val'ue of Qerr], as follows. First assume that
the value of Qis 0 and the val ue of input signal y is 0. In this
case, the only contribution 35 tot6J err] is the input signal, z. The
Yﬁ;ufegrsfeﬁr()pag%tce{%} s 81y + Q4N ERe PAder 1Ay 9_{%}(3?% ghpears &
out put of Lk 0}. Each other register in the LIU Array has an

out put value of 0. Thus, in this case: Qerr] = z. (i)
Next, assu the val ue of i s and the value of z.is O. 5 In this
case, the ggHF?FY)‘EItWﬁF tt&"% &PP]b?s‘”ﬂ%ﬁ’} K& *out put of t he

mul tiplier in each LIU The |ow part of the nultiplier out put
contributes to tge regp sgew iniiwg sanme LIU. The hi gh part of the
mul tiplier output contributes to the register in the next higher
LIU, or in the case of the 10 rrultlpller in LIYU3}, to REGD. Thus,
when5 cont ri bherag" {b represents iheeger visionewith ehe IQN@H%§Q¥ of the

mul tiplier gggeggdé@ LIV} is melghted by Werr], and the high
part is weighted r] hj, out put of
the multiplier ﬁqxatmns (L)) }ﬁ%f‘ |%nc\il/\-/e ﬁ%ggtgﬁerr \/{;Len contributing
to Qerr]. soncelbth@q;s to thetmwl’m)hl%cto t‘F@"l?ﬁI}ltq%l in LI} are

i nput si gnaksn¥ributions AR sxbekpossivrt wiellds:it follows that, in this
case.

10 Q' = z + y(x{0} + x{1IW + x{2IW + x{3)}W’) + Q/W .
(iv)

After the clock pulse, the value of the output signal
a of the LIU Array is given by:

as =Q" %W, (v)

where a~ means the value of a after the clock pulse, and "%"

-

[
n

represents the integer modulus operation. In other words, a
is the remainder when Q" is divided by W

Equations (iv) and (v) summarize the operation of the
LIU Array when the clock is pulsed.

20 Analvsis of Pr i e 1 Function
In this section, the operation of the LIU Array during
the procedure used to compute the general function will be
analyzed. This procedure was described in a previous
section. As will be shown, the LIU Array, when used with
25 the procedure, correctly computes the general function.
For the present discussion, only the case when the
subtract input signal to the LIU Array is inactive will be
analyzed. The case of an active subtract signal will be

analyzed later.



Qer] = yx{0} + yx{}}W+ yx{2}Werr] + yx{3}Werr]. (i)

Next, assune that the value of z is O and the value of y is 0. In
this.case, the only contribution to Qerr] is fromthe 20 current
value of Q wewssimsnl U{j}, the value of g{j} can BETHSIYA3EM as
c{j}W+ s{j}, where c{j} is made up of the upper two bits of q{j}
and s{j} is made up of the renmaining 17 bits. Thus, the value of Q
can be witten as: Q = 530} + (c{0} + s{1})W+ (c{1} +

s{2})Werr] + (c{2}t . JW.erp]  + ey & W where.£aCh c{i}
contributes to the}rﬁgv\/a(rggaf%% efféé/a luc;é'1 il% E\I <'U_{j @/\L X) Ko v“!' negrel‘t a
wei ghting of Werr] when contributing to Qt. Each s{j} contributes

to the register inszUﬁkoi}T EPI;;J/# +=322)(,2}%? ..+ _z{%{ld}%i'lg,it\éi ng it ? _
wei ghting of Werr],. T al ue r cont ri but Q the register in
LIU{3}, giving it é{ = vty %\kﬁ%t‘i Wdzawzv%."'l‘hd's?’ i“nitﬁwi s’ case:
-16- Q ekr F=x{QL{0}xf1 9] 1} K (BIWE{+}. + o (OwALIWIE{2} + s{3}
YWerrg + arWeeh} -+ a{1yw + a(29Reef ve thathhhgyean be witten as:
Qer] = Q/ W (iii)

where: m is the number of LIU’s in the LIU Array and the

number of words in operand X; and n is the number of words

in operands ¥, Z, and A. The modulus operation "% W*"

reflects the fact that the resulting value of Z + X*Y isg

10 truncated to fit into the n words of A. If (Z + X*Y) < W,
then A = Z + X*Y; this is the "no overflow" case of the
general function. If (z + X*Y) 2 W', then A consists of the

lower n words of z + X*Y; this is the "overflow' case of
the general function.

15 The procedure for computing the general function was
described in a previous section. Combining this procedure
with the preceding analysis of the LIU Array, the
computation of the general function may be described by the
following recursion:

20 . For k=0,1, ..., n-1:
| Q{k}) = z{k} + y{k}X + S{k-1};
a{k} = Q{k} % W;
S{k} = Q{k} / W;
where: S{-1} = 0; vg* represents the integer modulus
25 operation; and */" represents integer division with the

remainder truncated.



5 where "/" represents integer division with the remai nder

di scar ded. Equations (i), (ii), and (iii) contain all the
contributions to the new value err]. Conbining the contributions
vi a ‘super p%;g 55,, yi el ds: 10 derr]l= z + Veoritbsrzarsl 1} W +
x{2}Werr] 3}Werr]) + QW (1v) After the

cl ock pulse the val ue of the output signal a of the LIU Array is
gi ven by: aferr] =Qert$-%WwW - - (v) 15 where aerr]
means the value of a after the clock pulse, and "% epresents the
i nt eger nodul us wg‘ﬁQr EpPom. S‘?‘?Psbt"r’?el’:&s‘ﬁofﬁgur%ﬁ"é} rhjave been c°‘f¥{ 'r emai nder
when { err]it svidilvbdesghbwn What the followindgreatdes bp¥§isand (v) summari ze
the operation of the LIV Array when the clock is pul sed. 20

Anal ysi s of pr ocedure er al Fun -1 In this
section, the operat|8 Bf*'t%&ﬁ% Sg auri ﬁg fﬂﬂn tﬁénpflé)@edure used
to conmpute the general function mAII be anal yzed. This procedure

wassdescribed in a ppeys QU%Hl}W + z (23RELI.QN: A$nWM jk-be shown, the LIU
Array, when used with 2

oced correctly ARy tes the
general function. % (y (0} + ﬁglleh‘@ %@nt"dl &S gﬁ only the case

when t he (vigubtract input signal to the LIU Array is inactive will
be anal yzed. The case of an active subtract signal wll be

anal yzed l%%e right hand side of this equation is Z + X*Y¥. The left
hand side of the equation is A + S{n-1}W". Applying a "SW"*

10 operation to each side of the equation yields A = (Z + X*Y)
% W'. Thus, once equation (vi) has been shown to be true,
it will have been shown that the procedure does in fact
cause the LIU Array to properly compute the general

. function. :

15 _ Equation (vi) may be proved by induction. First it is
shown that the equation holds for the case of n = 1. Then
it is shown that if the equation holds for n = t, it -also
holds for n = t+l1. This establishes that the equation

holds for any value of n 2 1.

20 Consider the case that n = 1. Since S{-1} = 0, we
have, from the recursion:

Q{0} = z{0} + v{0}X.
Notice that, for any k, WS{k} + a{k} = Q{k}, since S{k} is
the quotient and a{k} the remainder that results from
25 dividing 0{k} by W. Evaluating this at k = 0 gives:
a{0} + WsS{0} = Q{0} = z{0} + y{0}X,
which establishes equation (vi) for the case of n=l.

Now consider the case of n = t+l. Assuming that
equation (vi) holds for n = t, we have:



-17- : The general function is Aferr] (Z + X*Y) % Werr],
wher e: Z = z{0} + z{1}W+ z{2}Werr] + ... + z{n-1}Werr],;
Y = y{0} + y{I}W+ y{2}Werr] + ... + y{n-1}Werr]; X = x{0}
+ X{1} W+ x{ ¥o¥eamidr + ... + x{m1l}Werr]; 5 APETHEW23476a{ 1} W
+ a{2}Werr] + ... + a{n-1}Werr]; where: mis the nunber of
LIUs in the LIU Array and the nber of words in operand X; and n

is the nunber of words in operands Y, Z, and A The nodul us

operation "1% Werr]" ac0y + a{%f Leaksylhe, fact sieat e fesud tiiypg val ue
of Z + X*Y is 10 truncated to fit into the n words of A If (Z +
X*Y) < Werr], = then A=2Z + X*Y; this is the "no overflow' case

of the generat{@hnetz'{driw kf z{Z}W X*Y) H edc}F1YWElr], then A

consi sts of the W n Wri(}iﬁ nygz}fwzx*Y ;[}){sc_lls}ﬁthg “overfl ow
case of the}genera unction. he procedure for

conputing the gené?’é function was described in a previous
section. Combining this procedure with the precedi ng anal ysis of

the LIU ArragsintBews(x) + a{]@}org)@t{qgt)l og}eoglggenMer al function may be
descri bed by the foll ow ng recursion: For k = 0,

1, , n-1: QA k} = z{k} +y{k}X+S{k 1};

af k} Q{k} % W'S{t} + Wa{t} = WQ{t)SEKW £zQEk}+/viNIX + S{t-1}).where:
S{-1} = 0; "%ikepresents the integer nodulus 25 operation; and "/"
represents integer division with the remai nder truncat ed.

Adding equations (vii) and (viii) together yields:
10 a{0) + a{l}W + a{2}W* ... + a{t)W + S{tiw*?

z{0} + z{1}W + z{2}W? ... + zZ{t}W"
+ X (v{0} + Y{1IW + v{2IW? ... + y{t)}W")

This establishes equation (vi) for the case of n = t+l,
15 completing the proof.

Analvsis of Active Subtract Signal
When the subtract input signal of the LIU Array is

active, each word of operand Z is complemented before it is
applied to the LIU Array. Numerically, this is equivalent

20 to replacing Z by (W''- 2 - 1). Similarly, each word of
operand A is complemented before it is output from the LIU
Array. This is equivalent to replacing A by (W' - A - 1).
Thus, when the subtract signal is active, the general
function is computed as follows:

25 Z' =W -2 - 1;
A" = (2 + X*Y) & W";
A=W -2a - 1.



- 18- When the n steps of the recursion have been conpl et ed,

it wll be shown that the foll ow ng equation hol ds:

a{0} + a{1}W+ a{2}Werr] ... + a{n-1}Werr] + S{n-1}Werr] 5 .
{0} + 2{1}% dgWerrl ..+ z{n-1}Werr] rcrusosnsets X (y{0}
+ y{1} W+ err] .+ y{n-1}Werr]). (vi) The
ri ght hand si de of thIS equation is Z + X*Y. The left hand si de of
the equation is A+ S{n-1}Werr]. AppFgPng a "W err]" 10 operation
to each side of the equatlon yields A = (Z + X*Y) % Werr]. Thus,

once equat |%¥nf(a/|0) <h&s <b@7en‘=u§hdw$ i\o<b@ + Wfeare free tojapmgnd ahd¥e been
shown that the procedure d 7 se the LIU Array to
properly co uf)g FR Y re? %I%e fua 1°n§ B | ona}nczilsi‘ : Equation (Vi)

may be proved by |nduct|on First it is shown that the equation
hol ds for the case of n =_1. Then it is shown that if the equation
holds for n =t, |"t W's5 2 - 1) ¥ Wpids for n = t+1. This establishes that
t he equation f any vaI ue of n[err] 1. 20

Consi der the case that EO*—% %og =0, we have, fromthe
recesrsion: A= (w" - A" QO %—WZ{O} + y{O}X. , Notice that, for
any k, Ws{k} + a{k} Q k}, since S{k} is the quotient and a{k}

t he remai nder that results from
In this form, it is obvious that the “%¥ W' operation can be

ignored, the equations merged, and the "% W'" operation
appended at the end, as follows:

A= (W - ((W -2 -1) + X*Y) - 1) % W .
10 Simplifying the equation vields:
A = (Z - X*Y) % w".

This is the subtraction form of the general function, as
desired,

= apparatus
15 The LIU Array can be comblned w1th a controller and a
random access memory (RAM) to form an apparatus capable of
performing computations based on the general function
' described above. Such an apparatus is shown in FIG. 4.
The combination of the cohtroller 41 and LIU Array 39
20 comprises a coprocessor that can be used with a computing
device. In such a case, the random access memory (RAM) 42
can be shared with the computing device 11, as in FIG. 1.
The controller 41 manipulates the signals of the LIU
Array 39 to cause the array to perform the desired
.25 operation. The controller 41 reads input operands from the
RAM 42 and transfers them to the LIU Array 39 and the
computing device. The controller 41 reads output operands
from the LIU Array 39 and writes them to the RAM 42. There



25 dividing Xk} by W Evaluating this at k = 0 gives:

a{0} + W5{0} QQ 0} = z{0} + y{0O} X, whi ch establishes equation
(vi) .f.or the case of n=1. Now consi der the case of n = t+1.
Assuni ng t hatwo 9927437 equation (vi) holds for n =1t, we haweTs9s/23476
-19- a{0} + a{1}W+ a{2}Werr] + a{t-1}Werr] +
S{t-1} W z{0} + z{1}W+ z{2}Werr] ... +
z{t-1}Werr] + X (YEOF + y{1}W+ y{2}Werr] ... ok

k} ,
z\ét all}s\c/)\[ﬁ;\r/]e) :re many ways tw:ﬁﬁﬁl] rﬁt thw conTrﬂIF&e %\‘%E{ lr§i}r:]t§ o% wWerr]
(z{t} + y{t}X glggtt?}yse a finite chlne. ¢2edgati ons
(vii) and (viicopveogeohael déwlas: Th]sORAM has a data bus o Bhics afbp)V +

a{2}Werr] --nat5h§£§}¥%§r ¢ &'éié Week gl LIU Array 39. The contr%i?ér+
z{l}VVg Z{Z}VQ? r ads a woid %yom 42 by applying the appropriate
value to the address bus, activating the read signal,
reading the word's value as supplied by the RAM 42 on the
data bus, and then deactivating the read signal. The
controller 41 writes a word to RAM 42 by applying the
10 appropriate value to the address bus, applying the word's
value to the data bus, and then pulsing the write signal.
The amount of time that it. takes to read a word or
write a word is called a RAM cycle. For example, when the
controller 41 reads or writes an integer X comprised of n
15 words, the time required is n RAM cycles.
The controller 41 causes the apparatus to execute the
general function A -~ Z + (X * Y), where X ~ m words, Y ~ n
words, Z ~ n words, and A ~ n words, using the following

procedure: : _
20 . 1. The controller 41 pulses the clr input of the LIU
Array 39.
2. The controller activates or deactivates the

subtract input of the LIU Array. The controller
holds this value constant for the remainder of

25 the procedure.
3. The controller reads m values from RAM 42 and
applies them to the x{0}, x{1}, ..., x{m-1}

inputs of the LIU Array. The controller holds
these values constant for the remainder of the

30 procedure.
4. For j =0, 1, ..., n-1, do:
a. The controller reads a value from RAM and
applies it to the y input of the LIU Array.
b. The controller reads a value from RAM and
35 applies it to the z input of the LIU Array.
c. The controller pulses the clk input of the

LIU Array.



+ X (y{0} + y{1}W+ y{2}Werr] ... + y{t}iwerr]). . Thi s
establ i shes equation (vi) for the case of n = t+1, 15 conpleting the
pr oof . Anal ysis of Active Subtract Signal When

t he subtracfyoegptisy Si gnal of the LIU Array is achépsosRagp word of
operand Z is conplenented before it is applied to the LIU Array.
Nunerically, this is equivalent 20 to replacing Z by (Werr] - Z -
1). Sinmilarly, each word of opérand A is conplenented before it

I s out put fromthe ng This_is. eqU|a§1aI ent to repl acing A by

(Werr] - A - %lﬁ?npt\\rﬁr;?gﬁefhﬁﬁ‘éﬁ) BeRtive, the
gener al “function Pstponmft headIVohtrays and 275‘1tes it in zZ" =
Werr] - Z-1, rRaM. A = (Z + X*Y) % Werr]; A
SY\F\gar] [e'rA\r] 7 I8 GFEPr3- TR (FT%FPJnﬁr élvfeea}*q’s] g™ W@r??e%ftH‘%ppeng a
"% S5 X \§oerepd SpemaRANi.0 Thesegeaeinas of RAMZ/cyghds A -
Z = (Werr] - 14 stép YaWHd ldontroller 41 reads the n words of the
Y operand from RAM 42. This requires n RAM cycles.
In step 4b, the controller 41 reads the n words of the
Z operand from RAM 42. This requires n RAM cycles.
10 In step 4d, the controller 41 writes the n words of
the A operand to RAM 42. This requires n RAM cycles.
The total number of RAM cycles required for the
procedure is m + 3n. This is obtained by adding up the

cycles in steps 3, 4a, 4b, and 4d.

15 : Sinogle-RAM Apparatus with Read-Modifv-Write

As shown in FIG. 5, the number of RAM cycles needed to
perform the general function can be reduced by using a RAM
43 that is capable of performing a read-modify-write
operation. Such an operation allows the c¢ontroller 41 to

20 read a word from RAM 43, modify the word's value, and write
the new value back to RAM 43, all in a single RAM cycle,

The combination of the controller 41 and LIU Array 39
comprises a coprocessor that can be used with a computing
device. In such a case, the RAM 43 can be shared with the

25 computing device 11, as in FIG. 1.

The controller 41 executes a read-modify-write
operation on the RAM 43 as follows. First, the controller
applies the appropriate vélue to the address bus and
activates the read-modify-write, rmw, signal. Then the

30 controller activates the read signal, reads the value
supplied by the RAM on the data bus, and deactivates the
read signal. Then the controller applies the modified
value to the data bus and pulses the write signal.
Finally, the controller deactivates the rmw signal. The

35 enﬁire operation takes place in a single RAM cycle.

The RAM 43 also has the capability to do the usual



A = (Z + XY)- %Werr]; 5 A= (Werr] - A - 1) %Werr].
In this form it is obvious that the "% Werr]" operation can be
i gnor-ed, .the equations nerged, and the "% Werr]" operation

appended at tWOAW37 as fol | ows: A= (Werr |PCTMpHG] - 2
- 1) + XY) - 1) %Werr]. 10 Sinplifying the equation yields:

A= (Z- XY %Werr]. This ig4gthe subtraction formof the
general function, as . -desired. - 8i.ngl e- RAM appar at us 15

The LIU Array moad oo eiriiceedpeiabionsonts @ﬂr%:éd?ﬁdéﬁcribed. THe,-?ndom
access nenor tq fQr r of . . erform ng
ety T80, PR s, SRRl ey SEON 10

conput ati ons based on the genera [ o] . :
an appar at us ideafdwRtinorFe ¥mw signal. Each pfethenphrrs ianenst icns

control | er 41 -antedd UvAfitay, 3nd2@ead-mod CEARAMHIRS -2 1eRIie8SS0EihGBE can be

used wgth a c W e device. In such a case, the random access
menory ( RAM " _can be shared with the conputing device 11, as in
FIG 1. To eypdodpnthe| readaedifyi-puiseegapaei kitghaltdieof the LI U

Array 39 to capeserale fanec8yohOb@esiey M t-he degikr edyPb where 0pPerati on. The

controller 41 S khpu n rom t h RAM,42 and transfers
themto the LI, rr’alfn39;1aﬁ§§{i%éd§hé 20 4 g"gﬁgﬁfi nah%%ﬂ/:\éc%e. CHEE 3P Er ol | er

41 reads out pitS §9eidAgs by adding fopHubkaackting, thy PEmridyvE te¥.themto
the RAM 42. ThiMee controller 41 causes the apparatus to execute this

function using the following procedure:

1. The controller 41 pulses the clr input of the LIU
Array 39.
2. The controller activates or deactivates the
15 subtract input of the LIU Array. The controller

holds this value constant for the remainder of
the procedure.
3. The controller reads m values from RAM 43 and
_ applies these values to the x{0}, x{1}, ..., xX{m-
20 _ 1} inputs of the LIU Array. The controller holds
these values constant for the remainder of the
procedure.
4. For j =0, 1, ..., n-1, do:
a. The controller reads a value from RAM and
25 applies it to the y input of the LIU Array.
b. The controller: reads a value from RAM and
applies it to the z input of the LIU Array;
pulses the clk signal of the LIU Array;
reads the value of the a output of the LIU
30 Array and writes it in RAM,
In step 3, the controller reads the m words of the X
operand from RAM. This requires m RAM cycles.
In step 4a, the controller reads the n words of the Y
operand from RAM. This requires n RAM cycles.
35 In step 4b, the controller performs a read-modify-
write operation on each of the n words of the 2 operand
from RAM. This requires n RAM cycles.



-21- are many ways to inplenent the controller 41, with one way
being to use a finite state machine. The RAM 42 is a

conventional device. The RAM has a data bus b bits w de, mat chi ng
the word sSigwgoefradsne LIU Array 39. The controller 5 PéUsRASHe 2 Wor d
from RAM 42 by applying the appropriate val ue to the address bus,
activating the read signal, reading the word's val ue as supplied
by the RAM 42 on the dat a bus24and then deactivating the read
signal. The ontrol.ler ites,a word to M 42 by appl ying the
10 appr opr i &fe tegﬁgen’f’&b?ﬁeogﬁéeg%ﬁ% , r%\%ﬁﬂﬁgof hghﬁor d's

val ue to tHraRedarsuds ant 2men Pulissiggobheingd thy sidgdap. up the The
amount of tdym dshah ktepak®s 44, ra@d4n.word or wite a word is
call ed a RAM cycle. For exanple, when the - controller 41 reads or
wites an integer X conprised of n 15 words, the tine required is n
RAM cycl es.Bual-RAM ApparatUe control |l er 41 causes the apparatus to execute

thes gendedhuhb8et bORMM cyblebXnéededd Y fS8rm Hh¥Of&ferat ~ N

words, Z - r.ds, _and_ A : [ | t f ol |_ow
procedure: %\,&J‘%ﬁ cai bi.fu%,\%%%r?#%ﬁg’{ %ﬁdlﬁﬁ s?e?efq%reldCWi%%ut of the
LIU the apparatus g sshdm in FIG. 6. The FirsthRAMofhdr of3akkedhcti vates
or dealclt | vadies "ZhRam, * stores the OIz opefdhdlf aftie IZHRAM Qi hhe Ledd-Array. dThe_
controller Ce . ‘94 S [ GAGPNSt a Jemai nder
of 25 modify wnt? h%a%ar‘%lclelg:?r'e. TLQ geé@l&l Q%.’ Q%Piggéo% ereol er reads
m ¢8| ues f e -RARE2ZeanEhe Y operand; the Y-RMHAS aeedhpptihayde x{0}, x{1},
e x{m l}read-modify-write capdbiP.&t?.OfWiﬂfle dudl MAMﬁ}é., the cont ro:c [ eL -
ol ds . Lhgse [ of the
orocedur e. controller 41 1%. \é:?) F?@ugggﬁé’@ﬁgh{ Q%_a&’l, nggﬁé gfiec_rhe :
a. The cohtopsrres peddseadwadidvgit KM aRf of the 2 operand. |
applies it e tsheu)tanpohs odpdraribhs Aakayplace in a single RaMDb. The
copkrol l er £gadscayyal ue from RAM and 35 applies it to

the z input of the LIiU Array. C. The control |l er pul ses
the cl k Pnput 0 hgombf%atfgn of the controllqﬁlgyArﬁgy'Array 39, P

and Z-RAM 44 comprises a coprocessor that can be used with

a computing device 11 of FIG. 1. 1In such a case, -the Y-RAM

45 can be shared with the computing device 11, as in FIG.
20 1.

The dual-RAM apparatus performs the general function,
Z ~%Z £ (X *Y), where X ~mwords, Y ~ n words, and Z ~ n
words, using the following procedure:

1. The controller 41 pulses the clr input of the LIU

25 Array 39.

2. The controller activates or deactivates the
subtract input of the LIU Array. The controller
holds this value constant for the remainder of
the procedure.

30 3. The controller reads m values from the Y-RAM 45
or the Z-RAM 44 and applies these values to the
x{0}, x{1)}, ..., x{m-1) inputs of the LIU Array.
The controller holds these values constant for
the remainder of the procedure.

35 4. For j =0, 1, ..., n-1, do:
a. The controller: reads a value from the Y-~



-22- : . d. The controller reads the value of the a

output of the LIU Array and wites it in RAM

In step 3, the controller 41 reads the mwords of the 5 X oper and
from RAM 42. wa@bsz4azequi res m RAM cycl es. I n QFE@’SQP&-"‘"@he
controller 41 reads the n words of the Y operand from RAM 42. This
requires n RAM cycl es. In step 4b, the controller 41 reads
the n words of the Z operand froffifRAM 42. This requires n RAM
cycles. 10 I n st eppAg, add @A lekOlit et o 4dndvy t Bfpdth & £ tHer ﬂ&uof

the A operand to RAM 42. This requires, n RA
total nunber of RAM cycles rRtEA¥ed93s® t"‘hé’y!"“‘¥ ESn o ERrE 3 m + 3n
This is obtained by addi ng ugpphies it to theyel éspuhn @fe@i’@@IM@rﬂm, and

4d. 15 Si ngl e- RAM Appaﬁfgégs Md f&lﬁeaégNQﬂl b¥-Mé tery Arr
shown in FIG 5, the nunber ‘of 1}% S ngg egetag out%%; Qrf‘.@_{c;e‘tr the
t t

generaP function can be redut®FH pabl e
of perform ng a read-nodify-arrae and writespékainoA-RANMch an operat i on

all ows the Contr0|&ﬁrs€épt9 20he conﬂfﬁ%ie% vehdsf eRe RAMAS Jdnky xt he

word's val ue, and w.i he new.val ue k to, RAM 43, all in a
si ngl e RAM cycﬂp@rand £Zom Ram. T%%cﬁﬁﬁ%&??oﬂ tRECtShtrol ler 41 and LI U
Array 39 canpsikeps4a, cupe comgsmlleraresda bee usabnds lpfatbenffuti ng

ggw ggollln ;g%rf%aaaseroﬁhm&%%%ﬁg %?)%Eerggl-ilﬁb&bf her A toperafe%autl ng
vi | u
read- nodi fy- w9 (?acg of thgop werdh Hh Hfe Rﬂ?/?ﬁ%n‘gsq?frm Eﬁﬂ‘?t t he

controller requiragphi BAMt tiechggpr opri ate val ue to the .address bus and
The total number of RAM cycles required for the
procedure is m + n. This is obtained by adding up the

15 cycles in steps 3 and 4a.

Pipelined Large Integer Unit
The critical path in the LIU occurs in the first n-1

LIU’s in the array as a multiply-accumulate operation.
Here the high part-product signal, ph, of the multiplier

20 goes to a summer in the next higher order LIU at al. The
path continues through the summer and leaves that LIU as
the sum signal, s, and returns to the original LIU through
the second adder signal, a2.

The operating frequency of the LIU can be increased by

25 pipelining the logic. An illustration of a pipelined LIU
is show in FIG 7. By introducing another register, REG1,
the delay along the critical path is reduced. The new
register is placed on the high part-product signal of the
output of the multiplier. This reduces the critical path

30 from a multiplier delay plus a summation delay to just a
multiplier delay.

The interconnect of the array changes as a result of
this register. The LIU array with pipelined LIU’s is shown
in FIG. 8. ©Note that the high part-product signal, ph, of

35 each LIU now feeds back to itself at al. The signal ph is
delayed by one cycle at the first adder signal, al.



activates the read-nodify-wite, rnmw, signal. Then the 30 ~controller
activates the read signal, reads the val ue supplied by the RAM on
the data bus, and deactivates the read signal. Then the controller
~applies theygeshiird ' value to the data bus and pupepesdBsszeite

si gnal . Finally, the controller deactivates the rmw signal. The 35
entire operation takes place in a single RAM cycle. The RAM 43
al so has the capability to do the usuak®é-

- 23- read and Lte operations, as _already.described. . The
control l er sel ect®%h ?ﬁ‘\é\gé?rr'ﬁg% RFFt BSSpEAS c%:rli’?%p?uiglpllers

deact i vat i ey Hee pimedigrédl as welch offachepipebineg mhags ansroduces - read,
\4vri te, | and arﬁﬁdwéfo@%nem?ttﬁageﬁcgﬂ.uim,&lham@n% @nore than RAM cyc: e]-c _

o exploit the read-nodi fy-wite capabili the er uncti on
bocomes 7 [EPRESAtel Ry dn {ad et Rpck¥ind Yrogneney . RRELE, | 7017
~ nowords. SkpeEranie dpeigndaytomation softSwapeli s avajlabdei hhabr
subtracti ngoﬂ&l%ﬂqgrnbhﬁpseg Ehase J&%isterfs’he mtd&ldz@aléli; eansps the .
apparatus tQ,exec t hi.s un u 0 g_pg ocedur e:
P The: ot E91500raes e STPUEhBEEn off ! Fign thaY! R0 %

Array 39. * (X * ¥Y) may be compretdahicadripéate@tivates or deactivates the 15

subtract input of the LIU Array. The controller hol ds
this val ue stant ko h emmi nder of t he procedure.
3. The ¢ from RAM 43 and

appli es these vAesddesothaamipiplycaerumulate ,qparaggon, the other 1}
i nputs of tdwidilddlApaal. in Ttige cudiigel lisr thel fsad-modify-write t hese
Zal ueliofo?sé:;?%tatf'%k.t h'f‘h%_glr%r.gg_ecran()fbet diuced by substitut:ingpgOcedur e.
dual-port RAM for the single-ported RAM. Note that this is
not a full dual-port RAM, rather a single write-port single
15 ~ read-port RAM. This type of RAM allows one to
simultaneously read from one address while writing to a
different address. FIG. 9 shows the revised apparatus.
By using a dual-port RAM, the read-modify-write
_ operation can be broken into three parts. This is
20 illustrated in FIG. 10. The first part is the read
operation (Z{i}); the second is the modify operation, which
is where (Z2{i-1) = 2{i-1} +/- X{i-1}*¥Y{i-1l} is formed. The
third part is the writing of A{i-2} back to the RAM. The
read address is never equal to the write address; there is
25 ‘always a difference of exactly two between them. This
insures that writing a will not affect the data being read
at z. 1In this manner, each of the three parts has an
entire cycle in which to complete, improving the maximum
operating frequency considerably.
30 A viable alternative is to combine the modify and
write operations into a single cycle. This reduces the
latency by one cycle, and can be as fast for some types of
RAM’s, as the data to be written to a RAM typically needs
to be valid only for the last part the cycle. Again the
35 requirement that the read address and write address be

different is met.



a. The controller reads a val ue from RAM and 25

applies it to the y input of the LIU Array. b. The
controller: reads a value from RAM and S applies it
to the z i npwowiz7idrze LI U Array; ' puPEBUSBE3476| k
signal of the LIU Array; reads the value of the a
out put of the LIU 30 gArray and wites it in RAM

In step 3, the controller reads the m words of the X operand from
RAM Thi s reogé'éﬁsf;rg ?@X&mﬁgtgg Operations In step 4a, the control |l er
reads the n words erand from RAM _This ‘requires n RAM
cycles. 35 The p,;egﬁgg,ngbseqq.ﬂeop RS Idé‘FcBEF?‘ar‘ﬁ%l%gr -nmodi fy-

wite operatiagparateacitcobetiorm wvive dserralhdudcopenand - 2 = (X f 3th.RAM

Thi s requi r e e,RAM %ﬁﬁl §s are noword operands and X is an m-word
-24- e total

of RAM. cycl es req for t
procedure is SR¥IE, Wikhsm §°o§?ﬁ$?’|‘éot it ﬁ‘ﬁmg g {583 % es in
steps 3, 4a, LW Adray. This fu&miemmmmwsawzed to perfdpme nunber

of RAM cycl eseﬁg@d_&o ReLEeEBh hﬂa&?'@f@'useful in mﬁ%i‘é’é&% be

further reduc a second ar at us .as shown

Mto
in FIG 6. Tl‘%rlf"rl'f-‘%qt1I§A|91n§4m°é’é?'?’édreducu°n' t faer EP?&MafP G $she z
oper and; the aeddhivlddsHeds byeatie controllemmpu\l/atnagc'al{nabq:dmttr;ql ahlde

secong RAM 45da£§'41%atl@e YthQ,OLIU Arf3RM " stores the Y operand; the Y-RAM
45 need not have wrltec abi it Wth aI FAM s, t he
B o oty

controller 41 is abt% fto&lgwﬁﬂpggh%% 3P Ehf z?n\fﬁr g°
operand and rsach reodithpewiict eparabichf (These epemphes are Just Ehfew

si nul t aneous Qperi iYsalcabBsPLRSE ddh s igHRrRAN dRa do n&yCle time.
represent all the arithmetic operations that are posgsible.
15 Multiply: The apparatus can be used to perform the
computation,
Z-X*Y,
where: X ~ m words; Y ~ k words; Z ~ n words, n 2> k.
Overflow occurs if the value of X .* ¥ is too large to
20 fit within an n-word representation. If n » k + m, then X
* Y will always fit. If n < k + m, then the value of X * ¥
may or may not fit, depending on the values of X and Y.
The value of the cy output of the LIU array at the end of
the computation indicates whether or not overflow occurred.

25 The procedure using the Single-RAM Apparatus is as
follows:
1. The controller pulses the clr input of the LIU
Array.
2. The controller deactivates the subtract input of
30 the LIU Array and applies 0 to the z input of the

LIU Array. The controller holds these values
constant for the remainder of the procedure.
3. The controller reads m values from RAM and
applies these values to the x{0}, x{1}, ..., x{m-
35 1} inputs of the LIU Array. The controller
applies 0 to all other x{} inputs of the LIU
Array. The controller holds these values



The conbi nation of the controller 41, 11U Array 39, . and Z- RAM 44

conpri ses a coprocessor that can be used with a conputing device 11
of FIG 1. In such a case, the Y-RAM 45 can be shared with the
conmputi ng dg¥b&sradrl. as in FIG 20 1. TREr/osssh3sni\M
apparatus perforns the general function, Z - Z (X*Y), were X -
mwords, Y - n wrds, and Z ~ n wor ds, using the follow ng

procedur e: 1. The contr™8-er 41 pul ses the cIr |nput of the
LIU 25 Arra cont | er activates
or deactivates the cdilgtht Tor the RS Pﬁpﬁlf’eo?r?cheé U Array. The
controller 4. For j = OhoRds-t hi k-#al g@:constant for the remai nder of
:{thﬁ/lr dedure- 30  a. The%ont:?hﬂ@:@&téadsl arvae?SSff&maimanaromthe )
- n p valyes to the
x{0}, x{1}, ..., x{m1} r?ﬁé’tlée&t%%e"{ﬂ %rgh%{Q L5t NP ene i The
cont?oll er holds these vaIAmYconstant for t he remai nder
of the procedure. 35y, fThe cofitrolT®¥ pulse8, the clk,ifpdt diOthe

a. The controller: rea%:ua vaI ue fromthe Y-

- 25- And applies it to the y input of the LIU

Array; reads a val ue ¢Jrom'1ﬂ1$ecznmm—h¢i@ reads the value of the a gppljes it
to the z input of the LI Ug¥thay, of the LIU Array and writgwllisegot he clk
sig@l of the LIU Array; RaM. reads the value of the a
outgt of the LIU Array and wites it_in Z- RAM

In step 3, the cbntrdterconszedlercapplindd &P the X input of &herand from
RAM Thi s requires miAMaaeleS. The controller holdsephild, vdlwe controller -
reads the n words of thestanjtofor th@PELAh de OB RANL A0 ELIY M a

read-nmodify-wite operarf
6. FOI‘ J—k' k"’l, RN -n_l; dO:

15 a. The controller pulses the clk input of the
LIU Array.
b. The controller reads the value of the a
output of the LIU Array and writes it to
RAM.
20. The values written to RAM in steps 4c and 6b are the

words of the desired result Z.

To see that this procedure gives the correct answer,
observe that it is equivalent to computing the general
.function Z - Z + (X * Y'), where the initial value of Z is

25 an n-word representation of 0, and ¥' is an n-word
representation of Y.

The procedure for the Single-RAM with Read-Modify-
Write Apparatus is identical. The read-modify-write
capability does not offer an advantage, since the Z operand

30 is only written, not read.

The procedure for the Dual-RAM Apparatus is similar,
except that step 4a takes place simultaneously with step
4c.

A summary of the number of RAM cycles required by each

35 apparatus is provided in Table 6.



on each of the n words of the Z operand from RAM Thi s requires n

RAM cycl es. The total nunber of RAM cycles required for the
procedure is m+ n. This is obtained by adding up the 15 cycles in
steps 3 and 4WO0 99/27437 Pi nelined Large Integer Unit PCT/US98/23476The
critical path in the LIU occurs in the first n-1 LIUs in the array
as a nultiply-accunul ate operati on. _29 Here the high part-product
signal, ph, of the nmultiplier 20 goe% to a summer in the next higher
order LIU at al. The ﬁWWv and | eaves
that LIU as irapal , s, turns to origipal LIU

t hr ough the y(geepdsafiger Signal J maZ. m_ Te erating
frequency of the LIU Y 285 Prpeljmng tnejlogic. An
illustration of a pi nU- k S -SROW 1 n FI G| 4. -By 1 nj roduci ng
anot her register, RE im + he+diel dy al ang khe crifw ¢ah pajh is
reduced. The new register 1s placed on the high part-product signal
of thed output of the nultiplierTABHE $ reduces the critical path 30
froma nmultiplier delay plus a summtion delay to just a mul tiplier
del ay. The interconne of the array changes as a result of
this regi st er P YREPIY RS ﬂ%let’h %&‘Se??ﬂ%’ﬂarﬂﬁf n O&H5RA to perfoymy Fi G
8. Note that the eempugatricrmpr oduct signal, ph, of 35 each LI U now
feeds back to itsesf-at al¢x *Tkg signal phis del ayed by one cycle
at the first r signal_ al.

- 26- RSEL. o5& MRdSIar Yuirt K ¥PEISH + 3L Gy ReWPRES- milt %l i ers
may be pipelined as well. Each pipeline stage introduces anot her

cycl etoof | atency, ol dRbdeairsDs e Eﬁénresulting value is too large to

fit into n words. Overflow is indicated by an active value
on the cy output of the LIU Array at the end of the

computation.
The procedure using the Single-RAM Apparatus is as
15 follows:
1. The controller pulses the clr input of the LIU
Array.
2. The controller deactivates the subtract input of
the LIU Array. The controller holds this value
20 constant for the remainder of the procedure.
3. The controller reads m values from RAM and
applies these values to the x{0}, x{1}, ..., x{m-

1} inputs of the LIU Array. The controller
applies 0 to all other x{} inputs of the LIU
25 Array. The controller holds these values
constant for the remainder of the procedure.
4. For j =0, 1, ..., k-1, do:

a. The controller reads a value from RAM and
applies it to the y input of the LIU Array.
30 _ b. The controller reads a value from RAM and

applies it to the z input of the LIU Array.
c. The controller pulses the clk input of the
LIU Array.



conpensated by an increased operating frequency. Indeed, 5 . electronic

desi gn automation software is avail able that optimal ly pl aces

t hese registers. The controller can be _ adj usted to advance the
conput at i onygfeesdads such that A - Z (X *Y) my perosyshsedt! v

cal cul at ed. Dual - Port ed RAM Apparatus 10 Besi des the
mul tiply-accunmul ate operation, the other critical path in the
design is the read-nodify-wite -30-operation. This path can be
reduced by substituting a dual -port RAM for the_single-ported RAM
Note that this is 9 Theorortralleq khadsotterERfuR et &ingl e
wite-port single 15 auepdtpolbt tRAMLIU Rrirayt ypd wiit@d & Itmns one to

si mul taneously read from gpg address while witing to a di fferent

address. FIG 9 shows the revi sed apparatus, . By using a

dual -port RAM tRe refRf rﬁﬂﬂtF’?-l&Fthgplles 0 topEPgt Y oY %fetﬁ’reoken into
thre® parts. This is U Arrayi.| | TheratmdralleE Bolds. thilhevdiuest part is the
read _oper ati ofy{Alank) £okNend erath dder! B Hﬁéhﬁifo@&ﬁiﬁé.' on, which

is where (Z{i-1} = z{i-1}. +/- Xéll-l}*Y{l-l} I s formed. The third
part is the witPng FHORGFH2) Xdek-to the 'R The read address is
never equal to the wate &idr esstrohber renddsthe vahleays thalidf erence of

exactly two between them oulBus of the LIPUES.thaE ¥Rty 3w || not
af f it t he data being read nner eac%of the three

. %'_[l z. 1In (r}lil S 4
parts has an ent i rE3EFEF8. i HMTWT S LEEnpPETE 25 ng t he
maxi mum oper at i ng proggdeney consi derably. 30 ' A vi abl e
al telr nat i vle [ STLQ cor‘%)_i ne Tq%réecgag}_-&y]_@lnlck%ads a gamétﬁr&-ﬁ)qm ia%gls [ ntg a
single cycle. i s reduces e . at eng ope,_.C and can be as
fast for some types of  2PPLieRaffsto 4 ﬁelégflg ?g ‘b%éﬁﬁ %o a RAM
typi cally needs c. t hgecontroller pulgest hbe| GBK jnput tdfetbgcl e. Again
t he1 85 requi rement thaty hbeayead address and wite address be

different is met. da. The controller reads the value of the a

output of the LIU Array and writes it to

RAM.
The values written to RAM in steps 4c and 64 are the
20 -words of the desired result Z.

To see that this procedure gives the correct answer,
observe that it is equivalent to computing the general
function Z -~ Z + (X * ¥'), where Y' is an n-word
representation of Y.

25 The procedure may terminate in step 6a pefore all n
words of Z have been replaced with new values. This occurs
when the procedure recognizes that the replacement values
will be identical to the original values. Terminating the
procedure reduces the total number of RAM cycles by

30 eliminating cycles that have no effect.

The procedure for the Single-RAM with Read-Modify-
Write Apparatus is similar, except that steps 4b and 44
take place in a single read-modify-write cycle, and steps
6b and 64 take place in a single read-modify-write cycle.

35 The procedure for the Dual-RAM Apparatus is similar to
that for the Single-RAM with Read-Modify-Write Apparatus,
except that step 4a takes place simultaneously with the



-27- Specifie Arithnetic Operations The preceding
sections have di scussed using the apparatus to performthe general
function, Z - Z (X *Y), . where Y and Z are-n-word operands and X
is an mwor dW@9%/27437 operand, with mno |arger than the nunBEFUSIPEG s in
t he LIU Array. This function can be specialized to perform
arithmetic operations that are useful in_gultiprecision arithnetic
and nodul ar reduction. The specialization i1s acconpl i shed by the

control | er mapbRYLAbANE, 18 tORYcAe aBdsdfps 4b it agsignals of the LIU

Array. The fol | d S| ’ | f
such ari thiet i ¢ ophrSHRHY ohid® 5%%%?2'%%%5?5%@% Fennired By "Gach 1o
d

oper ati ons t harpezacwpe ergravide dndTableot - represent all the
arithmetic operations that are possible. 15 Mul tiply: The apparatus
can be used to perfp+-the SORPY-At-0h- - X *Y,
where: X ~ m words; \ RAH] mﬁé’i “Rafr k. gx;l"

. N W/ N -~ - . .
Overfl ow occurs if eSO T arge o2 .Tﬂvvlthln an
n-vvords representati A1 frerr—x%X k'b Y=l al ways
fit. IT n<k +m & ey yfk)/\ | pe—— ey glnrrmm‘t fit,
depending on the VaHESPT R<H0s 2n + k | < m WB YokUE Qi< WG @y |out put of
the LIU array at theeng o The conputacton rnarcates et her or
not overflow occurred. 25 Therapr@cedur e usi ng t he Singl e- RAM

Apparatus is as fol | ows: 1. The controller pulses
the clr input of the LIU Array. 2. The
control | er de&Bei Vat evriprl siafilesgss Fhﬁ@oﬁﬁl@xfllty that the procegere| U
Arrayl@end apphbagst@rhindde sarigpih stephea. LIU Array. The

control | er hOhﬂfti£f§ﬁhégﬂé§2%cg§gula$ﬁé C%% rﬁﬁgéﬁ%&%%aggnfgé %dirggainder

of the procedure,. ) reads mval'ués from RAM
and perform theFqmPUtEkd@B val ues to the x{0}, x{1}, ..., x{m 35
1} inputs of the LU Aray(x *Tty,controller applies 0 to

al | other X{}W*QPHFS P th6dddd; v ~ x words; and™2" @Yn WBBaSON ol er
hol ds, t hese val ues . ) ) .

15 Underflow occurs if the resulting value is negative.
Underflow is indicated by an active value on the cy output
of the LIU Array at the end of the computation.

The procedure is identical to the procedure for the
multiply-accumulate operation, except that the subtract

]
(v

input is activated in step 2, rather than deactivated. The
procedure terminates early if it recognized that the
replacement values for the words of Z will be identical to
the original values. The number of RAM cycles is the same
as for the multiply-accumulate operation.

25 Agplicatign to Modular Exponentiation
Let A, B, and P each be integers of n words. Modular

exponentiation is the problem of computing A® % P. A well-
known technique for performing modular exponentiation is
Montgomery's method. P. Montgomery, "Modular
30 Multiplication without Trial Division," Mathematics of
Computation, 44 (1985), pp. 519-521. The method is well
suited to the present apparatus based on the LIU Array.
This patent is not intended to be a tutorial on



- 28- constant for the remai nder of the procedure.

4, For j =0, 1, ..., k-1, do: a. The controller
reads a val ue from RAM and applies the value to the
y input of Array. PCT/US98/23476  b.

The control er puI ses the clk input of the LI U
Array. C. The controller reads the value of the a
output of the LIU Array and wites it-283-10 RAM

5. The controller applies 0 tq the LIU
Array. The WPB‘PWrgh’B?EEOQ'hl §tv&Fuéniy PtiieHlaed %o show RO &AUNnt for the
remai nder dfmptllemeptothdunethod using the présent Howepnthonkand to., n-1, do:

15 analyze fhe spd&d CtPf'ttrHél lj %l%ﬁ@b&f&iﬁ i¢l kekRBUSE Okan he
LIU Array. e controller reads the value of the a
output of tHEWFY Array and wrltes it to RAM 20

TheSval ues wr it Mentgome¥s $ metthyds iscbased 6in & £ungsion calledus ds of the

desi red resﬁkﬁm%omery product"TQhéeﬁbﬁﬁéﬁméfyfbﬂ@ﬂﬂéﬁdafetﬁ¢Ves the correct
answer ,

I S _equival ent cogput i the ener al
function thfgefi'*xYa?é \S\Ihé'f’é:h[ ﬁ?sgﬁﬁaﬁ 4“&35 ?pis H ca %y an n-wor d
represent ati on &f(XQ, Yan®) ¥ {& &nY¥n*wei d¥ P} + k1"rrepresent atlon of Y.

The procedyffad0tk &Bea§l ﬂ%é‘géiAth BaReagh ddid - w") 2 P = W,i hagArparatus.
identical. The

a C Ly, osnot ffer an
ad\}gnt age, i r‘?cémf"ﬁlg ?Bﬁ%?ﬁhd\g%ﬁ‘ an ipkegey aGo%lgu_ ¢ tgn gngt
The procedwnd fdoest het Deal stRAM Appar aven.- |5Mq:p,1:|gqnm s me‘:hOd J83<cept t hat

step 4a tamspbﬁ%g 8b8y| teneRiidsy whkkB BtEP odd.  4c. A
summary of the Q‘H gr af "JE\)@‘M iCQ/ C:‘.lneciudgguéé egelba& %%%hrequirement
that the value of f£() be in the range of 0 to P - 1. This
15 is desirable for reasons that will become clear later.
A procedure that carries out modular exponentiation
using Montgomery's method is as follows:
T -~ W™ % P
A -~ £(T, A, P)
T -~ £(T, 1, P)
For each bit in B, most significant first, do:
a. T - £(T7, T, P)
b. if the bit in B is 1, then T - £(T, A, P)
5. T -~ £(T7, 1, P)
25 6. T~-T% P
T is an integer of n words. At the end of the
procedure, T contains the value of A® & P.
The loop in step 4 iterates for each bit in the
exponent B. Since B has n words, and each word has b bits,
30 the loop iterates nb times. The Montgomery product in step
4a is calculated for each iteration of the loop. The
Montgomery product in step 4b is only calculated if the
corresponding bit of the exponent is a l-bit. If half of
the bits in the exponent were l-bits, then the Montgomery
35 product in step 4b is calculated for half of the loop
iterations. With this assumption, the total number of
Montgomery products executed during the loop is 1.5*nb.

20
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35 apparatus is provided in Table 6.

- 29- Si ngl e- Si ngl e- RAM

RAM w r nw RAM Step 3 m
m ' wo 99274375t ep 4 2k 2k S

Step 6 n - k n- k n - k

K m+n+ Kk m+ n 5

Mul ti pl y-accunul ate: The apparatus can e 3ised to perform

Dual -
m

kK PCT/US98/23476

Tot al m+ n +
TABLE 6
t he

conput ati on, . - + * . ~ muvor ds:
P and;flguﬁLﬁgfggy §£¥%§r rﬁéﬁ&, e numbe%hgfgg%ﬁﬁﬂlnrphe .

Y ~ k words;

OW ocCcurs

the resul ti ngPXRANARY 45t d87Par givPIcally hundrede Pt BhAUERRAGS CTORIS ow i s
i ndi cat ed by Tiscidan® thbdethe exponermyidtiencyeaubpes hhndbhedd Idd Array at

the end of t
Si ngl e- RAM Appar at us

h&ousandsl S?fggg?gbaﬁéﬁpf%ﬁq%uvc\st calculat1BfsPr Qgﬁﬂ{r %hl-léeSi ng the

contr@l ler pufSe<a raleulatipgt the emengnyiation quickly is to array.

2. The contcaldidratdeaticl Mahegohbey piidiatis igufaklof

the LIU Array. The[g%%o%ég%%[éggg%%édtéﬂ SRR e ggrgy OET%%e

const ant
c%]?ﬁsrecﬂtl er reads

for the remai nder o _ ro .

m val ues from¥9RtaRp is capable of calculafimge MophEeBeyy| RERIYGS he x{ 0},
x{1}, ..., x{efficiently. The followingd rHuttiont HbeckibkAiswychikhds
contrgl l er done.

Steps 1, 2, and 3 are "precomputation® steps, and
steps 5 and 6 are "postcomputation* steps. These steps
require very little computational effort compared to that

of step 4 and can be neglected.

15 The responsibility for administering the procedure can
be shared between the controller and the computing device
to which the apparatus is attached as a coprocessor. The

system designer has flexibility as to how this

responsibility is partitioned. At one extreme, the

20 controller can be designed with enough intelligence to

carry out all steps of the procedure, with the computing

device merely starting the procedure and providing the

controller with the memory locations of operands. At the

other extreme, the controller can be designed to handle

25 only the general function Z2 -« Z + (X * Y), with the
computing device responsible for building up the Montgomery
products and assembling them into modular exponentiation

via the above procedure.

Multiprecision Multiplication

30 The first step in computing the Montgomery product

E(X, ¥, P) is to compute the product of X and Y.

This is

the usual "multiply and add" procedure that is taught in

grammar school. The resulting product reguires 2n words to

represent it, where n is the number of words in each of X,

35 Y, and P,

Notation may be agreed upon to ease the wording. Let



applies 0 to all other x{} inputs of the LIU 25 . *Array. The

controll er holds these val ues constant for the remai nder
of the procedure. 4. For j =0, 1, ..., k-1, do:

a. The caoghboshuspr reads a value from RAM and PCT/US98/23476

applies it to the y input of the LIU Array. 30 b. The
controller reads a value from RAM and applies it
to the z input of the LIU Array -34- c. The controller

pul ses the clk input of th U Array

- 30- X be an integey ot nrRerdSnt r SRE ROt PR Fhe @ﬁﬁ&é of $He a

out put of therl,UmAyr by said o tnemni that the value of X is x{0} + RAM
5. The cont,g{ql bl ?@95 s Q toxt(gel m—mput.sgf,lﬁ@@geé.. of x 1 a., LI U

Array. The control é | s val ue, £ stant for the
remaj nder of-HEEeHy BEEHHP%S of X cofpose of.a2 syRset_p! Egrﬁsecuuv% 1, do:
a. %he contwagldsepfr Badaré hoperzitied ofr.t hBox yexample, the integer X' = output

of the LIU Aig@y., bfcth e< Ve U 1sS 31Qord subinteger of X ha*rﬁ?&t\}é%e the
controller te{rrzg1 nat

, PI
b.  The cont r*ef‘?ﬁé‘ﬁd‘é %(4hWle TRmmIBAREAG: X b G replaces
applies it td2tthbyzx{2put bf (adsamel W{A)rdy.small so this does nott. The

Controller RHfe383olvlie C%ﬁiérﬁﬁg t¥fe Eh?eé@ of increasing X by w?,LkWnhlEray.
he contr Iler readﬁ %e%%{ue o he a out put
of the LU &Y ﬁylﬁnﬂe 3: RAM
The val ues witt&ettn RAMhe e ¢é BEY' dimthe U Array. Assume
that n is a multiple of m. This assumption can be made
without loss of generality, since the length of an integer
can always be increased by appending 0-words to the high
15 end to make it a multiple of m. The integers Z, Z; and X,
' may be defined as follows:
Z = {z{j}, 0 £ j < 2n};

Z; = {z{jJ), 1 £ J <1+ n+m};
X, = {x{3}, 1i £ jJ < i+ m}.
20 Z is an integer of 2n+l1 words that is used to hold the

computed product. The Z integer is one word longer than it
needs to be, for reasons that will be clear in the
following section. Z; is the subinteger of Z having n + m
words beginning at z{i}. X; is the subinteger of X having m
25 words beginning at x{i}.
The product of X and Y can be computed by the
following procedure:

1. zZ -0
2. i~0
30 3. While (i < n) do:
a. Z; -~ 2y + (X5 * Y)
b. i=1i+m
Step 1 clears Z to 0. Then the loop in step 3
performs “multiply and add." Each iteration of the loop
35 processes m words of the X operand. These words form X,

which is multiplied by operand Y and accumulated into Z,.
Z, is offset within Z by the same number of words that X; is



20 words of the desired result Z. To see that this

procedure gives the correct answer, observe that it is equivalent
to conmputing the general , function Z - Z+ (X* YY), where Y is an
n- wor d woegMatent ati on of Y. 25 The: pr oced BE¥E§23476
termnate in step 6a nefore all n words of Z have been repl aced
with new val ues. This occurs when,the procedure recogni zes that the
repl acenment val ues will be identi % to the original val ues.
Termnating tRegset w1th.{)1‘iOfed‘ﬁiﬁ:erre@ﬂﬁeiagbelﬁé’éﬁldwn@rcoﬁftaﬁﬁy' exel es by
30 elim at| % ¥ %z that, I ve no effect. The procedure
for the Singl Sd-Modi%: Wite Apparatus is simlar,

except that steps gbnahded dche Value k8 pEoee fhe wopsusgiion Z; - Z; +

reag rmgl ;y Wf('er*CW)C' em@%&hepéf Z is S, Gbyagahéﬂ?tgkshmk@dsf,l@ a pingle
rea ify-write c ocedur.e for the .
Apparg%)us is S ’%?t OSlnce i +tnhéﬁ°r1d§r °th B2Yg I%e%ﬁﬁﬂcteﬁse% i

Read- Modi fy- Wi ﬁetAppatatms+ m+ i wordﬁeepﬁlmhatleuépoﬂéseake@tqalZadw i
si mul t aneousl Mro%%haﬁbehas length n + m, the operation Z; - Z; + (X; * Y)

- 31- Fmdlfég%rlte cycle of steps 4b and 4d.
sunmary of thgoﬁﬁnﬁg BYRaM®ycl es required by each apparatus is
provi de in Tabl e 7The loop iterates a total of fm|timesM TabilegBeskpns
Duag the number of RAM Wfdlis reBﬁW%ed by step 3ﬁ(forSEQ§h3 m
m
Step 6 [err] 2Fﬁra&}on o? $$T %Pop,kand t%e totgl numggr of RAM cycles Tot al
[err] m+ 2n ¥ekuifedr] m+ n + K m+ n
TABLE 7
|l81ngle— Single-RaM Dual-
w/ row RAM
Step "3m + 3n 2m + 2n 2m +n
3a
15 Total || 3n + 2n + 2n*/m 2n +
3n?/m n?/m
TABLE 8

It is possible for step 3a to require fewer cycles
than shown in the table. This occurs when the cy output of
the LIU Array indicates that an early termination is

20 acceptable. In practice, the reduction in cycles due to
this effect is only a very small fraction of the total
number of cycles regquired.

Montgomerv Reduction _
Once the product of 2n words is contained in Z, the

25 second step of the Montgomery product is to reduce it,
modulo P, to a value of n words. Montgomery reduction
works right to left: an appropriate multiple of P is added
to Z in such a way that the rightmost words (i.e., the
least significant words) of Z are canceled out.

30 The reduction requires an integer Q that satisfies:

(Q *P) 3 W' =W - 1,



The "[err]" synbol reflects the possibility that the procedure:- 10 may

termnate early in step 6a. Mul ti pl y- negat e-accunul ate: The
apparatus can be used to perform the conputation, Z -
Z - (X * Yévo99m43'7 where: X ~ mwords; Y ~ k words; mAdsss/z3sfs Words, n
[err] k. 1 Underfl ow occurs if the resulting value is negative.
Underflow is indicated by an active value on the cy out put of the
LIU Array at the end of the conputati ok~ The procedure is

identical to the procedure for th tiply-accunul at e operation,
except that@ t"ﬁeagubPFﬁg?rz‘b‘; m wordg,  Speh aacnt& \?&Eﬂ)@g’si ﬁxéggi - Fdther than
deact i vat echdd.Théomputing Pricx edmedgheforwands @adlsy cpmputed eareghi zed t hat

the  af ¢plaseABRLi NG| M SHO expbReMOIAS B ahaMchbnbaséderdd cal to
the original_ yalu cles .i.s _the_sane as for

s. _The nunber M ¢ , .
the multi plSES EﬁﬁHFE&‘énosp%‘?patlinoﬁ‘?‘e e’égoxentl?&d‘&ni’catsﬂﬁet_g Wodul ar
Exp&nent i atdapputed only one Hige AitB, carputatdgpnalbefifarbgéssnef n words.
Modul ar signifg¥RRApentiation is the problemof computing Alerr] %P. A

wel | - known techni que for perform dul ar expo Latipon is
Mbnt gonery' s rre&ﬁ&d.sulﬁ’.mm%rgqrfﬁrﬁw I\?Dedgrﬁe%gnng hoa tdlﬁp i"Cati-on wit hout
Trial Dividitet, itMrabedafined gin the multipligatdonosters (1985), pp.
519-521. The ngthodid@jmelil < § < 2n)suited to the present apparatus based

oniphe LVUALYs, 2, is the sunlft&odP'dH " bagiRhiad!SNAed ) Qe @ tutorial
Mont gonrer y'eontainddg a1liwoxds i gt sadele tefh@f Bdwlr oinclusivej np| enent
t he nmethod Alstogsidtes ANt Lnvedtiy®rdsand to
We also need to define an integer V of m words. V is
a scratch variable.
15 The reduction step may'be performed using the
following procedure:
1. i«~0
2. While (i < n) do:
: a. VeQ* 2
20 b. Z, - Z; + (V * P)

c. i=1i+m
In each iteration of the loop in step 2, the step 2b
clears m words of Z. That is, words z{i)}, z{i+l}, ...,

z{i+m-1} end up having value 0. This clearing operation
25 works as follows:

e In step 2a, Q is multiplied by Z; and the result is
placed in V. Since Q and V are each integers of m words,
only the least significant m words of 2; (i.e., {z{j}, i
30 < j < i+m}) matter; the other words of Z, have no effect
on the result once it is truncated to m words to fit into
V. Thus step 2a is carried out as a '"half-
multiplication,* where two integers of m words are
multiplied but only the lower m words of the product are
35 computed.
¢+ In step 2b, V is multiplied by the modulus P and
accumulated into Z;. The value of V computed in step 2a



anal yze the speed of the inplementation in terns of RAM cycles. 5

Mont gonery's nethod is based on a function called a " Mont gonery
product."” The Montgonery product of two integers, X and Y, with
respect to mw9aRI4® i s defined by: o f (X, Y, PPCHUSIBR3AIY *
% P} + kP, where Gis an integer that satisfies (G* Werr]) %P =
1, and k 10 is a small integer. Suc an Integer Gexists if Pis odd
and does not exist if Pis even. Mntgone y s method is t hus only

used for cases Vf&”éﬁdﬂitﬁanths results in EE@elE3§E1 s&&nitfcddiclpded to
relaxthereqwredﬁ ¢ gl he va 6 %lntheé ge of 0to
P- 1. This 15 Yords 9%3&si $3h HAVIn9 82¥8 Eet‘ﬁst wi 117 ECEHEVLRELPD | at er .
A procedur e thatindar 1%; ess ozparathdesy netpboecoventlan and withubigh

Mont gonery’ s ”Etfﬂkéﬂlﬁoﬁa thEO$§cumulatlon termln&tes aérlQWéﬂé]toﬁtﬁe

2. Agerr] f(T, 5 f( t %

For eath bit in CB’ sP&nFFFc%\HtT 471?"@‘{ g°&6‘g lnadtiv The exacty T .

f(T, T, P) time when termihationfoddrshidepend8 os thetdsa,Tbutf (T, A,
P) _ . bé%auséTV'hBQTm %or&g @ P has n wofds, aérmﬂhaélon

T is an integer of rl)} e end of th rocedure, T contains
the val ue of Al ey °c°urs attér n*'“\'l’{‘@rldﬁoﬁfl f sl'{aé’ﬁp?elef’erat es for each
bit in the accu@%@@ﬁeﬂt B. Since B has n words, and each word has b
bits,180 t he ’r@@pwé;erﬁ@r%t@@ bi BBEal Jflen):@%&@ser YTQBQQU_@tsﬁ&sStep

4a is calcula fo each [ t gomery
product in sté§g4 n‘?% x%'g{cﬁycg‘?édrﬁgufﬁ%go& S-Eep Neia 85180%% bi t of
t he exponent E3ch ite¢ratian dfaltheofloop, and the tuitted numbee efpRAENt were

1-bits, then thelddni&aeresq 35 product in step 4b is calculated for
hal f of the | oop iterations. Wth this assunption, the total nunber
of Mont gonery products executed during the loop is 1.5*nb.
Single-RAM | Single-RAM w/rmw | Dual-RAM
. Step 2a §3m 3m 2m
15 Step 2b f#i3m + 3n 2m + 2n 2m + n
Total ﬂsn + 3n’/m_|5n + 2n%/m 4n _+ n’/m
TABLE 9

At the end of the loop the lower n words of Z (i.e, {(z(j},

0 £ j < n}) have value 0; and the highest word of Z (i.e,
26 z{2n}) has a value of 0 or 1. If the highest word is 1, it

' must be cleared by subtracting P from the upper words of Z,
as follows:
Z, -2, - (L * P)

Here, the apparatus of the present invention is also used
25 to perform "multiply-negate-accumulate" with one of the
operands set to unity. ' This operation is guaranteed to
result in the highest word of Z having value 0. Whether or
not the operation is needed (i.e., whether or not z{2n)} = 1
prior to the operation) depends on the data. Regardless,
the number of RAM cycles involved is negligible compared to
the number of cycles needed in the multiplication and
reduction loops.

[7Y]
o

At this point, Z is an integer of 2n words, with the



- 33- I n public-key cryptography, the nunber of bits in the
exponent is large, typically hundreds or thousands of bits. Thi s
means that the exponentiation requires hundreds or t housands of
antgonery,ga cal cul ations. Thus, the 5 key t operiighsizé Ng t he
exponentiatron quickly is to cal cul ate the Montgonery products
qui ckly. The apparatus based on the LIU Array of the present
invention is capable of calcul ati ng Mo3gonery products

efficiently. The follow ng sections describe hom1th|s |§i done.
Steps 1, 2, losst Pigmd FigABEORPUPERT dievid@eyalug lnls§t85§ 5 and 6
are post coanutmdnﬁybme&yep:?odihesqgénfmm require very little
conput ational effart, cpq?ared to that of step 4 and can be

negl ected. 15 he responsj bil for adm nisterin he procedure
can Thie ShariewlyetuwsdghtRh %%hf#% P&r UBRTF tth i Aig=Bevi ce

to véhi ch t hehappewert us woxdat t aThedremilxingprates sis aril'hexteger of nsystem
desi gner h Xi [ SRk tY 1S

partiti onegl‘%o% gonéeﬂéeﬁg%g'lh?h Q%“é t thgoﬁte?(l)f?%r can be designed with
enough i nt ePFPefice to carry out all steps of the procedure, with
the conputing The redudtibneprecedyresigmarangeehetimtoedits wathprovi ding
the FOP3E OB 3 bBek NfoRARINAnc@@ALRGNSz O wPeRdEneAl he

ot her extrene e control [er can eS|gnege expoég tla!i only the

gent al f unBYFRRFSS -Of7 the koop\in 1 ?%ﬁ Uty devi ce

responS|blepfomeﬁnné(ﬁnqguupnghé M mafomecgssary beyoq#(nnﬂﬁ:;Sand assenbl i ng
tNUhle[“ into ”HQH&@éltf‘d(FmeQ: ’v&&hi?ﬁ n words. tha eiaﬁoxa&wfat gilcecedur e. t o
i preci sion | atjon ep i uting the
Mbnt goner y 5?83%% re fnc udesf%&? Rpsﬁﬁoqathglgon%t%% ? i Hgggpof X and
Y This i s reduction tdfe theudlinaitespity tana Héaueﬁ%ﬁﬁecﬁhaél that is taught
grammar school. The resulting product requires 2n words to

'_rfxqfsent'l& m@erﬁ ﬁ t he nunber of words in each of X 35 Y, and
y be agreed upon to ease the wording. Let
The results from the previous section for the n er
of RAM cycles needed in the multiplication and reduction
steps are combined in Table 10 into a single result for the
Montgomery product. This value is multiplied by 1.5nb to
20 . give the total number of RAM cycles needed to compute the
modular exponentiation. :

. Single-RAM Single-RAM Dual-RAM
w/ XIOW
Montgomery 6n(l.5 + 4n(1.75 + n/m) | 2n(3 +
product n/m) n/m)
Exponentiation [ 9n%b(1.5 + 6n’b(1.75 + 3n°b(3 +
n/m) n/m) n/m)
25 TABLE 10

The formulas for exponentiation neglect RAM cycles needed
during the precomputation and postcomputation steps, i.e.,
the steps 1, 2, 3, and 5 in the exponentiation procedure.
These steps require a very small number of RAM cycles
30 compared to step 4 and can be neglected.
If the operands are large compared to the number of



- 34- X be an integer of n words. The notation X = {x{j}, O [err]
j < n}, may be said to rreanthat the value of X is x{0} +
x{1} W+ x{2}Werr] ... + x{n-1}Werr]. "Subintegers” of X, i.e.,

i nteger portiwa9ywks?X conposed of a subset of consecutive PCTUSS234Tr ds of
X, are operated on. For exanple, the integer X = {x{j}, 2 [err]
] <5} is a 3-word subinteger of X havi n_% val ue x{2} + x{3}W+
x(4) Werr]. The operation X [err] X P repl aces x{2} by x{2} +
1 (assume x{Ari s S'E‘?Jeln i(?mt R5S18688, NOinis :Ls ofteRVEnt! Ede ﬁs has the
ht e Werr] in

ef fect of |ncrea X since 10
X S b Y Ko b oy SbPhiFRE P ATacks sume
that nis a rmﬂse,pltéxeofnumbefhps BRAN et iesn igappbeorEmiately Kbn'/mwi t hout

| oss of generv@l{ér_té/,K gisnee %heok‘eﬁ‘gf& Q'fh@'%ﬂr@eegﬁﬁaratus v é‘i‘n al ways be
|ncregsed by eit a

1N s to
mul tiple of gﬁ"%ﬂé’ger 9Ss té‘? rr]° nXP'QFF] of AN CYCJrFa%/ ¥$e defi ned
as follows: approxmately ﬁrcp{:zié:}C}naD Hoerli/n;j el err]dammlng the

Zlerr]= {z{] }nunlbérerorf] LIIU<S| rédficds he number of RaM 31 1, [err]
] <i +m n|nteer of 2n+1 words tha jS use Koldthe

conmput ed profﬂfcltf Tﬁ’é’eZDPﬁ %%F&qpbﬁagraqufqrgately one needs
to be, for rédymﬂsthh!anumbbr bE cyekes ithathéhe Single-RAM |appaxgtssction.

2D SR oL BAYTOOM i A (PR 10 2
z{i ubi Vi [
x{i}. oyel S af,kegp ﬁgtb%féf Hraste Wb‘é“’c%n%%ﬂ‘{a fg’h&’ntg
fol | owi ng pr GRRAFasus. : z [err] O

[err] O 30 It widl bevﬂbﬁﬁréﬂt tdknd8e skilled in the art thﬁt
Zlerr] [err]

Step 1 clears u]S mo%iﬁ%hc?%%o?%o%ar} rpesfn@&%to the c°mpq1tatl°nal

15 method and apparatus for multiprecision integer arithmetic
of the instant invention without departing from the scope
or spirit of the invention, and it is intended that the
present invention cover modifications and variations of the
computational method and apparatus for multiprecision

20 integer arithmetic provided they come within the scope of
the appended claims and their equivalents.



perfornms "nultiply and add." Each iteration of the |oop 35 " processes

m words of the X operand. These words form X err], which is

mul tiplied by operand Y and accumulated into Z[err]. Zlerr] is

of fset- V\ntm’vag t he sane nunber of words that X err] igcrusesn23476

- 35- orfset wwthin X. After the last iteration, Z contains the
desired product X * Y. Consi der the value of Z after the
operation Z[err] [err] Z[err] + -40X[err] * Y). The value of Zis
Si * Y, where_S err|_; {x{j}, OJerr] j 5 <i +nm, sincei + m
words of X h * processed. Si * Y fitsinton+ m+ i words.

Since Z[err] is offsetan mppaZabysifor multiprggigiomnthtrREed ength n + m the

Operation_Z[in&hme@§é¥’ﬂor+PQXE8§§in5 a)first data §DHEalOty,ovarthl aw
The loop iterates_a total, of .n/mtines.. Ta%l'e 8 shows 10 t he nunber

of RAM cycl eSSFRRAiFaRf 59084y Ba FRPPTAEHR “iteration of the |oop,
and the total nunber of pRuMadjtyeef large integgyiweits (LIU’s),

Si &9'@‘ Si ﬂ%?oﬂ“\'*ﬂm{élt}. B‘iﬁgz}, o LzIU{n-é}, where 'n* i8AW total W rnmw
RA| ep. m + 3n, M £,2N . 2yt
3a 15 number of lnfus inggoer ddits I tierpiuraiity oF Lajge,

3n[err]/m integer units, witbr et large integer unit having,

tTﬁ\BLE ﬁ . & rd&lﬁ!i%lﬁ!@§sdv:bi19 4 @irgtepuBaipDieeqiipue,f aner cycles
an shown Igeéoﬁhtﬁﬁié§pi£érsiggﬁgfSavﬁ¥g%.%g%tggrgaﬁé%“oﬁgput and a
10 . low part-product output; '

an adder with a first adder input, a second adder
input, a third adder input, a fourth adder input, and an
adder output, said third adder input connected to the
multiplier for receiving the low part-product output; and

15 an LIU register with an LIU register input and an
LIU register output, said LIU register input connected to
the adder to receive the adder output, said LIU register
latching a value of the adder output prior to a clock pulse
and transferring the value to said LIU register output

20 after the clock pulse, said LIU register output partitioned
into an LIU-register-high output and an LIU-register-low
output, said LIU-register-high output containing two upper
bits of said LIU register output, said LIU-register-low
output containing all bits of said LIU register output

25 except those in said LIU-register-high output, said LIU-
register-high output connected to the fourth adder input,
said LIU register also having an LIU-register-clear input
for clearing said LIU register output to zeroc when said
LIU-register-clear input is activated;

30 _ a first logical OR gate, connected to the LIU
register, for receiving the LIU register output and a
carry-in signal, ci, said first logical OR gate for
generating a carry-out signal, co, said carry-out signal,
co, being activated responsive to one of any bit of the LIU

35 register output being active and said carry-in signal, ci,

being active;

N A TR



the LIU Array indicates that an early termnation is 20 accept abl e.
In practice, the reduction in cycles due to this effect is only a
very .small fraction of the, total number of cycles required.

Mont gonmery Rewlooéimasy i Once the product “of 2n wiCTEISP23476
contained in Z, the 25 second step of the Montgonery product is to
reduce it, nodulo P, to a value o 4 n words. Montgonery reduction
works right to left: an appropriate nultlp:% of P is added to Zin

such & way that the ri oy Welonf0id5ibh ®or ddlfe copnectehiegsteml gnid | cant

words) of Z are cancele uctlo qglres an
i nteger Q t hat TeE}§E§5 eLox recel"mg the (Iéu—r@gz%twre g o B jand g
- 36- £& | germeratitreg@n ahxurimrylscax&xc—lmﬂ: Qighwedyscexisasdif P is

odd. Conputing &kif& T Jyu@aég %ﬁ &Oqﬁﬂkﬁpagﬁggated WhﬁP HMerdie

begi nni_ ng of t onent I on an n used for. reducti on
step i P the exB bﬁ |QQQ(%¥U1§eﬁéétEF|§lg% output dsngGtdyeénly one tine, its
conputational effort isule first datassimdli,cant being applied to Tiiee

subi nt eger, Z| fif% o ytlgﬁ.l%%f i §9t' 81 FedY lCHIfJeer ?the un%t o&h@é LTt was

defined in the nu t| tion st err] j
[err] 2n}, 10 Plura Iﬂ%ﬂoﬁs}arEFeFFFeggrt¥E9§ﬁﬂm nt eger of Z beginning at
z{i} and cont aighiengealohdwdatls sfgnal,o ®,héakvdht af praralitynadfisi ve.

Z[ err]yconsi Stél&ﬁen?& }(30}' x{‘i@fdﬁfz}, R p V@;%{GSQaEﬁteérQerﬂ?f' ne

an integer Vof m scra
The reduction §?%RF?E%Y%%¥'ﬁ§PP8FﬁEG Eg|?EFt§ﬁ£°nd mu tlpﬁbFFo%PﬂﬁFd?%cedure

each large integer unit of said plurality of large integer
units;

each i*® large integer unit LIU{i} of said

15 plurality of large integer units, for i greater than zero,
having the first adder input connected to the high part-
product output of an {(i-1}*" large integer unit, LIU{i-1};

each i® large integer unit LIU{i}, for i greater
than zero, having the LIU-register-low output connected to

20 the second adder input of an {i-1}*" large integer unit,
LIU{i~1};

a first complementing gate, connected to the
first adder input of a first large integer unit, LIU{0},
for complementing a third data signal, z, when a subtract

25 signal is active;

a second complementing gate, connected to the
LIU-register-low output of the first large integer unit,
LIU(0}, for complementing said LIU-register-low output when
said subtract signal is active, said second complementing

30 gate generating a fourth data signal, a;

a latching register with a latching register
input and a latching register output, said latching
register input connected to the high part-product output of
said nth large integer unit, LIU{n-1}, and said latching

35 register output connected to the second adder input of said
nth large integer unit, LIU{n-1}, for latching a value of
an n® high part-product prior to a clock pulse and for

-
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1. i - 0 2.7 Wile (i < n) do: : a. \%
Q* Zerr] 20 b. Z[err] Z[err] + (V* P)

cC. ..i=1 +m In each iteration of the loop in step 2, the step 2b
clears mwords of 7.  That is, words z{i}, z{i+1}, | } end up
havi ng val ug’o(?.ggﬁ'fs clearing operation 25 wor ks asp%@%%s\%?i%

[err] In step 2a, Qis multiplied by Z[err] and the result is

placed in V. Since Q and V are each intdagers of m words, only
the least significant mwords of Z[err] (i.e., {z{j}, i 30 [err] |
< i+nm) mat tkgedimge thehwplueret Wie Mtdy RLghapRriPReaduett Lo the on the
result once ddcdrid idReati fput oM siIdncholatde | ititeger unit aftdr dhwis step
2a is carri ed QW A3, hal f - mul tiplication,” where two

i nt egers of M wor &s ar é mul tiplied but only the | ower mwords of

the product are 35 said fipspkasge integer unigy GIU{Qlshaying a\cis
mul tispl i ed bingdie copdebdedPeceéndgl 1ogical 0 vabeeunul ated into Z[err]. The

val ue of V conputed i e N : . .
Jar- s SalR Pacdhq daroe, dnreeer UL UML) BREIRT RS m

words of Z[ ériute gORNREGRPAGtA & HuOUSPUY. ofehaddyfl dergr integer into
Zlerr] is guatiantgedonet to overflow, and with high l'i kel i hood,

t he accunul ati on termégg}le?:hegéiééﬁ%gﬁlhetetg%rt nﬁitSLnﬁir?e ov\fh%igut put of the

LIU Array going inactivé. “Th . en term nation
occdfs deperridix@titheofatargpinteger units, £ d,SFegtREsthroPRR: and P has
n words, terhdviaig @nci input connettied ky acesdrsutafuteoEnam WrUp®tof Z[err]
have been large integ@chﬂl%fuﬁ¥h{i—l}, a co output of the n*® large

integer unit LIU{n-1)} being a fifth data signal, the carry

flow signal, cv; '

15 said latching register having a latching-
register-clear signal and each LIU having an LIU-register-
clear input, a plurality of LIU-register-clear inputs and
said latching-register-clear signal being connected
together to form a data signal, clr; and

20 said latching register having a clock input and
each LIU having a clock input, a plurality of clock inputs
being connected together to form a clock signal, clk.

2. An apparatus for multiprecision integer

arithmetic, for processing a first data signal, y, with a

second data sigmnal x, comprising:

a plurality of large integer units (LIU's),

S LIU{0}, LIU{1), LIU{2}, ..., LIU{n-1}, where "n®" is a total
number of large integer units in the plurality of large
integer units, with each large integer unit having,

a multiplier with a first multiplier input,
a second multiplier input, a high part-product output
10 and a low part-product output;

' an adder with a first adder input and a
second adder input, said adder connected to the
multiplier for receiving the low part-product output;
and

* [ L M 1 *



10 The loop iterates a total of nfmtines. Table 9 shows

the nunber of RAM cycles required by steps 2a and 2b for each
iteration of the |Ioop, and the total nunber of RAM cycl es
required. WO 99/27437 _ Si ngl e- RAM  Si ngl e- RAM W/ RGTAS38/23476RAM
Step 2a 3m 3m o 2m 15 Sy Step 2b 3m + 3n
2m + 2n 2m + n I&B@I 6n + 3n[err]/m 5n +
2n[err]/m 4n + nferr]/m TABLE
9 15 At the end of thg Lﬁ@pré&e&w{aﬁn&ﬂad?uﬁfszgﬁal Sutiht), }

O [err] j < n}) have value 0; and the highest 8 é

z{2n}) has a val ue BRIV Fegipter PRphad tRopat Tt nust

be cl eared by subtracti npePfirsm déwa upimEralwoydsbefind, appl:.ed to ahef ol | ows:
Zlerr] Z[err]eirded nful@iglier 1nﬁ>ul1_'|et5§1eééﬂe %UE'P'@r ahdsgef Lhe: REesRAl

I nvention is also used 2 o perform tiply-negate-accunul at e"
with one of tr%lsuratil%y oI, largRdinteyet Sy, This operation is

guar aBleed to tbeubecondt datdigiorstl wor Having aavlumpMdlvuefo.
V\het her or element¥Ok (e Ql’éﬂatk?ﬂd' S. neegtqq (L% Cwi t NNEd e 1Umapet Z{ 2n}

= prior ta the operatio e t ta. Re ardless 30
the nunber of FAMKGHESY f 8}"988‘3 §g|ﬁe¢'1 mB ﬁ‘b%féﬁrt:bn £ eache
nunber of cycllesrgwedadcegen uhetnuftssapid @iured igpdof large imdthgsr on | oops.
At this point,;ifdss an integer of 2n words, with the

- 38- 25 each i‘® large integer unit LIU{i} of said
plurality of large integer units, for i greater than zero,
having the first adder input comnnected to the high part-
product output of an {i-1}'" large integer unit, LIU{i-1};

each i*® large integer unit, LIU{i}, for i greater

30 than zero, having the sum signal output connected to the
second adder input of an {i-1}*" large integer unit, LIU{i-
1y;

a complementing gate, connected to the first
adder input of a first large integer unit, LIU{0}, for

35 complementing a third data signal, z, when a subtract
signal is active; and

-a latching register, connected to the high part-
product output of said n*® large integer unit, LIU{n-1}, and
to the second adder input of said n*® large integer unit,

40 LIU{n-1}, for latching a wvalue of the n™ high part-product
prior to a clock pulse and for feeding the value of the n*®
high part-product to the second adder input of said n®®
large integer unit after the clock pulse.

3. An apparatus for multiprecision integer
arithmetic, for processing a first data signal, y, with a
second data signal x, comprising:

a large integer unit (LIU) having,

(9)]

a multiplier with a first multiplier input,
a second multiplier input, a high part-product output
and a low part-product output;

-
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| east significant n words having value 0. To finish off - the

Mont gonery product, perform Z - Zerr] | WMerr]. Thi s
i's sirrplyaright shift of the upper n words of Zto 5 the lower n

wor ds.: %ﬁ Jshi ng value is an integer of n warcarasesriaerer esul ti ng
value is the esired Montgonery product . The reduction
procedure guarantees that Z fits within n words, but it does not
guarantee that Z < P. For the 10 ‘él‘}rposes of the Ioop in step 4 of the
exponenti ation proced uci Z | 0 ssary beyond what

i s needed to fit Env\f#‘li?lﬁ "ﬁﬁ-\%b ggr eg%Q%%nlél %i%at%l%gn

procedur e i ncl udessanide agder cbnpef atdads 28EBT6CPRRERIRA §@ the reducti on

of fghe final resmlieibpdidrVabieré@ssridgnRhB. low ISart-profvict! oRéMEYCl es

The results fromit, ALEY! gus sectiqn for u r f RAM cycl es
needed i n the miti%A ggﬁ gﬂra?\%ltprut uedi & On%??s@ e stleqﬁlal angonbl ned in

Table 10 into a single ressl #I¥oregimter conneckeghttRy i FAdaHCEOT Thi s
val ue is nU|t|F”ﬂéﬁ$ﬂ@in§ BRb fOrP sum sighdE Ahd faort dutpurihengod RAM cycl es
needed to corrpute t"%Aﬁ?lum SJ_%g?dul ar exponenti ati on.

Single-RAM S ng w/r

MorSyoner y 6n( 1.the+firstdqta TES'-QPaqu/H') being 4app11ed to l'—lﬁﬂaoduct

E/F) 1 b first multlpller 1nﬁﬁf@of said largeEkposget iwatiiton 9n2b(1.5 +
njerr 1.75 + : : n

n/ m n/ m t%xg[ clagé data signal x, ben..ng appll‘FA(?Blt_:E %gﬁ

The fornul ase¢end axdsipdirst LioPuhff SALARARKFES ciRieFRIcRGL: during

t he preconputati on ardcpaplenepting igtest epAne¢ted ,to the firshe steps 1, 2,

3, Apd 5 '“a&& relxrgof%mﬁ @5&{3“19%%&%% efer unit, fJ@%pateﬁ\eaaiﬁauare a

very smal | onpar to st can_be
negl ect ed. third data signpi.t ke %W}éhd’é‘b&F@cFa?’g%“% Ial?&lf’ﬁ it 4R nunber

of . a latching register, connected to the high part-
product output of said large integer unit, and to the
second adder input of said large integer unit, for latching
25 a value of the high part-product prior to a clock pulse and
for feeding the value of the high part-product to the
second adder inpﬁt of said large integer unit after the

clock pulse.

4. The apparatus as set forth in claim 3, said large
30 integer unit further comprising:
an OR gate, coupled to an output of said LIU
register, for receiving upper bits of the second sum signal
from said LIU register as a carry signal, said second OR
gate outputting a logical OR of the carry signal as a carry
35 flow signal. '

5. The apparatus as set forth in claim 3 or 4,
further comprising:
a plurality of large integer units, LIU{0},

LIU{l), LIU{2}, ..., LIU{n-1}, where "n" is a total number
5 of large integer units in the plurality of large integer
units;

A



- 39- LIUSs,-then nfmis Iérge This is often the case for

practical public key cryptography: appl i catiions. In such a case,
the nunber of RAM cycles is approximately Kon[err]/m where K is
9, 6, or 3 fowolder7#nr ee apparatus types, 5 respecti vepgr/ussgbsase t he
total number of RAM cycles is approxi mately proportional to 1/ m
e.g., doubling the ~nunber of LIU s reduces the nunber of RAM
cycles by nearly halif. The Dual -TRAM apparatius requires

approxi mately one eacht péer gaﬁ {m{% lq:yq_:'l:g? Shg‘L_ é%a‘?Si ngl e- RAM

apparatus 10 uires, and { requires about f as many
cycles as req&ﬂﬁ@ﬁ'ﬂgytﬁé %FﬁgFe1¢3$$%ﬁﬂﬁnﬁéadfﬂﬁd%f?r%?FQQEthan zero,
appar at us. having the flirswi adldée iappar edhneetelose ke |Hiagh iparithe art

that 1o \SdoRist Baébhtcatf'Qﬂsffﬁﬁtbﬁéﬁ%elhﬂeblaﬁ Garputae anal 45

met hod and apparatus for nultiprecision integer arrt
i nstant i nventd w t hout departing fromthe scope or spirit of the
i nvention, and i't is inesndeil®t hatge himteger unipreBEUtljDVEWEingﬁéaﬂ@%

nodi fi cat i ons tapg: %é&bath90§n ftﬂé“%um s1gnalc8 Atigialc ﬂgﬁi}
apparatus for nultlpr arithpetic provided ey cone

I Nt e
mﬁthlgsthe sci@ adde?' 2 ln?“% %ﬁﬁﬁhdédlgla#ﬁ§gSanFﬂ%?¥ Wik v HIEHES,
- 40- .

6. An apparatus for multiprecision integer
arithmetic, for processing a first data signal, x, with a
second data signal, y, comprising:
a plurality of large integer units (LIU's), with'
20 each large integer unit having a first multiplier input, a
second multiplier input, a high part-product output, a
first adder input, a second adder input, and a sum signal
output;
the first data signal, y, being applied to the
25 first multiplier input of each large integer unit of said
plurality of large integer units;
the second data signal, x, having a plurality of
elements, with each element respectively connected to the
second multiplier input of each large integer unit of said
30 plurality of large integer units;
each i*® large integer umit, LIU{i}, of said
plurality of large integer units, for i other than an
initial large integer unit, having the first adder input
connected to the high part-product output of an {i-1}%*
35 large integer unit LIU(i-1};
each i*" large integer unit, LIU{i}, for i other
than the initial large integer unit, having the sum signal
output connected to the second adder input of an {i-1}*"
large integer unit, LIU{i-1}.

A



VE CLAI M 1. An apparatus for nultiprecision integer

arithnetic, for processing a first data signal, y, with a second
data signal, x, conprising: a plurality of large integer
unit's (LIUV&;”IZ'; Lo}, LIy1}, LIYy2}, ..., LIUKn-pPdruselresass "n" is a
t ot al er of large integer units in the plurality of |arge

I nteger units, vmth each | arge integer un|t havi ng, a
mul tiplier with a first rmltlpller i nptdé- second mul tiplier

i nput, a high part-product out roduct out put;
an adder with a ftrstTRRIARPIY gars’&‘é%‘?f&’reﬁéé%gn Effil{;‘éggl nput, a third
adder i nput arathoetid asidet |f|¢|zruh, ignelaim 6, furthgydeemBYAsHRg: said third

adder i nput connect ed t&ng &menting ggg@;idﬂﬂrﬁctgar tbCERE VENEYE he | ow
part - produc

t qut a 5 h an LIU
regi ster i nﬁf??i iﬂn%‘ht S & flrfItUlF’eﬂﬁ?s%rerre%eurt |§5mf1'g Q{é?ﬁFU i‘:r,}gextgl ster input
conngct ed taomplementima s dhdndirct datecei@realt:h@:aéméﬂ Bufpbtradtid LI U
register signall 8 chéd,es \wdlque of the adder output prior to a cl ock
pul se andtrans rrln thev e L | ut
after the clock pul se? % ngq g?}"l éou p%’tt%d L’? Fﬁg ﬁ%&{ p%:ttp [ nto
an LI U-regi weﬂuhtghummqomf @rli’dnan BEDer $BF_IY - né*\!"d LIU{n-1} g anlit, said

LI U-regi st efcohicgB guédhd £raiinbd bBOsafpar™ large intbpes whitsaid LI U

register ou id LIU—r,,elster u ng all bits
ggg LI U&&ﬁépsiz}r Wt ‘g' Lgé\%le ?mﬁer o, EBHQ dgﬁ%érl‘e ?ster- hi gh
out put, sai anifkg, for 1at0h=m§g|ast\’éﬂ-nﬁ| of ‘3&& ﬁht @&%@é?édpfﬁd‘t“ﬁ"e fourth

adder i nput out'out prloﬁatcd d-Iddockgpalee anddEdrafierding thél vabisted - cl ear
I nput h@learhlﬁ 599 égﬁébétlg&%ﬁggsﬁgrtﬁgnéggbnhpaéﬂé? s said

LI U-regi ster first |ogical
OR gate, comfesead ®o Mggg@teger unltréﬁ'n’-%’i drhe F&PCF‘eEHH?ng the LIU

regi ster output and a carry-in signal, ci, said first logical OR
gate for e”@ﬁéiré?éé%eaér%¥r0H£1EE§¥Eﬂlslga iAdbgdeparry-out signal,
co, being actlvated respo ve to onei r# t he rU 3&3
regi ster outFdtbBerhs %%t-’r% EQrdhs aRgc %ﬁ’?ﬁ’l UHEGRE| CORPTISIRG & peing
active; complementing gate, connected to the first adder input of a

first large integer unit, LIU{0}, for complementing a third

5 data signal, z, when a subtract signal is active.
9. The apparatus for multiprecision integer

arithmetic as set forth in claim 6 or 8, further comprising
a latching register, connected to the high part-product
output of an n*® large integer unit, LIU{n-1}, and to the

5 second adder input of said n*® large integer unit, LIU{n-1},
where “n" is a total number of large integer units in the
plurality of large integer units, for latching a value of
the n*® high part-product output prior to a clock pulse and
for feeding the value of the n"® high part-product output to

10 the second adder input of said n*® large integer unit after
the clock pulse.

S
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-41- . a second | ogi cal CR gate, connected to the LIU
register, for receiving the LIUregister-high output and for
generating an auxiliary-carry-out signal, ca, said

auxi | i ary- carwgoemiasrsi gnal , ca, being activated when either PCF/USI823416 t oOf

- the LIU-register-high output is active; the first data
signal, y, being applied to_the ?rst mul tiplier input of each
| arge integer unit of said i i pIuraﬁ ty of liarige integer units;

the second data s'?ﬂal’T e é{§§$§ &B%rﬁhiﬁ¥p£%cﬂéﬁon intRlgeFent s x{ 0},

x{1}, x{2}, .. respectivel,y connected
to the second atﬁil"'ﬂ“ﬁF?'Era?nﬁﬁ fgreh i% CJ'al’é‘aéh furthes rﬁogﬁ’ér"s&ﬁgt of said

plurality of |arge integate means, commerspd to the first adder eaphtidfrr]

| arge integer aurf ibsk! Yobde O nicdddt lcéut, m:eku; al #dyy éa‘mﬁl%%elabeaer uni ts,

for i greater th irst add 1 np ut .connected to
the high part- 138 85EQ SRR zout‘*%\?t“ gf f?c'iﬁ’(ﬂl}a] LSy 6‘8 i¥PégBRA Ui t
LI Wi-1}; registemagiearser cphnhacgedi e eger hiwht pekbfi }, for i
greater produBanNodehQe VA Gt r].E‘axlg'eu‘l‘hégtu'i,i-euﬂ:l@WI?J!Jti{l@iﬁl-tl}CO'A‘B@Ct ed to

20 the second adder 1n of, an {1 aLg |nte unit,
LI U{i-1}; 6 the E88En gg‘i{e? gt ﬁp#@f‘r@n’t‘lhn ‘i‘?ﬁﬁ?e&’f‘é& ‘to the
first adder iAgWt{nel}a Whes¢ It ge iantegjel vwinber Lde{mrge integer for

CO?D' glﬁmnt' Ng vditli id éﬁéapmﬂmby of %’Q%Bealﬁé@éé@(ﬂnl@ for 1atEA%H ' S
activ

0 ntin connected
LI U-r egi st er - PoPoHEpBE BlPetrheelFJr&étpa\rgrp HFEgg‘r‘gQ}'H? {prior to E‘P
for conpl enenmwigesand E¢t}f©@ﬁlstgertheowaéu8qu weem™ high par&a-moslubtract

signal is act Io\aepusatg E8E SEL GAIMRIGHERNEhBdt 30f said GAY €LARRLTRkIRE-ra
fourth data si alatchlngreglster with a

| at chi ng regi g acler thelcﬁ]p?ﬁk EXdS8 1 at chi ng register output, said
| at chi ng regi ster input connected to the high part-product output

of said nih.| atge dptHeRfusUFol, mhl@iﬁré&lsﬁﬂﬁ isRtiegelrat ching 35

| arge §nt eger SAEPRETLRe ot AR <R8N 6, i Wabrisipo gaft]
hi gh part - pr of\§@rspr ferneeted ctlQ)d:lbeplfP-G‘é"-aﬁédﬁbrlnPUt of a first large
integer unit, LIU{0}, for complementing a third data

S signal, z, when a subtract signal is active.

12. The apparatus for multiprecision integer
arithmetic ‘as set forth in claim 6 or 11, further
comprising register means, connected to the high part-
product output of an n*® large integer unit, LIU{(n-1}, and

5 to the second adder input of said n™ large integer unit,
LIU{n-1}, where "n" is a total number of large integer
units in the plurality of large integer units, for latching
a value of the n*™® high part-product output prior to a clock
pulse and for feeding the value of the n'® high part-product

10 output to the second adder input of said n™ large integer
unit after the clock pulse.
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-42- feeding the value of the nth high part-product to the

second adder input of said nth large integer unit after the cl ock
pul se; said first large integer unit LIU 0} having a ci
5 " - inp Q‘ﬁCt ed to a logical 0 value; PCT/US982R% d second
| arge int eger unrt LIU 1} having a ci I nput connected to a ca
output of the first large integer uni t LI U{0}; .

each i[err] Iar]ge integer unit LI U{i} d8-sai d 10 plurality of |arge

i nteger units or reater than on ving .a ci input connected
to a co out put o:f3an7?? fpparpfus f°r muyt&Pé'EcFﬁ{‘ eﬁ"iﬁﬁﬁr LIIOU{| -1}, a co

out put of thaeivhreetic lear get forth in tleger 2unEurthel rcdiptisiing:a fifth data
signal, the carry an outbhgmbﬁtgrﬁﬁondébte&5to the sum smgnal said | atching

Lg i tge;nhﬁ\igl n ‘éa (Iy%aé:ﬁ_‘ r%grst large regl steqmgl_'ga]&*t;; and each LIU

LI U-regi st eDutP*eiatrlng]ran suapdt signal. said | atching- regl st er-cI ear signal
bei ng connect ed t oget her to form a data signal, clr; and 20

said | atchi ng regj ster havin each LI U having a
cl ock input, ﬂrr al sy a@PagFgﬁ ? d‘f“gl%lprems"%% WFe Snect ed t oget her

to forma chnn;khxseignala,s @lef. forth in Clalm 3, fgurthewm %i-ﬁmlétl@s f or

nul ti IoreCI sion integehn output ga‘éét M@Iﬂéeteﬁ%optn@eﬁﬁh Ngighalli rst data
si gna

a plurali tyoﬁép‘f%r‘bfe ﬁ%de&gfgﬁn?'?ga%% qu;] gr 88%1@%{1’% an PBFRYS Liy2y,
L5 LIYn-signahere "n" is a total nunber of large integer units

[ n_the plurality of large i nteger units, with each large integer

uni't having, 15. An apparatus for multiprecision integer
arithmetic, for processing a first data signal, x, with a-
second data signal, y, comprising:

a large integer unit (LIU) having,

-5 a multiplier with a first multiplier input,
a second multiplier input, a high part-product output
and a low part-product output;

an adder with a first adder input and a
second adder input, said adder connected to the

10 multiplier for receiving the low part-product output,
said adder for outputting a first sum signal; and

an LIU register connected to said adder for
receiving the first sum signal and for outputting a
_ second sum signal;

15 : an OR gate, coupled to an output of said LIU
register, for receiving upper bits of the second sum signal
from said LIU register as a carry signal, said second OR
gate outputting a logical OR of the carry signal as a carry
flow signal;

20 the first data signal, y, being applied to the
first multiplier input of said large integer unit;

the second data signal, x, being applied to the

second multiplier input of said large integer unit.

I
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a multiplier wi-th a first nmultiplier input, a second

mul tiplier input, a high part-product output 10 and a | ow
part - product output; : an adder with a first adder

i nput and a woQ 99727437 second adder input, said adder coRGHUSWAIL6 t he
mul tiplier for receiving the I ow part-product output; and
-43- 15 an LIU reglf er haV| ng a sum si gnal output,
said LIU register connected:t'o said adder; the first

data signal, y, bejag Eﬁﬂg dﬂ%a&gthgefor multlpﬁédEEBoHUHhtaﬁéﬁr i nput  of

h | t nit of | arge i nteger units;
sach 190 T rLehBladlld o i Sershon st T pheb chRpE T
el ements x{0}, x{1}, x{R]}complemern{ind}gatei cam=rtederonthe flrst

respectively aaagf%ﬁﬁhé ng_a s%&aomgraul Lhpby&F drm_ut £k eaﬁslementmg d arge

i nteger unit of sai urality of e inte
each iJerr] 1|5&RryEd %‘%g lt Er U'{"ﬁ? of ¥R ace Slgnalp?‘ﬁr%‘FH‘{/ebfaq%rge
integer units, for i gredaachihgnregister, connectiedyvitpgthfiehigh spamdder

i nput connect Egoaﬁ’cé f}l;h L J¥alkhid large J.ntFEéEi:UQﬁn@_UEﬁat t8f tRE ddaddd err]
| ar ge i nt eger anl t, | ar ge i nt eger

L
unit, LIV}, °efrls§(’fd large, jateger d‘lm‘r‘fav ﬁ’§ ﬁﬁéc ¢ sF gnal
out put connecvatué oozf hehe high partepuveducticentoutppriotr tie &icldglerr] |arge

integey unit,pbiskiang for feedihg the value of the hlgﬁ QEELﬁfgﬁﬁéﬁg gate,

connectedtotheflrst ut, of . a arge_integer, unit,

10, for *a8BERtt "6 e SRsRPenGORSF TR 2P dPTo5, CARERES GHMA r act
signal is actafeerarite clock pulse. a latching register, connected to
t he high part- product output of said n [err] large integer unit,

LIWUn-1}, and 17. The apparatus for multiprecision integer

arithmetic as set forth in claim 15, further comprising a
complementing gate, connected to the first adder input of
said large integer unit, for complementing a third data

5 signal, z, when a subtract signal is active.

18. The apparatus for multiprecision integer
arithmetic as set forth in claim 15 or 17, further
comprising a latching register, connected to the high part-
product output of said large integer unit and to the second

5 adder input of said large integer unit, for latching a
value of the high part-product output prior to a clock
pulse and for feeding the value of the high part-product
output to the second adder input of said large integer unit
after the clock pulse.

19, A method for processing a first data signal, vy,
with a second data signal, x, using a large integer unit
(LIU) array having at least one large integer unit, the
large integer array having a c¢lear input, a subtract input,
5 a clock input, a data input, z, and a data output, a, the
method comprising the steps of:
pulsing the clear input to clear an LIU register
and a latching register within the LIU array;

—_—
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to the second adder input of said n[err] large integer unit, 40
LIUn-1}, for latching a value of the n[err] high part-product
prior to a clock pulse and for feeding the value of the n [err]

hi gh part- k3434 O the second adder input of said nth perusesnbagge

I nteger unit arter the clock pul se. 3. An apparatus for
mul ti precision integer arithnetic, for processing a first data
signal, y, with a second data sP@nal x, conprising:

| t t (LIU h | th
2 TSt mul trplier i npftting The' Sunbract iamyt b st PRy RoFOFIAA | o hi gh

par £0pr oductonguttpat Subtractlon and andogi¢aly zrna foroddditbemput ;

-44- _ apply:.n ARraddde kol the addonst daddesidmput and a
second adder_ | tg‘\?,t ﬁ d_adder connected to the 10 mul t plier for
recei ving t e 6% BAPt2HFBbuct out put, 'said adder for

outputting a first suapslyfng a aadue for the first data signah, I#.Utcegi st er
connect ed tQh%aLdUaggggyj or receivi ng the first sum signal and

for,putputting a nal.; t he
firs? data signal, v, %%ergaﬁolvag g %heq e mthfsf i t$ i er i nput
of said Iar&éUiﬁrégﬂr unit; ' t he second data signal x,
being applied to the pulsing t}ﬁF&QBdknﬂhﬁﬁtﬁ)Ho?ﬁlpldaﬁét thé §B.h]§l3.]lﬁ e i ntzgger
unit; t e t | I st

adder i nput of ngl ﬁe?lSte'?s at%elg)e?lgeﬂ%gg?&? Ieegl%;g%%eﬁﬁ'gﬂgﬁ%" Va%‘ue third
data signal, z, when Jae%%ﬂmg‘atéxe dRERaPUFRUGC @ ve: and a
| at chi ng register connected to the high part-. product output of

said large integ un t t of said
| arge integer un?P f%# ?éggﬁgfﬁs Qgr performi%%?%ﬂgtggggéléfgﬁj
1nteger arithmetic comprlslng

a large integer unit (LIU) array having a clear
input, a subtract input, a plurality of data inputs, x{0},
5 x{1}, ..., x{m-1), a ¥y input, a z input, a clock input and
an output, a;
. a controller, coupled to said large integer unit
(LIU) array, for pulsing the clear input, selecting one of
activating and deactivating the subtract input, reading and
10 applying m values to the plurality of data inputs, x{0},
x{1l}, ..., x{m-1}, respectively, reading and applving a v
value to the y input, reading and applying a z value to the
z input, pulsing the clock input, reading an output wvalue,
a, and writing the output value, a, to random access
15 memory; and '

a random access memory (RAM), coupled to said-
controllier, for storing the m values read by the
controller, storing the y value read by the controller,
storing the z value read by the controller, and storing the

20 output value, a, written by the controller.

-

N A



25 a value' of the high part-product prior to a clock pul se and

for feeding the value of the high part-product to the second adder
i nput. of said |arge integer unit after the cl ock pul se.

4, The appawavurdsrs set forth in claim3, said |large 30 PCTUSAYBEWr unit
further conprising: an OR gate, coupled to an output of
said LIU register, for receivinggypper bits of the second sum

si gnal fromsaid LLU register as™a carry ‘signal, said second OR

gate outputting a begicgh éﬁ@éaéd;ef@r@éﬁbgﬂﬂxga}mpuwé&sﬁn f1ow

si gnal . 5. aratus as set forth in claim3 or 4,
further conprir&RgeT arihmetid c°ﬂﬂj B9 urality of large integer units,

LIU{O} LI Y 1}a latgelinteger uniEn{LfT) wkasing @ dleax dopak, number
t of |argesuBteder pds, 4 ddta Ahpuel i ky &fy|anas ratege.hput, a
unl S,

each |ferr] | §AGEXi APRYEr2RA; 32 1FWEYE 0P i sai d . pIutallty of |arge
integer units, for i greateentymiiersr goupled to s#id/ilarashdntieger wdder

i nput connect q@xb@ tbsrhp@tlsﬁ?gtthewzlear iRpREyCie DatitiHg Qe e{i -1} [err]
| arge i nteger _uni.t nd geach_iferr]

| ar ge |ntegeraﬁﬁﬁyatﬁpgq??& q%ﬁcql%ﬁH&EPéF e SUbtracqtﬁﬂ??ﬁérgeaﬁ&9?nan
sum si gnal ou@pplyépsanacvatuesd thdhe data inputornd aerfgdinonhged of an

{i-1}err] | asgplynhgosry Whiue lddfdire 15 input, #éading and applying a z
value to the z input, pulsing the clock input, reading an
output value, a, and writing the output value, a, to random
access memory; and

a random access memory (RAM), coupled to said
15 controller, for storing the m values read by the
controller, storing the vy value read by the controller,
storing the z value read by the controller, and storing the
output value, a, written by the controller.

22. The apparatus for performing multiprecision
integer arithmetic as set forth in claim 20 or 21, the
random access memory having a read-modify-write capability
such that, responsive to the controller, a value is read

5 from random access memory, modified, and written back to
random access memory in a single RAM cycle.

23, The apparatus for performing multiprecision
integer arithmetic as set forth in claim 20 or 21, the
random access memory further comprising:

a first random access memory (RAM) for storing
5 the z value, the first random access memory having read-
modify-write capability;
a second random access memory (RAM) for storing
the y value; .
wherein the controller simultaneously reads the y
10 value and performs a read-modify-write operation on the z
value, in a single R2M cycle.

_—
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6. An apparatus for nultiprecision integer ari'thmetirc, for

processing a first data signal, x, with a second data signal, v,
conpri si ng: a plurality of large integer units (LIU s),
with 20 ?ﬁﬁ | arge integer unit having a first nul taqriusesr3urput, a
second rrultl pl'iter input, a high part-product output, a first adder
I nput, a second adder input, and a sum si gnal out put;

the first data signal, y, being applie®to the 25 first nmultiplier

i nput of each large integer unit of said plurality of |arge

I nteger units; the second data signal, x, having a
plurality of 24. The| appanatuswifol Eﬁ%ﬁpmmwlﬁéﬁpeél-iiMy connected to
tlhe i f Qnglrmtalhﬁ\é@id &fs isRRUEcSEN eRe elaam0 Qo at:egﬁr %ﬁét] O}‘ said 30
plurali yo arge inte uni _pogeC err arge

i nt eger unit F“Uff’f g‘“%‘%ﬁIa’ Bving a IO ST Pg?ge ‘? Nt eger units,

for i othersingde zpad-port sudhithasl Fﬁﬁ’@@ﬁ#’i‘t%&@' thei conkrlIrRrt 19e fir st

adder 'rW“Hflrst valueCQQnﬁéadﬂiﬂdm theihsghadifdsspivbdae; out put of an
{i-1}[err] each

L ;
iferr] lar iélqwgﬁgf’uﬁiﬁge 4 ntq%%jrfi VFolrleliéJ{vﬁrljéten to 2 SeEehe initi al

| ar ge i nt eg@ddn@sist., havi ng the sum si gnal out put connected to the
second adder input of an {i-1}[err] | arge integer unit, LIU{i-1}.

- 46- .Z{nha?%a SR %tg {ﬁgermgfow §GkaLep i nteger

arithmetic as sgtsfo r|5|n9
a conpl eneuitgmgsie, é@ﬁrﬁﬁﬁ@!’stlégt ﬂef?r-ﬁ%tdata signaly¥erWith@ of a
first |argedddndgaatdnsigndl Up)} cofprising: conpl enenting a third data

signal, z, when a subtiaclaiiey of 1aSb@NBheddeAWHiVE (B8 s),

5 LIU{0}, LIU¢1}, LIU{2}, ..., LIU{n-1}, where “"n" is a total
number of large integer units in the plurality of large
integer units, with each large integer unit having,

a multiplier with a first multiplier input, a
second multiplier input, a high part-product output and a
10 low part-product output;
an adder with a first adder input, a second adder
input, a third adder input, a fourth adder input, and an
adder output, said third adder input connected to the
multiplier for receiving the low part-product output; and
15 . a first LIU register with an LIU register input
and an LIU register output, said LIU register input
connected to the adder to receive the adder output, said
first LIU register latching a value of the adder output
prior to a clock pulse and transferring the value to said
20 LIU register output after the clock pulse, said LIU
register output partitioned into an LIU-register-high
output and an LIU-register-low output, said LIU-register-
high output containing two upper bits of said LIU register
output, said LIU-register-low output containing all bits of
25 said LIU register output except those in said LIU-register-
high output, said LIU-register-high output connected to the
fourth adder input, said first LIU register also having an
LIU-register-clear input for clearing said LIU register

R




a latching regi.ster, .connected to the high part- product output of
an n[err] large integer unit, LIUn-1}, and to the second adder

i nput of said n[err] large integer unit, 10 LIYn-1}, where "n" is a
total nunber yadhodA@e 1 Nt eger units, for |atching acraisss23efs t he
n[err] high part-product output prior to a clock pulse and for
feedi ng the val ue of the nferr] hlgh part-product output to the
second adder i nput :-of. said n[errP3targe integer unit after the

clock pul se. rat for ci;sion integer
arithnetic asC¥EPUFof? n2FH° ﬂl'éﬁ%s@lgr L?p c%%‘)rl s]ie% an%(“ i3
conpl #hent i ngagativatednnected to the first adder I nput of a first

large integer unit, LIUOjecdl 1awTRegiBREENGoR $4sisbing che ndgha signal,
z, when a subtraﬁt SI&Q& S The appar at us for

acti 9.
nul ti preci si oR*FHiBHB St olﬁettﬁ‘r?efmltl &% forth inclaim6 or 8,
further conprising a first |lnaivedgOReghteercomnafit@d &9 ttoet Rératgh

part - product LIU regls@éi-pblfoﬁfreajélﬁvh%r ]:héar.w réyiagrir Wutbutlbtfinal}, and
to t secon adde:[ I nput o

t runit,
LI U n3 } Carry =R eFEIngl s (% g SPatal rgﬁb % ]I[ galtn%t g%%r units in
t he peneaptingor ¢arpe-dutt @gapa&m FQ' %*M%ﬁnaw-ﬁgltasvapaé of

the nferr] high,pdeing’ Q8toFatrt masgamseivet foaofé asK gyt I tavd the LIy for
feeding the val ue

f the,_n r o Q. . the
second adder rﬁﬂuf’ of g’é\"%"[‘ [beérl T ggrel ﬁgégg#ﬁml#&? rgl%gal' Lt he
cl ock pul se. being active; -47-

10. The apparatus for nul $éfsRTildgitadlnDRIBRte, connectadd ithiTkhieC fagstet

forth in claii.g Ffegggégéﬁggé@;fpuc{aqffmg the LIU-register-H¥he oEaAE:
and for generating an auxiliary-carry-out signal, ca, said
auxiliary-carry-out signal, ca, being activated when either
bit of the LIU-register-high output is active;

45 the first data signal, y, being applied to the
first multiplier input of each large integer unit of said
plurality of large integer units;

the second data signal, x, having a plurality of
elements x{0}, x={1}, x{2}, ..., x{n-1}, with each element

50 respectively connected to the second multiplier input of
eath large integer unit of said plurality of large integer
units;

each i*" large integer unit LIU{i} of said
plurality of large integer units having the first adder

55 input connected to the high part-product output of the
respective i*® large integer unit, LIU{i}:;

each i*® large integer unit LIU{i}, for i greater
than zero, having the LIU-register-low output connected to
the second adder input of an {i-1}*"® large integer unit,

60 LIU{i-1};

a first complementing gate, connected to the
first adder input of a first large integer unit, LIU(0},
for complementing a third data signal, z, when a subtract
signal is -active;

R



a first large integer unit, LIUO}, for conplenenting a 5 . third data
signal, z, when a subtract signal is active; and

regi ster neans, connected to the high part- product output of an
n[err] | ar ggobgdrgger unit, LIU{n-1}, and t o t he mowusIskmesler i nput
of said n[err] large integer unit, LIYn-1}, where "n" is a total
nunber of l|arge integer 10 unlts in the plurality of |arge integer
units, for latching a val ue of34he n[err] hi gh part product out put
pri to a clock dfor feeding t he nferr]

hi gﬁé part - pr oduct a seco%%uf: ’E}P W?%&‘%@&Sﬁd gaﬁ%?&%%ucto ®said n[err]

| ar ge i nt eg&fU-register—jiow Oatptét ofeche ddlespullgege integer unit, 11, The
appar atus faruqu} } i f¥:2 dopipdBment €88said LIU-redibt8Aeldw Afpie!t whehth in

claim®6, fur ghgr @% sl SI ngggit € active sﬁ%@ec%ﬂg ﬁ%da&e%ttlhe first

adder i nput | Tt €ger uni
conpl enent i ﬁgta g?ﬂ?@ma fourth d%ﬁ@rﬁgnai-' #hen a subtract signal is

actvot:e saldlzhrl’élaelaﬁ@@rﬂiwgdzohngul LID{@rilEwimg At eger
arithnetic t fort cl ai rther conpri sing
regi ster mgﬁgﬁgc%%‘%%%c{l: gn £8 th&ﬂ i julvalﬂ

part- roduct, output of an
n[err] large integer Sa#d SeEP@@nlilj‘ge a’rﬂfe%r unit {-'BU&‘])e hasdagdaagder i nput
of said n[einput adgithddiietifeb HNEh, output of theUfbrdt, lawes dntegers a total
nunber of I? ? ﬂgﬁg}er units in the pl urality of Iarge I nt eger
units, for [atchrn a value of the n[err h part-product output
pribt to a clock said njlggognintegey éHHF—n&I RB- %gl%‘”{ﬁg the n[err]

hi gh part - psedond addier inpuutphhedted o sedogdcatidervalyeyt amd said nferr]

[Zg?e i nt eger ead%phh‘§%ESE &H@éﬁéfKUﬁﬂthiﬁ{i} of said

plurality of large integer units, for i greater than one,
having a ci input connected to a co output of an {i-1}*

80 large integer unit, LIU{i-1}, a co output of the n*™ large
integer unit LIU{n-1} being a fifth data sigmnal, the carry
flow signal, cy.

26. An apparatus for multiprecision inteéer
arithmetic, for processing a first data signal, y, with a
second data signal, x, comprising:.
a large integer unit (LIU) having,
5 a multiplier with a first multiplier input, a

second multiplier input, a high part-product output and a
low part-product output;
an adder with a first adder input, a second adder
input, a third édder input, a fourth adder input, and an
10 adder output, said third adder input connected to the
multiplier for receiving the low part-product output; and
a first LIU register with an LIU register input
and an LIU register output, said LIU register input
connected to the adder to receive the adder output, said
15 first LIU register latching a value of the adder output
prior to a clock pulse and transferring the value to said
LIU register output after the clock pulse, said LIU
register output partitioned into an LIU-register-high

R —
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13. The apparatus for <nul tiprecision integer arithmetic as set

forth in claim?2, further conprising: an out put gate,
connected to the sum signal 15 out put of the first large integer unit,
LI U0}, for wo9snr7a30ut putti ng an out put signal. PCT/US98/28476The
apparatus for nultiprecision integer arithnmetic as set forth in
claim3, further conprising: an out put gate, connected
to the sum si gnal Qut put of said” ?érge integer unit, for outputting
an out put Si I 1 appar

o, QULPUL S eucpd! 808an L0-segigrer-1ov Sun A SRS (B sper

signat® x, wiPhgh Sitput c%"&ﬁi’i’d-n@'afiﬂ%}lﬁﬁﬁ? b’y"-s &fgeiigh RV register
a Iarge i nt egentpatt $aid))Litdesdster-low output contaln:.ng alnubitpl oer

with a first gghh'ﬂiﬁgfeénggr output excapt fh&&gqgf th&b'grglgggr-

hi gh part-prodyct out put produ
an adder wit hPagh; ‘P‘é’fp‘éﬂdeﬁaﬁqﬁﬁi}f}'aﬁﬁlﬁtef" high OUtPUt %%ﬁétaédé@ theut ,

sai d adder cofoectkdaddert himpft, said flrsﬂumiwrﬁégﬂsﬂém’a&@@eh&Vﬂﬂghﬂ@ | ow
part ig(MjUCt R¥PPLgister-clear 1npu§afgf %ﬁggr{ég éﬁ{hpﬂ&b'?gaf?o'rSt sum

signal; and er_connec %ai d adder
f or outpyecl? ForP thery ppdd EEHT%?W‘E%GP& iggepuising a
second sum si gagivated; an OR gate, coupled to an output of
said LIU [ CQ1 Streaddls 13GCLULAG: UPPEL: h.léc%.l% Ehengcrogy sum

si gnal fromsaid LIU register P sard s&cond OR
gate out putti REFEPIRFREH CG’?HS‘F Pﬁetbﬁr‘i‘“ﬂl%’rlglﬂa?rras a carry f1 ow

si gn&0 20 a logikelf DRsyatlal aconnptied Yo BRengiggplLeg to the

first nultipliggin@ut f3r5¥Edglbﬁﬁgetth Irdfiidter-high out the
second datas nal bei ng appli e to{;l’i@ 38co Hﬁu?tlpler
i nput of said gﬁr%%“?ﬁ %uﬁ’gg 1°w signal, cy, said carry low
signal, cy, being activated when either bit of the LIU-
register-high output is active;
35 the first data signal, y, being applied to the
first multiplier input of said large integer unit;
the second data signal, x, being applied to the
second multiplier input of said large integer unit;
) a first complementing gate, connected to the
40 first adder input of said large integer unit, for
complementing a third data signal, z, when a subtract
signal is active;
a second complementing gate, connected to the
LIU-register-low output of said large integer unit, for
45 complementing said LIU-register-low output when said
subtract signal is active, said second complementing gate
generating a fourth data signal, a.

27. BAn apparatus for multiprecision integer
arithmetic, for processing a first data signal, y, with a
second data signal, x, comprising:
a large integer unit (LIU), having,
5 a multiplier with a first multiplier input, a
second multiplier input, a high part-product output and a
low part-product output;

\
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- 49- 16. The apparatus for nultiprecision integer
arithnetic as set forth in claim15, further conprising:

a conpl enenting gate, connected to the first adder input of said

| arge i nt eqed odididy: fOr conplementing a 5 third datperas®gsdse z, when
a subtract signal is active; and a latching register,
connected to the high part- product output of said |arge integer
unit and to the second adder ingpart of said large integer unit, for
| at ching a val ue of the high part-product output prior to a cI ock

10 pul se and for2® affieFy Withe daftiesboradder APGHEpaRtIPFd@dder
out put to tHhepae¢oadtiaiitikraddyrutinphit saa dfdwartde addeegibnput)) tand an after

the clock pykggr output, . _said thll& a 5§?|r1 taEBﬁnEQE?urﬁihﬁﬁfc's'on

I nt eger ar|t I c as ,set aiml er corrprl sing a
conpl enent i H‘t}lﬁé?éleﬁoﬁ%&eéiflf’bnghéh?ljr% %&ePrPﬂBEF getput; and g5 g
| arg® integer unit, fam IkNhpegieherngith tdn tdUdakbgisSter :.n;mtgraa:ld, an, when a

subtract sigrgl b 1§¥%f\6htput, sald LIU reéB%té%hgnﬁﬁeaé
wltlpreC|S|gn|n icas set forth_l a|m15 or 17,

furt her Tﬂ%r?%i??g:e&"leaf:%ﬁlﬁ‘gg?%gﬁ%ttpéﬁt Eﬁﬁﬂel&tédrefs&sttﬁé' hi gh part -
product out ﬂaatcbingaa dvdlargefi bhegaddemidutgpudt pribhetsex arikbck pulseadder

i nput of sapgg! @f&@sfﬁlggfg{ Oc&a@ fga%{éﬁrtéaéﬂa Wuaregister 6{?& of tpﬁehi gh

parf - product _out put | se” and eedi n

val t% of théfﬁ?ﬁh&b% ‘?ﬁ]?)(%‘&tge' saild LHLtrﬁ?llsFSrtﬁ‘étg‘é‘bcﬁﬂFta‘&d@ Bnput of
said | arge integam Liltregister-hagheouttthe: cindchnpli¥eregister-low 19. A
et hod 107 8068651 Sk 110 YegdBkar shiiRlouthut. containihd i 39RO data
sig g s
one | arge |ﬁflé ?gﬁﬁﬁgi{% regiheet' g PHTRRE ﬁ?‘éée*‘i&r?% %ﬁﬁ ﬁ'é’wg cl ear

input, a subtltn‘et ¢omppainimg all hies ook sajsulIUaredgistenmutput and a data
outpait, a, bhkEept those MBI RAdACOMVLI&d I dNRigheBEtPht, said LIU-

register-high output connected to the fourth adder input,
said LIU register also having an LIU-register-clear input
for clearing said LIU register output to zero when said
LIU-register-clear input is activated; '
20 _ a logical OR gate, connected to the LIU register,
~ for receiving the LIU—registér-high output and for
generating a carry flow signal, cy, said carry flow signal,
cy, being activated when either bit of the LIU-register-
high output is active;
25 the first data signal, y, being applied to the
first multiplier input of said large integer unit;
the second data signal, x, connected to the
second multiplier input of said large integer umnit;
a first complementing gate, connected to the
30 first adder input of said large integer unit, for
complementing a third data signal, z, when a subtract
signal is active;
a second complementing gate, connected to the
LIU-register-low output of said large integer unit, LIU{0},
35 for complementing said LIU-register-low output when said
subtract signal is active, said second complementing gate
generating a fourth data signal, a;
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pul sing the clear input to clear an LIU register and a | atching
register wwthin the LIU array;

-50- . setting the subtract input to one of a logical 10
one for subt M@8YI®Tand a | ogi cal zero for addition; PCT/US98/23476
applying a value for the second data signal, X, to the LIU array;
applying a value for the first data agna% y, to the LIU array;
15 appl ying a:value for the' data input, z, to the

LIU array; 3, latchiRlg %b&ﬂs&@f waek MRhihg vRgakeethe
plurality é,l isters and e latchin reglster w th new

val ues; input ‘and = laet%g&&gn§egﬁ§tﬁﬁt%umtputs ig latching 20.

An appar at us regipeer oinputy auminecpedctsei time high partrpt:e@uctaoutjmmetcbﬁ:
conprising: saiad large 1nteger %nkérgén&nééiﬁ”léﬁﬂﬂi E 1§Eé@yoﬁﬁﬂd?g a

clear ract ingut apurallt a i nputs

X{(1], q FoRBedeed o B SechiR e Btk 1o afia” Sndoe tateges,

out put a; unit, for latching a vahueotdf ethedmmi pdrtopsaddct apxiot nt eger
uni t tbLd WB1sdH qmsfe.oranautfsknseé@fn&l@@é v’a'lBJét fSEhSCﬁi&Q one of
activating ang deactcl) acttl tte su tr %nﬁp rea% gn

appl yi ng m vaPies 1% 1ﬁ 3%1 t?‘§°8? ‘P 1 arge x{1},
x{m 1}, respetRteesy unidadiftgrattieaphdgk ng-llasg/' value to the y

i nputyo r eadi ng and appl34ig 1@.téhstﬁbU§e§psé&e having a TatBRithg-PUl sing the
cl ock i nput witin he, out put

an out put v {
val ue, a, % orfﬁ(kacglee% fagna aﬂ‘én’?ﬁﬂ"fi ]eﬁﬁ?e 1nteger unlg having raéhdom
access nennryL¥W#%$qlﬁﬁﬂﬂﬁqi@arolanuﬁf said LIU-register-clear input and

sa;.d latching-register-clear signal being connected
together to form a data signal, clr; and

15 said latching register having a clock input and
said large integer unit having a clock input, said clock
input being connected together to form a clock signal, clk.

-
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controller,

for storing the mvalues read by the

storing the y value read by the controller,

read by the controller

and sto

t he controller.
21. An appar XU performing nul tiprecision

ring the 20

control | er,
storing the z val ue

out put val ue,

a, witten by

-51-

i nt REFVSIRIT et i

a z input,

a

conpri si ng: a large integer unit (LIU) having a clear
i nput, a subtract input, a data input, x, ay input,

5 cl ock input and an output, a; : a controller,
coupled to said large integer unit 1\@kLILD, for pul sing the clear

i nput,

sel ecting one of 9

1

activating and deactivatifg the subtract

i nput, reading and applying mvalues to the data ingut, x, reading
and 10 applying a y/value to the y input, readlng and Applying a z
value to'the z fnoput  pdlsing.t clock input, re out put
val ue, a, and witing the output value, a, to rardon1 : - access
menory; and d%MP alrandom access pBOEF gRuP!fed to
said 15 control | BEVICEor stollng t hel m val ueg re 9 ﬁ%

controller, stofing the y value ffead by the controll er, s oring
the z value read by the controller, and ptoring the out put val ue,

a, witten by the controller.
perform ng mul tiprecision

20 or 21,
capability
read 5

random access nenory in a singl¢ RAM

t he

random a
such that,
from random-access

inte

esponsive to the

nennrggmﬁgfified

22. The apparatus for
roarithmetic as set forth in claim

)Ig a read-nodify-wite

contquIer

a value is

J~erdaritten back to

FIG. 1

ck —
clr —-

- C0

b (LoW)

2(HIGH)

—Ic

25




23. The apparatus for:perform ng nultiprecision I nteger arithnetic

as set forth in claim20 or 21, the random access nenory further
conpr.i.si ng: a first random access nenory (RAM for
storing 5 wooeddrgs7z value, the first random access nenory poswSssp3smsad-
nodi fy-write capability; a second random access nenory
(RAM for storing the y val ue; wherein the
controller sinmultaneously reads the y 10 val ue and perfornms a
read-nmodify-wite operation on the z 2 value, in a single RAM cycl e.
-52- 24. The apparatus for \sﬂerform’ ng mul tiprecision
I nteger arithnmetic as set forth in claim20 or 21, the random
access nmenory having a single wite-port and a singl e read-port
such that, responsive to the controller, a 5 first value is read from
a first address while, si mul taneously, a second value is witten to
a second addr ¢SS 25. An appagggous for
mul tiprecision i ntegei arithnmetic, for p_r_%‘ Ji st data
signal, y, with & ——|—r S&cond data si gnaT ¢d
aplurality of large intleger units (LIU s), 5 {1}, LIU{2},
..., LIYn-1}, weokre=jrHis—atotar————— namhar eger units
inthe plurality of Iarqd mteger‘um*t's Wlt_h—_ Tarpe | ¥eger
unit havi ng, | dIIUILIpII&I LHHEITI l'tiplier input,
a second mul tifplliter |i nplif3} a hi gh pa% Poduc |ltFUt hnd a
H ml m2 ck dr i al a2
nF T F T
X{S} TH—————— . ] |
. :'l-‘ ————————— l
|
I: * 1 |
:] uu{z! ca c¢o ph 5
! m m2 ck or ¢ al a2
" W T T F T T
x{2 |
||_ ______ J I
h———————- o
y |
h ! 7
:| ot} ca co ph s
! mi m2 ck cr ¢ o a2
- W+ §F F §F § 11
X{ﬂ ='_ ______ - _l l
i
|
|| ! 4 ]
:1 LIvjo} cea co ph s
|: mt m2 ck or ¢ ol a2 39
N \
I
Mo — = ‘I —
T T T T T a GATE 1
y 35 GATE 0
Z ;@ —-——n
sw—-——-1---------"——"——"———"———- 36




10 | ow part-product output; an adder with a first
adder input, a second adder input, a third adder input, a fourth
adder input, and an adder output, said third adder input connected
to the nmultiplier for receiving the | ow part-prodlgglt ; and 15
afirst LIOYP&YW & %r with an LIU register input an '%%%ﬁ%regi st er
out put, said LIU register input connected to the adder to receive

t he adder output, said first LIU register latching a value of the
adder out put prior to a clock pulse and transferring the value to
said 20 LIU regi ster output after the clock pulse,.said LIU

regi ster output partitioned into an LI U§§ gi ster-high out put and an
LIU-register-low output, said LIUregis - hi gh out put cont ai ni ng
two upper bits of said LIU register output, said LIUregister-|low
out put containing all bits of 25 said LIU regi ster output except those
in said LIUregister- hi gh out put, said LIUregister-high output
connected to the fourth adder input, said first LIU register also
havi ng an LIU-register-clear input for clearing said LIU register
-53- output to zero when said LIUregister-clear input is 30

acti vat ed; a second LIU register for receiving the high
part-product output of the nmultiplier; a first |ogical
OR gate, connected to the first LIU register, for receiving the LIU
regi ster output and a 35 carry-in signal, ci, said first logical OR
gate for generating a carry-out signal, co, said carry-out signal,
co, being activated responsive to(é)mLLEgy bit of tH4ULARRA

regi ster output being active andfsard carry-}{n signdl, ci, bei ng
active; 40 a secpnd | ogi cal PR _gatg) @gennectedjto the first

42
/ L — ! clk
RAM ' - — — —={ sub
et — — —| CY
ADDRESS - {= | — xim-1}
DATA |=—n | xim-2} 39
READ |==——-
WRITE |=——- X1}
—1 x{0}

-1y
-2

41'\ | - q




LI U register,

the LI U-Tegi s§gistH
signal, v,

| ar ge i nt eger

x{1}, x{2}, ...,

out put
being applied to the
unit of said

t he second data signal
x{n-1},

ca,

for receiving the LI Uregister-high output
generating an auxiliary-carry-out signal,
auxi | i ary-carry-out signal,

sai d

ca, being activated when either

to the second nmultiplier input of

plurality of |arge

i nt eger

| arge integer unit LIWi} of said
having the first adder 55

out put of the
each i[err] large

respective if[err]
unit LIUi},

nt eger

is active;

45

plurality of
X, having a plurality of
wi th each el ement 50
each large integer unit of said

unit54\9

| ar ge i nt eger

and for

bit of

{Ptaydsog/sdarélat a

first multiplier input of each

el enent s

units;

x{ 0},

réspectively connect ed

plurality of

for i

| arge integer unit,
greater

having the LI U register-|low output connected to

input of an {i-1}[err]
a first conpl enenting gate,
| ar ge i nt eger
when a subtract

a first
si gnal ,
-54- 65

z,

LI U-regi ster-low output of the firs
for conplenenting said LI U register
sai d second cony

signal is active,
fourth data signal
LIY{0} having a ci

uni t

a, 70

RAM

| arge integer unit,

60

connected to the

LI U{ 0}

si gnal

is active;
a second conpl enenti ng gate,

uni
when

i nput

ADDRESS
DATA

READ
WRITE
rmw

jettifre wver wnen el
et — —

| — ——

243. 41

’\ .

| enenti ng
sai d
connected t

CONTRARLER. O

o)

-+ st
b a | ogi

e

[t e v et

2%

each

i[err]

| arge integer units
i nput connected to the high part-product

t han

LEUC )

Zer o,

t he second adder
LI U{i-1};
first adder input of

, for conplenenting a third data

jat e generati
 olge i nt eger
c?ﬁ 0 val ue;

sub

cy
xfm-1}

xfm-2}

X§1}

Y

x§03

y

Y

y4

4]

connected to the

Ly ARRAY , Sl LOL

subt r act

g a
unit

39

FIG.5



said second large integer unit LIU[{1} having a ci * input connected

to a ca output of the first large integer unit LIYO}; 75

said n[err] large integer unit LIU{n-1} having a second adder

i nput conn a logical 0 value; and faeié [err]

| ar ge inteé@gﬂﬁl&f’ LIYi} of said plurality of Il;%,% intgger
units, for i greater than one, having a ci input connected to a co
output of an {i-1}[err] 80 | arge integer unit, LIUi-1}, a co out put
of the n[err] large integer unit LIU[{n-1} being a fifth data
signal, the carry fl ow signal, cy. . 26. An
apparatus for nultiprecision integer 5\3/ arithnetic, for processing a
first data signal, y, with a second data signal, x, conprising:

a large integer unit (LIU having, 5 ~amltiplier with a
first multiplier input, a second nmultiplier input, a high
part-product output and a | ow part-product output;

an adder with a first adder input, a second adder input, athird
adder input, a fourth adder input, and an 10 adder output, said third

adder i nput connectza_ t he multiplier for receiving the | ow

part-product o a first LIUregister with an
LI U regi ster ijnput and an LI i r output, sgjd regi ster
i nput onnected to [t he addercﬁmve t he addeljbo&w. aid 15
first LIU regiter latching a valuge of the adder outpdt prjor to a
cl ock pul se an t r anAD } The vplue to saidf—— - ¢glft U regi stef out put
after the clock pul se, gATALl L o regi st ¢r out put Itzarti tionefl into an
LI U-r egi st er- hj gh - — — =1 clk 55.
READ |- ——-
e L — — —=1 Sub
| ——
WR ]y
= - xjm-1}
z - X{m-Z}
M o . * * » L]
Z-RAM —! X{1}
ADDRESS [~ ~ x{0}
DATA |—e - Y
READ f=- —— - - 2
WRITE f=——- - 0
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out put and an LI U register-I|ow out put,

out put contai ni ng

LI U-regi ster-1 ow out put containing al

two upper

bits of

out put exceptwdbgpasi n said LI U-register-
LI U-regi ster-high output connected to the

said LIUregister-
bits of said LIU register

20

hi gh
out put ,

sai d

said LIU register
hi gh out parusssz3dré
fourth adder input, said

first LIU register also having an 25 LI U-regi ster-clear input for
clearing said LIU register output to zero when said

LI U-register-clear input is activat ed; a second
LIU register for receiving the high part - product ‘output of the

mul tiplier; 30 a IogicalGNR gate, connected to the first
LIU regi ster, for receiving the LI U register-high output and

for generating a carry flow signal

cy,

said carry flow

si gnal

cy, being activated when either bit of the LIU regi ster-high
output is active; 35 the first data signal, y, being
applied to the first multiplier input of said |large integer unit;
the second data signal, x, being applied to the second mul tiplier

i nput of said large integer unit;

a first conplenenting

gate, connected to the 40 first adder input of said |arge integer
unit, for ' i —F bt r act
signal is actipe. a second conplenenting gate, fonnected
to the LILLregister-IOM/outpq&mgg gat+et—+qrge intjeger unit,jfor 45
conplenenting saidq LI U-register-low o tp twﬁgﬁﬁ@&aid subtrpct
signal is actimer—sai pl e mETITT T generart g ph
fourth data signal 27f ratus flor mul ti prci sion
i nt eger ar bsijng a f|i Igpg 1dat a |si g ,wth a
second data sjignall a l[acge Brouni t
(LIV), having, 5 iplier|with a firs ~et— C0
i nput, a S , a hilgh partTﬁTﬁét it and a
| ow part - pr odugt_Q b+
REGISTER 2
_ > CLR | b+2
@2 REGO | .
/
ck b (LOW)
clr
// /’ OR co
2(HIGH) 2(HICH)

FIG.7



- 56- an adder with a first adder input, a second adder
input, a third adder input, a fourth adder input, and an adder-

out put, said third adder input connected.to the mul tiplier for
receiving t art-product output; and 5 PCT? b

register wit U regi ster input and an LI U register out put,
said LIU reglster i nput connected to the adder to receive the
adder output, said LIU register | at ching a val ue of the adder
output prior to a clock pul se transferring the value to said
LI U regi ster output 10 after the cl/ofk pul se, said.LIU register output
partitioned into an LIU-register-high output and an

LI U-regi ster-1ow output . said Lllkregisterc-high output containing
two upper bilts of said LIU regi ster output _sald LIU-register-Iow
out put containi ng ad-hits of said LIU register output 15 except those
in said LIUregister-fhiggh output, said LIU regi ster{hi gh out put
connected to theyfourlthl adder input, said LIU register also having

an LI U regist er-%| | ear] ijfput for cl e,a.LL_EF:mes_t_er out put
to zero when said LI U-reqgi ster-¢l ear i nput ili val ed: %0

?hl OEiI Efl OR 1g:gat e,h_ C(r:n(r}e %ﬁh"‘ he LI U ¢geQgicst eph s J fo re](c:fai Vi ng
e regi ster-hig ut . generatin cafry ow
signal, cy, said carrly Ioé;@ n@é ck__cr c'nV°1hnl i vaj ed when

f
either bit of the LIU-réglste l hi gh oubtputi tive; 25
the first data.gtgnal pplifed o the

fijrst pultiplier
i nput of said

&

rge ijntjgger—Ht— 0the secopd data
signal, x, connected |t ltthe second l'tiplier input ol said | arge
i nteger unit; a firstyco Ie‘nlentl ¢, fonnected to
the 30 fl rst adder|{i|n ur 0 sal U Talge FTT suni
conplenenting a third ddtjals z, when a su ract
active; cmfhd adkomelrenghti 8y qed e, j¢bmnefted to the
LI U-regi ster-1 ow out ut{ |qf s |d llargé¢ 1 n eg\(i::I urLt 11 3b for
conpl ement i ng qﬁyj'llL ] low put pht en ‘sete Eubt r act
signal is active, saild rnﬁﬁjﬁﬁﬁﬂ7invﬂ ng pate jenefating a
fourth data signal, a;

signal is

»l

0
ID.

| —
Lt} ca co ph
ml- m2 ck cr ¢ al

x§1}

Livjo} c@ co ph s
m m2 ck cr c¢i al a2

x{o} - 0

GATE 0 ADD 0 GATE 1

sub
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-57- - ' : a latching register wwth a latching register

i nput and a latching register output, said |atching regi ster input
connected to the high part-product output of said | arge integer
unit, and sai gkt ng regi ster output 5 connect ed t or¢imasoseIR6 d
adder input of said |large integer unit, for latching a value of the
hi gh part-product prior to a clock pulse and for feeding the val ue
of the high part-product to the second adder input of said |arge
i nteger unit after the clock pul se; 10 - said latching
regi ster having a | atching- regi ster-clear signal and said | arge
I nteger unit having an LILLregistB\QcIear I nput, said
LI U-regi ster-clear input and said | atching-regi ster-clear signal
bei ng connect ed together to forma data signal, clr; and 15
said latching register having a clock input and said |l arge integer
unit having a clock input, said clock | nput bei ng connected
t oget her to f qR~a—clock—sighal—ctk
CONTROLLER LIU ARRAY
clr
DUAL PORT clk
RAM | sub
cy
READ ADDRESS x{m=1}
READ DATA Z x{m—zz
WRITE ADDRESS N
WRITE DATA a X1}
y
Z
Q
COPROCESSOR

FIG.9
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