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nore frequently by various organizations for a variety of functions,
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organi zati on. As nore and nore non-pu ormation cones to be stored on
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[02] Al together, the functionalities provided by computing devices may greatly improve
customer service, productivity, and process efficiency, among other things, within an
organization. As more and more non-public information comes to be stored on
computing devices that have various capabilities, however, it may be desirable to provide
more convenient, usable, and/or secure ways of monitoring communications between

computing devices to protect information and/or preserve confidentiality.

SUMMARY

[03] The following presents a simplified summary in order to provide a basic understanding of
some aspects of the disclosure. The summary is not an extensive overview of the
disclosure. It is neither intended to identify key or critical elements of the disclosure nor
to delineate the scope of the disclosure. The following summary merely presents some

concepts of the disclosure in a simplified form as a prelude to the description below.

[04]  Aspects of this disclosure relate to monitoring communications. According to one or
more aspects, a communication that includes non-public information may be identified.
Subsequently, it may be determined whether the communication meets at least one outlier
condition. An outlier condition may be a law, regulation, and/or policy (e.g., a policy
implemented by an organization, such as a financial institution) that, if violated, may
represent a risk and thus may trigger additional review. For instance, an outlier condition
may evaluate whether a communication was sent from a particular user, at a particular
time, to a particular domain, with a particular subject line, and/or with a particular type
and/or amount of information. In response to determining that the communication meets

the at least one outlier condition, the communication may be submitted for review.



[4] Aspects of this disclosure relate to nonitoring comunications.
According to one or nore aspects, a communication that includes non-public
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The present disclosure is illustrated by way of exanple and not limted in
t he accomraBy DESCRIBUORSOF THRIDRAWINGS ref erence nuneral s indicate simlar
elenments and in which: [7] FIG 1A illustrates an exanpl e operating

envi r onnmged] i Mhavpr&bntvaikdloute aspectrdedbyt ey dif Sehosrr endmayt Migitedrah eent ed.
accompanying figures in which like reference numerals indicate similar elements and in

which:

[07] FIG. 1A illustrates an example operating environment in which various aspects of the

disclosure may be implemented.

[08] FIG. 1B illustrates another example operating environment in which various aspects of

the disclosure may be implemented.

[09] FIG. 2 illustrates an example method by which one or more communications may be

monitored according to one or more aspects described herein.

[10] FIG. 3 illustrates an example method by which one or more outlier conditions may be

evaluated according to one or more aspects described herein.

[11]  FIG. 4 illustrates an example method by which one or more usernames may be analyzed

according to one or more aspects described herein.

[12] FIG. 5 illustrates an example method by which one or more usernames may be compared

according to one or more aspects described herein.

[13] FIG. 6 illustrates an example table including sample results of username analysis

according to one or more aspects described herein.



[8] FIG 1B illustrates another exanple operating environnent in which
various aspects of the disclosure may be inplenented. [9] FIG 2

i Il ustratwe 2are/@zapl e nmet hod by which one or nore conmeoirasteionssnay be
nonitored according to one or nore aspects described herein. [10] FIG 3

Il lustrates an exanpl e nethod by which one or nore outlier conditions may
be eval uated according to one or nore aspects described herein. [11] FIG 4
illustrates an exanpl e nethod by whi ch3one or nore usernanes may be

anal yzed according to one or nore aspects described herein. [12] FIG 5

i |l ustratltd aRl&kaifpl ihstrato dinbgramhiccietbere by whighr encugremprgndosaimgymise be

conpar ed accogghﬁ%dgﬁgﬂﬁg%@%ng&r %§?ﬁ§8$ﬁwgﬂ%ﬁ%EQﬁd herein. [13] FIG 6

illustrates an exanp e I nc sanpl e results of usernane anal ysis

accordin%)to one or nore aspects described herein.
ETAILED DESCRIPTION

[15] In the following description of various illustrative embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which aspects of the disclosure may be practiced. It
is to be understood that other embodiments may be utilized, and structural and functional

modifications may be made, without departing from the scope of the present disclosure.

[16] FIG. 1A illustrates an example block diagram of a generic computing device 101 (e.g., a
computer server) in an example computing environment 100 that may be used according
to one or more illustrative embodiments of the disclosure. The generic computing device
101 may have a processor 103 for controlling overall operation of the server and its
associated components, including random access memory (RAM) 105, read-only memory

(ROM) 107, input/output (I/O) module 109, and memory 115.

[17] T/O 109 may include a microphone, mouse, keypad, touch screen, scanner, optical reader,
and/or stylus (or other input device(s)) through which a user of generic computing device
101 may provide input, and may also include one or more of a speaker for providing
audio output and a video display device for providing textual, audiovisual, and/or
graphical output. Software may be stored within memory 115 and/or other storage to
provide instructions to processor 103 for enabling generic computing device 101 to
perform various functions. For example, memory 115 may store software used by the
generic computing device 101, such as an operating system 117, application programs
119, and an associated database 121. Alternatively, some or all of the computer
executable instructions for generic computing device 101 may be embodied in hardware

or firmware (not shown).

[18] The generic computing device 101 may operate in a networked environment supporting
connections to one or more remote computers, such as terminals 141 and 151. The
terminals 141 and 151 may be personal computers or servers that include many or all of
the elements described above relative to the generic computing device 101. The network

connections depicted in FIG. 1A include a local area network (LAN) 125 and a wide area



3 [14] FIGS. 7A-7B illustrate an exanple nethod by which one or nore
domai ns may be eval uated according to one or nore aspects descri bed herein.
DETAI LED wa3cR/@e3d00N [ 15] In the foll owi ng description eCTa®RI10035314
illustrative enbodinents, reference is made to the acconpanyi ng draw ngs,
which forma part hereof, and in which is shown, by way of illustration,
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disclosure include, but are not limited to, personal computers, ‘server computers, hand-

held or laptop devices, multiprocessor systems, microprocessor-based systems, set top

boxes, programmable consumer electronics, network PCs, minicomputers, mainframe

computers, distributed computing environments that include any of the above systems or

devices, and the like.

[21] FIG. 1B illustrates another example operating environment in which various aspects of
the disclosure may be implemented. As illustrated, system 160 may include one or more
workstations 161. Workstations 161 may, in some examples, be connected by one or
more communications links 162 to computer network 163 that may be linked via
communications links 165 to server 164. In system 160, server 164 may be any suitable
server, processor, computer, or data processing device, or combination of the same.
Server 164 may be used to process the instructions received from, and the transactions

entered into by, one or more participants.

[22] According to one or more aspects, system 160 may be associated with a financial
institution, such as a bank. Various elements may be located within the financial

institution and/or may be located remotely from the financial institution. For instance,



4 network (WAN) 129, but may al so include other networks. Wen used in a
LAN net wor ki ng envi ronnment, the conputer 101 nay be connected to the LAN
125 t hr owyb 2012058081 K i nt erface or adapter 123. When usedTius2@ 188414
net wor ki ng environnent, the generic conputing device 101 may include a
nmodem 127 or other network interface for establishing commnications over
the WAN 129, such as the Internet 131. It will be appreciated that the

net wor k connections shown are illustrafive and other neans of establishing
a communi cations |ink between the conputers may be used. The exi stence of
any of vari ougnavet moknyarksgiians oldd| Bays be focatsd Pabin P braach extfiest of Ffipancigi TP,
HTTPS, and the J.i IS e P i I I m nal s
Ta1 or 151 oy ipdS poSRAZSHARHon by SR 6 SRR B r a0l

not ebooks, et ecpiesenttiverdi othervemployss,otiiérr  copeme nf sthe sfihcias inatitoadnt ey,
speaker, and anlennas(ABh SR a0k JRG ! RELASHAS of BORELAL QgL with
numer ous ot her gene al pur pose or speC|é1 pur pose con%u{lng sys¥en1

envi ronnment s anrconfkstgtitmatliod msy Uexlacgddes afisevichtidon@\) acaspuket’ oy St ens,
envi ronnent s, conf.i gurations that be suitable for . use with the
56! osure. ; et S RO RS ol st T serudihdy Huput ot £ Faleyl,
conput ers, handfielich Brcdnapiiap fidetiat @ansativnt iviar @QEHHRO hetSWEE BIBBor computer

m cropr ocessor - based systens, set top boxes, programrabl e consuner

el ectronics, H ]'OPCS, m ni conput ers, nmai nfrane conputers, distributed
conputing environnments that include any of the above systens or devices,
and the I2¥e. ChbapfteFhéwoikB163 land tcoap@s: astabiie i 70e xapee aigp suiablc N@mputer

envi ronnment in which rious _aspects.of the djsclosure e i enent ed.
ne 1 ety at el aUS eltineg E AT B RRe b et SRk IPAT bAdOR o

Wor kst ati ons a&lofBYAN)Na SARERsEXAWVDIES , didial aoRadet Bt @YSIONRHTK, D freme
comuni cations links 162 to conputer network 163 that may be |inked via
comuni cat i on&19i HRE 68 HPCRERYE TR, Mg nette tVIBE! PE@VEROIEYY Iy be
any suitable §eiNRLMbREXGESRAY of e FRRY eCom@ini@ba IO ¢65S1dNG5 GRYie@ny OF
conbi nati on of the sane. Server 164 may be used to process the i1nstructions
recei ved fronforamnieaians i seitblcohs camperedng Retyey okl e server

parti ci pants. 1§22]chAC QMGG QiaR RIS, WRAIQs ASIRELHEwirsy BIIENRL60 may be
associated with'a financial institution, such as a bank. Various el ements

may be located within the financial institution and/ or may be | ocated
renot el y FHomFIhe? fliupiatesi g expmele; meihadoby. WhiSh ong of gioEecommunications may be

monitored according to one or more aspects described herein. According to one or more

aspects, the methods described herein may be implemented by software executed on one
or more computers, such as computing device 101 of FIG. 1A, and/or by a computing
system, such as system 160 of FIG. 1B. In at least one arrangement, the methods
described herein may be performed by a server (e.g., server 164), which may function as
an electronic mail server (e.g., a MICROSOFT EXCHANGE server). Additionally or
alternatively, the methods described herein may be performed by and/or in combination

with one or more workstations (e.g., workstations 161).

[25] In step 205, a user may send a communication that includes non-public information over
a network. For example, a user of a computer system at a financial institution may send
an email that includes non-public information (e.g., customer names, account numbers,
social security numbers, personal information, etc.) over a network, such as the Internet.
The email may be encrypted, or it might not be encrypted. In at least one arrangement,
whether the email is encrypted or not encrypted, the communication channel in which the

email is sent may be monitored by another computer system and/or software executed on



5 one or nore workstations 161 may be | ocated within a branch office of a
financial institution. Such workstations nay be used, for exanple, by

cust oner werwi2mwssepr esent ati ves, ot her enpl oyees, and/ ecTassaionssss4 of t he
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In another example, the communication monitoring tool may be configured to identify
and/or flag any communication that includes a string of numbers in the form of
AAAAAAAAA-BBBBBBBBBB, as such a string may represent an account number that
is likely non-public information. In still another example, the communication monitoring
tool may be configured to identify and/or flag any communication that includes a string of

characters in the form of AAA B CCCCCCCC, as such a string may represent a customer

name that is likely non-public information.

[27] Instep 215, it may be determined whether the communication meets at least one outlier
condition. An outlier condition may be a law, regulation, and/or policy (e.g., a policy
implemented by an organization, such as a financial institution) that, if violated, may
represent a risk that a communication was sent to further a fraud and/or otherwise use
and/or disseminate non-public information in an unauthorized manner, and thus may
trigger additional review. For instance, an outlier condition may evaluate whether a
communication was sent from a particular user, at a particular time, to a particular

domain, with a particular subject line, and/or with a particular type and/or amount of



6 such a conputer system For instance, the comuni cation channel and/or
one or nore enmail servers (e.g., one or nore enmail servers associated with
t he fi narwDabi2aosgo3t uti on) may be nonitored by a comuniPCAtUSEOL1/0833i4 Or i ng
tool, such as VONTU, a software application made commercially avail abl e by
SYMANTEC CORPORATION. [26] In step 210, the conmmunication that includes the
non-public information may be identified. For exanple, the comrunication
moni toring tool and/or the one or nore’email servers associated with the
comuni cati on channel in which the email is sent nay be configured to
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particular domain, with a particular subject line, and/or with a particul ar
type and/ or afwlieit copditiong the communication may be submitted for review. For example, after

the system determines that the communication meets one or more of the outlier conditions
described below (e.g., by performing one or more of the steps of the example method
illustrated in FIG. 3), the communication may be submitted for review by an analyst.
During such review, the analyst may inspect the communication and/or make a
determination of whether the communication was sent for fraudulent reasons and/or
whether the transmission of the communication constituted unauthorized use of the non-

public information and/or computer system.

[30] FIG. 3 illustrates an example method by which one or more outlier conditions may be
evaluated according to one or more aspects described herein. In particular, one or more
steps of the example method illustrated in FIG. 3 may be implemented by an
organization, such as a financial institution, in determining whether a communication
meets one or more outlier conditions. Additionally or alternatively, like the example

method illustrated in FIG. 2, the example method illustrated in FIG. 3 may be performed



information. In response to determ ning that the conmmunication neets the at
| east one outlier condition, the comunication may be submitted for review
[ 28] For weanmmssoence the comrunication is identified iPOTASe@1D3B14S
cont ai ni ng non-public information (e.g., via the nonitoring tool), a system
i npl ementing one or nore aspects of the disclosure may determ ne whet her
the conmunication nmeets at |east one outlier condition, which may involve
perform ng one or nore steps of the exdnpl e met hod illustrated in FIG 3,
which is further described below In short, the one or nore outlier

condi tions aghy ﬁsd/ormi aohiun¢tion stnensi @anereef epycaywutne eraace descebrd Iheddier i bed
bel ow) may be ggnégqghmhxn&{tuatlons in which there is a high risk

that a comuni’ §n was sent to further a fraud and/or otherwise use

and/ or dlssenlnate non-public information in an unauthorized manner For

i nstance,BHy myitretfiSntt imay be detcigringdorlethes fle commpnicativg vais seit ooy eusahdrtor by
eval uating co s P i e rein,
an organizatlgﬂHﬂg&ﬁ &B£ ?%g%,b F%Yﬁg%f%’FP%ﬁﬂg &k(ﬁgngﬁﬁgﬁ%g ?h@ﬁtl fy

i nst ances \Aheri@cleamreempy dgt@fem@f the ger grhg apit 2l ¢mm1ha®tlalt teegypyedyatuatingethel
and/ or has se o il
address for fggﬁg-PﬁB#thQb%@ég&gﬁ%%QRmﬁ BQ&Hﬁgﬁbﬁ%§?¥z%R@fﬁ1&??gﬁ, n step
220, in respondikesto Qie’eelremystamgletehmhesttheuxeowhu sént étci comnmeebtdont the sgrfenh east

one outlier condlt cation ”F%ipnw ubnk%%gq fgﬁﬁé Vi ew, For

exanpl e, afteraY E%% %8 S%és %@ §ie or

nore of the ouiﬁbnmﬁorc@rgil Byl @aaﬁshdlgsfbf thlaadelbml OVistng. . user® ywhoeliahve priviggedne or

nore of the ste s of the nmet hod ,j | | ustr ted in FIG 3 t he
Lot cat on B Dok OB AR R ral B ke B one St el
review, the a@@hm@kmﬁﬁyﬁmmﬁﬂamﬁan6@connun|catlon and/ or make a

determ nation of whether the communi cati on was sent for fraudulent reasons
and/ or ransn155|on mmuni catio consti.t

et hor 190 I et DRCS BB 1 Elhe S A& e 3P SERBiNS e ssmt (a0
FIG 3 il ust frahesukn wak piplleedaidaadelly awWkeiChh®hs @ivileRd @casd)) thekystem

condi tions may be eval uated according.tqQ one or nore aspects described

herein. I'n palel 4etergme T thprany ﬁ@mbﬁw@ﬁénéygﬁbF%mﬁﬁ?h S PMUSt r at ed

in FIG 3 mayb&eudeMplsen®iih pavikyec@itcek gikbly 2dyi R a @k asilig thiaBRRE valy,
institution, in determ ning whether a conmuni cati on neets one or nore

outlier condi #orad/oradisicmingtranenypublic Arfprpatan ithas) 4 userjwhe dase ngk Aas) wokret hod

il'lustrated iprfile %a deedshie XRAMLATRE NQthriahil 4t iatieds | feidthihed3 iR YmbE
perfornmed 8 by an in conjunction with one or nore of the conputing

devi ces descr Pyyp@uNeAtien fyapgsat Bem agse MR alogynog bavsiprzidqzehaccpsif themmgy by 305,
it may be det gumiied WhetRelont RGiGATTUBEC Abd AR AS oRGBE cdddBhd WS QEmMM th

privileged access. For exanple, a systeminplenenting one or nore aspects
of the di scl ogugngemenys, daeeiinit e nphdetgmuredwihet the rrompivaiceiormmmagte ani wilicf e. g.

by eval uat i ng § 6 NGAARS srdp) t% gguta{éBQ d&%ﬁeﬁ% %‘&Hﬁrﬁﬁkg% &&tsda%to%'ﬁﬁg ne the

sender and/or an ori |nat| e system determ nes t user
who sent the C@mnwnmcammﬁﬂwCMhemqysféﬁwmamﬂdem@om1ne whet her the user has
and/or had privileged access to non-confidential information (e.g., by

sear chi nq%fgor it Ft@}la ‘é?@rthé Bt 4! ;H‘Ele% {cﬁndé‘f“&ashé‘e‘ﬁ?n& B LGREMg aGoess to

non-confidentia ormation and’ or pr|v eged access t0 one or nore
dat abases st orxamypla)de-sgeierh indg nicierhing the dimreeet wbieh the communication was sent (e.g.,

by evaluating the header information for the communication to determine the
communication’s timestamp). In at least one arrangement, if it is determined that the
communication was sent outside of normal business hours (e.g., before 9:00 a.m. or after
6:00 p.m.), it then may be determined that the communication meets an outlier condition.
Additionally or alternatively, the normal business hours of the particular sender of the
communication may be taken into account in evaluating the time at which the

communication was sent. For instance, if a sender of a communication typically works



[32] In at |east one arrangenent, if the systemdeterm nes that the

communi cation was sent froma user with privileged access (e.g., a user who
has priviwegenr/mssnass), the systemthen may determ ne t lratr/ushe1/035314

comuni cation neets an outlier condition. This nay be because a user with
privileged access |ikely may have a greater ability to access, view, use,
and/ or di ssem nate non-public information than a user who does not have
such privileged access. Additionally or%alternatively, if it is determ ned
that the comruni cati on was sent froma user who does not have privil eged
access, it thé&amfed me. @t ®rainnercndibient 4d 1:00 pyumighimpdhe dtpesinpgdto meset an
outlier condit] . r V. [ . r.m t hat
t he connunica??gﬁh%€§?§ﬁgﬁvﬁﬁ# |%fa§%%§|%ﬁaﬁ&?gﬁ%ﬁ%ébgfggﬁmﬁ§f§€?%£§nay be
det er mi ned t hattlitrrrendoenminiclatsi ore ameegesncamn the wydténe may deidhintineowmhait ponsietenf t he
ot her steps of the, ex e t hod, ..[ 33]. te 10 h i.ne whi.ch the
commun; cat: on "Wa bEIROThSrD bl Birttpen s B et ot f b ey Bl
det er m ne t hed¢temmencathe vkandeh's tjble tidg njvbi niecaibiion hiwscliaihtpofitory.job byivikged, uat i ng
t he header in orpahtpn fon.thedpoHpggication to determ ne the

conmuni cat i on” & SHESPORRion I DELSt one arrangement, if it is

determ ned that the communi cati on was sent outside of normal business hours
(e.qg., bd¥irelDstd 38, m fiotr uafitagre BscdBted. with) a sertdet hthe maynnhgicadinemay hed t hat
the comuni Catcé Onarer&eeitthsa aeré I(I)C{J tsl li'ngrrne Csp chjat%& o ae‘gcqiié it% %:elcgm%)nr nigation. Jn

al ternativel y CPREdEMHA BT SRETe ATOFE O AESGRFY O I SPMERRSHION 0" t he
conmuni cat i ononsyr ih@e hakppmems, @ sgaan imnpleinent@y @aheiat iowg abpeets of the datlowhe ch t he
comuni cati on was sent. gor i nstance,. i f ahsenq§r @j a connunicatLqB
typical l'y wor K€Y §OPPYM2IH0USEIAINC 35055 Yt sendpy il compipicaiion ity p. m
m ggt O(r)lot be @l@bﬁrbm?lgle@le h@_oﬂagd wah a @atipidne of melagihﬁqhmémigm_wpaa&nﬁfgl @5}@“ sent
at 3: p.m may be determ ned t et an . outlier condition. In at |east
one ar r angenefore {14p8 Ogghgf’é*}‘ﬁ‘ etg%qn@i“?ﬁaﬁg IhRLE 4o Which it et g?fﬁ‘iﬂ?f:&lbe}@ﬂ’si ness
hours for a paytimebba wendass BY taderyi R ORe fitheMAELRBAt BAKSLInd/& by
determ ne the sender’'s job title, job description, hierarchical position,
job privil egedPleBeting odgprmore ﬁmsﬁf-]ﬁﬁf thg Wlisclopyg. ¢ ofgraizptiqagsuch axp fingpeiyf ep

315, a first YSGIRIE @S BOMIAEEiRt#hcSERURIChAL PRy CUTMY AL TRY be
conpared with a second usenmanme associated with a recipient of the

communi cat i onattqnptegnte sspd est'er kasrapigeareniblic indorsyeretn Ihepsinlayae’s mgseré or
more aspects ghal ARrdll AF HORMI: S GORBRE ind bhliikriPRENAME associated with
a sender of the conmunication th a second username associated with a

reci pient of the conmmunication by perform ng one or nore steps of the
exanpl e r&ilhoén §ten 128t 4 daneadn asrocrated with a igpipigh of dhefcamppaicatinagedibsereltétdow. By
anal yzi ng UseﬂP%E§okaﬁ95ﬁam@Mm&§-?sgﬁ%ﬁih&khﬁﬁﬁm§8§96f9ﬁﬂaQﬁk&%@ﬁaﬁglor by

i npl enenting one or nore aspects o » di sclosure, an organization, such
as a financi alis¢lpgird may Potuatoggorban aisbeiated with ene¢ipignti af shaagnswgunigatiohbx h  an
enpl oyee of t ni i t 0; S .

non- publ i c inp%?ﬁ%?%&%é?%lﬁ 8Q%ﬁ%ﬁgyggaéﬁg§ﬂggﬁgrﬁ%ﬁ%@%’% ?ﬁgéQ@%P1s
fraudul ent pufiybsedsamdd belowt Har evahatutghodinzad inubs . wiy3BE., bh fisthepde3@bed a

domai n associ %élg\g Xﬁd&o@ ] if gféinr%ht?nnt n%for j[npo ¢ SS%E’JH‘%‘ Qf &gtdilsglrolsurrrgyanbo?ga%}/z Iiouat ed.
In one or nore ar angengnP’, a sfé em i npl ement I ng one or 'nore aspeé%s of
t he di scl osur sucimay a éualcisd ingtitatieho may e alsls acidaitdyg inaiabdes & wiich pi engloyat of he

comuni cation by perforn ng one qr. nore steps of the exanpl.e nmet hod

T st aed | AR R0 b0 RG] o TR FhE s By R REHR By TG Phg a
domai n in thi smpayee(sepegonal amail aktdidde for Gesduldnb@spdded ddor adiel/ dbuthytized use.

i npl enenting one or nore aspects of the disclosure, an organization, such

as a fin iak institution, .may be. gle to identify.instances,i ich an
ol oyeo ol ¢ B ganitzuBite i SR e e Cho iR r o oy
non- publ i ¢ | ntainiphd, | the dysteinheag ngrioyiae’ sh@kdrs onabjeemtind addiaed Swithrthe
fraudul ent purposes and/or other unauthorized use . .
communication is general, non-descriptive, and/or unusual for the type of information the
communication contains (e.g., by evaluating the header information for the

communication to determine, for instance, whether it has unusual and/or suspicious



[36] In step 325, a subject line associated with the conmmunication may be
eval uated. For exanple, the system may determ ne whet her a subject |ine
associ at esownt2dnossee communi cation i s general, non-descr iPprivse)ilasibior
unusual for the type of information the conmunication contains (e.g., by
eval uating the header information for the communication to determ ne, for

i nstance, whether it has unusual and/or suspicious 10 characteristics). In
at | east one arrangenent, if the systel deternines that the subject |ine
associ ated with the comuni cation has unusual and/or suspicious

char act eri st i elaractehistiosy s ehheashenr amgygadene oy stealeterrmaesdbanthersubisgtilion meet s
an outlier co , t Y. e

subj ect line ggg%%gg“%hﬁﬂé ﬁB&Uh§§%?2%FLmh%%%%ﬁ%?é%@ﬁ%ﬁgl%ﬁ%?%n dHﬂ?or
enpty, the sy&&@mﬂh@ymdﬁwﬁmmmnémmﬁamomhmnm@mmmnﬁwanDmhﬂmemhmxan outlier
condi tion. This may be because it may be unusual for a comuni cation that

I nc! Udes ?ﬂbinktgnde fotfl skef dEthn?ﬁes Stﬁ'ﬂt yﬂb}e@t gneb!ls@&‘fat&ln@{t &ﬁ&h}é

subj ect I| n anot her exanple, i he system determ nes t a squect

| i ne associ at eemiientian pebidnk cod/ar cnegyntherystemingy diemmlu@lélgt mﬁemmaum@mdvi or
non- specl fic % 3n g&h& cbnd1§(§ Uf'lf‘}ns ma eslge%lulsg Sde un sg\g]tf% E&ﬁﬁﬁﬁ&h&m nmay
determ ne tha e conmmuni catlron neets an ou

because it naﬂwbmdumm$umbMﬂmnn&umaMHMMbamﬂmwmmaﬂﬂa&anmbtmmmsmnmmtmubﬂnc

| nformation tgn & Sea% lwlfttﬁ Fm(?tSUbr}e ata b tln 1at a3?%19ti are
amount of non®publ &N Or et on Theride m%ﬁ@ e (ﬁlg tlonl%afu

eval uat ed. Fotomxanidtion tlhﬁuc&ystmmuany aﬁlE(brel’ mm@)emﬁet hesrdst hée. @ o timift, of

non- public |nforq$?lon E ded in the connu%jCﬁtlon exceeds a thr shold
In at |east on®"&rPanyge rr%tﬁ SHYEEP W 8T BT NP NGeommpBgRY RoLyt

appl i cati on nasiitoaMECna) beyba;wasellabiasa b Y EMAIT EGoﬁaaBGBAliltﬁM)mdlms be
used to decrypt, s and/ or search the contents of the comrunication.
Subsequent | y, NghRy F“ﬁ@ﬁ@“@@@@?&?i@%BW&@§@@%§”§WH/or text search operations
may be applied to the contents of the communication to identify non-public
i nformati[gg) (& gep, 33901@5: &hoﬁﬁ@ﬂﬁdntpﬁbrwllﬂﬂﬁﬂiﬁtlonaﬁxﬂlmétﬂn el 6hRmsnicAbE mhy 88 d/ or
count the annunﬁ ublic informati n |ncluﬂed in the cognunl ? i on.
Addi tional ly & ‘ﬁ‘Fefler r?éte Py thesem ey ‘ﬁ‘gmﬂ%&?f Gihey o Py 8 Eo‘hl?;}&?? 'be
applied to theafeaatientsh@btd tiheh€ QuRbRhaidnOBkck&si Aembdhb. Nam-PUblst Gne
information. For instance, if account nunbers comonly begin with a

particul ar sefTHRCHY sofiwaregtool (e gp MGNTU. g mwaf%@pb%ﬁﬂpv mfi%lporg@?m@#ly digits
nmay be sear cheghihiQf bj SYRMDENERNEORPORATIONEMEPHIHAL Gt scgpgﬁcvm%aréwst em
determ nes the amount of non-public information included in

comuni cat i onthecpteryyafithggomppunicaena riabicucngst e A7 Hek regwsy ﬁ’EPr%i“PW agd/or
threshol d. 17 e RACKALGEE RONRUBGIG bIOLIRALAT EXERSASIGAS, Iwesfol d

t he syst em nmay deter m ne t hat he conmmuni cati on neets an out condi ti on.
[39] In at | eagtpubkie Héqaman@reﬁmmsocmi sechstyenmbehracehiol whmyetbbandé@dounh

eval uating di theeal'i}goﬂﬁt J;fy&ﬁ%ubﬁ ﬁ%o%%guonslﬁaﬁ%fd% FEGRh G afon, 2RY4iRnatY TBS  Of

conmuni cat i ons exanp
alternatively, exact strmg matching operations may be applied to the contents of the

communication to identify non-public information. For instance, if account numbers
commonly begin with a particular set of digits (e.g., “ABCDE”), then the particular set of
digits may be searched for in the contents of the communication. Once the system
determines the amount of non-public information included in the communication, the
system may compare the determined amount with a threshold. If the amount of non-
public information exceeds the threshold, the system may determine that the

communication meets an outlier condition.

[39] Inatleast one arrangement, different thresholds may be used in evaluating different types,

sources, senders, recipients, and/or times of communications. For example, the threshold



11 agai nst which a communication is evaluated nmay vary based on one or nore
domai ns associated with one or nore recipients of the conmunication. In

ot her worwe,20e/d05803t conmruni cati on sent to a first reci pCeEntS20m3izes

eval uated against a first threshold, while a second comuni cation sent to a
second recipient may be eval uated against a second threshold different from
the first threshold. In this exanple, the first threshold may all ow nore
non-public information than the secondllt hreshol d because an organi zation
nonitoring the comuni cations, such as a financial institution, may expect
and/ or al | ow Aginst whish putsiningunicatiar weevilosicd mapearydnsedt @n ensddrgnors lameids wi t h
the first rechnhafby WARMAL P nRECARMGECIALE BmmERLLASIRDES: WbRE { kst

reci pient nay be a law firm engaged by the organization to perform
particul ar funohmonsitioaraht torrrst a@pientgeayi beailuatedhagginstechimsti thregobephdbi e f or
a conmuni cati Qn be sent. t law firm¢that include fiy
"notances o RonbefrESiiphRahf an b EHbE et Bk Bl b Bna
reci pi ent may thoeshald differalt ramttlye Safthnagiorl. Ve fdoexatnhiat thp fievihtabold exhniloal
support functions for the.qrgani zatio and S .t or gani zati on nmay deem
L Enaccept abler g R irtraay dhodis. “Rnd ARt S 3 VR ShieflatRY v endor
t o i ncl ude anyohitgingnkeSnehunitatierdudikch as 4 fihaicibinstitotion] 42} ekpecedndlogalkdw one

addi tional arrangenent. the threshol d agaipst. which conmmuni catjon i s

cval uat ed may TPH SPIEAb LSRR GO agk T NS A RO EG Bpl o, a
first comuni ¢abadRechpRMt. byr MsthideSthe FRAASEpIBRYMBLLEY AW EHrAknagRi Nsttha first
threshol d, while a second communi cation, sent b% a second sender pay be

eval uat ed agaPieRizaiion de dReoRh PREAYRTUgFEone r @9t DY Bih CEBIFHIL May (ieg@Kh| d. | n
this exanpl e, adcBgtabié &t a hhashiedtdn BYbealchOW MRriew R MbldchdbnfPtidTaté on
than the second threshold because an organi zati on nonitoring the

comuni cat i on#istasgse lof aen-pubfic Aefpigmagpn.i Qatthe efherdignd, g sceipleieeipighidn®t bat | ow
mor e non- publ iRt LRk ORNIS B pRONIEs R¥hRABLBPorB RALRMS for AP drRihiidiSt
sender than the second sender. In one or nore arrangenents, the threshold
associ at ed wi il thupthe pigeniradion gey desm Hrayaceeptadie for g anemurieageniscohtotthpethisénder ' s
job title, th ' i i : L Wit . Qrgani zati on

and/ or the se %@&BQ%%Fi??%ﬁgﬂﬁﬁgkgr H%@ﬁ%%hﬁ@ﬁg%%@%%gﬁﬁﬁgﬂinfornation. [41]
For instance, with regard to the previous exanple, the first sender may be
a fraud il#lesin gdeast onghasidiigssl aéfénﬁ:mﬁ@tnﬂ}?t}bﬂe$®rl?¢ﬁa@ﬁfrrﬁh@®ﬁ COMAUBIOPRIE ed
emai |l s as par i i ] i t Lzakion may
deemit accep%g%%ghpgﬁrgggg#%ﬁﬁﬁ?gé?gﬁ&%gpﬁg(ggﬁFL §&Ph2§¥3%%§&hﬁsgg?igator
t hat i ncl udescupmugcation sin by artd scrsier men bpenalvated iapfiost peiritdlreshpld, ahild ®ast
one ar r angemeql., 2., ASHAREE 0f 00 BURL! Endct Ay MOLTRLA L RY: £ §ighat O 2
custonmer nane, a custoner address, an account nunber, a socCial security
nunber, and/ othrahyld diffeemt omgheefirgti treghoblf Im dris gratnbliecthe fifsothnabold may @how he
other hand, the second sender mmy pe g technical support speciali.st. who
shoul d not be°Ht &PREET Hig "W TR dhy " Non*pdbric T Srhat o, “andSthts“t he

or gani zati on mayit@dagnhd dommadas@tsadikck af o financtab metitnti@a tnap Rxgetindhy alldve
techni cal support specj.ali.st to jnclude any, instances of .non-public

i nf or mat i on.  FROSTOMTROLRERREH o Rt yatdior SRID TR B8R0 Frls et ¢ hat

i _nclhudes SLX isdasﬁcagdvﬁg@. Qigl oﬁkﬁﬂr 1?Uﬂé|aiérﬁr_lgeﬂfeﬁ)tﬁ,_rﬁﬁé t@&holll Agsotigl@ wahta ﬁah[c@ﬁlﬂo' d

m ght not be exceeded and the fraud investigataqr's comrunication m. ght not
be consi der edS¥6° @Y P& {ICEIPINPL PAEH A W&ﬁ?g%é?téé@e’i e SHUCE s Opprelafel
support speci gbditffn wRHE $heabkcARSEYR A 0L MR denddF@tprévitik UgRsty odReddst aces of
non-public information, the relevant threshold my be exceeded and the

t echni cal suppdiic ifp@ratiani st' s conmuni cation may be considered to neet an
outlier condition. In this instance, the system may determ ne the sender's
job titlg4xje. Gor inB¥nee NithNeHGd A0 8O PretBLE etdiphd) ABE FirsANEHdRF nAYNRI a fraud

i nformation sources to determ ne each sender's job title based on their

emai | addr ess)nvestiggfor Who Bpalsei RpyuEHe BAMptiopay/2 qRanErsA $ierla Y Pyt okBfiBct t he
appropriate thsigshed dud@bneasl GREMHRI 6RLAILMAS M SEEmPad .8RpMBle (RrJa, the
system may select a nore sensitive threshold for a technical support

speci al i st t h&pMEufieasgy tq b ot mj} gtegfa}ld investigator that includes up to ten instances of

non-public information. In at least one arrangement, an instance of non-public



[42] In another instance, and also with regard to the sane exanpl e above,
the first sender nay be a group nmanager who nust send non-public

i nf or mat iwo 201220088961 ypt ed enails as part of their dailyprcolstanosizens
(e.g., following up directly with custoners), and thus the organi zati on may
deemit acceptable for a conmunication to be sent by the group manager t hat
includes up to ten instances of non-public information. On the other hand,
t he second sender may be a group associZate who shoul d not be sending
non-public information via email (e.g., because they should be handing of f
to the group HéeragBen wageefer te alisoimedinpesta euwmeeddrésy| dnoagceupt invsmbasqui r ed) ,
and thus the i i i : fof: & ﬁgﬂu I gatdon sent
by the group g%%%%%gt ‘@@mﬁﬁéfﬁﬁgﬁgngfﬂgggﬁgéigt " gﬁwﬁﬁg)lc |h$§¥%§tion.
Thus, if the gtheaupndathageondemdg mgy ene teghtied seppait|spechditt winc shedidsnos bx

i nstances of non-publi.c | nfor i.on he rel evant .t hreshol.d m _ght not be
exceoded and IRE g QuieR-u LN dinfel e ShB uieEaPAD B deslllhato
meet an out | i enaccapratlect foomconmheriedisn bdnt b éhegechuipal asgocti satodalisendschala any

encrypted email that .i ncludes two .i nstanc of non-public information, the
ol evant t b oUNEIE by HRI bRl n gt bub RSt ehE BFEa | on
may be consi demgitlthhoinglaéds snin@atckd €fnodgnbliid infmatich3the RelévahSthictislidimight t he
system may determ ne the sepnder's. hierarchical position within the

of gant zat 1 on P8 eyl o BB nor A AR SR LR PE FOTSIHER ©

i nformation saiECSoutiRr G8HdRIONT WRer&@Ghths @REEEA] SuppoR lspéctlibCGahdsR@SintrdySBd Wi t hi n
the organi zati on_based on their email address%, and the system subsequently
may det er mi ne“RAUIMBE NgtE IO RN GER PR PIFRARE] (§° fArVappshold may
conmuni cat i onp@gx Q&R hPaR (@RRE st spedidIRe S YsthBMicHRYN 5B 86 LorRideRE &0
sensitive threshold for a group associate than a group managgr). [43 n
anot her i nst af€e, angidicacausiitigne Hn g dstneco thenestemripayedeigiping thoeder st fir st

sender 1y beqg, (465 by STRUANESnINP IS RRBKEOURIY SRt inflHhiddl &uRTRILS that

i ncl uded non-publi€ informtion as par his or her dai | ob functi ons,

and thus the deteganicz gadhopendens dderile tbagedceptthdit empibraddresonmaihiteatsistimt o be

sent by the fj I e LN e t ypi i s of
non- public i n?%?ér%ltgé{%n%% Cﬁeﬁgﬁlg% h%lrd%ﬁa?%;gcttﬁjg g co %E%:t%rgg{ddnar@} g%gg
second enpl oyeenminocdtias andsserpeé vhave 61, thesystemmayrmalett atrhet s¢oniciveidieaghold

non- public intor I n i zat | may deemit unacceptabl e
for a conmuni Eogta?%hh?%’Slﬂ%ogééetgﬂﬁsj}&@ﬁgq%g@gﬁ%%gﬁgﬁoyee t hat includes any

i nstances of non-public infornation (e.g., because communications sent by
t he secoridRlenpl apther ingtpice il plsd ovith atgaidre lthechemp oxamyild dbové, tfedirstatidoninay | n at
| east one arr d 1 he 1 yni

net ances of oatnipreaith By ShFTISHR fol BBt MR ch tRirGRte BUITREE ok

enpl oyee by nofileordaily jeéntharonaiag.y follegingr v dicaesy cotimansiosats), ang teente by

each enpl oyee. Thus, if the first | pyee sends an encrypte mai | t hat
o udon! v erprenfteRipn thal B8pT (bR BF e GRRGTed SRR R Ry R blou

i nstances of nanagptithhi iacludek ap match Gidtanses Wi hbri-pubdin énfoiimativn ©h aredalied hand,
devi ations of ,t he amount of non-public infornmation the first enpl oyee
Cypi cal Ly sents ety ~cniss oy e Qi ey el g rop B e SR ge
mont hs, et c.) inférhRfiod tie chllq¥anbedatifeaiiobdun ightantial obfetoake eRde thaangdr t he

first enployee's conpuni cation mg not be considered to neet an outlier
condi tion. Hof@§er WhiFh dHect CHEeRE fgh?}v 3yee Feswitei 4K fgﬂ%ﬂwr%a&%%n P2¥ hat

i ncludes fivegédasttame®sptile RGN ihificatiod QnBY itRNgroaR dssbéiath ity erchuas taayices  of
non-public informatigon 1s not within one or two standard devi ati ons of the

amount of nonins@pges Of ingr-prklist poFMtive. sBReNY tespiosy awngepreds 12 cBepped (e. g. ,
based on a sapRhieaf inblges!sBSihstRAS &6 ndn@pblid MR e rQ8an) thrdRENNidEe

rel evant threshold may be exceeded and the second enpl oyee's comuni cation
may be consi déetel exgeadadandhicqtieun BrnageTIdeamIBHication pighs nphbg eersidered fie
system may dehREMaNGiifd? CordditRin® RherBid rlgﬁl@ o 'ﬁ%tcf%&cs%ﬁdsoafn HeRHRY Riraf that

i nformation for conmuni cations sent by each enpl oyee by nonitoring and/ or
anal yzi ng pr evichides twonmstantesaf nompubdie mforinptiera die relgvpnt threshold may be exceeded

and the group associate’s communication may be considered to meet an outlier condition.



enpl oyee, and the system subsequently nmay determ ne the appropriate
threshol d for each comruni cati on based on the determ ned typical nunber of
i nst anceswof2orasgabl i ¢ i nformation for conmuni cati ons gemtuskyl10ag3m4

enpl oyee. [44] In one or nore additional arrangenents, the one or nore
threshol ds agai nst which the anpunt of non-public information of one or
nore comruni cations is conpared may be nodified automatically and/ or

updat ed autonmatically by the system baled on previously collected and/ or
anal yzed data. Among other things, the system may automatically determ ne
and/ or set ambutis injtarice.stheypdresr mpy deferaniasythp iserdess hleliawﬂﬂwel Rasities wathisthpased
on such previ i

limt the nunggﬁll11 tﬁ{?gén%]ﬁ[ﬁ,% g%{?ﬁl 6sHe(Og /L%(ia%tg Sgéa%ﬁv “of i nét%oglr?éqeréeso
non-public i nﬂcﬁcmxﬂa ool sendhats hacrpelnital pesitan vu&lerthﬂaggammdn baxddipt themainky or
alternatively cy m_t m t nunb ;0 ni.cat.i.ons
Cand or - the niiBat” SRS Tt bat My J8F MRy Rl PRapbBhie
parti cul ar uséreshely feench @unnun@aﬁomrdmombdzdaabow (ves., pler systein nFa@rseleotanmre W th

regard to the ex. elnvo vin e fraud inv stlgator and the
echnical supiorTRepEaRAfEe st et a0t IS nah M Be b, “over a period of
tinme (e.g., two nonths), that the fraud i nvesti gator sends at least five
email s pe[43]m)m dnothiar ikrancacdnd diso fiithtrggardnts tleersems exdmphoatpud) Ithecfirbtrstiaiemaby on
(i.e., thirty _nore instance blic i rrrato rmtted by
the then-cur t 8t o SIERET o s RENIRHE o ROLES TPl el PEDeEE RIS 4o
on el ectroni cmf@maﬁ@isasqiaﬂroems|onhﬁnb1lyajobrﬂmroeoﬂamﬁhaﬁsetﬁe oﬁghlaiauaﬁ ey dednese
emails were determplﬁgl to neet.an ou I|erbcgh tlon and subsl uentl
revi ened, t heS@“EREPEONAIONTYRIBHOR & StH DB & T TP Fe aUPS H‘%’ SEfe aew ew
process. Acconghhgloy ,mstaheessombe@hmmn@uhmat i@athle Yothep Bhddy tRNéE@i suﬂiuéat e the
threshol d for thgfraud mveshﬁglih such that the fr ud i nv stl or may
send at | east ™oy P&2 seaRd anmeree ROANE NoLPERIOPTL gt Gt tfw‘tdef Ehices of
non- publ i ¢ i Nf@sdmtibN AnMhEOBY bor ﬁ‘i)iatf@)fl ey QR an @MRbdcspthiRt NP adeheicaRRd th 0 neet
an outlier condition. Additiona Iy or alternatjvely, the system may

confi gure t hebt AeSHEhserend gpRloyer Ahad RGeS pivgwptaRces gf Aon-prvic jigforgon  aud

i nvestigator g@d&cd{i@é @orﬁrﬁﬁﬁbaﬁbﬂé%eﬁ@'tﬁe%ewnhfé EQ&[’yé‘e {/pdlyfdofdoyinbingd @ces of
non-public in mation in a nonth, and/or if t fraud i nvestigator sends
an ermmi | wit hpvRbiednformationleviarst Jeastipse aferssment, forysimb ey detemspadieitatical n a
nmonth (e.g. t e )

comuni cat i onﬁﬁ}ngt;/e?b%n tagcre?n %e@%%mﬁggﬁ%gﬁkggt ﬂ?‘égf h%?)uﬁl ?t?dlngnsenfgg] “Flc 4

i |lustrates anmplrpgepbe metitene pdwhiaodyzre porviows re@misecaEme ssentapy beach

anal yzed accor, t e. C descr el n.. nor e
arrangenents, @F@ge % ﬁgﬁﬂ q%exggnégm&nzﬁ% Stegdsi ?ﬁl %%b&geg e |1nthﬁllélﬂ%?q§%ng§
exanpl e net hoa:hsiahdesusf n@tmﬁbhc mfdFn@iond amrhrji nb@qpmsmlmeneﬁlobypuhhmmﬁ}rmhtﬁon is

gggjr ;?Ff’lgjogl \Cl)mﬁvttﬂm one ﬁ)r orrq?nrgl'él}?i deﬁla%3 (f uet a{ng] n{j 0e 41|6)%eps gfj m 0r I Qt:ijogletlﬁ% gl

be conpared V\,blﬁlbloﬁees@p‘lcﬁﬂlﬁ' seﬁ@r(legrm)aselfhﬁ d san@ﬂe uiSﬁe rImanm;/labtem@smmhsat ed

wth o recipi &he BeF R Kbiimireaofomen RoRE Brlil aE ot s e g * °

syst em i npl emesthiniigcAoR nght Ot Be aSREES t@fneétmﬁ SHtIRE OslitiR. rm@w@errﬂathe t he
first usernane with the secoimd usern% by performtng one or Fﬂé?iieps of
the exanpl e meRCARHCTPIYRSt BEetP FIFEISE crail’ (i BV Gy IPHEICCHRSRITIBEAS bel ow.

By conparing uyS&HAANESnd if H His@ks 0€ nBn-putds ihfeFhdiRh i asCHithEdnb ek o)
and/or by inplenenting one aor nore aspects of the disclosure, an

or gani zat i on, StaRfRpl deviaiions wh ks amopifseli pRIPUSHC IRfRYMAON ABF $e0Bd FEINYSE ne t he
probabi lity t%ﬁcaﬂ)h&nﬁé %, bb!s%@%ﬂ@@ﬁn@@@f thB 815 BRGANdast RS MBHES, BkS, RAH Ae
associated wi th a 'si ngL e ent

relevant threshold may be exceeded and the second employee’s communication may be

considered to meet an outlier condition. In this instance, the system may determine the

typical number of instances of non-public information for communications sent by each

employee by monitoring and/or analyzing previous communications sent by each



[47] In step 410, the probability that the first usernane and the second
usernane are both associated with a single entity may be determ ned based
on t he cownpanirmgssobor exanpl e, a nunerical val ue representriusgoiilogs3i4
probability may be obtained by perform ng one or nore steps of the exanple
method illustrated in FIG 5. [48] In step 415, it may be determ ned

whet her the probability exceeds a threshold. For exanple, the system may
conpare the probability determined in Ktep 410 with a threshold
probability, and the system nmay determ ne whether the probability exceeds
t he t hr eshol demflhgcet #ndgbheys@mrsalscaeenily eve teterminmetic trprepriateiiredalddpyeah zat i on
operating the . h r : . . i T

aut omat i cal | yC%ﬁllﬁlé%lgn g)gssetgd&lotrt]ﬂ%p%g%?%%g Wﬁﬁ:‘f@g%ﬁ%? %@Fagg(%t &gréotn u|blr%C step
430, which i sinffaneher fodesaonitadoetmly ciah catpldyeast one arrangenent, the
threshold may be predetermned to be sixty percent. [49] In step 420, in

response rﬁuﬂ def SLMNhNg HiAbnad Qﬁa@%&&ﬁ@idéé B%e &)%&%Q%&h'aﬁlsta Ligshaid mb t may
be deter ed that the first usermane and the second username are both
associ at ed w amourtef gpmipbdic erdointagion Foeneax ampt egminfini¢dtiens ik cempabdmpg bgi xt y

{ dif o : . _ ) .
Phen ity bEdRE oRORARAN Lidln Bafi®t SISHREM, 8, 8F SAThXed SRR REIF DO
are bot h assocolktted anid/vh atdiyeredidagl eAsnbg tother thigs] BR] sybtamsmep adt@matidaly

response to det.ernini that the.probability does.nqt exceed the threshold,
ey e det Srsch ERsoS AR DB R e O HR R B RS CPnt b
not associ at esuchptdvicukle cslicogll enddntanilyzeddat. Axanplue lindif miyhiénit the ashbdrdf i S

S oreanr S ¢ pon comminitaigh” Tllof AR ambet o0 PHEVET re S H R A T SR ond

urs] er nﬁrr:sdar e [asgﬁc@z&a@@i rﬁ:_lyeﬁlnifl\./i IAhdftibl%u,s;?a%lt@nﬁimél&,tayfreduféﬂdy lllrﬁlit &tagalminﬂtage t he

t hresho my e automati cal | Yy no | e sed, .on prev] ous .an yze

i nci dent dat aMURR of fYRpPRIcations iaﬁg/Pa@ﬁtng PretARIGSetf OARPRIC RELBIMMhg to a

schedul e, t heﬂﬁyﬁaa@muﬁ@m@tﬁ{am&w &bl ¥ phpeiaiaindsbiied. Pardkinplt et dgeghol d

based on previously analyzed incident data to inprove system performnce

and/ or the ef {9%¢ eheplcbotniavdynsthsifead ingertiaos aad thsrtechaisal support specialist,

the system may determine, over a period of time (e.g., two months), that the fraud
investigator sends at least five emails per month which include fifty instances of non-
public information (i.e., thirty more instances of non-public information than permitted by
the then-current threshold). In addition, the system may determine, based on electronic
records stored in one or more databases, that after these emails were determined to meet
an outlier condition and subsequently reviewed, these emails were determined to be
legitimate during the review process. Accordingly, the system may automatically modify
and/or update the threshold for the fraud investigator, such that the fraud investigator may
send at least five emails per month which include up to fifty instances of non-public
information without any of these emails being determined to meet an outlier condition.
Additionally or alternatively, the system may configure the threshold for the fraud
investigator such that if the fraud investigator sends more than five emails with more than
fifty instances of non-public information in a month, and/or if the fraud investigator sends
an email with more than seventy instances of non-public information in a month (e.g., one
standard deviation above the new threshold), such a communication may be determined

to meet an outlier condition.

[45] FIG. 4 illustrates an example method by which one or more usernames may be analyzed

according to one or more aspects described herein. In one or more arrangements, like the



[52] In at |east one arrangenent, for instance, on a nonthly basis, the
system may eval uate the nunber of communications determ ned to neet at

| east onewoubizmssosondi ti on based on one or nore usenmampCrAtSedilOgS3Esiteria
and referred to the review process that ultimately were determ ned to be

| egitimate during the review process. If this nunber is determned to be
too large (e.g., if nore than ten percent of the enmails referred to the
revi ew process based on the one or nor® usemanme-matching criteria were

ultimately determned to be legitimate), then the system may automatically

i ncrease t he ermwkhoplod Blugiratedinditis?. ) eye)s]@énpbelmthcndolllsstlsategl-m e popcbat ),
such that a g BBﬂP requ et an
outlier condl i&%l%gc}l%; i éotn élh(?:ogn‘f%rgln(%ngg)?fng%rotfgh &H{ﬁm@eﬁ? ig@?de%&bg@rew ew
process. On th@‘emtOh@atlﬂgaiﬂmhpormCDmbmamumber is determned to be too snall
(e.g., if less than one percent of the emails referred to the review
process ed; hBs5 0N PN HSen ihng L Laper epuktdy mately
det erm ngﬁat 0 rggtq? eg?t?nﬁst e Mr%en fr?gacgglgg%%%nay gﬁoo(%glﬁ cg)(éey ]éﬁcrsease

t he t hreshol dufesmage, ma‘yrt@ntssgmxtteywpbra@endter ¢fr doinimupichiiane apthe eagdnd ussmerhe t hat a
| esser probabil| I 0 F%$ e
condition and 8&%%(%%5 i gcg\g(t)ﬁn*ﬁugﬁ 0?81%’ to e&?tgne??e Otreh g(%/hltléél:tlxsl’g
process. O cwtesre,implmnems celxaurmnere a,spectshef tHer@sxﬂmhxd gy abnnpadyhfaﬁrst
fifty-five per Ce?nrglt anql € s C i esegr?a{nge %ys I ormm oedu%engorf utr ts exam |

t hreshol d may HESwe &1 801nl futS per ekt F YA ?ﬁlﬁ%s%oﬁhﬁ p?’ready

at sixty-fi Venﬁ&ll’odﬁhl"strzaéﬁjintﬂf(é 3, Imhﬁﬁhﬂfudhd:rsieio@lbﬁebdlmI’B&iS@ﬁbahﬂg tld%ﬁfamei he

t hreshol d may. b i ncreased. to sev SO _on. FIG 5
1 st rar s xif BRSEE Bt B RO e e Seu b Sy B e mpar ed
according to off@e &Eclﬁ@f@a@&@ﬁﬁiaﬁoﬁ@ﬁ@rals bedadeen Bistl'lutldri;lm_@{flﬁe &le ml’e%rmme

arrangenents, lik nmethod illuystrated i G .2

exanpl e net ho&lelpr%@ IPYé’Paé&le fﬁstrﬂﬁf@an&e WH Oaﬁﬂlﬁ%?w&r%go g?ﬁa%%tecl yiha

conj uncti on whfleemgy.or more of the corrputl ng devi ces described herein
operating alone or in conbl nation. [54] In step 505, it nmay be determ ned

whet her t rst e d the second usernane are an exact tc For
exanpl e, ‘gﬁsy_ SRR f&a P‘ﬁﬂrﬂl&yéli“?éﬂt?r nbpsemaus o dhepecoausginapp 6§rgual?oé may
compare the fudssdiatttbRItINARNBeIaRAI) ARy € aanehitISaRd TR tSIoRGaDRE FIF eI,
character matching functions and/or stri nqématchl functions. If the

syst em det er nf EECEGRA alpg, EepFospriing (e piobahll Tty Mepyt ige0 Y RREOFRAE@IS 08 an
exact match, the Spshem Bhpieh&hdl ingrhR@tn tikes probability that the first
username and the second user name are both associated with a si ngl e entity

is one-hundred percent. In this exanple, the system may det this
probabi | il#8) t & BeEP G- ihariredleframmedh tvhei Era%é’r?t}#”i‘typ%’%%taa ; F&pr esent

t he percent agexa@fpl€ hRkaGde by bolBlHOIBE ploBatilte dSEEaRd lya@%mm&uﬁ m;esﬁdl@o are
included in the first usernane, and/or vice versa. e other hand, if

the system deP®bhikissand fhsrsystn maydsierise Phgthe herobeRdinseeesda thedbieshale ar e
not an exact 'Tﬁé ﬁll?esh(glﬁ' Enalyee %Qief@ﬁﬂm&?(étg rﬂﬂfeant &%eﬁﬁﬁorﬁé&rmﬁ‘g et §y§’t@1ﬁj oy Or

alternatively, he system determ nes that t first username and

second user nathe ﬂafﬁsélohldtlaym sehediet boret aupmatippdly yadifeodhbaged lon ptfétoéﬁ*lwlii?é’zf?% at t he
probabi ity ¢ hfchulih &b AU SHRATE rdth dAGiEEA0E P ENORMG A an R
associated with a single ty I's zero percent. course, t system
det er mi nes t hils tiyeshblmdyibepradetetmaneidp be priypement. t he syst em subsequently may
update and/ or replace this probability determ nation in perform ng one or
nor e of o] XaR Ll as
further c!?s?cr ?‘Eﬁ% f)jgf %\%veﬁF%StSehg Idﬁ st elﬁggl%%% g)ght%‘dilt??&gisg?%g&ngﬁﬁ@jt Bgy par sed
on a delimtebe ﬂ@erpnmduh,@ thae atrusertage pidhige sq@ond eseempkeare bdtleassgaatehvity use
a regul ar exp r ragt.

Functi on to purenefuRe 18 COMEH ue k83 HdloeblR A EL: TRAEDS o an
under score. té¢temigd|tp bt tighty-thaaperpinghbenbiemayg el deterntied theartlss fingt usmnhrude a
dash, a Comm‘ Eeée%gndausgmg&lpgr otﬁagsac(:;lgtgéwnfl&[esm feen one arrangement, by
parsi ng the f|rs usernafme on FR der hegs S mmay produce a
parsed string. The parsed string may include a series of characters that
represents all characters in the usernane up to the delimter. For

i nstance, if the usernane "AAAA BBBBBBB' were parsed (e.g., the usernane of
an emai |l address of "AAAA BBBBBBB@CCCC.cont') on a delimter of ".," the
parsed string produced may include "AAAA " which represents the characters
in the usernane up to the delimter.



18 [56] In step 515, it may be determ ned whether the parsed string is a
substring of the second usemane. For exanple, the system may conpare the
par sed stwongi2anssoBhe second usermanme usi hg one or nore ehansetian3ssat chi ng
functions and/or string matching functions to make a probability
determnation simlar to the one described above in step 505. In
particular, the system may determ ne the percentage of characters included
in the second usernane that are also iHcluded in the parsed string, and
this percentage nay represent the probability that the first usernane and

t he secor®lusé&nieret2arie rm@meas@mman@dhwthemrababilmgd@s aoitoikeapd theghreshakk ance,
if the parsed d
username. | 5 » ARk BBBEAUE B hE R} BRradd ahd ing B yechlithe b b1 G SEHEA
"AAAA.BBBBBB@WMﬂmqmmﬂqubh§nr@h&mby@ﬂenmﬂ@ywdeu@wmmmsnﬂmérbh@b&bmﬂuyy to
D oY e Bbaiod Qb B VY RO RS M B B RS Eme! (e
par sed strlngamsmamtmuhmhudadmaso@msmh&ﬂmmhgwﬂmg&mmsecond usernanme (e.qg.

if the second usemane does not include the sequence of characters "AAAA"),

t hen the th ly, if
t he systé de? ﬂ?I%EBP hﬁ&ﬁﬁf8ﬁ§%§gﬁé§%F?§ggP%h%g S%%c?hﬁgghﬁéggﬁ%%%string
i n the secondingslemahe, themm@btanmmm@wmmdeMBMﬂimﬂkﬂhamnmngopmdhabhlmey t hat
the first usepmane and the ne single
entity is per o pe dln BB triRETRTY, gty ulERRG R b Vg
probability t@naﬂ;&edéﬁcﬁneneﬂﬁ:tenb 1m'ph)®e ssyﬁérﬁrpe%ﬁmqmembmhmﬁdm@tcﬁ“ taad/ or
replace this probability determ nation in performng one or nmore of the

ot her steps oglpﬁgngwﬁ VEVWRPHSd il lustrated in FIG 5. [57] In step 520,
it may be determ ned whether a left substring of the first usemane is

i ncl uded [52] t heat$eastand amaagamem foFmstame,acrmi aonthlfy bhdie theisygém vae evdume: ths

"ABCDEFG " and if the second ne js "ABCDEFZ, " the syste y
successi vel y S ESRE GRS B ET e LG arh P hgot BF SURHETTGL o8t ¢ he
first usemane oﬁgﬁtd‘lﬁskrnhﬁle-nia&ﬂﬁnngrﬂkﬁlaCHndtrBErr&EfOOﬂhd rélSEY PRGES it d@tin@idly ne t he

|l ength (e.g., the nunbe f characters) of the |ong | ef t su strjng of
the first useWﬁ%‘(‘rP@teffH‘&?J ﬁog’ é?gétﬂm}“hé gl YOy ﬁ&’cgsécﬁﬁtth‘ S QB e Remined

Subsequent | 'y, td k€08 JesdeQ 8k MY Viafl @ent fRRcht@T @ en@iils tdlirfed @ P eShiew Bibtess
substring by the length of the shorter of the first usemane and the second

user name to caalseqh P%uﬂ@ Qe 98 MOEH P MeARChiNg Ll vah phigetehadetsByicd &A% t he
probability tth%&m{ak@ hid & ¢ sﬂwg ANfndiBASEGORE (MSHFRARI A€, BOhixty

associ ated wi a single en instance, if the first usemane 1s
" ABCDEFGH, " aRercqnt t?hélx'%’éb’énﬁlerﬁ?él@rrﬁﬁ‘ﬁl ithot " p o XyEbabilith el teRerlofigest | ef t

19 substring L&nmMRGHER «© mddah gw[lﬂhér c%hzﬁu&lﬂ HAGUE! e LM nni bR ?c%éeﬂéi‘e!rr)é‘zl In

this exanple, the system may calculate a percentage by dividing six (e.qg.
the | ength of tathe ré¢veavgeroeess.eOn thaipberrliandy ibthist bkl isgletegmiaeditonte topamall s al so

included int Ele %?ﬁ:g)sn[ga L%l%ﬁ)%%&ﬁ%f ﬁ%X hlgsr}gfel(rgd ‘the IIC{'}QW h%gsts lBas%Ii oh Iﬁl% oﬁg'or ter
of the first us rnane an e secon user nane e system ma
det er mi ne th|srmemcﬂﬂn@gﬁmudnmemﬁmﬂﬁmm¢ub&w@hﬂywﬁnmeiméﬁéemnmuﬁhmsymen this

exanpl e, the %?e e n%toglgnc%ﬁmdecer L0t hRsh Al get%gfrérlnt Sty perEeﬂ(’[e A b t}’]?v“"f y is

user nane and SEC usernane bel ng assSocCl Sing
seventy-five pata@@ntuch that a lesser probability is required for a communication to meet an outlier

condition and/or for the communication to be referred to the review process. Of course,
in this example, if the threshold is already at fifty-five percent and the threshold is to be
reduced further, the threshold may be lowered to fifty percent, and if the threshold is
already at sixty-five percent and the threshold is to be increased further, the threshold may

be increased to seventy percent, and so on.

[53] FIG. § illustrates an example method by which one or more usernames may be compared

according to one or more aspects described herein. In one or more arrangements, like the



[58] In at | east one arrangenent, if the systemdeterm nes that there is no
| eft substring of the first usernane that is included in the left side of

t he secomslousermasm and that also is at | east two charaecens20m/os3ngt h,
then the nmethod may continue to step 525. Additionally or alternatively, if
the systemdetermnes that there is no left substring of the first usernane
that is included in the left side of the second usernane and that also is
at least two characters in length, thel’system mi ght determine that the
probability that the first usernane and the second usernanme are both

associ at ed wi exmpleinggpdilbpiratadyiniFGzartee pramplenmetheikillpsirateddp FEOS5S may be he
system det erm i 1 N t rce . .
subsequent | ynhga}géﬂl;&)%gf%&éoggf or' ﬁdrn %t;)[) navglte}p ei%gh‘(éf"g é%i %&?&ﬁ%gqegéré?ﬁt %gﬁtr}bg% in
per f or m ng onéeren opwriEgadont keingpmbmawineps of the exanpl e nethod illustrated
in FIG 5. [59] In step 525, it may be determ ned whether a right substring
of the figgt S 1 L 1 Ng

ot ep 525 e S B e P e B
with respect #wexacemad), Fexcwpiple Rasystehie impianatmgraye s encae rigghts gubst ri ng

rather than a S i ARl gl f n i

" ABCDEFGH, " aﬁ%‘q{)#’r 'ﬁ%ﬁ ik o B B |esa“‘12@°(§5gﬁ‘&#!sé‘%%lﬂ§ﬁ§1§ﬁs en‘%rrr“go;?e

successively ¢ ar enaghmgduncrionrsenilfoc steas inaghiyg 18| e Sy dtargéenf t he
ively clomg ehagdunch ilfoc stemg maghiyg fiomgonsi dghthe syslest datampmenf t h

first usernamg, agaldst Lhenll gl Skdshaths, second usernam, (o deter m ne

the length (e.g., t'he REBEr 0t "EnsFa tg?ﬂ of tahexflonge ’ I’Iaﬁ% su%%tring

of the first dsent@natthaprobsbilit) sleut thacfirt are tulleths ewondludeaama areboth

f the fi haprobabilét tHedirstdrelni et il

Subsequently, the system di.vi.de the length o his | ongest right

SBeE T st R TSR e S P et POy T i S RASEe S TR second
use[) ng_rr:e_ to Cﬁétauinﬁa ﬁ}i@pﬁfbﬁlﬁﬁ@t @0Be oﬁélguﬁd?dsp@&fnﬁgﬁéﬁgﬁ t}ﬁa)pelrcemg,esmﬁy t he
pronani |tyt at the I rst usernane an t he secon user nane aye ot
associ at ed” wi FRISSCNSthiy PACug? 1of .Cﬁ%‘%ter? Aeugdd do ther seeppd psepname d@aéra%arféei s

" ABCDEFCGH, " affdnidéd i gheSRSORErmEHE! HANR vice vekiCOBR @R othbhBdhd! Fethé QRa@st
right substring is "CDEFGH," which is six characters long. In this exanple,
the | ongest sOBSTHINEN P f‘_tfét usepprcrrd Be segakusrareidgnd o sk achBachghe si de
of 20 each SHiHd@nAPdomRYE RdpoMB! dAaitibaily Of biternaGRERF GHhe biitdihGerdrRNRESt
string of characters matched in both strings. Subsequently, in this

exanpl e, the #ypsthefiyshaspreaiend e sccanpeseeme Alaobgn Gadtingitelgths systquamight  t he

length of the ét&ﬂgff‘éﬁmrtw@tobéaﬂhg&%k 1.l Jsgmanflé bRt hl SROAR IR reafiRtard ! SO
included in the second usernane) by eight (e.g., the l'ength of the shorter
of the first esenehwithndinglengeceacowpseemarm)couands thheystys tieenmieey this _
exampl e, the DyBFUEE G B0Geb Beftene.mf Ry SIKERHIL EF oBRCANor MGl 7 101 S
user name and probalslgtg clagrmisgionampeienmy assoohat ef that dtler ateps nfythe cemipley i s
seventy-five pepc ..|6 t st._one arrangenent, if the system

det er ni nes thg}e{htoggiugr%t%&lﬁgi(?isg?lstgu@ﬁ%dgstcrrlleﬁlgefoo?’v'the first usernane that is
included in the right side of the second usernane and that also is at | east
two char d8iler & itep §éngeHirsttusenamdmanbt pastdraye dbimittneeredics & pprs&REing.

rignt subst i RGP 4 Falet, okt ahnd SREbCTARE DR ol MPERE, GO o

t he second uselian@ne mateting Hatctial ©@aiss thatfirdt @sstantovwm acleimitet aich a3 apdredgt h, t he

system m ght det erm ne that e .probabi | i that. the first usern and the
Shoond user naf RS, rODusFubhORR pienhbs kgl B praE eSO FE, Eon

As in step 50bomind, dnld@r aypbtet clekrRicil Nest tdaitSonpraghakieht Yy tparsthg the fiest
percent, the system subsequently nmay update and/or replace_ this probability
det er mi nati on eﬁlaﬁ’@r@oﬁﬁﬁ?ﬁmﬁ?ﬁﬁ?ﬁy%ﬂ} A Prodies pParesd ngn@pihﬁfpafsﬁ‘gﬁé‘ﬁ%npl e
met hod i || ust kg @@nidd akédes oBchakik)s thhtGepréichth b sharRtc@sinalt @XAMRAE 8p toadt e
including sampl e results of usernanme anal ysis according to one or nore
aspects descr PHBYtchefer instapes 1bHSPEaMe SASSEBPRBBERI evesp0as§dn(egn Bkanpl e
si tuation wheg@matdelottan kgl @REPANYAKRA BSEBBISE @RI dontPon a delimiter of
"first.|l ast @ersonal.com" a systeminplenenting one or nore aspects of the
di scl osure may- db¢ earradEngparduegenysivelndmed AAA L reidigrpratents dhocharagtye in
characters totﬁeh‘t@erheﬁﬁetupqgtﬂe}agliﬁ'lﬂélr. synbol, which here are "first.last") is a
one- hundred percent match to the username of the recipient (i.e.,
"first.last") by perform ng one or nore steps of the exanple nethod
illustrated in FIG 5. Thus, in this exanple situation, the systemfurther
may determne that the probability that the first usernanme and the second
usernane are both associated with a single entity is one-hundred percent.
Additionally or alternatively, the system m ght determne that the email
comuni cation in this exanple neets an outlier condition, as the threshold




21 [62] As also seen in table 600, in another exanple situation in which
"fl ast @onpany. conl’ sends an email to "first.|ast@ersonal.com" the system
may det erworeizdosto3t he usenane of the sender (i.e., "fl @&sw/US2013/033314

ei ghty-three percent match to the username of the recipient (i.e.,
"first.last") by perform ng one or nore steps of the exanple nethod
illustrated in FIG 5. Thus, in this exanple situation, the systemfurther
may deternmine that the probability that® the first usemanme and the second
usernanme are both associated with a single entity is eighty-three percent.
Addi ti ondPly &y stent 316 Handywksl dptermined wheshasthanpagiet! sdieg ér wrbubstring af the lsecoadrai |
communi cati on | I SpEex e | i t1Qns t shol d
descri bed aboggﬂﬁ%%'bg§§%§9éﬁbg%é%%ﬁgqrgg%&ﬁgﬁ?g%ﬁ%%%h§ggﬁ%%ﬁ1?§8%§5§00, in
yet anot her exsnphe siitgiand on mere winebtet' natching. fuastidn@rodjoanyingomitckiends an

email to "first2.lastl@ersonal...C .1 ) determ,ne th he
o ham of 1 Rneadtfad EREL BOBRS MbrmipdlEn HSEED A8 FEERT QBB PO
to the usemanmd0ofnpheiculec ihpisesndim fiay deternlidd the p&cchagt &f Jhataytep dndieiedrimdie one or

nore steps of the, exanple thod i.llustrated in FIG 5.0 Thus, in this
exanpl e si t uatioK! “%GH?HB‘FJP%E%‘? aﬁ%ylchlgfir“l’w#lﬁéjafsﬁgtsgr]flﬁ’ea“&rt BaBierEs” t8at ¢ he
first usemanmersprdert ke pebdaitiybeNBEirar eschainh a8 She isedoad warhdina aki bigh e
entity is fifty-fiv ercent. Additionally qr alternatively, . the stem

mi ght det er mi ARoTHEH {Hha SERkien N oL R 5 eiARe R B Rl e ot neet
an outlier conflAhiAgNandas thehRcdnargehahdisdesCAA BBBBERIOVE. gMahe BememX by an
percent. [64] FIGS, 7A-7B illustrate an_exanpl e nmethod by which gne or nore

domai ns may b&MeHadist e A LORRFRPR@PHND - e ohe the pustant man deteinpbstifier e n.

I'n one or nor groBAKiRY ASHERS perlcbit Cas s8I A MRl 0bhstitulc Uy pdr&Ght bnEl G 2,
t he exanple nethod illustrated in FIGS. 7A-7B may be perforned by and/or in

conj uncti on wHiAg oRAASBRRBBRBof Opflke etberphand. ifthe svate deteradics ithwé éhersrsed n

operating al OE'tﬁn% s doPinc QALY dg%tsh%%ng[iﬁﬁle sleébnﬁ'ru@eli?namgl%i, bt tHBYecHRI 19%%1&“ ned

whet her the recipient domaln has been previously ranked. In at |east one

arrangenent , tége npeiorlpdethe seomee of phajacisess 1AreA Adbtha thaintethed ey ceniedievp t h a
reci pi ent of i : el (Welg L t :

i npl enenti ng gtﬁlgg%(}r' ‘%Hrnzgngfsf}gect shlg@e!tbﬁgf tgig?g%g%?éé%ﬁl%%trhg%%gp %%e?es?mlgfls a
reci pi ent of aotousiwdediag asutringgn thiciseend lussnagpeths opadm coght Uettmang Bel the ent
domai n may be " nper | ..com " | n ar e , yst.em may
det or i no. whoP R R S5 e el i e RGBT R sl e BT
queryi ng a datiapasstity saterspaccas Aoimestap J06 Sk theapkem gstefdnesphie probsislity to anked

dormi ns. A do Bglzgro rrpa ceﬂt‘f,jl rﬁlfee gys%% su%lse%uent

lryI r%léy update and/or replace this probability
determination in performing one or more of the other steps of the example method

illustrated in FIG. 5.

[57] In step 520, it may be determined whether a left substring of the first username is
included in the second username. For example, if the first username is “ABCDEFG,” and
if the second username is “ABCDEFZ,” the system may successively compare one or
more increasingly long left substrings of the first username against the left side of the
second username to determine the length (e.g., the number of characters) of the longest
left substring of the first username that is also included in the second username.
Subsequently, the system may divide the length of this longest left substring by the length
of the shorter of the first username and the second username to calculate a percentage,
and this percentage may represent the probability that the first username and the second
username are both associated with a single entity. For instance, if the first username is

“ABCDEFGH,” and if the second username is “ABCDEFXYZ,” then the longest left



22 "noderate" risk, and/or "low' risk based on automated and/or nanual

anal ysis. For instance, a donmain may be ranked automatically by the system
via a proweasiimsseli ch t he system cross-references the a#omaispoiagaismst a
trusted vendor |ist, one or nore other security assessnents, and/or other
previously stored data. Additionally or alternatively, a domain nmay be
ranked manual ly by a risk analyst using simlar and/or other information.
[66] In step 710, if the recipient do n has been previously ranked, it
may be determ ned whether the rank was high. For exanple, if the system
det er mi nes t haubstring isr @B GRIENT whichrisisix charctois derigo (pabspqueatik.ael thissexgmplethsed on
one or nore d LS, iR&d a , y

det er mi ne mhe?%gggﬁg%?%ﬁgﬁgaéggépﬁgagid?ﬁn egggggéﬂ&ﬂ§3%¥§ﬁﬁgu&%ggég? based
on the sane amdboing ofibe Grst womemothaer adaimglidsdkindusssecad pseriie@g)) by mightt(ep., 715,
if the recipiegnt.d i as _not. been previ ranked. it

deter i ned whdere R BB S BE i PeHk N b O B b AR PR cast
one arrangemnenty detersiofid thiarperctgade, to Hel6115 asscTRUWS TilDp SEARCHus wihitidhexamplad e

commercially gvail able by MAfee, Inc. y be used in conjunction with the
System  For’ eRkmrEn CRederuln i fhoorteop et ranl 4Ghe 3et) " one
or nore risk oatgebeinghisodised with oriagloentiplacweysiviegsrcand/ or domai ns. The
ri sk categorizations may be determi ned by the software tool, and in

addi tion cat eqorij zi ng domai ns .as_"high" r.is "nedi um 1 ._and/ or
ow or CRLAIGH PR CT B ) el A ML LA S hS

or gani zat i on figpeseframg.that fid inelod, in Mevistt gige otihe saohd nermheppd fgr albenld hcar e,

education, etc.). In one or nore_arran nts, where a recipient domain has
ot been pr eviBay trSieatt (BBl o8 IR Ty isg N Ror gy MBI may
be desir 32! ehhlﬁbﬁwﬁi@elﬁ,_ if thekystah e@@ﬁﬂiﬂeattﬁagﬂlefeas lgo leﬂ?ﬁbﬂriﬂg%ﬂﬂ;}&ﬁ@ﬂﬁus&%@rﬂé?rg
agai nst ich the recipient domain may be anal yzed, even though the ris

cat egori zat i oH‘ahﬁymﬁlédﬁ'(S‘e‘fletL?ng%ﬂd%? Lerghamn epg {hat s i dslearbsTED
SOURCE and/ or ciefc@€in lddgh, by hhian deheme dBRi Hatjrebabilikys @lat Jhe KR8] 10
step 720, if the recipient donmain has been categorized, the recipient

domai n may beU¥AWEY ¢ he saRf HgemIat arcpnth assappicd Withf @ ssigler @Rih e dormi n
has been cat eggtineds andéPsos! fr i\ ste@UeRimALs HRPRILALINAS0 BOLeB$ERedt ARk ed,
the system may add the recipient donmain to a ranking Iist, ich may
represent oneSSMmSHRSCAHSARAN MBavt epdses andipry serdacanidiisoprobahilie ddasgymirgion in

Or gani zat | on pAEHABSHE W Rore LEAL ohf o8 A2Bankefe hOR ARLER piogRI n has
not been cate or|ze§, the reci pient domal n nmay be submtted for

categorization, and it may be determned that an outlier condition is net.
[59] In step 525, it may be determined whether a right substring of the first username is

included in the second username. In performing step 525, the system may perform steps
similar to those described above with respect to step 520, except that the system may use
a right substring rather than a left substring. For example, if the first username is
“ABCDEFGH,” and if the second username is “ZYCDEFGH,” the system may
successively compare one or more increasingly long right substrings of the first username
against the right side of the second username to determine the length (e.g., the number of
characters) of the longest right substring of the first username that is also included in the
second username. Subsequently, the system may divide the length of this longest right
substring by the length of the shorter of the first username and the second username to
calculate a percentage, and this percentage may represent the probability that the first
username and the second username are both associated with a single entity. For instance,
if the first username is “ABCDEFGH,” and if the second username is “ZYCDEFGH,”
then the longest right substring is “CDEFGH,” which is six characters long. In this
example, the longest substring may be “CDEFGH” because starting from the right side of



23 For exanple, if the recipient domain has not been categorized (e.g., by
the software tool, such as TRUSTED SOURCE), the system may submt the

reci pi entwoeneyasfodr cat egorization (e.g., the system mrgTAisbonin3zsi4 equest
to TRUSTED SOURCE and/ or MAfee, Inc., to categorize the domain).
Additionally or alternatively, the systemmay deternine that an outlier
conditionis nmet. It may be desirable to determ ne that an outlier
condition is net in a situation where 3he recipi ent domain has not been
categori zed and/ or ranked because in such a situation, the recipient donain
may represent c&@hngigynémeyinstteveads potleht CRIEFOHY dathetlengestssingeaf icharactess ur i ty.

As descr i bed aRNEs uORNALTLL "Subllend) QUG S BENHE L1000 |y TBlcufIRY T osul

in the particul ar conmuni cation bern step
730, if ther e@rpqntagntbydd)vndmg sha 6. a tlhaddmgthf oihihg Hongest n@ly smtrmgtdrthw fisd t hat

an outlier Conéjl A 2N tls Qfgo i fg‘ge in tﬁ)e eco ﬁgm%ﬁg ngé ythe'leng%h 8t the

reci pi ent donaﬁﬁmﬁh een categorized as

det er mi ned t hsliortanofotlit tﬁmrus@mmm a:nriolne $esormedsern5me) en(chnmlsgastem frna‘y hietesyiat em
determned (e,g., in ste the reci ent ranked as a
"hi gh" ri sk, Pﬁsepeé“g?g‘ta%‘?ﬁorp?ﬁé%gé’f &ervﬁﬁ‘t?ﬁ@V? REt“"hin lb‘lﬁtlflq‘&? e’i?Beraﬁ’l ORI Mt
Agai n, as desdéteiafit alaowe, pro@baiyronitiegfitsh 8termeoatidl therseatdis¢rhane bsinget may
result in the parti ular. nnunication eing submtted for review [71] In

step 735, if EREHE %ﬁPg88ﬁﬁﬁﬁsﬂ@8§ H6PFee a rank of high, it may be

determ ned that an outller condition is not net. For exanple, if the system
det er m ng6D]( e Iigat leaktrons biegmeddbly, if thakysddnedst@mines ént theloiendrighsubswihg bithked as

Feci prent | domdrnosemsdet Bont BATLS ARty Sifpeprert g Rty kel |
m ght not det eagtitwe cladftersin 1@dihl ihel the @iehot in®y cb@tinkBto stdp/2F. HaAditiontslyaspect s

descri bed herein may he enbodi d as a_nethod, an apparatus as one or
more conput er Shctugady of HEd s %@WH@S% SIF ETOdRBETPHB B! TP USEIHS.

Accordingly, HhRP&EnASRAGHIhd BYhtts@iseortthesdeoidiRfnadl adthdt alsy ihar fu@meo
enbodi nent, an entlreli§Foftmare enbaodi nment,  or an_enbodi nent conbi_ni ng

software and ﬁ@bﬂ@3SﬁﬁylaﬂﬁﬁdkﬁﬁmmﬁdﬁmtﬁéIﬁ@?ﬁ@&’§?&ﬂ§ é&%crlbed

herein may beu&ﬁﬁﬁé'ﬁﬂa&@s&Qﬂ@Hﬁ&ﬁmﬁ%%&U&ﬁﬁh%oh&éaRMﬁﬁh%ﬁ%m &Rmﬁ@ﬂk&bon
various signals representlgg éata or events as described herein may b

transferred beerggénAs inseien ﬁ@”ﬂﬂé@ébmﬁamﬁﬂhwmﬁb@WéWﬁébﬁ?@PPﬂﬁgﬁtmand/or
el ectromagnet kﬁte%\éﬁ%?‘ﬁ%ergd@g 9&‘5‘%@‘&9@015' E'tﬁﬁnﬁ#)ﬁ&dilﬂg %&;%{Inglat?dé{fgr}asai r

nmetal wires, optica or wreless transmssio
and/ or spac e) perf@@uhing one or more of the other steps of the example method illustrated in FIG. 5.

[61] FIG. 6 illustrates an example table including sample results of username analysis
according to one or more aspects described herein. For example, as seen in table 600, in
an example situation where “firstlast@company.com” sends an email to
“first.last@personal.com,” a system implementing one or more aspects of the disclosure
may determine that the username of the sender (e.g., the characters to the left of the “@”
symbol, which here are “first.last”) is a one-hundred percent match to the username of the
recipient (i.e., “first.last”) by performing one or more steps of the example method
illustrated in FIG. 5. Thus, in this example situation, the system further may determine
that the probability that the first username and the second username are both associated
with a single entity is one-hundred percent. Additionally or alternatively, the system
might determine that the email communication in this example meets an outlier condition,

as the threshold described above may be sixty percent.



[ 73] Aspects of the disclosure have been described in terns of illustrative
enbodi nents thereof Nunmerous ot her enbodi nents, nodifications, and

vari at i ornwowntdiossoshe scope and spirit of the appended elcaiusgomioBidtoccur to
persons of ordinary skill in the art froma review of this disclosure. For
exanple, one of ordinary skill in the art will appreciate that the steps
illustrated in the illustrative figures may be perforned in other than the
recited order, and that one or nore stdps illustrated may be optional in
accordance with aspects of the disclosure. 25 Wat is claimed is: 1. A
met hod, d@pr Asialsg:seen in tablec@fPp ar inathemeamplet sityafion i Mdiol “flst@cepansigom”
usernane, the_fi 3] ' i ]

comuni cat i on?Jngél%{ %rﬁ%ﬁée@lgﬁlag@gglg %I{a%?}éeo e?ltrelggséés@%}on??’ g%tgr%e%l ﬁq%e 1%8%?%?ent of
t he communi cabf 6w; scadm (i.c., “flastetiepmerghtygthreb geedntomatcheo dlonpsrmamg, ofathe

probability .t?eragi‘}pietnp%.ef ! ‘fﬁét.lat‘éﬁfwap%?foﬁn%gg TRE o S50 DeeiS BF M BeaBpRe RRMBa
associ ated wi a single entity:
illustrated in FIG. 5. Thus, in this example situation, the system further may determine
that the probability that the first username and the second username are both associated
with a single entity is eighty-three percent. Additionally or alternatively, the system
might determine that the email communication in this example meets an outlier condition,

as the threshold described above may be sixty percent.

[63] As further seen in table 600, in yet another example situation in which
“first].lastl@company.com” sends an email to “first2.lastl @personal.com,” the system
may determine that the username of the sender (i.c., “firstl.lastl”) is a fifty-five percent
match to the username of the recipient (i.e., “first2.1ast1”) by performing one or more
steps of the example method illustrated in FIG. 5. Thus, in this example situation, the
further may determine that the probability that the first username and the second
username are both associated with a single entity is fifty-five percent. Additionally or
alternatively, the system might determine that the email communication in this example

does not meet an outlier condition, as the threshold described above may be sixty percent.

[64] FIGS. 7A-7B illustrate an example method by which one or more domains may be
evaluated according to one or more aspects described herein. In one or more
arrangements, like the example method illustrated in FIG. 2, the example method
illustrated in FIGS. 7A-7B may be performed by and/or in conjunction with one or more

of the computing devices described herein operating alone or in combination.

[65] In step 705, it may be determined whether the recipient domain has been previously
ranked. In at least one arrangement, the recipient domain may be the web domain
associated with a recipient of a particular communication being analyzed by a system
implementing one or more aspects of the disclosure. For instance, if a recipient of a
communication is “first.last@personal.com,” the recipient domain may be
“personal.com.” In one or more arrangements, the system may determine whether the
recipient domain has been previously ranked by querying a database that stores domain

risk rankings for previously ranked domains. A domain may ranked as “high” risk,



2. The nethod of claim1l1, wherein conparing a first usernane with a second
usernane i ncludes determ ning whether the first usernanme and the second
user name woeommossoact match. 3. The method of clai m 1, pamarsedin/osssapari ng a
first usernanme with a second usernane includes: parsing the first usernane
on a delimter to produce a parsed string; and determ ni ng whet her the
parsed string is a substring of the second username. 4. The nethod of
claim1, wherein conparing a first use¥nane with a second username incl udes
determ ni ng whether a left substrlng of the first usernane is included in
the second us“pdrst®’ risks andipre”lanet hiskl based cinadumniatedwindrasimengdngsalybing Far f i r st

username with; nﬁtaﬁ(f%cga At ﬁ{a B Fank QG ‘Eﬁﬁgﬂgtbﬁ ﬁ;’sﬂé‘& Whebh&ks ﬂl&ﬂlamle

substring of t irs user ane I's Inc e second US ernane. :
The met hod of syskeai mmods-refemmeésethe clompini sgamgt a trusted viemdor dspems er troord ether m ni ng

that the pr Ob?bhrlltlgta SesS egt%‘ %d)%r Btﬂgrepsrpvci)outsﬁ sgo%cfs c{a?1 Ad&lﬂlon{ﬂﬁrt (%rtangrnatlveﬁle

user nane and USGI’ nane asSocCl ate
entity. domain may be ranked manually by a risk analyst using similar and/or other 1nf0rmat10n

[66] In step 710, if the recipient domain has been previously ranked, it may be determined
whether the rank was high. For example, if the system determines that the recipient
domain was previously ranked (e.g., based on one or more database queries, as described
above), the system then may determine whether recipient domain was ranked as a “high”

risk (e.g., based on the same and/or one or more other database queries).

[67] Instep 715, if the recipient domain has not been previously ranked, it may be determined
whether the recipient domain has been categorized. In at least one arrangement, a
software tool, such as TRUSTED SOURCE, which is made commercially available by
McAfee, Inc., may be used in conjunction with the system. For example, the software
tool may store (e.g., in a database) one or more risk categorizations for one or more
websites and/or domains. The risk categorizations may be determined by the software
tool, and in addition to categorizing domains as “high” risk, “medium” risk, and/or “low”
risk, the software tool also may categorize domains based on organization type (e.g.,
finance, news agency, online shopping, healthcare, education, etc.). In one or more
arrangements, where a recipient domain has not been previously ranked (e.g., internally
by the organization), it may be desirable to use a risk categorization (e.g., as a fall back
standard against which the recipient domain may be analyzed, even though the risk
categorization may be determined by an external entity, such as TRUSTED SOURCE

and/or McAfee, Inc., rather than the organization itself).

[68] In step 720, if the recipient domain has been categorized, the recipient domain may be
added to a ranking list. For example, if the recipient domain has been categorized and/or
if the recipient domain has not been ranked, the system may add the recipient domain to a
ranking list, which may represent one or more domains to be analyzed and/or ranked by

the organization in the future.

[69] Instep 725, if the recipient domain has not been categorized, the recipient domain may be

submitted for categorization, and it may be determined that an outlier condition is met.



7. The nethod of claim6, further conprising: automatically nodifying the

t hreshol d based on previously analyzed incident data. 8. An apparatus,
conpri si yo 2at2/doswst one processor; and 26 PCOIUsa01@/0353f4 r st
usemane with a second usenmane, the first usemanme being associated with a
sender of a conmunication, and the second usemane being associated with a
reci pi ent of the comrunication; and determ ne, based on the
comparing, a probability that the firs3 usemane and the second username are

both associated with a single entity.
For example, if the recipient domain has not been categorized (e.g., by the software tool,

such as TRUSTED SOURCE), the system may submit the recipient domain for
categorization (e.g., the system may submit a request to TRUSTED SOURCE and/or
McAfee, Inc., to categorize the domain). Additionally or alternatively, the system may
determine that an outlier condition is met. It may be desirable to determine that an outlier
condition is met in a situation where the recipient domain has not been categorized and/or
ranked because in such a situation, the recipient domain may represent a newly
encountered potential threat to information security. As described above, determining
that an outlier condition is met may result in the particular communication being

submitted for review.

[70] In step 730, if the recipient domain has a rank of high, it may be determined that an
outlier condition is met. Additionally or alternatively, if the recipient domain has been
categorized as a “high” risk, it may be determined that an outlier condition is met. For
example, if the system determined (e.g., in step 710) that the recipient domain was ranked
as a “high” risk, the system may determine that an outlier condition is met. Again, as
described above, determining that an outlier condition is met may result in the particular

communication being submitted for review.

[71]  In step 735, if the recipient domain does not have a rank of high, it may be determined
that an outlier condition is not met. For example, if the system determined (e.g., in step
710) that the recipient domain was not ranked as a “high” risk and/or if the system
determined (e.g., in step 715) that the recipient domain has not been categorized as a

“high” risk, the system might not determine that an outlier condition is met.

[72]  Various aspects described herein may be embodied as a method, an apparatus, or as one
or more computer-readable media storing computer-executable instructions.
Accordingly, those aspects may take the form of an entirely hardware embodiment, an
entirely software embodiment, or an embodiment combining software and hardware
aspects. Any and/or all of the method steps described herein may be embodied in
computer-executable instructions. In addition, various signals representing data or events
as described herein may be transferred between a source and a destination in the form of
light and/or electromagnetic waves traveling through signal-conducting media such as

metal wires, optical fibers, and/or wireless transmission media (e.g., air and/or space).



9. The apparatus of claim8, wherein conparing a first usemane with a
second usenmane includes determ ning whether the first usernane and the
second uswonamossoe an exact match. 10. The apparat us eCTalsaiimos8s3iwher ei n
conparing a first usemane with a second usemane includes: parsing the first
usemane on a delimter to produce a parsed string; and determ ni ng whet her
the parsed string is a substring of the second usemane. 11. The apparatus
of claim$8, wherein conparing a first #semame with a second usemane

i ncludes determ ning whether a |left substring of the first usernane is

i ncl uded [TH t Kepestsceintdic ykissivawre . hava DeenThescraisdandeurs of illpbtegiting Smbodimerts n
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that the first fse ] and the sec.ﬂnq usermanme ar e 1both soci.ﬁllt ed w %h t he
Si ngl e enti tyOI' cr, an at one or more step51 ustrated may DE optional 1 accordance wi aspectso

the disclosure.



14. The apparatus of claim 13, wherein the at | east one nenory stores

addi tional conputer-executable instructions that, when executed by the at
| east onewproe®ssms, further cause the apparatus to: autromasc@aloBsgisaodi fy
the threshol d based on previously analyzed incident data. 15. At |east one
non-transitory conputer-readabl e nmedi um storing conputer-executabl e

I nstructions that, when executed by at | east one processor, cause the at

| east one processor to: 27 conpire a first usemane with a second
usemane, the first usernane being associated with a sender of a

comuni caVhayi claamell ishe second usemane bei ng associated with a recipient of
t he communi cati on; and determ ne, based on the conparing, a
probabi | ilty t KWancthddecdnprisinguser nanme and t he second usemane are both

associated with a single entity. ' '
comparing a first username with a second username, the first username being associated

with a sender of a communication, and the second username being associated with a recipient of

the communication; and

determining, based on the comparing, a probability that the first username and the second

username are both associated with a single entity.

2. The method of claim 1, wherein comparing a first username with a second username

includes determining whether the first username and the second username are an exact match.

3. The method of claim 1, wherein comparing a first username with a second username

includes:
parsing the first username on a delimiter to produce a parsed string; and
determining whether the parsed string is a substring of the second username.

4. The method of claim 1, wherein comparing a first username with a second username
includes determining whether a left substring of the first username is included in the second

username.

5. The method of claim 1, wherein comparing a first username with a second username
includes determining whether a right substring of the first username is included in the second

username.
6. The method of claim 1, further comprising;:

in response to determining that the probability exceeds a threshold, determining that the

first username and the second username are both associated with the single entity.
7. The method of claim 6, further comprising:

automatically modifying the threshold based on previously analyzed incident data.
3. An apparatus, comprising:

at least one processor; and

at least one memory storing computer-executable instructions that, when executed by the

at least one processor, cause the apparatus to:



16. The at | east one non-transitory conputer-readabl e medi um of claim 15,
wherein conparing a first usemane with a second usenmane i ncl udes

det er mi niwgQ 2odraobs®s t he first usemanme and the second usecmrus2@n®3Bm4 exact
match. 17. The at | east one non-transitory conputer-readabl e medi um of
claim 15, wherein conparing a first usemane with a second usemane incl udes:
parsing the first usemane on a delimter to produce a parsed string; and
det ermi ni ng whet her the parsed string 36s a substring of the second usemane.
18. The at | east one non-transitory conputer-readabl e nmedi um of claim 15,
wher ei n conpari ng enfarestfirggierrearee Wil hiscgonslasgnin erasrasdmmalalses

determ n| 01\9@8mﬁ55& lle 81!ﬂ %&1 étﬂ)g 'ﬂlfd tﬁe@%conh%?etrna%%re{ﬁ r&?sol:lﬁte w&hgded in
1" i

the second usenms one non-transito er-readabl e
medi um ofreamlwtnfthsssommgnmtmn,caodrparl ng a first usemane vvlth a second usenane
i ncl udes determ ning whether a right substring of the first usemane is

i ncluded in the sedtmaingstEnaim, the czmlpaﬁlhgeaatobhléhtsttha@the fimd nscrmagmind they

conput er sEc%%‘ﬁlP%h{%m@%ﬁeb%mﬁ chake% nglja een% g additional conputer-executable

1
i nstructions en execu Teast one processor, further

cause the at Lrﬁ@%)?ar%go?&&’@hess%v%rre{n gompgain aﬂrH uéﬁa%ﬁ’”\%%e %cc%% SGHAA NG that

the probabilit cee res &r'm ne F'Tst usemame and
t he seco nnbludsedﬂermuﬁmgew]hnd’(eh tha 3150 ascatagst and tha s¢doad sierngine aerainickact match.

10. The apparatus of claim 8, wherein comparing a first username with a second username

includes:
parsing the first username on a delimiter to produce a parsed string; and
determining whether the parsed string is a substring of the second username.

11. The apparatus of claim 8, wherein comparing a first username with a second username
includes determining whether a left substring of the first username is included in the second

username.

12. The apparatus of claim 8, wherein comparing a first username with a second username
includes determining whether a right substring of the first username is included in the second

username.

13. The apparatus of claim 8, wherein the at least one memory stores additional computer-
executable instructions that, when executed by the at least one processor, further cause the

apparatus to:

in response to determining that the probability exceeds a threshold, determine that the first

username and the second username are both associated with the single entity.

14. The apparatus of claim 13, wherein the at least one memory stores additional computer-
executable instructions that, when executed by the at least one processor, further cause the

apparatus to:
automatically modify the threshold based on previously analyzed incident data.

15.  Atleast one non-transitory computer-readable medium storing computer-executable

instructions that, when executed by at least one processor, cause the at least one processor to:



21. The at |east one non-transitory conputer-readabl e nmedi um of claim 20
storing additional conputer-executable instructions that, when executed by
the at | esstommespsocessor, further cause the at | east eo®/Uscaaessos to:
automatically nodify the threshold based on previously anal yzed i nci dent
dat a.

27

compare a first username with a second username, the first username being associated
with a sender of a communication, and the second username being associated with a recipient of

the communication; and

determine, based on the comparing, a probability that the first username and the second

username are both associated with a single entity.

16. The at least one non-transitory computer-readable medium of claim 15, wherein
comparing a first username with a second username includes determining whether the first

username and the second username are an exact match.

17. The at least one non-transitory computer-readable medium of claim 15, wherein

comparing a first username with a second username includes:
parsing the first username on a delimiter to produce a parsed string; and
determining whether the parsed string is a substring of the second username.

18. The at least one non-transitory computer-readable medium of claim 15, wherein
comparing a first username with a second username includes determining whether a left substring

of the first username is included in the second username.

19. The at least one non-transitory computer-readable medium of claim 15, wherein
comparing a first username with a second username includes determining whether a right

substring of the first username is included in the second username.

20. The at least one non-transitory computer-readable medium of claim 15 storing additional
computer-executable instructions that, when executed by the at least one processor, further cause

the at least one processor to:

in response to determining that the probability exceeds a threshold, determine that the first

username and the second username are both associated with the single entity.

21. The at least one non-transitory computer-readable medium of claim 20 storing additional
computer-executable instructions that, when executed by the at least one processor, further cause

the at least one processor to:

automatically modify the threshold based on previously analyzed incident data.



