SPECI FI CATI ON OBJECT FOR AUTHENTI CATI ON VERI FI CATI ON, AUTHENTI CATI ON
VERI FYILNG CH P READI NG DEVI CE, AND AUTHENTI CATI ON JUDG NG METHOD
Field of The Invention [0001] The present invention relates to a
structure of an object such as a card, a bank note, securities, etc.,
which is often forged or counterfeited and which requires

aut hentication to check whether it is authentic or not. The invention
also relates to a method for veri fYREGIRIGATHIN henticity of such the
obj ect. Background Art [0002] In the present-day society, which is
often called a card-oriented society, a wide variety of cards are

used. There are cards i t f owner such
as a bank cash card, adm E@}ézﬁf‘&fﬁﬁ@@gﬁ‘?ﬁ @%&%ﬁdﬁprepai d

card such as secur AUPENTIOATHON VERIEHINGTLHIM HEABYAD PRVICHI | ver ' o
| icense, a health insurance card and a passport. [0003] On many types

of cards relating to the personal prop&NTy or securities and bonds,
necessary infornmation is witten on a magnetic stripe di sposed on the
surface or on the rear sufUdEENTIGAEOMNIUDGRIG METYOBn aut omatic
machi ne such as an ATM (automated teller nmachine) or a manual reading
device, magnetic information is read fromthe magnetic stripe, and

various ty fng are carried out. [0004] Fig. 1 (a)
illustrat egﬁglﬁjo(gefx]g{r?poﬁg&%kga cash card currently in use in a cash card
(0001]
The present invention relates to a structure of an object such as a card, a bank
note, securities, etc., which is often forged or counterfeited and which requires

authentication to check whether it is authentic or not. The invention also relates

to a method for venfying the authenticity of such the object.

Background Art

[0002]

In the present-day society, which is often called a card-oniented society, a wide
variety of cards are used. There are cards relating to the assets of a property
owner such as a bank cash card, a credit card of a credit company, a prepaid card
such as securities, and identification cards such as a driver's license, a health
insurance card and a passport.

(0003]

On many types of cards relating to the personal property or securities and bonds,
necessary information is written on a magnetic stripe disposed on the surface or on
the rear surface of the card. By using an automatic machine such as an ATM
(automated teller machine) or a manual reading device, magnetic information is
read from the magnetic stripe, and various types of processing are carried out.
[0004]

Fig. 1 (a) illustrates an example of a cash card currently in use in a cash card



processing flow. The reference nuneral 1 shows a cash card body nade
of plastics or the like. On its front surface, there are provided a
magnetic stripe 2 where information is recorded and an arrow mark 3
to [ndicate the card inserting direction. Al though not shown in the
drawi ng, other necessary nmatters are entered thereon by enbossed
characters. [0005] Because the information witten in the nmagnetic
stripe can pecesasigliow, edtle b&fet@b@gumed@\lish6w§@|oh§dca‘ikib6§9ﬁmadé beplegicd
is often forged and used, and this causes troubles and damages.
[0006] To o%eifgdike. t@l@ltprf@bt suriace athereCGure pravidetto magneiici stgpa2 where
sem conductor _nmepory has been used, and this éype of card is now

propagat ed THEBAEAR BSHEcuipdppdanarrem mask Arig 1 I%thb%ﬁf@l"@@ﬁﬁ&m es to

repl ace the ti ]: in the ¢ eof this
Feard .tm?%ggﬁsg'ﬁ%ﬁ%ﬁé*?go L8 S TP B P TR ermrmor .
and this cagflef)n&ebn B¢ e%%éﬁeﬂtcﬁﬁﬁéct%?ée when el aborate forgery is
attenpted. In addition, I's much nore expensive conpared
with the ne@o@slic card, and it would be hard to expect the rapid
propagation of the IC card [0008] In case of a bank cash card, it
woul d suf f i Becapge thigdnformaticnawritien Usihd mignitin stripe don badasily read bypasing
country. In ase Oh%‘ﬁ;he credit card; however, the card nust also be
usabl e in féb %’i‘@nca Sripmer, theardisadien forged and usedyanth s eauses troulles
wor | dwi de, gltagé very difficult to replace it with the 1C card of
uni fied stan ar 0009] Further, on the cash card and the credit
card, mfogg@@g on such as the nane of the card owner is given by
means of enbossing. Because these types of infornmation are also given

in the magrBd beercomhotivproblems] HelCad0 $s@epdravimy AMedrhiothdiedsr dfdnedty 398 ve
as a clue i n t he (Fregitﬂlgtl %nffcglf forging a card.
been used, an type of card 1s now propagated through the efforts of banks and
credit card companies to replace the magnetic card.
[0007]
However, even in the case of this IC card, it is possible to read the information
stored i the memory, and this card may not be absolutely safe when elaborate
forgery is attempted. In addition, the IC card is much more expensive compared
with the magnetic card, and it would be hard to expect the rapid propagation of the
IC card.
[0008]
In case of a bank cash card, it would suffice if the card can be used within the
boundary of one country. In case of the credit card; however, the card must also
be usable in foreign countries. The credit card is a magnetic card used worldwide,
and it is very difficult to replace it with the IC card of unified standards.
[0009]
Further, on the cash card and the credit card, information such as the name of the
card owner is given by means of embossing. Because these types of information
are also given in the magnetic information, the embossed information may often

serve as a clue in the preparation for forging a card.



[ 0010] When these magnetic cards or IC cards are lost or stolen, the
card owner nmay easily becone aware of the loss or theft. Wen the
card cones back into the hand of the original owner after it has been
stoken, and, in particular, when the card owner does not becone aware
of the fact that the card has been stolen, it is liable to cause
damage by the use of the forged card. [0011]] Not for the prevention
of the illeéqotlp}rate use to prevent the card forgery, but as the neans

for identifyin he qual j.fication.of a card user, a_persponal

i dentificat %ﬁgﬁﬁ?ﬁéﬁ?@@bﬁ@af Ph{F 61rds agf 15t ongipisar e OBRE s ed.
Si nce assu 3 n 0

Cdent i 1 cat on norns sSardpt ORETeP Ry RS diokarh U5RE; PRICiEIhe pna
danmage. |In pRGeiigitaPswnertdher REHa8 ®Rah st @Nhid, i phrtRRaP WA thé Sat 0l en
not only by assunption of it but also by peeping such as the nmeans of
steal t hily owhkémipes nphicomeaphrodf thedagaehs ahakariddaebeén satenpit 1o ligher .
It is nowvery difficult to prevent the illegitinmte use of cards by
usi ng the p&r&usaflamagetyithe sae obterdforgsdcard 0012] For the prevention
of trouble g)r ﬁamage caused by the use of the forged card, bionetrics
technique b LY on pattern recogni zing technique is sonetines

adopt ed. ASNBtTEBE ‘?f?eeﬂ:te%ﬁtiﬁ?l o?)fmegi?inﬁfte 9&60{59 b &R he Eﬂ@g‘%ﬁ?m é# s

recognition, finger prints recognrtion, palmprints re

finger veintheqrQ@Bitér id8ntifPial M/ QldbGERRA DR b ch@NuseRNApd1antl RREKAMELA
recognition are known. As the récognition other than iris

recogni t i onpurhbeey eonarsing ofv-digit tuyhers hds besn et aSihcd yemeble agRibeioN.
In both cases, it is necessary to register the pattern in advance.
Ti me and priseedaensften usaddguthese pexsenal héentifedtionrmmbers, dhereheve hearer n,

and al so, nuch tine |j eedeﬂ for th recognitiog of the, atkern

[tself, andUiRafsPeet fiedosiagh drmags | In recepiEers Ahe ReORN daRtiEdp act
type recognjtion, r t .direc . ch. a ection, devi ce,
Lype, T eCOU R e Wil RE LRS! R o B o BRETHLP RIAE
user  has maindrof sealthifetaRyS SdkodAH of 1€ BESBAM iﬁé?ﬁiﬁ%:i(;tg)tnt}%uﬁgﬁ%kr iefd

recognition, or in the worst case where the user has |

physi cal pariw teyhiffindetieptefar thédlegittogausd ohcardhiey biingreid petsonal
recognition cannot be carried out. Al so, the recognition is partially
made duri ng‘dftﬂi@%@c@%b%f identifying, and accordingly, it is not a
perfect metrfam [0014] Further, in the systemusing the bionetrical
recognitio re only the card owner hinmself or herself can use,

Purn er (S R ROHAR ot BR: Co AN ROTRAFPRL DeDBP fcolgdf SR ¢ O

behal f of the 0 has not eno nme

Sl ST e OGN S N B
adopted. As representative examples of biometrics technique, iris recognition,
finger prints recognition, palm-prints recognition, finger vein recognition, palm vein
recognition, and hand-back vein recognition are known. As the recognition other
than iris recognition, there are contact type and non-contact type recognition. In
both cases, it is necessary to register the pattern in advance. Time and
procedures are required for the registration of the pattern, and also, much time is
needed for the recognition of the pattern itself, and that results higher costs.

{0013]

In case of the contact type recognition, the user must directly touch a detection

device, and this often causes physiological repugnance or disgust. When the user



As one of the means to prevent the forgery, an enbossed hol ogram on a

pl astic base with surface irregularities is nounted on credit cards,

prepai d cards, bank notes, securities, etc. This enbossed hologramis

very difficult to copy, and it is practically inpossible to forge the

cartds with the enbossed hol ogram However, in the current practice,

it is a person, who reads the enbossed hologramat a glance. In this
[ using a sim.Jlar enbossed

respect, it,is possihle to forge the card
hol ogr am anlbastlﬂﬁﬁé@? élfa]Fﬂa%. negeysgyy fqr |tﬁébwa%eé%cam@§laﬁ9wrdﬁ the

% . s )
St hent | ont Vit Pask ST RRE R0 nICl RNy LA D A WeciBE B the o
1 shows a Cleesliditigatid tﬂ@%ﬁuﬁ@gﬁm@ﬁiti@h Agtilot e QarridiCout | K@so;(%n% }—] dc%gxfrl]ifi%'t

surface, a maghetic stripe 2 ere information I's recorde

arrow mar k 18 padialindiadatdarihg ehel proedst iof fledtifyéred, iand acbrdifgdy,dt &idt acar d
are provided. Although not shown in the drawi ng, necessary natters
are gi ven tigsiesometpdenrbossed characters. [0017] The credit card 1 is
i nserted i@h@% termnal device with a portion with the arrow mark 3
. at the for position. Near the forward end, an authentication

at the : : [ | _ | _
o o BRI e BEOEE petTHERR B B PR
. magneti ¢ Styiihpaf bSh&kAPeseeheOBvdnehdif e SH bRRE: \Q{mté RS GaHhenb@BRY €T

the direction to insert the card into the termnal device Is the

5 SaI(E._ As a hmedlalthe cilenrtehdt obthdiowert, wilb bis fdtenfBgngine o ubé e @ird on
~on’he credit card is reverse to the case of the cash card. [0019]

I n the ver ipeysonglcen goes noqfipda candrprpegssing deviet inerrby, bys sotpdliowed, Thio
inserts the card into the termi nal device by visual inspection, i.e.,
by sensuou<ESARIChpgOnVENigRze tPéE‘?du%%F-the card terninal device.
Because, i\rxnoé aut hentication verification based on the human sense,
there are dle varieties in the ability of each individual person who

confirms ang difeditthé Rans BNtebdRtRe Pcfrg%tg! £ @ﬁl%@éégé hﬁﬂgga\‘:?f)%gg)?a%ﬁ in.

the conditions of recognizing, psycho I cal conditions, p ca
condi ti ons basd withausacenhegulbytiéhie iSanedet sdit chitiss prsphidedsds] hunk,
gives high effect in primary screening, but its reliability is |ow
[0020] | n tiktesasediates, cie.i dhisvembossesbhdlegramyis wsindifficult 56 eomsn et it is
tools or inple ts, it is carried out by using ultra-fine Ljnes, ..
speci al | RECHAHY iHPFTRIE o foret Mescarss wa e smBesced oA s ovicagr, in
shape, a i.fvi LCe:S S ni f.yi n | ass .or _a specgi al
typo ti1t gt Ab RS ISE PO RT o R L e P 4%l o
having a speehideqti @ab pBisHetd fbrge'sth@bdéﬁﬂbir ﬂgﬁgmﬁngﬁeﬁrﬁa@w' al,

| aminated filmor ink using such as a base materia

, Iight-emtﬂ)brmgrammp:datdwse.a light-emtting |am nated film

: Iight-em'ttin% i nk, therno-chrom c ink, photo-chromc ink, etc., and
~the auxiliP326f ool of a special filter, a ultra-violet ray |anp, etc.
t hese types .of inplenents . are used, final

is used. Eyen .
ver | Troat i G deBLRSIORS A ARIUIE 968 Cre ovaiie ABTokEH howerey i
processi ng it 1e e R EHOS SHBRL B ey PRERR®: AR i Gner 1y,
- such as theufRaNetdhewsh @&lit &2 body made of plastics or the like. On its front
surface, a magnetic stripe 2 where information is recorded and an arrow mark 3 to
indicate the inserting direction of the credit card are provided. Although not shown
in the drawing, necessary matters are given thercon by embossed characters.

[0017)
The credit card 1 is inserted into a terminal device with a portion with the arrow

mark 3 at the foremost position. Near the forward end, an authentication verifying



property, of the object material. Practically, a light-emtting
material or a magnetic material is mxed into a base material,

| am nated filmor ink and a detection device is used. O, special
coded information is magnetically or optically added by neans of OCR
characters or nagnetic barcodes, and a magnetic or optical detection
device is used. [0022% In the authentication verifying technique by
means of t heRdCABRHHEA L foroeaapiangn eabossedihologrames moERtedy st em usi ng
an artifact W d;hout having reproducibility, randomy arranged in a
medi um is [.??% instead of the information specific to the living
body. This j ' [N I =3 i [ i = ri G&n
pubI  shed b Fret] met it PRRRAE i i, el hlgh 1Gkpdelch e
Bank of Japaar &l of thevsird, MBRwever, the direction to insert the card into the

boj . or. | p/japanesendps/ 2004/ 04-J-12. pdf) and "The Patterns of
Artifact - Meterming] davide is dime sae. FidslactesulGithe kerdognditdction Bethermagnetic
Synposi um . ) . )

(htt p: / 1 wwinfosBatiosopn Bie Grpdif eard desaersertpthe oo/ ofikba cashaapdif ) . [ 0023]
In the artiu@gﬁ-mstri cs system a light reflecting pattern of

granul ar s Ances, a transm ssion light pattern of optical fibers,

a paral | ax Iinr‘fﬁg%exgl?mr%%lﬂ)e@ja pﬁe%;gyé] ifsyeﬁﬁ& by 4 @&fsgﬁégﬁ%em%%& fletard

magnetic pattern tic ranaonyrecor magneti c

pattern, a ingndentdmgielhiee petvisaNingpecto N 8y senSidus REsans Hud IHH
el ectric charge pattern of a nmenory cell, a resonance pattern of

el ect ri cal Irpadbnthectard eerfriiird deyica  [Besarsanioehe atthenticatibn aexifidation baged
seal, etc., which are produced by nere chance, are used. [0024] As
the matt er Listipjharan sgngen there pegyividearistiesia the abley elopaghindivdual he

card, "the information of the descriptions of .the card" added when
the card i FEVIE ?08%Q“ﬁ§%$ldgﬂﬁ§ast ﬁ‘g& h’r?f%?%q‘ TENEHS A Fapsieh indhGen
to the cardnhfit 0 i : i - b on
the. Tochni quan s oISl PR RGRbR, ot Rohaitody 86 RS
Cards", publlicaitgcthbgambeeliahi oTigh nfthdd NG, BYeSAldh B8 ngmmsawy of

Fi nance (see: http://ww. npb.go.jp/jalinfo/ichb.pdf). [0025]" The

i nf or mat i orsceningebwtetscrelipilityns lof. the card is the information which
is accorded and printed on the card body when issued to the user, and

which is rép%?toi]ng to the card issuance such as the card owner
informatio he .period of valj.di .etc. Falsificatjon, ichis.a

t Iylpl cal ac{thg%e ?‘P{g:}ticf‘%ﬂl W?%Eé%%hﬁg ts;;g)l%qrgary j LQOI§ br é‘@\é\ﬁ;f“@”@r ttdp

all or ap : ) ) car

done by _ergglltn r?g %uheﬁggﬁg%tg?%?g? at Poﬁalaﬁ%c%dépdlitn 56’861?? e%%{lﬁﬁa'?sé a

i nf or mat i oRcrebN RG] spEbial $Hﬁf)@,rd7ﬁhgrﬁ?ir%fdew&@ a8 8s h ndghfyihd ERSITHE 4 on of
the card itself, other than the information of the descriptions of
the card ompedid tyresiiita geaexting ppiical interférahass melPriacticatly| ammbtegiak loavirpea
card body such as .the physi.cal, shape of the card, b_ackgr ound patterns
appl i ed t o SP¢féal ORHER! PFOPSFE-1H ixR] lﬁEP Pedass Bratgsial, famingtedljmror gk using

underlying S{lgy & a gar},% nllﬂglﬁﬁa\%i?lgliﬁ]rtpetn%%nigvpem}l)ea e,ra’lig%%-%mitting laminated film,
light-emitting ink, thermo-chromic ink, photo-chromic ink, etc., and the auxiliary
tool of a special filter, a ultra-violet ray lamp, etc. is used. Even when these types
of implements are used, final verification depends on human sense, and the
reliability is low.
[0021}
In the authentication verification by means of mechanical processing, it is carried

out by mechanically detecting the property, such as the magnetic or optical



[0027] Forgery is an illegal act conducted on the card body. Design
or pattern, which gives information relating to the card body, is
copied or imtated, and a card, which is simlar to the authentic
card in external appearance, is produced. Actually, the design,
patterns, etc. on the surface of the authentic card are read by the
means such as a scanner, which are then, edited or altered by using
t he means spoipeety, & the bhjeetrmatbhsly Pypesllpfa ightleniiting niteriflre\cemnbgiche
forgery of the card body are known through conbining the printing
node, typesn@teriahis mped mHitp adapamatarial laremated fin oy inkhande dghection deyice
art, but no.deciskie teg@nugﬁe is found yet at present. [0028] The
met hods f or 'Sati€frerf{h SRECED ROdRIrOYARPT 1§ MagReldily or gpidcaily afdded Ry mgans
forgery can

Q sed on. hunman sensuous
i 1 1y: o AORBARHESbART G E RaABaR, TE)  MaghBRCH: B IR BRMRNRE
mechani cal prgegssing. [0029] In the authentication verifying by the
human sensuous ability, it is carried out by the sensuous ability
such as the[0@RBlual sense, the tactile sense, etc. The neans to
identify by the visual sense includes colors of the card itself, a
wat er mar k aldthg agtiiesteaton vaniyang ishbimgessby mearsodfche areghpucal provessing, an
provi ded on LEE card Q% changi n th@gﬁie i ng angle. The neans to
identify by Hfet-PEliGs SyslErEEng i pibidact vadoechavig sepepdysipiif gandomly

chr dobody 1 #EEPEIEE pR Bl % a0y OPEThERT A op Gl ¥ Frelthvidre
lines for pRYENTRiSS: GeaBMbdiin "SRAREA BEHRS ahd Krtiffetassre i?%ﬁph

an optically changing material, a latent 1 nmage pattern, etc.,

are diffi culht Ihsuitowepyr Monetapy amhBeinomih bildics theBenkesfi JTapaht y of the
card can be easily identified by the visual sense are used. And
enbossi ng, @ttpy/acer.imese§oilogin/apansse/sipsi200404-bh2.péfh and 4Fle Bittomsised,
on which th ut hent.ici ty can be identified by the finger touch or by
t he vi sual ‘glé' '.R&[tﬁﬁ%’(‘}‘]ﬁ(lﬁ?r&!al idfo R fé"%ﬁ%‘h??‘c}lﬁ‘é}’ SERANPIE of a
card, to /AR ) ifiaet -net rics ~chi L al, granules is
nount ed a%?‘@'é oséfdﬁéshb%gérﬂgﬁé G ﬁﬁé?@ﬁ{?z@%@@%ﬁm i cation No.
1110 44650.[0h27- 2 (@) is a general view, Fig. 2 (b) is a
cross-sectional view, and Fig. 2 (c) is an enlarged view of the
verifying dhithe aftf@8hettics $yseent ar Hight refldvein@phitdra o giRiuldr G8hstindes 4 i N
formof a thin-plate shape nade of a transparent resin mxed with
met al gr anurasmsssion lighy pateain of optiesh iiblerd o parpllaxt image pitsarnrog palymer

non-trans ent operty, which has an openi 4 for_an
aut hent i cgtaﬁrbBFF’\a}B{bF?W?’r% RRHE 2 ApREngls Bafierp g‘}é‘&?"é?&ﬁl@aﬁ'-& surface

| 6 i | . . . o ard
e k 3t o 1A esor R hftanc Rty fighaRntinefin B sitimefie s Bk,
and an openi Rdddmg eRCHANIS eaﬁatﬁeﬁ?oﬁﬁﬁﬁnﬂ)?ﬂ:éﬂ,%r}e ah&gpﬂfé‘?ﬁ'iof‘g on the

card base plate 7. [0032] Because the netal granules are mxed in
t he transpalenticaile somiuctiveibats ensommat pyttavntdiQuiibra@gts @l iy, whidh are
arrangenent pattern of the netal granules 5 as observed through the
openi ng i s PEprlieed by mese ghaske.ofretied.arti f act -metrics chip 4. By
utilizing gﬂ@@_feature, a light to pass through the artifact-netrics
chip 4 is égraphed via the opening, and the arrangenent

As the matters subject to the illegitimate use or the forgery of the card, "the
information of the descriptions of the card” added when the card is issued to a user
and "the information of the card" given to the card in the manufacturing process are
included. ("Handbook on the Technique to Prevent Forgery on the Surface of
Affiliated IC Cards", published by the National Printing Bureau, the Ministry of
Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf).



pattern of the metal granules 5 can be observed. Therefore, it is
possible to identify each individual artifact-nmetrics chip 4 and
then, the card. [0033] Fig. 3 shows another conventional exanple of a
card, to which an artifact-netrics chip using fibers is nounted as

di scl osed in Japanese Patent Lai d-Open Publication No. 2003-29636 is
mount ed. Fi %}.0&3 (a) is a general view, Fig. 3 (b) is a

Cross-secti bl view, and Fig. 3 (c) is an enlarged view of the
artifact-mefrics chip. [0034] In.the_card, an artifact-netrics chip 8
cont ai ni ng ?ré‘éfﬂn%’ﬁ’ﬂé%& thy desarintifws of theyeard 15 theipomaatynnehish snapcpided

i ate 1 il PRERA Bt B ol wBuf fSlcd e JReERRT nBfaTs rdeEith BRe”
card base piahgsshancd SBHAEHICcasd biRS: i%fomqréaﬂ R E%‘(Bcfo%‘(;fr»{é@tyt, Qc.

indicate the card inserting direction are di spos

arti f act - meFalsifisatioh] whigh iaa typidabadteif €ine Blepiintaed Gsd 6f theR@datsesh Ry té he
pattern of the nmesh nenbers 9 and by the short fibers 10. [0035] This
i nt er f er encétgyailtasrarparsof thi enfermation of tlehdestriptiunsarf thef eard,-done biycsasiig p
8, i.e., speh%ific. to each.card. By utilizing this feature, the
pattern of vRECRRNEanfpraHonand addipg ylegitypate poxpaatiopyi ng chip is

phot ographe"q) éﬂrough a transmtted light or a reflected light for the
card to be 'ge ified. [0036] Mechanical reading of such the pattern

ard to be ; ¢ _Mect :
of bi onet ri¢ge Riiorfatibh A Hie @ 1sct§<ta alffgﬁxg@ﬁh%we gﬁg@@gﬁ%@n&%ﬁmhe

i mage- pi ckup device and the resu entifie

pat t er n- r ecafprinatiomof the lkbiptiond Bf thBicard @S RRGEsuctiReFde ItSs the information
possibility that forgery can be made according to a copying

t echni que. febtBZ]to Higycard bedoswchas bhe physivat sipe roé tite oiird,shaclegrounther e a
nmonochr omati ¢ enbosigg hol ogram chi p, i.s nount ed .as proposed by the
appl i cant OFRUEHRS dpestH therakd i Rsa-priptipg pepcess) Pristing geeredminderlying
Fig. 4 (b) | noss-sectional view, 6 Fig. 4 (c) is a

cross-sect i%ﬁ%ﬁ*“@i“@’@v‘“ %ﬁtpﬁ%te‘re{%olg%eédétﬁbl ogramchip, Fig. 4 (d) is a
drawi ng to @gphain the function of the enbossed hol ogram chip, and
Fig. 4 (e) shows a detection signal as outputted. In a card 11, a

surface pl afegdd is an fitagal £ comluated @nthb 35&1 AL EDdsfonhéViaf@r® which
non-transparent Er operty, and an enbossed hol ogramchip 12 is

att ached orgives. inforgatien xasing ta thrasird bady, as gemexhor iafitaseds andla wirdy @hh
nonochr omat.i C. eg?ossed hol ogram chip is nmounted as proposed by the
appl i cant df SYHET by Baitheniiceard wiextemnali appeararaeataprpuced ¥stually, the

magnet i c Stcfeisi%ﬁ, gat%n 5, 3. 30 R sﬁ?arclé 0? tl?eraeutﬁién%fgoc%redd zire[rgg(? g)] the means
such as a scanner, which are then, edited or altered by using the means such as a
printer. Many types of techniques to prevent the forgery of the card body are
known through combining the printing mode, types of ink, printing patterns, etc.,
only in the printing art, but no decisive technique is found vet at present.
[0028]
The methods for authentication verifying to recognize and identify the forgery can
be roughly classified as a method based on human sensuous ability; a method using
supplementary tools; and a method by mechanical processing.
[0029]
In the authentication verifying by the human sensuous ability, it is carried out by

the sensuous ability such as the visual sense, the tactile sense, etc. The means to



Fig. 4 (c) shows a basic structure of an enbossed hol ogram chip. On
an enbossed hol ogram chi p base plate 15, a pit 16 with depth equal to
1/ 4 wavel ength of an incident light in use and a flat portion 17
where no pit is fornmed are arranged. A reflection |ayer 19 nade of a
mat'erial such as nmetal is forned on the enbossed hol ogram chi p base
plate 15 and the pit 16. Reference nuneral 18 represents a protective

cover. [003 Referring 1.0 Fig, d description will be given on
the functio nt?fr by ﬁée %B%lssggﬁgwglﬁgésr %ﬁlr?fér??@}e E@Ip iltéﬁl%‘yla\/\)f‘"‘[ltﬁr"&z%!k anda
wavel engt h AMRea) . ' t Hﬁhp | . oL8,
Is reflect e%)l% Lu;ﬁhe il gpﬁ{)ﬁgﬁ@%ﬁ&l@%&gﬁ%&% a@“@%‘tﬁ)?gkﬁ%‘?ﬁg%g?@‘l%,
and the | i gthe wewihg bhgle Wwelle) Begisho 2dentify B ehntabiyle Sehdedinklufds BtEQME | S
detected outside. On the edge of the pit 16, the light reflected at

t he upper el stirfece ineeghlaghes adsdel eotthel cad andeletavtieg thnkxture ofltifef @irdnt

on their phases by 180 and accordjngly, . negate. each other. The |ight
with the waWVéﬁS%-h @tua,llys%@uﬁ kA BRECH! b KBININE ABes for REvestiAst

d d i de. i | |ust din Fig..4 th f.lecti
ht - det octRAg: spran! iR S EAER R0 b Bricind BhetitinbBbet fon "
17 and the iy : i.s. dippi ' . 9 g i t
T6. "By ut' ) Rieht FhaeAtichl cbe SR 3G SECHS To LU, & BT abd it wRIGREME .
[0041] Thehdntisiey oberrfatb&sh BeSeaily idthtiféEDy tiRsHEEuDe@tbeirs Rsd. ARd

case of a CD.In case of a DVD, a red laser wth A
( embossing, surface irregularities, perforation, etc. are also used, on which the

authenticity can be identified by the finger touch or by the visual sense.
{0030]
Fig. 2 shows a conventional example of a card, to which an artifact-metrics chip
using metal granules is mounted as disclosed in Japanese Patent Laid-Open
Publication No. H10-44650. Fig. 2 (a) is a general view, Fig. 2 (b) is a
cross-sectional view, and Fig. 2 (c) is an enlarged view of the verifying chip.
[0031]
In the card 1, the artifact-metrics chip 4 in form of a thin-plate shape made of a

transparent resin mixed with metal granules 5 is layered on a card base plate 7,

having a non-transparent property, which has an opening 4 for an authentication

VR

verifying chip. And a non-transparent card surface plate 6 is further layered, in
which a magnetic stripe 2 and an arrow mark 3 to indicate the card inserting
direction are formed thereon and an opening is arranged at the same position as
the opening on the card base plate 7.

[0032]

Because the metal granules 5 are mixed in the transparent resin
three-dimensionally without regularity, the arrangement pattern of the metal
granules 5 as observed through the opening is specific to each of the
artifact-metrics chip 4. By utilizing this feature, a light to pass through the
artifact-metrics chip 4 is photographed via the opening, and the arrangement



= =780 nm(2.14 650 nm (2.14 = 195 nn) = 151.25 nn) is used. In
case of the next generation DVD, using a blue-violet |laser with A =
405 nm an ultraviolet laser wwth A = 351 nmor a far ultraviolet
laser with A = 266 nmis under study. The depth of the pit, 2.14 is
101.25 nm 87.75 nmor 66.5 nmrespectively. [0042] Fig. 5 shows a
card capabl e of authentication verification, which the applicant of

the present phﬂﬁé’r%rﬂf'tﬁl{‘niéfzﬂ)gﬁﬁﬁlés'%H@E’oﬁ?&@@&l%?&&e, E'ig podii@lo 1 S @
view as seen from above, Fig. 5 (b) is a cross-sectional view, and
Fig. 5 (c) idensfy each andpaduat ansctsetticodp 4\andwhen( ke cafier ence nuner al
31 represents a card body where a nmagnetic stripe 2 and an arrow mark
3 to indi cal®3Bhe card inserting direction are arranged. On a card

b | at ) thenticati i fyi hip 32 ..s | d, d
curf ace. pl ot 330088 pABPLEeRHREr CORTIE e hcRergh PO RISy

oo s s IRASE I ke S G O PR
plate used Nd. 8003.2R86 ¢ moisted [ WE4l (TR ‘?éd{g?ﬂgﬁc(i'e‘ﬁ?ﬁ%%(sb?%“ ying

chip 32 is nmade of synthetic resin, and ft ance
granul es 33cmsesentioha rvidw, ant ¥egl 3alc) iscanegnlirged sient dfahé artifasimetgbatidp,

[0045] Fig. 6 shows a card capable of authentication verification,
whi ch the affi¥Bikant of the present application proposed in _
RSERIG G N OMER N RN S
Cross sect e Xns OGN GRUTPS AR 3h A SRESP B B Sl
ST Mo S0 D0 sl
Further, ancirtidéesesplatedca nrgatc siipe Reankayesrasy tarkt B&o indicate the card

inserting direction are disposed. On the artifact-metrics chip 8, an interference

pattern is generated by the pattern of the mesh members 9 and by the short fibers

10.

[0035]

This interference pattern is inherent in each of the artifact-metrics chip 8, i.e.,

specific to each card. By utilizing this feature, the pattern of the artifact-metrics

chip 8 of the venifying chip is photographed through a transmitted light or a

reflected light for the card to be identified.

[0036]

Mechanical reading of such the pattern of biometrics or artifact-metrics is generally

performed by an image-pickup device and the result is identified by a

pattern-recognition technique. In this respect, there is a possibility that forgery

can be made according to a copying technique.

[0037]

Fig. 4 shows a basic arrangement of a card where a monochromatic embossed

hologram chip is mounted as proposed by the applicant of the present invention.

Fig. 4 (a) 1s a general view, Fig. 4 (b) is a cross-sectional view, Fig. 4 (¢) is a



aut hentication verifying chip 42 and the surface plate 45. Reference
nuneral 84 represents a surface plate, and another surface plate may
be | ayered on the authentication verifying chip 62 and the surface

pl ate 64. [0046] The card base plate 44 is a thick synthetic resin
plate as widely used in a cash card or the like, or a thin synthetic
resin plate used in a prepaid card. The surface plate 45 is nmade of
synt heti c cESSrfectmgl REWH tpembossediidlpgramneip dligiehtd) ant dewingta f yi ng
chip 42 is to.be,pl.aced at,the center.,. A radiation.adqnitting materi al
or a radi ate?(@ﬂmstﬂggf%g%o cernansseiiologran Lo, 5‘%‘?? Fgeg‘%i%m 12 of the
surface pl : inafd admtting material is used for a
surface pl g%gecﬁ? %‘ﬁn%lgglogygﬁgg' further on the authentication
verifying ¢hapadlliladuthe sixtet 136t infounesi dh $tdrfidase Phet Bt Hfving $047]
The aut hentication verifying chip 42 has such an area and thickness

t 0 be pl acadnitranspiecnd peopenty, ofid athembosstdbelogiaat ehigd?2 imaiachedibodct | ve
subst ance granules 43 are m xed therein. a -ray radioactive substance

such as 2231h 4 919982 baggarrangement £ p saek Viere subercshrunaigembessedoar ,

SRR R R L L N e e
d. t " . ! ! - k-

i oact | v obe Aree iR Edaglitc sty 2 afan Sy mA befied,,

in am etc. [003g) be used as artificial radioactive substance granules.
[ 0048] When considering the problens related to the exposure to

radi at i on, Fig 4i(s) shesisraalsie stoictureioflan hmbossed ablogram elyipr adi oacti ve
subst ance hecause the reachi % di stance is | ong and its shielding is

di ffi cul t. Onfanggrabaspedshelogram B basa iplpse dnaepit db sttindapth amatto 174 an

[ f di [ bst . ' , _the nixed diti f
O o ATYRRE BB R R B P ) K S B
radiation qelaehl0d PEARRCG HR%9 hidd & ARNeEAEN Wi HedNE ol ' ©
resin, where radioactive substance granules are to be mxed, I's a

material, tig éiﬁﬁos@étﬁm@gfaﬁycm;ﬂﬂdsatfm@ 15 bRP 4N ?i_t he. Janaesseni?adgnis
Lai d- Open Publication No. 2004-171109, a verification device having a

subst ance repnesentsi Throfartizaibedaed i n a base material with high
transpar entﬂqgr operty and which reflects light, is disclosed. In this
verificati device, Lane in formof a cylindrical shape, a

auaorangul Ao B, L BLARBH PURERD o RLpASEHE T Ly
hologram chip.
A light with a wavelength 2 (lambda), which enters through the protective cover
18, is reflected at the flat portion 17 and a flat bottom of the pit 16, and the light
with the wavelength 2 as shown by solid line arrows is detected outside.
On the edge of the pit 16, the light reflected at the upper end and the light
reflected at the lower end are different on their phases by 180° and accordingly,
negate each other. The light with the wavelength A, shown each by a broken line
arrow 1s not detected outside.
[0040]
As illustrated in Fig. 4 (), the reflection light detected signal dips at the boundary
between the flat portion 17 and the pit 16, and this dipping occurs two times to a

single pit 16. By utilizing this feature, the pit 16 can be reliably detected.

- 10 -



[ Pat ent Doc
H10- 44650 [
No. 2003-29
Publ i cati on
Busi ness an
Monetary an
boj.or.jp/]
Patt er ns of
Security Sy

ument 1] Japanese Patent Lai d-Open Publication No.

Pat ent Docunent 2] Japanese Patent Laid-Open Publication
636 [ Patent Docunent 3] Japanese Patent Lai d-Qpen

No. 2004-171109 [ Non-Patent Docunent 1] "Fi nanci al

d Artifact-Metrics" published by the Institute for

d Econom c Studi es, the Bank of Japan (http://ww.ines.
fwanesendps/ 2004/ 04-J-12. pdf) [ Non-Pat ent Docunment 2] "The
Artifact-Metrics in Financial Field"; 6th Information
pedisenbeam used is an infrared laser beam with 2 = 780 nm (1 /4 = 195 nm)

(http://ww,ines. boj.or.jp/japanese/ltinyu/ 2004/ kk23-2-6. Pde
SREACTS

[ Non- Pat ent
on the Surf
Printing Bu

http:/ / ww. 0pRysGan ) £ ﬁlﬁ/aj[rig%egﬁ

hj ect of The Invention

a first obj
aut henti cat

I 3] I Fish b JkV I radelases ot due 690 pmebbiée =rdi gér y
fx‘l@z éjs?liﬁeﬁfeflk}]l ch?eg ﬁf&l}g glfe%é%%ﬁ%tpgmsﬁlﬁgg étl) %lutebv?olgtaltals&n\%lth A

: 0df) . O : :
e 8al) - B 0P g Sl LU
ec2660im tidiendyr syt THY 8&ith @R tHeOpiQr DM 690226 tnin) @7 P5e P br an
ion verifying chip, which has a non-reproduci bl e and

copy- unabl eb&znif fespedtivalypatt ern. [0052] Also, it is a second object
of the invemtogé)]n to provide a nethod for producing an authentication

verifying c

whi ch has a copy-unable verification pattern. [0053]
Fig. 5 shows a card capable of authentication verification, which the applicant of the

present invention proposed in PCT/JP2006/325226. Fig. 5 (a) is a view as seen
from above, Fig. 5 (b) is a cross-sectional view, and Fig. 5 (c) is an enlarged
cross-sectional view. The reference numeral 31 represents a card body where a
magnetic stripe 2 and an arrow mark 3 to indicate the card inserting direction are
arranged. On a card base plate 35, an authentication verifying chip 32 is layered,
and a surface plate 34 is layered further on the authentication verifying chip 32.
[0043]

The base plate 35 is a thick synthetic resin plate as widely used in a cash card or
the like, or a thin synthetic resin plate used in a prepaid card.

[0044]

The authentication verifying chip 32 is made of synthetic resin, and fluorescent
substance granules 33 are uniformly mixed all over the synthetic resin plate.
{0045]

Fig. 6 shows a card capable of authentication verification, which the applicant of the
present apphication proposed in PCT/JP2006/325227. Fig. 6 (a) is a view as seen
from above, Fig. 6 (b) is a cross-sectional view, and Fig. 6 (c) is an enlarged
cross-sectional view. The reference numeral 41 represents a card body where a
magnetic stripe 2 and an arrow mark 3 to indicate the card inserting direction are
arranged. On a card base plate 44, an authentication verifying chip 42 and a

surface plate 45 are layered. Further, another surface plate may be layered on the

- 11 -



Further, it is a third object of the invention to provide neans for
reading a verification pattern which is unable to copy. [0054] Al so,
it is afourth object of the invention to provide neans for
certifying that the verification pattern is authentic. Means for The
bj ect [0055] To attain the first object of the invention, the
present application provides an invention on a structure of an

aut hent i cat iavtheniacatiby venfyulgi qhin 42 avd tie surfackegletentse i s vi ewed where an
i ncident [i %entered into a transparent medi um a%gqear ed as

st rengt hene% BHretEISsH LdaeBreseis ajsugfaee plate ard anpther suFiace pipfeamay be

t he transpa dium gongcurs w t.h.the. se.af the light.reflected
at the rear Ea?t%% 268 ethgfauﬁﬁgg%ﬁflJﬁi‘]g’%ﬁ'ﬁ‘gggépéﬁl&a %R@PFeﬁ‘{'Men t he
phases of thgy4gpove reflected lights differ by one-half of the

wavel ength. [0056] To attain the second object of the invention, the

present applTheatidimspphivd 4L5 Athidknyyattictioresn platdBd Wddly Gsddi@dUGsh adid
aut hentication verifying chip in which iridescence is viewed. [0057]

To attain t bethehiked ophijtiuo synthetihresimpletet used in & ipecppidesient Thepurfaed plate
provi des an | nvenéi on relating to neans for readi ng authenti cation
i nf or mat i on4? ioRAYn e YOeEREEIRtaBIEABPEYPINEGVhReRE Hhe anthgiitication verifying

irid | - i d fi t.he validity.of authentication
1t or mac | oncip EEES e Pted R 4R Rel, R B e materalE Pk e

resent appkuis@ln g\ [ TR [ ot
ertiryi ng ¢ heRinRallril i Rd HRSHRG B e MOl pIRARD hiipdintion
aut hent i cat hdmmttvigs mhterialis GREPTop aCifaed plated@hibl id1alétad &itther on the

aut hentication certifying chip where the information of the

aut hent i cat AWhentigaiidny verdvioRichipi 42 awidhy symtietic resin surface plate 45.
[0047)
The authentication verifying chip 42 has such an area and thickness to be placed in
the opening of the surface plate 45, and radioactive substance granules 43 are
mixed therein. e« -ray radioactive substance such as 2*Th, U, U, # -ray
radioactive substance such as “K, *Pb, etc. may be used as natural radioactive
substance granules. o -ray radioactive substance such as *'Am, *'Cm, etc., and 3
-ray radioactive substance such as ®Co, ¥Sr, (s, etc., and v -ray radioactive
substance such as *Na, *'Cr, *Mn, ¥Co, ®Co, **Ba, *'Am, etc. may be used as
artificial radioactive substance granules.
[0048]
When considening the problems related to the exposure to radiation, it is desirable
to avoid the use of v -ray radioactive substance because the reaching distance is
long and its shielding is difficult. If granules of a non-radioactive substance, which
1s an isomer of radioactive substance, are mixed, the mixed condition of the
radioactive substance granules cannot be confirmed unless radiation detecting
means is used. It is desirable that the synthetic resin, where radioactive substance
granules are to be mixed, is a material, is not changed by radiation.

[0049]

- 12 -



Ef fects of The Invention [0059] It is inpossible to forge and falsify
a card provided with an authentication verifying chip having a
substance in which iridescence appears, which is forned by nere
chance and is inpossible to copy. Brief Descriptions of The Draw ngs
[0060] Fig. 1 shows a conventional type cash card or credit card;

Fig. 2 shows an exanple of a conventional type card using

artifact - metg Fﬁﬁn&%ﬂ%erﬁ%i@@ﬁén Eﬁtﬁga@i&ﬁwoﬁm-ﬁ%gé;;e?gsvgﬁﬁ%aﬁzgg;Hal;fée of

a conventional 'type card using artifact-netrics
pi eces; Fi g.having houbstamtedarpiiicois embaiddd i 0 bhstedataribhwiah hignbossed
hol ogram aut henticati on verifying chip of an invention according to a
prior appli ¢e@nsppent preperty andoviictareflestaright ioflisglogeak dImpthes/vaddidationt h an
aut henti cati,on verifyi chj f .an _ipvention_ according to a prior
appl i cati on;deEF?giaélés‘ﬂg g @ﬁgﬁﬁ% SE@eaa&élF%FaEﬁ%i RYESEN O 4 Ruadgangular
aut henti cat i | £ Y hOQ Chi f Lhvent i on ording to. rior
applicati on?)%lm\é&[r rﬁ%’s@ rhg{?te(gn gl%&pﬁ%? b‘sl eé’gboefﬁ%‘%%t ?P?‘%%érbsé C
phenomenon aRRGARMGesii 9- 8 illustrates another exanple of the
principle of the iridescence phenonenon appearing; Fig. 9 shows an
enbodi nent @¥058] card provided with an authentication verifying chip
of iridescence based on the principle of Fig. 7;
[Patent Document 1]  Japanese Patent Laid-Open Publication No. H10-44650
[Patent Document 2]  Japanese Patent Laid-Open Publication No. 2003-29636
[Patent Document 3] Japanese Patent Laid-Open Publication No. 2004-171109
[Non-Patent Document 1] "Financial Business and Artifact-Metrics" published by
the Institute for Monetary and Economic Studies, the Bank of Japan
(http://www.imes. boj.or.jp/japanese/jdps/2004/04-J-12.pdf)
[Non-Patent Document 2] “The Patterns of Artifact-Metrics in Financial Field":
6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf)
{Non-Patent Document 3] "Handbook on the Technique to Prevent Forgery on the
Surface of Affiliated IC Cards", published by the National Printing Bureau, the

Ministry of Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf).

Disclosure of The Invention

Object of The Invention

[0051]

To overcome the above problems, it is a first object of the present invention to
provide a structure of an authentication verifying chip, which has a
non-reproducible and copy-unable verification pattern.

[0052]

Also, it is a second object of the invention to provide a method for producing an

authentication verifying chip, which has a copy-unable verification pattern.

- 13 -



Fig. 10 is an enlarged view of an authentication verifying chip of
iridescence; Fig. 11 shows an enbodi nent of a nethod for

manuf acturing an authentication verifying chip of iridescence; Fig.
12 shows an enbodi nent of a nmethod for manufacturing the card
provided with an authentication verifying chip of iridescence; Fig.
13 shows a structure of an authentication verifying chip of
iridescencel®R8kd on the principle of Fig. 7; Fig. 14 shows an

enbodi nment g\f }‘he.aut ggnti cation verifying chip based on the
princi pl e of UEPEL 1tg's apnyd opscispfdhe ysBHORIC RIBEAIMRAAS fATreading 2

aut henti cat | I £yl hi,p. based.on the principle of Fig. 8; Fig.
16 shows st%%ﬁﬂ%ﬁé#R%#Qgﬁﬁwafﬁéﬁ?ﬁgﬁofﬂghauthentication verifying
chip based gysiyhe principle of Fig. 8 Fig. 17 shows yet stil
anot her enbodi nent of the authentication verifying chip based on the
princi pl e oflsej {1.is 8 foukrttgobjddB of t@NAVEion T pebvidninemis for eatid/imy et drd
w th an authentication verifying chip of iridescence of another
structure b#ewttaden patterpis mgheits. of Fig. 8; Fig. 19 illustrates a
principle of the iridescence phenonenon appearing on the
aut hentication verifying chip of iridescence of Fig. 18, Fig. 20 is
an enl arged,£ross-secti.onal view of the authentication verifying chip
Meafepi g 0

P 5 . . 7
of iridescence o Fig. 21 is an enlarged cross-sectional

view of an gatsentication verifying chip of iridescence with a
structure different fromthat of Fig. 20; Fig. 22 shows a differently
arranged enfoditainhe €ifsttobrcoot the Mieatibn, Ahe YIskhtyippicdh privdgathnon t he

principle of Fig. 8;
ivention on a structure of an authentication verifying chip in which iridescence is
viewed where an incident light entered into a transparent medium appeared as
strengthened when the phase of the light reflected at the surface of the transparent
medium concurs with the phase of the light reflected at the rear surface of the
medium, and appeared as weakened when the phases of the above reflected lights
differ by one-half of the wavelength.
[0056]
To attain the second object of the invention, the present application provides an
invention on a method to produce an authentication verifying chip in which
iridescence is viewed.
[0057]
To attain the third object of the invention, the present application provides an
invention relating to means for reading authentication information from the
authentication verifying chip in which iridescence is viewed and to confirm the
validity of authentication information.
[0058]
To attain the fourth object of the invention, the present application provides an
invention relating to means for certifying the validity of the authentication verifying

chip by an authentication verifying chip producer side by using an authentication

- 14 -



Fig. 23 is an enlarged cross-sectional view of the iridescence chip
of Fig. 22; Fig. 24 is an enlarged cross-sectional view of an
iridescence chip with the other structure shown in Fig. 22; Fig. 25
shows an enbodi nent of a card provided with an authentication
verifying chip having an iridescence substance regul arly arranged;
Fig. 26 is an enlarged cross-sectional view of an authentication
verifying chenifyihgvhipovirie the GeSGENGELSHE JtitRaRcitoh Weﬂﬂz@ig@ip is
structural feature; Fig. 27 shows a structure of the iridescence
subst ance ofn@ypted25 and the principle of the iridescence substance
of Fig. 26; Fig. 28 shows an enbodi nent of a card provided with an
aut hentication verifying chip having an iridescence substance with

anot her str r egul arly arranged; Fig. 29 shows an

aut henti cat %&\%@@g%‘é}ngﬂﬁqp prepared accordi ng to random nunbers;

Fig. 30 shommp exanpl e of a position alignnment mark; Fig. 31 shows
0

an enbodi nent a readi ng device using an i mage pickup device; Fig.
32 shows anfitibémpessibiedioterde aid falsifeadirdcroadéd ®ith Sh RQthRAtIENRE Seliyeka! P
device; Fig. 33 shows an enbodi nent of a chip reading device using
readi ng el efptheving asuhstamdedn fudrich irdesren@iappeanss whichesrfoonteddptmat a
chi p readi ng device, using.reading elenents in array; Fig. 35 shows an
enmbodi nent &F“&fﬁ i 'HOsRRIE 2 COR¥ ng a single reading el ement; Fig.
36 shows a verifying chip reading device designed with a paraboloid
mrror and a polygonal m nor conbined; Fig. 37 shows an exanple of a

readi ng met BEgf Descriptions of The Drawings
[0060]
Fig. 1 shows a conventional type cash card or credit card;
Fig. 2 shows an example of a conventional type card using artifact-metrics based on
metal granules;
Fig. 3 shows an example of a conventional type card using artifact-metrics based on
fiber pieces;
Fig. 4 shows an example of a card provided with an embossed hologram
authentication verifying chip of an invention according to a prior application;
Fig. 5 shows an example of a card provided with an authentication verifying chip of
an invention according to a prior application;
Fig. 6 shows an example of a card provided with an authentication verifying chip of
an invention according to a prior application;
Fig. 7 illustrates a principle of the iridescence phenomenon appearing;
Fig. 8 illustrates another example of the principle of the iridescence pheromenon
appearing;
Fig. 9 shows an embodiment of a card provided with an authentication verifying
chip of iridescence based on the principle of Fig. 7;
Fig. 10 is an enlarged view of an authentication verifying chip of iridescence;

Fig. 11 shows an embodiment of a method for manufacturing an authentication

. 15 -



Fig. 38 shows an exanpl e explaining the reading nmethod of Fig. 37;
Fig. 39 shows anot her exanpl e expl aining the reading nethod of Fig.
37; Fig. 40 shows an exanple of a card provided with an

aut henti cation verifying chip and an authentication certifying chip;
Fig. 41 is a flowhart to explain authentication certification of the
card shown in Fig. 40; Fig. 42 shows another exanple of a card

provi ded w worifgingahiphefritidesaencen verifying chip and an authentication
certifying chip; Fig. 43 is a flowhart to explain authentication
certificati §ig 82 shows amembedimant ofra methyd faromamifagturing tiecwsd providhé with
exanmpl e of a card pravided with an authentication verifying chip and
an aut henti é‘éi“i‘%ﬁm@ép?? PORIEIME Chingot ipdescents; i s a flowchart to explain

aut henti cat | | £l Woly! the card.shown.in Fig,.44: Fig. 46
chows still T Endt E@gﬁ‘bgeé %&r&p‘#greo‘?ffaél a&‘i‘?ed‘%ﬁgb"\‘)iv ity b 2 ket Basedd o
verifying chyp &meapp@eﬁii cation certifying chip; Fig. 47 is a
flowchart to explain authéntication certification of the card shown

in Fig. 45;Fand4 Ehaws dBemBodimbhiosfthe biithehticatio® Vol idghiphRteohithe t he
readi ng. Brief Description of The Reference Nuneral s
principle of Fig. 8;
Fig. 15 shows another embodiment of the authentication verifying chip based on
the principle of Fig. 8;
Fig. 16 shows still another embodiment of the authentication verifying chip based
on the principle of Fig. 8;
Fig. 17 shows yet still another embodiment of the authentication verifying chip
based on the principle of Fig. &;
Fig. 18 shows an embodiment of a card provided with an authentication verifying
chip of iridescence of another structure based on the principle of Fig. 8;
Fig. 19 illustrates a principle of the iridescence phenomenon appearing on the
authentication verifying chip of iridescence of Fig. 18;
Fig. 20 1s an enlarged cross-sectional view of the authentication verifying chip of
iridescence of Fig. 19;
Fig. 21 is an enlarged cross-sectional view of an authentication verifying chip of
iridescence with a structure different from that of Fig. 20;
Fig. 22 shows a differently arranged embodiment of the authentication verifying
chip based on the principle of Fig. 8;
Fig. 23 is an enlarged cross-sectional view of the iridescence chip of Fig. 22;
Fig. 24 is an enlarged cross-sectional view of an iridescence chip with the other
structure shown in Fig. 22;
Fig. 25 shows an embodiment of a card provided with an authentication verifying
chip having an iridescence substance regularly arranged;

Fig. 26 is an enlarged cross-sectional view of an authentication verifying chip
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[0061] 1, 21, 24, 11, 31, 41, 61, 81, 101, 111, 131, 151, 191, 194,
196 and 198: card 2: a magnetic stripe 3: an arrow mark 4, 8, 12,
21, 25, 65, 78, 82, 102, 112, 132, 140, 153 and 192: an

aut hentication verifying chip 5: netal granules 6, 13, 34, 45, 64,
84, 104, 113, 133 and 154: a surface plate 7, 14, 35, 44, 63, 85,
105, 114, 134 and 152: a base plate 9: a nesh nenber 10: fiber piece
50, 53, 57 hagng ew jridescents sulgynce Gvithoanotlikd 3trutti@al faRfreand 135:
transparent pedium 51, 54, 58, 59, 91, and 95: an incident surface
52, 52 56, %% gz)W%ﬂath@UfeaOfsté}?ﬂ%@f‘éCWﬁ Sruhﬁﬁla,f@tqfrfgg &3, and the pgnciglg

102, 112 ang %%gggﬁ%gc%ps%&mces%% %I;C resin 22, 66, 73, 74 and 75:

a piece of Ir
Fig. 28 shows an embodiment of a card provided with an authentication verifying

chip having an iridescence substance with another structural feature regularly
arranged;

Fig. 29 shows an authentication verifying chip prepared according to random
numbers; |

Fig. 30 shows an example of a position alignment mark;

Fig. 31 shows an embodiment of a reading device using an image pickup device;
Fig. 32 shows another embodiment of a reading device using an image pickup
device;

Fig. 33 shows an embodiment of a chip reading device using reading elements in a
matrix form;

Fig. 34 shows an embodiment of a chip reading device using reading elements in
array;

Fig. 35 shows an embodiment of a reading device using a single reading element;
Fig. 36 shows a verifying chip reading device designed with a paraboloid mirror and
a polygonal mirror combined;

Fig. 37 shows an example of a reading method;

Fig. 38 shows an example explaining the reading method of Fig. 37;

Fig. 39 shows another example explaining the reading method of Fig. 37;

Fig. 40 shows an example of a card provided with an authentication verifying chip
and an authentication certifying chip;

Fig. 41 is a flowchart to explain authentication certification of the card shown in
Fig. 40;

Fig. 42 shows another example of a card provided with an authentication verifying
chip and an authentication certifying chip;

Fig. 43 is a flowchart to explain authentication certification of the card shown in
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67: a layer for reflecting 70: bottom 79: a boundary surface 93, 125
and 129: synthetic resin 121 and 124: a chip base nenber 117: a pit
141: a position alignnent mark 142: a line to start the reading in
noving direction 143: a line to finish the reading in noving
direction 144 and 145: a line to indicate the end portion 146: a mark
for synchroni zation 191, 196 and 198: a card body 155 and 156: a

| i ghting soige2157: a color canmera 151: R-LED

Fig. 44 shows another example of a card provided with an authentication verifying
chip and an authentication certifying chip;

Fig. 45 is a flowchart to explain authentication certification of the card shown in
Fig, 44;

Fig. 46 shows still another example of a card provided with an authentication
verifying chip and an authentication certifying chip;

Fig. 47 is a flowchart to explain authentication certification of the card shown in
Fig. 45; and

Fig. 48 is a flowchart of a method for protecting the reading.

Brief Description of The Reference Numerals

[0061)

1, 21, 24, 11, 31, 41, 61, 81, 101, 111, 131, 151, 191, 194, 196 and 198: card
2: a magnetic stripe

3: an arrow mark

4, 8, 12, 21, 25, 65, 78, 82, 102, 112, 132, 140, 153 and 192: an authentication
verifying chip

5 metal granules

6, 13, 34, 45, 64, 84, 104, 113, 133 and 154: a surface plate

7, 14, 35, 44, 63, 85, 105, 114, 134 and 152: a base plate

9: a mesh member

10: fiber piece

50, 53, 57, 68, 69, 74, 75, 83, 90, 94, 103, 118, 127 and 135: transparent medium
51, 54, 58, 59, 91, and 95: an incident surface

52, 55, 56, 60, 92, and 96: a surface for reflecting

65, 77, 78, 82, 102, 112 and 132: transparent synthetic resin

22, 66, 73, 74 and 75: a piece of iridescence

67: a layer for reflecting

- 18 -



152: G LED 153: B-LED 164: a nonochrone canera 166: |ight
emtting/detecting elenments matrix 171: a red |ight

emtting/ detecting el enents array 172: a green |ight
emtting/detecting el enents array 173: a blue Iight
emtting/detecting elenments array 174: light emtting/detecting

el ements 181, 185 and 186: a reflecting mrror having a parabolic
cyli nder 1870: doftoht hol e 184: a pol ygonal mirror 183: i ght
enitting/de%&ctH?% glene s Best Mode for Carrying Qut The Invention
[0062] - d boundary surtace

93, 125 and 129: synthetic resin

121 and 124: a chip base member

117: apit

141: a position alignment mark

142: a line to start the reading in moving direction
143: a line to finish the reading ?n moving direction
144 and 145: a line to indicate the end portion

146; a mark for synchronizatidn

191, 196 and 198: a card body

155 and 156: a lighting source

157: a color camera

151: R-LED

152: G-LED

153: B-LED

164: a monochrome camera

166: light emitting/detecting elements matrix

171: a red light emitting/detecting elements array
172: a green hight emitting/detecting elements array
173: a blue light emitting/detecting elements array
174: light emitting/detecting elements

181, 185 and 186: a reflecting mirror having a parabolic cylinder
182: a light hole

184: a polygonal mirror

183: light emitting/detecting elements

Best Mode for Carrying Out The Invention
10062]
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Description will be given bel ow on enbodi ments of the present

i nvention according to the present application. [Authentication
verifying chip] Referring to Fig. 7, description will be given bel ow
on a principle that the iridescence appears. A material, where a
phenonenon of iridescence appears, referred as "a hol ogram fl ake" or
sinmply as "a hologram (flake)" is currently marketed. The hol ogram
fl ake i s notDesanpteanuaill heogiogr belowon embodamespaokihe potgeat invanioncakardag
and simlarly to a case of the hologram is seen in color according
to the int ertgél?%l’ﬁ?ée‘&fapph%?l?- In the enbodi nents as descri bed bel ow,

an iri desce%uﬁllégﬁéa%gggﬁ%ff/ﬁ% cli—l‘?pét he hologram flake is referred as an

i ridescence pIece. . 7, the reference nuneral 50 is a

[ des . ne refers ! : a
thin layer ofef@rihg @@F@ﬁ?&%scﬂﬁ%n%ﬁllgﬂ%‘@ﬁ@hpﬁo@ o%?aeﬂndcgq%é‘pﬁgx}(élm Wit

an absolute refractive index no, resin w ness d.
| ts absol ut éridestemetappers.ndex is nl. 51 represents an incident
surface on the transparent nedium 50, and 52 represents a surface for
refl ecting. ANmgigriak gthesha phsromeananof oideseenad appeatsheefeirke asrtayhddegramed

for the reflecti ngs.su]rfag:,e 52. [0064] As shown in Fig. 7 (&), when an
i nci dent | i JRES"\ALSHMPIK @S v belpgmp: @ake) is qyarently arasketady yTherholqesam flake

ot ractive e Bl SO EhR R PT R sl citerelap ST P e
no. a part elscldiand Rgiogiat id ity cdlof SELRRLE Al shidereldieh dPpfnSur face

51 of a nediumwi th ditfferent refractive 1 ntdex, and the ot part of

the |ight et éfeserhivelitheas apdesnibedBelowbRidedbat btlghincwistith e
wavel ength 2. | perpendicularly enters the transparent nedi um 50 at

an i nci dent helagtam Bakeas geferred ae an fridebemick ipiemte t he expl anation, it is
shown t hat bﬂg ight enters at a certain angle. [0065] After
entering th P nsparent nedium 50, the light is reflected at the

o et g SO TR BSGAER E EA o URe Rt p E
refractive igylgedid alfedillf WBCAHBshiutd rARE M inbest BT 23St MRTIBLE %ifl0-
thickness d. Its absolute refractive index is n,. 51 represents an incident surface
on the transparent medium 50, and 52 represents a surface for reflecting.
A reflection layer made of metal or the like may be used for the reflecting surface
52.
[0064]
As shown in Fig. 7 (a), when an incident light with the wavelength 1 .
perpendicularly enters the incident surface 51 of the transparent medium 50 with
the absolute refractive index n, from a medium with the absolute refractive index
n,, a part of the incident light is reflected at the incident surface 51 of a medium
with different refractive index, and the other part of the light enters the transparent
medium 50.
The light with the wavelength 4 | perpendicularly enters the transparent medium
50 at an incident angle 8 = 0°. Here, to facilitate the explanation, it is shown
that the light enters at a certain angle.
{0065]
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[0066] In this case, if a condition: d = (m+ 1/2)2. 12n, i.e., A =
2dn/ (m++ 1/2), is satisfied where mis a positive integral nunber,
the phase of the light reflected at the incident surface 51 is equal
to the phase of the light reflected, which passes through the
transparent medium50 and is reflected at the reflecting surface 52
as shown in Fig. 7 (a). The synmbol "n" represents a relative
refractive iM@éxntezng the xansparass medium h theflightisadfledterhat the treflecting

wavel ength 1 iis str t hene 0067] . shogwn in Fig..7 (b), when
e condi 1 opd guiick EedRETho tolREte inder of the modhumigfereniatnd i i
satisfied, t, | r he .l pgi dent, surf.ace
51 is differ %CRJ@?&Q?@%QF%D%&P h‘é*dl\%g’i/@?gﬁgtr%&f‘étg% ipgey 'bﬁgéﬁe Bedine
| i ght refIeQﬁgﬁﬂm@ﬁﬁéQQﬁ@gg%qﬁdé@mpugh t he transparent medi um 50 and
is reflected at the reflecting surface, and the |lights negate each
other. As a[B0é6Llt, the reflected light with the wavel ength 2. 2 is
attenuated. _[0068] As shown in Fugi 7 ggz, when a |ight entering at
an i nci dent IhHys$ eassf if @ conditipi:ch=i & rol/2D1 Bneid.i dhi =i Ainfaf t+adets at a
refractive angleat .the i.ncident surface 51. In this case, a
rel ati onshi Ban‘%ﬁeg SBREE TS GOSN HUERALRIIRIG. Heciismel g duebt reflected g
refractive gpg e i Cclive.l,nde ., Based on this
rel ationship, ?ﬁ(eigl?t?%ﬂfta &gﬁlt [esr%q%l t\aéﬁ h_% ﬁfeliﬁ%notéitﬂehéhqa{ﬁgfcge% wﬁ“@nﬁé?? t he
reflecting subd@Cheréanaparbitemb@iihaptindgs 2R 0 3R réﬂ%cﬁﬁg é&ﬁk@?g at a
reflection angle O and i1s reflected fromthe i1 ncident surtace 51 at
an angl e O FiB60in Mpeh( | Tighdymiiot In"aepravaltengelbtive raraeticeindet hed n =
i ncident surface 51 at the incident

n,/n,.

As a result, the reflected light with wavelength A | is strengthened.

[0067]

As shown in Fig. 7 (b), when the condition d = (m + 1/2)1 ,/2n, ie, 1 , =

2dn/m, is satisfied, the phase of the light reflected at the incident surface 51 is

different by one-half of the wavelength from the phase of the light reflected, which

passes through the transparent medium 50 and is reflected at the reflecting surface,

and the lights negate each other.

As a result, the reflected light with the wavelength 1 , is attenuated.

[0068]

As shown in Fig. 7 (c), when a light entering at an incident angle of 8 ;, which is

not 0°, the light is refracted at a refractive angle 6 | at the incident surface 51. In

this case, a relationship of "sin 8 /sin 6 . = n" exists between the incident angle

0 ., the refractive angle 6 | and the relative refractive index n. Based on this

relationship, the light entering at the incident angle 0 | enters the reflecting

surface 52 at the refractive angle 6 _and is reflected at a reflection angle 6 . and

is reflected from the incident surface 51 at an angle ¢ ..

[0069]

When a light with a wavelength 1 , enters the incident surface 51 at the incident
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angle 0 and is refracted at the refractive angle 6 ", where mis a
positive integral nunber, if a condition: d = (m+ 1/2) 1 3/2n
cosi.e., 2.3 =2dn cos r/(m+ 1/2), is satisfied, the phase of the
light reflected at the reflection angle 6 at the incident surface 51
is equal to the phase of the Iight whi ch passes through the

t t di fI d t.th flect f .62, i
Lhan Fef | ecBBtal ARLS WiRHER et i R aau pnelend e SR B
th f t t h

vva\e/relee:lginh gﬁt |§&gbérehftgahﬁene ljje(?00%] i/szsﬁﬁéév\%&%gnem %;ﬁ)Zdnvﬁ%n

a |ight wthoa wayp) sngtished; tid ;ﬂﬁg@bﬁthbmgm Rglegt@Rtat %xfeﬂfé@tléllar@e an
incident angle 6 and is refracted t a refractive angle 6

condi tion: dt the mridedtiyfade ShiReyuab® the 'phasecof thd lights whith paesesethfdulgh
is satisfied, the phase of the |ight reflected at a reflection angle

B at the i néﬁ%l&fﬁlﬁspé{ﬁm aediom 50,51 dﬁﬂﬁfcé‘?deﬁtthweﬂﬁﬁﬁﬂgﬁwac@f52t isethen
| ength f h light, wh h th
{Fansparent SIS HelieRLpitEe 84 31 A SR AEE: Porl1SRPRLe 55, i
fracted aty.t it
BILEE- SR i e

wavel engt h Igh7p weakened. [0071] In this way, the wavel ength 13 of

the light selectively exits or the wavel ength 2.4 of the light, which |
doe not ex A, shdepem dfig. Grd), verenaslighe vath 4 wavalafgtiadt | estesniiledndident,

~"cosr". The reflection angle 6 depends_on the incident angle B and

‘the inci denfuiglad E\Bapéfl@gﬁa‘ﬁ@éﬂengna@@ sdiehnreted £ ageiractive aggle As, iha

R s e
does not eX:pﬁ s@:TQne 4 t'r@ﬂvc\,'{t" c%t? ﬁéﬁ)ec%darﬂe?ﬁ at(tﬁig ?ncid%nggfrfagggl is

non- gr adual sars 1m I's’ca

iri descencedlf@f@at%sarmblh@ﬂfoﬁdlec@mqé] frbmrfﬁb:phasieadﬁﬁe ALKAOBRAERAEses
appear. Many of such conplicated co rs exist in nature such as on

f eat her of ¢hrbighdihedmraparemgmedium Eihei tedlected as tad reflectfontuirfaes $2,Ms on
i nner surface of a shellfish, etc. [0072] Referring to Fig. 8,

descri pt i onréffactedé the Wéﬁeéhs%’faﬁ? ﬁﬂlc@f{ﬁl ak apfexitipagieali dherefrendescence
o aci 1 abs ARBTBIBY Aol SEQRR BURSHE WeTacHch of v ARl
| i ght, whi Ctb()‘??]’ pendi cuI arly enters the transparent nmedi um
In this way, the wavelength A , of the light selectively exits or the wavelength 2 .
( i of the light, which does not exit, depends on the cosine of the refractive angle 6
“ ie,"cos 6 ". The reflection angle 6 | depends on the incident angle 8 . and the
incident angle 6 . is changed non-gradually from 0° to 90°. As a result, the
wavelength of the light, which exits selectively as shown in Fig. 7 (a) and Fig. 7
{c), or the wavelength of the light, which does not exit as shown in Fig. 7 (b) and
Fig. 7 (d), is changed non-gradually.
The color, which appears in this way, is called iridescence, and complicated colors
with multi-layer arrangement appear. Many of such complicated colors exist in
nature such as on feather of a bird, on a wing of a beetle, on scales of butterfly, on
mner surface of a shellfish, etc.

[0072]
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[0073] A transparent nedium 53 as shown in Fig. 8 (a) has a flat

surface as an incident surface, and has irregular surfaces 55 and 56
as reflection surfaces. The transparent nmedium 57 as shown in Fig. 8
(b) has the incident surfaces as irregular surfaces 58 and 59, and a
flat surface as the reflection surface. The reflection surfaces 55,
56 and 60 may be reflection |ayers made of netal or the like. [0074]

Absol ut ' fipd i ; t I '
ot | ehessiuge PR etk SRl BRERLT Bty

Rel ative refractive index to a ne

i ndex no, i Ridascehtsapfeadknbys tiafispasént Wediah Maviap diffeberitshidRfidssal | y
with thickness of dl and partially with thickness of d2. [0075] This
t r anspar ent Haped te faciidate she explanetiom desaiptios will he @ived, onvthe llight, evhich r ear
surface, it has 55 with thickness of d and 56 with thickness of d2.
On the por t PEREHsECUlaslyr @ntensdhe frapsnaeant didme t r ansparent medium 53 is
dl, when a @@?@ition cl, = (m+ 1/2)2, 2/2n is satisfied, i.e., when
the light s fies the wavel ength condition 1 2 = 2dln/(m+ 1/2),

the phase of tfa?\@gahélﬂ%e '%lﬁhﬁsﬁo@ﬁ il ggg.fSr(Qﬁﬁassauﬁggﬁﬁ?c%A'asLﬁ hPgeRamre

as the phase o e |1 ght, pass t'hrough anspar ent

nedi um 53 agigfate ah@hhe Gr@alatsuti@s58ahnd D8 dsaefection shfadeBl s case, mis
an arbitrary integral nunber. As a result, the light with wavel ength

2, 2 is refTectrenbpatenée nyprdiven 8 as pl0B@6In Fig. & &9chastthd meidentghtrfacedhisch
satisfies the condition dl = ém+ 1/2)1 1/2n, i.e., when the |ight
satisfies tFESHaTsw&cgs h8 aohayandn fat surfagas/the reflestiphawéces t he

o et eomLe Lo Sy eg o i Shiferet by enp il or,
transparent;edi um 53 and is reflected at the rear surface 55.
[0074]
Absolute refractive index of the transparent medium 53 is n,. Relative refractive
index to a medium, which has absolute refractive index ng, is n. Its thickness is
not uniform, and it is partially with thickness of d, and partially with thickness of d,.
[0075]
This transparent medium 53 is flat on a front surface 54, while, on a rear surface, it
has 55 with thickness of d, and 56 with thickness of d,.
On the portion 55 where the thickness of the transparent medium 53 is d,, when a
condition d, = (m + 1/2) A ,/2n is satisfied, i.e., when the light satisfies the
wavelength condition 1 , = 2d,n/(m + 1/2), the phase of the light reflected at the
front surface 54 is the same as the phase of the light, which passes through the
transparent medium 53 and is reflected at the rear surface 55. In this case, m is
an arbitrary integral number.
As a result, the light with wavelength 1 , is reflected strengthened.
[0076]
In case of the light, which satisfies the condition d, = (m + 1/2) X /2n, i.e., when
the light satisfies the wavelength condition 1 , = 2d,n/m, the phase of the light

reflected at the front surface 54 is different by one-half of the wavelength from the
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As a result, the light with the wavelength 2.. is reflected weakened.
[0077] When the light satisfies the condition d2 =(m+ 1/2)2. 1/2n,
i.e., when it satisfies the wavel ength condition a = 2d2n/(m + 112),
where the thickness of the transparent medium 53 is d2, the phase of
the light reflected at the front surface 54 is the sane as the phase
of the light, which passes through the transparent nmedium 53 and is
refl ected atPhaseeofrtbetightumhabepasss thiwugh ties tnspatené medigim 58iand i he
wavel ength a | ect ed ngt hened. [0078] Also, in case of the

li ght, whi cﬁeé%?i{ésdsﬁrﬂtiet %f?%éuég%fﬁ-i on d2 = (m+ 1/2)2. 2/2n, i.e.,
wh he Ii i SE i e diti 2 = 2d2n/ h
Phase of thelyd SRphbE ot B Y8 il COOR 1iBleR yeakergdl T Lot by

one-hal f of [pdygywavel ength fromthe phase of the light, which passes
t hrough the transparent nedium53 and is reflected at the rear
surface 56. VAscnathe dight $atisfiéethlei cghditivh th=iine+ vied)el grgtike., Avhed it Satisfies
refl ected weakened. [0079] This phenonenon is the principle that
-various col éhewaralengtiewentlittn a colldn/as sk M2 whexadhatiicknesoapthbubbl e

inthe air or on a . colorless gnd transparent oil slick on the water.
- [0080] When t?ﬂ@#?fﬁﬁ?e@%%gflﬁ s Tt Bhase of the byht aeflectqdntithe fropt surfage 54

fi.e., wh i psfi t | th diti =.2d1n/
he 1 eenedtiRaindlakife kRECAFYE AOR inERMe Hrofh e et T S
light reflecfﬁe@qmasstaﬂ@isffege&te%gﬁﬁ%af&rﬁd?e%fferent by one-hal f of

“thel_ wavel ength fromthe phase of the lig whi ch passes through the

t ranspar ent Agedhiesult, 5Fe dipt wish tief wealagtiatl | kerefleged sueig@ianed0. As a
result, the I|i ght with the wavel ength 2. is reflected weakened.
'[0081] In ¢d9€lof the light, which satisfies the condition d1 = (m+

-112) X 2/2n,,.i.e., when the light satisfies the wavel ength condition
2, 2 = 2dinf{sr %i%ﬁfﬂtedég%ﬁh%@@] satisfi® the) epneitica dh st fradh M2) Ay Lent

f 58 | h the .l ight, ich
Through ¢ he e A SR st PG chrrion &t s aiRy sBE RS of the
f 60. j; hel ' it by l.angt '
?g; I ng ed s%légntg%(gﬁ%gg thf&%@%%hﬂwi?gng%lﬁgl fIEePgrﬁ}t@\s/@F ﬁ{s}{? ioteféﬁ%[ %?%%n Ition

cl, = (m+ &bR)th¥ phasnef the dight, wihidh pabsedahicifzh @Be thss h@sadinh 53 and
condition 2. = 2d2nAm + 112), where the thickness of the transparent

medi um 57 i & wgllectethet Pleaser 9ffactmb6l i ght reflected at the front
hrough t he A AARSHa BRI HESTNGHIZHS & okl Botel HEamBLy oar
surface 60. [(ﬁ%g]a result, the light with the wavelength X i s detected.
C This phenomenon is the principle that various colors are viewed on a colorless and
transparent soap bubble in the air or on a colorless and transparent oil slick on the
water.
(0080]
When the light satisfies the condition d, = (m + 1/2)1 /2n, i.e., when it satisfies
the wavelength condition 1 | = 2dn/m, where the thickness of the transparent
medium 57 is d,, the phase of the light reflected at the front surface 58 is different
by one-half of the wavelength from the phase of the light, which passes through the
transparent medium 57 and is reflected at the rear surface 60.
As a result, the light with the wavelength 1 | is reflected weakened.

(0081)
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[0083] Also, in case of the light, which satisfies the condition d2 =
(m+ 1/2) X 2/2n, i.e., when the light satisfies the wavel ength
condition X 2= 2d2n/m the phase of the light reflected at the front
surf.ace 59 is different by one-half of the wavelength fromthe phase
of the light, which passes through the transparent medium 57 and is
reflected at the rear surface 60. As a result, the light wth the
wavel engt h )]QTQHSesf)f il hziéx*@blpb@ausg‘i@@a:ﬁ Ctméé@heiss—l(m sd{8) X 2 the., when

expl anati on

th d
only the | nefRIGHIE SRE P VARG TR e AT Wgﬁha@%gsem;tthe

St IO O A A . i
verifying cBidde®thrbiiog ffﬁﬂta?a}ent'rﬂe&lﬁ'xh%ﬂﬁfd%?&ﬂe%?éd';R’Ehé/?éak

chip, only the perpendicularly entering Ii1ghts are wused as s omn |n

Fig. 7 (a) #sd deb@t, the (Pt witlFiig wrelempth 9 Aisefiavted steepliictheds seen
from above, 9 (b) is a cross-sectional view, Fig. 9 (c) is an

enl ar ged crHleSg]secti onal view, and Fig 9 (d) shows an exanple of an
ures, the reference nuneral

|6r1| ?32?32 gﬁé@ﬁ& tg%ftaﬁtg%éu esvt;helf g?ﬁq:tigle%f wgﬁhét V® A p/npe. 2vhendt s#isHes ow
oK 0 I Br B L et SoLRR ARG A oot Lon
ot ot 6 o A A,
plate 64. [BQ086lsame as the phase of the light, which passes through the transparent

medium 57 and is reflected at the rear surface 60.

As a result, the light with the wavelength 1 | is detected.

[0083]

Also, in case of the light, which satisfies the condition d, = (m + 1/2) X /2n, i.e,

when the light satisfies the wavelength condition A , = 2d,n/m, the phase of the

light reflected at the front surface 59 is different by one-half of the wavelength

from the phase of the light, which passes through the transparent medium 57 and

i1s reflected at the rear surface 60.

As a result, the light with the wavelength 4 , is not detected.

[0084]

Neediess to say, in the explanation of the mechanism of iridescence in Fig. 7 and

Fig. 8, only the incident light is detected, and the light, which does not enter,

cannot be detected,

Embodiments

[0085] [Authentication verifying chip]

[Embodiment 1]

Fig. 9 shows an authentication verifying chip of Embodiment 1.

In this authentication venifying chip, only the perpendicularly entering lights are
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The base plate 63 is a thick synthetic resin plate as widely used in
the cash card or the like, or a thin non-transparent synthetic resin
plate used in the prepaid card. For the purpose of protecting the
aut hentication verifying chip 62, a cover nade of a hard nateri al
such as gl ass nmay be used. The matters described in connection with

Fig. 9 (a) and Fig. 9 (b) will be the sane as in the description of
t he subsequéiéd éﬁ‘rg’liﬁ‘mr\@r%lg-,f@@n@i@tgam(bh description may not be

d .acy | h ion. [0087]. T ut h i cat.i
Vel Tying ol ) 1 Rali Groe) i b i AR, bitobab) PiARHEERo cces
66 diff : : j [ - ' | 1 el
Che. sur f ace st G ot e raa e RO E D R didy g sty e grfinele’

hori zont al | yf aiitleatenct ipteRd satiictuite WheleSe B¥wds! (hANERAGRAL tic
resin 65. As shown in F:'pig;:{é QS (%I), t he ir?dggcg'nce pi ec@eggﬁli)égﬂiagr med

by transpar eeyressus aci€ taxdy, Wkich ach magaicoftiRET and 3hArew hg 3 ike
carranged on both surfaces of a reflection |ayer 67. The thickness of
t he iri descdhe@te? sud-nserting diretsion svheio am aitheiepsion gexifyjng ahip 6Zisd
-(g). As sho in Fig. .. the transparent nedi um 68 and the
~ transparent %Eﬁ%lﬁﬂ %@araé’%g%\lﬂéﬁ Eﬁag ﬁﬁ% r‘%%?elnéec PRBRTA 89 ERPIESCIEmY Swdace
"different i i ) KA nge piece 66.with.the
struct ure abieeld PRES s dthes phihd BFeieoliRE SpRpRtER s Mt
of the transpan@bh thesir®:fitapdd a |ight which enters the transparent
medi um 68 and is reflected at the reflection layer 67 interfere with

each ot her. [(M@6bugh the processes as described in connection with
Figs. 7 (a),and (b) and in Fig. 8, the light exits stronger or weaker
t han ot her s The baseeplptiedi lsmmg@n@sumrephta abewislelycused pip e @shasartlhoe
~light is seblect ed | néllgl.he i ncident |i 8{}{? [ 0Q89] When bl ack color with
light absor BIGiSPbp&ifyonranseaie R syRHstin ppun Pt Rerdenghe prrpaid gagd.

base pl ate i L iece.. opes .nte,contact, .it
Wil be mdbi i taob ERERIE FuleRRAURR ORTR: UibBoc Rcheonit
inci dent |i ghbrd Matedhl fehad gbks ha¢ raUisk@ace of the transparent
-synthetic resin 65 and this hinders the iridescence detection,

anti - | ust er The oéttesd depcribad Inecopeedtion veth Big. © i SidrHigce () fwil be the same
transparent synthetic resin 65 or a reflection preventive film may
be ar r angedas |ngde fipscriphien iof thtesibeementappbetinantsyanddetiilegiessription afay
enters perpe

hi ckness and e need by BERAEE HinepERBRT modi a 68 and 69 and i n
response t 0[0687]and a, shown in Fig 8. [0092]

(“ ‘ The authentication verifying chip 62 is made of synthetic resin where iridescence
pieces 66 different from each other in thickness are arranged in parallel to the
surface of the authentication verifying chip 62, in other words, horizontally, and are
fixed on the whole by a transparent synthetic resin 65.

As shown in Fig. 9 (d), the iridescence piece 66 is formed by transparent media 68
and 69, each made of PET resin or the like arranged on both surfaces of a
reflection layer 67. The thickness of the iridescence piece is diverse as shown in
Figs. 9 (e), () and (g). As shown in Fig. 9 (é), the transparent medium 68 and the
transparent medium 69 sandwiching the reflection layer 67 may be different in

thickness.
[0088]
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The positions of the m xed iridescence pieces 66 are determ ned by
mere chance. Thus, the arrangenent pattern is randomy changed and
infinite nunbers of arrangenent patterns are possible. [0093] To
produce the authentication verifying chip, the iridescence pieces 66
as shown in Figs. 9 (e) - (g) are scattered at random as shown by the
nuneral 22 in Fig. 10 and are fixed on the whol e by using transparent
resin 65. Arnah¢ helescenat pene 66 miflyiheguabiupe 24 desenib&eativedalligd reflected

i ndi vidually. [0094] Further, as shown in Fig. 11 (a), iridescence
pi eces are SE&0% epRsH surfacg of dheytransparenp imedinnp 68 and o dight whish lestersitheout
to a nultiple nunber of. authentication verifying chips, After fixed

by the trandFRFRAENLREHRM 08 and)ip reflested atibag reflection Busn 7 mtqrisge with

{espent | vel s aEatls " ARk Sughtie pRARSES SR AEBES Goe S8R BERTISLT uand,
the same tinp)and0RS9d. g id Rh exRS sEHAR o Wehkd thirf oftls ?ttiﬂﬁéigg% ce

iridescence pieces are scattered only on the portions o

plate 23, wekbmporemss whede isidésaenye fipéasal the Pihinakbéleste@in Grrid&ded light.
whi ch the authenticity is to be verified, each portion being turned
to an aut heh®488htion verifying chip 25 and cards 24 each with an

aut henti catign verifying chj.p.can be cut out. [0096] [Enbodi nent 2]
Fig. 13 shob@le&rﬁ%?éft%,éﬁt"i“gh{‘ﬁ'ﬁﬁb%ng)PF‘PP&“EHﬁ ysest OTERSORRPEE Artaze of ghe
t he aut henti.catii rid vin hi. i.n additian to the perpendi cularly
entering ing!ﬁgeﬂﬁggp ]?‘llg%écj’s%g% stﬁg desgenet piecy Gga?)omﬁﬁdﬂr}ﬁicﬁ!l{a%’ (rLb‘Y‘(,ﬁ%e

I nclined i nejaderbsit) @Hete@iherefidc@f 1ights? @s shown in Figs. 7 (c) and
(d) are used. [0097] In the authentication verifying chip 62 of the
Enbodi ment {0090he iri descence pieces 66 are arranged only
horizontally. In the authentication verifying chip 71 of the

Enbodi nent 2Vhenithe incid¢at bghtde reflestedsat 6 suréace o pfusteahsparentisymhetic resin

different pgstures. In the authenticatiaon verifying chips 62 of the
Enbodi nent gg a?ﬁL@P%F%‘B%{S tgﬁémieﬁii%l@@&éﬁé@orbiaatéégst%p@masagémy b

roknees spegIaRIcH Ry E IRyt ST B L RBSEH R
Enbodi ment  Zreauhin@WICALY 88 aMShgddy! ng chip 71.
[0091]
The inidescence appeared by the lights, which enters perpendicularly, varies
corresponding to the number of thickness differences of the transparent media 68
and 69 and in response to A | and A , shown in Fig 8.
[0092]
The positions of the mixed iridescence pieces 66 are determined by mere chance.
Thus, the arrangement pattern is randomly changed and infinite numbers of
arrangement patterns are possible.
[0093]
To produce the authentication verifying chip, the iridescence pieces 66 as shown in
Figs. 9 (e) ~ (g) are scattered at random as shown by the numeral 22 in Fig. 10 and
are fixed on the whole by using transparent resin 65. An authentication verifying
chip 21 can be produced individually.
[0094]
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[0098] In the authentication verifying chip 71, the incident |ights
to the iridescence pieces horizontally arranged are reflected in the
sane manner as in the Enbodinent 1 as shown in Figs. 7 (a) and (b).
The incident lights to the iridescence pieces arranged inclined
enter the iridescence pieces with an inclination and exit as shown in
Figs. 7 (c) and (d). [0099] The iridescence appeared by the lights,

whi ch enter I

t hi ckness dﬁu?&; gﬁdggggsg#q% Ezg tl\ffg@é pareg%[ncﬁégg&déég%ét? r%@%n%qg%g;%gése
to X and X 2108 2618 ordér td b ciit hules aaneiEpRARSHeLdf Q}théx’ﬁﬂ:ah&ﬂléﬂ?ﬁk
incident lights varies infinitely in correspondence with A X 4
in refracti whipanghfterCixed byribeé transpacarg Iresih, Gl O@KIpE et of |anmsnmfat1hhe

m xed iridescence pieces 66 are determ ned by nere chance, and the
arrangement VEBUHRS HIRes wheaha dddeseencarirses éz areasrgtiaredaieapackeel chg

an infinite_ var of. arr.a tern 01 The .structure to
adopt bl ackb(?oqui) %Stwofvpdﬂ&q%ggéi’bg’ﬁgbeﬂ@a%#ﬁg#f'?'r’i%e i®er surface
of the card[ ? plate 70 where the iridescence pieces 66 conme into
contact, to performanti-luster processing or to forma reflection

preventi ve fFuktRe £ s ishews ik Fac a2 o), HeairHERBAGRAEMRE a8y Qéaﬁ%}écpoﬁﬂ? oh %@5

is the sane as in the case of the Enbodinent 1. [0102] To produce the
aut hent i cat iportions of thel age phitg 28 fwhitie hisnhetiantene sie df hq:lmb@eﬂltnﬂisﬂ

described in _connection with Fig. 10 and Fig. 11 in the Enbodi nent 1
can be adoptdich the agthsatie sHe b@aqeaﬁwl teiach h@l‘tlamﬂ)ﬁ@ﬁttuwdlt@anverl fyi ng

O e PSS R85 et HBacSmRealLan M 2L LR
pi eces ar ra@gﬁq:ah%glchpg& are aI so i ncl uded. [0103]
[00961
[Embodiment 2]
Fig. 13 shows an authentication verifying chip of Embodiment 2.
In the authentication verifying chip, in addition to the perpendicularly entering
incident lights as shown in Fig. 7 (a) and Fig. 7 (b), inclined incident lights of 2 3
or A ,as shown m Figs. 7 (¢} and (d) are used.
[0097]
In the authentication verifying chip 62 of the Embodiment 1, the iridescence pieces
66 are arranged only horizontally. In the authentication verifying chip 71 of the
Embodiment 2, the iridescence pieces 66 are disposed in various different
postures. In the authentication verifying chips 62 of the Embodiment 1, therefore,
the iridescence pieces 66 different in thickness are needed for lights with different
colors appearing, while the iridescence pieces 66 may have a single thickness in
the Embodiment 2 authentication venfying chip 71.
[0098]
In the authentication verifying chip 71, the incident lights to the iridescence pieces
horizontally arranged are reflected in the same manner as in the Embodiment 1 as

shown in Figs. 7 (a) and (b). The incident lights to the iridescence pieces arranged
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[ Enbodi nent 3] Fig. 14 shows an authentication verifying chip of
Enbodi nent 3. In the Enbodinent 3, instead of the Enbodinent 1 as
shown in Fig. 9 and the Enbodinent 2 as shown in Fig. 13 where
iridescence pieces formed by PET resins or the like with a |ight
reflection | ayer placed each in between are used, iridescence pieces
formed by transparent nedia with the different thickness wi thout a

| i ght refl ediclioefl enigethetindessencegpieces ath arf dEhwitiohand legit as shew ircRigson
verifying Cgié 7%ﬁa§ shown in Fig. 14 (a), iridescence pieces 73 made
of a transp (e ium and being different in thickness as shown by
nuner al s 74[ 75 in Fig. 14 (b) are scattered at a bottom70. A
transparent "résin 65 covers on the whole. [0105] When a |ight enters
the iridesc A i ters..t ey pi eces
73 and st hon NSRS afrkartl BPUe IRbL MK Gl ot ARG R

opposi t e sutdresspording tdighel iugtter eX tHicknbsdiffelRacdsNi tHe flanSpardrd GeediAA6S a
result, in this authentication verifying chip 72, the light reflected
at t he uppetndtf maxcspaietthel  rididsceinliig. pi ece 73 interferes with the
light, which enters the iridescence piece.73 and is reflected at the
bott om sur f %}ﬂtﬁfﬁ@nﬁﬁépma&?ﬁ by theypdined ancident lightgeriexinfisitelgivct ed

2 metal |y S RYERCT B ORC he N theTaC: e g, B0 °°

provi de |igfgyegpsor bi ng bl ack color on the upper surface of the card
bas(e_pl ate wher'e the iridescence pieces 73 cone into contact, to

per f orm ant Th¢ psditednspyf e itaidrid@iceid fi€ieR68 drefibRehimRl bpreMethhy®,
filmon the surface of the transparent synthetic resin 65 is the sane
as in the caskthefarmangerierns@ditemnthud obfaiie0 73 rafidopiyochanged, hed there is an
aut henti catjan verifying chip 72, the iridescence pieces 73 are
scattered aflPSHEEIAAANAEIEEMeRbBEAENS. he whol e by usi ng transpar ent
resin 65. T®?Oﬁut henti cati on verifying chips can be produced

i ndi vi dual |y

The structure to adopt black color with light absorbing property on the upper
surface of the card base plate 70’ where the iridescence pieces 66 come into
contact, to perform anti-luster processing or to form a reflection preventive film on
the surface of the transparent synthetic resin 65 is the same as in the case of the
Embodiment 1.

(' [0102]
To produce the authentication verifying chip of the Embodiment 2, the procedure
as described in connection with Fig. 10 and Fig. 11 in the Embodiment 1 can be
adopted. To produce the card with the authentication verifying chip, the procedure
as described in connection with Fig. 12 in the Embodiment 1 can be adopted for
the Embodiment 2.
The iridescence pieces arranged inclined are also included.
[0103] |
[Embodiment 31
Fig. 14 shows an authentication verifying chip of Embodiment 3.
In the Embodiment 3, instead of the Embodiment 1 as shown in Fig. 9 and the
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[0108] O, the iridescence pieces 73 are scattered over a |large
surface where a nultiple nunber of authentication verifying chips
can be cut out. After fixed by the transparent resin 65 on the whole,
t he chi ps can be cut out individually. [0109] To produce the

aut henti cation verifying chip of the Enbodi nent 3, the procedure as
described in connection with Fig. 10 and Fig. 11 in the Enbodi nent 1
can be adoptdpodmeens2agibewn me Fagald whiers indesceage pieses foamed hy \PET fapinsg

Chobi v " S B S SRR il b B VB e
P 1 ShNEeR RaRYLAL S0 BR Ll Bl R TSR IR

in the aut hegldctat a9y thefdif Wdgkeghi p 76 of the Enbodi ment 4, the
transparent resin to fix the entire region consists of two |ayers.

These two | @i@dk function optically as a single layer. [0111] In the
~authentication verifying chip 76 as shown in Fig. 15 (a), iridescence
' pi eces 73 b& Ry authersipatioarieriving ehip 7248 ghaen in Figedérd), irnlesoenek pigses

‘ fl . t hetj in 77, which f
ot tom . and /A TR R B HPEHET SRR A PPRE AR oRese 4 SHABBY 1y -
ontire sur t augerly EH e e PRl R lscn B R 2 BBy I L e 1

. synt heti c resimney dovaidot b Wha@asparent resin 78 is made of synthetic
i resin having the sanme optical property, and this causes no speci al

" optical eff@ans] [0112] In this authentication verifying chip 76, the
transparent_synthetic resins 77 and 78 holding the iridescence pieces
73 bet ween VHAemarlight enters Sienfilegcencet pecel & 3ne oh rof wi antershe afdestance

+ refractive index_no as shown in Fig. 7. A part of the light .entering
the iridescBRES F spbis/Ber Ehectadat halication i e -G at therpPasieaturiags.

the Tight o n4the light exits from the incident surface.
As a result, in this authentication verifying chip 72, the light reflected at the upper
surface of the iridescence piece 73 interferes with the light, which enters the
iridescence piece 73 and is reflected at the bottom surface, and the light in the
incident light exits selected therefrom and iridescence appears.
[0106]

( A reflection layer such as a metal layer may be formed on the bottom 70.

The structure to provide light-absorbing black color on the upper surface of the
card base plate where the iridescence pieces :'5’3'come mto contact, to perform
anti-luster processing, or to form a reflection preventive film on the surface of the
transparent synthetic resin 65 is the same as in the case of the Embodiment 1.
[0107]
To produce the authentication verifving chip 72, the wridescence pieces 73 are
scattered at random and are fixed on the whole by using transparent resin 65. The
authentication verifying chips can be produced individually.
[0108]

Or, the iridescence pieces 73 are scattered over a large surface where a multiple
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enters the iridescence piece 73 which then, is reflected at a surface
where the iridescence piece 73 and the transparent synthetic resin 77
come into contact with each other functioning as a reflection
surface, and exits fromthe incident surface. [0113] As a result, in
thi$ authentication verifying chip 76, the light reflected at the
upper surface of the iridescence piece 73 interferes with the |ight,
whi ch ent er sy hiper bf 1 HESSH i j eciry i ottom
Then, the Ii SE{B igf% he i%%eﬁrﬁflﬁgg Itﬁpge e%?gft&g:{ulff exi| té,ﬁgghg%é)

i ri descence tmppgaemn.refid 654 thevisld, dad chigs ¢ iy @itiodeiddividiatigbsor bi ng
bl ack color on the upper surface of the card base plate where the

aut henti cat il@¥W%erifying chip 76 comes into contact, to perform

anti -l uster .processi or to forma reflection_preventive filmon the
curface of (RETPTIEALBE AR O ERRIEINEChIR-orthe Eanhodane Jo thesPrpeediF

chip 76, t nas ieRbed in cctbitton MR RR YT Sod B 3 G0 ERRMIBRDY R i e "
transparent ;gopéd1etioprb@ik thef farB At ik %ﬁﬁiehgcﬂmi?ﬁ RRPifhg Jﬂ?ﬁghe hﬁ%edure

transparent resin 78 covers and fixes on t ol e, "and chi ps can
be producedas delicvibeldial ¢onnedtdhbith Hg, 12 hietHe Babaiment 1 sy @loptedfesi n
77 is provisionally arranged on a large surface where a nultiple
nunber. of athehBmbpdimendd. verifying chips can be cut out. Then, the
iridescencegﬁéﬁfes 73 are adequately scattered according to the
procedur es i bed in connection with Fig. 10 and Fig. 11 in the

Enbodi nent . ixed by the transparent resin 78 on the whol e,
t he chi ps Cﬁ?ﬁm@%&@@gtj%t i ndividually. [0117] Further, the card with

t he aut hent Fgayt h 5V Bk G R ..al by the
procedure of ngﬂ%‘??ﬂ#\?j%\lgﬁgﬁ %Ig‘iirre ngﬁﬁ[%iﬁf@?%ﬁ@%i ment 5] Fig.

16 shows anUalikd et dutldntiomioneverifyindehisdofthe Erlibdaadententeo, i thet hi s
aut hentication verifying chip, in addition to the perpendicularly
ent eri ng i naditbentcatipykeniymg Cgmoiﬂofithe Emtpoditngnd ), thedtrisgaredt fdsin, to fix
inclined ingident lights of 2. 3 qor 2. 4 _as shown in Fig. 7 (c) and
Fig. 7 (d) LN gegion consists of two layers. These two layers function optically as a
single layer.
[0111]
In the authentication verifying chip 76 as shown in Fig. 15 (a), iridescence pieces
73 being transparent media 74 and 75 different in thickness, are scattered on a flat
transparent synthetic resin 77, which forms a bottom, and a transparent resin 78
having the same optical property as the transparent synthetic resin 77 forming the
bottom, covers the entire surface.
A boundary surface 79 between the transparent synthetic resin 77 and the
transparent resin 78 is made of synthetic resin having the same optical property,
and this causes no special optical effect.
(0112)
In this authentication verifying chip 76, the transparent synthetic resins 77 and 78
holding the iridescence pieces 73 between them function similarly to the medium

with the absolute refractive index n, as shown in Fig. 7. A part of the light

entering the iridescence piece 73 is reflected at its surface, and a part of the light
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[0119] In the authentication verifying chips 72 and 76 of the

Enbodi nents 3 and 4, the iridescence pieces 73 are arranged only

hori zontally, while, in the authentication verifying chip 80 of the
Enmbodi ment 5 shown in Fig. 16, the iridescence pieces 81 are arranged
in various different postures. In the authentication verifying chips
72 and 76 in the Enbodinents 3 and 4, therefore, the iridescence

pi eces 73 diehfees et iridsdehibe fiees 33 %&hﬁﬁ@ﬁ@gréﬂéttealaglatsﬁrfé%et@hahfthérent
col ors appearing. In the Enmbodi nent 5, the iri descence pi eces

needed in t hadesotrice pidce A3iand themaﬁgplamglt simthet@Orasny 7 heomse mtsnmghce with
thi ckness. [0120] In the authentication verifying chip 80, the

i nci dent | i GAEsO A BICiRpiRhes 1 Feflgelionestlicpaad exita fiogh dneigent surface. | v
are refl ect ?@}3? t he sane manner as in the Enbodinent 1 as shown in
Figs. 7 (a) (b). The incident lights to the iridescence pieces

d
and ot a0 S ETh Ghis alfohiESE RERRRAUAETS 1 WnAROLAE ol Bher
appear ed by stffeREHIREHTSWNaE bitc® NS Rtbidtel wdhtth&qi@h%mrérﬁéﬁ%é“ ng
to the number of inclination differences of the transparent nedium 81

i n responseifdes@ncd paaed 7X ad of rdfiected At it bett@fiorBhent bee light de teeincident
appeared by the inclined incident lights varies infinitely in

corr espondeﬁ&léat skiacHvely egitgrang iridesegnce 4BPGass.r act i ve angle 8 r

(1 nci dent ai@é%EB 1) showmn in Fig. 7. [0122] The positions of the
m xed iride e pieces 81 are determ ned by nere chance, and the

ar ngerent THE b 1500k HaBER b AR oYor BRI pe ANLELOSE frcl ©

an infinite varie rran erns I’UC Ure to

provide |igbirdah lbf!eﬁghé}lef%ﬁé‘a@tﬁéﬁcaﬁéh %élﬁ‘{iﬁ@l%ﬁfp BHEIRGSnRY cnbRt, 48" d
base plate where the iridescence pieces .81 Come into contact, to

per f or m ant perffarst arti-justee @ssiceging®or tcofofm mmefledtehl peetantine filne ‘o mhe yv@face
filmon the surface of the transparent synthetic resin is the sanme as
in the cas eoﬁ)@etqi’éslﬁﬁ%oﬁymc zesip 63 theTamgrasdu ke case chEinthedimanatli on
verifying ng R the iridescence pieces 73 including those inclined
are scatter &?i]t random on the bottom 70 and fixed on the whol e by

the transpargifbod@s ik ARhentication verifying chip 76, the iridescence pieces 73 are
scattered at random on the transparent synthetic resin 77 provisionally disposed.
Then, the transparent resin 78 covers and fixes on the whole, and the chips can be
produced individually.
[0116]
Or, the transparent synthetic resin 77 is provisionally arranged on a large surface
where a multiple number of authentication verifying chips can be cut out. Then,
the iridescence pieces 73 are adequately scattered according to the procedures
described in connection with Fig. 10 and Fig. 11 in the Embodiment 1. After fixed
by the transparent resin 78 on the whole, the chips can be cut out individually.
(01171
Further, the card with the authentication verifying chip can also be produced by the
procedure of Fig. 12 in the Embodiment 1.
[0118]
[Embodiment 5]
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[0125] The authentication verifying chips 80 can be produced

i ndi vidually as descri bed above, while the chips nmay be produced by
scattering the iridescence pieces 73 including those inclined over a
| arge surface where a nultiple nunber of authentication verifying
chips can be cut out. After fixed by the transparent resin 65 on the
whol e, chips can be cut out individually. Further, it is also
possi bl e togfpr L i : I Ayl | igectly on cards
according t g‘ﬁ %) ﬁg] S%?‘gigﬁﬁgtgegﬂﬁ%%h ?ﬁn%ﬁ%‘ Jh}llﬂZ%I%%{ig?e?ﬂE%bodi ment 6]
Fig. 17 shoWstiAnaathedtéatibe addi9img\chip, iry aditichhiothe hefpehoidilagn enfring
Unli ke the authentication verifying chip of the Enbodinment 5, in the
aut hent i cat insilepehglity phghom [ BS. ?)%a)tamé Rentfod, rieclined indideat lighta ok ent
resin to fix the entire region consists of two |ayers. These two

| ayers funcP¥ dn« Bptioem ‘Pﬁgs'})g:)ép%gfge 7 dye used127] In the

aut henti cat [(ﬁlig erifying chip 88, iridescence pieces 81 of the sane
t hi ckness are sScattered on a flat transparent resin 77, which forns a

_ bottom andipttel ARERBER/NN Veedjifg (BpHay bh® 76 Bfﬂth%éﬁﬁ%&ﬂhb&@'e; fleRre h?]eg

i as the transparent synthetic Tesin 77 formng the bottomcovers 't

- entire surfatiesceAcd pizdeka’y arrfanged ¢y Detivaresili hailerianspatahtication
~synthetic resin 77 and the transparent resin 78 is nmade of synthetic
! resin havi ngenihiag shipeBbpftthe Zmbpdopent tsyshommdn tig. I 6¢ thesieide sveneppicias| 81
optical effect. a501 8] Jn the authentication verifying chip thus.
arrranged, t #€ &F E‘%‘ﬁﬁlr\?ﬁ{ou% Fattipestugas. i the aythentigation | verfng efups 72 and 76
i rirdescence; pi 1 en them function simlarl e _medi um
W hen coanE Htan i 1oR8 4 BERHO S eilsSoer Pleres J@?hlﬂ%feﬁér‘ft of

s the light epf@hkogtheeddd iy j t i .
surface, and a par tr of% etideﬂﬁﬁgﬁc?qﬁg?glfﬁgﬁp Egl?éia@gé{rgﬁbgﬂp@gc%ﬁgjﬂm%e
surface whepeht ifddstérdeirne 81 pieeds i8 thaastheMgratibRReRBRhiSINAet | C

resin 77 cone into contact with each other functions as a reflection
surface, anthveresinglgihiclness.s from the incident surface. [0129]
[0120]
In the authentication verifying chip 80, the incident lights entering the iridescence
pieces arranged horizontally are reflected in the same manner as in the
Embodiment 1 as shown i Figs. 7 (a) and (b). The incident lights to the
iridescence pieces arranged inclined enter the iridescence pieces with an inclination
( and exit as shown in Figs. 7 (¢) and (d).
[0121]
The ridescence appeared by the perpendicularly entering light varies
corresponding to the number of inclination differences of the transparent medium
811in response to 4 ; and 1 , of Fig. 7. Therefore, the iridescence appeared by
the inclined incident lights varies infinitely in correspondence with 1 ,or A , at
the refractive angle 8 | (incident angle 6 ,) shown in Fig. 7.
[0122]
The positions of the mixed iridescence pieces 81 are determined by mere chance,

and the arrangement pattern thus obtained is randomly changed, and there is an

infinite variety of arrangement patterns.
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As a result, in this authentication verifying chip 88, the |ight
reflected at the upper surface of the iridescence piece 81
interferes with the light, which enters the iridescence piece 81 and
is reflected at the bottom Then, the light in the incident |ight
selectively exits, and iridescence appears. [0130] The structure to
provi de |ight-absorbing black color on th_e upper surface of the card
base plate WHEBk t he aut hentication verifying chip 88 cones into
cont act toqﬁerforn1anti-luster processina%or to forma reflection

flj Pla

preventive fiPfFHYRUERE Bigvidgdighbabspriang frdeteon theyuppresurlice e6the 78
is th in th f. di t 1 0131]. T th
ot hont - cat FoR 0% PAR: RESERn I BaERERes b bomRabo SPuBie it e
tt d : i i
scattere afﬂ)l/t'i—g.{%géggﬁsre%s&@_g 81’ E@{bﬁ@a{ Féﬁ%e@ﬁ%ﬂéﬁéﬂtﬁler fﬁﬁ%ﬁ tg% surface of the

provi si onal n, ransparent resin VEers an

fixes on theawdpatent sptletiheesihisRbe e@fle B IPIRAUSSH ihB A bkt
[0132] Also, the transparent synthetic resin is provisionally

“arranged onlH24Lrface where a nultiple nunmber of authentication
~verifying chips can be cut out. Then, the iridescence pieces 81 are
adequat el y $e@redicedhepthenticaiensyeriying ¢hipySG; te iridgpepes piees 73 iagludings

on t he whol the,.chips can b roduced i ndi vi dual | cuttin hem
“out. Furt heﬁ{os‘f’ H@llg?ﬂ %@rﬁci?t(tﬁfe&é‘ﬁr PR tlrli‘ﬁ 8Hf”ﬁ'suﬁ)c%{%1 Iﬁédp&tﬁg&%of& by
directly on i to the procedure as shown in Fig. 12.

[01'\33] {Emg’%ﬁ}nﬂﬁi’ﬁ?f@@g&m showspa card capabl e of aut hegti cation

~verificatiopied] Enbodi ment 7 where the principle shown in Fig. 8 is
“applied. Fig. 18 (a) is a view of a card capabl e of authentication
veri fi cat i ohhasuthertrationreafyongechisi 8. cahSe(frpdiced individsdly a8 desaibad
view, and Fig. 18 g;lzz is.an enl arged cross-sectional view The

ref erence nilivEg.avhipthechimsgasm ke prodused yowgttenng die irdescanceayenss 78

stripe 2 an i ndi cate

d . . k,3 t t d-|. ti
direct i on. EAUnE{beP s oxpEa bee Siretiecs s PORREAIYPRY ohip 82

1s |ayered. : ce face

pl ate can b%- ayereﬁeur@ﬁg?ﬁl?gtcﬁge gﬂ{i@ht}}f(@%ﬁx gﬁ b@&ﬁ |é F@llt‘ SrPg‘Pé(’:nﬁiar%Slgz
and the suréneet ®héleSchipd @hItlcut dReinlAsRam.ate 85 is a thick
~synthetic resin plate as wdely used in a cash card or the like, or a
synt heti ¢ pFatlerps uahlsy possible tafospahe ntthepdation sedfyiny ehigpr dpatid onar d.
Unl i ke the authentication verifying chip_of the Enbodinent 1 or the
Enbodi ment @rdswscorsmggiodhs praréireshgwadn Fig- tlRe aut henti cati on
verifying cﬂaﬁ)ﬁ]&. | nstead, a

- [Embodiment 6]
Fig. 17 shows an authentication verifying chip of Embodiment 6.
Unlike the authentication verifying chip of the Embodiment 5, in the authentication
verifying chip 88 of the Embodiment 6, the transparent resin to fix the entire
region consists of two layers. These two layers function optically as a single layer.
[0127]
In the authentication venfying chip‘ 88, iridescence pieces 81 of the same thickness
are scattered on a flat transparent resin 77, which forms a bottom, and a
transparent resin 78 having the same optical property as the transparent synthetic
resin 77 forming the bottom covers the entire surface.

A boundary surface 79 between the transparent synthetic resin 77 and the
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transparent resin film 83 adequately coated is used. This resin 83
does not have uniformthickness, and has non-uniformthickness. In
order to protect the authentication verifying chip 82, a cover made
of a hard material such as glass may be provided. [0135] Now,
referring to Fig. 19, description will be given on a principle of

A ARSI R o M -
shown in Fi S &‘gﬁ c{ag%es ]fongprg?]iglz(ﬁgr(ﬁlnééfergﬁ5| n used is |1I9I ?E; 1rat ed by the

ref erence nuner own in Fig. t he
transparentggqug,]i n used is illustrated by the reference nuneral 94.
To facilitate explanation, description will be given here only on an

i nci dent | iyhthe authiegticapien periffinpudhiy this @flagfs, thetrhn o s Aithe bt
[0136] In the transparent nedium 90 shown in Fig. 19 (a), an incident
surface 91 Thkardl Bukolding she frislessenampicees &ff basweenthesufinatien Signilady do theat

surface. This _transparent nedium 90 is fornmed by an_adequate nethod
such as coa@?@@mo‘?’lﬂég'fea%bﬁ%t.e rERACr NSt NAs JPRdR 4197 . nAypapeoighe

flection |} f. et al the.like, [0137 |
ot ract i ve 1R EheERe B rifRieBie Blt “Rinieifiteh of B huftanand Epat ofthe

froctive € 1] a b . e e
The ref| ecthhChehPiR IRRGicBPeioc SL0ThE WBrl® M eI eeheaBice T
t he.di st ancadhié waaspatdie syethbee tdsan 7B birh@ o YentadArith Badhnhétehctions

sutface 91, i.e., the thickness is not uniform There are portions
wher e t he tasiacteflestoni smrfdce, aod 2he bightexit§ frém the iB@Jent surface.
[0129]

As a result, in this authentication verifying chip 88; the light reflected at the upper
surface of the iridescence piece 81 interferes with the light, which enters the
iridescence piece 81 and is reflected at the bottom. Then, the light in the incident
light selectively exits, and iridescence appears.
[0130]
The structure to provide hight-absorbing black color on the upper surface of the
card base plate where the authentication verifying chip 88 ‘comes into contact, to

( perform anti-luster processing or to form a reflection preventive film on the surface
of the transparent synthetic resin 78 is the same as in the case of Embodiment 1.
[0131]
To produce the authentication verifying chips 86, the iridescence pieces 81 are
scattered at random on the transparent synthetic resin 77 provisionally disposed.
Then, the transparent resin 78 covers and fixes on the whole, and the chips can be
produced individually.
[0132]
Also, the transparent synthetic resin is provisionally arranged on a surface where a
multiple number of authentication verifying chips can be cut out. Then, the

iridescence pieces 81 are adequately scattered on it. After fixed by the transparent
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In the transparent nmedium 94 as shown in Fig. 19 (b), an incident
surface 95 is a flat surface, and a reflection surface 96 is a curved
surface. A base 93 having this curved surface can be forned by an
adequat e net hod such as coating or spraying. A transparent nediumis
coated on the base 93 to forma flat surface, and the transparent

medi um 94 can be prepared. The reflection surface 96 may be a
reflective fredim78weehefvhor ele dipstdag beipgteducdtendividlaig biy @Atthilgr thaseou®s
can also be prepared by differing the base 93 and the transparent

medi um 94 i A'ugthen theauthentiopbon weteying [cbipS $hn b swingtlaliveetly astarde i ndex
of the transparent dium94 is n" and relative refractive index to a
medi um wi t hagﬁ?éfgp%fg&eé?f%ﬁgﬂev@ shewanfae-i12. n. The incident surface
95 of the tr@@ggarent medium 94 is flat, but the distance between the
incident surface 95 and the reflection surface 96, i.e., the

thi ckness i $efipéaimehf Arm and there are portions where the thickness
is cl" cl12, d3 or de T[0140] The transparent nedia 90 and 94 havi ng
such the st iFyctl8rshoksiaetidaapsilatd athahticstidnhedicandRodiBeitey #iend
57 as described in connection with Fig. 8, and the |ight having the
wavel engt h #fe pxinciple ghovey inlFig. &fs dppiedxi t s stronger or weaker. [0141]
As descri beg.i n ccsnnecti on wth Féﬁ%. 7, the light with an

i ncl i nati onFigA8fa)Ra Vi pht £ard capably o aythensigationrveasication a saen fron: |

condi 1 on: T8 K00l Sl BeRom WG ERL TR SrpeS e
L ght sel SChio@LdetiBiiiew VSR rohiCer R ¥] BBGLEND a calPholl: whifth mhOO

# 0.94. Wien the reflection ang ,

the reflecthaiugas €rfe 2 and aBQrrotOBak03 to MdR2E. thd barduayetispat-betRh, t he
iridescence appeared is influenced little fromthe reflection angle

and i s depefdiamgrdrbasie phate Bheauthintkatesisvarifying ehiprddns pyeewdt  Neolersng4
[0142] [ Enbodinment 8] Fig. 20 shows an arrangenent of an
aut hent i cat TEPRESERIS & SHIHEE Bl SnOET Pwriace platg gan belavesed dwitherman the

n the aut naReeER IR PP PR ARG R BB ot B, no

i ridescencejpaggee is used. Instead, a transparent nedium 83 is coated
i n adequat e thi'ckness on the base plate 85 of Fig. 18. The thickness

of the tranFThabsyetplare @6usm 8Bick Symbétiditisinofiafe aaReddly ub& BoverRdaM &h a
transparent resin 82.
the like, or a synthetic plate usually non-transparent resin used in a prepaid card.
Unlike the authentication verifying chip of the Embodiment 1 or the Embodiment
2, no hologram flake is used in the authentication verifying chip 82. Instead, a
transparent resin film 83 adequately coated is used. This resin 83 does not have
uniform thickness, and has non-uniform thickness.
In order to protect the authentication verifying chip 82, a cover made of a hard
material such as glass may be provided.
[0135]
Now, referring to Fig. 19, description will be given on a principle of iridescence
appearing by using a transparent medium having non-uniform thickness instead of
the iridescence piece.

In an example shown in Fig. 19 (a), a transparent resin used is illustrated by the

reference numeral 90. In an example shown in Fig. 19 (b), the transparent resin
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[0143] The thickness of the transparent nedium 83 to be coated is not
uniformand its thickness randommess is determ ned by nere chance. As
a result, the pattern and wavel ength of iridescence to be appeared
vary non-gradually due to the randomthickness. [0144] The structure
to provide |ight-absorbing black color on the upper surface of the
card base plate 85 where the authentication verifying chip cones into
cont act, t o upslisoiustmbed byt thetrefergrcomassrai@4or to forma refl ection
preventive filmon the surface of the transparent synthetic resin 82
i s the sane Igdaqiifatergxplagationy lewmption withbe givep benmonlrpe andndident light, i on
verifying chip,with the structure as above can be prepared by

adequat el y 3?%*%FH§”#H@MFV§H S (R ansBEEelhm$4Gh t he base plate 85.
[01461 Al soygByy using the transparent synthetic resin 82, which is
flat on both surfaces, and by preparing surface irregularities on the

rear surface fy w@RBpEetURBIAM B Sokwidn RO MY, SRoiddY se:R4RIgING at he
surface irregularities with the transparent nedium 83, the

aut hent i cat cowed ewrifdcyj angl cidflpctidnt durfabe 9% is aifistusuefaos ddRcddkspdenbove
can be prepared. %0147] In addition to groducing the chip
i ndi vi dual | jredmm Yhissfomedby apadaanateanesded sethas ceating gespsaiigace, and

by cutting t the.chi i ndi vi dual | t.he chi ps, can be prepared.

Furt her, thiﬂﬁﬁ?fp?éﬁ?’? E'Q%CS%Q\}@Y%% H%Teﬁ‘i'l‘?lb]éy@a‘ﬁa@f‘eogwtﬁb@ Hed¥et 1y on
cards accorFH gg] to the procedure as described in connection wth Fig.
12. [0148] é odiment 9] Fig. 21 shows another arrangenent

Enbodi ment gtk Refraeive Stk G2t ORansphreh tREiuGNO® S ONY FehtiFh Fefttive
index to a medium with absolute refractive index n, is n. The reflection surface 92
of the transparent medium 90 is flat, but the distance between the reflection
surface 92 and the incident surface 91, i.e., the thickness is not uniform. There
are portions where the thickness is d,, d,, d, or d,.

[0138]

In the transparent medium 94 as shown in Fig. 19 (b), an incident surface 95 is a
flat surface, and a reflection surface 96 is a curved surface.

A base 93 having this curved surface can be formed by an adequate method such as
coating or spraying. A transparent medium is coated on the base 93 to form a flat
surface, and the transparent medium 94 can be prepared.

The reflection surface 96 may be a reflective film made of metal or the like.

The reflection surface 96 can also be prepared by differing the base 93 and the
transparent medium 94 in each refractive index.

[0139]

Absolute refractive index of the transparent medium 94 is n,, and relative refractive
index to a medium with absolute refractive index n, is n. The incident surface 95
of the transparent medium 94 is flat, but the distance between the incident surface
95 and the reflection surface 96, 1.e., the thickness is not uniform, and there are

portions where the thickness is d,, d,, d, or d,.
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Unl i ke the authentication verifying chip of the Enbodinent 8, in the
authentication verifying chip of the Enbodinent 9, a flat transparent
synthetiic resin 86 formng a bottomis di sposed on the base plate 85
of Fig. 18. A transparent nmedium 83 is coated with an adequate
thickness on the transparent synthetic resin 86. The thickness of the
transparent nedium 83 is not uniform and it has random thickness,

and is cover@%ﬁ%y the transparent resin 82. [0149] In the

aut henti cat i.Qn verl i.n h.the arrangenent as descri

above. the rﬁ%@ offaft 92 rele S e b B Sl to
transparent Hﬂj‘a&% m
whi ch has abggeﬂﬁt re ract| ve % d(?fg&rrltﬂg(aglsl%ts) oE!\/(\:/rgl[nr!l)é'nt:‘—]&&hhgaﬂi%éJ
of the Ilghmgﬂmae;mgrmetmeteﬁgn&@at enk ,madi i 83edtifs sftﬁfnh@rcéxeﬂeﬁer' ts
surface. And a part of the I1ght ent er's the transparent medi um 83,

and is refl ¢¢kddtl, as the surface where the transparent nmedi um 83 and

the transparent synthetic resin 86 come into contact functions as a
reflection 4% ttea@@edanaoreww@l with Hig- e thenlighd evith anuinthirasion] ehantheAs a

| t t th t f hi th ht | ect ed at
%Fz:gppﬁirzﬁgﬁéeg’? ercgqt'léﬁgspé‘r%“ X‘h@‘g %;p@q ‘rﬂ%ebf ﬁ:etr t%’?‘tsge :e
bot?tom surfgcrgﬁ‘ée? gd%%n%ﬁﬁﬁﬁg?ﬁee%dﬂﬁﬂt:iden?dﬁl 0 t Ié %le 53%89

i ri descence appRadi§, thgq&ﬁtlge]&lﬁeelyryxggness randommess of the
transparent medium 83 applied is determ ned by nmere chance, and the

pat t er n and Wimnehe neftetiaf andle 6 | isdéS,aerde® &pPddr e@hen ehd efledtonr mpitom
t hi ckness vary_ non- radual I y@ﬂ& 0152] The structure to rovi de
| i ght - absor biSrf 08 lé coléB, ol when ur@p'@ﬂecé@nfaaglé Bf. i3 Be", eex I°base

plate 85 ey | B ANERLLCRL UL LY Lng E R RIEE 4 L2 contec .
filmon t heresﬂéﬁﬂci&?ﬁtgle and is dependmg much on the thickness of the transparent medium.,
[0142]
[Embodiment 8]
Fig. 20 shows an arrangement of an authentication verifying chip shown in Fig. 18,
the Embodiment 8.
Unlike the authentication verifying chips of the Embodiments 1 to 6, in the
authentication verifying chip of the Embodiment 8, no iridescence piece is used.
Instead, a transparent medium 83 is coated in adequate thickness on the base plate
85 of Fig. 18. The thickness of the transparent medium 83 is not uniform, and it is
covered with a transparent resin 82.
[0143]
The thickness of the transparent medium 83 to be coated is not uniform and its
thickness randomness is determined by mere chance. As a result, the pattern and
wavelength of indescence to be appeared vary non-gradually due to the random
thickness.
[0144]
The structure to provide light-absorbing black color on the upper surface of the
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ToTTthe transparentf synthetic resin 82 is the same as in the case of
Enbodi nent 8. [0153] The authentication verifying chip wth the
structure as descri bed above can be prepared by adequately applying
the transparent medi um 83 on the transparent synthetic resin 86.
[0154] Also, by using the transparent synthetic resin, which is flat
on both surfaces, and by preparing surface irregularities on the rear

surface by nmeans suc tching, .and further, by.coupling the

sur f ace irrg’d’albﬁ?‘ﬂ’ f s%ﬁﬂep‘h‘aeg‘ﬂtlhﬁ?%g%ﬁ?n%ﬁ@%ﬂﬁ ganes IjEo contact, to
aut henti cat | J P WM t t ' e
aut hent | o2ty PSR IR bl 05 S EHERNES B IR S B U
i ndi vi dual | ¥ tha tinsRee §Rthefie SbdiBE $s ARAAR LMn3né MY FH@RSent aNd
by cutting out the chips individually, the chips can be prepared.

Furt her, thfl4bk hentication verifying chips can be forned directly on

cards according to the procedure as described in connection with Fig.
12. [0156] TEeB¢aenisstion gerifring. chapwith s stawctuie 2seabove aan ompregateflpiyng

chip of Enmbodi nent 10, .\Wil e the transparent diumis formed on the
cnt Do sur f SERUGAYARBIR WEAAPSR T GBI i g TS DRt B

Enbodi ”E”tSOZMé]O 9 respectively, in the Enbodi nent 10, there are
subst ances i ridescence" appearing scattered simlarly to the

iridescent aRbPhOhsihd theRFRRAARRNynPhtR BBAWD, Wichiif flatléh b&gisﬁﬁaces,

arrangement can be prepared by allow ng the transparent nedi um

mat(er i al t oardibypprepartiey sefatd aredlarities on the rear surface by means such as
etching, and further, by coupling the surface irregularities with the transparent
medium 83, the authentication verifying chip with the structure as described above
can be prepared.
{0147]
In addition to producing the chip individually, a transparent medium is coated on a
largé surface, and by cutting out the chips individually, the chips can be prepared.
Further, the authentication verifying chips can be formed directly on cards
according to the procedure as described in connection with Fig. 12.
[0148)]

( [Embodiment 9]

Fig. 21 shows another arrangement Embodiment 9 of the authentication verifying
chip shown in Fig 18.
Unlike the authentication verifying chip of the Embodiment &, in the authentication
verifying chip of the Embodiment 9, a flat transparent synthetic resin 86 forming a
bottom 1s disposed on the base plate 85 of Fig. 18. A transparent medium 83 is
coated with an adequate thickness on the transparent synthetic resin 86. The
thickness of the transparent medium 83 is not uniform, and it has random
thickness, and is covered by the transparent resin 82.

[0149]

In the authentication verifying chip with the arrangement as described above, the
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st B R R riam e e

[0157] Fig. 22 (a) is a view of a card capabl e of authentication
verifying as seen from above, Fig. 22 (b) is a cross sectional view,
and Fig. 22 (c) is an enlarged cross-sectional view In these
figures, the reference nuneral 101 represents a card body having a
magnetic stripe 2 and an arrow mark 3 to indicate a card-inserting
direction. An authentication verifying chip 102 is |l ayered on a card
base pl ate #QBspatdi syfthefieAGtsBIRIca2 Hidng BR RSRBLSnAmhAGe Pl ate,
and anot her surface plate can be |l ayered further on the

aut hent i cat bemweer thdny ifingrtiohispnikol® tanble mediuay) hichehdal AtalutfeOdkfraftdr5 8]
The base plate 105 is a thick synthetic resin plate as widely used in
the cash catenpf phis shopa, indyig.of- t Ai piripefdhe lightietenyng Wertranspareptamedium

synthetic rgsin as used.in the prepaid card..Unlike the

aut hent i cat ggﬁ" Vg??tfaé iaﬁlﬁs Wit eof‘&‘ﬂcﬁé Pﬁtrﬁgmen]égﬁf entess thenTaspRRsat nent
2, no hol og ' My} ent | ' A LR
202", ho! Q0BT B oS HIREA:S BE HHOSILG RN AR YRELLH 00,8 B
resin subst gRoesmspa3ntlgyniRiticha¥ia g6MiohRY ilftd CinfAeP BRRtiGas AV lection
non-uni form t hi ckness i'n non-uni form scattering. [0159] [ Enbodi nent
11] Fig. 23ssfmesardrexitytiivantieciatident suefatd.yi ng chip of Enbodi nent 11.
VWhile the transparent nediumis forned on the entire surface of the

aut hent i cat [BA0Nerifying chip of the Enbodinment 9, in the Enbodi ment
11, there are subuzt ances of "iridescence” Eear,i ng scatfered

a
sinflarly toSeRESHtihEHS ?W&F@t&%tlﬂmﬁmnagthmg s light rplleckedfdhAwRRer? as

shown in Fi i catdon verjfyi ' f.th

Embodi ment S48 of B At ReRehRRAER RRenl G it A R ik Blers the
prepared by ahdo@iind ehelifih B aﬁ@Meﬁeéteaﬂsﬁﬂwao%{negdrﬁke,tﬂdgﬁé RghtOn BR
scattered. [0160] In the authentication verifying chip, ropg of t%e
t ranspar ent inoientliightes solécakd, ane irsdusested appaags.t r ansparent nmedia 103

t hus prepared are forned on a card base plate 105, and the entire
surface is Bd0Hred by a transparent synthetic resin 102. [0161]

The thickness randomness of the transparent medium 83 applied is determined by
mere chance, and the pattern and wavelength of the iridescence appeared due to
the random thickness vary non-gradually.
[0152]
The structure to provide light-absorbing black color on the upper surface of the

( card base plate 85 where the authentication verifying chip comes into contact, to
perform anti-luster processing or to form a reflection preventive film on the surface
of the transparent synthetic resin 82 is the same as in the case of Embodiment 8.
[0153]
The authentication verifying chip with the structure as described above can be
prepared by adequately applying the transparent medium 83 on the transparent synthetic resin 86.
[0154]
Also, by using the transparent synthetic resin, which is flat on both surfaces, and
by preparing surface irregulartties on the rear surface by means such as etching,
and further, by coupling the surface irregularities with thé transparent medium 83,

the authentication verifying chip with the structure as described above can be
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Because the scattering and thickness of the transparent nedi um 103
are determ ned by mere chance, the arrangenent pattern and wavel ength
of iridescence to be appeared vary non-gradually due to the random
scattering and thickness. [0162] The authentication verifying chip
with the structure as descri bed above can be prepared by adequately
spraying the transparent nedium material drops. [0163] In addition to
produci ng the.HAigps individually, the chips can be prepared by
sprayi ng the transparent nedium nmaterial drops over a |arge surface
and by cuttil@udsput the chips individually. Further, the
authentication verifying chips can be fornmed directly on cards
accor di ng t én additigr hopdducingaihe dbipcindividaliy; acoansparentanediiimhis Ebged bR a
[0164] [ Enbodi rre'?rtf 12% Fig. 24 shows an authentication verifying chip
of Enbodi nerdr8a sutiacemnddy queneerishe fine Inavidyally . the chips kambe pzenagd.
verifying chy f.th odi.ment .12 as. sho i.n Fi.g. 24, the
t ranspar ent @ng%ﬁ ﬂﬁeogl‘}tﬁ%t%{cﬁtéo%mwlgg c?ﬁ’ipﬁ Cﬁ’b\,\ﬁ% famed glfreg%oxp 785 s
These two | i j 4aS -9 Sl . . 165] In the
aut henti cat ia%c%h\i;%ér %Ien%&gﬁﬁ% gstaarég%%]gegrlgﬁta hﬂﬁ%ﬁﬁéb@é?%riezqadequat ely
sprayed on §ibbpt transparent synthetic resin 106 arranged on the
card base plate 105. The transparent nedia 103 are not uniformin the
t hi ckness ab@mbedimpat Eattering arrangement, and a transparent resin
102 covers Eher on. A boundary .surface between the transparent
synthetic r 65 A% Shevsipauthentication peripne chpssl Emppimentddde of
2{322?3}' gp[ While cﬁ%}’:@@%&%‘@@@ﬁ% Whisdd of RPENE sudhL &ThS aSRESES 600
verifying chip of the Embodiments 7 to 9 respectively, in the Embodiment 10,

there are substances of "iridescence" appearing scattered similarly to the iridescent
chip of the Embodiment 3 as shown in Fig. 14. This arrangement can be prepared
by allowing the transparent medium material to drip to be scattered.

[0157]

Fig. 22 (a) is a view of a card capable of authentication verifying as seen from
above, Fig. 22 (b) is a cross sectional view, and Fig. 22 (c) is an enlarged
cross-sectional view. In these figures, the reference numeral 101 represents a
card body having a magnetic stripe 2 and an arrow mark 3 to indicate a
card-inserting direction. An authentication verifying chip 102 is layered on a card
base plate 105. The reference numeral 104 represents a surface plate, and another
surface plate can be layered further on the authentication verifying chip 102 and
the surface plate 104.

[0158]

The base plate 105 is a thick synthetic resin plate as widely used in the cash card
or the like, or a thin plate usually -non-transparent synthetic resin as used in the
prepaid card.

Unlike the authentication verifying chip of the Embodiment 1 or the Embodiment

2, no hologram flake is used in the authentication verifying chip 102. Instead,
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In the authentication verifying chip with the arrangenent as

descri bed above, the transparent synthetic resins 106 and 102 hol di ng
the transparent nedia 103 between themfunction simlarly to the
mediumwi th the absolute refractive index of no as shown in Fig. 7. A
part of the light entering the transparent nmedium 103 is reflected at
its surface, and a part of the light enters the transparent nedi um
103. Then, it .is reflected at a surface where the transparent nedi um

103 and t he "¢¥RAYSIANERR 1 RoAunly SPraved arel vt de o be resitbsubstaners: 103 dannot
h oth i-a0i . | i . f d the |iqght it
Foom e ho e B AR R RGP BB AR e Y B i

verifying cpjggjthe light reflected at the upper surface of the
transparent nmedium 103 interferes with the |ight, which enters the

t ranspar ent {BebedmedtOBljand is reflected at its bottom Then, the
light in the incident |ight exits selectively, and iridescence
appears. [0Ye8p3 shees awgetherteation venfpng cbip efftmbodmentaklent nmedi a 103
to be spraygd.is.determ ned by nere chance, the arrangenent pattern

and wavel endtiedhe fEBsRareny & fogmpd o Shreantag sUERCE fidhe gresutigatign
due to the [ . 169], The structure.to oyi de

| i ght - absor%ﬁkgﬁg}cggk&ﬁgg?ﬁnbgh&%zbupper 1%@P?E§Eéodquergtﬁ;1, g‘%ﬁrﬁ Hase
plate vher esiditinddd ofidesalrcO b€l chierell An LIPS o bamEMLAG 1 ©
performanti-|luster processing oOr t§ orma refléction preventive

- film on thevaifyinghipodf thiEnibodinepaPerisheyN M Bid 43188 ke #RRertRatidie

sane as the aforenentioned cases in the enbodi nents. [0170] The

aut hent i cat vesHywe chipyefribe Embodingenp B ep shewn iy Figaddorfush itley amangemenhe
transparent nedia 103 %nﬁhhe, transparent synthetic resin 106

provi si onal £a7 Rfi RjsBEd by pHewng ithe transpasenh madtum avitenal 62 dap i@ be seafigred.
fixes on th@ F@Ol e, and the chips can be produced individually.

[0171] In a & ion to producing the chips individually, the chips can

be prepared LRG; 1 r i ialg: a
| arge surf a]E:n(ka)ﬁ,iﬁets‘l EE%E%?BEH%@% %ﬁés éfﬁg\:g \%%ﬁ%ﬁ %ga??ﬁ%{%ée
aut hent i cat sppayedennd whmpaeht pRdRaN3hBudhegsiet ard Rl oA @A Bifse piazte

according to the procedure as described in connection with Fig.
[0172] 105, and the entire surface is covered by a transparent synthetic resin 102.

[0161]

Because the scattering and thickness of the transparent medium 103 are
determined by mere chance, the arrangement pattern and wavelength of

( ' iridescence to be appeared vary non-gradually due to the random scattering and -
thickness.
[0162]
The authentication verifying chip with the structure as described above can be
prepared by adequately spraying the transparent medium material drops.
[0163)
In addition to producing the chips individually, the chips can be prepared by
spraying the transparent medium material drops over a large surface and by cutting
out the chips individually.
Further, the authentication verifying chips can be formed directly on cards

according to the procedure as described in connection with Fig. 12.
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[ Enbodi nent 131 Fig. 25 shows iridescence pits of an authentication
verifying chip of Enbodinent 13. In the enbodi nents as descri bed
above, iridescence pieces are in irregular arrangenents. It is also
possible to arrange regularly the iridescence pieces simlarly to the
arrangenment of the enbossed hol ogram shown in Fig. 4. [0173] Fig. 25
(a) is a view of a card capable of authentication verification as
seen from aljosd] Fig. 25 (b) is a cross-sectional view, Fig. 25 (c)
is an enlarged cross-sectional view of an authentication verifying
chip, and Filgmbedmeay 12k a further enl arged cross-sectional view of

| L;r d[ 8353] \Ik}qﬁ-t eﬁi@g’gé %ﬁ%’é&i%t higgivgf' e ar Ew%gf:iifrééxlhéfﬁr Sto - o

‘ . d. _ . . . . . .h .. t . . . . h.

I1 22 | |C a;u Ieaf/1 e %ﬂg hﬂéﬁé‘gﬁp gﬁgeg% (i,fglfj gﬁée] a'itﬁgr.]t%%ﬁrg %%ﬁﬁlﬁgl C@’g)r ‘\E/ﬁé‘lé?érl'bp?ﬁﬂn .’E‘Ceé"lt P
114 is a thigkssypihst Ff% peSthB tﬂhlé’;fa?elﬁﬁ'egﬂlqg oy ﬁé@ﬂtiﬂe%hﬁﬁom@ﬁ?g ofGod

‘or the like, or a thin plate usually non-transpareént sy etic resin

as used in dderyr Shasedtwalagere furchien bhlily he aQfinkes laher. prot ect the
aut henti cation verifying chip 112, a cover nade of a hard nmateri al

such as gl as@lédhy be provided. [0176] A nultiple of pits 117 are

regul arly d:ﬁ osed, on. a.chi p, base plate 115 of the authentication
verifying c B"eﬂ“i}.ler%t}cé‘ﬁ%‘éﬁrgﬂﬂg FBi@; Fransparenh medper KB e adpaaatelt ssavedr e

[l e | Mt o ch oDl kA A0t L C8RE 700, SRR AN R L STER 1) The
transparent media 103 are not uniform in the thickness and in the scattering
arrangement, and a transparent resin 102 covers thereon.

A boundary surface between the transparent synthetic resin 106 and the

transparent resin 102 is made of synthetic resin having the same optical property,

and this causes no special optical effect.

[0166]

In the authentication verifying chip with the arrangement as described above, the

transparent synthetic resins 106 and 102 holding the transparent media 103

between them function similarly to the medium with the absolute refractive index
( of n, as shown in Fig. 7. A part of the light entering thé transparent medium 103

1s reflected at _its surface, and a part of the light enters the transparent medium

103. Then, 1t 1s reflected at a surface where the transparent medium 103 and the

transparent synthetic resin 106 come into contact with each other functioning as a

reflection surface, and the light exits from the incident surface.

[0167]

As a result, in this authentication verifying chip, the light reflected at the upper

surface of the transparent medium 103 interferes with the light, which enters the

transparent medium 103 and is reflected at its bottom. Then, the light in the

incident light exits selectively, and iridescence appears.

[0168]
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The wavel ength of the iridescence as detected in the authentication
verifyiing chip 112 is depending on the thickness of the transparent
nmedia 118 filled in the pits 117. [0178] The structure as descri bed
above can be prepared by spraying the transparent nmedium material on
the base plate 115 where the regularly arranged pits 117 are forned.
[0179] In addition to producing the chips individually, the

t r anspar ent Beeatise fhathidmiesy ofdhe pranspagend pnedjee thotpdre spravedge deterhmed by
and the chips can be produced by cutting them out indiyvidually.
Further, thSCEREPA0GE B8 AMGRSSIRETI PHiterg a@%iwe@aﬁthﬂé the i@?ﬁ%}@é?h%d on
cards capab f ] ion verificatiqp. accarding to the
procedure aéﬁgﬁ%&nﬂﬁnﬁrﬁ%{fﬁ@b {Lﬁfgéﬁlé F@ﬁ%&ﬁﬁgﬁ‘?%q Fig. 26 shows
iri descencejpgyp of Embodi ment 14. This enbodinent is a variation of
t he Enbodi nent 13. A filling resin 129 as appropriate is filled into
the pits 11Theasguttard o phosidedight-shsomimpttlakbmte dol tht @ ppdibsurfaté ofthe
transparent nedium 118 is further filled in them [0181] The

i ri descencecaid bass platecdhdrn thyauthentivatien vexifyiog chiprdoingsrinfoaiontact, $o

det er mi ned delfendi ng, on the thickness of tRe transparent nmedi um 118.

A refl ect i oRCTFLINtRIYSICR Qrosessing ertofarmadriieasian preventye fils pp thogirisg
h ] fl i | i )
necessar | yoh e RSk EC Honel NI T0 dBe e A5 MEBprNSbobdy ARt in

t ranspar ent iERGhRYAHESRsi N their reflective indices may be used for

the reflection function. [0182]
[0170]

The authentication verifying chip is prepared by random spraying of the transparent
media 103 on the transparent synthetic resin 106 provisionally disposed. Then, the
transparent resin 102 covers and fixes on the whole, and the chips can be produced
individually.

[0171]

In addition to producing the chips individually, the chips can be prepared by
spraying the transparent medium material drops over a large surface, the chips can
be cut out individually.

Further, the authentication verifying chips can be directly formed on cards
according to the procedure as described in connection with Fig. 12.

[0172]

[Embodiment 13]

Fig. 25 shows iridescence pits of an authentication verifying chip of Embodiment 13.
In the embodiments as described above, iridescence pieces are in irregular
arrangements. It is also possible to arrange regularly the iridescence pieces
similarly to the arrangement of the embossed hologram shown in Fig. 4.

[0173]

Fig. 25 (a) is a view of a card capable of authentication verification as seen from

above, Fig. 25 (b) is a cross-sectional view, Fig. 25 (c) is an enlarged

- 44 -



The structure as descri bed above can be prepared by spraying and
filling adequate resin on the authentication verifying chip where
pits are formed, and by further filling the transparent nedi um

mat eri al t her eon. [0183] In addition to producing the chips

i ndi vidually, the chips can be produced by spraying the filling resin
129 on a |l arge surface where pits are fornmed and further by filling

t he transpar@ods-geetdonalvient e anaduthcatidation \leifynﬁgléhlg JinasFig Nzl i) s kdriher
Further, the authentication verifying chips can be directly fornmed on

cards capabl@laavgedaum%mm@mhvcﬁwvi:mtl fication according to the
procedure a z}{}ﬁv\n in Fig. 12. [0184] [Enbodi nent 15] Fig. 27 shows
two types ofo angenents of iridescence pits of Enbodi nent 15. On an

Eranspar ont 'IﬁreQHé'S%rﬁéE%‘%fngéCh' 1211&11%5%3%@92%&55 i e by, wi s
regularly. pIhgelif t@fe ]%] Aidafea @z’&#ﬂﬁ%ﬁ'{iﬁ?wrg&mn An

verifying chip 121 1s depen |ng ont ness da anspar ent

nmedi um 123. afittensitdticatveriyiascHe3oe iéomgﬂer@@@m @AbRE phtepa.ed by
spraying the transparent nedium material on the authentication

verifying clHfl¥Shhere the pits are fornmed. [0185] On an authentication

verifying Chl{p 124 as shown in qu‘é 27 (b), a resin as appropriate is
di sposed in h@eﬁaﬁi basenlae I Lad /2 Hie %gé@ﬁcgﬁanalatw am&ﬂhenﬁedmdhgmsim

is further d|s tﬁ here {fj%lrl esce ce as g ected on the

aut fhient i cat | %r F#&F’n‘&% in, plateyug %B?ﬂs aRPgreah Y E‘R%’é%?g" IS R he
t r anspar ent ol Embodi ment 16] Fig. 28 shows

Enbodi ment {%@ ég??g%;dr&eg&'léqak arrangenent is adopted. Fig. 28 (a) is

a view of algardbreapediba tbé a@ﬂhbhmhbﬁabh@ﬂag@m ilzcﬁtcb@ék ARSI hdrHom
above, Fig. 28 (b) is a cross-sectional view, and Fig. 28 (c) is an

enl ar ged cr asdersa stcloamglasd may bé prdvadedut henti cation verifying chip.

[ 0187] [0176]
A multiple of pits 117 are regularly disposed on a chip base plate 115 of the
authentication verifying chip 112. transparent media 118 in different quantities are
filled into the pits 117 and iridescence substances different in thickness are
arranged regularly.
[0177]

( The wavelength of the iridescence as detected in the authentication verifying chip

112 is depending on the thickness of the transparent media 118 filled in the pits 117.
[0178]
The structure as described above can be prepared by spraying the transparent
medium material on the base plate 115 where the regularly arranged pits 117 are
formed.
[0179]
In addition to producing the chips individually, the transparent medium material
drops are sprayed over a large surface, and the chips can be produced by cutting
them out individually.

Further, the authentication verifying chips can be directly formed on cards capable
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In these figures, the reference nuneral 131 represents a card body,
whi ch has a magnetic stripe 2 and an arrow mark 3 to indicate a
card-inserting direction. An authentication verifying chip 132 is

| ayered on a card base plate 134. [0188] The card base plate 134 is a
thick synthetic resin plate as widely used in the cash card or the
like, or a thin plate usually non-transparent synthetic resin as used

in the prepai - QI 4 I der,to pratect the . _.

aut henti cati gﬁa@géllﬂ%cgfl?l%O%ﬁéclﬁg(%b%&%ﬁ%%@e erPégcee(aB’fe 5y ‘%‘8}”8 ‘ﬂﬁ:t‘%rl'r?al
such as gl asgorgay be provided. [0189] A nultiple of pits 135
different in depth are regularly disposed on a base plate of the
aut hent i cat i ¢iimbedimeyi i chip 132. The transparent nediumis filled
into the pits 135 so that iridescent substances different in

t hi ckness ar &1 @§shaws ydgseenngeds of Budoginene 1davel ength X of the

i ri descence .detected i.n the authentication verifying chip 132 is
dependi ng onﬁﬁeel?q‘ﬂdé%ﬂgs‘% 3 FRrIgHHE f&ﬁﬁﬁ@&&@éﬁfﬁ%& u‘{rﬁ]mgllﬁiﬂiw fife
pits 135. [0 . r cribed above.can be prepare

i ndi vi dual | y%@%@%ﬁ@?%&‘%ﬁ%@%ﬁ r‘ﬁt‘?ﬁ@’d&?‘?"@?‘éﬂ? 3 ‘E“Pd‘gaﬁ? W?%Qq”:
means such agp®h ¢hhGratdndduh ithg idg ent nmediumin the
pits thus forned. [%%52] Li léaddi ti on@gggpéﬁw%'the chip

i ndi vi duall y{o1gills different in depth are regularly formed by neans
such as etching on a large surface, and the transparent medi um

mat fi al is Theedescence a Wetepiedsn theiguthentination serifyingehip ibyletarmirniadg
out Tndivi dual I ¥1 t he ﬁhi ps. can be produced. Al so, the authentication
verifying chPgRENElR opdhgithighnesy of therfmnspireptamgdumabidbl e of '

aut hent i cat | @) gkl 3k 0 ek BelRch e BIRESLHN SoPSng iR 17

transparent medium 118. However, the reflection layer is not necessarily
required, and differing the filling resin 129 and the transparent medium 118 in their
reflective indices may be used for the reflection function.
{0182]
The structure as described above can be prepared by spraying and filling adequate
resin on the authentication verifying chip where pits are formed, and by further
filling the transparent medium material thereon.

( [0183]
In addition to producing the chips individually, the chips can be produced by
spraying the filling resin- 129 on a large surface where pits are formed and further
by filling the transparent medium material, and by cut out chips individually.
Further, the authentication verifying chips can be directly formed on cards capable
of authentication verification according to the procedure as shown in Fig. 12.
(0184]
[Embodiment 15]
Fig. 27 shows two types of arrangements of iridescence pits of Embodiment 15,
On an authentication verifying chip 121 as shown in Fig. 27 (a), the transparent

medium 123 is disposed in pits 122, which are ai‘ranged regularly.
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[0193] [Enbodlnent 17] Referrlng to F|g 29 descrlptlon will be

gi ven below on a nethod to prepare an authentication verifying chip
by using random nunbers in Enbodi nent 17. The random nunbers of
b|nary nunbers or hexadeci mal nunbers can be easily replaced with
quat'ernary nunbers, octal nunbers, etc. In general, colors can be
expressed as three primary colors of R, G and B and bl ack col or,

i.e., four eﬁﬁﬂﬁée&@ﬁ’c Jeﬁéﬁtfc%ﬁﬂle‘“ﬁuttﬁl:tn%% do%r%?ffﬁ QEHB%Z? is ﬁ endin

controlling t ness o ransparen o]

obt ai n desi I‘oﬁtthﬁknésgdp%pgﬂqgansp;{rbﬂeﬁ@@ﬂﬁlelmth 4 colors or rmre than
4 col ors can be prepared [0194] Controlling the thickness of the

t r anspar ent Theditotwans desceihed aeaveaan bbyredesiiat spraying titd trgnspm@ns
such as an ink_ jet printer. [0195] The use of binary random nunbers
and quat er nARSAITR AEPHEh GRtRe authentatien verdfdingshinawhersfthe pis pra formed.

pat ent appl |@@§;ons of the present inventors: PCT/JP2006/ 325224,
PCT/ JP2006/ 3 5, PCT/JP2006/ 325226 and PCT/ JP2006/ 325227. [0196]

[ Enbodi ment 8] ﬂtﬂentn%gtlosr{]\‘?éé\‘gpﬁgteﬂ@e“ B0k shiwn %{]F?gr bangeread, L9

accurately rea d an aut ying €
appropriate 1s disposed in the pits regularly arranged, and a transparent medium

127 is further disposed thereon,

The iridescence as detected on the authentication verifying chip 124 is depending

o

on thickness d, of the transparent medium 127 ,

[0186]

[Erﬁbodiment 16]

Fig. 28 shows Embodiment 16 where a regular arrangement 1s adopted.

Fig. 28 (a) 1s a view of a card capable of authentication verification as seen from

above, Fig. 28 (b) is a cross-sectional view, and Fig. 28 (c) is an enlarged

cross-sectional view of the authentication verifying chip.

[0187]

In these ﬁgurés, the reference numeral 131 represents a card body, which has a
( magnetic stripe 2 and an arrow mark 3 to indicate a card-inserting direction. An

authentication verifying chip 132 is layered on a card base plate 134.

[0188] |

The card base plate 134 is a thick synthetic resin plate as widely used in the cash

card or the like, or a thin plate usually non-transparent synthetic resin as used in

the prepaid card or the like.

In order to protect the authentication verifying chip 132, a cover made of a hard

material such as glass may be provided.

[0189)

A multiple of pits 135 different in depth are regularly disposed on a base plate of

the authentication verifying chip 132. The transparent medium is filled into the
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[0197] Physical standards of a cash card and a credit card are
strictly provided fromthe viewpoint of the practical use.

Accordi ngly, physical standards on those nounted on such cards are

also naturally strictly provided. However, it is likely that

def ormati on may occur due to excessive use. [0198] To cope with such
the problem it is desirable to arrange a position alignment mark 141
as shown in Hitg. 133Goahattitidesaerithsabithedt idifferaerih ftiicheess RidreghArly Nranged.
si npl est case, only one position alignnment nark may be used. However,
to ensure thdOH¥de reliable position alignnent, a plurality of
position aliggnent pmarks sh? | d ,ge provi ded. The position alignnent
mark i-s usef ui?en¥ive nO H\Qéﬁ CSCRRG B letrptedndbe jppthenteasion VerbIRYy

T woul d be o8 1SP Beptlniin 8 iiinetS oFBR Vel ARRThAL R TG B

start the reggdgng and to finish the reading of the authentication
verifying chip, togetherwith the position alignnment mark. For
instance, a I[#1¥d]1142 to start the reading in nmoving direction and a
line 143 to finish the reading in noving direction and further, lines
144 and 145 {ldestaicue ¢s dessribedialpoe tcawhe prepardseindividanlijetly rdod RO forine
readi ng of information on the authentication verifyi chipis

fvying .
carried out BBe PRRdifferent m,denth D means sych asetehing Pkgﬂlﬂéﬁhﬂlﬁﬁpiﬂ)ﬂ%

chip and the di ng..devi ce. Accordingly, in order to ensure the
reli@ble T eaglge(r?ligtfmin?ﬂ}e 1&&@5%@%5110 synchroni ze the novenent of the

aut hénti cat i pamoweri fying chip with that of the reading device. If a
mark for synchroni zation signal 146 is placed on the authentication

verifying chilpadditien nopedwiiig @k dhicindeaibng pite \iitkeertdn dbgth are regularly

synchroni zed according to the reading of the mark. [0201] The reading

start and fi frstedibymesanasdéloas ¢thbingmnla lhrge ssyfacd) mod tiratrampaent mekdivean
nornmalization in the signal processing. The

be al so used for, i's,%ﬁlal <

position ali gﬁﬁ%ﬁi 15,3lf9d miodthe pas teusdiprped 2ag them, By SHttng pus ingiadustly ¢ the
mar k for .synghronj i ignal are prepared by using fluorescent
subst ance grgﬂlgggé&g%ﬂg&%}l%& ance, these can be prepared by adequate

) 8 TR R B o] G20 6 RO e o

readi ng of t hethantidacioh verdfidation ¥&oidiygd fothelpriredsiowd dholvwlas Tenae.
[0193]
[Embodiment 17]

( " Referring to Fig. 29, description will be given below on a method to prepare an

authentication verifying chip by using random numbers in Embodiment 17.
The random numbers of binary numbers or hexadecimal numbers can be easily
replaced with quaternary numbers, octal numbers, etc. In general, colors can be
expressed as three primary colors of R, G and B and black color, i.e., four colors
and by replacing with quaternary numbers.
By controlling thickness of the transparent medium in the pits so as to obtain
desirable iridescence, iridescence with 4 colors or more than 4 colors can be
prepared,

[0194]

Controlling the thickness of the transparent medium can be carried out by adequate
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[ Enbodi nent 19] Fig. 31 shows Enbodi nent 19, an exanple using an

i mage pickup device of the nost basic arrangenent in a nethod to read
the authentication verifying chip as a plane. The reference nuneral
151 represents a card body; 152 a card base plate; 154 a card upper
surface plate; 153 an authentication verifying chip; 155 and 156 each
a light source for photographing the authentication verifying chip

153; and 15priatimpmess. sucf493h mhenptifter.card 151 is taken into a card
readi ng apparatus and it is stopped, the authentication verifying

chip 153 is{01®Bghted by the |ight sources 155 and 156 i s photographed
by the canera 157. [0204] As the canera for image pickup,_ a color .
canera such T8 uge elchinayfardon BUkery angl AUAtRITETY: EBdom nuhierseis|dessribed in

e not |1 nPBPHERS B T arolaborsoaons PrseuRYeomERL gpeden 2B

guasi -white E{W@@ I TZf;F;Z | t LEDwth

fl uor escencgeglﬂﬁgzoqdﬁe%??ﬁ een %%ZB%H% %F:u ; b%%%ﬁ t he

conbi nati onjmbgrol or LED of R, G and B, or through the conbination of
blue LED with the yellow fluorescence. On the other hand, colors are

separ at ed bfEmbodigest 18 or filter in the color canera. [0206]
Accordingly, the detection of a light according to a conbination of
the white LEE ahshewreEmbpdmentbban argngémentdd acairathly read an authpitidatiomn
be detected tt}gougp. the conbination in use of the light emtting

col or and tHé"FBESHPfilter. [0207]

[0197]

Physical standards of a cash card and a credit card are strictly provided from the
viewpoint of the practical use. Accordingly, physical standards on those mounted
on such cards are also naturally strictly provided. However, it is likely that
deformation may occur due to excessive use.

[0198]

To cope with such the problem, it is desirable to arrange a position alignment mark
141 as shown in Fig. 30 on the authentication verifying chip. In the simplest case,
only one position alignment mark may be used. However, to ensure the more
reliable position alignment, a plurality of position alignment marks should be
provided. The position alignment mark is useful not only in linear reading but also
in planar reading using an image pickup device.

[0199]

To ensure more accurate reading, it would be desirable to arrange some other
marks at positions to start the reading and to finish the reading of the
authentication venfying chip, togetherwith the position alignment mark. For
instance, a line 142 to start the reading in moving direction and a line 143 to finish
the reading in moving direction and further, lines 144 and 145 to indicate the end
portions may be arranged.

(0200}
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[ Enbodi nent 201 Fig. 32 shows Enbodi nent 20, which is a variation of
t he Enbodi nent 19. This reading device uses a red LED 161, a green
LED 162, and a blue LED 163 instead of the white LED, and a
monochrome canmera 164 instead of the color camera. The type and the
nunber of the |ight sources are not limted to the three red, green
and blue LEDs. [0208] When the nonochrone canera is used, the LEDs do
not emt |i ghbsratinghé ifamestioh e, the utithanfidadba vesfyingnthials-caatial o byttam
is adopted where lights are emitted alternately. By adopting this

net hod, it wislAtiye BROVGASBE elstha eytheptipriipn yeritnmg dip ard the ading desipee of
white LED shpul d..be used r which type,of calor. canera should be .
Used. [ 0200] ACCOHUTETY 1B Grdex o crsirg e il blereiRL e i herab® VgHowae
is not |imted, ' : LSl b nd . .
i 1 on, 111 S Rineht e HE kR R TR A W f® i reRins deipieg

and the det eghimik fQHyRthiofizR®n dikiHl 186 is M@ onltBE ahﬂﬁnﬁ&‘ti%ﬁ%ﬁﬂir%f
I ri descence, a photodi ode or a phototransi stor can be used I nstéad of

a canera. [ 0if}the movement of the reading device can be synchronized according to the

reading of the mark.
[G201]

. The reading start and finish lines and/or the mark for synchronization signal can be

" also used for signal normalization in the signal processing. The position alignment
mark and the reading start/finish lines and/or the mark for synchronization signal
are prepared by using fluorescent substance granules. For instance, these can be
prepared by adequate printing means such as an ink jet printer.

[0202] |

[Reading device]

Referring to Figs. 31 — 39, description will be given below on reading of the
authentication verifying chip using iridescence.

[Embodiment 19]

k Fig. 31 shows Embodiment 19, an example using an image pickup device of the
most basic arrangement in a method to read the authentication verifying chip as a
plane.

The reference numeral 151 represents a card body; 152 a card bése plate; 154 a
~card upper surface plate; 153 an authentication verifying chip; 155 and 156 each a
light source for photographing the authentication verifying chip 153; and 157 a
camera.

[0203]

When the card 151 is taken into a card reading apparatus and it is stopped, the
authentication verifying chip 153 is lighted by the light sources 155 and 156 is

photographed by the camera 157.
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[ Enbodi nent 21] Fig. 33 shows a reading device for reading an

aut hentication verifying chip as a plane in Enbodi nent 21. Fig. 33
(a) shows a general arrangenent of a detection unit of a reading
device for verifying a card, and Fig. 33 (b) is an enlarged view to
show the rel ati on between the card and the readi ng device of the

pl anar card reading for verification. [0211] In Fig. 33 (a), the

ref erence nqgﬁhgl 151 represents a card body; 152 a base plate; 154 a
card upper plate; and 153 an authentication verifying chip. Al so, the

nurrer al 166 AsaRe e@RehSoRitdgs f}ﬁckﬁ?] 4 EAIROLARELSHINNG LCEMRRARARIUES. In
where light emtting/detecting elenments 167 based on a conbi nation of
| i ght sour ceélssicass, advhitg IR0l id ddad agribetightBdourdel ue LED, etc. conbi ned
with a small_type |ight detection el ement such as the phot odi ode,
phot ot r ansi dhertypecud themumberoithedight saned apernot limited tplope awhiteHdHge and
in such a Si&?ﬁ jTg cover up the authentication verifying chip 153. The
type and thé Qhber of the | i ght sources are not limted to the three

red, green : - i 3 b .pl urali of

iri descenceﬂ?ﬁé@%@?%%@%&é@éﬁe&? Cirﬁ%mgglf &ée)n?qniné%tlé)ﬂ 0&8&?’% VPlﬁb

chi p 153 angprpo&ithing ' t r den b ot
emtting/ detecti r% e?rg?}&eéﬁgggﬁ%}ré?’ ?r%élg?)gﬁ]? ]ﬁé%ﬁ]{i{?); F}héklﬁ et egtcioF]lgmatmn
el enent s matf cotorlBBDfofiRe Gt i Byudrhverduigh akd esmbigatichydf mechED whifitthe

[ 0213] When the card 151 is taken into a readi ng apparatus and is
st opped, t hgellaye fearesoened. ofnvtbe iother mgnd; hoojord &8 deparptesli by wsirera coloefilter
the planar shagpe |ight emtting/detecting elements matrix 166. Then,
the |ight eHi |9‘PB)F%@?’§’@H ng el ements in the planar arrangenent,

whi ch form L@}g jci ght emtting/detecting elenents matrix 166, detect
the light r g ted fromthe iridescence piece disposed in the

aut hent i cat herrifiagly! dietreclib of » AeRacP B o) dopthination bPtne P 12D
present position of the iridescenCe piece’is taken up as an electric
signal . [0244H the color camera is limited to the color, which can be detected through the

combination in use of the light emitting color and the color filter.

[0207]

IEmbodiment 20]

Fig. 32 shows Embodiment 20, which is a variation of the Embodiment 19.

This reading device uses a red LED 161, a green LED 162, and a blue LED 163
instead of the white LED, and a monochrome camera 164 instead of the color
camera.

The type and the number of the light sources are not limited to the three red,
green and blue LEDs.

{0208]

When the monochrome camera is used, the LEDs do not emit lights at the same
time, but a field-sequential-color system is adopted where lights are emitted
alternately.,

By adopting this method, it would be unnecessary to pay attention as to which type
of white LED should be used, or which type of color camera should be used.

[0209]
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The pattern of the el ectrl c Si gnal S depends on the arrangerrent
condition of the iridescence pieces. By conparing the information
thus obtained, it is possible to verify each individual

aut henti cation verifying chip 153, i.e., each individual card 151.
The accuracy of the reading of the iridescence pieces arrangenent
pattern on the authentication verifying chip 153 depends on the
resol ving cdpdhe Embpdigrenthielandit therregiomty ltﬁeh@tt@d isqnog llianteds butrther i x

166 di sposed i.n th | anar, .shap opti.ng
field- sequerﬂiglﬁt1 L gF 5?“‘95?&‘% ﬂt"%ﬁ@r S“é‘a&%ﬁtlé lseRﬂsﬁlbteﬁé designthgidhe col or

reduced oxt AREiBRYBRE el A HetheBh3EhbER SRS 2 Feadi ng
device for rmadlifioima detexfien of Hfd@ﬁ:eﬁégﬁrlgﬂﬂotda?id'e% aViHotdt¥nB8tdt iR baSis&

assenbl y of l'ines in Enbodi nent shows a genera
arrangenent indteal ofet @atérmg unit of a reading device for an

aut hentication verifying chip, and Fig. 34 (b) is a drawing to show
t he correspdﬁ%ﬂl(}ﬂng rel ati on between a card and a linear type |ight
detecting u% {L’lhe cggd 151 is the sane as the card shown in the
Enbodi ment 28MPadHeaEE | ed description on the card is not given

here. [0216] a.red col.or mttln/dete tin

el enments_ar 1 337wy dreadie afrtr ity Blhoriion REge ol <
array 172 anpgpa lgmogglllé;{t ohi ght emtting/detecting elenents array
173{are pl aced in a container, which has a wwdth slightly w der than

the w dth i Figneai (a)gstdmrsepgemml afrahfanaitton e deiectén anit ves réadingddestiefor
153. [0217] These red color light emtting/detecting elenents array,
green col or VEfifying &edrdy ﬂtdg?lﬂe’iﬁ‘efbb isen etlarged vievato spwithe relafon bétween
color light emtti n [ det ect elepents array 173 are gi. ven here as
exanpl es, anfle fardjag hléeefﬂa ‘%B‘%&@tltemi’t’mﬁﬁ?rdcf@%ll&gtf iVERIGALIOB0| or s
can be used. Oiﬁ?lS] Unl i ke the aut henti cati on verifying chip reading
device as sh in the Enbodi nent 19,20 or in the readi ng device

of the Embog) mpNi314), tﬁ%f&éﬁ&’ﬂﬁ@ﬂtlﬁ%ﬂf&ﬁéﬂe fgé:gr& B&% dﬂ?%ﬁ&a"ﬁlate,

subst ance on the aut’hentication verifying c

after the cabdglaicard @ipen piabd;and 63 @ﬁﬁdthéﬁﬁ@hﬁﬂvéﬁ@ﬂfgadhh{ﬁ and is
stopped - but during the tinme when the card is taken into the card
readi ng appadss e nyro@2abl66 represents a light emitting/detecting elements matrix where

light emitting/detecting elements 167 based on a combination of light sources
including red LED, green LED, blue LED, etc. combined with a small type light

( detection element such as the photodiode, phototransistor, CCD, CMOS, etc. are
configured in a planar shape and in such a size to cover up the authentication
verifying chip 153.
The type and the number of the light sources are not limited to the three red,
green and blue LEDs.
[0212]
In Fig. 33 (b), a plurality of iridescence pieces 147-are spread on the authentication
verfying chip 153 and position alignment mark 148 are fom;ed- Light
emitting/detecting elements 167 of the light emitting/detecting elements matrix 166
face the authentication verifying chip 153.
[0213]
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When the card 151 is taken into the card readi ng apparatus, it passes
under the light emtting/detecting elenents arrays 171, 172 and 173.
At this nonent, the linearly arranged array of the |ight
emtting/detecting el ements detects the light reflected by the

i ri descent substances disposed in the authentication verifying chip
153. Electric signals generated in association with the novenent of
the authentication verifying chip 153 are detected continuously in
anal og mannerWhsn Bgctard Lgjhis talemaotd npadingrapparats adid scehoppedithes| y i n
di gi tal manner canned .as .an_image || ke using a facsim |l e machine

. |
or a scanner ,augﬁga?%@ﬂ,vep angehip dpd iScRasitioned snqsryihe glappys $hape dights

verified and . 51 i i fi [ 0220] .. att.ern, of t.he

i nformation t%@ngﬁeg?ckgé e%fglﬁ\eﬁggdfsng%%d][aﬁé_ gﬁ?éaﬁ%é;ﬁ%}ﬁtengﬁﬁg{%t% H_%f t he
i ridescent subshangastheRNakPIRAdeRtat Nehib fRMEE2R: %m&ahgdae&ﬁiégb' e
to verify each individual authentication verifying chip 153, 1.¢€.,

each card 15Zklenfdngs amaty 360/ defect the lighaekiRgtedffrdn eheiridas@ase plecd aish&e
of the iridescent substances in the authentication verifying chip 153
depends on t he thegshentiwatigapaiiying chipdi53tanshowy it Figrds (h)nerdidiequesant
elements arrays,.171, 172 and 173. By adopting a . .

fi el d- sequentFPsiHioR 8f the iggescanseviiieneds & lematitas anglectripsignalght per col or
i n sequence, Qﬂ% nunber of the light detecting el enents can be
reduced exterg é [ 0221] [ Enbodi nment 231 Fig. 35 shows a reading

devige for r i : } i Lyl i n
assenbl y of gg]gsﬂ?cﬁﬁlE%tggﬁ?gﬁﬂ@%%ﬁwFﬁﬁﬂhgiﬁ 5§ sﬁo&g&éhg%ﬁg?gﬁ dFetné’
arrangenent afiddsbence ghietes.oByb@mpagng heCiafdmansn Busabtiesdl itGabbaible to
verifying chip reading device, and Fig. 35 (b) is a dramng to

expl ai n a r eadifygeagie tibbddugl 0@dejticitien vefilyingrohep HilreeakachShdivipalesedhisl.
a card body; 152 a base ﬁl ate; 154 a. card upper plate; 153 an

aut hent i cat i dREEFYIRSY Pfghe Kragdingidhe midegcqncg Riecenrangsgeabpatan 9§ the

| . The ] ight enitting/d i | )
G reett on:mﬁ B SR e B BB e M e RSBy Brapecipny
151 is t e -eadi at s . : t |
the di roct i on oy SRR e aRAArS 1P o P LA BR Tar e

card 151 is Bykeoptiny ofitliscqrpatiadois, sysichh@heef elénpitoRhiethe gt padslor
for instance, a pseudo-linear novenent based on the rotation on one

poi nt as a f @ ssquancea the menberrd vembgitt detestidg elentenés corbearediiced dxtamively.
rotary novenent to |inear novenent and a |inear novenent by neans of
a linear not&2lehn be adopt ed.

{Embodiment 22]

( Fig. 34 shows a reading device for reading a plane of the authentication verifying
chip as an assembly of lines in Embodiment 22.
Fig. 34 (a) shows a general arrangement of a detecting unit of a reading device for
an authentication verifying chip, and Fig. 34 (b) is a drawing to show the
corresponding relation between a card and a linear type light detecting unit.
The card 151 is the same as the card shown in the Embodiment 20, and detailed
description on the card is not given here.
[0216]
In Fig. 34 (a), a red color light emitting/detecting elements array 171, a green color
light emitting/detecting elements array 172 and a blue color light emitting/detecting

elements array 173 are placed in a container, which has a width slightly wider than
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[ 0224] [ Enbodi ment 24] Fig. 36 shows an authentication verifying chip
readi ng device of a new arrangenent of Enbodi nent 24. Optical
scanni rfig neans to use the reflection of the | aser beam by a rotating
pol ygonal pillar mrror is adopted in the device such as a | aser beam
printer. In this scanning nmeans, optical scanning can be perforned
only by the rotating novenent of the polygonal pillar mrror. [0225]

As neans f ortheh#igthrihRgoviar @tdcgibn l@?ﬁféﬁanﬂ&%@ﬁﬁin%%fwﬁo@ﬁ dsn a
reflecting tel escope and a parabola antenna. Fig. 36 (a) shows the

rel ati on betM8EA t he parabol oid and parall el beams In this figure,
t he synbol xgﬁepresents X-axis, and the synbol Y is Y-axis, which is
ort hogonal t5hege 484 golamlight wangwﬁl@recgng é%@rr@@éaﬂrgasm Eecesrqolgirdightrhe

e LRI SR SRR e g o
R et e i e %&Lﬁ@egzarnﬁaﬁf%ﬁﬁ%a&%ﬂ%a%e

contrary, thendida@ib®bt cdlbResn skakéd ng fromthe focal point F runs in
parallel to Y-axis when reflected by the parabola P. [0226] Fig. 36

(b) shows a [fdK]lc arrangenent of the reading device where this
principle is applied. In this figure, the reference numeral 181 is a
reflecting nyMkgthe guthsntnagen ae@\‘gmmme@dmgtdewge deshoyen tha a

sem cylind pe e nln n_a. di.rection

per pendi cul 5@@3‘%‘?‘2&. rll%\ﬁotoﬁél ’dPéb\ﬁ’ ﬁ% ﬁ&%@mba@m&ﬂbaé.tb? on to
correspond t i ) (o)

a1 v the 17 gneepeltsahdigy Pﬁtﬂﬁnﬁgcéﬂo%uﬁét#%m it VBiipe
poi nt of t_hEth 153€i§tr(ed@lg— ﬁ@ﬁﬁi&?'th&caﬁ&hé BAER ifth rtﬁé)Ear&%adu?% hﬁé@.@f@id is
m nor 184 is disposed, which has a rotation axis in parallel to an
axi s in ext etwpiped - dur dwirgothe afind tvhen ¢fd @ed ingkeainab e @r@y&aﬂﬂtﬁ&fppmtus.

mrror 181 and has a polygonal reflecting surface. The reference
numeral 183 9%1@3 esents a light emitti ng/ detecting el enent; and 153 an

euhont cat gn el 18 B, o 6 L ansbicct,ol the eadiag.

the light pop emitting/detecting elements arrays 171, 172 and 173. At this moment, the
linearly arranged array of the light emitting/detecting elements detects the light
reflected by the iridescent substances disposed in the authentication verifying chip
153. Electric signals generated in association with the movement of the

( authentication verifying chip 153 are detected continuously in analog manner by

each light detecting element or discontinuously in digital manner, or scanned as an
image like using a facsimile machine or a scanner, and then, the authentication
verifying chip 153 is verified and the card 151 is verified.
[0220]
The pattern of the information thus obtained depends on the arrangement condition
of the iridescent substances. By comparing the information, it is possible to verify
each individual authentication verifying chip 153, i.e., each card 151.
The accuracy of the reading of the arrangement pattern of the iridescent
substances 1n the authentication verifying chip 153 depends on the resolving

capability of the light emitting/detecting elements arrays 171, 172 and 173.
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emtting/detecting el enment 183 as shown by a solid |ine passes

t hrough the light hole 182 and enters the polygonal mrror 184, which
is disposed at the focal point of the reflecting parabolic cylinder

m nor 181. After entering the polygonal mrror 184, the light enters
the reflecting parabolic cylinder mrror 181 in association with the
rotation of the polygonal mnor 184. Then, it is reflected in a

di rection, By sdvptisg G_ﬂieﬂﬁée@lhélﬁlal-b&oﬁ/%%&ﬁ waRek bRfledRNSit HRelight per color
aut hentication verifying chip 153. [0228] The |ight shown by a“sol
line in a diméequesne,ithe pamber ef the dight detectingreldtents 84n bhayeducahettbesively.
authenticatiﬁﬂﬂéerifying chip 153 is reflected by the reflecting

par abolic CJ er mnor 181 and enters the polygonal mrror 184"

di sposed at t{.he f.0ca int. The light, thus entered the pol ygonal
mrror 184 ﬁ@"ﬁg@Pg?té , passes through the light hole 182, and

enters the lgighis @ik i@%ﬁgh@ﬁ de; @?rgﬂdﬁﬁ#%%q@@f_ ail ﬁltﬁ.g{rlgc%ﬁ@{%e&fﬁ%g

light reflected in a directTon ere axi's

aut hent i cat ichip asemi fsyémBly O dpts ip EndlRasnd@23ent er the pol ygonal mrror
even reflected at the reyl ecting parabolic cylinder mrror 181.

[0229] As i tFig@d (Beshomter geneod afrangantdne ofl tiecrelgtioh Getweengi seed anbaye,
among the light conponents reflected fromthe authentication
verifying crifiensestionyeplwngchip spading denicapndFigaraalb éd a dewysgto explain
enters the palygonal .m.ror 184. Accordingly, by rotating the

pol ygonal mBrrF%(gnglgjﬂh‘}dhe light entering the light emtting/detecting
el enent is sghegted, and the light reflected condition on the

aut hentication verifying chip 153 can be identified. [0230] In the
readi ng deviThe refeeite innferd.153@edrBdontd Bearldi oy, 1920MbdsBSlate; 154 a card

aut hentication verifying chip, which is on rear side of the pol ygonal
mrror 184 appeygdatef I¥nart hehdntightionevarifying ghigeireizi ngligltesmeningABcting
cannot be read. It can be so designed that necessary information is
not writtenCtlmenki dhsdisht smitsipg/detgetingelements Hr ympyason rmediteshon which
witten on this portion. According.to the arr ement as. shown jn

P o 36 (o) PEmanERgefrost R HiPdinduir i anid Bl Ritken eior PESHS ¢ o
the rear si tud he polygonal mirror 184, and all of the information
as witten can be read out. [0231] Fig. 36 (c) shows a basic
arrangenent [02@8] t hi s pur pose, and one-half of the reflecting
parabolic cylinder minor is used. In this figure, the reference

nuner al 185Feretheanevensend in &fd dicdctiog which perpemdif iy obssesphbe dbedtiondhat
It is formed in sem-cylindrical shape having its length in a
direction, 5@k Lehs Bkepatetheapasatust eithare! dprprabriaje suathedsefoonl y on

t he-portion. where the yal.ue of X is negative in Fig. 36 (a). The
light hol e 18 ng%mev%ﬁ ‘L“FE&F meyemgt ?%gﬁieﬁ the FRRRIPI U} QUGB ASE it i s

N0t necessaferfus e mey by 9808 or L c0f e idn cH] 60 D350 Ral AL 1 N

axi s running In para e axis in rng di tro e

reflecting hedat nivaeslat Afd £ Yhéad d&fveMehf BF mbd @ﬂ‘&jliﬁl%? nﬁ)tﬁoéaﬁg)lg.%bll)ted.

reflecting surface, is disposed at the f'ocal point the reflecting
hal f - par abol0284)cyl i nder mirror 185. The reference nuneral 183
represents a light enmitting/detecting elenent; and 153 an

aut hent i cat Eﬁﬁﬁb(\gﬂé?@?tﬁ%g chip. [0232]

Fig. 36 shows an authentication verifying chip reading device of a new arrangement
of Embodiment 24.

Optical scanning means to use the reflection of the laser beam by a rotating
polygonal pillar mirror is adopted in the device such as a laser beam printer. In
this scanning means, optical scanning can be performed only by the rotating

movement of the polygonal pillar mirror.
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The light shown by a solid line as emtted in a direction in parallel
to Y-axis in Fig. 36 (a) fromthe light emtting/detecting el enent
183 enters the polygonal mrror 184 disposed at the focal point of

t he reflectlng hal f - parabolic cylinder mrror 185. After entering the
pol ygonal mrror 184, the light enters the reflecting half-parabolic
cylinder mrror 185 in association with the rotation of the polygonal
mrror 184. Then, it is reflected in the direction in parallel to
Y-axis and i #&28Ents the authentlcatlon verifying chip 153. [0233]

The light reflected.in.,a.direct in par llel .to Y-axis_in Fi
(2) at the ad¥RERES R RS PRI hsaBs prratoioid is Voot aurae g Hsscope

reflecting h | i nder mrror 185 and enters the
pol ygonal m %%?B%gaglag%gfs}%d at the focal point. After entering the

pol ygonal m F{1B6 kshowhend kiitton ieck&dd GetRA BN ﬁ{&%ﬁ aefla ggaxﬁé.gth?]tems

emtting/detecting elenent 183. [0234] In'this readi I ce,

portion of tﬁgjmuﬂieeytnbcaKlmprezﬁrts Dﬁlaxﬁw a6l ke Shghdl ¥ i€ 4366 piich &0 t he
rear side of the polygonal mrror 185 as seen fromthe |ight

eni tti ng/ det exthegegaleiockraxis andthe synshol P iepsesentd tp@DriEimn Twe:smlntilﬁ’gl Y,
the portion _which cannot be read has I|tt|§|nf nce
Further, as SHOWFIfS? P@I@b‘)l%é"’}ﬂ 1S GPIESERIAT Hg=a %Par&bqlfhh@eﬁr@ﬁﬂl

Lo, cduee | IRREPA 0B ReOK Lcen) Lo gnﬂseﬁ SR RASTRY
mnor 184 ca 1&91Yadxh§/a1%|doﬁééﬁ%€éatoacﬁgf&hl' Ver:vaP,yl 8 CE ya@ can

wrlttenlna ortions of the authentlcatlo

be read out. pe[rﬁ&ﬁﬁﬁ]f’ [ Gui tlecdnit@ag, ithe sirbig lh&sfﬁﬁirﬁﬁglfroﬁﬂhb(I&aﬂpﬁht E%ns

Referring to Figs. 37 - 39, description will be given below on an
aut hent i cat i Broardleginy- st ngfecigd bhéhe paahialmgPdevi ce of Fig. 31 as
an exanpl e |&E&bod| ment 25. The draw ng indicated by the synmbol W
(Waite) in F 37 shows an exanpl e where the authentication

AR e R R AT R
i ncludi ng R aﬁh@&l_d B are detected.
In this figure, the reference numeral 181 is a reflecting mirror in form of a
paraboloid. It is designed in a semi-cylindrical shape with its length running in a
direction perpendicula;'ly crossing the drawing surface. Also, at a position to
correspond to the origin of Fig. 36 (a), a light hole 182, which allows the light to
{ pass through, is formed. Further, at the focal point of the reflecting parabolic
cylinder mirror 181, a polygonal mirror 184 is disposed, which has a rotation axis in
paraliel to an axis in extending direction of the reflecting parabolic cylinder mirrbr
181 and has a polygonal reflecting surface. The reference numeral 183 represents
a light emitting/detecting element; and 153 an authentication verifying chip, which
is an object of the reading.
[0227]
The light emitted in parallel to Y-axis in Fig. 36 (2) from the light
emitting/detecting element 183 as shown by a solid line passes through the light
hole 182 and enters the polygonal mirror 184, which is disposed at the focal point

of the reflecting parabolic cylinder mirror 181. After entering the polygonal mirror
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The draw ngs indicated by R, G and B underneath show conditions of
i ri descent substances, show ng each of the colors separated by neans
of a color filter of the canera. [0237] In these figures, the synbols
W R Gand B correspond to W R, Gand B of Fig. 37 respectively. In
each figure, the image is divided in four portions: the first
gquadrant is referred by a nuneral 1; the second quadrant is referred
by a nuner all82;the tight énitexs theaelieating byraholivwylinddr Birrearn 1 tilhesdooiatismwith
guadrant by a nuneral_ 4. [02381 As the ot her manner of dividing,

di vi ded by &heiroigiima0f the pelvaenal merrerdbisk edhenrit Sureflensed insaiBiieariosi whish

Che i mages. di P EHEHe) © R cup didrents Teuslbationion ronBpeoPight
e

intensity OfOéZEg iridescence, i.e., atotal light intensity, is
det ect ed. Ir[it se figures, the synbol [-A] indicates the total |ight

intensity offht:hgheHd¥n  byta abild IpRY thi 0fifechibn i BarBiI G 'Tltal,xg%tn' 18, 36 @ fr)c/um

verifying chip. The synbol [-T] indicates the total ensi t
of the col othd authéreicatfpeverifang chip 158ds acfldomttverat ireMecrag phbole @finder
the synbol [-B] indicates a total light intensity of the |ight of the
col or in thaurenssl s enters thh@oldensé miironl $bdispeseil faty iregfocd ippintt Khe

synbol [-R]..indj,cates a.total light intensity of the light of the
color i n t hiER i SR B popeeonth ikt 184us séfleptse; papseryepnad theight

mhol [-L] +jRdi - A ] ' f | in.th
et hal 1 ol ERE et ahlight Giidi Rk e d%r dnSomiie BB
eft Che VErYihg AT SIRBBTs"
e R G e 1 Rl

procedur e aship@58 doérenbtadntatethe ipblygonad adsob beer eflecteatt fie teflb@mgat i on
of the total light intensity, i.e., 9 types of information for each
of the col opyalicayhrdermirignd827 types of information in total can be
i dentified. Egiough the conparison of the total light intensity

i nf or mati onl®€%bbt ai ned from the authentication veri fying chip at the

ti f ' d and .the total .light intensity ..

i or mat | onad GHCE RS FrAr R ISR LR ikt Skt YNy Whlghlunen
i h di P e« _ r _

AUt hont | ¢ 45 R e 2 O biT RSB i Pty bl gt g
[0241] The winning ia@hcallebiot Blakie @nteys tl’(fj&.e%w?g'dn@l hiRdri 1848 AeeHgsyyt €

color. Also, the white color detected by the color canmera is a
pseudo- whi t wtdolgdhe petygorsd nerron 134, the lightrenteringsthd light emittdng/détgctinghe
detection of the Jight t hé{gju%g t he conbi nation of the white LED and
the col or cERFBERE BSelectdy light geflepted copgition @pitheawhentisationeyadyag
by the conbj ! the.light emtting color and the color filter.
In (Lhi S r es%melgﬁl,sgg%r}oée }%@g?ﬁ%g taken as to which type of white LED is
used or whighsgype of color camera is used. '
In the reading device shown in Fig. 36 (b), the light from the authentication
verifying chip, which is on rear side of the polygonal mirror 184 as seen from the
light emitting/detecting element 183, cannot be read. 1t can be so designed that
necessary information is not written on this portion or that unnecessary
information is written on this portion. According to the arrangement as shown in
Fig. 36 (c) and Fig. 36 (d), there is no portion which corresponds to the rear side of
the polygonal mirror 184, and all of the information as written can be read out.

[0231]

Fig. 36 (c) shows a hasic arrangement for this purpose, and one-half of the
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[0242] To satisfy and define the strictness of the color used, it is
desirable to use color information, not as a type of information
based on visual sense, but as a physical color information, i.e.,

i nformati on based on the wavel ength. [0243] In addition to a visible

| i ght LED used as an LED for a light source, when an ultra-violet LED

and an infrared LED are used in .conbination or selectively,
i 11 egitinmt &flesting pyabolis cplindex migae . used2 dnjthisdigure the referspcerriperal

ith diff I t . =i devj . b d, d
the 1§ ght “of % FUTHERR eAgC IR 2 B of hEtbaod o) i EPEdee bet veen
f i . . > d .
tons to be sy PR piire MY it epetf B WML whic i petppliciiy.

| uni nance i p gRGRanGIurfide iy of thePhortbs whbRY BelWMeNANCR Hegathicdi Hrig,
than a predefined val ue, nunber of assenblies of bright pixels,

| engt h of cdm{@urThef lightihglet 183i skeivn i Way. 86 () is sibt fosmetl hbre bhthuse ikéd |
wei ght ed poi nt of dispersed bright points, peak position and peak
val ue in | oR¢fi 1EGEIABL gHﬂh¢fa?é’PgEO { S1G8F 40A, Srhidinhasi avptation dxisagRing
and hi st ogr am of ch pixel thraough,.wej.ghti of l.um nance .. .
o - onit FEAIFEY TheBid by et oLl eheckiBR A G RGwbe ir g
chi p] Refergk ' | g I Qt i ). |

bel ow on anﬁ%ﬂragraingg?)edr?g%%as éﬁj Og%ggdrlge%%ﬁn%gggﬁehﬁgdé “rsléf[H Jgfthjpg%% %gﬂts?feps
for certi fy{h&@reﬂé&inggiaif%fa‘ﬁolﬂf cyllif@erCirebr N85 U ST MOrcfdiendean find rhiSRI3S -

[ 0247] [ Enmbodi ment 26]
represents a light emitting/detecting element; and 153 an authentication verifying
chip.
[0232]
The light shown by a solid line as emitted in a direction in parallel to Y-axis in Fig.
36 (a) from the light emitting/detecting element 183 enters the polygonal mirror
184 disposed at the focal point of the reflecting half-parabolic cylinder mirror 185.
After entering the polygonal mirror 184, the light enters the reflecting
half-parabolic cylinder mirror 185 in association with the rotation of the polygonal
mirror 184. Then, it is reflected in the direction in paralle] to Y-axis and incidents
the authentication verifying chip 153.
[0233]
The light reflected in a direction in parallel to Y-axis in Fig. 36 (a) at the
authentication verifying chip 153 is reflected at the reflecting half-parabolic cylinder
mirror 185 and enters the polygonal mirror 184 disposed at the focal point. After
entering the polygonal mirror 184, the light is reflected and enters the light
emitting/detecting element 183.
[0234]
In this reading device, the portion of the authentication verifying chip 153 to
correspond to the rear side of the polygonal mirror 185 as seen from the light

emitting/detecting element 183 is only its end portion. Accordingly, the portion
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Fig. 40 and Fig. 41 show authentication certifying steps in
Enbodi nent 26. Fig. 40 shows a structure of the card and Fig. 41
illustrates a process to certify the validity of the card itself.
[0248] On a card body 191 there are provided an authentication
verifying chip 192 where the card Authentication verifying
information [A] such as artifact-netrics is stored; and an

-aut henticatiqgn certi f i ng chi Il%3193 where digitized data [M (Message)

“of the aut héﬂl‘?lb‘é&np% e s
~encrypted diﬁﬁéﬁ and is stored; and both are nounted non-separably
dy.

lejipfleanggt i on [A] is encrypted to
fromthe ca [ 0249] The aut hentication verifying chip 192 and

hese ma ositione

“the aut hent 'm@b%s%ﬁawrwgg 36 '@d)pb\&%ﬁp@iﬁg aﬁ%ﬁgétsa?&ggé’m% i b & getﬂé

spOSItIOHS as

own |1 n ure

~adj acent t o cestedl pottier ofahe E’fﬁlécﬁ@g partigigaadtRebid @@ﬂhﬁ@:ﬂ ml[-&?ﬂ@fﬁ thBWortion

-a term nal 5%
- verifying chimgi92 where the authentication verifying information [A]

referring to Fig. 41, functions are explai ned on the authentication
verifying chilppre}lga)lahﬂ thdﬁpalmmhlemimlraltSAman bertotially elrginatedpakPal the t he

- card body 191 shown in Fig. In Flég 41, the steps (1) to (5) give

descri pti ondnigyeionRe mﬁ@ wllmt)@tpfms thyy autheatication geréfying ghip 1Hecan be
steps (6) tag a&l% gi ve descriptions when a user uses the card through
P&t us such as an ATM [0251] (1) The authentication

fis stored is prepared. Every artifact-netrics is different from each
ot her, and @@@ﬂneﬁiﬁaﬁ@m%ddgagimhy@ri fying chip 192 having the

Parti-fact-nmetrics is di

ferent. In particular, it is not possible to
copy the ar{Efmbodimeet25]cs in t hree-di nensional arrangenent, and it
cannot be forged. 0252] (2) Information on the authentication
verifying cRefrmng QEIgﬁe%-B deseninsignovill ieggiven balevaas an anthenteationo

AT TN TN N MR
mounted on e £afide RVt the symbol W (White) in Fig. 37 shows an example
where the authentication verifying chip 153 is photographed through the
combination of a white LED and a color camera and where iridescent substances of
all colors including R, G and B are detected.
The drawings indicated by R, G and B underneath show conditions of iridescent
substances, showing each of the colors separated by means of a color filter of the
{ camera.
[0237]
In these figures, the symbols W, R, G and B correspond to W, R, G and B of Fig.
37 krespectively. In each figure, the image is divided in four portions: the first
quadrant 1s referred by a numeral 1; the second guadrant is referred by a numeral
2; the third quadrant by a numeral 3; and the fourth quadrant by a numeral 4.
[0238]
As the other manner of dividing, divided by a diagonal line may be adopted, or
further, subdivisions can be conceived when necessary.
f0239]

In this method, a pattern of the images divided is not detected. Instead, an

- hG _



[0253] (3) An analog i mage of the authentication verifying chip 192
thus read is digitized to digital data [M. In a case where the data
stored in the authentication verifying chip 192 to be read is digital
data, digitization is unnecessary. [0254] (4) The digital data [M is
encrypted, and encrypted data [C] is obtained. As an encrypting
system a secret-key cryptosystemor a public-key cryptosystem can be
used. [ 0255pvemags hait inteysitysédhe iideheensedieata tota) light iptepsys tie detested.

|1 ed - key. ., Wth th ti f th
i - ey 5 s BSOS o G R Bk o
di h ' . reg- : I e ct,
T al so BRI OLOE A BLARK R R 3T SrhEY LTl Pl he A
Accor di ng t qontNBEREIR, & HBIERF AP upBEPhiIBHEde *a)iufehﬁcalti?ﬁ tvlefiﬁgn% &Ep, the
El ectronics, Informati on and Comruni cati on Engi neers (Japan), the
process to ephlul fi-B]hedienéy y piteldigiainterds@) o yhdlight \op thenepldrtia thée bsagdalf

[M by using a crypt Key [K]. is expressed as C = E (K, M, and the
process to ebhgianthgati¢anon agniymeachmy tivesympali(R) infieatentaipl laght ddensityy

AL s RN ST ERTEICA GO S
LM, 2%, 2SS9 S Bl TRt B Sl R B T e
B T
mtensity of the color in each of quadrants of the authentication verifying chip.
[0240]
By the procedure as described above, it is possible to identify information of the
total light intensity, i.e., 9 types of information for each of the colors R, G and B,
and 27 types of information in total can be identified.
Through the comparison of the total light intensity information as obtained from the
authentication verifying chip at the time of manufacturing the card and the total
light intensity information as obtained from the authentication verifying chip when
the card is used, the authentication of the card, i.e., the authenticity of the
authentication verifying chip can be determined.
[0241]
The white color obtained by the white LED is a pseudo-white color. Also, the
white color detected by the color camera is a pseudo-white color because a color
filter is used.
Accordingly, the detection of the light through the combination of the white LED
and the color camera is limited only to the light, which can be detected by the
combination of the light emitting color and the color filter. In this respect, care
must be taken as to which type of white LED is used or which type of color
camera is used.

[0242]
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The process to Encrypt the digital data [M by a Pulic-key [Kp] of
the public-key aYPtusYstemto obtain the encrypted data [Cp] is
expressed as Cp = E (Kp, M. The process to Decrypt the encrypted
data [Cp] by a priVate-key [Kv] to obtain digital data [M is
expressed as M= D (Kv, Cp). These are transm ssion of crypt Kkeys.

0259] The ocess t crypt the digital data [M by.the pri Vate-key
{Kv] Lf theqrﬁlﬁﬂp?fi-a{l@?g@ﬁ gé&‘}“s‘{l“eﬁ%‘)?éh%%ﬁl% Freivd 1eiRSIpPIE 4@ uaaceloty .
i S expresse =- . - Dr to Decr he_encr.ypte
data [ b iamaatnisaspifos MinoRiRiB BRAT BnaRurepkf eheha phyee:
expressed agolifFinkriniBeon, @), infoAffRNnHSed APHE Wivleftingdi, gnat ure. [ 0260]
(5) The encrypted data [Cs], [Cp] or [Cv] Is recorded and stored in
the certifyi{t¥g3khip 193, which is non-separably mounted on the card
body 191. For recording and storing the encrypted data, adequate
nmeans such &saddfeondpts ‘d%lblerlé’éﬂlﬁ@@ﬂﬁdﬂﬁemdﬂ?d%ﬁg arﬂﬂhmml,lrcc,mhamagneL ic
di ng, c. .for rcqde .or two-di nensi gonal barcode, etc.. nay be
o oSl LD e g S b Ao iR o
chi p nmount eﬁle@@iﬂa&%ﬁgﬁ@g%ﬂng%&aﬂg ta my be stored in the IC chinp.

To be a non-sgpara ructare, ey are integrated or a nethod such

as wel di ng mey4pe adopted Also, the encrypted data nmay be recorded on

the:card itself instead of nmounting the certifying chip on the card.
Further, laser beams with different wavelengths or a non-linear device may be

used, and the light of the frequency, which is obtained as a différence hetween
frequencies or a sum of frequencies, can be used.

[0245]

As other items to be used for the judgment, there are the value of the highest
luminance in each area, number of pixels where luminance is higher than a
predefined value, number of assemblies of bright pixels, length of contour of bright
pixel, characteristics of bright pixel, weighted point of dispersed bright points, peak
position and peak value in longitudinal and lateral histogram on an binarized image,
and histogram of each pixel through weighting of luminance information.

[0246]

[Certification of the authentication verifying chip)

Referring to Fig. 40 to Fig. 47, description will be given below on an arrangement
of a card and an arrangement of judging steps for certifying the validity of the card
by using the card itself.

[0247]

[Embodiment 26]

Fig. 40 and Fig. 41 show authentication certifying steps in Embodiment 26.

Fig. 40 shows a structure of the card and Fig. 41 illustrates a process to certify the
validity of the card itself.

[0248]
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[0262] (6) When the card is used, the encrypted data [C] stored in

t he authentication certifying chip 193 is read. [0263] (7) The
encrypted data [C] is decrypted by using a predeterm ned cryptography
al gorithmand a crypt key, and decrypted data [M is obtained. [0264]
(8) At the same tine, information [A'] of the authentication
verifying chip 192 is read. As the reading neans, a canera is

general | y udama caditlody 491 dadé age preeided ey bethenticatos oarifying ohip 19%ewhéree
may be used instead of the canera. [0265] g) The information [Al of
the verifyi ie exdputkendicatinadverdyiag gifermagign [Ahshiciagiarafactametaich i §toresl;
obt ai ned. [0266 10). The decrypted data [M.is conpared with the
digitized déP@ a%’ W&’FP%‘EZEB% é%&iéx‘ga%ﬂgg bv%a%wéﬂg&?ﬁ‘i F’?taiaf&ﬁi@gﬁwsbaf the

t hat the confi 3 . : at i eat:l Qn. ver i fying chi and .t he
aut hent | cat PeateEn b AU EL SRRk of b iR Randey e
different frame®anh bethge montdSndnidgednly Tim e £@NBayat i on of the
aut hentication verifying chip 192 and thé authentication certifying
chip 193 is[0d0] |l egitimte, and the card is judged as illegitimte.
In this way, the authenticity of the authentication verifying chip
192 is cert ilheaytheptieation ygrifyara ¢himi 9D andcdetauthentigationi gertifodg ohipi 193 i s

togetherwith present op t card. .[0267]. In this exanple, the data
[Mg] read f Herfﬁsl’&a‘?cﬂﬁré}&%{"i Pﬂ?lt{i)@? iap 151191‘&1 Enthis fige, whileihsas B@Y WEt h
the data i fromt aut.hent.jcation

certifyi né%ﬁsﬁg&%gﬁﬂ F?rﬂgr%%g eé’t@%? egﬁagﬁ]génng%rat’ed[}ﬁ%eté%r ypt ed data
[C], which [g@sgptained by encrypting the data [M read fromthe

aut hentication verifying chip 192, is conpared with the encrypted
data [C], whicehréferringad Hig.ofh funetienstdre ekplgiabd on tigesithénticagorcherilyih3.

chip 192 and the authentication certifying chip 193 on the card body 191 shown in
Fig. 40. In Fig. 41, the steps (1) to (5) give descriptions when the card is prepared
by a card issuer, and the steps (6) to (10) give descriptions when a user uses the
card through a terminal apparatus such as an ATM.

[0251]

(1) The authentication verifying chip 192 where the authentication verifying
information [A] is stored is prepared.

Every artifact-metrics is different from each other, and each authentication
verifying chip 192 having the artifact-metrics is different. In particular, it is not
possible to copy the artifact-metrics in three-dimensional arrangement, and it
cannot be forged.

[0252]

(2) Information on the authentication verifying chip 192 is read by analog or digital
means. In order to perform the accurate reading when the card is used, it is
desirable to do the reading after the authentication verifying chip 192 is mounted
on the card body 191.

[0253]

(3) An analog image of the authentication verifying chip 192 thus read is digitized
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[ 0268] The data on the authentication certifying chip 193 is
encrypted. In this cryptosystem either cryptosystem the secret-key
(or the conmmon-key) cryptosystemusing a single crypt key or the
publi c- key cryptosystem using two crypt keys may be adopted. In the
publ i c-key cryptosystem a conbination of the public-key and the

i -k h - k [ [ f th i e-key d
Phe publ | 0. Kb§iSfialaiaeMiiofY 4 Goriiaie 6 SERb Forndhe Ay lentiettign dorymg
d ti . . . .1 f t 1 |
appar ot us,  SHBASKo pEOER 3 RS E Rk e BRRNY 0 2, T

stored w thigps3] server or within the termnal apparatus. If it is so
designed that the crypt key is stored within the server and when

aut hent i cat {4n Therdiditel dga @] ishenceynel, iand reagpidd datael(d iy phitaiked. needed
then, is delivered tqo the term nal apparatus each tine, it can be a
met hod wi t hARRBIEDEFRURG Sxstem, DFeCretrkeysamitesystem oha peblicieyiasyptosystem
stored within the term nal apparatus, authentication verifying of the
card can becaéIxI%ec'ﬂﬁegd only on the term nal apparatus on off-Iline

basi s. Howeng ) if the termnal apparatus is stolen, the crypt key is
al so stolen. ? it is so designed that the crypt key is stored in a
DRAM i n t heAtcyptiealusaPRRimalsdsretRey z:ﬂ?tdéyétah ik @Xlieat L§eRFetiKay DRANYEW !
be | ost when the power to the term nal apparatus is cut ofII because

t he ternm najeaappathathespromgaist sfayie guldic-lsdyalrgptosyishen, sher! andgn@t pebgle
crypt key can be prevented. [0270] Wen the data stored for

confirmi ng ¥ aaprvaeake naegd ipfthe peblicdies argptesyatesnis @ eetrét-kay. t hethirost

server to the ter.ringl apparatus and the aythenticity is verified on
the term nal®® %ﬁdIn éﬁ‘ﬂ%ﬂ CagIFg\ﬂ/r‘E@ﬁmI‘I’i‘g‘eéIéPéV@ theeonfdsiefi s read and
transm’tted[obgﬁthe server and the authenticity is verified on the
server, the st(Irage data volune in the server and the transmtting

d | . b1
ata vol umeakesanetd MERmP @‘Eﬁﬂigaﬁkﬂe plg,blgs'hE@ I)II gl%%sﬁ_ﬂiﬁé' HPEI%IctrInIiIEs, such

aut hentication verifying chip 2 i's |arge. 0 cope Wt

t he situat i nformafioiVidll Colaamaigetidd Begiheds} (Japdn) ctheipsodebetd yphiaahe hash
algorithm or_other hash algorithmsuch as SAH-1 (Secure Hash

Al gori t hm -enOrypied daga[G] by Enswating the Massage 8] by usivgweerymdaywlKlHe

16-b hash I f I he.d b d

Fal o) 11 cat ) ORGP RECor Foloa: S A% RroRShg SDRi Yl A bhc hash
lue. If WA LS t dat. I [

he server DneTBYEARCRRIARERELT L o s WG I 2o Rl B,

alleviate tdgedpurden for encryption/decryption, hash algorithmis
used. [0272] [Enbodi ment 27] Fig. 42 and Fig. 43 show an exanpl e of
the case tdO2®ftify the card itself by using the hash algorithmin
Enbodi nent 27. ) . .
Here, by following this expression, the process to Encrypt the digital data [M] by a
Secret-key [Ks] of the secret-key cryptosystem to obtain the enCrypted data [Cs]
is expressed as Cs = E (Ks, M), and the process to Decrypt the encrypted data
[Cs] by the Secret-key Ks to obtain the digital data [M] is expressed as M = D
(Ks, Cs).
[0258]
The process to Encrypt the digital data [M] by a Pulic-key [Kp] of the public-key
cryptosystem to obtain the encrypted data [Cp] is expressed as Cp = E (Kp, M).
The process to Decrypt the encrypted data [Cp] by a priVate-key [Kv] to obtain

digital data [M] is expressed as M = D (Kv, Cp). These are transmission of crypt
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Fig. 42 shows an arrangenent of the card and Fig. 43 the process to
certify the validity of the card itself. [0273] On a card body 194,
there are provided an authentication verifying chip 192 where card
Aut hentication verifying information [A] such as artifact-netrics is
stored; and an authentication certifying chip 195 where the

aut hentication verifying information [A] is digitized to the
digitized dakeysMessage [M, turned to the hash value [H ,and [H is
encrypted to ég% encrypted data [Ch] and is stored; and both are
mounted nonl0¢ePar ably fromthe card body. The authentication

verifying chi e henti.cati entifying chip .1 may be
di sposed at EF‘? %%?%%ﬁg%gqp?%es&galéﬁm I?]Y é\efrwz?ﬁg k%tf?‘@ q?ﬁ]é%e may
be di sposed gipithey PRSEVORS @4 hey ; =

i nt egrated tlgIgelt %63;_8?025;%@ &gﬁgﬁlﬁﬁﬁge %Ig:rg?%ﬁ d%%r@#hsgécxp?%%%&)gsr gv B
expl ai ned on(®vhanauTlepiocestto Wecyiiit ithy bAGysiBH Bath98vPRdtHeN Sublic-key [K
authentication certifying chip 13? on the card bgdyp%4 sﬁ)gvmlqc i nY Lipé.
42. In Fig. %3btauhehesdigiped dath)[Mlas éGyesged as desdD i(Kp, ©s Desehee the
preparation qf the card by a card issuer. The steps (7) to (18) give
descri pti onstgd §1gRaYERr uses the card by neans of a terninal

appar at us 53@26 s an ATM [0275] (1) The authentication verifying
chip 192 wh uthentication verifying information [A] is stored is

prepared. Evety i I} i i O

ach aut hent CLaTon G2y bd SR TCERI6A G JCElTRbort BB 1L cerbfifng
al so di ffer efiip 193) wibahtik %Uhégparhlﬂy hfoufRld dROSE icRidehdd® 19PPYFor recording and
artifact-metrics with three-di nensional arrangenent; and it cannog be
forged. [ 0278jring ke ennfyptadedaia adefuatcmeanstdnehts clat opdicalvendihyiang chi p
192 is read by analog or digital means, To performthe reading

accur at el y ViReHdinganethed) the mageadic reeordinggelsi foabrusodeoniova-tismensiandlng

?fgz_er[52$7?%1t10% g,'egtnlué)y é/z?({olp{é(/il. ng chip 192 is nounted on the card

[0261]
In a case where the cal;d 191 1s an IC card with an IC chip mounted on it, the
encrypted data may be stored in the IC chip. To be a non-separable structure,
they are integrated or a method such as welding may be adopted. Also, the
encrypted data may be recorded on the card itself instead of mounting the

( certifying chip on the card.
[0262]
(6) When the card 1s used, the encrypted data [C] stored in the authentication
certifying chip 193 is read.
[0263]
(7) The encrypted data [C] is decrypted by using a predetermined cryptography
algorithm and a crypt key, and decrypted data [M] is obtained.
[0264]
{(8) At the same time, information [A’] of the authentication verifying chip 192 is
read. As the reading means, a camera is generally used, while a reading head

device or a scanner or the like may be used instead of the camera.
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(3) An analog image of the authentication verifying chip 192 thus
read is digitized to the digital data [M. In a case where the data
stored in the authentication verifying chip 192 to be read is digital
data, digitalization is unnecessary. [0278] (4) The digital data [M
is turned to the hash value [H . The hash val ue obtai ned when using

the MD5 al gﬁﬁiﬁgfm as wdely used, is of 4-byte (= 128 bits). [0279]
(5) The has ue [H is encrypted, and the encrypted data [Ch] is

obt ai ned. t G S8 e ref.- Cr temor th

publ i c- keyAg?)y B@] gslys?ﬁe]f?rt?écﬁa% Eaef té%ggﬁ%ﬁx_g %ﬂg% re%’c@}ﬁ@@zegh%r}c{/ p‘i‘%gﬂ
data [Ch] i QaqsPrdeMiand. stored in the authentication certifying
chip 195, which is nounted non-separably on the card body 194. To

record and $@266¢ t he encrypted data, adequate nmeans such as the

optical readi ng]a]gnd recordi ngﬁb_t he magnetic recording, etc., for
bar code or (Ub-IderdsasiptasdathBvbis dempasediyathathepdigitized dns8 'l f thesagee

where the card 194 is an |C card with an | C chip _nounted on it, the
encrypted d58%! #h?acbeptg‘iro f'téﬂlq%ﬁeq %t Fhe eomphpnation of Ehejauthenticapion venfying
integrally i r Uct: , uc wel di ng
may be adopltC @839??{@6 glg({)gdtﬁrr%y Lsé&]r%%%%%ac hl?é”ll%hgq %@ﬁ%ai%t slgltﬁessﬁ?g? ead
of nounti ng i i ! when, @ 1] : e
encrypt ed dg%ﬁg%[n‘éﬁo&sﬁﬁgpe%hﬁrLﬁgeﬁ%h%%cg ﬂ%tnti catnim(l;%tiggro'? F#e;? ng cc?tg)dﬁl%
is read. [O0283ying(cBjp T¥2eandrthe ymhesticddbm cér@iiding shif@o3 yph@ dediimbis] med a

predefined cryptography algorithmand the crypt key, and the
decrypt ed ddheacardys judgedmsallegitemate] dpghis way) th authentgiyref thene,

' nformat on, flu@tion verdying chip 19856 CBrhed b the SufntRatior certiying ohip
193, which 1s togetherwith present on the card.
[0267]
In this example, the data [M'] read from the authentication verifying chip 192 is
compared with the data [M] obtained and decrypted from the authentication
certifying chip 193. It may be so designed that the encrypted data [C’], which is
obtained by encrypting the data [M’] read from the authentication verifying chip
192, 1s compared with the encrypted data [C], which is read from the authentication
certifying chip 193.
[0268]
The data on the authentication certifying chip 193 is encrypted. In this
cryptosystem, either cryptosystem, the secret-key (or the common-key)
cryptosystem using a single crypt key or the public-key cryptosystem using two
crypt keys may be adopted. In the public-key cryptosystem, a combination of the
public-key and the private-key (the secret-key) or a combination of the private-key
and the public-key may be adopted when used for the encryption and decryption.
[0269]
When a user uses the card by means of a terminal apparatus, a crypt key for

decryption is used. The crypt key is stored within a server or within the terminal
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A canera is generally used as the readi ng neans, while other neans
such as a readi ng head device or a scanner may be used instead of the
canera. [0285] (10) The information [N] of the verifying chip thus
read is digitized, and the digital data [M is obtained. [0286] (11)
The digital data [M is hashed, and the hash value [H] is obtained.
[0287] (12) The decrypted data [H is conpared with the hash val ue

[H |'f theseppigtuequalt i§ Qo aasineA A the ickypk key ROGBEEH PRfin 4
conbi nation 8 t he aut hentication veri f¥yyip|rtlg %hi p 192 and t gerver an

aut hent i cat ivhencathentivitivg vehifypng 85the saldagnbéeded! e¢he driptt lgSeeedédthen, is
different fromeach other, it is judged that the conbination of the
aut hent i cat idshvered t4 therfgrremrlappanatusrach Hameaiitoa beiacmethond va@drhiglhf yi ng

hip 195 i t.legitimte,. th d.is j ) illegitimte.
i Ehi's. vy, Stk aaPEIRPAS (i EPe Yot iie SiohHain it Calhetoms,
i.e., the a -1.Ci : 4. ] i.fi h

:aut hent i cat :égﬂ]%ggéa? l:()%&?ﬁé”ﬁcé:?ptﬁ?%d%%% %g?csu lté;dr @gﬁ]}b t@%g%ﬁneaﬁ \%ﬁ? Raﬁatfl?ﬁe
aut hent i cat ioaroffMitel BagisN GHEWEVRr L 2heORrhingl ﬁ%ﬁﬁtus[@%&ﬁ&n, ltRe ERbSkey is also
exanpl e, the hash value [111 obtai ned by the hashing of thé data [M]
as read fromstddie Hut lsesnt desined thay ¢hid fryptrigeycihisporé®@h & DRYME erectkeyninal

t he hash value [H decrypted fromthe_encrypted hash value [Ch] as
read from t ABPAEHaRd theatypinkeyestered ya REAM wpll bodost mhendhe bewerdo the

designed that_ the encrypted hash val Ch'. whi ch i.s obtaiped b
encrypting ?‘?{B’]Wigﬂp%t?égés f%%‘ﬁﬁgﬁ‘? LF‘dT"fIl‘?é apparafup I\ﬁldeégmﬁ‘ég@ $P5
t he aut hent m@é veri £yl J 9 i onpared with the encrypted
data [ Ch], I cthgl?]g {?etg%}fffy?gl&]%%@ b;eu%ﬁ‘éérﬁ?d:éati on certifying chip 195.
[0289] The[@a7gpt osystem and the nethod to use and nanage crypt keys
used in this enbodinent are not different fromthe cases of the
enbodi nent s Vgenghe datasbaree forasodfimeng desarthetticitn of shenaitrd & tvaRmies®from
[0290] The authentication verifying chip nmay be broken or nay be

st ai ned, anéhe hoshagrveeta Hedesnbalappaatus aad tioauthentiityiie setiftad on the

information, depending on the case. In such,the cas t he. card cannot
Ibe used Ieve}ie apfiar:%gs,é)r ei“cfg?)ﬁ%t? u‘fair‘ﬂ)ﬁ E?ﬁg\ﬂm?itmﬁg%ﬁeaéﬂt% ow

on an arranggEnind Qe GARRNMEL isSKERed BE ufd JHRL Bl storage data volume in the

server and the transmitting data volume become large because the digital data
volume of the authentication verifying chip 192 is large.

[0271]

To cope with such the situation, if MD5 (Message Digest 5), which is the typical
hash algorithm, or other hash algorithm such as SAH-1 (Secure Hash Algorithm -
1) or SAH-2 1s used, the data can be converted to the 16-byte hash value
regardless of how large the data may be, and falsification of the original data is
always reflected in the hash value. If utilizing these characteristics, the storage
data volume in the server and the data transmission volume may not be so large.
To alleviate the burden for encryption/decryption, hash algorithm is used.

[0272]

[Embodiment 27]

Fig. 42 and Fig. 43 show an example of the case to certify the card itself by using
the hash algorithm in Embodiment 27.
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[ 0291] [ Enbodinent 28] Fig. 44 and Fig. 45 show an exanple to certify
authenticity of a card using an ID of a card in Enbodi nent 28. Fig.
44 shows the card, and referring to Fig. 45, description will be
given on the function to certify the validity of an authentication
verifying chip using an authentication certifying chip. [0292] On
this card body 196, there are provided an authentication verifying
chip 192 whédig @adeAmnhmngmutmﬁtthdMF@MB,ﬂ}e processa® certify the
artifact-metrics is stored; and an authentication certifying Chlp 197
where the ad# Wt‘?c?ﬁ%%ﬂ“?ﬁ@]ﬁfw ng information [A] is digitized to
the digiti ziglzt,?%zta Message [M, turned to | D-added data [I] by adding
data such a I D of the card and [I] is encrypted to the

encrypt ed d%&ag)ﬁ]bo%‘f% $h %‘@?rovﬁf&q A% ﬁﬁ&tﬁﬁ%ﬁ%&ﬂgé@? napl v

fromthe ca eéut nt1cation verifyrng chi

aut henti cat icgvd mﬁhéntfcmldngv&mmg I¥érmadtRnTRY Bh@Chd dHificBhletiédsUs Qtored; and
.non-inseparable fromthe card main unit. The authentication verifying

chi p 192 andnththenttabion cextdying nhip b fwlieng thehiupheiBicatimyvdrifyidi sfasediont
di fferent p05|t| ons, while these may be di sposed at the positions

~adj] {c acent to %Jé Kigstizeg toghe Higjrizsd daﬁtMg%ageeEMl dy@er de thg b@ganaluef[H] f]nd
R

“aut hent | cat U S HERE e SrlcHandi Rerd aad Pob a@%ﬁaq%pgﬁt dng

ateps () OPOB‘T%I%%?? B e R R0 O hehvictn yehsgng ehiBion ol ipe,

a card i ssugiithepit@tibi eeSHERS cl(lﬁ 194 %aﬁz]b%)dlﬂioyéi slesfEdeRt pAMon4N8 RhGwn

.user uses the card by nmeans of a term nal- apparatus such as an ATM
[0294] (1) inARigad?, herilei thesd may be disbysedait ¢he posit@iswidfacentttbeach other or
aut hentication verifying information [A] is stored is prepared. Every
artifact - mefay b8 niegemted weether.f r om each other, and each

aut henti cat t@g verifying chip 192 having arti fact-metrics is
different. rticular it isirrpossibleto copy the

b b e
chip 192 is19%ad by a@ﬂﬁslnﬂgat% dé].’ﬁﬂ(ﬁl?lchm%n the el Edziwgmﬁmﬁrﬁ%ﬁl?@g

accurately when the card is used iS desirable to do the readi ng
after the adl.hdmfligdB] de stesi(Lytn@) glviepled@dtions ontd ekpantibief thardrd

196. by a card issuer. The steps (7) to (18) give descriptions when a user uses the card

by means of a terminal apparatus such as an ATM.

( [0275]
(1) The authentication verifying chip 192 where authentication verifying
information [A] is stored is prepared.
Every artifact-metrics is different from each other, and each authentication
verifying chip 192 having artifact-metrics is also different. In particular, it is not
possible to copy artifact-metrics with three-dimensional arrangement, and it cannot
be forged.
[0276]
(2) Information of the authentication verifying chip 192 is read by analog or digital

means. To perform the reading accurately when the card is used, it is desirable to

do the reading after the authentication verifying chip 192 is mounted on the card
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[0296] (3) The anal og i nage of the authentication verifying chip 192
thus read is digitized to the digital data [M. In a case where the
data stored in the authentication verifying chip 192 to be read is
digital data, the digitalization is unnecessary. [0297] (4) Data
such as the ID of the card is added to the digital data [M, and
| D-added data [I] is obtained. [0298] (5) The I D added data [I] is
encrypted angh encrypted data [C] is obtained. As the cryptosystem
the secret-key cryptosystem or the public-key cryptosystem can be
adopt ed. [0P9F] (6) The encrypted data [Ci] is recorded and stored

in the authepti,cation .certifying . chip 197, which.is_non-separably
nount ed on fﬁe A@aqnaﬁ)gdg@gqg%&e pEthepteabion; vegivichin 484 g resbis dlgl%/lZEd
encrypted d , h.as the t.ical. readi an
ecordi ng nit s ERRINTC IR G Bulfe e PRt fp BB tion

t wo- di nensi gaabindahfrie eaRk Req ade ta@i%{%{ﬂ ; 8 re the
card 196 is é;:?fsnlng card with an IC %E?Sjam[)u telcfa%(?]h fgtl?ﬁt Eeg\égﬁcrypt ed
~data can be[0g7®red in the ICchip. It is designed integrally in a

. non-separabl e structure, or a nethod such as wel ding may be adopt ed.

! The data maif)bdhe depiabidata iiM] ishiireed o thedesl vilues {Ehd Thé hasguvdliengbtained
- chip on the card., [0301] (7) Wien the card is used, the_encrypted
data [Gi] SFVE?%HSIP%] the, MDp AlEHAMas VIRV s 16 PF ArDESi (& l%blté- read.

[ 03Q2] (8) Z]encrypt ed data [Ci] is decrypted by using a predefined
i cry([:)t_ographifﬁ ?gorithm and the crypt key, and decrypted data [I] is

| obtained. (5) The hash value [H] is encrypted, and the encrypted data [Ch] is obtained. As
the cryptosystem, the secret-key cryptosystem or the public-key cryptosystem can
be adopted.
[0280]
(6) The encrypted data [Ch] is recorded and stored in the authentication certifying
chip 195, which is mounted non-separably on the card body 194. To record and
store the encrypted data, adequate means such as the optical reading and recording,
the magnetic recording, etc., for barcode or two-dimensional barcode may be
adopted.

C [0281]
In a case where the card 194 is an IC card with an IC chip mounted on it, the
encrypted data may be stored in the IC chip. It is designed integrally in a
non-separable structure, or a method such as welding may be adopted. The data
may be recorded in the card itself instead of mounting the chip on it.
[0282]
(7) When the card 1s used, the encrypted data [Ch} stored in the authentication
certifying chip 195 is read.
[0283]
(8) The encrypted data [Ch] is decrypted by using a predefined cryptography
algorithm and the crypt key, and the decrypted data [H] is obtained.
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[0303] (9) At the sane tinme, information [Al of the authentication
verifying chip 192 is read. A canera is generally used as the reading
means, Wwhile other means such as a reading head device or a scanner
‘may be used instead of the camera. [0304] (10) The information [Al
of the authentication verifying chip 192 thus read is digitized, and
the digital data [M is obtained. [0305] (11) Data such as the |ID of
the card is H@8¢d to the digital data [M and I D added data [I1'] is
‘obtai ned. [0306] (12) The decrypted data [I] is conpared with the

| D-added dat @) PAt the saneime anormgiien [A'bofkthe huthentieationtverifyijgidypd92 mat
the conbinatiog of the authentication verifying chip 192 and the

‘aut hent i cat i Bft certifying chip 197 is legitimate. If these are

“di ff f P14 S 4 he. i nat | f th
aut hentf cat | e eElts Befiialy bed & hY9GRGnd Blng, DRICBMAARGRE Budl s34 ng
chip 197 is patink@ghd §6@cCor @mnﬁé}emﬁaséiuéhe% ihStdeL ek @8 chinkpi t1mate.

[0307] In this way, the authenticity ‘'of the authentication verifying
chip 192 is [©883]i fied by the authentication certifying chip 197,
which is togetherwith present on the card. [0308] The data recorded
‘on the aut he@f} The indermation iAo thecrarifying zhipshushecad ng digitized, andtthe igitelh
i's obtained %Mﬂi.n&?the IDto the data based on the information of
the authenti 1 8MARGd-ng chip 192, and is encrypted. In order to
confirmthe ?ééz]enti city of the authentication verifying chip 192, it
is r{_ecessaryr% O0'add the ID to the data obtained fromthe

aut henti cati TRE Higtyil ' I UIPAL J . I f this
'1Dis kept 'i(gm)secreﬁ?ma%%oﬁ\gﬂ%h%%gggga&lﬁ&tﬁe Enow 'ELLerem %ﬁgog%ﬁ%{}l

crypt anal yzg0eg87lknow t he crypt key. [03091 In this exanple, the

i nformati ond[lAI as read fromthe authentication verifying chip 192 is
digitized td12hEheiilefirypied data 4H] Mdomifaned With tdbestt vahe [EH) d

i nformation,_gnd thus oFtai ned data [l] is conpared. with the
decrypted daf Q‘GF?FI%%Q”& Fethchptifaci ypiudged thabthercompytatign @hthe [ G ] as
read fromt . i.catl cerhhfyl chip.197. It.. e .

desi gned th%ﬁéﬁ@@éﬁ%ﬁbﬂ%@?gﬁ [lk/? FXWCW%%‘U&H% cf?gi’iga Bé c?‘&rig% ’ﬁg t he
‘card infor i o] t : i-]+:25.
read from Pﬁ%glgﬁgl? gﬁde n{qtﬁé%t%iagﬁﬁgfee % %‘%tfﬁ%?’ﬁ éydghclﬁgerfi g?qugg%g%g?ée@d\}\?lﬁﬁmn
the digital oatcaftMnticatiorcherifginglehipi 192chnl \thel b@thbhtidation tOEIRING SKiFaDE &N

[A'] as read fromthe authenti cation verifying chip 192.
not legitimate, and the card is judged as illegitimate. In this way, authenticity of

the authentication verifying chip 192, i.e., the authenticity of the card body 194 is
( certified by the authentication certifying chip 195, which is present togetherwith

the authentication verifying chip 192 on the card.

[0288]

In this example, the hash value [H’] obtained by the hashing of the data [M'] as

read from the authentication verifying chip 192 is compared with the hash value

[H] decrypted from the encrypted hash value [Ch] as read from the authentication

certifying chip 195. It may be so designed that the encrypted hash value [Ch’],

which 1s obtained by encrypting the hash value [H’] by hashing the data [M’] as

read from the authentication verifying chip 192, is compared with the encrypted

data [Ch], which is read from the authentication certifying chip 195.

(0289]
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[0310] A card where both t he aut hentl catl on verifying chip and the
authentication certifying chip are present is under the control of
the user. In the authentication verifying chip, the authentication
verifying informati on subject to the encryption is present not in
secret. In the authentication certifying chip, the encrypted data of
the authentication verifying information is present. Under such

ci rcunst ance¥he cfyptdshstemaind thahleshddniotize andmetmagd cappREBABed Wehihas
mal i cious intention, or if the user is a person Wltﬁ mal i ci ous

i ntention, tﬂ@bmﬁwrﬁ aat @ﬁyrebéﬁ@nytbﬁ@ﬂ%ﬂWém emhaditeatsasygivenkabpverny
be known to su rsan. Descri wi ||l be given bel ow on the
procedur e torﬁfrée‘ygﬁqscggtéqp{sr{@tg{)m fn. [0311] [Enbodi ment 29] Fig.
46 and Fi g. G\)/a @how an exanpl e of authentication certification using
the digital ? rmark in Enbodi ment 30. Fig. 46 shows the card. Fig
47 shows a prRCssfedtRaGe! Fédtyink Reipvaly ok Br)bk@ﬁ of“iha%LHe Li£ahh ‘?cnma
verifying chip by an authentication certifying chrp. 0312]

.card 198, t histpessible tpreadi e duthenicatibe hifomadtioandepeadihy oAghe bas@ 11912such
‘where card Authentication verifying information [A] such as

‘arti f act - met the®ase, sheseasd égnnoshel vagd exemhwgn it as a(mlld:@reu Pesaniptiohivpll 169
;Wnerethe aut.henti cation verify information [ is digitized to

’t he digitizedVdahe omgggdgrapggmer{tgp SR Wghd‘&@éﬂﬁ %IWaH?Igl tal watermark
: fy addi g %ige digital watermark to the digitized data [M, and is
;enc ypted to ? encrypted data [Cw] and is then, stored; and both
-are nount ed mm@@ly fromthe card body. The authentication
verifying ship 192 and the authentication certifying chip 199 may be
di sposed at Bgf4eamFigpiiliovonseampid eontertify duitBenti#fly ops cirdasmgBYIIDef
positioned adjacent to each other or may be integrated together.
[0313] Ref erd ¢and it Brpp@ment728.d g rdidphivwa the tdrd bandgiefeeringto Fige45,

function of {he. authe tbﬁcatl on verifying chip 192 and the
‘aut henti cat | C%EOWPU IR ¢ thedungion fe certiy thsov)iditn gt amaithenticatinry .

46. In Fig. 47 des rlptlons on the
preparation Vf)é ﬂ?ééalégﬁlglggﬂg L@&Pﬁé%%)&g%s?“ 15%8 Phe steps (7) to (12)
gi ve descripgphpgms when a user uses the card by neans of a term nal
‘apparatus such as an ATM [0314] (1) The authentication verifying

‘chip 192 whebethihearatibine 194, chdre abe yRvidediadGuthentication verifying chip 192

where card Authentication information [A] such as artifact-metrics is stored; and an

authentication certifying chip 197 where the authentication verifying information
( [A] is digitized to the digitized data Message {M], turned to ID-added data [I] by

adding data such as the ID of the card, and [1] is encrypted to the encrypted data

[Ci] and is stored; and both are mounted non-separably from the card body.

The authentication verifying chip 192 and the authentication certifying chip 197 are

mounted in a structure non-inseparable from the card main unit. The

authentication verifying chip 192 and the authentication verifying chip 197 may be

disposed at different positions, while these may be disposed at the positions

adjacent to each other or may be integrated together.

[0293]

Referring to Fig. 45, description will be given on functions of the authentication

verifying chip 192 and the authentication certifying chip 197 on the card body 196
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information [A] is stored is prepared. Every artifact-netrics is
different fromeach other, and each authentication verifying chip
192 having artifact-nmetrics is different. In particular, it is

i npqssible to copy the artifact-nmetrics in a three-di nensional
arrangenment, and it cannot be forged. [0315] (2) The information on
the authentication verifying chip 192 is read by analog or digital
means. To acdwwatie g pdr f ringt 4 thestdpnl) wh é5) giteedesariptions ansthd, it is
desirable to do the readi ng after the authentication verifying chip
162 15 mount BEAPBAIGIG B8 e CroisEasT, apdShenticnni) oy (Vrabe dsecnvisns

aut henti catign, v Vi ' hu ad.is_digitized to t
digital dat aﬁ%ﬁl "e{‘%éﬁ' dﬁ%%’%@%é’?é‘%ﬂ%%@%&‘n&%?% thS Py as an AIM.
aut henticatipogjerifying chip 192 to be read is digital data, the
digitization is unnecessary. [0317] (4) Digital watermark is added
to the digit@ AatathbMicatiendeding oMy 1020wBerkahe wathenti@tibn b¥hfying
obtained. [0318] (5) The data with digital watermark [W is
‘encrypt ed, dhigrmattony i eelstoeadas p@raréds obt ai ned. [ 0319]
‘ Every artifact-metrics is different from each other, and each authentication
verifying chip 192 having artifact-metrics is different. In particular, it is impossible
(‘ ' to copy the artifact-metrics in a three-dimensional arrangement, and it cannot be
forged.
[0295]
(2) The information on the authentication verifying chip 192 is read by analog or
digital means. To perform the reading accurately when the card is used, it is
desirable to do the reading after the authentication verifying chip 192 is mounted
on the card 196.
[0296]
(3) The analog image of the authentication verifying chip 192 thus read is digitized

to the digital data [M]. In a case where the data stored in the authentication

Py
\

verifying chip 192 to be read is digital data, the digitalization is unnecessary.

[0297]

(4) Data such as the ID of the card is added to the digital data [M], and ID-added
data [I} is obtained.

[0298]

(5) The ID-added data [1} is encrypted and encrypted data [Ci] is obtained. As the
cryptosystem, the secret-key cryptosystem or the public-key cryptosystem can be
adopted.

{0299]

(6) The encrypted data [Ci] is recorded and stored in the authentication certifying

chip 197, which is non-separably mounted on the card body 196, For recording and
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(6) The encrypted data [Cw] is recorded and stored in the

aut hent.i cation certifying chip 199, which is nounted non-separably on
the card body 198. For recording and storing the encrypted data,
adequat e nmeans such as the optical reading and recordi ng nmethod, the
magnetic recording, etc. for barcode and two-di nensi onal barcode may
be adopt ed. 032%13 In a case where the card body 1998 is an IC card
with an | C SHIREBoaREYPtsA dat, adegrate megapp sech asathy optieal eadingoandd i n
the IC chip._lt.i sijgped integrally in,a .non-separahkle structure,
or a method rg‘{%(i!{né?%ﬁkqddﬂﬁgmmggée% P &SI gﬁ}'g%",mlfcﬁgw?fal’%e"ﬁwa be
recorded on | I nstead of nmounting the chip on the card.
[0321] (7) \?%%ﬁd%%gl%gaﬁﬁéeg' used, the encrypted data [Cw] stored in

t he aut hent i[@3@0j on certifying chip 199 is read. [0322] (8) The
encrypted data [Cw] is decrypted by using a predefined cryptography
al gori t hm ahwla ctre wherptthkeard 186ds arell yard edthoat K- fMp maintdet @i e
[0323] (9) At the sane tinme, the information [A]. of the X

aut hent i cat EBAYRIEH [daticap be fgsed gpthed Crebipy . Ttas davigned integgdldnal |y used

as the read h&%é%‘%?a%?e st\rAuhcitLllr%, (())1t z? ﬁlretho asrtllcssh 38 %balding may he adopted. The data
may be recorded in the card itself instead of mounting the chip on the card.
[0301] |
(7) When the card is used, the encrypted data [Ci] stored in the authentication
certifying chip 197 is read.
[0302]
(8) The encrypted data [Ci] is decrypted by using a predefined cryptography
algorithm and the crypt key, and decrypted data [I] is obtained.
[0303]
(9) At the same time, information [A’] of the authentication verifying chip 192 is
read. A camera is generally used as the reading means, while other means such as
a reading head device or a scanner may be used instead of the camera.
[0304]
(10) The information [A’] of the authentication verifying chip 192 thus read is
digitized, and the digital data [M'] is obtained.
[0305]
(11) Data such as the ID of the card is added to the digital data [M’] and ID-added
data [I'] is obtained.
[0306]
(12) The decrypted data [I] is compared with the ID-added data [I']. If these are
equal to each other, it is judged that the combination of the authentication verifying
chip 192 and the authentication certifying chip 197 is legitimate. If these are

different from each other, it is judged that the combination of the authentication
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as a reading head device or a scanner nay be used instead of the
canera. [0324] (10) The information [Al of the authentication
verifying chip thus read is digitized, and the digital data [W is
obtained. [0325] (11) Digital waternark is added to the digital data
[ML and data with digital watermark [W is obtained. [0326] (12) The
decrypted data [W is conpared with the watermark added data [W]. If
these are edGafabclipdd andde authenticatjonggeifying shipt 198 is sablegsimatm aod

t he aut henticatiqgn verifyi chip 192 and the authentication
certifying éﬁ? Baraé‘?)ﬂ’i%ge‘{ésg{ﬁ{gg‘ﬁﬁ’? - If these are different from each
other, it igpsiselged that the combi nation of the authentication
verifying chip 192 and the authentication certifying chip 199 is not

legi timate. 1h@@2Hay) thetabitentélly oftthe adtheReRkLE VEMfyRfz di}P192 is certified by
aut hentication verifying chip 192 is certified by the "aut henticati on

certifying dhé puth@@jcatadr odrtifysngt dge 1 91& itii¢this gogetbartvithpredent oatice card.
[ 0328] The data_recorded on the authentication certifying chip 199 is
t he encrypt @084t a  which is obtained by adding digital watermark to

t he data based t he . nf ti f.th t henti j i fyi
tﬂplgﬁt eidjé_ﬁewsf?rgfsfsﬁ RS heion ScBnircin lﬁﬁgﬁ\éﬁéﬁ%b&gﬁ )
watermark to tﬁe19 g%ég{eggl%(l aa:aglgg%‘ﬂ)}%?%ﬁ%é %&é Eaesiralﬁ fﬁgzﬁé‘grﬁox{r/@}l?ﬁ%f %{69 chip
192 before agtipatidation veefyihatcdip 192, bid & dlicBipt@l. BRSREARY donkifm kBOL 10

secret, anyone who does not know the digital watermark cannot

crypt anal yzeuthentimiyvof tthe awthgrgicatieny verifying chip 192, it is necessary to add the ID to
the data obtained from the authentication certifying chip 197 before comparing the
data. If this ID is kept in secret, anyone who does not know the ID cannot
cryptanalyze to know the crypt key.
[0309]
In this example, the information [A’] as read from the authentication verifying chip
192 is digitized to the digital data [M’], further added the card information, and thus
obtained data {I'] is compared with the decrypted data [I] obtained by decrypting
the encrypted data [Ci] as read from the authentication certifying chip 197. It may
be so designed that the digital data [M), which is obtained by removing the card
information from the data [I] decrypted from the data [Ci] as read from the
authentication certifying chip 197, is compared with the digital data [M’], which is
obtamed by digitizing the information [A’] as read from the authentication verifying
chip 192.
[0310]
A card where both the authentication verifying chip and the authentication
certifying chip are present is under the control of the user. In the authentication
verifying chip, the authentication verifying information subject to the encryption is
present not in secret. In the authentication certifying chip, the encrypted data of

the authentication verifying information is present. Under such circumstances, if
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[0329] In this enbodinment, the information [A'] as read fromthe

aut hentication verifying chip 192 is digitized to the digital data
[ML and digital waternmark is added, and thus obtai ned data added with
digital watermark [W is conpared with the data [W, which is

obt ai ned by decrypting the encrypted data [Cw] read fromthe

aut hentication certifying chip 199. It can be so designed that the

di gi tal dat ahd Mrd iaiighné ﬁarﬁf?,t(ﬁ'a'iﬁgsoﬁ)/wﬁ@ HQé’féﬁgcr&ﬁ?ln oh & K fHeOel e

data [W decrypted fromthe data | as rea e aut hentication
certifying athepsoh9gith rrmhc:ommmt@ﬁmm the enbigptogidaglbedaimaldlzed Widhe i s
obt ai ned by di |t| zing the information [A'] as read fromthe

aut hent i cat ‘6t ‘kéY maygn@dﬂ@rvmﬁoxﬂggh PE8aB0 Pevereptomypilldisymveambeion on tibe

method to use a T8 t . keys used in this enbodi nent are the
sane to tho?@ocﬁalggrpl?é e&ﬁ%‘@b@@“&?ﬂ?‘lnew description is not given
here. [0331]4difthe exanples of the certifying chip as described
above, the hash algorithmis added in the Enbodi nent 27-to the basic

arrangenent [phbéd@emPodi mrent 26. Also, an ID of the card is added in
t he Enbodi nent 28, and digital watermark is added in the Enbodi nent.

29. Each of Fidhd8enadiff. Ag siekes dxamgief dfiagthehtitdionriaifcati@ensing (33821al
It is not that only one technique is added, but is possible to add

'several typadtesmarkeshpmbedimenind}-ned. That is, the hash al gorithm may
be nmbi ned wi card or the Ilke t he hash alfgorithm

mayl.be conbﬂgetég\ﬁ}‘?‘ﬁs ifl}%ecaﬂ‘il gtl:he 7v§§?‘€? AERCEs§ Fcarbiliothevabdisagfcinor ¢ he
ik b t t K t.he hash
ke oo WA koL LS BEi 8,0", v

be conbi ned[gsqegpet her. [0333] [Enmbodi nent 30] Fig. 46 shows an exanpl e
~of authentication certification in Enbodi mrent 31.

On this card 198, there are provided an authentication verifying chip 192 where
card Authentication verifying information [A] such as artifact-metrics is stored; and
an authentication certifying chip 199 where the authentication verifying information
[A] is digitized to the digitized data Message [M], turned to data with digital
watermark [W] by adding the digital watermark to the digitized data [M]}, and is
encrypted to the encrypted data [Cw] and is then, stored; and both are mounted
| non-separably from the card body. The authentication verifying ship 192 and the
<‘, : authentication certifying chip 199 may be disposed at different positions as shown

in Fig. 46, or these may be positioned adjacent to each other or may be integrated
together.
[0313]
Referring to Fig. 47, description will be given on the function of the authentication
verifying chip 192 and the authentication certifying chip 199 on the card body 198
shown in Fig. 46. In Fig. 47, the steps (1) to (6) give descriptions on the
preparation of the card by a card issuer, and the steps (7) to (12) give descriptions

~ when a user uses the card by means of a terminal apparatus such as an ATM.
[0314]
(1) The authentication verifying chip 192 where the authentication verifying
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As the aspects for carrying out the invention according to the
present application, there are the arrangenents of the authentication
verifying chip as given in the Enbodinents 1 to 17, the arrangenents
of the reading device as given in the Enbodi nents 18 to 25, and the
arrangenents of judgi ng nmethods as given in the Enbodi ments 26 to 29.
[0334] In the authentication certification of the authentication

verifying chif@masiogilAER stired Reprepiredi nents 26 to 29, the information
of the authentication verifying chip as read is conpared with the

i nf or mat i onEzeryertitagiomedics ms di[fermuﬁ‘hmmch@themmndmaﬂi;] ﬁynlmgticatina and
it is judged whether the authentication verifying chip is valid or
not. In thi §e£@g, hii% oy 98 TG MEICHis GHCTcRE JupNERNIRG d Sompossible
verifying chip.¢ ..easily observed,. it .must be kept in .secret, as
o how t he Rhg 1k ARl R Yt O A e Tt e FOMOL Hore
read is judg,@&d [0335] In this respect, if the information as to what
is the information for the authentication verification or how the
reading i s [gg1fjornmed, etc. is encrypted and stored in the

aut hentication certifying chip, the security on the authentication
certificati@ Whelinfoenation endhe alithentimationsedfyingQRR6]92( it redhiey analog or
information relating to the authenticity veri fﬁi ng such as a type or
an ar r angendgtal greanpe ko ackwitaly perfesm thermeadingyhem i eaad iomsedands t he

| ant sour o BePb 48 Ba e 1efinsEAer et iodice Ve GVEHEpy BE sumahred
stored in t&?ﬂé%r@@g cation certifying chip. Any type of the
authentication certifying chip as given in the Enbodi ments 27 to 29
may be usedp3{#337] (2) The information on the authentication

certifying chip is read and decrypted. [0338]
(3) An analog image of the authentication verifying chip 192 thus read is digitized

to the digital data [M]. In a case where the data stored in the authentication
verifying chip 192 to be read is digital data, the digitization is unnecessary.
[0317]

(4) Digital watermark is added to the digital data [M], and data with digital
watermark [W] is obtained.

[0318]

(6) The data with digital watermark [W] is encrypted, and encrypted data [Cw] is
obtained.

[0319]

(6) The encrypted data [Cw] is recorded and stored in the authentication
certifymg chip 199, which is mounted non-separably on the card body 198. For
recording and storing the encrypted data, adequate means such as the optical
reading and recording method, the magnetic recording, etc. for barcode and
two-dimensional barcode may be adopted.

[0320]

In a case where the card body 1998 is an IC card with an IC chip mounted on it,

the encrypted data can be stored in the IC chip. It is designed integrally in a
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(3) Fromthe decrypted information, the information relating to the
aut hentication verifying chip and the information relating to the
readi ng of the authentication verifying chip is taken out. [0339]
(4) By using the information thus obtained, the authentication
verifying chip-is read. [0340] (5) The information of the

aut hentication verifying chip thus read is conpared with the

i nf or mat i on NeR-separablgstiueiuie ar conethed sfohi asgvaifing melyi behadopizdbefno, the
stored in trhg authgntica i.on ﬁertif, i ng CQEH), and it is judged that
the aut hent iREPEHLSECFAFA NG thecprdiitsel dpgiead sfangmting the clopsnjthesaduse
t he i nfor maty} relating to the reading of the authentication
verifying chip does not require |arge anmount information, the

publi c- key r I i 1&%1 2]
A card havi ﬁg)ygﬂﬁ %?ﬁ?ﬁ%ﬁ%@n&ggﬁ y?ﬁgqﬁ %hchhv\%ghlpg%ndﬁlt e|)ﬁéls téhe
card as deseceitlfpdg alipvi®9dareale adopted in bank cash cards, credit
.cards, prepaid cards, nenbership cards, securities, ID cards,

‘admi ssi on allf¥@hnce and other types of certificate. [0343]

(8) The encrypted data [Cw] is decrypted by using a predefined cryptography
algorithm and the crypt key, and decrypted data [W] is obtained.
[0323]

~

(9) At the same time, the information [A’] of the authentication verifying chip 192
is read. A camera is generally used as the reading means, while other means such
as a reading head device or a scanner may be used instead of the camera.
[0324]
(10) The information [A’] of the authentication verifying chip thus read is digitized,
and the digital data [M'] is obtained.
[0325]
(11) Digital watermark is added to the digital data [M’] and data with digital
watermark [W’] is obtained.

C [0326]
(12) The decrypted data [W] is compared with the watermark added data [W’]. If thesc are
equal to each other, it is judged that the combination of the authentication verifying
chip 192 and the authentication certifying chip 199 is legitimate. If these are
different from each other, it is judged that the combination of the authentication
verifying chip 192 and the authentication certifying chip 199 is not Jegitimate.
[0327]
In this way, the authenticity of the authentication verifying chip 192 is certified by
the authentication certifying chip 199, which is togetherwith present on the card.
[0328]
The data recorded on the authentication certifying chip 199 is the encrypted data
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These can al so be adopted in the applications such as a tag, which

| oses its certifying ability when it is detached, for exanple, a
producer certifying tag, which is non-separably attached on
comerci al goods, an ankl et non-detachably attached to an animal for
conservation, etc. If the digital signature is further used, that
makes a person who gave the signature not allow to deny the content

whi ch the periignistvdsaiexiepuidthg diged 4latckhtriarPiiccatd BRed 88 tﬁ@ﬁ%ﬁ%ﬁ&

above can al so be extended to the authentication verifying c ased
on ot her t hahthehaithentdetswevrifyihg phipfl8e, imist @nceptedn Brorass@cohfiing gieam
chip, a fluorescent granules chip, a radioactive substance chip, etc.
CLAI M5 1. ARthsBiiety Oftae aufbentasatipe zenmavadun 19% atis aecessay twailé digital

T ) R BRI s R DA Bl
' bl . an btrgind S ‘ ) bly f
col ob; et Cotbaiblde 1 GEdHADL Bl RULHLIRNS SRBhAC o LERT
substance i moBkidwRilePdFe twatdHmark 8MRbt crygtandzOR Bfdhw fiftcrypt key.

an

“authentication verification according to claim1, wherein

aut henti cat (@39 ertifying chip where authentication certifying

information_tq.certify authenticity of said authentication verifying

“chip is stotbHrs pmbediientk she minmnation 6] asreaddrom tig: aythendispidart veriying

aut hont 1 cat PR 2R el B nEGRAA PR D) ittt errvek it e o

th t hent pgat .08 i £y Hell i | LA id
11 desconce i PEmeEL AR il MER WAk B oPRERER AR B8 R,

verificati o[wgmﬁmjsnmtgiﬁb@@%ﬁn?ggé @hé}gﬁ,@hqa@r‘[@w%%&ﬁ&% mat i on

for authentication certifying is obtained by encrypting hash val ue of

. the aut hent awthentatioecedifimgchineg. mét ¢aarbeodst ddsivedd e ehi¢l tipalt At

iri descence Hat tern.. 5. An object for authentication verification
accor di ng t 8Ehas pbtainedheremavisgithe en®PYPEEd i raon thet daom [ Whdecrypted

UL ot G % B S IR0 Bt 5 i o
e et ent Wl ¥R gl LIV Witk & othéh B kAL 45t TR hs
read from the authentication verifying chip 192.

[0330]

The cryptosystem and the method to use and manage crypt keys used in this
embodiment are the same to those described as above, and new description is not
given here.

[0331]

In the examples of the certifying chip as described above, the hash algorithm is
added in the Embodiment 27Lto the basic arrangement of the Embodiment 26.
Also, an ID of the card is added in the Embodiment 28, and digital watermark is
added in the Embodiment 29. Each of these adding makes it difficult to make
forgery.

[0332]

It is not that only one technique is added, but is possible to add several types of

technique combined. That is, the hash algorithm may be combined with the ID of
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information. 6. An object for authentication verification according
to claim3, wherein said encrypted information for authentication
certifying is obtained by encrypting the authentication verifying
information with watermark where a digital watermark is added to said
aut hentication verifying information. 7. An object for

aut hentication verification according to claim3, 4, 5 or c6, wherein
sai d encr yptfgl cardr@rthadikerthe dashaalg Bay bosowbined Wjthrige idsgitehcr ypt ed

of an | Ssuer arngfcisdDed F B Ju SRLAES B PR SwBREANUT v beth an
obj ect for aptihenticatie BadtPs bdGAL | RN GF egeﬁfte?meqlk%' Eﬂémgép 5 or

6, wherein said encrypt e rmatr on i catroh“cer yi ng

i s encrypt edvdwyrmisk li’xﬁlya)es@ﬁfbﬁiedlt@ etBér. @ public-key cryptosystem under
the control of an issuer of said Obj ect for authentication

verificatiord03339. An Obj ect for authentication verification according
to claim3, 4, 5 or ﬁlnerein said encrypted information for
“aut hent i catl[gﬁlbé@meﬂ?fp g is encrypted by using a public-key of a

5 bl k d h | f { d obj
P, AT ) A el
‘verificati 0']\5%%%5%0%0} Qar?%ﬁ%g%l ol a? 'r&%{né ki ﬂleesrgrg%nt pul fCﬁ foce |

f I S an iridescen | ece ayer anspa

(é\n obj echerbake aid feick@ahts GR th’@idtﬁélﬁﬁhh&ﬂvé}ﬁﬁﬂﬁ@hfﬂ)gastg?v&ll it 1,
V\/ner in said iridescent substance is a thin layer of a transparent

‘resin with dombodmadmds into A7 clheessngemdits oAtheqiaja@ﬂg dévice augibhenin ¢at i on
verification accordi ng to claim1, wherein said iridescent substance
is a thin | dyehodgrenis A8 terBrnd thh epangsmenteefi indginpmsthods as given in the

Embodiments 26 to 29.

[0334]

In the authentication certification of the authenicication verifying chip as given in
the Embodiments 26 to 29, the information of the authentication verifying chip as
read 18 compared with the information as encrypted in the authentication certifying
chip, and it is judged whether the authentication verifying chip is valid or not.

In this case, while the information of the authentication verifying chip can be easily
observed, it must be kept in secret as to how the information is actually read or
how the mformation thus read is judged.

[0335]

In this respect, if the information as to what is the information for the
authentication verification or how the reading is performed, etc. is encrypted and
stored in the authentication certifying chip, the security on the authentication
certification will be extensively increased.

[0336]

(1) The information relating to the authenticity verifying such as a type or an
arrangement of the authentication verifying information, and the information

relating to the reading such as the wavelength of the light source to be used for
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13. An object for authentication verification according to claim1,
wherein said iridescent substance is a thin layer of a transparent
resin with non-uniformthickness and scattered in pits of uniform
depth as forned on said authentication verifying chip. 14. An object
for authentication verification according to claim1, wherein said

i ridescent substance is a thin |layer of a transparent resin scattered
in pits of nbhreadingoetd aeptnorypted axdratared m e alithertivetidn catifyorg chip.
verifying chip. 15, An object for authentication verification

accor di ng t 6% %P?rpﬁt,hev%‘g?gépﬁﬁ@ﬁicﬁmf?lpa EBPasereamistthe Eahodimentsh2h to

| ayer of a 480 ﬁﬂatd resin filled based on quaternary random
nunbers in pIts-w uni form depth regularly formed on said

aut henti cat i[@33;7yeri fying chip. 16. An object for authentication
verification according to claim 10, 11, 12, 13, 14 or 15, wherein

sai d aut hent)calliecinformaiidry b eheCut enlfidstich RENHIngBLisGbadaltPddypted.
mat eri al such as glass for protecting said authentication verifying
“chi p. [0338]
(3) From the dec;ypted information, the information relating to the authentication
verifying chip and the information relating to the reading of the authentication
- verifying chip is taken out.
[0339]
(4) By using the information thus obtained, the authentication verifying chip is read.
[0340]
(5) The information of the authentication verifying chip thus read is compared
with the information of the authentication verifying chip which has been stored in
the authentication certifying chip, and it is judged that the authentication verifying
chip is authentic or not.
[0341]

Because the information relating to the reading of the authentication verifying chip

.

. does not require large amount information, the public-key cryptosystem may be

used.

Industral Applicability

[0342]

A card having an authentication verifying chip which identifies the card as
described above can be adopted in bank cash cards, credit cards, prepaid cards,
membership cards, securities, ID cards, admission allowance and other types of
certificate,

[0343]

These can also be adopted in the applications such as a tag, which loses its
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17. An object for authentication verification according to claim 10,

11, 12, 13, 14 or 15, wherein an upper surface of a card base
pl ate where said authentication verifying chip comes into contact
is ien |ight-absorbing black color. 18. An object for authentication

verification according to claim 10, 11, 12,
certifying ability when it is detached, for example, a producer certifying tag, which
i5 non-separably attached on commercial goods, an anklet non-detachably attached
to an animal for conservation, etc.
If the digital signature is further used, that makes a person who gave the signature
not ailow to deny the content which the person has executed.
[0344]
The applications as described above can also be extended to the authentication
verifying chip based on other than the iridescent chip, for instance, an embossed

hologram chip, a fluorescent granules chip, a radicactive substance chip, etc.
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13, 14 or 15, wherein anti-luster processing is perforned on a
surface of said transparent resin. 19. An object for authentication
verification according to claim 10, 11, 12, 13, 14 or 15, wherein a
reflection preventive filmis forned on said transparent resin. 20.
An object for authentication verification according to claim210, 11,
12, 13, 14 or 15, wherein said authentication verifying chipis a
portion as cut out tnam@® |arge original plate. 21. An

aut henti cation verifying chip reading device for reading an

aut hentication verifying chip having a specific pattern of an
iridescent substance of a transparent resin thin |ayer attached to an
obj ect for authentication verification, wherein: sai d reading
device is provided with a white light emtting diode for |ighting
sai d authentication verifying chip and a color canera for

hot hi the |ight t ti ; 22. A
Ut hent  carlon ver i fyi g BRUler Bhar 5P ARE e Pudlr Ryign ™ ™
aut hent i Cata'u nﬁ@artEOBWe?QcﬂBhﬁs H@éﬂeﬂgwﬁex%ﬁle;ﬁi sli]tﬁerﬁﬁﬁt’i&{ Verflying Rhip

iridescent substance of a transparent resin t | ayer attached to an

obj ect for mavinpentitidatee pageid $eaific @b andbesyairable for idefitdythgr saRidotiert
device is provided with a red light emtting diode, a green | |ght
emtting diidadledaod-sepirklp fronysaid ebjects amdysaid oulesance phtgemiin hasedion an
aut henti cati,on verif g chip, and with a color canera for

phot ogr aphiRgEseent sup %}H‘P@dnmmfﬁe&ml‘b}?y%rl fying chip. 23. An

aut hentication verifying chip reading device for reading an

aut hentication verifying chip having a specific pattern of an

I ridescent jSUbSARGE §br AthRRIRA RiMfichtfon Lcblding thavh BLRIgdnt 0 an
object for authentrcation verification, wherein: sai d reading

device is puthentdediowicehif@ing ebipl wight a&mehtlctalﬂlgn deni@ng infegmeeion lto glrtify
emtting diode, and a blue |light emtting diode for sequentiall
lighting saitheatitityesftsaisbautoenticatians yarifging bhip inaiered, usﬁn@-m@@hfr@fégd
canera for sequentially photographing the Iighted authentication
verifying I

3. An object for authentication verification according to claim 2, wherein said
authentication certifying information is encrypted information where the
authentication verifying information obtained according to said iridescence pattern

is encrypted.

4. An object for authentication verification according to claim 3, wherein said
encrypted information for authentication certifying is obtained by encrypting hash
value of the authentication venfying information obtained according to said

iridescence pattern.

5. An object for anthentication verification according to claim 3, wherein said
encrypted information for authentication certifying is obtained by encrypting the
authentication verifying information with identification information where

identification information of said object is added to said authentication verifying
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24. An authentication verifying chip reading device for reading an
aut hentication verifying chip having a specific pattern of an

i ridescent substance of a transparent resin thin |ayer attached to an
obj ect for authentication verification, wherein: sai d reading
device is provided with a light emtting/detecting elenents matrix
with the sane area as that of the authentication verifying chip. 25.
An aut hent ijgation verifying chip reading device for reading an

aut henti cation verifying chip having a specific pattern of an
iridescent substance of a transparent resin thin |ayer attached to an

obj ect for authentication verification, wherein: sai d readi ng
devi ce is i ovitderbjast fdr aathemthativnsverificatron\eecarding tawlatne 3t whatdin said
verifying chip and a light emtting/detecting elenents array.with the

g 3 ]
same W dt h eaerypligdinfgrmatindon authenftcation pesHiviRg sraptaineddni enerymwg the
aut henticatign ver.ifying.chip reading, deyvice for readi a .
aut hent i cata}l@ﬁnwilplf‘ 5’? e nﬂ%‘?‘h‘ﬁgg “é%g{ﬂaflf E‘Tlijﬁlé?t? g’ﬁﬁgo‘yﬁgﬂnam 18
i ri descent ; NRRA k-n.thin layer attached to an
obj ect for agu ﬁé%?@?éltgliegﬁcéﬁe@i il ca{ﬁggnr??r‘ﬁ%ﬁg?'ei n: sai d reading
device is provided wth a nmechanismfor noving said authentication
verifying chip and light emtting/detecting elenents novable in a
direction @f whdtdbjent frautheaticitentvecifititon aceorilingitoglathidp4, 20t An
aut henti cation verifying chip reading devige for reading an
aut hent i catWhereiy 63ifl EPFigtedHnioTRAANGT autbpriiGatipy criiftng 1§ Qrrpied by
iridescent substance of aftransrﬁargnt resin. thi ndl ayer a]t_rtlac ed to an
obj ect for "STE AIPRE ol AL EF L FFYPIRRELE finder the qonegl oLl {p3HgT
device is | ' LSE novi ng sai d authentication
verifying @an’a‘pf)d Qﬁgg‘gﬁ g‘gﬁfﬁg&ggﬁﬁ%ﬁgﬂm rror in a cylindrical
shape, a polygonal mrror being disposed at a focal point of said
reflecting mnor, and |ight emtting/detecting el enents being
di sposed b@&hi ndnshjedt fafautentinagioni verification28cording éadlany 3dévs oeb,
according to claim27, wherein said paraboloid is a.fu]l-parabg] oid,
a |ight hoMherein 8 eBervatcdiplormatiinelor authepli@tipR £TEEHRHI SRCHIbR Dingd

22t Font Png S ESE) S0 OBOHRRl o G B A 008 o
wher ei n saiggqR egpﬁgghgl&hﬁca@iog%ﬁﬁ dbabol oid. 30. A reading device

according to clarm erein salrd paraboloid is a paraboloid

smal l er than a hal f-parabol oid, and said polygonal mrror is disposed
in an offset arrangenent. 31. A method for reading a specific
pattern of 9an iAmiabgst drtauthepstanueverficitmmmcofrdmgtthichairh Sy dr 5 of 6a
transparent resin on an authentication verifying chip,. wherein said
met hod conpiesas stif éngiygiss ipformation for authentication Certifying 1s encrypted by

using a public-key of a public-key cryptosystem under the control of an issuer of

said object for authentication venfication.

10. An object for authentication verification according to claim 1,
wherein said iridescent substance is an iridescence piece with a thin layer of a

transparent resin.

11. An object for authentication verification according to claim 1,
wherein said iridescent substance is a thin layer of a transparent resin with

non-uniform thickness.
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dividing a surface of the iridescence pattern of said authentication
verifying chip to a plurality of planes; dividing each of said
plurality of planes further to a plurality of planes; repeating said
di vi di ng operations; detecting iridescence on a plurality of the

di vi ded pl anes; and identifying planes of said iridescence
pattern according to the detected iridescence. 32.An authentication
judgi ng nethod for judging authenticity of an object for

aut hentication verification, wherein said nmethod conprises the steps
of: for pregparing said objebjectr aaithentibe attifative acdordng tocaim 1,
preparing an authentication verifying chip where authentication
verifying iwlfeoeimanidoridesatntctubstandeas edhimnlaper df scattesed transpatest aesse diapsa
thin | ayer of a transparent resin and copy-unable, is stored,
readi ng the authentication verifying information on said

aut henti cat.i,on verifying

chip; .91t zi ng- sal thentication
verifying iiformati on an‘én(?h@gi fRf ﬂ‘éthgi“g‘i#‘a M %@%@gﬁﬁ%ﬁ{(ﬁ@#%@&h g'i ng
i nformati oy are: ' i 4 diag chaptc AL hoRsMeEHf Yi Ng
i nformati on%hgﬁ%ng%ltﬂglﬁan%/sﬁ%ﬂte%%g%fﬁ%ég ag?‘gﬂl“ %%%aumﬁﬁ%caﬁégln verifying
i nfor mat i oRgp-uniforns HAEHNREs S@ stagBed)iRpad oflufifdral depui hefinnealoh aaid
verifying information on an authentication certifying chip; and for
j udgi ng autahthenticatioy vefifysmg chimbj ect for authentication verification,

readi ng the encrypted digital authentication verifyihg information
stored in said authentication certifying chip; decrypting said

encrypted digital authentication verifyi i nf.orpat i on_and. oht.ai ni ng
decrypt ed gflgi tal aut hen{l‘T' Q&FFtoﬁr e‘é‘ﬁ’F’F ?aﬁgn ivﬁrf‘@:ragg? F%clq’rtﬁng to ‘%lm T’
wherein said iridescent substance is a thin layer of a transparent resin scattered in

pits of non-uniform depth as formed in said authentication verifying chip.

15. An object for authentication verification according to claim 1,
wherein said iridescent substance is a thin layer of a transparent resin filled based
on quaternary random numbers in pits with uniform depth regularly formed on said

authentication verifying chip.

16. An object for authentication verification according to ctaim 10, 11, 12, 13, 14
or 15, wherein said authentication verifying chip has a cover made of a hard

material such as glass for protecting said authentication verifying chip.

17. An object for authentication verification according to claim 10, 11, 12, 13, 14
or 15, wherein an upper surface of a card base plate where said authentication

verifying chip comes into contact is in light-absorbing black color.

18.  An object for authentication verification according to claim 10, 11, 12, 13, 14
or 15, wherein anti-luster processing is performed on a surface of said transparent
resin.
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readi ng said authentication verifying information on said

aut henti cation verifying chip; digitizing said authentication
veri-fying informati on and obtaining digital authentication verifying
i-nformation; and judging authenticity of said object for

aut hentication verification by conparing said digital authentication
verifying information with said decrypted digital authentication
verifying information. 33. An authentication judging nethod for
judging authenticity of an object for authentication verification,

wherein saig ”%%?ec@mumﬁgmﬁ vehifiRicATaccdr@ingR6 Rfh 1091 Sabdphjsect

for authentication verification, prepari ng an aut hentication
verifying ohilp whaeh attfleeivn gravdive (i yorm@d ionfaidnirsparentdsid i s
based on an iridescent substance in a thin layer of a transparent
resin and copy-unable, is stored; readi ng the authentication
verifying information on said authentication verifyjng_chjp;

di gi ti zi ng28ai dnabjesk M wkhenbertipavenfratiynisreBARg e sRRAR: thildi kg
digital autheptigcation.verifying infor.mtij.on; . hashin i

i o tal auchm VbR BN HARREET avarip it A AORS taree
hash-valuegﬁgmﬁﬂﬁmkication verifying informtion; encrypting said
hash- val ue uthent’i cation verifying informati on and obt ai ni ng
encrypt ed hash-val ued aut hentication verifying informtion;

storing said encrypted hash-val ued aut hentication verifying

i nformati o8lon an aut henfn eathenticatien verfifyingghiahieadingridvite forj raztngan
authenticity of said object for authentjcation verifjcation,

readi ng t hélBanlicaEer yeHlEE- S Wavenga spRsHci RRHETTOAf apeidesrepfgsubstance of

I nformati of txsatn(s)éa?‘gnti r@sﬁ%g lgslrjetrha?t%lile%at%ia%nobjce%£ %cgrfa}ﬂhré%tigawoﬁ 'verification,
wherein:
said reading device is provided with a white light emitting diode for lighting
said authentication verifying chip and a color camera for photographing the lighted

authentication verifying chip.

22. An authentication verifying chip reading device for reading an
authentication verifying chip having a specific pattern of an iridescent substance of
a transparent resin thin layer attached to an object for authentication verification,
wherein:

said reading device is provided with a red light emitting diode, a green light
emitting diode, and a blue light emitting diode for lighting said authentication
verifying chip, and with a color camera for photographing the lighted authentication

verifying chip.

23. An authentication verifying chip reading device for reading an
authentication verifying chip having a specific pattern of an iridescent substance of
a transparent resin thin layer attached to an object for authentication verification,
wherein:
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decrypting said encrypted hash-val ued aut hentication verifying
i nformati on and obt ai ni ng decrypted hash-val ued aut henticati on
verifying information; reading authentication verifying information

on said authentication verifying chip; digitizing said
aut hentication verifying informati on and obtaining digital
aut hentication verifying information; hashi ng said digital

aut henti cati on i.f Y I : r | i nj . -val ued ..

aut henti cati on Ségd;]ile%élhgge#ﬁ% %rﬂn%%ﬁdg&]n?”ﬁgndr% mﬁh?%@g?‘?%algﬂ%/’ﬁa&ﬁe%ihgv of
sai d obj ecterfipin@Mdbdenhd ﬁ%ldeth\(%fditftihg%Idd@@orbééqﬁé}ffﬁﬁ%'liﬁﬂth?édﬂd
hash-val ued aut hentication verifying rnformation wth sai ecrypted
hash- val uedushenhiestionoatifyang step iahy wilh 4 mbouciresmeo tamer3d4orfequentially

aut henti cation judging nmethod for judging authenticity of an object

f or aut hentphotagraphngehe fightgd agthenttprsionivariyaigochamt hod conpri ses t he
steps of: for preparing said object for authentication verification,
preparing an authentication verifying chip where authentication
verifying iqf ormati on, i [.Ss: . ent . in
Uhin ayer 2t a transpar She HBOBRRR deBBIRr b kARG ARELARRG ah
readi ng t heyenknfieiton Gl M8p hh¥ihpd shedify paleRBf HirkR5&Ent substance of
aut hentication verifying chip; digitizing said authentication
verifying infrarspadenpresanthirobyer atarhedtogint eljec ddrhemhénteitianverficition, ng
i nformation; . adding object identifying information to said

di gital autwkaseincati on verifying information, and obtaining

aut hentication verifying i.nformtiopn added with object identifying
information; S21d 14 P%B@YI%ISSIEPW%‘EWHEﬁﬁi@&??’&ﬁ%@?ﬁ%&@lemen&
informatio ' j.ect. AV i r |- QF obt ai ni ng
encrypt ed g{lﬁqﬁgﬁﬁh\é\{a}# !&8&]@\@% ?gy&lgg&’i t&#cz)ipgrrlgfl ﬁ%ﬁoﬁgg%ﬁa {}&P'obj ect
identifying informtion;

Q

25. An authentication venfying chip reading device for reading an
authentication verifying chip having a specific pattern of an iridescent substance of
a transparent resin thin layer attached to an object for authentication venfication,
wherein:

said reading device is provided with a mechanism to move said authentication
verifying chip and a light emitting/detecting elements array with the same width as

that of said authentication verifying chip.

26. An authentication verifying chip reading device for reading an
authentication verifying chip having a specific pattern of an mdescent substance of
a transparent resin thin layer attached to an object for authentication verification,
wherein:

said reading device is provided with a mechanism for moving said
authentication verifying chip and light emitting/detecting elements movable in a

direction of width of said authentication verifying chip.

27. An authentication verifying chip reading device for reading an
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storing said encrypted authentication verifying information added
with object identifying information in an authentication certifying
chip; and for judging authenticity of said object for authentication

verification, readi ng the encrypted aut hentication verifying
information added with object identifying information stored in said
aut hentication certifyi ng chi p; decr ypti ng said encrypted

aut henti cat j i g}’i&gi By\} %éﬁgé ﬁ@w%lhg Qaggﬂ oP B ﬁ'ﬁjteséeql? U0t

i nformation an aln I on veri

i nformati on, @ﬁf&?Qfem %é&upml@?aszeﬂ ﬂ%hed W ﬂgom@ét%mkhaﬁmnon ver[ﬂ%ﬂ?ibﬂ ng
the object identifying information from sai'd decrypted authentication

verifying iwifepeimt i on added with object identifying information and
obt ai ning decrypted authentication verifying information; reading
aut hent i cat i on saiktergingdevies srovavidehwith asmpehanismhienmovagieid ver i fyi ng

- 89 - chi sal aut hent.i cati on verif

 nf or mat | orfHIREHIcH BTGP rate SO SR04 Gigrical shape, a
i nformati o j

ot hent 1 coiobRSt mipor g oS MO8 doihs B AR Lt EibrbLlond ight
verifying 'é?ﬁ:&m?ée'tébﬁn el dinehd Qelﬁgafswge@cbeﬁmﬁfs@mtﬂeg@éungnnmI fying
informati on. 35.°An aut hentication judging nmethod for judging
authenticity of an object for authenti catl on verification, wherein

said met hod conprises the steps of: for Eal‘l ng said Obj ect'for
aut hent i catd8on A eeadingcdaviceraccording to clajya 2V nyhersinasaichparehcdeit ion

i fyi th f t whi ch
based’ onarti-PrbeeEnt NedRieRaee o bR el gh g relRclh nistth and
d l j
o mat | orsanistf B finglaB el A mch B DB Rl Rflel g ikl
29. A reading device according to claim 27, wherein said paraboloid is a

half-paraboloid.

30. A reading device according to claim 27, wherein said paraboloid is a
paraboloid smaller than a half-paraboloid, and said polygonal mirror is disposed in

an offset arrangement.

31. A method for reading a specific pattern of an iridescent
substance in form of a thin layer of a transparent resin on an authentication
verifying chip, wherein said method comprises the steps of:

dividing a surface of the iridescence pattern of said authentication verifying
chip to a plurality of planes;

dividing each of said plurality of planes further to a plurality of planes;

repeating said dividing operations;

detecting iridescence on a plurality of the divided planes; and

identifying planes of said iridescence pattern according to the detected
ridescence.
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chi p; digitizing said authentication verifying information and
obtaining digital authentication verifying information; addi ng
object identifying information to said digital authentication
verifying informati on, and obtaining authentication verifying

i nformati on added with object identifying information,; encrypting
said authentication verifying information added wi th object
identifying informati on and obtai ni ng encrypted authentication
verifying informati on added with object identifying informtion;

storing saig, encrypted aythentication verifying infarmtign added

wi th obj ect®Tdentifying MW@H%WPWJHH%%H@E@#P_ f “Sﬁ“@@i“f}_? Piig
chip; and fgfed ‘f&gdu‘&geéﬁi\éﬁt ”Je‘rfﬁtét}’onotvhgﬁéixgsﬂ@h?e‘fﬁodf&ﬁn Egﬁ&tﬁ&gst ik
verification, reading the _encry_bte_ authentication verrtyin _

i nf or mat i on adde prdphfin® Bdi€ objebten hithyhti@tibm henfmEben stored in said
aut hentication certifying chip; decrypting said encrypted

aut hent i cat i on preparing angauthendicatedni wamfyidg ebipwiticne avtheetdationl eetifiyfingi ng

i nformation, and @bt ai ni ng decrypted, aut hentication verifyi n?

i nf or mat i oninEE@adeRiHcho based rohiridessent sibstanendr A SHD [Esal Ag

aut henticatjon verjifying information on said authentication verifying
chi p; dﬁrﬂlsf’?rff]#n‘ééég’a%@ Cfﬁfwgﬁtp?’clﬁtsf%ﬁaveri fying information and

obj oct 1 dent 11y AdAY M ERIC AR Vel ink (B N B flenicadfi! 19
yeri fyi ng ifgr?iﬁ@tlhjpn, anq obt _ai ni ng aut he_nti cati on vgri fying
i nformati on added wth object identifying information; and
digitizing said authentication verifying information and obtaining digital
authentication vernifying information;
encrypting said digital authentication verifying information and obtaining
encrypted digital authentication verifying information;
storing said encrypted digital authentication verifying information on an
authentication certifying chip; and
for judging authenticity of said object for authentication verification,
reading the encrypted digital authentication verifying information stored in
said authentication certifying chip;
decrypting said encrypted digital authentication verifying information and
obtaining decrypted digital authentication verifying information;
reading said authentication verifying information on said authentication
verifying chip;
digitizing said authentication verifying information and obtaining digital
authentication verifying information; and
judging authenticity of said object for authentication verification by comparing
said digital authentication verifying information with said decrypted digital

authentication verifying information,

33. An authentication judging method for judging authenticity of an
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judging authenticity of said object for authentication verification
by conparing said authentication verifying informati on added with
object identifying information to said decrypted authentication
verifying informati on added with object identifying informtion.

36. An aut hentication judging method for judging authenticity of an
object for authentication verification, wherein said nethod conprises

t he st fo f [ i.d object for.aut ticat.

veri fi cati diect 1or ayeBartay VERICROReRErrE SR MO MRE il SPRS
aut henti cati Ly 3 i Leh LS irid t
cubstance i n_n DhPieoRiE o0 Alineituilh L RASEE 00 B b6 ie
stored; r eaeRdin e AuldAaaitioadetiBing i WhePDalthé RicaRéd Gerifpgsai d

aut henti cati on verifying chip; igitizing said authentication
veri fying iinfoamatidn, ehichne badedainndnnigiddscgint substantd ana tiomiayenofieri fyi ng
i nformation; adding a digital watermark to said digital

aut hent i cattransparent fepinrapdicapyipaile, ohsterefl; obt ai ni ng di gi t al

aut henti cation verifying. informtion.added with the. waternark;
encrypting sai deiing 8 SARMHEHIRCIETIERE PLPTHAOR £11 AP HERTGH Bdded
with the Iy .and obt ai ni ng encrypted digital authentication
verifyi ng“’?\{}eﬁ&%ﬁu% added with the watermark; storing said

encrypted di gi t@gitiFHy RERLLERhHQRN SeHiyH i forMbasEtd filainderkim th the

watermark in an authentication certifying chip; and for judging Lo
aut henti ci tantlodntisation vebifieng inffematon;hent i cati on verification,

readi ng the e-ncryﬁ).t ed digital authentication verifying informtion
added with t he heshiag seididigitabauthenticaien verHying dpermBaionsRd BEMAY| ng

0t or mat | o SGARHESATHORHGt Gt B HEEROGHOEUBE ai ni ng decrypted di gi 18l -
e nal T A et SR i
verifying igfcgipi@t han-vardedutbehticatibs vaafaigfdsmatich; obt ai ni ng
decrypted digital authentication verifying information;
storing said encrypted hash-valued authentication verifying information on an
authentication certifying chip; and
for judging authenticity of said object for authentication verification,
reading the encrypted hash-valued authentication verifying information stored .
in said authentication certifying chip;
decrypting said encrypted hash-valued authentication verifying information
and obtaining decrypted hash-valued authentication verifying information;
reading authentication verifying information on said authentication verifying
chip;
digitizing said authentication verifying information and obtaining digital
authentication verifying information;
hashing said digital authentication verifying information and obtaining
hash-valued authentication verifying information; and
judging authenticity of said object for authentication verification by comparing
said hash-valued authentication verifying information with said decrypted
hash-valued authentication verifying information.
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readi ng authentication verifying information on said authentication

verifying chip; digitizing said authentication verifying
infoermation thus read and obtaining digital authentication verifying
i nformation; and judging authenticity of said object for

aut hentication verification by conparing said digital authentication
verifying information with said decrypted digital authentication
verifying information. 37.An authentication judging nethod for
judging authenticity of an object for authentication verification,

wh [ ' t hod ' t he.st f: . i ' j ect
For qut honthoati on ver! ftairgtpeaton appg merhdlRATaRle dRaRL fhure
based on afFt o el BedAL T ARERRR ABlqi KA e ROl p TR RO e e ot

resin and copysdabilaBingistid bRt authentidz6ioflvedfitaienaut henti cati on
verifying informati'on on said authentication verifying chip;

di gitizing sai grepatifyent hcthéntivatisevdrifying ghipnwieneauihentication vbning ng
digital authentication verifying information, - 92 -. addi ng a
di gi t al mixﬁmmmnnn.t@hls}aisabasﬁ% pe an irdesers sHbsancsin pdhiny yssf 2
information and obtai.ning digital authentication verifying

i nf or mat i oFABRIERL FFTH 3B éo%qnéslﬁa\s fored, * “encrypting said digital

aut hentication veri f.yi i.nf Qr-omat L on. ! 4 Wedh et fikn and
obt ai ni ng encr%ﬁ?@@g tﬁ%gﬁt[hgﬁﬂ%&ﬁﬁggﬁﬂ@ﬁﬂ@ﬁn&ﬁ?@F‘ﬁg@’ﬁtﬁf or matIi1 on
added wi t hytheiwahg: mark; storing said encrypted digital

aut hentication verifying information added with the watermark in an

aut hent i cat i on digitizinigf saichenthéitigati@neerifying information and obtaining digital

authentication verifying information;

adding object identifying information to said digital authentication verifying
information, and obtaining authentication verifying information added with object
identifying information;

encrypting said authentication verifying information added with object
identifying information and obtaining encrypted authentication verifying information
added with object identifying information;

storing said encrypted authentication verifying information added with object
identifying information in an authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted authentication verifying information added with object
identifying information stored in said authentication certifying chip;

decrypting said encrypted authentication verifying information added with
object identifying information and obtaining decrypted authentication verifying
information added with object identifying information;

removing the object identifying information from said decrypted
authentication verifying information added with object identifying information and
obtaining decrypted authentication verifying information;

reading authentication verifying information on said authentication verifying
-89 .



for judging authenticity of said object for authentication
verification, readi ng the encrypted digital authentication
verifying informati on added with the watermark stored in said

aut hentication certifying chip; decrypting said encrypted
digital authentication verifying informati on added with the watermark
and obtaining decrypted digital authentication verifying information
added w th ¢Hie wat er mark; readi ng aut hentication verifying

informati on on said authentication verifying chip; digitizing
sai d aut hent i catigibaing esidfapthegtication veafimgninfdromtioreant alvtdinaigt digitil ng
digital authentication verifying information,; adding a digital

wat er mar k t $itheatigatipngieridying iferaatioaizandon veri fyi ng i nformation and
obt ai ning di git.al .aut henticati.on.verifying.informatia ded with.the
wat er mar k; and J198108 flﬂgﬁ?%tyaﬂjtsﬁ‘g Ieﬁg %Qj a @egté‘fa&%me@ﬁ‘fa%gﬂ‘i’y comparing
aut henti catd Nef iafd . . ' :Sal L g Lcation
veri Tying 1 s i ebeatRiin MR RRREATW L S8l Al L AR e

di gi tal aut-heifihe afforaatwgri fying information added with the

wat er mar k. 38. An object for authentication verification according to
claim1l1l, wherein a position alignment mark for reading is provided in
said authentication verifying chip, .39.An object for authentication

verificati o accordi ng t &ncubharfigaion jugmremgthodderejuiging autheaticityf ¢fran
the positi Oorllaje%{ %og g%%tica {oﬁ vfe(rllgﬁcartleo‘rfj},OI \iuﬂgr'ein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where authentication verifying
information, which is based on an iridescent substance in a thin layer of a
transparent resin and copy-unable, is stored;

reading authentication verifying information on said authentication venifying
chip;

digitizing said authentication verifying information and obtaining digital
authentication verifying information;

adding object identifying information to said digital authentication verifying
information, and obtaining authentication verifying information added with object
identifying information:

encrypting said authentication verifying information added with object
identifying information and obtaining encrypted authentication verifying information
added with object identifying information;

storing said encrypted authentication verifying information added with object
identifying information in an authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted authentication verifying information added with object

identifying information stored in said authentication certifying chip;

decrypting said encrypted authentication verifying information added with
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40. An object for authentication verification according to claim 38,
wherein there are a plurality of position alignnment marks for

r eadi ng. 41. An object for authentication verification according to
claim1, wherein there are provided a line to start the reading, a
line to finish the reading, and a |ine indicating the reading end.
42. An object for authentication verification according to claim1,
wher ei n t heelgedt sdentifungmformatien knd obtaingwcieorypsschattherticatiar vavifgingnal .

information added with object identifying information;

reading authentication verifying information on said authentication verifying
chip;

digitizing said authentication verifying information and obtaining digital
authentication verifying information;

adding object identifying information to said digital authentication verifying
information, and obtaining authentication verifying information added with object
identifying information; alnd

judging authenticity of said object for authentication verification by comparing
said authentication verifying information added with object identifying information

to said decrypted authentication verifying information added with object identifying

information.

36. An authentication judging method for judging authenticity of an
object for authentication verification, wherein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where authentication verifying
information, which is based on an iridescent substance in a thin layer of a
transparent resin and copy-unable, is stored;

reading the authentication verifying information on said authentication
verifying chip;

digitizing said authentication verifying information and obtaining digital
authentication verifying information;

adding a digital watermark to said digital authentication verifying information
and obtaining digital authentication verifying information added with the watermark;

encrypting said digital authentication verifying information added with the
watermark and obtaiming encrypted digital authentication verifying information

added with the watermark;
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storing said encrypted digital authentication verifying information added with
the watermark in an authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted digital authentication verifying information added with
the watermark stored in said authentication certifying chip;

decrypting said encrypted digital authentication verifying information added
with the watermark and obtaining decrypted digital authentication verifying
mformation added with the wzlltermark;

removing the watlermark from said decrypted digital authentication verifying
information added with the watermark and obtaining decrypted digital
authentication verifying information;

reading authentication verifying information on said authentication verifying
chip;

digitizing said authentication verifying information thus read and obtaining
digital authentication verifying information; and

judging authenticity of said object for authentication verification by comparing
said digital authentication verifying information with said decrypted digital

authentication verifying information.

37. An authentication judging method for judging authenticity of an
object for authentication verification, wherein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where authentication verifying
mformation, which 1s based on an iridescent substance in a thin layer of a
transparent resin and copy-unable, 1s stored;

reading the authentication verifying information on said authentication
venfying chip;

digitizing said authentication verifying information and obtaining digital

authentication verifying information;

-92 -



adding a digital watermark to said digital authentication verifying information
and obtaining digital authentication verifying information added with the watermark;

encrypting said digital authentication verifying information added with the
watermark and obtaining encrypted digital authentication verifying information
added with the watermark;

storing sard encrypted digital authentication verifying information added with
the watermark in an authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted digita{l authentication verifying information added with
the watermark stored in said authentication certifying chip;

decrypting said encrypted digital authentication venfying information added
with the watermark and obtaining decrypted digital authentication verifying
mformation added with the watermark;

reading authentication venfying information on said authentication verifying
chip;

digitizing said authentication verifying information thus read and obtaining
digital authentication verifying information;

adding a digital watermark to said digital authentication verifying information
and obtaining digital authentication verifying information added with the watermark;
and

judging authenticity of said object for authentication verification by comparing
said digital authentication verifying information added with the watermark to said

decrypted digital authentication verifying information added with the watermark.

38. An object for authentication verification according to claim 1,
wherein a position alignment mark for reading is provided in said authentication

verifying chip.

39. An object for authentication verification according to claim 38,
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wherein there is one mark for the position alignment mark for reading.

40. An object for authentication verification according to claim 38,

wherein there are a plurality of position alignment marks for reading.

41, An object for authentication verification according to claim 1,
wherein there are provided a line to start the reading, a line to finish the reading,

and a line indicating the reading end.

42. An object for authentication verification according to clamm 1,

wherein there is provided a mark for reading synchronization signal.
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