-1- SMART SW TCH BACKGROUND OF THE |Wﬁ#@@#@@(§f the Invention This

invention relates to the field of renote trgl. More particularly, the
present invention relates to the field of%fn ly nonitoring and
controlling target systen(s). This appllcatlon Is ab

continuation-in-part of application Serial No. 08/ 183,196, filed January
14, 1994, incorporated herein by reference in its entirety. Description of
the Related Art Field service and nai ntegnance of electrically-powered
systens, e.g., database or video serv- ers, at renote |ocations is

generally a labor-intensive and hegggmageereaensi ve activity. For exénple,
10 after a power outage has occurred at a renote location, it is often

necessary to power up t he var.i X alr or der or seqgquence
oo et 2P heC | Bac R OYRF Ok taie IR ENTION |
jeld of the Invention

This invention relates to the field of remote control. More particularly, the present invention

relates to the field of remotely monitoring and controlling target system(s). This application is a
5 continuation-in-part of appli;:ation Serial No. 08/183,196, filed January 14, 1994, incorporated
herein by reference in its entirety.
Description of the Related Art
Field service and maintenance of electrically-powered systems, e.g., database or video serv-
ers. atremote locations is generally a labor-intensive and hence an expensive activity. For example,
10 after a power outage has occurred at a remote location, it is often necessary to power up the various
systems in a particular order or sequence in order to minimize the risk of damaging the hardware
and/or software/data of these systems. An exemplary conventional remote control device is dis-
closed in the parent application cited above.
Although conventional remote control devi;:es are available for pre-defined installations,
15 they are very limited in capability and not easily rc;:onﬁ gurable. Typically, commercially-available
remote control devices are acccsscci by a system administrator via a pair of modems and a telephone
line. Typically, these remote control devices are capable of remotely powering up/down a system
or a bank of systems simultaneously, under the direct control of the system administrator.
Unfortunately, the system administrator or a service personnel has to visit the remote location
20 each time a new system is added/deleted or when the existing systems need to be rcconﬁéured.
This is because, typically, each remote control device is dedicated to & single system or a bank of
systems. As a result, these remote control devices are inflexible in their control of the systems.
Hence there is a need for a versatile, easily-configurable remote control device that can

monitor status(es) of one or more systems and provide flexibility in controlling these systems.



and/ or software/data of these systens. An exenplary conventional renote
control device is dis- closed in the parent application cited above.
Al t hough conventional renote control devices are available for pre-defined
i nstall ations, 15 they are very limted in capability and not easily
reconfigurable. Typically, comrercially-avail able renote control devices
are accessed by a systemadm nistrator via a pair of nodens and a tel ephone
line. Typically, these renote control devices are capable of renptely
powering up/down a systemor a bank of systens sinultaneously, under the
direct control of the systemadmnistrator. Unfortunately, the system
admi ni strator or a service personnel had-to visit the renote |ocation 20
each tinme a new systemis added/ del eted or when the existing systens need
to be reconfigured. This is because _typicall cach renote control device
i s dedilcated to a single syst eXRBp4 L OETHE INVENTION r\g o result, these
renote control Vi re L.nflexi ' LT
Hence there (s ol APl p@HaR £odubhidfl eGP chl ok Rindy sEiline e
devi ce t hat s15afedJ R bhdér nidre bldetiedly-fveidQarét sYREMs SiFoLilRring theRiaAs(EF of the
flexibility in controlling these systens.

target systerns in response.

5 In one embodiment, the rémotc control device is coupled to a pre-existing communication
channel established between a command system and one or more target systems. A system admin-
istrator transmits control instructions via the pre-existing communication to the remote cogtroller
which receives and processes the control instructions.

The remote controller senses for a change in the status of at least one of the target systems,

10 and if the change is detected, then the remote controller alters the status in accordance with the
control instructions. In one implementation, the status is the voltage level of a primary power source
associated with the one target system. The change to be detected is a lowering of the voltage level
normally associated with a power outage or a browngut, and the corresponding altering step includes
disconnecting the one target system from the power source.

15 The remote controller can also be reprogrammed using additional control instructions so
that a different control sequence can be used. For example, the same primary source may be shared
by several target systems and the control séqucnce indicate the order in which the various target
systems are powered down/up.

Other_statuses are possible. For example, the status to be monitored may be the ambient

20 temperature at the remote location, and the altering step may include increasing/decreasing the air-

conditioning flow rate at the remote location.



25 -2- 1 SUMMARY COF THE | NVENTI ON The
present invention provides a configurable renote controller for renotely
sensing the status(es) of one or nore-electrically-powered target systens
and for altering the status(es) of the target systens in response. 5

I n one enbodi ment, the renote control device is coupled to a pre-existing
communi cati on channel established between a conmand system and one or nore
.target systenms. A systemadmn- istrator transmts control instructions via
t he pre-existing comunication to the renote controller which receives and
processes the control instructions. -3-

1 RIPTY F THE DR
The objects, features and advantages of the system of the present invention will be apparent
from the following description in which: ’
Figure 1A is a block diagram illustrating one exemplary use of an embodiment of a remote
3 controller of the present invention.
Figure 1B is a block diagram showing the remote controller coupled in an alternate config-
uration with respect to a primary control system.
Figures 2A-E illustrat'e- how the various components of the remote controller.
Figure 3 is a detailed block diagram of a power-control circuitry of the remote controller.
10 Figure 4 illustrates a power-sensing circuitry of the remote controller.
Figure 5 is a circuit diagram showing a communication circuitry of the remote controller.
Figure 6 shows an exemplary reset circuit for the remote controller.
Figure7 is a circuit diagram of a voltage regulator and a backup power supply for the rer.note

controller.
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The renote controller senses for a change in the status of at |east one of
t he target systens, 10 and if the change is detected, then the renote
controller alters the status in accordance with the control instructions.
In one inplementation, the status is the voltage |evel- of a primary power
source associated with the one target system The change to be detected is
a lowering of the voltage |level normally associated with a power outage or
a brownout, and the corresponding altering step includes disconnecting the
one target systemfromthe power source. 15 : The renote controller
can al so be reprogrammed using addi ti onz#t~ control instructions so that a
different control sequence can be used. For exanple, the sane primary
source may be shared by several target systenms and the control sequence

i ndi cate the order i”Eﬂﬁ%ﬁﬁEﬁ@ﬂiﬂﬂﬂﬂﬂ#ﬂiﬂﬁ‘ gnpower ed down/ up.
Qt her 'statuses are poSsible. For exanple, the status to be nonitored may be
the anmbi ent 20 In the folloWiigadesdription, dufitrdue efails @il iacthoroagto uideestalding dfigie

step may include increasing/decreasing the air- conditioning flow rate at
t he renot epréssutinyention. These details include functional blocks and use an exemplary system status to

assist one in implementing a remote bonﬁolﬁng scheme. In addition, while the present invention
5 has been described with reference to a specific implementation, the invention is applicable to a wide
variety of electrically powered systems, architectures and environments. In other instances, well-
known circuits and structures are not described in detail so as not to obscure the invention unnec-
essarily.
Figure 1A is a block diagram illustrating one exemplary use of an embodiment of a remote
10 controller 200 of the present invention. In this example, the status(es) being monitored and con-
trolled by remote controller 200 is the power source(s) for a plurality of systems 121, 122, ... 129.
' Other statuses such as power consumption, environmental electrical noise, and ambient/system
temperature, are also possible. -
Remote controller 200 includes a microprocéssor 210, a latch 220, a non-volatile random
15 access memory (NV RAM) 230, a boot programmable read-only memory (PROM) 340, a static
RAM 250, a power-control circuitry 300, a power-sensing circuitry 400, a communication circuitry
500, a system reset circuitry 600, and a voltage regulator and backup power supply 700.
A primary control system 110 is coupled to system 121 via a connector 130. In this imple-

mentation, the communication protocol used for communicating between primary control system

20 110 and system 121 using connector 130 is the RS232 serial protocol. Remote controller 200 is
able to communicate with eithg;,r primary control system 110 and system 121 via a tap to connector
. 130.
Remote controller 200 is coupled to the plurality of systems 121, 122, ... 129 via a corre-
sponding plurality of power sensors 410, 420, ... 490 and power controller 310, 320, ... 390. In
25

addition, primary control system 110 and systems 121, 122, ... 129 are coupled to each other via a

local area network (LAN) 190. Primary control system 110 is also coupled to a wide area network



25 -3- 1 DESCRI PTI.ON OF THE DRAW NGS The
.objects, features and advantages of the system of.the present invention
W ll be apparent fromthe follow ng description in which: Figure 1Ais a
bl ock diagramillustrating one exenplary use of an enbodinment of a renote 5
controller of the present invention. Figure 1B is a bl ock di agram show ng
the renote controller coupled in an alternate config- uration with respect
to a primary control system Figures 2A-E illustrate how the various
conponents of the renmpote controller.

-5-

1 (WAN) 180, which can be one of a number of WAN architectures, e.g., an ISDN link to a public
telephone switch, a node coupled to the internet or & node coupled to a corporate-wide WAN. .
- In this configuration, remote controller 200 monitors the commands/responses between
primary control system 110 and system 121, identifies commands/responses which are recognizable
5 by remote controller 200 and provides appropriate control signals accordingly. The system admin-
istrator, physically located at a remote location, uses public network 180 to communicate with
remote controller 200 by sending a message to primary control system 110 which then transmit an
appropriate command for remote controller 200. For example, primary control system 110 may
send an ASCII command string causing remote controller 200 to reprogram NV RAM 230 with a
10 new reboot or power-up sequence for systems 121, 122, .., 129.

Figure 1B is a block diagram showing remote controller 200 coupled in an alternate con-
figuration with respect to primary control system 110 and system 121. In this configuration, remote
controller 200 can function in the passive mode described above, i.e., monitoring but not chan.ging
the commands/responses between primary control .system 110 and system 121.

15 Alternatively, remote controller 200 can function as an active participant in the communi-
cation between primary control system 110 and system 121. For example, instead of merely mon-
itoring a command from primary control system 110, remote controller 200 can now receive a
command from primary control system 110 and send a different command tosystem 121 in response.

Another exemplary active mode function involves remote controller 200 logging error messages

20 from either primary control system 110 and sending a error report to secondary system 121, or vice
versa.
Other configurations are possible. For example, an additional link may be provided between
WAN 180 and system 121 so that should primary control system 110 fail, system 121 can function
as a secondary or backup control system accessible by the system administrator. In this configura-
25

tion, system 121 can send commands towards primary control system 110 which is then monitored



Figure 3 is a detailed block diagramof a power-control circuitry of the
renote controller. 10 Figure 4 illustrates a power-sensing '
circuitry of the renote controller. Figure 5 is a circuit diagram show ng a
conmmuni cation circuitry of the renote controller. Figure 6 shows an
exenplary reset circuit for the rendte controller. Figure 7 is a circuit

di agram of a voltage reqgul ator and a backup power supply for the renote
controller.: 15 20 25 -4-

-

1 by remote controller 200, thereby enabling the system administrator to communicate with remote
controller 200 via WAN 180 and system 121, while bypassing primary control system 110.

Figures 2A-E are detailed block diagrams illustrating how the various components of rc.rnc;tc

controller 200, i.e., microprocessor 210, latch 220, NV RAM 230, boot PROM 340 and static RAM
5 250, are coupled to an address bus 280 and a data bus 290.

Flash RAM 230 increases the programming flexibility of remote controller 200. For exam-
ple, the reboot sequence for systems 121, 122, ... 129 may be remotely selected and subscguently
updated. New control sequence(s) can be added or changed to RAM 230 of remote controller 200
remotely by the system administrator via WAN 180 after installation. Flash RAM 230 also allows

10 systems 121, 122, ... 129 to be identified with user-selectable names which can be updated. For
. example, systems 121, 122, ... 129 may be given different names according to their function. In
addition, the different levels of system passwords may be used in order to preéervc an audit trail of
any reboot of systems 121, 122, 129.
Latch 220 enable remote controller 200 to stér.c the lower address bits of PROM 340. PROM
15 340 can be used to store program code such as bootstrap code. As shown in Figure 2D, jumper 241
is used to select the size and type o'f PROM 240, e.g. with respect to its address space.

Referring back to Figure 1A, remote controller 200 monitors and controls the plurality of

systems 121, 122, ... 129 via power sensors 410, 420, ... 490 and power controllers 310, 320, ...

390, respectively. As discussed above, other statuses such as ambient temperature may be monitored

20 in place of or in addition to the power source(s).
Figure 3 is a detailed block diagiam of power-control circuitry _300 of remote controller 200
-which includes power controllers 310, 320, ... 390, for remotely c;r;rolling up to n+1 systems under
the direction of control signals PORTO, PORT1, ... PORTn, respectively. Each power controller
includes a relay and a jack for coupling/uncoupling the respective power source to/from each system.
25

For example, power controller 310 includes relay 311 and jack 312 for powering up/down system



1 DESCRI PTI ON OF THE PREFERRED EMBCDI MENT I n the
‘foll owm ng description, nunerous details provide a thorough understandi ng of
the present invention. These details include functional blocks and use an
exenplary systemstatus to assist one inh inplenenting a renbte controlling
schene. In addition, while the present invention 5 has been descri bed
with reference to a specific inplenentation, the invention is applicable to
a wde variety of electrically powered systens, architectures and

environments. In other instances, well- known circuits and structures are
not described in detail so as not to obsdure the invention unnec- essarily.
Figure 1A is a block diagramillustrating one exenplary use of an

enbodi mrent of a renote 10 controller 200 of the present invention. In

this exanple, the status(es) being nonitored and con- trolled by renote
cont r ol | er 12bQHensepowepoamiol ciomiton3AD)previdessepotg contollor 20 weithsa gnest deallof fiege?
129. Q,her .statuses such as °ﬂﬁT1 ons tion, environnental electrical
e,

noi se, and ‘YL peYeTirg upfdopa, pt ret4dt so possible.

Figure 4 illustrates power-sensing circuitry 400 of remote controller 200 which iﬂclu&.ies
power sensors 410, 420, ... 490, for remotely sensing up to n+1 power sources. By monitoring the
5 power statuses of systems 121, 122, ... 129, remote controller 200 can exercise intelligent control
of the systems 121, 122, ... 129, For examplé, in the event of a brown-out which may indicate an
impending power outage, remote controller 200 can send a message to system 121, which can then
propagate the brown-out warning to systems 122, ... 129 via LAN 190. Systems 121, 122, ... 129
can then gracefully backup data in anticipation of a shutdown. In this embodiment, sensors 410,
10 420, ... 490 are coupled to and share the same optoisolator. If more granularity or better response

time is needed, separate optoisolators may be used for each power sensor.
Figure 5 is a circuit diaéram showing communication circuitry 500 with two serial interfaces,
a pair of RS-232 ports 520 and 530 coupled to a dual-channel RS-232 driver 510, for communica.ting
with primary control system 110. Figure 6 shows the exemplary reset circuit 600 for remote

15 controller 200.

Figure 7 is a circuit diagram of voltage regulator and backup power supply 700 of remote
controller 200. An external 12 volt supply is coupled to vdltagc regulator 710. Backup power is

provided by both a conventional battery and/or a rechargeable battery such as a NiCd battery.

20

25



Renote controller 200 includes a mcroprocessor 210, a |latch 220, a

_hon-vol atil e random 15 access nenory (NV RAM 230, a boot progranmmable
read-only nenory (PROV) 340, a static RAM 250, a power-control circuitry
300, a power-sensing circuitry 400, a comunication circuitry 500, a system
reset circuitry 600, and a voltage regul ator and backup power supply 700. A
primary control system 110 is coupled to system 121 via a connector 130. In
this inple- nentation, the comunication protocol used for comunicating
between primary control system 20 110 and system 121 usi ng connector
130 is the RS232 serial protocol. Renntg controller 200 is able to

comuni cate with either primary control®system 110 and system 121 via a tap

to connector 130. Renote controller 200 is coupled to the plurality of

systens 121, 122, ... 129 via a corre- sponding plurality of power sensors
410, 420, ... 4PR RNEwRRMle HONESQnl eREmpidN), lisBOintegrated R euits! for retnote controller
addition, primary control system 110 and systens 121, 122, ... 129 are

coupl ed to2@ach other via a |local area network (LAN) 190. Primary contro
system 110 is also coupled to a wi de ar eagorcl:%tzbf\ork :

Microprocessor 210 DS80
Latch 220 - 74HC373
5 NV RAM 230 AT29C256
Boot PROM 240 27C64
Static RAM 250, KM62256
Optoisolator 402 4N26
UART 510 MAX232
10 Timer 610 © LMCS555
Voltage Regulator 710 LM7805

Other modifications are possible without departing from the spirit of the invention. For
example, the remote controller of the present invention can be adapted for regular maintenance and

diagnostics. Accordingly, the scope of the invention should be determined by the following claims.

15
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-5- 1 (WAN) 180, which can be one of a nunmber of WAN architectures,
e.g., an ISDN link to a public tel ephone swtch, a node coupled to the
internet or a node coupled to a corporate-wide WAN. In this configuration,
remote controller 200 nonitors the commands/responses between primry
control system 110 and system 121, identifies comuands/responses which are
recogni zable 5 by renote controller 200 and provi des appropriate control
signals accordingly. The systemadm n- istrator, physically |ocated at a
renmote | ocation, uses public network 180 to communicate with renote
controller 200 by sending a nessage to_grimary control system 110 which
then transmt an appropriate command for renote controller 200. For
exanple, primary control system 110 nay send an ASCI| conmand string
causing renote controller 200 to reprdgeAMSV RAM 230 with a -

What is claimed is:

1. A method for remotely controlling a plurality of systems, said method comprising
5 the steps of:
receiving control instructions through a pre-existing communication channel of a
control system;
processing said control instructions at a remote controller;
sensing for a first change in a status of a first system of said plurality of systems; and
10 if said sensing step senses said first change, then the method includes a step of:

altering the status of said first system in accordance with said control in-

structions.
2. The method of claim 1 wherein said status is a voltage level of a primary power
15 source associated with said first system, said first change is a lowering of said voltage level normally

associated with a power outage or a brown-out of said primary power source, and said altering step

includes the step of decoupling said first system from said power source.

3. The method of claim 1 further comprising the steps of:
20 sensing a second change in the status of said first system; and
1f ;:;id sensing step senses said second change, then the method includes the step of:
re-altering the status of said first systém in accordance with said control

instructions.

25

THIS SHEET HAS BEEN
REPLACED

This Sheet Has Been Replaced

(]




10 new reboot or power-up sequence for systens 121, 122, ... 129. Figure
1B is a bl ock diagram showi ng renote controller 200 coupled in an alternate
con- figuration with respect to primary control system 110 and system 121.
In this configuration, renote controller 200 can function in the passive
node descri bed above, i.e., nonitoring but not changing the

commands/ responses between primary control system 110 and system 121. 15
Alternatively, renote controller 200 can function as an active parti ci pant
in the conmmuni - cation between primary control system 110 and system 121.
For exanple, instead of nerely non- itotigag a conmand from primary control
system 110. renote controller 200 can now receive a command from primary
control system 110 and send a different command to system 121 in response.
Anot her exenpl gy a%h\ﬁ?eéﬂmd& AR W Reih WA sHBR i€ & TBItSzeQBR bPh |p?i§na§pgower

| oggi ng error nessages 2 fromelither primary control system 110 and
sendi ng a ir@kssocipRd vith 8ais fROSYSRINYsaik)Arsiehanke & a loveringoésaidvalage Ievédl @ormally
configurations are possible. For exanple, an additional |link may be - .
provi ded bassegiated with a power outage or a brown-out of said primary power source, and said altering step

includes the step of decoupling said first system from said power source, and wherein said second
5 change is a rise of said voltage level normally associated with a return of power to said primary
power source, and said re-altering step includes the step of recoupling said first system to said power

source.

5. The method of claim 4 wherein said primary power supply is also coupled toa second
10 system of said plurality of systems, and said altering and re-altering step also decouples and re-

couples said power supply to and from said second system, respectively.

6. The method of claim 4 further comprising a step of reprogramming said control
controlier.
15
7. The method of claim 6 wherein said reprogram'ming step includes the steps of:
ransmitting additional control instructions through the pre-existing communication
channel of the control system; and
receiving and processing said additional control instructions said remote controller.
20
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WAN 180 and system 121 so that should primary control system 110 fail,
system 121 can furnction as a secondary or backup control system accessible
by the systemadnministrator. In this configura- tion, system 121 can send
comands towards primary control system 110 which is then nonitored - 6-
1 by renote controller 200, thereby enabling the system adm nistrator to
comuni cate with renmote controller 200 via WAN 180 and system 121, while
bypassing primary control system 110. Figures 2A-E are detail ed bl ock
diagrams illustrating how the various conponents of renmote controller 200,

I .e., mcroprocessor 210, latch 220, NvlRAM 230, boot PROM 340 and static
RAM 5 250, are coupled to an address bus 280 and a data bus 290. Fl ash

RAM 23Q increases the @iy aBbing fér reniblelyl dohtvollhg & SRSy SrA9ikal, \sEi 2ARoneFor
exam .
comprising:
-a receiver configured to receive control instructions through a pre-existing commu-
nication channel of a control system; )
5 a processor configured to process said control instructions;
a first sensor configured to sense a change in a status of a first system of said plurality
of systems; and
a first controller configured to alter the status of said first system in accordance with
said control instructions.
10
9. The remote controller of ¢laim 8 wherein said status is a voltage level of a primary
power source associated with said first system, said change is a lowering of said voltage level
normally associated with a power outage or a brovyn-out of said primary power source, and said
first controller is a switch for coupling/decoupling-said first system to/from said power source.
15
10.  The remote controller of claim 8 further comprising:
& second sensor configured to sense a change in a status of a second system of said
plurality of systems; and '
a second controller configured to alter the status of said second system in accordance

20 with said control instructions.

11.  Theremote controller of claim 10 wherein said statuses are respective voltage levels
- of primary power sources associated with said first and second systems, said change is a lowering
of said voltage levels nommally associated with a power outage or a brown-out of said primary power

25 sources, and said first and second controllers are switches for coupling/decoupling said first and

second systems to/from said power sources.
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pl e, the reboot sequence for systens 121, 122, ... 129 may be renotely

sel ected and subsequently updated. New control sequence(s) can be added or
changed to RAM 230 of renote controller 200 renptely by the system
adm ni strator via WAN 180 after installation. Flash RAM 230 al so all ows 10
systenms 121, 122, ... 129 to be identified with user-sel ectabl e names which
can be updated. For exanple, systens 121, 122, ... 129 may be given -

di fferent nanes according to their function. In addition, the different

| evel s of system passwords may be used in order to preserve an audit trail
of any reboot of systens 121, 122, 129.-1patch 220 enable renote controller
200 to store the | ower address bits of PROM 340. PROM 15 340 can be used
to store program code such as bootstrap code. As shown in Figure 2D, junper

“ts aldress toé@el eﬁ& PP ol ac i 0tftc)@&gétj %ﬁ%ﬁl e gprop%dbma%wt °

its alidress sp NG control ler 200
moni tors gﬁhgil%tf)gio&mgﬁﬂrﬁéﬁu&ﬁblﬁf systens 121, 122, ... 129 via power
sensors 4 20 and power controllers 310, 320, ... 390, ..

respectively. As discussed above, other statuses such as anbient
tenperature may benonitored
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20 in place of or in addition to the power source(s). Figure 3 is a
detail ed bl ock di agram of power-control circuitry 300 of renote controller
200 which includes power controllers 310,320, ...390, for renotely
controlling up,to n+l systens under the direction of control signals PORTQ
PORT1, ... PORTn, respectively. Each power controller includes a relay and
a jack for coupling/uncoupling the respective power source to/from each
system 25 For exanpl e, power contrgﬁ_ﬁw 310 includes relay 311 and
jack 312 for powering up/down system =7- 1 121. Hence, power-control

circuitry 300 provides renote cggégg&ég&zﬁoo with a great deal of flex-
ibility in powering up/down sys 22, ... 129. Figure 4 illustrates

power -sensing circuitry 400 of renpte controller 200 which incl udes

1 ABSTRACT

The present invention provides a configurable remote controller for remotely sensing the

status(es) of one or more electrically-powered target systems and for altering the status(es) of the

target systems in response. In one embodiment, the remote control device is coupled to a pre-

5 existing communication channel established between a command system and one or more target

systems. A system administrator transmits control instructions via the pre-existing communication

to thé remote controller which receives and processes the control instructions. The remote controller

senses for a change in the status of at least one of the target systems, and if the change is detected,

then the remote controller alters the status in accordance with the control instructions. In one

10 implementation, the status is the voltage level of a primary power source associated with the one

target system. The change to be detected is a loweriné of thé voltage level normally associated with

a power outage or a8 brownout, and the corresponding altering step includes disconnecting the one

target system from the power source. The remote -controner can also be reprogrammed using

additional control instructions so that a different control sequence can be used.

15
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power sensors 410,420, ...490, for renotely sensing up to n+l power
sources. By nonitoring the 5 power statuses of systens 121, 122,

129, renote controller 200 can exercise intelligent control of the systens
121, 122, ... 129. For exanple, in the event of a brown-out which may

I ndi cate an i npendi ng power outage, renote controller 200 can send a
nmessage to system 121, which can then propagate the brown-out warning to

systens 122, ... 129 via LAN 190. Systens 121, 122, ... 129 can then
gracefully backup data in anticipation of a shutdown. In this enbodi nent,
sensors 410, 10 420, ... 490 are cnupled to and share the sane
optoisolator. If nore gran .
separate optoisol gtors sed for each pomer sensor. F|gure 5 isfa
circuit diagrarmgstow ng 110n circuitry 500w h rhl |}
interfaces, [&a gg}r of “SCQUPBQk) 11920 and 5 Racoupled %ggﬂﬁi ch?n1el
RS- 232 dri ver VBAN, feon{c Yl c }’sng with pi yﬁ’s@mﬁ st 110.
Figure 6 shews_theldexenpl et ‘Iéé % E%P<Ior re HDQNWB cpngroller
200. Figure 7 is a cirgui )RIg{ am of CI08 Fegurat o roRY 3ackup"hoher
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controller 200. An external 12 volt supply is coupled to voltage regul ator
710. Backup power is provided by both a conventional battery and/or a

rechargeabl e battery such as a NiCd battery. 20 25 1 The
following table includes an exenplary list of integrated circuits for
renote controller 200: M croprocessor 210 DS80C320 Latch 220
74HC373 5 NV RAM 230 AT29C256 Boot PROM 240
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180 ; ]
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Stati c RAM 250 KM62256 Opt oi sol at or 402 AN26 UART 510
MAX232 10 Ti mer 610 -~ LMC555 Vol tage Regul at or
710 LM7805 Ot her nodif.ications are possible w.thout departing fromthe
spirit of the invention. For exanple, the renote controller ofthe present

i nvention can be adapted for regular maigpiznance and di agnosti cs.
Accordingly, the scope of the invention should be determ ned by the

followi ng cl-apgs. 15 20 25 m /‘210
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What is clainmed is: 5 1. A nmethod for renotely controlling a
plurality of systens, said nmethod conprising the steps of: receiving
control instructions through a pre- existing conmuni cati on channel of a

control system processing said control

i nstr

uctions at a renote 10

controller; sensing continuously w thout being addressed for a first change
in a status of a first systemof saidimburality of systems; and if said
sensing step senses said first change, 15 t

hen the method includes a step

of :
200 8-BIT | 220
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altering the status of said first systemin accordance with said control

I nstructions. 2. The nethod of claim1 wherein said status is a 20
voltage -evel of a primary power source associated with said first
system said first change is a lowering of said voltage |evel normally
associated wth a power outage or a brown-out of said primry power source,
and said altering step incl udes t he stsﬁ& of decoupling said first system

from 25 sai d power source. 3. The hod of <claim 1 further
conprising the steps of: senS|ng a second change in the status of said 30
first systemggand FLASH | —230
: — NV RAM
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I f said sensing step senses said second change, then the nethod includes
the step of: re-altering the status of said first systemin accordance with
said control instructions. -10- 1 4. The met hod of claim3
wherein said status is a voltage level of a prinmary power source associ ated
with said first system said first change is a |lowering of said voltage

| evel normally associated with a power églizd age or a brown-out of said
primary power source, and said altering step includes—the step

decoupling s20d first system from said power source, an@o@hereLn/égﬂh
second 5 change is a rise of said voltage |evel hormpglow associ ated
with a return of power to said prinmary AD_ 1o 00 1«20
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power source, and said re-altering step includes the step of recoupling
said first systemto said power source. 5. The nmethod of claim4 wherein
said primary power supply is also coupled to a second 10 system of said
plurality of systens, and said altering and re-altering step al so decoupl es
and re- couples said power supply to and frem said second system
respectively. 6. The net hod of clai?1ﬁ%further conprising a step of
reprogramm ng said renote controller. é : The nethod of claim®6
wherein said reprogramm ng step includes the sr§ LE tragnsgg tting

T
addi tional @B8htrol instructions through the gre? fh ti conmmuni cati on

[
channel of the control system and receiyd g land cessigyp sai d additional
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recei ver

i nstructions through a pre-existing

system a processor configured to
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renotely controlling a plurality of
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conprising: 5
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system of said plurality of systens; and a first controller configured to
alter the status of said first systemin accordance with said control 15

i nstructions. 9. The renote controller of claim8 wherein said status
is a voltage level of a prinmary power source associated with said first
system said change is a 20 | owering of said voltage |level normally
associated with a power outage or a brown-out of said primry power source,
and sai d first control |l er iH12 g swi t ch for
coupl i ng/ decoupling said first system.to/fromsaid power source. 25
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10. The renote. controller of <claim 8 further conprising: a second
sensor configured to sense a change in a status of a second systemof said

plurality of systens; and 30 a second controller configured
to alter the status of said,  second system in accordance wth said
control instructions. REPLACEMENT ?E%EF - 12 - 11. The renote
controller of claim1l0 wherein said
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statuses are respective voltage |evels of primary power 5 sources
associated with said first and second systens, said change is a | owering of
said voltage levels nornally associated with a power outage or a brown-out

of said primary power sour ces, and sai d first and second
controllers are switches for coupling/decoupling said first 10 and second
systens to/fromsaid power sources. 12. ., The renote controller of

claim 8 further conprising a repro &bl e menory configured to store
said control instructions. 15 13. Adapted to control a plurality of
systens, a renote controller conpriging:
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a tap connector attached to a pre-existing conmunication channel to allow a
control instruction to be 20 routed to both a first systemof the
plurality of systens and a conmunication interface circuit; a processor
coupl ed to the. comunication interface circuit to receive the control
i nstruction, the processor bei ng configured to process t he
control 25 instruction; a first sensgr,physically separate fromsaid
comuni cation interface circuit and salé processor, and coupled to said
processor and adapted to the first S%?ten] said first sensor being
configured to directly sense 30 comti usly without being addressed a
change in a status

uy
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of the first system said status directly relating to the control

I nstructions; and a first controller coupled to said processor and adapted"
to the first system the first controller being 35 configured to alter
the status of the first system in accordance said control
instructions. ’ - 13 - 14. The nmethod of claim1l1l, wherein altering of the

status of the first systemincludes decoupling the first 5 systemfromthe
power source.

-13-

SMART SWITCH

1 ABSTRACT
The present invention provides a configurable remote controller for remotely sensing the

' status(es) of one or more electrically-powered target systems and for altering the status(es) of the

target systems in response. In one embodiment, the remote control device is coupled to a pre-

5 existing communication channel established between a command system and one or more target
systems. A system administrator transmits control instructions via the pre-existing communication

to the remote controller which receives and processes the control instructions. The remote controller

senses for a change in the status of at least one of the target systems, and if the change is detected,

then the remote controller alters the status in accordance with the control instructions. In one

10 implementation, the status is the voltage level of a primary power source associated with the one
target system. The change to be detected isa lowerin-g of the voltage level normally associated with
a power outage or a brownout, and the corresponding altering step includes disconnecting the one
target system from the power source. ’I_‘he remote:: .controller can also Be rcprogrmﬁcd using

additional control instructions so that a different control sequence can be used.

15 (rig 1)

Uy

REPLACEMENT SHEET
1 2 MAY ﬁﬁ?

20




15. The nethod of claim3 wherein said status is a voltage I|evel of a
prlnary power source associated with said first system said first change

is a | owering of ‘said 10 vol tage | evel nornall ilated with a power
outage or 'a brown-out of said primary power sou?‘assggra‘ﬁTférrﬁg~+ncIudes
decoupling said first systemfrom said power souﬁ@ﬂ, [

sai d
second change is a rise of said voltage | evel HE wth a
return of power to 15 said primry power source. Y THe met4tod of claim

15 wherein said status is a voltage |evel of a prlnary power source
associated wth said first system said_{asst change is a | owering of said
20 voltage level normally associated with a power outage or a

1 4. The method of claim 3 wherein said status is a voltage level of a primary power
source associated with said first system, said first change is a lowering of said voltage level normally
associated with a power outage or a brown-out of said primax.'y power source, and said altcrin-g step
includes the step of decoupling said first system from said power source, and wherein said second

5 change is a rise of said voltage level normally associated with a return of power to said primary
power source, and said re-altering step includes the step of recoupling said first system to said power

source.

5. The method of claim 4 wherein said primary power supply is also coupledtoa second
10 systern of said plurality of systems, and said altering and re-altering step also decouples and re-
couples said power supply to and from said second system, respectively.

remote
6. The method of claim 4 further comprising a step of reprogramming saideentrol-

conrroller.
15
7. The method of claim 6 wherein said reprogramming step includes the steps of:
ransmitting additional control instructions through the pre-existing communication
channel of the control system; and
receiving and processing said additional control instructiongtsaid remote controller.
20
25 o
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Grbmﬁlout of said primary power source, and said altering step includes the
st ep sof deco ' aid first systemfromsaid power_source, and wherein
sai d second chan e is arise sai d vol tage | evVel I y—assuariat ed with

2 return o 2] iiﬂﬂﬂ&umlllﬁmdsyﬁim sh1'd povd “’?“. afted 1o’

a plurality of systehs srem)te contral leer. conpri

I nstructions t hr ough a pre-existing comunica
processor wAHp! €8 c14Omedtih® conmmuni cation intérface CIrCUIt
processor configured to process the

th

5 1. A method for remotely controlling a plurality of
systems, said method comprising the steps of:
receiving control instructions through a pre-
existing communication channel of a control system;
processing said control instructions at a remote
10 controller;

sensing continuously without being addressed for

a first change in a status of a first system of said
plurallty of systems; and
if said sensing step senses said first change,
15 then the method includes a step of:
altering the status of said first system in

accordance with said control instructions.

2. The method of claim 1 wherein said status is a

20 voltage level. of a primary power source associated with
said first system/ said first change is a lowering of said
voltage level normally associated with a power outage or a
brown-out of said primary power source, and said altering
step includes the step of decoupling said first system from

25 said power source.

3. The method of claim 1 further comprising the
steps of:
sensing a second change in the status of said
30 . first system; and “
if said sensing step senses said second change,
then thé method includes the step of:
re-altering the status of said first system

in accordance with said control instructions.
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35 ‘contro

comryni cation i
ocessor and to a sel ected systen1of the plurality o

d the processor and
$YSte er&*aﬂeach

REP _ H_IEJ.E

pr
plurality of senﬁ ||!HU" mufonf igured to directly densg geft§26lio
wi t hout being ad in a status of the s ﬁdfed system $

status directly relating {o the control ipstructions;

controllers

10

15

20

—a—pturarity”

each coupled to the

i T

8. A remote controller for remotely controlling a
plurality of systems, said controller comprising:

a receiver configured to receive control
instructions through a pre-existing communication channel
of a control system;

a processor configured to process said control
instructions; '

a first sensor configured to sense continuously

instructions; a plurality of sensors §~sepgﬁ tE“} gnn t he

f the

st
aird
of

amor
et e i S

without being addressed a change in a status of a first

system of said plurality of systems; and
a first controller configured to alter the status
of said first system in accordance with said control

instructions.

9. The remote controller of claim 8 wherein said
status is a voltage level of a primary power source
associated with said first system, said change is a

lowering of said voltage level normally associated with a

. power outage or a brown-out of said primary power source,

25

30

and said first controller is a switch for
coupling/decoupling said first system to/from said power

source.

10.  The remote controller of claim 8 further
comprising:

a second sensor configured to sense a change in a

status of a second system of said plurality of systems; and

‘a second controller configured to alter the

status of said second system in accordance with said

control instructions.
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10 processor and to a correspondi ng system of the
each of the pl ura.l_'L_t—s,c—e4f——c-ovr|T’r’cTI"I"e'r';l configured to
correspondi ng syste

i m F of claim1, whérein thed&irst sypt
15 is the select eo\“ﬂ‘jﬂﬂﬂmﬁm“m met hod of claim R B fifs
Lnense |

systemis different¥

10

15

20

25

30

35

ected sygbem

11. The remote controller of ci’caim 10 wherei‘n said
statuses are respective voltage levels of primary power
sources associated with said first and second systems, said
change 1is a lowering of said voltage 1levels normally
associated with a power outage or a brown-out of said
pfimary power sources, and said first and second
controllers are switches for coupling/decoupling said first

and second systems to/from said power sources.

12, The remote <controller of <c¢laim 8 further
comprising a reprogrammable memory configured to store said

control instructions.

13. Adapted to control a plurality of systems, a
remote controller comprising:

a tap connector attached to a pre-existing
communication channel to allow a control instruction to be
routed to both a first system of the plurality of systems
and a communication interface circuit;

a processor coupled to the communication
interface circuit to receive the control instruction, the
processor being configured to process the control
instruction;

a first sensor physically separate from said
communication interface cifcuit and said processor, and
coupled to said processor and adapted to the first system,
said first sensor being configured to directly sense

continuously without being addressed a change in a status

‘of the first system, said status directly relating to the

control instructions; and

a first controller coupled to said processor and
adapted to the first system, the first controller being
configured to alter the status of the first system in

accordance said control instructions.
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14. The method of claim 1, wherein altering of the
status of the first system includes decoupling the first

system from the power source.

15. The method of claim 3 wherein said status is a
voltage level of a primary power source associated with
said first system, said first change is a lowering of said
voltage level normally associated with a power outage or a
brown-out of said primary power source, said altering
includes decoupling said first system from said power
source, and wherein said second change is a rise of said
voltage level normally associated with a return of power to

said primary power source.

lé. The method of claim 15 wherein said status is a
voltage level of a primary power source associated with
said first system, said first change is a lowering of said
voltage level normally associated with a power outage or a
brown-out of said primary power source, and said altering
stép includes the step of decoupling said first system from
said power source, and wherein said second change is a rise
of said voltage level normally associated with a return of
power to said primary power source, said re-altering

includes recoupling said first system to said power source.

17. Adapted to a plurality of systems, a remote
controller comprising:

a communication interface circuit configured to

‘receive control instructions through a pre-existing

communication channel;

a processor coupled to the communication
interface circuit, the processor confiqured to process the
control instructions;

a plurality of sensors separate from the

communication interface circuit and the processor and
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coupled to the processer and to a selected system of the
plurality of systems, each of the plurality of sensors
further configured to directly sense continuously without
being addressed a change in a status of the selected
system, said status directly relating to the control
instructions; and

a plurality of controllers each coupled to the
processor and to a corresponding system of the plurality of
systems, each of the plurality of controllers configured to

alter the status of the corresponding system.

18. The method of claim 1, wherein the first system

is the selected system.

19. The method of claim 1, wherein the first system

is different than the selected system.
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