TEMPORARY ST'O?A’\'CE OF AUTHENTI CATI ON | NFORMATI ON THROUGHOUT A
PERSOMAL COVMUNI CATI ON SYSTEM: Technical Field Thi s

i nvention relates to a nobile tel ephone and, in particular, to 5 providing
rapid tel ephone registration in a distrjbuted tel ecomunication sw tching
system Background of the | nvent i oh" Wthin the prior
art, nobile tel ephone comuni cati,on systens are of two general types:
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system covers a large geographical area offering a user with a mobile telephone a
possibility to make calls at the office, in residential areas, and in vehicles while
having continuous service. A disadvantage of cellular telecommunication system is
the high cost, weight and size of the telephones, the high charges charged by the

15 operators for becoming a user of such a system, and the high chax_‘ge'per minute of

call as compared to a fixed telecommunication system. PCS is a compromise
between the low cost and lack of freedom of a fixed telecommunication system and
the high cost and freedom of a cellular telecommunication system. The PCS concept
offers users small light-weight battery-powered portable telephones for making calls
20 anywhere that has a fixed point telepoint radio transceiver. The telepoint '

transceivers are located at various places such as railroad stations, airports,
pedestrian areas, office buildings, and residential areas. The provision of telepoints
in residential areas allows the user of a PCS telephone to make calls from their
residence and also provides an alternate telecommunication service to that provided

25 Dby the fixed telecommunication system. In order to make or receive a call, the user
of a PCS telephone must find a telepoint transceiver and must remain within the
range of that telepoint transceiver throughout the duration of the call. If the user
moves outside the range, the call could be cutoff since there may not be call hand
offs between telepoint transceivers. The PCS concept requires comparatively little

30 power consumption in the PCS telephones in comparison to the cellular telephones.

Problems do exist in prior art PCS systems. One problem is that of

providing authentication information to a telepoint controller when a user of a PCS
telephone wishes to make a call or to register their PCS telephone. Because of the
much larger number of PCS telephones and telepoint base stations as compared to

35 cellular telephones and cells in a given geographical area, the use of a central
computer to keep track of where PCS telephones are and to provide the
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The preceding problem is solved and the technical art is advanced by an
apparatus and method that allow multiple copies of authentication information for a

PCS telephone to exist in switching nodes of a distributed switching system; where,
15 the PCS telephone is only registered on one switching node at a time. One copy is
maintained on the resident switching node, and another copy is maintained on the
switching node on which the PCS telephone was last registered other than the
resident switching node. If the PCS telephone normal only registers on the resident
switching node and one other switching node, the authentication information is
20 present on both switching nodes, and both always have the authentication
information to register thé PCS telephone stored internally which speeds up the
registration process. Further, the authentication information does not have to be
repeatly communicated through the distributed switching system.
If the switching nodes are arranged into an authentication hierarchical
25 structure, the authentication information remains stored on a switching node that last
used the authentication information within the authentication hierarchical structure,
so that all switching nodes in that authentication hierarchical structure can access the
authentication information. An authentication hierarchical structure allows any
switching node that is part of the authentication hierarchical structure to obtain the
30 authentication information from another switching node within the authentication
hierarchical structure if another switching node has the authentication information.
Brief Description of the Drawing
FIG. 1 shows a distributed telecommunication switching system for
providing PCS service; .'




consuni ng. WPO Patent Application No. WO 94/01976 discl oses such a system
wherg the authentication information is maintained in a managenent system

us. . - Patent No. 5,040,177 discloses a telepoint systemthat utilizes a
separate switching 5 network and a serygice control point network. The
service control point network handFes the distribution of the

aut hentication i nformation. Wereas, the prior art systens
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130. Each base station is a telepoint and can service a plurality of PCS telephones

20 (referred on the drawing as PCST) such as PCS telephones 164-170. The PCS
telephones can make and receive telephone calls from other PCS telephones and
from station sets, such as BRI station set 124, directly connected to public
network 114. In addition, analog telephone sets connected to public network 114
can make calls to the PCS telephones. Each PCS telephone is considered to have a

25 resident switching node and base station to which the directory telephone number of
the PCS telephone is assigned. Each directory telephone number is assigned to a
specified PCS telephone. Normally, this would be the base station serving the user
of the PCS telephone’s home. In FIG. 1, switching nodes 101, 102, 104, 105, 109,

, 110, 111, and 112 are located in the work center for a metropolitan area; whereas,

30 switching nodes 106, 107, and 108 are located in residential portions of the
metropolitan area. There could be more switching nodes in residential areas. PCS
telephone 168 stores the switching node number for switching node 108 which is its
resident switching node.

The switching nodes of FIG. 1 are arraﬁged into a directory dialing plan

35 and a switching node hierarchy. Assume that the resident switching node of PCS
telephone 168 is switching node 108 and that the user of PCS telephone 168 leaves '
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telephone 168 and marks in an internal table that PCS telephone 168 is presently
registered on switching node 110. Switching node 110 stores the authentication

10 information for PCS telephone 168 until PCS telephone 168 registers on another
switching node other than switching node 108, or switching node 110 exceeds the
amount space available for storing authentication information and determines that
PCS telephone 168 has been used less than any other PCS telephone. Switching node
110 continues to store the authentication information even if PCS telephone 168

15 subsequentially re-registers on switching node 108. If PCS telephone 168 is
registered on switching node 110, when a incoming call is received for PCS
telephone 168 by switching node 108, the latter switching node redirects that call to
switching node 110.

Unlike a prior art systcm of switching nodes such as a network of

20 Definity Generic Il communication systems, a switching node of FIG. 1 has no
predefined stored information defining how this system is configured before
initialization, with what telecommunication links are terminated on which nodes,
what interfaces are utilized to terminate those links, the physical configuration of the
switching nodes, and the type and features of the station sets. Further, there is no

25 predefined information setting forth the directory dialing plans which is utilized to
identify the telecommunication terminal equipment connected to each of the
switching nodes. Finally, each switching node has no predefined knowledge of what
telecommunication terminals are connected to it.

Each switching node determines the above information upon the entire

30 system being initialized or an individual switching node being initialized or the
initialization of a new telephone communication terminal. In addition, an individual
switching node begins to determine new paths through the system upon an individual
telecommunication link becoming active after the switching node has been
initialized. To obtain this information, each switching node as it becomes active

35 must perform the following functions: (1) establish its own internal configuration,
(2) identify and initialize interfaces including base stations, (3) establish its position



FIG 20 {llustrates a block diagramof a base station; and _

FIG=221 illustrates a bl ock diagramof a PCS tel ephone. Det ai | ed
Description 15 . FIG 1 shows a tel ecommunication sw tching
system having a plurality of swi tchiing nodes 101 through 112 for _
provi di ng PCS service. The sw tching nodes are interconnected to public
network 114 via PRI |inks 157, 160, and 161. The sw tchi ng nodes are
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| eaves resident switching node number. Because of this, the mobility management 1

application is also requesting the switching node number. The SPID information
also defines the directory telephone number and the resident switching node number.
The mobility management application determines from the resident switching node

20 number that PCS telephone 168 is assigned to switching node 108. Mobility
management application interrogates internal tables for the terminal service profile
of PCS telephone 168. Finding no terminal service profile, the mobility management
application then transmits a message to network management system (NMS) 115
requesting the TSP. Once the TSP is received from network management

25 system 118, switching node 108 proceeds with the registration procedure. As is
described later in greater detail, switching node 108 does not own the directory
telephone number and must request permission from switching node 102 to host the
number. If the resident switching node number did not designate switching
node 108, the mobility management application utilizes the resident switching node

30 number to transmit a message to the resident switching node requesting the
authentication information for PCS telephone 168. This message also includes the
node number of switching node 108 and the directory telephone number for PCS
telephone 168.

For example, when PCS telephone 168 registers on switching node 110

35 and switching node 110 is operating in a stand alone mode, a message is sent by

switching node 110 to switching node 108 requesting the authentication information



-4- . his/her home and travels to his/her office which for sake of an
exanple is served by switching node 110 and registers on base station
127. -As part of the registration procedure, PCS tel ephone 168 transmts
its resident sw tching node nunber to swi tching node 110. Switching
node 110 utilizes the resident swtchi n&‘node 5 nunber to route through the
swi tching node hierarchy to sw tching node 108 requesting the
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with the fact that switching node 108 is the resident switching node. Switching node
110 continues to store the authentication information for PCS telephone 168 until
PCS telephone 168 registers on another switching node other than switching node
15 108, or switching node 110 exceeds the amount space available for storing
authentication information and determines that PCS telephone 168 has been used
less than any other PCS télephone. Switching node 110 continues to store the
authentication information even if PCS telephone 168 subsequentially re-registers on
switching node 108.
20 ' When an incoming call is received for PCS telephone 168 by switching
node 108, that call is eventually transferred to the mobility management application.
The mobility managenient application determines on which switching node PCS
telephone 168 is registered. If the telephone is registered on switching node 108 via
base station 130, the call is transferred to base station 130. However, if PCS
25 telephone 168 is registered on switching node 110, the mobility management
application requests that the incoming call be redirected to switching node 110.
FIG. 4 illustrates the software architecture of the switching nodes of
FIG. 1. This architecture is based on the conventional OSI model modified to
implement the ISDN protocol. In accordance with the invention as described herein,
30 certain further modifications have been made to the standard model in order to
include ISDN capabilities. _
The principal function of physical layer 401 is to terminate physical
links. Specifically, physical layer 401 is responsible for maintaining physical
channels and for controlling physical subchannels thereon. Physical layer 401
35 comprises a software portion and physical interfaces. Further, the software portion
of physical layer 401 is responsible for the direct control of the physical interfaces to



20 Définity Generic Il comuni cation systens, a switching node of FIG 1

has no predefined stored information defining how this systemis
confrgured before initialization, with what tel ecommunication |inks are
term nat ed on whi ch nodes, what integrfaces are utilized to termnate

t hose links, the physical configuration of the swi tchi ng nodes, and the
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i ts posilPi digtween link layer 412 and physical layer 401. {An example of this type of protocol 5
is the LAPD packet protocol used in ISDN Q.921. In the ISDN standard, link
layer 412 terminates the LAPD protocol.) Link layer 412 can support multiple
protocols so that the upper layers are uneffected by the different protocols being
utilized. Further, link layer 412 allows higher software layers to control physical
15 layer 401 in an abstract manner.
As seen in FIG. 4, link layer 412 is divided into link interface 402 and _
link management 403. The reason for this division is set forth herein below. It will
be helpful at this point to discuss the communication of ISDN signals over a
D channel to help readers, for example, who have only a rudimentary knowledge of
20 the communication of ISDN signals over a D channel. At link layer 412, a plurality
of logical links is established on a D channel. Only one of these logical links
communicates ISDN control signals, and this logical link is referred to herein as a
logical D channel (LDC). The LDC is identified by a logical D channel number
(LDCN). _
25 Link interface 402 does the majority of the functions performed by link
layer 412, including the establishment of the logical links. Link management 403
identifies the various link interfaces for higher software layers. Further, link
management communicates information between the logical links and higher
software layers.
30 Network layer 404 processes information communicated on the LDCs,
and thereby terminates the ISDN Q.931 protocol. Hence, this layer is responsible for
negotiating the utilization of system resources for the termination or origination of
calls external to a switching node. The network layer controls the allocation of
channels on an interface on which a call is being received or set up. For example, if
35 switching node 101 receives a call from switching node 102 via PRI link 150,
network layer 404 of switchin'g node 101 negotiates with its peer layer (the



in the swtching node hierarchy, (4) obtain ownership for its portion of
the directory dialing plan, and (5) learn howto route calls through
the systens. In addition, NMS 115 must establish a call to each
switching node in order to distribute t directory dialing plan anong
the sw tching nodes and to provide ot her® anagenent 5 functions. Each of
these functions is described in the U S. Patent Application of B. M
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is true when the network layer receives a request from the higher software layers to
establish a connection with another switching node.

20 Network layer 404 receives information from another node concerning a
call viaa LDC. As information is received on the LDC, a call reference number is
utilized to identify the call associated with this message. The call reference number
is selected by the originating network layer during call setup in accordance with the
ISDN standard. Details of this identification are given with respect to FIG. 14.

25 Transport layer 405, is the key element that allows the routing of a call
through a complex system having multiple nodes as illustrated in FIG. 1. Its primary
function is to manage the routing of calls externally, i.e., between switching nodes.
Transport layer 405 views the system of FIG. 1 in terms of nodes and is concerned
with routing calls from its own node to other nodes or endpoints. (As explained in

30 the detailed discussion of session layer 406, that layer, not transport layer 405,
interprets logical destination information, such as a telephone number, to determine
the destination node of a call and to establish an intra-node path by using the
connection manager application.) In an overall system comprising multiple
switching nodes such as switching node 101, the various transport layers

35 communicate with each other in order to establish a call through the various
switching nodes. This communication between transport layers is necessary because




nunber . Jf the resident svmtc'hl—ng node nunber did not designate sw tching
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Communication between transport layers is done by network layer 404
using established LDCs. Transport layer 405 communicates information destined for
its peers to network layer 404, and network layer 404 packages this information
within the information elements, IEs, of standard ISDN Q.931 messages. Network

15 layer 404 uses the LDC that has been setup to a particular node to communicate this
information to its peer network layer. Similarly, when another network layer
receives information of this type, the other network layer unpackages information
and then directs the information to the transport layer.

The primary function of session layer 406 is to establish communication

20 among endpoints with all endpoints considered to be applications including, for
example, a BRI station set is considered an application. Significantly, these
endpoints may be applications such as the application performing the call processing
features or the dialing plan application. In any event, connections between such
endpoints is considered a call. A session (call) is set up by session layer 406 any

25 time two applications require communication with each other. As noted earlier,
session layer 406 deals only in terms of switching nodes and applications on those
switching nodes and relies on transport layer 405 to establish paths to other
switching nodes. Session layer 406 identifies the called application by an address
which previously in the telecommunication art was thought of as only a telephone

30 number but has a much broader concept in the Q.931 protocol. From this address,
session layer 406 determines the destination switching node. Session layer 406 sets
up a call to the destination switching node by communicating with the session layer -
of the destination switching node. The communication with the other session layer
is accomplished by having the session layer request its transport layer to place a call

35 to the other switching node so that a connection can be made for a particular address.
The transport layer places the call relying on the node number that was determined
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the 10 nessage from sw tching node 108, the nobility managenent

appl rcation of swi tching node 110 stores the authentication
information in an internal table al ong 10 with the fact that sw tching
node 108 is the resident sw tching node.”Sw tchi ng node 110 conti nues
to store the authentication information for PCS tel ephone 168 until
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consequently allowing the applications to be written in a very abstract manner.

Consider now in greater detail how a non-resident node obtains

20 authentication information using the resident switching node number and how calls
are directed from a resident node to a non-resident node. The manner in which these
operations are performed depends on whether the non-resident node is in an
authentication hierarchical structure of switching nodes with respect to the storage of
authentication information or the non-resident node is in a stand alone mode.

25 As is described in the U. S. Patent Application of Bales, et al., the
switching nodes of FIG. 1 rapidly learn how to route calls through the system of
switching nodes both on the basis of the directory telephone numbers and on the
node numbers of the switching nodes. Tables 502-504, 507-509, 602-604, 607-609,
702-704, 707-709, and 802-804 of FIGS. 5-8 illustrate the dialing plan, level 5

30 routing, and level 4 routing tables for switching nodes 108, 102, 101, 104, 109, 110,
and 106, respectively; Note, the entries shown for telephone number 4401 are not
yet present in the tables at this point in the description. The tables illustrated in
FIGS. 5-8 only illustrate the material relative to the present example, one skilled in
the art would readily see that these tables would include more information

35 conceming other PCS telephones and switching nodes. Not shown are also the
tables that define within a given switching node to which base station a PCS
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| i nk i nl@r M3t30"4ff2nability table |50 formuda d 08 PCS @3ephithe 16GaThepirposet dfithe
di vision I ,§6hs {thild it ﬁiaﬂng ﬁiaﬂy\fevélts (thhg, and level 4 routing tables is
explained in detail in the previously referenced U. S. Patent Application of
Bales, et al.
Consider now the meanings of entries for the mobility tables. The state
15 entry indicates whether the telephone number is resident (1) or non-resident (0) on
the switching node. A state of "2" indirects that switching node is in an
authentication hierarchical structure for the telephone number but is neither the
resident nor non-resident switching node. The node number entry designates the
resident node of the telephone number. The node pointer is utilized in a
20 authentication hierarchy structure to point to the next lower node in the structure
having the authentication information. The authentication pointer is used to point to
a memory location within the switching node of the authentication information. If
the authentication pointer is 0, this indicates that the authentication information is
not present on this node. The time field indicates the time that the authentication
25 information was received. The activity'ﬁeld contains the time that the PSC
telephone made or received a call via the switching node.
Assume now that PCS telephone 168 registers on switching node 108
via base station 130 for the first time. The mobility management application of
switching node 108 is responsive to the registration to obtain the directory telephone
30 number, 4401, and the node number of the resident switching node, 108. The
mobility management application interrogates mobility table 501 and does not find
an entry for telephone number 4401, since entry 512 has not yet been made. The
mobility management application then transmits a message to NMS 115 requesting
the authentication information and the rest of the TSP. The transfer layer of
35 switching node 108 readily routes this message to NMS 115 by examining table 504
and determining that the link to be utilized is 163. When the message is received by



be helpful at this point to discuss the communication of |SDN signals over
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application. After permission has been received to host the number, mobility
management application then inserts entry 512 into table 501. The state is "1", since
node 108 is the resident node for telephone number 4401. The dialing plan
15 application for switching node 108 also inserted entry 514 into table 503. The node
pointer of table 501 is set to "0" since there is no authentication hierarchical structure
of nodes. The authentication pointer of table 501 now points to the location in
memory where the actual authentication information is stored, and the time field

information is inserted. After these operations are accomplished, mobility

20 management application would complete the registration of PCS telephone 168.

Assume now that the user of PCS telephone 168 leaves his/her home

that is served by switching node 108 and goes to his/her office that is served by
switching node 110. When PCS telephone 168 registers on switching node 110 via
base station 127, the mobility management application of switching node 110

25 obtains the resident switching node number and directory telephone number from
PCS telephone 168. First, the mobility management application interrogates
mobility table 706 of FIG. 7 to see if there is an entry for telephone number 4401.
Since PCS telephone 168 has just initially registered with switching node 108, there
is not; and the mobility management application must transmit a message to the

30 mobility management application of switching node 108. This message is routed
utilizing the node number of switching node 108 (resident switching node number).
The message includes the switching node number of switching node 110 and the
directory telephone number, 4401. The transport level of switching node 110 is
responsive to the request for transmitting the message to interrogate table 709 of

35 FIG. 7 and determines that the message to be routed to switching node 108 on
link 159. Similarly, the transport layers of switching node 104, 101, 102 and 106
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node 108, and the node number has been changed to 110 indicating that the PCS
telephone is registered on switching node 110. In response to the message received
20 back from switching node 108, the mobility management application of switching
node 110 inserts entry 901 into mobility table 706 of FIG. 9. Entry 901 indicates
that telephone number 4401 is presently registered on switching node 110, state
equals "1" and the node number 108 indicates that the resident node is switching
node 108. _
25 Consider now when BRI station set 124 dials directory telephone
number 4401, when PCS telephone 168 is registered on switching node 110. The
call is routed to switching node 108 where the session layer interrogates level 5
routing table 503 of FIG.S. The session level determines from entry 514 that the call
is to be routed to the mobility management application. The mobility management
30 application is responsive to the call to access entry 512 of table 501 of FIG. 9 and
determines that PCS telephone 168 is currently registered on switching node 110.
The mobility management application then requests that the call be redirected to
switching node 110. The transport layer of switching node 108 is responsive to this
request to access the level 4 routing table 504 of FIG. S and to redirect the call to
35 switching node 110 using link 163. Entry 515 was added to table 504, when
switching node 110 requested the authentication information. When the call is



throtl'gh._a conpl ex system having multiple nodes as illustrated in FIG 1.
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information even if PCS telephone 168 is not registered on switching node 110, but

PCS telephone 168 can only be registered on switching node 108 for this to be the

case. If switching node 110 is storing thefauthentication information but PCS

telephone 168 is not registered on switching node 110, then the state field of entry

15 512 is set equal to a "1" to indicate that telephone number 4401 is registered on
switching node 108, and the state field of entry 901 is set equal to a "0" to indicate
that telephone number 4401 is not registered on switching node 110. As previously

mentioned, each switching node has a finite amount of memory space in which to
store authentication information. Once this space has been exceeded, the switching
20 node must stop storing the authentication information for one telephone number to
create sufficient memory Space to handle a newly registering PCS telephone. If the
PCS telephone whose telephone number is selected for termination of authentication
information storage is still registered, then the registration must be terminated as
well as the authentication information storage being terminated. The selection of the
25 telephone number is performed by determining the telephone number which last the
largest difference between the content of the telephone number’s activity field and
the present time. '
If switching node 110 determines that PCS telephone 168 should no
longer be registered, the mobility management application transmits a message to
30 that effect to the mobility management application of switching node 108. That
mobility management application removes the designation in entry 512 to switching
node 110. The mobility management application on switching node 110 removes
entry 901. If the mobility management application of switching node 108 determines
that PCS telephone 168 should no longer be registered on switching node 110, that
35 mobility management application sends a message to the mobility management
application of switching node 110 which results in the removal of entry 901. One
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with the s@msaht ofbareexample, itk assumeddahati thetuthentivation hieraychical structhre
conmuni cat i gpsWdiing 6ae] IFincRiASS AR HifY f8des 104 and 101. The mobility tables
of FIG. 10 define this structure. The top of this authentication hierarchical structure
20 is denoted by hierarchical state word 605 of FIG. 10 for switching node 101
containing a "1". If switcliing node 104 was to be the highest node in the
authentication hierarchical structure, hierarchical state word 610 of FIG. 10 would
contain a "1" rather than a "0". Hierarchical state words 705 and 710 of FIG. 10 are
also "0 " indicating that switching nodes 109 and 110 are part of the authentication
25 hierarchy structure. In the preSent example, the telephone numbers illustrated in
FIG. 10 have already registered. Mobility table 601 for switching node 101 reflects
that the three telephone numbers are not present on switching node 101 by the state
entry being a "2". The node number entry indicates the node that is the resident node
for the telephone numbers, and the node pointer entry indicates that the structure
30 descends down to switching node 104. Finally, the fact that there is an entry for each
of the telephone numbers in the authentication pointer entry indicates that switching
node 101 has the authentication information for the directory telephone numbers.
Consider now the example where PCS telephone 168 registers on
switching node 110. The mobility management application of switching node 110
35 first chiecks to see if it has in mobility table 706 of FIG. 10 an entry for telephone
number 4401. Since it does not, the mobility management application for switching
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10 switching node 101. That mobility management application does not have a
reference to directory telephone number 4401 in mobility table 601 of FIG. 10.
However, by examining hierarchical state word 605 of FIG. 10, the mobility
management application of switching node 101 determines that it is at the top of the
authentication hierarchical structure and utilizes the resident switching node in the
15 message from switching node 104 to transmit a message to the mobility management
application of switching node 108.

The mobility management application of switching node 108 is
responsive to the message to make an entry that is identical to entry 512 into
mobility table 501 of FIG. 5 for switching node 108. The mobility management

20 application of switching node 108 then routes the authentication information directly
back to switching node 110. This routing may take a different path than that
indicated by the node hierarchy of FIG. 2. '

‘When the mobility management application of switching node 110
receives the authentication information, it stores entry 1101 in mobility table 706 of

25 FIG. 11 and transmits the authentication information to the mobility management
application of switching node 104. The latter mobility management application
stores entry 1102 in mobility table 606 of FIG. 11. Note, that the node number
points to switching node 108 which is the resident node. In addition, the mobility
management application of switching node 104 transmits the authentication

30 information and node numbers of nodes 110 and 108 to the mobility management
application of switching node 101 which stores this information in entry 1103 of
mobility table 601 of FIG. 11.

As will have to be brought out at a later time, the authentication
information is pointed to by the authentication pointer field of the various records.

35 Depending on the activity, the switching nodes in the authentication hierarchical
structures may not retain the. actual authentication information if it has not been used



15 layer 409 is communicating with another peer application, the

application is unaware of how many ot her applications exist or where
t hese other applications are | ocated. It is the function of
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allowing the applications to be witten in a very abstract manner.
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15 ' Consider the situation where the mobility tables are as illustrated
FIG. 11 and PCS telephone 168 registers on switching node 109. The resulting
changes to the mobility tables are illustrated in FIG. 12. The mobility management
application of switching node 109 requests the authentication information for
directory telephone number 4401 from the mobility management application of
20 switching node 104. The latter mobility management application examines mobility
table 1102 of FIG. 11 and determines that an entry for the directory telephone
number exists. The mobility management application of switching node 104
transmits this authentication information to switching node 109 and sends a message
to the mobility management application of node 110 informing it that PCS
25 telephone 168 is no longer registered with switching node 110. The mobility
management application of switching node 110 removes entry.
When the mobility management application of switching node 109
receives the authentication information, it creates entry 1201 in table 701 of FIG. 12.
The mobility management application of switching node 104 also removes
30 entry 1102 of FIG. 11 and replaces it with entry 1202 of FIG. 12. Finally, the
mobility management application of switching node 109 transmits a message back to

the mobility management application of switching node 108 informing it that

switching node 109 now has PCS telephone 168 registered. The mobility

management application of switching node 108 updates entry 512 of mobility
35 table 501 of FIG. 5 to reflect this fact.



t el ephone is registered. Consi der now t he stand al one case
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: in the authentication hierarchical structure. The second embodiment assumes that a

15 switching node relatively high in the authentication hierarchical structure has a large
amount of memory space allocated for storing authentication information and that
this node stores the authentication information longer than the other switching nodes
in the authentication hierarchical structure. In both embodiments, when the mobility
management applicétion of a switching node determines that it can no longer store

20 the authentication information, that application must interrogate the mobility
memory management applications of the switching nodes above and below it in the
authentical hierarchical structure to determine if any other mobility management
application is still storing the authentication information. If no other mobility
management applications are still storing the authentication information, then the

25 mobility management application of the node preparing to delete the authentication
information must (1) transmit messages to the mobility management applications in
the switching nodes above and below it informing these applications that they are to
delete their entry for the particular telephone number associated with this
authentication information and (2) delete its own entry for that particular telephone

30 number. In addition, the mobility management application of switching node on
which the corresponding PCS telephone is registered must inform the mobility
management application of the resident switching node that the telephone is no
longer registered.

Consider now the first embodiment with respect to the previous

35 example. FIG. 13 illustrates the mobility tables for switching nodes 101, 104, 109,

and 110 where only the switching nodes upon which a PCS telephone is registered



the authentication pointer is 0, this indicates that the authentication
i nformation is not present on this node. The tine field indicates the
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examines mobility table 701 of FIG. 13 and determines that it has no reference to the

directory telephone number 4401. The mobility management application then

transmits a message up the authentication hierarchical structure to switching

15 node 104 requesting the authentication information for directory telephone
number 4401. The mobility management application of switching node 104
examines entry 1302 and determines that it does not have the authentication

information but that switching node 110 is lower in the authentication hierarchical
structure. This determination is made on the basis of the node pointer field of

20 entry 1302. The mobility management application of switching node 104 then sends
a message down the authentication hierarchical structure to switching node 110.
This message requests the authentication information and also informs switching
nodes in this downward direction of the authentication hierarchical structure that
they are to remove their entries with respect to telephone number 4401 in their

25 mobility tables, after having transmitted the authentication information to the
mobility management application of switching node 104.

The mobility management application of switching node 110is
responsive to the message to remove entry 1301 and to transmit the authentication
information pointed to by the authentication pointer field of entry 1301 to switching

30 node 104. The mobility management application of switching node 104 is
responsive to the authentication information to store this authentication information
and insert a pointer into entry 1402 referencing where the authentication information
is stored. The mobility management application of switching node 104 then
transmits the authentication information to the mobility management application of

35 switching node 109. The latter mobility management application then inserts
entry 1401 into table 701 of FIG. 14. FIG. 14 illustrates the resulting mobility tables
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information is then transmitted from switching node 101 to switching node 104 and
20 then to switching node 110. The mobility management application in switching
nodes 104 and 110 then cliange entries 1502 and 1501 of FIG. 15 so that they are
identical to entries 1302 and 1301 of FIG. 13. Once switching node 110 has the
authentication information, PCS telephone 168 can complete its telephone call.
With respect to the second embodiment, consider the situation where
25 PCS telephone 168 now registers on switching node 109 when the mobility tables
have the contents as illustrated in FIG. 15. The mobility management application of
switching node 109 examines mobility table 701 of FIG. 15 and determines that it
does not have an entry for telephone number 4401 and requests the authentication
information from switching node 104. The mobility management application of

=N

30 switching node 104 transmits a message to the mobility management application of
switching node 110 requesting the authentication information and informing that
mobility management application to remove entry 1501 of FIG. 15. The memory
inanagement application of switching node 110 responds with a message stating that
it does not have the authentication information. In response to that message, the

35 mobility management application of switching node 104 requests the authentication
information from the mobility management application of switching node 101. The



The nessage includes the sw tching node nunber of sw tching node 110 and

t he- - directory tel ephone nunber, 4401. The transport |evel of sw tching
nodé 110 is responsive to the request for transmtting the nessage to
interrogate table 709 of 35 FIG 7 angdyfdeternmines that the nessage to be
routed to switching node 108 on lTnk 159. Simlarly, the transport
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| nformatiop node wﬁl maintain a copy of the authentication information for a period of time even
' if the PCS telephone is not in contact with the switching node via the base station.
Hence, it is possible that a user of a PCS telephone has gone home, has used their

15 telephone at home, and then returned to their office. The switching node serving the
office still has maintained a copy of the authentication information or there is a copy
stored within the authentication hierarchical structure of which the switching node is
a part. If decision block 1702 determines that the PCS telephone is not registered on
the node, control is transferred to decision block 1703.

20 Decision block 1703 determines if the switching node is part of an
authentication hierarchical structure. If the answer is yes, decision block 1704
determines whether the switching node is the highest node in that authentication
hierarchical structure. If the answer to decision block 1704 is no, a request is sent to
the next highest node in the structure for the authentication information and control

25 is transferred to decision block 1708.

Returning to decision block 1704, if the answer is yes, control is
transferred to block 1707 which sends a request to the resident node utilizing the
resident’s switching node number to route the request for the authentication
information. Then, control is transferred to decision block 1708. Decision

30 block 1708 is re-executed until the authentication information is received. When the
authentication information is received, control is transferred to decision block 1709.
If the authentication information was received from the resident node, then it is
necessary to fill out the mobility tables in the authentication hierarchical structure if
one exists. If the information was received from the resident node, control is

35 transferred to decision block 1711 which determines if the requesting node is part of
an authentication hierarchical structure. If the answer is yes, control is transferred to



nmessage back to the nobility managenent application of sw tching node 110.
The .15 nobility managenent application of switching node 108 t hen updates
nmobility table 501 as illustrated in entry 512 of FIG 9. In entry
512, the state has been changed t," 0" indicating that the PCS

t el ephone is no |onger registered on SW tching node 108, and the node
nunber has been changed to 110 indicating that the PCS t el ephone is

r egi st er ed desisionitleck Kt]2whieh determings ifdhgrequesting npdeis the bighestnedeined 20

back from Wﬁﬁﬂérﬁ&aﬁ&%ﬁxeﬂﬁ&xcﬂ@ﬁu@iﬁ@ | i the ﬁﬁ Rode @E‘IB{ th%iﬁig]lﬁﬂt of
swi t chi ng I nserts entry 901 |n I|t 60f FI G
9. Entry omeodesthen itienecessary forsend the authentieation s }?'F

; gg I .Stn Slr eg tdgﬁestsi# t%.e Piﬁﬁﬂ%ﬂ@ati’q}ﬁne%f@ﬁ&l structur@§o @ia% tho?se naﬂet dfhgillmzlge nunber
s dent. nqde i.s s e
Consi dergn iljgpfables, Thigaction 15 perf %‘T‘é?\al? g‘ﬁ?@‘?ﬂd?y Ft"@ﬂ(igpﬁ Lis ™ unber
44P|1 when d%ﬂ&eheﬂwbnme llﬁﬁwhg:hrpgcteedem thﬂﬂregmmndm inga nardeal iib@inerThe
ca |s ro ng_node h ogat es
Tavel 5 N ghih ool e G fettlB oock 17 0B BRI Bleck iR, 3% B2
entlry 514 tlﬂaﬂhmidelhall is to be routed to the nmobi | ity managenent
application. The no o the
call to access ent rﬁk{ﬂ@‘%ﬁ {f@%ﬁgﬁ%’iﬁ% O%p%th(g?ésgéieﬁ lﬁnE?ﬁgﬁﬁré’ncggﬁt hat
PCS tel b@hdh@nmthhcmHﬂm@)bYrilélgqnﬁlwﬁfpéﬂledh‘eemnpéﬁmbgf bejag present inthe  The
rmb' ity TSR ﬁet%lea@ehb&ﬁ}aq@ufaﬁs@ehé@ﬁl&éisﬁ)ntm&k 1he. apdhe be redirected
Swi t chi node_110.. The tran r. of wtﬁqn pode 108 is
respon5| ve al“@“’!‘ﬁ?%“on mfoméa%sswr?%nhe@@w qch“mbﬁd‘rf) t?@" Siefdl e 504 of
E' tG SSigd doﬁtrblé’tgl bleek 1714 I-Rﬁiéévei' ,Gf the auﬂwnﬁcdniongnﬂonﬂm&ﬂi@ nospregeriti nk 163.
ntry e e tc request ed
t he aut hen}t,\‘l{?ll‘ﬁ]sl ° ?8&’#3{3‘? B °‘W‘E\Aﬁ°‘i R%‘n!%f’? ﬁq"s‘“‘r’}"ﬁ% tgglg%lla‘g "
15 particular telephone number belng ""0", control is transferred to decision block 1717.
The latter decision block verifies that indeed the node is part of an authentication

hierarchical structure. If the answer is no, this is an error and control is transferred
to block 1718 for error processing. If the answer is yes to decision block 1717,
control is transferred to block 1719 which requests the authentication information

20 from the next lowest node in the authentication hierarchical structure. Decision
block 1721 waits for the results of the request for the authentication information
from the next lowest switching node. If the authentication information is received,
control is transfer to block 1714. However, if the authentication information is not
received, then control is transferred to block 1721 which request the authentication

25 information from the next higher switching node in the authentication hierarchical
structure. Block 1722 transfer control to decision block 1723 which waits for the
authentication information to be received. If the authentication information is
received, control is transfer to block 1714. However, if the authentication
information is not received, control is transferred to block 1724 for error processing,

30 since the authentication information should have been somewhere within the
authentication hierarchical structure.

FIGS. 18 and 19 illustrate, in flow chart form, the operations performed
by a switching node when the switching node receives a request for authentication
information. Decision block 1801 determines if there is a telephone number entry in

35 the mobility table. Such an entry indicates that thé switching node has information
concerning the authentication information being requested. If the answer to decision



-14- . received at swtching node 110, the session |layer is responsive
to the directory t el ephone nunber to access entry 901 of table 706 of
FIG 9 and to direct the call to t he menory nmanagenent application. The
menory managenent application deteri nes on the basis of the state
field being "I" that PCS tel ephone 168 4% 5 presently registered on
switching node 110. The nobility managenent application then utilizes

the | ower |lock $80Dbisino| comml istednsfenedta FIG m.H@Stéleﬁmbmmbéﬁ&u\yha base
station 127 512

ntei.e and 901 oi stabl e
ant i 1 PCS.ttova s decisiog block 180T, i ificans uil he Sbdefime ook 9B WS hove 110
or swi t chi npsidentsswiifidhingodeor ipart g€ an attbemciaﬁon hieearchitdl structomet withn
nf 0 .
: Ef 8: gt : 82:' e?/%M a%nﬁﬂ%e%%gne 1 t%éen ‘J?‘?%&dn&%i irr8{~:¥’v&etclcs on node
110, but 5 bloclpw)t.evbpnmg:smelscm dmis;onidode 03t determings lfsthctswitclmgg node
108 f th f ot he
aut heﬁ[ [ ca!uﬁ%&r? f%oztfﬁige?tosmtgﬁﬁ@%&é Iqusttﬁ{]iegﬁone céﬂrx%sdoﬁgfﬁ l{rg‘geldglmglt ered on
swi t chi ng n¥ads thequthentigationdnormation fathe swi :td@nz ngdemaﬂ%ézs havingd equal to a

"1" to indi ﬁ%ﬁoﬁ@@ém% ?ég@éi&@@@n Wﬁﬁﬂle%ﬁfenhéat{oﬁghﬁ)hﬁél%h ﬁ&kedas SW' tching
node 108, and th e field of, entr 1 |s

et
O cate Cominfrom DlecsHds SHARYEE natie P Jhe Fesien SFLRIRENQ { ohi g
node 11Q0 Asansntitsi Dmessyge to the switching adde maclhwformaly registenetithd ﬁephohe nite

once thi s EaReing G Temdus Mefichfone et Bieky R moGAY e Afn st or ng
t he aut hent thesst twenmessagesrase sant, dontrobisdransfenpd tnblockubdikd: t o create
sufficient memory s .c‘%lF‘n-% tBﬁ@SLong%l&ﬁ"!’Sm ﬁ%é@@ﬁvbﬁﬁnﬁ% Er‘é!ﬁ-phone It the

PCS t el ephone whose t el epiTo termnation of
aut hent i cat transferred to decision block 1804 which determines whether the request is coming

15 from above or below the switching node in the authentication hierarchical structure.
If the request is coming from above, control is transferred to decision block 1806.
The latter decision block examines the authentication pointer associated with the
telephone number in the mobility table. If the pointer is not equal to zero indicating
that the authentication information is present on the switching node, control is

20 transferred to block 1814. The latter block transmits the authentication information
to the requesting higher switching node marking this information as coming from the
authentication hierarchical structure. Block 1816 then removes the telephone entry
before transferring control to block 1817. Since the request for the authentication
information had come from the higher switching node, this indicates that the PCS

25 telephone is being registered on another switching node, and the telephone number
entry should be removed for the present switching node.

Returning to decision block 1806, if the authentication pointer is zero,
decision bock 1807 is executed which determines if the present switching node is the
lowest switching node in the authentication hierarchical structure. If it is the lowest

30 switching node and the authentication information is not present, then a message is
sent back by block 1811 indicating that the authentication information is not present.
Block 1812 then removes the telephone number entry before transferring control to
block 1813. If the answer to decision block 1807 is no, control is transferred to
block 1808 which request the authentication information from the next lowest

35 switching node in the authentication hierarchical structure. Decision block 1809
awaits the response for this request. If the authentication information is not




I nformation storage is still registered, then the registration nust be
term nated as well as the authentication information storage being
term nated. The selection of the 25 tel ephone nunber is perforned by
,determi ning the tel ephone number which4gst the | argest difference
"between the content of the tel ephone nunber's activity field and t he
present tine. If switching node 110 determ nes that PCS

t el ephone 1%8ei¥esoBtrolds transferredrig blockel §1d gyhielhascalreadiebeenidiscnssedmihagenent
appl 1 cat i onthlaihefiidation infefAAoA id 'fbcéﬂled,téﬁiroﬁsflt_ﬁg%feﬁ@d Ediﬁo%g)p} 14 Whose

managenent appl ication of swtchi ng node 108. no ty managenent
appl i cati on® ayalregdy i§cyssedn entry 512 to switching node

110. The nobility mMReagSINEH daiwidn Blotk Q804 Which defdinitied Wlitehet I reqidy €S
Got of mi nds for the SyfiriaonnBRRRRLS Teosh BHRYR O it B GEreeWIEGIg: or od on
swi t chi ng nuaile. Tfithe request Wis fron belowytheprasesyswitchingriode,aoheol isends a nessage
ﬁ gs h Ihtes ”T) E' t%' %Yﬁr%?nr}@g?&%pﬁ 8}9{:]'; )]/.8 g%g’ﬂ%ﬁlitlep (ri]ec(i)sfionS moz:l((: Q(Iatglqniplgsdv%he gr tYl\’g ch
- 15 - pressphawitching nodeds thethighest switchtimgigodecid ¢hel @8hentivatibndet er i nef t E?:ts
o8 ey i A0l SAZA 80 B S W Wk
10 then control is transferred to decision block 1824. The latter decision
block determines if the authentication information is present. If the authentication
information is present, this is an error and control is transferred to block 1828 for
error processing. The reason that it is an error is that the authentication information
should have been present within the authentication hierarchical structure and the
15 highest switching node in that structure is the last switching node tested. If the
authentication information is present, control is transferred to block 1826 which
transmits the authentication information to the requesting switching node as coming
from the authentication hierarchical structure and transfers control to block 1827.
Returning to decision block 1818, if the present switching node is not
20  the highest switching node in the authentication hierarchical structure, control is
transferred to decision block 1820 which determines if the authentication
information is present on the switching node. If the answer is yes, control is
transferred to block 1822 whose operation is described below. If the answer is no,
control is transferred to block 1819 which request the authentication information
25 from the next highest switching node in the authentication hierarchical structure and
transfers control to decision block 1821 to wait the arrival of authentication
information. If authentication information is not received, this is an error for the
same reasons as it was an error with respect to block 1828. If the authentication
information is received, control is transferred to block 1822 which sends the
30 authentication information to the requesting switching node after marking it as
having come from the authentication hierarchical structure. Further, block 1822
transfers control to block 1823 which stores the authentication information and
updates the authentication pbinter in the mobility table to point to this information.
~ Returning to decision block 1801, if there is not a telephone number
35 entry for the PCS telephone for whom authentication information is being requested,
 control is transferred to decision block 1901 of FIG. 19 which determines if the



I f switching node 110 selects the authentication information of 5
t el ephone nunber 4401 for term nation and PCS tel ephone 168 is not .

regi stered on swi tching node 110, the nobility managenent application
of swi tching node 110 transnmits a_ggssage to that effect to the
nobi ity managenent application of swi tching node 108. That nobility
nmanagenent application removes the designation in entry 512 to

swi t chi ng nBduesting switchingdiode is 3 loyer swisehing ngdein theapthentigation swi t chi ng

node 110 reRRYAchieAllstricibl If i 1t is not a lower sw1tchm £96d8d, EBhtroG¥trhAFerr&f® Wher e

swi tching n s part of an aut hentT.c |on hi er archi cal _ of nodes.
These au'? heﬁfﬁctig’S%FPrﬁ FHF%‘E?% Jf #t i 3 dQerswitc ngtrwdﬁawtrph@ teansfgrred

rl_1||0er ar chi cato ddcision blbﬂ( 2802 Whictﬁﬂé&li'rgmdsnftﬁé g‘equ_%ﬂir%»vﬁtdm{ ﬁddb:is mtant g
wever, Jer ou use e. hi.era ate wor
ot aih Rlyhiicaon MefdEhiEal bk ine il i StEinl RRisehiRe o TE B PRGN

appl i cati onto decxsmielbloclew@ﬂmmot domtiod 3 tednsferredao bloekt19041 Ifithe hnmeam‘hl gal ]
structure h assuned t hat
t he aut hent |a€a :&gﬁl | er ar %eéaﬁongfﬁéﬁf%"% dg&fgp%i%ktelgm d‘ﬁ’ode 110

i ncl udes swiletermings if thtopresant switching nodeTisaherbighest switchibg mede inthe of FI G 10
define this [

structure 28 .és E’%‘ﬁ‘“ﬁ@“aﬂ?g?é‘#’%ﬂ@aﬁ%m‘é" SEMRGNS b s

swi t chi ni§ nBarsfared to blockc vhiciheequest the aythenfigatieminformation fropnthgas to be
the hi ghest re3fiéat éwitdh nodebe%t&&ﬁﬂéfbﬁﬂ{g'dbﬂtrbl ' W09NINGH, tibdt théCresibient

hi erarchi cal st,ate of  FIG 1 1" rather than
a "0". H et ?%ﬁwessteﬁ %&\ﬁd‘i’f& Fﬁfﬂfff@ﬂlﬁs“ﬂf%mgl‘@dgr“g“"h 8 3lso "0 "
i ndi ﬁatl ng tegistering the RCSgelephint. Mummt tblﬁcx@foﬁuwdktlml ifltiee :ﬁm%ﬂi:giocat i on
25 . hierarc t sent exa e tel.e ers
I 1 lustrat edgll\/)ﬁE 15}1“%':'%“’%3%%8? Eéﬂ ‘83%&8%‘@*’ nﬁ)btm@pts{}svp%rg 601 for
swi t chi n§ noetls inghe aushéngication hierarchicadl strhctuteh rBerigion block 812 \awdits for thee not
resent on The node
p RWhiititafich e &E% dn (52 ewi%g%bﬁ gmr:eers?f:%fent ﬁaxl&zérggoﬁrol?

nunber entr ndicates t .
t el ephone n%‘l‘?ﬁ\irlgm Yhich tﬁ@&rbaeutbmqﬁa@pn@fpnpauméb& Bextdower Swlﬁéh@gr uct ure

30 descen dﬁodkmlﬁch as hd reljidtting SWRCHIAG nofi."Block 191 #Stobdthe aftRdnticAse | S an
entry for em(i"ormatlon and transfers control to block 1916.
20 FIG. 20 illustrates, in greater detail, base station 130. Base
controller 2001 controls the operations of radio units 132 through 133. Radio
unit 133 is shown in detail, and the other radio units are similar in design. Radio
unit 133 includes clock 2016 for providing synchronization to Time Domain
Demultiplexer (TDD) 2011 and protocol converter 2015. Radio unit 133 also
25  includes radio frequency (RF) transceiver 2013, antenna 2017 and frequency
synthesizer 2012. Transceiver 2013 comprises both an RF transmitter and an RF
receiver. Transceiver 2013 demodulates voice signals and control signals
transmitted by a mobile unit and couples the voice signals via protocol
converter 2015 to base controller 2001 via link 2010. Base controller 2001 provides
30 all control for radio unit 133 via bus 2010. Control signals received from
transceiver 2013 are transferred through protocol converter 2015 to base
controller 2001 via bus 2010. Protocol converter 2015 is also responsive to digitally .
encoded voice signals received via bus 2010 from base controller 2001 to convert
those digital voice signals into the format utilized for transmission to a mobile unit.
35 Signal strength monitor 2014 is responsive to a signal from RF transceiver 2013 to
arrive at a digital value representing the signal strength being received by RF




of the tel ephone nunbers in the authentication pointer entry indicates that
swi tchi ng node 101 has the authentication information for the directory
t el ephone nunbers. Consi der now't he exanpl e where PCS

.tel ephone 168 registers on svvitchifg node 110. The nobility managenent
application of switching node 110 35 T#Y3t checks to see if it has in
nmobility table 706 of FIG 10 an entry for tel ephone nunber 4401. Since
it .does not traniseiveP2013i dnd towangRindiis digital valaé todasé contsoller 200vja

- 16- ng ezq'l1 0O transmts a nessage to the nobility nmanagenent _
application ki e next hi ghest node in the authenticat’ion hierarchical
structure which is FIGt 2hilhgtrates PGSdelepliohe 168dh gomteridetailni Compopertgén i s t he

e e o oIt ik cofibol iR 2101, AXERDARE: 2062, AhBYIGRAEIFRY NOCe Dumber

of node 110 SW T I's switching

node 1085 Tpmvn:bbg synchromization tes (1) vnit 28601,42) Time BomainPuplexedde- 104 i s
responsi ve ?g,? i

directory t g%‘?%ﬁ‘? ﬁ‘ yﬁgﬂg%ajr}?lhé aH&%nflo% %éﬁ{a%ﬁam)égg%?) FIG 10.

Si nce twvﬁ'ﬁsﬁ 2104y ug&dsﬁﬂnwpﬂwmtl ﬁa&‘REW{'WI‘W@ 2e 104 does
not in the mtemmlmand EeqiBics syhihedib @ 108! TeldpRonPSifcAlS ah@kdypad nobi I ity

I Wt e e e S
4401 i n 1goband ﬁe)tei&rﬁigl telepRnefalik:l Contiél.unit 2101 performs control function mcludmg
registration. Control unit 2101 stores the SPID including the resident switching
node number in an internal memory and is responsive to a request from a switching
node received via a base station to transmit the SPID including the resident
switching node number to the requesting switching node.

15 Transceiver 2106 comprises both an RF transmitter and an RF receiver.
Transceiver 2106 demodulates voice signals transmitted by a base station and
couples these signals via the D/A section of converter 2104 and hybrid 2110 on to
loudspeaker 2112. Transceiver 2106 receives its input analog speech signals from
microphone 2111. These analog speech signals are coupled to the transceiver via

20 hybrid 2110 and the A/D section of converter 2104. Converter 2104 converts the
analog signals to digital signals which are then transmitted to RF transceiver 2106.
Conventional amplifiers 2113 and 2114 are employed for amplifying the analog
speech signals obtained from microphone 2111 and provided to loudspeaker 2112.

It is to be understood that the above-described embodiments are merely

25 illustrative of principles of the invention and that other arrangements may be devised
by those skilled in the art without departing from the spirit or scope of the invention.



Howevér, by exam ning hierarchical state word 605 of FIG 10, the nobility
managenent application of switching node 101 determmnes that it is at t he

top of the aut henti cati on hierarchical structure nd utilizes

resident swtching node in the 15 massz e from sw tc Mjmw"imu
transnmt a nessage to the nobility nman gerrent chi ng
node 108. The nobility managenent appl I cation of swtching

node 108 i Llaims:r esponsive to the nessage to nmake an entry that is
identical to entryq45 ' ls r switching
node 108. The ITDbI} 2\%:\%@%20&%&{%%& aﬁt‘!\e{:l cagpg'%%o JHOE‘ Fcﬁ?on‘{cl;ﬁnode 108

t hen rout edel emmaunmtmn syatenohawng dplupal t»nf gwitching gmdes, lengdh%vm t chi ng

node 110. -Eh:?ﬁofou“ ng may take a different path than that i ndi cat ed by
t he node_hie archy of FIG 2. When the nobility rranagerrent
appl i cat?on of swit staring aythensication informagignifora mohile telaphone permencily

i nformatio dksx&&ﬂrﬁﬁtcﬂmgrnbdéi&&hicﬂ th®Rlobilé hélép%bh&s}ﬁﬁn@éenﬂﬁ assigried; 11 and

transmts the authenticatjon informati i t aerrent
appl | Cat 1 on of "swi « EHFAIHE AP b puttentiCutonpIrAOn 1nd &g
appl i cat i omesident switohieg nodd uponlthe thobile elépHont yegistering &Dﬁledﬁstlﬁbﬁ 11. Note,
that the ngq oints to switching node 108 which is the

dent nguade ¥ iEhing pogd

resident n the nobility managenent application of
swi tchi i node 104 Stoangthetcspy bf thelanthenticationi inforBation orf the fimstinon- and node

nunber s of &i&i odd)8 to the nobility management application of
swi tching n&g 8%3:\9/\% @ﬂ stores this information in entry 1103 of
nobi l ity table 601 egntinpigg tg store the authentication informatiog on the&iyst now- be br ought

out at a | aésfdent bWﬁchthﬂoMﬁ%lﬁﬂfﬁérQﬁb mobile tephbASie @ Bistes iPfhet ed to by
t he aut henti ¢ tlon PO ntg‘#gaﬁ& he various records.” 35 Depending on
des |n t

the activi f§ G0t SWitghing p he aut henti cation hierarchi cal
struct ut®s may not redicwing th eopyt bfihe aathetixition aifonnationf fesnTdie it ion-i t has

not been u ?‘&Ment switching node after the mobile telephone registers on a second non-resident
switching node.

~

2. The method of claim 1 wherein the step of transmitting comprises the
step of requesting the copy of the authentication information from the resident
20 switching node by the first non-resident switching node.

3. The method of claim 2 wherein the step of removing comprises the
step of communicating a message by the resident switching node to the first non-
resident switching node to request the removal of the copy of the authentication
information.

25 4. The method of claim 1 further comprises the step of arranging the first
non-resident switching node in an authentication hierarchical structure with a set of
the plurality of switching nodes; and

storing the copy of the authentication information on another one of the
set of switching nodes of the authentication hierarchical structure;

30 continuing to store the authentication information on the other one of
the set of switching nodes after the mobile telephone re-registers on the resident
switching node; and



-17- + for a long period of tine or if other telephones are registering
requiring the nenory space. In that case, the authentication pointer

field will be "0". If the authentication poi nt er m

nobi ity managenent application mnust ej?#er go up-or H """I“ﬁm,”rm,

hi erarchi cal authentication structure ufitil it finds a swtchi ng rfod& whi ch
has 5 retained the authentication information. In general, the swi tching
‘node on which the rempysgthd eopyofshe &lthﬁzntladliOMHfmglaEOmfrem theptlienend he

aut henti cat o deci des
to unregi st iéf?ﬂ?alea (s:ésl c{?{as@trc g élodes a,tfter thepmobxle teleghcf)nesx’é’%ﬁ gl Cét%lggn

i nf or mat i on@@Fn&%Yl@bmﬁh%& nof/paut of she %lﬁb@ltl?@t@!dllemcm stmuptures om -

swi tching node 108 to do so, the nobility managenent application 01;1 10

swi tching node 110 ves . e 1101 and transmts a nessage tg the

mobi lity rranagé‘rgﬂl% P&B%‘Pﬁﬂ dovhercin thastepof remeving Ahe canyrafithey it t hat

it shoul & raithetﬂf 1catlonhﬁ'lft§1ir)angﬁ©§ 8hé5bﬂibi' aid df thé é’&of'ﬂbitéhn?é’ndfﬂt@?@ﬁﬁﬁﬁs de 101

appllcatlon SWi.t chi ng.node Mes.s 0, SW C|ng node

i nform ng t tSteﬁé’&c ngwﬁaééﬁ%?ﬁage by @BW‘%&I W ode;to renove

entry 1103. ndrbresident switchingomziede requiest the tenadviabof thi essy 6fithe aimheﬂticwoﬁ abl es

are as illu ?Jf&ﬂ{a‘ﬁgp and T1G 11 and PCS tel ephone 168 registers on sw tching
t

node 109. 'IJhe resulting changes to the nobility tables are illustrated
in FIG 12. The mbspmmmﬁagersmndmessaqubuthmthmmfofsmsechf ng node 109

request got hﬁv@lﬁﬂ?ﬁﬁde@% ieﬁﬂedt 0 tHPSth f’t’brfeQi'f the st ¢ srvﬁﬁ:thﬂ{gynéd@é flge nunber
4401 fromthe nob agenent application o
the copy o the authentlcatlon information.

6. An apparatus for distributing authentication information in a mobile
telecommunication system comprising a plurality of switching nodes, comprising:
means for storing authentication information for a mobile telephone
15 permanently by a resident switching node to which the mobile telephone is
permanently assigned;
means for transmitting a copy of the authentication information to a first
non-resident switching node upon the mobile telephone registering on the first non-
resident switching node; .
20 means for storing the copy of the authentication information on the first
non-resident switching node;
means for continuing to store the authentication information on the first
non-resident switching node switching after the moblle telephone re-registers on the
resident switching node; and :
25 means for removing the copy of the authentication information from the
first non-resident switching node after the mobile telephone registers on a second
non-resident switching node.

- 7. The apparatus of claim 6 wherein the means for transmitting
comprises means for requesting the copy of the authentication information from the
30 resident switching node by the first non-resident switching node.

8. The apparatus of claim 7 wherein the means for removing comprises
the step of communicating a message by the resident switching node to the first



20 switching node 104. The latter nmobility managenent apptH—cationmexam nes
mobitl ity table 1102 of FIG 11 and determ nes that a I

directory tel ephone nunber exists. The nobility manaa IH““I“‘L““IM“L
of sw tching node 104 transmts thig authentication inforcnati on td *
swi t chi ng node 109 and sends a nessage to the nobility managenent
application of node 110 informng it that PCS 25 telephone 168 is no

| onger r egi soreresident switching rode toyraquess the wmowakofithe copy 6f the authenticatioent

appl i cati on@f ~S\Wohchi ng node 110 renpbves entry. When t he

nmobi | ity managenment application of sw tching node 109 receives the
authentication information, it creates entry 1201 in table 701 of FIG 12.

Nt Ty 1102 B L G e e g e Ty
t he oSt PRy ToseREBENTIE A IR 26 AEtheRicalign %@Wﬁ@%ﬂé&&“fﬁfg‘"ﬁ athits s
gggs?g;aorbﬁlpﬁf “‘?g’“{fﬁ‘;‘g’m@m'ﬁhﬁ ?bdgsnmmgerre% appl i (r:]at i on of Isvm t chi ng node
regi st er ed. '?'he robiM§ang for S%g‘\'ﬁ“\géﬂélg‘g??{;&ﬁﬁ%ﬁb F@g;:"é’}igrﬁﬁ%(? .toﬁc?ﬁgﬁéﬂﬁﬁé?lw
updat es ent one &flthe sét of sivitching nddestofitheeaiibéntichtién Ierafchical stxidteret t his fact.
Note, that if PCS t gl cROPNonfifuiflg th &6 the Ghfien s ntsiHaton 3a4ke dtter

one of the set of switching nodes after the mobile telephone re-registers on the

10 resident switching node; and
means for removing the copy of the authentication information from the

other one of the set of switching nodes after the mobile telephone registers on the

second non-resident switching node that is not part of the authentication hierarchical

structure.

15 10. The apparatus of claim 9 wherein the means for removing the copy
of the authentication information on the other one of the set of switching nodes
comprises means for communicating a message by the resident switching node to the
first non-resident switching node to request the removal of the copy of the
authentication information; and

20 means for communicating a second message to the other one of the set
of éwitching nodes to request that the other one of the set of switching nodes remove
the copy of the authentication information.



[ nsteéd of switchi ng node 109, the nobility managenent application of

swi t.chi ng node 101 woul d have sent a nessage to sw tching node 104
informing it to renove entry 1102 of FIG 11. In turn, the nobility
managenent application of switching 5. 3gmode 104 woul d have sent a nessage
to switching node 110 to renove entry 1101 of FIG 11.

The swit chi ng I £ 0.l.e a‘u ein
which to stor’eﬂmﬁmgé&ﬂ%m v h“ﬁﬁﬁh‘é’?@f e, it is
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aut hehti.cation information and (2) delete its own entry for that particul ar
tel ephone 30 nunber. In addition, the nobility managenent application of

swi fchi ng node on whi ch t he correspogz' ng PCS tel ephone is registered
must informthe nobility managemnent iﬂ i cation of the resident

swi tching node that the tele -8 No | onger registered.

Consi der now the first enmbodi#eiis &|th respect to the previous 35 exanple.
FIG 13 illustrates the nobili g |l es for switching nodes 101, 104, 109,
and 110 where only the sw tchi ng_negdes upon which a PCS tel ephone is

regi stered E -19-
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registers onto switching node &9lin I&Nq of the infornmfENe — 3“9,_
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‘the resi-dent switchi ng node nunber. The nobility managenent application
exam nes nobility table 701 of FIG 13 and determnes that it has no

reference to the directory tel ephone er 4401. The nobility
managenent application then transmt nmessage up the authentication
hi er ar chi cal struﬂﬁto wi tching 15 node 104 requesting the

aut hentication in t% off™f or dlrectory t el ephonRel0f nunmber 4401. The

mobi |ity nmanageme¥0&GMERACHY i on of swi t chi[§§
1302 and determ nes that it does not have entication

i nformati on but that sw tching node 11Q. he aut hentication

hi er ar chi cal structure. Thi geer npMati gn i pd&™~el. _t he basis of the
node poi nter f|- d of 20 epery 1302. e nDbI|I]D5 N2 eMENTeRy |cat|:

of swi tching noti¥ v Bh Sd0dls - c Ao thqptl 4

hi erarchi cal str nwﬁy Swit o §18 mﬁ” dage r Q\%@
t he aut hentication --tion ahgd Nt o) | N ﬁh nod

this downward directio ayf catlon h|erarch|cal structure that

they are to refQpe ther entrl e spechmo t el ephone nunber 4401 in
their 25 nobil i t'y{SWTCHING]af {SWITCH ' ted the authentication

NG| 104 exam nes entry

I nformation to the NO pbi : ggnt { appl i cation of swtching node
104. e nob yhamagement application of swi tching node
110 is responsfve td the nessage to renove entry 1301 and to transmt

t he aut hent ijgati on [ forn% on pointed to by the authentication
pointer fiela e tching 30 node 104. The mobility
managemnent app ‘ﬁﬂij Eﬁﬁ&j? fchi ng node 104 is responsive to the
aut hent i cat i on LA - store this authentication information

and insert a pointer into entry 1402 referenci ng where the authentication
I nformati on Is stored. The nobility managenent application of
swi t chi ng node 104 then - transmts the authentication information to

the nobility managenent application of }é 'tc?éng node 109. The latter
nobi ity managenent application then in fdl entry 1401 into table 701

of FIG 14. FIG 14 illustrates the bﬁﬁkﬁ‘?[ﬂéﬂiﬁk’éﬂv”y t abl es

ks
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20 -, for switching nodes 101, 104, 109 and 110.

Consi der now the second enbodi nent where the sw tching nodes do not

store all of the authentication infornati%ﬁg FIG 15 illustrates with
4

respect to directory tel ephone numnbe 01 a situation where the
hi ghest switching node of the 5 authentication hierarchical structure,
swi tching node 101, has mai ntai ned a copy of. t he authentication

poi nter as indicated by the fact that entry 1503 of FIG 15 has a

pointer in the authentication pointer field. The other sw tching nodes,

swi t chi ng nodes 104 and 110 have not nmi ntai ned copies of the

aut hentication information and only have a "O' entry in their

aut hentication pointer field of the nobility tables. PCS 10 tel ephone 168
is considered to be registered on switching node 110 but is not

engaged in an active tel ephone call. I f PCS tel ephone 168
pl aces a call while registered on sw tching node 110 with nobility
table 706 containing the information illustrated in FIG 15, t he

nmobi | ity managenment application of switching node 110 has to request the 15
authentication information from sw tchififGede404. Since the

aut henti cation information is not present on switching node 104, the
nobi ity managenent application of switching node 104 requests the
aut hentication information from swi tching node 110 which has the

aut hentication information. The authentication information is then

transmtted fromsw tching node 101 to switching node 104 and
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*20
swi t ching
15 50 that they are

i denti cal
Once swi tching node 110 has the

to ent
aut h

WE

then to switchi ng node 110. The nobility managenent application in
nodes 104 and 110 then change entries 1502 and 1501 of FIG
1302 and 1301 of FIG 13.

ation infor rratfi on, PCS

t el ephone 168 can eenp bne call. e
respect to the sec&d lerds 51 der t he atuag bn| whe 2]?- CS
t el ephone 168 now rggi t:'é y Ng node 1% gnjthe Ll Ly [t abl es
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fatter nobili ty managenent application transmts the authentication

infermation to the nobility managenent application of sw tching node
104 which in turn conmmuni cates the a% ntication information to
swi tching node 109. After these oper a/1'®ns have been conpleted, the
state of the nobili 1 ' |||utrate§in FITGT J0-
FIG 17, in flow c t atleq tjhe opesat cgs erffqrifeq Qy a
swi t chi ng node upo e¢ Lajleqidjon reayest :Frgi_z.fﬂv,ej ephone.
Bl ock 1701 is resp%s eqt ftqd read ViR tSlleghdngd ruifbdr and.
node nunmber frioymd orle. :ontroI;i'E t¥™dn it lansfledrdd to
deci si on bl ock 170 eq tihd nobi | § tastdl 4 df |t He [nqQde to
deternmine if there B|BBber erB=| f r'ﬁla%ﬁﬁ@ ne of
t he PCS tel ephone. r gwijt ghi ng S e wiil I} rmaijntfain a
copy of the authent™ca{i ™ i tifo flor] a pert&d| omti vgn| | if
the PCS tel ephone i@ n B|RLlhe swimch rg & ASEH base
station. Henced i { B BTIETTHAT|™ user &f p B4S|TqrdpHoiNeihas gone
hone, has used their 15 telephone at honme, and th rerurned v eir
of fice. The swit chi ngRpede—setprg—th yOf fi cé“ti Ll-h [
copy of the authentgzaatli IInflorjmgt ijor] gr {t Her e esasp .CAP
within the authenti oR |Bler B EIIB| At +| &t ur EB R i
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swi tching node is thg mTghest—rnode T tHat—dut heng atTort Hrtet ar chi cal
structure. If the answer_ta decisio | ock 1704 1S pno request is sent to
t he next hi ghest node r‘alklg rjudtyrg for the aut heriBifcdt ijor iInffonmat i on
and control 25 is teansfggiead td dedi i on bl ock 270B.& 1177
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V4
resident's switching node number to route the request for the

authenti cation i nformati on. Then, control is transferred to decision
bl ock 1708. Decision 30 block 1708 is re- mcut ed until the authentication
information is received. Wen the aut6 tication information is
received, control s t7 TTC OTd®%ci si on blgk the
aut henti cation inf met%n \a eﬁ:elvdfromth r hen it iIs
necessary to fill o4t |t Jobt iy tables in th adt e
hi erarchical strucBigd ¥ ng ﬁ@xi sts. If tB@ntSd ' $ feceived
fromthe resident hoty, “e i$ 85|transferr&gd ' hck 1711
whi ch determ nes i es ogle is partgg S it § cati on
hi erarchi cal struc ze.é r{is yes, c gogﬁ red to
-22 - deci si ore g|lo eterm nesggt egt | hode i s
t he hi ghest node ime™] == fcqtion hierartti ced $tfugtdrg. [If the
requesting node is%‘not =1 node, th ift &8 8 ry {o send
t he aut henti cati on&§nflo&n he hi gher @@‘5 | n e|the
aut hentication hier nirc € so that thogg Tmodes—Cair IT11T- out 5
their nobility tabl eS—Hay s per forned b 2 i
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‘10 t'he-node which is indicated by an entry for the tel ephone nunber being

present in the nmobility table, then control is transferred to decision
bl ock 1716. If the authentlcatlon information is present on the node,
deci si on bl ock 171 control7fl® bl ock 1714. However, if the
aut henti cation inf -1 )t {present which is indicated by the
aut henti cati on poi ' bijl ity table for the 15 particular

t el ephone nunber b _ rql is transferred to decision block 1717.

The |l atter deci si om-
aut henti cati on

error and control Eg
If the answer is y@ni ¢
bl ock 1719 which requestus. '
| owest node in the :
block 1721 waits f

i nf ormati on from
information is recei

that indeed the node is part of an
gtructure. |If the answer is no, this is an
- to block 1718 for error processing.

"1l ock 1717, control is transferred to
té%entication information 20 fromthe next

hi erarchi cal structufe= |Ddcijsifon .
f the request for thaELtrerticatio
o [

Hevest sw tching node tihg gutjhgnti ¢a
ntrol is transfer to b \E +34-+—Hewey e
S
t

NogE 110
>

i f the authenticat i@ﬁ:' [ yn i S not recei ved Erer ~qonjt foll ils
transferred to bl o@&& quest the aut henti cap&g=354= i‘tn
fromthe next high e in the authentigat|® chi ¢al E
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-23 - bl ock 1801 is no, control is transferred to FIG 19. If a

t el ephone nunber entry is found by decision block 1801, this indicates
that the switching node is either the @Adent swi t chi ng node or part
of an authentication hierarchical structur respect to that
particul ar tel ephone nunber. Upon receiving control fromdecision 5 block
1801, when the answer is yes, decision block 1803 determnes if the

swi t chi ng node is the resident switching node. If it is the resident

swi tchi ng node, bl ock 1802 sends the authentication information to the

swi t chi ng node marked hgviind 4 t @ ephone be
the authentication in EnatiCn mgr eg aE" com n
swi tching node. Furtherg ftHe |rgsijdgnt sgtchi ng no
message to the sw tchiagirged—ghgt—hdd rmal ly rept
requesting it to rerm/gthe tlelfeghdng ngber entry
After t hese two = A, 'C'Ontrol is }
1813. — cecgm on blgck
no, control is = edi sipn bl odR
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t'el ephone nunber in the nobility table. If the pointer is not equal to zero
i ndi cati ng that the authentication information is present on the
swi t ching node, control is 20 transferred)g bl ock 1814. The | atter bl ock
transmts the authentication information to the requesting higher

swi tching node marking this information as comng fromthe

aut hentication hierarchical structure. Block 1816 then renoves the

t el ephone entry before transferring control to block 1817. Since the
request for the authentication i nformati on had come from the higher
swi tching node, this TEMCAS [TIaT TihegbCS 25 tell§y [ =)
regi stered on anot her ||t chiind node,| ame t he tel epts entry
shoul d be renoved for [td39 prgsant] swilt ckd ng node. =
Ret urning to decision cld 1#8Q6.1 jff it h& aut henti c: sl z&o0,
deci si on bock 1807 is|e&ecut €d whi ch [dewer m nes if siv { cleeng
node is the | owes it ghiin & the aut he ek af cl-cal
structure. If it igst paest 130 lswit &Bi ng noge 4 ent i pat@on
information i s not DS Elhen a messige is Reo y bl pcK1811
i ndi cating that they 2I€0 datli dn §i nf 0wt i on s s} . ock
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bl ock 1813. If the a8 @l |ddcilsijon| bkeck 180 Hopolfol |s|
transferred to &®ITR 1 whi ch FegBest t hgafTint) cpt] op | nf ofati on
fromthe next | oweB<35™sim | cjhijngl npde iy the aB®dn™rcal i bn h el aJ chical
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recei ved, control

Is transferred to bl ock 1811 which has al ready been
di stussed. |f the authentication information is received, control is
transferred to bl ock 1814 whose operations have al ready been
di scussed. Returning to Hbgﬂsi on.bl ock 1804 which
determ ned whether the request 5 for the authentication information is
from above or bel ow the present sw tching node. If the request was
from bel ow the present swi tching node, control is transferred to
deci sion block 1818. The Iatter deC|S|on bl ock determ nes whet her the
present sw tchi ng nodescg-tire—htghasty swt chi ng noge—Hp—-he—ay |g1t|on
hi erarchi cal structur@El|f jtHe Jprledent &\t chi ng nci gl tihg hi ghelst = _
switching node, 10 theg [cditjrqgl |iq tjrapsferred to sj an {blfock {18 The
| att er decision Sgk ldgtgrimi ed i the aut hetRchatli dn fi rff dr tedn is
present. |f the autheht$datlidn iInfag mation isjpggelsgntf, jthis i ab
error and control is t/Maqsflerdrdd ltd dl o 1828 for | F ﬁerrcr prioces& ng.
The reason that |t s E rdgali 4 tihdt e aut hent ilc45iE8N || Af dr nat] oes
shoul d have been E tihg autn'entlcatg)n = ilcdl Istfrutture
and the 15 highe ss ﬁnc&oce i t&t stru | gst} s ghi ng
node tested. |If t% aFil‘:‘-lrertlcctlon nf or g, : ntj, [C ntg)l i's
transferred to bIOt' E =] trgsmtsﬁ@ 1 atji gn
information to th qwijt dhilngi®iode as =P fromthe<
aut henti cati on hi &, al <tructLre ahd trans . e mgey ck"’-1827
Returning to deci sgon lgcgh-la& iff |t hg§ preseng s\m Hode |i 9 n 20
t he hi ghest switchi ng} &de |i n” tjhe euthe i cation hi e rghilcdl |stlr dct & e,
control is t ransfesrfed tjo jdgcijsijo | ock 1820 Wrchdeterfmds & the
aut henti cation i-1§rn'et"io-r ils pres&ﬁt on the av%te-kirg nqdq. Iféhe
answer i s yes, control2Lg t dagsfle d to bloc 22 asd dpdral on is
described bel ow. |f the':aawesis o, control |iS[Rarfsfleqdrdd Jt 4 Bl ock
1819 which request thgidytie #|cdt ijor ormati on 2@ %omthe rlext ghest
swi tching node in the authentitation hierarchical structure and

transfers control to decision bﬁ)ck 1821 to wait the arrival of
aut henti cati on
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“information. If authentication information is not received, this is an
error for the sane reasons as it was an error with respect to bl ock
1828. |f the authentication i nformat“zgal s received, control is
transferred to bl ock 1822 which sends th aut hentication information to
the requesting switching node after marking it as havi ng cone fromthe
aut hentication hierarchical structure. Further, block 1822 transfers
control to block 1823 which stores the authentication informati on and

updates the authentication pointer in the nobility table t oint to this
i nf or mati on. Retjurini 8 to decis bljodk [190%, i f S here
is not a tel ephone MEGF 39 gntjr fornhe PCS te % one.f qr (wWHorp ™
aut henti cation infor| ifjon] ils |bgi rig |r eQiest ed, Qdont riol{ ils tran erred
to decision bl ock 19pi=g—H& dotadi P det er mi ne¢ LHth
-25 - request i ngEgw i e & a lover $v@chi-rjg Inqdq in. 81e
aut henti cation ' —-Hucture. If itH et oV\hChI ng
node, control is &ralg bﬁ)ck 190& f Q_r%rocessmg; If it
is a |lower swtchm~ ils i ansf erces| edi §i an B} ock
1902 whi ch det er ritdTe s =Ta FT= & in§switc' s e oS
aut henticati on hiihghs ctlurle th thgﬁ ls;litchi g noﬁ | f
"the answer t BB odk {1902¥% s no, D ‘Ps"ﬁansferreg
bl ock 1905. If tHEgoghs@ deici & on bl s jyds
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dut henti cation hierarchical structure. If it is the hi ghest swi tchi ng node,
control is 10 transferred to block 1908 which request the authentication

i nformation fromthe resi dent swtchi nﬁ nide before transferring
control to 1909. Note, that the resident / wi t chi ng node sends the
.information directly to the switching node which is regi stering the

"PCS tel ephone. Returning to decision block 1907, if the answer is no,
bl ock 1911 requests the authentication information fromthe next highest
switching 15 node in the authentication hierarchical structure. Decision

bl ock 1912 awaits for unh mlcglonlnfor Ton 4o DWeiaed
and oncereceivedtran%s cadntfrdl [td = block 19 whi ¢h{séndis |t he
-
I
2

aut hentication inforna t|0 It He |ngxt| | r switch rodelmﬂicgwas
t he requesting sw tchi pgtode qcld _1191% stores th Ut Hent ilcdti =1
information and transf ¢rd [cdnilrdl |t d I oak 1916. 20| % Fl Gae 20
illustrates, in greate t i1l _ibas t a8 on 130. BhdE cnrtL_QJ,Ie-EZOOl

1%
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fesident switchi ng node upon the nobile tel ephone registering on the first

non: resi dent sw tching node; 10 storing the copy of the
aut hentication information on the first no resi dent sw tching node;
continuing to store the authentication mf&/%tlon on the first non-
resident switchin S hing after the nobile tel ephone re-registers
on the resi defit “swi't chi ng node; and /A= - renovi ng the copy
of the authentication information from At KEG ERIM resi dent

swi tching node after the nobile tel ephone regifters on a second

non-resi dent swi t chi ng node. ) , hod of claiml1
wherein the step of transmtting co W ?gp f questing the
copy of the authentication informti

Mt NUMGER o swi t chi ng node
by the first non-resident switching_node. 17023 The net hod
of claim2 wherein the step of Lo/ ‘RE@I HFO D0E step of

communi cating a nessage by the §eside T oagg_ 10 the first non-
resident switching node to request the_renpva of t 71:5)py of the

aut henti cati on i nformati on. 25 AUTHENTICATION Th&NOet hod of claim 1
further conprises the step of afrangi ngmmmmo}ppggsgm ngn-redi dent
swi tching node in an auyjpantica |on hIerar chi Cp§ ructure vmthaq;nof
the plurality of sw tghing odek Qpy ©
t he aut henti cati on NOAf or maAUTHENH Tlﬂﬂot her \one pf the AUTHENTICATION NG
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set of switching nodes of the authentication hierarchical structure; 30
contjinuing to store the authentication information on the other one of
the set of switching nodes after the nDbH(%téﬂephone re-registers on the
resi dent swi t chi ng node; and -] /
-28 - renovi ng thegi
fromthe other one of the setS
t el ephone regi sters on the second fnon
not part of the authentication Jiq : :
The nethod of claim4 wherein t K ' :.uhe copy of the 5
authentication information on the ; ; e f sw t chi ng nodes
conpri ses the step of conmpm e resident
swi tching node to the first g node to request the
renoval of the copy of the authe ; and
communi cating a second nessage 4 <l he set of 10 switching
nodes to request that the other g i t chi ng nodes Qgnove

>

o of t he authentication infornation
: nodes after the nobil e

sggtchlng node that is
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6. Af apparatus for distributing authentication information in a nobile
t el gconmmuni cation system conprising a plurality of sw tching nodes,

conpri si ng: means for stor 8 aut henti cation information
for a nobile tel ephone 15 permanently by &ﬂ sident switching node to
whi ch the nobile tel ephone is per manently assi gned,

means for transmtting a copy of the authentication infornmation to a first
non-resi dent swi tchi ng node upon the nobile tel ephone registering on the

first non- resi dent sw tching node; 20 means for storing
the copy of the authentication information on the first non-r esi dent
swi t chi ng node; means for continuing to store the

aut hentication information on the first non-resi dent switchi ng node
switching after the nobile tel ephone re-registers on the resi dent

swi tching node; and 25 neans for renovi ng the copy of the

aut hentication information fromthe 4F)|resident sw t chi ng node
after the nobile tel ephone registers on a secon non-r esi dent
swi t chi ng node. 7. The apparatus of claim6 wherein the
means for transmtting conpri ses nmeans for requesting the copy of the
aut hentication information fromthe 30 resident switching node by the first
non-resi dent swi tchi ng node. FROM. FIG. 18 8. The apparatus of claim?7
wherein the means for renoving conpr the step of communicating a

nmessage by the resi dentigﬁx\ntchl ng no to the first
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I P

-29 “‘ : non-resi dent sw tching node to request the renoval of the copy
of 42 he authentication i nf or mati on. 9. The apparatus of
claim6 further conprises neans for arran? S t he first non-resident
swi tching node in anﬁ&ntl alon hi eraw cal structure with a set 5 of
the plurality of sw é and means for storing
the copy of the auth gw;mnr] anformatlon on anot her one of the set of
swi t chi ng nodes of t authentcation hi efarchical structure;

means for continuing to store the aut 4 mati on on the other
registers

one of the set of s

on the 10 resident switching node; agytf CONTROLLER means for renoving

the copy of the authigntication infornmation fromthe ot her _ope of the
after the nobile tel ephone registers ongthe

set of switching nod
second non-resi dent +208i ng node that is not part of the autRentication

hi erar chi cal strdcture. 13 10. Whg apparatus jof claim9
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VV

aut he.mlcatlon i Af ormati on; and 20 means for conmunicating a
second nessage to thé ot her one of the set of switching nodes to
request that the other one of the set of sw tching nodes renove t he

copy of the authentication information,

TEMPORARY STORAGE OF AUTHENTICATION INFORMATION
THROUGHOUT A PERSONAL COMMUNICATION SYSTEM
Abstract
Allowing multiple copies of authentication information for a mobile
5 telephone to exist in switching nodes of a distributed switching system. The mobile
telephone is only registered on one switching node at a time. One copy is
maintained on the resident switching node, and another copy is maintained on the
switching node on which the mobile telephone was last registered other than the
resident switching node. If the mobile telephone normal only registers on the
10 resident switching node and one other switching node, the authentication information
. is present on both switching nodes, and both always have the authentication
information to register the mobile telephone stored internally which speeds up the
~ registration process. Further, the authentication information does not have to be
repeatly communicated through the distributed switching system. If the switching
15 nodes are arranged into an authentication hierarchical structure, the authentication
information remains stored on a switching node that last used the authentication
information within the authentication hierarchical structure, so that all switching
nodes in that authentication hierarchical structure can access the authentication
information.
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