iiiELECTRONIC APPARATUS AND TERM NAL FIELD  Enbodiments described . _
herein relate generally to an authentication techni que capabl e of

authenticating a plurality of devices by cooperation of t mwmm
BACKGROUND The d obal System for Mbile Commrunications ( W’"’ el ess
communi cation systemused for digital cellular telephony. As:pRaas having a
function of 10carryi ng out authenticationjof-a user on_the GSM network, and

ef fective accounting nmanagenent, Subscriber ldentity Mdule (SIM is known.
As a technique for utilizing the authentication function ou "" ﬁm r
wirel ess LAN sef¥teRontBesepARA RS Lkt enesybigr Aut hent i cat IIW fﬂﬂl IWWJM
Met hod for GSM Subscriber ldentity Mdule (EAP-SIM. It shoul d;he noted

- that EAP is a protocol obtained by extemding t he mechanism of —
Poi nt-to-Point Protocol (PPP) used in the -Internet, and intended for
wi rel ess LAN. 20l ncEnbntahbytsi detbei BAR- Bebbial thbagh gepeotdtpl tos

defined between a supplicant corresponding to a data device, and
aut henti cat or eoraespendingtionceethfiigati capalotdorftyuthdnsi¢stangrat ocol

5 plurality of devices by cooperation of the devices.
. BACKGROUND
The Global System for Mobile Coﬁmunications (GSM)
is a wireless communication system used for digital
cellular telephony. As means having a function of

10 carrying out authentication of a user on the GSM
network, and'éffective accounting management,'a
Subscriber Identity Module (SIM) 1is .known. As a
technique for utilizing the authentication function of
the SIM for wireless LAN sefvice, there is an

15 Extensible Authentication Protocol Method for GSM
Subscriber Identity Module (EAP-SIM). Itvshould be
noted that EAP»is a protocol obtained by-extending the

_meChanism of Poiﬁtfto—Point Protocol (PPP) ﬁéed.in the
.{nterngt,'and intended'fér wireless LAN.

20 Incidentally, in thé EAP-SIM, §lthough a protocol
is defined between a supplicant corresponding to a data
device, and authenticator cérrespondiﬁg to |
certification authority(’this is a protocol
correspondiﬁg to a configuration having one supplicant

25 and one authenticator.

Accordingly, when a plurality of supplicants are

present, although the authenticator needs to execute



fcorrésponding to a configuration having one supplicant 25and one

aut henticator. Accordingly, when a plurality of supplicants are present,

al t hough the authenticator needs to execute 2 the aforenentioned

aut hentication operation for each of the supplicants, then each of the
plurality of supplicants has to carry out an authentication operation
together with the authenticator at 5independent timng, and it is difficult
to assure an effective authentication operation due to, for exanple, signal
conflict, repetition of a duplicate operation, and the like. BRIEF

DESCRI PTI ON OF [ HE ; PBAVDNGS: 4Qch! SutheheidRre¥AMBLbaEYtSbAN@br each of
delivery/receipt chart showing a procedure in which tw supplicants

cooperate w'thtgachugbhetahesgXxeadhecabhadthenti patiraniepesati on toget her
wi th an aut henticator according to an enbodinent. 15FIG 2 is an exenplary

si gnal deliveryghpetecphtehaat shovhpgyaoproaadauehentwBachohhr ee
supplicants cooperate with each other to execute an authentication
operation togebtberawibth angathhenwitht bheaeoohdnngchborhetenbodi nent.
20.FIG 3 is an exenplary signal delivery/receipt chart showi ng a procedure
i n whi ch5t-hr eeisdppendantstéBoper aredwithicadhféiRerdtt §0eREEULE AR

aut henti cation operation together with an authenticator according to the
enbodi ment . 25FfF&ecEivs éHtgﬁéﬁﬁFéF9o§i@ﬁﬁFaHéPPng?/F@ceﬁﬁF gramPLl&nowi ng

a procedure in which thr%?_supplicants,coop%rate with each other to execute
an authenticat?&ﬁnal.con ict, repetition of a duplicate operation,

~and the like.
BRIEF DESCRIPTION OF THE DRAWINGS

10° FIG. 1 is an exempiary signal delivery/receipt
chart showing a procedure in which two supplicants
cooperate with each 6ther to execute an authentication
operation ﬁogether with an authenticator according to
an embodiment. | |

15 FIG. 2 is an exemplary signal delivery/receipt'
‘chart showing a procedure in which three supplicants
cooperate with each bther to execute an authentication
operation together with_én authenticator according to
the embodiment.

20. _ FIG. 3 1is an exemplary signal deliverY/receipt
chart showing a procedure in which three sﬁpplicants
cooperate with each other to eXecufe an aﬁthenﬁication
operation together with an authenticator according to
the embodiment.

25 - FIG. 4 is an exempla:y_signal delivery/receipt
‘chart showing a procedure in which three supplicants

cooperate with each other to execute an authentication



3 operation together with an authenticator according to the enbodi nent.
FIG 5 is an exenplary view for explaining an exanple in which the

aut henti cati on systemis applied 5to pover supply service for an electric
vehi cl e according to the enbodi nent. "FIG 6 is an exenplary signa
delivery/recei pt chart showi ng a procedure in which two-supplicants
cooperate with each other to execute an aythentication 10operation together
wi th an aut henticator according to a second enbodi nent. FIG 7 is an
exenpl ary signal ' delivery/receipt chart showing a procedure in which two

suppl i cant's Co§9 ?‘Eforw &@@9& o el 40 Sxecsl e @l SHtAeAt&ald of

150peration t er MAt an aut henticator according to a third enbodi nent.
DETAI LED DESCRIPI1 ENodiment | N general, according, to one enbodi nent, an

el ectroni c device connected to an authentlcatlon devi ce 20t hrough a flrst
communi cat i on net worke. apdi & ushhexeepnaegt edeyofanothpraehess roni c device

t hrough a second -conmuni cati on network executes authentication of the
el ectroni ¢ devécemahd amothech etlect awnhentdevaceobysdatamdes i appyiedcei pt
conformng to a predeterm ned 25procedure between the el ectronic device and
t he 5 to power supply service for an ‘electric vehicle
according to the embodiment.

fIG. 6 is an exemplary signal delivery/receipt
chart showing a procedure in which two supplicants
cooperate with each other to execute an authentication

10 operation together with an authehticator according to a
second embodiment.

FIG. 7 is an exemplary signal delivery/receipt
chart showing a procedure in which two supplicants
cooperate with each other to execute an auﬁhentication

'15. ' operation together with an authenticator according to a
third embodiment.
DETAILED DESCRIPTION
In general, according to one émbodiment, an
eleétronic device connected td an authéntication device
20 through a first communicatibn network, and further
connected to another electronic device through a second
- .~communication néfwork.éxécutes éuthentication of the
electrqnic device and another electronic device by data
delivery/receipt conforming to a predetermined
25 procedure between the electronic device and the

authentication device through the first communication

network, and data delivery/receipt between the



faut hentication device through the first conmunicati on network, and data
delivery/receipt between the 4 electronic device and another el ectronic
devi ce through the second comruni cati on network. [First Enmbodi nent]

Herei nafter, this enbodinent will be described 5below-in detail with
reference to the draw ngs. FIG 1 is an exenplary signa
delivery/receipt chart showing a procedurg in which two supplicants of this
enbodi ment cooperate with each other to execute an authentication operation
together with an 10aut henti cator. In the procedure showmn in FIG 1

an authenticat@icdy -BRPE! 8ot €E81 RRl ZnotRELEE]1SHPRbAEANEeBicanthsbaye
supplicant 4 execute signal delivery/receipt. The authenticator 1 and

nobi | e term nath saBoABCceskth Cakeivht heeashkot her through a GSM (for
exanple, a cellular line). However, the comunication system between the
aut henti cator lrapdtnmbhbbaifhentrinal 2 is not limted to GSM Further, the
mobil e terminal 2 has a comunication function different fromthe cellular
20li ne, for exanpl eHeaewnrékess tbAmurinbatiornturdtilioheofiescribed

5 ‘ below in detail with reference to the drawings.

FIG. 1 is an exemplary signal delivéry/receipt
chart showing a procedure in which two supplicants of
this embodiment cooperate with each other to execute an
authentication operation together with an

10 authenticator.

In the procedure shown in FIG. 1, an authenticator
1, mobile termiﬁal 2, master éupplicant 3, and slave
supplicant 4 execgté signal delivery/receipt.

The authenticator 1 and mobile terminal 2 caﬁ

15 communicate with each other through a GSM (fér example,
a cellular line). However, the communication system
between the authenticator 1 and mobile terminal 2 is
nOt_limited.to GSM. Further, the mobile terminal 2 has

.a communication function different from the cellular

20 ‘line, for examplé, a wireless communication function of
a short distancé, wireless LAN (WLAN) function or the
like, and can also function as an access pbint (AP) .

The master and ‘slave supplicants 3 and 4 each have
a SIM function, and function of a wireless LAN slave.

25 unit.. The master supplicant 3 and slave supplicant 4
can communicate with each other through the wireless‘

LAN. However, the communication system of the master



fa short distance, wireless LAN (WAN) function or the like, and can al so
function as an access point (AP). The master and sl ave supplicants 3
and 4 each have a SI M function, and function of a wireless LAN sl ave
25unit. The master -supplicant 3 and sl ave supplicant 4 can conmunicate with
each other through the wireless LAN. However, the communication system of
the master 5 supplicant 3 and slave suppllcant 4 is not limted to the
wireless LAN, and it is sufficient if the suppllcants 3 and 4 can be
connected to each other by any communi cation system Accordingly, the

master and 55*?%%ﬁ§%88h%0%”55d3 gQQe ﬁﬁgglégaﬂ§02r Q'HSQ §§mggggugbcat|on

devi ces each o ich1s provide securing funct , a

procedure for %h%n%thQE%%e£XNreﬁﬁHpEtfQ% %UE@?BEbﬁ%th@ntﬂ%|| be descrlbed
bel ow. It shoul'd be 10noted that the signal delivery/receipt procedure will

be described i rugpnfieamitky 3wahh uheaspeel toaatteBdotol EEER88ZhelXbl0
correspond to the two roles of the "supplicant” and ."authenticator”. Wen
t he nobil e terqm@abo&manchESbarsyup@hlcantc8ra5n§ﬂ9,ceﬁ@emhedeEanach
other through a wireless LANin a state where the nobile termnal 2 can
comuni cat e w shatviee sapplieckntat 8r abd vheamabterpssappkicant a3 transnmts an
EAPOL-Start signal in step SO1 to the authenticator 1 through the nobile
termnal 2 in &oEBWd4REs Iant HENé CROEARCS| MEawhheht Leabirol igrdcedthea

It should be noted that the nobile term nal 2 bears a function of
transferring aS&ic§randt PAEEFPPRe mast er suppllcant 3 fronmto the

aut henticator 1 which are different from each qther communi.cati_on

system 25Accor di ngNF¥ti'n & R& OFFEEEGud Oaf e Phi gelﬂﬁgréﬁéﬁéFﬁgﬁ for
authentication will be described below. It should be
-10 noted that the signal delivery/receipt procedure will

be described in conformity with the specification of
TEEE 802. 1X to corréspond to the two roles of the
"supplicant".and_"authenticator"
When the mobile terminal 2 and master supplicant 3
15'. aré connected to each other through a wireless LAN in a
state where the mobile terminal 2 can commumicate with
the authenticator 1, the master supplicant 3 transmits
an EAPOL-Start signal in'step'801 to the.authenticator_
1 through the mobilé terminal 2 in accordance with the
20 : EAP—SIM authentication procedure.
| It should be noted that-the mobile terminal 2
bears a function of transferring a signal to/from the
master supplicant 3 from/to the authenticator 1 which
are different from each other in communication system.
.25 "Accordingly, in the procedure after this, the operation
of the mobile terminal 2 will not be mentioned, and a

description will be given on the assumption that the



fof the nobile termnal 2 wll not be nentioned, and a description wll be
given on the assunption that the 6 authenticator 1 and each of the naster
and sl ave supplicants 3 and 4 directly carry out signal delivery/receipt.
In step S02, the authenticator 1 which has received an EAPCL-Start signal
transmts an EAPRequest/ldentity signal to the master supplicant 3, and
mast er supplicant 3 which has received-thg signal transmts an

EAP- Response/ldentity signal. In step S03, the authenticator 1 which has
10recei ved t he EAP- Response/ldentity signal starts authentication

processing, angduthansiticdn EARRgOLSsh/ SF MRt ahdsstgnahdt 914%e mast er
supplicant 3. Further, an EAP-Resbonse/SIM Start signal which is a response

signal to the EABpB@ayﬁ§§/§lAﬁéiafalﬁégﬂ tsriprecei yegnkrom the naster
supplicant 3. In step SO4, the authenticator 1 transmts an

EAPRequest / SI Miéhal-kengeesegpal to the supplicant 3 in order to carry out
aut hentication for determ ning whether or not the master supplicant 3 is a
val id 20devi ce. TheImastep S§0ppl kbanau8henamsatbs anwEAPh has '
Response/ SI M Chal | enge signal which is a response.signal thereto to the
aut henti gat or feceived aWhQABQLhéh@FEaﬁb@nilchﬁaﬁéméFﬁlﬁ@ WhBrher or not

the master supplicant is a valid device by anal yzing 25t he regponsg
signal . For ex ﬁﬁPéSt/FdﬁgtHEYe?hﬂﬂ%H WhetRermaFtRbt SHRBL$GPPFi cant™® is a

val i Vi nal yzin r
alid de .Ce b%agtgrysupgllcgg% ¥ptkgghcggg %Qgégggg Lgetgg ngponse

transmits an EAP-Response/Identity 51gnal.
In step S03, the authenticator.l which has
10 received thé EAP—Response/identity signal starts
authentication proce551ng, and transmits'an EAP-
Request/SIM/Start’ 51gnal to the master suppllcant 3.
Further, an EAP-Response/SIM/Start signal which is a
response signal to the EAPjRequest/SIM/Start signal 1is
15 received from the master supplicant 3.
In step S04, the aﬁthenticator_l transmits an EAP-
‘Request/SIM/Challenge signal to the suppli@ant 3 in
order to carry out authentication for determining
whether or not the master supplicanﬁ 3 is a valid
20 device.  The méster supplicant 3 transmits an EAP-
Response/SIM/Challenge signal which is a.response
signal thereto to the authenticator 1.
The authenticator_l can determine whether or not
the master supplicant 3 is a valid device‘by analyzing
25' the response signal. For example, it is determined
whether or not the supplicant 3 is a valid device by_

analyzing a decryption code included in the response



¢7 signal of.the master supplicant 3. When the authenticator 1 can
correctly carry out authentication, an EAP-Success signal is transmtted to
the master supplicant 3 in step SO5. Having received 5this signal, the
master supplicant 3 recognizes that its own device has correctly been

aut henti cat ed. : Subsequent |y, an authentication procedure for the

sl ave supplicant 4 will be described bel ow. MWhen the master supplicant 3
determ nes that 10authentication of the slave supplicant A has not been
carried out yet, the supplicant 3 transmts, in step S06, an EAPOL- Start

signal for requeshd NG, ¢ henaubhendi catgsr dc4d0c sgart authentication
processing again"wthin a predetermned tinme after conpletion of

15aut hentication ofyhés oM8 devheegriOatbe authentbeasotlt.carry dut
identifier indicating that the nmaster supplicant transmts the EAPOL-Start
signal on behakfitiéntheaslave supphbcantceony dHegmaleds tiorhen BARGL -8 art
20si gnal , or when the master supplicant ascertains an identifier ID of the
sl ave suppl i canhe mhetemsteppiipphi cinin nayemdsiOb he Haleimd ffereiEdf the

sl ave supplicant to the EAPOL-Start signal to thereby transmt the signal
25The aubhent i thisrsignmi chthasneseef vedrr hecEAPCE - r&EeR i s gnltatarries -

out the followi ng determ nati on. The EAPOL-Start sjgnal. has geen recei ved
fromthe 1tS own device has correctly been authienticated.

Subsequently, an authentication procedure for the
slave supplicant 4 will be described below.

When the master supplicant 3 détermines that

10 © - authentication of the slave subplicant,4 hés not been
carried out yet, the supplicant 3 fransmits, in step
S06, an EAPOL-Start signal for requesting the
authenticator 1 to start authenticafion processing
again within a predetermined time after completion of

15 authentication of its own device to the authenticator
1.

An identifier indicating that the master
sﬁpplicant transmits the EAPOL-Start éignal on behalf
of.the-slave supplicant may be added to the EAPOL—Starp

20 signal, or when the master supplicant ascertains an.:
identifier.ID of the slave supplicant, the master
supplicant may add the identifier.ID of the slave
supplicant to the EAPOL-Start signal to thereby
transmit the signal.

25 | The authenficator 1 which has received the EAPOL-
Start signal carries out the following determinatian

The EAPOL-Start signal has been received from the



*8 sanme supplicant which has al ready been authenticated within a
predetermned tinme after the authentication processing of the naster.
supplicant 3, and hence the authenticator 1 determ nes that the EAPOL-Start
signal 5has been.transmtted thereto fromthe nmaster supplicant on behal f
of the slave supplicant. Al ternatively, when an identifier indicating
that the signal has been transmtted on bghalf of the slave supplicant as
descri bed above or an identifier ID 10(identifier ID of the slave
supplicant 4) different fromthat of the master supplicant 3 is added to

the EAPCL'Star%aﬁgg%%é?lﬁggnﬂukﬂ§ﬁhiE%EOEl%eHH§|bé@ﬁ Lhenadded.daka to

determ ne that t Start signal has been transmtted thereto fromthe

mast er 5Upp|iC%@Eh%nléo%rQ%@%EEmQEeBh%i%Eaﬁ%t§¥thEC§ﬂEhénticationFurther,
when the aut henticat or has determ ned that the signal is an EAPOL-Start

si gnal transni biredeshengt ofonnbehaktcef stbg1skave syupphbcashcé hyeany one
of the above nethods, the authenticator 1 transmts, in 20step S07, an
SAP- Request / | danttihey tdicgnalr tlodehkechiaespetiati ched@APOLFSEars addedl

The specific identifier may be shown by setting a certain specific bit or
the specisfic i dhest bieiear teansbe tirade thy regki dgomhéhdeseistatri snraddcess of
t he SAP- 25Request/ldentity signal to be transmtted a nulticast, address or -
a broadcast ad@@e@@haﬁérPﬁgﬁbewﬁéﬁvﬁhéupﬁéﬁﬁﬁﬂﬁer I D of the slave

Alternatively, when an identifier indicating that
vthe signal has been transmitted on behalf of the slave
supplicant as described ebove or an identifier 1ID

10 (identifier ID of the sleve supplicant 4) different
from that of the master supplicant 3 is added to the
EAPOL-Start signal, the authenticator 1 utilizes the
added data to determine that the EAP-Start signal has
been transmitted thereto from the master supplicant 3

© 15 on behalf of the slave supplicant 4.

Further, when the authenticafer 1 has determined
that the signal is an EAPOL-Start signal transmitted
thereto on behalf of the slave supplicant 4 by any one
ef the above methods, the authenticator 1 transmits, in

.20. Step S07, an EAP—Request/Identity signal to which a
specific identifier is added. ‘

The specific identifier may be shown by setting a
certain specific bit or the specific identifier can be
made by making the destination address of the EAP-

25 Request/identity signal to be transmitted a multicast

- address or.a broadeaet address.

. Further, when the identifier ID of the slave



*Q supplicant 4 is added to the received EAPOL-Start signal, an
EAP- Request/ I dentity signal a destination address of which is nade the
identifier 1D of the slave supplicant 4 nay be transmtted. 5The master
supplicant 3 receives the EAP- Request/ldentity signal transmtted fromthe
authenticator 1. Wen the received EAP- Request/ldentity signal corresponds
~to any one of the follow ng cases, the_master supplicant 3 determni nes
10t hat the signal is not addressed to its own device. (1) A specific
identifier is added to the signal.  (2) The destination address is not for

Its own deviceg %%hcéLEEQ the,aHbhenti eaki eB-af yEhSpR¥BLdEYhee has been
conpl eted, the #g t that an EAPOL-Start signal has been 15transmtted on

behal f of the.%h@%@1§uaaltﬁ@nﬁeggeg%VQhea@i;@ngiaaaEAB-ng@@ab&&eantity
signal is received within a predeterm ned tine. Furt her, the naster

suppl i cant 3 t pakgkess othanhEAR- Requwast/ tdentut)tsicgaal 1D0othensl aveve
supplicant 4. 20The sl ave supplicant 4 which has received this signal
transmts an SARpBespensekl dept by tebgsali ttedt he aut henticator 1. In
steps SO08 to S09, the authenticator 1 carries out 'authentication
processi Ag of the sl|Tdee reusppli capp 14 ca2Bt Br seglk itvke the EAP-

EAP- Request - Response/ SIM Start processi ng, and _

EAP- Request - ReRe6ines/LSINEChALY eidonplotEsasAg tERIt AECFaBemanner as

descri bed above. Further, when the _

_ authenticator 1. When the received EAP-
Request/Identity signal corresponds to any one of the
following cases, the master supplicant 3 determines

10 that the signal is not addressed to its own device.
(1) A specific identifier is added to the signal.
(2) The'destination address is not for its own device.
(3) After the authentication of its own device has been
completed, the.fact that an EAPOL-Start signal has been
15 transmitted on behalf of the slave supplicant is
retained, and an EAP-Request/Identity signal is
received within a predetermined time.
Further, the master supplicant 3 transfers the
EAP—RequeSt/Identity signal to the slave supplicant 4.
20 The slave supplicant 4 which has rgdeived this signal
transmits an EAP-Response/Identity signal to the
authenticator 1.
In steps S08 to S09, the authenticator 1 carries
out ‘authentication processing of the slave supplicant 4 -
25 | through the EAP-Request-Response/SIM/Start processing,
and EAP-Request-Response/SIM/Challenge processing in

the same manner as described above. Further, when the



*- 10*- authentication has been carried out correctly, the authenticator 1
transmts, in step S10, an EAP-Success signal to the master supplicant 3 to
notify the supplicant 3 of the conpletion of the authentication of 5the

sl ave supplicant 4. The master supplicant 3 transfers the EAP-Success
signal to the slave supplicant 4. In step S11, the authenticator 1
transmts an EAPSuccess signal to the masgger supplicant 3 which has
10transnmitted the EAPOL-Start signal thereto on behalf of the slave
supplicant to notify the supplicant 3 of the conpletion of the

aut henti cation,QfhLhe; QL Pesn SHRPP! beant cadPe@UbheNtbERLOE 1 ¢, Nohéfi es the
mast er supplicant 3 of conpletion of the authentication by 15adding, for

example, the |IRyphethecsuppl icapinadtibentigattop 9fioynhbshehassheesss :
successfully conpleted to the signal. Hereby, it is possible for the naster
supplicant 3 teigsgertai bthéheaauthestipoaiednsupptocantifandhdet erm ne that
the supplicant is an authenticated 20valid device. Further, it is
possi bl e for thepalibenti 8abdrtiet oompléef yonhef nhseerushppticaniod of an
encryption key used for the encrypted conmruni cation between the

aut henti éat or - thandlsvaveuspppriacant - 4, TapdrapsernebPpPyigsnhe3sl ave
supplicant 4 of an encryption key used for the encrgpted conmuni cati on
bet ween the_auFHéﬁFﬁ@éFthﬁ BERH-AESEePSshpprrtahf SNeHEFRB§, it al so
becones :

supplicant 4.

In step S11, the authenticator 1 transmits an EAP-

Success signal to the master supplicént 3 whiéh hés

10 transmitted the EAPOL—Sfart signal thereto on behalf of
the slave supplicant to'notify the supplicant 3 of the
completion of the authenticatiqn of the other
supplicant. "The authenticator 1 notifies the master
‘supplicant 3 of completion of the authentication by

15 - adding, for example, the ID of the supplicqn?
authentication of which has been successfully completed
to the signal. Hereby, it is possible for the master
supplicant 3 to ascertain the authehticated supplicant,
and determine that the supplicant'is_an authenticated

20 valid device.

Further, it ié possib;e for the éuthentiéator 1 to
ﬁdtify the master supplicant 3 of an encryption key
used for the encrypted communicétion between the
authenticator 1 and slave supplicant 4, and also notify

.25 the slave supplicant 4 of an encryption key used for
the encrypted communication between the authenticator 1

and mastef supplicant 3. Hereby, it also becomes



*posst bl e for the master supplicant 3 and slave supplicant 4 to carry out
encrypted comruni cation with each other. [Variation 1 of First Enbodi nent]
5FIG 2 is an exenplary signal delivery/receipt chart showi ng a procedure
in which three supplicants of the enbodi ment cooperate with each other to
execute an aut hentication operation together with an authenticator. It
shoul d be noted that parts identical 10 tjg the first enbodi nent are denoted
by reference synbols identical to the first enbodinment, and a detail ed
description of themare omtted. In the procedure showmn in FIG 2, an

aut henticator Jos8Dbid erd er i daha <o MBSES51 SR | Taiiq 184ave 15supplicant
4, and sl ave supplicant 5 execute signal delivery/receipt. Further, the

mast er suppl i canbp Bi €@ di restdyr epronini €t eypt ddd Sbawien seppl dreanitsh 4 and
5. The naster supplicant 3 carries out its own authentication operation
bet ween itsel featid ¢hiee20 aut henticator 1. This procedure is identical to
steps SOL to SOU4 of the procedure shown in FIG 1, and hence a description
thereof is om {VediaVhen aubhenirsatimgrodasebekbn carried out '
correctly, the authenticator 1 transmts, in step S21, 25an EAP- Success
signal td the nasteFISuppl ieanr SxemhbaprssegnabppeitvntyrofeEht has

received this signal recognizes that its, own device has been_correct%y
chart showing a procedure in which three supplicants o

the embodiment cooperate with each othér to execute an
authentication operation together with an
authenticator. It should be noted that parts identical
10 to the first embodiment are denoted by reference
symbols identical to the first embodiment, and a
:detailéd description of them_aie omitted.
In the procedure shown in FIG. 2, an authenticator
1, mobile terminal 2, master supplicant 3, slave
15 . supplicant 4, and slave supplicant 5 execute signal
delivery/receipt. Further, the master supplicant 3 can
directly communicate with slave supplicants 4 and 5.
" - The master supplicant 3 carries out its'owh-
‘authentication operation Eetween itself and the
20 "authenticator 1. This procedure is identical to steps
S01 to S04 of the procedure shown in FIG. 1, and hence
" .a description thereof is omitted.
When authentication has been carried out
correctly, the authenticator 1 transmits;‘in step S21,
25 an EAP-Success signal to the master supplicant 3. The
master 5upplicant 3 which has received this. signal

fecognizes that its own device has been correctly



- 12'- authenticate d. Subsequently, an authentication procedure of
sl ave Supplicant 4 shown below is executed. Wen the master supplicant 3
determ nes that authentication of slave supplicant 4 has not been carried
out yet, the supplicant 3 transmts, in step S22, an EAPOL-Start signal for
requesting the authenticator 1 to start authentication processing again
within a predetermned tinme after conpl etion -of 10aut hentication of its own .
device to the authenticator 1. ~ When the authenticator 1 which has
received thi's signal determnes that this signal is the EAPOL-Start signa
transmtted thgretenenchebal f of slave 15supplicant 4, the authenticator 1
transmts an EAP- Request/ldentity signal to the master supplicant 3 in
step S23. The nastepupdpphiesany, 3anesetventibet EAPRegoestihtdent i $yasé gnal
transmtted fromthe authenticator 1. The master supplicant 3 transfers the
20EAP- Request / sdeplitynsi gnahotvo is¢ hve ssippkecantdd. In step S24,

sl ave supplicant 4 which has received this signal transmts an

SAP- Response/ | dent i Wpesi ghal meeteheswapt écastippl debarmBneFhehamst er
supplicant 3 transfers the received EAP-Response/ldentity signal to 25the
aut henti 2at or autkapségaehenyolt hbavat FeRPt LaRBF 4 RaFries Refn

aut henti cation processi ng of slave su icant 4 through the,
EAP-Request-ReaﬁégﬁﬁélﬂP%té?F' ghﬁSSgggklca“t 5 transmiits, 1n step

S22, an EAPOL-Start signal for requesting the
authenticator 1 to start authenticétion processing
again within a predetermined time after completion of .
- 10 autheﬁtication of its own dévice_to the authenticator
1. |
When the authenticator 1'which'haé received this
signal determines ﬁhat this signal is the EAPOL-Start
Signal transmitted thereto on behalf of slave
15 supplicant 4, the authenticator 1 transmits an EAP-
Request/Identity signal to the master supplicant 3 in
step S23. The mastér éupplicant 3 receives the EAP-
Request/Identity sigﬂal'transmitted from the
.aufhenticator 1. The master supplicant 3 transfers the
20 EAP—Reqﬁest/Identity signal té slave supplicant 4.
In step 524, slave éupplicant 4 which has received
this signal transmits an EAP-Response/Identity signal
to the master suppliéant 3. The mastef supplicant 3
transfers the received EAP-Response/Identity signal to
25 the authenticator 1. Subsequently, the authenticator 1
carries out authentication. processing of slave-.

supplicant 4 through the EAP-Request-Request/SIM/Start



*processi ng, and EAP- Request - Response/ SI M Chal | enge processing. This
procedure is identical to that described above, and hence a description
thereof is omtted. 5Wien authentication has been carried out correctly,
the authenticator 1 transmts an EAP-Success signal to slave supplicant 4
in step S25. Further, in step S26, the authenticator 1 transmts an

EAP- Success signal to the master supplicapt 3_which has transmtted 10t he
EAPCL- Start signal thereto on behalf of slave supplicant 4 to notify the
master supplicant 3 of the conpletion of the authentication of slave

suppl i cant 4. equent _ enLl [ sl ave
supplicant 5 mf??cggggggérgggdh%glg%ﬁﬁ%éghg%%F%gbﬁgggg?gggggﬁpggnt 3

det ermi nes t hat,ahentigcat iran sof rskauareuppl i@ant i5ahaschehabeen- carried
out yet, the supplicant 3 transmts, "in step S27, an EAPOL-Start signal for

requesting the quidienkidcabere] hadshahteaudt Aestiréption phecessi hg 20agai n
within a predetermned tinme after the conpletion of the authentication of
sl ave suppl i carimi4ttea.t he aut henticator 1. ~ \When the authenticator 1
whi ch has received this signal determnes that this signal is the

EAPQOL- St &rt 25si gnalWhemamsrtiherdad dalteost diagn bieghalch rafies] @& suppl i cant 5,

the authenticator 1 transmts an EAPRequest/ldentity signal to the master
suppl i cant 3 irorrerfly, the authenticator 1 transmits an EAP-Success

signal to slave supplicant 4 in step S$25. Further, in
step S26, the authenticator 1 transmits an EAP-Success
signal to the master supplicant 3 which.has transmitted

10 the EAPOL-Start signal thereto on behalf of slave |
supplicant 4 to nétify the master supplicant 3 of the
completion of the authehtication'of slave supplicént 4.

Subéequently, an-authentication.procedure of slave
supplicant 5 will be described below.

15 When the master supplicant 3 determines that
authentication of slave Supplicant 5 haé not been
carried out yet, the supplicant 3 transmits, in step
Sé7, an EAPOL-Start signal for requesting the
authenticator 1 to start authentication_processing

20 again within a predetermined time after the complefion
of the authentica#ion of slave supplicant 4 to the
authenticator 1.

When the authenticator 1 which has received this
signal determines that this signal is the EAPOL-Start

.25 signal transmitted thereto on behalf of slave
supplicant 5, the authenticator 1 transmits an EAP-

Request/Identity signal to the master supplicant 3 in



*step* S28. The mmster supplicant 3 receives the EAPRequest/Ildentity signal
transmtted fromthe authenticator 1. The master sUpplicant 3 transfers the
EAP- Request /Il dentity signal to slave supplicant 5. 5ln step S29, slave
supplicant 5 which has received this signal transmts an
SAP- Response/ ldentity signal to the master supplicant 3. The naster
supplicant 3 transfers the recei ved SAP-Regponse/ldentity signal to the
_authenticator 1. Subsequently, the authenticator 1 10carries out
aut henti cati on processi ng of slave supplicant 5 through the

EAP- Request - Re t M Stapt Mala e : -
qu gg%%sg?g[N1%§%l?959g?s§hgglleggt 3 receives the EAP:

EAP- Request - Re enge processing. This procedure 1s identical

to that described,abeyeq-andthencgnal desghipttendt heprotnis 15o0mi tted.
When the authenti'cation has been Carried out correctly, the authenticator 1

transmts, in stepeH3@cadBrEAP- Sugeessssegnalipheishaye3sypphk€ant bhe
‘'Further, in step 31, the authenticator 1 transmts an EAP- 20Success signal
to the master sappRegartt3Ivhhnechthasignansnbt sédveheuppPObaStabt signha
thereto on behalf of slave supplicant 5 to notify the supplicant 3 of the
conpl eti 6n of the adnhentipc&lidonsékvel auerddpphitcanwhdch] Yasi gecen vedof
First Enbodinment] 25FIG 3 is an exenplary signal delivery/receipt chart
showi ng a procééaﬁesﬂﬁnﬁﬁi@ﬁaﬂﬁmééSséﬁpEﬁéaﬁ?§PQPS?Hédéﬁﬁéﬁﬁnﬁhﬂnééoperate.
with each other to execute an - _15 - authentication operation to%ether

Wi th an aut hentPcaf6r MapteshsuPRIbe2nbt éd t hae PartsTi deRPicapnt

transfers the received EAP-Response/Identity signal to
the authenticator 1. Subsequently, the authenticator 1

10 carries out authentication processing of slave

supplicant 5 through the EAP—Reques;{Request/SIM/Start
' processihg, and EAP—Request-Respohse/SIM/Challenge

processing. This procedure is identical to that

described above, and hence a description thereof is

15 omitted.

When the authentication has been carried out
correctly, the authenticator 1 transmits, in step S30,
an EAP—SuCceSS'SiQnal to slave supplicant 5. Further,
in step 31, the authenticator 1 transmits an EAP-

20 Success signal to the master supplicant 3 which has
transmitted the EAPOL-Start signal thereto on behalf of
slave supplicant 5 to notify the supplicant 3 of the
complefion of the authentication of slave suppliCant 5.
[Variation 2 of First Embodiment]

25 ' "~ FIG. 3 is an exemplary signal-delivery/receipt
chart showing a procedure in whicﬁ three supplicants of

the embodiment cooperate with each other to execute an



‘to the first enbodi nent are denoted by reference synbols identical to the
first enbodi mnent, and a 5detail ed description of themare amtted. In the
procedure shown in FIG 3, an authenticator 1, nobile termnal 2, naster
supplicant 3, slave supplicant 4, and slave supplicant 5 execute signal
~delivery/receipt. Further, the master supplicant 3 can 10conmunicate with
sl ave supplicants 4 and 5 by nulti hop co ni cation. Mul tihop inplies
a configuration in which a nunber of supplicants are connected to each

ot her by multistage connection wi thout the intervention of 15access points.

In the miltihop cauuNnicatian.osuRpl bRants cannegted Lq each ot her and

adj acent to each other are configure e able to communicate with each

other, and hengegapMRi¢RL. ONT1kSsABLALEEOULLRBY ERhRYpak+8 pLMhakihy Of
supplicants. 20Each of the authentication procedures OF the master and

sl ave supplicamts tBead r4tsBawBdiRest ep$eSIonbee§48yi seirdenhiceal to the
processi ng of steps S21 to S26 shown in FIG 2, and hence a description

t hereof is om tiathol1253dksedqueant by, tap dutrBenthbatiosnproeedune of sl ave
supplicant 5 is executed. When the nmaster supplicant 3 determ nes that

aut hent i éat i ondeftasllave desppliptart 5f the6 arkasmastebeen carried out yet,
the supplicant 3
In the procedure shown in FIG. 3, an authenticator

1, mobile terminal 2, master supplicant 3, slave

supplicant 4, and slave Supplicant 5 execute signal

delivery/receipt. Further, the master supplicant 3 can
10 communicate with slave supplicants 4 and 5 by multihop
communication.

Multihop implies a configuration in which a number
.of Supplicants are connected to each other by
multistage connection without the intérventién of

15 access points. In the multihop communication,

_ supplicants connected to each other and adjaceﬁt to
each other are configured to be able té communicate
with each other, and hence cbmmunication is carried out
by relay of a plurality of supplicants;

20 Each of the authentication procedures of the
master and slave supplicants 3 and 4 shown in steps S35
to S40 is identical to the processing of steps S21 to
S26 shown in FIG. 2, and hence a description'thereof is
omitted3

25 Subsequently, an authentication procedure of slave
supplicant 5 is executed. When thé master supplicant 3

determines that authentication of slave-supplicant 5



'transmts, in step S41, an EAPOL-Start signal for requesting the
authenticator 1 to start authentication processing again within a
predeterm ned tine after the 5conpletion of the authentication of slave
supplicant 4 to the authenticator 1. When the authenticator 1 which
has received this signal determnes that this signal is the EAPOL-Start
‘'signal transmtted thereto on behalf of sjave 10supplicant 5, the
authenticator 1 transmts an EAP- Request/ldentity signal to the naster
supplicant 3 in step S42. The master supplicant 3 receives the

EAPRequest / | deptit yosi goah tiapssitied ?é@[ﬂ the auppentigater 1. The master
supplicant 3 transfers the 15EAP- Request/Identity signal to slave

supplicant 4. 8l-avensuppl igasted secei ¥aSephber.EAPaReqyeghildestity signal
transmtted fromthe naster supplicant 3. Slave supplicant 4 transfers the

EAP- Request / | deatukytshgnahet aushanveisdppki tand Sta2OShaveestupphttant 5

whi ch has received this signal transmts an EAP- Response/ldentity signal to
sl ave supplicaptrodebpiatepgsi3. wSthve suppkdedatménahii thmbasftecethed this
signal transmits the EAPResponse/ldentity signal to the master supplicant

3. 25The5nmst ecospppkicantf3theanstbestihetiencepfedl EAP- SREBpOASRE| flentity
signal to the authenticator 1. Thereafter, the master supplicant 3 carries
out - 17 - coffuiheagrbhenfFtRasPave- supplicant 5 through sl ave supplicant
4 in the multihop s%ften1to execut e t he EAPRe Response/ SI M St art

processing, and EAPREGlleSPERBSPBREE/SPMPENEI I Eggtbﬁéc §§FnY 9 £4foul d 5be
noted t hat thi%i%%%&egg£gr%%nggegﬁg%akhgg %Q%%al is the EAPOL-Start
signal_tfansmitted thereto on behalf of slave

10 supplicant 5, the authenticator 1 transmits an EAP-
Request/Identity signal to the master supplicaht 3 in
stép'S42. The master supplicant 3 receives the EAP-
Request/Identity-signal transmitted from the
authenticator i. The master supplicant 3 transfers the

15 EAP-Request/Identity signal to slave supplicant 4;.
Slave supplicant 4 receives the EAP-Request/Identity
signal transmitted from the master sﬁpplicant.B. Slave
supplicant 4 transfers the EAP—Request/Identitylsignal
to slave suppliéant 5.

20 Slave Supplicant 5 which has received this signal
transmits.qn_EAPiResponse/Identity signal to slave,‘
supplicant 4 in step S43.‘.Slave su@piicant'4 Qﬁich'haé
received this signal transmits the EAP-
Response/Identity signal to the master supplicant 3.

25 The master supplicant 3 transfers the received EAP-
Response/Idéntity signal to the authentiqqtor 1.

Thereafter, the master supplicant 3 carries out



»descri bed previously, and hence a description thereof is omtted. Wen the
aut henti cation has been correctly carried out, the authenticator 1
transmts an SAP-Success 10signal to the naster supplicant 3 in step S44.
The master supplicant 3 transmts the EAP-Success signal to slave
supplicant 4. Slave supplicant 4 transmts the EAP-success signal to slave
supplicant 5. Further, in step 45, the;aui%enlicator 1l transmts an

SAP- Success 15signal to the master supplicant 3 which has transmitted the
EAPCL- Start signal thereto on behalf of slave supplicant 5 to notify the

i '3 of the. let] f.th hent.i ' f i
=" PVar ati on SCBFCRFar eRbRAPHeRiT "SOPHER T P TR BUERRRrS Eranal

del very/ recei i, ghact  shovi 0o, A.PEASEINES LSOkl BLee, suPpLLeaRps of

- the enbodi nent cooperate with each ot her Xecut e an authentication

operation togegher it ReaBoaubhentl/gakok. pkbcsbouhg, benpokgd-that parts
identical 25 to the first enbodi nent are denoted by reference synbol s

identical to thedikst rerbédisarRIM/and1acdgtabkededesari pt tensabuthem are
omtted. - 18 - In the procedure shown in FIG 4, an authenticator 1,
nmobi | e t &érm nalbe2nomast enasuppikcanrbcdduskave sdppkicant t4, taad Sl ave
supplicant 5 execute signal delivery/receipt. Further, the naster -
supplicant 3 caesscdbrdnpcaveowstly,shadehsoppl rcdatsrapandnStbhyranfti hop
communi cat | on. )

is omitted.

When the aﬁthentication has been correctly carried

out, the authenticator 1 transmits an EAP-Success

10 signal to the master supplicant 3 in step S44. The

- master supplicant 3 transmits the EAP—Sucéess signal to
slave supplicant 4. Slave Suppiicant‘4 transmits the -
EAP-success signal to slave supplicant 5. Further, in
step 45, thé authenticator 1 transmits an EAP—Succéss

15 signal to the master supplicant 3 which has transmitted
the EAPOL-Start signal thefeto on behalf of sla&e
supplicant45.to notify the supplicant' 3 of the
completion of the authentication of slave supplicant 5.
[Variatioh-3 of First Embodiment]

20 FIG. 4 is aﬁ exemplary signal delivery/receipt
chart showing a procedure in which three supplicants of
ﬁhe embodimenﬁ cooperéte with each oﬁher to execute an
authentication operation ﬁogether witﬁ an
authenticator. It should be noted that parts idéntical

25 to the first embodiment are denoted by reference

symbols identical to the first embodiment, and a

detailed description of them are omitted.



*Each* of the authentication procedufes.of the master and slave supplicants
3.and 4 shown in steps S51 to ' S56 is identical to the processing of steps
S35 to 10S40 shown in FIG 3, and hence a description thereof is omtted.
Subsequent |y, an authentication procedure of slave supplicant 5 is
executed. Slave supplicant 4 transmits, in step S57, an EAPCL- Start S|gnal
for 15requesting the authenticator 1 to start- authentlcatlon processi ng
within, a predetermned tine after the conpletion of authentication of its
own device to the master. supplicant 3. The master supplicant 3 which has

received this signalntfaasplbsctilee EARSknStAr 181 9nal a80LQhBRticator
aut henti cator 1. Thereafter, slave supplicant 4 carries out multihop

communi cati on w thobhee MBSLAENSUPD) | £28Ec B angp st ayer syppkigaat 5 to
execut e the EAP:Request - Response/ldentlty processi ng, SAP-

25Request - Respeuspl SEM St ay t aptiosessé ngupahilcEAP-5 execute signal

Request - Response/ SI M Chal | enge processing. It should be noted that this
procedure is idehiveal/tecthat.of Furti®r, shepsaSdlrtoeuSdliiosinF| & c3n and
hence a description thereof is omtted. Further, in step S61, the

aut henti at or tommansapts amtEAPlgu@céggpéiLgﬁmSté ghé peBYepultihop

communication.

Each of the authentication procedures of the
master and slave supplicants 3 .and 4 shown in steps S51
to 'S56 is identical to the processing of steps S35 to

10 S40 shown in FIG. 3, and hence a description thereof i;
omitted.

Subsequently, an authenticétion procedure of slave
supplicant 5 is executed; Slave supplicant 4
transmits, in step S57, an EAPOL-Start signal for

15 requesting the authenticator 1 £o start authentication
processing Qithin.a'predetermined time after the
completion of authentication of its own device to the
master supplicant 3. The master supplicant 3 which has
received this signal transmits the EAPOL-Start signal

20 to the authenticator 1.

Thereafter, slave supplicant 4 carries out
multihop’cbmmunication with the master supplicant 3 and
slave supplicant 5 to execute the
EAP—Request-Response/Identity processing, EAP-

25 _'Request-Response/SIM/Start processing, and EAP-
Requeét;Response/SIM/Challénge processing. It should

be noted that this procedure is identical to that of



*5supplicant 3 to notify the supplicant 3 of the conpletion of the

aut hentication of slave supplicant 5. The master supplicant 3 transmts the
EAP- Success signal to the slave supplicant 4. FIG 5 is an exenplary view
for explaining an 1l0exanple in which the authentication systemof the
enbodi ment is applied to power supply service for an electric vehicle.

In a power supply station 10 of FIG 5, aaall outlet 13, and circuit
breaker 14 are provided, and 15el ectric power supplied froman electric
power conpany through an electric power transm ssion |ine can be supplied

to an electri Cf%!&?'é%@zl@o Ongthe pihershandy RedseraWiosksighiouner of the
electric vehicle 16 carries a cellular phone 12 for paynent of a charged

20anount . The ggblubariphenerd2qcan communicate with an authenticator 11
through a communi cation network 15. When t he devices shown in FIG 5
and devi ces whi ch havetgsecutigdstBp svthenhkcatithenpiesedure descri bed

above are conpared with each other, the nobile termnal 252 corresponds to
t he cel |l ul ar phearsmirast en BRppEucaass3stonakspontdBetmasherwal | outlet 13
that can supply power to the electric vehicle 16, and slave supplicant 20
- _ 5 supplicant 3 to notify the supplicant 3.of the
completion of the authentication of slave supplicant 5.
The master supplicant 3 transmits the EAP—SucCess
signal to the slave supplicant 4.
FIG. 5 is an exemplary view for explaining an
10 example in wHich the autﬁentication system of the
empbodiment is applied to power supply service for an
electfic thicle. |
In a power'supply station 10 of FIG. 5, a wall
outlet 13, and circuit breaker 14 are provided, and
15 electric power supplied from an electric power company
.through an electric powér transmission line can be
supplied to an electric vehicle 16.. On the other hand,
a user who is an owner of the electric.vehicle.l6
carries a cellular phone 12 for payment of a charged
20 | amount. The cellular phone 12 can communicate with an
authenticator 11 through a communication network 15.
When the devices shown in FIG. 5 and devices which
have executed the authentication procedure described
above. are compared with each other, the mobile terminal
. 25 2 corresponds to the cellular phone, master supplicant

3 corresponds to the-wall outlet 13 that can supply

power to the electric vehicle 16, and slave supplicant



*4 corresponds to the circuit breaker 14 connected to the wall outlet 13.
The el ectric power conpany neasures the total anount of electric power used
at the circuit breaker 514, thereby carrying out accounting. In this
system even when a person other than a contractor of the circuit breaker
14 supplies power by using the wall outlet 13, an electric bill is
collected fromthe contractor of the circppt breaker. However, when the
10actual operation is taken into consideration, a case where a person other
than the contractor uses the electric power by using the wall outlet is

concel vabl e. AQCQBQE@gkgndg.%Xskﬁg]kgr%gkghb?egﬁgE %@OcHﬁggchS gbectric

power shoul d pay the efectric bi necessary. nme- Lhod of
solving this prehl ¢y appkheat hgn of the aforenentioned authentication
met hod i s conceivable. The wall outlet 13 which is the nmaster supplicant

203 is provided wthrha maket r6enbogiedomangaseaeutrke suppkytamunt of

el ectric power. The user brings the cellular phone 12 close to the wall
outlet 13, wherebynthefnmaster rsuppbiveanuuisddand cekl chiacuphobeedReearry out
communi cation with each other. Wien a credit function 25is added to the

cel | ul ar 5phone lidn adearby, chlreydéngdititdataccanibe.r effai tédsi nyshemeircuit
breaker 14 which is the slave supplicant 4 through the wall outlet. 13 which
- 21 - is the masnewhedppl Peasen3otherbébenes possirBLECrop Lt hBSel ectric

power supplier to charge the user for used electric power on the _ basis of
the credit dat&léﬁ@lﬁsggeaker 14 supplies power by using the wall

outlet 13, an electric bill is collected frqm the
contractor of the circuit breaker. However, when the

10 actual operation is taken into consideration, a case
where a person other thén the contractor uses the
electric power by using the wail outlet is conceivable.
Accordingly, a system in which a user who uses the
electric power should pay the electric bill is

15 necessary.

" As a method of solving this problem, application
of the aforementioned authentication method 1is
conceivable.

The wall outlet 13 which is the master_supplicant

20 3 is provided wifh a meter configured to measure the
supply amount of electric ?owér. The user brings thé:t
cellulér phone 12 close to the wall outlet 13, whereby
the master sﬁpplicant 3 and cellular phone 12 carry out
- communication with each other. When a credit function

25 is added to the cellular phone in advance, the credit
daté éggube retained in the circuif breaker 14 which is

the slave supplicant 4 through the wall outlet 13 which



*anmount of electric power obtained fromthe nmeter. 5However, concerning the
user of the cellular phone 12, notifying the master supplicant 3 and sl ave
supplicant 4 of the credit data wi thout recognizing that the supplicants 3
and 4 are valid devices is problematic in terns'of security. Thus, taking’
t he 10opportunity of the comuni cation between the cellular phone 12 and
master supplicant 3, an authenticator -pgssessed by the comunication
comon carrier is used to authenticate the master supplicant 3 and sl ave
supplicant 4, whereby it becones possible for the user 15to informthe

supplicants of ;thencrgditcdatbasph L BONE 8NXi 8 Yoecomes FYEENBIe Ebe data is
encrypted by the SIM and hence even when the credit data retained by the

sl ave supplicaphedeisctkhegpbh¥rasaubl edrbyoachhrsd paetyse20tbe data
cannot be inspected. By using the techni que of authenticating a

plurality of devkeesibypewepeoatths betweeaft bredevedes datéhendansed
descri bed above, it becones possible to construct a systemin which a user
of electric poampuns 2bchaegedicnpawserwvbteioédstipphythg méeetric power to
electric vehicles 16. It should be noted that the electric power supplying
servi ce 5s'only oneHgWwever22concerning the user of the cellular phone
| 12, notifying the mastet suppiicant 3'and.sla§e
supplicant 4 of the credit data without recognizing -
that the supplicants 3 and 4 are valid devices ts
.éroblematic in terms of security. Thus, tékihg the
10. opportunity of the communication bétween the-celiuiér.
phone 12 and master supplicant 3, an authenticator
"possessed by the communication common carrier is used
to authenticate the méster supplicant 3 and slave
supplicant 4, ‘whereby it becomes possible for the user
15 to inform the Supplicants of the credit data without
anxiety. | |
Further, the data 1is enctypted by the SIM, and
hence even when the credit data retained by the slave
.supplicant 4 is illegally acquired by a third party,
20 the data caﬁnot-be inspected.
By using the technique of authenticating a
plurality of dévices by cooperation betweeﬁ the devices
in the manner described above, it becomes possible to
construct a system in which a user of electric powér'is
25 .charged in a service of supplying electric power to
electric vehicles 16. It should be noted that the

electric power supplying service is only one of



*appl t cati on exanples of the present invention, and the present. i nvention
can be applied to various services wthout being [imted to the above
exanpl e. It should be noted that in the exanple shown in FIG 5,

al t hough the function of the master supplicant- 3 is allocated to the wall
outlet 13, the allocation is not limted to the exanple, and the circuit
breaker 14 may be allocated to the masterpsupplicant 3. In general, when. a
plurality of data devices are 10present, a device corresponding to the
master supplicant 3 nmay be -determ ned in advance. Further, a data device

firstly accessggybyckheofobihgpiesmpathe PRYsOERr ihhent UHE I oRqotnéhe
mast er suppllcan? 3 wWithout previously determ ning a device correspondi ng

15to the nastep sYppLi €ARENBioh SEERNEL: Eabgdi 8BNtD varioudNséheiEésst
enbodi ment, aut henticati on has been executed serially in such a manner t hat

after conpl eti pntabuthpeabghenhi cadii 66 precessvageimp he. 20mast er

supplicant 3, the authentication processing of the slave supplicant 4 is
execut ed. Conversel ¥t ishoalsebendoeatiodhrentin abeherampati shosf annast er
supplicant 3, and authentication of a-sltave.supplicant 4 are sinmultaneously
carried but, whéfeby.thétRsoehmiuheéchtnohienfpéi eheymaptant epPiEaeNbN is

i nproved. AccordlngIX parts identical to the first enbodi ment are denoted
by reference synbsl 3liaeatprealot Bhehwatireptletpgs3, the allocation Is

not limited to the example, and the circuit breaker 14
may be allocated to the master supplicant 3.
In general, when a plurality of data devices are
10 present, a device.corresponding to thé master
| supplicant 3 may be determined in advance! Further, a
data aevice firstly accessed by.the mobile terminal 2
may bear the function of the master supplicant 3
" without previously determining a device'corresponding
15 to the master supplicant.B.
[Second Embodiment]

In the first embodiment, authentication has been
executed serially in such a manner that after
completion of the authentication processing of the

20 master supplicant 3, the authentication processing of
the slave suppliéant 4 is executed. Conversely, 1in a
second embédiment, authentication.of é master

_supplicant 3, and authenticationiof:afslave-supplicant 
.4 are_simultanéously.carried out, whefeby-the

25 communication efficiency in authentication is improved..

Accordingly, parts identical to the first embodiment

are denoted by reference symbols identical to the first



tenbodi nent, and a detailed description of themare omtted. FIG. 6
is an exenplary signal delivery/receipt chart showing a procedure in which
two supplicants of 5the second enbodi nent cooperate with each other to
execute an aut hentication operation together with an authenticator. It
shoul d be noted that the present invention is not limted to the case where
t he nunber of supplicants is two, and cambe applied to a case 10where the
nunber of supplicants is three or nore. In step S65, when the naster
supplicant 3 has established communication with a nobile termnal 2, the

naster supplicanpod;LeAnsThhe ANGEARCh-S! ALLcStghaba! Orapnayt heati cator 1.

In step S66, the authenticator 15which has received this signal transmts
an- EAP- Requestildentity signal to the master supplicant 3. In step T10,
when the master supplicant 3 has received the -EAP-Request/ldentity signal,
the master supplicamiGc3 trasshtarsxthelsirgnalighalt Helskave/saepplipcant 4.

20The master supplicant 3 stands by for a predeterm ned tinme. Wen the
mast er suppl i cahtarhashpedaebvedpthecAPecRéspohsehl tent stippsigaaktst clnsmitt ed
fromthe slave supplicant 4 within the predetermned tine in step Tll, the
~nast er” s@ppli cahe Zegendr gnbsdomen25EAPPREspenser hdeAtnt 9tERgnEP forned b
aggregating the EAP-Response/ldentity signal of its own devi(_:eh and

SAP- Response/ | G¥REVTEY dhgAaLhePtifratsPayePSUPpEPRahPIGENEr2WILNWRRL each’
other, and transmts the generated signal to the achen%icator 1.t As
described abové'*PREHGABEF - of LEhENSHBRI PEaRPESFsthBt FPRi PEGSEB two, and
hence EAP_RESpg%%%%kq%gtﬁgynot limited to the case where the number

of supplicants 'is two, and can be applied to a case
10 where the number of supplicants is three or more.

In step S65, when the master supplicant 3 has
established communication with a mobile terminal 2, the
master supplicant 3 transmits an EAPOL-Start signal to
an authenticater 1. In step S66, the authenticator

15 which has received this signal transmits an- EAP-
Request/Identity signal to the master supplicant 3. In
step T10, when.the master supplicant 3 has received the
EAP-Request/Identity signal, the master supplicant 3
transfers the signal to the slave supplicant 4.

20 The master supplicant 3 stands by for a
predetermined time. When the master supplicant has
received the EAP-Response/Identity signal transmitted
from the slave supplicant 4 within- the predetermined
time in step T1ll, the master'éupplicant 3 generates one

25 EAP-Response/Identity signal formed by aggregating the

'EAP-Response/Identity signal of its own device, and

EAP-Response/Identity signal of the slave supplicant 4



e5signals transmitted fromtwo or nore slave supplicants 4 are received in
sone cases. I n such a case, one EAPResponse/ldentity signal fornmed by
aggregating two or nore EAP-Response/ldentity signals received within a
predeterm ned tine, and the EAP-Response/ldentity 10signal of the nmaster
supplicant 3 with each other is generated, and is transmtted to the

aut henticator 1. It should be noted that as the nethod of aggregating a
plurality of EAP-Response/ldentity signals with each other and aggregating
into one EAP- 15Response/ldentity signal, the method provided in, for

exanpl e, |EEE 302, LLpncapnbe, egphoyednsdesathbegbheabobqlswghsh bas
recei ved t he aggregated EAPResponse/ldentity signal transmts, in step S68,

EAPRequest / SI M-gbarttdahaikorsediby aggregating a 20plurality of
EAP- Request/SIM Start data itenms with each other in accordance with the

nunber of aggregati g Hesthebsastebvsypphecanhbdr dhethasteppsupphieant 3
whi ch has received this data extracts an EAP-Request/SIM Start data item
25corr espondi ngst aoitt $inwnedevbcewby oemtihbedataERPaRsepbhed/EHenetiby and
transfers the received EAPRequest/SIM Start data to the slave supplicant 4.
- 25 - Férther sigheés thensmahsedr fopmt heodarampset RéagragePRUppRREANt 4,
the master supplicant 3 starts a tiner or the like to wait for receipt of a
response signald. are received in some cases. In such a case, one EAP- :
Response/Identity signal formed by aggregating two or
more EAPfReéponse/Identity signails reéeived within a
predetermined time, and the EAP—ReSponse/Identity
10 ' signal.of the master supplicant 3 with each other is
generated, and is transmitted to the authenticatof 1.
It should be noted'that.as the method of
'aggregatiﬁg a plurality of EAP—Response/Identity
signals with each other and aggregating into one EAP-
15 Response/Identity signal, the method brovided in, for
example, IEEE 802. 1ln can bewemployed. The
authenticator 1 which has received the aggregated EAP-
Response/Identity signal transmits, in step S68, EAP-
Request/SIM/Start data formed by aggregating a |
20 plurality of EAP-Request/SIM/Start data items with each
other in accordénce with the number of aggregation to
the master supplicant 3.
The master supplicant'3_which.has received fhis
data extracts anlEAP—Request/SIM/Sﬁért déta item.
25 ' éorfesponding to ifs<o@n deviCe“frém tﬂe data
transmitted thereto, and transfers the received EAP-

Requesﬁ/SIM/Start data to the slave supplicant 4.



*|t should be noted that as the transfer nethod, 5the master supplicant 3
may transfer the received EAP- Request/SIM Start data to the slave
supplicant 4 as it is, or may aggregate a plurality of EAPRequest/SIM Start
data itens wth each other, and may transmt the aggregated

EAP- Request/ SIM Start data 10separately to each of a plurality of slave .
supplicants 4. Each of the slave supplicams 4 extracts an
EAPRequest/SIM Start data itemfor its own' device fromthe received data
not in accordance with the format of an EAP-Request/SIM Start signal, and

transmts an EARriloRespppse/ ShM stantrstonal tRs @atgsponsgessggab of the
recei ved dat a. n step T13, when the naster supplicant 3 has received

EAP- Response/ | dgppiit ¥agtgnal snkranstdtt edopr opabhbesskayetsupptinantsr4d
within a predetermned tinme, 20 .the master supplicant 3 aggregates EAP-
Response/ SI M Staet 1skgnabswht ontbherstavet supphi canpsnder ecensed before a
ti me-out occurs, and transfers the aggregated signal to the authenticator
1. At this time, raddoshpuibebs NONGE Miawhashtheetomaséfrt netEap,
25Response/ SIM Start data itens differ fromone another in each of the
sl ave supplicahhs BasThe auPRéharpehAt drmaywhrehshas Fbeer9edivhfstaFgnal -
26 - transmts_an ag%regated EAP-Request/SIN1ChaIIenge siggal to the master
suppl i cant 3 i RegReptsPaM/fspet dafBsEagbhauthakei e4PPoACERbe? (RAC “whi ch
is a data elenment of the EAP-Reguest/S&NfC?allen eEEEgnal is generated for
each NONCE M, 18nd°Refiéd @PPFEPELFrBnpPluratlity © B

Request/SIM/Start data items with each other, and may
transmit the aggregéted EAP—Requeét/SIM/Start data

10 separately fd each of a plurality.of slave supplicants
4. Each of_the slave supplicants 4 extracts an EAP-
Request/SIM/Start data item for its own device from the
-reCeived data not in accordance with the_format of an
 EAP-Request/SIM/Start signal, and transmits an EAP-

15 Response/SIM/Start signal as a response signal of the
received data.

In step T1l3, when the master supplicant 3 has
received EAP-Response/Identity signals transmitted from
the slave supplicants 4 within a predetermined time,

20 ' the mastef sgpplicant 3 aggregates EAP-

Response/SIM/Start signals from the slave supplicants 4

received before.a time-out occurs, and transférs the

aggregated signal to the éuthenticator 1. At this

.time, random;numbérs NQNCE;MT Which are One-Qf-the EAP-

25 i Résponse/éIM/Start data items.differ from.one another
in éach‘of the slave supplicants 4.

The authenticator 1 which has received this signal



*each-other in each of the slave supplicants 4. Further, the random nunbers
RAND Chal | enge which are data el enments are data issued fromthe '
aut henticator 1, and hence are comon val ues. 10The master supplicant 3

~which has received the EAP-Request/ SI M Chal | enge signal confirnms a Message
Aut henti cati on -Code associated with its own device and, when the supplicant
3 determnes that the MAC associated withpgts own device is not

appropriate, the 15supplicant 3 does not transfer the EAP- e
Request/ SI M Chal | enge signal to the slave supplicants 4. On the other hand,

when it is deterghpgde By hhgqgreleresURRPLRAGL St I bal/thel M g@ssoci at ed
with its own device is appropriate, the supplicant 3 transfers 20t he

EAP- Request / Sl M%ﬁahl epgensi gaatetostpplstave suppl stapt$74@.i nistep J14.
Further, after the transfer of the above signal, the master supplicant 3
starts a tinmerMesshhe hiukRehoiwatiofioCodeceMPpC)ohachespoaséasagnal . 25The
sl ave supplicant 4 which has received the EAP- Request/SI M Chal | enge si gnal
confirms a MessageeAut héntheatABnRE€ndestiPi¥gpbadliagaeosigsabwasdevice -
27 - and, when the supplicant 4 determnes that the MAC corresponding to
its own 8evi cegeseapprepipat eachhdO¥GBpMTeannd4bepafisifsern from

EAP- Response/ SI M Chal | enge signal to the ster supplicant 3 in step T15.
In step 5S71, ERENNASPEE ifppRfeaft Sh&ggrayst 88PPHeC g§ 4.

Response/ SI M Chal | enge sjgnal s received be time-out pccur and
tragsnits t he gﬁﬁFgﬁgtethiﬁﬁﬁpo?onPﬂgeﬁﬁthgﬁﬁi@QF%EETQgFﬁB%ﬁergr?n-step

S72, the aUtheggkgaggéménts,are data issued from the authenticator 1,

and hence are Common values.

10 The master supplicant 3 which has received the
EAP-Request/SIM/Challenge signal confirms a Message
Authentication Code associated with its-own device and,
when the supplicant 3 determines that the MAC
associatéd with its own device is not appropriate, the

15 supplicant 3 does not transfer the EA?—
Requést/SiM/Challenge signal to the slave suppliéants
4. On the other hand, when it is determined by the
master supplicant 3 that the MAC associated with its
own device is appropriate, the supplicant 3 transfers

20 . the EAP-Request/SIM/Challenge signal to the slave

| supplicahts 4 in step T1l4. Further, after the t;ansfer
of thé above signal, the master supplicant 3 starts a
timer ér tﬁe like to wait for receipt of a response
signal. | |

25 - The slave supplicant 4 ‘which has receiyed-the EAP-

| Request/SIM/Challehge éigﬁal éonfirﬁs a Message

Authentication_Code corresponding to its own device



*10transmts an aggregated EAP-Success signal to one of the master and sl ave
supplicants 3 and 4, one of the supplicants being successful in the :

aut henti cati on processing. It should be noted that Iike in the case of the
15first enbodi ment, the authenticator 1 may notify the supplicants of their
encryption keys so that the supplicants for each of which authentication
has been conpleted can carry out encryptegh communi cation with each ot her.
20[ Third Enbodi nment] - A third enbodiment differs fromthe second
enbodi ment in using common data to authenticate each supplicant in order to

further inmprove,gffi,GLaneYe EhSp17chican gxesphanysstgnel cdelynery/ receipt
25chart showi ng a procedure in which two supplicants of the third

enbodinent_cooeg&abggﬁhahngaeb ot BepwhOodexgedt esagppubpenhteat tiva operation
together with an - 28 - authenticator. It should %e noted that the present

- invention issuoppllicAahted teahbgitasenwhrpertbponsapsrMpthsupphgeants is
two, and can be applied to a case where the nunber of supplicants is three
or,nore. 5 StepgnSI5tbotBE7maahdrT20ppdiF2thtaBeindenepcdlSto SnhepteS65 to
 S67, and T10 to TIl of FIG 6, and hence a detailed description of themis
omtted. 5 S71, the master supplicant 3 aggregates the EAP-
- 'Response/SIM/Challenge signals received before a time-
out occurs, and transmits the aggregéted signal td thé
authénticator 1.
Further, in step S72, the authenticator 1.
iO ~ transmits an aggregated EAP-Success signal to one of
the master and sla?e supplicants 3 and 4, one of the
supplicants being succesSful in the authentication
processing.
It should be noted that iike in the case of the
15 first embodiment, the authenticator 1 ma? hotify the
supplicants of their encryption keys so that the
~supplicants for each of which authentication has been
completed can carry out encrypted communication with
each ofher!
20 [Third Embodiment]
A third embodiment diffefs from the second
embodiment in using common data to authenticate each
supplicant in order to further improve efficiency.
FIG. 7 is an exemplary siénal delivery/receipt
25. : -chaft showing a procedure in which two suppiiéants of
the third embodiment cooperate with each other to

execute an authentication operation together with an



"An aut henticator 1 which has received an aggregated EAP-Response/ldentity
- signal-transmts, in 10step S78, EAP-Request/SIM Start data forned by :
~aggregating a plurality of EAP-Request/SIM Start data itens with each other
in accordance with the nunber of aggregation to a naster supplicant-3. The
mast er supplicant 3 which has received the 15EAP-Request/SIM Start signal
transmts an EAP- Response/SIM Start sigmed t-o the authenticator 1 in step
S79 without transferring the received signal to a slave supplicant 4.
However, EAP-SIM version which is data to be added 20to the

EAP- Response/ SLM Startcstgpal 16 seoupa 1o abtedhensel ahedy sésver
supplicants 4. Further, each of NONCE MI, and AT SELECTED VERSI ON whi ch are

paraneters of thecEAPoResponse/ BIM Startostgnataséswhsed tie commwery and is
one. 25The authenticator 1 which has received this signal generates a
- comopn MessageoAuthpplicathisni€otdeof r amit ban cloemapp NONCE: Mla ap@s¢ ransmi t s,
in step S80, an - 29 - EAP-Request/SIM Chal |l enge signal to which the MAC
and one Chal | ergerar ehaddedbetoof heuppsieantsppbi thnee3or more. The naster -
supplicant 3 checks the Message Authentication Code.transm:tted thereto. '
Furt her, Swhen Steps S75 to S77, and T20 to T21 are identical to
_steps S65 t6.867, and T10 to T11 of FIG. 6, and hence a
:rdetailed déscription of them is omittéd.' | |
An éuthenticator.l which has'réceived an
aggregated EAP-Response/Identity signal transmits, in
10 step S78, EAP-Request/SIM/Start data formed by
aggregating a plurality of EAP—Request/SIM/Start data
items with each other in accordancé with the number of
aggregation to a master supplicant 3. |
The mastér supplicant 3 which has received the
15 EAP—Request/SIM/Start signal transmits an EAP-
Response/SIM/Start signal to the authenticator 1 in
step S79 without transferring the received signal to a
slave supplicant 4.
However, EAP-SIM version which is data to be added
20 to the EAP-Response/SIM/Start signal is'common to all
the related slave supplicants 4. Further, each of
NONCE MT, and AT SELECTED VERSION which are parameters
of the EAP-Response/SIM/Start Signal, is used in
comﬁon,_and is one. |
25 '~ The authenticator 1 which has received this signal

generatés a common Message Authentication Code from the

common NONCE MT and transmits, in step 380, an



‘5t he* master supplicant 3 deternmines that the MAC- is not appropriate, the
supplicant 3 does not transfer the EAP-Request/SIM Challenge signal to the
sl ave supplicant 4. On the other hand, when it is determ ned by the master
supplicant 3 that theMAC is appropriate, 10the supplicant 3 transfers the
EAP- Request/SI M Chal | enge signal to the slave supplicant 4 in step T22.
Each sl ave supplicant 4 which has receivetbthis signal accepts the

~aut hentication result obtained by . 15the nmaster supplicant 3 to determ ne
that the Message Authentication Code is appropriate, and returns an

EAPResponse/ Sl MhsbalLgnge,/Siandhat PoNbh Chi SRES tEespRDsKE and wic MKd
generated on the basis of RAND are added to the master-supplicant 3 in step-

T23. The mast epn20sHRPh E6gBt a3caggaegpt €5 tBEURAsSEgNalspitoamthe. sl ave
,supplicants 4 into one EAP-Response/ SI M Chall enge signal, and transmts

t he aggregat ed si gnahet aatheragtippbiteatoB &henkstepeSBéssage The

authenticator 1 carries out authentication 25processing for each supplicant

and, ‘when the Aathhentteaton Codeteransmstthdtthkbkethe sﬂppth@antwhéﬁe

valid suppllcants the authenticator 1 transmits an - 30. -
the master supplicant 3 determines that the MAC: is not

approprlate, the suppllcant 3 does not transfer the
v.EAP—Request/SIM/Challenge Signal to the.slave
sUpplicant 4. On the other hand, when it is determined
by the master suppllcant 3 that the MAC is appropriate,
10 'the supplicant 3 transfers the EAP-
Request/SIM/Challenge signal to the slave supplicant 4
in step T22.
Each slave supplicant 4 which has received this
signal accepts the authentication result obtained by .
15 the master supplicant 3 to determine that the Message
Authentication Code is appropriate, and returns an EAP-
Response/SIM/challenge sighal to which SRES response
and AT_MAC generated on the basis of RAND are added to
the master.supplicant 3 in step T23. The master
20 supplicant 3 aggregates return signals from the slaﬁe
supplicants 4 into one EAP-Response/SIM/Challenge
signal, and transmits the aggregated signal te the
authenticator 1 in step S81.
_The authenticator 1 carries out authentication
25 processing for each supplicant and, when the |
_authenticator 1 determines that all the seéplicants are

valid supplicants, the authenticator 1 transmits an



. ‘SAP- Success signal to the master supplicant 3 in step 582. One SRES
‘response data itemindicating success conmon to all the naster and sl ave
supplicants is added to the EAP-Success signal. The master supplicant 3
whi ch has received this signal transfers the EAPSuccess signal received for
each of all the slave supplicants 4 to each of all the slave supplicants 4
in step T24. Further, like in the cases ofgthe first and second

- 10enbodi nents, the authenticator 1 may notify the supplicants of their
encryption keys so that the supplicants for each of which authentication

has been conpl ghedsgapccar £y QYL €BCEMQtﬁQsEQH“HBbﬁﬁikgﬂt“BtBneéﬁépOther-
15As described above, in step S79, the naster supplicant 3 transmts the

9
signal to whichgone NENCERME EésFSH@Q,dh@ath@eﬁuﬁh@mbhﬁah@rs&caésé _ :
representative of the other supplicants and, in step S80, the authenticator

1 transnits theoshgnakot alwhieb paetMACaRAQi sladdeduppoithateastendded
supplicant 3. Wen the master supplicant 3 determnes that the MACis
appropriate, the suppERCastuc8etsansfiprs .t hEhsi.gaakerostheldkane sSuppli cant

-~ 4. At this time, the master supplicant 3 has already determ ned that the
aut henti éat or %hiishah2s vakedvadt heasi caporl andnhérce the EPBve supplicant
4 may not determine the validity of the authenticator 1 again. - 31 - As
descri bed abovéucicgsehéighpidrerBodPfeAtr €8fRoATdatd F8°usédVeo carry out
aut henti cation, whereby it is possibI% t? further i nprove._the %ongunication
efficiency in SUPREACACLS nFO5PRCENBMHI 8B TREt Ed2PRat PRESPAVE SupPli cant
4 may determ ne. the %Iidity of the authenticator 1 again. For exanple, in
step T22, when StH& ﬁésfer suppl i cant 3 deternines that the MAC is

PO, e SUBIDGN TYETSl Sk LIt il o e e sunild oo

10 embodiments, the authenticator 1 may notify the
supplicants of their encryption keys so that the
.supplicants for each of which authentication has been
completed can carry out encrypted communicatioﬁ with
each other.

15 ' As described ébove, in sfep 579, the master
supplicant 3 transmits thg signal to which one NONCE MT
is addéd, to the authenticator 1 as a representative of
the other supplicants and, in step S80, the
authenticator 1 transmits the signal to which one MAC

20 is added, to the master supplicént 3. When the mastef
supplicant 3 determines that the MAC is‘appropriate,
the supplicant 3 transfers the signal to:£he slave
supplicant 4. At this time, fhe master supplicant 3
has already determined that the authenticator 1 is a

25 valid authenticator, and hence the slave supplicant 4"

may not determine the validity of the authenticator 1

again.



fromthe master supplicant's own device to the authenticator 1 as a
paraneter, and MAC are added is transferred. The sl ave supplicant 4

determ nes the validity of the authenticator 1 by using the data of 15the
NONCE MI and MAC. According to the enbodi nents descri bed above, it is
possible to authenticate a plurality of devices by cooperation of the
devices, and hence when authentication_iszfarried out with respect to a
systen12000nstituted-of a plurality of devices, it is possible to obtain an
efficient and effective authentication operation. It should be noted

that in each of the.gmhodiuents desceibed ahaven;altbaughihbecobile

termnal 2 is 25provide etween the fraster supplicant 3 and althenticator

1, and is providadow BQtQ Egnegéentef cSQEE/YbHQ QU hERATUAE €8A] On t hrough
the cellular line - iIs a first network, and WLAN whi-ch is a

second networkwth@bqaste&SSEQBEhgaetta ﬁﬁYtb@rpﬁﬁprdeé wheh a function of
carrying out communication through the first network and second network

Wi t hout provi dicegriuhe cafebhl effectienal 2n authenttcashould be noted that

t he communi cation station described in each of the above-nentioned

enbodi neAt s can genédralshyube asceptaidnetdagndheonfliagar edrad igansgl cPagni c
devi ce provided with a communi-cation 10function. However, this

conmuni cat i on ﬁ@ﬁ@ﬂm@ﬁel§hﬁovaﬂﬂﬁﬂtédOﬁotbﬁaﬁuébﬁ§iﬂﬁéﬁéé bf 2aHat-Bwar e such
as a comunication circuit or the |ike. For exanple, part of _the

~ comuni cation E@ﬁcﬁ%@ﬁpééscﬁpbéaepnT@ﬁehwﬁﬁntﬁ@eeﬁﬁéaFﬁeﬁPEP&égéPFbéd above

can al so be constituted of 15softwar Sof tware can run,on Cﬁ
i ncor por at ed Iﬁe&ermlnes that the MAC is approprilate, the sup Icant

3 transfers the signal to the slave supplicant 4. At
10 tﬂis time, the signal to which NONCE MT transmitted
-from the master supplicént's own device té the
authenticator 1 as a parameter, and MAC are added is
traﬁsferred. The slave supplicant 4 determines the
validity. of fhe authenticator 1 by using the data of
15 the NONCE_MT and MAC.
| According to the embodiments described above, it
'is possible to authenticate a plurality of devices by
cooperation of the devices, and hence when
aufhentication is carried out with respect to a system
20 constituted of a plurality of devices, it is possible
to obtain an efficient and effective authentication
operation.
It shoﬁld_be'noted that in each of the embodiments
" described above, although the mobile terminal 2 is
25 provided between the maéter supplicant 3 and
authenticator 1, and is provided with a function of

carrying out communication through the cellular line



‘conmuni cation circuit, and can also run on a CPU incorporated in an

el ectroni c device connected to a communication circuit. Further, the
comuni cation circuit can be incorporated in a nedium detachable from 20
the el ectronic device. That is, the present invention is not to limt how
to configure an el ectronic device provided with a conmunication function."
Accordingly, it is also possible to storespart of the functions described
in each of the enbodi nents in a nedium such 25as a SIMcard, SD card or the
like. Further, it is also possible to configure the above part of functions

as an | C chip. Jyrther ngr%irsE 8 +:a3bse, pQﬁﬁ'RhﬁNtthch3§s a eakbgg the

above part of Uncti ons by “appropriatel'y sel ecting and corbi ni ng hardwar e,

sof tvare, reco%@%@%r%EdEHglmggwega%@pp§@c§%Ed8 ﬁ@? be %prldbﬁ gheul d be
noted that the functions described in 5each of the embodi nents not only can

be configured Byrusiide bar dwareingubual semeanibatreal treduby eawsing a
conputer. to read-a programin whi-.ch the above functions are described by

usi ng sof t war e.fifgrt herwotrke ahunekicons! mey wbe kcenftihgutedrby idppgophieat el y
sel ecting 10one of software and hardware.. It should be noted that the
present iSnvent imepiile metrmingilt @ to the af orenmentioned enbodi ments as they
are and, in-the inplenentation stage the constituent el enments can be

modi fi ed and enbodi dd oMLY Pesaeped ShGt do@ STMETICSHhLORe S¢9eRde of

t he i-nvention. - Wi l.e certain enbodi nents have been desqubed t hese
enbodi ment s ha@@SSééﬁeﬂré§eﬁP€@ B Wy épogﬁaﬁﬁp§188F? SRR ArE NSt ‘
intended to limt the sc t he inventions t he _nove

enbodi nent s de$é BEGF S5 ryel r? ﬁﬁfeﬁéaéﬁﬁgdlagﬁi cﬁngl\?grrl e&t ¢ Sof Yot her f or ns;

electronic device provided with a communication
10 - function. However, this communication. function. is not
limited to thét constituted of hardware such.as a
communication circuit or the like. For example, part
of the communication function described in each of the.
_embodiments described above can also be constituted of
15 software. Softwére can run on a CPU incorporated in a
communication circuit, and can also run on a CPU
- incorporated in an electronic device connected to a
communication circuit. Further, the communication
circuit can be incorpofated in a medium detachable from
20 the electronic device. That 1s, the present invention
is not to iimit how to configure an electronic device
provided with a communication function. Accordinély,
it is also possible to store part of the functions
described in each of the embodimehts'in a medium such
25 as a SIM card, SD card or.the like. Further, it is
also possible to configure the above part of functions

as an IC chip. Furthermore, it is also possible to



- *furthernore, various om ssions, substitutions and changes in the form of’
t he enbodi nents descri bed herein may be nmade wi t hout departing fromthe
spirit of the inventions. The acconpanying clains and their 25egUi val ents
are intended to cover such fornms or nodifications as would fall within the
scope and spirit of the inventions. - 34 - WHAT IS CLAIMED I S: 1.
An el ectroni c device connected to an authegptication device through a firs
conmuni cati on network, and further connected to another el ectronic device
‘through a second conmuni cati on network, wherein " the electronic device

execut es authe?ééﬁ%&&OEhefagsseeﬁgf ropi eudevi 68sapd apetbsEigtecyronic

devi ce by data ivery/recel pt conformng to a predeterm ned procedure

between the el getEopi fgdsMhceoapdnt e AQaulheal i satinardevieeothiaygh the
first conmunication ne?mork, and data delivery/recei pt between the

el ectroni c devihegiang smat herdpl eptegnie devi te thipugh the second

conmuni cati on networ K. 2. The electronic device according to
claim 11, 15conprisimg: should aB auvthdntheat tbr processnagdavdulibedonfii gur ed
to carry out authentication of the el ectronic device by data -

del i verybr ecei pecbonforhiengnbodampnedenetnpnéd sanheat feafionrpeobedure -
bet ween the el ectronic device 20and the authentication device through the
first conmuni casiba herdopke, but ajpoateRehei €afildAedt Bt CPERBEBYIsPng
nodul e configured to, when the el ectronic device has been authenti cated by
the aut henti cafEPBRUBEYI &, TERENSNPECIRAD5ANL HBAERcAPPORPSY & FUBFHAGIS

configured to gggrgescribed by using software. Further, the

functions may be configured by appropriately selecting
10 one of software and hardware. |

It should be noted-that the present invention is
not limited to the aforemeﬁtioned embodiments as they
are and, in the implementation stage, the constituent
elements can be modified and embodied within a_scopé

15_ . not deviating from the essence of the invention.

While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described

20 he:ein may be embodied in a variety of othep forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the =
inventions. The accompanying claims and their

25 equivalents are intended to.cover such forms or
modifications as would fall within the scope and spirit

of the inventions.



‘aut henti cati on of another electronic device through the first comrunication
network; - 35 - an aut hentication request transfer nodul e configured
to, when an authentication request signal is received fromthe

aut henti cati on device, determ ne whether or not the authentication request
is an Saut hentication request associated with the el ectronic device and,
when it is determ ned that the authentlca§hon_request IS not an
aut.hentication request associated with the electronic device, transfer the
aut hentication request signal to another electronic 10device through the
second communi cation network; an%HAT_IS %IQ%M%C;%%qy nodul e configured to
thereafter relay data delivered/réeceived inconformty wth the

pr edet er mi ned autheqﬁica&igqegk%égq%rﬁgg§E@eggnkggtgatanghcation devi ce

and anot her el ectronic device. The el'ectronic device according to-

claim2, whereifthent:cdatani AdLGabi 0gbhah hhe:autheBliatauishart signal
is transnmtted on behalf of another electronic device is included in the

aut henti cati onngtabt-kSi ghal fu2@AerThenakeetyoBbCaderhee aceerdbagct o cl aim
2, wherein a pturality of other electronic devices are connected to
t he second conungriicat tbmonghwar kecoaddcbhauealieationi cedevicke Woethen
conpri ses execution 25control nodule configured to cause each of
transm ssi on oper at itdwe @ﬂeamr@uﬁhederaBi@mesuaes authentication of
the electronic device and'another electronic device by
data delivery/recéipt conforming to a predetermined
procedure between the electronic device and the
10 - authentication device through the.firét communication
network, and data delivery/receipt between the
electronic device and another electronic device through
the second gommunication network.
2. The electroniC'device.according to claim 1,
15 comprising: |
an authentication processing module configured fo
carry out authentication of the electronic device by
data delivery/receipt cbnforming to a predetermined
authenticétidn procedure between the electronic device
20 and the authehtication device through the first
communication network;
an authentication start processing module
configured to, when the electronic device has been
authenticated by the authentication>device, transmit an
25 authenticafion staft éighal'cqnfigured'to étart.',
authentication of another electronié device through the

first communication network;



- .36 - electronic devices to be executed by the authentication start
nodul e, a transfer operation of an authentication request signal to be
executed by the authentication request transfer nodule, and a rel ay
operation of delivery/receipt data to be executed by the data rel ay nodul e,
to be executed for each of the plurality of el ectronic devices. 5.
The el ectronic device according to claim4s wherein 1l0data indicating tha
the authentication start signal is transmtted on behalf of one of the

ot her el ectronic devices is included in the authentication start signal.

6. The electronic d%%i%%t%%%%ﬁ%%@gokor%h%%@k4tf%% relRquie the
€

plurality of other ectroni c devices are connécted to each other, and the

el ectronic dGVic%%éﬁ@ﬁmegS Ut faha debiygent eagliBh %gne%tees@b%@l ity of
ot her el ectronic devices through at | east one of the 20other electronic

devi ces servVvi NGc%idebelrabnP@hdt authenticht ibhedekgetr Onict cdRVhee accordi ng
to claim6, wherein data indicating that the authentication start

signal is-transifiethed or behakhecohuthenafichiieont kequsel est mani C devices is
included in the authentication start signal. 8. The electronic
devi ce accordi pgthentligamibn regBést associated with the_elgctronic
| device aﬁd, when it is determined that the |
authentication request is not an authentication request
associated with the electronic device, transfer the
authentication request signal to another electronic
10 device through the second communication network; and
a data relay module configured to thereafter relay
data delivered/reéceived in conformity with the
predetermined authentication procedure .between the
authentication device and another electronic device.
15 3. The electronic devicé according to claim 2,
wherein
data indicating that the authentication start
signal is transmittea ol behalf of another electronic
device is included in the authentication start signal.
20 4. The electronic device according to claim 2,
wherein
| a plurality of other electronic_devices are
connected to the second communication network, and
the electronic device further comprises execution
25 : contfol'modulé-configpred_to_cause-eaéh of -a-
| tranémissioh operatién of aﬁ.authentication starﬁ'

-signal configured to start authentication of the other



‘wherein the electronic, device is connected to a plurality of other
el ectroni c devices through the second comuni cati on network, and 5t he

el ectroni c device further conprises an aut hentication start
processi ngnmodul econfigured to transmt an authentication start signal
configured to start authentication of the electronic device and the other
el ectroni c devices through the 10first_ cojgruni cati on networKk; an
aut henti cati on request transfer nodul e configured to, when an

aut henti cati on request signal is received fromthe authentication device,

transfer the autbentigatigsyreduest sigoalcioedhey phusabituen!  otbesy

15el ectroni c devices through the second conmuni cation . network; and

an- aut henti cat 5pprdaggqdeli ver yLrgsek pt opbdat e0£00F i GHr £d hdnt 1 €gaL6h ng
delivery/recei pt of data for authentication between the authentication

device and 20t hegatber sebrelr 0ni bedexéeasedt ber enét eutnggt egatiogy dat a
associated with the electronic device, and data itens received fromthe
plurality of otbgneetectannferdmvdoes, wahfi eachlayhepetaticansfrit the
aggregated data to the authentication device, and transnmt data from 25t he
authent|6at|onddévveeyV@eeachtoﬂathetplDeaﬁxeyUEedobheth@I@@t@oﬁ?baHeV|ces

9. The el ectroni ¢ devi ce accordlng toclaim8, - 38 - wherein
' module, to be execu ed for each of the plurallty of

electronic devices.
5. The electronic device according to.claim 4,
wherein |
10 data indicating that the authentication start
signal is transmitted on béﬁalf of one of the other
electronic devices is included in the authentication
start signal.
6. The electronic device according to claim 4,
15 wherein
the plurality of other electronic devices are
connected to each other, and the electronic device
carriés out data delivery/feceipt with therplurality of
other electronic devices tﬁrough at least one of the
20 other electronic deviées serving as a relay point.
7. The eiectronic device according to claim o,
wherein
data indicating that -the authentication start
51gnél is transmltted on behalf of one of the other
25 electronlc dev1ces is 1ncluded in the authentlcatlon
_start 51gnal. \

8. The electronic device according to claim 1,



*t he aut hentication data delivery/recei pt nodul e i'ncludes a random nunber
data transm ssion nodul e 5configured to transmt a plurality of random
nunber 'data itens generated in each of- the electronic device, and the
plurality of other electronic devices to the authentication device,. an

aut henti cati on data recei pt nodul e configured 10to receive a signal
including a plurality of authentication daja itens generated by the

aut henti cation device in a nmanner that the authentication data itens
correspond to the plurality of random nunber data itens, and 15a

transm ssion iphibiti;on nodul e configured to, when the authentication data
corresponding to the random nunber data generated in the electronic device

is not valid, inhibittet e esitgaalicl Aelydengst benpkeraki ty af pautheatication
data itens transmtted from 20t he authenticati on device from being

transmtted tocrhetakheeleleebroni gedeveseshrough thdOsedbadel ectronic
devi ce according to claim8, wherein t he aut hentication data

del i very/recei ppmmoadiket2bnnokudeska raddom nunber data transm ssion nodul e
configured to transmt one random nunber data item
5 the electronic device further comprises
| ~an authentication start*processing_moddte?'
configured to transmit ah'authenﬁieétion start signal
configured.to start authentication of the electronic
device and the other electronic devices through the
10 first communication network;
an authentication request transfer module
configured to, when an authentication request signal is
" received from tﬁe authentication device, transfer the
authentication requeet signal to the plurality of other
15 electronic devices through the second communication
- network; and
an authentication data delivery/receipt module
configured to, regarding delivery/receipt of data for.
authentication between the authentication device and
20 the other electronic devices, thereafter aggregating
aaté associated with the electronic device, and data
items received from the plurality of other electronic
devices with each other to transmit the aggregated data
-to the authentication device, and transmit>data from
25" the authentication device to each of the,plurélify of

other electronic devices. -

'9. The electronic device aceording to claim 8,



- 39 - generated in the electronic device to the authentication device,

an aut hentication data recei pt .nodul e configured to receive one .

aut hentication data itemgenerated in 5the authentication device in a
manner that the ‘authentication data item corresponds to the one random
nunber data item and a transmission inhibition nodule configured to, when
t he aut hentication data correspondi ng to $g1e 10random nunber data generated
inthe electronic device is not valid, inhibit the signal transmitted from
t he authentication device from being transnitted to the other electronic

devices. 11. A terpipal connected to an authentication 15device through a
first connunlcatlon networ k, further connected, through a second

communi cati on netwokke %Qtﬁ@q%&@ﬁ&&@ﬂ'@a@@VHGQ16@BQ¢§E@dlp@ apatiher
el ectroni c device through a third comunication network, and configured to

relay deliveryinecaypt data between the 20authent|cat|on device and the
el ectroni c device, wherein the- electronic device conprises:
a random number data transmission module
5 configured to transmit a p;urality of random number
‘data items generated in each of the electronic device,_
and the plurality of other.elecﬁrohic devices to the
authéntication device,
an authentication data receipt module configured
10 to receive a signal including a plurality of
authentication data items generated by the
authentication devicé in a manner that the
authentication data items correspond to fhe plprality
of random number data items, and
15 a transmission inhibition module configured to,
when the authentication data corresponding to the
random number data generated in the electronic device
is not valid, inhibit the signal including fhe
plurality of authentication data items transmitted'from
20 the authentication device from being transmitted to the
other electronic devices.
10. The electronic device according to claim 8,
wherein
the authentication data.délivery/receipt module
25 . includes |
"a random number data transmission module

configured to transmit one random number data item



*‘an et ectroni c device authentication processing nodul e configured to carry
out authentication of the 25el ectronic device by data delivery/receipt
conforming to a predeternined authentication procedure between the

el ectroni c device authentication processing nodule and - 40 - the

aut henti cati on device through the first comuni cati on network; an
.authentication start processing nodul e_.cofi gured to, when the el ectronic
devi ce has been 5authenticated by the authentication device, transmt an
aut henti cation start signal configured to start aut henti cati on of another

el ectronic devige thraugh, Eﬁef NS tQBHHE”H%@EbQHtBeEH@rk an

aut henti cation request tran r . 10configured to, when an

aut henti cati on @%%%%§Ec§kgggldb%legcelved fromthe authentication device,
det ermi ne whether or not the authentication request is an authentication

request associ ated wirt huttheneheskrion cadavireeeand, mokdien el cons idetredm ned
that the 15aut hentication request is not an authentication request

associ at ed mnthxih%ceh®@tbnaleudEchepatﬂansﬂamatheemugbeataaadl@n request
signal to another el ectronic device through the second- communication
net wor k; Sand a tdat autéleay iredabe denflicguried at manhereafeér thel ay

_ authentication data item“cgrrequnds to the'ong-randqm
number data item, and - | |
-a transmission inhibition module configured to,
when the authentication data corresponding to the
10 random number data generated in the electronic device
is not valid, inhibit the signal transmitted from the
authentication device from being transmitted fo the
other electronic devices.
11. A_terminal connected to. an authentication
15 device through a first communication network, further
connected, through a second communication network, to
an electronic device connected to»another electronic
device through a third communicatidn network, and
configured to relay deliVery/receipt data between the
20 authentication device and the electronic device,
wherein
the electronic device comprises:
an electronic device authentication proceésing
module configured to carry out authentication of the .
25 ' electrbnic device by data delivery/reéeipt conforming
to a predetermined authentication procedure between the

electronic device authentication processing module and



<20dat a delivered/received in conformty with the predeterm ned

aut henti cation procedure between the authentication device and anot her

el ectronic device, and the authentication device conprises: 25a first

aut henti cati on devi ce authentication processing nodul e configured to carry
out authentication of the electronic device by data - 41 -
delivery/receipt conformng to a predegerg@neg aut henti cation procedure
between the first authentication device atthentication processing nodul e
and the el ectronic device through the first 5conmmuni cati on network; a

det i nat i dul f d t wh t tart si | i
recet ve 1 rom LRE GUECETOrTE a0 C5"AFEor FROCE| BBEY GARE devi ce. has been

aut henti cat ed, deternin mheth%r o& not aut henticati on 10of anot her
mmunicatlon

el ectronic devF@e "$ 16 e started’ an aut hentication request nodul e

configured to, when g J&detardzined %Q%Eta#EQ%QE%Q% QB aQf canot her

electronic device is to-be started, transm an aut hentication request

.signal associ arc%@hf\ﬁngmre@n%henméﬁelte{g rONd S 8Y C ead+pi ddren £ agddroni ¢

device; and- a second authentication device authentication processing
modul e cenfi gumedhkatthereaf ber tear bytavhtdaba idel deenykr eeebpsméantar m ng

to the predeterm ned aut hentication procedure between the second
' authentication start signal configured to start
aﬁthentication of another electronic device=through the
first communication network; |
én authentication requesf tfansfer.module
lO configured to, when an authentication request signal.is
-recéivéd from the éuthéntication deviCé; determine
whether or not the autheﬁtication request is an
authentication request associated with the electronic
device and, when it is determined that the
15 authentication request is not an authenticétion request
associéted with tﬁe electronic device, transfer the
authentication request signal to another electronic
deﬁice through the second'communication network; and_
a data relay module cqnfigured to thereafter relay
20 data delivered/received in conformity with the
predetermined authentication procedure between the
authentication device and another electronic device,
and |
the authentication device comprises:
25 a first autﬁenticatién device authentication
processing module configured to carry out

authentication of the electronic device by data



"20aut henti cati on devi ce aut hentication processing nodul e" and the

el ectronic device to authenticate another el ectronic device. 12. A
term nal connected to an authentication device through a first

comuni cati on network, further 25connected, through a second commrunicati on
network, to an electronic device connected to a plurality of other

el ectronic devices through a third comaunigcation - 42 - network, and
configured to relay delivery/receipt data between the authentication device
and the el ectronic device, wherein the electronic device conprises: 5an

aut henti cat i on gghiarte fI/0€RSIHRAY cBBE WM iGQN W @d clie teransid an

aut hentication start signal configured to start authentication of the

el ectroni ¢ devisee hamd itdae iehhek cekattricomiet wdewi cee tfhreugh the first
comuni cati on network; 10an authentication request transfer nodul e
configured to, anttérendn calitilbentievdttieo a utdeunes tc asiigma lp rios ersesdeiov ed dfulem t he
aut henti cati on device, transfer the authentication request signal to the
plurality of ot téleestlegrirondevideas dehrtdurgivattheé hsedord tconmuni cat i on
15net work; and an authentication data delivery/recei pt nodul e
confi gur &d to, GEFardiaRd @8 iNgéprkécei pt of data for authentication

bet ween t he authenticg%{on devi ce aggﬂﬁaf ot her, el ectronic .devices,
thereafter aggregat & FtEPHacoda i% FYHe | S ¢NeATte, and

data-itens received fromthe plurality of ather el.ect i.C vices wth
zt 1vedw¥}om %

each other to T g gt d Watla 1o HHE ©

‘electronic device after the-electronic device haé'been
authentiCatéd, determine whether or not authentication
10 of another electronic device is to bé:started;
an authentication request module configured to,
when it is determined that authentication of another
electronic device is to be started, transmit an
authentication-request signal associated with another-
15 electronic device to the electronic device; and
a secdh& authentication device authentication
processing module configured to thereafter carry out
data delivery/receipt cohforming to the predetermined
authentication proceduré between the second
20 authentiéation device authentication processing module
and the electronic device to authenticate another
electronic device.
12. A terminal connected to an authentication
device.through a first communication network, further
25 connected, through a second éommunication network, to

an electronic device connected to a plurality of other

electronic devices through a third communication



“aut henticati on device, and transmt data fromthe authentication device to
each of the plurality of other 25el ectronic devices, the authentication
devi ce conprises: an authentication start signal receipt nodule - 43 -
configured to receive an authentication start signal configured to start
aut hentication of the electronic device and the plurality of other

el ectroni c devices through the first commmi cation network; 5an

aut henti cati on request signal transm ssion nodule configured to transmt an
aut henti cati on request .signal to the el ectronic device; and an

aut henti cation,prQgessi BeqMRENEE4GPRAI gyred1 59 8Qﬂ€éf:§rﬁe@é§§’e't§ata _
delivery/receipt of data configured 10to authenticate the electronic device

and the plural phtywebnother agteeht 0pheidavieeschebnaennthelagt hentcation
processi ng nodul e and the el ectroni c device, and the data for

aut henti cat.i ondbeiling, dahartonnmed by aggregating data associated with the
el ectronic device 15and data itens associated with the plurality of other
el ectroni ¢ devi ces wihkeheéachronhher device comprises:

5 | an authentication start processing module
configured to transmit an authentication start signal
configuréd to start authentication of the electronic
device and the other electronic devices through the
first communication network}

10 ' an authentication request transfer module
configured to, when an authentication request sigﬁal is
received from the authentication device, transfer the
authentication request signal to the plurality of other
electronic devices through the second communication

15 network; and

an authentication data delivery/receipt_modﬁle
configured fo, regardiﬁg delivery/receipt of data for
authentication between the.authenticafibn device and
the othef electrohié devices, thereafter aggregate data
,20 associated with the electronic .device, and data items
received from thelplurality of other electronic de&ices
with each other to transmit the aggregated data to the
authentication device, and transmit data from the
authentication device to each of the plurality of other
25 electronic devices, the authentication device

comprises:

an authentication start signal receipt module



10

15

- 43 - '

"configured to receive an authentication start signal

configured to start authentication of the electronic
device and the plurality of other electronic devices
through the first communication network;

an authentication request signal transmission
module configured to transmit an authenticétion request
signal to the electronic device; and

an authentication processihg module configured to
thereafter execute delivery/receipt of data configured
to authenticate the electronic device and the plurality
of other electronic devices between the authentication
processing module and the electronic device, and

the data for authenfication being data formed by
aggregating data associated with the electronic dévice
and data items associated with the plurality of other

electronic devices with each other.



