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MESSAGE TRANSMISSION SYSTEM 

The present invention relates to a device for trans­

mitting messages in a communication network for voice and . 
data processing of the type having a plurality of terminals 

5 which are each allocated to a specific user or can be allo-

cated to a specific user by means of a data carrier insert­

able in the terminal, at least two terminals being capable 

of entering into voice or data communication with one an-

other, and having at least one center for controlling the 

10 message transmission. within the communication network, each 

message transmission being a data communication wherein· data 

telegrams containing a standardized data header are 

exchanged. 

Many countries currently of fer national mobile radio 

15 telephone networks using a multitude of technical standards. 

20 

For international traffic, however, the differing networks 

constitute an obstacle. A mobile telephone subscriber ex-

pects to be able to use his terminal apparatus in various 

locations in a number of countries, e.g., all over Europe. 

With the introduction of the GSM (Global System ··for 

Mobile Communication) standard, i.e., the standard for· a 

cellular radio telephone network, the way has become free 

for a uniform network and thus for international traffic. 

Figure 1 of the accompanying drawings shows the.basic 

25 structure of a mobile radio telephone network operating ac­

cording to the GSM standard. Reference numeral 1 therein 

designates the surface area of the.network. This entire 

area is covered by radio cells 2 adjoining and overlapping 
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one another, only a few such cells being visible in Fig-

ure 1. In each cell 2 there is a base station 3 (Radio Base 

Station or RBS) which takes care of radio communication to 

the terminals of the mobile telephone subscribers. Along 

5 each radio route between a base station 3 and a terminal 4, 

all voice and control information, as well as-other data 

such as messages, is transmitted in digitally coded form. 

Reference numeral 5 designates a controller (Base 

Station Controller or BSC) by means of which several base 

10 stations are controlled. For example, the controller is 

responsible for the smooth radio-technical transition of-a 

subscriber, or rather of the terminal allocated to a sub­

scriber, particularly a mobile radio telephone, from one ra­

dio cell to an adjacent one. On the basis of automatically 

15 performed field strength measurements, the controller de­

cides when the transition should be initiated from one radio 

cell to which adjacent radio cell. Such a transition is 

called a handover or handoff. 

The controllers are in turn grouped into a higher-

20 ranking mobile radio center 6 (Mobile.Service Switching 

Center or MSC) which establishes the transition to a wired 

network 7, e.g., an ISON (Integrated Services Digital Net­

work). In such a telecommunication network, voice infor­

mation, image information, and information from data-

25 processing equipment, for example, can be transmitted 

simultaneously. 

Reference numeral 9 indicates another terminal, e.g., 

a personal computer (PC) by means df which, among other 
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things as a data-communication application, messages can be 

transmitted to a mobile radio telephone 4·. The possibility 

of doing this is known in the art as an SMS (Short Message 

Service). However, messages ·may also be transmitted from 

5 one mobile radio telephone to another. The connection is 

then always handled via a so-called Short Message Service 

Center (SMS-C) 8. The SMS is a telecommunication service 

which permits messages to be sent from the Short Message 

Service Center to a GSM subscriber (SMS Mobile Terminated/ 

10 Point-to-Point or MT/PP) or from a GSM subscriber to the 

Short Message Service Center (SMS Mobile Originated/Point­

to-Point or MO/PP). Each message is then packed in a data 

telegram preceded by a standardized data header, containing 

among other things the identification of the subscriber and 

15 a code indicating that this is a message. 

This procedure, defined in GSM Standard 3.40, is 

called GSM Phase 2. It allows the transmission of any de-

sired bit streams in a transparent mode. Short messages 

such as "Please call subscriber XYZ," for instance, can 

20 thereby be transmitted from a subscriber A via the Short 

Message Service Center to a subscriber B. The message is 

indicated to the recipient in a. display, for example. 

From GSM Phase 2 there are also so-called Class 2 mes-

sages. In mobile radio telephones or other terminals pro-

25 vided for the processing of Class 2 messages, the existence 

of a storage means is presupposed, preferably a Subscriber 

Identification Module (SIM) in the form of a chip card. 

Contained in the storage means are, among other things, all 
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necessary data for identifying the user. Chip cards or pro­

cessor chip cards can be inserted in any desired terminal to 

be used. One advantage of such a design is that a mobile 

radio telephone subscriber, for instance, need not take his 

5 own terminal with him but only his chip card. 

Class 2 messages or further developments based there-

on, which may consist of one or more messages, are filed 

message-wise in the aforementioned storage means. As soon 

as this is done, an affirmative acknowledgment is sent to 

10 the Short Message Service Center. 

The possibility is thereby offered of sending to or 

receiving from a storage means in a terminal both data and 

executable instructions. 

It is therefore an object of this invention to provide 

15 an improved message transmission system which further ex­

tends the advantageous properties of Class 2 messages. 

Another object of this invention is to provide a sys­

tem making it possible not only to transmit transparent bit 

streams but also to of fer special services to authorized 

20 subscribers via SMS. 

To this end, in the system for transmitting messages 

in a communication network for voice and data processing 

according to the present invention, of the type initially 

mentioned, data telegrams may contain an identification code 

25 in addition to the standardized data header; at least one 

central unit existing in the communication network and at 

least some of the terminals have means for generating data 

telegrams provided with the identification code, the data 
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telegrams being transmitted either from the central unit to 

at least one of the terminals or from one of the terminals 

to the central unit; there are filters for recognizing the 

identification code, one of the filters being respectively 

5 associated with the central unit and with at least each of 

the aforementioned some of the terminals, and the identifi~ 

cation code being provided for informing the central unit or 

the terminal that the data contained in the message are to 

be processed according to a special, not otherwise accessi-

10 ble procedure. 

Thus, by means of the inventive identification code 

which may be present in a data telegram of a message in ad­

dition to the standardized data header, it is indicated that 

the data in this message are data to be processed according 

15 to a special procedure. The identification code, preferably 

coming after the standardized data header, is generated ei­

ther by a central unit or by terminals equipped for that 

purpose and is transmitted together with the data telegram 

to the remote station, either the terminal or the central 

20 unit. Both the central unit and terminals equipped for that 

purpose check upon reception of each data telegram, recog­

nizable by the standardized data header, whether the message 

additionally contains an identification code. If it does 

not, the data of the data telegram are treated as a normal, 

25 hitherto customary message according to the SMS standard. 

If it does, the central unit knows that the sender of 

the telegram is sending information to be assigned to a 

special service not otherwise accessible or to a special 
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application. The terminal also knows in this case that the 

data in the telegram having a recognized identification code 

comprise data for dealing with and/or displaying information 

of a certain special service dialed beforehand. Data tele-

5 grams provided with the identification code make it possible 

to transmit data and executable instructions to terminals 

specially equipped with.a filter for recognizing such data 

telegrams and to receive them from such terminals in the 

central unit that likewise comprises an analogous filter. 

10 Starting from that, an application protocol can be defined 

between the terminals thus equipped and the central unit, 

which is a controlling center, a so-called service center; 

this protocol regulates for the selected terminal the mes­

sage synchronization, data authenticity by means of crypto-

15 gram, and generating of an executable instruction. On the 

basis of the application protocol, new services offered by 

the network provider to the respective subscriber may_ be de­

fined, which services may be unders-tood as a message ex­

change between a terminal provided with an appropriate fil-

20 ter and the service center. As an example of such a special 

service, it is possible, for instance, to carry out loca­

tion-dependent inquiries. Thus it can be made possible, 

among other things, to ask for location-dependent telephone 

numbers of emergency services such as breakdown services, 

25 doctors, pharmacies, etc. 

The identification code can be defined by the network 

provider. It need not be co-ordinated with any interna­

tional standards, and it may comprise security facilities 
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developed in.any desired way, so that a chance call for spe­

cial services by unauthorized subscribers may be excluded. 

The filter expediently takes the form of a software module. 

This software module must be stored when the initial data 

5 are defined in a terminal permanently allocated to a sub­

scriber, or on a data carrier, preferably a chip c?-rd, per­

manently allocated to a subscriber and insertable in a plu­

rality of non-allocated t~rminals. 

Since the mentioned communication network in which the 

10 system is used is preferably a digitally operating communi­

cation network, but particularly a cellular mobile radio 

telephone network defined according to the GSM standard or 

the DCS 1800 standard, mobile radio telephones are predomi­

nantly foreseen as terminals. Such telephones are increas-

15 ingly equipped in such a way that they contain a read-write 

device for a chip card, especially for processor chip cards 

(SIM). However, a terminal might also be a data-processing 

apparatus such as a personal computer or a hand-held com­

puter, for example. It would further be conceivable that 

20 such apparatus might in future also have a data .read-write 

device for chip cards, though that is not yet customary at 

present. User-specific computer data are, after all, in­

sertable in various data-processing equipment right now by 

means of mobile data-carriers such as floppy disks, hard 

25 disks, or chip-card-sized PCMCIA-standard storage means •. 

Flowcharted, the mentioned filter represents a branch­

ing facility which forwards messages not containing the 

identification code to a first output and supplies messages 
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in which the identification code is recognized to a second 

output. This filter, preferably a software component on the 

chip card, is always addressed when the terminal, especially 
. 

the mobile radio telephone, addresses the chip card with the 

5 update SMS command, i.e., when a message or short message is 

supposed to be stored on the chip card~ Messages supplied 

to the second output on the basis of the correct identifica-

tion code are then checked as to correct message synchroni­

zation. If this is not present, the message is not ac-

10 cepted. If the message synchronization is correct, the mes­

sage is checked as to whether it is a partial message or a 

complete single message. 

The filter may be any facility suitable for recogniz­

ing and/or eliminating data telegrams containing the identi-

15 fication code. 

According to the present invention, it is proposed 

that the number of partial messages for a full message and 

information for the location of the respective partial mes­

sage within the.message be contained in the identification 

20 code. In the storage means of the chip card, the individual 

messages are stored in the order of their arrival at least 

until the full message has been received. Only then does 

processing begin in the correct order of the individual mes­

sages, which need not be the order of reception. In the 

25 center, it is provided that the central unit for the special 

services comprise an operating center, a so-called SIM Ser-

vice Center (SSC). For each special service, a logic module 

(Service Logic or SVL) may be associated with this SIM 
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Service Center. The individual logic modules are func-

tionally connected to the SIM Service Center. Further asso-

ciated with the SIM Service Center is a database intended, 

among other things, for managing the credentials of the sub-

s scribers authorized to transmit messages with an identif ica­

tion code. An authentiGity checking unit (Authentification 

Center or AUC) is also functionally connected to the SIM 

Service Center. This is a module for calculating, encoding, 

and checking a security code contained in the identification 

10 code, the cryptogram. 

The way in which the security code is formed will be 

discussed below. It may merely be stated here ·that a random 

number is included, the random number itself preferably be­

ing a £unction of the message definable by the provider of 

15 the communication network. 

A pref erred embodiment of the invention will now be 

described in detail with reference to the accompanying draw­

ings, in which: 

Figure 1 is a diagram of the basic structure of a pri-

20 or art mobile radio telephone network operating according to 

the GSM standard, 

25 

Figure 2 is a diagram of a mobile radio telephone net­

work operating according to the GSM standard, expanded ac-

cording to the invention, 

Figure 3 is a diagrammatic perspective view of a mo­

bile radio telephone with a chip card for a mobile radio 

telephone network according to Figures 1 and 2, 
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Figure 4 is a first flowchart illustrating the function of 

the inventive filter, 

Figure 5 is a second flowchart from which the main 

mode of operation of the filter is apparent, 

Figure 6 is a diagram showing the structure of a data 

telegram of an SMS message according to the GSM standard, 

Figure 7 is a diagram showing the structure of a data 

telegram of a message having an identification code for spe-

cial services, and 

Figure B is a diagram of the mobile radio telephone 

network of Figure 2 presented differently for explaining the 

process of a message transmission. 

Starting from a cellular mobile radio telephone net-

work according to Figure 1, preferably operating digitally, 

15 defined according to the GSM standard or the DCS 1800 stan-

dard, the inventive system for the transmission of messages 

comprises the network extensions indicated in Figure 2. 

For sending and receiving messages containing the in­

ventive identification code in their data telegram, termi-

20 nals 4 and 9 are provided with a filter 12.1. This filter 

is preferably a software module contained either in a memory 

in the terminal itself or preferably on a chip card to be 

inserted in a read-write device disposed on terminal 4. 

Short Message Service Center (SMS-C) 8 relays data 

25 telegrams transmitted from terminals 4 and 9 to an operating 

center for special services (SIM Service Center or SSC) 10. 

A filter 12.2, similarly associated with operating center 

10, returns data telegrams lacking an identification code 
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directly to SMS-C 8 and further processes only messages having 

an identification code. A logic module (SVL 1, SVL n, 

Service Logic) 11.1 to 11.n is preferably associated with 

operating center 10 for each special service, an example of 

5 which has already been briefly mentioned earlier. The logic 

module for a first special service or a first application is 

designated as 11.1, and a logic module for an nth special 

service or application is designated as 11.n. The number of 

special services or applications is not limited and is 

10 essentially dependent upon the creativity of the network 

provider. 

SSC 10 co-operates with modules 14 and 15 for managing 

credentials of individual subscribers who are authorized to 

transmit messages having an identification code, as well as 

15 for calculating, encoding, and checking a security code con­

tained in the identification code. The first of these mod­

ules is substantially a database 14 in which subscriber 

identification data of subscribers authorized to use the 

special services are filed. In the second module, Authenti-

20 fication Center 15, particularly a security code contained 

in the identification code is checked in received messages 

and is calculated and encoded for messages to be transmit­

ted. An example of this is to be found below. 

A unit for a spoken response (Voice Respond Unit or 

25 VRU) 13 is preferably also associated with SSC 10 especially 

for giving support in accessing a desired special service by 

means of verbal communications to a subscriber calling for 

that special service. In particular cases, VRU 13 may 
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also be a help desk where the spoken text is delivered 

personally. 

A mobile radio telephone 4 such as is customarily used 

with an inventive message transmission system according to 

5 the described embodiment is shown in Figure 3. The mobile 

radio telephone comprises a control panel or key pad 16, _a 

display, especially in the form of an LCD 17, an antenna 18, 

a receiver opening 19 behind which a receiver is disposed 

for delivering voice communications, and a microphone open-

10 ing 20 through which acoustic signals to be transmitted are 

supplied to a microphon~. Telephone 4 is further provided· 

with an opening 21 for insertion of a chip card. In opening 

or slot 21 there is a read-write device by means of which an 

exchange of data can take place between the terminal and a 

15 chip card 22. For operating with the special services, chip 

card 22 needs at least one 8kB EEPROM which is contained on 

a chip 23 and is not shown in detail in the drawing. Chip 

23 can be electrically connected to the read-write device 

disposed in telephone 4 via a contact bank assembly 24 com-

20 posed of a plurality of individual electrical contacts. 

Reference numeral 25 on chip 23 designates a memory area 

comprising a Card Operating System (COS). Reference numeral 

25 indicates the memory area in which the inventive filter 

12.1 is filed. There are also further memory areas, not 

25 specially visible in the drawings, particularly for tempo­

rarily storing several partial messages of a full message. 

How the inventive filter 12.1 for recognizing the 

identification code is functionally designed and can be 
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inserted in the operating system on chip 23 of a chip card. 

follows from Figures 4 and 5. Here COS 25 is divided into a 

first part 25.1 which especially recognizes from an informa-· 

tion flow reaching the terminal whether there is a data tel-

s egram therein having the standardized data header defined 

according to GSM 4.08 or GSM 3.40. If such a short message 

is recognized, the first part 25.1 of COS 25 ensures that 

the respective data telegram is intercepted. By means of 

the inventive filter 12.1, each recognized data telegram is 

10 now scanned for the presence of the identification code. As 

already stated, filter 12.1 represents a software-branching 

circuit having an input and two outputs, data telegrams 

which do not contain the identification code being supplied 

directly to a first output connected to block 25.2, a second 

15 part of COS 25. In the prior art, such a data telegram is 

now stored on the chip card. This is usually done based up-

on instructions which may, for example, be contained in sec-

ond part 25.2 of the cos. If filter 12.1 recognizes an 

identification code, the respective message is supplied via 

20 a second output to a module 27 for processing a special ser­

vice. Contained in the identification code, among other 

things, is information stating whether the message received· 

is a single message or whether further messages follow until 

a full message is transmitted. In any case, the terminal is 

25 informed which part of the full message has just been re-

ceived. This is necessary since the partial messages are 

transmitted within the communication network according to 

certain priority criteria--which need not be discussed 
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here--responsible for the fact that a number of partial mes­

sages may arrive at the receiving apparatus in some order 

which need not necessarily correspond to the· correct order. 

So that no difficulty may arise thereby, a memory area or 

5 stack 28 is provided on the chip where all parts of a mes­

sage are stored until the whole message has been transmit­

ted. Only then does processing of the message begin. If a 

message consists of only one part, processing naturally 

takes place immediately. 

10 Figure 5 shows another flowchart illustrating the ba-

sic mode of operation of· the inventive filter. · A·s· soon as. a 

data telegram according to the GSM standard has been de­

tected as a message (block 29), it is checked in a first in­

terrogation block 30 whether the data telegram contains a 

15 correct identification code. If not, the message is relayed 

at the first output of the filter to block 25.2. In the 

case of correct recognition, which is carried out through 

recalculation of the earlier-mentioned cryptogram and com­

parison with the transmitted cryptogram, it is further 

20 checked in a second interrogation block 31 whether the syn­

chronization is correct. Both the synchronization and the 

cryptogram will be discussed in more detail below. If the' 

synchronization is incorrect, the data telegram is turned 

over directly to block 25.2. If the synchronization is cor-

25 rect, it is determined in a third interrogation block 32 

whether the message just received is a full message or 

merely a partial message. How this is determined will like­

wise be described below. If the message is a complete one, 
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it is supplied directly to module 27 for immediate process­

ing. If, on the other hand, it ·is determined- that a message 

is only partial, processing cannot take place for the afore~ 

mentioned reasons until the whole message is available. In 

5 this case, the partial message is stored in the stack 28 

provided for that purpose at least until all partial mes­

sages are available and processing can begin. This is mon­

itored in decision block 34. 

Filter 12.2, preferably also a software module filed 

10 in a memory area of the SSC, corresponds functionally to the 

filter just described. 

A data telegram 35 for transmitting a short message by 

the standardized SMS is shown in Figure 6. This data tele~ 

gram is defined according to the GSM standard with a length 

15 of 176 bytes. It comprises a data header 36, 37 comprising 

a first block 36, 13 bytes long, containing subscriber ad­

dress data defined, as already stated, ac.cording to GSM 

Standard 4.08. Following the mentioned first block 36 there 

is a second block 37 having a length of 23 bytes and con-

20 taining SMS-specific data defined according to GSM Standard 

3.40. The individual blocks need not be further described 

in this context since the respective information may be 

found in the mentioned publications. 

Following the data header, there are 140 bytes in a 

25 standard data telegram, containing essentially message in­

formation 38 and (Figure 7) 40, 44. 

unlike the data telegram just described, data telegram 

39 in Figure 7 comprises the inventive identification code 
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40, called the Transport Protocol Data Unit (TP-DU). In ac­

cordance with the GSM standard, data telegram 39 is likewise 

176 bytes long and includes the same data header consisting 

of blocks 36, 37. Preferably adjacent thereto is identifi-

5 cation code 40 which is in turn composed of a plurality of 

blocks 41, 42, 43. These blocks, necessary for an error­

free information flow for messages associated with special 

services, comprise a first block 41 with indications con­

cerning the number of partial messages for a complete mes-

10 sage, indications concerning the position of the partial 

message in the complete messagE;, and indications concerning 

the total number of messages transmitted starting from a 

time to. Block 42 comprises data relative to the synchro­

nization of the messages, to be discussed in detail below. 

15 The same applies to block 43, in which there is filed a se­

curity code calculated from the data of block 42 and from 

secret data stored both at the transmitting end and the re­

ceiving end. In the mobile radio telephone the secret data 

are contained in the chip card, and in the SIM Service Cen-

20 ter they are contained in the associated database. Further 

details in this regard will also be given below in an ex­

planation of the message transmission process. 

Such a process for message transmission may be seen in 

Figure 8. There the mobile radio telephone network of Fig-

25 ure 2 is illustrated in a.way which lends itself better to 

an explanation of this process. In the chosen illustration, 

radio cells 2, base stations 3, the controller 5 for a plu­

rality of base stations, the mobile radio center 6, and a 
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wired telephone network 7 connected thereto are combined in 

a single area. Outside that area are two terminals, partic-

ularly mobile radio telephones 4, each provided with a chip 
. 

card 22 and allocated to a subscriber A and a subscriber B, 

5 respectively. Also outside the common area is the Short 

Message Service Center (SMS-C) 8. Functionally connected to 

SMS-C 8, according to the present invention, is the operat­

ing center for the special services (SIM Service Center or 

SSC) 10 having the filter· 12.2. Associated with the operat-

10 ing center, as already stated, are Service Logic Modules 

11.1 to 11.n, each for a special service. Further shown in 

Figure 8 outside the common area are the two modules 14 and 

15, i.e., database module 14 and authenticity checking unit 

15. Voice Respond Unit (VRU) 13 is included as well. 

15 Subscriber A, who has inserted his personal chip card 

22 in a mobile radio telephone 4 and is marked and identi­

fied thereby, calls a service number using the keys on his 

control panel. This may be a toll-free telephone number, 

for instance. This call a reaches VRU 13 via the mobile 

20 radio telephone network (not shown). Unit 13 invites sub-

scriber A by means of a recorded message to select a 

service. 

After service selection, again by means of subscriber 

A's control panel keys, VRU 13 signals SSC 10 that sub-

25 scriber A has selected service SVL 1, for example. Here VRU 

13 may either determine the calling subscriber's telephone 

number automatically (Calling Number Identification) or 
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inquire it of the calling subscriber via a voice output. 

This information flow is indicated in the drawing by a, b. 

SSC 10 now checks with the aid of database 14 whether 

the customer is known and authorized for service SVL 1. If 

5 not, the inquiry is refused by an appropriate announcement 

from VRU 13, for instance. If the customer is known and au-

thorized, the first message for the desired service SVL 1 is 

formed; and by calling up the Authentification Center 14, a 

security code, the cryptogram, is formed. Such a cryptogram 

10 or a word encoded according to certain rules may, for in­

stance, be formed according to the known DES standard. 

This satisfies the equation 

SRES = A3 (ki,RAND) 

wherein: 

15 SRES stands for Signed Responds, i.e., message 

response, 

A3 is a secret algorithm stored both in Authentifica-

tion Center 15 and on chip card 22, 

ki is a secret code which is likewise present both in 

20 Authentification Center 15 and on the card 22 of the respec-

25 

tive subscriber, and 

RAND stands for random number or checksum, which ac-

cording to the present invention is obtained, for instance, 

from the contents of the first message as follows: 

RAND= f(message). 

The function by which the random number or checksum is 

to be obtained from the message may be established by the 

subscriber himself, for instance, during an identification 
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procedure upon first use of the chip card, which procedure 

need not be discussed in detail here. It may be any mathe­

matical function which is in some way associated with, e.g., 

the length of the message. The random number or checksum 

5 RAND, or the function by which this number is to be calcu­

lated, is stored on chip card 22 and in Authentification 

Center 15 and is calculated in each instance on the spot. 

The cryptogram SRES calculated according to the fore­

going equations is filed in block 43 of identification code 

10 40 in the data telegram for the first message~ The current 

synchronization counter for subscriber A's chip card 22 is 

determined via database 14. The contents of the synchroni­

zation counter are also part of the identification code and 

are filed in block 42. Inputted into block 41 of the iden-

15 tif ication code is how many partial messages are comprised 

20 

by the message called for and to be transmitted to sub­

scriber A and which part within a sequence of parts is in 

the process of being edited. These operations are indicated 

by the letter c in Figure 8. 

SSC 10 now sends the message edited in this way, which 

may consist of one or more parts or data telegrams, to sub­

scriber A, i.e., to his chip card 22 inserted in a terminal 

4. As stated earlier, all such messages are sent off as GSM 

Class 2 messages. The dispatch of such a message is indi-

25 cated by the letter d. As soon as a message which has 

passed the test criteria of the filter on subscriber's A's 

chip card is stored thereon, the chip card generates and 

-19-



5 

sends back to SSC 10 an affirmative response, designated 

as e. 

According to the GSM standard, all messages are both 

sent and received via an SMS-C a. 

The inventive filter 12.l contained in a memory area 

on subscriber A's chip card 22 recognizes the incoming mes­

sages, collects partial messages in chip-card stack 28, and 

runs the· card application when all the parts have arrived. 

This can be determined with the aid of block 41 from identi-

10 fication code 40. 

As a result of the messages received, the card can, 

for example, generate new, outgoing messages and send them 

as SMS MO/PP short messages (see initial description of Fig­

ure 1) to SMS-C 8, which relays the messages to SSC 10 based 

15 on the identification code. Such a message is indicated by 

the letter f in Figure 8. 

A cycle d, e, f may be repeated as many times as de­

sired according to the special service wanted and according 

to the selected logic module 11.1 to 11.n. SSC 10 then· in-

20 creases with each message the synchronization counter per 

card and forms for each message a corresponding cryptogram, 

so that subscriber A's chip card can check the authenticity 

of the data. The responses from subscriber A's chip card to 

SSC 10 are preferably also encoded according to the above-

25 mentioned equations. 

The order of blocks 41, 42, 43 is not essential to the 

invention and may be any desired order. 
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1. A system for transmitting messages in a com­

munication network for voice and data processing of the type 

having a plurality of terminals, each allocated to a· spe­

cific user or capable of being allocated to a .. specific:· user .. _ . 

5 by means of a data carrier insertable therein,, at least two 

said terminals being capable of entering into voice or data 

communication with one another, and having at least one cen­

ter for controlling message transmission within said commun- : 

ication network, each message transmission being a data com"."" 

10 munication including an exchange of data telegrams contain­

ing a standardized data header, wherein the improvement 

15 

20 

25 

comprises: 

an identification code optionally contained in one or 

more certain said data telegrams in addition to 

said standardized data header, 

at least one central unit within said communication 

network, 

means· included in said at least one central unit and 

in at least some of said terminals for generating· 

said certain data telegrams for transmission ei-

ther from said central unit to at least one of 

said terminals or from one of said terminals to 

said central unit, and 

a plurality of filters for recognizing said identifi­

cation code, one of said filters being respec-

tively associated with said central unit and one 
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with each of said at least some of said terminals, 

said identification code being provided for informing said 

central unit or said terminal that the data contained in the 

30 message are to be processed according to a special, not oth­

erwise accessible procedure. 

2. The system of claim 1, wherein the conununica­

tion network is a digitally operating conununication network, 

particularly a cellular mobile radio telephone network ac­

cording to the GSM standard. 

3. The system of claim 1, wherein the communica­

tion network is a digitally operating communication network, 

particularly a cellular mobile radio telephone network ac­

cording to the DCS 1800 standard. 

4. The system of claim 1, wherein each of said 

terminals and each said data carrier comprise storage means, 

each of said filters associated with said terminals being a 

software module contained in a said storage means. 

5. The system of claim 1, wherein at least some 

of said terminals are mobile radio telephones, each of said 

telephones comprising means for exchanging data with said 

data carrier, particularly with a chip card insertable in a 

5 mobile radio telephone. 

(cont'd.) 
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6. The system of claim 1, wherein said certain 

data telegrams are parts of a said message comprising a plu­

rality of said data telegrams, said identification code in 

each of said certain data telegrams indicating the.total· 

5 number of said data telegrams in said mes·sage and specifying 

the position of each said data telegram within said message. 

7. The system of claim 6, wherein each of said 

terminals and each said data carrier comprise storage means, 

further comprising checking means for causing each· of said·· 

data telegrams forming a said message to be stored in a said 

s storage means and for deferring further processing of said 

data telegrams until the complete said message is stored in 

said storage means. 

8. The system of claim 1, wherein said identifi­

cation code follows said standardized data header. 

9. The system of claim 1, wherein said identifi­

cation code comprises a security code, further comprising 

modules for managing authorization data of individual sub­

scribers authorized to transmit messages containing said 

s identification code and for calculating, ·encoding, and 

checking said security code, said modules being associated 

with said central unit. 

10. The system of claim 9, wherein said security 

code includes the value of a random number, said random 
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number being a function of said message preferably definable 

by the provider of said communication network. 

11. The system of claim 1, wherein said certain· 

data telegrams are components of special services offered by 

the provider of said communication network. 

12. The system of claim 1, wherein said certain 

data telegrams contain message information in encoded form. 

13. A system for transmitting messages in a commu-

nication network for voice and data processing having a plu-

rality of terminals, each allocated to a specific user or 

capable of being allocated to a specific user by means of a 

5 data carrier insertable therein, at least two said terminals 

being capable of entering into voice or data communication 

with one another, having at least one center for controlling 

message transmission within said communication network, each 

message transmission being a data communication including an 

10 exchange of data telegrams containing a standardized data 

header having an internationally standardized identification 

code for establishing the identity of the subscriber and the 

authenticity of the message, and having at least one central 

unit in said communication network, at least some of said 

15 terminals and said central unit having means for generating 

said data header of said data telegrams, said data telegrams 

being transmitted either from said central unit to at least 

one of said terminals or from one of said terminals to said 
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central unit, said central unit and said at least some of 

20 said terminals including facilities for checking said data 

.. header, wherein the improvement comprises: 

25 

a furthe·r identification . code optionally contained ·in 

one or more certain said data telegrams and def in-

able by the provider of said communication network, 

means included in said at least one central unit and 

in said at least some of said terminals for gene­

rating said further identification code, and 

a plurality of filters for recognizing said further 

identification code, 

30 said further identification code being a security facility 

definable by said provider for the transmission of certain 

messages and being contained in said certain data telegrams 

immediately following said standardized data header. 

14. The .system of claim 13, wherein the communica­

tion network is a digitally operating communication network, 

particularly a cellular mobile radio telephone network ac­

cording to the GSM standard. 

15. The system of claim 13, wherein the communica­

tion network is a digitally operating communication network, 

particularly a cellular mobile radio telephone network ac-

cording to the DCS 1800 standard. 

(cont'd.) 
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16. The system of claim 13, wherein each of said 

terminals and each said data carrier comprise storage means, 

each of said filters associated with said terminals being a 

software module contained in a said storage means. 

17. The system of claim 13, wherein at least some 

of said terminals are mobile radio telephones, each of said 

telephones comprising means for exchanging data with said 

data carrier, particularly with a chip card insertable in a 

5 mobile radio telephone. 

18. The system of claim 13, wherein said certain 

data telegrams are parts of a said message comprising a plu­

rality of said data telegrams, said identification code in 

each of said certain data telegrams indicating the total 

5 number of said data telegrams in said message and specifying 

the position of each said data telegram within said message. 

19. The system of claim 18, wherein each of said 

terminals and each said data carrier comprise storage means, 

further comprising checking means for causing each of said 

data telegrams forming a said message to be stored in a said 

5 storage means and for deferring further processing of said 

data telegrams until the complete said message is stored in 

said storage means. 

(cont'd.) 
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20. The system of claim 13, wherein said identifi-

cation code comprises a security code, further comprising 

modules for managing authorization data of individual sub-

scribers authorized to transmit messages containing said· 

5 identification code and for calculating, encoding, and 

checking said security code, said modules being associated 

with said central unit. 

21. The system of claim 20, wherein said security 

code includes the value of a random number, said random num-

ber being a function of said message preferably definable by 

said provider of said communication network. 

22. The system of claim 13, wherein said certain 

data telegrams are components of special services offered by 

said provider of said communication network. 

23. The system of claim 13, wherein said certain 

data telegrams contain message information in encoded form. 
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