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prod&@'M)omi‘éYﬂelH aﬁﬁﬁ%%wﬂyé cg%mtjﬁﬁ}af{gly ina g@@t’acég%éaﬁnner and a

portatzz(let tag reajer]iﬁ@t%x@ac&eout TRIMAR ré@rde®ln thE. taﬁo Hewever, since
on Seocho- gu Seou

these%%et%gfcﬁﬁ%%ﬁerq\@e mna’@n PHthe. genuivanesmad a product
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(10-1) (20 1 hod of providing genurnenes
dlSCIOﬁQO@@éwork—the genumeness determining systems that read out product

information electrically recorded on a contactless communication tag, refers to a
product management database via a communication network like the Internet, and
determines the genuineness of a corresponding product. However, to use the |
network-type systems, a tag reader should be manufactured in the form of a desktop, in
the case of exchanging data with the product management database via wired
communication network. As a result, to determine the génuineness of a product, a
visit to a specified place should be made. Also, in the case of exchanging data with
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The tag reader specifies an encryption key

corresponding to an encryption key stored in the tag
fromits own plurality of encryption keys -based on a
WO YeIs8T8cei ved fromthe tag. The tag reader PCEIER0@H00732
an encrypted product code or product information from
the tag and decrypts the received product code or

- - 2). an: ' . Al t he .
the P?g&@'fifé? i %ﬁ&[@té%&%éﬁﬁplr%?géﬁwﬁﬁqlgﬁﬁ% ngﬁﬁdrk, as the size of
a tag-readerincreises, dye t4@0eddenbastomes anbbHaRtd angf ac@s®lrice of the
light emtting diodes ~ menmp (LED), and/or a I'iquid o
tag ealet NICreRegs: Ad(@ ehproqisImpospAmD thieritrsnoloa véksléasegpmmunication

net\%g%@gg%ﬂ?m@e%g addt s &4 3IMoletlePinh2 PRe of the tag reader

manufddtlred! inl tHel Fori Idf1d Idelskidp, Idindd kid ?ehhlde'nbbb'df'é'product is only
FEPYEP i v Lri1110111011111110111 111 Publ i shed: -

detefinined inta BR&¢TIBH Alacw dhe wanujnnessaf thapreduateancotibs determined
; ﬁ‘,fs’ bbrevi ations, refer to the "Quid- anceNotes
prto@ﬁ%&ﬁ& es ”33 ‘dAbbr evi ati ons" appearing at the begin-
r t As@nofhezacinveatiohalrapgpmssch, Afapaies&Chida @rﬁr %&e%@ublioation Nos.

. 2004/ 088579 PCT/ KR2004/ 000732  CONTACTLESS 1
Hei dgvidRi4camanaN Hag 1202 edisplcseEmbRicier VERVERNNG Aag reader

doto T S W & TSIRENeY T R POSHEL ke ion electrcally

recofdeal on heoriaetieast cormremidationrtal ireiScdraparis® e fdd Emformation with
cormunj[ cation tag, a portable tag reader, and a
referepe gatata prastichNHE b datsesmankfanturet Bgrodctananufacture brand

nam8/ %Hﬁ%@ﬁ%ﬂg h@é@uigﬂﬁﬁ{ét@m grﬂrgdu%tg%%éigﬁ@%)gﬁtg@ %ség@viously stored

attacheéd to vari rands’ of” pro

therdinf oHoweven sotharcoifliresfypedivigemiceduatdevive Své LSS roblem of the
[ ossible to to _determ ne the genui neness

nemtemévpgf%gfﬁ%tsbﬁw BRNPIY GRACHNANUrSpeRpeagusetlts tag reatler should
povelgd, s P OB OI 1 LR g e e
readehigsejedefienainessthef genyinerhsst ofi & ppodudt ded grovides ey Byesult of the
self %%%erryrﬁr%ajlt%, a user cannot directly check information of an authentication -
procedure and reliability of the authentication procedure is low. In other words, this
conventional tag reader only considers a position of product distributors, but is not
satisfactory for the needs of product purchasers. Also, this conventional tag reader
has problems that new products that are distributed after purchasing of the tag reader
or products of newly joined companies canhot be the subject of genuineness
determihation or product information of already distributed tag readers should be
updated. Also, the above conventional approaches do not consider a case where
the tag is detached from the product and attached to a counterfeit product.

To solve such problems, Korean Patent Publication No. 2001-89216, Korean
Utility Model Registration No. 252202, and Japanese Laid-open Patent Publication No.
Hei 12-251164 disclose genuineness determining devices that include a contactless
communication tag in which product information attached to a product is stored and a
tag reader. The genuineness determining devices prevent the reuse of a tag by

destroying an antenna if the tag is detached from the product. However, application of
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information stored in a tag and outputting the

decrypted i nformati on. 15 Background Art Japanese

Lai d- open Patent Publication Nos. Hei 14-215749 and
W3004088599692  di scl ose techni ques for identi PEIMR2004/000732
product information and carrying out purchasing and -
commodi ti es managenent by using a tag that has

thess! eanventiahalygeredoenss détermping Hevicds %Olh*ﬁ"ced B epaBL a{ﬂgducts such
cond cts communi catlon In b contact el & b

as b&’@f}g 5P ‘éﬁ%‘ @“ﬂeﬁgpf‘@&&# mﬁ@‘iureéa@bsbelﬁakemfcoprea/kanbphyswal destroy
d e t hese hni q
of fg‘f% Ao b o RN SlootB Bcovrn FRulderest cannot read tag
reagin@dinigtory riefmmthtion ofo r gasli Mge O n %
vul ner abTye and there |Os a possi bﬁ??t é’%dlﬁé Qﬁstbﬁy fiférmation  for
custogipiasientsd Magketkw. i nf or mati on or mani pul ati ng

recording of the information. As another conventi onal
approach, Korean Patent Publication No. 2002-85144 25

Disciostird aptinels@ehiiorg- open Pat ent Publicati on Nos. Hei
13- 354310 and Hel 13-341810 di scl ose network-type

geh(if MERsY 1p¥eRlian Aravides et esrdactess a:cnadnmuiatlphowgcﬁwat prevents
the Flls@r oL Bk s %fén‘f‘ﬂs gf %ggé{]dueflgg ?pgg@qc%%gtgg’ééﬁgqunteﬁelt product

conmuni cat1 on ag,
w:thdmtpﬁtgamily desogngihe g@ﬂhh@b@@h&ﬂ’éb Isi dtfach ?@ to a branded product,

Inte @) and determ nes genui heness 0
eanbe‘iSr'% H@S‘ﬁﬁ@'ﬁ@f H@G@@ﬂedmfﬁé\!@tr and @rcmdaes the @mcrypted information.

bedohR A Tbdso Bio e S35Ealn 2 fratfndhatisehandy to carry
and d&@hmm@lsrtgemammrté&stdf% ;Wb@dbﬂﬁy H@&?ﬁﬁ?@ésu?ﬁﬁétﬂgﬁfe%ewed from a

comyuni cati on networK

contagfeéﬁ ﬁpﬁ@"lwp]lgam {achand eytmiting medmufypteel informmition o a
SPRfd Thedem Anferiapuld ?ﬁ&vﬁ@g’gﬁl 6‘8%@%@08 oP eprowde ing genuineness

exchangi ng data wth

informatipn oR2 PEAUCH G Iehitth énforrmdtis aﬁmﬁuﬁéﬁ@sﬁ%ﬁﬁthe product is

ni cati on net wo he size o

rel ess co
pro‘”PSé f{gea?‘dé'rsef R g%u&@@ tingp i @%@atma@&redem@eéa@mmtpumng the

- decrjje€ #fbdmatircost price of the tag reader increases,

and a charge is inposed on the use of a wireless
c dvaeariinate one ase)emboﬂ(tl“evmeyem ingerttiom, tiagrerie H6Vidbd a contactless

the tag reader 5

comtr i (FRaRen it fearBeh r Pradie 8Rd mypMidest product information.
The gemdtietessmAiuntcRioAdd tmbﬁxd@@'é’ cor?t%EﬁééQ B&S i Uil{h ‘g%tl?ﬁ‘oi’n't which

speci fied place, the g nU|neness 0 e pro

W|rel%§hd@@<@aaﬁg«a§dda’r@v wéh a dagueatiarsiargatedsa govtdresource from a power
Lai d- open Pat ent

s;gna%?%ﬁ\!eq rgaq ?@ﬁll ,{@{ Er\é) ﬁé@r\]dqrz%p@g%ﬁ%hgﬁg hediower-sugos,0a storing unit in
whictdtrecpregact mfd”rma%@ﬁsarid‘eﬁkﬂyﬁt"brﬁkéﬁ%leg% ﬁlformbﬁon A sigyed. and an

determ_nes the genui neness of
encrypiggudtit, j wiish retarmts dhecpradoat ir;fomm&d mntransm[tted to the tag

ead EABRTLER SRR BRI 2 ? e e,
d@lceortaffngmﬁuéﬁ@mwéfeasp%cpr&d% presstitafiBhEoR" #te is provided a
contactless communication tag ‘that is attached to a product and provides product
information. The contactless communication tag includes a contactless
communication unit, which wirelessly exchanges data with a tag reader, creates a
power source from a power signal received from the tag reader, and supplies the power
source, a storing unit in which the product information, encryption key related
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name, managenent history information, a product
description) that is previously stored therein.
However, such an offline-type authentication device
WENEeEB33 e probl em of the 15 network-type sysPEREKR2A4000732
menory capacity increases because the tag reader
ot shotgl d previously store all the product information
inforraatian eyl fheadunber &f times thegeod i@ itBmafiSatefod
an detertm' nes, t he, %enui neness o?ﬂ% product a'm'g pfe(?\?f%iﬁe tag reader,
DIYPLM el Whigh anesypisdne predustrinfeamiation ta hestansmitted to the tag
readcd qdh I % tion of an authentication -
P géggur erli g’?}% e\rhgﬁlbg@l%lgl( P%?%ph@?%fmgﬂ'@ﬁt @0t @i information providing
unit,pwhivhdieaelsi thel praduich iIohBALN siSredt Ri & REVEHHE |
C{!ﬁag. reader only considers a position ofezgtrog'ggc@m P P&ponse to
ProcyCE irfopNRtans rediinst inesizge kselvetiatomrthef tay rebdenandsides the read
this conventional tag

PO A OR e B e ROl bk fgetlkmpravision” of the  product

reader
infordiationi fifuttieel abmeer pof aasd NBeObrddlftt Worrn?%}%‘?{ s %ead exceeds a
e the

oducts of newly joined conpani es cannot
predgiﬁgmdsfﬁfe@é\@@imss det ermi nati on or product

i i : i istrihuted tag readers should

. bg& 6285 ubgg{tgegﬁ“ %\h éo, qﬁ%@g&&flg#{g&{@éﬁ& Bigntiappthese ie provided a
o] earerittet reada | f .

portahbe hag r ithet readsaBforifion réc@ﬁxehgi??ﬂgi a %gbgag;ﬁggsl C%,&{Hwn,cat,on

t product and attached to a count
tag. 5359@05@5% BddkPERE Inclisiesars PavisalesPubbonmbimicatn  unit,  which

. . i Li del I, | .
W'felggég%gg?% §atCRn gh’%gbhi%as”%s BoruRhipas tagt aashislessly sends
a power reb&m@ﬁlfdzb‘meﬂbsntboﬂ@ssgmhm@ﬁ&%@n%geé @t&n@aﬁﬁ?w Whkch at least

t hat tl nckude a_contactl ess 30 communi cation
ONe GIRFTYAIL baiEalatedr ipfaratation iastarerled deoryptionashit twhish decrypts data

. he,. i det 1 Ni
e R R A

inforraatiem tatiit sahecteddrarn tdet@rcd\f}%iidnr FOBtRS RAMTRati -
ation of 50047 DRaEsg Sfiation by encryption

er, .appli 2
key 'ﬁf{ﬁ%daﬁ’g@ég% rqqragd dev el owataciiensi cemesmication tag, an
inforr&li Mg d8Yi CeHidrS rbigidied egial prodyct
T o e P icke reb e ok R et 46 Breregprtactiess
commpgnieziicentagoatinehahto phywiduat addstaay thefpréfecttidbrmation received

ince the tag itself is destroyed, even
from @a%% Q%ICH%? QOUEHH@Paﬁ%&GQ,a@Wd BEagiipyt kingt evhjch outputs the read
produchfrdommdtionn to use-the tag reading history information

for 5 custonmer-oriented marketing. Disclosure of the

| Agerrdingntorséll pnedhen asprctrafithe presehtlascatioANtRGE! 8 SSovided a
the reuse of or the

[ Cat ag that prevents
me"h‘?‘?gﬁgﬁ‘@ﬁbb 355,}8&%‘1% 'Q?%[ PRUNG FuBY Keagler what communicates with a
contactless esrheiuhigztiodusl atl yt i C r.Oyi N .

t he genui #el prlo_ducttg att?é’:h\é'itls’cB%Jch ué:g tgﬁéﬁ%{ﬁﬁ@é@yowe% receiving
encrygiigley spesibinginsonmeationfaardine contdatiess ensheslimtaibictag, selecting

onory S L% 50 T BBLLR' B B the marbiacmmslon ke
D oduct by duery ot g eIy ARt IARMMGAFFRE e Soring means
included in the tag reader, transmitting an information request message that requests
the product information to the contactless communication tag, reading the product
information received from the contactless communication tag based on the selected
encryption key related information, and outputting a result of reading concerning the

product information.
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contactl ess conmmuni cation tag and outputting the
decrypted information. is The present invention al so

ides.a method of providin enui neness

W%?%i}ﬁ;gaﬁ%n of a pr odBct, "1 Wwhi oh i nfor mat | orPCIBERA0N/000732
t he genui neness of the product is provided to a user
by decr({.pti ng information stored in a tag and
out IRg tonslill aectheptaspechbdthatiresentARSOREHN dheR: is provided a
proc.%}ﬁ ﬁf%% of t(g_gg esent inventjon, there is provided

U olt MPERs3 coa qPEURYRRatQY teaals pHachedichdle contactless
comtroumicat ian 0 &ﬁ% . j.nfornation The

cont,actcfﬂgggg (:lgrﬁ‘i‘;{}rr?ih(:Etk | ontltq Q?#%@Phd’ésStgrecci)nWQ@f?'@s@e contactless

compawmoaiiont tagn inclides whi contasties QﬁﬁhMuﬁ?&@ﬁ?ﬁg%ﬁgfjg)g%p wirelessly

i a.tag .reader, creates a power source
exc@%’%ﬁ de?t@g'@ﬁ\/%ga@f F‘%?r?{e(rh%retaé%ﬁ ? PAWeEr sourne fsomE pewet bignal received
fronP e ta® PEEGSE: S j i L, ich the produyct, o .

i nf Qr&rlr%ti q%@ré_lrﬁ de%@é%}%%i %l% Ereéf@?%}gg#"@a ﬁ%%gn%tsil%%rrﬁn%#@'t in which
procich ifarmatieh amclagingngeninenessu IHfbrmaWC Bf 8RS HBSet 8% encryption
key P%%gegcﬂ |rnforrrat| ontto be transnmtted to the tag

HRLRHIY afeh SIUREr PPt SRATYRESN Lltawbith encrypts a signal to be
tran$ MftRIdBtheBag ASHRY ] spect of, the
_ present | n\%%t fon,” ?ﬁ%?_@q?@?@%ﬁ@ﬁ 82%“;@”9% whighsteads the product
'nforﬁmnsm@d dn thagstoniay usit dhteePpefsd %o aa HrBEUEL iA8Shation request
mesgﬁtd%s\gﬁpduc% t| nformati on. The contactl ess
' fC4 BT tha deadRisand pevides thesrsadproduct information to the
encregian DhE alvhersit Vidi ' i e xchanges data | _

r%/2\/i th atag r e.édggé,lblg\;\@ggrg]séﬂg% %cga?véérﬁéggmgcg’ 8?8\%“&"933 information
of thg gwerlueli gared inetbei aoradtiess domemuABAtIERES] is BAfted on or attached fo
the p:}ﬁ(@@étl es the power source, a storing unit I n which

the product information, encryption key related 3 WO

2004/ 088- 579 PCT/ KR2004/ 000732 i nformation, and the
nunber of times the product information is read by the

BriefDgscriptiem of theaRrawioggpt i on unit, which encrypts the

th
prguct i.nfor ion to be.transmtted to the tag
rng érﬁ b'&é‘d@tﬁé SXRIFUIY oh 9RIpine | Ripdact authentication system

accordim@tathis preseatidvamtiof or mati on providing wunit, which
r%e'l{djs the product information stored in the storing
uni -?rﬂ”Llsé@mééoﬂﬁglar&'ﬂopraidimntacﬂemsmﬁmnnrcaqaﬁf‘tég according to

the ngﬁ/ehg&?-i ved fromthe tag reader, provides the
read product information to the encryption unit, and

r El@cBss pravhiesiatia IHck HRGPARMIE coh bPy ¢ -
to thlumber of times the pr odl?gt i nf or mﬁ@%{%b?g&}gb rbA8er according
0 thepiesentingentipidet er mi ned reference val ue. According to
i nvention, there

SHGE! 4Amgfg§%ge$a|§>g§gélraﬂggflg&pﬁéﬁ ?(gg%gpcqr g toe third embodiment of

i'S provi
an enicnfpdiomatacoyptiomagiivetD:f rom a contact! ess conmuni cati on

tE%T‘P@ qfr&{abl e tag reader includes a wreless
cohfuntat USHARR t SX&APIERY fneRyPles| kepxchaogelintpt & an  eighth
embodihBnt &ans , ' jon tag and wirelessly '
sends a p%%&'éﬁﬁ’%ﬁ%%ﬁﬁg@om actl ess
cbiniic atflawehzagillustratings & godidttinfoimehbs Pedd-d&#bcedure in the
tag reader according to the present invention;
FIG. 6 is a flowchart illustrating a communication procedure between a tag and
the tag reader; and
FIG. 7 is a flowchart illustrating an authentication procedure performed between

a tag reader #1 and a tag reader #2, according to an embodiment of the present
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one encryption key related information is stored, a
decryption unit, which decrypts data 15 received from
t he contactless communi cation tag based on encryption
WRAYBE3ed information that is selected froﬁ?%{%@low"“o“l
encryption key related information by encryption key
_ sgeci fying information received fromthe contactl ess
Invegd@iuni cati on tag, an information reading unit, which
requests product information to the contactl ess
communi cation tag attached to a product and reads the

Bestiedddbr cafPhRut &b [RRKNGI 20 from the contact] ess
comuni cation ) ut put unit, which outputs

t hBlereiagftepr prefetred némbodimeants &€ eoratintgotleds SEbmmunication tag, a
ortaIE\Ot her aagect of the rgsent invention, there is _
portaplg frgdge fvr?é‘@h%a‘eé'?mgp Prvidigg phe geptineness whei paduct according

[ ewint Bat gSQmBUR! £2 MM T

fo t}g%nqrggté?tgg/ e(r:ng%%umucgtéi%n t'agBa tggﬁaémlg gefg;eggﬁcp the attached
drawihgs.net hod i nvol ves receiving 25 encryption key

speglfying informatjion fromthe contactless ] ]
co nf/bga Meiald ?Q{@Xpbéml@gppﬁgaﬂoéiﬁ@%fqhag tx e peisenbinvention.

in j r j t henrecel [ i
| R s €S AL B, SUEEARHTT, th prosen
inven@ratesat! inibomatiin oficattacttEdsi conamahivatiog tagans-1, 10-2, and 10-3 and

di i ncluded |n fthe ﬁa reader, transmtting, an
'Spﬁaxf‘&ﬁnﬁ?ﬁ%ﬁ” PERE %’? nﬁé%&&éfﬁqt‘@fss rEquRnisationags otrdt 10-2, and
10-31 BleLLABEREA tbov%ﬁlﬁltscgfgd%%g §8ch Wﬁﬁgt&%"’?gﬂ] legther products,

readi ng the produc o Infornmation rece

liquog.omasict|ters kmodm;tlai &agivm?claggmddmgdﬁ & mebreeatiéds, electronics,
. tion key related inforpmation, and outputting a

macfillely! JelPlleanir dodihannirigl Ferort aimissiom figkaiai porificates and

tickefs 1OPtRO U453 3501 RCH INRYL Qfle/r&)&%%zsecﬁ?ﬁi%%@? gtu?%ﬁér{tldocuments.

anot her aspect of fhe_ present 1 nvention,
pridie geatactiessdipmmunicatiore Hags doat,at0i2smd 10-3 are square-shaped

and ERTHHRER bR Efbcnofhh BRVE AL 2 Wiy A dsnats of 10— 18mm.

stTetag \Aéﬁd@"smdhfizg@t&ffd bOSH m&P Wﬁhﬁ@*&cﬁﬂgﬁa@ various forms.

i ncl udes a contactless comuni cati‘on unit, wh
The {3g éeadar ¢0sT drshanvgeth thataiswsintiaa toatat eddercredit eateésand has a

. . I, | i d f th
thickfe ORI (S SHAEE (b LOMM BRI oF LR of Fit Rt fires el cds. Sucha
size allaws agpersoh tbcanyithb ta®ressit20-AfiaTHIRWMBt. | "B ader 20-1 is

. 8 nui neness information of the product and encryption
drive Z&Y & epHepganthhas gedislay anl inftefiemt. aAlsenersippleocalculator function

i e e T
phonehi dHiowewsts thbse fthgdieaidetd dnif @hBR! iekBrilar/ClonfiyrBfons and tag

storing unit in response to a product infofmation
readers REeEATAINGs s Kige Prasest insentipn rearbet implemeadted bydadding hardware
j the: 1 ea uet . 1Lnf ion tao the
and BORNLAT e VB BRIBE o BT dranen by persons, such as

persarl digif nebisidante (FORY)| RENESNJBhANaRhESNan@MPBS-1 Audio Layer 3
rCfduct stored in the contactless comunication tag IS
(MP3§rQ AYRE: oromdividiual leaying a tag reader can check information about any

product to which the above-described contactless communication tag is attached, by
approaching his tag reader to the product and can determine the genuineness of a
brand or discriminate a counterfeit product.

A product code that only should be marked in a genuine product is printed in a
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the product. 15 Brief Description of the Draw ngs FI G
1is a view for explaining a genuine Er oduct
wHobEgki-gati on system according to the present . »

T nvgﬁ%‘gﬁ; FIG 2 illustrates a configurationPGf/KR2004000732

contactl ess communi cation tag according to 20 the

present invention; FIG 3 is a schematic block diagram
tag-attachasb pradyiei.at IFoh esémale, sy gepaiter prahuet djd@!@l ist priitb@ as 7’ in the

esent. jnvention, FIG_ 4A illyustrates exenplary L

surf ‘%%P BtfP'EﬁW@E}%O%%arC&W P@rﬁj?ﬂ@ PadBaiRfedECtgiodeds printed as

~r ' i ' : {11 : .
O i M e SERPIIP DT Aplck paist: ofadnEt b, o fF WMididel having
tag eadstsdi capndetermirtee then geppinenss sl exfry pram baset! 84 Qrodid® information

' fl hart j]lustrati a product information
OUtpf‘Eéﬁ-t@%f" °¥a®c@%hpﬁhqﬁt%eh§a('ﬂ$ AN ?anhwblﬁdaggea@fttﬁéhe product.
' b QM i j i atin .
n e YRR A S 3 4 PR b YA v o
liquaraif the dateign laubrAs @entiries thae ;genmiga%ﬁodlubt gedlé ait”l iBdiigdlayed on the
' i t ata
disp By 1l S 2 T R0BE  rAlse I heD armichyidhAlgARRrogaNes his tag reader fo
e SORTESEANEE 148 5etiand VO20Y BBURLRes gy o o
warndig meassagevient.i orrel oz anpfdédatermined esoreth %@‘Qﬁduﬁé@%@ut instead of
e tag

t act| nication tag, . a 5 portab
the Jnyfaf Pt R SPichJoniase tuivangBati diaisel i aanumber or
i QoI Cledi f : Ng. W
R ooy Snlt CarB e BRI IKETRL Wvilgoe Bt such as 7
segnarnai ngs.thejotheriharg, & sownd $urh explbaep swureber atoRBSNessage can

be offEi B BirCicie SeSF O sl o graeof imoiia o s detocted
the tag ee8Ar re%)@tit'i\VéW Bt 'L Si5ort ?L%%h%gg é‘%‘%@ﬁ@&bgs Sif a product

conmuni cation tags 10-1, 10- ( !
codeipsupecssiilhirenduineoiag rendecountpats & ebsrtaeatim sairidonhile displaying

e S50 o At 8L R ) gt o rao

prodilidtqeede naiged omith W golReoduc e %réd!&’&sé&fé‘_iémﬁﬁ%d gy ‘égﬁttmeer, the

& nmedi cations, electronics, nmachinery, jewellery, _
amoyr Rissuedp ypige seatar isprt lerge@mdseam et sicked sn memory having a low

capaE®f.t FUfRreS @58r can be used as the product code. In this case, a color
code that only should be marked in a genuine product is printed in the tag-attached
product. The tag reader reads the color code from the tag and displays a result of

- reading by combining on/off of a plurality of light emitting diodes (LED) having, for

example, R, G, Y, and B colors according to the read color code. In case of detecting
presence of an illegible tag, the tag reader can express a counterfeit tag or a bad tag by
outputting an error message using a predetermined color pattern.

Also, product codes are sequentially displayed on the display unit of the tag
reader a plurality number of times by one-time reading of the tag reader. The product
codes sequentially displayed on the display unit of the tag reader correspond to product
information including at least one of a manufacturer, a type of industry, a brand, and a
product name. Tables that product information corresponding to each of product tags
is written to are provided to tag-attached products. If the tag reader is put to a tag, a
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15 tickets for the use of facilities, noney,

mar ket abl e securities, and inportant docunents. The
woo0baskl8Ss comunication tags 10-1, 10-2, and 10-3

are square-shaped and thin fil mtype passi ve PLAFR2004/000732

each of which has a width and a |l ength of 10 - 18mm

The tag readers 20-1, 20-2, and 20-3 nay be

plurgiily, of seedneiccadesviarsequentialyndisplayod ih agderafesbled- 1For example, a
is.sjmlar to that of a credit car

h
tag rtaéﬁgeﬁgé’{/gfg g S%HP?;‘?{H isplay, upit {ssput e fosgign diggor havmg a tag attached
therglonBifist digPlagbd pRodE: Rodb P Bl rBEoghige thal Bisnpuct is of a type

a size allows a person car
of hcmg)r jpasﬁd loinsitanas loég. priﬁtiectttgge t&ﬁé&haﬂ@-tﬂe ifipst thleverNé%( data ‘0014’

t t t
thatZﬁ ﬁ%:b i I @ﬂP%ﬁ(%?emﬂmeéQm@/ 'W%Q;V@éﬁéjgagtfgcoélglgedba? eat:tand name of
this fbcRict A %lerﬁt‘i}% tt%%eﬂet%jﬁénﬁo 533 Itbiah%nem@ﬁltbagﬁ sapother table

portabl e Cﬁ@one However ese
prmt@&mrm%pgo hfllgextadamlﬁoaﬂouxs;a@ 88 atwé@étérrﬂ%aftghé‘%tewaus can

esent ti can bhe rrpl enent ed by ad
recoé'gFé hispigcuerEvased 14 vears based ot itgrhe ofl evi agisy yeartable that
is yet Qﬁéth@aﬂa ons, such as personal
Y di gi tal a%gl g?géndt@qh%é&?&démltl functi on watches, and

G 2 lmuﬁraiesawnﬂaura(twfﬁf aot@ﬁébﬁessaéomﬁmn\féé%iéﬁl tag according to
any

v a ta reader can check i nfornmati on about
the pIFé?Sééﬂg'? et ich the above-descri bed contactl ess

CRETYM A I pti
reader t gg t"ﬁ% %@ggétg%%ﬁg‘@gﬁicgg?ie% ﬂ@ qcr?ggdmg o a preferred
embqﬁ;rm\@nh ehewspresent inbeatioh includies er contasiescoMHimcdBhimeans 100,
r,oduct. cod at only should be marked in
acorﬂfo?g:ﬁﬁltz QASBB&% fing upf 31‘%’Becz| ina 6 W 2004/ 088579

PCFﬁéKBZ)ﬁEHb‘tl@QQ 1EmbR@iRkibAC RS RS 9%0 %xoﬁé)r{;g]egsx ‘%&% ¢ IQC g wireless

genuj ne product code 1s printed as
ma“rtﬁf With & epgAble tagorearfera extractai powennonmvtheAty Bow Meceived radio

d 9 d
signall SIS AIRE b8 B BBl ccimap s taren Raveatcouse of the enir

systermdiThedgahtrblavhin@08 ehd@yptseealLcL ﬁﬁor‘i‘ﬁe%t%ﬁ‘tsfb?ﬁépﬁ dhe storing unit

enui neness, of a brand based on produc

300 i %@ngﬁlp{tlﬁ@ Keiyspichpuimiits thef entryptiay kegadesxtdal devices through
the c@rﬁ’t@%ﬂ%@'cB%nt\‘mﬁcé Vﬁﬁ%g\erg%r 0 e%g)rgo l:xjtgtt«pggn}a@gge@nq gncryption

when an 'n

key mfmrmatmy arfe stbmdmrtaewtbnrig @Hogpo.i f the foreign Iiquor
i genU|ne t he genuj ne product code '7' is displayed
ohNE RONRGLESE LPnmUpication ﬁ@earmg10§addude§\|aoanma B0, a power

d t th
SUPP'¥ W\'Itvﬂ ‘g?ﬁée r&gﬁ{)@ggnﬁ Bﬁsﬂ%%a %{r}gg% lg\bpg%’ﬂlng (an'[ 1%5 The antenna
110 ttammlésr irdDtmaiiard ustandh reesL irfBihafiéh WRSHI (Fj%*gs?'é‘&?er 20 in a

[ % Errot'a?or a predeterm ned certaln soun
wireless; BianneRst e POWeh sUpelyuiumg Jri3dd seipplieslepMveSi stegces to the

contaétiex! @drﬁﬁ»%ﬂ%éét{ogafa{gg@ ﬁséﬂogeéﬁﬁgiﬁ@gqngggggnwagg rsignals among

sinmple a
Slgnalbyrebeweﬂrﬂmmgmthesastgcqlnaamo? 'ﬁ?@@émcﬁjuléﬁhg} Uﬁltolts"@eaemodulates
such as a beeﬁ sound or a voltce ness
a

sngnalgéﬁcé%gd g{ﬂ%@taﬁc@éﬂéf A t m@@mjatm@ﬁmrte*a’iﬁ ngndul%ﬁes signals to
be traf¥AMRPto the 88 rLAd&B P! eriePShtbRind SHpSLES pnnted pattern or a coil and

is formed along the circumference of a tag. Since the configurations of the modulating
unit 135 and the demodulating unit 133 are well known to those skilled in the art and
will not be described in detail. Since the contactless communication tag 10 according
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15 the tag reader repetitively outputs a short pul se
tone a nunber of tinmes. If a product code is

dﬁ §fﬁlly read, the tag reader outputs a sho
readl Ry sound while displaying the read pr odﬁgT/I‘é@%/O‘m”
in an output unit. Al so, the tag reader may output the
read product code m.xed with a voice. If the product

to thedeebent mmenadntshcwlahLbﬁbenanmfaeturemnbe%m@mr?itédobﬁ& thin, it is
avil n

a,is not |ar and  c be stored in nmenory
des’f%d? i\%@ft”gﬁg’f%ﬁ af[éﬁ& W@Hn@éﬂo'béaglj§@c@3aaspﬁ$ﬂgve type. Thus,
I

the Mw‘gﬂjﬁpﬁﬂ}?ﬁﬁ}t Q?{] éﬁl‘a%té: gﬁ\ﬁllerr] gofﬁ Cﬁgﬁb%ﬁﬁ} a@ﬂpﬁ received from
the tagerender aﬁtamhmpphpsddacﬂxtraﬂw b@@ef @@d@bn@ﬁ@%s BNSower source of
th col or c de f ﬁ% mthe tag and di splays a result of

€ ?'%téfSﬁYQ |Cmeﬁ@’“%ﬁ8fif0%\flgarqﬂqmrfaﬂ theypower sgpply unit 131 are
well Rﬁb\% i3hg \ﬁdl%‘?ﬁeg}eg@lbggm pﬁtallf or ~example, R IGn c\:(ase

B col ors acc fead col or code.

ofThI@BErrhgnthSO@nr&SWa aforaoldtild nghicﬁ\o%@ﬂ)r rﬁ@ﬁ\ohﬁﬂ«e electrical
ress a counterfeit tag or a ba y

er can g
eras@ﬁ%pﬁfqgrﬁ@”ﬁﬁ%r%d -ORlY SBIRENQIY; @ﬁg@f\éhétreﬂaﬁmé%DM and data is
r r t r equent.i al.
orosEE U3 68, o e O ySF Bl S MEBIGhy o wo
memglrigsal.e.t ¢ readdoaty mbmomdkxy wWoits réddih l ng{oWevbPQn a preferred
rodyct codes sgggentl al Ty displayed

t reader, The
emb%@‘q'iﬁﬁﬁ Fsmeayprﬁg‘i’rt‘ t daverdion athe @ﬂgc@ﬂﬂeéﬁéndmﬂodes a single
wntane%‘é'é%b%onbmd?éﬁ@trhgﬁito‘r ncl s dy ‘mfo{;ﬁ%ic%p %Zﬁoaotéou% a tag-attached

manuf act ur er ndustry
prodp@tcﬁmbtasrmtwe dfabutmry, leatnapufebirier, bedrthta BBduct name, a grade, a
mdclorrespond to each of tpgrOdUCt tags is witten to
0%, ANse oQ/PEPéE‘%{ 5@ 9! PRowas Lge pdaggef ﬂakgvery, and a serial

numibgra@estotsd EWtda‘té’ térebiamh t 08
PCT/ K112004/ 000732 " pl ura .tsgori}g B £ 3. 09834 Jthe, storing unit 300

storege.m.@npwipy lmysﬁB@yeqUIrad o°o|dencg)fptlbabifeSQmﬁmrmcatlon between the

conteRRRR cByFonb A, X4 e 07 4dp £o3df 20t ahea e storing unit 300

storet hevcejiptionakdyi §;§écn®lr@0i|n%’rﬁ¢at%rn°§+@trediﬁ%% fo?%%%lmf rﬁg the encryption

recogni ze that this product is of a

key 33{salgthentagt reagepside. prﬁmthwtr thﬁpetonagltmm 8@ induddea counter area

b 0014 t. hat
or AL h Al i, et el AED S et
comrhmraoatmat@ ¢O is rBh@ by PRURY fe?adeV@‘Oent'FHéesto?lﬂgq]?mP%O may store

ens rand nane table that is another
lnforrﬁalitqﬂ ggouhth[eht@gme@ggago thak perfdans a BeU7opetatiph aneldreatiing detail

s can recognize that this
mforrﬁét?djﬁ@fé eai'é]{eﬂdﬂ%?w%%'}éa based on itens of an aging
yé'ae ptrabdjet infoatatibs 37et starsy iﬂleﬂhets?!@hﬁg Bhit'ﬁ(ﬁ)dm'ag B the form of
10 FIG 2 illustrates a configuration

a prOBHﬁft ‘é%‘%@ sade- Uiffrg cambipaticiyohoumbeirsga taombihation of colors, or a -
n tin ef err ElLG cont act |

combﬁa%ﬁmﬁnéfcga?tl\ég@n tlggC g}chccr)é gﬁ%g(ﬁ?%a)é %ﬁ%f’grﬂ?%&ag reader 20 is of a

7-seganmﬂdyim3rﬂ prfdutheods asRiY up @V@fﬂdrﬁ!ﬂnéﬁ&ﬁ bf B8nbers is output on the

dlsplay um’cEl }ltf?es ?agC?ergTjuergIZCOat Iﬁs)lrs]onﬁ’naengroduct code may be made up of binary
codes indicating an order of on/off states of a plurality of LED sequentially arranged
and/or color codes indicating an order of emission of a plurality of LED having different
colors. N this case, the display unit of the tag reader 20 is formed of a plurality of LED

and the tag reader 20 drives the plurality of LED according to the product code received
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a control unit 200, and a storing unit 300. is The
contacti ess comruni cati on neans 100 exchanges data in

\%J’&% manner with a portable tag readerlP i _
exzt 2 poner conponents from received radi o PCT/KR2004/000732

signals, and supplies the extracted power conponents
as a power source of the entire system The control

fromuiniet ccmactbmsrgqmmupruaﬁuntag nOor Oaily arsirdlepredud dodeé may be stored
ption key and outputs

n 00 into an encr
in th{ah% R&P{/‘E}té% # Rlgradit o pradugbGedesmayrhrugiored in the storing unit

o0 o 6 TS B HGES o

prevrcrusﬂywdewmnmas@ acoordirgPf a thencfeiast, |£§ﬁarﬂb°'§ﬂybe<‘<ﬁt ih@0stry, and a
d f\ S 100 ncl udes an antenna 110, a power uppl y
Prodyqt pamgy &%%dﬂd'&ﬁuﬁbh@\ﬂng a1eEle mme@aﬁnﬂmaratpmguct information

suchUB ta]ﬁ%nu@;‘% r% ndl%xopfg apﬁé'ﬂ({%#y”f T térgrrrljuhp pame through

and recei ves |n orna ion'f

prodRbt eddesd ssguarttialigdispldyadpower supply unit 131 supplies
r sources to the contactless comunication tag 10

Ey ¢ 0E@REPInGINHowd0 dhalctoontroleatbe s iegtiea ssystemgof the contactless
0.. Th
com RSB BEEN S R0 E MBI o erswars
only fmrmhgmaltlagrcrw@‘red%b a Btete matHing | @g , &M dppiRation specrfro integrated
. &Ljér'ﬁéei%ﬁs' s to be transmtte totheta reade
Clrcugg_ @%@Fg based ian HippHops @Bdmtﬁér nSeeheaa @Umlnt emdr be easr!y
. i t Si
oS B EBECERISD e L LR SAEro) 0S5 oo verius

commlﬁ&midedtdersggru(EAD)LBa’blﬁeﬂd\Mall|nokb@Mb§cﬁbbBQﬁQié?éﬁl | I'B4lss, since an
in the art, and wll not be described in detail. Since

additigally iotec Malr PRSkIIS Oat UsAdt ihés possieledpdiveid agoreilem involving
a ter%QO@f’ %@s@r@a /i IH@%&%YQ’%ER](*QSI zeg‘?&)r%h rﬂ\{ﬁi@t %:%Qe product

shoul actu e sna
rnformgatrou@grm‘QerElmd(ayirBIﬁMtniorenaﬂrm than hant '{Il_ﬁg?ffaccordmg to tags is also
anmuni cat,i as passi ve type. us
storefolTct PafifrfRunBthond o8 Siefis St supBrbSeeimsome riafivn e the term of

presérgtion Wil ges@RIdVREL I MOwd/Re ﬁ'%ggrrees ﬂ?rrnv%%treﬂqs not limited to

supplies the extracted power conponent
hardwaig @@l)bffOIS dlm@ dogiCr bub e e‘.mntrbhermtpéﬁ@tmay tamdmplemented as a

i LA 150 bt DS BB ek 4 ot Shanign can be
hieweidt by386ntr no t i i
ac IeIwreke %I ect?‘%yglg@mg?aesab%rgﬁlg t%‘?aﬁ%ﬁ?% - gsn??%{)%ally stored in
the stasing ynit BEPROIY appther esmbrbvieah of e are'e&nt pmesgionethe storing unit

300 s'igé‘ﬁ nﬁ’@ag%% Mrgﬁ‘ﬁe[ro\%r]re%g rﬁi%}hﬂ %ﬁj Pr]lc r.éa3 ing the \é'ggr Brgram may be

stored&mrsemgteam‘gmdre/read menory. However, in a
preferred enbodi nent of the present |nvent|on t he

stlhe g@tmh wWnitde0 um{md@%gnaermrymlw/dwypm ehrt@ald)akdremformatron
orov 5 S 248, BBty BUEEK b8! 200, 2250 poef management
procaseinyg aak WAy, Eadi éNthesd dIAIHENtSaABY bR 8EF8I8tefrom the control
unit 200, and the replay attack blocking unit 230 and the post management processing
unit 270 are selectively included in the control unit 200. The encryption/decryption unit
210 decrypts signals received through the contactless communication means 100 or
encrypts signals to be transmitted and outputs encrypted signals to the contactless
communication means 100.

10
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nodel name, a producing center, a date of nmanufacture,
a date of delivery, and a serial 1s nunber is stored

' ) tored in the storing unit 300. Also, _ the
W??S?ﬁ‘fﬁghgmt 300 stores an encryption key 33BCT/KR2004/000732

required for encryption of comunication between the
contactl|l ess communication tag 10 and the tag reader

20The\iglormatien qiroviding umit 2580@adstthe a0l MRSrhRiliokeY70 stored in
th Sﬁeci fyi n_ﬁ i3@borag%ti on 310 required for specifying the
© eneiN$t M8 y 880 RIPVioRe Ry Featieprosuge. infaimation, 370 to the
i [ i d a rea. 20 for
enryo ekl e 298, ' POk SERHIET AEAARCHEI250 reacs the
prod&zD irdbrroatior: SifDastolexs i the mtoririce ahitB0¢ add Wlithéts' ®adread product

. . by . the reader 20. The storing unit 300 may store
'nforpﬁt'(?f’n%%(?g?foﬁﬂgJLetQPé‘tQ(&@Sﬁe%’d@PUQ@atlﬁmmWS dPasiraresponse to a
r e bRg j [ rat.i,.on | i .
road (RpmARG Rl e AR 209 e ntormelof WD ol Pyinoreases a
courgenvalde iof thenstosingrurmig3@hby 130Ren@yertife ipfod i ifPFALAEN 370 is read
ers,

2s a, product code de up of a conbination of nunb
and Lhefich B COMTGT \@hier Sorest i theotsiinat R 301 befoer ghe product
inf i th ' ' reader 20 i
infork gAY ORTERd: " FyDe ARNer ke % pist hAE o R0R arRined value, the
informatibi erovising Linit @ik dses matueppondnotthe redis@dmsanal from the tag
dof éhe t@g reﬁ%?r (fo Al'so, the product code may be
readgh 4 Qi Puiuts; §ad QEH&PTQWCEmfPHQaW 87 den roessageointiicating an
inap%ﬁ?}iéﬁe Eéfq thalisr8hd th SlcddsheSRABE} b?kih{esg:nr@@v?%v%rg% this case,

i or color codes indicating an order o
interpalfy, dhal ¢caynterf vaE® Fsaconinubdsheissrbased|amids reddri®d.S The counter
d

v g SR oo B ot Bl et 3 L
t 1 i o .
el R A Al 5o
effectvely reveard @ tagrframibeing mmdsedg)wdbtaﬁhﬁhg thle g Gbm % 88nuine product
r n the storing unit ,
and Bf86HISQ, i dfaided T 1 e CownBiel oo & separaling thelisused tag

from st 0sedgentine pradlcand ReasRRHaRk! :
o Nz PoRpCead BRaBRRY b Rnthd 8 8 counterfeit product

Also, pegiopiig] the fssien vaide e eor eltemally isacoessibie braeand ahecking the
f. , duct nane. Thus, .
sorel) B3t 1B 1! B! B e, Rl S witnou

additionbbeogttin @dmsarsona® /pRpsibaianbus@e. ¥ #tath afadhReto a product

. of industry, and a product nanme through product codes
usingsa qiwsically isyrong sisthepive, itTisepassile db adopt s2pbysitatblocking method

: ire. f e _cont actl ess

such B8 HeEEbYinG e RS LT eBRiiay 0 BREtage dBfcned from the product.
Howieweg nthi® nmethddphakesnttetnpsssisie dwaRrfon® BBLY rhdfagement of tag
. digital |ogic designed as a state machine, e.g., an

inforngafign ofacsRsS fReitrdcior segphtheal tag.r cise, (hisimapthod cannot initially

i i-nrf d S, Such circuit... ,

preveA B, SPGBy ' SREHEREe B0diey K%, Reefari ¥ difcutty in
masswrodact®rsupport ed by commonly used vari ous

cg‘gputerai ded design (CAD) tools and will not be
dESE& Pipslyct plaged &na display standéereadl by tag readers a number of times,

when determination of the genuineness of the product is actually needed, it may be
impossible to read a tag attached to the product. To solve such a problem, it is
desirable to put a cover film on the exposed surface of the tag to block reading of the
tag at the time of delivery. The cover film may be, for example, an aluminum thin film

11
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additionally stored main programis not used, it is
possible to avoid a probleminvolving is a term of
ion in a nonvolatile nmenory. However Mg
“g);zgg“‘?&sé%duct i nformati on or encryption key P’g:r bifboo732
information that may vary according to tags is al so
stored in a nonvol atile nenory as dat a.

thatGdocksewirelessr esminonidationt [t coverirfg thee ek@rmalodurface of the tag. The
However, the

reservatign will be described later. ) )
COV%rfﬁ%lﬁt GiaRTee Trom f?@ tRgVNENH§leEMinGtion & deeeneineyespis needed.
di gj t i . eont it y.b
i np e@eﬂ%ggég?ag% r%?fg’lrc gg‘ﬁ]of:égégor. X% g%, rq:}hg Bounter can- be set
differbrttyaaceoridstg to protdtansFaf exdmplpr ésené dasyafifoels 6aBh as foreign

. be achieved by contraol by software. At this tinme, a
"quq*raiancﬁr 6@?‘%@%‘1% AIFGBn Al | festaskedaeds,t e ist aplegable that the

nurmbRkorP9%9%ing tﬁ‘ﬁ&ﬁ@fi&‘? FefarhpRd \)5?15%8?%}% gﬁrgfsf 98 Irllih-g’ﬁeﬁi Jg3 - 5 times by

I nventi on, e storing unit

considerime thatites tagcthay poréadoncaat thd thgetdfelaiery dHPBIIGE four times
may be stored in a separate nmenory. 25 The control
at e fotehc | 1dbE CASCeHcFOBINgG i Bgpeinerpraduet autbentication may
| t r@viding. uny , I c .
ve fRbes Elidfoel . otoab e G50, of 198 Al Ai8Ckyenasig, e
numbet-of-FadinGaestriction heserenoapahentsf they cbenteeparmbfiably limited to
fr the control  unit 200, and the_ replay attack
SeV%Pﬁgasnaf ﬁmets 240 s gvan dh oumbanahearsing pegidetien mference value
i : I el e '
can 8 AostEEace, 88 S AL MRS BB RSP BRI R o mmber o
stepsi gfnaldistribution ethanhebudiowderc thd acésadsinvention is not limited to an

emeBAAR Es BRGNS RE T CRUNS) dmBECHS enkesrio reading and,

for XA Hth8SRumS heald i
o e M TGS o BB By Hok b PectRbted with respect to a tag

attaghesl fadifagousi pictRiEes, r antitgies her plosdoeants .nf br this i case3 T0e information
re

stored. i t he orin nif 300 a rovi des the read |
provEl& Bl 220 s g Pra9 e tborRetod i HBTeshiT i Sn gt 300 and
outpu¥ th@ L4&adAbssdudt higformiRloRasbro nth%@%i‘r dhag CHH’EaEHQSRSO communication
reads the product information 370 Stored 1n the

meags d0nin tesponge do dri readipgicemiiand frath {veddigoeader 20 and increases
the GRAETH8 "o 2. RGN o SPRLBSEL 58 OTRI T Rl flgon 370 i

readl edd@vevdl, ifh@id Rhee e aRfoRmaNbsli iidviMd w0250 does not restrict
i ncreases a counter value of the storing unit 300 by

proviflinghehiaiarmatioa haseduen thengasinter value370 is read and

chec r I r in the s Lng unit. .
508 BT AR Fnat2 He, Rb Bl hpl e 28 < Gairtany displayec
using fee pesdindt edoder | the inforfrRitiont hravidind e 80 hBghrsaliBea plurality of
the to information providing unit 250 does not responcP
prodygt ¢astes ataitiveniedhe tag serdanelteisequeatielly pmovide each of the plurality

o LB Rock o MR REEEN ] 13 P08 24008 g remcer 20

Wheanthex rfesatiorn prdddingl ubit 269. séluwitrily providesstheag®duct codes a
internally, the counter value is continuously

numbeicpbliie, BivBsHERD faTeRNCrmtienddsaiyriion and replay attack prevention are
applied to each data.

The encryption/decryption unit 210 encrypts information to be transmitted
through the contactless communication means 100 and decrypts information received
from the contactless communication means 100. A 3-data encryption standard (DES)
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val ue can be checked by a specific reader carried by a
manager. 15 Through such managenent of the nunber of _
IJBShca<hag is read, it is possible to effectjyve
Wﬁ%@@"ﬁ?’é tag from being reused by detaching %ﬁ'{gﬁ 4/000732
froma genui ne product and attaching the detached tag
to a counterfeit product or separating a disused tag
algofifhihis Usae @sgenaneiyphien @lgarithmd bat thecenergptidrealgetitivh ésl not limited

fql t t. .., Al b tori th
o IS AR, ' RISy e Bk S s vrius
formshe tkithig émaoawn@ttpraedagcswétoegf[ygstagéaaﬁpt% lijr?%ﬁbl‘?'tﬁree keys are

to effectively prevent reuse
sequadiplly yaad. cBtcei thegemigoritoms are all physictrd kewealgorithms, the same

encrfidh KB Bt P SPEpBp hel buprsond 3 By oal 1y
bl Aeddrimgeihosbnvenabnas ihEY3R9 &oeﬁéétt Sér%}gggftiégtﬁ% methods,

antenna when the tag is detached fromt
genyiper&asy prodursawibenteatinikissiudesi stpoisg ahl ishérenpeufrentivation code in

o e8RS R o e o e
corrégpohditld 36 a RaNAM p?édlﬁﬁmysréd?jirg@gf‘éf HHgoYu?rﬂséLﬁﬁQnﬁcaats@g. code from

froma goduct. Al so, there is
the feadatictParihe mfhar produecceidingetb the arelienplimyersivandehaine product

authGERER AIRCHS el A ReRL o8 Blorinaopraered on the display

unit acthealcadenaadesh ehdrypBonh/BEcryBfioh 'iSlelz%%fulPé ﬁ}]ét%HO%gng rtfxlndergone to

tag attached to the product. To sol ve such a pr

corrgefly idispiays prosiickinfermpatiora cover film on the exposed
f.ae f | di f.t t t the,
R R
presamt ialemionprotict iffdrmatidh i%n%%%é(@%ﬁawec%ed by & unique master

P?:T/ KR2004/ 000732 that bl ocks wirel ess conmunic
key. pin dvetasey 8 maasier Kerad3s thatasea sbommen tugqudtkey for all kinds of

. £ i ‘ag when det I nat i
prodNSE SR I A2 ESVES S 8 1SR S e B8n ag 10
The tagtreadari 20 alsd mha%inglbustnigﬁea(egotﬂﬂkqf i PpBsHBISE read product
inf dlﬁferefnt b)y .agcordl ng, to products. For exanple, in the
inforragian {7 p Jiads RfnPEEiuch: ei e enaryRfigsvdegayption unit 210 encrypts
iorRELYE UMY KR ASUE By BRIl b it 250 using

the master &ay S30absi@noéncryptiom kel eintberétsran efctyptédd méssage received
e tag may be read once at

ti b i der i that t
from (3L &Xtsrhal, feyie; %{aﬂ%aqa@?w@% Interirgied imespagsr tq e information
. . e. . i i i . 3
oVl 20 i BoAE ob BLou e B SR fpeton et i
displayateen #he tageraadee 20fbystlecopardtiad betheperiahgiomidecriypon anit 210, it
: uré:]‘oe[r - Of -.{jeadi n&@r&est r.ifct i ogor ef erence val ue of the _
IS pond it SR PYIB SAUNANeyS IRPEleR 87 NumgEUs Proghistsef Further, if a tag
th : ! y Hx ' o
o 0706 coblo 8 VS oGl S RELRR HEERBIH P g o

be reptlavitheal adteed totupgsadé an gistidgdag esaddre nunber of
channel However, the present

isﬁg%qocf&ﬁ%i %‘nﬁé{ii‘n%’qur{ﬁ q%gaetogngqpﬂéss communication tag 10 according to
the present invention, a master key 330 as a single encryption key and the encryption
key specifying information 310 for the master key 330 are stored in the storing unit 300
of the contactless communication tag 10. Companies using . the contactless

communication tag 10 prepare for a plurality of encryption keys that is differently
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enbodi nent where the counter value of the counter is
checked to restrict reading and, 15 for exanple, the
) times of reading nay not be restricted with
W@é@g@@f;%o a tag attached to fanous pictur es?’%T/&Z"O*/OOOBZ
antiques, or docunents. In this case, the information
providing unit 250 reads the product information 370
assigned edgcording o sttype afjinguistry 200/ @na manufpettisertdanel/oreadrand and/or a
product infarmation 370 through the contactless )
typeLghiels | diPT GHReTRICL B ING paseidraer PandRel reaubRgletermined to
: o) [
e
uso SRR oML RAARARG 00 A 30858 F Yoo brana.
the pasel of ttoompanids thedt produs@ @ smallr eadbeHoMpysducts,na tsirigie encryption

case, the infor ion provjding unit 250 does not
key iyt é?SIQB@{m ar ifge SMPARISEmm e tSBption kays required for reading

| tags?d?%‘n%’spﬁﬁhh‘@-?pdbﬂu@@ a‘?gt?r%ibg(r?c?‘;n g‘lfég%ﬁ r}%ggapﬁ@_dum

information I'S sequent | a using a

pr bgontreceipt of t deedqudst riontprodudtr io¥ordiationuiibin Heltag@yeader 20, the

I{S)lrgvi ge a EI ural,i %Q?f 25 product codes at a tinme to )
encryRon/ggere: a@runzfoé reBg st thel $RCTRiRN Kay saeridng infermation 310
o108 59050 2 oA 9RO E8) RIS ool TR BRRPEALion ke s
the entryptian ilmy 8@ \stoliedginuttie tH0esegue! | Theyemurpvictegey specifying

. . the pr ct codes a nupber of tines, nmeasures for .
mefB??gWé? 1dfg Mayes Bt BXRMRIca INdEeH pssionad o rRlveatity ehergrgption keys.

" ThéRRItbEdiHe SRAMtIERIRC ioW%nﬁnﬁﬁgg%ér}gé%%ﬁf%ﬁ%éﬁcm that is to be

unit 210 encrypts Infornmation to
trangrhittedg o tare exterhak deeiss by nimenindatmationpacddih@Ounit 250 using this

decrypts .information re%ei ved fromthe contactless .
encryGiioh Ke ¥ dpiesrrei an Eneom ISR sA08 TERKV 08 (8 xiamal device, and
providéshe iﬁ{%rb’f@t&p%&%@t%@m&ﬁ%ﬁf%’ pgrggié ut 981 thm

is used as an encryption algorithm 'but the encryption

al ggsuchnby sisingt thiei ericrgefiont eyt bpe@fyDESirdbgoatidrhd10, Tdithough some

enorjirek Sy ateedRid iidhutede b Tinledlva TorieRoRdndaus hindusty,

corrédpondir maPURR iRy Sa 86@es brad, Yor es&stresploRSifhg product.  Also,
these algorithnms are all symmetiric key algorithns,” the

in thegagasns veaie gy e emiasimiest udede fthe unigire praster keydis used, the same

i an, r o to entional genui.neness
encrf5 RbY 3 e R R SR DRI o ERLAS M e tag readier
Howavéhenis agbl posditile! todasdisdedllynigcarbdrafeeh8W tags storing new product
aut henti cation code in a tag and determ ni ng whet her

inforfadionnhévehtif asuiiiciant eumbss of eneryption keygeare secured in a tag reader,

i GOLABETE YRk AT MR HLE Nt LR by by s
sparthenapyition keyel, |acsthedivegds,owhbe Pheqemrly isnvaRlifsefured, by storing

genui ne product authentication depends on human _
one pf,gpretionrkeayarsecHiad an strepeagadtion keays andpn dydexupptresponding

o ] oSG, IR0 50V BB B g fono of tre
encrypdar keys, avhich are secured as spare encryption keys, as an encryption key for
the new tag.

In a third embodiment of the contactless communication tag 10 according to the
present invention, at least two encryption keys 330 that are separated and assigned
based on at least two references among a kind of industry, a manufacturer, a brand,
and a brand name and the encryption key specifying information 310 corresponding to
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In a first enbodi nent of the contactless comuni cation
tag 10 according to the is present invention, product
information is encrypted and decrypted by a uni que
WHELEPS ey, In this case, a master key 330 tRAGEKR2004/000732
common uni que key for all kinds of products is stored
in the storing unit 300 of the contactless
the eoaryplibnakeys 33Q 4@ stdied timgtheeatfing? Ui 300N2% fhe contactiess

singl e uniq key, but it is possible™to read product
Comrian]giaﬁﬁPit L'igf all kinds of products. The

. . . . .- i
r Ay Mishatds B SRl By BIGH KBY 4 (i apfesdicamplery encrypion
key spenifytioninfomiatictb@20sadbrdingetomaet fiirdk BbdaMést 8 the contactiess

encrggti %n ka/n,a interprets an encrypted nessage
COMPERIEAYRY 1a¢ riShraporaine fomdhe dessard, ineendiopr oRadesinghio FIG. 4A, the

: t t i nf ti . . i d L it
enoriglght Rep (20 SETRATE U 'SRt RnalniralPedaer To neludes threo
encryptibarkeysi o , 4@, aingl 41B,Sdﬁohy@d/vi@i@hti§‘@eﬁé%ﬁmiﬁ&f‘%&ﬂ%g\gbﬁb a type of

ind t he ggera ion of the encryption/decryption unit

Industiy, SgNRRUISGYPRIaNd 8 bsaadi dAll gemenpebties keps dB8BaYEBNand 473 and

indi u r s .her. if a.tag. fhat can be )

in lcgefb gp?gg’\i?,o %gﬂn@fljv’fj%?soe u{a&ﬁﬁé}? key) iPEﬁCHX'BSdB{OéF@HPn corresponding to

the enaifyptiomkoys 468, 458, 4473 mre Beoregad tié Eé&ﬁé&d@ﬁ%@?q The encryption
isting tag reader. In a second enbodi nent

u ad? an e ader
keys o‘%g h}?e %%rﬂeé‘éfar ed) argnriassiiadi Bto tthipel Qrawrsr éacty dfowhich is an
' ' , t. 330 i ngl
enonplGnkesXRigncdEBld 25 2 BRERT ifustY sinffchutt ik brand. For
example!, chegplurality3ad ehoryptibe Keyst£11,keys, 33 a8 mhPHR%He encryption

the, stori it 300 of th tact| ;
keys ngd ﬁbgé%g%&ﬁrrﬁfége%slp%& algg'ét%ggn?gct inscommm carton
OIpBH e Bl lurality, of
oo NCEaIo T 4 eSO B fuce ity st . s spsrier 20, the

encr
enCWPﬂHm)éiRQO'@ﬁDOOWBZZWa@iithedomaareibndomawLﬁliéat% 'Pég 10 transmits
a manufacturer and/or a brand and/or a

s d/ ;
mdnce'ts; :ﬁ]g é(rb‘;‘}ga{lfgqr key ﬁggcgg%mfgr’m@tgpq HE0,des£03f0 hyganst 04, to the tag

readep@0ds Thet taesdoRr 30t IBbRE rﬂﬁ)doérpesdb?ﬁirgj'f &é{?}&@ﬁé@ keytables from the

.. éencryption keys according to a type
lndlce§aﬁﬁ§i plaels.the sameaencryptionkey sepantresentrgption REYIE 0astored in the

I F.Qf products I ngl e encryption 5 key
contadfifie, _ @%éﬁ?g'f’é‘d{aﬂof&t he 382%51%%3_%.6053 Pefoas encryption keys for
readirgnc tiy®t icfree Y Scorfstidsed f:@t!hn’fl t@ﬂ_ Et S 1@ Thereafter, the

ed in er ’

correspondi ng products are inclu e tag rea
encrypiipn/gpeipier éint 21 of the gestactiess conudunitaiiot ¢agre0i encrypts and

] e encryptiop/decryption .
deorybiifidstfbAdriittiiton s ahdippdhen ey Wpdasthugr by sequentaly
using ithd pmmuyoneampﬁ@@kbyg tag reader 20 and causes the

tﬁgcreader 20 to select the sane encryption key as io
t

M3 PREIVSHOR iPYS U sIPECHigdi thet tay temgler @aden Rognize a type

: e i fyin informatj on 310 may be, .

o naf B SUSIARHAIATY, RREL 1Y ol L 5B L%y T o fove

belongncinypthiepwdiey s in F_T(B.eﬁlﬁafthérta%trBQder 20 can recognjze from received
encryption/ decryption unit 210 encrypts | nforivatson

encrypljosy !fq;gmfjg:egéz s andiaed thet arpreducitoathidethe taghy0 is attached

is inclbd&d 5 YPERbE Q0cdYsBKES! B¢ AL iR oﬁhg%réglljcst is ‘Sam-ah industry,

and a brand name of the product is ‘CAPACCI'. Thus, the product information 370

~ stored in the storing unit 300 and the encryption key specifying information 310 may

partially overlap with each other in practice. In other words, the indices 421, 423, and

15




10

15

20

25

30

encryption key, interprets an encrypted nessage
received fromthe external device, and is provides
the interpreted nmessage to the informati on providing
WQRIH/038(? As such, by using the encryption kepCT/KR2004/000732
specifying information 310, although some encryption
keys are | eaked out, damage is limted to a
di p es di
425 ﬁgﬁﬁ@%rm% b¥ ?ﬁgs%f”oﬁgﬁfd{ gpgamfa%h AN embodiment has

advanbag%pbhdﬁm@semrsiwl:zbodmm and ﬂleté&o&drmnb@dimt tahd can enhance
enbodi m;nt where t he unlg ? mast er, key i s used, the
the gageeo@TeRerypYi B seapentain dsipgdhei phibaity -omeBanpton keys and

suffitiBANPSECAS SXhin8r ficthp c{%%ﬁ%f biffigls However,

OSS Tl ona ncor porate new

talgnsas‘burthr@nbedmmrnobfcme castﬁtacﬂmts comnfigeatianf tag 10 accordmg to
encryption keys are secured

ffi
the f)g?g‘:eﬂgéggén ?Ount thes Plaaldy bt ePEYPHEBr kRisaB8Onand the encryption key
speo@fgf?]g)“ Rlctndtioh m@%@gfor &9 8% %nﬁa%glééé %nﬁ%{urﬁééﬁoq{‘{a@% and the

e encryption ot he en a new

tag readen20f mctudeedendrypﬁnmkey@ réquitete faf readtyy ptddeiat keyanation of all
secured as s tion keys and an index

the csraspopeRg ﬁ%dhgb‘ie? éyglﬁ&rp @dlmweypom H%CQ'@’@Ofr@é@l@#eSt of reading
fromrﬁ%e%%gfﬁgﬁﬁgr i a&ﬁnt‘é@f‘es%o%h{ uRBEEH 5§10 sglects one of the

encr are secure as spareé”encryp
plurd{;qysof eacsyptmncﬂ@ml 880 k ¢nankaits tdmwmwnt &gy !s;ﬁlecﬂfylng information

gg n'gq iment of the contactless conmmuni cation
corregpoRditdt 1 Hig BACERd CAGYBIGLBAY th iveies dRadeh 20 carq niakes mutual
enc %ﬁbrﬁﬂ&gﬁp[)dé?ﬂn keXs dath thakr.ar g i@hab?dar‘?‘rléjncryptlon key of the

ase -on at least two r erences anon
contmﬂwsortomnmmw’cyon g fus gquarforared asimgaadotarwsﬂ:heme or a random

schofi or FAREGH 281815 6PhEHERa SO IcEHondagond ewseets and decrypts

. lnforﬁ?ﬁf 65%3&9%9@9?/@@1 fﬁéetag%rap@F Q@'héfﬁq %1e3§gle%fe% Sh&Bfon key. The

he storing unit he contact i ess
fourtbcﬁm’ahdlmntovf thagcardactidss, comnuhiawonatagsﬂbmeamm &y yhe present

v SRR SR R B5Y FREHBRT ¥l e contactes

com®@ARSBR ﬁé? afp fRpor@NbaChbASHY i ér%l‘giﬁbr? REY the\'ié’rg réfd operation,

according to the present invention eferring to
the smond ieenedment can irprove1an sbiityde ¢apet wigh amqmmrfa;ts@ader

Wﬁﬁé%@ﬁﬁd&%&t ]Oggh%%gﬁ%ﬁﬁe% @ralgl?@% t | on15 e}/ccordmg to the

res@mqavdmm ttRe PIUrARE dFfenchyiienti sétsrm@lérad:bﬁé no@Ré specifyin
g a brand. All ?)he gﬁcryptlon keye\sy4 33, 453, and@b y pectiying

informagippessta 310 am)stoggrtimthe a@nfeﬁﬂ¢§qapommwgatmetag wngnd the tag

eackfS0GEA08 HORSERORING s o S FAEFHBAL BN spposponaing

prodesier y Pachnof Kry snefyptitie k@?gsdwaﬂethe%brﬂé@tlééba@cﬁhmuﬂﬂ:atlon tag 10
into three groups, each which is an encryption k

inclugesiajlest Muplescration keysethet aradiiassied andaaﬁaﬁ@mmra@eordmg to at
s PR i, 1088 R pe By Bty b ST BV LA proguc
name. For example, the plurality of encryption keys may be three encryption keys
used for each step of the 3-DES algorithm. In other words, in the fifth embodiment of
the present invention, the contactless communication tag 10 includes a plurality of sets
of the encryption keys 411, 413, and 415 shown in FIG. 4A and a plurality of sets of the
encryption key specifying information 421, 423, and 425. The encryption/decryption
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keys used in each step of the 3-DES algorithm 15 Upon
recei pt of a request for product information fromthe
tag reader 20, the encryption/decryption unit 210 of
Wpﬁg"‘é‘@ﬁﬁ?actl ess comuni cation tag 10 transmi PET/KR2004/000732
i ndices as the encryption key specifying information
310, i.e., 02, 01, and 04, to the tag reader 20. The
unit 40 seqadrtialBudewoine ﬁloraﬁgmﬁérmy&idﬂgk%ﬂd)ﬁgd&ésgéé/ encryption and

taples fromthe indices and selects the sa
decrypueR:pt PRIRCiey afetheagnemptiendieypof dine Kay i¢ Iferitrareet using a rotary

condfE 7% ERRLELLRDC T 8! B, L it and oo

inforeatioBnéxohantad twiers the T deRlU h .
the ‘encr yptgi on/ decryption uni tsgg;lﬁ?é{tgﬁtgacgﬁ?gé@ﬁggy sets. In
the sigviatWRY 40 it thishemboditaentmfshasdntattiesy sbsmunication tag 10, in the

et ' ] t . tq and received fromthe ta
fifth P@g@éﬁ%@p@gé‘égﬁ? {gth&q'OUgﬁeMds SRECPdr e tg rgpder 20'tan recognize
a typnof industoy) KkemufSiufrca brayRd, AR YRIJURPnXHES f‘f;fg.les in a varied form

specified, the tag reader 20 can recogni ze a
of therfithsempodimentn theetedust infarrationd 376 rara reodnatptieiey specifying

et TPy el S he 1
embogiogintedf tRsc wﬁteicﬂés#%brhm@h&%ﬁoﬁzﬂag W'acﬁ@gdiﬁégto the present

. that a product to which the tag 10 I s attac
inventin ersd advantagpe of hethestber ifisst, embediniends utlerough the fourth
duct is 'Sam ah industry, 30 and a brand nane
emb%@ﬁ}ﬂgpyoduct is "CAPACCI'. Thus, the product
i ifiar sipth emb3dtnestt ofrthe doRtddiess tBRirGnikAiidn gé’g%’g@%%cordmg to the
the encryption key specifying information 31 y
presegi ipyentian. aner @ yRiahkenand eneatmtion keyaceiatien imformation used for

L A L T —

tag fiaates infududditutite cofteictiess eomnititcatiin thenBOdiOBN i8S using the
advant ages of both the first enbodi nent and the second
cont%q%aap EReURRRI R Rge Hh RFRRETe forea Bltalky obEnsamiiontkeybyand assigns
At [ ryption ke “
the SRAHAEL R b1y AU, o SLaFORL AL of gy ancor
manufegiuperangdiosa band andfooartype effpastiuoent Phe tdgreader 20 includes an

I .communi [ 10 di h
eneof b AUERTBLES b et S Gncamio Ko recessry t
RS RA o STEBTTIPYOSRET PG PSR Sl modue

creatppean eagnéiatekeR Wising: bndescezhealypt bom bayalityealiseed values and
of all the

r reading.product jnformatio

enclpbp B rarieh STl McFNas BoRristulasent! heypurber of encryption

keys (Rt eantbeotreatd Ll f b g} -
e oo et PLS Ll rehda 0SB, ol A Gp b RER according
to a garameter paliealof tay flotctioncr Mibowgh kelimitd80numbansfiseed values are

ryptjon _key specif.ying infqrmation correspondi ng.

storef 1 8" el s £ty Rt o tdpaignate agEattiepnammition keys to

numerdds kR Withbat a S8&d YRt ' ' 0 :
other. Selecti onaof an gyg@&pﬁﬁe lﬁﬁ?%%&%héb' ‘FF}&Q the genuine
product authentication system according to the present invention can incorporate a

‘number of new types of industry, manufacturers, brands, or types of products without a

need to upgrade the tag reader 20 even after the tag reader 20 is distributed. Such
incorporation is made possible by assigning a new encryption key to a corresponding
product and attaching a tag storing creation information for creation of this new
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- readegrag,

contactl ess comunication tag 10 is perfornmed using a

rotary scheme- or a random 1s schene. Thereafter, the

contactl ess conmuni cation tag 10 encrypts and decr

WO RIHORRY? on exchanged with the tag reader 20 E@T/WQOW@OWn
sel ected encryption key. The fourth enbodi nent of the
contactl ess communi cation tag 10 according to the
n i Qv [ of e r

e o e PoANe R ot AT i ouine product
auth&[ﬁlﬁ?é@po&%ﬁemyamadvggrtg thespreaemym/enmmgemnw pwemcyt mforma’uon is

rati o the econd nt, can inp
dispgFEa 5T e B oY aor e SR Rintib it BPESbeigpEripHh geNtine product
oS B QOMESH SRS RIREALAD & hpion oy
of Thencenopypitom key eredioB3Maoaiuls emay yprsiate l&ayexample a result of
eci f informatiqn, sets 310 are stored in the

involgB 8. EPBLediimin EhiT6H 4 alI48, Sankecehied agoniaekey creation
mfon%@tleC' @ﬂﬁ%\?ﬁcﬁﬁft;ﬂr@e@eﬁteﬁﬁletn‘ﬁoﬁe%dnBEgﬁjrldféd to this encryption key

i nformati on the correspondin roducts.

creatidn trﬂerrmtmry;hnﬁcbhe kagrypdive kaly ¢rbat|@r®|iﬁfacmbt$@$ should be understood
ncl,udes. at |est two encryption

to g MindRateriiok FReding Gnd HSS aheaca@bondnghilos g reader 20.
For'@?a?ﬁ [eWahé S RErORes I@W&%aﬁoﬁylﬂgbuﬁat*oﬂdﬁatyr ée g successive code

manuf acf urer, a brand nanme
sequenaapm@udmgea phaumla‘tactwelof:oé@ca yirand rcddey santhy pedulst eede or text

oA T 7 g i b i s e, Ao
the e%@rﬁdﬁ%nﬂ(%@btlbﬁ‘\é%rlt% inE8es MHAGH §Sf§nct#ons and operations that

conmuni cation ta Includes a plurality
can areatecqit eppypbon keygsmgla sdd@ valaecardil 5t Iebe’mnne paFargetetA Thus, by
of ,sets of.the,  encrypti.on
appr@%ﬂa&?@we&cﬁn&%Pﬁeﬁqognalgﬂthnhggthedﬁaxlg@gonﬁeg creation module, it is
OSSR kY RIChRW OasdLy S triuPRerol8 MMRraaRA &%en wh
PO B CT/ KR2004] 000732 Uini {210 sequentl ?%y G0euhen one seed value is
storegd|in the fagregdeerBr ypti on keys and processes encr yptl on

e RSB PRl €SO BXRN PR B 10 accoriing
to the prekemt seketien, Tbeh eaddisr of & heqldd feearRNIC @Hfbﬁnatnon from the tag
encry tgt s and decry ts. 1 nformation exchanged with t

QW%HW@QW% et 240 rfdhg mantactiesy Q;zmmunlqatlon tag 10
cons R SCERET, 80 P AL RETVRS L bl 1o spcin

mforreailmﬂl&‘rﬁnib thentag toaelee By th:a@ge me/tag ré@%@ﬂ ?Oetd, creB® the same
i ndustr

reader 20 can recogni ze a
enoryRRRTe & W, CAOTHPUATIKOH B30 Sipisalio thadae redres 20i nThereafter, the
t h .
cneo SRR 65 10 WSRO s o v
devicea foyrthetinfonmation piovitiegainir 5@ usingtthBOShdraptiRRKel @Jr literprets the

overl a th each othe The fifth 1o enbodi nent  of
encrm\ﬁ%& Hlﬁ%ts\éme% |f%%%V%ﬁﬁﬂhﬁh@a@ﬁ%rﬁaI{ dgviees apd dherlw @gltmds ttihe interpreted
mess%ggsgf‘tthe 1ﬂYc?rﬂ'{dt|8H ﬁ%urt . Of b%%t%)r&ﬁl ﬁ odiment of the

nments t ough errbol(gll
contaxitlesd centhanIn iy 1(blesufﬁméﬁw heseraamaHolypabh eyt e assigned

1t0 acc c!l % to the

for a type o ustry, a manufacturer, a brand, or a product by more sufficiently
securing the encryption key. Thus, even when encryption keys are partially leaked out,
damage can be reduced to the minimum.  Also, similarly with the first embodiment, it is

possible to additionally incorporate new tags that have the same encryption key but
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present invention, one encryption key and encryption

key creation information used for 1s the reader to

create the sane encryption key as that of the

WOAMPUBET8ss communi cation tag 10 are i ncl uded PCH/KR3804/000732

contactl ess comuni cation tag 10. Conpani es using the

contactl ess communi cation tag 10 prepare for a
stor@Inevalproguatiinforealioh] ithkeya weut @é%&@ﬁde thCexisting distributed tag

encryption keys differently according™to, for exar%l e,
readgry y%gs%fn thiziesthoginagal, whea a pewupraduat isrdesigtido ke incorporated, if

a ta) AP EA NN ADNMRDke BT RLS GvalloF 5T Reieanen inmatian used for

creativrasfehel dndrirsticnkey ithe g kexgen8se THast IR s&R@iiyption key as
of a tag of a correspondi ng product. The encryption

that RE9 coresPPBingdagiusingcs stared seadesmbie pnd dhe leagrypdibndey specifying
. . seed. v r pl.ural i of seed val ues and _

forfo0E Pt BeP bl ° e o, BSBESBILTS Midorsie more now
produats- inlfilee nsubisst of geRaMEPprdlict @){ﬁeﬁﬂi’@tioﬁaﬂmﬁ?u@aw&t@ining higher

created by the tag reader 20 using one seed va
secujiff Jedi@or di ng 25 to a paranmeter val ue of a function.

s e RN e RGeS0 Ry 50 scooring o
the piigkbat @Mlendbal VY is@IHNEENAIt t3D0 BHRE %té&t@%gscdﬁqmﬂlwggon tag 10

a need to upgrade the tag reader 20. Thus, the genu
storggr Jfdgast m aespien keys 898 thahate atassified aod tassignedsantording to at

st QUEBA RS MIEPHTBEEL Py 3500 08 1 B34 e o procuc

namaidndoencrapiion Regdréationdgfargrtibhed e ERaYBfioR&pe ' ;
A Lor the g [ paer pooianetbn s Bt ERALRpS SobkRing information

g :
310 caesspRding da the atderstvesentrsptign &eys @aig la thissembodiment, the

i : ndj roduct an .
enor TR G IPS ol ) BB 3 st SpaB gRhaEhyiNially using the stored
encryptiat keys. of THehitery remdler XD MReR@Q4NEB8RIption key creation information
PCT/ K (();?[4/ 000732 .encryption key to the correspondi ng

from P% GaRIECTRPS GOMMLNi¢rRiIcgIATI Weamy Gtrates thrisamet erciyplim key set as

that SH6PEE T Y QoAtRYcLS cbﬁf?nlgfi@ét tég“gﬁntbh% égbge%if[?nﬁnction or an

product information iIs splaye
operatg)rsbasm]oesttr)]e ?reqéi\sec_t)ewypﬂi? key pegdtionihfiemaition okr_andinternal seed
roduct _authentication with respect to _various kinds_
valudt °GHE euBlin, Effociment e nccyBiase RéysnanFing security through
multiSRC EXEibAONK @iy 8ablpalit C € ' i
P aOn LI SR of R ORrER, in, GOfpaison to the sixth
embodimnggit.al val ue as received encryption key creation

| T ArCB I enP BB ED ol 1, BREpehess Borunun nptiandad aR, the storing
unit Gfuhet EEntBESKPEdrAMUKRYLSH f@tg@ i1@ns&%§éﬁ?éé§@w§@wr9%@ keys 330,

understood to include in mat 1 on for specitylng

which peaclasgified anscasgignashasasyding to lat leas) tweadéesreBbes aBmong a type of
: X he engryption, key creati on infornation .

mdusﬁ;g/;/ %eﬁgﬂgfﬂ%@?& GeDeble a%@@@@l&neﬁmﬁmanmpﬂon key creation
informBioh airttspbndR@eio AN Ay id Rggg?eéb?gﬁooﬁndices as

_ text information including a manufacturer

identificatien infaemationdfor speotlyieg tirmavcryption keytdreatme infptrhation.  In this
eatian algorithminclude nerous functjons and

embégﬁ%nleg[,i @W'S%pﬁlypgon/'decryphon Uit E18uperforlrjns n%JuI%iplle encryptions on a

message by sequentially using the stored encryption keys. The tag reader 20 receives

indices about encryption key creation information from the contactless communication

tag 10 and creates the same encryption key set as that stored in the contactless

19



10

15

20

25

30

can create an encryption key using a seed val ue and at

| east one paraneter. Thus, by 15 appropriately

selecting a creation algorithmof the encryption key
WEREHIBEAY nodul e, it is possible to actual |y BEBER2004/000732

numer ous encrypti on keys even when one seed value is

stored in the tag reader 20. Also, in the sixth

commewhipaitionntagf 0t hierotight acspesiic FaABRH Gt bRNop&StidA based on the
a

according to the present invention, upon receipt of
rece'f\’@ad!é‘gﬁ’egéﬂd;ﬂ‘b'ﬂtﬁfﬂaﬁFrﬁ‘f?@r‘v‘ﬁi'ﬂf?-on fromthe tag 20

| ' it 210 of the . ,
cOnEact? AR ¥YBROT AGVI810  hrelbder” Bre rpelian information
420, keyd careahtion ¢dtfa¥pBRLingn tasthkhenenpliyRt k&p fion information 420

EcﬁeCif¥i ng, information 310 to thé tag reader
acCopHng do i cigidh eaalmsiimeot ebthereantactiass canmunimatiopgagd®. In FIG.

48, SPonfulABEREt RPN (TP RpCkEfe Ay IS, A0 réf6h T the same
reference ymirmeialf OREEEHDY t® MIE. LABNIAL L ERGyborE UK/ Qﬁpgg&;red in the

devices by the information providing unit 250 usi
contaqiiess eemvipnicatiordeg a0 inslusiesribree eheryptinorkaysed1 1, 413, and 415,

' f t [ Vi dth
cach ERRARE [ 88leK Ty BRI, BofRe bRy oRvaendtecturer, and
branghr oNodéxemph, thid 3uralify dthéncsyptidh i%é%of’i MB,%n& B85 may be three

cont actl ess communi cation tag 10, sufficient

encrypiiearkslys usesh iprachnstre et the 8-RESi gjgerithnt.orParanyaters91, 493, and

- . . duct b .
485 40SHEH pfon P ORL 6K WiGkmo R 48 et sl Rep oncnytion kove
411, ZhBsanddeb minebe stored i tanstsang umitsgRabut Hid ¥ h6dk&Dssary. The
t damage, can be reduced to the mni mum Al so,

... ou 2 € : AR .

indiceg 42 41 $PEFIING the enorwpticmiidriagiion inforingtiopal9s aieestored in the
. hi i i ; t have the.

storilguged0b AR Lol RHLPRAAL BN AR ke R b BRted to the t

readdrQl iKRED 02y G028 20squestrspachiying ustithé BhermEbh &y, Encryption key
tW' t.h&gt ipneed to _upgrade an existi ng di stributed tag ]

creatjop HmalesJor preating LneRREWRiRenkeY iseA 41 hésy 1930d@dtand an index

for idbSti i ' . £ a.1ag re ne

or bAURG) HBfoky B REPLRRESh Sophbiof L0, 557" 8 e ey, an

encryped keyr abed'etitd, mcofptiohekegnaegion mfokastiort 58 a®3, and an index

ader can create thﬁ@same encryption key as 5 that of

01" 423 TR dor s 2ROMRET itk B8 HTRPLOBKEY, A4S 418, eneryption key

creati®ACTYGnh bk Y6 78 PegH f é(ﬁd‘%rb:iﬁ‘t{é% T | 3%, rc%?r%is}SSHd';fog%e another.

the tag. Thus, it is possible to 1 ncorporate” nor
Encryptiodulse)s ioh thedagutsiadet 26F age guomsedintdutiree, each of which is an

encryth B8 45Rlohubila for EBh Pheikle. € Aanusheiaen abd a brand.
COFBHNI fleiAN (Sfagprb@u@icci?ﬁ&ingéﬁidno fr'tbﬁmetﬂfe P§ legégder 20, The

invention, the storing unit 300 of conta
encrypiemdaroaticonuniag2 D of sther esntactibsmsionmanieation ptagor 0 transmits

i~ e 3Q that. are classified and assjgned according to -
mdacé;st 4 Iﬂiea% ofPSoR By SHeol NG IBIoEMRE] pi Co -6 i@ 102, 1", and ‘04,
The tagReHE 20 Rloks @pbécﬁfé%,poﬁaﬂgae Inike 89m these indices and
encryption key creation infornation as the encryption
extragpegicryptiog keif eraaiohdnformation for creating the same encryption key set,
i.e., here “1324’, ‘abed’, and ‘2345, as the encryption key 410 stored in the contactless
communication tag 10, i.e., here 133, ‘256’, and 267, from each of encryption key
creation information fields 433, 453, and 473 of the encryption key assigning tables.

The tag reader 20 creates corresponding encryption keys by executing a predetermined
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310 corresponding to the at |east two encrypti on keys
330. In this enbodinent, the 15 encryption/decryption
uni -t encrypts a nessage by sequentially using the
Wétrigé%ﬂégso%ncrypti on keys. The tag reader 20 reBET/g‘é‘%‘)O*/OOOBZ
the encryption key creation information fromthe
contactl ess communi cation tag 10 and creates the sane
encrgpiiory ey oredéiey algorithsn babed oatthe efcryptiohekeiotreatibh @§srmation and
[ 10 through a specific function or an

C nication ta F
a Sesae v & SEIRg dhe sreated rencermion kq¥er gpEnGryptien keys for reading the

[ ' [ j S I .The .
o ROl B 0. b S F Rl Rl Gt 210 of
the cntactidsy ddmougltationltag ADeerengsty Rindodscrypisi@idtmation transmitted to

pl ural i of encrygtl on_keys, in conparison to the _
and gecaived diond dhendag repdern0 dygseaventishiviusing tivs plurlity of encryption
contactl ess conmuni cation tag 10, the storing wunit of

keys; : .
ythe contactl ess conmunication tag 10 stores at | east

t whcandingpta tie kizyish 3&thodirAbniwbf ¢ie @batadtiassidoh@flumiBstion tag 10,

assigned accordjng tg at least two references anong a
once %ﬁeegrm@m%w {p SPectigduthectegriepden 2@ candecageiza a type of industry,

c { Kk r i i [ i on
o mERISLERASYRAChY B bRl B8 LRI g giner word
refereing tonBiG.e4Badasedent ithé encryptionnkey mE0, dhef icryption key creation

. . specifying the encryption key creation information. In .
inforrifion. 43M oA Adhe  Ndee BRclagptaaster & capt fasiegniret fremothe received

0 : Lp e YRLA O 3

encrffIorOKSY [THIcsPs21 885 Bhd DRSS e BrdtiRd 30wl the, gontactiess

commeaidatio? @ag dleisvaitachied ds dretudsabint a énss WP tceBsdeRles, a manufacturer
ign fromthe contactless

creatjiop.informti )
Of thEoRiGHPL it | AN G 48na N PeRIARS NABISS Rhdhe mipgeti s CAPACCT.

T AASEIEL DR} AR, o8 RSl 370 s o

. encryiiopugy spegiytid informationicdid afrtherstomey anit@0basgdveriap with each

the received jndice d .an. i ntern seed lue. FIG
other, 4 precTG 1 a o0 IEH YAl DI IBHICREY! 2410125 REI et S by Parts of the
prod@dteinfdritations 97 oRt TRE eig\‘ﬁﬂ'erﬁﬂé’diﬁ{é{h N&fepheC 8«5121%8{?9{5@ E8Smunication
to the encryption key Ccreation Information ,
tag 18caseading te she peessing invientiom bas mevantefgeshef wadhtlae sixés smbodiment

i i . O0.,ln FI 4B fl ti, hat .
o BT ABB- L0 AR, 6 e S S OTLAREEL ios v
transediied arelfl s, g pde oR%fa@Mtgrig éihdrided 4R Updting of the tag

encryption key 410 stored in th cont actl ess

read@iothrisripetitated asayll descraduatss. t hr ee encrypti on keys

4 : ch o ' IS tern ned . .
oot dtodiiye. BRRadsalBl 50 £iieiiech foherpoagipo pnervption

key, ireqhestngrodtet infornation &tbiexl it uhal Editaefle @ CorthiiMBation tag 10,
keys 411, 413, and 415 nmay be three encryption keys

receiyeed eapeavs tathprasueshang- diesays foe irecrivedsesnanseran the display
. 491 . .an i k reati on .

unit. n&o?hfrégﬁ?%rﬁ g%é%% ﬁ% c@ﬁ%%@%@éﬁ ht%eﬁgnﬁ y_%titff‘%}‘ledké?sa product,
encryplibn/detByptind phdSedimys testwbon ethel Bad N@askPr2MGitNithe contactiess

300, but this is not necessar%/. The
communication fag 10 are successful, and thus, corresponding product information is
successfully displayed on the display unit. If the product is a counterfeit product or a
forged product, the encryption/decryption procedures will fail, and thus, meaningless
information that is not readable by the display unit or a counterfeit product warning will

be displayed. Thus, a customer can check the genuineness of the product.
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i ndi ces 420 for specifying the encryption key creation
information 490 are stored in the 15 storing unit 300
of the contactless comrunication tag 10 and are
WORYHARE ed to the tag reader 20 if the tag PeHEEL003(00732

request specifying of the encryption key: Encryption
key creation information for creating an encryption
kenforiBRibh Akting unlBI50481 tisd dagrdsage 20 fa@bordmg to the present
identifying this encryption key creation information

inventipn pgeeivgsia plyralityeok Bfasiughgodas related yptduffmenteproduct information

from igg c%g;}aéz]dgﬁs %ﬂﬁ@ﬁ@ﬁgpﬁﬂgdrgg%@gﬁeg@%gﬁau gutpﬁ@s %8 Sroduct codes

on tindisPRIy udind [AptBBE WHRdd, @Wtrkﬁéﬂspe%gf@oné odGEC "ay;Blhkémy of product
key creation i nformation ' 267" 95, and an i ndex

codesis stiypd ds pomataripgoit 20 ohéhe comacﬂm ¢mnm¢mwt@rn nalgem and the

g (RIS RRRAR, SRR AR uLIee 1 82E ol MALER: s, For

exanhfldUsid YirstadispByé R Grobest, c@tjbd atdHP ik pHPQl?tyr@fCSdeuc‘?fcodes is a

product information fromthe tag reader 20, "The
man@f@@ﬂypt,|tbﬁ/mnsipﬂlsalﬁyaehunroqm @fdet fsea dnandpahdsﬂ;le next dlsplayed

orodGELTA 24 Qb ubBobt AR or kBFASTS88. | s, pobger hvin

code @Ble caftécognid pRuct meﬁnéﬁ%ﬂ" freAd8 disHalPksde! %equence In an
correspondi ng encryption key tables fromthese i ndices

embegimenéwhaiet ectispiayt iih hreya ehualityosl ¢olpolii),i e eode sequence

may BEEEHER, {0 HRERN B FOMAMI 0 6P 13T the IS LE D ey 410
stmeedomtaoﬂé& CorMhAGidaRS t&g TOBMHY thdmjﬁltamd@:f the contactless

e., here '133', ' 256 '267', from each
Comf@Hewb@n dﬁgk&/ may divieon leaked renantion &emsim@emmaart 220. The

teakerEAbiBh LAY FRERHENLAP A2 57 A0ANE KR o B, gortactes

- comraynicatiomgtag poetetdaadtived a2@oUBa R IABEH 74 least one of agreed

PCT/ KR2004/ 000732 encr y?tl on keé creation algorithm
encrypdiopq K¥s tihelegked ypel onReymepelst isrmpwiiednin itaas ath@t are newly
t 0]
mendeERFL) LR ARSI PR SHELARLY OPTHE ISR oneypion
key upgiating iunitt220ndisagrdstan ?e*hehmgiianewptld)n&ey with respect to the tag reader
the contactl es

cryption/decryption t 210 of
20 1 SR, (oA e GopttEss ComauBaign aY, T8 Gnedirerts the tag
e Vi
readgf 2035 UISERH rief BBty I< SRRy bIAaRAREY Hhoryption key
updahagynné§@ord|ng to the elghth enbodi nent of the

P EolgBrERBHON FS vSdpt-Goual 220 Hhiien 08 G, el ambodiment of
the dovipstieks 'c@)@rﬂﬁ&ﬁﬁatloﬁ tE@”M)f Qééd%ﬂﬁg Rt ?%en@ﬁn\?erﬁfo%nﬁiansmlts a

name of the encryption key. In other wo
unlqueen@stard@yttbat:ssmuld@e rb@wlgdm@d tbrtbeetag rgqmrozo ke’yh@fia)g reader 20

encr on ke reat 20 and th
delethn it Hasiddes AnbieooriCa e maf THAYAY REEW encrypion key.
At thisaRhy/as) o Fﬁﬁﬁélﬁﬁeﬁrﬂ)ﬂ?'anﬁéfﬁ r&%%ol Bﬁﬂv&?r?the contactless
that a pro to which tThe cont communi cat 1 on

commaglcatbon @gaﬂf)aﬂdemeu tagireeten2q, it s aossyiple tofreduce a danger caused
cessories a}( manuf act ur er
by h&t 4ng of a master
The leaked encryption key updating unit 220 applied to the second embodiment
of the contactless communication tag 10 according to the present invention is mounted

in a tag of a type of industry, a manufacturer, a brand, or a product that is the same as
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of the product is ‘ Sanmeh industry, and a brand nanme of
the product is 'CAPACCI'. is Thus, in a varied form of

h enbodi nent, the product i nformati on 370 and
WH}@”%ég?: yption key specifying information 318CHER2H/000732

storing unit 300 may overlap with each other in
practice. In other words, the indices 421, 423, and

a leaR&d rmmnhmopaké)s 201 trhgsmits e ebirebpddiAgt &ty Rith ké'ii‘Qhat is to be
enbodi nent of the contactless communicati o

"ewﬁfagSQ@ t@&b@rtagrr@aﬁ@r 2Re ghestas reatesn20 cisdands an ex:stmg assigned

t e odi ment, 20 and
encHSIEI T s8R 2 i BN RBBHPHRR tkSiad deeTyption key of a-
correspurrliid &/pendf mesisey,ea obh@@ﬁ@h&h@%éﬁ'&'fa&ﬁﬁ@:‘ ‘é\eéerr@spondmg brand,
degree of security Is enhanced and updati ng of ag
or a cggaponding Prediestin eatiederasompspordiisg to ﬁmdcomaemess commumcatlon
g.ﬂyrough this procedure, the tag reader 20 specifies a
correspondi ng encryption key, request product

i nTios iedleanesdropsh key hb@aﬁ@@haﬁtdﬁépﬁmnﬂh%%iregbmbod;mem of

tag 10, 25 receives a response to the reques
the eariagtiaps aomampaisetioe dag dpaneseding to tiee quraq;ﬂraynmntnn isfmounted in

e &t ORLAERLES 1o ATRILBAI Bt a2 D ety

a mémtfaﬁel‘er'; aeraag, akpderodGctandt éﬂ’éeth%oéﬁrﬁétésﬁﬁg leaked encryption key

communi cati on 10 are successful, an
and éEﬁﬂSEBEOﬁ@”ﬂ@(WgwtﬁnCWﬁtl@ﬂnﬁey&rﬁhatsaresMdrfsmbww wsed to the tag

o 127 gt ) U i bt oo
assigmedt fptthe rdoo\mﬁlﬁsts Io@mrﬁﬂmﬁ,ﬁﬁéﬁ ©5g WOl With el r@é@l/éd‘ﬁﬁcryptlon keys

less information that is not readable b
in adltgtﬁ'feagobrﬁﬁorbrcaée%nt eFoei exaginplgucin \Whe ncase V\Di |thebeontactiess

comluEagiiag 0oyt GUSESTR sSHROAGES BRPURISAT. 2oas s

assignefdoasratn enciyptiok gy wurtespbAdivly tohthd Bearice @Rk 4. However, the
resent _invention receives a

d h
leak BRENPTIN oY RO BBUR20 Bt st cing: Fresdier 20 1o update the
encriStRMUEdy ©BAST WRS k5T 8 f M BB SngO ‘%tajkgafenu eryption key updating unit

conmuni catl on tag 10 and sequenti a
220 mdﬂjtﬂctlgdcm‘smlba heve educs,{pitlayl keyi to tHenta@j hﬂdeMZO;JSbut may set the
ect to,o0 rodu plurality of product

new alrapioE REY spetF SN bb o 4 SBa srcwRton ke i a sufficient
num@&%f&ﬁds@@e@%’ﬂﬁ%@'%ﬂﬁ%nt s]é?e%ré@u ét?ﬁ Ff(?r%iawg 'if an existing

20 sequentially reads in a di spl ays store
indexpcoesporditigsto BE78 déx ahp) éhetlbake&d rencry:btsml adepdatmg unit 220

U T e e
correepandingand16hgoReENXS otirsRIbRY %‘i%d @é%ih&%ﬂ@lypﬁoﬁ key ‘5678 as an

uni que product nunber for each pr
enC%@nH@YaCQFGem@lngatﬂ thectwexe@dgnitsea peamlt;dhe same encryption key

cormegflpi R iRy B eha Bt e BoTeRd Bt ur al i 1y o
catherlebkbd ehbspeed ﬁe? Hgﬂrﬁ‘@ unﬁ@ﬁobag)pﬂtea'tﬂ %f]_% St ERMbodiment of

that indicates on or of “the col or LED
the %ﬁ@@lﬁsﬁeé@ﬂmmioﬁatagaﬁm agcading to Hibecpreseot inverition updates
leake%ogn%pﬁé}\e k%)c/’sn ta chr!geg plurality of encryption keys stored in the contactless

communication tag 10. The tag reader 20 updates the encryption key stored in the

index corresponding to the leaked encryption key in the encryption key table with a
received new encryption key.
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conmuni cation tag 10 may have a | eaked encryption key
updating unit 220. The 15 | eaked encryption key
updat i ng7 unit 220 is a nodule nmounted in the

WO 8ss comuni cation tag 10 to deacti vat BCEKR2004/000732
counterfeit tag if at |east one of agreed encryption
keys is | eaked out. The nodule is nounted in tags that

ar €hededlyed BROL/pEoh Wegdupddtieg umamogapyi;ea h6 the fifth embodiment of
encry@ ion key i s uncovered. The | eaked encryption

Fagminieatiopotag 30 Acgording éﬂlibe|mg3@ﬁdny©1tmnupdates the

A PRI TR b T o 1

Thusiithettéa(dd]@nctr?gtnorﬂ Rey aﬁdaﬁhg Ol $L0BFIRNCERBEYESY &kfihication tag
that is specified by | eaked encryption key

10 trgpaititsray n@ﬁfaissaﬂmewrﬁ@ralamé@r@mtm kemsebteyo dbei ag n@ader 20 and
t t_embodi
oot B BgRRALKE A0'B b b8 s EBRGEL T o coRaonaing to the tag

reader@EntTh@\&@ t retiek r2M SISt Spécifié® sHErgtRNTRE] etk
that shoul d ge new y used tg the tag rggager %eé.e Tﬁéeé&gned to the

contaglipsse s@EMRDIcatPRt B9 i10s l@mamwr@ﬁ leayryptidnr kepriablea and then

soalsFEIY BB, o R aBBI ) LMy}t oiiyiers i o

ordebefm’bﬂdﬁthg%bg@ubﬁ% Scormunl catl on tag 10 and the
tag reader 20, it is possible to reduce a danger

akgyl paePiQN ke alndalnguniieg20 apphek:ta twkEth embodlment of

e ARS8 8 40 bBR R R IR oot e

entxramﬁrediyrtg‘ drryhtiorokas sats stcbmerihltﬁ@ tag?1UDU‘Fh§§I thbﬂeéked encryption
of industr a manuf act urer br and,

of a type
key lép tBIﬂJEE"tYZ% ofj e gpnty Sa%ommﬂmﬂgodagms"aasmlts a necessary

e T Ny ——

to upmtatwb yhejeedryuad)oh lieytsegs beﬁdepoﬂd}ng Thehd agp reRride2020 The tag reader
scar exi st encry tion key and

?I assi gn
20 f"?ﬁf §PeCiligs HR\eneye '9%&%%@%@%&*%9%@ hescanaaiessygemrprnication tag
in thke¥tofdd &n Wﬂo‘?}s RQ\?%B% L¥8y atéQqHété%rre aerbcr%pt ipn key sets with

cor respondi ig manut act ur er, Correspondi hg
receiged @ncqrptmﬂmysnn thepoatiuatf réceiphof thdenceyptivakeysdi ng

et 1S B BV OPIRITO 908 228 hrac 6 o ebghempodiment of
the @mg&ié@nboﬁ%uﬁl%lﬁo%?‘}ﬂj %ééoﬁ?ﬁ?“t@'tﬁétprggﬁﬁta%v%ﬂﬁon transmits
nte

according to the present inventiomis no
encrmwm ercationimformation ﬁmttséngul]:t)be neWb,de@bd to the tag reader 20. At
i ndustr

ths i R e Ep RN AoR cag hand e th st ercrih Georerdon dmfermation is
store@iSirf Hife | @AEstRBCENRRIAICARN tegtﬂqot r"’]"?r%”}égz reader 20 may register

correspondi ng encrypti on keys at areto
eXIst@gezpmmonheusQ;genrrrgahm kew crémwmla@)rmadmaszaoba@cﬂag asa black list.

cr on ke orres to |nd|c
In B IR P BT B e B RSED PP REPHob (Aghreader 20
can rAbeRy ¥BEUrafkIK@¥Rrmine whether the tag is a counterfeit tag or not with reference
to the black list and a date of manufacture. Thus, it is possible to determine a tag

manufactured before a specific date of manufacture to be genuine and a tag

 manufactured after the specific date of manufacture to be counterfeit.

The leaked encryption key updating unit 220 applied to the seventh embodiment
of the contactless communication tag 10 according to the present invention transmits
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in a table for each category. For exanple, in the case
of the contactl ess 1s conmmuni cation tag 10~shovvn in

4A a brand index is designated as '04'. 2345

W?%"‘“Q&“ %ned as an encryption key correspondllﬁ@T/i\quOWéWBZ
brand index '04'. However, the |eaked encryption key
updating unit 220 may di rect the tag reader 20 to
encryyibat teey leeatimmc infotrhatiork éyat’ Ststid b& héwlybBg&d to'EﬁetthSreader 20.

end, | eaked encr E_@I on ke u dating unit 220

For GauRled. 's Assidned th (7% 418 fielaakgd out among the
encryspﬁ{%‘?uc in PHS. ABY $Qln| h@rpéoanﬁ e&&h{;ﬁ{? @Ee y|§ gtored in a

ti'ng one” of i ndices

newln relebbeditagtinstesoef ties ehﬁ%ﬂbgﬂ@i/ Ypage aﬁﬂcéﬂcﬁﬂlbtﬂjh key creation
keys are secured. For exanple, if an eX|st|ng
inforpgtier SpHREPARIING togBearew encryptionthey ‘I 88K eid ‘438" ym lthua case, the

i I P RS SR I —

‘133’ lceyresbﬁﬁ&lng footheeimilerd0Rtha0 is ABSighs@mbiths tagnn A lehcryption key
assi gns the encryption key '5678 as an
fab'eé}?@r YipieoiaokaiA &ﬁt@i&bmr@h@gm nave enprypkion dey. creatien information

‘138’rﬁlgH%§esﬁ{eh%QS%%je§n§6 Hpﬁ% 'lﬁgg @éo” ond )té%rt lgé]dmformatlon
correepcm&pgltontﬁeewdﬁpdalz rfgomnﬂhb 826y phich lk@‘} ia%lé g of QHﬂtd?eates the

t he contacti ess comruni cation tag 1

encry&é'ea%w a%% t S dresdhProdudiniosmatipn saesot be akad w;th respect to

= coSEFUEYANG AR TR rLhEL 02 or B ARG Syt tag ano
such Gacg)uneatﬁ@t o2én w@hgsﬁnéthBut@ddag ¥ derrimediotedoiintetbe,
ed encryption key in

rres dlng to the le
t %n@\ey F?é? ¢pMeIniGatian gtagr d@epi dheneqntrol unit 200 of the

| conta%ﬂéé?/ r'ﬁ@é(tlon?-%a%‘ﬁ@g&%rgﬁgﬁggthgg/ﬁggég8&/&8@&? éént igclude the

encrypti key updati ng
replay h@ttémkf mmmmmw irt mcqmtbactécﬂﬁﬁqmﬂﬁﬁpl&atat@@k means
0 according to thep§rese i nventi on updates the

attemglf 18 S Erar 15161 PLABRHPO A RORBY TSGR rBhaiied lpna user in an
encrypfst %@theﬁﬂ&aﬁ@ﬁ‘”‘b’@c@@h#@%nﬁaﬁatﬂagwsn?lf{ilﬂﬁ the 'ﬁ%ck?&lﬁﬁgssage to the

encryption key updating unit contac
SeNeéonﬁ@ﬁD@QtW!&hslu@l’g ap attacky tesserver wamsnits sdog-imesquest message to

o e 1 Bl SIS0, P B S 2P encrpiing

the IRPIF HRfUERD HE¥sRRY, SarPHE TROMdinBAide fHae
% % tag reac?@r 20 first spgm fi esﬁ%ng%@%t {%rﬁi% umber in a

resposge ogsMgsedde.o The seasncheckete r@odmnnmbeowh&agatﬁl@entlcatmg

L r t tabl e th
te BB 6% SA5E Y8t SR b aR P Bt sumber i o
sameves thataeistaitteantsy 1Y 56ekeysSints th8fanli8nmPhERbePis changed each
recei pt. of the encryption keys. The | eaked encryption

time, #dg Papeibts fegoigvent aawsaibpity etiraneatedy tisinghthentae tegvin message
ni cation tag 10 according to
by alf%feng:ﬂgrsg)Pa{V@EéHg é%ﬁ%% es the entire plurality of
enhe yresont kR¥nE6hSINGbanSss soch heplkgdbldekingMéehnkliBs in genuine
| eaked encryption
authentication. Such introduction can effectively prevent a read request message of
the tag reader 20 or a response message of the contactless communication tag 10 from
being hacked, copied and used. Thus, replay attack on a system of the present
invention is impossible and genuineness authentication can have a higher degree of

reliability.
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key updating unit 220 of the contactl ess comruni cation
tag 10 transmits a necessary 15 new plurality of
encryption key sets to the tag reader 20 and requests

“TH@“%&&”Peader 20 to update the encryption kBGT&R2604/000732
corresponding to the tag reader 20. The tag reader 20
first specifies the encryption key sets assigned to

t h§he cohtanttlices SonPNURIDALE t&) 108 thebon®! §hR00 of the contacﬂess
encrypti on ke tabl e and updates the entire encryptio

comgipication e h10 rageerdisg éndhgppresenteipyention Heapr mletude the post

e R B S AR ey v s
unit e3EE A NEY ihtadtlees ConvhaRidiefforC QH@U’M catg\epy tifie 16f reading, the |

according to the present invention transmts
inforapatioppR oy ing yndy isteresnther readiog detait irdoodtibrbeuch as a serial

B R R SN AT = -
unit @oeat Mo Irﬂcﬁmﬁétﬁiﬁ %Poxhémgsﬁ@if &0 BOBQ%&%@@E ﬁﬁfduct information

comrmuni cation tag 10. The tag reader 20
whens é&lugt$tﬁgecbmxﬁmqw@rseneaeﬂmiypanages<me uuerdielrcm‘ readmg is more

ert QLESIBA SRR AP 148 B A b o eeing unit 270 i
designsdhenpioviid Aot oﬁl?%r@@%ﬂlﬁf@ﬁm&tl@ﬂ but %lhd@(e%e%@ﬁgj @ét%h Ynformation

determ ne whether the tag is a counterfelit ta
with ipspedt dped smesifict igrminal shat logsi it thhda Sptatfic emcryp’uon key, ie., a

f t
resdBR Y REhHE Ry, TRHEpIEEh e RBREch PG RS 8pd80 contured
with berdyesrgithet Bnsimilat ®0a cBthrABAYEaGENT @fbv@é\ie?rtﬁehs‘éader can recognize
speci fic date of manufacture to be counterfeit.

a dqtéaRﬁaéalﬁac?y‘ﬁr‘%E?roW%eyeff@ﬂw|9@1W385226Uﬁmmcaﬂbn oandea date of

oon MRS AERSIRER Yy R DPCRARIA 653 S TIHBIER FO ot or

a ta@@ttﬁﬂwé@@élaowﬁir%d:ﬁdm004“1@;%61%2 th@ eyt can éﬁ‘ﬁé&tlvely use the
ation |nformat| on that should be newy used to
'nfOFF@gOP Eadst spstomesmanagrinant mfomsat@@sﬁ@l@tqm@romwed marketing.

engsy pﬁ‘né’rbo‘ﬁ?élctleﬁzé?r&%éaﬁl ?%qutbkeﬁ%ggﬁgmgle unit 200 of the

encryption keys in
contastiosy ptoromukéatioh 56 10s neyoirefiden za refiestt proedsBagedinit 290. In

s B L A DR T o el e Mt of i
read Fn%% NEiYeB ey Péé&ﬂld@%q(&@znodvﬁ thatdfita txsl, galg']:gé?&%éﬁ for about 10

| eaked encryption key updating uni
yeargnchigwevem 1Repacs Batoocsmqrtrﬂbqrmdtxctsrthat drgPossessed for a long period
.corres ondllrgﬂtotheln that, i s assigned t

of e SR8 CHE'SHS yPPas. 18 aueap| HobSes o nngcylggires.  If the
conté’éﬂésé %ﬂﬁﬁhﬁlda%ﬁr@gngoofncﬂ%@seﬂ@ YOG ﬁ;@é’ s%iﬁgg‘ﬁ{n%”zgo in the

i nformati on Thus, the tag reader
contactlggs m@nﬁmﬁﬁohoﬁagkég) for eapilicationffildst data iso re-recorded in the

d t he i ndex fromthe encr
storir k@)}mf i %‘é%y f ecpga{?gglngh@nd eHFEEF Pt PIAFeRE tﬁgeﬁata Refresh
t f
rocAsis, abioe RO IVRETBNIPO A TIERHE BSSHpHES Rove, procuc
informnetjon, 13Tk cownten nalkeess s stoned dh e stmumgdjmfa@O(an dn thiscbase, a refresh

buﬁ‘eggs{J E{cﬁ.‘ci@g'dmttgéarg)%@ﬁﬁ[st ! ngm%bﬁ:tcg ion ag 1Bagnd the refresh processing

unit 290 performs refresh processing by repeating read and write operations in the
unitof blocks having a size corresponding to capacity of the refresh buffer. In the case
of products that are refresh-processed, it is desirable to set the number of available
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Al so, the contactless conmunication tag 10 or the
control unit 200 of the |s contactless comruni cati on

; cording to the present invention can_include
W?%gm;otrg%%?ay attack blocking unit 230. In encr§Hl/E&004/000732

techni ques, replay attack neans attenpting to access
a server by hacking a | og-in nessage transmtted by a

readipgelargé oanot nlimij the dumbteh ef biveidblorepfigg.edur e and
server. To

refransmttin thghck,d message to the _ .

BT AT BEFTe RO AT BRI Ve oL ieaq reagersah vl e described.

| ogr narj a i i N i :

PG e RRRE Rl Ml i £ 2prAabBligh "Gl Wb reader 20
accosdiogytpthe greddnd imamption. r equest nessage, and the client

incl ud h d nmber i | og-in
meRelEga0 ¥hEIG eribe 1BadeRdST Abaseardomtadhb ereserivention includes
o mBIEREASSH 4o, PGEREEINEDET LAEITRAN, 0 7. @ bty o
shoveye wiselebacommnsiatiorednliys00)er steriHgunitSH19.eart iformation reading
. dom nunber is aanged each 25 tine, it is possible
unit ?g&rﬁr}g{/%ﬁ?ntéobwg% (i)-! ity of repeatedly using the sane
| othd Fﬁnéfﬁgﬁlégﬁg Uhit 858 iREILgYS '%irﬁﬁ@! @(? %ﬁﬂ@kggﬁﬁefﬁ like a read start

t echni que present 1 nventio
buttaneplTae displelyi unit ©60Tinclades, but igeoviinttedadt Begiigkaid®price display
d . Such |{}1]t I ducgégn_ c?n effectively prevent a read
eVIGeRhlés 'h&?@a btnclydieg t/asegraanfeer amlyiality pésplanddED.  Software
f : ' ' 10..f .
R o R ALl T, AT S BB R 1R Rond numerio
keys oanch oppratemkelys trhay ree drestided M ¢ing indamip8latisRosst 1980, The sound

nd . n i neness aut henticati.on can have a hi gher _
outp it ey BF cgpnerieg togs gOPaEse8BHToUGh a simple transistor and
impleiggrﬁtlé&@Q@p@@%f%aﬂ&tﬁ&@taﬁ?%;ﬁ§6uﬁ& :@gtsétﬂ@r h&Hd, the sound

or the control unit 200 o contac
outpouhili7damayn beagowtd awizingdichip that trhigepraesennd message stored in

. . o X .
G GRS LBt HELS08 postce mpgaTpe prcccehad” U7
like ssbattbngypalBiKaliIeRy or et HARH B8 aclﬁm@r‘ﬁ‘-'ﬁﬁgfrhé’ﬂgb%gsecondary

10. Every time of reading, the I nformati o ovi
battephi tApgg sepIBenlyHisedeatianigsdtitess lexists apradicirhasirgha disickness of

[ of r.eadi f
2 - ) P DU G L o PR, o o s o e
read®D. This prefarabRi ihan ty @Y &iaaer 20iié neRRifs@efed F?Ethenfogm of a card

_grovi de product information when a value stored |
and ig e fm Hiek ganhe easilygeded fea walsbr Tof thiseding hiadtery area of the

2 AP t er. V. However, the post
cars kSt 20l A1 EAGAGENIFE SHHT i [RUBEE ol 3P fom ono
edge mfariedsidealf 8hyare. odieis, revhainil bRasBthepkisth e battery area are
information wth respect to a speC|f|rg

{‘,ea][dl ng get ail i )
of a thigrtifpe andiaag: be ingerted inforapacksieé i wakletcr ypt i on key,
I T8a, a . gl 1ng, rdl ess of ,the nu r.
e, e R IO B TP S GeR B win e
contactiess iconwhumicatiod dag t®ramen wirthdely. rHRYeHUS’ nedd¥ary power. The
. reader can recognize .
wireless communication unit 500 includes an antenna 510, a power sending unit 531, a
demodulating unit 533, and ‘a modulating unit 535. The antenna 510 wirelessly
transmits and receives data with the contactless communication tag 10. The antenna
510 may be formed in a pattern printed along the circumference of the card-type tag

reader 20. The power sending unit 531 wirelessly transmits power necessary to the
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a date of sale, a user that performs genuineness
aut henti cation, and a date of 15 genui neness
lgation by reading infornmation of a ta
SI sgg@ge% inadistributor or a tag attachedgf:?i/Kz;inO(W‘)00732
returned product. Therefore, the reader can
effectively use the information as post custoner
contagtiagm eemmunitatioratagn Octhrougit thee anteninans €0, rrﬁhheiem@dulatmg unit

I
533 AR tEs i SR8 tscohd TaBne SonEsYess sRTERERGN tag 10 through
the ARtemAY 3ME! U ﬁwdo‘%ﬂétﬁ@huﬁf @Qﬁsd%!n@ nt%) %Eﬁna'l o b8%ansmitted to

general, in nonvol ati
the aormtabﬂ&ﬂsecmreadIm@tmn @mgpt0.i oEiacsH oficamipahkaty eatltigtingthe wireless
d aft r. recordi ng and Ih IS knovvn that data is
omamfycaﬁw@sgm S0 HTTSINES T thocantenAIdAGy dne pewayesumply unit 131,
h f I
the Mod R ANK, 158, RIRFUEE BehBudlity ARRSERERIRLY FafE%ontactiess
compiwtcatios, naahssd0Dpoiites . cdritadtiess combagidAtim tag 10 and will not

| on tag 10 includes the refresh processing
desqﬁ)gep Q@%"L the 25 contactl ess conmunication tag 10

fon AR BFG’@{félgxnfg gﬂrﬁr%ihn%aﬂ'% irk&s ?é?ﬂreﬂ'gp rsgggt ues for creating

storing trme rea |ng a

encryphmeke;sss nehessiay do uﬁfefmeiahn epclhaegs arg siired|id the storing unit 910.
n,the entire data, includi g? encryption

on PEaRer aadeine Mo iRarah and AP sty & anarvAtan Bovs aacessary to
mforl*rﬁat‘bh%@h@hﬁ@%aﬁ%é sﬁﬁ’@ i the Q!o?lppalﬁﬁt 9fn.f eﬁﬁ&%’fb ring unit 910 may

fer is i I'n t e contact Fess ‘conmuni ca
mcluldaga nonvalatiiet mematfy egh, BﬂM,eaBd regtedfiperary n?éﬁory space RAM or a

r s refres rocessin peating read an
singlyrfiogl JReBb. oraisPr TeRano L etal e Galen sy t46% oad by the tag
read@ﬂ%ef%pgﬁﬁé@gnttﬁecé‘(ﬁﬁﬁ%;t&’nlf’@mhega‘? tEFé“ cBHf Fe%gn'i& inclination of

the case of products that are r processe
custpmetfeby regdiagtthe seading eﬂeiahtréormdtnoawﬁohntﬁeetagZ&ét@r 20 connected

9 PCT/ KR2004/ 000732 reading large or not to
to thgg)%é%n%%ﬁ%ghunber of avail abl e reading. Hereinafter,

pr*ﬂieerdbadoenhndrwnhé We iMBlchathiegasier 29
described. FIG IS schersmtl ¢ bl ock am%dma?emlcroprocessor -

The dﬁfﬁ)fmétl@'&t iegalingr We75@gam<éetbér eRQyptovdediypionounihe710 may be

o B85 BB, e ELGC DA e componen
separatednfrpn] ahé ogortivl t uBF.00a OT 5P| igforimatibn Selhdiky St.ﬁﬂtnd’50 requests

out put unit 970, a battery (not shovvn2 a Wrel ess
Prod%!%tnfﬁiwre%tqrbﬁr%ﬁhe599nta§ lgss commumicati1 dagad0 in response to a

comb 8128 WP B U8 5205 AR TSt i o rove

frombé ovohtakiiess r emdniinigdtiont Qadputiporbn Tthe Qil%b?y ukiti 1950,  The
950 includes, but_is not l[imted to, a sinp

encw%wnfﬁe%ﬁéofmnsanﬁyﬁCb@ope/@t%land @mrmphsméoqummanamrtged to and
t ity ED, . S t hat
recolfoS SR 8 SaPRHL ellmihiot g nrlh FiSeqh B wiretes

commomba’ad)n unitt50800 and nurmeri c keys and operator keys
be_included in the manipul ation unit 930. The
soutginformation reading unit 750 interacts with the information providing unit 250
of the contactless communication tag 10 and the encryption/decryption unit 710
interacts with the encryption/decryption unit 210 of the contactless communication tag
10.  The information reading unit 750 displays product information received from the

contactless communication tag 10 on the display unit 950 in the form of texts or
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out put unit 970 may be connected to a m croprocessor
through a sinple transistor and 15 i npl enent ed as a

wob fhat outputs a beep sound. On the other
6 8&2@5% output unit 970 may be sound nixi n§c E/FﬁRﬁ(’O*/OOO”Z
that m xes a sound nessage stored in nenory and
outputs the m xed sound nessage. The battery may be a

graphigsmary heatthe djsplay helt@SBunmlud% Ymgahém%tlor doddrtl€ED, e information
ype secondary,

ke a lit h| nme
proipy, WP@%%%PQWHPV%QQ Dast érpﬁeg’f IHipeFeieireedivad from the
REMSRLC tcom@uRA h fth@0
cont hi cknecss of gsagg?t E%nﬁgzorgnthlgnfd%&ar}ged'ﬂﬁ og-n%teh In this case, the
informatioiniroyiding uni Y#Sé)qecewasl arplacality of pmdpceé@dwfrent thatinformation

oo g PR AR 3% BB A S5 klst ™ o0 e SheSiey s o
I
ecane pocyte &, SRk il 3692 g Pra'd it codos i

gr Oul@ég phtst pneeneéssageoand tm‘gmltbéd droen sneimfofmatl@q @&D\ﬂdmg unit 250 of
area are

remai nin reas, ot an th ter
the Git3edsk t?ﬁ'ﬂ'ﬁ‘&ﬁf@tﬁ’ﬁ‘dfas L e R ey ?nP@C%JCb@@Q% isppequentially
trandhiteabltBé tad Readdr Rl &S tﬁ@%ﬂhﬁﬁéd EFb\Hrﬂhé 9[9250 in response to a
wi rel essly exchanges data wt ontactl ess
requgshfrant 8w irdarmaiipri teading winitel &3 of yhe rtams«aaad@* 20. The information
reless conmu tion unit 500

readﬂ%cﬁﬁg?éjﬁa%&gﬁtgﬁﬁg%gﬁ ltyapf&mgpcts Sn O regaiyed gnessage and

seqtﬁﬁﬁ@ﬂ’%'@l%p@suﬂhé éﬁﬁactéﬂd ﬁ)dﬂé@ub@déé‘%h‘niﬁe %éplg;hﬁnlt 950 at
ant enna 510 "w r el essl o transnmts and receives
émmfn

predgiermined tiswhintervals s insatiororeadigg 1t T6E smmuennauy outputs

receRbd PRYuRE LALIRN ML Bt fy:%lg A e igto Aelsuf of reading of the

inforpatien reedidgnenitnsd, the bowhd elu Im;ttgméém, bait
necessary o the 27 W D004/ 088578 RCH KB004/ DooT5ound: The

. inforpglipRdepdiy WoitnfHRi Aee inmudasya Teak imeugleci hiscuihtesakkulate current

ime3 e R ASTBIABH S S R GETROL A R 08 St e

of a tdud@gg@ attageE\mw em?oiirb@gm@the rﬁekﬁwtffé gmt@ aﬂdt ﬁe@éﬁumber stored as
ul.ates a signal to be transmitted to e
apagggo%@glpg@t@bm@mqi@p, on tag 10. Each of conponents

COfd bﬁH%@S%dét%ﬁ}é&foﬁl Lﬁﬁ???%i%&gw 8@%@@30:‘1’ A ég%ﬂ?'{ information

correspo ant enna rsupply
from1iB&, corthetlewsd nbmhiurdcatioint tah3%0 thrdighhthedeiretbissa¢dmmunication unit
uni t, 133 i ncluded jin ﬁ{he ontactl ess communi cation

500, fieries 1aip egenRtiencsit fe&sm%n@raw)w 8y Creatign information
and W lsée&‘%alué‘eﬁBFéob%j th® ASHR um g éhd&’ \ﬁ%%%@e{sg[ancryptlon and/or

controlling the entire syst and see

decryn’cmt tusngg the we&heylmnanyptioaylsey:eo@s&%ye érmry;nﬁm/d’etnypﬂon unit 710
re stored in_ the st unit 910.
rece%??]er 0Ty 1 K€Y SPEHHYEY arﬂ‘%’i@a ORI Al PPS}“BH’“'Ca“nQ with  the

encr@RnYRIdraRtidi P Yifit TERLSE e/ h ¢
T b A R
related 6o magurrémity ueemi éagmnwobatqnlgeemmymcm keyg for R%raﬂltydof types of
industy’ SRR BréndS 7 S Whizh &

industry and/or brands AR groducts ich are stored in the storing unit 910, and
processes communication between the contactless communication tag 10 and the tag
reader 20 using the selected keys. Such a communication procedure will be described
in detail later. The encryption/decryption unit 710 of the tag reader 20 corresponds to

the encryption/decryption unit 210 of the contactless communication tag 10 and may be
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single flash nenory. Al so, reading detail information

about tags read by the tag is reader 20 is stored in

the storing unit 910. Marketers can recogni ze
WORMH88P on of customers by reading the readP@EKR2004/000732

detail information fromthe tag reader 20 connected

to their conputers. The control unit 700 may be

configupee nentcereapond clomiits citilverdebcfibed Ce&nbolimentseof the contactless
i nfornmati on reading unit- 750 and t he

COMBREYSAHIaN @ etl-y pPins® eRCEYPian/degiyptien pocedprasperioomed by the

: ' : OR} AT AL [ uf act ur.ed as .
enorfPBINERRROb Ml 71055 lndtibodOf Be TRTHEARYY SH0e essontiny
identicdltortabse peroasieddow fid eﬁ’&?ﬁ@%é@?@tio@hﬂﬂ!@ﬁo of the embodiments

informati on fromthe contactl ess conmunication tag 10

of therponéagiless Conymynicabianiag 10+ ey wik nahdessiibedi iodetail here.

i i i ived .. .
¢ i Rl R B B AL gbP PR AR L plont nventon the
encréptian/dgcryption 9t 7 TTheoRBsRirIsyBtthe @r@wmmé&tﬁ{%{g&r\: unit 210 of the

. 710 encry{)ts and decrypts information transmtte
first gmpodied! védhe repmtadiiess drramunisstior dagniri). cdni tbis eepodiment, the

: 0 .k el_ess nication unit 500. The
storii B PP DR, Bl mSer e L <ok ERErvelidh key.  The
encriypiar/datryptiowrunit @1 0gendiy/bts2afd debrjipie isoRhatbh afssmitted to and
comuni cation tag 10 and the encryption/ decryption

recejygrtror dhe goniasiiesa commynieationdasridy yging dre mmstsiayon

uni.t G | Lan. t Q. The .. .

s e ] ohERSAEhEEt 18)8g PRI AT BboshlingdB he ord it invenion,
the entiryptiat/decrypioreunitd 10r comdspends @@U@@bh@ﬁygtion/_decryption unit 210 of

co nication tag 10 on the display unit 950 in the ) _
the segpRA @mipaimend of thcoglastiess crBrrdigation kea 04/ dodis 2mbodiment,

e SRS < P BB B3R R O EHEPTQ BT T

encrdhtam/dgaryptiad uatit Fd0e secesvasr eduwptid)n‘nfKHWBbéOiWhﬁ%qﬁfdrﬁ@tion, eg.
nication tag 10 on the

i“dicfaégfg?'tacae {5 SRsios, i eARSPHAR eV¢ P eNAPGETEDH slecrypts information
transPhif¥d 4b RadUBLEIvEaFrdrk B @ngﬁ’kﬁé’ %Bééiﬁecpén&gggb'ﬁ ;<e¥.
pT ovi di 0 he

codes fromthe informatio ng unrt
cdntathire esnhastiment obthetag sepded 2hdcsadirentd #d present invention,

the hiPlobgldeht Bk 7 olF<ateshpaficis e daerpuongBatipeian unit 210 o

the thifll @rABEdifR:S AFGhasbritA@ S8 donfifluhicatdh 'ﬂsm 01| %hisO8mbodiment,
providing unit 250 of the contactiess co ni cation

as canggpiwllycrhomtieinps lovegri portiot opFslubA, arodeerypton key table is stored in

e R BB b S e P B 5 Bemgcturer
brandeanesd ptédust tritné N PREBICAMLORRBCA ORI tinif 79 Qg%;cbh%s indices as

tag reader 20. The information reading unit
plurabghervption they spegifingtipfosmagien fiom theodestatiiess communication tag 10

o S P30 el R0 ks A e 10 rom each

corrd@b@d@lngr napled timR idHeyptRINfdechiftionn it BticosdRRAEly performs
750 sequentially

uni t out put s

multiple encryption/decryption on information transmitted to and received from the
contactless communication tag 10 using encryption keys.

In a fourth embodiment of the tag reader 20 according to the present invention,
the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of
the fourth embodiment of the contactless communication tag 10. In this embodiment,
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recei ved product codes on the display unit. According
to aresult of reading of the is information readi ng

N ni(ﬁj 750, the sound output unit 970 can output a beep
WP Re i nformation readi ng unit 750 al soPCHERANEH00732
areal time clock circuit to calculate current tine.
The information reading unit 750 transmts tine of

a pluralifiiof@nenybtionslesyisaib storaldan thebtofinheRfeI1d B tﬁe_tf%ﬁ'n of tables. The
ia

Ev%ﬁ tine of reading to make the tinme and ser
encriptiyifecyptian uadt /1) [Reeivestindieasinagnaeypdioh key specifying information

o 15686 ) 141 et T, SBEIYBLT GRLASSLyRIL e YIS, K1, gontctess

recel ves encr

commuinicativhetsy dOMMUTHe alrichyptiontskdygtidhougit 15 éﬂc@ﬁs&f‘nd decrypts

conmunj cation unit 500, creates an encryption

inforpiaginn : ransratiad, & aswk Fegsivesh fcay the eatiastiessfaonmuhieation tag 10
i : in the storing unit 910 and
”S'”%F}%ﬁ%ﬁ@g‘éé@wﬁ'%g{eﬁd/ or decryption using the
crinat #th entoddtientiokes tadlre8dert T according to the &rssp?rlltoirr}]vention, the

n&gcr tion/decryption unit 710 25 receiVves en
encrypiipn PYOMYNIt 16 ¢RItesPONDy te Sherencryptiomgesiphiohhmit 210 of the

. oy i it 210 of th tactl
fifth %mﬁgggi%ﬁﬁ{% gﬂfggctfség'ﬁ eg(%@gwgwi;‘@ i0p gt d- 1 ghathis embodiment,

similanlyr métht the rtieied! dralgodifremt,2 BOPIArARE LY RidcAMHRY BIHIQE i@ stored in the
i ndustry "and/ or ‘brands and/ or

.pluralj of types of
Sm“f& Haﬁé@m}t%y@?}c&@mwwwmmnwam repeivest ifdldss asdencryption
' ' he cont actl ess
ey SREERRG SoRATLA 1ol 110 SO Tl LI EBaBPh 455 10 sy looks up the
encrypitions degctiabldseyt®. spuifya &Oﬁﬂb%;ﬁfﬁni QeeyPr St qeF et | dontactless
r, e

be described, in detail late _ _
comMIIIEalan dagqder y ptheoenerirtiopdecaptioneuntig? 1@ askequentially performs

multiBEr RSBASIILErypiBR_SACHiRaA8h gtg&ﬁ%ﬁfgiﬁgnpggr@e%%&’%ﬁom the

e contactiess conmuni cati on

contagtiesy 0885 iGEINKIRPOMILSAG ZB2ryptidhikeys.ed to correspond
nts of the contactiess

he_above- i b di
Empﬁa%%gﬂgf@éﬁt'l@f %e{gégreé ef ﬁﬁtafﬁﬁwe@ g ghieagpresent invention,
the eM@pﬁﬂVﬂ@éWﬁbﬁ QUi d%oﬁr?@;t»%n‘a%%%% 'e@%@&%@@’%&ﬁ&ion unit 210 of

unit 710 of enbodinments of the tag re
the sixfsembiogiment pligm coalactiess homenyracdtionntad ©Y. t ikethis embodiment,

T Y T
seed daker hdeskdany d8tiaé lenefiftion! byaclehiish reoRadi | éﬁosft?lthegiein a data

tﬁg reader 20 according to the present 1nven
area ghdéhg tPidNG At YOI o inperporated eod retereands 4 rbgeam code of the-

: [ ' it~ 210 of the, first .
encryBiGT YRAY OBRIERY IhLANeUT: TRl P bt qub 716, creates
encryptiors keyd beti exeseuting hee eHcBptiBe KeYl dreSiidh %ﬂdﬁlé%‘irﬁf‘tl’% encryption

mast er key as a single encryption key. e 10
key Cerriioppinternaken yigeewad uliom %fmocentaqlm&s camundaicatiph stag 10 and
Wl ' . 1.4t ed d ,ved f th
enoiS il Rkl AR AR b e L08R JEFaubAckoRy thesgontactiess

communicatior tagd Oamiogltiieatcoptideysag reader 20 according
to the present invention, the encryption/decryption

JRia seventh Smkagigent of hettag readenih aenordiegrtgghée @nesanitinvention,
the en%ﬁ%ti%/decryption unit 710 corresponds to the encryption/decryption unit 210 of
the seventh embodiment of the contactless communication tag 10. In this
embodiment, the encryption/decryption unit 710 includes an encryption creation module.

A seed value necessary to the encryption key creation module can be stored in a data
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t he second enbodi nent of the contactiess conmunication
tag 10. In this enbodinent, is the storing unit 910
stores a plurality of encryption keys corresponding to
WORHOBE The encryption/decryption unit 710 PEUERJWE/000732
encryption key specifying information, e.g., indices,
froma tag, specifies an encryption key, and encrypts

area?@ﬂ tite Gt unitl O1ONBSr PRorgdrafreMahl eslote %@d%p%g'{a\rﬁﬁgcode of the

~ fromthe tag using the specified encryption y.
encrypiand keyoeueationt oedulee t Aber eadpptiad/decomtionngnito7dBecreates a

seaBiB8 ) phEBlioe Roys, AY ETHEI isetig ahdenmtietom ey creation
mod@ uslty tthe " focIFRQAI dRIMNptRIn tﬂégrnb"cg%t%t 'i%ﬁggtion and sequentially

conmunication tag 10. In this I ment,
perfargsosptiipte epcryptiom'dearyptivower inflmation tednsktitied 4&\andmeceived from

encryption key table is stored in the storing unit
the §fHalBse ABpThiEAREIAd b7 S a6 enghyijion 1S et ry,
a |AHn r . :
o o e (A0 ol AP HECorIiRo 180 Presgnt invention,
the guictypiionédenrypitdronnik €9 0 qostsisbphdg to e ematyption/fdecryptibe unit 210 of
opt.actiess. communi cation tag 10 and specifies a
the GRNEEIERAES R F6 PHEoClr e aoMIBUNRaRRin At |bn Tables as
conckpiiallf) dhowm ﬁ\aﬁhlom{é@rﬁ&ﬁmr&'Ffl%.tﬁ’la‘?e,s—fpr%d in thfe storing unit 910.
encryption/decryption unit 710 sequentially perforns

The gorripgbe/destypjion onit d86r gxracts encryptioor key icogation information from

S C Tt T D
encryzpﬁid)fnt Reg i@t meThe Oénéi)ptid@detSpHh @t FoEPHiAgst 8 séiquence of

he present invention,  the encryption/decryption uni
encryptonckeys dyosriansialiy exestting tthe rerneyptign icoeationi mopiule using the

R M M L e ——
encnAidA/ Bt rPeR /iKS200460 ARhdhiRe®td 'Hd tateffed from the contactiess
n

enc_rygéi on keys is stored in the storing unit 910 i
commyRicedemiag 10 ysinssthepieryrtiesrkaysi on/ decrypti on uni't

7 ' galell [ ¥ . spegifyi . .

T CESEINRF 2Ot 365, 85, RARKY 2. 00 KBy ™Bfie Mot venton cr
specBpetiléastemor pptducth ifkesmafiar atithgc antypstdfaadustry, a manufacturer, a

0 ni cati on tag 10, The encryption/ decryption unit . .
bran&lgﬁan@r QER@CSH&ang@chBI gege'v#&mmﬂn tkexnspeeifyinrg tigformation,

r iV tagt | 0 i.cat.i +ag :
enenfibnl 55, OSA0N THIORARN 6L RO TR PLRRILAC ). creaton
inforreationli arehtdisplay Hbet speaiféet pro@@ctaiméarndition ba thee display unit 950.

resent invention, the L encr i on/decryption unit 710 ]
SuChRREERPEAI SisPBHIncERT D EPBIPbiL Ay Ies LI empodiment, the fith
[ [ : S Lcat | ;
embddiber s8I0, 8Blchehl ke o GURFEoRRITMI" 10 shown i
FIGSt HiA @andrdiddpreetuct ifophatian icoyrespording ytpt indicet afbk emchscategory in

Whicfiﬁgﬁf%?g?'ﬁ%ﬁ@'?ge@tpﬁ%?@Mﬁ i inglices i siaredin e, soriag unit 910 of the

g SRR STk SRASHIN OB ETRAR BB Sact nformaton
basedmtripgicesnesaiyed fibhethet cordpettsskycoammenicafipt taan1@ey set

f ‘FhettES r‘é%ﬁérf'% la%ggrding to the present invention selectively includes at least
one of a leaked encryption key updating unit 790, a replay attack blocking unit 730, a
reader authentication unit 770, and a refresh processing unit 720. These components

may be incroporated in the control unit 700,
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conmuni cation tag 10. The encryption/decryption unit
710 sequentially perforns 15 nultiple

Wﬁcw@tl on/ decryption on information transmtted to
888 ved fromthe contactless communi cat PERERG04/000732

10 using encryption keys. In a sixth enbodi nrent of the
tag reader 20 according to the present invention, the

entipppt feeelpd & rarhjption Uyt uﬁdé’te%b@&%ﬂ%ﬁti%nt &fhcemmg a leaked
encryption/decryption unit 210 of the sixt
enc'é'ﬁﬁ@'a.K@é{nﬁml@fther@r&@ﬁt&&@tw@@uawm&onutegtmmhea\galm ehoryptlon key

updthe 780 ATl Btol SRS RiPreka R b #foring unit 910
and updatesas éﬁagﬂp Yioh Qey Ipg sesvericy ﬁtde%y E§é’ gﬁé@ 8htRPLBR @éygn the storing

can be stored in a data area toring unit
unit 1Q.ncBetRiledt embadimentsr aad dspeirab@lm@ﬂhme@oﬁomeoélrem described in

a5 VP k6 SO BRI, el o 2y e contacos

comh&yﬁcdﬂonemgcmaﬂwvﬁlh%tﬂjéccﬁé’ﬁrlbéﬁ key creation modul e
usi_ng the encr* ption 25 ke creation i nformati on

r e@@@\F@E ay rastack hdockdn aalttl Sdgenaraiasi moneﬂumggsamaadn*n number,

o0 B B LI BB ke oot
to thesiengrypienfieerypibhoinik ey s, é)dﬂa@tssmée'ﬂéﬁhcﬁHWhB@mro% information

the tag reader 20 according to the present invention
recetVﬁé Fhergpreriy Welbeyiptareationi end pheclks ifdbe entracted teinelom number

0,these
s thE REkP ot e SREIEE b Bt aelent & ok Fiskelh Jp b ransmited,
therayi Bloehlbgd“ep@ytattdche Eherryplaycmfa&%w&mgnnw%b &#Fé sponds to the
S, an encry on creation nodul e. A seed valu
r eP'%%‘é%@%P‘QCkIGQt% plibe erntreliessreapmonioatignltag dQrambwill not be
descﬁbgaqlqtdle%'a data 31 WD 2004/ 088579 PCT/ KR2004/ 000732

area o e storing unit 910 or incor por at ed and

stﬁn@demraatnhegmaamoaadﬁ P70 tdoenmenicaiest Wik éﬁeé,‘xtemal portable tag
nodul e. encaéftlon/decryptlon unit 710

readg; gb@g@wegtlcgfgqm Qthgr ap W@y@,ﬁuﬂ@r@cg@o%wr@mqﬁmn on the
dlsplﬁﬁfﬁ‘ﬁiﬁ 0B0. t REcKNRS Hﬁﬂ'feﬂﬂﬁgi%’n %rﬁﬁi‘ohoé‘llow@% ‘fa%?ézg(%ecr 20 and the

e received encryption key creation | ntornat

extersiab yentabid | fpg5Sraseief commutudity wheclke netigipitityoof dery pLAQmenticatnon
t he

betwBBn e WEEtAC BrAdsy EelognPeag o befwgen ke vitigsn Pommunication
unit HE.S - FéMa@RehticHioR, Q%QGHIE%HC@tg?h@eﬁ ﬁ%r&&@%‘?ﬁur?e% In the same

according to the present inven
way, épe epstipdiendtesryniion amitufic oﬁ&;@temmmﬁbenmtsatm hdtween tag readers.

oG BLRER, MEAATAAD bl B 518 orunentoation

blockT&’Cdcﬁ(ﬁEﬁSpérfbrﬁ@@C%@Iﬂ@'c’o)’nrﬁbﬁié@t:bﬁ‘ BeMé‘é%r té’QTlLéa‘EI%er Such an

FIG 4B are stored in the storing unit

oper@tpm 9bﬂ\€dﬁP@y@W|hﬁCKﬂg uniy 780 et bad&cnb&d yptetail [&tey.
n ion fr. di ces received fr

L tfbst D RETRING Bk 720 s st isioreiated Tblotagon stored

in th@ @t—‘drmy o oK ehhaR! I%anhaﬂtI@ RSBy SRd Y8EYEHS QRe YBAY information.
710 creates a sequence of

The main program that controls the control unit 700 of the tag reader 20 is a memory
device such as electronically erasable programmable read-only memory (EEPROM) in
which data is permanently stored. Also, like the encryption key related information,
information that should be stored differently according to the tag reader 20 is stored in

flash memory. In the case of flash memory, a term during which recorded data can be
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encryption keys by sequentially executing the

encryption creation nodule using the 15 extracted

encryption key creation information and sequentially
WRPHISHE  mul tipl e encryption/decryption on PCT/KR2004/000732

information transmtted to and received fromthe

contactl ess comunication tag 10 u3|ng the encryption

readkﬁylﬁmtét\:ﬁ t@‘%ﬁ?éé’r%d ako¥Geshilewhds (heafilay o ﬁ%lﬁ(? ?’sdﬁ&% for a long

to the present invention can specl
periqst oﬁl’ume, thﬁrenmtpmwalntyrtg‘ Iasmgptbetﬁncrypﬂnatkey &T hus the tag reader

20 i Bh e pprcbRsRBg W 2PY JenBoaTe apadiieE i 1he same address
whe R\ Y Riddily HRY éﬁ&g@h&ﬁ‘ ké}f %I’é’?&% QHfon‘i’i%\gblgd'tﬁ?r%Wbﬁbﬂnng such a

encryption key creation nf or ion an
probkgpeci fi ed product |nfornat|on on the display unit 950.

ABonB AT E R §1R e SadeR 20 peadRding e e Ao ingention, the
mucré @8&%@6‘?"% Riro! éﬁﬁm tﬁb dé?\ ﬁ@ﬂ%'@f“%he oring unit 910, a

vvn|n25FI 4A an Ion
dnvntgalcrretslpcﬁmrddngngdhemﬂsplay dirit Qéépla key egan Yogio foV\AMeq/hscannmg the

manRIaEE G PR MOcb et G 3a and b dimodiiatng, anit 535 of the
wirelbss 'cénﬁl%ﬁéf;éﬁcﬁ) LiRit SRRE 1dnY ﬁ{e bls\%gF s@nﬂiﬂgtdrﬂf‘ 5§fl are designed as a

pr oduct ormati on based I Ces réceive
smgle WS I€ontAddhisdinse cib rammfemble)mataxm ihdividulz cbag)dn%aﬁ ﬂke an inductor

of QG e L SO SR Vel B ¥ iy  porton
of thé%kﬁivbrtgaééﬂbéd Cpchdrit® iy Btet@s@md&oomnﬁ}ﬂ?@ghatﬁpof the ASIC.

reader aut henti cat| on unit 7/0, and a re
The i@gd@éder 79 thati averalbtakses cardostiapecinchidesmneb&SIC, several individual

om0l 5 Lo i

conn@Bt‘eU)r‘t@ta Qﬂn’ﬂéa)blﬁéﬂﬂ@io%rcﬂ SAULRTEH ithE AIBL HRNINERAGES] rBo’r\%d’hents and
| eaked encr%/mfl on key fromthe cont act |l ess

the hediermnrdhei ksypedg f@; stighe hearlestiegor fhpnqitype kejtery and mtegratmg
analdfPEF Mot Bt 038 AEEE b 5388 G B SR of i

type.enalsy pby eeduaiyg BYcost OthentigareBa¥ ¥af Hel AIBRBUBRE Y BE§® Quantities at
key in the storing 5 unit 910. Detail ed enbodi nents

low psigs- oper ations thereof are already described in

I Ll u
e%% re%ﬂgt%{%ﬁ%%‘f&ﬂgqg h%pﬁﬂeggl{n{(g%eﬁg faﬂg%e Prmﬁ)llelmented in a
cellulaotphbaede At thibditne, Tivee be Bleawrattkegs lbfhh@@d@yﬁ@d Wi the@é?lular phone
generates .an gne-tine use random numnber adds th

SeNG‘r an doenmaniBWatien unir3tand o lewdaystahdisalav @fdtheafﬁ@lluiar phone is
usedpésoﬁied&“égfa?jjﬁlpé Makjs@n no'n%léﬂiet R\ mory of the cellular phone is used

encrypti ecry i on uhi rac
as thwmlwngfmm‘rrﬁn 0f amdnithe anicrgmecyssbrast ther eélmaﬁphbﬁetef&ves as the

I and checks if the extracted random nunber
ContrPE ﬁ?%%ngf hais. imdDigr ¢aRen Y PdAtNenPRNND onbigreiiopoot the wireless -

corhIAEEE PR, 60008 QTSR bR SRHRE i oo roacr 20
accomiimg &sthenpiesent invention can be completed. At this time, a software module
for implementing the function of the control unit 700 should be additionally installed.

FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader 20 according to the present invention.

Referring to FIG. 5, in first step S500, encryption key related information
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replay attack bl ocking unit 230 of the contactless

communi cation tag 10 and will not be 15 described in
detail. The reader authentication unit 770

WORMMSE Ht es with an external portable tag rEeEGIR20EG/000732
aut henti cate each other and di splays authentication

result information on the display unit 950. Such an

corraspdreding ¢aan @mchyptionh iy ot RWettH2Rel 3% éﬁéﬁfﬁ or?%réfgl‘énce among a
t hﬁe, external portable tag reader to nutually chec
typ& @i ingysiryt 3 manulaeivrerna brand; eadi »praiucheeweeis sloeed Wwothe storing

. i t the wirel
unltggg%fﬁﬁgg@ cr)%gd%m ) %B&Ségfﬂgg?lﬂe‘gf;qn%qe%%or specifies an encryption
key spewid the emayyiin ey keltéd N6 RSt SoRsdin e Etb?mpﬂmt 910 based

vva¥ hhe encryption/decryption unit 710 operates
on gnéyeHen ckaY sivestyinge nforgatiamdersived | frois theetiefeatdct contactiess

com G S SR, B TR AR 5L 5 Y Seshon oy o
curremincamintiaication be AWEES tindg] theadg readerush Sﬁﬁ?‘{@% 20 e\;/acir}/ption key by

o_Eer ation of the replay attack bl ocking
creagagd daa encrekon keydtsing eneryption Key credtiorsinfamuatiemsiengived from the

r 7 i.on Kk Lat ed. i pf orpation .
a0 40 €5 S RE Ml B BB 10, 1n st
S520einer tagareddee 20esneriistst Sed heRdniiRl &4 IFbHARtO T%kﬁje&?ggessage that

progr agl that controls the control unit 700 o
requegisduPdge iNormatehde fhe deailBe Busteps8530,dbe tagireaddn?20 decrypts a

prodS ORI BRSO g BN Sl B,  procucs

namencanypta ograkdey ared adiieglays! tHevgirognet infBHALIBE | ARLEGE as visible

. . shoul d 38 ﬁtored differently according to the tag

mforF@ﬁeer e{lag seAR ] ancpisstheriafpsmpation mequestoasssage by adding a
h ' f d, dat .

rand R s BB TR Bl Bist p by B6rSPes Mepfefiet Brommation

messayey eacavedidramr teulcontadtiess tdvenmbiaistioRMRAGY 108 dhti€ehecks if the
there is a possibility of

f | i.od i
ra”d?%;f‘ﬁ@ﬁg’fe‘ﬁ‘g b%?ng?iég'?dUﬂﬁqngfWﬁéoﬂ dgepeagreis the same as the
origih A ¢hhab MG user Ridesi REQRRADEA gér}%ded %Qesrsg.prﬁgﬁfeﬁgéy additionally

read data in the sane address Ver rea
copingnevitipreray katiaakel shled, ionter timat tamn readwar ebyreveivesnencryption key

updaBHG Tefued Rl sTPh AT 2wl AIRCRIGI8,Ofuioaked enarypton key and
updatihg I it Of ez lerRfygtide Réy‘:iﬁ géit(e)H”gM(gr?ﬁme ttgﬁcrfegaép 20; geplaces an

menory of the storing uni I'vin rrcartfo
encryptiog; %@/ BRY00Pd dPay amniaspobdingaplodyckvdth hagiwe draryiRy key and

clecE BP0 0GB O RS B St n i,

S550M rel ess comuni cation unit 500, and the power sending

unit 531 are designed as a single ASIC. At this tine,
i P56 erikovarhast finatrating artinindoishtion procezhirel hdteeen the tag 10
' the power sending unit 531 is excluded in

and thﬁg%h%rﬂ%%f%n of the ASIC and a portion of the

alReferrigstor e &, GoNPONRR{uSsEBhRK S SbHaedintSrmation by pressing a
i.mpl ement ati on of the ASIC.

specific button of the tag reader 20 in step S600. Thus, in step S605, the tag reader

20 detects existence of the tag 10. Such detection may be, but is not limited to, a

detection method that complies with 1SO14443 standards. The tag reader 20

executes a protocol that selectively specifies an encryption key. One encryption key to

be used for communication with the tag reader 20 or a plurality of encryption keys one
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The tag reader 20 that overall takes a card shape
i ncl udes one ASIC, several individual 15 conponents, a

a display unit, including 7-segnent, , ,
“}‘2}350596%7 P(l:tﬁﬁ?f%zl%{h/ooom

that is directly connected to a printed
board on which the ASIC, the individual conponents,
cih the battery, and a keypad. As such, by selecting
of V&"Q isriiseditay attQ"& ppasided rhye@eafoll@t@mgaﬂatwgwl aay be stored in the tag

10 T8 Bloi, BRLkATYPIGR 07 8, Fio. tedtel "2 Rsities ) BRorvption key
specifyig rdduest ﬁ@séé@@ﬂtatOr@EQubﬁsCQ?ébﬁ{ﬂhgto@%é @nb%rg%n key to the tag 10,

quantltles at | ow price r eader

in ST&@G%@H? ng“tttblit freepthes tag reades 20 @dﬁa:arrabéomnptmbentcedn encryption

e A G o Dl A8 S s

messa eputlaé ita@ 10ittan@RttsaBAcptios W
thg cel | ul a? phone i's user@pa'ts tt?g spl a)§J ﬂ*rf.éﬁhéﬁ"’p necessary to

spegifying ohnibsanciyption keyresya tispphee ct@lheu eacrypnon«euysspmfptmg request
he s n |t 910.and the cess
mes% E%él " b‘%{?h‘ cﬂ: ec?r\tlcggpté@ gﬁ% m r%f{inl tt%(?ﬁ)?me the tag 10

addd fw&’randcﬁmt humb@&srtécemédaﬂ@hﬂﬁhéntag ?eé‘dé’rf 29“&@8'?Waﬂﬁom number
the wireless comrunication unit 500 to known ce

gengagablf) thealegnd® do dhe teneryptipnr bfatdepe(ﬁﬁ/mgmm!gegamab then transmits
the SHENBIETIEY SN TpEhale vetiRng! i ockaiRls | Bnbistect not only a

tranixh%smnhéséagmbm 98 asiéﬁéi\}édhﬂeé@ébé freRtdplay Bﬁéé‘t | €& encryption

FIG 5is a flowhart illustrating a product
methqq geasthesein sad-SRED roetbadr enfrsinte thisagethestids a28ymmetric key

meﬂgdbc%rn rfb?%p{'t%nt@é/ %E%éed% H%J{?S‘D%I onrﬁé gltserrl ng to FIG

té 't ed
i nTloe ey rlOmaﬁﬁro%é@ﬂédy@ﬁ&’i?@yE@étb@ﬂ%ﬂn@&%@sed gor creation of

corresgg@dl ng to an encryption key that is set base
an egRIvRLoN &&¥ tasoRRCTYRHRN KRY SPeatyigy dnforpgtionttoitheldsy rryad@r 20. The

o 4 iy A o280, BB 5 G5B by cratn

funcEsi0, Irt HlblStG@SEF eadeen@@pﬂ@ed{éy eﬁeaﬁbnelﬁﬂ’fc)ﬁ@hl @ imbR¥nented as a
anon related informati on stored in

Progra{g | 8{'}, %ﬁl r Il[()e 8B P8k the dag peader XQgreates an encryption
key ﬁﬁiﬁ?' &y 'e‘ﬁ%ryd%ﬁ nﬁn 'cPébtfo?\CﬁJn\éﬁgaf &it B Seleqt ﬁ&ue stored in the

contact | ess ication tag sel‘ects
stoneg)emitfmé)damh(tmey pncmpt:ba%ayscr&atammmfmphaﬁmn keyeited from the tag 10.

For EXARPR o&7alh S irerip AR loey 28956 cIhesprrgmerd may be an index for
sele@t o bPBelérsl éﬁbl@%ﬂ?ﬁ%é{/@hdé@é‘teﬁGﬁ"orgrﬁﬁghﬂﬂtatlon & combination of

ormation receiv rom t encr
the 3@@5& sl | @nhdhewthemhandrtbd patambtershaylbegaxmmndeﬁﬂcﬁ selecting one

n.step. io 520 reader 20 encr
of ng PRSP ket SR oo deew e sSagh g data word indicating
the JRAURBES irPIHROYS of de?ck@at AR, b9 bg%rﬁé‘t‘ér Way b8 &b&Rameter related
S530, the tag reader 20 decrypts'a produ
to diviaiparafbidoka inres Sag@ithecker senbling 4 Hata wgrd lmimctal)d\grtbe &eed value

i 0 B RSB B e BB R SRSt ave
well known and descriptions thereof will be omitted. If a plurality of seed values is
stored in the tag reader 20, encryption key creation information stored in the tag 10
includes an index for specifying the seed values. in this case, other components are

the same as embodiments having a single seed value, descriptions thereof will be
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informati on. The tag reader 20 encrypts the
i nformati on request nessage by adding a is random

er....o the informati on request nessage, decrypts
“{zﬁ{emgésg‘?jﬁct informati on nessage received froREAER2004/000732

contactl ess conmunication tag 10, .and checks if the

random nunber of the decrypted product information
omitties s adje usigt the stsow-dssdrived Eridrghita ks e%aqoﬂ%h ion, it i i

ggded to the information reéuesr?pnessa}ge, t her eb?ﬁ"”’ ftis possible
to agg genusienesy autbpntirgtianttargel mragueistheving Aiferentoaceryption keys as

marh o8 SRR RS thl BEF e BREl MnarE ediRach Whorgue We tag reader
20 dfteakaetseebayy fid tagy #eadennd. updating with a new

en f\épti on key in step S540, the tag reader 20
r eg &osrphiondsyr spacifginakiaioraxadipymealy be an index for specifying one of

: [ uc i . a_new.en i on key and
2 PIGEISTRRABRG I A ReeP S ERELIRLLSR NE R0 (0o covera
hundreds ofienentptionrkya) eairtOFonding tERncHPABN K& s%f?ll tﬁe'tﬁgs is stored
a flowhart illustrating a communication procedure

in thgdageeadanyo. 1 dgdices famspediyingaan esanyptiod keyRéfthe ta®d0 and one of
f S check of duct
the (5!9@(1}#)?% ggﬁl@gyéﬁrkéa&g ?‘#g Sgéreéjp'@c&‘lei *é‘ggiﬁ-t g‘ﬁh%ftag Heageig20 receives

I n

these dadiees 20di cars 5ppcifoBAe StvgptionNk Qﬁaclkﬁ ¢
reglg%er %IO det egt sﬁfgxi st ence lof_ t%feﬁ?az;g O.beSLE%]ot %t a current tag
amogg laz PusAtHe) eperyian keysnotn thisweagdby asing tBe plurality of encryption
q - . [ es.wi th 15014443
coys3 3 SEROSOOREIL e b FEMELL SRR 14833, ogcmar mny oo
encrg@ioackeyseiithepiegi fdersforna @Rer YPUpgPade the @5‘% reactieﬁr %(% after a user
e

cryptio y to be used for comrunicationh w
buysﬁgﬁt%@‘ﬁ?é{ér ‘or a plurality of encryption keys one
3 ; / ) Q732 of, whi,ch, is used )
arter bae PaarCer tASFROR LTI ok B b Hapngemton key
spectyiog énformatiore maggbe B0plurditys peiidicesaRaEBEEMipt & kY of encryption
ke St lge talgI;_ re?de 20 tt)r nsmts an encryption Key _ _ _
ys SKIER Y iy Hetfles! %&W%%mﬁ%’@%bk sefsstingyinegfdhe plurality
of indib8s RSt&iwRt from tlﬁgyta?(’ld Qtera%ggnim"rhdsn éﬁﬁ%@s@ﬁ m;egha‘ :egcryption key

i this tine, the tag reader adds ar
is speaifiencrippthisocase, Kby tapeeaderi AW spertiies bs RARRES REPwith the tag 10
an e%g@gj &es t he en%ri%{)t on ke%/ speci fyi ng request
kSN tlTeshPNE e to,0ne: o theoblra)il Insicaeerpoeived from the tag 10
that fe&eldoydd Grhdh@r B0 MURRSTBS i Lfyimg of the .
ent?@g%pti on keyg)as a response§?é(3'¥0t e’oé‘?]g?% %’ti on eya genuineness

produgiesithenticgtior gyetem inchudiagéhe tagy 10 aml thedeg l@fr?dthO e:ll%cording to
the tag

the pg%%@}lgv?gﬁ%‘}g%'ﬂﬁhﬂvé &F §I6e\]/- ané‘lt?‘?)tﬁ?%‘?fgg’«lt gg reader 20
andl tiee BBOUSCBITRRT thkBe AaABE R R did&idA8r 10 ér%r%s}%n key can

encryption key specifying nessage and then transm

be p@rﬁ@*n@%f@rp@itm icdyindyeity enidly aresamdactufdwandior 4 $rand and/or a

orod RO HHLE e A58 S5l i B0 Yo s S BTl Semo e of
mdusg}yﬁcggm?ﬁ?dgts mg‘g@%\rgég%@m%%@ktg??é%%mﬁ%m@% the same
manufacturer.  Thus, if manufacturérs of the same type of industry or the same
manufacturers of the same type of industry produce new products and the new
products are read by the tag reader 20 according to the present invention, product
information can be read without a need to update encryption key information of the tag

reader 20. Also, when an encryption key is commonly used for products of the same
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met hod, an encryption key and a decryption key are
identical. 15 The tag 10 can provide encryption key
nformati on used for creation of an

V@%%@%LQPS% key as encryption key specifying FCT/KR2004/000732

information to the tag reader 20. The encryption key

creation information is a paraneter used in an
kindnopye neshprasiucts ean ibenaddamha il tag neadérs2G aster rélease of the new
mbgp@éyptlon key creation function is inplenented as a

ramin the tag reader 20. In step S620, the tag

reaus, 4 AP MEFRP) G unct??gagu&e%f&ﬁ@%g ousst message that

encr ypt i on Key creation ased
reqeeds doducttinfermation tontheutaigt 1®ihtstap G625 eittcth%ﬂtrh@rthléﬁtﬁg reader 20
F

n nf gr mat i on ceived fromthe tag 10.
add% ﬁéﬂ"g’ | @Iéﬁere&?gr%’l@\{h% tap 3Q5md am;evydmcmtsdrrandom number
of tﬁ@lfagbﬁéa%féar@m@(th%%rodﬁg’(‘ :ﬁF&rhfé@ioﬂr}%Hg{as Sr?%ﬁé%e and then encrypts the

encry tion keys create roma

progdusttinieamation méqueadtenemga/%mg th@fsdebﬁle@t rh@éte'ﬂ%’%rydﬁ&% key. The
for selecting one 25 of

tag ﬂ@rfgngtﬁ%eém y%? p%%@y{é{rﬂg@o& seAunst dressagsyfrom the tag reader 20
extratcandrhRdgod rﬂﬁﬁlg%r‘"fﬂ%ﬁls .Hé{hﬁ@& i¢he R{l% \f‘e%:éi[oggcgmformatlon request

the unit of bloc ar ane
messaganan@risr plestoasly trandmitiesd my tife ha@cl® dnd @ﬁeoks if the extracted
scranbl i r;cg a data word indicatin
t

hm f
ran@oégg{%p%r?e oh? SABCUAP tNEFPTEVISERY. tfﬁ@@atﬁﬁ%g@r&%@atnmber thereby
cheéiin dgﬁ hee aeREEKRID 8ignkEYs r%/ﬁ}%/ %c@t R?qmsaﬂxﬂfef \(\@é tag nﬂjmmay further

descriptions™t hereo be omtted
perfprm eaprocgsedf sptidnalt aidhenticaligsherad réaddr . t %thengcatlon of the

20, k f
tag [REF 2ofiay 17 g by i S8 q?%%@oguké‘@%éggﬁéj?é‘@%r@emessage oa
spedife®odal HRSsah8 frihsmiidgco Hd1%4 Q%QHQP A neiitfhed above, a

same as enbodinents having a single see value
portigasfrprpeueinisfarmatioofmay Ibe Mewoaély\/slé@l@@zm@&%ﬁ%ncryptlon key index

/ h
or ag%vﬁ i{e&ogéétg%w 'ﬂnRQ %uflegtgl E)nef uncti on,
i sinpsiepi Hb35, the t@@d1®@5&ﬁh&§rtﬁésco%ﬁé}eiﬁlhé%f'tﬂé stté‘ﬁrgihmt 300 and

cﬁqudUCtS havi ng different encryption keys as
chedc fgpraxdincikad) cauniar vakiebe |érléa8edetemirlmhtthat mea@ingms already

comP i%'%ﬁ%ﬁ %ﬂowg\ﬁ%e@g?%otn%&ég r@pagl flﬁ'qurr{pggwgt i 61 the other

handraﬁ/tﬁeeex;tradtéw exsuhier vﬁ@@cllsfs\hhél@ar(?ﬁ@q @flow@bl@' ﬂi'péé Hth¥ 195 10 extracts
encryption keys. In this case, a plurality o
prodygk iNigfmaion e @m( &hey storng einil 308U Rade drediés emgprpdticoinformation

mes §Q’e°‘)th§rt° dsr %S%%E)g)hgg h8s§ 3 rxﬂgéte'ﬁ ngée AF%LIIS n%ee a8 adding a

is°store ag re
randspenirinpen geceiverh fropptheotagkerdef 2018 thé%ré@uéﬁﬁ*fo‘?ﬁﬁ%t@ﬁ the tag 10

t he %%l;ral [ t&/ of encryption keys are stored in
encrypys Rradu e&lﬁ%ﬁm@t@nr é‘ékﬂgvés mastenh&ey, |’Ch@ﬂe<b¢scmaﬁng a product

info rﬁ%‘ﬁoé ﬁfi&%% g‘frrolﬁe” g{ﬁg tbg g}e%tﬁgrgb;gg ﬁgﬁgfg&&atlon message

to thbrtagrreadwajzo lbxs’ceeqs IS&St hﬂﬁ@r Wzmlshiiysion cﬁfr’tﬁéﬁ?béﬁ@& mformatlon the
ossi bl e to add genui neness aut hentication

tag f@ﬂ@g@aﬁ ﬁtc@uggern\gg&yegg the et ring it ﬁ@@snv&tepc&%(}a and stores
readﬁ?ilﬁﬁsfo?& iffoHR&fior chRARGWtd Mal Afle" F328HIE aR Lehefal number of

the tag reader 20 that requests reading, in step S655. In step S660, the tag reader 20
receives the product information message from the tag 10, decrypts the received
product information message, and checks if a received signal is replay attack by
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buys the tag reader 20. is Also, if the plurality of
encryption keys is stored in the tag 10, encryption

ey. specifying information may be a plurality of
“&é}l@ﬂi@’?ghat specify a plurality of encrypti orPCIKgR2§04/000732
stored in the tag 10. The tag reader 20 responds by

sel ecting one of the plurality of indices received

chetkiag if Berahaloni Guaibgranelaed Thube de%_r;‘rﬁ’c@dtrﬂgss]%éa t%gthe same as the
g .

.encryption key is specified. In thi's case, t
origingh #anspitte sandoresusber. mikit ds deteymined thatehe agedile@Bignal is not

' k correspondi ng_tao one th ] i
an Ofta AR 5t ik RDBRKhBieb feSdai2d ofHime progtuct information
in sl 86¢®d anong stored nunerous encryption keys. Thus,

a genui neness product authentication system i ncl uding

t hé\n dpdate ﬁ@@esﬁegtmgcechadenayzmmﬁgdiew%m@ leked encryption key
.l [ an provi nmor.e. enhanced security. .

et PESTT T Y M B B B Rl e B BiseARes oceiaut ok Gor4,  the tag

readdr Z{II%MQMit@ﬁh@eé/n&?ﬁior?ﬁe)bgp%ifﬁ% ?@&éﬁrmé’sdéagy%gtpgf;heatag 10, the

i ndustry and/or a manufacturer and/or "a bran
tag glotrapsmitshar , enangpticanbier nipdate irequésty message tosted fagr reader 20,

o BAEEEEHE  PRE hEB  Eb Bac b o e
the tém’f?pﬁmmé{/ @@Uéf@fequ}%ﬂ mesbégméﬁgfi% %hé@iggi?ﬁ {ﬂ%ﬁ%ﬁs internally

type of industry or the sanme” manufacturer
assighpe te ppeoregsponding tag isrdistarded endpis seplatsd dych hbe evesyption key.
3 e.read by the t eader .20 according to.
AiscE P REE B 0By phS R SRShuES KBS Sorsh g o ey or
comheafdcationhaith tenegd10.0 MRaaGLR HBSE YRbEKEYnce the new encryption
information of the tag reader 20. Al so, when an
key éheegignatar lesythes epeivpiion \Keystor dosnmpnisationsthef tachd0 and the tag
Y/ / KR2004/ 000732 ki nd, nore
reaﬁ@&%@dﬁégg#%gggﬁgﬁo the tag reader 20 after

reFEaseioh fidvechzemliutrathicas auliRtiticati®® prasbdif@Pefodfed between
a product information request nessage that

transm t
a tageiegder §;1p|86‘6’uéttaanQﬁd%t#?orﬁQ@”ﬂiﬁﬁ toagn 1@mbadisnent of the present
i”"e'?'@ﬁg' At this time, the tag reader 20 5 adds a random

nunber received fromthe tag 10 and a newly created

r aRdteaming b & Gof/, bhe dfdiye twaday r@dddre is liespietiths a master in the

i nf.ormati on reques sage and then encrypts the
authsp{yaq}an PIPCEFHER: o‘%“ggaﬁ%g@aﬂ%%geafw Agisendo operate a tag reader

g . ; T .
it AR5 24 UL O OSPRS00t S B,y tep 0.

The masterdageadder Rvestgateaeistenne ofncighbotimbelavehay réaders in step
i nformati on request

' incluyded in the receiyed oduct
S705., @@,@@emaﬁ fitad SeRdRTAIY Slave daa Fradess apy detasmingy, roprocedure

for oggﬁlh@‘@%ﬁwmﬂnklﬁﬁoﬁ’éb%ﬁﬁﬁ EtwEaD %@t@l‘ﬁ%ﬂ%fgrﬂ?@gh%r%ggsﬁtep S710.

the previously transmtted random nu
The prestwi tag reader creatdsva dessign ientiier, éprsyniiattheaessibh identifier to the

oo 3 b, L6 4 RN el B LOLD 2, BLSE S e came
sessh¥H lBeAtificath LY mdiRining the communication session between tag readers.
Thus, even in an environment that shares the same radio frequency, a specific
connection state can be maintained or managed. Thereafter, a procedure of assigning
an encryption key necessary to communication is performed through exchange of an
encryption key specifying request message and an encryption specifying message
between tag readers in steps S715 through S730. This procedure is similar to a
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tag reader 20 by the tag 10 nmay be perforned by
recei ving a response nessage to a 15 specific code

rressg/%e_transrri'tted to the tag reader 20. As nentioned
WY portion of product information nay HRCT/KR2004/000732

previously secured froman encryption key index or an
encryption key creation information index. In step
progedfe aftepacifyingla enaster key bletweaw thietay éhdeth@fta? 8ader and will not
b @torj n%.urgle% .i300 and checks the extracted counter
& gesqiibedip defall. s det ermined that reading is already 20

co tl e 10 bl ocks i

e STt BBl PHORl et TS0l S HARRE S enoryption
In ethert wordsalivéhe sasawflaprdﬁmrtaglrb%@b'it‘é‘istéé&ﬁned attRE proper tag
rea%% extracts roduct information fromthe storing unit

OnaNPaPnPEPes GCHRIN Fayt orlivusi BNce iiee saagder tagtreasler encrypts
o AEPTISISETRRIO, oy SRR b b 2 s chok

Ing a “rando

. mes¥ageotot the tHg)thderiinfstem&?fw},théfma@@%%g?g@eleﬂéérgefssthe received

roduct information using a naster there

the p ,
Cheﬁ?e@???@% Breapts the ndesnatedoshaels sngesadieandgthed transmits the

j t t ed 0 I nf.onation ssage ,to
e.ncbflﬁe t?&gﬁ}éa@gﬁgéﬁi ﬁ‘ s%fg é’p%i?s. r&f {hﬁ _t'ln?%m §%q’§nt%} reader may
dispidne g dectiispiehyonmit iiwnsteph&740athakOthid CHRAREPnddiBge is received.
coynter val u% of the storing unit 300 in step S650 an(?
Theggiiats the gantergtag seadsr desrpptvathieoredeieidutiasgagatancactecks if the

i di ' ] f h .
o g R 0o QTR 8 e B g recone

mes56660, (fithe taxtactatines8lge i trl yaBetALtHY OAGRRI transmitted message,
i nformation ness?e?_e fromthe tag 10, decrypts the

the mastenfag regrstdetermings thatitbe S*ﬁ%@s@@ef,eadﬁd ig Retegsreaflen having the
i ' ' ' . 4/.0 79
o 57 B0 3he [ erith 10, Brect 1RsSROF 2 AlEent from the

original traesthited pessages thgemaster hiegs aarionsdétbmin®si Bidtahe slave tag
f it is determ ned that

' . d )
readds o Boe OGN g Thedeor The mARRr lnuroRaspeieRRwy a result of
deterRMaAbnaédefninghet Q%véeé&g'éaagr fH ST OWhever, the present

. information in"step S665. An update procéssing
Invepliee éxlnpklimited de thesé emisatiments, lapakie siace tagiread&esay respond

thro@@sgﬁeeﬁgtggﬁ%rtwﬁ%%ggf %dg.a%%phﬁ%n&eﬂ%g?eﬁgﬁénm%ia?;e according to a

previduahs Rigtsed RElee it YDt ok BYtexP8F iy , _
rressagg to the tag 10,  ho N ag 10 C%/!’Pghg?n@?g@e;érr]yptmg the received

Mesgade.ypti on key update request nessage to the tag
r r [ f the.encryption key specifying ,
e e LR B Gy PB4 e85 L codes i
compmelrYeéd@tﬁleh%htomﬂrﬁ’@trﬁedi_ﬁﬂmétcdﬁ%ﬁﬁég?eacf‘afbl@’i’éé&‘gﬂ% media include

,enc%pti on key that is internally assigned to
all kipgp o sprsneinggarragaiusediin whichedntarial can belraae dytaycemputer system

: en ti : the tag reader 20 cifies
'S Sgb‘?%%'w S’L"\ég_t 8§&8§'§%yﬁ?%ﬁi)??<e{§cgr§ﬁ'%ﬁ? r@ﬁ%@yﬁ‘f‘? o’:ﬁaﬁ/gy , CD-ROM,
magaefieTutapeat floppyM dibk,t it aptidll: el OY@lagdeshd carrier wave (e.g.
rocesses, once the new encryption ’
transmissions via the Internet). The computer readable recording media can be
distributed in a computer system connected to a network, and can be stored and
operated in forms of computer readable codes.
While the present invention has been particularly shown and described with

reference to exemplary embodiments thereof, it will be understood by those of ordinary
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key is designated as the encryption key for
communi cation, the tag 10 and the tag 1is reader 20
v&erfo& m S620 t hrough S665. FIG 7 is a flowhart ,
i1 4%0483P ng an authentication procedure perf BEFER2004/000732
between a tag reader #1 and a tag reader #2,
_according to an enbodi nent of the present invention.
skill Rether ait tigattvarBuSchanges i formt e HeRIlL 3ay BEHRId therein without
designated as, a master in the 20 authentication
dep '883{95? e 8pithane SFeRACK Bie hegseat invantionigedefined by the following
clairfi@erate a tag reader that first presses an
aut henti cati on request button as a master tag reader,
in step S700. The master tag reader investigates

Ind exi stence of neighboring slave tag readers in step
-——ﬁ@ﬂi@iﬂ U Appfieahilityne master tag reader and slave tag

r eader s termned, . a procedure for opening a . . .
AL B TR oL AR St D B i possive
to apply deruisy ploddh alitieentration tba\gide%ﬁgé_cﬁr &Bgﬁétsafincluding not only
jon identifier, transnmts the seSsion identifier

pr Odtsjgtséts thet need\genuine peadist authenticatioorahthe dime of poethesdny, such as
; g . : h Con identifior
b1, KRR S R b bl e ¢

medicaongaelecsonicdhasd nexcHindr), B0t 81N pRIATRAL tﬁé??ﬁee?jh?ér?(ﬁquous and
the same radi o frequency, a specific connection state

longterm genyiie PEadvsl agithertisatien. sothe reajbwelieryaapd erediries, appraisal
i.ani . n [ ecessary to

rovofl SRS CHNABY' Ay BRI IR b opfasitis, money

marketablg secoritide pnsiepoftahhdosiefuast nessage and an

er}grépt%‘i on specifying nmessage between tag readers in -
st/¥pe BPIRPraR G ghesrso acqamingiaibedueseitsnggntidrahag the shape of

a cel%laﬁ??éﬁ% %9%4&%%%5(,73?% %M@ﬂ ggggafsﬁé pc%'xﬁrge%f Hrb%pglgets or wallets.

speci fying a nastef en’ CHe 1
Theretes@epurahdsens|dannessily mddeswenbgdlyionedRthé enGiheness of a product

ut henti cati on procedure between tag readers entirel
any s ViR Al BEIIRHION fnitieatampily, dProwacwabesers to sell a
counterRiiOBRSdUR D RREE thel HistriblASSUREShIt"Blow nﬁ%gﬁg Lqérgﬁasers will

s reader may have a proper encryption Key.
performe geastirer pragucteaudherdivatipt s Alsoheit kiHpees pgetabli MBrminals are
oo wn_encrypti.on key and. transmts the encrypted ]
dlstn%\%%gﬁto GRISUMErs i largg qw‘i’gl@gd ;str;qyt@{\é@dg,pggz, agig tendencies of
cons§maye of AtiRAGEY cAIEBE W@él ei SN
. _.encrypts the decrypted h&'@n@%@égé&éﬁ%@ﬁéﬁ@ gtag reader
displaysaREaduct infpenationc ey plajutexts qurokasag eani direstigparkl d5sily check a

resuffbr S PRt BB &b PR TRebileci Peotage

| Als®catacrding tohBeesstasle té@ere%ﬁgF %Ec&?ﬁhg{ F@?ﬁﬁe present invention,

. decrypts the received nmessage and checks
sincer geriipe i radied agiehpaticationagepandsc kn ffectiveéssgof he encryption key

and SHERE JUIAGE, B 4 DBt TR5R8%5in hikinaton by th naked
eye, it ilnstimddesdaryas saionally access to a network or to previously estimate and
store a large amount of data. In addition, even in the case of the same encryption key,
a product can be distinguished by displayed contents. Thus, if the same encryption
key is applied to a new product that is distributed after distribution of a tag reader or
other kinds of products, the genuineness of a product can be performed without a need
to upgrade the tag reader. Also, according to the tag and the tag reader according to
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the master tag reader determ nes that the slave tag
reader is a tag reader having the 15 right encryption
On_the other hand, if the extracted nessage is

W&ﬁ%?i’—’:@éﬂ fromthe original transmitted ness&§a/KEANEs/000732

master tag reader determ nes that the slave tag
reader is an unfaithful tag reader. The master tag

the presdelt ileriony & i8 joesitlé t@fsecdrs pUMeIBLL BRI
Phe <l ave t ag reagsr in step 5750. I—b%vghcw' Y8lusing limited

mempryddntnclyding eni enerypfianokey pfﬁat@@ moduleethet can numerous encryption

keyste gpgsggh @&g&@gﬂgté}c%&rﬂgﬁ i%é/r ea%g n%éert @Spﬁg reader is already

obtalrReEi iy 4d pRsfgtoAPEBFHrae heora nﬂﬁ%\‘?@él%;yesa%? ‘?ﬁ«ﬂ’ustry, brands or

rule in the unit of bytes or words ter decrypti
produgts ineths s@bjech@fsg@ry,gne 'Plﬁ@dlmt@éhenimaimmt bpassxgnmlgenew encryption

dabl d
reys, 3B, Fale iR SR £15808%8 0 an Gaehmten ey of a type of
| ' _
'”j“g‘éi%? Sraw o %ﬁ‘”’?* lBoked oot eiriitiorb kel feh i Rémaining types of
indug

brandss yait gmdugtsstam éhiﬁelsuthtMWpMLﬁﬁyrmd&bl maintained. If an

on LA A T PN e TRy et v of o

courei it (8ader with é§t§é6ﬁ§'a‘?ﬁ§d& tignal siani
comput er realdakgl e recordi ng lr;enl !fﬁééﬁéfé%]&dds‘{cpﬁg Etlsg(l]gnlng a new

encryptien keppottbe addiianallyorfesseddprodiuat. nethus, Khe gdsemtninvention has

an P GaieBpCoed tior G FRE' Phelis Baof RrSLAT SAeHoRTsEhby upgrading

alregayr diseiuesd MumiReows t@@ded@éfsrl bed with reference to
exenpl ary enbodi nents thereof, it will be understood

byAlsRogeCeing i Hgr presat inweption/ bpdiswing the number of readlng, it is

poseHT SR04 DANESR oo ikt BBl R RELLANS. 1 i possi t

prevehtt ia@lstthatiehaﬂlﬁl g He esudeiefrspi beingasbd fRpe C@untbh%lt product with
present invention as defined by the follow ng clains.

hlgh%r rH@bsity iirconpariseRbiol PRSIl doptads. t Msmebypipeserming a memory
ofroS 4808 ARUD A STRGRA 1F L BB, Rut¥heat g o @ tom o

preswrvaaen arfg@atafmpeledﬁmct memarglfodiangrathict Qﬁét}/sh@ﬂ@d:@héld for a long

og{]aft need genui ne product aut hentl cation at the tine
periogkoTiipensieigs aBliaurser art warks.and wistanie sangeg gbanmiicable products..

Als@rggn%{% fhg td ‘ih’é’rp HRANGLStch, ||'t ggﬂa&%‘f)lé’%qﬁgcl?rh%?ﬁlga a genuine

|ons ectronlcs ner
prodpctoduﬁhemlczhnam nmdagerandwatlampang tol coygy baraothentidation system by

COPlfs,)%Od Ct%@%tygq? I Cat%%}f@i‘iggh@%ﬁgﬁfy\éﬁl ltg%aeg%rodrdct authentication.
Also C§ééérﬁir@tt@Qh@gﬁ?§érﬁklﬁ¢/§ntfd?{ if 2% gﬁléw%cr){\ g{?{y' st leRed out, the tag

nmoney, harket e securitleés,
readelromunpgtavdedAirsofﬂmehthrpmgw aabhevmaglsrtuﬂaded tagcomdusgint @ position of
th% pres mvené C? as, the sha;i) of
users, the rea er is upgraded without any manipulation and damage caused by the
advent of counterfeit products can be minimized. Also, according to the present
invention, since mutual authentication between portable tag readers can be performed,
it is possible to prevent use of counterfeit portable tag readers that operate with respect

to counterfeit contactless communication tags.
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1s a cellular phone or a credit card and thus can be
easily carried in pockets or wallets. Therefore,
u ers can-easily and conveniently check the
“@e{?ﬁpﬁ%ﬁ{gss of a product any time any where &fd/KR2004/000732
di stributors cannot attenpt to deceive purchasers to
sell a counterfeit product because the distributors
Whatdsgkiimkdegy when t he purchasers will perform genui ne
product authentication. Also, if these portable
t edni nafis captactigssli eamimpmicsation otagh isaimis sattachiedr e a product and

pro AL B laR Ml SeoREe R PR R ded v
Al aorfiadtRest BSmARINIGHIIbA bR wméﬁ%irezééég'eg&ﬁa@?%%%a with a tag
Irectly and

informati on as pl ai ntexts, purchasers ca

readgsseregtashe glower saeses froof agewenmsignal adoeived from the tag reader, and
t ication with higher reliability. Al so,

sup@%@&ﬁ%}pﬁg\?@g%yﬁ%e,po”abl e tag reader according to the

pr gsetting NUENtihoWhich2 e BBuSE b dgp&} i
. authenti %ati on depends on&gf%lect [ vgﬁae@srpo anencryptlon key related
inforagratioprresiionesly andnd contents di spl ayed on a portabl e

term end. on, det ermi nat.j on by the_naked eye, it .

| Rt BB Do IR b PrathuetdBraTeioneicubs wransmitted to
the 1 reQdGTIRERLSH the28hdryBlich ﬁ?}ﬁreléie@riﬁf Lgbge amount  of

data. In addition, even in e case of the sane
encryption key, a product can be distinguished by

di spl . Th £ . ' 3
ceo’i < Bl ARG B iob SR Baig i Yheiebnthgiencryption key
relatedl tigforrdasén inskideafendryplien kegdsr eﬁértyp%ﬁ &t ét'fé BASAR information

products, the genuineness of a product can b

- and gaphyptiar dewiindeuinfarmmadise indisatipg reastering dotatiprr eftiher encryption key

. [ et nd the tag reader

ina gofl ﬁ%‘% @bn‘g’fh%ﬁ%ﬁgf ‘%@@%f%"’l@w KR2004/ 000732 t he
pribsesvicrypticentinioprovided thepessiyplion kBy $REEH MBI orresponding
encryptjon keys using linmted nmenory by including an

to thenepyyplion KeyyincrasreNem taoriuleaCEREPN @Y apesiftng request message

I ' r storing a plurality of encryption

receﬁxggg. it/ﬁtaa(#('t%\ér%eﬁhe tag reader is already obtained,

it is possible to incorporate nore numerous types of

igﬂust r_P/, br ndﬁ or 5 products in the subject of

gehui ne_'}ﬁ%‘a’%@f“' AR PRIATSIENBR 1B ChSI T vgherein the encryption key
i C I . eyen

relatﬁﬂ‘?ﬁf%%ét%h i@ Fed Q%gfﬂo?élggtféﬁpgfégpm%‘é e@rﬁrgﬂon K& and seed

len an encryption ustr
valudripdek irdormationdoditatirg lae stogidgolocatiemofyipel esedkaxsud @ a storing

t he remai.ni t ypes, of industry, brands, or products
meanty @C&(@épéﬁ‘g:‘aggﬁﬂg%Mi ty can be maintained. If an

ertﬁé)é%h&’ﬁilolﬁ%iti iSrol Bk e %?é% v't!afuei iﬁd@)?ﬁﬁ?%?ﬁ&rptdag{eetag reader to

sufficiently prevent use o O counterfelt rea
an engryptioreke spedifyiranreagidst inesshde reeiverisiecmthe dag reder.
assigning a new encryption key to the additionally
rel eased product. Thus, the present invention has an
adyant ' oA 4t y .
Ao b o RapRs oA Rlinkcaton B0 o G 1, FcrERTRe erifyption key
related infooustiomgneledes res pluablity, ofaeraypliory kegs tdred phesgtibn key index
ent.i t he nber of reading, it is

information m(?lgétir%/ s{olrlrrrllgt lloggtions O‘P ﬂwe pEurarity of encryption keys in a storing
means included in the tag reader; and
the encryption unit provides the encryption key index information corresponding

to an encryption key selected from the plurality of encryption keys in response to an
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15 possible to prevent reuse of a tag w thout damagi ng

the tag. Also, it is possible to prevent tags that

shoul d not be- reused from being used for a counterfeit
WO BB W th  higher reliability in conpari sorfGfgR2004/000732

physi cal nethods. Also, by performng a nenory

refresh procedure every tinme of reading, it is
encRpiBhiiey dpeciiyppieBedt hbdidgd R M Rlthe tag reader.
" preservation of data in electric nenory for a product

that should be held for a |long 20 period of tinme, such

as anti S _or t works, and w.den_a range of . . )

appti cabl B %ﬁ%&sé. ‘?O_m’)&'lUQkS’,E%QB da9 of ﬁt?"_iﬂcfgt"l‘#éef ginethesncryption unit
proVif¥ethieOMroddcti GOSN Qot thltagk rdiafdfi DA th the product
. . product authentication nessage and attenpting to copy
infoematien Heingitbatselasted eneryptign kewpi ng with replay attack

and enhance reliability of genui ne product

aut hentication. Al so, according to the present

i ngenti qe E&ntABHERC EYRIMGCHRA it5y ! t i

25 reader is upgraded in offli neltt rogﬁgﬁ%aqgew(%%ﬁ] i plurality of
encoipdioni keyseds tdassifidtlsgnd @msaigpedi accordofg toser dlassifeation reference
. reader is-upgraded . w thout any mani pul ati on and damnage
inolqdifia 24 5ot e LA L¥ite 87 Mlilert SIANYSROHLR: & PEARcb@nd a product
nani8: Bingl zed. Al so, according to the present invention,

since nutual authentication between portable tag

r efiteescoyptioneuniesequenitblly seledts gossichiptionokey &venthe plurality of

counterfeit portable tag readers that operate

enc&iﬁﬂgﬁ(&fﬁ‘ect 30 to counterfeit contactl ess

comuni cation tags. 42 WD 2004/ 088579

PCT/ KR2004/ 000732 What is claimed is: 1. A

cofit act TBs covtantess camrounicatipn teg of clabm tlastedeindha encryption key

(oY nd . prqvide rroduct informatjon, the .
relaf¥ it el 1ol AR PR BESeed I 1 Bradteh of an encryption key
and apidavalliesiadeRimfeninedbh aRdivaiing SN oMatiBhESSH the plurality of seed

exchanges data with a tag 5 reader, creates a power

valug iff 8 StPNichingapsirReludeq nihertag spader; fandm t he t ag

regde ' i storing unit .
ARl SIEL R Sl SO iy WalfBbbrang o -
seed ghhakeskblettat dromitheplaattysfosead; vaINds a réssdnsRt toh encryption key
[ whi ch encrypts the product information to be

ypLt, '

SPeqliieiAAUesHTESSAg eaRVathfORERBAROBBRGRT. on t he
encryption key related information. 2. The contactl ess
conmuni cation tag of claim11, wherein the encryption

ke§. reTheedntattiessrebimmunicationtesy efrcleine 7y whieesin &Y encryption unit
i nformation and

for encryptiop .of the product . ,
| [ I t Mg roauc
provideesy J¢ 1 Biockie 'P{?&'@i"t'PEf & hei B0 iRaneRtiy anevefinggthe product
» i ; ) . .
infornR R R b ey 2BateBibask o e SLBbH R Hue.
provi des the encryption key index information
correspaondi n to the encryption key_in response to an _
ené'rypt ?E‘ﬁ g%ggiqun@aggst@gnégg@@ 7, wherein the plurality of
seed values is classified and assigned according to a classification reference including
at least one of a type of industry, a manufacturer, a brand, and a product name; and
the encryption unit sequentially selects a seed value among the plurality of seed

values.

10.  The contactless communication tag of claim 1, further comprising a
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received fromthe tag reader. 20 3. The contactl ess
comruni cation tag of claim1l, wherein the encryption

V@e% __/%gl_at ed information includes a seed value for _
248 0f the encryption key and seed val uBCTAERRR04/000732

information indicating a storing |ocation of the seed
value in a storing neans included in the tag reader;

leaked dondrgpiiane kypluipdating! dnihnaib tfarishitsS apdateatdificst #i¥mation that
information to the tag reader to 25 an encryption key

requestL disgaIiNG elrre enchdliondeyrealsid todglothe tentaatiess communication
unit b dfigatlq it GO0 A R ST R e Retende”

includes a plurality of encryption keys and encryption

kel index information indicating storing |ocations of
t helpl ufbe jqoptastiesn cegrpmusitation stagnofaciainori,nghe®fn the storing unit

, ' ' t der; dth ti
inl R i oo e A S S it

- readeothiee g pandt ﬁlﬁorrﬁ@ti@ﬂ_fﬁﬁﬁrtMBtét_Qﬁhq%itSSﬁc?%%céfo%“y ad product

.. plurality of encryption keys in Tesponse to an 4
inforpEipnoYBHRSIPMTY KREO04/ 000732  encryption key

speci fyi ng request nessage received fromthe tag

reader. 5. The contactless comuni cation tag of claim

4, 1aher Ehé coMRcBEST ¥OnQhicHt rgpd t isi

information to the tag realld(?jgeﬂrdnz;fa efwéﬂﬁf}’pﬁt&?tﬁ%@ﬁ@%s'“g a replay
attagly ddrrking sinithvlichatgeneratsisng the-tsed ecteedrandony piuingtier, adds the

. [ ess .comunication tag of, c|laim4,
one-ifi B HRRoR HANGCRS RIS B8 b8Belec] B hE g roacer
provicdleastpiefinfdmartion as thensst dhRIcREIB if 122 ddnt HuhMbr extracted

reference including at [east one of a type of
fromjiptareietgn recepaira thestag readeaisdthessamea asrtbaumte-time use random

; : ' nit sequentially selects an
num@%g‘r?@%r‘t@p H“i}gﬁ‘%@@{%@&ﬁur ality of encryption keys.
7. The contactl ess comrunication tag of claim1,

wherein the encryption key is related information
i ndd-udes ontaciiess ycomnyisicatipal tags afoslaimedt iforthef camprising a

 conoGARAANSE8ora1F oSS 45 BSS THL A o

the tamremderin a storing means included in the tag reader;
and the encryption unit provides seed val ue i ndex
i nformati on corresponding to a seed val ue sel ected

fram t hgyeblcghelctibYs Oéorﬁﬁ@&jéé%bHeﬁa | " BSRQNSE f@@l&%ﬁ&g@prising a

encryption key 20 spec I ng request nessage

decrypting unicthahdecryptiedatagecdived dumh dvd tzseatiemagid i B8 encryption
K t%g f .cl aitm 7, wherein the encryption unit provides
ey re e‘gﬂ%ﬂ?ﬁ O"nformation to the tag reader after

encrypting the product
15.  The contactless communication tag of claim 1, wherein the contaciless
communication tag is destroyed not to be accessed by the tag reader when the product
is unsealed or the contactiess communication tag is detached from the product by an

external force.

16. A contactless communication tag that is attached to a product and
provides product infarmation, the contactless communication tag comprising:
a contactless communication unit, which wirelessly exchanges data with a tag
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i nformati on using an encryption key created based on

the sel ected seed value. 25 9. The contactl ess

conmuni cation tag of claim7, wherein the plurality of

WOGB$ les is classified and assigned accor diB§g/ERR0#/000732
classification reference including at |east one of a
type of industry, a manufacturer, a brand, and a
0 _ i . . Ll
oo T oy 1Ce (ROR o BhleE sidaf reRERSA M b 45 reader, ang
suppligsiibe. paMder stheceont acti ess conmmuni cation tag of claim
2004/ 088579

éd}; :rt h_e[{ m@%g%lﬁ{ qu]g ﬁrggﬁéw\g%mﬁ@ﬁ, RegypiiRmakevgelated information,
and i huribdr S tHIGEBE0rBAU BRSO S o d VP R GRaR"

requests discardi an encryption _
t haougteryptonconit aehlobssnagptsuthecariodast infdvntattdio be transmitted to

updati,ng into a newy assigned encryption key to the
the @de?9§g€?$e‘§omfge $RENPIAD Kev Irelatec biermationt Ao tag of

SIS P06 SRR ST mcrappan gt i
storipgarisniragpanse tot hiptoduct avsrdtorpreogiest meabagEPédeed from the tag

romthe st %ri ngq{gnit and. re-records the read product
readent GrRdeePdingneate RParet ifermmation do 1the eReryption unit, and rejects

t A ] |aj ther . . L
proviie B the PraS LA FRIAN. 1P rSimeRr rifes Il iBluct information is
readgemeeds espredetarntinec refeeenncenddue.nunber, adds t he

one-tine use random nunber to information to be
transmtted to the tag reader, provides the

I nfpr ] i} | | r om.

o SRPLARS, SSEENBIEOR cfor A8,y g pos

managgmesh gevceassingenit aﬂﬁchse&dmt@nproﬁhnﬁinﬂirgnaﬁgﬁdﬁmed M the storing
. e

. nunber_ .t hereby bl ocki repl ay attack. . . )
unit & fding JelalaNPR YNGR (DagmbRI 8f HimSs Blarefieh the storing unit
cRRBTRE PrBfefrnierdf i &gl rB! i
exe to a t%geipcr)sed surfegecdé;@a%ac!l& I%‘gg soﬁgggitﬁg %)C/)B%ﬁg%%at'on and
the regglin@attdails 20 a4namagercradect ifeb® postromdnzateinoentt p@cessing unit

f clai further conprising a dec ting unit that
recefies A ledamsn LGB feshpErmdestst Lifuhougaaareader

the encryption key related information. 25 15. The

contactl ess communication tag of claim1, wherein the

cotft- act The sonteslipsmicemmignicatian tag dbstairoytd wbérdir the information

. th d | . .
e FINT M i  ———
a sedgltranhieer 6t @tad header Attt arimigNthexbaiBBhidrA=tBN request message

every time of reading and stores the created information in the storing unit.

19.  The contactless communication tag of claim 18, wherein the information
providing unit reads the reading detail information stored in the storing unit in response
to a reading detail information request message received from the tag reader and

provides the read reading detail information to the tag reader.

20.  The contactless communication tag of claim 16, further comprising a
leaked encryption key updating unit that transmits update request information that
requests discarding of an encryption key leaked through the contactless communication
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30 16. A contactless conmunication tag that is
attached to a product and provides product

“)' nformation, the contactless conmuni cation tag )
9&9@1’?@?%’9: a contact!| ess conmuni cation unit, Phf{kdg004/000732

wirel essly exchanges data with a tag 45 WO

2004/ 088579 - PCT/ KR2004/ 000732 reader, creates a power
unit aodnupelatinginte AR éis!s@‘:ﬁﬂid ERGopickdy RMhbhegréader.

reader, and supplies the power source; a Stgl‘l ng unit

in which the product information, encryption key

t ed-inf i on, the nuynber. of ti th ~
or 5 fuct ThERRHeSR oolalsafom e & cfpime Bernomia dhe storing unit
incluelesr Net-vortien iniemvhy, CdhdE ferttydH éohbf@ﬂﬁ@oéjgéfreg% eDrrOB%SéSérég unit that

information to be transmitted to e"tag re
readgnthenprasivet yformpatiare frane| the extoting aniteand me-rendrdanthe read product

. ' Lon.pr.oviding unit, which reads the product
'nforwﬁ@bﬁilh%nﬁg{'@?ga'ti n the storing unit in response to

a product information request nessage received from

the ta reader, provides the read product information

t 24-he rapptadiesantcemnmimicatione tags of Oclginovi i fumthed comprising a
. . in tion if the nunber of tines the
“ep'ﬁla}r1 SR Okt Bl bencraleioa diieaing scerpidonnygber, adds the
one-tigkeuescainddht iurdffer Than®PMaash | ©S DeCRIRMRIHERY 'té’[’th&a%g reader,

of claim 16, further conprising a post nmanagenmen
provigesdbe dnfegmaiipn  tovlhecenargpiinn thig, eharksdf ai redlomaniuetber extracted

rom SRAFEHRA 5. ATy 8 ARl BTG o oo rendor

numbie, thersbg eitkintereplgdgtai ned ref erence .val ue and
provi des the product information and the reading

details to a manager reader, if the post managenent

pr4acessj | cej nagenent i.nformati pn

st o d8ectehE el AR EC R g B BurthRe, comprising
covetpguaitithelsis sepamably atthiiosd tag tah ekpéédn é{ﬁfad@ﬁﬁ@'bfbc?@ereading by
h inforpation providing unit creates date and tinme o
the 1R ERAIRY: and reading detail information including a

serial nunber of -a tag reader that transmts the

product information request nmessage every time of
r @ddi nghencorgotiess thranumtattien tagfsfr i 48, WhdrB® the contactiess

st o.ri{j[?q#ni 1 %2?3 19. The gont actl ess conmuni cati on ta%
COMMBHNICRUTTIMALR'S QRTHONPH NOheC PRIASCRESGDRY the e tadgr witen the product
is un8Ada drﬁﬁef&ﬁ‘ﬁé&%s@%ﬂnuh{bfg%ﬂ%ggél‘ Hé{a%éggif(&nttﬂg product by an

storing unit I n response are
externafioremt i on request message received fromthe tag

reader and provides the read readi ng det ai

information to the tag reader. 30 20. The contactl ess

L TR ok Lomh Rty B S BRIT TR e oncnptor
key tglatedeinferuasion iimslodemtarorenchyitionr keyefer serbrgotisididfgthe product
inforrﬁ%ﬁﬁ%@g%%{%&bﬁﬁkm% ilnSg% E;rqlfotrr% 1gr9 rllnct!igg’cincgorrllt gt%trilngsl%cation of the
encryption key in a storing means included in the tag reader; and

the encryption unit provides the encryption key index information corresponding
to the encryption key in response to an encryption key specifying request message

received from the tag reader.

26. The contactless communication tag of claim 16, wherein the encryption
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WD 2004/ 088579 PCT/ KR2004/ 000732 wunit and updating
into a newy assigned encryption key to the tag

reader. 21. The contactless comunication tag of claim
16, wherein the storing unit includes non-volatile
menory, and further conprising a refresh processing
unit that s reads the product information fromthe

kegtrelatgddintytintatiam ¢hoh@tel @aRES Yalub &of BR6kidH S0ME tencryption key and
Information_on the storing unit. 22. The contactl ess

sed viHlvsi ‘Bdex dnformgfions indicating Bestoring tewation gihe Seedy value in a
. ' L. ich generates a one-tine
St(as @gﬁ%@ﬁdﬁ@égﬁ%@%ﬂ%éﬂqo one-tinme use random
nunttke etayptidnowtieprovides thelseed valns indek @tfoindation@o tikdtag reader
reader,.@iovides t.he information to the e cryptign
to g iepcryRHLkey Specifying FrgRstMRsTEREC Tesal Yeddtqp theptpg pader.
i nformati on received fromthe tag reader is the sane
as the one-tinme use random nunber, thereby bl ocking
27 epl Aypaatabkc kag eBd@3thaT hreadsontfarctdtion sreceimerl fiioomtai contactless

tag of claim1l16 ther conprising a covering unit
comvitemg;%wg?%lﬂée&%{ag{ettg% Hage %I%PI’(SH%' exposed surface
and HdteeksutieAdimieh Byleast Bfe bAG YSRGS reiéfbd idfdGmation is stored;

contactl ess communication tag of claim 16, wherein the
contéacter@don 2unit oMikigh cleciyors tdatp irecedieedt fipyre dthpocontertless

coffudFRRA e Piich 18 chBpHERREL oHHER i dioRitg ip stifoted from
thel ehagpeioch fericlanel pifoehitionbyy afcrypibeiesl spbeifigy idBrmation

The contactl ess comruni cation tag of claim 16, wherein

re‘iqﬁ@deﬁf@?m‘?"é‘ﬁ“ﬂ% RByEsaiodag ARdr mat i on i ncl udes an
?”C'rahﬁpﬁﬂfSHnA?ﬁ% R%ﬁin nﬁfli)f,p"\x}lﬁ)& %c#gg't@ &oﬁg&c formation to the
i nformation and encryption key 1ndex tnrormation

contadilesat corgmangaion ngg | atahedntoofa tpheluce namdy péadonthice product

. Ln a.stori.n Ersanf1 i ncl ulded in the tag reader; and the

ingRBAYA TGS EHhiTO M P GRS ROTRERGHINGRE Koy | ndex
information corresponding to the encryption key in
response to an encryption key specifying request

28me s slhgeporBable dageireaddr fof orhitrh@71 adieradmdbe .en@@ptidindey related

. gontactless co njcation t f clai 6 erein the
inERBRGH TS T PBF soaplih Srrapt dhe e ot deggps
pro@icti einf@matib@ ateceiRedf fréhe RN GoUPALIRE KSMmaRdatiie/8: by an
val ue index information indicating a storing |ocation
engiiyptipie ke sqlesfed hased pnghe enesyptinn kayaspscifying infeandtiontresived
r ; tion unit provides the seed
ﬁoﬁﬁjﬁ eC%ﬁ%g{elassi%ﬁglglrdrPrlgctaﬁg% E%g the tag reader to an
encryption key specifying request nessage received

fromthe t readey. 27. A portable tag reader_that ,
29 eadds W@S}%a&ag dfrdes obiclpig i dther Compaisingex teaked encryption

key updating unit that upon receipt of encryption key update request information

D

concerning a leaked encryption key from the contactless communication tag, discards
an encryption key designated by the encryption key update request information from

the storing unit and updates with a newly assigned encryption key.
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conmuni cation tag, the portable tag reader conprising:
a storing unit in which at | east one encryption key

WreI ated_information is stored; a decryption unit,
WOHORESr ypt s data received fromthe contact IPEFER2004/000732

comuni cation tag based on encryption key rel ated
information that is selected from the encryption key
related i nformati on by encryption key specifying

i n%g{;nag_’bon recei ved fromthe contactless
corttuni ¢ 8Bi ReTtaklg tagiaader Pheteime2T owhersdnlithg emeiytption key related

L ST T R TICE L —

accopiingutt a cladsificatioro refeRSRicY ReIddivgNat ieag £ i
nuni cati on tag. 28. The portable ?%g ?Cgeﬂefglg)? aogfbe of industry, a

c
mangfagtures,7a bignd, &ing @ Reodiiet nppia; emdkey el at ed ‘

[ r L.on: {.hcl ude t Jeast one encryption key and

R TR Biplereb SR VBB e om
contaetteisvesmbiuenadtion @y‘bﬁﬁ%'%%néﬂlﬁﬁ%' ‘s&@cfe@igfrgéé\y% plurality of

en(,:ry?ti on key sel ected based on the encryption
encr¥piial Koy §aped einmie encryptien key splectyinghinformatiastreesised from the

rHrgﬁ% ag._29. The portable tag reader of
cont%@% , Pﬁ[btahéﬁt% nprising a | eaked encryption key
updating unit that upon receipt of encryption key

update request information concerning a |eaked
enthypt | Rfh PRERDE tg tarsies ooft dlain @9's vdmmeinniheaehagptiay key related

; ' r; pt | key desi.gnated by t )
infor 868 a8 o 1EadRone Bediells it Rieatog ofrdliiont acryption keys:
and storing unit and updates with a newly assigned

egcr yption key. 48 WD 2004/ 088579 PCT/ KR2004/ 000732

3dhe TReChtticab Ut Apangdaethef padicn Tiformdtamei received from  the

' rel 1 nfo tion includes a
conteRESY R AMURRELER BUTaing HCEiRYPtRe KEFALERs iR aestaralue selectes
basedsen gied enanptiodi key tspesifihgsipifdrngidnOfedi SRHE the contactless
i_ncl ugl ngﬁat | east one of a type of industry, a s
COMMERAGAYY? tR%r, a brand, and a product nanme; and the

decryption unit decrypts the product information
received fromthe contactless conmmunication tag using

al2encriyyt poriakleytegeeaiee doff clam tdg fkthealdopring a leaked seed

encryption keys based on the encryption key specifying
value EEEfae POt Bk DR 1 RmiRing” Seel ellPesBtiate. requdst Mformation

conc&dIRY Bl leake@see@vald® o thBSRS tﬂe@se%cfﬁ%géﬁ%%ﬂ @), removes a

claim 27, wherein the encryption key r
seed jv@lus Aasigoatachby doeseat \tabas update serbsy Mfoemilsn from the storing

unit 293P Aing b RRGRRT e SV Duet | nf or mat i on

regei vanef p@aBIEQag reader of claim 27, wherein the encryption key related
information includes a plurality of seed values that is classified and assigned according
to a classification reference including at least one of a type of industry, a manufacturer,
a brand, and a product name; and

the decryption unit decrypts the product information received from the

contactless communication tag using an encryption key created based on a seed value
selected from the plurality of seed values based on the encryption key specifying
information received from the contactless communication tag.
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15 contactl ess comunication tag using an encryption
key using a seed val ue selected based on the
encryption key specifying information received from
the contactl ess conmmunication tag. 32. The portable
tag reader of claim31, further conprising a | eaked
seed 20 val ue updating unit that, upon receipt of
34s eedlheapdreblipthgt readet paesdim 2, ofurtBéd @mprEdiic €Naiksd eAcryption
| eaked seed value fromthe contactless comuni cation
key agdating b thah upea aecoint| af drdessiretnesiciaiosinatipg cercering leaked

e APy R Ffet SR AL TR bl BT 8 e, rpoves

endtyptipokéyatdlaed adomeridardesignatbdbyntizAypdateatgiast infemation from
encrypti.on key related .25 infaormatiaon includes a .

thplere ppif oot SRl VU B e ooz en Felied demation.
assigned according to a classification reference

including at | east one of a type of industry, a
35manuffhecportable tag rbadenchf el 27 rfodbet compesingred repiley  attack

decrypt.jon. unit decrypts.the product inforngti,on .
gkt GV ates eainy Bedragimmibsti G0 [heprseimg use
raidone bt it®Mnkeatseas et Rasedied (@ tBeesk Yedee prdvides the

selected fromthe plurality of seed val ues based on

infopraatégic foy e dasrypbipnsyile jang ichecksi ififagiapdem ownthst ektyaaied from
. ' j ion..tag. .49 T
infoE ARG FocF2B0 AU 3RS (FPRRUE S5E G2k & opimd i rapdom
nultbak eleretnchlypiting fepldgeattadlpdat i ng unit that, upon
recei pt of update request information concerning
| eaked encryption key related information fromthe
36CONtAR! L £651CARTRIMEE | il 29, v it | i
reIateJLin?orng??on esig%%tédw ?E@H§§SS§§%S¥?%3@5§%§¥°“
volatifleo mremtargn afid danthdr heongiroinigng nefresh anctesspgatieis thatt feads the
n y .assi.gned encryption.related informatjon. 35. The,
pr%c&vgt éﬁ?@ﬁtﬁa ot stofineynt $Roxs-Terarps ﬁ’érfe?fiﬂﬁf‘% iipfgrmgation
onltBPstadn@btidiack bl ocking unit which generates a
one-tinme use random nunber, adds the one-tine use
random nunber to infornmation to be transnitted to the

t ag ader rovides the infgrmation. t.o the . .
3Tdec r@%tl’uogﬁ”&ﬁ?% Teagﬁ&%%aé&%ﬂi“f%%e‘? IRaBRTRHER peading unit, the
deeypti@c g, f dr@mthd nt@nERuhRNaree GBpNARNTel OM tapplida2Bn specific
_reader is the same as the one-rine use random nunber,
integrateds{rcpit 68RINg repl ay attack. 36. The portable tag

reader of claim 27, wherein the storing unit includes

non- volatile nmenory, and further conprising a refresh
38pr odésspargblentagy tehdir sfeeldien e whetchtluld infofmdtivat teading unit

fromthe storing .unit_and re-records the read product
SPEHRGy RIETAUY ObROMRE igfogmation fipmyea typy .0} US4 BHIEaGtugT, a
brdR2988 LT prédiRt Maré: bV & the Berl iy W&y !sﬁ@cif if¥3rmation

unit, the decryption unit, and e storihg unit are
redeiwstd e tleicatactlps ¢oratumicatpdeg hind provides the specified plurality

of product information to an output unit.

39.  The portable tag reader of claim 27, further comprising a reader authentication
unit that authenticates an external portable tag reader by communicating with the
external portable tag reader and outputs a result of authentication concerning the

external portable tag reader to the output unit.
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integrated circuit (ASIC). 38. The portable tag reader
of claim27, wherein the information reading unit
specifies a plurality of product information froma
type of industry, a manufacturer, a brand, and a
product name based on the encryption key specifying
information received fromthe contactless
40cONMTHH Gaithisle t0 resdbrpopVildes 27he fshRrei f:(brﬁgnsﬁl_lr%fﬁ' Wwirkless
of product inforpation to an output unit
COB@?‘%TH‘EﬂUQnt ity caich ofiredesslym oxphariggy t date  eobprthei peptectless
t I ha { San
P BT bt Ahad 4o boBl, DRI hES B porgpegtes
coﬁxmﬁnmmbnpggtable tag reader and outputs a result of
aut henti cati on concerning the external portable tag
reader to the output unit. 50 40. The portable tag
rea C
1, o e ablet i cafer bHAE BT ARE STl SUBE i, which
ouwwmthbmdqmodwccmfersmtlouommm catr on tag and wirelessly
sends a power required for the contactl ess
comuni cation tag. 41. The portable tag reader of
42¢1 aiTRedbrtablefthd R GUTRI i 2’? “ﬂl@re%lﬂﬁ%?ﬁ’f‘ bihit oWphutsth result of
outputs the read product ormati on 2. The portable
readipg pééhﬁerdﬂctcmﬁrrmamn tlmgglerah l@dstaomrspmtedr fiom among a 7-

QA A o BERE 055 05 0o
dﬁﬁxa&&gap&hmdsspb@uesa pIuraIrty of Irght emtting

di odes having different colors, and different beep
sounds or voices. 43. The portable tag reader of claim

4327, rﬂ{%ﬁédfrag%et %%oll RAGT O dllaHH 77238He gagrir Yl Sl}fpfﬂ?ﬁﬁ)’ Vl%adl?lg unit

plura uct codes refate o ditrerent
reqeivad nqilurahfyosfipadduan codesreltated to diffdrasttprediiet information from the

cO ni cati on tag and_sequentjally ouytputs the pr oduct
COB’B{EE%S cwnmurwaﬁpbrag@sﬂ ée‘i“&@“?lb’a%l’“t& edragyet sades.
further conprising an encryption unit that encrypts
data to be transmtted to the contactl ess
44¢ onmimipottble tag wgddrad ethimr27, &nthey pempuisikeyn emdrggptesh unit that

i nf orpgmtion | ect o the e ption k rel ated
eny 3oy e 1 G reBerrg foo ok Sy Eaey Rorgnfsigh nat Gied on
ené by erd:yf rrélietl N enfEMRdtRAL lsBl8sted CRHMUME adncAPtibAJkey Xelated
e porta | e tag reader of claim 27, wherei'n area of

in ﬁéatwr wBNGYPptien kensneeifyiog infeemetionereseived dtonp fheacontactless

ﬁﬁgﬁ and thickness of the portable tag reader
COI% S|Jr2rlrnpma%to a thin-type battery. 46. A nethod of

pr ovi di ng product information using a tag reader that

nicates wth a contactless conmuni cati on_tag
454¢ mﬁ@eﬂ@@e éag:)‘feééﬁ:}'cﬂ clagime27, wherein area of the portable tag reader is

the same as that of a credit card and thickness of the portable tag reader is similar to a

thin-type battery.

46. A method of providing product information using a tag reader that
communicates with a contactless communication tag attached to a product, the
method comprising:

receiving encryption key specifying information from the contactless

communication tag;
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met hod conprising: receiving encryption key specifying

information fromthe contactless conmunication tag;

51 WO 2004/ 088579 PCT/ KR2004/ 000732 sel ecting

WO Bn key related information correspondPid/ERp004/000732

the received encryption key specifying information

fromencryption key related information stored in a

st salbbigngresiypticH udsd rélatddhanfortationdebirespetingt to Mle received

an information request nessage that requests the .
encrypieiu&ey speciyipg iaiorsation fiame enehtdion keysrelated information stored in

= st RGN el e R PHee® B cat f on. rag
bagassrattiidie af eligeradticnC Foqidsdn niedsagel ahgd requests the product

~_information; and outputting a result of reading
inforewtiosrtei thg conéaqiless sgemmuitieatin fagn. to 47. The net hod

e L DR OPRE BT SRS Y bAReEELY B Pcation g
bas&6f Y kR cleyehdroplidReE pNbREtihR¥MABATHAY cat i on tag;
and renovi ng an encryption key designated by the

enetppttingra kesulupfdaadingepnestning o pratuch informoatiarhe
storing neans and updating with a newy assi gned
encryption key. 15 48. The nmet hod of cl ai m 46,

wher ei NThEenStReH P tlaih 46 YutitbredRplisihgr mat i on
includes a plurality of encryption keysS that is

cl reseiving dergidpliaisi ke dipsieter iavgst oindormatiessiconeatiiop a leaked

encriligh fRY ol fishhrile iss B huBREHEh ot B ot oauct
Na@@ioangl 220 chbgptes Iept dedigheretl Beahy Mrerjftdrrkegduiddate request

. information received fromthe contactless . )

inforgwtiendreathe starky mepng aad updetipayitna keylysasdgned encryption key.
fromthe plurality of encryption keys based on the
encryption key specifying information received from

t 8. coThachébes sogaumiiGatimreinathe 8hcBtiod heyneifidted information
. of claim46, wherein the encr%/pti on key rel ated ]
includgs i MiAbYY Pheneryeton Zeys dhat iokpiassiied and @ssimed according to a

cles ERKLER Elr e XS EPELUPLHBTAE i AR Wrnthutactrer,
brangr add &t prodfiof nanhepand r ecei ved from the contactl ess

communj cati on tag usi ng an encr i on, key using a seed

valhge (iseé]r)é}%tt% ng eée%'gpttshéh%n GloinfREpatiecresaivRf from the

' ' . Y, f r. . .
contgBIGKTBSNR ARG SAQ I Spc AL yom s puaty o
encrgptiggr keymdpased on the encryption key specifying information received from the

contactless communication tag.

49. The method of claim 46, wherein the encryption key related information includes
at least one seed value for creation of different encryption keys; and

reading of the product information includes decrypting the product information
received from the contactiess communication tag using an encryption key using a seed
value selected based on the encryption key specifying information received from the

contactless communication tag.

50. The method of claim 49, further comprising:
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52 WO 2004/ 088579 PCT/ KR2004/ 000732 receiving seed
val ue update request information concerning a | eaked
d X e fromthe contactless comunication tag;

% # m‘){’}) ng a seed val ue designated by the sd&d/K00#000732
update request information fromthe storing neans and
updating with a newy assigned seed value. 5 51. The
metréuelving seledi valbupadterreqnestiafsittivbtdditekidg HNBaked seed value

tion key related information includes a
fm"bﬁl‘?f tﬁ(/‘“%?s %@@UO&BH@Q tagaand s cl assified and

?f’] C‘%l%g ng & gggigé@gone%@qétg@%yp@ ALy o\g-:ﬂéee qu;dgge request information
frormteusterihg nesanstait apdatirRndite aQﬁéWN/Céss  seivalQe. /

readi ng of the product information inc udes decrypting
the product infornmation received fromthe contactless

' k t .
O T G000 B PRGBS o ncnpion e
relatedeidforaiatiRmh hakeids an pllialityedsydd 'v@ﬂjé&eﬁha‘%l‘?@%lés‘éif%@ and assigned

information received fromthe contactl ess _
accBinguie eatlresificatipn nedemmceTinelutingatl lesstadra of 46fype of industry, a

mar 4R, 7 SR, ety Fﬁogﬂii e ltrsp[?gﬁeitﬂf rel at ed
| nfezidived ioBrihé meodldieinfsiiiaoh! ﬁémde%od@&?bﬁr@g{ R dr8tict information

and renovi ng encryption key related | nfor ion
recejyesi frat dbe bgprtta a$p deer@musteation ‘(&@fusnrlmtamlentr}qnmnhleey created

vas] 51 B0 oBERN BRI B0 AV, 490 g, pageo on e

encroptian keyrspécifying infematiomnecsived fesn Qﬁ@bbﬁ&cﬁe@é‘@ohh{[ﬁucatlon tag.
use random nunber, adding the one-tine use random

nunber to |nformat|on to be transmtted to the tag

r er, f r decr
e anfE et W48’ TBHhEE o€ ERERingiocate request
inforfrationi ctrwemsing oaakeetenwﬁtucbm ey trematb@gnfoR@e8bn iffom tHE contactless
samne ?‘s the one-tinme use random nunber, thereby
COMPUBIGEIAY 1REANY attack. 54. The method of clai m 46,
o Rl e e AT En Ry Bl Dig update requost
lnfOrmationrfmmothlecstapmg sesans3@nd elpelEtinggwien Crewly ieeBigkey encryption key
ted nformation corresponding to the received
relatgﬁg} ﬁ key speci fying informati on from encryption
key reI ated information stored in the storing neans
included in the tag reader; and 53 WO 2004/ 088579

PON. KR2OT4 ntbad of cleimlidy futtberwomppisiran gkayratielyas ashe-time use

randbarx]\f éronaddl t%geo%e Irnl’lg gugree ar%?tdom number to information to be

| transmitted to the tag reader, providing the information to the decryption unit, and

checking if a random number extracted from information received from the tag reader is

the same as the one-time use random number, thereby blocking replay attack.

54.  The method of claim 46, wherein the storing means includes non-volatile
memory and selection of the encryption key related information comprises:

selecting encryption key related information corresponding to the received
encryption key specifying information from encryption key related information stored in
the storing means included in the tag reader; and
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re-recording the read encryption key rel ated

information in the storing neans. 55. The net hod of

claim46, wherein outputting of the result of reading

WO 200408565 outputting a plurality of product PCI/KR2004/000732

informati on specified froma type of industry, a

manuf acturer, a brand, and a product nane based on the

eng . £ . . ] .

e R K olat e A i(cBn B! 1P e means and
re-receidingdibe readtemerypiomptaysietajed Ifoanatiemin thatstodn@means.

external portable tag reader by communicating with the

external portable tag reader; and outputting a result

of sgut h [ ' NYRY : t .

e ey T AR O SR O] R oBLRIG U B 5l of reading
includaspotitpitiingod pturalityesfyirododt infeantiatign spscified|fugas type of industry, a

maryiedine Brbcnd arerruEl BResBSeEqucihg anfyPion key specifing
infoldHAtR Fédé%etohﬁorh@tﬁié'c\bﬁﬁad%@g %maq&%é?or?%g. A product

whi ch a contactless comuni catiron tag I°’s attached,
the contactless conmunication tag in which product

i nf.qor mati on i t qred erein the 20 contactless

cotﬁ'ﬁuni ?irﬁﬁﬁ‘@d’%&gﬂﬁ%‘\g@ﬂhﬁr EOMPHENPes s

COHAHY i i ji C Ll I a_ . .

with ant@I ggtl@eﬁe%)ftefé@éa?%@étggpo rréggéflcg%n % rggjrrﬁFi gﬁlaatlng with the
extepralgrorsibimtdg readeivaw! from t he tag reader, and

su ies the cr e ower, source; .a storing unit in

o DRt e SU1 P A B P oAy g b PSR Portablo tag reader.

information of 25 the product and encryption key

related informati on are stored; an encryption unit,

whbéh embeyptethad gifgelaimt 46 bwhereinsaitpuéithgt of tthe texmilt of reading
. reader:. .and an_informati o rovidi nit., which . )
incl B SR POl B SPodf @S iy 0 diteregi Giprigot information

and eBhliehtaliefRPMERG the PedtiRstHBlodulf 85d@d i on request
nmessage received fromthe tag 30 reader and provides

the read product information to the encryption unit,

Wheg ei NV S| i nf i of respondi ng t.o .
G S R ——

contaotidsaC cbafsuGIeaIBMita@tih OWhicROpicdiuet iitfoR$albn 05 stored. wherein the
attached to the 54 2004/ 088579 PCT/ KR2004/ 000732

contgelipfifcgomuynicelien 3pg §aBIPTEEST! ai m 58, wherein the

i i i i .1 ha.. h .
SeRUHESRSs RO it Wil RIS o vt
reader octeatesan owsr goarcedfrontepdwerisigiid rassived g @hé hgy reader, and

roduct. 60. The product of claim58, wherein the
sumﬁ@ﬁdhﬁ@ﬁ%@gdiw&eﬂ% of the

a storing unit in which product information including genuineness information of
the product and encryption key related information are stored;

an encryption unit, which encrypts a signal to be transmitted to the tag reader;
and

an information providing unit, which reads the product information stored in the
storing unit in response to a product information request meséage received from the fag
reader and provides the read product information to the encryption unit,

wherein visible information corresponding to genuineness information of the
product stored in the contactless communication tag is printed on or attached to the
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product is a color corresponding to the genui neness of
the product, and the visible information printed on

ed to the product is a color correspondi
20&l}/&gg%genui neness of the product. 61. The pPSE’&é‘gO(UfWOBz

cl aim 58, wherein the contactless conmunication tag is

destroyed not to be accessed by the tag reader when '
produbt product is unsealed or the contactless

comuni cation tag is detached fromthe product by an

external force. 15 55

59.  The product of claim 58, wherein the genuineness information of the
product and the visible information printed on or attached to the product are unique

codes that are assig.ned to the product.

60. The product of claim 58, wherein the genuineness information of the
product is a color corresponding to the genuineness of the product, and the visible
information printed on or attached to the product is a color corresponding to the

genuineness of the product.
61. The_product of claim 58, wherein the contactless communication tag is

destroyed not to be accessed by the tag reader when the product is unsealed or the

contactless communication tag is detached from the product by an external force.
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