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FIELD OF THE INVENTION

The present invention relates generally to a collision mitigation method

used in a communication system.

BACKGROUND OF THE INVENTION

A fast, efficient and reliable means of communicating data in a multi-
user system is desirable for many applications. A need for such methods arises
when multiple pieces of data (from multiple sources) need to be quickly read by
areceiver. One particular application of such technology is in the electronic
identification of multiple items.

The electronic identification industr)/z is important for numerous
commercial and military applications, including real-time item tracking and
invenfory. Such uses can greatly increase operational efficiency in a myriad of

scenarios, including virtually all of those involving some form of



efficiently performaccurate real-tine inventory
tracking can greatly reduce waste in many forns,
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BRI EF DESCRI PTION OF THE FI GURES The present invention

i s now s thelreekisthy nvﬂljtoq:fm‘eda mmedmglrﬂoy fastMefﬂment and

ref e to. t.he n u
' or Bt utTistint af SSETRRT et S Io ARt Mok
FI pecikichlly, 4Bdrk 8%i88 athebll 8hirda@ ¥edh dbteNy qaﬁcmy bé {)&dsmc for
source devices 25 conmuni cating with sin
detypicabuscasagdy e E1Vietony: exskaan o8 ewmhlem é tYI?lﬁ%lé‘ﬁ? Fasgof
I r

155 e b5V 2 RN AL SEhI, RO ThL IR
opsivahtonigor Mslatitepidalieehanigbdbit sirall inoreprentsasver Bfhekt.G, a3
illustrates a high-1level view of the pro ed to
s cedatyely soppdl nugnbsr efitterae aregRmaveey addediecf aaslb® awiven
thﬁme%\éﬁ?@I on; WD 2004/ 110079 PCT/ Us2004/ 006931 3

ustrates a high-level system view of

multiple tag

20 BRIEF DESCRIPTION OF THE FIGURES

The present invention is now described, by way of example only, with

reference to the accompanying figures in which like references indicate similar
elements and in which:

FIG. 1 illustrates a high-level view of multiple source devices

25 communicating with a single destination device in accordance with the
invention;

FIG. 2 illustrates how data stored on a tag is altered and used to
determine communications channels while operating in accordance with the
invention;

30 FIG. 3 illustrates a high-level view of the process used to scramble the

stored data on a tag in accordance with the invention;



conmuni cati ons and the scranbling reversal
(descranbling nmethod) perforned in the reader in

waemenomnce with the invention; FIG 5 ill ust reCBEESH04/006931
flowchart in accordance with the nethods utilized in
5 the invention; FIG 6 illustrates a high-Ievel

systemvi ew of tags, readers _and a central controller
devi ce in accordance with thé invention; FIG 7

illustr ck diagr . tag in
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conditions in accordance with the invention; FIG 9
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tag Ci rcu| try functional block diagram highlighting
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communicate over based on the data stored on the tag in accordance with the
invention;

20 FIG. 12 illustrates a simplified tag circuitry functional block diagram
highlighting the pass dependence and modulation method in accordance with
the invention;

FIG. 13 illustrates a detailed view of the reader block diagram in
\accordance with the present invention;

25 FIG. 14 illustrates an example of fast transform methods for Walsh
coded signals in accordance with the invention;

FIG. 15 illustrates a detailed example of the reader receiver signal
processing for fast correlation of pseudonoise sequences in accordance with the
invention;

30 FIG. 16 illustrates a simplified functional block diagram of the reader

signal processing in accordance with the present invention;



FIG 17 illustrates an exanple waveformin the
presence of a collision in accordance with the

w@e@gano7¢ nvention; FIG 18 illustrates sever aPCEKS2UPI/@6931
wavefornms in the absence of collisions in accordance
with the present invention; 5 FIG 19 illustrates a

general flowchart for the reader actions in
accordance with the present f‘nventl on; FIG 20
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The described system provides an improved communications method

that allows multiple source devices to quickly and efficiently communicate
information to a destination device. The described communications system
employs a combination of several techniques to achieve superior performance
25  over the prior art. The present invention allows a typical data gathering (or
inventory reading data transmission) process to be greatly accelerated by using
known interference characteristics. These interference characteristics are
typically gathered by the destination device (or reader) during the normal
course of a full interrogation (or read) cycle, as described below. The gathering

30 and use of this prior knowledge allows the destination device to receive data
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typi cal system operation. The described system
provi des a nmeans for UPC repl acenent, while adding

elimnation of manual 5 (light-based) scanning, and
greatly increased scanning (or itemidentification)
speeds. The present invention further provides for
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PCTERS) g ddeogeation 61D) mformatlon though it is not limited in any
manner to these forms of information. Communicating other types of
information, such as electronic telemetry (or any other type of measured or
assigned data) is also possible. In fact, any information that has a
representation in a binary (or other) number format can be communicated with
the described system.

As illustrated in FIG. 1, the information is typically communicated from
a set of source devices 110, 120, 130 to a single destination device 100; the
preferred embodiment of the present invention utilizes simultaneous

communication of information from the set of source devices 110, 120, 130 to
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25 1. Data Scrambling and Descrambling

As shown in FIG. 2, the data 200 that is communicated by the tag 110 to

the reader 100 in the described system can take many forms, including, but not
limited to, measured or other user defined data as described below. In the
preferred embodiment of the present invention, the communicated data 200

30 consists of at least an identification data sequence. For example, the data 200
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system by reserving fields for a header 203, object
cl ass 204, vendor 5 code 205, and serial nunber 206.
Note, for exanple, that 96-bits of information

provi des for a huge nunber of unique IDs (296 _ 8 x
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f uthoughoit & desizalily fiat il thig additioeatenfosdation iseppediag Iagm' thy
(i,e., low.cost). cjrcuitry. lIn order to keep the
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and to improve performance of the channel selection process in the system (as
fully described below), it is highty desirable to scramble the original ID data
200 prior to its being stored on the tag 110. This is typically accomplished
through a randomization or scrambling process 211 that is carried out before the
operation of storing data 230 on the tag 110.

This scrambling algorithm 211 is typically applied universally
throughout the system in order to assure that the EPC data 200, after being

scrambled 220, exhibits desirable statistical (i.e., uniform and random)



properties. Alternatively, in other enbodi nents, sone
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order to effectively create the scranbled data 220. To

gain additional information privacy, individua

vendors nmay optionally apply pre- 5 encryption 210.

FIG 3 illustrates an exanplé of the system for
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algorithm at least a portion of S EPCL (which is
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For example, in a first pass of the multiple-pass algorithm, at least a
portion of S_EPC1 (which is embedded in tag 110) is used to select Channel 4
25 240, at least a portion of S_EPC2 is used to select Channel B 240, and at least a
portion of S EPCn is used to select Channel C 240. It should be noted that

channels A, B and C, or any combination thereof, can be the same or different.
The reader 100 proceeds with its demodulation algorithm, and eventually
obtains the S EPCs 220 for the tags 110, 120, 130 on the shelf. The S EPCs
30 220 are routed into a descrambler 460 that performs a descrambling algorithm
to obtain the original EPC data 200 of the tags 11, 120, 130. The EPC data 200



9 corresponding to each tag can then be kept in the
reader 100 or sent back to the original EPC nanager
wWa1@4(1e0002 , the manufacturer) in the form of aPCT/US2004/006931
inventory report. Those skilled in the art recognize
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properties of a uniformrandomdistribution. In the
15 pr édserpasicbelastih cHiusete scrapmblisg padild-sergmbling oigtheds in the

naj D Les: k. Gy i.cal. .

e A R P

pr estdé@todchanble ieFRC 20€ ofjdesciamble the[8 GRIC 294 it tiof dabPiilf,

200 many, but 25 not all, of the k-ary digits are the

same), Thesyteababiclibéd/cAlRbr thh @se 4 pithieheImERES tha20
corresponding to these EPCs 200 match for to

c oPeseenses qestain kgyprepagtiess AduBenprispt piepettnis thatghe gerambling
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(e.qg,,..in a typical. pair, of. EPCs 200 nmany, but WO
208mpadimeTs tscPransling4re two main propetties:

1. Given two typical EPCs 200 represented with k-ary digits, where k is a

predetermined integer (e.g., in a typical pair of EPCs 200 many, but
25 not all, of the k-ary digits are the same), the probability that the

scrambled S_EPCs 220 corresponding to these EPCs 200 match for n

consecutive k-ary digits (used by the tag 110 to determine channel

assignments) is approximately 1/k”; and

2. Given two typical EPCs 200 represented with k-ary digits, where k is a
30 predetermined integer (e.g., in a typical pair of EPCs 200 many, but
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10 not all, of the k-ary digits are the sane) whose
scranbl ed outputs match for n consecutive k-ary

assi gnnments), the subsequent mk-ary digits (used by
the tag 110 to determ ne subsequent channel
assignments) will match with 5 probability
approximately 1/kmIn the ex Qrpl e of a binary
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assure further data security. There are a variety of
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Encryption Standard, |nternational Data Encr yption

A Gited tora stiong a)’alalmchelpéom wiBrelystachaytputbitis depemdgnt on
I 255?9@“%@%“ a%gla A ﬁ‘b%rtnghl bi fcpgu?ﬁeé rtxafpzﬁf %,Ieoon?put bits

aped hvepddeOns (such as those where tags may cont ain

sensitive nedical or financial data). Il. Power-On
Met hodsinZfddfida 18 4ke @rﬁﬂﬁlﬁ@ Iﬂfme@s H@é&nﬁé@aﬁd’%et fne d§t@'200 tmay
of the preferred enbodi ment lustrated in
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The alternating current ("AC') power fromthe reader
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I's used to power and
sesoceriyss anpatpng ﬁarr}ggh pnmctycappl?@ﬁonw\(sucﬂn asf. thoschwhere tags

enabl es communj.cat i the e nts of which will be
di ay sepgn SF?F‘%?@G @ nﬂ‘é‘flﬂvt}fe ata

)The state control |l er
705 acts on the tag data 220 and the comunications
channel selection block 240 to produce transmt signal

30 i nformation, whi chDnRewentn Methotls t he transni ssion

20 A B e R TS BRaPLETE bt

20{1k 1 ED#OFTRL T, BDS2QR4pL2862BAcoupled system, the antenna 701 is a
pair of conductive electrodes (e.g., capacitive plates), but in general can be any
method of coupling energy from an electromagnetic field into a circuit. The
alternating current (“AC”) power from the reader 100 that is coupled into the
tag 110 is rectified in power converter 703, the direct current (“DC”) output of
which is used to power the tag 110 and also serve as a tag energy monitor 704
which further enables communications (the elements of which will be discussed
in more detail below). The state controller 705 acts on the tag data 220 and the
communications channel selection block 240 to produce transmit signal
information, which when applied to the transmission element 702 (such as a

load modulation element that is well understood in the art) under the control of

C haPeiBUS2004/006931



11 the channel nodul ator 708 results in the generation

of a signal source transm ssion fromtag to reader
wab@4datoa 220 stored on each tag 110 is typi caPCHUS2004/006931

stored in low conplexity (i.e., lowcost) circuitry,

whi ch then responds to inquiries fromthe 5 reader

100. Each tag 110, 120, 130 aypically waits for a

first predeterm ned condition to be nmet before
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by 703 and 704). FIG 9 illustrates a_ flowhart of
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250 of its data, it is fully activated. Note that
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tag), the tag 110 continuously monitors the received signal strength to
25 defermine when to begin transmitting. Once the tag 110 begins modulation and
transmission 250 of its data, it is fully activated. Note that multiple tags 110,
120, 130 will typically be fully activated at a given time in the preferred
embodiment of the system.
The fully activated tags in a group will continue with their signal source
30 transmission of information in multiple passes (fully described below) until a

second predetermined transmission condition is met, at which time they will
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data. The second predeterm ned transm ssion condition

power |level at the tag 110, as observed by tag energy
nmonitor 704, either falls below the first

predeterm ned threshold or exceeds a second

predet erm ned threshol d, whi this typically set 5
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enbodi nents _are possi ble, such as th that utilj.ze
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di felrRMepd werarind G0OORTCR BYIBE a0dVi£e it thiRfiSneafon® pPatldn 26at
exanpl e may occur when different manufacturersS are )
asffegtfeomy copuREReatioasBstengs(eigarfgdn Frroad spectpum sygtpmeg with
S ) [ kstinction) between different

manuf act %rgg}l'sgfésélglgﬁg‘?%s' In yet other enbodi nents of

t he desalioftr tsgstiOnN 23, 496 imibeRByitem-aragypicaliassigredtthon
abilities may exist, in_which case the first and
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ot her si %ﬂa“ ng information. In the
prassigned; birhidkely diffesenitseiramd omo powei-omeorgditonsa e sick hey

may _be.randon det.er.m ned o he tag 110, .qr..durin
orSgPRI RRY S phR PR Sl o assigap gt pWer-
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(e.g.,. 30 synchronization signals, two-way

c dRdIHacteer dprogheth t he tag, etc.) are possible

In yet other embodiments of the described system, tags with two-way

communication abilities may exist, in which case the first and second
predetermined transmission conditions may consist of some type of
synchronization pulses or other signaling information. In the case where the
predetermined transmission conditions are random, they may be randomly
determined on the tag 110, or during programming of the tag 110. Note once
again that other implementations of these transmission controls (e.g.,
synchronization signals, two-way communication with the tag, etc.) are possible

without departing from the spirit of the system.

is net when the PED/ERWEH006931
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which may be renotely controlled froma head office
by controller 1001, is connected via a transm ssion
medi um 1003 to an antenna 1004 nounted on a shel f

1005. (bjects 1020, 1021, 1622, of varyi ng physi cal
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system’ For exanple, there may one thousand 1tens
( t aghqdlmnbﬁmpwéﬁtﬂmly thahamwéé-@gStld Op 20, d3nwiill begin and

rsgrralgmg Omg&fqr Frazder sﬁut{aé]c{vx(f)elfqgveﬁseﬁldql Léee&%%%ﬁnt times.

groups o

onmotwndwe@rtta@mampm@is POYWeZ0, |1ee ehu stih @ng&anfyewgr
tags will likely be activated_ at the extrene
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synchroni ze necessar y si multaneous
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25 h I ti
(r BFA ROt 5t ARGt e BT ey et i PSP P RS
t hghe MihdP&tetaBERQAENBer 1ENE (ﬂh@ﬁ@?fewle@ QagWﬂl 1i%&19Mhe activated

through all possible transm't power |evels, starting
wi etrthe Retrémevapper and e pOprkmq:IS)l eln@lther Tbedintnts afdhe

159t nioR e AR HET p R shst S e e not
gr aedesakily sgmltae@us)s s@hths in the case of time-slotted (channelization)

systems, where users choose a particular time slot (relative to a common

reference) to transmit on. Note that in one embodiment, the reader 100 will step
through all possible transmit power levels, starting with the lowest transmit
power level. Thus, due to the particular power-on ranges of the tags 110, 120,
130, the reader 100 effectively controls when each group of tags begins and
ends transmissions. This aspect is important since the reader 100 determines

when all of the tags 110, 120, 130 in a particular power-on range (e.g., between



30 ends transm ssions. This aspect is inportant since
the reader 100 determ nes when all of the tags 110,
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have been uniquely identified, at which tine it can
step to the next power level (e.g., above 1031) or
term nate the identification“brocess. I n anot her
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of totad veadue tina e fagsy %}Séﬁﬂh%ti%‘a@ee g’eltoé"’c hni ques in the
descri bed 15 system GCenerally, the channelization
met hods utilized can be divided into two categories:
ort hogonal cHhnGidningl§6lenti ddansoissipradethods hogona

O 173 ) y
channel i zat i met hods. e present iLnyention relies
on the PHGRITREEoUES (4 U esPRGE P PR PRBPD e igme
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i nferference cancellation techni ques to further
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(i.e., the cross-correlation over a synbol time .
bethpeaelzgtion metheds.c HAR REIsent BVAEON Felips 98 the.fagh thalgetivpted
or &g&&%%t foRaRg!s e 'vVhiElf EROORAIzed §rodg with
haviFng a cross-correlation 25 val ue near zero for

di intefepertce chmeHatio) tectaniqhica te furihei natdaye wending zpebdi n

di rect- sequence code division | tiple access

(o5 oAy By rettieions sbfmylidive e aeffaas gt
asedeRicaidl dd £61R36n ShBARInEAHRfetd (at ADWRH known

in the art that different phases (i.e., tinme shifts).
of communication on other channels in a linear system (i.e., the cross-correlation

over a symbol time between different channels is defined as zero). Quasi-
orthogonal channels are nearly orthogonal (e.g., having a cross-correlation
value near zero for different channels), and are typically utilized in direct-
sequence code division multiple access (DS-CDMA) systems, where each user
is typically assigned a different spreading code.

It is well known in the art that different phases (i.e., time shifts) of a
maximal length linear feedback shift register (“LFSR”) sequence (i.e., an m-
sequence) are known to have low (i.e., quasi-orthogonal) cross-correlation

properties. The cross correlation value of two unaligned sequences is defined to
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maxi mal |ength |inear feedback shift register ("LFSR")
sequence (i.e., an m 30 sequence) are known to have

properties. The cross correlation value of two
unal i gned sequences is defined to WD 2004/ 110079

PCT/ US2004/ 006931 15 be -1/N (normalized), where Nis
the length of the LFSR pseudohoi se ("PN') seqguence.
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harsh electromagnetic environments, such as factory settings.

As referenced above, the tags 110, 120, 130 in the described system
transmit their data using a multiple pass transmission algorithm. The multiple
pass transmission algorithm is critical in determining the total reading time of
the tags 110, 120, 130, and consists of several different aspects. The general
idea employed in the algorithm is that each tag 110, 120, 130 will choose a
particular (preferably a uniform random) channel for communications in each

algorithm pass.



i dea enployed in the algorithmis that each tag 110,
120, 130 wll choose a particular (preferably a

wariooteere andon) channel for conmuni cati ons i NPERTB2008W6931

10

15

20

25

30

al gorithm pass. WO 2004/ 110079 PCT/ US2004/ 006931 16
In the preferred enbodi nent of the described system
the channel selection 240 is typically based directly
on the data 220 stored on thestag 110. The tag 110

il i.call trans rmati o
Mient | {ide PR R epoatlo s Getihed sV B piohe Flitich o
t heldhes 280 Psh?ﬁ@ﬁﬁy bddBd atrectttgz%mﬁé HatR228 skked &Hﬁm@ tag 110.
algorithm at which tine it will choose a new channel

an Tlepddd wilh éhantme@b' trarrsmet 1tsrlaﬁ3mascsn Gres idantifioatianadpsa)

S nchronl virtue f
PHE P P it e & S Bl st b ot e,
p r g @ithed aewhion ket wﬂpéhdobea B eﬁgmen andiRBest HiadMBkess.
sel ections by each of the tags are based upon

pr Eepdtaspisseps of thejtagsreragsieed to berougbbftsanthrneae@(bryneﬁue
|
3235&3% tai?sft] g%@g%ﬁ?% ?rgl? nlll§s151¥ Bérﬁﬁﬂlorg ?t'ml%ﬁ:J %ﬁgé emB&liﬁ’t%Pt

ag, or possi
tkdthéagenm@elf) In the preferred enbodl ment of the

present i nyvention, the chann sel ectjons of each tag
110 ar el RethapRTlselgetions byea a%thr:t%ate% BPOR Rpefedgrpped

frlﬁfﬁrﬁﬁﬁoﬁ ﬁee”tdefénﬁiﬁieﬁ%ﬁhéiaét@a g ink 936 1PfyBkapn the
ed”be ow% . Afrg%ﬁ

tag 110 (as further 15 descri not e
t henbadmentscactuahiidal gatherted byttlnetagr @gwissiblyiindlte design of the

nf b d d

gare 15D TR R e Bl iaithr o HE Gt pHeY dhp ghannel

stset@ﬁoﬁsbﬂdaeh ta2d 10 heb deAemditiéd §n 8@ 801 RRC | n§&?ﬁir@&l}l
e

above, and a key for 2good system perfornmanc

prfé@féﬁh%@empﬁéﬁ? P thahés dersd on Elefdtagtlé@ éam fhetheri r es
EB%,% 1@&5& b%gc%\ié)e?@l o flotB ?ﬁatt !119 chgl.f er{ﬂt] 191@111‘@ tﬁQ ﬁ;oefigfgghﬁq

pre-randon z Scra

beihformation atbo*t@ chah 1Me@i§eﬁd¢erah&gnﬂﬂ@neﬁtdd0ﬁntﬁ&@ Addirectly
1(1)]? (g aI I y uses the stored data 220, or a
Pro Botored og the t92110.222) 1o select 240 a

comuni R@hﬂﬁﬂﬁs&ﬁ%ﬁ e bedtﬁnqaa%gv@ ang a‘i{h}é 'ftg%ogﬂ ls%%&he

pass algori'thm 1t is crucial that
amﬁeﬁtmnamebthelmq:fbmdrbmbmhmnmﬁtbc d¢deab@bsyistent requizesathht at

R A KN ITCC R M

de&%rhﬁl@@ 21r1 b%ﬁﬁr& k@fin it 280Q@¥%&he tag 110. Since the tag 110
essentially uses the stored data 220, or a portion thereof (e.g., 221, 222) to
select 240 a communications channel in each pass of the multiple pass
algorithm, it is crucial that the data 220 appear to be uniformly random for the
best overall system performance. This is accomplished through a low
complexity reversible scrambling algorithm 211 that is described in Section I
above.

In particular, as illustrated in FIG. 12, the channel selection process 240

in each of the multiple transmission passes in the preferred embodiment is
carried out by utilizing a predetermined subset (e.g., 221, 222, 223, 224) of the

pre-scrambled (i.e., randomized and stored) data 220 to select the



In particular, as illustrated in FIG 12, the channel
sel ection process 240 in each of the nultiple

WO e@AANi03si on passes in the preferred enbodi nePtT/US2080006931

10

15

20

25

30

carried out by utilizing a predeterm ned subset (e.g.,
221, 222, 223, 224) of the pre-scranbled (i.e.,
random zed and stored) data 220 to select the WD
2004/ 110079 PCT/ US2004/ 00693% 17 communi cati ons

channel .240 in eac ass. ;A channel | ect.or 20

S DRG0 S 240 T8 Rt p G HE ST Dl 2Dtk as o
U YRinfahthdsr SEIRRIpIe:@nE AARRE] 240/ yRRMIy S4BEEE cRabhel. 2R Aew
223, 224 (i.e., "a new random nunber” draw) of the data

steobe 2202220223, 284 Bx0, 4 mew yapilemiriugnbet fitai) o thieotata stored

B eI U T N

OfonH@ﬂE&ﬁ’éhm, tehe@inghcuhddn endritldepenldentreRstisn efchahsds on
algorithm Note that the tag 110 may transmt all of

i tfgrqysh@ltzlzfomuwpé%ws HppeniseenlepEddan.(as in the
preferr ' I ' f

(i e Nae T, HETAA el et af o B 1a200 in AR, el
depas (dshie thHelpeefetrah amboditreht)zedcbrby a pbheiohad th0datam(itehe

next pass). Typically, th rtions 221, 222,..223 224
o oy shanahiae G ahemiiertd QeterBie dheatiaist Alilized by 6 tag

SoLAEL 50 A ik 2 o e e

pr#ilizad dorthe ethnnelselegtiont neseh pesdithd agerithmeareonique and
strictly require i cul.ar. sel ecti.on.of. channel s
7 ofontiguchesgties f e foB AT Bre5hu BrEriP U, BOGEN e
al gRitioAuicnd: SR reuirefaANRktikParseleeEd Stharmils fe' -
For exanple, in a systemwth 128-bits of
prieassgsrod iths] multiplipass frarsaripsion algewtinpis dersied eeghamickach

t ag, ut sequential sections of 8-bits nmay be
utl ?C;ig% #’g‘ﬂ%hoose one of 256 (i.e., 28) channels in
each of FérGexbinpk, in d38(eB) withl1@8+its bfiprrassasbled Iiestificdtion
first random zed byte of data (e.qg., 221) faqr .each 20
t agpie heduesdonpatihRecuiftmbE sedusEalsqeinris of Pitsaapbe

t agkit; [ €98\ f.i i
A ENESL St 0 | e ASHARSIORL 96, 1)

( ealgorith@PPissesoThng ribofiist padaamizad byte ealetr (eag 223) fosedch

to _chpose 240 .the channel fqgr transm ssion on.the

S BRSO PR OB FHPECHYS St P
t r BREPASE DF B1e AdeRhR! B6 88cond Piid upREulNifbreat) byRf (eleh@22)
data stored on the tag is 25 exhausted (e.g., the 16th
pasfrandoraizagae &t daph tagiisueddapheose 240 theghammel fof; s

woul d_GoErre nd. to.224 e O :

t héé‘ax%sgdés)slc%nogrg g r§ec;to g %srﬁ) ({ftﬂ?% %lggﬁth{n, %ﬁi& bo &19 This %ﬂﬁllﬁ’le
transmission pass process continues until all of the data stored on the tag is
exhausted (e.g., the 16th pass is completed in this example; in FIG. 2, this
would correspond to 224), or the reader 100 signals the tags to stop transmitting
(generally sensed in the tag 110 by the second predetermined condition being
met in 704 (1210) as described above). Once the data is exhausted, the whole
process may optionally be repeated, though the tags will typically choose the
same (deterministic) channels. Note once again it is desirable to choose a

random and uniquely determined channel for each algorithm pass for each tag



(generally sensed in the tag 110 by the second
predeterm ned condition being net in 704 (1210) as

waleaanited above). Once the data i s exhaust ed, P€TES2004/006931

whol e process nmay optionally be repeated, though the
tags wll typically choose the 30 sanme (determ nistic)
channels. Note once again it s desirable to choose a
random and uni quel y det ermi nédl channel for each

pcl B0 PRB Ry e SRR SR BTy o forther ettt

cold $&tiony tdiar). wi | | |neV|tany occur (see further
details_in Section V belo our se, those skill ed

. n the Hcowsedse fléﬂl@ﬁ & th@taﬁerﬁcqgéu?@ that,pgher (&8n0PRuous
Us e%ﬁ{ggsgm ot @(lnéplg{yl}q&rﬁhueﬁ%%ﬁ df ﬁ]‘e Lfagaexggfﬁé‘u%g l%‘f"[her

el t her I rectly “or I rect ect

5 codirentiycatindirestly balem éhe ¢ammanibatpms sharinel infdash passn é this

10

15

25

30

it is OSSIb|e. o extend the .maxi rum nu r.f
L Brnd T aRssble o EXien e e AU RO Aoy ta passes
vi B&fé?e! th¥ cl‘i\élﬁlgpdlfoﬂeb F@pteat Wﬁmﬁ{l Rmsht lﬁﬁite%b @Hannel sele tion

profile (or channel choice algorithm nay be nodif
af peofils mshanmebeoigsfalgarithmg maydieanodifisbafter seme hnutdbat ofa

ol raE BT PRt b sl R Aent 38 o e a2 00e Bies

t herustkRdtRnad 3e18etons 1026 €5 ordefte Eﬁteﬁ@meﬁm leichhi@fé] Blloices
the:pattern occurs). For instance, after passes of
O

t hke mmyrpm@tlsa@ﬁ thernsST acsiitsh Ewrgmtamqmﬁqrﬂé naggys of the

or & (1]12@ 3 Ergn%gl?%?ﬁ %)lfﬁﬁ thé) {5\%’% %&%hl‘dlﬂlg gh?ﬁlg%eﬁecuon

abadste (i.exthepteditetminad ﬂhm)sbﬁh-bﬁte\(whé‘ra A8 ﬁelﬂ@s:ibho@es

for subhsequent passe the 15 algorithm 1In thi

rmﬁ’F?é‘FPqe) o apEvesh Agy ém%eé Qsﬁt@ﬁa fqrisubseghent pagses Bfﬁ%ﬁue

CN2RBEIhm. CRGHS Méﬁ?ttlk g@és Ble 1Y EAQHHin h{ﬁhf)er &ﬂ%ﬂgﬁé chihel

tag circuitry conpl éxit I ncr eased.

enblodtesamidically thhout Ramih ghowghl the talg@:lrcwttxgccpnmﬁnmﬁyay

also qg?Iy sone type of mapping (generally one-to-one
abl e, or other 20 algebraic or |ogic)

f unct | 0Oet Gtheenediliients BEtHERARDRN séléttion @b mhdiealso

(generally limted) data stored or programed on the

t agPPLYReme Hipy ok aypppisedeersralbi aicrte-aup ledreu tahlenet other

ign‘%gl% 2 lr})erqt;;ég){ﬁcﬁéctroé étée ; 61%8‘1% tﬁgmgl c%gl%le%: ?roglethF

once sone

i nfgenemily timiicd) Mmmreﬁhﬁqﬁo grimened @hahd fag! Mae bafy kedd
Si nce the channel ?ources are limted (i.e., there
ar ehatagtenstic of the shganel selection process 1s that the channel choice be

computable in the reader 100 once some portion of information is known about
the data in the tag.

Since the channel resources are limited (i.e., there are a limited number
of available channels for each user to select in each pass of the multiple pass
communications algorithm), there will inevitably be collisions among the
transmitting tags. A collision is defined as the case where two or more tags
choose to communicate on the same channel during a particular algorithm pass.
This situation is to be expected under normal system operation. For example,

for a typical case of twenty-five tags communicating over 64 channels, the
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reliability, etc.). In other words, the number of available channels in one pass

of the multiple pass transmission algorithm could be different from the number
of channels available in another pass of the transmission algorithm. The
variable number of channels per algorithm pass (i.e., per unit time) is also
termed a dynamic channel profile in the present discussion, since the number of
available channels changes dynamically with time. Implementing the dynamic
channel profile essentially optimizes the total transmission time (or total reading

time) for one or more expected tag populations.
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20 In the preferred embodiment of the system, N;j represents the spreading
gain (or processing gain) and number of available code phases (channels) per
pass, and R is the signaling rate in chips per second. Note that not all possible
channels need to be utilized in a given transmission pass, though it is desirable
to make all channels available for data transmission. The application of

25  advanced collision mitigation techniques (described in Section V below) can
greatly reduce the required number (L) of transmission passes from the tags
110, 120, 130. In general, there are no restrictions on any of the values in the
above equation in other embodiments of the described system.

Since the transmission time per pass is dependent on the number of

30 channels per pass (and the symbol rate) in the preferred embodiment as shown
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25  the reader receiver, since such algorithms will effectively free up more channels

as time progresses.
For example, a preferred embodiment of the described system utilizes
128-bits of data 220, with 32 channels in the 1st and 2nd algorithm passes, 64
channels in the 3rd and 4th algorithm passes, 128 channels in the 5th through
30  8th passes, and 1024 channels in the latter 8 algorithm passes. Note once again

that unique subsets of the data 220 are utilized to directly choose 1220 the
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w@odosirsiogn mtigation techni ques (described bePCIS204/006931
be utilized in 25 the reader receiver, since such
algorithms will effectively free up nore channels as
time progresses. For exanple, a preferred enbodi nent
of the described systemutil ?2es 128-bits of data
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and 1024 channels 1n the latter 8 al gorithm passes.
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redet ermi ned. nunper of, passes. For instance, the
fp i ﬁgffé %\fakl@ @ﬁh@é‘lggébe.ogllggﬁ@ Wﬁﬁyﬁt‘%ﬂﬁ o& changel selection data). In
10 LI S HasR: Ofle h%ﬁi}k:tcﬁéﬂﬂ??gp{o@%es@? ﬂﬁﬁb@?mlaﬂaﬁﬂf@)fhﬁmels per

g
util1ze anywhere from aval | abl e channel's
(i akgorithim pass) waybegbxtedadsvivhallyhwaitimelt linge | Also note wha¢ again

whi,l e .t he next sixtee asses utj l.ize anywher ;

{1 O heanaxiyseaIRRer bhpisse HAR RoreeRdedyy izl oveapping
t Wt MerRiab &l rtiGRTEe dREteaivee dRdmbl seldetidR) alddtithm.
manner, the dynam c channel profile (or nunber of

avai | ablThe a¢inalsbpise péthe ramghsr pf #irailpbls shanngls nes algorithm
ex ' i | gnd. ot e .0 '
e T e R
ut kysteth Agiyakerdepaid (g addition ot the bgpecad fuaiter 0NRgOPrebdit in
data to drive the channel se|ection algorithm  The
acthg=1ystemy e Eregppeied ALpHSAPMBRNLEYRS PEHER PFRSSFENE per

o RO (e R 1ip8 of Colf b H Gt M- A EOAM B in the
al smdelel®ndNdt¢ thabtheiviarielle hombleofhpmedt eperralgdrghmphss may
ta resent, in . the sys on.t expected or

20 . SRa R Chael i Bies Yk o e Bien FABS o i st v
as chdiel prBRledhat CRhhded veRusitne @t dRINeAld36 bk aMdmic channel
utilized in the reader 100. Note that the variable

nuisdile &1 thisppesies opde desgiheflsysiepass may 20 al so
result in.c |, orof | tshat rease {n | ater .
e s B R LT e
Ve haustotbekaows b§ tisied @sra®0tapAre-, duthhapi¥igeneinn il case. If

25  the channel profile of a tag 110 is not known, the reader 100 would have to

ascertain the period of the PN (chipping) sequence for example (possibly
through measuring its autocorrelation or spectral properties), and act
(demodulate) accordingly.
Specifically, in the preferred embodiment of the described system, the
30 random channel choices are utilized to select a particular spreading code (or

code channel in 1220) in each pass of the multiple pass transmission algorithm.



profile for the purposes of the described system Note

that the channel profile of a particular tag 110 does
woei4snewessarily have to be known by the readrCT/LUSDOH006931

priori, but that is generally the case. If 25 the

channel profile of a tag 110 is not known, the reader
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30 random channel choices are utilized to select a

patade@ipserasdpd &3iod g lenserN wecially gesreemiptherssanencg fphere N
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5 spgoive). Qdote yhat sprebdiag po&fsemayeadsoebm@ﬂmmvaluﬁh rithonsarnf
the data 22 qor ed/ programred, on th 110 ar
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m'sequence (where N is equ to the' n
¢ hBmoigdrs(or AND-PEOR iredriction attgork t HiP) phthe, PN gembeator (LIFSR)

b .t hat dj d |so b
o oot Pedively Rorbls Ao S ST R SF Hort gr-soqhprees
10 prt@%ﬁ%cb%tﬁlb@%ﬂéﬂﬁ@é@ﬁth@ 8drheymi-geqfrédee. Thus faJlIfcff%eetrags

phases of a PN sequence are commonly obt ai ned by

apley 1A 130mae mersgmefhaﬁé LiFOR (popeqaRIBeX@rnaralgu bt ¢agh

of PERE Sonro belpr i B SAE B0 fchirtd gt B e plihed

I nergesimsniesuchGhitallpiokkiiags 10, 1200 30atespixe®as afe t he
same msequence. Thus, all of the tags__ 110, 120, 130
' usynehrongsdde pkagwn pasiinitial genfiRiAt Hteq dheTeASBRCts AredRy o

15 e%gf:l& LRRRESe dDROE Qﬁ&lginvéhé Raldta 06 a’ﬂjie’séﬁﬁéd@h Se%tlon v

rator state In t preferred
t hladlowl Nogd thehthe bags L]:“$B seqiRce ga&ratonlnsg(hs{se optsmarve

yn hr oni a_.known basic.initial gener state
RS T sl R aRIe I B e B By ot Shatinéts)
ﬁ&%ﬁo@ﬁlﬁrﬁ@a&snaéﬂﬁcﬁmbvéoo as described in

Section IV "befow. Note that the basic LFSR sequence

gener at Ohe fradigéinl (i-se@uender geﬁbﬁatdr@are REdiyalBinads to be spec1a11y
typically changes dynam cal | changi ng the_ nunmber of

20 chatgsantsd I}Bé?qusn@eo%qnm%ﬁrﬁ xfomlag aEEPytpRlfon g ast chi
U RPN ©18@}md ﬁlytﬁégfé?é}% SRR Jﬁérﬁrélséﬁ e%{mpth%%késx made

to be spéeci al augnment ed PN sequence generators
bycdrmlagiong ofithesequenu¢soinem fddfifereitaadsi WliltbeCth'rcpover a given
sequence period. Note that other types of orthogonal function generators could

be used in the place of the LFSR PN generators (e.g., Walsh or Hadamard

-

25  functions) in other embodiments, though such codes would not have as
desirable interference rejection capabilities. The data 220 stored on the tag 110
is then spread by the generated spreading codes 1260 by traditional means 1230
(e.g., an XOR gate in digital implementations, or a multiplier in analog
implementations, as is well known to those skilled in the art). The spread data
30 signals of the activated tags are then sent (in aggregate) over the given

communications channel.
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period. Note that other types of orthogonal function
generators could be used in the place of the LFSR PN
generators (e.g., Walsh or }—%damﬂrd 25 functions) in

ot her errbodi ments, though su % codes woul d not have as
desi rahl.e int ferenc ction can

data 2200e 0 B GRS PhRY A e SRRl Snen ) Fapmit

geheir ahtgde. 5D bRPHIAG nddRlESioh 28Rsdotinlatod, | fRy@atndeans
1230 (e.qgg, ag XOR gate | nzlg?gl tal inpl eﬁr?glnt a({yleons

ormeduletian, pr sasme sombinaiantheiepl)e Fba PEF@esembedimenigdthe
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agdh agadngi}sior elemichie7 (P, ioiigh otrnthodckation types hadinel . V\D
2004/ 110079 PCT/ US2004/ 006931 24. Not e@ihat the tag
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eque Ccy no ation, or sone co I'nati on
t hAmphfu)de Ml gdioas EulseBosmanModahtlomfetct heThesystodmany

zes a.formof .anplitude shift [ ASK") - from
e ey S ok PR PR ough
otﬂasgmg%ﬁ{ hé BNKIAORAS 168 eral BB eal | DBK IR, €3MHz,
certainly possible (e.g., Differential QJadrature

Ph2MI%h, 2.4GHReyThe em@pemeat Qﬁ%vambr of dmenmdmg@mdo n,

o a iR CE LTS alsPapriis San AT BB SR 84

di bff Re6dihg ERhiigEs TEREEHUE @S0t ﬁfmt‘eﬂ ansamht ﬂo%rd @m) non-
information are possible, 10 rangi nIg fromtens
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ki TeBHB fq zere NBE)dYlanchgstgi pid differeantigl encodimg phi @Wr&ll well
OlgMg% %he“’%t_!zilote tﬂgt 1?{524 gﬁﬂi@% u&f mfn cﬁ'ffe?étﬁ[ efidod!
encodi'ng an mappi ng niques 1s so poSSI I

t h@odwaiion, beding yad d@alﬁ@t@p@ﬁam iegentmh veitioood ilcmg of

t echni Iude g{e not limged to, rn.to
2 oS, 25 Homoviadp dharesBlELTD herpz SomaamPLEal codhg
di fe&ﬁﬁ&ﬁ&ﬁﬁélu@é@ﬁ@' dofles, BhhvoutRingl @des, Wddk chdek RRVWRvHiEh
the art. Note that it is possible to use nany

di airbalseraﬂvmibbm‘mgmthw@tﬂ,ul at i on codi ng and signal i ng
types in the invention wthout |oss of generalit as

i s knowhb B28 hH%d 204130 iadhg prefemsd gmbodisesht 2lsQ AiseHs of

o604 55 5 PO o RN -

k nthiwws, they idve narlbcal oscillator (though the use of a locally generated carrier

eXamples

is certainly possible within the scope of the described system, and does not in

“any way limit its application). In the preferred embodiment of the described
system, power converter 703 rectifies the carrier signal from the reader 100 so
that the reader 100 remotely powers the circuitry on the tag 110. Note that the
use of actively powered tags is also possible and does not in any way limit the
use of the present invention. A general goal of the system is to minimize the
complexity of the tag 110, and through the use of the described techniques in
the preferred embodiment, the circuitry on the tag 110 can be kept to a

minimum.
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20 The tags 110, 120, 130 in the preferred enbodi nent
also directly nodulate the carrier supplied by the

have no | ocal oscillator (though the use of a locally
generated carrier is certainly possible within the
scope of the described system and does not in any
way limt its application). 3¥n the preferred

enbodi nent of the described 25 system power converter
703 rectifies the carrier signal fromthe reader 100
so that the readgy Q0 HENRLSINnA¥BESs the circuitry
on the tag 110. Note that the use of actively powered
t ags i SThalrsmlepsssivneiblnfor gerésrming miany emgorvemy sighali t

{ ioseySRe fers Ko Mo " fabe S 0TS Aly s
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referred odi nent, the circuitry on the
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[ US2004/ O 9 t t S
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| rppEhathe 8 b@ﬂﬁiuou@ﬁv@@@@t&hﬂge@ apthe pﬁﬁ'eﬁétb&!iﬂbd)dimEhtG Once
3, the reader 100 typically beglns the 5 re %g ﬁ
rtb@ee@éerolfo tlhgalasaygtmgmapﬁ@u lay oW lov e ¥ fisatiyiyians évia
o)
cé*% bypfhg 357010 afCUtiahia d 34 8 iy Rk HERT o lass
polvm[ 124, 1§0m’§hmani1vntmdétmtmh_mei§hek¢ thademm mﬂﬁ)moﬂalatlon or

transmtting a continuous wave hat .
| TFIETRY dSi<ERER Mg Bt HERES SORtae pEH Balse 1ig0e ines
t ranRss $ftthé‘ﬂo§fb1@ccﬂﬁﬁlhhjéﬂﬂ1&{s RORIs (WaN& is ﬂlﬁhéﬂd@é&l@leﬂ y
listens (via 10 the coupling device 1340 and antenna

131@)W)f dt isalegirabde tormalsd maneaspsmenhand @@yctem@tlomod as

ot 3t po i SSakls B Bl AALT G BB o

deregddr i10g cai @pally key egencilysh an ﬁicr@‘ﬂinggﬁannbf) te &ﬁ:hle@f

t he p035|ble communi cati oens channels (which is further

dersorar gl Theizaals arq senped dl@Partigyiag tiapsp P@W@hﬁegel the
rt as

posg&g%@ Fﬁag %@gm‘?tﬁé Eﬁ?ﬁ&%é%ﬁ%igg :b\r/(gc?g égg %)ar ticular

poseploliay eb],hsmhemtlgmmﬂmechlrﬁ@les,aas dm:pssd:ﬂyn Se@mn V below).

( neraII in a ncre sin nanne next, power

| 56k s et 0b i 35 S SBE Ml et HER g o

P oé’ﬁ‘lﬁhljoﬁl‘é@ﬂlon liges, 61‘3%96151&1@900&{@& WRIAshE ofiiék bmbodiments

derrodul ati on ‘processi ng 1390 (possibly enploying
c obfi the systenmivithgaitlpssroftgsoemlityjues, as di scussed in

Section V hel ow).
The signal processing performed by the reader 100 can be performed in

either hardware or software architectures, or some combination thereof.
Typical embodiments will include some selectivity 1365, amplification 1370,
analog-to-digital conversion 1375, and DC acquisition and gain control

functions 1380.

In general, the reader 100 may also perform active or passive
suppression 1360 of its carrier signal in certain embodiments, and interference
or noise cancellation (for any form of interference from sources other than the

desired tags in the system).

t huBCT/URZDY4/006931
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the systemw thout | oss of generality. The signa
processing perfornmed by the reader 100 can be
performed in either hardware or software
architectures or sone conbi ftion thereof. 25 Typi ca
enbodi S cl ud ne.s lec ty 1365 .
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1380. In general, the reader 100 may al so perform

actranﬁ@ibﬂmpamouéy Jhpp tesrsceied dBomupt ha desprgad inethe reader
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Soeddeqsr ik kempldiadnfugaie ofesdl dihplagsreadinderdsy, sk el
WO 2004/ 110079 PCT/ US2004/ 006931 26 As stated above,
t hEngsyiefdhe 84 enbodi ment of the present invention
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for each code "channel first reverse-applying
ea‘taB 130 s Fast srp}@"ﬁchen‘gd@n ioadr.c.1 drspreedipiard

%qg%t aflﬁrfé) tg@?‘?qq%gn%ﬁ%gsﬁ%eﬁélé I}Gq'e eégg’;%}g@ﬁfll s wel |

pr pioeédshig 18900 TheRntchRiquch @u&mﬁaﬂ)bﬁﬂucescesg 859 abolut 4 ZRSor
speci al | y augnent ed mx sequences as spreadi ng sequences

i nOf hein thegreierted spghogiten) the RHOCSFHRE PEHET raFRun dg tsader
(i d&%%dlﬁ%ﬁftﬁr P sglgg ?ﬁéb %&91163{;1%9@@ ih érqggdlﬁﬁﬁltﬁgé WP wer

can e’rea atlon processi ng
1 3 e&t nﬁpﬂemenmecﬂsquhm&aé@ruﬂ)a Hihie abﬂuyl prechssiag (seviggs wily

ctor . of 57 in the_preferred errb i ment). the
pr %R?§ Pﬂgheptam'?erpéahﬂm@aem?l&? ng aﬁfﬂlﬁaml%ﬁlﬁ Bpss
838204 cdB0 exﬂ%’és@&‘ if 84 56 fabiok A WHhich fsaééfuﬁgtotthé'@a%o

an | ower cost I nplementations of tHe reader 100. The
acofithe npmbcle@iradglcmalxﬁasgmamngIOpmtldmdeﬁhle pumbérent mmptsmsd

of chanes ed in ass | tiple pass
oy SRR e B o RS s PLS LR A Pubindugh oL Hekh By e figice
WhieCbrdesin @il ast Badifart dtriv@sfordfs (FREsyunber  of
traditional despreading operations to the number of

i mproved desprea g eﬂ@ﬁ)ons b syMpol (using a

conbi nati on of ls]e,qy,%r]\pe Lz,,asseslogN,-’
where L is equal to the number of passes required to successfully demodulate
the source data, and N; is (once again) equal to the number of channels in the i
pass. This factor directly represents a processing savings (which is typically
expressed in terms of millions of operations per second (MOPS) or millions of
instruction per second (MIPS)) in the reader demodulation processing 1390.
Thus, in this example, a processor 1390 that is fifty-seven times less capable
(e.g., 10 MOPS vs. 570 MOPS) may be utilized in the reader 100 in the

preferred embodiment in the best case (with no collision mitigation as described

below).
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successfully denodul ate the source data, and N is
(once again) equal to the nunmber of channels in the
ith pass. This factor direc%)y represents a
processi ng savings (which is“typically expressed in
terns
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Wegeqﬂéace ghferhiB61110)R8 rdablr VRS ck SROUETIES1 LI TIR
length N~ specially augmented msequences and Wl sh

S wqme sg§-ordesing dition 16H0 sughd tohdirastly reforder dierdgtasamples

2R e Ry SR ISHASTs F 0SS, Bl g

p rbelbw] The rqeelvinoddvade 1378tconld blésaﬁdmhl@gge ﬁ%ﬁt@t EonlvBRer, an
base m sequence Sas i.s shown in the tag 10 se%dgnce
g ednatos ssrplelam) hald dpvery aregialel oy any %ﬂhérc@e\q@ztba £CLYeS 2

mgm{]l NopSHHE G o1k %@gﬂf&&%&;{gﬁ@%&f& ik %}g}ﬂ%ﬁ% R

fe-orders
t h@om;ms&e vdcoiyed engtnaka whhonsisteiof arsnsnhiesipnsafforh sbveyal

descri bed rece|VJ evj ce 375 coul.d be
arERE 2 TGP b0 wRRBHIEIS coah himalgr SR in
hoig)deV|ce a regi'ster, or any other device that

recelves a 15 signal. Note that a single sequence
re-ord e@ncfgthi SOMphsitFoEEaveEd ssgmb frlonsigtingof deeraborsgsénce

N
coglss0c hiaedetbles( dquenie fivhos s oﬂ$alid1Wa1shQ)aquences and fast
transform techniques, such as a Fast Hadamard Transform (FHT), may be
utilized to rapidly (and concurrently) despread the data from the tag 110 for all
data channels (as shown in 1540). FHTs are used to rapidly correlate data
sequences against a complete set of Walsh codes (in parallel), as is well known
in the art. Any transform related to FHTs (e.g., Fast Walsh Transforms, Walsh-
Hadamard Transforms, recursive Walsh transforms, etc.) may be utilized with
" the described fast correlation methods without departing from the spirit of the
described system. Also note that all of the described processing techniques can

be performed in either the analog or digital signal processing domain.
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buffer 1530, it resenbles sequences froma set of
val i d Wal sh sequences, and fast transformtechniques,
such as a Fast Hadamard Trang%orn1(FFW), may be
utilized to rapidly (and conTurrently) despread the
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matrix). Thus, a traditional fast (Hadamard) transform (correlation) method

may now be utilized (in 1540) to effectively despread the received data
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a crude form of additional error detection, and is shown in FIG. 18 for Pass #2
of the multiple pass transmission algorithm. Note that the data sequence 1820,
1830, 1840 over the portion 222 used to select the channel 240 for the second
pass is the binary equivalent of the FHT bin number.

Through the combined re-ordering and FHT technique shown in FIG.
15, the demodulator is able to rapidly demodulate (i.e., despread) all possible
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[ rrﬂiaérm;nbmlumﬂy specially augmented with a leading zero). An example of
25  the tag PN generation and mask circuitry for a primitive polynomial of 23
(when expressed in standard octal notation) is shown in FIG. 11. Two tag
transmitters are assumed to send these sequences independently over the
communications channel. The reader receiver will resolve these two signals
using a special re-ordering function 1520 and FHT processing (as shown in
30 FIG. 15). The special received data sample re-ordering that must be utilized for

the transmitted PN sequence is the states that an equivalent specially augmented
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25  signal was actually sent. Thus, the first buffer location in the storage medium

1530 is initialized to a +1 value, and processing (i.e., re-ordering 1510 and
FHTs 1540) continues as normal. In this manner, very fast correlation can be
performed for multiple code channels (or code phases) for traditional PN
sequences. Other normally augmented PN sequences can also be

30 accommodated by keeping track of where the additional chip (e.g., other than

the first chip as described above) is inserted into the sequence.
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It should be noted that the selected channelization method does not
change the general type of collision mitigation algorithms that can be employed

in the reader 100, as further described below.

Also note that the demodulation process is generally a multiple iteration
process in many embodiments of the present invention, since it is typically not
likely that all tags will successfully transmit their information on the first pass
of the multiple pass transmission algorithm. Thus, the reader 100 must remain

powered up (at the same power level) and continually demodulate the incoming
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(generally in 1630). For exanple, in another
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could still be utilized to sinultaneously denodul ate
all of the different data channels as descri bed
above. O her enbodi nents of %he systemmay utilize a
20 bank of (parallel or time= shared) traditiona

CRRLRIEN Sabl R SRS eflashRenost il bleif! (iE-big e

t Mﬁd:tﬁ@dsl dés&@dbﬂlb‘élosv)ofAlao lﬁdiehlaﬂ{fdtmzéd tollisioneaitiBytichn
integrate and du function, as is well known in_the

artechijques 64 erepiilinest Bdhe Feader; 19 (3nfeietascbelow), multiple

C I

¢ YRARSNG5h [ERITHS (10F, 2P0 Bl b s RATRE el e
enphloyRehass Algbtithnt. eAtde hoteGhat saBseﬁueﬁtlpea;sed ebihe Inhﬂtiple pass
bel ow. Al so_note that the denodul |on grocess

g EFEFRISIPNR1GATIRIN N TeflgFe éﬁmosv to8 42 aqapt Wa%fgﬁw number
r

Cy B AR s Mool DRLPUES filankP YRR OBOS ASBskonafore
transmt their |nfornat|on on the first pass 30 of the
mul tiple pass transm ssion algorithm Thus, the reader
100 nust remain powered up (at the same power |evel)
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in the reader receiver (as further detailed below), depending on the desired
complexity of the reader 100. For instance, a low cost receiver may utilize only
forward collision mitigation techniques (described below), while a higher cost
(higher processing power version) of the receiver may utilize (bi-directional)
collision mitigation techniques (described below).

The general discussion below first assumes that forward collision

mitigation techniques are utilized, and then later examines cases where bi-

directional collision mitigation techniques are utilized. Note that the tags 110,

an FHT opRCHUSZIN4/006931
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Generally, this calculation is performed for all k (or N;) available

30 channels to determine if a signal is present on each channel. The predetermined
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Once a signal is detected on a particular channel, the reader 100 must

typiéally detect if a collision has occurred on that channel. This may typically
be achieved by examining the variance of the absolute value of the normalized
signal level over some time period. If the variance of the absolute value of the
signal exceeds some (different) threshold, a collision is said to have occurred on
that particular channel (due to conflicting binary data values of different tag's
ID data — see FIG. 17); otherwise, a single signal is said to be present on that
channel (as in FIG. 18). A channel with a single signal present on it is also
termed a "single occupied" channel. Once again, those skilled in the art

recognize that filtering or averaging of these measurements and indicators may
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despreader output, where B is once a%ai n the )
normalized error signal can be set equal to the absolute value of the optimally
sampled despreader output minus the absolute average signal level (determined
25 by scaling the cumulative absolute value computation above). This value can
be summed over all or many despreader output bits to provide additional noise
averaging (in order to increase the SNR of the estimate). This method also has
the advantage over traditional variance estimation (sum of square of sample
minus average value) means in that it does not require costly multiplication

30 operations to determine the presence of signal collisions. The variance measure
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where the average signal level on a single occupied channel has been

determined to be (ABS;), and the normalized variance for an unoccupied

channel has been determined to be (VAR,):

ABS,
'R=20-log 1 S ]
e O{lVA&-\/M-OASZJJ

The noise level estimate (0.482 for Gaussian white noise) can be shown

to be mathematically related to the each unoccupied channel's despreader output

as described above. The SNR values for each channel may be averaged over all
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Once the signal from the tag 110 is known (and possibly confirmed), it
25 may be removed (as described below) from the rest of the signal population. A
form of collision mitigation is implemented if a signal from a particular tag is
effectively removed or subtracted from the signal population (through a variety
of possible algorithms described below). In this manner, the signal from a
known (identified) tag can be removed, thus removing unwanted "interference"
30 from the system. This effectively frees up valuable communications resources.

In effect, the entire system is a self-organizing network, where all of the
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PagRfces. Thus, in the example given above with 128-bits of data, and 8-bits of

ﬁ-d

channel ID selection data in each paés, there is a maximum of 16 (i.e., 128/8)
communications passes in the multiple pass algorithm (before non-overlapping
channel choices start to repeat again). Thus, given a channel (e.g., PN) symbol
rate in the preferred embodiment, the maximum mterrogation time can be
determined, and the total acquisition (or reading) time is fixed for all cases
given a required number of transmission passes (as also illustrated in the

equations above).

Preferred embodiments of the reader 100 utilize any one of several

forms of collision mitigation techniques. Collision mitigation techniques

integrity measure) to ensure tPEI/USI004/006931
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the preferred embodiment (or it is otherwise known by the reader 100), once the

25  reader 100 has successfully received the data (generally occurring when the tag
110 transmits on an otherwise unoccupied channel), it knows all of the channel
choices that the tag 110 will make for every pass of the multiple pass
communications algorithm. Thus, the reader 100 can then predict what
channels the tag 110 will utilize for future (and past) transmissions, as above.

30 Note that the observed signal levels from the tag 110 are also generally

measured (and low pass filtered) in the reader 100 during the normal signal
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demodulated data symbol or bit sequence with the average expected signal

level. The subtraction of this signal can occur after despreading; otherwise, the
particular chosen spreading sequence would have to be reapplied if it were to be
subtracted before deépreading (which is not at all desirable from a
computational complexity standpoint). Note that the tag's signal will be known
to change channels in each pass of the multiple pass transmission algorithm,

which can also be taken into account in the subtraction process. Also note that
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which are typically based on the data stored on the tag 110.

The quasi-static channel assumption becomes important here since the
measured signal level and possibly phase will generally be assumed to hold for
all subsequent passes, or at least the current pass of the transmission. In
general, the signal level estimates could be updated every transmission pass to
account for slowly varying channel conditions. Note that only the known tag
signal information (typically contained in a data structure or list) and the

composite received signal from the current transmission pass (or burst) needs to
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choi ces and estinmated signal levels for each pass of
the multiple pass algorithm Once a tag's ID data and
the signal level of a transnjtted tag signal are

known, 15 it can effectively3be removed from any

sybsequent cpl lisiops .i.nvol ving that, tag. .. Note qgnce. .
2 eioted fenerBrm oG ghEF R Dis e R e 2 g s in
f ithdB6:§%s Q¥@kibed REthe aftofighrh 8BIBW)S i beretaIBthisQypdbBofvard
increasing |levels of accuracy of the interfering
sicgHision mifigetiompigerithimhcasfeswhibadigrifieant f2-fKe igiplagading

iR i BerSRE Buft o @RAlo ot pEbITELFiifioh RTLAR.
out fr%;&{;tﬁ g%r%ﬁg?%ie% EsriedEoliserhitRasaheres | ater

passes 0 pass transm ssion al gorithm
neghtraciygdnywh stgarksdranm fothfshbssuemdfand heviougipassee pf the

g e L AT
def1@)igidehtiéE HAdHanEC19Tt RAGed @IpRvivnapiRts EddMeGRSertained

which are typically based on the data stored on the
t sapdits@onibutivretaprygirewoes ¢adliversmas be agHifiegt T class of

becomes i npor.ta here .since r ' -
2SRRGBty
hahflighfién tedhdiqedsb Bt BliorR@ 661HSIon Aitigdtiondaaiord he

current pass of the transm ssion, In general, the |
si qpmnutgtiopally eappplen (and geaenely FAVTSHECEGMERREFY to store prior
r e . _

cr AT ASUAR AAES, bl o RAEH Benl R roRopT ol A s e
si @etkced by soughly amrorderygfincagnityde over aatiedsitimt dodat perform
structure or,]i st% and the conposite received signal

f r B CHBSIQ AT Dr ansni ssi on pass (or burst) needs to
WO 2004440009 RS04 iR 6R3hg adfbtierustudé eshtdifting
performthis algorithm (as opposeéd to storing all,

r elomivrechabue] sheices(i.eneensivied detageguanicesd @nd pstinpated signal

| i thm bel . |,. thi f
AP PR e oS R IS el e
si Wehiificaanis. (Howeler,sticdlsighaRAir\gibtriat te® ollRéR\peive Nt

over methods that do not performany collisigon . .
i ERnSESSER PasseA i additiondp dha@rentRass apiosyard sllisiany

o T
padsa fioanthailisi s of hhinsuliiple passsiobireurietmus elgouthneist he
data froma tag 110 is identified, th annel s it
oc@é%hve@ (16 spreesh reﬁ%&@@s i gy ilLiadhs 5%? {120 angiher user
| 1 Be; bVRNE iR pfi ) e ) hRewhich
U Tlﬁglfggglv%rih I!qu gfxgrs @d@g f(epé ¢ ﬁﬂe%H&n‘a‘iJalsd)%&"ﬂ{ésalgﬁﬁ whic
in turn may free up another user that was previously colliding in either a prior

(e.g., the first pass) or subsequent pass (e.g., the third pass) of transmissions.
Every time data from a new user is resolved, its reconstructed signal is
subtracted from all transmission passes (up to and including the current pass),
and the number of channels that are single occupied and those in collisions are
evaluated again (for all possible communications channels and passes). In this

manner, the reader 100 may cycle through all of the available transmission
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10 collision mtigation algorithns is generally terned
as bi-directional collision mtigation techniques.

conmput ationally conplex (and generally requires nore
menory to store prior conmmunication passes), but
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(reduced by roughly an or der*%f magni t ude over et hods
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a nunber of tag signhals to be resolved which is nuch
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finished (i.e., all active tags are identified), the signal source (or interference)
parameter characteristics for each signal in the system is known. A complete
read cycle is defined as a signal source transmission where the desired number
of tags is identified. Typically, all tags are identified in a complete read cycle.
In particular, the signal source amplitude and phase are effectively known (or
estimated) for each pass of the multiple pass transmission algorithm, and the

received data sequence for each active tag present in the system is known (via

standard demodulation techniques). In effect, all information is known about

collision mtigation is nore PCT/US2004/006931
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may be necessary to re-nornalize signals for a
particul ar spreading factor 10 before subtracting them

the recursive passes of bi-directional interference

cancel |l ation may be perforned in any order (in tine).
Once all of the tag data hasayeen recei ved, the reader
100 may check the integrity of the data via the neans

ment.i oned. abpv, e. 0., error detect] .15. :
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i Nnsdubee parameter information mentioned in the paragraphs above), it is possible
to greatly reduce the read transaction time for such cases.

In fact, in the preferred embodiment of the described system, it is
possible to make the above scenario's read cycle time equivalent to that of
reading only 4 tags, instead of 98. Thus, the reading transaction time can be
greatly reduced (to a value of 0.04 seconds, if the system is linear). The reader

in such cases is reading only the "delta population”, or any changes in tag

population due to the unique characteristics of the system and collision

Al SO POL/ES1004006931
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Consi der the case of a store shelf with tens or
hundreds or RFID tags, where a handful of itens may
have been renoved fromthe shelf by consuners, and a
fewitems may have been added (either advertently or
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read cycle as described in the para%raphs above, but
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as_received signal anplitude, phase. or data . sequence.
AskeRS R cash tag gRa iorormaliged Sndem iR iERtio) oBRgpcess
t h@SZ@frTIQéjesﬂﬁlated signal parameter information from step 520 seeds the

collision mitigation algorithms 540, such that if no items were added to or

removed from the tag population prior to the second read cycle 530, the first .
pass of the multiple pass transmission algorithm would show that no tags are
present in the system (since all known or previously discovered tag signals were
subtracted from the received signal). Note that a pass in the multiple pass
transmission algorithm is a subset of a complete read cycle, as described above.
If a particular tag was removed from the total population between read cycles

510 and 530, its contribution to the composite signal would no longer be



time between read transactions (i.e., tag coupling
characteristics do not significantly change), the
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suppressi on techni ques descri bed above can be utilized
in the reader receiver 10 fromthe onset of a read
cycle. The total tag reading tinme (or increase in

over al | systen1throughput) ¢an be i mproved by a | arge
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much faster.

As aread cycle that is aided by prior information progresses, the reader
may determine that prior assumptions about interference characteristics are no
longer valid (e.g., due to coupling characteristics changing). The reader
receiver may also choose to not use prior information if a long period of time

has elapsed since the last read cycle, causing the estimated signal source
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or "ghost" image of the tag will appear to be present
in the read signal population. Such a tag wll show

up as if it were an individual "newy identified" tag
in the 10 system even thoug‘ﬁ8it truly is not. This
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r aFih S shbws a high level system example of a reader 100, tags 110, 120 and
130, and a central controller device 630. Generally, the central controller is
responsible for aggregating all of the communicated data from the source
devices (possibly consisting of several RFID reader-tag systems, e.g., 610 and
620), and may contain or be linked to a database to manage inventory. The
central controller device may also be remotely located, and data may be
transferred to and from it in any variety of ways (e.g., wireless networks, local

area networks, wide area networks, fiber optic networks, etc.). For the above
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read cycle in order to preserve the integrity of the
received data. Alternate neasures of such a case al so
may be utilized, such as the continued presence of

col lisions or CRC errors. Th& reader receiver per f or ms
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example above, it is advantageous to relay only information related to the
change in inventory information, so as to keep network traffic low. An example
of such a network might be an IEEE 802.15.4 network, which is a low data rate

mesh network of low power devices. Other networks could also be employed.

Examples of System Operation

The operation of these algorithms is perhaps best conveyed by way of



this shelf was accounted, 12,800 bits would need to be
communi cated, even 5 though no new i nfornmati on needed

wo oooba10oeport ed. However, if only the delta- pPEIUSLI0EING6931

10

15

20

25

30

i s being accounted, only the delta-popul ation needs to
be reported, significantly reducing the data traffic

into the central controller or inventory mnanager. For
t he above exanple of a 4- i teth del t a- population 12, 800

bits uld still. hav be.r rt firsg ti
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detail a sinplified, hypZhelGecdiSldpstem of tags that
draw r andom channel s eZath3: ph&Y. 4486A&d...21, 23, and 24,
which will be used toTeg<@:I 2044 611 36x.an‘p| e, are a
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each tag picks to conmmuad 6al47603430 40N, each subsequent

pass through Tag 7: 5443 3675 34..
Tag 8: 2135 5115 64...

Tag 1 will choose channel 0 during Pass #1, channel 0 during Pass #2,
channel 3 during Pass #3, and so on. Tag 2 will choose channel 1 during Pass
#1, channel 1 during Pass #2, channel 0 during Pass #3, and so on. From this
list, it can be seen that, for Pass #1, which draws a channel from the first octal
digit, tag 1 is the sole occupant of channel 0, tag 3 is the sole occupant of
channel 4, tag 5 is the sole occupant of channel 6, and tag 7 is the sole occupant

of channel 5. Since there are no collisions in these channels, tags 1, 3, 5, and 7
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channel s. The type of physical channel (e.g., code

phase, etc.) is irrelevant at this point. This should
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exi st, | eaves the power applied at the present |evel
and allows all of the tags tg draw anot her channel
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During Pass #2, tags 1 and 5 are known to transmit their data over
channel 0. With their known signal level, they can be subtracted out, leaving
behind only tag 4 that can now be identified. Likewise, tag 7 was expected to
transmit its data over channel 4 during Pass #2, and by canceling out this tag,
tag 6 is left alone to be identified. There is still an unresofved collision on

channel 1, so at least one other pass through the algorithm is required.

During Pass #3, tag 2 shows up by itself and is identified. Tag 1 was
expected to transmit its data over channel 3, so it is subtracted out, leaving

behind only tag 8, which can now be identified. All other collisions contain
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previous collisions can be cancelled out. This is because once a tag is

pcticrial Collisi

identified, not only are all subsequent activities known, but all previous channel

choices and signal levels would also be known.

Consider the example shown in FIG. 24. During Pass #1, tags 1,3, 5
25  and 7 are identified in both bit pattern and signal level and phase. As with
forward collision mitigation, tag 4 can be identified in Pass #2 since the effects
of tags 1 and 5 can be removed from the collision on channel 0. Likewise,

removing the effects of tag 7 from the collision on channel 4 allows
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embodiments are to be considered in all respects only as illustrative and not

restrictive. The scope of the invention is, therefore, indicated by the appended
25  claims rather than by the foregoing description. All changes that come within
the meaning and range of equivalency of the claims are to be embraced within

their scope.
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present invention may be enbodied in other specific
forms without departing fromits spirit or essenti al

characteristics. The describ enbodi nents are to be
considered in all respects only as illustrative and
not restrictive. The sco ghe i nvention is,

therefore, indicated by the appended 25 cl ai ns rat her
th%c%v the foregoing description. Al changes that
co Whin the meaning and range of equival ency of
the clains are to be enbraced within their scope. WO
2004/ 110079 PCT/ US2004/ 006931 55 CLAIMS We claim 5
1.1.A cofneomnuaid¢atings mrethiad dompripng shergepsiod: st eps of :

recei ving.signals, fromat |east. one signal. source.

dur i ng Bogiv g TEnRls fratn aisas 60° pignal sopsd RS R4 sigpeh g
atsduerstapemes®ngnal source paraneter based on said
received signals during said first signal source

t r ansni eS§iMeHNE 2pleps OB gAY seliya RpETetw basad anesyist reppiwed
Si I ce: ' i.qpal. source

trsg srlrsi é‘grliﬁéns?udg%{ %g?azrs?lnﬁ(réf?ﬁgnszﬂ%?@i’er ence between

sai d fifestivingdigerdin 81 lgaalons sighslgoutce dnfing 5 sécdnd signal
using said at |l east one estimated signal source
paiodfRst tensmission; anthe et hod of Claim 1, wherein at

| east ag0QEkiAy PlirRBol BERIYEChid haha LA\ A3 SRk

source during sald first signal source transm'ssion I's
al smsmessans edingdaidian pastaing estbnated spnglalires parapeeter.
transm ssion. 3. The nethod of Claim1l, wherein the
step of determning the difference 20 between the

fizgst apgk $84000f E1ARal, wHRHIE &t 1b4RAPOHIH TR £EEREd $iBSal
at |east one of. suppressing at |east one expected

si Gerala sagnah squiercduring sofd sl sigeal spwas trawsmaissiersisiataptreerived
| 0ol SQHLES PALATELSL: ANddeter m ning that a signal
sourc ransmt¥ing adurirng said first signal source
transmission is no longer transmtting during said
second sj gnal source transm.ssion. 25 . )
3. The method of Claim 1, wherein the step of determining the difference
between the first and second signal source transmissions comprises at least one
of: suppressing at least one expected signal as a function of said at least one
estimated signal source parameter; and determining that a signal source
transmitting during said first signal source transmission is no longer

transmitting during said second signal source transmission.

4. The method of Claim 1, wherein the step of estimating at least one
signal source parameter is performed for each signal source during said first

signal source transmission.

5. The method of Claim 1, wherein the step of receiving signals from at
least one signal source during said first signal source transmission comprises

performing a complete read cycle.



4. The method of Caiml1, wherein the step of

estimating at |east one signal source paraneter is
w@eockorwed for each signal source during said PCT/EBE2004/006931

signal source transmi ssion. 30 5. The nmethod of C aim

1, wherein the step of receiving signals from at

| east one signal source duri n6q said first signal

source transni ssion conpri sed perform ng a conplete

read cycle. WO 2004/110079 PCT/ US2004/ 006931 56 6.

The method of Caim1l, wherein the step of estimating

at ¢l easthORRthodIcFTBinS DU ifeReiR MR S esERIANE 8E8astbne

| east one of: estimating a received signal anplitude

f osigaal sbemaparemgier sompsisisrabigasipng of'e e8imattnes tgpeived signal

phase.fqr .a si.gnal 5 saurce: and d | at i .

e apufe R guafineS BERind Y So AR Brasieny
5 Theou#®s; Aed detho&l1atinp slrec¥iited Sikialldar ssi@nat fEQNIGRS source.

transmt simnultaneously during each said signa

source transm ssion according to a nultiple pass

transm ssj | hay] ] .

tr Snom Sat ge B 0r Chiff' kLR B oA, AEE raneoy

wh eiheilianéduelysiveipg @hcloeti@sighalisogrct hrenahik§ien ecvoeding to a

between the first and, second signal source . .

t r HR4RLS BRSS AN HBISHioN @kgoTithm g@agg a@ﬁ%st OBf rapRIpISTAR RisSy
joWhether at |east one new signal source is transmtting

during said second signal source transm ssion; and

deBer mi Thegethodidfi@aientovivetingenstep dbdeatgopnimg dghaidiffarence

sequence froma signal .source in sai.d.first sign

o Bp e the Sl eSe SRl sgmLieq BuBRition oD eBatf Efeest one

| N oS HRrHREAFhEtheNAlleRPMORW JiER SHMrES isQPans@ittiAg during

el ectronic itemidentification comunications system

c ongifisedong signalosoztcel teansmission; g detamiring adifiergnéepesveen a

si gnal ce. t esti Is i.ce
15308800 P ool 1970 p805: L4 AL LB SENLE

Si grasmisdon 6d shid iregived datsdeqadngn i sadsecoad signal source

transm ssion, estimating at |east one signal source
pat@REREsiohased on said received signals during said
first signal source transm ssion, receiving signals
fromat least one signal source 25 during a second
si @nal Sowsledronicatmmidesiificgtioarndmaatnérations siten comprising:
differencg bet ween aaLd first andlsecond i gnal
20source i KALANESPBAS CULPHFVII H1ERA PRYSE B
esti mat glicaétPAadesiRUli6® dPAESAMPRH for receiving signals from at least
one signal source during a first signal source transmission, estimating at least
one signal source parameter based on said received signals during said first
signal source transmission, receiving signals from at least one signal source
25  during a second signal source transmission, and determining a difference
between said first and second signal source transmissions using said at least one
estimated signal source parameter.
10.  The system of Claim 9, wherein said destination device is further
adapted for at least one of: performing a complete read cycle for receiving
30 signals during said first signal source transmission; and performing a collision
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12.  The system of Claim 9, wherein said at least one destination device
includes a network node for enabling communication to at least one other

network node.



