
A stored-value payment system includes trusted cards and untrusted merchant
terminals. Security is enhanced by the card receiving an amount of stored
value only upon the card confirming that an amount that is at least equal
to the received amount is paid by the card at the terminal. The card may
provide to the terminal a verifiable payment record for an amount that is
calculated by the card by subtracting the value received by the card from
the value paid by the card. Further security features may include a
terminal certificate that is updated upon settlement and includes a
terminal expiration time, and a card time register that is updated upon a
payment transaction with an unexpired valid terminal. 




