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Systems and Methods for Determining GUI Interaction Information for an End
User Device

Field of the invention

The present invention relates to systems and methods for determining GUI
interaction information for end user devices.

Background of the invention

Graphical user interfaces (GUIs) for end user devices allow operators (i.e. human
operators) to use end user devices to carry out processes that can involve complex
data processing and/or systems control tasks. However, whilst GUIs allow operators
to quickly become accustomed to carrying out new processes, they pose a challenge
to further automation of said processes due to the non-singular and diverse nature
by which said processes can be performed from the perspective of the operator
interacting with the GUI.

Intelligent process capture and automation platforms, such as “Blue Prism Capture”,
provide systems that represent an evolution of traditional process automation
approaches by using software agents to interact with end user devices via their
existing GUIs to perform given processes. Such software agents are able to
generate the appropriate input commands (to an end user device) for a GUI of the
end user device to cause a given process to be carried out by the end user device
and thus, enable the automation of said process. In order to be able to generate the
appropriate input commands for a given process to be automatically performed,
intelligent process capture and automation platforms must first “capture” the process
during a manual demonstration of the process by an operator. More specifically, this
requires intelligent process capture and automation platforms to analyse the end
user device state, i.e. the GUI state and the various user inputs to the end user
device, over the course of a manual demonstration of a given process to determine
the series of GUI interactions that take place to carry out said process.

Such processes often involve operator interaction with a plurality of end user device
applications via a plurality of user inputs, each application having its own GUI-
elements for interaction therewith. Intelligent process capture and automation
platforms, such as “Blue Prism Capture”, rely on GUI “spying modes”, i.e., modes of
monitoring the GUI and GUI-element interaction of an end user device, to determine
the nature of GUI interaction taking place during the manual demonstration of a
process. Such GUI spying modes may include low-level APIs such as Win32, UIA,
Browser (html) or Active Accessibility, which directly access GUI-element attributes
through programmatic interfaces. The GUI spying modes can also include modes
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that require post-processing of GUI screenshots, such as the use of an OCR model
for analysing GUI pixel data to obtain, for example, visible textual information of a
GUI-element or the use of a computer vision tool for analysing GUI pixel data to
identify and extract GUI-element attributes.

A problem arises in that it is not known which GUI spying modes will work best for a
given GUIl-element of a given application. For instance, UIA may work well for certain
Windows applications, e.g., Excel, but not necessarily for an application such as
Pycharm or SAP, in which case it may be necessary to fall back on a computer-
vision based approach for determining GUI interaction information. When a GUI
spying mode does not work, depending on the mode, it can either return an error, or
return results which are inaccurate, e.g., a returned GUI-element bounding box might
be excessively large for a GUl-element that was interacted with.

One method that can be used to obviate this problem is to have a human operator
select the appropriate GUI spying mode whilst performing and capturing the manual
demonstration of a process using an intelligent process capture and automation
platform. This passes the responsibility from the platform to the human operator, but
at the cost of usability, as it takes longer to perform and capture a manual
demonstration of a process accurately.

Accordingly, it is desirable to provide a method for inferring the optimal GUI spying
mode or modes for determining a GUI interaction and thus, allowing for a more
efficient and accurate determination of GUI interactions that takes place during a
manual demonstration of a process.
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Summary of the invention

An embodiment of the present invention provides a computer implemented method
for determining graphical user interface, GUI, interaction information for an end user
device comprising:

analysing device state information using one or more GUI spying modes to
estimate GUI interaction information for the one or more GUI spying modes;

classifying the estimated GUI interaction information for the one or more GUI
spying modes based on a reference model; and

outputting GUI interaction information based on the classification results.

In a disclosed embodiment, the one or more GUI spying modes comprise Application
Programming Interfaces, APIs, native to the computer, and the estimated GUI
interaction information is estimated by accessing GUI interaction information from
the APls.

In a further disclosed embodiment, the one or more GUI spying modes comprise
post-processing methods.

In a further disclosed embodiment, the post-processing methods comprise computer
vision tools.

In a further disclosed embodiment, the reference model comprises a heuristic model
based on predetermined rules.

In a further disclosed embodiment, the reference model comprises a multi-modal
deep learning model trained on historic data.

In a further disclosed embodiment, analysing the device state information and
classifying the corresponding estimated GUI interaction information is performed for
a plurality of GUI spying modes in series.

In a further disclosed embodiment, analysing the device state information and
classifying the corresponding estimated GUI interaction information is performed for
a plurality of GUI spying modes in parallel.

In a further disclosed embodiment, classifying the estimated GUI interaction
information based on a reference model comprises classifying the estimated GUI
interaction information as either true or false.
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In a further disclosed embodiment, the final GUI spying mode is a computer vision
tool and wherein the corresponding estimated GUI interaction information is
classified as true.

In a further disclosed embodiment, classifying the estimated GUI interaction
information is terminated when a true classification is determined, and wherein
outputting GUI interaction information based on the classification results comprises
outputting the estimated GUI interaction information that is classified as true.

In a further disclosed embodiment, classifying the estimated GUI interaction
information based on a reference model comprises assigning scores to subsets of
the estimated GUI interaction information based on the reference model.

In a further disclosed embodiment, outputting GUI interaction information based on
the classification results comprises outputting the classified estimated GUI
information with a highest score.

In a further disclosed embodiment, outputting GUI interaction information based on
the classification results comprises filtering and aggregating the classified estimated
GUI interaction information based on the scores.

In a further disclosed embodiment, filtering comprises disregarding subsets of the
classified estimated GUI interaction information with scores below a predetermined
threshold.

In a further disclosed embodiment, outputting GUI interaction information based on
the classification results comprises aggregating classified estimated GUI interaction
information with scores above a predetermined threshold.

In a further disclosed embodiment, outputting GUI interaction information based on
the classification results comprises outputting subsets of classified estimated GUI
interaction information estimated using one or more of the plurality of GUI spying
modes.

In a further disclosed embodiment, analysing device state information using one or
more GUI spying modes to estimate GUI interaction information occurs at every
instance of user interaction.

There is further provided, according to an embodiment of the present invention, a
non-transitory computer readable medium comprising instructions for causing a
computer to execute instructions according to an embodiment of the above-disclosed
method.
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There is further provided, according to an embodiment of the present invention, a
system comprising:

a display for displaying a GUI of an end user device; and

at least one processor coupled to the display, the at least one

processor configured to execute instructions according to an embodiment of the
above-disclosed method.
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Brief description of the drawings

Embodiments of the invention will now be described, by way of example only, with
reference to the accompanying drawings, in which:

Figure 1 schematically illustrates an example of an end user device system;

Figure 2 schematically illustrates an example of a display showing a graphical user
interface of an end user device;

Figure 3 is a flow diagram of a method according to an embodiment of the invention;

Figure 4 schematically illustrates information flow according to an embodiment of the
invention;

Figure 5A is a flow diagram illustrating an example of a serial implementation
according to an embodiment of the invention; and

Figure 5B is a flow diagram illustrating an example of a parallel implementation
according to an embodiment of the invention.
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Detailed description of embodiments of the invention

In the description and figures that follow, certain exemplary embodiments of the
invention are described.

The systems and methods described herein operate in the context of platforms for
intelligent process capture and automation for end user devices. The process
capture component involves capturing, i.e. recording, a manual demonstration of a
given process that is performed on an end user device by an operator. During
process capture, GUI interaction information is obtained, where the GUI interaction
information includes the necessary information required to carry out the captured
process on the end user device by way of a series of interactions with the GUI of the
end user device. This GUI interaction information is subsequently used by software
agents in the automation portion of the platform for the purposes of automating the
captured process. The present application is concerned with the process capture
portion of the platform, and more specifically, how said GUI interaction information is
accurately and efficiently determined during the capture of a manual demonstration
of a given process.

Figure 1 schematically illustrates an example of an end user device 100. One such
end user device may be a personal computer, but it will be appreciated that the end
user device may include other devices such as a tablet, laptop, or other hand held
device. The end user device 100 comprises a computer 102, a display 104 and user
input devices 106. The computer may comprise a storage device 108, a
communication device 110, a memory device 112 and a processing device 114.

The processing device 114 may include memory (e.g., read only memory (ROM) and
random access memory (RAM)) for storing processor-executable instructions and
one or more processors that execute the processor-executable instructions. The
processing device 114 can also communicate with storage device 108. In
embodiments of the invention where the processing device 114 includes two or more
processors, the processors may operate in a parallel or distributed manner. The
processing device 114 may execute an operating system of an end user device or
software associated with other elements of an end user device.

The communication device 110 may be a device that allows the end user device 100
to communicate with interfacing devices, e.g., user input devices 106. The
communication device 110 may include one or more wired or wireless transceivers
for communicating with other devices in the end user device 100 (e.g. WiFi,
Bluetooth, and/or Ethernet communications device). The communication device 110
may be configured to transmit data and receive data from a remote processing
server or processing device (e.g. a cloud server or processing device).
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The memory device 112 may be any device that stores data generated or received
by components of the end user device 100 (e.g., a random access memory (RAM)
device or a read only memory (ROM) device).

The storage device 108 may be any form of non-volatile data storage device such as
one or more of a hard disk drive, a magnetic disc, an optical disc, a ROM, etc. The
storage device 108 may store an operating system for the processing device 114 to
execute in order for the end user device 100 to function. The storage device 108
may also store one or more computer programs (or software or instructions or code).

The display 104 may be any device that outputs visual data representing a graphical
user interface (GUI) of an end user device. The GUI as represented on the display
104 may allow an operator to interact with the end user device.

The user input devices 106 may allow an operator to interact with the GUI of the end
user device and/or other components in the end user device system 100, and may
include a keyboard, mouse, trackpad, trackball, and/or other directional input
devices.

Figure 2 schematically illustrates an example of a display 104 showing a graphical
user interface (GUI) 120 of an end user device 100. The GUI 120 shows a plurality of
applications, represented by tabs 122 and windows 124, and includes an operating
system. The various applications and the operating system comprise a plurality of
application-specific GUl-elements. The GUI 120 also comprises GUI-elements that
correspond to peripheral user input devices 106, such as a mouse pointer 126. As
will be explained in further detail below, the GUI interaction information may
comprise bounding boxes 128 used to identify GUl-elements that may be interacted
with to perform a given process. For the purposes of illustration, the GUI 120 of
figure 2 also shows a plurality of bounding boxes 128, each bounding a GUI-element
that may be interacted with.

Figure 3 is a flow diagram of a method according to an embodiment of the invention.
The steps of the method 300 presented below are intended to be illustrative. In some
embodiments, the method 300 may be accomplished with one or more additional
operations not described, and/or without one or more of the operations discussed.
Additionally, the order in which the operations of method 300 are illustrated in Figure
3 and described below is not intended to be limiting.

The method 300 may be implemented in the processing device 114 (e.g., one or
more digital processors, analogue processors, digital circuits designed to process
information, analogue circuits designed to process information, state machines,
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and/or other mechanisms for electronically processing information). The processing
device 114 may include one or more devices executing some or all of the operations
of method 300 in response to instructions stored electronically on the electronic
storage device 108. The processing device 114 may include one or more devices
configured through hardware, firmware, and/or software to be specifically designed
for execution of one or more of the operations of method.

With reference to figure 3, at step 310, and with further reference to Figure 4, which
schematically illustrates information flow 400 according to an embodiment of the
invention, device state information 410 is analysed using one or more GUI spying
modes 420 to estimate GUI interaction information 430 for the one or more GUI
spying modes 420. Device state information 410 may comprise user input
information, e.g. user input information obtained via user input devices 106, and GUI
state information (e.g. information displayed on the GUI 120). Device state
information 410 may comprise information pertaining to one or more of key strokes,
mouse actions, hover-over events, GUI screenshots, x-y coordinates of a mouse
cursor along with other user input and/or GUI state variables.

GUI interaction information provides information on how an operator interacts with a
GUI 120 of an end user device 100 to carry out a given process. GUI interaction
information may comprise information about GUI-element interaction. GUI interaction
information may comprise one or more of coordinates of a bounding box 128 of a
GUI-element that has been interacted with, textual information contained within a
GUl-element, the name of the application that was interacted with along with other
GUI-element attributes.

In order to obtain an estimate of GUI interaction information, i.e. estimated GUI
interaction information 430, for given device state information 410, GUI spying
modes 420 are employed to analyse the device state information 410. GUI spying
modes 420 provide tools for “spying” on, i.e. monitoring, the GUI 120 and GUI-
element interactions. GUI spying modes 420 can include modes for communicating
with application programming interfaces (APls) capable of directly accessing GUI-
element attributes through programmatic interfaces stored on the end user device
100. APls provide software intermediaries that allow applications to communicate
with one another. Accordingly, GUI interaction information may be obtained from
APls. The end user device 100 may include a plurality of different APIs.

GUI spying modes 420 can also include various post-processing methods. Post-
processing GUI spying modes may involve post-processing of GUI screenshots.
Post-processing GUI spying modes may employ optical character recognition (OCR)
on GUI screenshots to obtain visible textual information related to one or more GUI-
elements. The post-processing GUI spying modes may comprise computer vision
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tools. Computer vision tools allow for identifying GUI-elements of a GUI 120 through
image analysis techniques, such as feature detection, to identify GUl-elements
based on known configurations (or appearances) of expected GUI-elements.
Computer vision tools may use a machine learning or deep learning algorithm
trained to identify particular GUl-elements. The computer vision tools may use
optical character recognition techniques to identify text components of identified GUI-
elements. The computer vision tools may use standard object detection techniques
to identify GUI-elements.

Referring again to Figure 4, the device state information 410 is provided as input to a
GUI spying mode 420 and the output of the GUI spying mode 420 is estimated GUI
interaction information 430. In the event that the GUI spying mode 420 is unable to
estimate GUI interaction information 430, the GUI spying mode 420 may return an
error (not illustrated in Figure 4). Both the device state information 410 and GUI
interaction information 430, 450 may comprise coincident subsets of information, i.e.
include a plurality of variables. Device state information 410 may comprise device
state information 410 obtained and analysed at a particular instance in time, for
example, at every instance of user interaction. Alternatively, device state information
410 may be obtained within a window of time, where the window of time is initiated
and terminated by particular user inputs to the end user device or where the window
of time is a pre-determined periodic window of time.

In some instances, the GUI state, i.e., that which is displayed on the GUI 120, may
change before the relevant device state information 410, to effect the GUI interaction
that corresponds to the GUI state change, has been obtained. In some
embodiments, device state information 410 (i.e. user input information and GUI state
information) may be streamed to a memory device and assigned corresponding
timestamps. Accordingly, when estimating GUI interaction information 430 for a
particular GUI interaction corresponding to a GUI state change, a GUI spying mode
420 may access and analyse the device state information 410 associated with a
timestamp immediately prior to the timestamp of the device state information 410
associated with the change in the GUI state.

Referring again to Figure 3, at step 320 of the method 300, the estimated GUI
interaction information 430 may then be classified based on a reference model,
before outputting GUI interaction information 450 based on the classification results
at step 330. Referring again to Figure 4, the device state information 410 and the
estimated GUI interaction information 430 is provided as input to a classifier 440,
which generates as an output GUI interaction information based on the classification
results 450. Classification of the estimated GUI interaction information 430 may
comprise assigning scores to the whole of, or subsets of, the estimated GUI
interaction information 430 based on a reference model. The assigned scores may
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be between (and including) 0 and 1, where the assigned score attempts to
characterise the accuracy of the estimated GUI interaction information 430. In other
embodiments, the classification of the estimated GUI interaction information 430 may
comprise the use of a binary classifier, classifying subsets of the estimated GUI
interaction information 430 as either true or false based on scores assigned to the
whole of, or subsets of, the estimated GUI interaction information 430. Once the
estimated GUI interaction information 430 has been classified, step 330 of method
300 of Figure 3 involves outputting GUI interaction information based on the
classification results 450. This output GUI interaction information 450 may
subsequently be used for the purposes of intelligent process automation.

The reference model, upon which the classification of the estimated GUI interaction
information 430 is based, may comprise a heuristic model based on predetermined
rules. The predetermined rules may define thresholds for subsets of the estimated
GUI interaction information 430. For example, one such predetermined rule may
involve checking that the area of a GUI-element bounding box 128 is below some
reasonable threshold that is expected for such GUI-elements to be bounded by.
Another example of a predetermined rule may involve checking for vertical and
horizontal lines for pixel values within a given GUI-element bounding box 128
provided as part of the estimated GUI interaction information 430 for a given GUI
spying mode 420. If there are two vertical lines and two horizontal lines that enclose
a mouse action (e.g. a click-position), i.e., if there is a rectangle around the click-
position, this suggests that there is a smaller GUI-element bounding box 128 than
the one provided by the GUI spying mode 420, and that there has been some sort of
error in the estimation of the GUI interaction information 430 by the GUI spying mode
420. Classical computer vision methods can be used to find these lines. These
methods may or may not include steps such as: binarisation, Hough transform,
filtering, dilation and contraction, canny edge detection and connected components.
Yet another example of a predetermined rule involves leveraging the fact that GUI-
elements tend to be noisier (in terms of pixel-value variance) than arbitrary larger
bounding boxes (since they tend to have more blank space). Knowing this, a
predetermined rule may involve providing a threshold on the variance of the pixel-
values within a given GUI-element bounding box 128. Over a certain threshold, it can
be determined that the bounding box 128 is accurate. The above examples are not
intended to be limiting on the predetermined rules and it will be apparent to the
skilled person that the above rules merely serve as possible examples of
predetermined rules and that it is possible to define more predetermined rules. The
heuristic model based on predetermined rules, upon which the classification of the
estimated GUI interaction information 430 is based, may include a combination of
one or more predetermined rules, where the rules "vote" on whether subsets of the
estimated GUI interaction information 430 (e.g. a GUl-element bounding box 128) is
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correct and the model makes a final decision on whether the estimated GUI
interaction information 430 is correct based on a majority vote.

In other embodiments, the reference model may comprise a deep learning model
trained on historic data. The historic data may include a large set of examples across
all GUI spying modes employed by the intelligent process capture and automation
platform and many applications. Each example consists of three elements: 1) a
screenshot of a GUI 120, displaying an application or an end user device desktop; 2)
estimated GUI interaction information 430; and 3) an assigned score. In order to train
a deep learning model, historic data should include correct (positive) and incorrect
(negative) GUI interaction information 430 examples. Each correct example has an
assigned score of 1.0, and each incorrect example has an assigned score of 0.0,
which may be decided manually or automatically. The historic data is separated into
two distinct data sets: a training set and a test set. The deep learning model may
comprise a residual neural network. The deep learning model can be trained by
learning to classify the training set portion of the historic data. The training is
performed by updating the weights of the deep learning model with an algorithm
called back-propagation. The training procedure makes multiple passes over the
training set. The deep learning model can be evaluated on the test set portion of the
historic data. The evaluation process may yield the performance of the deep learning
model on the test set according to a set of performance metrics, including accuracy,
precision and recall.

The method 300 of Figure 3 can be implemented in a plurality of ways depending on
the preference of the operator and/or the computational requirements and
constraints of the operating context. Accordingly, the method of the invention can
include a serial implementation, a parallel implementation or a combination thereof.
In the present context, serial and parallel implementations relate to a) the analysis of
device state information 410 using a plurality GUI spying modes 420 to estimate GUI
interaction information 430 for the plurality of GUI spying modes 420, and b) the
classification of the estimated GUI interaction 430 for a plurality of GUI spying modes
420 based on a reference model. In other words, in a serial implementation, the
estimation of GUI interaction information and subsequent classification of the
estimated GUI interaction information 430 is performed for each of a plurality of GUI
spying modes 420 sequentially. In a parallel implementation, the estimation of GUI
interaction information is performed for a plurality of GUI spying modes 420
concurrently, before the classification of the estimated GUI interaction information
430 is performed for the plurality of GUI spying modes 420 concurrently.

Figure 5A is a flow diagram illustrating an example of a serial implementation of a
method 500 according to an embodiment of the invention. If computational resource
is low, an operator may select a serial implementation according to this exemplary
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embodiment. At step 510, the method is initialised with data in the form of device
state information 410 and a set of GUI spying modes 420 to be employed in a serial
manner.

At step 520, the device state information 410 is analysed using the presently-
selected GUI spying mode 420 of the set of GUI spying modes to estimate GUI
interaction information 430 for the presently-selected GUI spying mode 420. In the
first iteration of this embodiment of the method, the presently-selected GUI spying
mode 420 will be the first GUI spying mode 420 of the set of GUI spying modes. The
set of GUI spying modes may be arranged arbitrarily, with the exception of the final
GUI spying mode 420 of the set, or they may be arranged according to pre-
determined rules.

At decision step 530, a check is performed to determine whether the presently-
selected GUI spying mode 420 is the final GUI spying mode 420 of the set of GUI
spying modes. In this embodiment of the method of the invention, the final GUI
spying mode 420 of the set of GUI spying modes is reserved for a computer vision
tool. The computer vision tool serves as a fall-back GUI spying mode 420 in the
event that all of the other GUI spying modes of the set of GUI spying modes fail to
yield accurate GUI interaction information. The GUI spying mode results, i.e. the
estimated GUI interaction information 430, for the computer vision tool is always
classified as true. Accordingly, if the check determines that the presently-selected
GUI spying mode 420 is the final GUI spying mode 420 of the set of GUI spying
modes, the next step of the method 500 is the step 540, in which the estimated GUI
interaction information 430, as estimated by the computer vision tool, is output (as
GUI interaction information based on classification results 450) and the method 500
is terminated. If the check determines that the presently-selected GUI spying mode
420 is not the final GUI spying mode 420 of the set, i.e. the computer vision tool, the
method 500 proceeds to step 550.

At step 550, the estimated GUI interaction information 430 for the presently-selected
GUI spying mode 420 is classified based on a reference model, as has been
described above with reference to Figures 3 and 4.

At decision step 560, a check is performed to determine the nature of the
classification of the estimated GUI interaction information 430 for the presently-
selected GUI spying mode 420. If the estimated GUI interaction information 430 has
been classified as true, the method 500 proceeds to step 570, in which the estimated
GUI interaction information 430, as estimated by the presently-selected GUI spying
mode 420, is output (as GUI interaction information based on classification results
450) and the method 500 is terminated. If the check determines that the estimated
GUI interaction information 430 has been classified as false, the method proceeds to
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step 580, in which the estimated GUI interaction 430 of the presently-selected GUI
spying mode 420 is discarded and the selected GUI spying mode 420 of the set of
the GUI spying modes is shifted to the next GUI spying mode 420 in the set of GUI
spying mode and the method 500 subsequently proceeds to step 520 for a
subsequent iteration of the method 500. The method 500 is iterated until terminated,
i.e. at the point of the first “true” classification of the estimated GUI interaction
information 430 and subsequent output of said estimated GUI interaction information
based on the classification results 450.

In the embodiment of the method 500, illustrated by Figure 5A, the serial
implementation of the method may not employ every GUI spying mode 420 of the set
of GUI spying modes due to the possibility of the method 500 terminating before
employing the final GUI spying mode 420 of the set of the GUI spying modes,
however, as will be explained in further detail below, it is possible to employ a serial
implementation of the method of the invention in which all GUI spying modes are
employed regardless of whether a “true” classification of the estimated GUI
interaction information 430 occurs before reaching the final GUI spying mode 420 of
the set of GUI spying modes.

Figure 5B is a flow diagram illustrating an example of a parallel implementation of a
method 600 according to an embodiment of the invention. At step 610, the method is
initialised with data in the form of device state information 410 and a set of GUI
spying modes to be employed in a parallel manner.

At step 620, the device state information 410 is analysed using each of the GUI
spying modes 420 of the set of GUI spying modes, concurrently, to estimate GUI
interaction information 430 for each of the GUI spying modes 420 of the set of GUI
spying modes.

At step 630, estimated GUI interaction information 430 for each of the GUI spying
modes 420 is classified, concurrently, based on a reference model, as has been
described above with reference to Figures 3 and 4.

At step 640, GUI interaction information is output based on the classification results
450 for each of the GUI spying modes 420 of the set of GUI spying modes. As will be
explained below, there are a number of ways in which the output can be determined
based on the classification results. The following ways in which the output can be
determined based on the classification results also apply for a serial implementation
of the method of the invention, in which the serial implementation employs the use of
each GUI spying mode 420 of the set of GUI spying modes regardless of whether a
“true” classification of estimated GUI interaction information 430 occurs before the
use of the final GUI spying mode 420 of the set of GUI spying modes.
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As previously discussed, classification of the estimated GUI interaction 430
information for a given GUI spying mode 420 may comprise assigning scores,
between (and including) 0 and 1, to the whole of, or subsets of, the estimated GUI
interaction 430 information based on a reference model. Accordingly, GUI interaction
information based on classification results 450 can be output based on said scores.
Estimated GUI interaction information 430 may also be classified as true or false for
each of the GUI spying modes 420. Accordingly, GUI interaction information 450
may be output based on the aggregation of estimated GUI interaction information
430 that is classified as true.

In one embodiment, the estimated GUI interaction information 430, for a given GUI
spying mode 420, with the highest total assigned score is used as output for the GUI
interaction information.

In another embodiment, the output GUI interaction information, i.e. the GUI
interaction information based on classification results 450, may be comprised of
subsets of estimated GUI interaction information 430 from a plurality of GUI spying
modes, for example, based on the highest score for each subset of estimated GUI
interaction information 430 across the set of estimated GUI interaction information
430 for the plurality of GUI spying modes. For example, the classification results may
suggest that the application name for a particular GUI interaction may have been
more accurately obtained from one of the APl GUI spying modes, whilst the x-y
coordinates of a bounding box for a GUI-element interacted with may have been
more accurately obtained from the GUI spying mode comprising a computer vision
tool. Accordingly, the output GUI interaction information 450 may be comprised of
subsets of estimated GUI interaction information 430 from one or more of the
plurality of GUI spying modes.

In another embodiment, the whole of, or subsets of, estimated GUI interaction
information 430 with scores below a certain threshold, or classified as false, may be
filtered out of the estimated GUI interaction information 430. Subsequently, the
output GUI interaction information 450 may be based on an aggregation of estimated
GUI interaction information 430 that has not been filtered out, i.e. that has an
assigned score above a certain threshold, or that is classified as true.

Aggregation of the estimated GUI interaction information 430 for the plurality of GUI
spying modes that have not been filtered out may involve, for example, obtaining the
mean x-y co-ordinates of the mouse cursor 126, or the mean co-ordinates of a
particular GUI-element bounding box 128 or the mode of the application name from
the remaining estimated GUI interaction information 430.
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As discussed above, the operating context for the present invention is that of
platforms for intelligent process capture and automation, which involves the “capture”
of, i.e. the recording of, a manual demonstration of a given process. Depending on
the preference of the operator and/or the computational requirements and
constraints of the operating context, the method of the invention may be performed
in a number of ways relative to the manual demonstration of the process.

In one embodiment, the method 300 of the invention may be performed during the
manual demonstration process. That is to say, the method 300 may be performed for
given GUI interactions as the operator interacts with the end user device to perform
the manual demonstration of a process to be automated.

Alternatively, the method 300 of the invention may be performed once the manual
demonstration process is complete. An operator may employ this embodiment of the
invention in the event that computational resource needs to be preserved during the
manual demonstration of a process. In such an instance, the relevant device state
information may be streamed to a memory device 112 and saved, as discussed
above, for accessing and processing at a later time.

The manual demonstration of a process may comprise serial operator interaction
with a plurality of applications. In such an instance, the method 300 according to an
embodiment of the invention may be performed for a first application after switching
to a second application. For example, an operator may interact with Microsoft Excel
before interacting with Microsoft Edge. In such an instance, the method 300 may be
performed for the GUI interactions with Microsoft Excel once the operator begins
interacting with Microsoft Edge. In such an instance, the relevant device state
information 410 may be streamed to a memory device 112 and saved, as discussed
above, for accessing and processing at a later time.

Additionally, where the output GUI interaction information 450 for a given application
is determined using estimated GUI interaction 430 from a single GUI spying mode
420, an embodiment of the method 300 of the invention may solely employ said GUI
spying mode 420 for determining GUI interaction information for subsequent uses of
said application. For example, it may be determined that a particular APl may be
suitable for estimating GUI interaction information 430 for a particular application.
Accordingly, whenever said application is used during the manual demonstration
process, an embodiment of the method 300 of the invention may be performed
where only a single GUI spying mode 420 is used to analyse the device state
information 410 to estimate GUI interaction information 430 for that application. This
estimated GUI interaction information 430 may be classified as true and
subsequently output.
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The following is a list of numbered embodiments which may be claimed:

10

15

20

25

30

35

40

e Embodiment 1 - A computer implemented method for determining GUI

interaction information for an end user device comprising:

o analysing device state information using one or more GUI spying
modes to estimate GUI interaction information for the one or more GUI
spying modes;

o classifying the estimated GUI interaction information for the one or
more GUI spying modes based on a reference model; and

o outputting GUI interaction information based on the classification
results.

Embodiment 2 - The method of embodiment 1, wherein the one or more GUI
spying modes comprise Application Programming Interfaces, APls, native to
the computer.

Embodiment 3 - The method of embodiment 2, wherein the estimated GUI
interaction information is estimated by accessing GUI interaction information
from the APIs.

Embodiment 4 - The method of any preceding embodiment, wherein the one
or more GUI spying modes comprise post-processing methods.

Embodiment 5 - The method of embodiment 4, wherein the post-processing
methods comprise computer vision tools.

Embodiment 6 - The method of any preceding embodiment, wherein the
estimated GUI interaction information is estimated by performing optical
character recognition on a GUI.

Embodiment 7 - The method of any preceding embodiment, wherein the
reference model comprises a heuristic model based on predetermined rules.

Embodiment 8 - The method of any one of embodiments 1 to 6, wherein the
reference model comprises a multi-modal deep learning model trained on
historic data.

Embodiment 9 - The method of any preceding embodiment, wherein
analysing device state information using the one or more GUI spying modes
to estimate GUI interaction information comprises returning an error when an
estimate cannot be determined.

17



10

15

20

25

30

35

40

WO 2023/021299 PCT/GB2022/052147

Embodiment 10 - The method of any preceding embodiment, wherein
analysing the device state information and classifying the corresponding
estimated GUI interaction information is performed for a plurality of GUI
spying modes in series.

Embodiment 11 - The method of any one of embodiments 1 to 9, wherein
analysing the device state information and classifying the corresponding
estimated GUI interaction information is performed for a plurality of GUI
spying modes in parallel.

Embodiment 12 - The method of any preceding embodiment, wherein
classifying the estimated GUI interaction information based on a reference
model comprises classifying the estimated GUI interaction information as
either true or false.

Embodiment 13 - The method of embodiment 12, wherein a final GUI spying
mode is a computer vision tool and wherein the corresponding estimated GUI
interaction information is classified as true.

Embodiment 14 - The method of embodiment 12, wherein classifying the
estimated GUI interaction information is terminated when a true classification
is determined.

Embodiment 15 - The method of embodiment 12, wherein outputting GUI
interaction information based on the classification results comprises outputting
a first estimated GUI interaction information that is classified as true.

Embodiment 16 - The method of any one of embodiments 1 to 11, wherein
classifying the estimated GUI interaction information based on a reference
model comprises assigning scores to subsets of the estimated GUI interaction
information based on the reference model.

Embodiment 17 - The method of embodiment 16, wherein outputting GUI
interaction information based on the classification results comprises outputting
the classified estimated GUI information with a highest score.

Embodiment 18 - The method of embodiment 16, wherein outputting GUI
interaction information based on the classification results comprises filtering
and aggregating the classified estimated GUI interaction information based on
the scores.
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Embodiment 19 - The method of embodiment 18, wherein filtering comprises
disregarding subsets of the classified estimated GUI interaction information
with scores below a predetermined threshold.

Embodiment 20 - The method of embodiment 16, wherein outputting GUI
interaction information based on the classification results comprises
aggregating classified estimated GUI interaction information with scores
above a predetermined threshold.

Embodiment 21 - The method of any preceding embodiment, wherein
outputting GUI interaction information based on the classification results
comprises outputting subsets of classified estimated GUI interaction
information estimated using one or more of the plurality of GUI spying modes.

Embodiment 22 - The method of any preceding embodiment, wherein the
method takes place during a manual demonstration process.

Embodiment 23 - The method of embodiment 22, wherein the method is
performed once the manual demonstration process is complete.

Embodiment 24 - The method of any one of embodiments 22 and 23, wherein
the manual demonstration comprises serial interaction with a plurality of
applications.

Embodiment 25 - The method of embodiment 24, wherein the method is
performed for a first application after switching to a second application.

Embodiment 26 - The method of any preceding embodiment, wherein, in the
event that the output GUI interaction information for an application is
estimated using a single GUI spying mode, the single GUI spying mode is
used for analysing the device state information for subsequent uses of the
application.

Embodiment 27 - The method of any preceding embodiment, wherein
classifying the estimated GUI interaction information based on a reference
model comprises passing the device state information and estimated GUI
interaction information to a classifier and outputting classified GUI interaction
information.

19



10

15

20

25

30

35

40

WO 2023/021299 PCT/GB2022/052147

Embodiment 28 - The method of any preceding embodiment, wherein the
device state information comprises coincident subsets of device state
information.

Embodiment 29 - The method of embodiment 7, wherein the predetermined
rules define thresholds for the estimated GUI interaction information.

Embodiment 30 - The method of embodiment 8, wherein the multi-modal
deep learning model trained on historic data comprises a residual neural
network.

Embodiment 31 - The method of any preceding embodiment, wherein
analysing device state information using one or more GUI spying modes to
estimate GUI interaction information occurs at every instance of user
interaction.

Embodiment 32 - The method of any one of embodiments 1 to 30, wherein
analysing device state information using one or more GUI spying modes to
estimate GUI interaction information occurs at periodic intervals.

Embodiment 33 - The method of any preceding embodiment, wherein the
device state information comprises device state information obtained at a
particular instance in time.

Embodiment 34 - The method of any one of embodiments 1 to 32, wherein
the device state information comprises device state information obtained
within a window of time.

Embodiment 35 - The method of any preceding embodiment, wherein the
device state information is stored in a memory with a corresponding
timestamp.

Embodiment 36 - The method of embodiment 35, wherein analysing device
state information using one or more GUI spying modes to estimate GUI
interaction information comprises analysing the device state information
stored in the memory using the one or more GUI spying modes.

Embodiment 37 - The method of any preceding embodiment, wherein the

device state information comprises user input information and GUI state
information.
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e Embodiment 38 - The method of any preceding embodiment, wherein the GUI
interaction information comprises GUI-element interaction information.

o Embodiment 39 - A non-transitory computer readable medium comprising
5 instructions for causing a computer to execute instructions according to the
method of any one of embodiments 1 to 38.

e Embodiment 40 - A system comprising:
o adisplay for displaying a GUI of an end user device; and
10 o at least one processor coupled to the display, the at least one
processor configured to execute instructions according to the method
of any one of embodiments 1 to 38.
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Claims

1. A computer implemented method for determining graphical user interface,
GUI, interaction information for an end user device comprising:

analysing device state information using one or more GUI spying modes to
estimate GUI interaction information for the one or more GUI spying modes;

classifying the estimated GUI interaction information for the one or more GUI
spying modes based on a reference model; and

outputting GUI interaction information based on the classification results.

2. The method of claim 1, wherein the one or more GUI spying modes comprise
Application Programming Interfaces, APls, native to the computer, and wherein the
estimated GUI interaction information is estimated by accessing GUI interaction
information from the APIs.

3. The method of any preceding claim, wherein the one or more GUI spying
modes comprise post-processing methods.

4, The method of claim 3, wherein the post-processing methods comprise
computer vision tools.

5. The method of any preceding claim, wherein the reference model comprises a
heuristic model based on predetermined rules.

6. The method of any one of claims 1 to 4, wherein the reference model
comprises a multi-modal deep learning model trained on historic data.

7. The method of any preceding claim, wherein analysing the device state
information and classifying the corresponding estimated GUI interaction information
is performed for a plurality of GUI spying modes in series.

8. The method of any one of claims 1 to 6, wherein analysing the device state
information and classifying the corresponding estimated GUI interaction information
is performed for a plurality of GUI spying modes in parallel.

9. The method of any preceding claim, wherein classifying the estimated GUI
interaction information based on a reference model comprises classifying the
estimated GUI interaction information as either true or false.

10.  The method of claim 9, wherein a final GUI spying mode is a computer vision
tool and wherein the corresponding estimated GUI interaction information is
classified as true.
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11.  The method of claim 9, wherein classifying the estimated GUI interaction
information is terminated when a true classification is determined, and wherein
outputting GUI interaction information based on the classification results comprises
outputting the estimated GUI interaction information that is classified as true.

12.  The method of any one of claims 1 to 8, wherein classifying the estimated GUI
interaction information based on a reference model comprises assigning scores to
subsets of the estimated GUI interaction information based on the reference model.

13.  The method of claim 12, wherein outputting GUI interaction information based
on the classification results comprises outputting the classified estimated GUI
information with a highest score.

14.  The method of claim 12, wherein outputting GUI interaction information based
on the classification results comprises filtering and aggregating the classified
estimated GUI interaction information based on the scores.

15.  The method of claim 14, wherein filtering comprises disregarding subsets of
the classified estimated GUI interaction information with scores below a
predetermined threshold.

16.  The method of claim 12, wherein outputting GUI interaction information based
on the classification results comprises aggregating classified estimated GUI
interaction information with scores above a predetermined threshold.

17.  The method of any preceding claim, wherein outputting GUI interaction
information based on the classification results comprises outputting subsets of
classified estimated GUI interaction information estimated using one or more of the
plurality of GUI spying modes.

18.  The method of any preceding claim, wherein analysing device state
information using one or more GUI spying modes to estimate GUI interaction
information occurs at every instance of user interaction.

19. A non-transitory computer readable medium comprising instructions for
causing a computer to execute instructions according to the method of any one of

claims 1 to 18.

20. A system comprising:
a display for displaying a GUI of an end user device; and
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at least one processor coupled to the display, the at least one

processor configured to execute instructions according to the method of any one of
claims 1 to 18.
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