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WD 2007/ 140415 - 1 - PCT/ US2007/069989 5 DYNAM C
CONSTRAI NTS FOR CONTENT RI GHTS BACKGROUND OF THE

WO DENTI4ON 1. The Field of tHe Invention The PEEESI7/069989
invention relates to digital content and rel ated

mvent: orby v Ee o R akersSRBR ORI iricHrgn o
in 10 digital partieiROUAD OFeriReifvaNTIoRE hnol ogy

Digital nmedia is becom ng ubiquitous in our society.
ll\/any péfpreeldhaf/@leé@‘@elsento di gltal content in one

or anot her r|S|n y, there
ot BTy p e G0l e bt Byf rReldy thdsgs  More
peﬁ?@cﬁﬂﬁ enfBomasmad oﬁﬂﬁ'lﬁv&hl@ﬁ&élﬁtesﬂécthe afanAPSndHt dY Qigital rights in
for exanple can play digital audio content.
mg%ﬂ§©ﬁﬁntaud|o pl ayers enable nmedia content to be
| oaded rary as well as added to the
2I|brarT%E%gkﬁ?@ﬁgéhﬁahgﬁdio content over the

| nt eDig@thl medie iDbecohenLobigeitts imotinsabesty. CRBint pabdple dhve access to
pl ay digital content such_as personal @ audi o players
dl&l&l&%@n& i§ QgAY @h%n%la%cM§urprlﬁnglactheret He n}aﬂl@j m@erem types of

deRicdS Hat cAdd a?%éedl it@ntef? lt’é}gongf did fay&fs sgiigl stﬁb3 players, for
g A it

content are a nmgj r concer n. e ways
expinphe cam pkagrdngteduaedmct@n@ss eEierssnaﬂ hudio gnﬂaytetseenabke rnéd1a content to

be?lggciﬁd?rqrga b Sy rran%é{(‘rr}ég%q%g%l? g/l)r‘% E’{]a% }é urc %s?rllg Xudlo content

O@pﬂ{erlg{er@:@cess to digital media such as digital audio
or video. Digital rights managenent is not limted to
copy@ighf theosnneems widwdereses thatdcapariah éigitgle @lorrocjnttsneh 25 personal
rovi der f the content to i ns in
BRI e dF s eBhSoreBme IR Fec PRI S Bigmipe ovner, and
thep@ividdr of dighthiSconenfBrelaSEaier EdiRbrnl S di fficult to manage
because content can be received fromdifferent types

of <@g ebthe waysdihpf Beaneorcgimyaare addrgsped i thrapgh évﬁelrﬁp of digital

ORI R BRI AR, T30S, LI B mended
toc usiteihtdcgessoto igiapeadlie soch hascdigiteintudinabr DRMo.  Digital rights

schenes. . 30 BRI EF. SUMVARY OF THE | NVENTI ON These. and
mgRagement i el lipHed 4p CoOBYREROFRNCHIS dHBIFIedscast De piged by the

prB(llﬁé ?theb &b ﬁﬂpos\é@és@rlibtloﬂg Iyﬂﬁilt?olpt%\ﬂoﬁﬁaltéag%n rotections.

|g|t nedi a. The device conprises a ction
f or Ime:um digitgl oglnts esnatn xsswrtha indiffioulk tcameinage diegausakontent can be

t N t t t hat
rebithlt o Pl prel ey of Shpiss  ibatity 2t B rpnd Qg different types of
nebRBKENIThE aki1iReto3Rara8E BleVi8htd z{s@é@lé’c@@\x@ﬂh tH@é&lté}Q”ﬁ €4Hous contexts
prOV|ders over one or nore channels for at | east one

is gomemhtngp ipnhgrable withicowentianabDBM seliemenet wor ks
(including a iy 3pAGHARY Br PHESRVEIHIRE ) -

These and other limitations are overcome by embodiments of the present
invention, which include a device that can play digital media. The device comprises a
connection for receiving content over a network and a digital rights management
(“DRM?”) data structure that identifies rights for the received content. The content can be
received from one or more content providers, over one or more channels for at least one
content provider, and over one or more networks (including a wired and/or a wireless

network).
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WO 2007/ 140415 -2- PCT/ US2007/ 069989 5 The content
recei ved by the device can be protected according to

W b@7itedent i on. I n one enbodi2ment, the cont enPCT/ES2007/069989
protected by receiving the content froma provider,

and _identifyin | east. one of an ect of t ) )
devi E¥ %Ongqna%/eée\?oﬁ@hy ea&ﬁfénge Pgot?%%ﬂﬁwe@mg taﬁﬁe ipvention. In
orfeN@RRRimas S gl dhks: W §iBtdha tfy%&eoﬁl O cSntbAtl PEHBL pOfider, and

can be used to access a digital rlghts managemnent
iderdtfpingtat deasupee ahdinjadpert iof yher figheess ftete when thermogtent is received;

he 10 r.i ts have bee ntified, they, are
et ErieL 3ok R LS e oy RS Shioiaor, G pE uSed to access a
digiedl tradhits Bfahhdenidn€ Hatl dthichies REE iddnbifyt hgm@qat €Y content. Once the
Accordi ng to anot her enbodi nent, content is accessed
rightel hrvee Reqr identifieds ey areappligdt to theecansent datprayeat and/or permit
can include a content
ceh%rh g@fn%g%mp}&pe&%{ﬂlée; o%'EeZn hetwork type over which

t he A;am(ﬁﬁg td ancthereaniastimamd contele\is aecestedt andatieitifrersl associated
devi ce when the content is accessed. The identifiers

with dhe copenti are ddentibied. r Ehptdentiliery an inglpde g qoatent previder of the
t

o804 RSB srie ot SLSTEMIRILCRR of i

detvive weloamt thatconteht isacegseed r dines identifels tace trivesndied ea réhate server,

evi ce recel ves the ri .S. gnd applies themto th
wisghusmhe R B it Sosrasron el e B it it foctipand thereby
id¥htih ﬁgﬂﬁ@%ﬁ%ciﬁfédt WEh Qﬁ’@'bgl‘%nt hidihereranchi@éd8d the device. The
advantages and features of the present invention wll '
deyeeaeeeivaysherights hyd agndigs ehqm for thencomtentfto|preywhingnd/or permit certain
ion d end d clainms, or may be |earned by
PR A Rsgr FHEN

%Ventlon as set forth

her eTheaé tagd -ot BN ddvaddeSGERIdd TN rédofT e HRAAW Nis2ntién will become

further clarify the advantages and features of the
meyieeBdlit afpateah tiiosh they foHemang aissgimtion cand sappaedser ¢lpmsorpr may be

erence to

1e§£g%?fﬁ%ﬂ¥%ﬁ%égﬁﬂﬁ"% ? ere%g%%ﬁ?% Xlg%fe?élllustrated in

t he appended BRaNF mfsCFHPTI(SNEQR)THE BRAWING®t these

drawi ngs depict only typical enbodi ments of the )

" nvekR MgHIeA Ty dhy AdvaBHases andopatiigs (b b Resseiyiagention, a more

palr’ﬂl hdr! B?sacl: Etl!&rﬁ ofSQ}%O EBSn'\R}T{PrUe' OLhdBtel! b?ere Geide l7:’<Fdspeciﬁc

exp t|ona speci ficity and detai
emﬂudrmlghs tireeeafsehiol atﬁdlwnmd]mamhﬂ a[g)eddeﬂ/\dnagsngsn It 3Q appreciated
whi ch e, 1 illustrat exanpl.e. envi ronmen

YIRS SRS AT oD Ce LR pHUTET b Ghn B A arcfjerefore
nA 6 be Bortshdeb&t lﬁlﬁitﬁlg%m(ib@i%‘tﬂleqhvgh%tvﬁlﬂ He' &B¢$ved and explained

managenent that may be inplenented at a device where
wighy né%ﬁpnalcsne@ﬁc@r gid detad dhioegh theypseced] thy agewupasyin@sdrawings in
hlﬁ;ure 3 illustrates one enbodi nent of a display that
Fesents some of the options available to a user

bas edge 1tiNastfdteinSexampcdnairofimenttfBr inGedOming¥nibodiments of the
Figure 4 illustrates another display that presents

IHW%ﬁWQns avai l able to the user

Figures 2A and 2B illustrate embodiments of digital rights management that may
be implemented at a device where consumption of digital content typically occurs;

Figure 3 illustrates one embodiment of a display that presents some of the options
available to a user based on the rights associated with the content;

Figure 4 illustrates another display that presents options available to the user

based on rights associated with the content;
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based on rights associated with the content; WO
2007/ 140415 -3 - PCT/ US2007/ 069989 5 Figure 5
WO bdoassas es a system and metRod for perfornm nRECTUSI00E069989
rights managenment; and Figure 6 illustrates
perzpsectlve ront and rear wg f one enb%dl ment . aof
e “t HEESTAHRS| @nmesiitismaiagfl ¢ Methadgrers RralagHige digital rights
mQEd AhbHP2RESCRI PTI ON OF THE PREFERRED EVMBODI MENTS 10
odiments of the invention relate to a personal
eI edtigonei ¢ idesyiates penspetiover frent rmhageeneﬁws off atiegémbrdiment of a

t the d di gi tal t ent
et iEr® FEmbl et e hvent | on relate to

di gi tlaETMmﬂDSDEBm@m’qm@mor« THE PREEERREDENBISIBIENTS
enabl ed (Personal audi o/ vi deo device. One of skill in

t he Tmbodinients afibe peveatiph refatet thea pg@@@érﬂe%rpgel deyifeeand to the
mRRSAORSEURHA AR o SIDRTRIL Sl 08 APV PORL Pt

eri‘iimdlmélﬁls vdehe 1|ﬁuént®h&elaﬂi tol digitdl @tbhtOmaeesenain zdiw@ieti &r wireless
assi stants, cel]ul ar_ tel ephones,  personal audj

engblgfl gregsonalapudi/vidgo rdéancss Oa‘mf tSiﬂél M e ¥t ‘é(ﬁb The benefit of the

pr‘é&ﬂphfgéﬁ)blﬂ@ $a[ﬂear ?fgc at (Fﬂn%nt‘gfofttfi'éa iy BYESH 1:291“!? $ract1ced in
provi | gt content. The 0

cqnnmlcudewndil cghd:radevrqeg Iuha$ rmagzmaglederhut aﬁejumlnragabuslpjersonal digital

a rmof digital 20 .rights managenent )

a5t R ol A5 GRS, PSR FUS IR bl S G i he like or any
confHi dinABerbdye | npl ementation of the digital rights,

dynam c inplenentation of digital rights, and the

abi | Embodimentsdefi ¢het h@ed’il@ﬁ tpabvide gﬂhp@tﬁsmn%@d@él.talm@tent. The

hts associ a ecif] t ent W t ..

piks e FreRR Stadlen Jiehs Padfieticht ¢ ARBhEHonsBe bt of digita
rigR n@ibgBhént | §16idad, BNYvalyl OB exarBleVyridble %’ rE{)QBéatding the

nedi a content or content refers to Wrld de W

imphenpesisation2sf tegligital rightsaanagicamnleneiteiian eodiginl righis, and the
abFllﬂ&'etg g?détg Eﬁ.éa&gr%al rgmgsef‘s T%%dé{&“ ?"Héjf'ﬁflt? %tcﬁl’teoaf}gh séi&?ﬁc content

any co 'on thereo one exanpl e
or80izh §pkcHnadrbesngestsonadnt amdb@ﬁpdadﬁldaydmwelcoaemaprowﬁeleatmy time.

content over a wireless network. The content can

By aay \Riresample QY. Hedia COREBHPT CRitesiralerssto %’ﬁ»ﬁlédwﬁién%b content,
dlglftaltd?%nhlgg SRR &AL Bn @%&Jsv‘foifrﬁa@nl%a 3{( nfjgéﬂo‘ﬁg formats, and

O conputer for various reason
thalikepr my ®indrnediooddresft ) and performin a sim I ar

man r over the co ter onnecti Fi

TS o Skariile. SRoH: i sbatiRl BSGaM iy §iaEs device can receive
conftat UREs aawﬁlelésg‘ QEMIrRr THY Gbhtdht EdrdBE HBARIESERbrious content

The device 100 has a user interface 102 that includes

pravideiss pimpoditgntard the inveptien et hamidoek 10, ampieeridepige such as a
mechan sm_106 I ude but is 35 not

oo Ol R e e Lo fedtt soRog ol phdpefrlly & simiter
m@@ﬁbb{?@tth@cbrﬁﬁl%@éonnedﬂﬁmng the user interface 102, a

g gﬁ;]ilél{?ﬁre]elnﬁl\{llstgrgtes? orcl:eo Qrtnggélmsé}nocr)fe g d(e:)\gcet Ii]gO ?h%\t/ I1I$c?udes a platform for
digital rights management. The device 100 has a user interface 102 that includes a
display 104 and an input mechanism 106. The input mechanism 106 may include, but is
not limited to, a click wheel, buttons, soft keys, and the like or any combination thereof.
Using the user interface 102, a user can navigate content stored on the device, configure

device settings, select channels, select specific networks, and the like.



10

15

20

25

30

35

devi ce settings, select channels, select specific
networ ks, and the |ike. WO 2007/140415 - 4-

W W83M07/ 069989 5 The devi-de 100 is pref er abtTUS2007/069989
net wor k connect abl e device. Thus, the device 100 may

i ncl.yude, a.connect i n for acce 0 r .nor
net ubiadsViced0de pied %rablf/&rneé%%pq hectghle devich  Hass, g device 100
m&APiHcldd¥ ot @nA&aR% ForMcbisLoteyRaRoRincWidikb €3 fe B@\h&@ rfJﬁSexample

i'ncluding 802.11 related networks (e.g., WFi)
may hshsleuse nglhttsheo agresmmaltipl@ typek o€ wirekaps betwmks, lmﬂudlhg 802.11

refRRE S (el D A Sk paind g R T u Pief bl of the

cONBEMRN K ST @S 160, G labigitidh t6e402an kiyp@ nstktorkd, |nT12@/ have access to
network, and/or terrestrial RF networks (e.g

othen rapig frep@nevingivratks sudi & dcetdenseivegy.)a S@@lélte neltW@rk and/or
e
AR AR BRI S FBY 8, ARG b e,
acceBie gevind 10€, Gor, exnl&i maptispably. toQueess tdrnbgéaet thwough a
the Internet, the device 100 rm¥ interact with

hasdivir ¢hNEG AT WFIEASdEFESS PRIBhFees e‘hWéEl gpspoy)s Qg connected to

thQ ?ﬂﬂﬂﬁl@{ tﬁ’J guideldd ﬂa%% 1&&%1]1%% it if8%o U"a@}s’ reg)ha%ented by
devi ce nay access sat Ite roa cast cont ent ver

the fventent prdveiers dafhendtl?dn bvene anmbatimbdni.t the detvwer 100 flag access

devi ce also b le to access terrestr
sa];eil qu,(gaﬁC(é%]feglt ()éﬁa ﬁ)(e nteruey; & aﬁleﬁmanAW(er aamelll‘}f'renetwork The
devidéeo oty 51&?5@ aglg‘?o Q&%&sqgrréﬁgalmo%lr%c@s@s é&%’%@al tRlio, FM, AM,

recei ve and prOVI de ot her medi a content S as ]
angathe dikgy. déuviaer, domtleviee 10@neayi slso e bl @ntecewb ded provide other

eiﬁgtcﬁlgttp V@E&clﬁ%soﬁhoglglr{é}(cg ?%teggqbfgnlg%ﬁglon n%eg‘t%r\ngeo content and
thwilikel @SgnyaesiftsifatR ﬂltereofherﬁenﬁ@waﬂi 12@r r_p?@@htsoﬁn Whélexample, a
area network, a satellite network, an RF network, and
wireless|dcress @pinarije BoerBetnalqcahon wide et nefworsnesassiigpiesyork, an RF
new&kd%%’ t‘“hS 1&98 @chlﬁ‘at}% fL&Ss- enabl ed personal
{ can access nedia content through
t he HnmIleraxeﬁlplestlregiemCealoesman@d awiitelesoemebidd parsonal usic device

including WFEIi w rel ess connections.. The user of the

thifoAncReeBOedif REEES Sraal We dBIIE LIS HESHEGIET ReEork connections
m@lﬁﬁv\%ewjrﬂowh%le\é‘é Lo cfidhoe 1ot lﬂﬁlwa ?llleeﬁévlé& %éscaﬁodc%ss media
enever access to a network iI's present
coteont evdheddEr diesdeviaecl 00die svithip range s arwitdess ATReR rppnﬂ;]oz whenever
and various, nodul es 116. The nodul es 116 represent

aCEERS 1Q BAENANTE ISR C¥Bhput er execut abl e i nstructi ons t hat,
30 whgnd&xcloetso fRHAEs h Pod¥t 480 Re@EKLFR z{h‘%itho'@ modules
downl oad content, nanage content, provide and control
1oheThgsmodilas di 6 acmesentth@oﬁowatmer d@mmlterye@gwablneen@wtlons that,
B B8 ks e it Fense oo AP RS MRl manesg concen
provide taall coh@éit the Tﬂiéla@lﬁﬁﬁﬂé ifclbRMg )hd@l@plllaﬁ 104 6rdcbatt media content,
[ n‘gl ements digital tghts managenment in t he device
anggpe like oppny cqgebigptiunideiedf. by encf Wb%ﬁilf@@mowe mfhﬂ%elrhérlyclude a
t t
ighA  Fpe i hghete L TRGCT EBMILT PR R YRGlenferly M righs
maegt ot 1hhhet dbase bEens mlcb be dedused more AdestloveMht hgemory 112
Wi rel ess conne r that

ct
may store media content %rom tﬁe user’s library on another device or may store a library
of media content that has been recorded or purchased over the wireless connection or that

has been shared with the device 100 from another user.
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has been shared with the device 100 from anot her user.

WO 2007/ 140415 - 5 - PCT/ US2007/ 069989 5 The devi ce
wae@7a#31al so i ncl ude a DRM data structure 114PCT/USBA7/069989

in menory 112. Wiile the DRM nodul e 116 and t he DRM

datg_structure 114 are d as se ara .

conpblifedftice ltoﬁefgsm 4R idudeg @Ef\gfiéta ST Gl figfied in memory 112.
WhABRRNORM héludal b GHE fke DRAE dRRMrJRAE 1194 116 d6RBed as separate

include the DRM data structure 114. Alternatively, the

cobRvineisuthey camybeaotsgrased Indo datinglstaoopooers. 1mapargodtd, yhe DRM

miie GTRsb 0 I R St 2BRu G PP LBkl e DRV module

m@}o BoebOfht dafit RFREHS 104 Idchiy 60 RingRkly. D(@Mdié@trea a@bvd @igital rights
i npl enment policies of the content provider

mEAseRhie it Syrigallyhantendgdnioi arptec athe | gapgehit ntergsts tafnge content

Prpy Ié%% g)li] g&r;rﬁ%pd tﬁfo?%ﬁﬁg Sﬁé%l%bhfg&ﬁﬂjoilfgrg %%ﬁ{ﬁggﬁ T8 He invention

cadtifitegiatt existihg Dmgrmnémest dnd Provion addifRbl 1igids emmagahdnons
through the use of a nulti-dinensional matrix or other

15 skir gR& GMBO¢IRKH, etﬁaHP%M Maghies [ 1EPBM platn gepcdere 114 augment
trwéﬁém %gie%'hﬁtﬁfé Hﬁ:&gh:cgé' b Giaéf‘nﬁﬁ n@ﬁ% ﬁgtr&rbr other

as Illustr , It can a
stuyotuoe that eeahidtserighes webe prdtedesi Waulle thé DF(Maia&i gtructttre 114 can be
. DRM dat a st rugctur an b ment | el
implamtieef (ardesite Tof aanfRlag i TSt B BESgup ey dgite server
if RRGKP AlellagIFeHE W@a‘[a sﬁ%ctup@@wléaﬁ‘%@ymﬂ)ﬁerﬁé}ﬁemw on a
data structure 114 enables a device to be quickly
remest eareet ot pimardlg arhe rembigvsgnter Mléh@é)apkume@ ¢lesdewice 100. The

The. DRM a ruct ur.e
oo, FopYdfahg PR b Yot 1 P2 BB A iR o G R pestored with
ﬁm@@@wmﬁﬁgmgmnﬁka@m§ferent contexts and enable rights
associated with nedia content to be described or

i mpl B AR dqu straguigelMidccan bgseday theslPRMhmgdule 116 to identify the
Jol if - -

Bt B Pk ARG D BR S pasoniyed v

médiat cankent Ctonb@rdesdrfbeded)ﬂ vieplethenteleby ah¢raleviek 1d0e As described

cont the network connectjon, and other factors. )
Pf‘?ﬂ@ugﬁlﬁlﬁ Hgbts apsogiaiedruith snecicroprent gnd a5 therpapieat provider,

the gﬁ%qﬁ¥ HhRE coﬁt%ntv‘igldleh@e?%& QR E8HnaP Bpﬂied(%‘hfe& Qhd Gt k connection,

y those rights based on various factors. ere
aIﬁr(EherafmtOIss They3R b daostrecttrs lild ant iDRMt hed DRI @ anai)le the device

structure 114 be used ar acces

e R T e R B P G A e
114 TROe g HBY Wagubecdntéis &zﬁnhaﬁé DR a4l E@ic@Fe 114 may be
content provider in order to authorize the device. The

usdé wr @ecem(d da mnc creaple, theedeymevilemay ussothe M Mpdagw btaesture 114

an\%ﬁ?ﬁfu pr 0 qc&n{éalgﬁf? E%rté{%sgo?rctgg{]en} iolisovg ?Imr e%i’e{ go authorize the
ddvidee. TheTn@mabl(bo tah tentadtthOkdrzRe tdteodRME pRVillet hﬂnﬁleamtmy when

period of tinge ggg ensure devi ce functlonall&y
aceeééﬁ@|centenh18§eﬁl 0B Mathitheqiee BrerdstGiBtnedcRsiof citine. r@ﬁ9 the like.

ﬁbgtéﬂtr)]?ﬁ% 'rltzﬁk{h%llggg\gﬁ% r ug{f‘é :ﬁ@ﬁédl ZPtf Eraé 'Igw nsure device
fuactmhlybl fer b@t;atnlp&a ORMsintivhe villbe cametyeork ecpmeaidny may not be
av%ﬁabqee d II? %ng réran oldlfmetnt[] ethléI Srl?gilts 1ggnstifpe(()1t in the DRM data structure 114 and
accessible by the DRM module 116 can be temporally cached so that if the user does not
have a network connection, the content may still be experienced. For example, each time

that the content is accessed, an attempt is made to access the service or content provider.
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have a network connection, the content may still be
experienced. For exanple, each tine that the content

WO s00aeEssed, an attenpt is m@de to access t hePGBUS100B069989
or content provider. W 2007/ 140415 -6-
PCT/ US2007/ 069989 5 If successful, it.resets the tiner

If gecessdtly gﬁﬁ%}%ﬁe EmERen thertepRaigt eacke Eﬁl{nsmcea%ls Ty the cached

cog)?%g?(ql_g R cRBed ORF @50t fe gﬁﬁh@,% &Nt ie§ce@ﬁéd b @i}ltrr?e threshold

i's, it has not exceeded the tine threshold or

for pleeckinggn imthwhe kervice). servi ce). I n anot her exanple, the

or ovisp s s\l g R Py SRR b A GO b5 B content

pracidesm2t encLBNtd aF a cshtehiCirdliger b tok@cdsh efeeDRIMBdata structure 114
provi des the content provider 122 wth a way to update

theriefytie Praygdeselbg c@nignt wrrsidey 22t Wish @oweene updyeiredis appeeded or
' rights. .ce 1 :
Rk e e T R T U S
inghddiatly amplenfent tiexariphts, Therré Reriousi sgbitiondstooekansld, when the
with content, can change. Content rights often change

rigfeAsserigied Wish coplgiingiecharge GBI Tighs el elapge over time, for
t 16 4€

R R

chengds| tesbet hade efigttive af adieffcerlevel aud engblesthehrighitd beddterent users

evices tq easily account for djfferences between .
whE A EEEn Srirey ety evtelr UBHRLTHEMER dRgees, differences
bevédnenep %@t%cﬁﬁtticly(i%? Bif&g&{cﬁgblen?\}l’(e@ﬂ iRt phvideR! @f@ences between

bet ween networks, and th e or any conbination
netwerkecfnd thaliloner asyisoaibimation theedfDRM dat a structure 114

co i ses Lti-di i gnal 0 matri x that,. . .
" ner a8 ey e BRE PR sonlre T Fbsy bohiiggimensionai
DRNBRAEIxStheN inSl00&Saxed hnd/of aitfiss Okt dreGalhted @Yl D&hahels or songs; 2)
channel s, device capabilities, subscription, content )
staes (@ﬁ'lggql ggylpe (epnehannelgalevige pg:ga;bllgﬁ:g, shsciptiopmentent of provider,
] a [ ted.. ' -
B S DrRl D Rl ishR 208 RO T Himpent each
entiyghttbe DRM angiiix edrrsspondd toospetifi@trighanfdoer gides situabienl that can be
ternms of the axes of the DRM matrix. 25 As indicated
degpeRed,in srEs of therpeenglise SIRMHRAIDRM mat ri x may be the
devi ge Hﬁﬁ(ﬁ&% a,bo'v@ (ﬁf%r@”_thé]gié&r}ﬁecﬁe D rﬁ%ﬁ%% tfet 1€ device state.
| ocal device Is deternmined in part by the results of
Inprognel mswnéast dreastbteafghevledal deses vi deemninedbmt eart by the results of
rovider to set. the device' s capabi.lities channels, . ...
PrEVIBRT RS S e Seies PhEIFk OIS EhAl At concapabilities,
cHahigd1 € @,ﬁbsc@?ﬁ&{ 1eR8IP&Ed the Bke b8y dMIiRRicHtBEBOf. NOThBIRpects of the
the type of device, its capabilities, the nmedia usage
detyisleepiate inchidet the ta® efedevice, #b napabilitiesdidyinewlid asage behavior of the

comruni cated. Wi th the servic a he |i.ke or .
asGRADRRLE T el clab" S Blvhlsfn PR MPerrkits o 2 WY gikesor any
coattendidaerkresr a matrix of criteria, such as may be

included in the DRM data structure 114, the device

st at Whamgeasiaes ielaging de rightsaee based op § masgx ghpiitsHapuply agmay be

inélﬁaé/ci ﬁleth%eraeﬁgtsgBEtﬁ%i fjﬁ{, é@eu[iévqge B%lﬂeoﬁl%llso incilude state that is
comuni cations or during a current co nicati on.

estabitistexdalgp b eserdces er comtentoprovidee dudianpebt cpmoninttatiomayr during a
partici pat.e

current communication. For example, a service or other content provider may participate
and/or manage the coordination of multiple DRM schemes, rights sets, subscription
levels, and the like or any combination thereof. For example, a service can coordinate the

management of DRM schemes for multiple content providers and/or multiple content
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and/ or manage the coordination of nultiple DRM
schenes, rights sets, subscription levels, and the

wo pdog/1e1:ny conbi nation theré€of. For exanpl e, PEI/US2007/069989
service can coordi nate the nanagenent of DRM schenes

f or | e content providers and/or |l e conte
OW5'20 1 QYA%es andy th ePé?%’ 19888 799989859 OB‘eroRRﬁ éf%wor%h e‘?fl"rce the
sp@ﬁﬁb Qghf%rbgt fahge PR | &Rn SRBNRABRERALE ndMAdrk thRnREIAREK s Tost or

to enforce the specific rights set in the DRM even
cuirigngy tl@rfatrﬁfwns vvher e network comruni cation is | ost or

it RIS RREISHL B SRS IEREOPREre M2 ot
WBMH IdSSCGiﬁédJ Taks Wﬂlﬁﬁu@omm Mghtiax, DRRY DRM id4ta Etlﬁtﬁtt@BMM can be
data structure 114 can be 10 represented i n other
repgheTeeds itp atherrananpersy k)i geytbeoresidhet e vhe devierippd/opgng remote
t r e
se gov?rn? X l}éc@ |d§V1-E? ul?llayé rsgﬁlflg tflaﬁ?s?m{r?l%( eﬁ%lﬂ?@dsr bcf\eh@ﬂ?r?.' (te g., content

progideQ rmstworRetypeledovixe sh@l @) the rdnste rseiet @nd ehe/ @matatserver can
the renote server can access a DRM data structure

aceesy PRI dptptichite £3ueh annm PRM Xk and retarnihgieleyany pights for the
: [ dentified by the device. 15 A
“ﬁ@??%ﬂs%bnﬁﬁﬁﬁggg?%ﬁ@?b? the DRM data structure 114 is

usefAlmdtex acrst'%udatfdnefcetit_e DRYipdesa stfuctontlémts inmaita because different

dlff rent ermtted actjvities accaording, to
typisuoicHonrass bRl ekt bb RersRicd fisiee sRegan 8 né Sreferences
ot‘ﬂ?@&@rﬁ&n‘t %ﬁl\éfsd&ro? tﬁé‘é’ér@énttppﬁvl@e?§ afd/8t @ a%%fédg(mpj?rlghts Some
content, for exa e, can be recorded whereas
coctdmerfoc @mrewite, caanbmtedc erde\chﬂr@l@dothafh@nt@Rwa@mtt @e recorded. The

cture t,t e actl.ans
DR 45 b ST SheB R IS ISRV Sl Bl Ty gt 1o e
exphisdiaiNiséalble. afdustshahizatiibe Huethsl, the fembttédB&icn8tal®e arbitrary.
arbitrary. For exanple sharlng perm ssions, ability

Fargexphale, Bielogtisemisgane ebiliy gpe@vr’oael@th%ﬁ%@m afspedifiiggeumber of
LRl Mo DEe SR 4P PAE 0] o Sopfs v e

conteght s i dentified in the DRM dat a structure and
enforced by the 25 DRM for content receive

podul
fromid pmBle, S figt ldﬁrﬁé@rdd %s M adatay staugtwe japd gnforced by the
%@Phﬁdul‘é%t @&&etﬁr@i\!él%rfr&ﬁya ﬁfs@¥§rgéntt EvidanLRAtks farﬁfglhte radio

I ng recorde e the right same cont ent
coneme ipvead ep veay aretvemtrtestccntaht ﬁem\/\bmkg mvprdfldl wivld t’r& rights for the
content to .be, recorded he cont

so R B B e e auE st et e i thE o Pl b dgporded. In

thR&abEEIRl dReknP¥RIvideihg tBatRLllild BdidelonRnkpRhideY 84n BdWRceived over
Internet through a wrel ess access p0|n? or a

thp satdliite eewaok oo ﬁrﬁ;dhr: brierm¥hidreugdiha witelden @¢0f8sse@blntn01t pbardwired

M. d
copieil, B S it s PIOBLHRE ARl ERAYSS o o

DRNE noatier niest may deﬁé&ﬁlr orawhathet et @nf@it WDFdeeived over the Internet or
Beneficially, the content provider may have the
ovghp siteNitq ietweess the DRM data structure 114 and

Cha@%@g% lg,e&gtc%n&h%l%@l&el“ S Rave HE Sbfiidy RRALdSHHRTDEM data

true
structure 114 and change the rights stored therein. This is particularly true when the

device 100 is accessing the content via a wireless access point. The protocol of this type
of connection enables easily established bi-directional communication with the content
provider. Alternatively, a user may be able to access updates to the DRM data structure

114 manually or automatically. In this case, content providers may post their rights to a
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35 device 100 is accessing the content via a wreless
access point. The protocol of this type of connection

wepmbhesieasi |y established bi-directional PCT/US2007/069989
conmuni cation with the content provider.

Alternatively, a. user able to.ac dates to
welisis® (A i cdeviger LT Had BY 2B Briaa'S iy DERT il Sty 114 by
ack&stndithe G@GGe CONtent providers may post their rights

to a WD 2007/ 140415 -8- PCT/ US2007/ 069989 5 website

and Cényedieviat dRMOsamamed eelabdre static updeprefations @RNEkiatia that the

gL e s T CRR e A 00 AE TS D rataneed ate

crédtiohh athelIMRM ddt8 Bsct@ed 16destr®ed Abrelrerol/ide® dim¥hic rights that can
content is | oaded and cannot typically be changed

beathagged aideaieinoih statife IDRVMGARHatses.1be tishis1arg relaisd o eajtransport
I : c.L.l . e C )

R e e T P T

oth@! aboedh, tthe tddeestihanspaiet DRML Baal, stai¢tiaen 1d4r exgbids the traditional
checkin state varjables in addition to tine, .and the

. g h
capihilities of DBMhBY allgving fof fhesa sighsdp rhange hased prinryhfiom at least
t difer t b ‘qcapabilities of
Ol%ﬁi&%%ﬁ%ng\%m&gglﬁ%?gﬁh eser’r({rgﬁftl%hl?ﬂgelg %I(r':lge based on
i npufigfiresrdfatandl 2B tillustne embbhiereotnoent DRH deatrix which may be

. content. owner content pr.ovi .. 15 Figures 2A an
impasgors Bt DEeDBRb S itrB Ty Selienart | ey gease of
mhﬁpiti%ﬁ,epltg%% b {1RSrAEMa Rl Adifteh 46 h4H 'BRM ha@fix Roo Larng Higure 2B

_For sinplicity and ease of illustration, Figure 2
illpgtragest & thressdinensionali masnizsi2ofalln Diredty: ithe DB aragrix 200 has axes

o sk YLD eed RS TELSARY Do i 20

int106ésUgle rizh&ORF B8R ViBidud Pernduitfiink e cohfdiRatadhd thdragd possible based
entry in the DRM matrix 200 20 includes the rights for

ontthe a¥e$r i ous pernutations or configurations that are

posshl . e ] A n .

Pyp I Ry R s Bt Ay Y Forsr bGP € 166 Atiernacivly. the
softdeanfoambti@l ymay bbénclsdedrio ehd sifeameit dontenrdyliveesd tocheidedce 100.

in the stream of content delivered to the device 100.
A gopisht RYIder B\angsramplefe OxEFpI%8- ofhePRYLT % e stppgure 708 allows
: t I |
R B e et SRl ok FhEhtle S RS (ach Shurce may
depachos herdeeicaatpte ZEpend on the device state 204. The

devi.ce state 204 refer to how the device is

oper 116 fi Cnti e aneh FHE" 19 BeRtihy 8YChy PRGN, pdkcan also be
iddiiBiedayi the detiad. eThRYeVifCidend, i%b'lﬁé@'éls%écﬁptiérﬂé%l &fthe device.

the device. For instance, the rights available to a
Fatapsteseatheaidhity availsblbde midsvicorat bdvell subsgyiptivs dexgl ity €30eed the
.rnights available .to the devicg at_.a secon "> .
il e o P Gabof b Secht i REEE T piion to the specitic
ex@mplaRlaf8ad Fieat] YndOdawede, stdth 04 el GefeStoathe ndvbricayer vafi€l content
~to the network over which content 1is being received
is bging recefyeddpgetinteset. spiellite tetrestiialsadiphl Devier yte mmsialeeinclude
suth ALfs g?%{mﬁi) Q)f'tiﬂfelslégﬁ? p%Hl%Glgk E&TEnt3as Qé%%ﬁ%Ees?éd.“ mes

sonme particul'ar content "has beén accessed.

Once the source 202 and the device state 204 are determined, the corresponding

entry in the DRM matrix 200, such as the entry 206, then identifies the rights that are
applicable to the content being received or played. Once the rights are identified, those

rights can be implemented for relevant content by the DRM module 116 on the device
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WwWOoredori1204200, such as the entr

Once the source 202 and the device state 204 are
determ ned, the correspondin 35 entry in the DRM

%-206, t hen i dent PET/8S2001T1669989
rights that are applicable to the content being

T T, T AT E MMM e on
en 20880 PRNbARMUL QehidS 1 @U“actcefdn‘ijga%' tﬁ@se%e&ﬁ@ ?1@111@%6156 e>9c1mple

/ US2007/ 069989 5 100. previ ously indicated
d evi s peaples| tb@ﬂgl@t@ es@catadmlemrlq@s goinigel sopesse dndjﬂr pmélders to

R BRI T APl EnE S e I TR il B can aso be

updadriyftpartRERe Gbalce brWbt B pastidulitsdetRBL LAt vithlE @Bpacting other
and/ or providers to be inplenmented dynamically. As

rightegpsegisted Wit @theredevigehgarv lratame iiptracesarih@seyiggeor content
prgl?gé&f: @9 t*Bé tagle%trp#sl? ﬁgﬂ{s t %#ér c?eevlc%tr%sfc%ngeé%?ef gﬁgé;.' ?he device may

alasisoodbil @toashMipdatedtrigats ﬁimt tleDRMainasix 100 as@dtRatically.
i nstances, the service or content provider ngﬁ be abl e

to gusweriByustass one eabpriteens Of @niFrgedimgpsions JARMrmatrix 250.

I t
TR 20 ) e St o il Y 30 Afarkl @8 DO 200
ofi Figust 2 At eBlopreere tiixo iRM nhatofk 25 haee-tHirdexsd ohalh BRbes finer

mat ri. x .250. trix 250 ave simlar
PR G R SioCBNHAR S PATBE N DR R PIeR! 56, (hg DRI matrix
2901 [T & e fhat HRNRMEContdnd @rd ¥l MBLT H&/idDRatdas 48 ahd bhdhnel 256. As
axi s whi ch enables finer granularity in providing
prefvigiglnlindi¢agéd, éhméﬂageeh%maylm qonégpied de mdentifys the qontent provider

2570 B e G2 2385 0000 ek e RGO L B2 LoRE U Rl identity

thé ORdr@el B3h. Ahansiem ar cbafntpioviRr eoNfdedide 8ehtd 254 and channel 256
identify the content provider 252 and the device

infyrgpiorp By bamsludedimfhestrepmef G@WP@éieiﬂwe%fythB device 100.
conftqu Li
Al t e?gea{lslqnél T eggo éeﬁﬁ%q%lr %I\e/‘ela er g(g{ﬁen% eg Y s refer g one of the
chﬁﬁﬂelaﬁﬁﬂccﬁiﬂﬁiﬁ ékred 3y a sandlbverradio @rovidsr dyeo |aruhh1méedf Cdsntent from a

the-strfan1of content delivered o the device 100. The
tegpifiHdrdinagnlng rafiperanips Brovider ehmedie ceishle i eaﬁucaﬁwhe DRM
mﬁt?igg 50t haBRRS Hé vhis, cg)lﬂ?e%‘?hﬁll&frs Qﬁﬁ‘to [ﬂ? Biafnﬁélg(%@ycoaset rights
satellite ra io provider of to a chann cont ent
actommgao spemﬁeshemnals of adntent. dnirihee thadglys nay additiongly depend on

r.oovi der, o tent .n each case, th M .25
PRV Shis0r 4y Saine 4 el S B RRT protHen DRk dgBsrs content
004 dEﬁ@e RannRl miad& ey Sebvibd gﬁmﬁ{)lea&faﬁﬁag RY dofitent (e.g., a rock

speci fic channels of content. Fur the rights may
chadlesilt 4 @malltﬂywhdergfé redsponts chaenedeiheeDBMamatrps200 \ay include one or
mgr)élaré%l& gntrlssn ! ﬁeltalclll %)? t regeg Igﬁ nnolgga\?/lgtfof Hﬁ% n? [gF$lg§‘ ts‘rﬁ,gv Thus, the
coRfeRY ipetsridedlchh Bb&l@h@%ﬁ@bﬁse@fom@@éﬁéﬁanﬁa Iehsis @& WECKs using other

channel , a country channel, a sports channel). The DRM
fagiars: puch2ogevisg staiscifdgarasne or 30 more rights entries

for r e .

¢ S SAtnhe DREE SraGiREARTLErBNR 26Tanth el BENIRES, device
sthia2é6d and chaped 266 ann&lentifisd, 2 a@respbidi@s entsy, rsgclohhdre entry 260,

fac or§, such ﬁ ﬂeV|ce s% ? i f desired wth the
thespigshities thepghisrthil gigraprigable fe dhg ﬁente@n%w refekpdaRr played.
THRE Tigﬂﬁ\’daﬁ%e implemented for relevant content by the DRM module 116 and/or a
content provider can be accessed based on the entry 260 to authorize the device 100

according to those specific rights.
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state 254 and channel 256 are identified, a
corresponding entry, such as the entry 260, 35 then

WO de@ntidsies the rights that at@-applicable to PEEUS2007/069989
content being received or played. Those rights can be

i mpl emented for r t cantent b e. DRM nodul e 116
andy GFE avagEsE é’lﬁttﬁ%f%\?\ﬁ e s el eUCis i pebdaphe Teated to
anldNg B8 {oYcoRf8l 4 @ytﬂlltﬁlb HibdRelihg Hef8ct 1RO spe@ﬁ'f‘cq{gifti‘ﬁ the DRM

to those specific rights. WO 2007/ 140415 -
mRCTEUBID 30 0d39989amplene dadmannagba\@fthe IabIhDRm saver qootest, record

200 d 250 | th t they can b d/.or el
oot e DD el My T S ol iR eSO RPE HiRds pbiticies are
deIpB@de%p&@tlfe' r?h’fd BB Satbd whthehdRMtentat [deﬁﬁﬁec?—fﬂQhe PROM nlfdfices 200

exanpl e, evice may have the ability to save
and@ifent , record content, share content, and the |ike

jNnat an SQ: t .

Gop e, SPTRIMH LRk SR The pERdfL AR EiARMIL L LR eRiflon other

meéttledy fof iiplemrntifie DRRMagdtdcribed h&@h, inklidimtusdhda de¥abasefin place

skill in the art, wth the beneflt of this disclosure,
of the mutiidimesiopp aptrixndiunGas ope pf skl iR therirt ¢r5 abpviRpseciate that a
i n
DREP ik RTGn HRLELhr of ROR B AL Mo BRFARREE chilpBLATD further
speaift hghtatd coment ah oy mpnm@dieatal. thtexanplaqmle MR vli matcdamay have
have four or nore di nensi.ons. These di nS|ons C P
an, &Gt #Y'Sf BriH8raXs & F‘FQ/“‘F% @’ﬁ‘tgnsatfk?t‘@%r it g aﬁy ke or any
comMRIondRS b6 FhuE 0l DRXA MRS plhRlePRNE g%nﬁla&(ltﬁ@syw@l@‘d? scalability
an artist axis, a song axis, a subscription axis,
tomemmmnnowﬂm§anébduxmaﬂsuke or any conbination
ther ovi.des fi.ne granul ari .
6 v bodi bR 0r T T ETE o5t BB EE RGP Mg, Fisure
3, &Blt baliple, EMPRALEIRNISpI9f 300 ehat Pressts B gbﬁﬂlttéﬁ%heltk@@vaﬂable to
user interface dynam cal ly. Figure for exanpl e,

th@ upaider %p@ga&aw@pn@wsmnﬁﬁ@tn wﬁ&@ﬁ@atﬂﬁémﬁémﬁ@t dcuiser may
RN B YR ORI 2o KSARTF L, BRSRHER o2so. o

exuﬁl@te Imyavek&f)Zalshade drasesdadvot the contghtt delizBedao t%@e\/lce 100.
fromth i x 200 or 250, for exanﬁ , to's

Thypsehis 4G e %@’4”}%r RO ENS 96 CPMENe B Llsrterdiand heicpa different
F1% he 4diﬁ?5§t&$es]ao&lspla§]— 760 ftla@ e%oﬁ[% 9& ggdngﬁfvggég%rvlé‘lﬂble to the user

anne cont'ent on t
fodilif draen¢l. Md&reBaggniarld, the usatis alilc%edatod;h&p 1489 thO@ntdnat
pre t he pe activities |Ia le to . th
P or T Gt B afiehE be SRttt puimitRlasithe Soe@ndnils cpapnels or
svlchO\Rfhrded of RRd eé"g}% deDRe GRR %nﬁny TRvidhl m(resﬁnThus as a user

t herefore be updated dynami cally ‘as the user ch anges
brewsgsribe somcnt theii is ebeessiBloup cedevise arieapgyencesheontay itlae is available

iLhation the eof u
ropp e s R Pl G Betsel e RSt yyer
equrlg@flécfﬂhfsﬁﬁﬁegﬁt mbthaldl fbiS dpsaditank @pdaaag trightsh@ld/or for setting

devi ce, the user interface can(§¥nan1call reflect the
righty Fr<coatentr dethis reampera DRMygradule 797 apertigeen a device receives

t %a r
o453 8, RO G932 e g o
theDRN en&@lPe DigesfRigng 10T aéewnc&nrtfeaecemai, as discussed herein, over
a wired network, over a wireless network including an 802.11 network, or over another
wireless network such as a satellite network or a terrestrial radio network.

The DRM module 502 receives or has access to the content 504 and to a DRM
data structure 506, which may be one embodiment of the DRM matrix 200 or 250 of
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content 504 froma content provider. The DRM nodul e

502 may be one enbodi nent of the DRM nodule 116 of
wo2amanedls The content can belleceived, as di sSPCEEsM07/069989

herein, over 35 a mnred network, over a wreless

net

Figyie %e&bﬁgt‘a‘%ﬂ% 2 VG Tttt Bibin s, R DR GG Shucture 506

mbEbE eilided wiiddithe D?(tl\)ﬁ@ﬁ&iule'r &2, DRM TP ki rp1e e rlﬁqeﬂ MB8ule 502
or has access to the content 504 and to a DRM data

cagtdeteemiureghs devicewiacandyy theclomaelerfishelcontent fofm theed el itself or

T

ax\é\b irdtBerl thhtlSvbadseidl e Padsahtetampld) eth@waﬁl@dlﬂb r3@gt MAe determine
506 may be included within the DRM nodul e 502. In

vajygs dorealbefghe axeshe DRM nodul e 502 can deternine the
devi t. t
i ﬁ\e” \l}lst}éig 1I 0%941&{ tflJ‘ﬁr M I Conzt EJI} c%gg} tﬁgﬁ)ﬁl{/[ocmta structure

5060di itlemitalthey rights S0Beo DRMppk¢dtosthe wohteneSGN6 Addiiousles the DRM
three or nore axes_ rather than two as._.in the present

medlesPa can gfopgvihpadfntiges sizhisalP St eaniipg cerian @am%%,s specified

1nftﬁé %Hs S@fS Jniaﬁ)rac)éﬁsaisovk\{ hbld& t‘El'legag E% stloﬁlterfa!ag OPF‘M device for
nodulFe 502 can access ta structure

dﬁﬂemtldwwthﬁmBMQﬁts 508 to be applied to the content

504. .Addi M nodul e 50 enforce the
 deriBFiect FRGHL LSO G ioh SBNFHGPOQ R T 4B DS BSess to the
DRREGIh 'st%’ctuﬂerSO% N&Eabli IR ol nBHek Rer §Wtoaélﬁﬁg@6%dg% the rights
the rights to a user interface of the device
st@neé p\t ayaqeesseble sethedPRMhéatel stviratere Y00 gdios e‘éarﬁlmlrct hmrtlcular content

f es. t ten OV|der 510
prau e ol e RS RlepDE D] e RSt i g change that
en@bIRt et canteY k6IBE ré&dRiell0 AdaRG8eAsIy piElatell i@ nfatighitySbe reflected
stored in or accessible to the DRM data structure 506.

torthe displarsh ereviryshr desetiedrin coptearodingng o ey rightavill be enabled in
oYY BLENRRS LRI A AEL08f SGEH Piime dung
whiek aogtent. caAbeafindehg stciad yr; rectided WA Eoraerit petideaahay alb@ disable or

reflected to the di spl ay _as previously. descrijbed
dediie OB POMPTRREtH r Mokg geneialit thgicpntepiepraMigdpl @aPther wﬂr?élzed entity
n
R R S R R Ot
sharBetaose the tMeatita sirwourt A6 hpy owmitgde dmegnsiahs o content provider

di sabl e .ar e or nore ri hts
oot Bh e PR bt ey SRR tain foinsiate B aRuGkt siructure
5082NAS@htenD Broviddht for fe%mﬁl@eceﬁ’f &tahg@ﬁgﬁ@%leatpaarcufa%hamel for a
portion of the provided content. BecCause the M dat
pasttlmxlartmmt)@lehlasi fonthe p«bréerm fmr%p@hsulalaa@l@htf@rn@ partlcular song,
rov I oVlI tes ordin
PRE andRIRsIE aBF S RERART kS BHF B hrted sl theprM data
ﬂﬁ@ﬂﬁ@ﬂ@6prOVIder for exanpl e, can change rights for a

particul ar channel, for a particular transport method
for TheeDRAhdatatstrugtgre 306Geant dlsqbapsedryi de DRy mgdule to determine

[
BB, DR 30 Bl SR Ty BBl ror
exaiplec ther@eb@y desire to record content, but currently be prevented from doing so.
The DRM module may query the DRM data structure to determine if there is a
combination that enables the content to be recorded. Some solutions identified by the

DRM module may include, but are not limited to, switching to a channel with different
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The DRM data structure 506 can al so be used by the DRM
nodul e to determ ne whether there is a perm ssible
W 7ie4obt ai n content in a mhhner desired by PEEUSET069989
For exanple, the user may desire to record content,
.5% rrent be revented from dai ng so., 35 The DRM )
rigHYan erwtea%mc FAS BRVFRPAT™S: S1PEIEE Grisct b ST¥tce shseeption, and
thekfikt here is a conbination that enables the content to
be recorded. Sone solutions identified by the DRM
modulneanvdlieri ¢erabagdmentbube gpatentoprdvider t @d meludswiert@imi tags in the

nnel with different 200
coferf SEDBNY P st By § o oREe GshitBn or spemiss g may be
int108eRt &RAbles CHRBEItD Be PeddBRII 51 $ EriHiC 8mS PBSE.1 Phik @Buld enable a
and the like. In another enbodi nent, the content
usgF viegeid aBieviercofa songeandainen shage thah Preview weiht ehers Sguexample.
Tﬁehﬂ%‘pﬁeﬂrk h{E@f‘d%H ih I?l?l% rnllag]itd%li ef&lgbeegu%ﬁg?rygﬁté | g a%gectt e the content
(eteQ \bﬁumeconitekﬂdnlﬁrﬁbera)fqanésaﬂeeoﬁdequ&f ¢a@1dbe fﬂlayed/mtddd quality of

enable a 10 user to record a preview of a song and

regQfaigs #ik tBe like pr Hvespngmnationiheseefér s for exanple. The
tag Tlﬂ%& skified REME qpﬁd}rﬂlr}lﬁgwcﬁtm% G80r e f&%g&ng Peatures of the
control any aspect t cont ent e g.,

ine@mionomay rhempeicticdd alonesorr Ex:oetd\exﬂk madlranrnetrts beith many types of
pl ayed/ shared, .qual.it recor and the. lik

oo At S ED Melugirs Bl THasars roeiaie oo receivers,
AN!/FM apRnetidte Itebél{/er‘!aDA@J%aﬁgmﬁt@l% &Ofe%gi%r@gp&ﬁéﬁall’ '®mputers,
he 15 invention nay be practlce alone or in
haﬂéthﬁkﬂ’ Keened, r onhieprosesapt [§ysems; tlycpregrooessoreb%p@t@r programmable
nf i i ncludi ng nedi.a

oo R eI Ao P DR R R RS Dutsys. and the like

A§RERI oferhs inVehBoh MAYSATES bepPacticed @€ @isvieiused PEHBANMRI environments
conmput ers, hand-held devices, nulti-processor

whgye fasis arerpesionppd b decoh amheawte prosesyicadaviass ehat are linked (either
C
bﬁgﬁﬁ%&gﬁéﬁ%%%ﬁ@g%sslﬁks glt W kﬁ g&%ﬂat%%@ﬁ%&&% ?I’ Whrgless links)
thiouga rit cmmntrmyatahs ebeorr alet a dadibutedd cahpsutmgt @fironment, program
conputing environments where tasks are perforned by

mp@rey may,Be [asaise én Poth dessd phyregwis l@e@owatwag? deviggik ed
(eit
Cont B S O e e PR Epbodltne B o Rerfonal audio
andGmmuidec atevmaswrtbt dwsplky dnd savdgatoni bl@tMlsmsmdwlt [ qag be used in
envinonne nmodul es may b ocat.
c AN B G RS PGt My e Rl B e OO e giow of the
rehd potEbA %b@%fl@l‘fer wﬁf@et herwd 8106s fF tROBoRMBRHLABOL 288 686 In this
per sonal audio /or video device with display and
exampieg gdhe dayiaeas héann@hsldtdqatce,caéihongh lasgsd dﬁwceacomj alusmlna wned. The
f the r.esent .inve
deIVHe lpci?seasglsﬁl \%ﬂogvl\l/a%l]ng {YRLOUS, %lgl?la}f)orett 1 G%ES 1 fca{1 ﬁt@[eract with
theleéiiee using 4 veuckpMS1 @ feldcheo- rﬁédhﬁﬁlcﬂolfdyls% HQdymiad s&dbas arrow
In this exanple, the device is a hand-held device,
kexp tape ihanangae ks iseliskayar® 14| o display 98, aTreiggton wheel, other
de@?c\élbﬁgohsn@ SUQ?g‘mgte% ﬁl@!{la%vﬁzg§n&asﬁb&ﬁ%ys§é&&93 vmhst% aé(\/lce voice
er can I nteract evi ce usl
cononatip act ‘t@]lﬁowﬁg elot dommid bativinaizlick éy 8 pamicalak exp. aCl“ he dev1ce may
such as arrow

also include port 616 for connecting audio headgear and port 612 for connecting the
device to a docking station or connector for charging the device. Of course, the device
can include any of a variety of configurations and designs that are contemplated within

the scope of the present invention.
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keys and al phanuneric keys, soft keys 614 on displ ay
608, a navigation wheel, other device buttons 618, a

wo evotiendednt rol devi ce (not shdwn) associ at ed RET/HS100E069989
devi ce, voice commuands, or by noving the

co njcation device.in a particular way. The device .
ety BOCHIRETIS, o Fhfce Vi ey 6 ds CORBHISER FGARIC ARy O carrying or
ha@ﬁ%ﬂ @8 AHuRRAx QAL 1S ksthRliotOReaith Neridifes AgHbECEROR  Such
docki ng station or connector for charging the device.
coBiputastreadablet hedid eon be any amailably mddiadhat aah b agegsiest by afportable
dconfigurat'ons and desL%ns t hat are co enpla%fd 1 d not
WL nSFHe PEFEPE OrPPTHE I BYENCTRNEnt THA D Sxampie, and no
lird @401 404 Sompdtdr-realPsblé HRdRD ¢4:0 689885 RAMORIONESPROM, CD-
t he device may include conputer-readable nedia for
RON oyiatler ceptichladisk gpterasgp unegnetis etk sioragei ofsetheic Magpegic storage
t t .
olssteiranS, G R A LRt BELSAY, HEr sire dgingd program code
médndtin chnfdim @taagsed-dxycaatieiisaltitonsdeacestafchgensidaivhich can

pur pose or special purpose conputer. By way of
becacspased by am@rtable devichiof §eneEH, PUSRRSA OF SPYSiAl PHINOsa qappwer. When
SR, 3o M BB, D Ol omguncons
conhémion rteigiree thaalvatedr agreless) eoriacesnbimatioamyf hatdverednaedi wireless) to a
whi ch can be used to carry or store desired rQ%rgqh
ter-readable medium.

COTBYET ELRTPUHT PR 3 1P TESABOELOn R iR

TSt EHCdRRS cOfinlabR &t E}H%é%fyesteﬁﬁé‘ii Wi 6l nF@Br-rel@able medium.
accessed by a portabl e devicé or general purpose or

Cepliopiagnsmd ithrosbeve shmuld @lso baNnshded miidimeeisorpei of computer-readable
t%anqierrgd or @;&yLdﬁd ?ver a netwark or ?nothrf d dat

MG At T RS “A'8”'E SRREEH PO VB { Fe r O Tha ik ¢ e rHctions and data

whYch @h@RSa g@erd e akipafer Ofpebial Pidposd cansutvd, oelsp&sal purpose
to a conputer, the conputer properly views the

preefshias dpvse tspeafosdmsisttan-fpagipanir gronppffictionhus,  any

such [ S 1P rly efn-r
ARS8 SRR A SRV AP e o
canfpukdicbadcutatiléi imstri@ions opactof asc grperiasr -meddab| Beingreelteauted by
Conput er - execut abl e i nstructi gns conprise, for ,
c P &1 NSYQE SMITOBMENtS n T ENSTRYY 2RF OFHINE Flodilgs anchpde acts, routines,
prggﬁﬁ{s,alobféwsf) Q%ﬁlpsmt&rfa s%ﬁﬁfe@,l efey r‘tlﬁ)ﬂslfefrﬁ)ﬁ)ﬂpgérﬁfzulalo kasks or
speci al purpose  procéessing device to perform
impéenheit rpaftiontt iabstrant dgraotypenf Compotdarerecutablle hotrgétionst associated

requi red, the inventi may be descr.ibed. in the
g Bt ghY SxaeTer m%ﬂ@ﬂﬂﬁdﬁ%rfse& GEiRElE 8 harosapcglg means for
ex@HRthe@actP! FOFRMITRIIL SfisclORH NBerbte C utrRdp fYicul&oO RES of such
in network environnments. Cenerally, program nodul es

exepg bl g enstiocteonsrogassonigted g qjm‘gnmpre@ﬂy]tse@qamples of corresponding

onpaonents,..data.structures. etc. .that perform
ofIBP PGP RERE RO st Sush 4 & abst r act

dat arfiey 8sces GRMP bls€ in @XEL bl tndddinetid Reddr disit dENS for reading from and

associ ated data structures, and program nodul es o
W &5 magagihprdligs atHagstie ghidndievder feaging frem or writing to a

i 1S . di sc ' T .

S R R R g e R
removatsis opliall tkdatiaas b IAH-ROM r loger @ptcl sneelicanPhedevade may also
inglgéqr: Sgg-gglda:ti gglﬁg]grggc _dfir?gr ﬂlasq;p Imeegl%?}s.l § etcﬂieveg lélurl]g tﬂlle?rngssociated

computer-readable media provide nonvolatile storage of computer-executable
instructions, data structures, program modules and other data. Although the example

environment described herein may employ a magnetic hard disk, a removable magnetic
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The devices may al so include a magnetic hard di sk

drive for reading fromand witing to a magnetic hard
walk@R/4e1sagnet i ¢ di sk drive-1br readi ng from BET/US2007/069989

witing to a renovable nagnetlc di sk, or an optlca

.disk, drive fo adi.n mor witin va | e )
dlgiorrrdé%q 2 fengeabig pisdl <§S RSP bR utsbfqa graafor storing
daTzh %aﬁj %% i L?S%d ”ﬁﬁélu@ 0 m%énétf&c Eéég&te@ O0fad0 hﬁhiolrf cHRIIDHital versatile

i ncl ud |ngum/as menory. The drives and their

dislsssBeinat ﬂ@dg@uRéM&Md&l aad eallilee. pr ow de

nonvgl atil e er - execut be stored

i nst rﬁ%‘ia%%‘éos gcg?PU%lP%P&% or Br%eg%?ﬁr%awrig@s JHg Pe stored on
thehher dislatndagnétid fiok odptichIedi s ﬂ(FMQ)r FeAVIL i IUMBHY an operating system,

descri bed herein may enpl oy a nagnetlc hard di sk, a
oneeRfoNAS PhaiHEY PIOSIAMS2 QURr PIexas madyles, and program data. A user

V Q

m%@%ﬁ%&%ﬁé%%ﬁé gnfgrgrgét%ﬁ tﬁ{b(y'gﬁr ea& L p%grgﬁlg (ggfrc&a& other input

destoes (g shehad)a s@rasbrenm&qdmne rjey stiikn gourh @aet datne pad, satellite dish,
cassettes, flash nenory cards di |taI versatile
scamnek.<or the Hkeuil hgseagd torlrea Gt dryifss afR@ﬁﬁn CoiHgCied do thedrocessing

A
urfl 1‘319(?%@ acﬁq€%g£§t@1§e}lglﬁimfj8§t) %g@ 019{“ @E&ﬁcp %’%{1%0 system bus.
Akﬂerekt;ve@ptthe: alputiskces RO be ccRAM:ted ! mhierngtediacersparca‘atasragparallel

stem 10 on nore.a Ilcatlon grans, . ot he
P S otier o8 CSHeY P B atcnooitd S00 Ry bhyia an intertuce
m@@gpa@g§a@m%54nfornatron through a keyboard, pointing
devi ce, or other input devices (not shown), such as a
m crl“imwra@nt jrogntean Ry be @mbhdlpédn O@IQTTEDepEf@ foeas withputedeparting
nner other

oyt ot P Sheeal bt o THE BRORBHCFRRSIRis are 1o be

conkilered Nindall nédpeEtS adnlys @k 1iBhstRtise (AdBlotOfestsietivall RS §cofr1)e of the
interface coupled to s%;tenrbus 15 Alternatively,

inyeqsign igethicredarentndiqgtede ﬁeec@mnw elates ratharethpm ®gghe foregoing
S r 0
deg& \}HIO?I Aﬁl gegc\giﬁlﬁlé @?ﬁ% ‘\7\{10 Sglseglg%]% E[ntd rar’fg‘leddfseah@élency of the
dmnkewéﬁuhhenﬁsmmhvaﬂnwﬂ&ﬁomaﬂﬁpter The present
i nvention may be enbodied in other specific forns
wi t hout departing fromits spirit or essential
characteristics. The descri bed enbodi nents are to be
20 considered in all respects only as illustrative and
not restrictive. The scope of the invention is,
therefore, indicated by the appended clains rather
than by the foregoing description. Al changes which
come within the neani ng and range of equival ency of
the clainms are to be enbraced within their scope. WO
2007/ 140415 - 15 - PCT/ US2007/069989 5 CLAI M5 What
is clained is: 1. A device that can play digital
nedi a, the device conprising: a connection that
recei ves content over a network; and a digital rights
managenent nodul e that identifies and enforces rights
for
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10 the content by accessing a data structure that

stores the rights for the content, wherein the
W@oNUasM15 s one or nore of reéeived from one OPCTDEEO7/069989

content providers; received over one or nore channels

for at |east one content 8égﬁ#ger; and 15 received

over one or nore networks.> 2. e device of claiml,

fur tyy@kt SeRhéSisnd a user interface, wherein the user

interface is configured to display to a user of the

devike onk devicerthaecancplayigitelsmediatthe devacepenmmirisined f or

t he cont entd th[e QtEet or .nore lpetrm' ttedt aclt&i viities

based on & FAMIPSERLA TPLRAYRSICPTSH 46T 2 PRYVCG A ent . 20 3.
The devi cgdigftalchi@it§mhnag¥neineinfdduiedthitSidanrF ds Gablefdrées rights for
specific content are identified by accessing the data

st r UBe foatepsbngeensaingra Ayp stroetuge Hiahniosss, thy regdibg it the content,
Provi fgtin AR RGEE FhdE Gel dentified by the digital
rights managemennt modul e.C 4" The device of claim 3,

wherei n the onecéved s ohobE aidke gumdatit @aividegan access

the data structure to update the rights applicable to

speci fic cont &ifeeivess oger PRE Yelloke Grnnalnifer ot Igaskrasencontent
t he dat aeéB{IiH&t’%@ conprises a tenporal cache stored

on the device, such that the digital rights managenent

nodul e can i demtéived ovendneof mpemetwerks.i ght s by

accessi ng.the te ral cache as | ong.as the tenporal )
cacrn | o Moot b i ST Tl oo Bintet o e RRG: hsfein the
ustﬁﬂﬁlt%?a‘éb GE cHATRPRES d;qul%{] ieﬁ gﬁsércbf QH% @é\fi@e_ omOor B sctivRlies that

e data structure. evice of claiml, wherein
ar¢ Ipermiisted for theceantant,i e upd atretorseparmdiasiaddtiyitiesibapesk oiyhe rights
idt h[gleﬂqefvrit%e or gty a renote service. 8. The device of
Eraim'e "\W8Y'En the data structure further conprises

one DI  NMpHeed@A&S ofISIaHN 10 wWHedH irfolitsSRPLICABIE t6 isPédific kofitent are
the content. 35 9. The device of claim8, wherein the

idgriificdr byrseeessing she daigr staistuge cimgnee or mose of deckymnel, a content
. i.ce.. : ' bm 9,
U U R U )
typet.of the dexcecof chbn2)Ovietdiadhd one e more content providers can
PCT/ US2007/ 069989 one Oor nore %gpabi li.ties of the
aca%%?itlaf‘eela%t&icauraé%@@disaﬁeetﬁs\ﬂgms 3pPlIGARE 19SPPLHC SPHEE- t he

L L
cauhal storedt an getdemioe/ such et she digitalghgles hrmnagdneent omtdaiwt gan identify
and enforce the rights by accessing the temporal cache as long as the temporal cache is
not stale.

6. The device of claim 1, wherein the device accesses a service to enforce
rights in the data structure.

7. The device of claim 1, wherein the data structure is updated periodically
either by the device or by a remote service.

8. The device of claim 1, wherein the data structure further comprises one or
more axes used to identify specific rights for the content.

9. The device of claim 8, wherein the one or more axes comprise a channel or
source of content and a device state.

10. The device of claim 9, wherein the device state comprises one or more of:

a type of the device;
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subscription level; and 10 network type. 11. The

device of claim1, wherein the one or nore networks
wo@r/1wkith content can be r&2eived i ncl ude aPCi/B8B17/069989

one wrel ess netmork 12 A et hod for protecting

content usin ita g gﬁ?gﬁna.enent, the nethod

conpri si i @“F & fﬁﬁ e Yi°r om a cont ent

provi der;miggnikideybidvdt of Q%He@@@ site FdgWiEL 8L @(Srﬁmumcated
and a channel associated with the content received

f r onwithhe sevimeewhersiothe gerviceamopegiengvith it digital rightgmanagement
mana ta,str cture t ent|f rights for the
contHtuie i 7 a8 & GGleR pEptsdot PERVESH, | e content.
13. The m@bh@@ngﬁkgka@H312 further conprising
updating a user interface based on the rights
associ at etwpPtkHyPthe content. 14. The nmethod of claim
13, pher e’ﬂﬂs gélﬁce“ BEALGH HSEherbi! G f&%eoﬁhl% {ﬂgt%vo‘rﬁ’s 8ver which
user of the device one of NOYe activit]
copednitdr edret€ived ineludent least oné bvaemeenawOﬂQS mor e
pern1tted activitjes based on the rights aSSOCIated
Wi t % he AQHEGRE fon ProtypimeneRig ing i Tightsyepagement, the
mél6d OOFpQEingor € permtted activities include one or
fore of | rec rding the content, saving the content,
shari ng Uheamngteﬂ&ntﬁ@hawbn@nIWBVMantent a specified
nunber of. ti | ayi the conte bov

or . .
bel ow oﬁge%i}ew-graé?egﬁtg@}equgode\y&]e%e T @|c annghaspgciatp] gvith the

et hogiept r&lel%mréﬂ) th@fesﬁt@ﬁtrbrw@erone or nmore permtted
activities i ncl ude ‘an acfivity desired by a

user, t heacn@lShil@oh dugrt@lhreghts: onphgesiant defaetryictage tohidentify rights for
|guh L ht s, managenent data structure to determ ne
whet HerothE: ggklvity desired by the user can be

obt ai ned ?ﬁyj@g:@lle\ﬁglﬂg;tblﬁ@ &dnent 1n a different
manner . he nethod of claim 16, wherein receiving

the Gont e?hlie metheddpk £leimnk2, fBEhermetTeprisrtpPiaios breeipterface
ba % &n e righfC Ll %hg&%#nﬁﬂ%gQ%E Nt while the device is in

a deV|ce sta er ent an the identified device
st atkt.  arthe eethod iofiglaih el 3¢ ovhie v tlfer@ni}aa:dahamfmeérface displays to a
dlfferent t han t he channel sociated with t

usgh At Hist devigseonsi ¢ ’é‘Péf‘nECtB’HéeﬁﬁE?t HP P isked Jor g*ﬁs%’éﬁe&f elge one or

méé\fice%d%rﬁlﬁl%d% NG hasih 2 AR _lgiéfjsoa‘ggﬁ:la&e&-%nh the content

/'US2007/ 069989 5 18. claiml
further cBrpmetiodgofr eeim Mkngvharein plkabee too mdnre pedlingtetiadtctivities
I ghts mana

T ructure froma con
ing e T PR Sl deioB B G S o VirGy MASPRIEHT Ghjrine the content,
pl&ARE el Rtkntva tsPedfi QPR thEeH AMtint@NhRNplaying the content above or below

one or more specified volume levels.

16. The method of claim 14, wherein the one or more permitted activities do
not include an activity desired by a user, the method further comprising querying the
digital rights management data structure to determine whether the activity desired by the
user can be obtained by receiving the content in a different manner.

17. The method of claim 16, wherein receiving the content in a different
manner comprises one or more of: receiving the content while the device is in a device
state different than the identified device state; and receiving the content from a channel
different than the channel associated with the content, the different channel also being

associated with the content.
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19. In a device for accessing content, a nethod for
protecting content using digital rights nmanagenent,
wao be7meuod conprising: 10 acééssing content UBCTIGSH07/069989
device; identifying one or nore identifiers associated
with the content, t deyjce, or both, wherein the
i dentd i et glfﬂwée?fg@tuga\fh ﬁ}ﬁh@héogpaﬂag;rﬁiwag g: update to the
digi@ﬂtr%'ﬂj_és mPlaQ¥hERr dat @RI K Tb¥REconBM pHRYd et &hé Lifdaé changing one
ransmtting the one or nore identifiers to a renote
orgeerg eightsia8sqeete withg perisular comsewd. ri ghts from the
renot e server, .the one or nor i ght sociated with, .
e Hont it SAs Burere g By he® Peoraog arySrne il using
diyiee rhty hiRgemEmDihe nf@hoEon#Rig: f i es the one or nore
rights by accessing a digital rights managenent data
st ruct ur eAcaessig conenbwend? devdee i dentifiers; and
appl yi ng . o . e .
of cl ai mlggﬁlf&ﬁg:&é? rﬁ)E %b%?%%g%ﬁggsﬁcéagﬁdg‘%%-{ﬁceﬁénaqge device,
cont@ntioth,| whérdidethe dd apifieys Mg, seledted fusRrthe Ri@pf mckdofe: content
the device, one or nore perm ssible activities for
t he REBKehNCWoRls typReadrdenisestaffer ni ssi bl e activities

determn etgarg%ﬁitgipg Itﬁr%hr}glg% \?}?gé fdenfiﬁﬁrg kY £Perhdt8 8 Ser; 21-

The net hod o reint one or nore
per m ssi bleectaogione b mere @ghts fromutie ronae servem the aie or more rights

recordin he cantent, savjng the, content, sharing the.
cont &M e‘ivl“éﬁh P%%mdeﬁ%nag%dp 31 WP da MRl B SlopWherein the

ti Mg mofNderRb@¥deRAfié eheC B SRtm of:{r%htﬁ’ Mhyb§d@WinPRedigltal rights
2. e nmeth

nore specified volune |levels. 2 od of cl aim

20, mharagheentolatgpstiusiungusingitheamp onswre sleaiciters,sindg

second content and. receiying, one or nore rights

associ at ea(?p\%ill%ﬁ]teﬁlgilggetg6131ed°°g%%1?ent , 30 updating the

userzd nt eTHeAGRKG of TRliAY 19N&hefeilMpFlyRRr teSsibkts€o the content
activities for the second content, the one or nore

ingladen dishlpying.detd ysef iderfacsrofithe dgwge mnecyrneigtpermissible activities
erm.ned hy_ th e - 0LV j -
ol IRy g OER S RS oEFLL Bt By g o or more
recdiegdmigls. further conprising storing the one or nore
rights associated with the content in a tenpora
Cagh?el. on Hgemgihed &f clagm 20, wherein the one or morgppermissible activities

include one or more of: recording the content, saving the content, sharing the content,
playing the content a specified number of times, and playing the content above or below
one or more specified volume levels.

22. The method of claim 20, further comprising, in response to accessing
second content and receiving one or more rights associated with the second content,
updating the user interface to display one or more permissible activities for the second
content, the one or more permissible activities for the second content determined by the
one or more received rights associated with the second content.

23. The method of claim 19, further comprising storing the one or more rights

associated with the content in a temporal cache on the device.



