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BATCH ENCRYPTION METHODS, RELATED
APPARATUSES, SYSTEMS, DEVICES, MEDIUMS, AND
PROGRAM PRODUCTS

TECHNICAL FIELD

[0001] This specification relates to the field of computer technologies, and in
particular, to batch encryption methods, related apparatuses, systems, devices, mediums,

and program products.

BACKGROUND

[0002] Okamoto-Uchiyama (OU) is an addition homomorphic encryption
algorithm that allows people to perform an addition operation on a ciphertext and obtain
a result that is still encrypted. A result obtained by decrypting the ciphertext is the same
as a result obtained by performing the same operation on a plaintext. OU is an excellent
cryptographic technology, and is widely used in multi-party secure computing. When a
user encrypts a plurality of plaintexts by using OU, only one plaintext can be encrypted

at one time. Therefore, many ciphertexts are obtained through encryption.

SUMMARY

[0003] Embodiments of this specification provide batch encryption methods,
related apparatuses, systems, devices, mediums, and program products, so that a
plurality of plaintexts can be encrypted at one time, encryption efficiency can be
improved, a quantity of ciphertexts and traffic transmitted in a network can be
significantly reduced, and vectorization calculation is further supported, thereby

reducing a quantity of calculation times. The technical solutions are as follows:
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[0004] According to a first aspect, one or more embodiments of this specification
provide a batch encryption method, including the following:

[0005] N first plaintexts are obtained, where N is a positive integer greater than or
equal to 2; the N first plaintexts are spliced based on a first predetermined rule to obtain
a first target plaintext; and the first target plaintext is encrypted by using a
predetermined encryption algorithm to obtain a first target ciphertext.

[0006] In a possible implementation, the N first plaintexts include signed integers;
after the obtaining N first plaintexts, and before the splicing the N first plaintexts based
on a first predetermined rule to obtain a target first plaintext, the method further includes
the following: first plaintexts being the signed integers are converted into corresponding
complements; and the splicing the N first plaintexts based on a first predetermined rule
to obtain a first target plaintext includes the following: the complements corresponding
to the signed integers in the N first plaintexts are spliced based on the first
predetermined rule to obtain the first target plaintext.

[0007] In a possible implementation, the N first plaintexts further include unsigned
integers; and the splicing the N first plaintexts based on a first predetermined rule to
obtain a first target plaintext includes the following: the complements corresponding to
the signed integers in the N first plaintexts and the unsigned integers are spliced based
on the first predetermined rule to obtain the first target plaintext.

[0008] In a possible implementation, the splicing the N first plaintexts based on a
first predetermined rule to obtain a first target plaintext includes the following: the N
first plaintexts are spliced based on a predetermined sequence to obtain the first target
plaintext.

[0009] In a possible implementation, the first target plaintext includes the N first
plaintexts and a predetermined gap between every two adjacent first plaintexts in the N
first plaintexts, the predetermined gap includes d bits of predetermined numbers, and d
is a positive integer.

[0010] In a possible implementation, all first plaintexts in the N first plaintexts have
a same size.

[0011] In a possible implementation, the method is applied to a first terminal, and
2
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the predetermined encryption algorithm is an addition homomorphic encryption
algorithm; and the method further includes the following: M groups of second plaintexts
are obtained, where M is a positive integer, each of the M groups of second plaintexts
includes N second plaintexts, and the N second plaintexts are in one-to-one
correspondence with the N first plaintexts; each group of the second plaintexts is spliced
based on the first predetermined rule to obtain M second target plaintexts; the M second
target plaintexts are encrypted by using the predetermined encryption algorithm to
obtain M second target ciphertexts; the first target ciphertext and the M second target
ciphertexts are sent to a second terminal; a third target ciphertext returned by the second
terminal is received, where the third target ciphertext is a result of adding the first target
ciphertext and the M second target ciphertexts; the third target ciphertext is decrypted
to obtain a third target plaintext; and the third target plaintext is intercepted based on a
second predetermined rule to obtain N results of correspondingly adding the N first
plaintexts and the M groups of second plaintexts.

[0012] According to a second aspect, one or more embodiments of this specification
provide another batch encryption method, applied to a second terminal, and including
the following: a first target ciphertext and M second target ciphertexts that are sent by
a first terminal are received, where the first target ciphertext includes N first plaintexts,
N is a positive integer greater than or equal to 2, the M second target ciphertexts include
M groups of second plaintexts, M is a positive integer, each of the M groups of second
plaintexts includes N second plaintexts, and the N second plaintexts are in one-to-one
correspondence with the N first plaintexts; the first target ciphertext and the M second
target ciphertexts are added to obtain a third target ciphertext, where the third target
ciphertext is a result of adding the first target ciphertext and the M second target
ciphertexts; and the third target ciphertext is sent to the first terminal.

[0013] According to a third aspect, one or more embodiments of this specification
provide a first terminal, where the first terminal includes the following: a first
acquisition module, configured to obtain N first plaintexts, where N is a positive integer
greater than or equal to 2; a first splicing module, configured to splice the N first

plaintexts based on a first predetermined rule to obtain a first target plaintext; and a first
3
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encryption module, configured to encrypt the first target plaintext by using a
predetermined encryption algorithm to obtain a first target ciphertext.

[0014] In a possible implementation, the N first plaintexts include signed integers;
the first terminal further includes the following: a conversion module, configured to
convert first plaintexts being the signed integers into corresponding complements; and
the first splicing module is specifically configured to splice the complements
corresponding to the signed integers in the N first plaintexts based on the first
predetermined rule to obtain the first target plaintext.

[0015] In a possible implementation, the N first plaintexts further include unsigned
integers; and the first splicing module is specifically configured to splice the
complements corresponding to the signed integers in the N first plaintexts and the
unsigned integers based on the first predetermined rule to obtain the first target plaintext.
[0016] In a possible implementation, the first splicing module is specifically
configured to splice the N first plaintexts based on a predetermined sequence to obtain
the first target plaintext.

[0017] In a possible implementation, the first target plaintext includes the N first
plaintexts and a predetermined gap between every two adjacent first plaintexts in the N
first plaintexts, the predetermined gap includes d bits of predetermined numbers, and d
is a positive integer.

[0018] In a possible implementation, all first plaintexts in the N first plaintexts have
a same size.

[0019] In a possible implementation, the predetermined encryption algorithm is an
addition homomorphic encryption algorithm; and the first terminal further includes the
following: a second acquisition module, configured to obtain M groups of second
plaintexts, where M is a positive integer, each of the M groups of second plaintexts
includes N second plaintexts, and the N second plaintexts are in one-to-one
correspondence with the N first plaintexts; a second splicing module, configured to
splice each group of the second plaintexts based on the first predetermined rule to obtain
M second target plaintexts; a second encryption module, configured to encrypt the M

second target plaintexts by using the predetermined encryption algorithm to obtain M
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second target ciphertexts; a first sending module, configured to send the first target
ciphertext and the M second target ciphertexts to a second terminal; a first receiving
module, configured to receive a third target ciphertext returned by the second terminal,
where the third target ciphertext is a result of adding the first target ciphertext and the
M second target ciphertexts; a decryption module, configured to decrypt the third target
ciphertext to obtain a third target plaintext; and an interception module, configured to
intercept the third target plaintext based on a second predetermined rule to obtain N
results of correspondingly adding the N first plaintexts and the M groups of second
plaintexts.

[0020] According to a fourth aspect, one or more embodiments of this specification
provide a second terminal, where the second terminal includes the following: a second
receiving module, configured to receive a first target ciphertext and M second target
ciphertexts that are sent by a first terminal, where the first target ciphertext includes N
first plaintexts, N is a positive integer greater than or equal to 2, the M second target
ciphertexts include M groups of second plaintexts, M is a positive integer, each of the
M groups of second plaintexts includes N second plaintexts, and the N second plaintexts
are in one-to-one correspondence with the N first plaintexts; a calculation module,
configured to add the first target ciphertext and the M second target ciphertexts to obtain
a third target ciphertext, where the third target ciphertext is a result of adding the first
target ciphertext and the M second target ciphertexts; and a second sending module,
configured to send the third target ciphertext to the first terminal.

[0021] According to a fifth aspect, one or more embodiments of this specification
provide a batch encryption system, where the system includes the first terminal
according to the third aspect and the second terminal according to the fourth aspect.
[0022] According to a sixth aspect, one or more embodiments of this specification
provide an electronic device, including a processor and a memory.

[0023] The processor is connected to the memory.

[0024] The memory is configured to store executable program code.

[0025] The processor runs a program corresponding to the executable program code

by reading the executable program code stored in the memory, to perform the methods
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provided in the first aspect, the second aspect, or any one of the possible
implementations of the first aspect of the embodiments of this specification.

[0026] According to a seventh aspect, one or more embodiments of this
specification provide a computer storage medium, where the computer storage medium
stores a plurality of instructions, and the instructions are used by a processor to load
and perform the steps of the methods provided in the first aspect, the second aspect, or
any one of the possible implementations of the first aspect of the embodiments of this
specification.

[0027] According to an eighth aspect, one or more embodiments of this
specification provide a computer program product including instructions, where when
the computer program product runs on a computer or a processor, the computer or the
processor is enabled to perform the batch encryption method provided in the first aspect,
the second aspect, or any one of the possible implementations of the first aspect of the
embodiments of this specification.

[0028] In the embodiments of this specification, the N first plaintexts that need to
be encrypted can be spliced based on the first predetermined rule to obtain the first
target plaintext, and the first target plaintext is encrypted by using the predetermined
encryption algorithm to obtain the first target ciphertext, where N is a positive integer
greater than or equal to 2. As such, a plurality of plaintexts are encrypted at one time,
that is, batch encryption is implemented, thereby improving encryption efficiency.
When the first terminal expects the second terminal to perform an addition operation
on a plurality of groups of plaintexts, the first terminal can encrypt the plurality of
groups of plaintexts based on the previous process, and send a plurality of
corresponding target ciphertexts to the second terminal. Each group of plaintexts
includes N target plaintexts. As such, a quantity of ciphertexts and traffic transmitted in
a network are significantly reduced. After receiving the plurality of target ciphertexts,
the second terminal can perform an addition operation on the plurality of target
ciphertexts, and return, to the first terminal, a finally obtained ciphertext including the
sum of the plurality of target ciphertexts. As such, while privacy and security of user

data are ensured, vectorization calculation is further supported, thereby reducing a
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quantity of calculation times, improving calculation efficiency, further reducing the
quantity of ciphertexts and traffic transmitted in the network, and improving network

transmission efficiency.

BRIEF DESCRIPTION OF DRAWINGS

[0029] To describe the technical solutions in the embodiments of this specification
more clearly, the following briefly describes the accompanying drawings needed in the
embodiments. Clearly, the accompanying drawings in the following description show
merely some embodiments of this specification, and a person of ordinary skill in the art
can still derive other drawings from these accompanying drawings without creative
efforts.

[0030] FIG. 1 is a schematic architectural diagram illustrating a batch encryption
system, according to one or more embodiments of this specification;

[0031] FIG. 2 is a schematic flowchart illustrating a batch encryption method,
according to one or more embodiments of this specification;

[0032] FIG. 3A is a schematic diagram illustrating a splicing process, according to
one or more embodiments of this specification;

[0033] FIG. 3B is a schematic diagram illustrating another splicing process,
according to one or more embodiments of this specification;

[0034] FIG. 4 is a schematic diagram illustrating a maximum value of N, according
to one or more embodiments of this specification;

[0035] FIG. 5A is a schematic diagram illustrating a process of splicing signed
integers, according to one or more embodiments of this specification;

[0036] FIG. 5B is a schematic diagram illustrating a process of splicing unsigned
integers, according to one or more embodiments of this specification;

[0037] FIG. 6 is a schematic flowchart illustrating another batch encryption method,
according to one or more embodiments of this specification;

[0038] FIG. 7 is a schematic diagram illustrating N first plaintexts and M groups of

second plaintexts, according to one or more embodiments of this specification;
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[0039] FIG. 8 is a schematic diagram illustrating a process of intercepting a result,
according to one or more embodiments of this specification;

[0040] FIG. 9 is a schematic structural diagram illustrating a first terminal,
according to one or more embodiments of this specification;

[0041] FIG. 10 is a schematic structural diagram illustrating a second terminal,
according to one or more embodiments of this specification; and

[0042] FIG. 11 is a schematic structural diagram illustrating an electronic device,

according to one or more embodiments of this specification.

DESCRIPTION OF EMBODIMENTS

[0043] The following clearly and comprehensively describes the technical solutions
in the embodiments of this specification with reference to the accompanying drawings
in the embodiments of this specification.

[0044] The terms such as "first", "second", and "third" in this specification, claims,
and accompanying drawings are intended to distinguish between different objects, but
do not describe a specific order. Furthermore, the terms "include" and "have" and any
other variants are intended to cover the non-exclusive inclusion. For example, a process,
method, system, product, or device that includes a series of steps or units is not limited
to the listed steps or units, but optionally further includes steps or units that are not
listed, or optionally further includes other steps or units inherent to such process,
method, product, or device.

[0045] FIG. 1 is a schematic architectural diagram illustrating a batch encryption
system, according to one or more embodiments of this specification. As shown in FIG.
1, the batch encryption system can include a first terminal 110 and a second terminal
120.

[0046] The first terminal 110 can be a first user device, and can specifically include
one or more first user devices. A first user corresponding to the first terminal can be a
user providing a plaintext (data) that needs to be encrypted. Software of a first user

version can be installed in the first terminal 110 for functions such as obtaining a
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plaintext and encrypting a plaintext. The first terminal 110 can establish a data
connection relationship with the second terminal 120 through a network, for example,
send a first target ciphertext and M second target ciphertexts to the second terminal 120,
and receive a third target ciphertext (the third target ciphertext is a result of adding the
first target ciphertext and the M second target ciphertexts) returned by the second
terminal 120. The first terminal 110 can be, but is not limited to, devices such as a
mobile phone, a tablet computer, or a notebook computer that the software of the first
user version is installed in.

[0047] The second terminal 120 can be a second user device, and can specifically
include one or more second user devices. A second user corresponding to the second
terminal can be a user who performs specific calculation for the ciphertext provided by
the first user. Software of a second user version can be installed in the second terminal
120 for functions such as receiving the first target ciphertext and the M second target
ciphertexts, and adding the first target ciphertext and the M second target ciphertexts
that are provided by the first terminal 110. The second terminal 120 can establish a data
connection relationship with the first terminal 110 through the network, for example,
receive the first target ciphertext and the M second target ciphertexts that are sent by
the first terminal 110, and send the third target ciphertext (the third target ciphertext is
a result of adding the first target ciphertext and the M second target ciphertexts that are
provided by the first terminal 110) to the first terminal 110. The second terminal 120
can be, but is not limited to, devices such as a mobile phone, a tablet computer, or a
notebook computer that the software of the second user version is installed in.

[0048] The network can be a medium providing a communication link between any
two user devices in the second terminal 120 and the first terminal 110, or can be an
Internet including a network device and a transmission medium. No limitation is
imposed here. The transmission medium can be a wired link (for example, but not
limited to, a coaxial cable, an optical fiber, or a digital subscriber line (DSL)) or a
wireless link (for example, but not limited to, wireless fidelity (Wi-Fi), Bluetooth, or a
mobile device network).

[0049] It can be understood that a quantity of first terminals 110 and a quantity of
9
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second terminals 120 in the batch encryption system shown in FIG. 1 are only examples.
In a specific implementation, any quantity of first terminals 110 and any quantity of
second terminals 120 can be included in the batch encryption system. No specific
limitation is imposed in the embodiments of this specification. For example, the first
terminal 110 can be a first terminal cluster including a plurality of first terminals, and
the second terminal 120 can be a second terminal cluster including a plurality of second
terminals.

[0050] A conventional encryption algorithm can be used to encrypt only one
plaintext at one time, and a size of a plaintext that can be encrypted in one ciphertext is
much larger than a size of one plaintext that actually needs to be encrypted. In multi-
party secure computing, there are usually many plaintexts. If only one plaintext can be
encrypted at one time, a large amount of space in the ciphertext that can be used to
encrypt the plaintext is wasted, and an obtained amount of ciphertext data is very large.
Consequently, both network transmission efficiency and terminal calculation efficiency
of these ciphertexts are low. To alleviate the previous problem, with reference to FIG.
1, the following describes a batch encryption method provided in one or more
embodiments of this specification. For details, references can be made to FIG. 2. FIG.
2 is a schematic flowchart illustrating a batch encryption method, according to one or
more embodiments of this specification. As shown in FIG. 2, the batch encryption
method includes the following steps:

[0051] Step 202. Obtain N first plaintexts.

[0052] Specifically, a first terminal 110 can receive the N plaintexts input by a first
user, or obtain the N plaintexts from a database. N is a positive integer greater than or
equal to 2. All first plaintexts in the N first plaintexts have a same size. The size of the
first plaintext can be 64 bits, 32 bits, 16 bits, etc. No limitation is imposed in this
specification.

[0053] Optionally, the first terminal 110 can obtain N first plaintexts of different
sizes. A size of the largest first plaintext in the N first plaintexts of different sizes is
equal to a predetermined size. The predetermined size can be 64 bits, 32 bits, 16 bits,

etc. No limitation is imposed in this specification. After obtaining the N first plaintexts
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of different sizes, the first terminal 110 can fill, with 0, a high-order bit of a first
plaintext with a size less than the predetermined size in the N first plaintexts of different
sizes, until the sizes of the N first plaintexts are all the predetermined size.

[0054] For example, N=2, that is, the first terminal 110 can obtain a 64-bit first
plaintext 1 "da39a3ee5e6b4b0d" (hexadecimal representation) and a 32-bit first
plaintext 2 "f9560189" (hexadecimal representation). It can be seen from the previous
description that, sizes of the two first plaintexts obtained by the first terminal 110 are
different, and the size of the first plaintext 1 is the predetermined size (64 bits). In this
case, after obtaining the two first plaintexts, the terminal 110 can further fill, with 0, a
high-order bit of the first plaintext 2 with a size less than the predetermined size (64
bits) in the two first plaintexts, until the size of the first plaintext 2 is the predetermined
size (64 bits). In this case, a 64-bit first plaintext 2 filled with 0 is "00000000f9560189"
(hexadecimal representation).

[0055] Step 204. Splice the N first plaintexts based on a first predetermined rule to
obtain a first target plaintext.

[0056] Specifically, the N first plaintexts can be spliced based on a predetermined
sequence to obtain the first target plaintext. The predetermined sequence can be a
descending order or an ascending order of the N first plaintexts, or can be a sequence
of inputting the N first plaintexts by the first user, etc. No limitation is imposed in this
specification.

[0057] For example, N=2. As shown in FIG. 3A, when the first terminal 110 obtains
a 64-bit first plaintext 310 "aa39a3eeSebb4bcec"” (hexadecimal representation) and a 64-
bit first plaintext 320 "dd99e3eeSe6644dd" (hexadecimal representation), if the
predetermined sequence is that the first plaintext 320 comes before the first plaintext
310, the first plaintext 320 and the first plaintext 310 in FIG. 3A can be spliced based
on the predetermined sequence to obtain a first target plaintext 330
"dd99e3eeSe6644ddaa39a3eeSebb4bec” shown in FIG. 3A.

[0058] Optionally, to prevent an integer at a low-order bit position from
overflowing in an addition operation and affecting correctness of an integer at an

adjacent high-order bit position, a predetermined gap can be inserted between every
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two adjacent first plaintexts in the N first plaintexts, and the N first plaintexts and the
inserted predetermined gap are spliced to obtain the first target plaintext. That is, the
first target plaintext includes the N first plaintexts and the predetermined gap between
every two adjacent first plaintexts in the N first plaintexts. The predetermined gap
includes d bits of predetermined numbers, and d is a positive integer. The above-
mentioned d can be 8, 16, 32, etc. No limitation is imposed in this specification. The
predetermined number can be 0, 1, etc. No limitation is imposed in this specification.
If the size of the plaintext is p bits (bit), the predetermined gap is d bits, and a maximum

size of a plaintext that can be encrypted in one ciphertext is k bits, a maximum of

L(k +d)/(p+ d)J plaintexts can be encrypted in one time of batch encryption, that is, a

maximum value of N is I-(k +d)/(p+ d)J. The symbol L J represents rounding down.
[0059] For example, N=2. As shown in FIG. 3B, when the first terminal 110 obtains
a 64-bit first plaintext 310 "aa39a3eeSeb6bdbcc” (hexadecimal representation) and a 64-
bit first plaintext 320 "dd99e3ee5e6644dd" (hexadecimal representation), if a
predetermined gap 340 is"00000000" (hexadecimal representation), that is, a size of the
predetermined gap 340 is 32 bits and the predetermined gap 340 includes the number
0, the first plaintext 310, the predetermined gap 340, and the first plaintext 320 can be
spliced to obtain a first target plaintext 350
"aa39a3eeSe6b4bcc00000000dd99e3ee5e6644d".

[0060] For example, as shown in FIG. 4, when a maximum size of a plaintext that
can be encrypted in one ciphertext is 2048 bits, the size of each first plaintext in the N
first plaintext is 16 bits, and the size of the predetermined gap is 8 bits, a maximum of
28 first plaintexts can be encrypted in one time of batch encryption, that is, N is a
positive integer greater than or equal to 2 and less than or equal to 28. When a maximum
size of a plaintext that can be encrypted in one ciphertext is 2048 bits, the size of each
first plaintext in the N first plaintexts is 32 bits, and the size of the predetermined gap
is 16 bits, a maximum of 14 first plaintexts can be encrypted in one time of batch
encryption, that is, N is a positive integer greater than or equal to 2 and less than or

equal to 14. When a maximum size of a plaintext that can be encrypted in one ciphertext
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is 2048 bits, the size of each first plaintext in the N first plaintexts is 64 bits, and the
size of the predetermined gap is O bits, a maximum of 10 first plaintexts can be
encrypted in one time of batch encryption, that is, N is a positive integer greater than or
equal to 2 and less than or equal to 10. When a maximum size of a plaintext that can be
encrypted in one ciphertext is 2048 bits, the size of each first plaintext in the N first
plaintexts is 64 bits, and the size of the predetermined gap is 16 bits, a maximum of 8
first plaintexts can be encrypted in one time of batch encryption, that is, N is a positive
integer greater than or equal to 2 and less than or equal to 8.

[0061] Optionally, the N first plaintexts include signed integers. When an integer is
represented in binary, the leftmost digit indicating whether the integer is a positive
integer or a negative integer is a signed integer. The signed integer includes a positive
integer and a negative integer. Before the N first plaintexts are spliced based on the first
predetermined rule to obtain the target first plaintext, first plaintexts being the signed
integers can be converted into corresponding complements first, that is, negative
integers in the N first plaintexts are converted into corresponding complements, and
complements corresponding to positive integers in the N first plaintexts are the same as
sign—magnitude representation, so that no conversion is needed. Then, the complements
corresponding to the signed integers in the N first plaintexts are spliced based on the
first predetermined rule to obtain the first target plaintext. The first target plaintext
includes the N first plaintexts and the predetermined gap between every two adjacent
first plaintexts in the N first plaintexts. The predetermined gap includes d bits of
predetermined numbers, and d is a positive integer. The above-mentioned d can be 8§,
16, 32, etc., or the above-mentioned d can be 0, that is, the size of the predetermined
gap inserted between every two adjacent first plaintexts is 0. This is equivalent to that
the N plaintexts are directly spliced without inserting the predetermined gap. No
limitation is imposed in this specification. The predetermined number can be 0, 1, etc.
No limitation is imposed in this specification.

[0062] For example, N=2. As shown in FIG. 5A, when the first terminal 110 obtains
an 8-bit first plaintext 510 "01111111" (binary representation) and an 8-bit first plaintext

520 "10000111" (binary representation), if both the first plaintext 510 and the first
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plaintext 520 are signed integers, the first plaintext 510 is a positive integer, and the
second plaintext is a negative integer. First, the first plaintext 510 being the signed
positive integer can be converted into a corresponding complement 511 "01111111"
(binary representation), and the first plaintext 520 being the signed negative integer can
be converted into a corresponding complement 521 "11111001" (binary representation).
Then, the complements corresponding to the signed integers in the N first plaintexts are
spliced based on the first predetermined rule, that is, a predetermined gap 530 including
a 4-bit predetermined number "0" is inserted between the complement 511 and the
complement 521, and splicing is performed to obtain a first target plaintext 540
"01111111000011111001" shown in FIG. 5A.

[0063] Optionally, the N first plaintexts further include unsigned integers in
addition to the signed integers. When an integer is represented in binary, if the leftmost
digit is not used to represent a positive number or a negative number, but is joined with
the following digits to represent an integer, the integer is an unsigned integer. The
unsigned integer can only be a positive number. The complements corresponding to the
signed integers in the N first plaintexts and the unsigned integers can be spliced based
on the first predetermined rule to obtain the first target plaintext. The first target
plaintext includes the N first plaintexts and the predetermined gap between every two
adjacent first plaintexts in the N first plaintexts. The predetermined gap includes d bits
of predetermined numbers, and d is a positive integer. The above-mentioned d can be
8, 16, 32, etc., or the above-mentioned d can be 0, that is, the predetermined gap is not
inserted between every two adjacent first plaintexts or the size of the predetermined gap
inserted between every two adjacent first plaintexts is 0, that is, the N plaintexts are
directly spliced. No limitation is imposed in this specification. The predetermined
number can be 0, 1, etc. No limitation is imposed in this specification.

[0064] Optionally, the N first plaintexts can include only unsigned integers. When
an integer is represented in binary, if the leftmost digit is not used to represent a positive
number or a negative number, but is joined with the following digits to represent an
integer, the integer is an unsigned integer. The unsigned integer can only be a positive

number. The N first plaintexts can be directly spliced based on the first predetermined
14



10

15

20

25

30

rule to obtain the first target plaintext. The first target plaintext includes the N first
plaintexts and the predetermined gap between every two adjacent first plaintexts in the
N first plaintexts. The predetermined gap includes d bits of predetermined numbers,
and d is a positive integer. The above-mentioned d can be 8, 16, 32, etc., or the above-
mentioned d can be 0, that is, the predetermined gap is not inserted between every two
adjacent first plaintexts or the size of the predetermined gap inserted between every two
adjacent first plaintexts is 0O, that is, the N plaintexts are directly spliced. No limitation
is imposed in this specification. The predetermined number can be 0, 1, etc. No
limitation is imposed in this specification.

[0065] For example, N=3. As shown in FIG. 5B, when the first terminal 110 obtains
three 64-bit unsigned integers: a first plaintext 550 "da39a3ee5e6b4b0d" (hexadecimal
representation), a first plaintext 560 "d3255bfef9560189" (hexadecimal representation),
and a first plaintext 570 "934ca495991b7852" (hexadecimal representation), the first
terminal 110 can directly splice the three first plaintexts based on the predetermined
sequence, that is, insert a predetermined gap 580 that includes a 16-bit predetermined
number "0" between the first plaintext 550 and the first plaintext 560 and between the
first plaintext 560 and the first plaintext 570, and perform splicing to obtain a first target
plaintext 590
"934¢a495991b785200000000d3255bfef956018900000000da39a3ee5e6b4b0d"
(hexadecimal representation) shown in FIG. 5B.

[0066] Step 206. Encrypt the first target plaintext by using a predetermined
encryption algorithm to obtain a first target ciphertext.

[0067] Specifically, the first target plaintext obtained by splicing the N plaintexts
can be encrypted by using the predetermined encryption algorithm to obtain the first
target ciphertext. The first target ciphertext includes the N plaintexts. The
predetermined encryption algorithm includes an addition homomorphic encryption
algorithm such as an Okamoto-Uchiyama (OU) encryption algorithm and a Paillier
encryption algorithm, a multiplication homomorphic encryption algorithm, etc. No
limitation is imposed in this specification. The addition homomorphic encryption

algorithm is a homomorphic encryption algorithm that supports addition of ciphertexts.
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The multiplication homomorphic encryption algorithm is a homomorphic encryption
algorithm that supports multiplication of ciphertexts.

[0068] In the embodiments of this specification, the N first plaintexts that need to
be encrypted are spliced based on the first predetermined rule to obtain the first target
plaintext, and the first target plaintext is encrypted by using the predetermined
encryption algorithm to obtain the first target ciphertext, where N is a positive integer
greater than or equal to 2. As such, a plurality of plaintexts are encrypted at one time,
that is, batch encryption is implemented, thereby improving encryption efficiency,
significantly reducing a quantity of ciphertexts, and reducing traffic transmitted in a
network. In addition, in the embodiments of this specification, the signed integer is first
converted into the form of complement, and then splicing is performed, so that batch
encryption of the signed integers is implemented.

[0069] When the predetermined encryption algorithm is an addition homomorphic
encryption algorithm, to alleviate problems such as low network transmission
efficiency and low terminal calculation efficiency of a conventional addition
homomorphic encryption algorithm, with reference to FIG. 6, the following describes
another batch encryption method provided in one or more embodiments of this
specification. For details, references can be made to FIG. 6. FIG. 6 is a schematic
flowchart illustrating another batch encryption method, according to one or more
embodiments of this specification. As shown in FIG. 6, the batch encryption method
includes the following steps:

[0070] Step 602. A first terminal obtains N first plaintexts.

[0071] Specifically, step 602 is consistent with step 202, and details are omitted
here for simplicity.

[0072] Step 604. The first terminal splice the N first plaintexts based on a first
predetermined rule to obtain a first target plaintext.

[0073] Specifically, step 604 is consistent with step 204, and details are omitted
here for simplicity.

[0074] Step 606. The first terminal encrypts the first target plaintext by using a

predetermined encryption algorithm to obtain a first target ciphertext.
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[0075] Specifically, step 606 is consistent with step 206, and details are omitted
here for simplicity.

[0076] Step 608. The first terminal obtains M groups of second plaintexts.

[0077] Specifically, the first terminal can receive the M groups of second plaintexts
input by a first user, or obtain the M groups of second plaintexts from a database. M is
a positive integer. Each of the M groups of second plaintexts includes N second
plaintexts. The N second plaintexts are in one-to-one correspondence with the N first
plaintexts. N is a positive integer greater than or equal to 2. All second plaintexts in the
N second plaintexts have a same size. All first plaintexts in the N first plaintexts also
have a same size, and the size of the first plaintext is equal to the size of the second
plaintext. The size of the second plaintext can be 64 bits, 32 bits, 16 bits, etc. No
limitation is imposed in this specification.

[0078] For example, M=1 and N=2. As shown in FIG. 7, the first terminal obtains
a group of second plaintexts, the group of second plaintexts 720 includes a second
plaintext 721 "10010111" (binary representation) and a second plaintext 722
"O1111111" (binary representation), the second plaintext 721 corresponds to a first
plaintext 711 "01010100" (binary representation) in two first plaintexts 710 obtained
by the first terminal, and the second plaintext 722 corresponds to a first plaintext 712
"00101010" (binary representation) in the two first plaintexts 710 obtained by the first
terminal. Sizes of the second plaintext 721, the second plaintext 722, the first plaintext
711, and the first plaintext 712 are all 8 bits.

[0079] Step 610. The first terminal splices each group of second plaintext based on
the first predetermined rule to obtain M second target plaintexts.

[0080] Specifically, the first terminal can splice each group of second plaintexts in
the obtained M groups of second plaintexts based on the first predetermined rule to
obtain M second target plaintexts. The specific splicing process is consistent with step
204, and details are omitted here for simplicity.

[0081] Step 612. The first terminal encrypts the M second target plaintexts by using
the predetermined encryption algorithm to obtain M second target ciphertexts.

[0082] Specifically, the first terminal can encrypt the M second target plaintexts by
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using the predetermined encryption algorithm to obtain M second target ciphertexts.
Each second target ciphertext includes N second plaintexts. The predetermined
encryption algorithm is an addition homomorphic encryption algorithm. The addition
homomorphic encryption algorithm is a homomorphic encryption algorithm that
supports addition of ciphertexts. The addition homomorphic encryption algorithm
includes an OU encryption algorithm and a Paillier encryption algorithm, etc. No
limitation is imposed in this specification.

[0083] Step 614. The first terminal sends the first target ciphertext and the M second
target ciphertexts to a second terminal.

[0084] Specifically, after respectively encrypting the N first plaintexts and the M
groups of second plaintexts that an addition operation needs to be performed on, to
obtain the first target ciphertext and the M second target ciphertexts, the first terminal
can send the first target ciphertext and the M second target ciphertexts to the second
terminal through a network, and the second terminal performs corresponding addition
calculation.

[0085] Step 616. The second terminal receives the first target ciphertext and the M
second target ciphertexts that are sent by the first terminal.

[0086] Specifically, the second terminal can receive, through the network, the first
target ciphertext and the M second target ciphertexts that are sent by the first terminal.
The first target ciphertext includes N first plaintexts. N is a positive integer greater than
or equal to 2. The M second target ciphertexts include M groups of second plaintexts.
M is a positive integer. Each of the M groups of second plaintexts includes N second
plaintexts. The N second plaintexts are in one-to-one correspondence with the N first
plaintexts.

[0087] Step 618. The second terminal adds the first target ciphertext and the M
second target ciphertexts to obtain a third target ciphertext.

[0088] Specifically, after receiving, through the network, the first target ciphertext
and the M second target ciphertexts that are sent by the first terminal, the second
terminal can perform addition calculation on the first target ciphertext and the M second

target ciphertexts, thereby obtaining the third target ciphertext. The third target
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ciphertext is a result of adding the first target ciphertext and the M second target
ciphertexts.

[0089] Step 620. The second terminal sends the third target ciphertext to the first
terminal.

[0090] Specifically, after calculating the sum of the first target ciphertext and the M
second target ciphertexts that are sent by the first terminal, the second terminal can send
the result obtained through calculation, namely, the third target ciphertext, to the first
terminal through the network. Therefore, the N first plaintexts and the N second
plaintexts included in each of the M groups of second plaintexts are added in a one-to-
one correspondence way without viewing the N first plaintexts and the M groups of
second plaintexts that are encrypted by the first terminal, thereby greatly protecting
security and privacy of data such as the first plaintext and the second plaintext.

[0091] Step 622. The first terminal receives the third target ciphertext returned by
the second terminal.

[0092] Specifically, the first terminal can receive, through the network, the third
target ciphertext returned after the second terminal performs addition calculation on the
first target ciphertext and the M second target ciphertexts. The third target ciphertext is
a result of adding the first target ciphertext and the M second target ciphertexts.

[0093] Step 624. The first terminal decrypts the third target ciphertext to obtain a
third target plaintext.

[0094] Specifically, after receiving the third target ciphertext obtained by
performing addition calculation on the first target ciphertext and the M second target
ciphertexts, the first terminal can further decrypt the third target ciphertext by using a
predetermined decryption algorithm, thereby obtaining the third target plaintext
corresponding to the third target ciphertext. The predetermined decryption algorithm
corresponds to the predetermined encryption algorithm. The predetermined decryption
algorithm includes an OU decryption algorithm and a Paillier decryption algorithm, etc.
No limitation is imposed in this specification.

[0095] Step 626. The first terminal intercepts the third target plaintext based on a

second predetermined rule to obtain N results of correspondingly adding the N first
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plaintexts and the M groups of second plaintexts.

[0096] Specifically, the first terminal can intercept the third target plaintext based
on a predetermined size of the first plaintext and a predetermined gap, to obtain N
results corresponding to N predetermined ranges. If the predetermined size of the first
plaintext is p bits and the predetermined gap is d bits, the third target plaintext can be
intercepted to obtain a first result corresponding to a first predetermined range [0, p),
the third target plaintext can be intercepted to obtain a second result corresponding to a
second predetermined range [p+d, 2p+d), and so on. The third target plaintext can be
intercepted to obtain an Nth result corresponding to an Nth predetermined range [(N—
1)(p+d), Np+(N-1)d).

[0097] For example, when the third target ciphertext is the sum of the second target
ciphertext corresponding to the group of second plaintexts 720 in FIG. 7 and the first
target ciphertext corresponding to the two first plaintexts 710 in FIG. 7, if the
predetermined gap in each of the first target ciphertext and the second target ciphertext
is 4 bits, and includes the number "0," the third target ciphertext can be decrypted to
obtain a third target plaintext 810 shown in FIG. 8. In addition, the first terminal can
perform interception at a position 1 corresponding to bits [0, 8) in the third target
plaintext 810 to obtain a result 820 "11101011" (binary representation) of performing
addition calculation on the first plaintext 711 "01010100" (binary representation) and
the second plaintext 721 "10010111" (binary representation), and the first terminal can
further perform interception at a position 2 corresponding to bits [12, 20) in the third
target plaintext 810 to obtain a result 830 "11101001" (binary representation) of
performing addition calculation on the first plaintext 712 "00101010" (binary
representation) and the second plaintext 722 "01111111" (binary representation).
[0098] In the embodiments of this specification, because a size of each target
ciphertext is fixed, and N plaintexts are correspondingly encrypted for each target
ciphertext. As such, encryption efficiency is improved, and a quantity of ciphertexts
that the first terminal needs to send to the second terminal is greatly reduced, thereby
improving a data transmission volume and data transmission efficiency between the

first terminal and the second terminal. In addition, N plaintexts are correspondingly
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encrypted for each target ciphertext. As such, when the second terminal performs an
addition operation on the target ciphertexts, only one addition operation needs to be
performed to complete a calculation amount in N addition operations that originally
need to be performed, thereby greatly improving calculation efficiency of the second
terminal. In the embodiments of this specification, the predetermined gap is further
inserted between every two adjacent plaintexts, and then splicing and encryption are
performed. This can effectively prevent a plaintext at a low-order bit position from
overflowing in an addition process and affecting accuracy of a plaintext at an adjacent
high-order bit position, thereby improving accuracy of calculation between ciphertexts.
[0099] FIG. 9 is a schematic structural diagram illustrating a first terminal,
according to one or more embodiments of this specification. The first terminal 900
includes the following: a first acquisition module 910, configured to obtain N first
plaintexts, where N is a positive integer greater than or equal to 2; a first splicing module
920, configured to splice the N first plaintexts based on a first predetermined rule to
obtain a first target plaintext; and a first encryption module 930, configured to encrypt
the first target plaintext by using a predetermined encryption algorithm to obtain a first
target ciphertext.

[0100] In a possible implementation, the N first plaintexts include signed integers.

[0101] The first terminal 900 further includes the following: a conversion module,
configured to convert first plaintexts being the signed integers into corresponding
complements.

[0102] The first splicing module 920 is specifically configured to splice the
complements corresponding to the signed integers in the N first plaintexts based on the
first predetermined rule to obtain the first target plaintext.

[0103] In a possible implementation, the N first plaintexts further include unsigned
integers.

[0104] The first splicing module 920 is specifically configured to splice the
complements corresponding to the signed integers in the N first plaintexts and the
unsigned integers based on the first predetermined rule to obtain the first target plaintext.

[0105] In a possible implementation, the first splicing module 920 is specifically
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configured to splice the N first plaintexts based on a predetermined sequence to obtain
the first target plaintext.

[0106] In a possible implementation, the first target plaintext includes the N first
plaintexts and a predetermined gap between every two adjacent first plaintexts in the N
first plaintexts, the predetermined gap includes d bits of predetermined numbers, and d
is a positive integer.

[0107] In a possible implementation, all first plaintexts in the N first plaintexts have
a same size.

[0108] In a possible implementation, the predetermined encryption algorithm is an
addition homomorphic encryption algorithm.

[0109] The first terminal 900 further includes the following: a second acquisition
module, configured to obtain M groups of second plaintexts, where M is a positive
integer, each of the M groups of second plaintexts includes N second plaintexts, and
the N second plaintexts are in one-to-one correspondence with the N first plaintexts; a
second splicing module, configured to splice each group of the second plaintexts based
on the first predetermined rule to obtain M second target plaintexts; a second encryption
module, configured to encrypt the M second target plaintexts by using the
predetermined encryption algorithm to obtain M second target ciphertexts; a first
sending module, configured to send the first target ciphertext and the M second target
ciphertexts to a second terminal; a first receiving module, configured to receive a third
target ciphertext returned by the second terminal, where the third target ciphertext is a
result of adding the first target ciphertext and the M second target ciphertexts; a
decryption module, configured to decrypt the third target ciphertext to obtain a third
target plaintext; and an interception module, configured to intercept the third target
plaintext based on a second predetermined rule to obtain N results of correspondingly
adding the N first plaintexts and the M groups of second plaintexts.

[0110] FIG. 10 is a schematic structural diagram illustrating a second terminal,
according to one or more embodiments of this specification. The second terminal 1000
includes the following:

[0111] a second receiving module 1010, configured to receive a first target
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ciphertext and M second target ciphertexts that are sent by a first terminal, where the
first target ciphertext includes N first plaintexts, N is a positive integer greater than or
equal to 2, the M second target ciphertexts include M groups of second plaintexts, M is
a positive integer, each of the M groups of second plaintexts includes N second
plaintexts, and the N second plaintexts are in one-to-one correspondence with the N
first plaintexts; a calculation module 1020, configured to add the first target ciphertext
and the M second target ciphertexts to obtain a third target ciphertext, where the third
target ciphertext is a result of adding the first target ciphertext and the M second target
ciphertexts; and a second sending module 1030, configured to send the third target
ciphertext to the first terminal.

[0112] Division of the modules in the first terminal and the second terminal is
merely used as an example for description. In other embodiments, the first terminal and
the second terminal each can be divided into different modules based on needs, to
complete all or some functions of the first terminal and the second terminal. Various
modules in the first terminal and the second terminal provided in the embodiments of
this specification can be implemented in a form of a computer program. The computer
program can be run on a terminal or a server. A program module including the computer
program can be stored in a memory of the terminal or the server. When the computer
program is executed by a processor, all or some steps of the batch encryption method
described in the embodiments of this specification are implemented.

[0113] FIG. 11 is a schematic structural diagram illustrating an electronic device,
according to one or more embodiments of this specification. As shown in FIG. 11, the
electronic device 1100 can include at least one processor 1110, at least one network
interface 1120, a user interface 1130, a memory 1140, and at least one communication
bus 1150.

[0114] The communication bus 1150 can be configured to implement connection
and communication between the components.

[0115] The user interface 1130 can include a display and a camera. Optionally, the
user interface can further include a standard wired interface and a standard wireless

interface.
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[0116] Optionally, the network interface 1120 can include a Bluetooth module, a
near field communication (NFC) module, a Wi-Fi module, etc.

[0117] The processor 1110 can include one or more processing cores. The processor
1110 is connected to each part of the entire electronic device 1100 by using various
interfaces and lines, and performs various functions of the electronic device 1100 and
data processing by running or executing the instructions, the program, the code set, or
the instruction set that is stored in the memory 1140 and by invoking the data stored in
the memory 1140. Optionally, the processor 1110 can be implemented in at least one
hardware form in digital signal processing (DSP), a field-programmable gate array
(FPGA), and a programmable logic array (PLA). The processor 1110 can integrate one
or a combination of several of a central processing unit (CPU), a graphics processing
unit (GPU), a modem, etc. The CPU mainly deals with an operating system, a user
interface, an application, etc. The GPU is responsible for rendering and drawing content
that needs to be displayed on a display. The modem is used to deal with wireless
communication. It can be understood that the modem can be separately implemented
by using one chip without being integrated into the processor 1110.

[0118] The memory 1140 can include a random access memory (RAM), or can
include a read-only memory (ROM). Optionally, the memory 1140 includes a non-
transitory computer readable medium. The memory 1140 can be configured to store
instructions, a program, code, a code set, or an instruction set. The memory 1140 can
include a program storage area and a data storage area. The program storage area can
store instructions for implementing an operating system, instructions used for at least
one function (such as obtaining a plaintext and sending a target ciphertext), instructions
for implementing the previous various method embodiments, etc. The data storage area
can store data in the previous various method embodiments etc. Optionally, the memory
1140 can be at least one storage apparatus located far from the processor 1110. As
shown in FIG. 11, the memory 1140 used as a computer storage medium can include
an operating system, a network communication module, a user interface module, and
an application.

[0119] In some possible embodiments, the electronic device 1100 can be the
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previous first terminal. In the electronic device 1100 shown in FIG. 11, the user
interface 1130 is mainly configured to provide an input interface for the user, for
example, a button on the first terminal, to obtain an instruction triggered by the user.
The processor 1110 can be configured to invoke the application stored in the memory
1140, and specifically perform the following operations: obtaining N first plaintexts,
where N is a positive integer greater than or equal to 2; splicing the N first plaintexts
based on a first predetermined rule to obtain a first target plaintext; and encrypting the
first target plaintext by using a predetermined encryption algorithm to obtain a first
target ciphertext.

[0120] In some possible embodiments, the N first plaintexts include signed integers.
[0121] After obtaining the N first plaintexts, and before splicing the N first
plaintexts based on the first predetermined rule to obtain the target first plaintext, the
processor 1110 is further configured to convert first plaintexts being the signed integers
into corresponding complements.

[0122] When splicing the N first plaintexts based on the first predetermined rule to
obtain the first target plaintext, the processor 1110 is specifically configured to splice
the complements corresponding to the signed integers in the N first plaintexts based on
the first predetermined rule to obtain the first target plaintext.

[0123] In some possible embodiments, the N first plaintexts further include
unsigned integers.

[0124] When splicing the N first plaintexts based on the first predetermined rule to
obtain the first target plaintext, the processor 1110 is specifically configured to splice
the complements corresponding to the signed integers in the N first plaintexts and the
unsigned integers based on the first predetermined rule to obtain the first target plaintext.
[0125] In some possible embodiments, when splicing the N first plaintexts based
on the first predetermined rule to obtain the first target plaintext, the processor 1110 is
specifically configured to splice the N first plaintexts based on a predetermined
sequence to obtain the first target plaintext.

[0126] In some possible embodiments, the first target plaintext includes the N first

plaintexts and a predetermined gap between every two adjacent first plaintexts in the N
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first plaintexts, the predetermined gap includes d bits of predetermined numbers, and d
is a positive integer.

[0127] In some possible embodiments, all first plaintexts in the N first plaintexts
have a same size.

[0128] In some possible embodiments, the method is applied to a first terminal, and
the predetermined encryption algorithm is an addition homomorphic encryption
algorithm.

[0129] The processor 1110 is further configured to obtain M groups of second
plaintexts, where M is a positive integer, each of the M groups of second plaintexts
includes N second plaintexts, and the N second plaintexts are in one-to-one
correspondence with the N first plaintexts; splice each group of the second plaintexts
based on the first predetermined rule to obtain M second target plaintexts; encrypt the
M second target plaintexts by using the predetermined encryption algorithm to obtain
M second target ciphertexts; send the first target ciphertext and the M second target
ciphertexts to a second terminal; receive a third target ciphertext returned by the second
terminal, where the third target ciphertext is a result of adding the first target ciphertext
and the M second target ciphertexts; decrypt the third target ciphertext to obtain a third
target plaintext; and intercept the third target plaintext based on a second predetermined
rule to obtain N results of correspondingly adding the N first plaintexts and the M
groups of second plaintexts.

[0130] In some possible embodiments, the electronic device 1100 can be the
previous second terminal. In the electronic device 1100 shown in FIG. 11, the user
interface 1130 is mainly configured to provide an input interface for the user, for
example, a button on the second terminal, to obtain an instruction triggered by the user.
The processor 1110 can be configured to invoke the application stored in the memory
1140, and specifically perform the following operations: receiving a first target
ciphertext and M second target ciphertexts that are sent by a first terminal, where the
first target ciphertext includes N first plaintexts, N is a positive integer greater than or
equal to 2, the M second target ciphertexts include M groups of second plaintexts, M is

a positive integer, each of the M groups of second plaintexts includes N second
26



10

15

20

25

30

plaintexts, and the N second plaintexts are in one-to-one correspondence with the N
first plaintexts; adding the first target ciphertext and the M second target ciphertexts to
obtain a third target ciphertext, where the third target ciphertext is a result of adding the
first target ciphertext and the M second target ciphertexts; and sending the third target
ciphertext to the first terminal.

[0131] One or more embodiments of this specification further provide a computer-
readable storage medium. The computer-readable storage medium stores instructions,
and when the instructions are run on a computer or a processor, the computer or the
processor is enabled to perform one or more steps in the previous embodiments. When
each component module of the first terminal and the second terminal is implemented in
the form of a software functional module and sold or used as an independent product,
the module can be stored in the computer-readable storage medium.

[0132] The previous embodiments can be all or partially implemented by software,
hardware, firmware, or any combination thereof. When the embodiments are
implemented by software, the embodiments can be all or partially implemented in the
form of a computer program product. The computer program product includes one or
more computer instructions. When the previous computer program instructions are
loaded and executed on a computer, the procedure or functions described based on the
embodiments of this specification are all or partially generated. The computer can be a
general-purpose computer, a dedicated computer, a computer network, or other
programmable apparatuses. The computer instructions can be stored in a computer-
readable storage medium or transmitted by using the computer-readable storage
medium. The computer instructions can be transmitted from a website, computer, server,
or data center to another website, computer, server, or data center in a wired (for
example, a coaxial cable, an optical fiber, or a DSL) or wireless (for example, infrared,
radio, or microwave) way. The computer-readable storage medium can be any usable
medium accessible by a computer, or a data storage device, such as a server or a data
center, integrating one or more usable media. The usable medium can be a magnetic
medium (for example, a floppy disk, a hard disk, or a magnetic tape), an optical medium

(for example, a digital versatile disc (DVD)), a semiconductor medium (for example, a
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solid-state drive (SSD)), etc.

[0133] A person of ordinary skill in the art can understand that all or some of the
procedures of the method in the embodiments can be implemented by a computer
program instructing related hardware. The program can be stored in a computer-
readable storage medium. When the program is executed, the procedures of the method
embodiments are performed. The storage medium includes any medium that can store
program code, such as a ROM, a RAM, a magnetic disk, or an optical disc. The
technical features in the embodiments and the implementation solutions can be
randomly combined if they do not conflict with each other.

[0134] The previous embodiments are only intended for describing some
embodiments of this specification other than limiting the scope of this specification.
variations and improvements made by a person of ordinary skill in the art to the
technical solutions of this specification without departing from the design spirit of this
specification should fall within the protection scope determined by the appended claims.
[0135] Specific embodiments of this specification are described above. Other
embodiments fall within the scope of the appended claims. In some situations, the
actions or steps described in the claims can be performed in an order different from the
order in the embodiments, and the desired results can still be achieved. In addition, the
process depicted in the accompanying drawings does not necessarily need a particular
execution order to achieve the desired results. In some implementations, multi-tasking

and concurrent processing is feasible or can be advantageous.
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What is claimed is:

1. A batch encryption method, wherein the method comprises:

obtaining N first plaintexts, wherein N is a positive integer greater than or equal
to 2;

splicing the N first plaintexts based on a first predetermined rule to obtain a first
target plaintext; and

encrypting the first target plaintext by using a predetermined encryption algorithm
to obtain a first target ciphertext.

2. The method according to claim 1, wherein the N first plaintexts comprise signed
integers;

after the obtaining N first plaintexts, and before the splicing the N first plaintexts
based on a first predetermined rule to obtain a target first plaintext, the method further
comprises:

converting first plaintexts being the signed integers into corresponding
complements; and

the splicing the N first plaintexts based on a first predetermined rule to obtain a
first target plaintext comprises:

splicing the complements corresponding to the signed integers in the N first
plaintexts based on the first predetermined rule to obtain the first target plaintext.

3. The method according to claim 2, wherein the N first plaintexts further comprise
unsigned integers; and

the splicing the N first plaintexts based on a first predetermined rule to obtain a
first target plaintext comprises:

splicing the complements corresponding to the signed integers in the N first
plaintexts and the unsigned integers based on the first predetermined rule to obtain the
first target plaintext.

4. The method according to claim 1, wherein the splicing the N first plaintexts

based on a first predetermined rule to obtain a first target plaintext comprises:
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splicing the N first plaintexts based on a predetermined sequence to obtain the first
target plaintext.

5. The method according to any one of claims 1 to 4, wherein the first target
plaintext comprises the N first plaintexts and a predetermined gap between every two
adjacent first plaintexts in the N first plaintexts, the predetermined gap comprises d bits
of predetermined numbers, and d is a positive integer.

6. The method according to claim 1, wherein all first plaintexts in the N first
plaintexts have a same size.

7. The method according to claim 1, wherein the method is applied to a first
terminal, the predetermined encryption algorithm is an addition homomorphic
encryption algorithm, and the method further comprises:

obtaining M groups of second plaintexts, wherein M is a positive integer, each of
the M groups of second plaintexts comprises N second plaintexts, and the N second
plaintexts are in one-to-one correspondence with the N first plaintexts;

splicing each group of the second plaintexts based on the first predetermined rule
to obtain M second target plaintexts;

encrypting the M second target plaintexts by using the predetermined encryption
algorithm to obtain M second target ciphertexts;

sending the first target ciphertext and the M second target ciphertexts to a second
terminal;

receiving a third target ciphertext returned by the second terminal, wherein the
third target ciphertext is a result of adding the first target ciphertext and the M second
target ciphertexts;

decrypting the third target ciphertext to obtain a third target plaintext; and

intercepting the third target plaintext based on a second predetermined rule to
obtain N results of correspondingly adding the N first plaintexts and the M groups of
second plaintexts.

8. A batch encryption method, applied to a second terminal, wherein the method
comprises:

receiving a first target ciphertext and M second target ciphertexts that are sent by
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a first terminal, wherein the first target ciphertext comprises N first plaintexts, N is a
positive integer greater than or equal to 2, the M second target ciphertexts comprise M
groups of second plaintexts, M is a positive integer, each of the M groups of second
plaintexts comprises N second plaintexts, and the N second plaintexts are in one-to-one
correspondence with the N first plaintexts;

adding the first target ciphertext and the M second target ciphertexts to obtain a
third target ciphertext, wherein the third target ciphertext is a result of adding the first
target ciphertext and the M second target ciphertexts; and

sending the third target ciphertext to the first terminal.

9. A first terminal, wherein the first terminal comprises:

a first acquisition module, configured to obtain N first plaintexts, wherein N is a
positive integer greater than or equal to 2;

a first splicing module, configured to splice the N first plaintexts based on a first
predetermined rule to obtain a first target plaintext; and

a first encryption module, configured to encrypt the first target plaintext by using
a predetermined encryption algorithm to obtain a first target ciphertext.

10. The first terminal according to claim 9, wherein the predetermined encryption
algorithm is an addition homomorphic encryption algorithm, and the first terminal
further comprises:

a second acquisition module, configured to obtain M groups of second plaintexts,
wherein M is a positive integer, each of the M groups of second plaintexts comprises N
second plaintexts, and the N second plaintexts are in one-to-one correspondence with
the N first plaintexts;

a second splicing module, configured to splice each group of the second plaintexts
based on the first predetermined rule to obtain M second target plaintexts;

a second encryption module, configured to encrypt the M second target plaintexts
by using the predetermined encryption algorithm to obtain M second target ciphertexts;

a first sending module, configured to send the first target ciphertext and the M
second target ciphertexts to a second terminal;

a first receiving module, configured to receive a third target ciphertext returned by
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the second terminal, wherein the third target ciphertext is a result of adding the first
target ciphertext and the M second target ciphertexts;

a decryption module, configured to decrypt the third target ciphertext to obtain a
third target plaintext; and

an interception module, configured to intercept the third target plaintext based on
a second predetermined rule to obtain N results of correspondingly adding the N first
plaintexts and the M groups of second plaintexts.

11. A second terminal, wherein the second terminal comprises:

a second receiving module, configured to receive a first target ciphertext and M
second target ciphertexts that are sent by a first terminal, wherein the first target
ciphertext comprises N first plaintexts, N is a positive integer greater than or equal to
2, the M second target ciphertexts comprise M groups of second plaintexts, M is a
positive integer, each of the M groups of second plaintexts comprises N second
plaintexts, and the N second plaintexts are in one-to-one correspondence with the N
first plaintexts;

a calculation module, configured to add the first target ciphertext and the M second
target ciphertexts to obtain a third target ciphertext, wherein the third target ciphertext
is a result of adding the first target ciphertext and the M second target ciphertexts; and

a second sending module, configured to send the third target ciphertext to the first
terminal.

12. A batch encryption system, wherein the system comprises the first terminal
according to claim 10 and the second terminal according to claim 11.

13. An electronic device, comprising a processor and a memory, wherein the
processor is connected to the memory, and the memory is configured to store executable
program code; and

the processor runs a program corresponding to the executable program code by
reading the executable program code stored in the memory, to perform the method
according to any one of claims 1 to 7 or claim 8.

14. A computer storage medium, wherein the computer storage medium stores a

plurality of instructions, and the instructions are used by a processor to load and perform
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the steps of the method according to any one of claim 1 to 7 or claim 8.

15. A computer program product comprising instructions, wherein when the
computer program product runs on a computer or a processor, the computer or the
processor is enabled to perform the method according to any one of claims 1 to 7 or

claim 8.
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