SPECIFICATION
DATA HIDING AND EXTRACTION METHODS
KG D THE INVENTIO

TECHNICAL FIELD _
The present invention relates to a data hiding methed for hiding
message data in media data and a data extraction method for
extracting the hidden data.

- BACKGROUND ART
Due tc the davelopment of multimedia-oriented sociaty, a large
amount of digitalized image and sound information is distributed
over Internet or as recording media such as CD-ROMs, DVD-ROMs {or
DVD-RAMs), ox DVCs. Since anyone can simply make a complete copy
of such digitalized information which is unlikely to be degraded,
its unfair use is a problem. To prevent a third person £rom
unfairly copying media data such as image,K oz sound data,
attention is being paid to a hiding technology that hidezs in

. original media data, information such as the sign of the author.
" If digitalized image data ig illegally copled, the sign hidden

in the copy can be checked to idenptify its source in oxdex to
determipe whether it has been illegally made. Such a technology

is called “data hiding”.

Pig. 1 is a half tone image comprising digitalised data shown on
a display. Photo description (measaeges) such as a “nurse*, a

" *xiver®, a "kindexgarten pupil", and a "bird* is hidden in the

nedia data, that-ig, the digitalized image in Pig. 1(a), as shown
in Fiq. 1(b). Media data can be obtained by dividing an image
from a photograph into small points and determining the numerical
values of the brightneas and ¢colox of each point. Ia this case,
the original numerical values of the image' ars intentionally
-scmewhat changed. Very small changes in the nhumerical values do




not substantially disturcb the image and are not perceived by
users. This nature can be used to hide completely differant
infozmation (message data) in the original image. Massage data
hidden in the image may include any {nformation and may be, fox
example, a lattice pattexrn, a rule-liks figuxe, or the sign of
the producer of the image. Message data hidden in media data can
be extracted by processing with a special pragram, Thus, based
on the extracted message data, it can be datermined whethexr the
original media data has been medified,

Bach of the messages shown in Fig. 1l(b) is hidden near a
meaningful region on the image. For example, the message "bird*®
ia hidden near tha ragion in which the bird in the image is
present, and acts as & caption. To hide a meszage such as
information on the owner in the image, the massage is preferably
‘distributed over the image. This is because the message, which
is locally hidden, may degrades the quality of that region when
.its amount 1s laxge. In addition, 3if paxt of the image is cut
aff, it is likely to be able to extrast the massage if it 'i.s
distzibuted over the image. Thus, how to determins where each
message piece is hidden is important. The positions are
determined on the bases of a state sequence 5. That is, each
elament of the state sequences iz associated with each message
. and the. message is hidden at the corresponding position
deterxmined on the basis of the element.

Accoxding to conventional data hiding methods, the state sequence
§ has been detarmined by a rasdom number sequence. Fig. 2
schematically shows a layout of meszsage data distributed on an
image accoxrding to conventional methods. The image shown in Fig.
1{a) is divided into I image regions, each of which is numbered
from 0 to 9. Then, message data is expressed as a message array
{(m), and an array element is described as an axray value m{n] (0
S n £ 9). Each array value i{s associated ‘with divided message
data. Bach message is hidden at the poaition in the 1mage
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specified on.the basis of the element in the state sequence S.
The following eguations determine a position p0 at which Oth
message m{0] is hidden.’

[Bgquation 1] _
State value S; = initial value (constant)
Position pg = S5y mod I

The ahove egquations indicate that after a constant has been given
as the 1nitial vale af the state value Sy, the remainder of I
(the number of image regions) relative to the state value g ia
P, The value of the position P, is any integral wvalue between
0 and (I - 1). By associating the integral values with the order
of the image regions, the message m({0] iz hidden in the i-th
image region. The locations P, of the fixst and suhsequent
‘messages m{n] on the basis if the following equations.

[Bquation 2]}
S- = Rnd (sn-l.)
P, = S, mod I

. Thegse equations indicate that the preceding state value S, is
uged as the seed of a random number to generxste a pseudo random
number atray, which is used as the next state value 8,. The
remainder of I relative to the state value S, is the position P,.
The megsage m{n] 15 hidden in the image region corresponding to
thisz valua. ' .

" The hidden message can be read only by usexs who know the state
value S, (initial value). If the message i5 extracted, all the
stata wvalues (8,, .-., Ss) following the state value S, are
calceulated on the basis of the initial wvalue. The positions
corresponding to the state values are identified and the messages
hidden at these positions are extracted.
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As is seen in Pig. 2, since the state value 8, usad to determine
the positien on the image of the n~th message m{n] depends only
.on the state value §,., the state value S, can be determined when
the state value §,., is determined. Likewisa, the state value S,
depends only on the state value S,;. By recursively repeating
thig procedure, all the elements (S,, S;; S; «.., Sy) in ths atate
sequence S can be determined. Thus, all the slements in the
state sequezice S depend only on the constant initially given as
" the initial value. Consequently, once the initial value has been
identified, the atate sequance S can be determined to identify
all the positions of the messages distributed over the image and
to extfact their hidden contents.

I1f the initial value has been published or known te a thizd
‘parson despite efforts to make it secret, the third person can
use the value to identify the positions of messages easily and
_erase the meassge data or write a different message data ovar the
_first data. It has been difficult for conventional methods to
effectively prevent a third person from erasing the original sign
to make the source unknown or writing a different sign over the
original sign to act as if he or ghe was the author.

It is therefore an object of this invention to propose a new-
method for distributing and hiding message data in media data.
- It is snother object of this invention to provide a data hiding
. mathod that prevents a third person £rom modifying message data.

SUMMARY, OF THE INVENTION
To achieve the above objects, a first invention relates to a data
hiding method of dispersively hiding the axray elements of a
message arvray in a media array based on a state value S
.specifying a particular array element in the media array if the
media data is expressed as the media array while message data is’
expressed as the message array.  Specifically, the €first
invention comprises the steps of: -
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(3) determining the j-th (j 2 0) state value Sj;

(k) determining (3§ + 1)-th state valve §,, based on the j-th
state value, the array alement of the media array indicated by
the j-th state valua, and the array element of the message array;
and

(c) hiding data with respect to the array element of tha media
azxray indicated by the (3 + 1)-th state value S,,.

If the message arxray has J array elements, the above steps (a)
to (c) are rescuzrsively repeated until the J array elements have
been hidden. If j = 0, the initial state value 5; is determined
on the~-basis of the data in the array elements of the message
array. Specifically, an initial function fox determining the
initial state valua S, ia provided, and a value based on the data
in all the elements of the message array (for example, the
exclusive OR of the data) is input to this initial function.

In step (b), the (j + 1)-th state value S, is determined on the
basis of the exclusive OR of the j~th state value Sy, the data in
- the -array element of the media array iadicated by this state
value, and the data in the array element of the message arxay.,
Specifically, a hiding position translation function is provided,
and the above exclusive OR is input to this function to cobtain
the (]+% l)-th state value §,, as the output. The hiding
positidn tranmslation function may be, for exzample, a function
'uaing as a pa:amater, a secret key used in public-key
‘cryptography. The hiding data may be the exclusive OR of the
array element of the media array indicated by the j-th state
value §; and the array element of the message array.

In addition, 2 second invention relates to a data extraction
wethod of extracting a message array from a media array basad on
a4 state value specifying a particular array element in the media
array {f the message data is expressed as the message array and
if hiding data inc¢luding the message data ls expressed as a
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hiding array while the media data in which the hiding data is
dispersively hidden is expressed as the media array. The second
invention comprises the ‘steps of:

(a) determining the j=th {j 2 1) state value 8j;

(b} extracting an array elements of the hiding array from the
array element of the media array indicated by the Jj~th state
value S§;;

(c) determining the (j - 1) state value S;., based on the j state
value §; and the extracted array element of the hiding array; and
(d) extractii:g an array element of the message array based on the
arxay element of the media array indicated by the (j = l)-th
state Value 8,, and the extracted array element of the hiding
array.

The stepa (a) to (c) are recursively repeated until a extzaction
finish condition has been met. In step (a), the state value §;
used to start extraction is provided beforehand to an extractor
as information required for extraction. The state value S, may
be, foy example, the last state value generated when the message
array was hidden. In atep (c), the (j - 1) state value Sy, is
determined on the basis of the exclueive OR of the j~th state
value S, and the data in an array element of the hiding array.
- The arrajr elament of the hiding array is extracted from the array
element*of the media array indicated by the j-th state value 8,.
. In addition, an extraction position translation function may be
provided beforehand, and in step (¢), the exclusive OR of the j-
th state value S, and the data in the array elenent of the hiding
. axray may be input to this function to obtain the {j - 1)-th
" gtate value 8,; as the output. The 'extraction position
" translation function may be, for example, a deciphering function
using as a parameter, a secret key used in an enciphering key
method. In step (b), the array element of the hiding array is
be the exclusive OR af the array element of the media arzay
indicated by the {j - 1l)-th state value S,,, the array element
of the media array, and the array element of the meesage array.
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In addition, a thizxd invention provides a data hiding method of
hiding message data in media data, comprising the steps of (a)
identifying one block (a pixel block in image data) in the media
data in which the message data is to be hidden, (b) determining
the chaxacteristic value (for example, a pixel, brightness, ox
variance value) of the identified block, and (c) manipwlating the
characteristic value of the block 80 as to hide the message. data
by referenﬁing a translation rwle that associates the contants
of the data to be hidden with the difference between a reference
value for the characteristic value and the characteristic value
of 'the block.

~ The refersnce valua may be the chazacteristic wvalue of another
block present in the media data. If the first and second blocks
are identified in the media data, thase blocks are paired and the
characterigtic value of each pair is determined.  The
.characteristic values obtained are compared and manipulated on
the basis of the translation rule (for example, by exchanging the
¢haracteristic values) so as to hide the message data. If the
message data comprisas a8 plurality of bits, the steps (a) to (<)
are repeated.

A £fourth invention provides a data extraction method of
extracting message data from media data in which the message data
18 hidden, comprising the steps of (a) identifying cne block in
. the media data in which the measage data 1s hidden, (b)
detexmining the characteristic value of the identified block, and
(c) extracting the hidden message data according to the
characteristic value of the block by referencing a translation
rula that associatas the contents of the data to be extracted
with the difference betwesn a raference wvalue for the
characteristic value and the characteristic value of the block.

The zeference value may be the characteristic value of another
block present in the media data. If the firat and sscond blocks
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are identified in the media dara, these blocks are paired and the
characteristic value of each pair is determined. Then, the
hidden message data is extracted according to the characteristic
value of each block by referencing the translation rule that
associates the contents of data to be extractad with ¢the
difference in the characteristic values of the blacks. If the
characteristic value of tha first block ig larger than that of
the second block, thiz translation rule extracts one of the bits,
and otherwise, extracts the other bit.

A f£ifth invention relates to a system for implementing the above
data extvaction method. That is , the £ifth invention provides
a data extraction system for extracting messaga data from media
- data in which the message data is hidden, comprising a
translation means fox translating the media data in which the
maessage. is hidden, into digital signals, the media data being
transmitted as analog signals; an identification means for
identifying one Plock in the media data in which the message data
i5 hidden, the media data being transmitted as the output of the
translaticn means; a characteristic value calculation means for
' dete:xhining the characteristic value of the block identified by
- the identification means; a storage means for storing a
txansla.tion rule that associates the contents of data te be
: ext:acted. with the difference between a xeference value for the
cha:acteristic value and tha characteristic value of the block;
and an extraction means for extracting the hidden message data
-agcording to the characteristic value of the block.

Furthermore, a sixth invention relates to a semiconductor
integrated cirecuit with the functions of the above data
extragtion system provided on a single chip. That is, the sixth
invention provides & semiconductor integrated circuit for
extracting message data from media data in which tha message data
is hidden, comprising a means for determining a characteristic
value of one block identified as the one in which the message
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data is hidden; and an extraction means for extracting the hidden
message data according to the chazacteristic value of the block
by referencing a translation rule that associates the contents
of data to be extracted with tha difference between a refarence
value for the chazacteristic value and the characteristic value
of the block.,

BRIEF DESCRIPTION OF THE DRAWINGS

FPig. ) is a half tone image comprising digitalized data shown on
. a display;

Pig. 2 schematically shows a layout of message data distributed
ovar the image according to conventional methods;

Fig. 3 describes a media array and a message array;

Fig. 4 schematically shows the relationship among medie array
values used in hiding procesging;

Fig. 5 is a schematic drawing describing an object to he h;‘.dd.en;

Fig. 6 is a flowchart showing 2 proceduxe for h.i.d.ﬁ.hg megaage data
in media-data;

Pig. 7 shows the relationship betwaen a state value §;, and a
_ state value §; in hiding; '

Fig. 8 i3 a flowchart shawing a procedure for extracting message
data from hidden data;

Fig. 9 shows the relationship between a state value S§; and a
state value §,, in extraction;




Fig. 10 descripes the determination of whethex a generated
message array value is the beginning of the message;

Fig., 11 is a canceptual drawing showing a state in which an
incorzrect state sSeguence S has been generated due to
modification;

¥ig. 12 describes data hiding and extraction methods using PBC;

Fig. 13 descoribas a hiding method with PCB using a single pixel
as a pixel block; '

Fig. 14 describee a method for hiding a message and positional
information in an original image; '

Fig. 15 shows the case in which concentric circular arcs are uged
as positional information;

Fig. 16 descrlbes the identification of a' refarance position B
in the case in which concentric circular &arcs are used as
. positional information;

Fig. 17 describes hiding and extraction wethods that use -

concentxic circular arcs as positional information:;

Fig. 18 is a block diagram of a broadcasting system;

Fig. 19 is a block diagryam showing a transmitter and a receiver
. in Inteznet;

Fig. 20 is a block diagram szhowing a server and a client;

Pig. 21 is a block diagram of a finger printing and warter marking
system; .
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Pig. 22 {8 a block diagram of a data extraction aystem; and

Fig. 23 1s a block diagram of a semiconductor integrated circuit
with the data extraction system provided on a single chip.

BEST MODE FOR CARRYING QUT THE INVENTION
A. Data definition
First, the following arrays and sequences are defined,
(1) Media array: M
{(2) Message array: m
(3) State sequenca: §
(&) Position sequencs: p

(1) Media array M
.Media data includas image and sound data. Media data, in which
message data is embedded, is defined with a media array N, and
a media.array element u[i] that is an arzay element of the media
array are expressed as follows.

[Equation 3]
KE- {&) H" suey u’.' s sy 14;_1} OI’.‘ u[i] 0 s i S I-l IS Lemth
of media data :

If the.media data is, £or example, an image as shown in Pig.
l{a), the image is divided into I image regions with the firat
one having a 0-th media arway value M[0], as shown in Pig. 3(a).
The i-th image reglion has a media array value M[i], and the laat
image region has a media array value M[I-1]. Each media arxay
value has data that ia the image information af the image region
to which it corresponds to. The image information is a density
for monochrome acreens, while it is brightness for color sareens.
If the number of image regions is equal to the number of pixels,
the media array value M[i) is the pixel value of the i-th pixel.
If the image region camprises a plurality of pixels, for example,
3 x 3 pixels, the image information is respective pixel values.

-1l =



If the media data is sound, the madia array value M[i] can be
defined as a amplitude value at time (i). The data in each arxay
value M[{i) is assumed to be sxpressed as a BM byte integer.

(2) Message arxay (m)

Message data to be embedded in media data includes, for example,
information on the producer of the image, management information
en & preduction number, a date, and a place, and information on
permission for duplicates. Message data is defined with a
'massage array (m) and a message array value m{]] that is an array
element of the message array are expressed as follows:

{Equation 4]
ms {my, my, veor Ryr v~y My} oF m{j]) 0 £i g J=1 J: Length
of media data-

If tha message data is, for example, as shown in Figure 3(b),
*DATAHIDING* compzising 10 alpbanumeric characters, the j-th
lettexr is associated with a message array value m[j-l1, which
" thus has data indicating the corresponding letter. The data in
.éach drray value m[j] is assumed to be expressed a B, byte (1
byte for alphanumeric characters) integer. In this case, the
message data has a length J of 10.

(3) State sequence $

The state sequence § is defined to determined the locations
(media-array values) that are subjected to hiding, and a state
value S, that is an olement of the sequence ave expressed as
" follows. - '

{Equation ‘5] .
8% {S¢) 5iv. «--¢ 8l oxr 8 0 £ 3jsJ J: Length of message data

An algozithm for generating the state sequence § is one of the

important factozs Of ‘this embodiment. It should be noted that
the number of the elements J of the state sequence S igs (J + 1),
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which is larger than the number of the elements J 0of the message
array (m) by one.

(4) Position sequence (15)

The position sequence (p) is used to identify the positions that
are gubjected to hiding, using the following equation. A
position p; that is an element of the position sequence (p) is
expressed as follows.

[Bquation 6)
Pt {Por P1, -« PypOrp 0 €£jsJ J: Length of message data

Py = 83 mod I

The position sequence (p) has (J + 1) elements as in the state
sequence 8. The position p; that is an element of the position
sequence is determined as the remaindex of I relative to the
state value with the same index value (j), that is, 8, Thus,
the value of the position p; is an integer between 0 and (1 - 1),
and the image region corresponding to this value is subjected to
hiding.' 8Since (1) is an constant that is the number of image
© regions, the value of the position p, can be uniquely determined
-once the ' state- value S, has been aestablished. Thus, the
positions that are subjected to hiding are virtually identified
by the state saquence S.

o

B. Hiding algorithm

The data hiding method according to this invention is closely
zelated to an algorithm for extracting hidden data. That is, a
-third person who attempts to extract hidden data can view the
mesgage if he or she has especified information. In this case,
it is important to effectively pzevent the third person from
modifying the message during extraction. In view of this point,
this invention hides data based on the following three
characteristics.

(1) Determination of the state value §, based on the
characteristics of the message
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(2) Determination of the state sequence S5 based on the message
and image data .
(3) Dats to ke hidden

(1) Detarmination of the state wvalue 3; baszed on the
charactezistics of the message

The state value S, that is the fixst element of the satate
sequence is the cutput of an initial function £ to which the
exclusive OR of all the elements (m[0]}, m[l], ..., m[9)) of the
message ér:ay.' The state value S, and the position p, detarmined
‘'on the basiz of this value are detexmined by the fallowing
equatians.

'[zquation 7]
Sg = £ (m{O] ¥OR m[1] XOR n[Z] xon ess XOR M[n~1])
Po= Somod I

Conventional methods have det.‘ermined the initial state value S,
as a particular constsat regardlass of the contents of the
mess'age to be embadded. according to this embodiment, howaver,
this element is determined on the basis of the contents of the
message, that is, all the message array valnes. Fig. 4
schematically shows ‘the distribution of message data ovexr an
imaqe.jm'rhe .initial position p, is identified from the initial
state value 8§, as shown in the figure. '

The deter_minatian of the initial state valus 8§, from the
charagterigstics of the megsage array (m) 4is one of the
characteristics of the present algorithm. This not only makes
the determination of the initial state value complicatad but also
effectively prevents a third peraon from illegally writing data

ovexr the message. Tha initial funation fun 18 also used as a
' function for determining the end of the message during
extraction. This prevents a thizd person from writing a
different massage other than the original messags.
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(2) Determination of the state sequence § based on the message
and image data

The next state value $; is determined from the state value §,.
The gtate value 8; is identified by the following eguation.

{Equation 8]
S: = SK (S, XOR m[0] XOR M{pol)

That {5, the next state value S, is determined as the autput of
a function SK to which the eoxclusive OR of the curreant state
value S,;, the media array value H[pg] :Lnd;.cated by the state
value 5, and the message array value m[0] is input. The media
array value N[py] is the Iimage region at the position p
‘caleulated from the state value Sg, This is true of the state
value S; and subsequent state values, and this relationship can
be generally expreesed as the following equation.

[Bquation 9}
Sy = SK (S; 20R m{]] XOR M([p;]) -’

.The function SX is a position " tyanslation function for
‘detexmining the next state value and receivea as an input, the
exclusive OR of the current state value, a message array value,
and a m‘édia array value. Thus, the state valus is sequeantially
datexmi.ned by recursively executing the above equation. Since
(J + 1) state valiaes must be deterxmined, the last state value is
S;. 1f the message array has 10 elements as in Fig. 3(b), 11}
state values are generated. By determining the state sequence
$ in this manner, all the image regions that are subjectad to
hiding are identified. Fig. 4 shows the relatlonship among media
"array values that are subjected to hiding.

While a position sequence according to conventional techniques

depends only on the initial value, the position sequence
according to the present algorithm is detexmined by taking the
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message and media arvay values into consideration. 1If a third
person attampts to write a different mesaage over the original
message, the overwziting is very difficult because a different
state sequence is generated. This is also true Lf a third person
attempts to modify the image data.

{3) Data to be hidden .
Pig. 5 ie a schematic drawing describing an object to ke hidden.
The position sequence (p) that undexgoes hiding is assumed to
have been ldentified. First, data is hidden in the position p;
and subsequent positions, whereas no data is hidden at the
positidn pg. Specifically, the result of the exclusive OR ¢f the
media and message array values ig subjected to hiding.

Pirst, the media array value M(0] is simply taken from the
position p,. Then, the exclusive OR of the message array valus
w[{0] and the media array value M{0] obtained is determined, and
the result is hidden in the position p,. This hiding opexration
~changes the <contents of the media array 'value X[p,]-
Furthermore, as the processing at the position P, the exclusive
OR of the message array value w{l1] and the media array value
'M{1], the contents of which have been changed by the preceding
processing is determined, and the result is hidden in the
positiéi"pg.

Data Rhiding is completed by repeating such hiding processing
until the position p;,,.. The exclusive OR of tha message array
value m[(9] and tha media axray value M[9], the contents of which
have been changed by the preceding processing is hidden in the
position pg. The number of the elements of each of the state
sequence § and the position sequénee {p) is larger than that of
the message array because no data is hidden in the position pq.

Acoprding to the present algorithm, if hidden message is
extracted, the extraction is recursively executed in the reverse

- 16 =



oyder starting with the last message axray value m{J]. The
hiding of the resultz of the exclusive OR of the message and
media arrays according to the present algorithm is closaly
related to the message extraction procedure. The details are
described in the "Message data extraction® section. In addition,
various algorithms for actually hiding data ares conceivable. In
a second embodiment, PRC (Pixel Block Coding) is explained as an
example of an algorithm for hiding data.

C. First embodiment

A first embodiment is specifically described in conjunction with
the procedure in PFig. 6. Fig. 6 is a flowchart showing a
procedure for hiding message data in media data. In the
following description, reference Fig. 4 or 5 as appropriate.

ulation o e j i te v 100

To hide data, the position sequence (p) must be determined. To
do this, the initial position p[0] ls first determined. The
initial positien p[0] is determined as the cutput of the initial
function fy; using tha initial state value §, as an input, and
the variable &, is dstermined by the following eguation.

[Equation 10]
8o =+ fun (m[0]}, m{l], m[2), ..., M[J-1])
= Bl.{m[0]//m[1)//m[2]1//...//4(I~1]) /
‘In the above aguation, Hl is a hash function. 2In addition, tha
operator "//* means that the elements of the message array are
connected together. The speclfic operation may be, for example,
the exclusive OR of the data in the array elemsats. If, howavex,
the exclusive OR is used, the ozder of the message array values
is not reflected in the results of calculation. That is, the
*DATAHIDING" in Fig. 3(b) has the same value as “TADARIDING".
Then, for example, the method called CRC (Cyclic Redundancy
Check) can be used to reflect the ozder relationship. This
algorithm is one ¢f the algorithms for calcuylating check sums,
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and generates outputs that depend on the contents and order of
the data arzay.

From an input with a byte length of B, bytes (the array value
m{i]), tha hash function Hl generates an output with a different
byte length K (a hashed value). since thisa is a one-way
function, it is virtually impossible to estimate (x) from (y)
when H(x) = ¥.

This X byte -hashed value is used as the initial state value §,
for data hiding. The hashed value is simply used as an initial
value for data hiding, so it must only be ensured that different
outputs results from different inputs. Thus, the hashed value
has no particular meaning. Importantly, the operation results
‘in the output of a value indicating the characteristics of the
array, that i{s, the hashed value is uniquely determined on the
basis af the contents of all the array elements and may depend
* on the contents of the overall array.

I£f the message data is the "DATARIDING" shown in Fig. 3(b), the
output of the hash function Hl from the exclusive OR of the data
indicating all the alphanumeric characters (the data in the array
value m{i]) is the state value §;. The remainder if I (the
numbar Bf image regions) relative to the state value S, is the
position p;. This allows the state value §, and the position pg
to be obtained as the initial state values. '
el value e + ep 2

The image information in the image region corresponding to the
value of the position p, obtained in step 100 is determined. If,
for example, p, = i, this is the media array value M[i]. This
data is expresged as an By byte integer. '
Hext station calculation {giep 300)

In addition to the state valua S; determined in step 100, the
next state value §, is determined from the media array value
M[ps] and the media array value m[0] identified from the state
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value 5,. The state value §] can be determined by the following
equation. ‘

{Equation 11]
Sy = SK (8¢ XOR m(0] XOR M[P,])
{(XOR is an exclusive OR operation)

That i3, the exclusive OR of the state value S,, the message
array value m[0] and the media arxay value M[pg] is determined,
and the result is input to the function SK. Then, the output of
the function 8K is the state value S;. This function SK is
called.-— a position translation function, and a position
translation function SK for hiding message data in media data is
particularly called a hiding position translation function.
Since the position translation function SK is closely related to
an extraction position translation function PK for exrracting
hidden data, it is also described in detail in the following
description of the extraction pogition translation function.

The state value S; and subsequent state values ¢an be determined
by executing a similar procedure. To generalize this, the j-~th
state value §; and position p, can be axpressed by the following
equations. ' ' '

[Equation 12}

S; = BK (S). XOR m[j~1] XOR M[ps.])

Py = S, mod I

{SK: hiding position translatien functioen)

It should be again noted that the posgition p; depends on the
contents of the message and media data as well as the praceding

state value §y,.

The state value S;,, message array value m[j-1), and media array
value M[{p;;] used as inputs to the hiding position tranalation
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function SK have different byte lengths: X, B,, aad By bytes,
respective, It is of course possible to calculate the exclusive
OR of inputs with different byte lengths, but the exclusive OR
1s preferably calculated after converting the inputs 8o that they
has the same byte length. The following twe hash functions H2
and H3 are used to convert the inputs so that all of them have
a -length of K bytes as in the state value.

H2: a hash function Eor generating a K byte hashed value from a
B, byte integer
H3: a hash function for generating a B, byte hashed value from a
By byte—integer

That ig, the hash function H2 is used for the message array value
m[j=1] to genarate a K byte hashed value from the B, byte integer
in the array value. In. addition, the hash function H3 is used
for the media array value M[p,,] to translate the integer with
a bit length of By bytes into a B, byte integer. The hash
function H2 is further used to generate a X byta hashed value,
Equation 7 described above includes the case in which inputs have
been converted by the hash functions in this manner.

Message embedding {gtep 400)

The exclusive OR of the messaga array value m[j=-1] and the media

‘arxay value M[ps.] iz determined and the data obtained is the

hiding array value Mm{3j-1]. The data in the hiding arxay value
Mm[j-1] is hidden in the position p, determined in step 300. The

hi.hing array value Mm[3j-1] is an array element of the hiding

[Equation 13}

'lﬁl’lt {M£01’ m[l]' amasyg M[j], soay m{J_IJ}

Mm[j] = m{J] XOR M[p,]

It should be appreciated that the hidden data iz not the message
array value m[j] but the hiding array value Mm(j] generated from




the axclusive OR of the message array value m{j] and the media
array value M{p,]. The hiding array value Mm{j-l] is hidden in
the position py by the function X. This changes the data in the
media array valus M[p,)- The media array value M[p;] the
contents of which have been changed is called M’{p;]. For the
specific contents of the function X, that is, the algorithm for
hiding the hiding arxay in its specified position, PBC is
dascribed in the second embodiment az one example.

Detie ati I e

It is determined whether the value of (3j) is equal to J {a value
larger than the number of the elements in the message array by
one). If j = J, all the message array values have been hidden.
If (j) is smallezr than J, 1 is added to (j) and the proecaes
veturns teo step 200, Steps 200 to 400 are thea recuzrszively
executed until (j) becomes equal to J. This procadura enables
a state sequence S and 2 position sequencas each including (J +
1) elements to be obtained.

[Equation 14] f
Sﬂate saquance 8: {Sas 8;, 53, Y S;)
Position .sequence Ps {Par Pus P27 «oe2 B3}

Due' to t.he luding of the data, the elements of the media a:zay
M are changed asz follows.

[Equaticd 15)

(Media array prior to hiding)

Mi {M[0), -ov, M[Pals v-er MIDL)s +oor M[P13)}

(Media array after hiding)

M*'s {M°[0], =<=¢ M [DPols eov, WIP)s -¢vs X' [Pra] = {M[O], ...,
MiDols »ees MWBr]ls ooy M [Pr.]

M’ means the media array after hiding, and M‘[i]) means that the
contanta of the media array value prior to hiding have changed.
That iz, the media arzay value M’ means that only the contenta
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of the J array elements of the original message array M which are
identified by the state sequence S have changed. 8ince the arxay
element M[p,] corresponding to the state value S; is subjected ®o
no change in data, M'{p,] is equal to M[p,]-

¥ig. 7 shows the relationship between the state value 8§y, and §,
in hiding. THo state value §, can be determined by calculating
the exclusive OR of the state value S, and the hiding array
Mm[3-1] (M°{p.]1 XOR m[j=-1]) and inputting the result to the
position translatioan function SK. The media array value M’ ({pj..)
has already had its contents changed during the hiding of the
praceding state. In addition, the hiding azrray Mm(p,.;] is hidden
in the position p; by the function X. This changes the data in
that position M(p,].
e val xEracti ) '

The hiding of the message is finished by extracting the following
two pleces of information.

(1) Media array ¥° after hiding ’
(2) Pinal state value S;

The media array M’ is £inally obtained by hiding the data in the
media data at step 400. . The final state value §; iz the J-th
state 5;511;3 that is calculated last. These information are
required when extracting the message data asa described below.
When extracting the hidden message, the extracitor does not need
to know the state values S0 to SJ«1 prior to (J-1)-th Be long as
he or she knows only the J-th state value. This is because these
gtate values can be identified by inversely converting the final
state value, Of course, the extractor must have reguired
information described below,

{Message data extraction)

The following three pieces of information axe provided to a thizd
person to extract message data.



(1) Media array M’ after hiding
(2) Final state value S;
(3) Extraction position translation function PK

Information (1) and information (2) are finally generated during
the embedding of the message data. The extraction position
translation function PK in the information (3) is dascribad in
conjunctien with tha hiding position translation function.

a. Hiding position translation function SK, extraction position
translation function PX

As the Riding position translation function SK for generating the
next state value has been defined in hiding the message, the
extraction position translation function PX fox generating the
preceding state value is defined in extracting the message. The
hiding and extraction position translation functions SK and PK
are xeverae to each ather as shown in the following equations.

[Equation 16]
PK (SK{x)) = x
SK (PR(x)) = x

Thus, the initial message array (m)} can be extracted by using the
hiding-pbsition translation function SK to convert the message
array (m) and then using the inverse function PX to further
. convert the. result. :

various flunct.lions that meet the above equations are conceivable.
' Po virtually prevent a third persocn from reproducing the hiding
poeition translation function SX using the provided extraction
position translation function PX, an enciphering function and a
deciphering function in a public enciphering method are
preferably used. There are several algorithms according to the
public key method, and any of them may be used. By way of
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example, the typical RSA wethod is explained. The algorithm of
the RSA method iz as follows..

l. Two large prime numbers P, Q are aelected and calculate n =
p*q.

2. Calculate r = lom(p~l, g-1) and select (d) such that ged(d,
r)y = 1.

3. Deternmiie (e) such that @ *d = 1(mod z) and 0 < e < ¥,

4. Publish (e) as a public key and alse publish (n)., Make (d)
secret as a secret key.

5. To encipher a megsage (m), calculate (c) such that m® =.c(med
n). This (¢) becomes the encrypted message.

§. To decipher an enciphered message, calculate (m) such that
c! = m(mod n). This (m) is the deciphered message.

By applying this algorithm to this embodiment, the :Eoliowi.ng
hiding and extraction functions SX and PK are obtained.

. [Equation 17)
SX(m) = x%(mod n)
PX(m) = x*(mod n)

That is, a publisher who has produced the image has a secret key
(d) and-uses it to obtain the hiding function SK. The function
8K is~ used to generate the poeition state sequence 8 for
embedding the message data and embeds the data in the media data.
A third person, who has obtained this distributed data, uses the
public key (e) to obtain the extraction function PK. The third
pexrson uses the function PX ta generate the position state
sequence S Ilp order to read the message. In the public key
method, the public key is published to third people but only the
author who has produced the image has the secret key, so the
third people cannot know the contents of the image. Thus, they
cannot know the contents of the hiding position .transglation
function. Since the calculation of the secret key from tha
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public key requires an anozmous amount of calculatlons, it is
almost impossible for a third person to know the hiding position
translation function SK. This method can effectively prevent a
third person from modifying the original data.

The important nature of exclusive ORs required to explain the
message exXtraction procedure is described in hrief. Exclusive
OR operations have the following nature. When the exclusive OR
of A and B is determinad and the exclusive OR of this result and
B is then datermined, A ia reproduced.

[Equation 18)
(A XOR B) XOR B = A

(Extraction algoxitlun)
Pig. B is a flowchart showing a procedure for extracting embedded
message data.

itial st v e calculation 110
Pirst, the position p¢ in which the message array value m[J-1) is
hidden is determined from the final state value S; that has been
provided to the extractor, according to the following egquation.

[zquatjan 193
N P;: = S;mod I

n b g

The media array ¥’ (py] has the hiding array value Mm{J-1l] hidden
in the original image information in the position p,. The array
Mm{J~1] has been determined as the exclusive OR of the madia
array value M’[p;;] and the message value array m{J-1]. A
function X* is then defined to extract the hiding arzey value
Mumf{J~1] from the media array value M°[(p;)}. An example of the
specific contents of the function X’ in the following equation .
is degeribed in the second embodiment. )



(Bquation 20]
Mm[J~1] = function X’ (M‘(p;])
ing gt calcypl n

Next, the preceding state value S, is determined by calculating
the excluzive OR Oof the state value S; and the hiding array value
Mm[J-1] detexmined from the function X’. It should be noted that
the mathematical nature of the above exclusive OR iz used in this
case.

[Equation 21]
PK (S;y XOR X' (M'[p;])
= (8;., XOR Mm[J~1]) XOR Mm[J-1]

= Sgu

That is, since the extraction position translation function PK
is reverse to the hiding position translation funetion, it cam
be used to reproduce from the state value §;, the result of the
exclusive OR of the state value S;; and the hiding array value
Mn{J=1). The exclusive OR of this reault and the hiding array
value Mm[{J=-1] determined in step 120 can be detexmined to
identify the preceding state value $;,;.

- o 2 4
Once the state S;,; has been deternmined, the corresponding media
Array value M‘(p;.) can be identified. The message arxay value
‘m{J-1] can then be extractad using the following egquation. If
the message in Fig. 3(b) has been hidden, this step allows the
trailing letter "G" to be extracted.

[Equation 22)

M’ (P31} XOR Mm([J-1]

= M‘[R;;] XOR (M°{p;,] XOR m[J~1])
= m[J=1]
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The extraction of state or message array values can be generally
expressed as follows using the index value (j) (1 s 3 £ J).

{Equetion 23}

51_,,=

PX (S;) XOR X' (X'([p;))

= (S XOR ¥m{3-1]) ZOR Mum(j-1]
= 8,1 :

m[ j=1]:

X" {P;.1] XOR Mm[j-1])

= M'[pr:l XOR (MN’[p;.1] XOR m[§-11)
= m[3-1]

Fig. 9 shows the data relationship indicated by the above
eguations. This figure shows the relationship between the state
value S; and the state value §;, in extraction. A comparison of
this figure with Fig. 7 shows that the extraction procedure is
Teverse to the hiding procedure.

Determinati 150

' Each time the messzage array value m[j] is generated, it is
" detexmined whethex it is the beginning of the message array. If
80, all the elaments of the nmessage array (m) have bkeen
extracted. Since the message array (m) is extrasted in the
reverse order starting with the last element, the message is
extracted in the order of "GNIDIHATAD® in the example of Pig-
3(b). At step 160, the order of the mesasage is zreversed to
. generate’a complete message. " If the message array value m[j) is
not the beginning of the message array, steps 120 to 140 are
recursively executed until the result of the determination at
step 140 becomes positive.

The determination of whether or not an element of the messaga

array (m) is the baginning is equal to the determination of
whethar the generated state value §, watches the output of the
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hash function Hl. The exclusive ORs of all the elements of the
message array (m) which have already been generated are input to
the hash function H1. If the state value S;, which has been
generated in the reverse order, and the output of the hash
function Hl has the relationship shown in the following equation,
the value of j is zero (see Equation 10).

[Equation 24] B
S; = £ (m[J-1] XOR m[J-2] XOR ... XOR m[j] = Sy’

The above equation is established only when j = 0 and not in the
other cases (j # 0). Each time the final state value 8; is
generated in the reverse orxder, it is compared to the cutput of
the hash functien based on all the extracted message array
values. Fig. 10 describes the determination of whether the
generated message array value i= the beginning of the meseage.
First, the state value §;, preceding the final state value S; is
determinad ‘and the message array value m,,; is determined. The
output P of the initial function (£f) obtained when the message
array value, m;.; has been input does not match  the state value S,
1+ If the state value §, is deteimined, it matches the output F
of the 4initial function and the nessage array values Jis
detaxmined to be the beginning. Thus, due to the following
characteriatics, the present algorithm s very useful in
praventing a thirxrd person from modifying the message.

' (1) Pravention of the averwriting of a different message

According to conventional techniques, the generated position
sequence $ has depended only on an initially provided constant
regardless of the contents of the message. By simply knowing the
constant, third people have been able to erase the message or
overwrite a different message over an original message.
According to the present algorithm, however, the generation of
the state sequence also depends on the contents of the message,
different messages result in different position sequences. Since
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the hidden position is based on the position sequence, a
different message with different contents cannot be hidden in a
position at which the ofiginal message is present. This is also
txue of nedia data. '

{2) Preventicn of the hiding of a different message

The presant algorithm checks the condition shown in Equation 24
to determine the end of extraction. This condition is met"only
when the contents of an axtracted megsage arxe the same as those
of the original message and when the extracted message has the
same length as the message data (J). Extraction is not finished
unless-this, requirement is met. Thus, if an attempt is made to
"hide data other than the original meesage in the reverse order
based on.the final state value 8;, the requirement in Equation 24
"is never met and the calculation continues permanently.
Consequently, attempts to hide a message in positions othexr than
. thoge in which the original megsage is present fail because the
calculation is not finished.

If a third person has modified the message azray values as shown
in Pig.s 10 and 11, a different state array 8’ 1s generated on
the basis of the modified mesasage. This prevents the thirxd
person from erasing or overwriting the original message Jocated
. in posirions other than those positions identified by the state
aeﬁuenee S’. The state sequance S‘ generated by modification as
~shown in Pig. 1l nevar allows the determination that extraction
“has. bean. finished., Sinca the wrxiting of different messages can
be virtually prevented, modification by third people can be
effectively prevented.

D. Second embodiment

This section dascribes Pixel Block Coding (hereafter referred to
as "PBC*) that is one of the methods of embedding in media data
to be hiddea and extracting the hidden data. With PRC, data
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hiding and extraction c¢an be processed according to the
translation rule described below.

(Basic Algoxrithm) :
The primary characteristics ¢f the pixel values of two adjacent
pixels generally have a high correlation. Thus, even if the
pixel values are exchanged between adjacent pixels, the image
will not be visibly degraded. In view of thiz nature, the
present algorithm defines an image region with at least one pixel
as a pixel block, and hides one bit data by intentionally
éxcha.nging the characteristic values of adjacent pixel blocks
based dn a particular translatien rule. That is, data is
expreased by exchanging the characteristic values of adjacent
plxel blocks. In addition, data is aextracted according to an
extraction rule determined by this trxanslation rulae.

Bit information is expressed by exchanging the characteristic
values (for example, brightnass) of two adjacent pixel blocka
according to the following.translation rule.

Bit on <1>: the characteristic value of one pixel block (PB,} is
larger than the characteristic value of the other pixel block
(PB;) .

Bit off <0>3 the characteristic value of one pixel block (PB,) is
smaller than the characteristic value of the other pixel block
(¥B;)

In addition, Dbit information is extracted by comparing the
‘characteristic values (fox example, brightness) of two adjacent
pixel blocks according to the following extraction zule.

The characteristic value of one pixel block (PB,) is larger than

tha charactexistic value of the other pixel block (PB;): bit on
<1>
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The characteristic value of one pixel black (PB,) ls smaller than

the characteristic value of the other pixel block (PB;): bit off
<0>

Fig. 12 describes data hiding and extraction using PBC. The
pixel blocks PBl and PB2 may be defined as a set of a plurality
of pixels, for example, 3 x 3 pixels or cne pixel may be defined
as a one pixel block. Since adjacent pixel blocks have a high
correlation, the exchange of their positions does not visually
degrade the image (Fig. 12a).

The positions of the pixel blocks in tha original image are
assumed to be as shown in Fig. 12(b). It is also assumed that
as the result of a comparison of the charactexistic values of two
pizel blocks, the characteristic value of PB, is laxrger thaa that
of PB;. YL data *1* is5 hidden in the oxiginal, ' the
- characteristic values of the pixel blocks have already met the
condition for the data "1 in the translatiocn rule and are thus
not exchanged. Wwhen the data is extracted, the datd “1" is
‘extracted becausza tha extraction rule specifies that this be done
if the characteristic value of PBl is largez. ‘

On the other hand, if data "0 is hidden 'in the original, the
characteristic values of the pixel blocks of the original are
exchanaed because the relationship betwesn these characteristic
values does not meet the condition for the data " 0-. This
exchange, however, camnnot be visually zecognized. During
extraction, the data "0" is extracted on the basis of the
relationship between the characteristic values of these pixel
blocks.

In this manner, PBC selects from the image a sufficient number
of pixel blocks to hide information to be hidden. One of the
selected_ pixel blocks and the adjacent pixel block are then



paired to generate an array of such pairs. The pairs are
sequentially hidden starting with the beginning of the array.

This array may be associated with the state sequence § in the
£irst embodiment. ¥For example, a pixel block is associated with
the array element (m) of the media array M in the first
embodiment., Each array element (state value §;) sequentially
generated during hiding and the adjacent media array value are
paired. - Pairs obtained are then subjected t¢ the above
precessing. It ia also possible to make such determinations
based on a pseudo random number sequence generated from
particular seeds of random numbers.

During extraction, the same block array as in hiding iz scanned.
The overall image is axtracted by collecting one bit afterx
another accoxding to the extraction rule by determining whether
each pair =zrepresents 'bit on* or *bit off", If <the
charactaristic values of the paired pixel blocks are the same,
this pair is skipped as in hiding. By making the block azray or
the array genevation method secxet, the hidden information can
be hidden from third people.

In PBC, the embedding positions are preferably determined in view
of image quality and extraction accuracy. That is, if the
difte:;nge in the characteristic value between the paired pixel
blocks 15 Too laxge, image quality may be degraded by the
- axchange operation. To restrain such degradation of image
quality, a fizst thgeshold (an upper limit) is preferably
provided such that if the difference in the charactexistic value
is equal to or larger than the threshold, no bit is embedded in
that pair.

In addition, if the difference in the characteristic value is
sufficiently small, image quality is not substantially degraded
by the exchange operation. In this case, however, noise may
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reverse the magnitude of the characteristic values, thereby
praventing the embedded bit . from being extracted. Thus, to
restrain such a decrease in extraction accuracy, a second
threshold (a lower limit) is preferably provided such that if the
differance in the characteristic value is equal to or smallex
than the threshald, no bit iz ambedded in that palr.

Those pairs which correspond to these cases are skipped without
being subjected .to opexatvions. The bit information to be hidden
is then passed to the next pair.

. {Block™ charactexistic values)

The values of the primary and secondary characteristics of pixel
blocks can be used as the charactexistic values. .The primary
characteristics are direct pixel value parameters such as the
brightness and chromaticity of pizxel dblocks. The =acondary
charactaristics ara those values such as the mean and variance
of the abova parameters which indicate statistical natuxes, and
can be obtained by analyzing the primary characteristics.
Furthermore, the characteristic value may be the result of an
operation with an array comprising a plurality of pixal values
and a specified arxay (mask) or a specified element value
obtained by frequency conversion. The primary characteristics
exhibit a high correlation between two adjacent pixal blocks.
The #&econdary characteristics, however, exhibit a high
correlation between two separared blocks that are not addacent
ta each ‘other. It should thus be noted that pixel blocks that
are subjected to PBC are not necassarily limited to adjacent
blocks. The brightness value that is a primary characteristic
and the variance value that is a secondary charactexristic are
described below as examplaes of the characteristic value of pixel
blocks.

First, the use of the brightness value as the characteristic
value of pixel blocks is described: If a single pixel is
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associated with a pixel block, the brightness value of this pixel
can be dixectly used as the characteristic value of this block.
In natural images, adjacent pixels often have a high correlation,
$o image quality is not substantially degraded even if they are
exchanged. fig. 13 describes hiding with PCB executad when a
pixel block comprises a single pixel.

Next, the use of the variance value as the characteristic Galue
is described. When a pixel block comprises n x m pixels, image
quality may be significantly degraded, for example, a striped
pattern may occur on the image if tha brightness valuas of pixels
are exchanged betwaan blocks. Thus, it is not preferable to
directly use the pixel value as the characterxistic valua of
blocks. Consequently, the use of the vazriance value of pixel
brightness as the characteristic value is contemplated.

It is mown that when the natura of the brightness value of a
pixel block is divided into a mean valus (h) and a variance value
(), image quality is not substantially degraded if the variance
values (d) are exchanged between adjacent pixel blocks with the
mean values (h) remaining unchanged.  Thus, based on this nature,
the data c¢an be hidden by using the variance value (d) as the
characteristic value of .pixel blocks and exchinging these values
between -adjacent blocks according to the translaticn zrule.

It is assumed that the pixel block PB, has a mean value h, and a
variance value d, while the pixel block PB; is assumed to have a
mean value h, and a variance value d;, as shown in Fig. 12(c).
If the bit "1" ia hidden, the condition for this bit is not met

because d, < d,. Then, only the variance values (d) are.

exchanged between the two pixel blocks, This is equal to the
exchange of the crests of the distributions between the tweo pixel
blocks with their mean values (h) remaining unchanged.
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(Amount of information that can bae hidden)

Ta PBC, the upper limit of thé amount of information that can be
hidden is determined as follows using the sizes of the image and
the pixel black.

{Image size)/(pixel block siza)/2 [bit)

If, for example, 1 x 1 pixel blocks are applied to a 384 x 256
image, the upper limit of the amount ¢f information that can be
hidden is 6 Xbytes. The actual limit, however, is smaller
because all the pixel block cannct be used for hiding as in the
" case in which adjacent pixel blocks have the same characteristic
value. In addition, this amount may be further raduced because
despite the pos=sibility of hiding, the exchange processing is
occasionally avoided to prevent image quality from being
degraded. :

(Image preservation and degradation)

T™wo adjacent pixels an an image with an edge feature extending
between the pixeles are known to have significantly different
brightness values. Thus, the exchange of such two pixels may
break the edge featurs, rasulting in the obvious degradation of
image quality. thus, to prevent the degradation of image
quality, a certain threshold is provided for the brightness
values ta be exchanged. If this threshold is exceeded, this pair
can be effectively skipped without exchanging tha charactezistic
- wvalue., ‘The threshold may be determined on the basis of a
varxiance value calculated from the image data or local variance

. values around the blocks.

If the variance value of a block which 1z close to zero is
exchanged with the variance value of another block which is far
from zero, the small block is significantly changed, resulting
in the obvious degradation of image quality. Thus, the smallexr
variance value may be compared to the threshold, and if it is
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smaller than the threshold, the exchange operation may be
avoided.

(Bndurance af PBC)
Since the chazacteristic values of adjacent pixel blocks are
compazred aad the data associated with the exchange of the
characteristic values is hidden, the hidden information can be
retrieved correctly so long as the relative relationship between
the blocks is maintained. Thus, sven if a hue adjustment or a
correction is carried out, the hidden information is expected
to be maintained on the basis of the difference in the
characteristic value. In addition, if, in the variance value
exchanga method described above, the pixel block has a size of
8 x 8, the hidden information can be extracted accurately even
after JPEG compression processing. Our experimant showed that
90% of information was maintained even after "compression with
loss' was carried out 50 as to reduce the file size down to 5%,
The variance value aexchange method is axpectad to effectively
maintain the hidden information aven after D/A and A/D
conversions such as print/scan operations.

(Extension of PBC)

It should be noted that the above PEC is only illustrative and
that many other methods are concelvable. As apparent from the
'.above mmbodiment, the manipulation of the characteristic value
of pixel blocks accarding to the xule on the difference between
. characteristic values is important in data embedding and
extraction. In this sense, jin addition to the exchange of
charxacteristic values as described abova, a specific value may
be added to one of the characteristic values or subtracted from
the othexr (or both manipulations may be executed similtansously).
In this case, the specified value may be a constant or be varied
depending on the conditions of the pixel hlocks to be processed.
- In addition, as an extension of PEC,.a rule for associating the
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signs of characteristic values with binary information may be
defined to embed ox extract data according to this rule.

The essence of this inventjion is te use a certain reference value
{for example, one of adjacent pixel blocks in image data) to
manipulate the other pixel block according to a meaningful zule,
That is, data is hidden by manipulating the characteristic value
' 'of one of adjacent pixel blocks by referencing a translation rule
that assoclates the contents of the data to be hidden with the
difference between a reference value for the characteristic value
and the characteristic wvalue of this block., In this sense,
according to this invention, the referance need only be cleax and
able to manipulate characteristic wvalues, and need not
necessaxily be a specified region (a pixel block) in image data.
Thus, the referance may be obtained from data other than image
data. For example, a fixed maszk pattern with a specified value
(2 reference value) and the same size as a pixel block may be
used as a refarence for characteristic value manipulation. In
' this case / during hiding, the characteristic value of a specific
pixel block may be manipulated relative to the refersnce value
in the mask pattern, and during extraction, data may be extracted
on the basis of the difference from the reference valua.

E. Third embcdiment

This section describes a method of hiding information the
reference positien. .The above data hiding technique selects and
processes pixel blocks from an original image and extracts a
message from the processed pisel blocks. Thus, the positional
information on pixel blocks ig essential in extracting messages,
The positions ©f pixel blocks are relatively identified using a
certain region in the image (in the first embodiment, the upper
left corner of the original image) as a refexence. If, however,
a third person edits the image, for eaxample, cuts off part of the
image, the referenca position of the image cannot be identified,
thereby preventing the message from being extracted. Referencing
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Fig-. 3(a) again, if part of the original image (the area enclosed
by the hroken line in th figure) is cut off, the original
reference position (the ‘position M[(] of the 0-th array element
in the message array) cannot be determined from the remaining
screen.

The important requirements for data hiding azre that hidden
information cannot be removed easily by a thizrd persoa or can be
extracted correctly even if a third person has maliciously
modified the data or if the data has been subjected to image
compression with loss such as JPEG. Then, in addition to a
message, information for identifying the reference position is
praferably hidden in the original image as shown in ¥Fig. 14.
Hiding such positional information enables the message to be
extracted correctly even from a modified or compressed image.
Thus, information for identifying the reference position for
media data is also hidden in the message data. This information
on the reference position is hidden all over the message data.
If part of the message data has been cut off, this information
enables the refersnce position for the message data or any
poaition relative to the reference position to be detacted from
the partial message data that has been cut off. For example,
concentric clzcular arcs around the refereance position may be
hidden all over the image, as described belaw. '

(Use of toncemtric circular arcs as positional information)
Concentric circular arcs as shown in ¥Fig. 15 are used as
positional information. These concentric circular arcs are drawn
at a sBpecified interval arxound the upper left corner (the
reference position) of the original image. To correctly extract
the reference position from a partial image that has been cut
off, at least one circular are must be included in a partial
image assumed to be cut off. Consequéntly, the interval among
the concentric circular arcs is set assuming the above
conditions. -



The reference position can be identified using the nature of a
circle "if a circle is drawn ueing a point on the circumference
of another circle as the center in such a way that both circles
nave the same radius, the drawn circumfsrence will pass through
the center of the aecond circle*. Fig. . 16 describes the
identification of a reference position B in the case in which
concentric circular arcs are used positional information. Pirst,
any thxee points (a,, 33, 2;) present on three concentric circular
"ares (C;, Ci, Cs), respectively, present in the partial image that
has been cut off are identifiad. WNext, circleas with different
radii (ry, X3r Tir Tes ++.) are drawn from the respective points,
In this case, one of the intersections of the circles at which
the largest number of circles intersect one another is identified
as the reference position B. $ince, in digital images, pixels
are divexrsely arranged like a lattice, the reference position can
be identified very accurately by drawing circ¢les as described
above.

For circles (with larger radii) remote from the upper left cornex
(the reference pogition), the interval between the circular arcs
may be reduced in such a way that the partial image includes two
or more circular arcs. As the radius of a circular arc becomes
larger and largez, the circular are contains more and more linear
elements, resulting in large differences in the calculated values
of the reference position. Reducing the interval enables such
differences to be reduced because the partial image includes a
large number of circular arcs. In addition, by setting the
reference position, that is, the center of concentric eirculax
arcs, in both upper laft and lower right cornexs, the size of the
original image can be determined from thesze two centers,

(Hiding with concentric circular arcs)

Pig. 17 describes hiding and extraction methods that use
concentric circular arcs as positional infomati.ox{. In Pig.
17{a), a message is hidden in the original image using the method



shown in the second embodiment, and concentric cizcular arcs are
-subsequently hidden therein as positional information. For
example, the LBP of the‘pixels on the concentric cizcular axcs
is set at "1". LBP is used because changes in this value cause
few visible changes in the image. 1In additiom, in Fig. 17(b),
positional information is hidden in the original image, and a
mnessage is subsequently hidden therein.

{(Extractian with concentric cirecular arcs)

A two-dimensional vote array T is created. The sige of the array
is determined by considering the maximum size of a partial image
expected to be cut off. If, for example, the array has a width
of (2m -1), it can deal with partial images 1/m times as large
as the original image at maximum. Each of the slements of the
vote axray T represents a candidate in the referance position B,
and the value of the element represents thas number of vote for
the candidate. BRoth coordinates are associated with each other
in such a way that the partial image is located in the caenter of
the vote array.

The partial image is scanned, and when a point with an LBP of "1*
is encountered, circular arcs of all the known radii on the vote
array are drawn around this point. The number of votes fozr each
element of the vote array T is then increased by one. In this
case, 1f this is the point on the circumference at which the
" point corresponding to éas:h element is hidden, at least one of
the drawn circular arcs passes through the original centex.

The partial image 4is alternatively scanned vertically and
horizontally, and the above procedure is carried out each time
a point with an LBP of "1*' is encountered. This allows the
position cerresponding to the element with the largest number of
votes to be identified as the reference point B. The largest
number of votes concentrates on the array element of the vote
array which corresponds to the reference position., Thus, the



present algorithm enables the raference position to be identified
corractly deapite the effects of noise. The message can then he
extracted appropriately from the partial image based on the
identified referxence position.

Since the mathod in Pig. 17(a) changes image data with a measage
hidden therein, the extraction of the information may fail unlass
& data hiding method resistant to random noise is used. The
method in Fig. 17(b), however, does.not change the hidden massage
until it is extracted, so it is more rasistant to noise than the
method in Fig. 17(a). As a result, this method allows various
data hiding methods to0 be used. It should be noted, however,
that part of the information on the reference position according
to this invention may be broken.

F. Specific applications
Specifically, data hiding and extraction methods using the above
algorithm avye applicable to the following system.

(Television image CM occurrence count)

Whether a commarcial iz broadcasted a requested numbar of times
is important to the person who has oxdered the breadcasting. The
present algorithm can be used to construct a system as shown in
Fig. 18 in order to automatically count the number of broadcasts.
The broadeast station has a storage apparatus, an encodey, and
a broadcasting apparatus. The atorage apparatus stores a
commercial image, and the encoder hides in the commercial image,
information used to count the aumber of broadcasts. The
commercial image with <this information hidden therein is
broadcasted by the broadcasting apparatus. Thig system uses the
above data hiding method to encode the commercial image.
Encoding 1s carried out based on the data in the counter
information, which is dispersively hidden in the commercial
image. In addition, a receiving station has a receivexr, a
decoder, and a8 counter. The receiver receivee the commercial

- 41 -

Bt e L SR



image with the counter information hidden therein. The decoder
extracta the counter information from the commercial image.
Based on the extracted countsr information, the counter counts
the number of broadcasts. Such a reception system extracts the
counter information based on the above data extraction method.
Decoding is carried out by identifying and extracting data from
those positions on the commercial image at which the counter
information i{s distrxibuted, basad on the data in the counter
- information.

‘Thea broadcast station broadcasts the commexcial image with the
"hiddea counter information that enables the number of broadcasts
to be counted at the receiving station based on the hiding
" algorithm. Therefore, the receiving station can count tha number
of broadcasts by extracting thie counter information.

'(Censorship at a firewall)

All the HTTP transmissions inside and outside a topology such ag
. rizewall flow through a proxy located at the topology. This

_ ' natuze ‘can be nsed to censor images and sound data on the proxy.
-If media dats with a water mark hidden therein is detected, it

is left in a log. This enables illegally distributed data to be

" datected. Fig- 19 is a block diagram of such a system. A server

" has a smags means in which media data is stored and an encodexr -

for hiding message data in the media data. The gexver controls
the encoder so as to hide message data in the media data read
.from the storage means, and transmits the output data to
Internet. The above hiding method is then used to dispersively
- hide the message data in the media data based on the contents of
the messaga data, A receiving station has a proxy that raceives
. from Internet the media data that has been subjected to the
hiding processing at the transmitting station, and a decoder for
extracting the message data from the received data. Bxtraction
is executed by using the above data extraction method to identify
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the posj.é:‘ions of the distributed message data based on the
contents of the message data.

(Application to travel agency servers)

Additional. information such as the description ox map of a sight-
geeing piaée. or point information such as URL is hidden in a
photograph of the sight-zeeing place diaplayed on a WWW sexver
oparatad by a travel agency. By using the WWW Browser to
network-copy the photograph, the map can be extracted later from
the photograph to chack the description, transportation, and
route. As shown in Fig. 20, the additicnal information can be
extracted even after the client has been disconnected from the
WWW server. Compared to the method of separating a file fox
. additional information from a file for photo data, the use of
hiding enables the close relaticnship between the photo data and
_ the additional infoxmation to be maintained, thexaby allowing the
data to be filed easily.

" (Pinger printing and water marking)

Finger printing rofers to the hiding in media data to be issued
‘to a third person, oi a mark that enables the issuex of the media
dat.a to identif.y that person. If anyone conducts an illegal act
such as 'illegal copying, finger pxinting snables the souzce of
“the act to be identified. - Thus . if this person is illegally

d.i.stz-fbuts.ng the copy, this illegal eopy can be charged on him
- or her,’ :

_ On the other hand, water marking refers to. the hiding in media
to he issued to a third person, of a mark that the {ssuer of the
‘data to identify him- or herself. This ensures that this data
has not been modified during distribution, that is, has been
' issued from the legal issuer and not modified Auring
distribution.



To hide such marks, a system such as shown in Figure 21 can be
constructed. When data is issued to a third person, a mark is
hidden in the data. To detect the mark, it is extracted from the
data obtained from .the third person.

In addition to the above systems, this invention is applicable
to those systems which usze cable or satellite communication oxr
storage media such a3 DVD-ROMz (DVD-RAMs). In particular, if a
ODVD=-ROM (DVD-RAM) is used to distribute media data, the data
includes hidden information on a permissi.én for copying, that is,
whether copying is prohibited or allowed. DVD players used by
" epd users to dupli.i:a'te the media data include a function for
limiting copying. Thus, {f the copying player extrxacts a copy
"permission condition from the medium to find that copying is
prohibited, it operates to prohibit copying.

G. Data extraction. system= and sem.conductox im-.eg:ated circuits
mplemant:.ng such systems
!

E Specifically, the above data extraction method can be implemented
' on aystems of. tha following configu:ation. In addition, most of
the functions of such a system can be provided on a single chip
" as a semiconductor inteqrated circuit., The detailed dascription
of the characteristics of such systems and semiconductor
integrated circuits is omitted to avoid duyplication, but the
ftems and their extensions and variations described in tha data -
' extraction method are also applicable to these systems. The
detalls of the following items will be obvious to those skilled
in the art from the description of the above methods.

Specifically, a system for extracting message data from media
data has a translation mweans, an Jddentification means, a
characteristic value calculation means, a storage means, and an
axtraction means, as shown in Figure 22. The translation means
is an A/D convezter that converts messaga data comprigsing analog
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signals in which massage data is hidden, into dlgital signals,
which are then ocutput by the converter. The identification means
identifies one of those blocks in media data output by the
translation means §{n which message data 4is hidden. The
charactexistic wvalue calculation means determinas the
charactaristic wvalue of the Dblock identified by the
identificaticn means. The storage means stores a translation
rule that associates the contents of the data to be extractaed
with the difference betwsen a reference value for the
characteristic value and the characteristic value of this block.
The extraction means references the translation rule to extract
the hidden message data depending on the characteristic value of
thia block.

The xofarence value is the characteristic value of a second block
that is present in the media data and that is different from the
first block. The translation rule stored in the storage means
states that one of the bits is extracted if the characteristic
~value of the first block is larger than that of the second block
whereas the other bit is selected if the characteristic value of
the first block is smaller than that of the second block.

In addition, a semiconductor integgzated circuit comprising the
above system incorporated in a single chip has, as shown in Fig.
23, at laast a calculation means and an extraction means. The
salculation means detezmines tha characteristic value of thé.t
block in media data coiup:i.sing input signals which iz identified
as the one in which message data iz hidden. The extraction means
extracts the hidden message according to the charactexistic value
of the block by refersncing the translation rule that associatesa
the contents of the data to be extracted with the difference
between a reference value for the chazacteristic value and tha
charactexistic value of this block.
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INDUSTRIAL APPLICABILITY
As described above, if message data is dispersively hiddem in
media data such as an image or sound, this invention determines
those pogitions in which the message is to be hidden basaed on the
contants of both media and message data. Therefore, this
invention enables data hiding that prevents a third person from
modifying the megsage eas.t'ly.
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1. A data hiding methed in which media data is expressed as a
media array while message data is expressed as a message array
and in which the elements of said message array are dispersivaly
hidden in said media array based on a state value spacifying a
particular array element of said media axzray, comprising the
steps of:

(a) determining the j-th (3 2 0) state value;

{(b) determining (j + l)-th state value based on said j-th
state value, the array element of sald media array indicated by
the j-th state value, and the arxay elements of said message
arxay; and ' '

(c) ‘'hiding data with respect to the array element of said
media array indicated by said (] + 1)-th state .value.

.2 A data hiding method in which media data. is. exprassed as a

media array while message data is expressed as a nmessage array
and in which the J élements of said - message axray aze

" dispersively hidden in said media array based on a state value

'_speci!ying a particular array element of said media a:ray,

campzising the staps of:
(a) determining the j~th (j 2 0) state- value, i
(b} determining [ 1)=th state value based on said j-th

" state value, the array element of said media array indicated by

the j-th state valua, and the a:xay elements of said message
arTay; .
(c) hiding data with respect to the array element of said
media a::ay indicated by said (Jj + 1)-th state value; and .

(d) recuzsively executing steps (&) to (c) to hide the'J
alements of said message array. -

3. A data hidihg method according to Claim 1 or 2 wherein if
4 = 0 in said step (a}), the initial state value is determined on
the basis of the data in the array elaments of said message
array. N
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4. A data hiding method ac¢cording to Claim 1 or 2 wherein if
§ = 0 in gaid step (a), the exclusive OR of the data in all the
array elements of said message array is used as an input to said
initial function, the output of said initial function being used
as said ianitial state value.

5. A data hiding method according to Claim 1 or 2 whersin in
said step (b), said (J + 1)-th state value is determined on the
basis of the exclusive OR of said j-th state value, the data in
the array element of the media array indicated by the j-th state
value, and the data in the array alements of said message array.

6. A data hiding method according to Claim 1 or 2 wherein in
step (b}, the exclusive OR of said j-th state valua, the data in
the array element of said wedia array indicated by the j-th state
value, and the data in the array elements of said message array
is wsed az an input to said position translation function, tha
output: of said position translation.function being usaed as said
(3 + 1j—th state value.

7. A data hiding method -according to Claim 6 wherein said

hidiag position translation functicn is an enciphering function

. that uses a=z a pazameter, a aeczet key used iIn the public key
method.

8. A data hiding method according to Claim 1 or 2 wherein, in
salid step (¢), said hiding data iz the exclusive OR of the array
element of aaid media array indicated by sald j-th state value
and the array elements of said message array.

9. A data hiding methed according to Claim 1 or 2 whexein, in’
said step (o), one of the pixal blecks which corresponds to the
array element of salid medla array indicated by saild (J + 1l)-th
state value and a second block arxe paired and wherein the
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characteristic values of the pixel blocks are manipulated based
' op the translation rule g0 as to hide the hiding data.

10. A data hiding method according to Claim 3 whezrein said
second bloek is adjacent to said first block constituting a pair
with the second block.

11. A data hiding method accorxding to Claim 9 wherein said
translation rule specifies a rule used to manipulate said
cha:aqter:.stié values based on the difference in the
' characteristic value between the regpective pixal blocks
constituting a paizx.

12. A data hiding method according to Claim 11 wherein said
characteristic value is the brightness value of said pixel block, .

13. A data hiding method according to Claim 11 wherein said
characteristic value is the variance value of said pixel block.

14. A data h_lqs_ng method sccording to Claim 2 further including
- the step of (d) extracting said media array in which said hiding
data is hidden; and the last state value.

15. A data extraction method in which message data is expressed

. as a message array, in which hiding data including said message
data .i:s .'exp:osscd as a hiding arxay while media data with said
hiding data dispersively hidden therein is exprassed as a media
array, and in which. said message array is oxtracted from szaid
. media array hased on a state value specifying a partmnlar array
element of said media array, comprising the steps ofs

(a) determining the j-th (4 2 0) state value;

(b) extracting an array element of said hiding array from
the array element of said media array indicated by said j-th
state value; '
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(c) determining the (] - 1)-th state value based on the j-th
stats value and said extracted array element of the hiding array;
and . '

{d) extracting an array element of said message array based
on the array element of said media array indicated by said (j -
1)=-th state value and the extracted array element of said hiding
array.

16. A data extraction method in which message data is expressed
as a message array, in which hiding data including said message
- data is expressed as a hiding array while media data with said
hiding data disporsively hidden therein is expressed as a media
arzay, and in which said message array is extractad from said
media array based on a state value specifying a particular array
element -of said media a'rray., comprising the stepa of:

(a) determining the j=th (j 2 1) state value;

{b) extracting an array element of said hiding arrzay Zrom
~ the array element of said media array indicated hy said j-th
state value;. .

) {c) determining the (j - l)-th state value bhased on the j-
. th state value and said extracted array element of the hiding
. axray;
' _(d) extracting an array element of said message array based
on the array element of said media array indicatad by said (j -
; 1)~-th state value and the extracted array elament of said hiding
array; and :

(e) xecursively ezecuting steps (a) to (c) until an

extraction eand condition is met. '

17. A data extraction methad according to Claim 15 ox 16 wherein
in said step (a), the firat state value used in starting

extraction is provided to an extractor as information required
for extraction.
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18. A data extraction method according to Claim 17 wherein the
firat state value used to start extraction is the last state
value generated in: hiding said message array.

19. A data hiding method according to Claim 15 or 16 wherein in
step (c), said (J - 1)=th state value is determinad on the basis
of the exclusive OR of said j=-th state value and the data in the
array element of aaid hiding array extracted from the array
element of said media array indicated by the j~th state valua.

20. A data hiding method according to Claim 15 or 16 whersin an
‘extraction position translation function is provided, and wherein
in said step (c), the exclusive OR of sald j-th state value and
the data in the array element of said hiding array extracted from
the array element of sald wedia elewent indicated by said §=th
state value, the output of said position translation funct:.on
hei.ng ugsed as said (j - 1)-th state value.

21, A data ext;r:act:l.on method according to Claim 20 wherein sald
' extzaction position -translation function is an deciphering
' .function that usea as a parameter, a public key used in the
: publ.i.c -key nethod.

.22 A “data. extraction mathod according to Claim 15 or 16

oL wherein. in said step (b), thae az:ray element of said hiding axray

is the exclusive OR of the arxay element of said media array
'.indicated by said (j - 1)~th state value and the arzay elamants
- of aaid measage axray.

23. A data _hiding met'.hod accarding to Claim 15 or 16 wherein,
in said step (b), the pixel block corresponding to the array
alament of said nedis axray indicated by said j=-th state value
and a second block are paired and wherein the hidden data is
extracted accordingy to the relationship between the
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‘characteristi¢c values of said pixel blocks constituting a pair
on the basis of an extxaction rule. :

24. A data extraction method according te Claim 2] wherein said
second block is adjacent to said first block constituting a pair
" with the second block.

25. A data extraction method according to Claim 23 wherein said
extraction rule is based on the diffarence in the characteriatic
_value between said pixel blocks constituting a pair and
' coxrespands to the translation zule that specifies the
[ manipulation of said characteristic values.during hiding.

. 28, A data extracting method according to Claim 25 wherain said
‘characteristic value is the brightneéss value of said pixel block.

.. 27.. A data hiding method according to Claim 25 wherein said
- characteristic value is the variance value of sald pixel block.
! .

2a_. A data extraction method accoxding to .c:l.aim 16 wherein an
! gnitial function used in hiding data in order to detexmine the
) :.ni.t:.ta.l state'value based on the data in the array elements of
sajd message a.rray, and wherein the method further includes the
steps of: . :

w0 (2) in said step (d), each time an element of gaid message
@lement i3 extracted, using the data in all the arxray elements
‘0f said message arzay as an input to determine as said extraction
" end condition that the output of séz‘.d initial function is equal
to said (j - 1)-th state value.

" 29. A data extraction method according to Claim 28 wharein the

exclusive OR of the data in all the extracted array elements of
sald message array is used as an input to said initial function.
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0. A data extraction nethod according to Claim 27 whezein in
step (£), the end of extraction is recognized when the output of
" gaid initisl function i& equal to said (J - 1)-th state value.

31. A broadcast system comprising:
a storage aspparatus in which a comimercial image is stoxed;
an encoder for hiding in said commercial image, information
' usad to count the number of broadcasts of said commercial image;

and

a broadcast apparatus for bruadcasting said comnmercial image
" with said information hidden thezrein, wherein:

said information is dispersively hidden in said commercial
image based on the data in said information for counting.

_32. A broadcast system according to claim 31 wherein the method
for hiding said information in said commercial image ls the data
- hiding method set farth .tn any of ‘Claims 1 t.o 14.

33." 2 :fece:l.ving sysr.em- comprisingz
' areceiver. for receiving a commercial image including hidden
- :.nto:uation used to count the numbex of broadcazts of said

. eomercial :I.uage;

a decoder for extracting said iniormauon from said

.- commercial image, and

. a counter for counting the number of broadcazts of sald
' commereial image based on said extracted information, wheraein:
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based on the data in said information for aounting, the
positions of said dispersively hidden information in said
commercial image are identified and the information is then
extracted. '

34. A receiving system according to Claim 33 whexein the method
for axtracting said information from said commercial image is the
data extraction mathed set forth in any of Claims 15 to 30.

35. A system for transmitting data to a network, comprising:
a storage apparatus in which media data is stored;

a coding apparatus for hiding message data in said media
data; and '

a server for eontrolling ‘an encoder so as to hide said
maggage data in said media data xead from said storage mesns and
transmitting ‘the output data from sald encoder to the network,
whevein: P

said message data is dispersively hidden in said media data
based on the contents of said message data. '

"36. A system for transmitting data tu a network according to
Claim 35 wherein said hiding method is the da.ta. hiding mathed set
foxth in any oi (‘:J.a.i.ma 1 to 14, '

37. A system for rqe_e.ivi.ng data from & network, comprising:

a receiver for receiving media data with message data hidden
therein from the network; and’ '

a decoder for extracting said message data from said media
data; whereln:

~
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based on the contents of said message data, the positions
of said digpersively message data in said media data are
identified and tha message data is then extracted.

38. A system for receiving data from a network accoxding to
Claim 37 wherxein said extraction method is the data extraction
method set forth in any of Claims 15 to 30.

39. A data hiding method in which first data is expresased as a
first arzay while a second data is expressed as a second arxay
and in which the elements of said second array are dispersively
hidden in said first array based on a state value specifying a
particular array element af. aa:.d first array, comprising the
steps of:

(a) determining the j-th (j 2 0) atate value;

_ (b) detexmining (] + 1l)-th state value based on said j th
state value, the array element of said first array indicated by
the j«th state value, and. the array elements of said second
) a::i:ay: and .

(c) hiding data with respect to the. array element of said
' fixst array indicated by said (j + 1)~th state value,

40. A data extraction method in which second data is expressad
.as a second azray while third data including said second data is
expresfed as a thixd array and in which firat data with asaid
- thixd ‘data dispersively hidden therein is expressed as a first
'..a_rray} said second array being extracted from said first axray
based on a state value specifying a particular array element of
said first array, comprising the steps of:

(a) determining the j-th (j 2 1) state value;

(b) extracting an arxay element of said thixd array from the
array element of said first array indicated by said j-th state
value; :
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“(¢) determining the (j - 1)-th state value based on the j-th
state value and the extracted array element of said thizd array;
and '

{(d) extracting an arzay element of said second arrxay based

- on the array element of said first array indicated by said (j -

1)-th state valua and the extracted array elemant of said thixd
array.

41. A data hiding method for hiding data in media data wherein:

information on the refexence position for the said message
- data and gaid media data is hidden in said message data, and
whexrein

' the information on gaid reference pasition is hidden in said
.kessagae data and enables gaid zefexence position of the original
message data or a relative position bssed on said refarence
position to ba detected even if part of said message data is cut
off as partial message data.

- 42. A data hiding method for hiding data in media data according
to Claim. 41 wherein the informstion on said reference position
.is concentric mireular arcs drawn around said reference position.

"43.. A~.data hiding method for hiding data in media data
emp;.-isi.né the steps of:

4
: (a) identifying one of those blocks in the media data in

. which the message data is to be hidden;

-{b) determining the characteristic valua of said identified
block; and

. {(¢) manipulating the characteristic value of said block so
as to hide the message data by referencing a translation xumle
that associates the contants of the data to be hidden with the
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differance batween a reference value for the characteriatic value
and the characteristic value of said block.

44. A data hiding method for hiding data in media dats according
to Claim 43 wherein said zeference value is provided by the
characteristic value of a different block present in the media
-data. :

.'45, ' A data hiding method for hiding data in media data
comprising the steps of:

(a) identifying a pair of blocks in the media data which
comprise a first block and a second block;

(b) compariag said determined characteristic values and
manipulating the characteristic values of said blocks

- const&tuting said palir so as to hide the message data;

{e) * comparing the difference between said detemined
chiaractexristic wvalues, and based on' the translation =zule,
manipulating the characteriastic values of said respective blocks
. ‘comstituting said pair so as to hide part of the data in the
. message data; : -

o (d) z::epoat.i.ng steps {a) to (¢) to hide all the massage data.

46. A data hiding method for hiding data in media data
' campriaing .the staps of:
! - {a) identi.fying a pair of blocks in the media data which.
] "e'onp:i.se a £first block and a second black; and
(b) determining the chayactaristic values of said respective
" blocks constituting said pair;
' {c) exchanging the characteristic values of said blocks
" constituting sald pair so as to hide the message data, based on
a translation rule that specifies <the difference in the
characteristic valua between the blocks.
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47. A data hiding method accoxding to Claim 44, 45, or 46
wherein said second block is adjacent to said first block
constituting a pair with the second block. -

48, A data hiding method according to Claim 44, 43, or 46
wherein said translation rule states that one of the bits is
hidden if the characteristic value of said first block is lazger
than that of the gecond block, while the othexr bit is hidden if
the characteristic value of said first block is smaller than that
of the se_cond bleock.

43. 1A data hiding method according to Claim 44, 45, or 46
.further including the step of prohibiting the execution of said
step (¢) if the difference in the characteristic value betwsen
sald first block and said second block is laxger than a f£irst
. threshold, thereby preventing the media data from being degraded.,

50. A data- hiding method according to Claim 44, 45, or 46
further includiag the step of prohibiting the execution of said
stap (¢) if the difference in the characteristic value botween
- sald- first block and said second block is smallar than a second
‘threshold, thereby. p:evenf.ing the degradation of the accuracy in
'.'ext:a:ting the masage ‘data. :

51, A~ d'ata hiding method according to Claim 44, 45, or 46

- wherein said block is a pixel block, aand wherein said

: 'qharaqéteri.st.ic value is the brightness valua of said pixel block.
. 82. A data hiding method according to Claim .4'3,._45, or 46
wherein said block is & pixel block, and wherein said

characteristic value is the variance value of said pixel block.

53. A data extraction method for extracting message data from

media data with the message dats hidden therein comprising the
steps of: :
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(a) identifying one of those blocks in the media data in
which the measage data is hidden;

(b) determining the characteristic value of said identified
block; and
' (¢} extracting the message data according <o the
characteziatic value of said block by referencing a translation
rule that assaciates the contents of the data to be extracted
with  the difference between a reference value £or the
characteristic value and the characteristic value of said block.

54. A data extraction method according to Claim 53 wherein said
reference value is present in the media data and is the
characteristic value of a block different from said block.

35. A data extraction methed for extracting message data from
‘media data with thae message data hidden therein couprising the
staps of: :

(a) identifying a pailr of blocks in the media data in which
" the meszage data {z hidden; ' ' '
, (b) determining the cha:actarist;c values of said blocks
constituting said pair, and :

(c) extracting the hidden data "according to the
- cha:acterist:.c value of the said respective blocks by refexrencing
a translation rule that associates the contenta of the data to
ba extfracted with the differenca in the characteristic value
© batween gaid bleocks constituting said pair.

56. A data extraction netﬂod'aécording. to. Claim 54 ‘oz 55 wherein
"said secmnd block is adjacent to said f£irst block constituting
a pair with the second block.

57. A data extractlon method according to Claim 54 or 55 wheraein
said translation rule statez that one of the bite is extracted

if the characteristic value of said first blaock i{s larger than
that of the second block, while the other bit is extracted if the
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characteristic value of said first block is smaller than that of
the second block. '

58. A data extraction method according to Claim 54 or 55 whexein
said translation rule detarmines that no media data is hidden in
the pair if the difference in the charactexistic value between
said first block and said second block constituting the pair is’
smaller than a apaciﬂed threshold.

53. A data extraction method according to Claim 53 or 55 wherein
said bleock is a pixel bloek, and wherein said characteristic
value is the brightness value of said pixel block.

60. A data extraction method according to Claim 53 and 55
whereia .said block 45 a pixel block, and wharein said
characteristic value is the variance value of aaid pixel block..

61. A data extraction systam for extéact:.ng mesgage data from
media data with the message data hidden therein, comprising:

' a converter for cdhverti;xg. the message data comprising
analeg signals and including the hidden message data, into
digital signals and for outputting the digital signals

‘an identifier for identifying one of those blocks in the
. media data in which the message data is hidden;

a characteristic wvalue calcuiar.or for dét.emining the
characteristic value of said block identified by said identifiex;

& storage for storing a translation rule that associates the
contents of the data to be extracted with the difference between

a reference value for the characteristic value and the
characteristic value of said block: and

- 60 -

L]



an extractor for extracting the message data according to
the characteristic Value of said block by referencing said
translation rule.

62. A data extraction system according to Claim 61 wharein said
reference value i{s predent in the media data and is the
characteristic value of a block different from said block..

63. A data extraction system according to Claim 61 wherein said
txanslation rule states that one of the bits is§ extracted if the
characteristi¢ value of said first block is larger than that of
the second block, while the other bit is extracted if the
characteristic value of said first block is smaller than that of
the second block. :

- 64. A semiconductor integrated .circuit for extracting messaga
- data frem media data with the message da:a. hidden therein,
coznpri.sing.

_ a 'dgﬂ,qe for detémining the characteristic value of one of
- tha blocks in the media data comprising input signals which is
: "idengified as the one in which the message data is hidden; and

an extractoxr for extracting the hidden message data
. according to the charactexistic value of -said block by
-veferencing a txanslation rule that amrgaciates the contenta of
the data to be extracted with the difference between a reference
value for the characteristic value and the churacteristic value
of said dlock.

65. A semiconductor jintegrated circuit accoxdmg to Claim 64
wherein sald referenee value is presant in the media data and is
tha characteristic value of a block diffexent from said block.
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66. A semiconductor integrated circuit according to Claim 65
wherein sald translation rule atates that ona of the bits is

©  extracted 'if the characteristic value of said first block is

largex than that of ‘the second block, while the other bit ias
extracted if the characteristic value of said first block is
smaller than that of the second block.
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