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S'PBCil'ICA':IOR 

DAft. BIDIBG DD BXTRAC'l'IOR KlmlODS 

J!ACKGBOQliD or THE IN'VENTIO§ 

'l!BCHNICAL FIELD 
The presen~ invention relates to a data hiding methc~ ior h1d~ng 
-.essaqe data in :medi.a data and a da't:.a extraction method for 

extJ;act1ng the hidden data. 

BACKGROUND UT 
Due ta the develo~nt 0£ multimedia-oriented soc~aty, a la~ge 
amoun.t. of ~ig1talised image and aound in.formation is _diatrihutad 
ove: Inte:net or aa recording :iaedia such as CD-lU>Ks, QVD-ROH8 (or 
DVD-MK•)_, or ?lVCs. Si.nee anyone can simply make a c:omplet:e copy 
of such diqitalized info:casAtion Which ie unlikely to be degraded, 
i ta 'Wlf air uae is a problem.. iro prevent a thL:d pe::csol\ from 
lJJ\fai:rly copying aadia data auch a.s image , oz: .sound data, 
attention is being paid to a hiding tec~nology·that hides 1n 
origina;1 meclia ~"ta, infQrma.tie>n S\\c=h aa the s~gn of the author. 

· I! d.lgi tal.:Lsed image data ii illeg~lly copied r the eign hiddan 
in the ~opy can ~ c:hecked to ident~fy i~a source .ui oZ'der ta 

det:8%1UJ..~~ whether it ha.a been illegally ~de. s11ch a technology 
· :Ls ·called· "data hiding• • 

I - - o • 

Pig. 1 ~& • halt tone illage compris1ng digi,..l1sed data shown on 
a cU.spla~. »ho'CO dasc:ription (mes1ages) siich as a ":nurse•, a 

· ·~tve~·, a •kinderga:ten pup11~, and a ~bi:d" is hidden in the 
aedia data1 that·is, the digitalized linage in P.t.g. l(a), as shown 
in Fig .• l.(b). Kedia data can be obtained by dividing an image 

f~om a phot09reph in~ sm-.11 points and deta.onin.ing tha nwneric:al 
values ot the brightness and color of each po~nt. ln this caae, 
the oz:tg.ina1 nmneric:al values of the illla9e a:re lntentional.ly 

.somewhat changed. Ve:y mnqll changes in the numer.1.cal values do 



.. -

not substantially diatu~b the image and a~e not perceived by 

users. Thi.a nature ean be u.1ed to hide completely different 

infoZJILilticn (message data) in t~e original imaqe. Message data 
hidden in ~he image :may include any infoxmation and may be, fo~ 
example, a la~tice patte:n, a rule-like figuxa, or the sign of 

t.he p;roducer o~ the image. Message data hidden in media data can. 

De ex~%acted by p:ocess~ng with a special P,rogram. Thua, based 
on the e~t:~cted message data, it can ba date:cmined whethei the 

o=ig~nal media data has been modified, 

Bach cf the masaa~es shown in Fig.. l(b) is hidden near a 

maan.J.ngful region on the i:maqe. For example, the messaqe ''bird• 

ia hidden near tha rsqion in which the bird in tha imaqe is 
p:ase~t, and acts as a caption.. To hide a mess~ge such aa 

i.nform&t.f:,on on the owner in the .image, the us sage is p:efe~ably 
.d:i.s'b:'Jbuted over the imqe. !his is because the message, which 

J.s loc:all.y hidden, may de9.rades the quality of t.hat region when 
.its amount La luge. In addition, j.f PR:Z'":- cf the image is c:ut 
aff, it ie likely to be able to extract the massaqe if it ia 

I 

dist~i.buted. over the image. !hus, hew to dete:z:min• where each 
mess•;e p.Lec;a is hidden is impo:t~t. The posi. ti.arts a~e 

de~:min84 on 'the ~ases of a state sequence s. 'nlat ~., eaeh 
element ·of 'the state sequences is associated with each message 
and th..9~. mess~ge is hidden at t.ha corresponding position 
cletaisMied on th.• basis bf the element. -
Aaco:ding ta conventional data hid~ng method&, the etate sequenc:e 

S has been detaDl.ined by IL ra.RctOJD number aequence. .F.lg. 2 
schematically shows a layout of medsaqe data dia~~1buted on an 
imocze aocorcU.nq to conventional method.a, 'l'he image shown in Pig. 

l(a) is divided into I imaqe regions, each· of which is nwnbe~ed. 
f~om. 0 to 9. ~en, message d4Cil ia expressed as a MS$age a:rJ:&l' 
(m), end an array elemen~ 1s described as an a~~ay value m(n] (0 
~ n ~ 9). Bach array value is associated w1th divided message 
data. Each 11.essage is hidden at t.he poaition in the 11Dilqe 
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epe~if1ed an.the basis of the element int.he state eequence s. 
~e follow.int; equations detexm.ine a pasie:ton pO at which Ot.h 

~••sage m{O] is hiddan. · 

[Equation l] 

State value S0 = initial value (constant) 
Pos.i ti on Pa = So mod I 

~e above equations indicate that after 4 constan't has been qiven. 

aa the ·in~t1~1 vale of the state valQe Soi the ~emainder 0£ I 

(the number of imaqe region.a) .reliltive to the stata value Sa ia 
P0 • 'l'h9 value of the pos1t1on P0 is any integral value between 
0 and (I - 1). By aaaoc:iatinCJ the integral values with 'l:he o.rder 
oi the i~qe :egiona, the me5sage m[O] ii.hidden in the i-th 
imag-e region. The locations Pa of 'the fiX'st. and au:bsequent 

·messages m[n] on the basis if the following equations. 

[Bquatian 2] 
S. = Rn.cl (S ... 1) 

P., =- S.. mad. I: 

. fte&e ·~ations. indicate that the preceding state val.ue s_.1 is 

-u~ecl as the seed of a random nwnb8r to generate a paaudo random 
numbe~ "-a=:-ay, wh.i.c:h is used as the next 8tAta value s.. The 

%8111&.l.ncfer _of I ~lat.i.ve to the state value S. is the position Pa• 

The measage m[n] 1& hidden 1n the .iaii9e r941.ion. cori:esponcl.t.nq ~ 
tlUs val.ue. 

The bidden message can be read only by uaera who know the state 
Yalue So (initial value). lf the measa;e is extracted, all the 
ata.te values (S1, ••• , S,) following the state value Sa a.re 

calculated an the basis cf the initial val\18. The positions 
correspondinq to the state values are 1dent1f ied and the ~ssages 
hidden at theae poait1ona a~e extracted.. 
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As ia aeen in Pig. 2, since the state value s. used to detexmine 

the pc:1sit~on on the imaqa of the n-th mea•age m(n] depends only 
·On the· state value s,..1 the state value s. can be detemined when 
tbe &tat:.e value S.-i is cle~ermined. Lilcew.isa, the state value s"A-l 

depends only on the state value s".i· sy recursively repeating 

thia p:r:oc:edure, all the elements (So, S1, Si ••• , S,) in the atate 

sequence S ~an be deteDtlined. thus, all the elelll8nts i~. the 
state aequen~e s depend cnly on the constant initially given as 
the J.nit.ial value. Con.sequently, on.ce the initial value has been 

identified, the atate sequence s can be detez:minad to identify 
all the poait~cns of .the messages distributed ov.e: the image and 
to ext~ct thei~ hidden contents. 

If the initial value has been published OJ: knnwn -co a. third 

·person despite efforts to make it secret, ~he thi~ person can 
use the value to identify the posi~ions of messages easily and 

. uaae t.he meaeage data. or write a different message data ovar the 

first data. It has been difficult for conventional methods to 
effectively prevent a 'Q1= person f:om erasing the original sign 
tc JDake the liiOU:c:·e. unknown or writing a ·different .•ign ove~ the 
o:~gi~al. sign to act as ~t ha or she was the author. 

It is therefo:c an o~ject of this inv~ntion to ·propose a ·new· 
method·~or distributing and hiding message data in media data. 

· J:t is 11no~:r ob~ect of thia inven'tion ta provide a dat;~ hiding 
. -~ tu~ p:even~s a Ci~ pe:rson f;r;om mcd1.%y.t.ng m;sse"ge dac•• 

ITIQIARX QP THI l:I.!VBN'l'XOI 

'?O achieve the above object.a, a f irat invention :r:elatea to a data 
hJ.dinq method of dispersively hidinq the a:r:ray element:s of a 

messag-e Arl:ay in a media ar.:ay based on a state value s 
·•pacifying a particular array element in the media array if th• 
mecU,a data 1s ~esscd a• the media ar-z:ay while •••age data is· 
expi;essed a.s the message array. Speci!ically, tha fi:cst 
invention comprise• tha steps af: 
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(a)- dei:emining the j-th (j ~ 0) ata.te Villus Sj; 
(b) dateniining (j + 1)-th s:tate value s~.1 baaed on the j-th 

st~~· value, the array element of the media array indicated by 
the j-th state value, and the array element of the message a.rray; 

and 
(c) hidi.ng data With resp~Qt to the a~ray element of tha media 
a::ay indicated by the ( j + 1 )-th state V"alue SJ+l • 

tf the message a:ray has J array elements, tne above steps (a) 
ta (c) are z:eca:cively repeat9"' ~ntil the J arxay elements have 
bean hidden. lt j = O, the ~niti•l ata~e value s0 is determined 
on the-basis of the data in the &rray elements of the message 
a:ray. Specifically, an initial functign fo: determining the 
initial 5tate value S0 11 provided, and a value based on the data 

l.n. all. tha elaients af the mess•ge array (for example, the 
exclusive CR of the data) is input to this initial function. 

ln step ('b], tlie (j + 1)-th state value SJ+l. ia dete:nU.ned on the 

baai.s of the exclusive ·Oa of 'the j .. tb state value s5, the data .i.n 
· the ·a:z:ray elemen<t of the mediil array indicated by this state 

value, and the data in the ar~ay elell\ent of the messa~e ar%ay, 
S~c.i.!J.cally, a hiding po1o.ition translation funetion is p:ovided, 
and the above exclusive OR ia 1nput ~o this function to obtain 
~ (j·-!'~ 1)-t:h state value SJ,.1 as tha O\\tput. '!he hiding 

po~ition._translation function may be, lo% ex-inple, a funct~on 

uaug as a pazmaater, a sec:1nt key u~ed 1n pul>l.t.c-Jcey 
cryptoq~aph.y. ~e hiding data may be the exclusive OR of tbe 

arr~ element o! the media arr•Y indicated by the j-tb state 
val.ua SJ and the an-ay element of the mesaag'e aJ:ray. 

In ac:ldition, a second invention ::ela.tas i:o a data ext:ac;tion 
method ot ext.rac:t.ing a message a:r::ay trom a media array basad on 
a state value specifying a par~icular array element ~n 'Che mecU.a 
a:~ay i~ ~he measage daca is expresGed as the me1sage ar~ay and 
if Ji.id.:lng data .tnc1ud.ing ~he me••age data S.e expressed es a 
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hiding array while the modia d•ta in which the hid~ng data is 
diapersi vely hJ.ddan i• expressed as the media axray. 'I'he sec:ond 

invention eonprises the'eteps of: 

(a) determining the j-th {j ~ 1) state value Sj; 

(b) extracting on array elements of the hi4inq •rray from the 
array eleqient of the A\edia array indicateg by the j-th state 
~alue Sj; . 

(c) dete=intnq the <:i - l) state value Sj-i baaed on tnca j state 

value SJ and :th• extracted array element of the hiding a:i:ra.y; and 
(d) extracting an array element of the message a~~ay based on the 
a.z:ray element of the medta array ind.teated by the ( j - l )-th 
state via.lu.e sJ-l •nd the extracted array element of the hiding 

ax:ray • 

.irbe atepa (a) to (c) are xeeursivaly repeated un~il a ext:action 
finiah condition has been met. In step (a), the state value Sj 
ueed to start ext~action is p:r:ovided beforehand to an extracto~ 
as in:fo:caati.on requiz:ed for extraction, "rile state value s l may 

be, fo: exainple, the last sta~e value generated when the me&sage 
uray was hideian. In step ( c). the ( j - l.) s"Cate value S 1• 1 Ls 

determined ~n the. basis of the axel~sive OR cf .the j-th state 
value S~ _ancl tb.e data i.n an ai:-ray elB1lll!nt of the hi.ding &l:'ray • 

. '!ha array element of the hiding a.r:ay !.ES ext.:ract.ed f:rom the array 

alement!"o:I tha media •=:ay indicated. by the j-th •tata value SJ. 

~ii actdlU.On, an ezt.mct1on positlon translation funct.t.on may be 
prov1decl°tteforehand, and. J.n &tap (C) r ~he exciurs1ve OR g;I:: t:.he j­
th state value. s,. and the data in 1:he array element of the hiding 

. a~ay may be input to this function to obtain f.he ( j - l) •th 
· atate va1ue s1• 1 ae the output. The · extraetion position 

· translation function may l:Je, for example, a deeipherinq f11nction 
uainq as a parameter, a secret key used 1n an enciphering key 
method. In •tep (b), the array element of the hiding array ia 
be the exclusive OR of the array element of the media ar%'ay 
indic:ated br the ( j - 1 )-th st•t• value s3.~, the array element 

ot the media array, ang the array elenient of the ~essage ar~ay. 

lt~H·--~ "" u t._ET HAS BEEN 
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In acldition, a thizd invention provides a data hiding •Qthod of 
hiding message data tn media·d•ta, comp~iainq the steps of (a) 

. . 
identifying one block (a pixel block in imaqe data) in the media 
data in which the messaqe data is to be hidden, (b} dete:rmining 
the cha:act~ristic value (for example, a pixel, brightness, or 
~a:iance value) of the identified block, and ( c) ma.nipulating the 
cha:acteristie value of the ~lock so as to hide the ~essage..data 
hy refe:en~1ng a t:anslatlon r\lle that associates the contenta 
of the data to ~e hidden with the difference between a reference 
value for the cb~racteristi~ value and the charaoteristLc val~e 

of the bloclc. 

The reference v&lQa 111&y be the characteri•~ic value of another 
:bloc:lc prelieAt in the Jlledia data. ?:E the first and .seccnd bloclc& 

are identified in ~he media data, these blocks are paired and the 
c.h&racterist1e value o~ each pai: is de~el!111ined. The 
.cha~ac~eriPtie values obtained are comparad and manipulated an 

the basis of the translation rule (for example, by exchan_g.in9 the 

~haracte:is~c value&) so aa to hide the message data, If the 
•ssa;e data compx.tsas a pl.u:rality cf bJ.ta, the 11teps (a) to (c) . . 
ar.e rep~at:ed. . 

A fourth inventiOn provide& a data extrac~Lon method of 
~~c1St'ag message data from med.i.a data in which ~he message. data 

1a hidlen. compr~aing tha s~eps of (a) £dentifying ~a block ~n 
the niacUa da'ta. ilJ. wh.:t.oh the aeaaap dat.a 1• hidden, (b) 

det.e:z:mi:n.i.ng the oha:act.e2:1stic •alue o:f the 1denti~1ed. bJ.ocJc, and 
(cl extracti~g the hidden message data acco~ding to the 
cha~•cte:istic value of ~ha block by re~e~enci~g a translation 
z:,ila that associates the eontents of t.he data to be extracted 
with the dif fe~ence between a raf erence value for the 
character1stic value and the charac~eristic value af the blook. 

The ~f e~ence value 11W1.Y be the characteristic value of another 
block p::esent in the media dat.a.. lf "the first. and second blocks 
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are idantified in the media da~a, these blocks are paired and the 
c:ha.:acteriatic: value of each pair is detexmined. '!hen, i;he 

hidd:an messa9e data is extracted according ~o the characte~istic 
..,alue of each l>lock by xefe:encinq the translation :ule that 

a.s&aciates the contents of data to be extracted with the 

dl.ffe%enee in the ch~raateristic values of the blocks. It the 

c:haracteria.tic value of the firat block is larqer than that Of 

the sec011d bloc:lc, th.is translat.ion rule extracts one of the bits, 

and othe:wise, l!Xtracts the othe~ bit. 

A f ift_!i i.nvention relat.ea to a system fc:i: implementing- the above 
data exu11ct1an met.hod. That is, the f ift.h im~ention p:rov.i.des 

e data ext:act~on sys~em ior extraatLng message data from media 
data in wh1c:h the 111.essaga data is hidden, ccmp:i&.inq a 

t:.nal&t~on means fo: translating the inedia data in wht.eh the 

measage.is hidden, into digital signals, the media data beinq 

transmitted as analog signals; an identification means fQr 

identifying one 1'loclc i.n the media data in which the mesaage data 
I 

iG hidden, ~e'.lled.ia data being t:ansmitted as the output Of 1:)ie 

trans~ation -.a~s; a characte~istic value calculation means for 

deta=nining the cha~octe:istiQ value of the bloak identi~ted by 

· the ident.ificat1on means1 a stc~aga means for storing • 
uan.isla.ticn rule that aasociatea the contents of data ta be 

._v .. -t 

· ext:acted w~th the difference between a ~efarence value !or the .... ' 

cha;acteristic value and th• characte:istic value of t:he ~lack; 
and an ex:t.z;'aet~on mean• fo% ext~act~n9 the h~dden ina••age· data 
.aecc~ng to .tb,e cllaracte~ia~ic value of the biocJc. 

:rurthe;i:iaore, a sixth invention relates to a semioondu.ct.or 
int•gratad Qireuit with the func~ions of the above data 

extraction system p::covided on a •inqle chip. That is t the sixth 
invention provides a sean1conductor integ~atad circuit for 
ax~Z'actinq message data from media. data in. which. tha message data 

~s hidc:len, comp:iainq a means far dete=nining a aha~acte~istic 
•alue of one block Ldentif ied as the one in which the 1Utssage 
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data is hic1dan; and an extraction means fol: eJtt.ract.ing the h.i.dden 
mesaa;e data according to the.cha•actaristic value of the block 
by referencing a t~anslation rule ~hat asaociatas the contents 
of data ta ~e ext:acted w~th tha diffe~enae between a reference 
value £er the cha~act.eristic value and the charaa~eriatic valum 
of the block. 

BRIEF DESCRIP~lON OP ~HE DRAWINGS 

F~g. l ia a half tone imaqe comprisinq digitalized data shown on 
. ·a display; 

Pig. 2 soheaatically shows a layout cf meusage data distributed 
ovez: the image a.cco:ding 't.O conventional methods1 

~ig. 3 descr1bea a media array and a meseage array; 

.J'ig. 4 schema.tic:ally shows the relationship among media array 
values used· in h£d1ng processing; 

I.Lg. 5 is a s~ti.c: d:i:aw.tng describing an-object to be hid.d.Em.J 

l'i.g. & .ts a flowc1'a.rt showing o p:r:ocedu.z:e for h.i.dlng mesa age data 

in me~ •• data; 

:PJ.9. 7 shows· tbe .rela~Lonshlp betwet.._ a state value S~-l and a 

atate value SJ in hiding; 

:Fig. 8 1s a flowchart showing a proc:edu::e for ext:rac:ting message 
data f::r:mn hiclden eta ta; 

l'ig. 9 shows the relationship between a state value s J and a 
state value SJ.1 in extraction, 
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J'i;. 10 de&criJ)e1 the determination of whe1:hel:' a qenarated 
meas•qe array val~e ~. the beginn~ng of the measaqe; 

!'.ig, ll .is ill canoeptual drawing showi.nq a state in which an 

~ncoJ:":ect state sequence s has been gene~atad due to 
modification; 

7iq. 12 clescr;U)es data hiding and extraction methods using PBCJ 

Fig. 13 clesor~:bas a hidinq setho~ with PCB using a single pixel 
as .a p~xel Dloc~' 

Big. 14 describes a method for h1d1nq a message and_pos1t1onal 
information in an Ol:iqinal imaqe1 

Pig. 15 shows the case in which concent:d.c: circular aJ:Cs are used 
as positional 1nfo:mation; 

P1g. l& deac%ibas the identification of a ~eference pos~tion B 
.tn the caae in which concentric ciz:cular arcs a.re u..sed as 
;os1t1onal infoz:mation; 

rig. 17 describes hid.S.n.g and extJ:"action meth04a that uae 
ccmcentaiL_c circular ~· aa pos1ticmal infomation1 .. 

Fig. 19 is a blac::lc diag~ .. ahowtng a transmitter and a ~ecaiver 
. in lnteJ:n.at i 

Figa 20 ia a block diagram showing • se~er and a client; 

.riq. 21 is a bloelc diagram of a f.1nger print.i.nq and wa.~er marlc1ng 
sratem;. 
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Piq. 22 ia a block diagram of a data extraction ay1tem; and 

rig. 23 ls a block dia;ram of a semiconductor integrated c1:cu~t 
with ~e data extraction aystem p~ovided on a single chip. 

BEST MODE ~OR CAaRYlNG OUT THB INVENTION 
A. Data definition 
Fi:st, the lollowing arrays and sequences ere defined. 
(l) Media a=ray: X 
(l) Message a:xayi m 
(3) State seq~ence1 S 
(4) Poa-ition sequence: p 

( l ) Me<lia. array X 

.. 

.Kedia data i.nc:ludes .t.maqe and sound data. Media data, in wh.ic:h 
me•aage dat. ~s 9mbedded1 i• d~fined w~tm a'med1a·ar~ay M,· and 
a: liedia · a:ray element K[ i] that is an arxay element of the media 
a:::ay are expressed as follows. 

(Br{ilati.on 3] 
K;. {Hu Ku • • • 1 Ht,, • ·., ~s.-ii OZ' X[i] 

at media data 
o s .t :s x-1 

If the·-~ia data i.s, ::fo: example, an .lmage aa shown in :rig. 
l(a), the image ia divided. into I image ~gions with ~~e fi~at 
on~ hav.1ng a 0-th Jl'ISdia anay val'Qe xc 0] , a• shown in !'1.9. 3 (a) • 
"?ha 1-th iniage regian haa a media array value H[ i] , and ~he last 
:l.nage region haa a med.la •zray value K[l-lJ. Zach media a:z:oay 
val11e has da1:.a that ia the image tnformat:i.on of the image region 
to which it c::on:espands ~. '!he :I.Age infoz:mation is a cSenaity 
for monochrome screens, while 1.t is briqhtneea far coloi: •=•ens . 
?f the numbEIJ:' of i•;e J:eg-1.ons is equal to the number of p1.xele, 
the mecu.a array value X[ i] i& the pixel value of the i.-th pixel. 
If Ce image region comprise• a plurality of puels, for example, 
3 ~ 3 pixels, the imaqe infozmation is respecti~e pixel Yalues. 
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If the med~a data is sound, the media array value M[i] can be 
det1ned. as a amplitude value a.~ time (i). 11'ha data in each array 
value M[i] i~ aGswnad Co be expressed as a BM byte integer. 
(2) Measaga array (m) 

Massage data to be embed.ded in media dat.a incl1.1des, for example, 
info.rmation on the produce::r: of the imaqe, ma11.aqement information 
on • prQduction nwaber, a date, And a place, and 1nto.xmat1on on 
perm.las.ton fo::r: duplicates. Message data is daf .ined wi.th a 
massage a%'ray (m) and a massage array value mt j l that is an array 

elezaent of the message a):'ray are expressed a& follows: 

[Equation 4] 

m: {Jllo1 Jl\11 • • ·, •J, · • . , m.t-1 i o;i: :m[ j l 
of media data.· 

a ~ i ~ J-1 J: Length 

If the me:ssaqe dat5 .ia, ·for example, acs shown in Fi.qure 3°Cb), 
•I>ATJU1l'.Dl:MG 11 comprising 10 alpha.nuineric: charac:ters, the j-th 

let.t.er J.:s as.sociated with a messaqe array value m[ j-1], whJ.Ch 
· thus ha.a data indicating t:he corresponding letter. The d.a.ta in 
.each &:ray va.lue m[j] i• assumed to be expreased a :a. byte (1 
byte for alphanumeric characters) integer. In th1s case, the 
mess~ge data has a length J of 10. 
(3) State sequence s 
'!ha st~ sequence S is definad t.o detexmined the J.ocationli 
(media-array values) that are subjected to bi.ding, and a state 
value .SJ· t.h11t 1• AA element cf the aequenoa are expi:esaed as 

!011owa: · 

(EqUati.on '5] 

S '· {S0 , s,,. .•.. , SJ} or Sj 0 ~ j ~ :J J: Length o:! messaqe da.~a 

An algo:ithm fQZ qene:ating the sta~e •equenc• S is one of the 
J.mpor~nt f~oto~a 0£ 'ehLs embodimene. l~ ahould ~· noted that 
the number of ·the elements J ot the state sequence s is ( 3 + 1) , 
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whic:h is larger t.han the number of the elements J of the mese;aqe 
array (m) .by one. 
(4) Position sequence (p) 
~he pos~ticn sequence (P) is used to ident~fy the positions that 
•re subjectad to hiding, using the followin9 equation. A 
pos~tion PJ th•t is an element of the position sequence (p) is 
exp~e&sed. as follows. 

[BqUa1;ion 6] 
p: <Poi Pi, ••• , PJ} or PJ 0 s j $ 3 .Is L~ngth of message data 
P.s • SJ mo4 t 

'!he position sequence (p) has (J + 1) elements a• in the state 
aequende s. ~ position P.! that is an element of the positJ.on 
sequnc:e i:a determined as the remainder at: l: i-elat:.ive to tha 
state value with the amne index value (,), that 1a, SJ' Thus, 
the value of t'Jie position PJ is an integer between 0 and (1 - l), 
and the imac;e region correspondi11.CJ to this value is sub,ected ta 
hid.S.ng.1 Since (l) 1& an ccAatant that 11 the number of image 

· regio2u~, the ve~ue oi the position p~ can be uniquely de1:e:m1ned 
·once the.· state· value Sl has been establJ.ahed. Thus,· th• 
po•ition- that are su))jectad to hiding are vir~ually iden~it1ed 
J:)y.'the state saquance s. 

-..!'- ... 

a. · Hiding algo1:.ithm. 
The data h1d1:aig method accoz:ding ~o thLs inven~~on 1• ciosel7 
related t.o a:n: algorithm f= ext:act1ng hidden data. '!hat is, a 
.th~rd person who attempts to extra~t hidden data can view the 
me&•aqe Lf ha or she has specified info.a1&tion. In this case, 
.f.t ~· import.ant to effectively prevent the th1.J:d person. from 
mcdifyin.q the message during extraction. In view of this point, 
thi• invention hide• data based on the followinq th~ee 

cha~acter1st1ca. 

Cl) .Detem.tnauon of the state value So based on th• 
characteristic• of the meusage 
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(2) Dete:mina~ian of the s~a~e sequence s based on the message 
and .uiage data. 
(3) Data to J:)e hidden 

(1) Detarminatian of the state value S0 based on the 
cha~a~~~stics of the meaaaqe 
'l:he stat• value So that is the fiX'st eleaent of the s.tate 

sef!U&nce is the cutput Of an ini 'ti&l function f 111 to which t.he 

exclus~9a 01' of all the elements (m[OJ, m[l], •.• , m[9J) af the 
message anay ." The state value S0 and the pcsi ti on Po 4eta:r:m.lned 

·en the Na.is of this value are detentined by the fcllcwlng -equations • 

. . 
(Bq~tion 7J 
s, =fin (•(OJ ·XOR m[l) XOR m[2l XOR ••• XOR M[n-1]) 
Po· em So mod t 

. 
conven~ional methods have determined the initial state value So 

I 
as a pa:rtic"Glar constant :egaJ:dlass of the contents of the 

message to be embadd8:4· Accomi.ng to this embodiment, however, 
this element is deteJ:mined on the basis of the contents of the 
message, that J.s, all the mesaage. a:rray val11es. J'ig. 4 
.sc~tically shawa 'the d3.11tril)ut:.1on. of mesaaga data over an .... ~ 
image. · "lhe -initial position p0 is identified from the 1n11:ial 

..... 

state vaJ.ue 80 as shown in the fiVUR• 

file detezmina~an of the .i.ni'tial s'f:ate value 80 from 'tlle 

aharaa1:er1stica of the ••saqa array (JD) is ana o~ the 
aharacteZ'isttcs o! the preaen~ alqcrithm. 'l'l'l1s no~ only mekes 
the detend.nation af the initial state value complicated but also 
affaatively pzeven~a a third pe:aon from illegally writinq data 
ove~ ~he mesaage. ~ha initial fun~tion fun: is also used aa a 
function far det.e:a:min1ng the and of the message durilig 
extraction. '1111.s prevents a third person from w=1 t:.ing a 
dtife:ent message other than the oriqinol meaaage. 
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(2) Dete:J:llination of the state sequence S based on the message 

and image da.ta 
'l'he next sta~e value 81 .is dete?:mined from the at&te val~e S0• 

'?he atate ~alue S1 is identified by the ~ollowing equation. 

[Squa.~ion 8] 
S1 s SK (Sa XQR :m( 0 l XOR M[Pal) 

'?hat is, ~he ~t state value S1 is determined as the output of 

a £unction ~ to which the exelusive OR of the current state 

value S0 , the media a::r;ay value K[p0] indicated by the state 

value S'0, and the measa;e an:ay val11e m[ 0] i:s input. 'l'he media 

'uray value 1'[p1] 'is 'the izuge region ai the position p0 

calculated from the state value S0 , ~hi5 ~s true of t.he state 

vaiue &1 a-nd · 811bsequent state ,,al~es, and this ~elat.ionsl\ip can 

be qeneraliy expresaed as the following equation. 

[Bquaticm 9]. 

Ss•l •SK (SJ ·xoa a[j] XOll KtP~l) 

. ·'the f\1Action Sit ia a position · translation f'.inct.ion for 

detexmin.ing the next state val\ae and receives as an input., t.he 

exclusive OR of.the cu:J:ant state value, a message array value, 

and a lll1Sdia auay value. Thus, tile state value is Gequentially 

daten!neci by .i:acursiitaly executing the above equation. Since 

. (J + 1) sta"t~ •alues :must.· be detaxmined, the la~t state value is 

SJ. If t~ massage ar:ay.has 10 elements as 1n r1~. 3(b), 11 

state values an generated. By deteniining the state sequence 

s in ~his manner, all the 1:maqe regions that a~e aubjeotad to 

hiding aJ:a 1d.an"Cif1ed. J'iq. &. shows the ::elat.ionehip among med.f.a 

·array values that a~a sul:>jected to hiding. 

'Nhile a oas~~ion sequence acco.rd.inq to con~entional techniques 

depel\ds only an the initial value, the position .aeciuanoe 

accordinq ~o the pre~ent alqor1tbm i• dete=n!.ned by taking the 
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message and media a:ray values into aon1ideration. If a thi%d 
person attemp~s to write a different mesaaqe over the or~q~nal 
message, the overw:ritinq is very difficult becauDe a different 
st.ate sequencs ia qene:r:ated. This is also t:rue .i.f a third person 
attampta to modify the imaqe data. 

(3) Data to be hidden 
F~q. 5 is a schematic drawing daacr1bini an qbject to be hidden. 
!'he position sequence (Pl that v.ndergoes hidinq is assumed to 
havR been identified. J'irat, data ia hidc1en iti the PQ&i'ti.on p1 

1Lnd aul:usequent poisiticms, whe.reas no data ia hidden at th& 

position Pa• Specifically, the re5ult cf the exclusive OR of the 

medLa and message a:~•Y values is subjected to hiding. 

Ji.rat, the media array value M(O] is 5imply taken from the 
position Po· '!hen,. the exclusive.OR of the message array value 
m[OJ and the media array valu.~ M(OJ obtatned is detemined, and 
the ~asult ia hidden in the posit1on p1 • This h1d1ng ope~atLon 

·.changes the contents of the media ar:r:ay 'value K[p:r.J. 

J'ur.ther.more, as the FOC•~&ing at the po•J.tia~ !'11 • t.he exc:l.usive 
OR. of the·messa9e a-rray value a[l] and the media a~%ay value 
M[1], the contents 0£ 11h.tch have ~een ohan9ed by the p:cecedi.ng 
~ocessin; is date.mined., and the result is hidden in the 
posi t1oi1 ·Pl • ... 

oata ft~din; is compltRed by ~epea~1ng such h£d1ng pJ;'Dgesai.ng 

until the position Pao·. 'rhe exclusive OR of 'tba message aJ:ray 
value 11[ 9] anlS tha media aJ::z:oay value M[ 9] , the contents ot wh.S.ch 
have been changed J)y the preced.i.ng processing i• hidden .i.n the 
p.Qait.i.on p10 • '!ha number of the element& of each of the Gtate 

se~enae S ilnd the position sequence (p) is la~ger than that of 
the message a.t'X'ey be~auae no data is hidden 1n the position Po· 

Aec,?rdin; ta the _gu:esent alqor.ithm, if hidd.en meaaage .is 
extractecl, t:.he ext.:r:action is :z:ecnu::a.S.vely execut.ed i.n th• :r:a9e:se 
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o~er starting with ~e lAst 111essage a:rx-ay value m[ 9 ] • '!'he 

hidinq of the results of the exclusive OR of the me1$aqe and 
media arrays according· to the p:resant alqo:itbm .i.S c:losaly 
related to the message ext:action procedure. Th~ details a~e 
desC%'ibe.d. in the "Mesaaqe da-ea extraction• section. In addition, 
va~iaus algarithma for actually hiding data are concei..,able. ln 
A second eJ'llhcdilnent, PBC (Pixel Slack Coding) is explained .~s an 

exampla of an alqorithln for hiding data. 

c. !'i.rs1: embodiment 
A f.irst mmodiment J.s apecifically described in conjunct.1.on with 

the p~ced.UJ:e in !ig. 6. E.i.q. 6 is a flowcha:t:t showing a 
procedure for hiding message data in media data. In the 
f:ollowing description, reference Pig. f or S as appl:'Op:r:iate. 
C§lQUl§tion of 'Che ini~al s~ate value Cst@l> lQO) 
~a bide data, 'the posJ.tion sequence (l>) must be detemined. 'ro 
d.a thia, the initiAl position p[O] is first dete:nained. The 
in1tial poa~tion p[OJ is dete:cnined al the au~put of the ini~ia1 
functLan fu1 us~ng the initial sta~e value Sg aa an 1~put, and 
the va::t.•:ble ~1 is dete:r:mined by tbe following equa-ci~n. 

£.Equtio.n 10] 
$0 ~ f:1111 (m[O], m[l], m[2]1. ••• , H[J-1]) 

~ K1~-(.m[0]//m[l]//m[2J// ••• //M[J-l]) / 

~ the above equation, Hl i.• a ha.ah f..mc;t.i.on. Xn a.dcU. i:.f.on, tha 

ope:ator •11• means that the elements of the mesl'iage array ue 
con.nec:ted ~ether·. 'the sl1'ec:1f1c operation ma7 be, for exmgple, 
the exclusive OR of the data in t:he array •laments. lf, h'*8ver, 
the exclusive OR is used, the o.r:der of the message array value• 
is not reflectBd in the results of calculation. Tha~ is, the 
"DA~AHIDlRG• in !'ig. l(b) bas the same ,,alue as "'1'.ADAllIDING". 
Then,, for exmnpl.e, the method oa.ll.ed cac (Cycl..ia l\adundancy 

Check) ean be used to reflect the o:l'de:r ralationahi.p. Thi.a 

alqor~thm. is one cf the alqorithms for calculating check &'1ll'S1 
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and generatao outputs that depend on the contents and o~er of 
the data ar-r:ay. 

From an input wi~h a byte lenq~h of B. bytes (~he array ~aiue 
=ti]), tha haah function Hl ienerates an output with a diiferent 
byte . length lt (a hashed value) , Since this is a one-way 

function, it is virtually impossible to estimate (x) from (Y) 
when H·(X) = y. 

~his K byte·hashed value is used as the initial state value Sa 

for data hidinQ'. The hash~ value is simply u.sed as an initial 
value for data hid_µtq, so it must OJSly be ensu~d that _different: 
outputs :esults from different inpu~s. Thus, the hashed v•iue 

has no pa~tcula: mean~nq. Importantly, the ope~a~ion result• 
·in the ou~pv.t of ~ value indicating the eharacteriat1ca of the 
ar~ay, 1:hat ts, ~he hashed value Ls uniquely dete:ii::sained on the 
basis af the. content& of all the array elements and may depend 
on the contents of the ovex:a.ll array. 

If the message 4ata is the •DATAHIDlNG" shown in Fig. l(b), ~he 
output of the. hash function Hl from the exclusive CR of ~he data 

indicating all the alphanwne.ric c~aracters (the data in the array 
value m(i]-) 1& the state value s0 • The .remainde.i:- if :t (the 

nwnbar ~cf image :i:e;.tona) ;r:ela-civa to the state v&l\1e S0 is the .. 
pas.itian .Po· ~ia allows the state value So a.pd the position Pa 

Pi3el value ez1:.rAsttgp fsttm 200) 
The imaqe inf o::cmation in the i11&ge region cor:i;es~cncling tg the 
value of the position Pa obtained in step 100 .is datemined. If, 
fo: exmnple, Po-= 1, this is the media A%'::ay value M[i]. 'l'h.La 
data 18 exp::es.sea. ais an ~ byte .s.nteger. 

next stat$en ealcu1ation (stlP 300> 

In addition to the state valua S0 daten1ined in step lDO, ~he 

next state value s, is deterauned f ram the med.I.a array value 

H[po] and the med1o a~ray val~e m[O] identified f~om ~he state 
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value S0 • The state value Sl can be dete.t'ftlin•d by the fallowing 
equa_tion. 

[Equation 11] 
Si = SK (So XOR m[ O] XOR K[Po)) 

(XOR is an exclusive OR operation) 

That is, the exclusive OR of the state ~alue So, the messAge 
a~ray value lll[O] and the media arxay value H[Pal is detexmined, 
and the result J.s input to the function sx. Then, the out.put af 
che function Slt is the state V'alue Si. '!h:Ls functi.on SK is 

ealled a position t~anslaticn function, and a pasitJ.on 
translation. function SlC for hiding message dar.a in media data is 
particularly called a hiding position translation function. 
Since the position translation function sx is clo&ely related to 
•n extract.ion position translation function PK ior ercract1ng 
hidden data, $.t is also desc:r:i1'ed. in detail in the t'ollow.1.ng 
descr~ptj.cn of t~ extraction poS1tio~ translat~on function. 

':he state value s1 and subsequent state values can ~e determined 

by executing a aimilar procedu:.e. '1'o 9eneral'i1e thi•, the ~-th 
st&te value s~ &;nd· posi tian P.s c:an ,be expressed by the fo1l.owing 
equations' • 

..,.~ .. ·-

[ Bquat.i.on 12 l 
SJ =-_ S~ (SJ•I XOR za[~-i] XOR MEPJ-1J) 

pj = SJ mad I 

(SK: hiding pasiti.on tz-anslation function) 

It should be aqain noted that the position PJ depends on the 
contents of the :message and media data as well as tbe preceding 
st.ate v•lue S J-i. 

'rhe atate value SJ-ll message a3:'z:iay value m[ l-l l 1. and media. a:"zi•J' 
value M[PJ-il used as inputs to the hiding poel.t£.on tranalat.ion 
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faction Slt have dif !e:z:ent l)yte le1i9ths: IC, B., and 9" bytes, 

:respective, It is of eourae pos:sible ta calcu.lata the excl'g,sive 

OR of inputs with different byte lengths, ~ut the exclusive OR 

ia prefe::r:ably calculated after converting the inputs so that they 

has the aame byte lenqth. The fallcwinq two hash fun~t~cns H2 

and H3 are u•ed to conve:z:~ the inputs GO that all of them have 

a·lenqth of~ bytes as in the state value. 

H2: a hash function for genera~ing a X byce hashed value from ~ 

Ba byte in1:eqe:r 

H3: a hash function for generating 4 a. byee hashed value from a 

Bat byte-inte~er 

"l"hai; is, the hash function H2 is used foz: the messacre array val1lGI 

mt j•l J i;o generate a lt i:,yte hiuibed yalue f=m the &. byte integer 

in the array value. In.addi~ion, the hash function H3 is.used 

foz: the J1!8dia array valua K[p.l•l.] to t:i:anslate the intege:r= ·with 

a b.i~ leng:th of Bn bytes into a s. byte in.teqe:r=. irhe hash 

function H2 is fu~ther ~aed to qen•rata a K byt:a hashed value. 

Bquati.on "1 desc:ribed above includes the case in whieh inputs have 

11een c:onverted by the hash:fuftcticns in "th.i.s J1!8nner. 

"'lssage pbeddiM t 1tep tgo \ 
fte exc:l11a.i.ve OR of the messaga array value m.[ j•J.] and the media 

· azi:ay va1ue H(Pj-i] ~s det,azmined and ~he data obtained ia the 

hi.ding-array veilue Km[ j-1]. '!he data in tma h.id.inq a::ziay value 

Mza_[ :1-l] ·~a hidden in the poeitLon p_, d111t.ezatned in step 300. 'l'he 

hiding a::-ay value Km[ j-11 is an a:a:z:ay element of the hiding 

a:z:ay *· 
[Bquati~ l3J 

·X111i: '(Km(O], Hm[l], ••• , Km[j], ••• , Mm(J-1]} 

Mm[ j J ... m[ j] XOR K[P1l 

%t should. be app:ceeiated that the hidden datil ;i.s not t.be massage 

azray .,,a1'1e m[ j] but the h.:l.ding ar.i:ay value Mm[ j J generated from 
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the exclusive OR of the message array value m(j] and the media 
array value MCp,J. The hidin~ array value Mm(l-1] is hidden in 
the position p~ by tha function x. This changes the data in the 
media array value M[PJl - The media. array value M[PJl the 

contents of which have been changed is called M'[PJl• Fer the 
apecific contents of the func~ion x, that is, the algorithm far 
hid:inq the hiding array in its specified position, PU~ is 
descrilled in the second embodiment as one example. 
oeterm.UJatiep. (steo 500> 
It is dete:mined whethe,; the 'V'alue of ( j) is equal tc J (a value 

lar9er than the nwnhe: of the elements in the meaaaqe a~ray ~y 
one). "'"If j = J, all the messase array values have been hidden. 
If (j) is a:malle: than 3, 1 ia added to (j) and the p~ccaas 
!:a~uzns to step 300~ Steps 200 to 400 a:a then racuz:sivaly 

executed un~il (j) becomes equal to J. mhia procedura cnablea 
a state aequ.ence sand a position sequences each includinq·(J T 
l) elements to J:te ob~ained. 

[Bquat.J.cn 141 
State sequence S: (Su S11 Sa.. • d, S.i} 

Position .sequence P: {Par Pu P21 •. •, P.i} 

Due· to the hiding.cf the data, the element& of the media a.t":&y 
.M aza cllanged •• follows. 

( BcJl:l&~.S.ozi 15] 

(~a array pr~o: to hid.inq) 
K~ .(M[O], ••• , K[p.J, ••• , M[P1]1 , •• ,.M[Pi-i]} 

(Ked;i.a a~ay after hidJ.n;) 

H'; {K'[O], .... , X"[Po), .... , M'[P1l1 • •• , K'[P1·1l = {M[O], ••• , 

MtPol1 ••• , M'[P1l• ••• , M'[PJ.tl 

M' means the media array after hiding, atad M'[i] means that the 
con~ants af the media a:ray value prior to hiding have changad. 
~hat Ls, the l'ft.Sdia «rray value M' means that only the can~ent• 
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cf the J array element& of the orig-inal mesaaqe array M which are 

identified by the state sequen~e S have changed. Since the arxay 

element X[p0 ] correspondlnq ta the state value S0 i& subjeGt.ed 'to 

no change in data, H'{Pal is equal to M[Pal· 

Pig. 1 shews tha :elationah.f.p bet~en the stit.te value s~ .. 1 and s~ 

in hid..i.ng. ~ state value SJ can l:ae dateJ:'ll.ined by ca.lculat1nq 

1:.he exc;J.~sive Oil of the state value s3.1 and the hidinq ~:ray 
MmC j-l J (X" [PJ-1.l XOR m[ j-1]) and inputtinq the result to the 

pcsition tz:analat.ion furu:tion SlC. ~he media ai:ray value x· [p3 .. 1 ] 

has ali:eady had its contents chanqecl durinq the h~dinq of the 

praced"Inq state. In additJ.on, the hiding a.n:ar Mln(PJ-il is h.i.dden. 

in the pos1ticn. PJ by the function x. 'rhiu c:nan9es the data in 

that position K[PJl• 
St.ar.e value ax:;;act.ton ( •teP fiSJO l . 

'l'he hiding cf the message is finished by extracting t.he followinq 
two pieces Gf ~nfoJ:mation. 

(1) Media array x· after hi~inq 
( 2) l!'inal &tate value SJ 

~· mecU.a a:r:c•y H' J.s finally obtained by hiding the data in the 

aaedia data at atep 400. · ~e firut.l stAte value SJ is the J-th 
~~ . 

state valu.e that is calculated laat. ~he1e .tnfomation a~e . ..... . . . 
:equir~ .. when. axtract1n9 the .message data aa descr:Lbed ];)el01f. 
Whan extJ:actinq the bidden meaaa.ge, the extr~ctor does not need 
to ~now :the state values SO to SJ-1 prior to (J-l)-th so long as 
he or 11he Jmows only the .J-tb suite value. 'lhi• 1a becaur;;e these 

state valus can be identified by inire:sely converting the final 

st.ate va.lue, Of cou:ae, the ex.tx-act.or must have required 

info:anation described below, 

(Ke&sage data extraction) 
':he foll~wing th:ee pieces of info.x:matio:n a~e provided t.o a thi:d 

person to extract message clat•· 
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(l} 
(2) 

(3) 

Media arra~ M' after hiding 
~inal state value SJ 

• 
Bxt:action po•ition translation function PK 

Infoxmation (.l) and .information ( 2) Are finally generated during 
the embedding of the message data. 'l'he extraction position 
translation function PK in ~he infcrm&tion (3) is describ~p in 
conjunction with thA hiding position tran5lotion function. 

a. Hiding pcrsition transla'tion function SK, extraction position 
t.J:anslation func~ion PK 
As the "JiicU.nq positi.cn translation function SIC foi: genex-at.inq the 
next· s~ate value has been defined in hidinq the message, the 
extract~on position translation fW\ction PX fo~ gene~ating 1:.ha 
preced.U.u; state value is defined in extractinq t.he message. ~e 
hiding ~d ext~action pos~tion tr~nsla~ion func~ions SK and PE 
are :r;everae to each other as shown in tha follow~ng equations. 

[ Bcviat.i.on 1 s 1 
PK (SlC(X)) ·= X 

Slt (PlC(x)) • x 

Thu1, the initial iuessage arzay (Jll) can be extracted by usinq the 
h~ding~~sition translation function SK to convert the me1sagA 

u:ay · 1mJ and then using the inve:se function Plt to furthez:i 
conve:to ihe.%esglt. 

V.ariol:as functions that. meet the above equations are conc:e.i.val)le. 
I • 

· ·~o v1r.cually p%8V8nt a third person from reproduc:J.ng the hiding 
positi~n t~anslation function SE using the p~ovJ.ded ext~action 

position translation tunct1on PX, an enciphering funet£on and a 
deciphering tunccion in a publi~ enoipher1ng methcd are 
preferably used. '!here are several alqori.thma according to the 
publi.~ key methcd., and any of thma may he uaed. By way of 
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exmaple, the t.yp.i.c:a.l RSA MthOd is explained. 'rhe iLlgo.rithm of 
the RSA method is as follows •. 

l. 'l'wO la:ga prinae numbers P, Qare selected and calculate n ~ 
p * q. 
l. Calculate r = lcm(p-1, q-l) and select (d) such that gcd(d, 
r) = 1. 
3. Dete:rmine (e) such that e * d = l(mcd ~) and 0 < e c r~ 
4. iublish (e) as a pW>lic key and also publish (n). Make (d) 
sec:eet as a secret key. 
5. '!o enc::ipher a message (m), c:~lculate (·c) sucb that m• •.c(mod. 
n). ~his (c) bec:cmes the encJ:yp~ed message. 
S. "J:o decipher an enciphered message, calculate (•} such that 
c' • m.(mod n). ~h~a (m) is tha deaiphe:ed message. 

Sy applyj.nq this algo.rithm to this emJxxU.ment, the following 
hiding and extraction functions SX and PE •=• obtained. 

· [Bquati.on 17] 
SJC(m.) = x'(mod n) 

l'S(m) = X~(mod nJ° 

. . 
Thi\t is, a publishm: who has prodaeed the image has a secret Jc~ 
(d) and: -uses it to abtaill the Mding function SK. 'l'he func:tic:m 
BK ~·-used to generate the position :iit&'te sequence s io~ 
em'becld£.ng Ge aeseaise d&t:a and. embeds the data in the media data • 
A 1:.him peraon, who has obtainliad. th.ts di.stributed data, 'Uses 'the 
public lcey (a) to obtain the extraction function PlC. Tile third 
pe:sol\ uses the function PIC ta generate the pa11i tion state 
•eqi&ence S tn amer tc read tl\e measaqe. In the p11blic key 
Dlethod, the public key is published to third people bu~ only the 
author who has produced the image has the aec~et ker, so the 
thi:l:d people cannot Jcnow the con-cent& of the image. ~hws, 'C~ 
c:annat know the contents af the hiding poa.ition . tran11lation 
funct.i.on. Since the calculation of _the secret key from tha 
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pa.bltc Jee~ req~i:es an onormous amount of calculations, it is 

almost impossihie for a ~hird'person to know the hiding positicn 

t::"analation function sx: This method can elfectlvely p:evant a 
thi~d person from modifyin~ the original data. 

The important nat~re of exclusive ORs required· to explain tho 

111essage ex~~acticn procedure is described in br~ef, ExcLusiva 

OR ope:ations have the following nature. When the exclueive OR 
of :A alld S is deteJ:mined and the exclusiva OR of thi* result and 

B is then datermined, A ia .reproduced. 

-[Equation 18] 
(A XOR B) xoa :a II: A 

('BXtraction algo:itbm) 
Pig. B is a flcwchart &how.tng a p:cocedure foi: extracting einbedd.ed 

meaa4ge data. 

Initial state v11ue caicul1tion <step 1101 

•int., the eositicn P$ in which the message •~;eay value m(J-1] 1s 

hidden i's detexm.ined from the final state value SJ that ha• been 
provided 't.O the ext%actor, accord.inq ta the following eciuation. 

[Bquatiem 19 l 
I'" 

PJ = S3 B\Od. I 

Hi.ding yalue extrast;ign (step 120) 

fte media ari:ay H' [PJl has the hiding ax:ray value Hm[J-1] hidden 

in the o~ig~nal image info:cnation in the poaition PJ• ~e array 
Mnl[J-1) has been determined. as the exclusive OR Of 'the media 
a:r:i:ay value M' [PJ"-Ll and the JRessaqe value a:z:oy m[J-l]. A 

funct~on x· is then def~ned t.o extra~t the h1ding aE~ay value 

Ml'D[J-1] from the media array value x~ (PJ]. An examp1e· of the 

spectfic contents of the function X' in the following equation 
~a described in the second embodiJnen~. 
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(Squati.on 201 

Xln[J-1] :11 function X' (M' [PJll 

:.esec:li~q •~a;a calgplatign tstfp 130) 
•ext, the prac:ed.1.ng state val1,1e sJ-i is dete.r:m1ned by calculating 
the excluq;.tve OR of the atata value SJ and the hid.in; array 'V'alue 

Mm[J-l] detexmined from the funct:.ion x·. It should be nat.e~. ~hat 
the mathemat.ica.1 nature of the above exclusive OR is uaad in this 

c::aae. 

[Equation 21] 
Pl: (SJ)- XOR X' (M' EPJ]) 

= (SJ.1 XOR Mm[J-1)) XOK Mm[J-1] 

~t ia, since the extraction position translation f\U\Qtion Plt 
is reve%sa to the hiding position b:anslation function, ie ean 
be used to ~p:od~ge f:rcm the state value· SJ, the result of the 
exclus1ve OR of the state value SJ-l and the hiding array value 
Mzn[J-1]. ~he exclu•ive oa of this rasult and the h~din9 arxay . 
vaiue Mm[J-lJ. d~te::r:mined in •"P 120 ean :be detenained ta 
identify the preceding' &tat.e valua s,_,. 

M@ssaqe- calcu.latiion (step 14Ql 

Once t!ie state SJ.1 haa :been dete:mtned, the co.a:eapancU.ng media 
ari:ay value Jl' [P.J-i) c::iln be iden1;.1f!,ed. '!'he meaaage a:.c:a:r va1u.e 
m(J-1] can then be extractad using the following eqaation. tf 
~be messaqe in Fig. J(b) has been hidden, this atep allows the 
tra11ing 1etter "G· to be extracted. 

[Eciuatian 22] 

•· CP.1-11 XOR Km[J-1] 

= M" [P.Ml XOR (M•[p,i.d XOR m[J ... l]) 

= m[J-1] 
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~a. extJ:a~tion of state or message array values can be generally 
exp%eased as follows usinc, th~ index value (j) (1 ~ j ~ J). 

[!:quation 23] 

sj-1= 
PX (SJ) XOR X' (K' [Pj)) 

""' (Sj.1 XOR Jim[ j-lJ) XOR Mm( j-1] 

!!I S J-L 

m[j•l]; 

x·tpj.1l xoa Xn\[j-1]) 

• ¥' [Pf-1] XOJl (K' [p~.1] XCR m[ j-l]) 

= m[j-1] 

J!'ig. 9· shows the data ~lationship indicated. by the above 

equations. This fJ.gure shows the relat.i.onahip Deltween the state 

value s~ and the state value s,,_1 in extraction. A comparison of 

this figure with Wiq. 7 shows that the ex~raction procedu~e is 
~av.e~se ta the hiding p.acedure. 

· Dete;min.ti_gn t step 150). 

Bach tiae the •ssage aaay value m[ j] .ts generated, it ia 

dete~ined whethe: .i.t i• the beqinninq of the meeaaqe array. :Cf 

so, all the elements o;f the message array (m) have been 

es=acted.. S1nc::e the messare a.r:ray (Ill) i• extracted in the 
reve%ae o;cda% starting with the last element, the J1e8Sa9a is 
eatra.cted in ~ · omer of •<ar%DIBA~AP'" 'in the example of! ~14-

3 (b) •· At atep lSO, the .ordes- af the mesaage is z:evenecl ~ 

. 9enara'Ce·: a complete message .. · If the message az:oziay value m[ :U .Ls 

not t.he beginning of the mee1aqe ar:ay, etep• 120 ca 140 an 

recursively exec::utad until the ~esult of the detexminatign at 

atep 140 ~ecomes positive. 

na det.ermination of whethe: or not. an element of the message 
a:zoay (m) is the btlq1n:ning 1.a equal to the damratJ.nation of 

wh•tha: tha ganeratad stata value SJ matches the output ot the 
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haah funct~on Hl. The exclusive OltG of all the aiements of the 
mesaaqe a:r:;z;ay (m) wh.ich h.-ve already :been geneJ:'ated are input to 
ue ha.ah function Rl. . It the state value SJ, Which has been 
generate~ in the reverse order, and the output of the hash 
tunef!ion Hl has 1:.he relation&hip shown in the following equation, 
~he value of j ia zero (see lquation 10). 

(Bqua.tion 24] 
S~ • f (m[J-l] XOR m[J-2] XOR ••• XOR m[j) =so· 

'fhe al>ove equation is ersta.bliahed only when j ~ O and not in the 
athar cases (j 'I' 0). Each time the final state value SJ 1s 
generated in the reverse order, it is compared to the output of 
the hash function. based on all the extracted message a.r:r:ay 
values. i'i.g. 10 doscribes t.he dete:z:mina.tion of whet:her the 
qenera1:.ed message array V'alue is the J:>eqi.nning of the mesa·age. 
J'.i.J:"st, the at.ate v.alue SJ.1 preceding the f.i.nal state value s,, is 

det.e;cU.:ned and t.he message arJ:ay value m.i.1 is determined. irhe 
I 

output F of the initial function (f) obtained when the massage 
array value, m3•1 has been i.nput doei not :saatch· the state value SJ. 

1_. ~f the state value ·Sa is detet"lll!ned, it matches the output F 
~f t~ initial function and the message array values is 

.. -· datazmin~ to he the beginning. 'l'hus, due "to the following 
chara~ariaties, the present alqorithm s very useful in 
pr&Wentinq & .. third person froa modifying the meaaage. 

(1.) P1'Bvention o! tha overwriting of a cS.S.ffert1nt message 
According to conventional techniques, the generated poe.i.tion 
s-.uence s haa depended only on an initially provided constent 
rega:l:dless of the contents of the message. Sy &imply knowiiig the 
c~rt1tan.t, thiJ:d people have ~een able to eraae the message or 
ovexw:rite a different me•sa9e over an o~~ginal messaqe. 
Acco~ing to the present algoritba, howeve~, the gener~tion of 
the s~te Geqllence also depends on the content~ of the message, 
di~ferent .essages ~esult in different position sequences'. Since 
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the hidden poai tion is based on the poai tion &equence, a 

dif fere~t me5aaqe w~th differ~t c011tents cannot be hidden in a 
position at which the oriqinal message is preeent, This is alao 
trc.e af med1~ data. 

{2) Pre~enticn of the hiding of a different message 
'?he preaant algo:ithm checks the condition. shown in _equation 24 

,. 

to de~exmine 1:.he end of extraction. This condition is met only 
when tha contents of an Axtracted message are the sa.nae as those 
0£ the criqinal massage and when the extracted message has the 
same lenqth a& 1:.he message data (J). Bxt:r:actian is not finished 

unless-this.requ:Lre.en.t ia met .. Thus, 1f an attempt is ma.de to 
"hide dat• ~the% than the ori9inal message in the reverse order 
based on. the final sUte value S.J, the requirement in Equation 24 

is never met and th~ calculation continues pe:rmanently. 
consequently, attempts to· hide a :mesaaqe in positions ether than 

. tbose in which the original message is present fail because the 
calculation is not finished-

%~ a 1:hird pezson has modified the message .a=ray values as shown. 
in F~q.s iq a:J_Ui ll, a different state array S' 1s generated on 
t;he basis of the mod.if ied message. 'l'h;i.s prevents the th1rc1 
par~on i:cm. ~asing o: overwr~ting the original message located 

. in.po~JJ;~ons. othe~ than those positions ident~fied by the state 
aequance s•. 'l'hs state sequence S' generated by modification as 

. s~own .in· P.S.g ~ 11 never allowG the detei:JDJ.naUon thiJ.t ext:ractJ.gn. 

·.has. bean. fi.niahed. Sinca the writing of different messa.qea can 
be v.trtua1ly p.r:even.ted, mod.tf.i.cation l:>y th.i:r:d people can be 
effec~ively prevented. 

D. Second embodiment 
!'his eec:tion deacrioes Pixol Bloclc Coding (hereafter referred to 

as •PBC") tha1:. is one of the method• of embedding in media data. 
tc be hidden and e:s.t~acting the hidden data. With PBC, data 
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hJ.ding and extraction can be p.J:Ocessed according to the 
translation ~le desc~ibed below. 

(Dasi~ Al.qorittun) 
The primA::cy charActer~s~ics ot the pixei values cf two adjacent 
pixels qenez:al ly have a high eol!rela tion. Thus , even if the 
pLxel values are exchanged between adjacent pixels, the ~maqe 

will not be visibly degraded. In view of thi.a natu:r:e, 't.he 
p%esent. alqa:i.t.ma defines an image region with at least one pixel 

as a pixel block, and hides one bit data by intentioni.\lly 
exchanging the ch4racteristic values of adjacent pixel blocks 
ba:sed 'bn a p&~ticula:r: translation rule. That is, data i.1 
expressed by exchanging the characteristic val~es oi adjacent 
pixel block&. In addition, data is ex~racted accordinq to an 
ex~~action riile dete::cJLined by thi• translation rule. 

Bit infol:maticn is ex~asaed ~Y exchanq1ng the charact••istic 
va1ues (for example, brightness) of two adjacent pixel blocks 
according to the following.t~anslation rule. 

B~~ on <l>: 't.he characte~istic value Of one pixel block (PB1) is 
larger than the characteristic value of .the other pixel block 
(PJ!a) 

Bit off -<O> 1 the characteristic value of one pixel block ( PBi.) is 
smaller than the aharaete~iatic value of the other pixel bleak 
(JitBa) 

In adcµ.:t . .ton, b.i.t 1nfomation i.s ext~aC'tecl by comparing the 
'characteristic valuea (:for example, brightness) of two adjacen't 
pixel b1oclcs according ~o the following extraction ~ule. 

The cha:r:aatariat.ic value of one pixel bloc:Jc ( PB1 ) is larqez:i than 
~a eharactOJ:"istic value of the other pixal block (PBi): b.it Oft 
o11;1> 
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'l'ha characteristic value of one pixel block (PBi) ia smaller tha.n 
the cha:acte:istie value of the o~he~ pixel block (PB2 ): bit off 
<D> 

J'ig. l2 de:.soz:oibes da1:a hiding and eXtrAction using iBC. 'J?he 
pixel block& PBl and PB2 may be defined as a set of a pl~rality 
of pixels, for example, 3 x 3 pixels or one pixel may be defined 
as a one pixel Dloak. Sinoe adjacent pixel blocks h•ve a high 
c:or:elat~on, the exehange of thei~ ~asit~ons does not v~sually 
deg:ade the i.maqe (Piq. l2a). 

'!he poeitions of the pixel blocks in tha original image are 
a~swned to be a& shown in Pig. 12(b). It ia also assumed that 
aa the :result of a c:ampa.rison of the characteristic values of two 
pixel ~leeks, the chara.ctez:istic value of PB1. is larger than. that 
of PB1 • Xf data •1• .is hidden in the original, · the 

-Characterist.tc values of the pixel Qlacks haYe al~eady met the 
condition for the data •1• in'~he t:anslation rule and are thum 
not exchanged. When "the data is extracted, the data 11 1" is 

· ~rac'tecl becauaa tha extract.ion rule specifies that thi• be done 
if tha charaete~i~~ia vaiue of PBl is large:. i 

On the other hand, if data 11 0" is hidden ·in the original, the 
characterist.i.c values of the pixel blocks of the original are -exchanged beaause the n,leti:onahip between these chaX"actez:-1.stic 
value• doe& no'C meet 'the condi.tion for th• data ''0". T!Us 
exchan9'e 1 howevez:, cannot be visually ~ecognized. During 
extracti.on, ..:he data •0 11 is extract.ed on the b&sis of the 
relationship between the cha~acteriatic values of these pixel 
blocks. 

ln this manner, PSC selects from the image a sufficient n\3.lllber 
of pi~el bloclcs to hide infaJ:mation to be hidden. One of the 
selected pixel blocks and the adjacent pixel block are then 
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paired to generate an array of such pairs. The pairs are 
sequentially hidden starting wi~h the beginning of the a:ray. 

This 4rray may be associated with the state sequence S in the 
fi::st anbodiment. lror example, a pixel bloc:::k is associated wS.th 
the a:z::a.y element (lll} of the media array M ·in the first 
embodiment.. Bach Array element (state value SJ) sequentially 
generated d~~~n9 hid~nq and the adjacent media array value are 
paired. Pairs obtained are then a~bjected. to the above 
processing. It i• also poasiole to make such dete:cminationa 
based _on a pseudo zandom numbe~ sequence ganerAted from 
parti.cular seeds of .:random numbers • 

.During extraction, the same 1:1loclc array as in hid!nq· is scanned. 

The overall .!Jqage is l!Xtracted by collecting one 1>i.t aft.ez­
anather a~co:ding tO the extraction rule by dete:anininq whether 
ea.eh pAi: :represents 11 b1t on" o:r ••bit. off". If the 
charactar~stic values of the paired pixel blocks are the same, 
this pa.tr is skipped a• in h;i.d.i.nq. By maJc!ng the block a;i;i:ay or 

~e arX"ilJ" gene~ation method sec::et, the h.tdd.en l.nfoJ:P1&tion. can 
be hidden from 'thi.rd people. 

!n PBC, the embedding pasitions are p:efara:b~y determined in vi.aw 
of image quality and ext:z:action accuracy. 'lhat is, if the 
dif ferance in the cha:acteriat1c: ~alue betwaen the pa1:ed pixal 
bl.oc:ka .1.& ~oo J.a:ge, U..ge quel.Lty may be dag:r:adad. by -tha 

· axchange · ope.ration. 'l"o restrain such degradation of image 
quali.ty, a fint th:eshold (•n upper 1.1.m.1.t) is p.refe:r:ably 
p:r:ovided such that if the dif ferenee in the charactez:ist.ic va.lue 
1& equal to OZ' la~ger than the threshold, no bit ii embedded in 
that pair. 

In.addition, if the diff•rence in the characteristic value ia 
•u!ficiently small, image quality is not substantially degraded 
by th• e~chanqa opera~lan. In this case, hawe,,..~. noise ••Y 
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x-everse the magnitude of the characteristic values, thereby 

prevatrt.in9 the embedded bit . from l:>einq extracted. 'l'hu&, to 

=••traJ.n such a dec:rease in extraction accuracy, a second. 

threshold (a lower limit) is preferably provided such that if the 

d1f ference in the characteristic value is equal to o: smalle% 
than the threshold, no bit is embedded in ~hat palr. 

.. 
!!!hose ·pairs which correspond t.o these cases are sJd.pped without 

:beinq subjected .to opera~ion•. 1'he bit information t.a be hid.den 

is then Pa.ssed to the next pair . 

. (Block-characteristic values) 
tthe val-ues of the ft:imary and secondary characteris.tica of pixel 
blocks can :be used as the c:harac::terist.io valuea. .IJ?he primai;y 
char•cterist1c• are direct pixel value parameters such as the 
l:lriqh1:neas and chroma.ti.city of pi..xel blocks. The saccndazy 
charaQtarist1cs ara those values ~uch as the mean and variance 
cf 1:.he above par~te:cs whic:h indicate stat:Lst..1.cal natures, and 

can :be obtained by analyzinq the p.1:1mary characteristics. 

rurthe:aaore, the characteriatlc value may be tha result of an 

oparat~on w~th an a:ray comp:isin; a plurality of pixel valu~s 
and a specified er.ray (mask) er. a specified alement 'V'alue 
ol)ta.ined by f~ncy conversion. Th• prima:y characteristics 
exhi1'1~ ~ high acrrelat1on between two adjacent pixel blocks. 
~he iecondaJ:Y charac~:ist1ca, howevezi, exhibit a IU.gh .. 
co:r:::e1a~on ~etwsen two aapa~a~ed bloc~s that a~e not adjacent 
to each·ot.her. It sbou.ld'thus be noted that pixel bloeks that 
&%'e sub,ec~ct. to PRC a:e not necessarily limited to adjacent 
bloclcs. ~e ~~ghtness value that i& a p:imary aharac~er1stic 
and the variance value that i& a secondary characteristic a.J!'e 
deac::r.1bed below as examples of the characteristic velue of piae:I. 

blocks. 

First, ~he use of the bri~htnesa value as the characteristic:: 
val.ue of' p~xel b1oc:ks is described; If a si.ngle pileel is 
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associated wi ~n a pixel block, the briqhtness value of this pixel 

can be directiy used as the chaxacteristic value of this block. 
In nti'tural image&, adjacent pixels oft.en have a hiqh correlation, 

so image quali~y i$ not subs~antia1ly deq~aded even if they are 
ex~hanged. Fig. 13 describes hiding with PCB executed when • 
p1xel blQck coaip~ises a single pixel. 

Next, the use of the variance value as the characteristic value 
is dascril:>ed. When a pixel block comprises n x m pixela, image 
quality may be significantly deqraded, for example, a striped 
patte:n 14BY occ:ur on the .btage .i.:f the brightness values of pixels 
a:re exchanged be1:.ween block a • Tb.us, it is not pref e:l:'able to 

d.irectly use the pixel value as the charac;:terist.1.c value of 
blocks. Consequently, the use of the var~anca value cf pixel 
b:~ghtneaa as the ~haracteristic value is ccnt.etnplated. 

tt is known t:tiat when the natu~ of the brightness value of a 
pixel bloclc is divided into a mean. value (h) and a 1r&~.i.ance value 
(d), .image quali.t.y .is :n.ot. substantially deg,;aded. if the variance 

values (d) a,:e exchanged between -.cijacent pixel blocks w.ith the 
mean values (h) :emaining unc:hanqed. · 'l'hus, based on this natu'Z'e 1 

~he data cazi be hidden by usinq the varian~e value (d) as the 
. . 

eharacte:istic value of pixel blocks and exc:hang-ing theee values 
bet:waen-adjaeent blocka a~cordlnq to the translat.lcn ~ule. 

I:'I: .is assumed that the pixel block P81 has a mean value h, and a 

ver~ance va1ue d1 whi1e the pixel block PB2 i.s as•umed to have a 

mean value h2 and a variance value dz, as showit 1n Fig. 12(c). 
If the b.i.t 11 1• is hidden, the condition for 'this bi.t is not !llet 
becau•e d.:i. < d2 • Then, only t.he variance values ( d) a.re . 

exchange4 l::letween the t1'10 pixel blocks. This ia equal to the 
exchange of the c::rea~s of the 4.i.utr:ibutione between t,he t.wa pixel 

blocks with their mean values (h) remaininq unchanged. 
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(AmaUl\t of info~tian that can be hidden) 

In P:SC, the uppe:: limit: of the amount of information that c:._n be 

hidden is de~alJllined as follows usinq the siaea o~ the image and 

the pixel bleek. 

(Image size)/(pixel block •1ze)/2 [bitJ 

If, fQ~ example, 1 x 1 pixel b~ocks are applied to a 384 x 256 

image, the upper limit of the iQllcunt of infomation that can be 

hidden is 6 Dyt.es • irhe o1.ctual limi -i;, howeve=, is auller 

because all the pixel ~lock cann.o~ be used for hiding as in the 

case in which adjacent pixel block& have the same characteristic 

value. In addition, this amount may be !urther :educed because 

despite the possibility of hiding, the exchange processing i• 

occasionally avo~ded to pra~ent image quality from beinq 

degr•d.ed. 

(_Image px-ese:cvation and degradation) 
Two adjacent pixels en an image with an edge featu~e ex~ending" 

between the pixels ara known to have signif 1.cantly diffei:ent 

b:ightness values. Thus, the excha~ge of •uch two pixels may 
break the edge feat~, :rasult1ng in the obvious deg~odat!on of 

1-age guality. '!hus, to prevent. the degi:adation of image 

qua.li ti, a certain th~shold is provided fo::I:' the b:ight~1s 

values to ba excllanqed. I:f this thJ:eshold is ezceedecl, this pa1.r 

can J:ae e:t:i:ec;:t1..rely skipped v£.thou.t:. exc~•ng.i.ng th• ahaJ:"ac:te.i:ist:.i.c: 

value. ~he tlu:e:shold may be detenU.ned an the basis o:f a 

variance value c:alculated from the image daca o: local va:iance 

values around the blocks. 

If the 1'&.J:.i•nce value af a block which Ls clo•e to zero is 

exchanged with the 1'ar~anae value of another block which is fa: 

from aez:o, the small block ts significantly changed, %esulting 

in tha obvious deg~adation of illlage quality. ~hus, the smalle: 

variance value may be ~ompared to the thresholdr and if it ts 
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mnalle: than the th.reahold, the exchange operation may be 

avoided. 

(Endurance of PBC) 
Since 'the cma;i:oacteriatic values of adjacent pixel blocks are 

compa:r:ed 4nd 1:.he data associated w.i.t.h the . exchange of the 

eharact:eristic values is hidden, the hidden inf oXlnl1tion can oe .. 
:retrieved car::r:ectly so long- as the relative relationship between 

the blocks is maintained. 'l'hus, a~en if ~ hua adjustment or a 

co~ction is ca::ied aut, the hidden infolJIUltion is expected 
s:o be maintained en the ba.sis of the difference .in t.he 

aharacteriatic value. In addition, if, in the variance value 
exahanqa method described above, the pixel block has a s1ae of 

8 ~ 8, the ~icidan information can be extracted accurately even 

after JPBG coiapresaion processinq. our experiment showod that 

90' ·of infcx:maticn was main'tained even aftar ''COl'llpraaaion with 

losa~ was carried out so as tc xeduce the fila size down to· st, 
'!he v~iance value exchange method is axpectad to .•ff ectively 

maintas.n the hidden info:tmation even after D/A and A/D 

conva:s~Qns such as prin~/scan operations. 

(Extensign of PBC) 
tt should he noted tlult the above PBC is only illust%at1ve and 
.that many othe% methods are conceivable. As ap~ent from the 

·.a:bove -ambC?dJ.ment, the manipulation of the characteristic value 
af·p.i.xel.~loo~s acea:Eding to the xula on tbe di~fe.renca between 

·characteristic values is intportant in data embedding and 

axuaction. :tn thia sense, in addition to the exc:hanqe of 
cha.z:acteriatic values aa described abov•~ a specif~c value may 

be added to ona of ~he chil~aate=iatic valuas or subt~acted from 

the other (o:z:o botJ:i manipulations may be executed simultaneously). 

In 'this case, the specified val'lia may be a conatant oi: he varied 

depending: on the conditions of the pixel blocks to be processed. 

tn addition, as an extension of PBC,.a z:ula for associating the 
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ai~ns o~ Qharac~eristic values with ~lnary information may be 
defined co embed or extract d~ta according to this rule. 

The eB&ence of this invention is to use a ce.-tain reference value 
(for example, one of adjacent pixel blocks in image da~a) to 
manipulate the other pixe~ block accordinq to a meaninqful rule. 
'!'hat ia, data is hidden bymanipulatinq the characteris~io_yalue 
"of one of adjacent pixel bloclcs by :t"eferancing a transla'tion rul.e 
that as•ociates the conten~s of the data to be hid~en w1th the 
di.fference between a reference value fo.r the chC1.racteri.stic value 
and the characteristic value of this .bloclc, In this eense, 
according to this invention, the refe:rence need only be clea:z: and 
able to manipulate cha~acte:istic value&, and need nQt 
necessarily ?>a a specified region (a p~xel bloek) in. image data. 
Thus, the reference may be obtained from data other than imilge 
data. Fo:r: example, a fixed znask pattern with a specif~aa value 
(a reference value) and the same size as a pixel block milY be 
used as a ~eference fo~ eharacteristic value manipulation. Xn 
this eaae; during hiding, the characteristic value of a specific 
pixel block may be manipulated relative to the reference value 
in the :maslc patte:l:'n, and dur.ing ext.ractionr data may he ax~racted 
on the ~aaia of the difference from the rafarence vaiua. 

I, ~hi.rd embcdiment 
~.ia -sectiOJ.\ desc:r:il:Jes a method of hiding info=na.ti.on t:ha 
.:r:e.fe:enc:e pos.i.tJ.cn. .'?he above da.t.a h.i.ding t.echni.que selects e.nd 
p;z:o~essea pixel blocks from an original iinaqe and extract• a 
maaaaqe f%Ca the proeesmed pigel blocks. Thus, the positional 
info.z:mation on pixel bloC!ks is essential in eS't:racting messages • 
~he paaitiona of pi•ei blocke a~e relati..rely identif~ed using a 
eert5in ~eg~on in the imiLge (in the first embodiment, the upper 
left. comer of the original image} ~e a. ref e:i:ence. If, however, 
a third p~rson edits 'Che tmage, for example, cute otf pa.rt 0£ the 
image, the re£ezenca position of the image canno~ be ~dentified, 
the:z:eby prevent.in; the messaqe from being extrac:ted . Referencing 
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Fiq. 3(a) again, if part of the original image (the area enclosed 
by the :b%'alc:en line in th figu:r:e) is cut off, t.h.e ori9inal 
reference position (the'position M[O]·of the o-th a.rray element 
in ~he messa~e ar~ay) cannot be de~e.r:mined from the remaininq 
sc:::reen. 

'l'he important. requirementa; for data hiding a:e that h_~ddan 

1nfor.at!on'cannot be re.mQved easily by a thi::d person or ean be 
utracted co:-~ctly even if a i.hi:-d person ha• maliciously 
mod~fied the data or if the data has been •~~jeeted to image 
cc:mapreae.ion with 1oss such as JIJEG. Then., in addit.lon to a 
JIU!s&age, infoxmation for identifying the reference po§ition is 
praterably hidden in the original image as shown in lig. 14. 
Hidinq such positional information enables the message to J>e 
ext~aeted correctly even from a modifiad 0% compressed 1mage. 
IJ?hua, infoniation £or identifying the reference position· for 
media data is also hidden .i.n the message data. 'l'hia 1nforma.t1on 
on the %eferen=e posit~on ia hidden &ll over the message 4ata. 
If p•:t of the message data has been e~t off, thia infoxmat1on 
enables 'the reference position fo;r: the message data o:r any 
position rel&ti.ve to the :eference position to be detacted fJ;DDl 
the pa~~ial aeasage data that has been cut off. Por example, 
cancen~~io ~1•cular arcs o~ound the :eference po~ition may be 
hi.dden all ave:; the .inla.qe, as described below. 

(Use o~ eoncentrLc Q~r<n1l•~ arcs as po•i~~onal info:mation) 
Concentric c;.t:rc:ula.r arcs as shown 1n r.tg. 15 are used as 
po11i t.ional infomation. 'lhel!le conc:entric circular ercs a.re <IJ:'awn 
at & speci£ied interval a:r:o~nd the upper le~t corner (the 
:eference position) of the original image. 'l'o coi:rectly ext~act 
the reference pos~1-.ion from a par~ial image that has been cut 
off, at least one circular arc must be included ~n a pa~t~al 

1mage as~waed to ~e cut off. Consequently, the interval among 
the concentric ci:cular arcs is set asgwning the above 
conditions. 
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The reference position can be identified using the natura of a 

circle "if a circle is drawn uainq a point an the"circwt\ference 

of another circle as the center in such a way tha~ both circles 

have the same radius, the drawn circwnference will pass through 

t;he center of the second circle" . :&'iq. . 16 descril>es tha 

idefttif~cation of a refQrence position B ~n the case in wh.ich 

concentric ~ircular arc:s a.~e used positional information. F.trst, 

any tb:raa points (al, aa1 a3) present on three concentric: circular 

arcs (C1, C:11 Cs), respectively, present in the partial .i.:mage that 

has b•en cut off are identifiad. Next, circles with d~fferent 

radi.i (r11 :::2 , :r:3, r., • , • ) a:i:e drawn from the respective pci.nta. 

?n this ca~e, one of the intersections of the ci~oles at which 

the larqeat ntaabe.r of circles intersect one another is identified 

as the reference po~ition B. Sin~e, in digital images, pi~els 

are cU.vexsely arra~ed like a lattice, the refGi:.cenoe pos.ition can 

be identified very accurately by drawinq circles as described 

alJove. 

J'or circles (with larger radii) remote from the uppar left come: 

(the J:e~erence position), the interval between t.he circular area 

may be reduced :tn such a way that the partial image includes two 

or mora circular· area. As the z:adius of a c!.rcqlaz:o aJ:"c becomes 

la:r:ger and large:, tha circu.lar a:z:oc contains more and more linea:· 

el&man!;a, nsultil\g' in la:ga dif!eJ.'encea in the calculated values 

of the refes-ence'position. Reducing the interval enables sucb 

ditferences to ba ~educed becaQse the pa~tia1 1.ma~e inoludco ~ 

la:ge n~r of c£:cu.la~ arcs. In addition, by aet.t.1.nq 1-b.e 

~afeJ:ence position, that is, the cente: of concentric circulax 

ares, in. both uppex- laf-c and lower right corners, the s.l.1e of the 

oriqinal imaqe ean be date13ined from these t~o centers. 

("Hiding with concentric circulai: a:r:cs) 

~i~. 17 ·descri~es hiding and extraction methods that use 
concenuic circular arc:s as positional informat:.1on. :tn Pig-. 

17 (al , a JlleEu&age .is hidden in the original ima;e using the met.hod 
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ahown ln the second embodiment, and concent.r.ic circular arcs are 
-&ubaequen-r.ly hidden there~n ·a.a positional information. Foz:­
example, the LBP of the pixels on the concentxic ~i~cular a~cs 
is se~ at •1•. LSP is used because changes in this value cause 
few visible changes in the imaqe. In addit1on, in Fiq. l?(b), 
positional information is hidden in the original image, and a 
message ia subsequently hidden therein. 

(Ext:z:action with ccncentrtc ci~cular arcs) 
A two-dimensional vote array Tis created. '.rhe si11e of t.he array 
.is deteatined .by conside~inq the malCimwn size of a partial image 
expected to be cut off. If, fo= example, the array has a wid~h 
of (2m -1), it can deal with pa:r:tiai images 1/m times as l~rge 
as the orig~nal image at maximum. Each of the elements of the 
vote array ~ represents a candidate in the referance position B, 
•nd the value of the element repJ:esents the number ct vote fa~ 
the candidate. Soth ccoz:dinates a:e associated with each other 
in such a way that the partial imaqe is located in the canter of 
the vote array. 

~e putia.l imaqe is scannfld, and when a point.wit.h an I.BP of "l• 

1s encountered, cirCllla.r arcs of all the Jcnown radii on the vote 
anay ·~ drawn around t;h1s point. 'l'he number of votes for eaoh 
element- of the vote ar:cay T is the increased by one. In t.his 
case, if_ this is the point on the ci::cumferenc:e at which the 

. poin~ ~o::espond~D~ ~O ea~h e1ement ~a hidden, at le•st OAe Qf 

the d~awA ci~cular arcs pasaes through the origlnal cen~ar-

~be partial image is alte::natively s;rc::a:ruied vertically and 
ho%isontally, and the a~ove procedure is carried out each time 
a. point wit.b an Laf of • 1 • Ls encountered. 'J!hia al.lowa the 

poai t.icn corzespcncU.ng to -the ele•nt with the largeS't nwnbe.r <>f 
vote• to be iden~1f1ed. as ~he .reference poin~ a. ~he 1arge8~ 

number of votaa concentrates on th• •~~ay element of the vote 
array which co:~esponds ~o the reference position. Thuu, the 
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p.z:eaent algo~.:i.thm enables t.h• refe~ence position to be identi.fi.ed 
carrac't..ly despite the effects of noise. The mesaaqe can then be 
ext.rac~ed appropriately from the partial image based on the 
identified reierence fosition. 

Since the method in Pig. 17(a) changes i.Jnage data with a message 
iU.dden ther~in, the ext:z:action oft.he infomation 1nay fail unless 
a data hLd.inq method :esista.nT. to :random noise is uued. The 
method in :rig. 17 ( b) , however, does. not change the hidden lllB&sase 

until .it is ext%11cted, so it is more resistant r.o noise than the 
me~hod in Fig. 11(&). Aa a result, this DJethad allows Ve..x'~OUS 
data hiding methods to be used. tt should be nated, however, 
'Cha~ part of the information on the refe~ence position according 
to this invent~on may be broken. 

P. Specifi~ applications 
Spec::.ifically, data hid..!.ni and extraction methods using the above 
algari1!hm a:e applicable to the following system. 

(~elav~sian .imo.ge ex occurrence count) 
Whether a commercial is b:-oadcosted a requested num).)er of times 
i.S important to the person who M.S omered the l::lz-aadca&t.f.nCJ. 'l'he 
pi:esen.t algorithm can be used tc construct a •ystem as shown in 
J'iq. 18-in order to automat.ically count the number cf broadcast&. 
~he ~:Oadcast station has a storage apparatus, on encode~, and 
a bz'oacioaat.tag appaz-atws. ~e 11taJ;age appa:atus at.o.z:es a 
COJUl8rc1al 1Dlage, and the encoder h.i.de& in the conmercial ialage, 
J.nfo%Dlat.:i.on \lsed to ciount 'Che nwnbe.z: oi: broadcasts. '!l'ha 
comaercial imagQ wi~h this info%Jlation hidden therein is 
broadcasted by the b::oadc:a.stinq apparatu.:;. "?his aystem uses ~e 
aho'le data hiding method to encode the commei:-Clia 1 imaqe. 
beading is t:a:rr.1ed out based on the data in the counter 
.tnto::r:ma.ti.an 1 whJ.ch ;i.s d.ispe:ra;i,veJ.y hidden in the QQICIJDO:tci.al 

imaqe. In addition, a .receiving station has a receiver, a 
decoder, and a counter. The receiver ~eceivee the comme:ci&l 
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:Lzaa9e with tho counter infomation hidden therein. The decoder 
extra.eta the counter i!lformation from t.he commercial image. 
Baaed on the extracted counter infoJ:mation, the counter counts 
Uie nu:mbm: o:f·b:roadcasts. Such a ::eception syatem ext:acts the 
counter infoz:ma.tion based on ~he above data e~traction method. 
Decoding is carried out by iden~ifying and •xt~aoting data from 
those peai~~ons en the commercial image at which the counter 
information is diat:ributed, basad on the data in the c;;ounter 
infoxmation. 

·~ha broadcast station b~oadcasts the comme=cial image ~ith the 
·hidden c:ounte: infcl:'l\l&t.ion that enables the numbeJ; of bz:oadc-.ata 
to be counted at the receiving station baaed on the hiding 

· algo:ithm. ~ere:fore, the receiving atation c:an c:ount th"9 number 
of ~roadcasts by extrac~ing this counter info:;mation. 

·(C8nsor$h1p at a firewall) 
All the ll'!TP transmissions inside and outside a topology such as 

I 

lirewal.l flow th:rou;h a proxy located .at ths topology. 'l'his 
. · nat~e ·c"n J:ae used tc c:ensoz images and sound data on the p:r:cxy. 

: · :rf ·mecria daU. with a watex- :mark hidden therein is detected, it 
.f.a· lef~ J.n a 109. This e11ablas illegal.J.y distr.i.buted data to J:1e 

· cl8tactad. · !'.£~- 19 J.s a block d.tagram of 1111c:h a Bl"&tem. A server 
has· a storage meana in which media data. is sto.red and an encoder - . !oz h:l.d.ing message data ;i~ the ~ia clau.. '!he te:r:vm: con~la 

·· the anc:ode: ao •• to hide message data in ~ media d•ta %'9•cl 

. from. ~e storaqe me•ns, 4nd t:r:ansmit:s the output data to 
Jn'ternet. 'l'he above hidinq •thod J.:i then used to di•pei-sJ.valy 

·bide the me••age data. in the Jlledia da'ta bilaad on the contents of 
the message data. A :egeiviftg station has a proxy that racaives 
f:rcm ::Cnternet the medie data that h1us been subjected ta the . . 
h1ding processing at the transmitting station, and a deeoder for 
exuacting the message data from the rece.ived data. Bx~raet:.ion 

ia execut:ed by usinq the above data e~traction method to :identify 
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the pas.U:ions of the distributed meussaqe data based on the 

content• of the message data.· 
' . 

(Appl~caeion to travel aqency servers) 
Addition4l. info:cnaticn auc:h as the description or ~p o:E a .fJight­

aeeinq place, or point information Guch aa URL is hidden in a 
photograph af the siqht•aeeing place displayed on a WWW server . ' 

ope.rated by a traV'el agency. By using the WWW Browser to 

netwcrk-c:cpy the phC!toqraph, the map can be extracted later :fz:oom 

the photograph to check the desc:r1ption, transportation, and 

J:OQte- Aa shown in Piq. 20, the additional info=aa~ion can be 
extzacted. even afte: the client has been dis~onnected f rCJn the 
WWW serve:i:. Compared to the method of separating a f.ile for 
.addit~cnal infoJ:ma.tion from a file for phgta data, the use of 
hid.J.ng"anal:>les ~he close relationship between the photo data and 
the additio~l infomtion to be maintained, the:reby allowinq the 
data ~o·be filed. easily. . . 

· .. (P.inger p~in.ting anij water marking) 

: •inger.prin~ng.r~fars to the hidin~ in media dat~ to~ issued 
· to ·a. third person,· ~f ~mark that enables the issuer of the media 

' 

. . . 
data ~o ident~fy ~at pe~son. If a~yona conducts an illegal act 

.. &uch a.a ·111egal · copy.i.ng-, finger Finting enables the aou:r:ce of 
·the aot to be identified.· 'fhQe, if this person is ~llegally 

. . ·. · cl.14t~~lnlt.£n9 tha c~py, this illegal copy can be charc;ecl on him 
·: . · .: .. ~r ·h~. · · · 

.. 
.· 

on ~- ·other band, . ·wate~ marking refe:z:s to . the . hl.ding in aaecli.a 

t~ ~· isauecl to a third ~e:rsan, of ~ mark th~t the issue:c- af the 
data to identify him- or he:ae1f, This anau:r:es that this data 
hila not been modified dg;i:t.:i.ruJ distribution, that ia, has been 
1aaued f~ the ·legal Lesuer and not .modif l.ecl cs.ur:Lng 
distribUt.ion. 
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'1'0 hid• SUCh ma:z:Jcs I a $y8t,em SUC:h ilaS Shown in J'ig'U.1:'8 21 Q&n be 

construc~ed. When data is issued to a third person, a mark is 
hidden in the data • 'l'O detect. the mark, i·t is extracted from the 
da~& obtained. from.the. third pe~son • 

. ~n addition to the a~ave ~ystems, this invention is applicable 
to 't;hoee sy~temm whic~ use cable or satellite conunwiication o: 
s~oraga med1a SQCh •• DVD-ROKs (OVC-!UUfa). In pa~ticular, if a 
DVD-ROM (DVD-RAM) is used ~o di~tribute med1a data, the data 
includes hicit:f,en infoDR&tion an a permission for copying r that 1&, 
whethe: copying ia pxohibi~ed ar allowed. nvo players uaed by 

·· end u•e.rs to duplieate the media data include a function fo:r: 
lil'llitiug copying. Thus, 1f the copyins player extracts a copy 

· peJ:mission condition from· the Mdiwn to find that copying is 
prohibited, it ~peratea to prohibit copying. 

G. Data e.x~raC"C.1on.syst•s and sesu:ic:onduc'to~ integ~ated c.:Lrcuita 

illlplemantinci such systama 

Sper;ific:ially ~ the above data axtrAction method can be implelllented 

· c~. ~y~t~· of-~· fo.llowi~q ·confi~Ul'atian. ?n ~ddition, most of 
the functions of sUc:h a.sys~ can be p:rovided ~n a single ehip 
as •. semiconduct= 1.nc.egr~~ed cilC'cuit. The detailed d.escrJ.ption 
of ~· characts:"istics of auch systems· and samicohductor 
.i.nteg:a~ed circuits l.1 omitted to av~id diipligat.i.on, but the 

~'t.&ms and ~he1~ ex~enstons and va~lat~ons d•sc:ibed in tb.A data 
· · eztract:ion · methoct ue also applicable to tnese systems • The 

deta~lG of the fallowing items will be obvious to thoae skilled 
·in the a.rt from the description of the above methods • 

Specifically, a systein. for extrac~ing message data trOlll med~a 
data hiae ·a translatiot\ meana, an Ldentification means, a 
~haracte~istic value calculation means, a sto:age means, and an 

•xt:action means, as shOllll in rigure 22. The translation means 
is an A/D oonve;.:o'ter th.at con9ei:-ts message data campr1111ng analog 
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signals in which maasaga data is hidden, into digital signals, 
whic:h a:e then ou.tp'Qt by the converter. The identii:J.cation means 
identifies one af those blocks in media data output by the 
translation means in which message data is hidden. The 

characte~iet1c value ~alculation means dete:aninea the 

eha.:r:actei-istic: value of the block identified by the 

identification means. 'l'he storaqe means ~tores a translation 
.rule that associates the contents of the data to be extracted 
vi.th t~e difference between a ref e:ence value fer ~ha 

characteristic value and the c:haracteJ:"iat.ic: value of this bloc.Jc. 
!l'he ex~ract~cn saeans X'Sf erences the ~~analation :uie to ext~act 
the hidden message data depend1n~ on the characte~istic value of 
th1a bloc:k. 

'rbe rafarence value :Ls the cha:c:acteJ:ist.i.c value af a second block 
that is present in the m,ciia data qnd that is dif fe:ent ·from the 
first block. The translation rul~ stored in tha storage means 
state• that one of tha bits ·is extxaeted if the characte:istic 
value cf the f i~st ~lock is larger than thac of the •econd block 
·whe:eaa the. other bit is selected if. thta char&c"C.er.1stic value cf . . 
the first block· ts smaller than· that of the secbhd aloc:k. 

·. . . 
In additicm., a semiconductor integ~ated circuit camp~Lsing the 

above· ay~t.am inco~ora.t~ S.n a single chip has, aa shown i.n :rig. 
. 23, ai 'least a cal9ulaticm means and an ·extraction means. ~he 

c:alo~i~tlon mean•. dete~s th•· cha.raotar15tic value of that 
black ~n ~ia ~ata aoap~1sing input s~gn~ls which is ident~fied 
as the ~e in. wh.S.c:h message data J.11 hidden. 'fh• ext:r:aet:l.on mearlS 

atz:acts the hid.don message acco:cd1ng to the cha~a.cterimtJ.c: value 
of the olock l:>y ~f a:z:enc~ng the translation rule that asacciatea 
~he contents of the data to be extracted witb the difference 
between a z:eference value for the cha%acteriatic valne and tha 
characte~i&ti~ value of th1s ~lock. 
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lNDOS'?R.I.AL AiPLICABILl'l'Y 

.As desc:ibed above, if measaqe da.~a is dispersively hidden in 

~dia data such as an ixiage o.- sound, this invention determine• 

thase pol11:i.cms in whiol'l the message ia to b'9 hidden basad on the 

contents ot boeh media and message data. 'l'he.i:ef ore, thi• 

inven~~on enables data h~dinq that prevents a third person from 

mcdifying the message easily • 

.... 

. . 
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CLAIMS 
1. A da~a hiding rnethcd in which media data is expressed as a . 
media array while message data is expressed as a message array 

and in whi.ch the ele:aents of said message a:.i:ay are clispe::r:is.i.valy 

hidden in said media a~ray based on a state valu~ specifying a 

part.icular array element of said media array, comprising the 

steps of: 
(a) determining the j-th (j ~ O) state v~lue; 
(b) determining (j + 1)-th stete value based o~ said j-th 

state value, the array element of said media array indicate4 by 

the j-th state value, and the array elements of said message 

a::ay; and 

(c) 'hiding data with respect to the array element of said 

media array .indicated by said (j + l)-th state.value • 

. 2. A data hJ.din.;r method in whic:h media data. is .. expra&a~ aa a 

media a:r:ray while messa~e da~a ia 'xpressed a5 a ~ssage a~~y 

and · .i.n which the J eleJEnta of said · uaeaaa;e array a.re 

"diape:rsively hidden in eaid media array based on a state vaiue 

. sp,aci:!y~CJ a part.1r:ular ar~ay elencmt of said media a:~ay, 

compri•ing the stapa of s . . 
c·a) determining the j-th (:i 2: 0) state·value; 

(b} deteJ:llining (j + l)•th state valne-b~sed on said j-th 

·state value, the a:cray element of said media array indicated. by 

the j-th sta~~ •alne, and the a:~•Y elements of aaid messaq.e 

a7::ay! 
(c)~hidinq data with respect to ~he array element o~ said 

med1il ·B:~•Y i~cated 1>y sa.id (j + 1)-th state value;' and 

(d) recg~sLvely executin; steps (a) to (c) to hide the·J 

elements af said message ·~ray. 

3. A da~a hiding method according to Claim 1 or 2 wba~ein if 

j • O 1n ••~d etep (a), the initial s~a~a val~$~· determinl!td on 

the .basi• of the data in the array elements of said Jllessaqa 

array. 
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4. A data hiding :method according to Claim 1 or l wherein if 
j ~ O in ••~d step (a), the exclue~ve OR of tha data in all the 
arrcy elements of said message array is uaed as an input to a~1d 
initia.l ~unction, the .output of said initial function be1nq uaed 
as said in1t1al atate value. 

S. A 4at~ hiding method according ~o Claim 1 or 2 whe:ein in 
•a~d step (~), said (j + l)•th state value is dete:cmined on the 
ba:sia of !:.he exclusive OR. of said. j-th state ~a.lue, the data in 
the array element of the media array indicated by the j-th s~ate 

va1\1e 1 and the data. in the a:ray elements of said mes111ag-e array. 

5. A data hiding method accordinq to Claim 1 or 2 wherein in 
step (~), the exclueive OR of said :i-th state valua, th• da.ta in 
the array element of aa.1.cl uiedia anay .i.:nclicated by the j-th state 
value, and the data in the array el~ents of said message array 
is ·used •B an input to said position translation function, tha 
output· of said position translation.functLon being usGd as said 
(J·+ 1)-th eta~e value. 

7. A. data hidinq method · accoming to Cl•J.Jn 6 whei:eJ.n aa1d 
hidi~ poai~ion tran~lation funotion.is an enci~ring function 
t~t u•-• -as a pa~ameter, a aac:et _key uaed in the public key 
method.-

. 
a. A data hiding methccl. acco~cU.ft9 t.o Claim 1 or ~ wherein, in 

&~1d •tep ( c), sa£d hicU.nq c\•t.• !.a the exoluaive OR of the a%':re1' 
eiaaen~ of aaid med1• •~ray indicated by said j-~h atata value 
and the array eleinents of 5aid meaaaqe array. 

9~ A data hidin9 methccl according ~o Claim lo: 2 whezein, in' 
aa~Q step (c), one of ~he p1xal blocks which cozresponds to the 
array elamen~ of said •eclL& a~ray indicated by aaid (j + 1)-th 
sui:.e value and a second block are paired and wherein the 

111111111111111111111111111111 
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1ilii1ii1i~ii 
characteristic values of the pixel blocks are manipulated baaed 

· on the translation J:"Ule so as to hida the hiding data. 

10. A data hiding method according to Cl.aim 9 whe:re.1n sa.1.d 

seccnd ~leek is adjacent to said ~irat block constituting- a pair 
with the sec:o:rtd :blcc:k. 

11. A da:ca hiding- method according to ClaJ.m 9 wherein said 
t.ranslat.t.cn. :r:u.le specif.I.es a .rule used to manipulate said 
characte~~atic values :based on the difference in the 

· characteristic value between the respective pixel blocks 
constituting a pa~:. 

12, A . data hiding method aeco:r:dlng to Cl~;l.m l l wha.re1n said 
ch&z:acteristic value is the brightness value of said pixal bloclc. . 

1.3. A d&til h1d1ng method aeco~in9 'to Claim ll wherein said 
cha~acter~stLc value is the va~iance value of maid pixel black. 

14 • A tip.ta hldiq method accordµtq to Cla.t.m 2 further 1nclu.cli.ng 
the step Of (d J ea'tract.t.ng said •1a ~nay in which said hid1nq 
data ~s hidden.;- and the laat state :value. 

15. A ~.ta ·ex=ac:t.ton method ~n Wh1c:h JDRSaage da1:a .ta expressed 
. •• a ~·~age aaay; .tn whtch hiding data 1naluding •aid message 
dia~• ~s. exp~••ed ~· ~ h~d~ng •~%ar wh~ie 111.edLa data td.th said 
hiding data dispersively hLdden the~ein is expressed as a media . . . 
m:ray '· and in vhi.oh . ~ai.d m.e•aave a~ay ia extra~e_d from said 
med.i.a a:ray Meed an a. state value specifying a part.icul•.r a:s:::r;ay . . . 
element of aa.S.d media array, comprising the st.epa of a 

(a) dete2:11ining the j-th (j ~ 0) state value; 
(~) ext%ac:t1ng an array element ot aa1d hiding array from 

the array element af said mdia arx-ay indic:ated by aaJ.d j-th 

atate .value; 

- '' -
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(Cl)'deteadninq the (j - l)-th state value l;>ased on the j-th 

state value and aaid extracted ar:ay element of the hiding a.r:i:a.y; 

and. · 
(~) ext~ac:ting an a::ay element of said messag-e u:ay based 

en the array element of eaid media a~:ay indicated' by said (j -

1)-th state value and ~he eztracted •~~ay element of said h1d1ng 
ar::r:ay. 

1.6. A data extracti.on method in which messaqe dat• iis expressed 

as a Dl&saage array, in which hidinq data includinq said message 
data ia ezp:r:e&sed as a hidinq a.:rray wnile media data with said 
h~4ing da~a di&peraively h5.dden therein is exp~essed as a media 

&r~ay, and in which aaid message array is e~tractad from said 
media. array based on a state value specifying a part1cular ar~ay 
element-a~ aaid media array., coinpriainq the step• of: 

(a) dete%1\in1ng 'the j-'Ch (j ~ 1) state value, . 
(b.) extracting an array alement of said hiding ar=ay f:i:-aia 

the a:rr•y element of aaid media array ~nclicated by sai4 j-th 
~· . · . .sute value;. 

.· 

... (c} ~te.:min.tng the (j - 1)-th state vaJ.ue based on the j-

th ~tats value and said extracted array element of the hid.inq 
. a:r:xa71 -

. (d) extracting an array element of said message a:a:ray baa• 

on -tile IU::'ay element af said :media ar:z:ay indicatad by said (j -

1 )-t.h· ite.te value and the ut:i:act.ad a:z:a7 al~111\t. of aaid hiding 
a·rra:r; and 

. ( e) ~cw:s1val.y e:icecuting 1teps (a) .~o (a) unt.11 an 
eJct~a~t~on. end cond~tion is net. 

17 • A data ext:raction method acccrding to Claim 15 or: 16 wherein 
in sai~ atep (a) , the first state value Qsed in starting 
ext~ction is provided. to an extractor as inf 0D11ation required 
far extraction. 
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18. A data ~t%action method accord1ng to Claim 17 wherein the 
first state value used to start extraction is the last state . . 
value ganera~ed in-hiding said messaqe array. 

19. ~ dat• h.idin9 method ac:cord.inq to Claim 15 or la wherein in 
step (c}, •&id (j - 1)-~h state value is deterni.ined on the basia 
of the excl~sive OR of said j-th state ~alue and the data in the 
array element of said hidinc; a.r:ray extracted from the array 
element· of •~id med~& a~ray indicated by the j-th state ~alua. 

. . 
20. A data hiding method a.~cording to Claim 15 or 16 wherein an 
ut:act.ion position 1:X'anslat.ion function is provided, a.nd whez:e.t.n 
in said step (c), the exclusive OR of said j-th state value and 
the dai:a in the array el~nt of said hiding array ex~racted from 
the aJ:ta~ element of sa!d media element indicated by said j-th 
state v•l~e, the output of said pgs~tion translatLon function 
be1nq· .used as said ( j - l).,.;th state ·value. 

J • 

21. A.data extraction method accordinq to Claim 20 wherein said 
fiX.t~action position ·t~anslation function is ~n dec~pherinq . . . 

· :·function t~t :q.aaa as a p~ametu, a public key used in the 
. · public ·key method • 

. .. 22.-. A "data- extJ:acUon method acco~ding to Claim 15 or J.6 
. · whan1i, 1n · said step ( b) , 'the •Z:%ay element of a aid h.i.ding •l:'~ay 
· ~a·tha ~clus~ve OR o~ the •:~ay eiement of sa~d med~a ar~ay 
· · ind!ca"ted by said (·j - l ) ... th state ·villue and the a:~ay alamants 
: of a4icl maesage az::ay. 

• •. I o 

23. A data .hiding method according to Claim 15 or 16 wherein, 
~n said •tep [b), the pixel bloclc COJ:~esponding to the array 
a1CQll8nt cf said media a~y indicated by said j-th state value 
and o second ~lock are pA~red and whe•e~n the hidden da~• ~· 
extl:'acted acco%din~ tc the relationship between the 
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·. 

·characte:i3tic values of ~aid pixel blacks con&ti~ucinq a paix 
on the baais o:f an exuaction. rule. 

. . 
24. A daea ex~~Action method accordinq to Claim 23 wherein •aid 
s~cond. block ~s adjacent to said first bloclc constieutinq a pa~r 
w.i'th the second block. 

25. A d.ata extraction method. according to Claim 23 whe:r:ein said 

axtra~tion rule is based on the difference in the characteristic 
.value between said pi~el blocks aon8tituting a pair and 
co::espands to ~· tra~slation rule that apecif ies the 

"manipulation of said. characteristic values.during" hid1nq. . . . 

. 26. A elate. ext:acting method according to Claim 25 wherein said 

· cbaracte.:istic value 1s the briqhtness Villue of said pisel block . 

: . 21·· •. A data h.f.d.tnq method accoi:diACJ to claim 25 wherein said 

·eha:acteristic val~e is ·the variance value of said pixel ~lock. 
. I ' 

. . 
28. A da~a ext~act;ion method accoJ:ding to Claim 16 whe~ein an 
.~ftitiaJ. 1!1U1Cticn ;used· in hidin~ da~a in order to dete:mine the 
Lnitial state·~alue based. on the. dat• in the array e1ementa of 
said:me&saga array, and wherein the method furthe.t' .1ncludes the 
S~& Of_~ , · ... 

(f)' in l!llU.d step (d), eaf:h time an element of •aid message 

•l~nt ~• ex~c~ed, u~~ng t:.ha data in all the a~xay alaments 
· o:f soi~ maa•e.ge .ai::ay as an input -c~ determine as said extract.ton 
end cond1tipn that ·the output of aaid initia1 function ~s equal 
to· .~aid ( j - 1)-th state V"alue. 
. . 

29. A data extJ:action m.etho4 accordin~ to' Clai~ 28 whare~n ~ha 

axclus1ve OK Of ~he data in all the extracted er~ay elements of 
ea.let xness.a.p ar~ay i• us•d as an inp11't. to sa.i.d in.1 tial funct:.i.on. 
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30. A data extractlon method accordinq ta Claim 27 whazein in 

step (f), the end of extraction is :ecognized when the out.put. of 

aaid initial function 1&. equal to said (j - l)-th.s~a~e value. 

31. A bz:oadeast sys't:eDl comprising: 

an •ncocler for hiciinq in said ·commercial ·1maqe, 1nfo:z:ma.tion 

\1aec1 t.o count the number of ;broadcasts of said conaercia.l imaqe 1 

and 

a t>roacicas.t apparatus for bJ:Oadcaatinq said commercial image 

··with 11ai4 in:CDaati_on hj.dden therein, wherein: 

sa~d info:anation is d1spersively hidden in said comniercial 

image r>a.sed on the data in said in!e11zmation for counting. .. . . 

32. A :bro,a4caat system accordi.ng t.o claim 31 wherein the method 

for h1d~·said·infoi:mat1on in said comzaercial image is the data 

· h.tdiilq method set· fO~h .t.n any ~f ·claims 1 tO 14. 

· a-rec:e1V81i. ~or :eceivlnq a .comme:ci•l image including hidden 

· · i~:!Oai&Uon · uaecl . to count the nwabez:o of ~oadcasts of said 
• I •• o o I • 

a~:rc1al .tma1e1 

a decode: tor e~tracting said inf OJ:ma.tion f ralll said 
' . 

comile:ctaJ. .image; and 

a co~ter for counting ~he number of b:oadeasta of said 

· cmmaercial iilage ba•ed an seid extxactad 1nfo2:111ation, wh&rain: 
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based on the data in said into:=ation foJ; counting, the 
posiiilona of said diape:stvely hidden infoxmation in aaid 
commercial .image 4:r;e identitied and the information is then 
mctracted. 

34. A :ece~v3=ng sys'tem ac:cord.ing to Claim 33 whe:ein the method 
tor ax.t:actin.g aaid infcrsaation fxom said commercial image t.G the 
data ext~action sathod set.forth in any of Claims 15 to 30. 

35. A eyst&Jll fo:c tran&m:ttting data 'ta a net.1tC:Jc, ccmprising: 

a. at.ox-age appa:i:at.uso in which media da.ta is stored; 

a coding _appa~atus for hiding .messave data in said media 

dat&J' ·= 
a server f.o: control.ling ·an enc:odeJ:" so aa t.o hide said 

m.aaaage data in said :media data z:ead f.;om sa5.d storage means and . ' 

t:ansmitti~g-the output data frOl'll said encoder to the network, 
wherein:· 

a~id meeeage ctau ifJ disper1Lvely hidd.en .i!n ~aid media data 
1'ased on ~e Qontent.s of aai.d mesaage data. · 

· 36. A -s~tem for t.i;ansai.tti.ng data t,g a ne-c.wock aQcardi.nq to 

Claim 35 whU'e.in ·~~4 .b.i.clL.ng ~thod ie the data hiding method set 
fo~ Ln.ai\y af ~le~s 1 to 14. 

37. A .ayst• for ~iYJ.nq clata. fi;om a network, comprising': 

a receiver for :r:ece.1.v.Lng media data with mea1age de.ta h.idelen 
therein from the netwark1 an4· 

• decoder for extractlng •aid messaqe data from said media 
cia~a; whe~eint 
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baaed o~ t.he oontents of said message data, the positions 
of sa.id diaperaively messaqe data in said media data are 
identitied and the massage data is ~hen extracted. 

38. A eystesa for receiving data from a network accoJ:ding to 
C1aim 37 whe%ein said extraction method is the data ext~&etion 
method set forth in any of Claims 15 to JO. 

39. A ~ate hidinq method in which first data iG e•p:esaed as a 
fi~&t ar:ay while a aecond d•ta is expresaed as a aeccnd array 
and in which the elements of said second array are dispersively 
hidden in s~id first orr~y based en a &tate value apecifyinq a 
pa:cticu1Ar array element of said first a~ray, comp:isinq the 
steps .of~ 

(a) deteJ:mininq the j-th (j ~ 0) atate value; 
. (b) dete=:tnJ.ng (j + 1)-th state val\le based on said j-th 

state v~lue; ~e array element of said fi~st array ind~cated by 

th~ j-th state value, a~. the array elezaents of said second 
a.z:z:ay = and 

(c) hid.i.ng.data with·respect to the. array element of said 
i:~xst array incU~~~ed by said [j + l)•th state •alue. 

40. A data extraction method in wbicll second data is expr~ssed 
. a• a second a:r:ray while thi:d data including aaid second data is 
exp:esied &~a .third· array .and in Which firlt data With Be.id 

· thi~·data d~ape~sively hid~en ~he~ein ie exp%essed aa a fi~s~ 

:~rr~y~ s~id" second array being extrac~ed !rom sai.d fi~&~ a~~ay 
b&secl ~~a state value spe~ifying a·particular a~:•y element of 
said fLrst array, comprising the 1tepe of~ 

(a) detenll.ni.ng the j:..th ('j ~ l) state 11'alue~ 
(bl e~t:rac:tinCJ en array element of said thi.rd array from the 

a:ray eiement of •aid fi:r:st array indicated by aaid j-th state 
value; · 
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.·(c:) detmmining the (j - l.)-th state value based on t.he j-th 
state valua and the extracted.array element of said thi~d array: 

• 
and 

(d) ext~a.cting an arr.ay element af 1a~d second a:~ay baaed 
an "t;he ar.r~y element cf aa~d fi~st array indicated by 1aid (j -
1)-th state 9alue and the extracted array element of said thi:d 
array. 

41. A dai:a h~din9 :me"Chod fo%" hiding data in madJ.a data wherein: 

infazma~ion on the refe~enca p~sition fo~ the said message 
· data and. said media data is hidden in said mess.age data, and .. 

whe.rein 

· the .i:nfo~tion. on said ~efe.rence pos.i tion .t.s hiddcan in said 
.messeqa data and enaale1 said :;-efei:ence po•..ition of the original 
massa;e CS.ta or a rel•tiva posi~ian based on said nfe:enc:a 
position to be detected. even if put of said Masaqe data is cut 
off as pa.rt.1•l message data. 

· 42.. A data !µ.ding method for hiding d.ata in media data accordi.ng 
to Cl~:&.m.41 whez:ein the infozmati.on on said ~eference positi.on 

. :!--~ eonce~tric: circular a:i:cs di:awn a~ound. said :r:efe:cence position. 

, ' : ..•. 3., A-: ~ta . hiding method fo: hid~ng data in :meclia data 
. . 

Ca) ~t1fy1ng on• of thOse bloGJcs .i.n the media date. in 
. · .. which .the· message data 1• to be hiddel'.1; 

· (b) de~e~ining the gharacteriattc ~alue of seid identif~ed 
l>lai;lc:J and 

. (C) -.anipulating the charaeterist~a yalue a~ said block 80 

as ~o hide 1;he message 4•~• by refe:enci~g a ~~anslation :ii:ule 
that a•soc1ates the contents of the data to be hidden with the 
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d.1.t.faranca ))etween a z:eferenc:e Yalue for the ch;iracteriatic value 
and the chA~acteristic value of aaid Qlock. 

44. A data hiding methocl for hi4ing dat& in aedia data accordi:nq 

to Claim· '3 whe:1:ein •~id z:eference value is p~avided by the 

characteristic value of a dif fe:ent block present in the media 
. data. 

. · 45 •· · A data hidinq method f o.r hidinq data .i.n madia data 
compz'ising the steps of s 

(a) identify1ng a pa.ii: of hl'oclcs in the mectia da'ta which 
ccmprise ~ first black and a second blockJ 

( b) c:cmparing sa.id dete~ c~acteristia va1uea and 
naniP'llating the aharacte:1st.S.c values of said bloc:ks 
conatLtutinv aaid pair so a1 to hide ~he message data; 

•' . . 
( ~) · comparing the di~ferance t>etween said detl!'mined 

c~a:acteristic. values, and based ·on· the t.:r:ilnslat1on z:ule, 
saanipula.t.inq the cha:aoterist.i.c: "V'alue11 -o~ ooid respective bloc:ks 
"cc;msti.t~tinq eaid pair so as to b~de pa~ of the da~a in the . . 

: . meas&CJ• dat•1 
· · · . · . ·. · · (d") ~epeat.ing steps (•) to (c) to hide all the maaaaga clat.a. 

• I I 9 

I •. • • ',1 • 

II I 1', • o 

.. .. •, 
. . . 

4& •. A da~a hiding nethod fo: hiding data in media da-ta 

~~:r~•!ni,. the s~apa oi.z 
. . · ('R) 1dent1fyiq a pair of bloc:ks in the media data which. 
·con.p:~ae·· fizs~ olook and & second blaek; and 

•
1 

I I 

· · . .(b~ ~etaxmin~g the cha;act.aris'tic values o-£ said :respective 
• Io I o o 

. ·blocks cona~itut;IJlg said pair; 
· · · ( c) · exchanging- the chuac:tu1stic values of said blocks 

con1t1tuting said pair so as t~ hide the message data, based on 
a tz'iUlslat1on rule that specifies the dif feren~e in the 
Charac~er1st1C Valua ~etween the blocks. . ' . 
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4 7 • A da. ta h1d.ing method ia:cco:din.9 to Cla.i.m 4 4 , 4 5 , or 46 

whe:"ain aa.1.d second bloc:k i.s adjacen-i: to said first block 

conatitu~inq a pair with the second block. · 

48. A dat.a hiding method according to Claim 44, 45, or 46 

wherein liil&id. t:ranala.tion rule :states that cne. of the bi ts ia 

hidden ~f t~e cha~act~ristig value of said fi:st blook is la~ger 

than thae of the second block, wh.ile the otheJ: bit ia hidden if 

the c:haracteri.stic value o:t said first block is smaller than that 

of tbe aecond bicck. 

49. A data iU.dinq method acco%ding to Claim 44, 45, or 4& 

.furthe~ ~~eluding ;he step of prohibiting the execution of aaid 

step (C) if the difference in the charactertut1c value between 

••1d first block"and said second block is larqer than a first 

. · threahold, thereby. ·pi-eventing the med1a dat~. from beinq degraded. 

50. A. data· hiding method accorditlg to Claim 44, 45, or 4fi 

further including "the.step of prohibiting the exeeution of said 
:•tap ( c) if the dif.fe~ence in tbe cha.rac~eristi.c Yalus l)atween 

· 1.aid · f 1%st bicck and sai'd ;ec:gnd bloc~ ia smal.ler than· a second 

·t.hze&~ld., ~reby. pz;eventizui the degradat.ian of the accuracJ' in 

.· :. ·.axt:Qcting the -.eeage · dat•.. · · · · 

s1; · A--: ct.a~ hiding method e.ac:ordi.ng to Claim 44, 45, Qr 46 

vbe~e1n sa~4 ~lock ~& • pixel block. and wherein said 

· ~haractari•tic value . .s.a the bri9btne.111 v~lua of said pixel :block • 
. ·. . . 

· 52. A .~t•I hiding ae'thod a-ccoz:ding to ClaiJn 4'3, 45, or 46 

wherein . said block· i:s a pixel . block, and whe:cein said 

characteristic Yalue is the varian~e value of said pixel blcck. 

53. A data extraction method for extracting message data frcan 

med~a data with the mesaeqe data hidden therein comprising the 

step• o~= 
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(a) ldentifyinq one of those blocka in the media ~ata in 
which the iaeasage data is hidden) 

(bl detl!lQ'linin9 the c:haracte:ristic: value of said identifiod 
bloclc:; and 

(C) extracting the me&sage data accord5.nq to the 
cba:acte~~atic value of s4id bloek by ~eferenci.n.q a t~anslation 
rule tha.t assccia.tea th.a contents of the data t.o be ext.z::act.ad 
with .the difference between a refarence value fo~ the 
characteristic valu~ and the characteristic value of said block. 

54. A data extraction method ac.co:ccU.nq to Claim 53 whe:ein said 
nfezience value :ts present. in the mecu.rs data and is the 
c::ha~ac~e~i&tic value of a ~lcclc different from said block. 

55. A data ext%aation met~d for extracting mesaaqe' data trom 
med.1'& da~~ with tha message da~a hid~en therein com.priainq tha 
seeps of: 

(a) i~en~'fying a p.iaJ.r ot blocks in the media data in which 
'bhe me1111age data. Ls hidden; . 

· · (~) deta.xminLng' .'-he .cha:ao:teristic values of said blocks 
conatitu"tLng said paii:; .and . . . . 

( c: ). exuact£ng the hidden data ·according to the 
. chazacteri.s:tic value of the said napecti ve DlocJca by .z-efeX'el'lcinq 
a translation J:ule that aasoc1at•• the QOn~enta of the data to . . ' 

H exc:actecl with the d1ffemnce in ~he ch•racteriatic val1,1e 
be~~ ~aid bloc:Jca ccnsitJ.tutlng said paLr. 

5&. A da~ extmotion me~ ·accoming. to. Cl1tiim 54 'o.r 55 whewin 
··said second· bloc;:lc is ad·:Jacent- t~ a a.id U,:r:st block cans ti tut.tng 
a pai.:.e with 'the second block. 

57. A data extragt..f.on •~hod according to Claim. 54 o:r: 55 wherein 
s&tcl transl.at.ion r:ule states that one of t.ha 'bit& is extrac:ted 
~f the cbarocte~istic value of said first block is larger than 
that of the second bloc:lc, while the other bit LB extracted if the 
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characte~ist1c value ot aaid firs~ bloc~ is sma.lla: than that of 
~ha second block. 

58. A data extraction me~hod accordinq ec Claim 54 or 55 :whenin 
••id translation :rule determines that no media data 1& hid.den in 
~he pai~ if ~e diffe~ce in the characte~iatic value J:)etween 
said f~rst ~lcclc and S4i~ Second block COnmtitutinq the pa£r is 
smallez than a specified threshold. 

S9 • A data. ext:actian method accorcU.ng to Claim 53 or 55 wherein 
sai4 blook ia a pixel blo~kr and whe:ein sald cha~acteristi~ 
value ia the bri;htness value of said pixel Dlock. 

&O. A Q.a.ta e°"tract.f.on method accor~ing to Claim. 53 and 55 
wha.reia . said block is a pixel block, and whare!.n sa.14 
cha~acte~iatic value is .~he v~riance v~lue of said piaal block •. 

• • I • 

&l. A data ext.raction system fOJ:' extractinq messa;e data frOID 
media date. with the message data hi4den th•~•in, comprising: 

' 
a ccn~:rteu: for c:onvert~q the measa;e data. coinpris.i.ng 

mmalog. &i~l.s and inc:ludin.q ~- hidden 1191[1889'9 da~• r 11\to 
.dig~tal signals and for outputting· the digital signala - ' 

· u J.~entif J.er fc.r 1dent1fyin9 one· of thoae blocJca in l:he 
. mectia data ·J.Q whi.c:h t;bo messGge dac.a is h.tddenp 

a char~ci:a:ris'tic value calc:ulai:or .fen: deta.z:miniD; the· 
charactez.i.&t.lc value' o:f said bloek ident.if.ie4 by Silid identi.fia:r; 

a st:orage ior s~ring a uanslation .rule that associates the 
contGts Of the data to be ext:ractecl W1th 'the difference wtween 
a r•fe;'Gnce value for the characterist~c value and the 
cha%&Cteristic value of •aid black; and 
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an extractor for extracting the messaqe data according to 
i:.be characteris'tic value of· said block by referencing said 
translation ~le. 

62. A data eztraetion system acco:rdintJ to Claim 61 Wherein said 
reterence value . is preaent in the media data and J.s the 
characteristic 9alue of a block diffQrent frcm·said block •. . . 

63. A data extraction systein accordinq to Claim 61 wherein said 
tZ"analat1on rule states that one of the bits 1• extracted if the 
cha.racterist~c vaiue of said f ir~t block is larqer than that of 
the second ~lock, whi.le the o~~= bit is ext~actad if the 
c:haracteristic v•lue of said f ir1e block is smaller than t.hat of 
the eecond block. 

64. A semiconductor integr4ted .circuit for extracting m~ssaga 
. data frOJli· media dau. with the ~saaga da~a J:lidden tha:ein, 
c~ising: 

a ~ev~qe lo: detaxmi.ninq the charaeteri•tic value of one of 
.' the bloCks 1n the llledia daca ccmprisin; inp~t signala which is . . . . 
·· 1dentifiad aa the one in which the message data J;s hidden; and . 

an extra=or for ~trac:t.tng the hldden :meaa~ve data 
aceoZ'ding to the cha~actei-1stic v•l~•· of ·said block by 
·~fez-encJ.ng a ~~slati.On rule tb&t aasaciates the contenta of 
the data to 'be extracted with the difference .bet'WGlan a nfe:r:ence 
value fG.r the chara~teristic value and th• oharacter~stic value 
o~ aaid l:JJ.ack. 

65. A semicondl\ctor integrated circtiit acco:i:ding to Claim 64 
where.i.n •aid :reference ,,al.ue is presant in the lDedia datil and 19 
the Character~stic v~lue cf a block d~ffet:ent ~rom. a•id b1ock. 
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66.. A aemicanductoi: intagrated circuit accoJ':dinq to Claill\ 65 

whe:i'~in said transl.at.ion rule statea that one of the bits ia 
extZ'actad · if the cha.racteris tic value of said first alack .ta 
la:geJ: than thot of ·the second block, while the othe.t: bit 1a 

extracted if ~he c:hara.c:teristic: value of said f 1rst block is 
smalle~ than·that of the second b.lo~k • 

.· 

. ..:.. 
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