10

(9
(A »
oD
N

s d
e
8
ot

14 APR 1300
-1-
Digital Graphic Signature System
Crosy1eference to Related Applications:

The present application cluims proerity under 35 USC 119(e) from US
Provisional Patent Application No. 60/081,748 entitied “VIRTUAL WALLET
SYSTEM” filed April 14, 1998, the disclosure of which is hereby incorporated herein
by reference. The present application claims priority under 35 USC 120 from (]S
patent apphication serial number 09/190,993 filed Novernber 12, 1998, entitled
“Virtual Wallet System *; and US pateut application serial number 09/190.727 filed

November 12 1998, entitled “Information Banking”

Field of the Invention:

I'he present invention relates 10 a digital graphic signature system for nse in
electronic coinmerce. The sysiem comprises a document portion, including
information relating to the docwment being executed, and a sighature portion  The
document poruon and the signature portion may be encrypted and merged into a
single object readily identifiable to an individual. The terminology “digital graphic
signature” or “digigraphic signature” is wtilized herein to describe the merged object.

The digital graphic signature system of the present invention may be
advantageously utilized in electronic transactions, including transactions over the
internet and network systems. The digital graphic signature system of the present
invention may also be advantageously utilized in conjunction with information
banking and virtuat wallets.

The present invention also relates to a digital graphic signet that may be

utilized to transmit a private communication.
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Background:

in the physical world, signatures are easily recognized, particularly by their
owners. The authenticity of such physical signatures, hiowever, may be diffieult to
verify.

In coptrast, in the digital world, digital signatures are snfficiently verifiable to
support non-repudiation, using modem public key crytpgraphic techniques. Such
digital signatures however may not be in a form recognizable to humans. Thus a
need exists for a digiial signatwse system that permits an individual to visually
recognize their own signatwe. In addition to this problem, there are several other
problemmns that need addressing w the electronic comumerce and electronic {inancial
transaction worlds.

A first problem relates 1o provide information to a consumer regarding the
substance of a digital docwnent to be executed. This problem may be phrased as
“How does a consumer know what he or she s signing when the “document™ being
presented is digita)?”,

An additional problem relates to a consumer .assm:iating their digital signature
with a digital document. This problem may be phrased as “How does a consumer
recognize his or her own digital signature that has been associated with a digital
document?”,

For financial institutions, mecchants, vendors and/or others engaged in
electronic and non-electronic commerce, problems arise when a consumer fails to
remember they have executed a transaction. This situation may arise in part due to the

length of time between the trapsaction and the consumer receiving a billing statement
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that incjudes the transaction. Many customer service calls are recéived from
consumers requesting additional documentation regarding specific ransactions on
their billing statements. Often the consumers have good intentions and literally do not
remember the transaction. Upon receipt of a document showing the nature of the
transaction, and their signatire, a consumer will generally be able to remember the
transaction, or recognize the transaction as fraudulent. This preocess, however, is
costly for institutions as it involves maintaining a customer service infrastructures,
including persopnel, document processing and mailing capabilities.

Problems and costs that exist today in the physical world are likely to become
wurse il the electronic transaction arena. A particular problem with many current
technologies is that consumers are not provided with visual feedback of their signature
execuung a document of agrecineat. Also the data prosided in hilling for electronic
transactions may not provide sufficient data for a consumer {0 recall a transaction.

I'be foregoing problems, and others, are addressed by the systems of the

present imvention.

Summary of the Invention:

The present invention provides a system that allows individuals to recognize
their signatures on electronic documents, and provides information relating to the
dacurnent, that may enable the individual to understand the document being signed
and recall their execution of the document af a later date.

According to the present invention, a digital graphic (digigraphic) signature
system comprises a graphic formed by combining details n:lélting to the document

being executed, and an individual’s signatorc. The document details and the
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individual’s signature may be encrypted utilizing conventional techniques to provide
enhanced security. The digital graphic signature may be dispiayed through a user
interface for inspection.

Document details that may be incorporated into the digigraphic signature
include:

an abstract of the document being executed;

the body of the document being executed;

excerpts from the body of the document being executed; or

an individual’s potes relating to the document being executed.

In general, it is believed advantageous for many purposes to include at least an
abstract comprising a digest of what an individual is actually agreeing to by executing
the document. The abstract may also include refercnce information, including bhut not
limited to, the date, the partes involved, transaction reference numbers and the like.
Preferably, the abstract is written in plain (non-legal) terms that are readily
understandable to even relatively unsophisticated consumers. Generally, the abstract
will be reduced to text for purposes of forming the digigraphic signature. However,
for certain applications it may be advantageous for the abstract to include graphic or

pictorial information.

For certam . :actmnsnmav tie advantageous to include the body o '
document being excuutcd,or -(;xéérpts from the body of the document being executed, '
in the digigmphic_,éignaturc in addition to, or in place of an abstract. The doctﬁnéht
body, and/or excerpts will generally be reduced to text for purposes of formiﬁg the
digigraphic signature. However, for cettain applications it may be advantageous to

include graphic or pictorial information.
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As set forth above, document details may further compriée an personal memo
area that allows an individual to record information of their own choosing about the
document being vaccuted. Prelerably, the individnal will enter information that will
help them remember the transaction in the future. Such information could include, the
purpose of the transaction, the nature of the transaction, as well as other details having
significance to the individual.

A representation of an individual’s signature may comprise graphical data
generated from a graphic of the individual signature. An individual’s signature
graphic may be vbtained by captwing the pen strokes utilized by an individual to sign
their name, tor example through the use of a graphics tablet. An individnal's
signature graphic may also be obtained by scénning a signature from « physical
document. In general, prior 10 the nanslation and merging steps deseribed helow. an
individual s signature graphic will be similar to the individual’s signaturc on a
physical document.

To produce « digital graphic signature, the document details data and the
indrvidual’s signature data arc merged. The merging process may include encrypting
both sets of data uiilizing conventional electronic encryption techniques. Different
portions of the document details may be encrypted with public or private keys.

For example, u: may be advantageous to encrypt document abstract data with a
private key of the individual whe is executing the document utilizing convention
public key cryptographic technigues. The abstract could then be made accessible to
the individual and the other party to the transaction.

The memo texi data entered by at individual could be encrypted with a

symmetric key known onply 1o the individual. As explained below, this could provide
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an addition insurance to the individual that the docunent is not for;g_ed and assist them
in remembering the fransaction.

The documeut detail data and the individual’s signature data may then be
merged, for example utilizing color encoding. In this technique, each data stream is
utilized as color values, for example in standard RGB (red, green, blue) color
encoding. For example, each byte of an abstract stream may be used to generate blue
values, each byte of a memo stream may be utilized to generate green values. A non-
changing red value may be used to complete the description. Other color values may
also be utilized. For example, CMYK (cyan, magenta, yellow, black) color encoding
may be utilized to produce the digital graphic signature with the cyan, magenta,
yellow and black color values corresponding to data sfreams .

The digital graphic signsture may be defined as a series of ink strokes using
“color-points”, a point defined by relative coordinates with respect to a defined
signamire arcs, and a color value, The relative coordinates may comprise x.y
coordinates; r,b coordinates or the like in a bwo dimensional signature area; or x.y,z
coordinates o the like in a three dimensional signsturc area etc.

Initially, the individual’s signature data may comprise captured strokes of a
single color. Duﬁng the merging procéss the initial color values are replaced with the
cncoded cryptotext values. The point positions may be retained to preserve the

graphical appearance of the sigpature.

Differences in the length (byte count) of the signature data and the abstract
and/or memo swrears data may be handled by a bidirectiopal padding technique, or

similar techniques understood to those of ordinary skill in the art.
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If the signature data is longer than citber of the abstract or memo data, zero
values may be used for the blue and green portions and only the non zero, non
changing red value used for the remainder of the signature data. In this way the
graphical appearance of the signature is preserved, even when the abstract and/or
memo data ends.

If the abstract data and/or the memo data is longer than the signature data, zero
point values may be assigned to calor-points, while the colors are used to encode the
remainder of the messages. The remainder of the message need not assume the
graphical representation of the signature data, but may appear as part of the digital
graphic signature.

The resulting digital graphic signature may advantageously retain a visual
appearance similar to an individual’s physical signature, however will comprise points
of red, green and blue color. The relative amounts of red, green and blne points will
associate the digital graphic signature with a particular document, ag the green and
btue points will be generated in response to data specific to a particular document.

As will be understood by those of ordinary skill in the art, different colors, ora
different color encoding scheme, may be utilizf;d in a similar fashion to produce a
digital graphic signature according to the pres'cn_f mvenuon.

The digigraphic signéﬁ:re may be saved as a data file, for example a *_gif file:
*.tiff file; *.pict file; * jpg file; or the like, and associated and/or stored with data files
for the transaction, Preferably, the digigraphic signature is saved in a file type capable
of being displayed on a video monitor by popular computer software programs, such
as internet browser software, financial transaction software, and/or word processing

software.
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Thus, in onc aspect, a digital graphic signature of the present invention
comprises a graphical representation of an individual signature produced from a
plurality of points, wherein the plurality of points comprise at Jeast a first set of points
corresponding to information pwiticular to a document being executed and a second
set of points corresponding to the individual’s signature.

In another aspect, a digital graphic signature of the present invention
comprises a visually recognizable multi-color graphical representation of an
individual’s signature capable of being displayed on a video monitor the sraphical
representation having a unique color scheme corresponding to the document being
executed. As dscd herein the terminology video monitor includes computer video
monitors, televisions and the like.

According ¢ the present invention, a digital graphic signature svstem
comprises a digiial graphic signature of the present invention and computer software
and hardware capable of pencrating and displaying the digital graphic signature
system. Ihe computer hardware may comprise a cenfral processing unit. video
monitor display; memory; moden; keyboard; mouse; trackpad; graphics tablet;
scanner; printer and/or other generally available computer hardware components. It is
generally preferred that the computer hardware include a graphics tablet; electronic.
pen; touch sensitive screen; mouse; trackball; joy stick; electronic pen; point-of-sale
electronic pen apparatus or similar input device for capturing an individual’s signature
as “pen strokes”. The same input device, or ancther input device such as a kevboard,
1s useful for allowing an individual to create a memo data file corresponding 10 the

memo relating to the document being executed.
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Computer software usefud in systems of the present invention includes

encryption software for encrypting data strzars and colot encoding data streams.

Additional software. such as word processing programs, graphics programs. and the

like may also be useful, for example, 10 allow an individual to enter a memo relating

to the transaction, and for viewing the digital graphic signature.

The present invention also provides a methnd for producing a digital graphic

signatire corresponding to a document executed by an individual, the method

Comprising:
wermiing an abstract of the document:

cbiataing the individual’s signature.

producing o Juewnent abstract data <treant fronn the abstract;

oroducing a signature data strea: romn e spgnature: wnd

*izita! oraohie signature.
The method mayv further compuse:
oblainung memo data from the individual’

producing a document memo data stream; and

mereing the document abstract data stiear aad tie - nature Jdatas

stredns

it

merging the document absiract data streamn, the document memo data stream

and the signature data stream into a digital graphic signatuce.

I an alternative embodiment, the present invention provides a method for

producing a digital graphic signature corresponding 10 a document executed by an

individual, the document method compnsing:
selectay details relating to the document;

forming an abstract of the document;
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obtaining the individual’s signature;
producing a document details data stream from the details;
praducing a document abstract data stream from the abstract;
producing a signature data stream from the signature; and
5 merging the document detajis data streamn; the document abstract data stream
and the signature data stream into a digital ‘graphic signature.
This method may firrther comprise:
obtaining memo data from the individual:
producing a decument memo data stream: and
o merging the document details data stream; the dociment abstract data stream,
the docutnent mema daia stream and the signature data stream into a digital graphic
sipnature,
The data stecams may be ebtained and mergad unlizing rhe techniques
described above and 1n greater detail below. In addition, the data streams may be
15 encrypted.
Ip a further aspect, the prescnt wvention provides a method and means for
providing a private communication between two parties, for example two parties to a
fransaction. The present invention prévides a functionality referred to herein as a
“digital graphic siguet” or a “digigraphic signet”. The digital graphic signet may
20 provide additional functionality to the digital graphic signatures of the present
invention discussed herein. As will be understood by those of ordinary skill in the art,
the digital graphic signet may also be utilized independently,
As discussed herein, the digital grapliv signaturc, sy.::tem.s and methods nf the

present invention provide increased functionality in comparison with digital
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signatures and digital certificates alone. They address the conm;mcr perceptual need
to feel comfortable with signing a digital document, and to be able 1o recognize a
digital document they have signed, while having assurances that their signature was
not forged, and it was not copied from another document.

The signatures, systems and methods of the present invention add a human
factor to conventional cytography that makes it recognizable and useful, for example
by allowing a memo that assists the signatory in remembering the transaction,
Additional bepefits are that digital graphic signatures according to the present
invention are generally smaller than conventional digrital certificates, and therefore
may be more desirable for storage purposes and to reduce network traffic loads. They
are unique in the digital signature world in that their content may include representing
a recognizable graphic uf a handwritten signature while also containing digital
signature information, using the most approprials prevailing cryptographic techaiques.

As discussed herein, a digital graphic signature of the present invention may
utilize a technique similar to steganography to encode a signatory's memo in the green
color bytes, and the document's abstract in the blue color bytes, into a graphic
representation of their hand written signature.

The techbnique is not nccessanly tcctmxcally steganography as it is not stricily
necessary to hide the fact thattheleare ;ﬁéssagcs present and encoded into the
graphic. Therefore, DigiGtEphic signatures do not attempt 10 hide the content of a
communication between two or more parties. The memo is intended only for the
signatory's use, and uses a secret key known only to the signatory. Any third party
with the signatory's public key can verify the signsture. Its purpose is for the

authentication of the signatary, and to ensure non-repudiable transactions, not for
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possible to encrypt a digital graphic signature of the present invention and such
embodiments fall within the scope of the present invention. An advantage of
embodiments of the present invention 1s that further enuiyption may not be necessary
5 The terminology digital graphic “signet” is borrowed from the ancient notion
of a signet ring, which was used v ~seal a private communication hetween two parties.
The analogy hreaks down quickly, however, for in the ancient world, a broken seal
indicated that the privacy had been compromised. It could not prevent the privacy
from being compromised. According to the present invention a digital graphic signet

10 is an embodiment of a digital graphic signature of the present invention that further
incJudes a confidential communication between two parties. The digital graphic
signet utilizes a color vatue, for example the red color value in a RGR color scheme
for the encoding and transmitting of a confidential communication. Further details are
set forth below.

15 A digital graphic signet of the present invention may also be utilized in a
method of the present invention by encoding a confidential communication in a data

The d1g1tal graphic signature, digital graphxc sxgnef, systems and methods of
the present invention may be advantageously utzhzed in electronic transactions,

20 including transactions over the internet and network systems. The digital graphic
signature system of the present invention may also be advantageously utilized in
conjunction with information banking and virtusl watlets such as those described in
US patent application serial number 09/190,993 filed Novernber 12, 1998, entitled

“Virtual Wallet System ”; and US patent application scrial number 09/190,727 filed
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November 12 1998, entitled “Information Banking” and related technologies
described in US patent application serial number 09/### ###, filed April ##, 1999,
entjtled “Sysiem and Method for Securely Storing Electronic Data”; and US patent
application serial number Q9/### ###, filed April #4, 1999, entitled “System and
Method for Controlling Transmission of Stored Information to Internet Websites™,
The disclosure of each of these applications is hereby incorporated herein by
reference.

The advantages of the digital graphic signature system and method of the
present invention include the following

An individual may visually recognize their own signature

In previous alternatives, a praphic could be included with the document of the
individual's signature. However, uaditional geaphics are easilv copied and therefore
relatively simple to forge. Additionally, there is nothing inherent about a traditional
graphic that securely associates the graphic with 2 document being executed. In
contrast, the digital graphic signature created utilizing the present invention 13
relatively ditficult to forge and associated with the docurment heing executed.

An additional advaatage is that the digital graphuic signature of the present
mnvention may be verified. To v;rify that the individual was indeed the person who
executed the document, the known, public key could be utilized to decrypt the abstract
portion of the signature. According to the present invention, this abstract is encoded
into the graphic signature. The abstract should match exactly the document abstract
that is 10t encrypted in the document. This demonstrates that the document was

signed by the consumer (because they werc the only person in possession of the
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private Key that produced the signature) and. that the disnature is assoctated to a
specific docwnent due to the abstracts matching.

In addition, the individual may use their sccret key tn read the memo encoded
into the graphic signature. Insolw as the memwo is not in the document. and cannot be
decrypted by anyone else, unlike the abstract, the memo provides the individual with
an additiona} assurance that the document was not forged. The memo may also assist
the individual in remembering the document.

An advantage of a digital graphic signet embodiment of the present invention
15 that a digital graphsc signature may include a confidential communication between
iwo partjes.

Further detaiis and advaniages of the present isvention will become apparent

rom the folluwing description and the appended fignres

Bricf Description of the Drawings:

Figure | depiets an soshodiment of adhgital sranhic signature ol the presei
invention.

Figure 2 is a schematic representation of au embodiment of a digital graphic
sigpature system of the preseut invention.

Figure 3 is a flowchart of a digital graphic signing dialog function of a digital
graplic signature system of the present invention.

Figure 4 is a sample screenshot of a document abstract before signing in a
digital graphic signhature systern of the present inveution.

Figure $ is a sample screenshot of a docwment body in 3 digital graphic
signature system of the present invention.
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graphic signature system of the present invention.

Figure 7 is a saruple screenshot of & signature area post signing in a digital
graphic signature system of the present invention.

Figure 8 is a flowchart of a signatory verification function of a digital graphic .
signature syslemn of the prasent invention.

Figure 9 is a sample screenshot of a signature area pre-verification in a digital
graphic sigoature system of the present invention. |

Figure 10 is a sample screenshot of a signature area post verification in a
digital graphic signature systein of the present invention.

Figure 11 is a flowchart of a public signatory verification function of a digital
graphic signature system of the present invention.

Figure 12 is a schematic representation of an embodiment of a digital graphic

signature systemn including a digital graphic signet of the present invention.

Detailed Description of the Invention:

The features and advantages of the d1g1ta1 graphic signature systems and
method of the present invention are explamed mi'the followm, paragraphs with
reference to the Figures. o

Figure 1 depicts a possible embodi%nént of an individual's, “John Doé”, digital
graphic signature according to the present invention. As shown in Figwre 1, a digital
graphic signature of the present invention has a visual appearance, 2, similar to an
individual’s written signature. As shown it the cut-away view, the visual

representation is formed by individual points in a plurality of different colors. For
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example, the visual representation may be formed by green poims-4, blue points 8,
and red points 6. The relative number and position of the points of each color will be
unique for each transaction and based on the relative amounts and kind of document
data aud signature data that is color coded to produce the digital graphic signature. In
general, however, the overall visual representation will be similar to an individual’s
written signature to simplify identification.

A simple embodiment of a DigiGraphic signature includes a graphical user
interface (GUI or simply UT) that allows a uscr to see:

1) an abstract of the document to be signed:

2} the body or detail of the document to be cigned:

) a signature pad area to graphically sign their name

41 a personal memo area.

The abstract may comprise « digest of what a consumer is actually agreeing to
by signing the document. The abstract is preferahly in plain {non-legal) terms. and
reduced (© a text representation (devoid or graphics ¢tc)  In effect, the abstract is
acwally what is being signed The abstract may additnonally include other relevant
items mcluding for example the date and the names of the parties to the agreement.

Once a consumer has read the document and has made a decision to sign, they
move 1o the signature area and graphically sign their name. Additionally, the
consumer may be encouraged to enter a memo in the personal memo area to
remernber the transaction they are executing.

The pen strokes utilized 1o sign the docwnent, and the memo, are captured via

a computer system, hardware and software. In addition, the computer system will
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encode the text of the abstract and the memo into the graphic signéture. A preferred
technique is similar to steganography.

First the two mesyage streams are encrypted using modern cryptography. The
abstract may be encrypted with the consumer’s private key using modern public key
cryptographic techniques. The memo text may be encrypted using a symmetric key
known only to the consumer.

The two encrypted streamns are than used as color values in standard red, green,
blue {(RGB) color encoding. For example. ¢ach byte of the abstract stream would be
used for the blue values, which the memo stream byte values are sued for the green
values. A non changing red value would be used 1o complete the color description.

The graphical signature 1v defined as » series of ink strokes using “Color-
Points”. a point (relative x and y coordinuates with zespeet to a defined signatire area),
and a color value. The capture ink strokes are initially captured in a single coler.
During the epcoding process, the color values are replaced with the encoded
cryptotext values. The point positions are retained, of cowrse, to preserve the
graphical appearance of the signature.

Differences in the Jength (bvte count) of the graphical signature strokes and
the abstract and memo streams are handled by bidirectional padding. If the praphical
signature is longer than either of the two messages, zero values are used for the biue
and green portions and only the non zero, non changing red value is used. In this way
the graphic appearance of the signature is preserved, even when the messages end. If
one of the messages is Jonger than the graphical signature, zero point values are
assigned to Color-points, while the colors are still used to encode the rest of the

message(s). The mterface is designed not to al(etnpt to draw strokes that have no
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positional value, but the non-drawn portion of the signature still préservcs the
messages.

The graphical representation of the users signatures has been merged with a
digital signature into a single object. This merged object has several advantages,
including the following.

Consumers can visually recognize their own signatures. In previous
alternatives, a graphic might be included with the document of the eonsumer’s
signature. However, normal graphics are easily copied, and therefore forged.
Additiopally, there is linle inherent about a conventional graphic that securely
assocates it with a document,

To verify that the consumer was indeed the person who signed the document,
the a public key of the conswner can be utilized to decrypt the absiract portion of the
sipnature. The digitally signed abstract is encoded into the graphic signature.
Additionally the abstract should match exactly the document abstract that is “in the
clear” or not encrypted in the document. This matching demonstrares thai the
signature 1) was signed by the consumer (because they were the only person in
possession of the private key that made the signature) and ) that the signature is
associated with a particular document due 1o the abstracts matching,

In addition, 2 consutner may use their secret key to read the memo encoded
nto the graphic signature. Since the memo is not in the document and cannot be
decrypied by others. unlike the abstract, the memo is an additional assurance to the
conswaer that the document was not forged and also helps them remember the

transaction.
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Figure 2 provides a schematic representation of a process for producing digital
graphic (DigiGraphic) signatures. As shown in Figure 2, an embodiment of a
DigiGraphic signature process according fa the present invention includes a document
abstract, 102 which is encrypied using 4 private key 104, in an asymmefric encryption
engine 103. The process may further include a secret memo 106 which is encrypted
using a secret symmetric key 108 in a symmetric encryption engine 107. The
encrypted abstract and/or encrypted memo may then be encoded with graphic
signature ink strokes (an ordered collection of Color-Points). 110 produced by a
person’s signature on a signature pad.

The two encrypted sireams are used as color values in a standard RGB color
cncoding as described above  Tn Figure 2 the encrypted abstract hvtes 111
cortespond 10 blue and tie enciypted memo bytes 113 correspond to green. The
graphic signature is defined as a series of ink strokes using color points 112, in the
manner described above, The resulting object comprises a merger of the person’s
signature with a digital signature into a single object 114,

Figuse 5 depicts a schematic flowchart of the DigiGraphic signing dialog. The
message sends illustrated in the flowchart would be implemented in software and
respond to input from a person using the DigiGraphic signing feature. As shown in
Figure 3, an initial step, or message send, is to prepare a digital document with
abstiact and body 122. In this step the document originating software forwards, or
inputs, 124, the body of a document, and an abstract, to the DigiGraphic software.
The document is then read by the DigiGraphic software which generates a document
abstract and a document body, 126. A sample document abstract is depicted in Figure

4 for Ted Smythe, and a sample document body is depieted in Figure 5.
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As shown in Figure 4, a document abstract 200, may include details 202

relating to the document being exgcuted in a Windows® display 204 which includes

tabs 221 (“Abstract™), 222 (“Body™) and 223 (“Signature™). Under the “Abstract” tab,

a document abstract 200 may include fucteal details relating to the transaction,

including, but not limited to the details shown in Figure 4:

fo>.

Date

Invoice
Merchant

Sold To

Credit Card Tyvpe
Account

CXpires
Transaction #
Authorization
Note

Terms

Thank You

Amount Due

03/23/1998

52864

S}

€

Radioshack 01-3516

Ted Smythe

Visa

4321-2345-6789-3456

04/99

1485

023598

The card issuer may apply the foral amount shown

Sales & retwrns are subject to terms & conditions agreed

Thank you for shopping at Radio Shack ...

27.51

Figure 5 depicts a sample document body 210 for the sample transaction, the

abstract of which is shown in Figwe 4. As shown in Figure 5, a documnent body may

mclude text details 212 of the documecnt body of the document being executed in a

Windows® display 214 which includes tabs 221 (“Abstract”), 222 (“Body™ and 223

(“Signatare™). 'The document body 212 may be displayed under the “Body™ tab.
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Refering back to Figwre 3, the person signing the documexnat would review,
128, the document abswact and body and then prompted to enter a memo which will
help them remember the docuient, followed by their signature 130 Figure 6 depicts
a possible embodinient of the user interface which prompts for a memo and signature.

As shown in Figure 6, a signature user interface 220 may be executed in a
Windows® display 224 which includes tabs 221 (“Abstract™), 222 (“Body™) and 223
(“Signature™). Under the “Signature” tab, a signature user interface 220 may include a
Memo area, 220, a graphic signature area 228 and an memo entry area. 230 where an
individual may enter a persowd memo telating to the document being executed. The
memo enuy arca 250 may uutiaily include a text prompt, prompting A user to enter a
persorial meino. The interface 220 may further include “buttons™ 251 (“Sign™), 252
(“Verity”) and 253 (“Subruii , which are linked to implementing routines to enable a
user 1o sign, venfy and submit their sighature.

Fost signing, the privaie memo entered by the user. and the document abstract
are returned 10 the diéigraphic signature 132 encoded into the user’s signature. Figure
7 depicts a possible embodiment of au encoded graphic signature, 140 for user “Ted
Smythe”. The user is then prompted, for example by a text prompt in window 230, to
submit the encoded graphic signaturc to the document originator to “sign” the
document and complete the wansaction between the user and the document originator.
As shown in Figure 3, 134, the signed document and digitat graphic signature may
optionally be delivered to a digital document archive or a notary service for verifving
the digital signature. The notary service would utilize the signer’s public key to verify
that the signature has not been forged.
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A digital graphic signature system of the present invention may be

22

advantageously utilized in a virtual wallet system, such as the systern described in
U.S. patent application serial number 09/190,993 filed November 12, 1998, the
disclosure of which is hereby incorporated herein by reference.

In a virtual wallat the wallet owner’s signature may be advantageously
attached to the invoice or receipt in a format that can be recognized by the owner.
The format of the final signed document of the present invention goes bevond a
typical digital signature by enabling the digital signature to be humanly recognizable.
The format of the final signed document enables the owner to visibly distinguish a
signature as their own, associate the signature with a particular document. and verify
that the signature and ddcument are not forged or copied. The signature comprises a
DigiGraphic signatire of the present invention and comprises digital signatures and
graphics that the wallet owner recogtizes as their own. The feature of providing a
recognizable and distinguishable digital signatare in an electronic document is unique,
and akin to the wallet owner recognizing their own hand-written signature in a paper
document. This feature helps the wallet owner remember particular transactions and
verify their own signature. Further details relating to digital graphic signatures are set
forth above.

Nomimstandiﬂg'fthé'-fonnm, it is recommended for a document that needs lid‘-'.'i '
be signed that the document comprises at least an abstract and a body. The abstract,
also known as the abstract in the clear, comprises a dipest of what the consumer is
agreeing to when they sign the document, presented in plain, non-graphical text. The |
abstract may be information concerning the payment, the delivery or the terms and

conditions of the transaction, or otber similar information. For example, payment
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information in the abstract may includs the date, the parties inifolvcd, the general
nature of the transaction, and the payment amount. The body comprises the full
amount of formatted information that is normally rcfened_ to as the document. The
body, therefore, comprises all of (b details associated with the transaction. Once the
document is signed, it has at least three components: the ubstract, the body and the
signature. There may. however, be other components, such as a general terms and
conditions section, shipping information, etc. 5o, by sending this formatted
information to an appropriately enabled browser, for example, an invoice can be
rendered for the wallst owner.

{n operation, referring to Figure 3, the signature requester, such as a res{aurant,
wants the wallet owner to sign a document, such as a receipt. The requester initiates
the dialogue and sends a document and an abstract. A feature of the present invention
specially formats the document and the abstract and designates it as a signature
document for recognition by the software. The wallet server sends the signature
document to the wallet interface when it comes on ling, therehy supporting both
synchronous and asynchronous dialogs. The wallct interface displays the signature

document and abstract to the wallet owner for signing. The owner then picks one of

their signature

| iﬁvi"t'ﬁ;_éﬁ&'ihﬁy graphically sign the document. The chlP device 1 encrypts the abstract

with a private key and the memo with a sccret key. This allows anyone with public
key matching the private key to access the document, while the memo is kept
confidential to the owncr and anyone else who is given access to the secret key, which
may or may not be the public key. The signed document now comprises the body,

abstract and the DigiGraphic Signature (DS). The DS includes the digital signature by
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virtue of the abstract being encrypted with the private key.

Further, the chip device passes the signed document and the associsated index
buck to the wallet server. The chip device is tasked with remembering the index so
that the wallet owner does not have to worry about it. The wallet owner ¢an even be
off-line. The wallet server archives the signed document and forwards the index, the
documnent identification, and the signature guarantor URL to the signature requester,
who stores this information. Finally, the requester acknowledges the receipt of the
information. Thus, this feature of the present invention advantageously manages
multiple signaturc keys and their associated indexes.

When the preferred DigiGraphic signature is used to sign a docurnent, as
described herein, the DigiGraphic signature object knows how to render a graphic of
the signature when requested to do so. The DigiGraphic signature also contains the
digital signature. The DigiGraphic signature encapsulates the behavior for third
parties to perform signature verifications and for the document signer to verify their
own signature and the validity of its assaciation to the document. Further, as one
skilled in the art will recognize from the description below, the preferred DigiGraphic

signature advantageously serves to authepticate and authorize a docurnent, eliminating

the need for bulky digital ceriifidies;
F igure §is a ﬂowéh; ﬂlustmung a possible verification document for use
when the person who signed a document (the signatory) is not sure that they actually
signed the document, or docs not remcmbet the transaction and desires to view the
encrypted memo. Upon retrieval of a document, the signatory may view the
signature, 140 on the document. A possible embodiment is shown in Figure 9 in

interface 220. The user may be prompted, for example in window 230 iu Figure 9, to
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request signaturc vetification 150 (Figure 8). [lpon requesting verification the
potential signatory’s (verificr's) secret key 152 is utilized to decode the memo
accompanying the signature 153, [n order to use the secret key the user’s would be
prompted to cuter a password. The potential signatory’s public key, 154 is utilized to
decode the signature and the document abstract 155. The decoded memo and the
document abstract are then compared to the actual memo and document abstract 157
apnd if they maich are displaycd 1o the signatory, for example in windows 228 and 230
1n Figure 9 to allow the sigpatory to verify that _lhey have signed the document, 159,
A possible ambodiment 3+ shown in Figure 10.

As shown iu Figure 10, a signature 140 (“Ted Smythe”) may be displayed
window 228, a personal memo displayed in window 2726 and a document abstract in
window 230. In Figure 10, the document abstract corresponds to the abstract
depicted in Figure 4.

1f the memo, abstract and-or signature are not decodable, or de not match the
document’s, a waming message may be displayed to the user and the signatory may
notify the document originator of a potential forgery 161.

Another feature of the present invention, referring to Figure 8, advantageously
further addresses the consumer feeling for the need to recognize their own digital
sipnature. When a wallet owncer wants to verify the anthenticity of their signature on a
signed document, then the local signature verification feature is utilized,

Alternatively or additionally, the system may auntomatically verify the signature cvery
time a document is opened, and only alert the wallet owner whenever there is a
mismatch. For example, the warming may say something like “The signature does not

match the abstract.”
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In the present case, the wallet owner retrieves a document and abstract from
the document archive, which may reside on the owner’s personal computer, in the
wallet server, or in other similar devices. As discussed above, preferably the
document is signed utilizing the DigiGraphic Signature. The wallet owner wants to
make sure the signature is not forged, for example, and requests verification. The
wallet interface sends a public key request to the secure chip device, which returns the
Key that was previously stured in association with the document. The interface then
uses the key to decrypt the digital portion of the signature, comprising the abstract.
The interface compares the decrypted abstract information to that of the abstract in the
clear, or the abstract that is not encrypted in the document. That comparison
demonstrates that the sigpature was signed by the owner because they were the only
petson in posscssion of the private key that made the signature, and that the signature
is associated to that specific document duc (v the watching abstracts. Further, the
graphic portion of the signature is recognizable to the owner, and the fact that the
decrypted abstract, which was merged with graphical signature, matches the abstract
in the clear assures the owner of it’s authenticity. Thus, the wallet interface then

returns a message to be viewed by the owner reporting the results of the verification

The combination of the digital and graphical comparison advaﬁfﬁgééﬂsly

allows the S.lgllahlt‘e to be verified for that particular document. This feature is unique
and allows [or high confidence as compared to merely checking the digital signature,
which comprises bits that may be undatectably copied. Thus, this feature verifies that
the DigiGraphic signature is the original signature, and not 1ust something that looks

like the origina). s
R ' This Sheet Has Been Replaced
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Addrtiopally, this feature advantageously allows only the wallet owner to
decode the memo, which is not stored anywhere else in the document, and which may
contain a reminder L the wallct owner of the transaction.

Figure 11 is a flowcbart of a possible public signature verification dialog for
use with the digital graphic signature system of the present invention. The dialog may
be used when someone oibcr than the signatory, for example.a merchant or notary,
wishes to verify the signature. As set forth above, only a signatory may view the
memo text associated with the signature. Further, although an optional comparison of
the document and digilul yraphic signature beld by the requesting party to that of o
third party notary is not included in Figure 11, such features may be added by similar
steps.

As shown in Figure 11, when a request for verification of a digital graphic -
signature is made by a third party requester, 171 the signatory’s public key 154 is
utilized to decode the document. This public key would have been previously
supplied to the requester. The public ke 7 decrypts the document abstract 173. The
decrypted abstract is compared to the actual document abstract, 175 and the results, or
warntngs in the case they do not match are displaycd to the requester, 177.

Referting 10 Figure 11, the present invention advantageously provides a

. service through electronic mail, direct Jogin, or the world-wide web for electronic

siguature verification, In this case the verification requester sends the signed

document, the document ID, and the signer’s index to a signature guarantor. For

example, on tbe world wide web, it may look like this:
http://www.ciﬁbank.com/vcrifyﬁgnanzre

Sigpature:  (insert DigiGraphic signature)
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of Signer: (insert Index)
Against: (insert Document [13)

With: {insert Abstract)

The index of the signer is unique to each signature guarantor, so they know
who the siguner is and what public key was used. Also, the document 1)) may be found
in the walist server, which acchived at least the abstract of the docniment when the
documeni was mitially sigoed. Tinally, the abstraos = the document en which the
venlication regneater is askmg 1o have the signaline verification performed,

1 e s2nalure guaranior uitilzes tie inde 5 Teolap the pubie bey fn the
public by sectave. The sigauiie quarantor uses she poblic Kevoim oo e decyvnt
the signuivie aal 18 ouing verilica, W the signofi=s doonpis ar alloshier dhot verities
that the signature is {fom the signar of record. By iaing the documer 1T the

s1guature woarantor woks up s copy ol the abstriss and compares it with e

submuiier avsiact w turther verddy that 1t is the correet signafure on thoe osrect
document. Then. the signalure guarastor retwns the results to the verthcation
requester,

This feature of the present invention advantageously utilizes the index and
document ID to verify the signature. On the other hand, current methods require
certificates that contain very large amounts of information, such as the public key. the
cerufier ot the certilicate and the abswact. Further, hecause of this larze amount of

intormation, the signanne guarantor using current methads has na active role in

guaranieeing the process. Oun the other hand, dwe signatun: guarantor has a very active
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role in the present invention. Thus, this feature of the present invention more
efficiently and economically enables the verification of signatureé.

As will be realized from the foregoing description, the digital graphic
signature system of the present invention includes many advantageous features.

According to the present invention, a digital signature and a secret memo may
advantageously be encoded into a single graphic signature.

An additional advantage is that the graphie signature is recognizable to the
signer of the document who also has assurances that the signature {s associated with a
particular document and was actually signed by the signer and not forged.

A further advantage of the digital graphic signature system of the present
iavention is that the digital portion of the signature may be verified by a third party
with knowledge of the public portion of the signatory’s security key.

A still further advantage of the digital graphic signature syétcm of the present
invention is that the memo associated with a document remaing secret to the signer of
the docament.

As in the description of a virtual wallet system of the present invention, the
digital graphic signaturc system of the present invention may be advantageouély
utilized in conjunction with a virtual wallet system of the present invention.

fic rﬁ:ﬁi&eeﬁt&ﬁdﬁ of a digital graphic signature

system of the present ipvention whtch inéludes a digital graphic signet. Encrypted
abstract byte, 111 and encrypted mcmo byte, 113 are produced as described above and
depicted in Figure 2. The off page connector "A" represents that streamn entering the

encoding process as it did beforc in the previous discussion. Likewise, The secret
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memo is encoded in the same way as it was before. The off pﬂage connector "M"
represents thai stream entering the encoding process as it did before.

In the embodiment of a digital graphic signet of the present inveotion depicted
in Figure 12, the red color byle value 302 is utilized for a private commmication. As
shown in Figure 12, a private communication, 304 may be reduced to textual
representation and encrypted using the sender's (signator:v) private key 306. The
result of the encryption 308, is then encrypted again with the recipient's public key
310. The result of that last operation may then be used, byte for byte, as the red color
value in the Color Point object stream described in the previous discussion with
reference to Figure 2 on a digital graphic signature.

Upon receipt of the communication, the recipient will first use their
private key to decrypt the first layer. Because they will be receiving a digital graphic
signet with the document, which is distinet fiom a digital graphic signature, they will
know that there is a private communication in the red color value and process it
differently than they would a digital graphic signature. Once they have the first layer
decrypted, they will use the public key of the sender to decrypt the final layer. Double

enctyption and the order of encryption and decryption is advantageous for several

Ifa smgfe lovel 'Qencryptidn were used, if the sender used the public key of the
recipient, then only the recipient could decode the messape, which is one desirable
trait. However, the recipient would not know for sure that the claimed sender was in
fact the real sender without another digital signature.

Suppose that instead of using the recipient's public key, the sender usas their

private key., lhmthc recipient can use the sender's public key to decrypt the message
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and will know only they could have sent the message, the other dt;simble trait. This
has a problem 00, however, in that anyone else with knowledge of the sender's public
key (which should be everyone since a public key is public) could also decrypt the
message.

The usage of double encryption according to the present invention is novel and
unique as it leverages off the concept of digital graphic signatures. The digital
graphic signet may be a component of a document, and therefore may be flexible in
how it is used.

For example, if the private conununication is short, the content of the
communjcation can be fully contained in the digital graphic signet. The abstract of
the document would be used to convey the general nature, but not the details. The
body of the document may be empty or a copy of the abstract.

In longer private comumunications, a symmetric key may be encoded in the
digital graphic signet to be used to decode the body of the document. This is not
unlike a “session key" described in conventional cryptographic literatuce. Another
advantage of the digital graphic signet’s flexibility is it can be used synchronously, as

i an Onlinc session, or agynchronously, as in an E~mail doq_lmzent.

| Although a dxgual graphic sipnet may be used i m : i actlons, it benefits

may be found in connnumcauons other than those tmhzed to commumcate actual

onlime session keys, as there is already robust technology available (c.g. Diffie-
Hellman), and that type of security is general at a lower level (transport layer vs.

application laycr) of network communications. A digital graphie signet could be used

. in addition to conventional session keys for added security. This is particularly
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advamtageous when the intent is to keep the content encrypted, and prevent it from
appearing in the clear once it is received at the recipient's server.

For example, a bank customer may wish to change their ATM PIN over the
Internet. The docwnent could contain an abstract that might be as general as only
indicating that it is a customer instruction to the bank. Since an ATM PIN change isa
short message, the Signet would have the necessary account number, old PIN, and
new PIN encoded into its red color value, as described earlier. Given ap appropriate
prevailing encryption technology is used, the strength of the encryption will be robust,
the sender will be able to be authenticated, and only the intended recipient (the bank)
will be able to see the details of the transaction. The abstract in the clear will give the
bank processing center enough information to transport the Signet to an appropriately
securc environment to decrypt and process the transaction without compromising the
privacy or the security of the transaction.

Although the invention bas been described with reference to preferred
embodiments and features, other similar embodiments and features may be utilized to
obtain similar results. Variations aud modifications of the present invention will be
apparent to one skilled in the art and the present disclogure is intended to cover all

such modifications and equivaletits ‘within the scope of the following claims.
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Claims:

1. A digital graphic signature for a transaction involving an individual the
digital graphic signature having a visual representation comprising a plurality of
points the digitul graphic signature cormprising:

merged points of at least a first color corresponding to transaction details data
and points of at least a second color corresponding to the individual’s signature data

the poin(s forming a visual ropresentation of the individual’s sipnature,

2. The digital graphic signature of claim 1 wherein the transaction details data

comprise at least one of the following:
an abstract of the document being executed:
the body of the document being executed:
excerpts from the body of the document being executed; or

an individual’s notes relating to the document being executed.

3. The digital graphic signaturc of claim 2 wherein the transaction details data

comprise the abstract.

4. ‘The digital graphic signaturc system of claim 3 wherein the abstract
corprises a digest of what the individual is actually agreeing to by executing the

document.
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5. The digital graphic signature of claim 3 wherein the abstract comprises at
least one of the following types of reference information: the date, the parties

involved, or a trapsaction reference number,
6. The digital graphic signature of claim 3 wherein the abstract is in text.

7. The digital graphic signature of claim 2 wherein the transaction details data

comprise excerpts from the hody of the document being executed.

8. The digital graphic signature of claim 3 wherein the transaction details data

comprise excerpts from the body of the document being exacuted.

9. The digitel graphic signature of claim 7 wherein the excerpts are in text

form.

10. The digital graphic signature of ¢claim 2 wherein the transaction details

' data comprise the body of the document being executed.

11. The digital graphic'signature of claim 2 wherein the transaction details -

data further comprise an individual's notes.

12. The digital graphic signature of claim 11 whercin the individual’s notes
comprise the purpose of the transaction, the nature of the transaction, or other details
having significance to the individual.
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13. The digital graphic signature of claim 3 wherein the transaction details

data further comprises an individnal’s notes.

5 14. The digital graphic signature of claim 1 wherein the individual’s signature

data cowpises graphical data generated from a praphic of the individual signature.

15. The digital graphic signature of claim 1 wherein the transaction details
data and the individual’s signature data are encrypted.
1
16. The digital graphic signature of claim 1 wherein the merged points are

color encoded.

17. The digital praphic signature of claim 13 wherein the transaction details
15 data
and the individual’s signature data are color encoded wherein the abstract comprises

blue valucs, the individual's notes comprige green values and the individual's

ignature data comprise red values,

20 18. The digital graphic signature of claim 1 wherein the visual representation

is capabie of being displaycd un a vidco display terminal.

19. A digital grapbic signature of claim 1 further comprising a digital graphic
signet encoded in at Jeasl uue of the plurality of colors.
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20. A digital graphic signature system comprising:
the digital graphic signature of claim 1.

an input apparatus for the transaction details data;

an input apparatus for the signature data; and

a video display terminal.

21. A method for producing » digital graphic signanye corresponding to a
docwment executed by an individual, the method comprising:

forming an anstract of the doenment:

obtatning the individual’s signature:

producing a documeant abstract daw streamn from the shatraet:

prudusing a signature data stream from the signature; and

merging, the documen! abstract data atream and the sienature data stream into a

dipital graphic signature

22. The method of claim 21 further comprising:

obtaining memo data from the individual;

producing a document 'mcmo.data stream; and

merging the document abstract data strcam, the document memo data stream

and the signature data stream into a digital graphic signature.

23. A method for producing a digital graphic signature corresponding to a

document executed by an individual, the document method comprising:
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selecting details relating to the document;
forming an abstract of tﬁe document;
obtaining the individual’s signature;
producing a document details data stream from the details;

producing a document abstract data stream from the abstract;

wh

pruducing a signature data strearn from the signature; and

merging the document details data stream; the document abstract data stream

and the signature data stream into a digital graphic signature.

1y 24, The method of ¢laim 23 further comprising:
obtaining mema dafa from the individual;
producing a document memo data stream; and
merging the document details data stream; the document abstract data stream,
the document memo data stream and the signature data stream into a digital graphic

15 signature.
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