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Digital Graphic Signature System 

Cru::;~ it:fer~ncc: tn Related Arplications: 

The pr(;SE:llt application d~ims priority un.der 35 use I 19(A) from us 

Provisional Patent Application No. 60/081,748 entitled "VIRTUAL WALLET 

5 SYSTEM" filed April 14, 1998, the disclosure of which is hereby incorporated herein 

by reference. 'lhe present application claims priority under 35 USC 120 from HS 

patent application serial number 09/190,993 filed November 12, 1998, entitled 

"Virtual Waller Sy5te111 '';awl US pat:.:ut appfa;atlon :;erial number 09./J 90. 727 filed 

Novemlier I 2 : 993, enlttle:d "Infom1<-ition Banking" 

10 

Field of the Tnvention: 

lhe present inveution relate::; w a digiLfil g;raph.ic ;;ignature sys'tem for 11~t: in 

electronic cuinmercc. The sysLem comprises a doc11ment portion, including 

informatlon relating tu t11c docwncnl b.;:ing execute<l, and :1 signature portion The 

15 doctnnent ponion and the signature po1tion ma}' be encrypted and rnerged inti~ <l 

single object readily identifiable to an individual. 'l11e terminology "digital graphic 

signature" or "digigraphic signahtre" is utilized herein to describe the merged obje<::t. 

The digital graphic signalure system of the present invention may be 

advantageously utilized in electronic transactions, including transactions over the 

20 internet and network systems. The digital graphk signature system of the present 

invention may also be a(lvantageou.:>Jy utilizi;J in conjunction \'~th informatirrn 

bil.tlking Md virtual wallets. 

·nie present invention also relates to a digital graphic signet that may be 

utilized to trartsmit a private communication. 
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Background: 

1n the physical wufld., signatures arc easily rec::oenized, particularly by their 

owners. The authenticity of such physical signature!:>, ]Juwever, may be difficult to 

5 verify. 

In contrast, in the digital world, digital signatures are snfficiently verifiable to 

support non-repudiation, using modern public key crytpgraphic techniques. Such 

digital signatures however may not be in a fonn recognizable to humans. Thus a 

need exists for a digital sign<1lWC system that permits an irirlividual to visually 

1 o recognize their own signature. in addit1on to tliis pr(1h1:·.m, (he,rc arc ~cvcro.I other 

problems that need addrc:ssir1!:!. iJ1 the electronic commerce and electronic financial 

transaction worlds. 

A first problem relates to provide in:fonnation to a C<Jnsumer regarding the 

substance of a digilal document to be executed. This problem may be phra..qed ClS 

J..; '~How does a consumer know what be or sh~ rs ~i.gning when the "document" being 

presented jg digital?". 

An additional problem relates to a consumer associating their digital signature 

with a di.gi1al document This problem may be phrased as "How does a consuro.er 

reoogni.ze his or her OM!. digital signature th.at has been associated with a digital 

20 document?". 

FoT financial institutions, mi;:rchants, ,,cndors and/or others engaged in 

electronic and non-electronic i,;(ll1llllerct:, problems mise when a consumer fails to 

remember they have executed. a trdn.saction. This situation may arise in part due to thr­

length of time between the transt11.:.liu11 and the consumer re.cP.iving a billin~ statement 
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that includes the transaction. Many customer service calls are received from 

consumers requesting additional documentation regarding specific transactions on 

their billing :statements. Often the consuwers h~w good intentions and literally do not 

remember the transaction. Upon receipt of a duL:ument showing the nature of the 

5 transaction, and their signature, a consumer \.Vill generally be able to rem~mber the 

transaction, or recogn.i:.c.e the transaction a5 fraud11lent This f"'Ocess. however, is 

costly for institutions as it involves maintairting a customer ~ervice infrastructures, 

including personnel, document processing and mailing capabilities. 

Problems and costs that exist tod.:iy in the rhy~ical \vorld are likely to become 

1 o w1.11_-.~ i 11 the dectronic tr~1s;;1ction arena. /1, particnlar nrohlen1 \~1th many current 

technologies is lhat conswuer;; are not provided '\Vith \'isual feedback of their signature 

executing a documeJlt or agr<Xih~H~. Also the darn pro .. :idcd in b111ing for electronic 

transactions may not provide sufficient data for a con::mmeT lo recall a transaction. 

The foregoing problclUs, and others, are addressed hy the systems of the 

I; presen1 invention. 

Summary of the Invention: 

The present invention provides a sy5tem that allows individuals to recognize 

their signatures on electronic documents, aod provides infonnation relating to the 

20 document, that mo.y enable the individual to understand the document being signed 

and recall their execution of the document at a later date. 

According to the present invention, a digital graphic (digigraphic) signature 

system comprises a graphic formed by combining details relating to the document 

being executed, and an individual's signature_ The document detail.~ llnd the 
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individual's signature may be encrypted utilizing conventional tcciuiiques to provide 

enhanced security. The digital graphic signature may be displayed through a user 

interface for inspection. 

Document details that llUlY be incorporated into the digigraphic signature 

5 include: 

an abstract of the document being executed; 

the body of the document being executed; 

excerpts from the body of the document being executed; or 

an individual's notes relating to the document being executed. 

10 In gener;iJ, it is believed adv.antageous for many purposes t<l include at least an 

abstract comprising a digest of what an individual is actually agreeing to by executing 

the document The abstract may al.so in~lu.de reference information, incluoine hut not 

limited to, the date, the parties involved, transaction reference nttmbers and the like. 

Preferably, the abstract is written in plaU.1 (non-legal) te:rms that are readily 

15 understandable to even relatively unsophisticated consumers. Generally, the abstract 

will be reduced to text for purposes of forming the digigraphic signature. However, 

for certain applications it llla.Y be advantageous for the abstract to include graphic or 

pictorial infonnatio?L 

For certani~~~~#tiohs,:,it'may.be advantageous to incllld.e the bodyqf~}( i.: .. •, 

20 document being ·e~Uted, or excerpts from the borly of the document being ex~-

in the digigraphic.~gnatore jn addition to, or in _place of an abstract. The docUlllAnt 

body, and/or ex:ceipts will generally be reduced to,te:x:t for purposes of forming the 

digigraphic signature. Howc-ver, for certain applications it may be advantageous to 

include graphic or pictorial jnfonnation. 

,. :· .·.···· :. 
·.' .;··:::.; 
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As sel forth above, document details may further comprise an personal memo 

area th.at allows an individual co record infonnation of their OV..'11 choosing about the 

document being l;;M(;Uted. Prcfcra.bly, the individm1f "'ill enter infonnation that will 

he1p thern remember the transaction in the futun~: Such information could include, the 

5 purpose of the tram.a.ction, the nature of the transaction, as well as other details having 

significance to the individual. 

A reprc::.enmtion of an individual's signature may comprise graphlcal data. 

generated from a graphic cf tli..e inrlivid11al signature. /\n indiv1dua1's signature 

graphic may be llbta.im::d bj capturing the pen strokes utilized hy ~n in<lividual to sign 

IO their ru:u:ue, !{1r exa.mpk through the us~ of a graphics tablet. An inrlividnl)r~ 

signarn.re graph.i1;. may ahu Gt: obtained by scanning ::t signature fi-om <1 physic:a! 

docwnent. In general, pnoi 10 u1~ LlaJJ.sl<1.tiou tmc merging steps Qf'<:C'rihrci t>elow. ;:in 

15 

indiv1duar s signature graphic will he similar to the individual's signature on a 

physical document. 

Io produce a digit.a.1 g.rnphic signarure, the doclli11ent detail.-: <l.'.1h :md tlie 

ind1vidual's signature data arc merged. The merg1ng process may inrludc encrypting 

both sets of data utilizing conventional electronic encryption techniques. Different 

portions of the document details may be encrypted with public or private keys. 

For example, it may be advantageous to encrypt document abstract data with a 

20 private key of the individual who is executing the document utilizing convention 

public. key cryptog:raphK tedrniqu~. The abstrac1 could then be mRdf' ::'lccessible to 

the individual and the other party to the transaction. 

The memo text data entered by an individua.l could be encrypted with a 

symmetric key known only to the individual. M explained below, th1~ could provide 
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an addition insurance to the indh·idual that the doclllr•cnt is not fl)rged and assist them 

in remembering the 1·rnnsaction. 

The documi;11t detail dat~ and the indivitlua.1's signature data may then be 

mereed, for example utilizing color encoding. In this technique) each d~t;ri stream is 

5 utilized as color values. for e"ample in standard RGB (red, green, blue) color 

encoding. For example, l:lW.:b byte of an abstract stream may be used to generate blue 

values, each byte of a memo stream may be utilized li.i generate green values. A non-

chcmging red value may be used to complete fue desr:".ription. Other color values may 

also be utilized. For example, CMYK (cyan., ma..g<..'.rita., yf'!lcnv, black) color encoding 

'.(' may be utilized to produce the digital g:raphk ;-;ign;it•Jr(~ • .. vith 'the c-yan, magenta. 

yellow anJ Glack colol' vahrn~ corre.::pnnc11ng t1J datt1 ~treams . 

The digital graphic sigllillufc Juc:.y b~ dcfo1d :-is :1 "~'rit>.:: of ink strokes using 

"color-points", a point defined by relative coordinate~ wi1h respect to a defined 

<;ignat11re area and a color value. The relative co;.irdimHcs may comprise x.v 

15 coordinates; r,8 coordinates or the like il1 a r.1.:0 dimen"ion;-il 5j~nar11re area~ or xs,z 

coordinates or the like in a three dimensional signature: arev etc. 

Initially, the individual's signature data ma:y comprise captured strokes of a 

single color. During the merging process the initial color values are replaced with the 

cucoded cryptotext values. The point positions may be retained to preserve the 

zo graphical appearance of the sigpature. 

Differences in the length (byte connt) of the si~ature data and the abstract 

and/or rneino stream data may be handled by a bidirectiofl!ll padding technique, or 

similar techniques understood to those of ordinary skill in the art 
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If the signanue data is longer than either of the abstract or memo data~ zero 

values may be u.sed for the blue and green portions and only the non zero, non 

changing red vct.lue used for the remainder of the sigMfme data. In this way the 

graprucal appearance of the signature is preserved, even when the abstract and/or 

5 memo data ends. 

If the abstract data and/or the memo data is longer than the signature data, z.ero 

point values may be assigned to color-points, while the colors arc used to encode the 

remainder of tbe messages. The remainder of the message need not assume the 

graphical represent;1tion of the signature data, but may appear as part of the digital 

10 graphic signature. 

The resulting digital graphic signature rnay advantageously retain a visual 

appearance sfrnilar to an individual's physicul signature, however will comprise points 

of red, green and blue color. The rc.$lative amounts of red, green and blue points will 

associate the digital graphic signature with a particular docurnf'nt, as the green and 

15 blue points will be generated in response to data specific to a particular document_ 

As will be Wlderstood by those of ordinary skill in the art, different colors, or a 

different color encoding scheme, may be utilized in a similar fashion to produce a 

•.t . 
digital graphic signature acc-0n:ling to the presenfjn~tion. 

! ·:· . 

The digigraphic signature nmy be saved as a data file) for example a • .gif file; 

20 *.tiff file; *.pict file; * .jpg file; or the like, and associated and/or stored with data files 

for the transaction. Preferably, the digigraphlc signa:tun; is saved in a file type capable 

of being displayed. on a video monitor by popular computer software programs, such 

as int.em.et browser software, financial transaction software, and£or word processing 
\ 
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Thus, in one aspect, a digital graphic; signature of the present invention 

comprises a graphical representation of an individual signature produr.ed from a 

plurality of poinls, wherein the plurality of points comprise at least a first set of points 

corresponding to information po..i.ticular to a document being exec.t1ti:'d. ::m<l a second 

5 set of points ~orresponding to the individual's signature. 

In anoU1er aspect, a digital graphic. signah1re of the present invention 

comprises a visually r~cognizable 111ulti-co1or graphical representation of an 

individual's signanm: capable of being displayed on a video monitor the graphical 

representaiion haviug a unique color scheme corresponding to the clocument beimi: 

10 executed. As 11~J herein rhe term.iuult:1gy video n10nitor includes compHt~r vidPo 

rnonito1s, tdevisions ~nrl the like. 

According LL' i.lu.:::: present i n\'tnti on, a digital graphic sitma1me s:---stern 

comprises a digiutl gtaphic signature of the present invention and computer software 

and l:iardware capable l1f generating and displaying the digital graphic signature 

15 system. I he compuLer !ia.rdwar~ may corn prise a central processing unit video 

monitor display~ memory; modem; keyboard; mouse; trackpad; graphics tuhlet: 

scanner; printer and/or other generally available computer hardware components. It is 

generally preferred that the computer hardware include a graphics tablet; electronic. 

pen; touch sensitive screen; mouse; track.ball; joy stick; electronic pen; point-of-sale 

20 electronic pen apparatus or similar input device for capturing an individual's signature 

as "pen strokes". The samt; i11pllt device, or nnother input devir..e such as a keyboard, 

is useful for all()wing an individual to create a rue:mo data file correspond1ng 10 the 

memo relating to th..:: document being executed. 
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Computer software useful in systcrus oi Lht: present iu\«~n~inn includes 

t-ncrypt1on software for eucrypting data strcrur.~ and color cm.:odin~ data streams. 

_.'\d."!1tional . .:;ofu.vare. such as word processing programs, grarh.ic5 program.'L and the 

like- may also be useful, for example, tu '1lluw <U1 inJivid~lal tc• ("nrcr a mFmo relating 

5 to the transaction, and for viewing the digital graphic signafllre. 

11,i 

:.o 

The present inv~lion also provides a method for producing a digital graphic 

sit-rn~h1re corresponding to a document cxecutt:J Gy an individuaL the mP.thod 

T\t: inethod ma:· fwther compnsc: 

obt.:ii1ung memo lfota from the individual: 

producing a doculllent memo datn stream; and 

meTging the documem abstract data stream, the document memo data stream 

and the signature data stream into a digital graphic signature. 

In an alternative embodiment, the present invention provides a method for 

prvdncing a digital graphi.c signature corresponding to a document executed by an 

im.liv11.lual, th..; d<)cwm:nt method compnsinr-: 

sekcling dt::tails relating to the document~ 

fornung a.n abstract of the document; 
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obtaining the individual's signature; 

producing(!. doc.ument details data stream from the det'-lils; 

producing a document abstract data stream from the abstract; 

producing a signaturP. tfata stream from the sjgnature; and 

merging the docum~nl details data stream; the document abs1Tact data stream 

and the signature data stream into a digital "graphic signature. 

T11!s method may forther comprise: 

obtaining memo data from the individual: 

producing a document memo data stream: and 

me\ging th1.: ~locument details d<lt.'i stre<1m; the doc11ment abstract data stream, 

the document memo data stream and the signature <larn stream into a digital graphic 

~ ic,·nature. 

T.\11:: data stri;;i:WlJ way be obtained and rnt·rged lliili;i:ing rhe- techniques 

descnbed ab(lve and in greater detail belmv. In adcliti0n .. the data strl'.'.ams may be 

! 5 encrypted. 

ln a further a:spect, th~ p1·escnt lllVention provide:> a tilefl1od and means for 

providing a private communication between tv.'O parties, for example two parties to a 

transaction. The present invention provides a functionality referred to herein as a 

"digital graphic signet" or a "digigraphic signet". Tbe digital graphic signet may 

20 provide additional functionality to the digital graphic sign.an.ires of the present 

invention discussed herein. As will be understood by those of ordinary skill in the art, 

the digital graphi<.: si.gnet may also be utilized indepe!nclently. 

As discussed herein, the digital graphic signature, systems and methods r:if the 

present invention provide iucreased functionality in comparison with digital 



- 11 -

signatures and digital certificates alone. They address the consumer perceptual need 

to feel comfortable with signing a digital docwnent, and to be able to recognize a 

digital document they have signed, while having assurances that their signature was 

not forged, and it was 11.0t copied from another docwnent. 

5 The signatures, systems and methods of the present invention a.dd a human 

factor to conventional cytography that makes it recognizable and useful, for example 

hy allowing a memo that assist:S the signatory in remembering the trans::ic:tion. 

Additional benefits are that digital graphic signatures according to the present 

invention are generally smaller tblil1 conventional digital certificates,, and therefore 

Io may he more desirable for storage purposes and to reduce nenvork traffic loads. They 

are unique in the digital signature world in that their content may include representing 

a recognizable graphic uf a handwritten sjsnature while also containing digital 

signature infomiation, using the most appropriaLe prevailing cryptographir. 1·echniques. 

As discussed herein, a digital graphic signature of the present invention rnay 

15 utilize a technique similar to mg11Dography to encode a signatory's memo in the green 

color bytes, and the docUIDent's abs1ract in the blue color bytes, into a graphic 

representation of their hand written signature. 

The technique is not_nec;essatjly:,technically s.teganography as it is not strictly 
.. ·•~ ' . , ... •::. I' , :' , . , 

necessary tn hide the fact thaHhere:are messages present and encoded into the 

20 graphic. Therefore, DigiGraphic signatures do not attempt to hide the content of a 

communication between two or more parties. The wemo is intended only for the 

signatory's use. and uses a. secret key known only to the signatory. Any tblrd party 

with the signatory's public k.ey can verify the signature. Its purpose is for the 

authentication of the signatory, and to ensure non~rep11diable transactions, not for 

Th1111111i 1in1rnr11m1r 
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encryption of private corrun.Wlications. It should be understood, however, that it is 

possible to encrypt a digital graphic signature of the present ~nvention and such 

embodiments fall within Lh~ sropc of the pTeSent invennnn. An advantage of 

embodhnen~ of the present invention is that further em;.iyption may not be necessary 

5 The termmology digital graphic 11signet" is borrowed from the ancient noti.oD 

of a signet ring, which was used to ~eal a private col!llilunkatioll hetween two parties. 

The analogy hreaks down quickly, however, for in the ancient world, a broken sea) 

indicated that the privacy had been compromised. It could not prevent the privacy 

from being compromised. According to the present invention a digital graphic signet 

lo is an embodiment of a digital graphic signature of the present invention that further 

incJudes a confidential comnnmication between two parties. The digital graphic 

signet utilizes .a color value, for exam.plt.: LI Le red co lot· value in a RGR color scheme 

for the encoding and transmitting of a confidential communication. Further details are 

set forth below. 

15 A digital graphic signet of the present invention rnay also be utilized in a 

method of the present invention by encoding a confidential communication in a data 

stream. 
': i -· ,, 

: ; ·:·The• digital graphic signature, digital graphic signet, systeltls" and methods of 
... - . -····· 

the present invention may be advant.ageoU$ly utilized in electronic transactions, 

20 including transactions over the intern.et and network systems. The digital graphic 

signature system of the present mveution may also be advontageDMly 11t11i7.ed in 

conjunction with information banJcing and virtual wallets such as tho~e described in 

US patent application serial number 09/190,993 filed November 12, 1998, entitled 

"'Virfu,al Wallet System "; and US patent application scria1 number 09/190,727 filed 
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November 12 1998, entitled ';lnfonnation Banking" and reb.ted teehnologies 

described in US patent application serial number 09/###,###, filed April##~ l 999, 

entitled "System and Method for Securely Storing Electronic Data"; and US patent 

application serial numbt:r 09/###,###, filed April##, 1999, ent1tled "System and 

5 Method for Co11trolling Transmission of Stored Information to Internet Websites". 

1U 

The disclosure of each of these applications is hereby incorporated hereill by 

reference. 

The advantages of the digital graphic signature system and roethod of the 

pre~t:nt invention include the fol!mving 

Ao i11<lividual may vis1rnlly r1.n1gn.izr: the-fr own .:;ignatureo 

In previous alternatives, a giaphic could be included with the doniment of the 

individual '.s signature. Howcv<:c, i.raditionaJ gr:-i.phics are \OJ:;i!\' rop]ed <md therefore 

relatively simple to forge. Additionally, thi.:n.: i..~ norhing in}Jc!ellt about a trnrl1foma1 

graphic that securely associat~s the graphic with a document J-ieing executed. Jn 

l" contrast, the digital graphic signature created utilizing: lk pre5f'nt invention is 

relatively difficult to forge and associated with the document h;;:ing executed. 

An additional advantage is that the digital grapluc signature of the present 

invention may be verified. To verify that the individual was indeed the person who 

executed the document. the known, public key could be utilized to decrypt the abstract 

20 portion of the signature_ According to the present invention, this abstract is encoded 

into the graphic sjgnatw:e. The abstract should m(lk'h exactly the document abstract 

that is not encrypted in the document. TI1is demonstrat~s that the document was 

signed by the consumer (because they wt:re the only person in possession of the 
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private key that produced the signature) and th3l the dismiture is 3ssociate:d to a 

specifie docwnent due to tile abstracts matching. 

In addition, the it1dividual may use their secret key to rend the memo e11co<lc:::d 

into the graphic signature. lnsui~ as ib.c memo is nut in th·~ document, and cannot b~ 

5 decrypted by anyone else. unlike the abstract, the memo provides tbc individual with 

an additional assurance that the document was not forged. The memo may also assist 

the individual in remembering the document. 

An advantage of a digital graphic signet embodiment of the present invention 

is that a clig-ital g:aph.ic 5it~iiatu.re ma) include a confid~~ntial communiC"ation bel\veen 

Further derails ;i.nJ adv<illiagi..:~; uf the pn:.s..:n1 i;·,,·-~-~irion \Vilt hecome apparent 

invention 

Figure 2 is a schematic representation of au t:mbodimen! of a digital graphic 

signature system. of the present invention. 

Figure 3 is a flowclmrt of a digital graphic signing dialog function of a digital 

20 grnpl.Uc signature system of the :present invention. 

Figure 4 is a sainpk s..:reenshot of ::i document abstract before signing in a 

digital graphic :;ignatun: $yslem of the present inve11tion. 

Figure S is a. sample screenshot oi a docum:~nt bodv in a djgilal graphic .. ..., .... 

. -::_· -

signature system of the present invention. 
.· •. 
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Figure 6 is a sample screenshot of a signature area before signing in a digital 

graphic signature system of the present invention. 

Figure 7 is a sample screenshot of a signature area post signing in a digital 

graphic signature system of the present invention. 

5 Figure 8 is a flowchart of a signatory verification function of a digital graphic 

signature system of tho present invention. 

Figore 9 is a sample screenshc..Jt of a signature area pre.verification in a digital 

graphic signature system of the present invention. 

Figure I 0 is a sample screenshot of a signature area post verification in a 

Io digital graphic signature system of the present invention. 

Figure 11 is a flowchart of a public signatory verification function of a digital 

graphic signature sy:;lem of the present invention. 

Figure 12 is a schematic represente:ttio11 of an embodiment of a digital graphic 

signature system including a digital graphic signet of the present invention. 

lS 

Detailed Description of the Invention: 

The features and advantages of the digital graphic signature systems and 
. . . . . · :· . :. --~·-~; ;.· .. i·, .. L .. . : . . .. 

niethod of the present invention are explajj>,~ id ,the followmg paragraphs with 

referen~e to the Figures. 

20 Figure 1 depicts a possible embodb1ent of an individual's, "John Doe", djgital 

graphic signature according to the present jnvention. As shown in FigUie 1, a digital 

graphic signature of the; present invention has a vimal appea.ranc.e, 2, similar to an 

individual~ s written signatUre. As shown in the cut-away view, the visual 

representation is formed by individual points in a plmality Of different colors. For 
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example, the visual representation may be formed hy green points 4, blue points 8, 

and red points 6. The relative number and position of the points of each color will be 

unique for each transaction and based on the relative amounts and kind of document 

dalti i:WU :Siguature data that is color coded to producl'.' thP. cfigital graphic signature. In 

5 general, however~ the ovetall visual representation v.-1.JI be similar to an individual's 

\.vritten signature to simplify identification. 

: ij 

A simple t:muudi.ment of a DigiGraphic signature includes A grnphical user 

interface (GUI or simply UT) that allows a nscr to see: 

1) :1.n abstract of the d0c11ment to be signerl: 

2) the body or ddail cif thr- document to he .ciqnex'L 

3) a signature pad area to 8rnphical!y sign their name 

4) a personal memo area. 

The abstract may compri!it: :·1 digest vf ivlwt a consumer is nctual1y agreeing tQ 

b:y signing the document. The abs1rnct is prefrr:=ihly in plain (ncin-lep:al) terms. and 

i:: rcdu~J. to a text representation (dr::void or graphi1'.~ ·~tc) In effect the abstract is 

actually what is being signed The abstract :rnPty additionally include other relevant 

ite.ms including for example the date and the names of the parties to the agreement. 

Once a consumer has read the document and has made a de.cisio.n to sign, they 

move to the signature area and graphically sign their name. Additionally, the 

20 consumer may be encouraged to enter a memo in the personal memo area to. 

rcm1;;mbe1 the transaction th~y are executinf?. 

The pen strok~s utilized to sign the cfocw11e11t, :md the: memo, nre captured via 

a computer system, hard\.vare and software. In addition, the computer system will 
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encode the text of the abstract and the memo into the g:raphic signature. A preferred 

technique is similar to stf'!e;anography . 

. First the LWO mcc::;age :;trean1s are encrypted usins modem CTYPt.ography. The 

abstract may be encrypted with the consume.r's private key using modem public key 

5 cryptographic techniques. The memo text may be encrypted using a symmetric key 

kno"vn only to the consumer. 

The two encrypted streams are than used as color values in standard red, green, 

blue (RGB) color encoding. For example, each byt~ of the ab~tract strenm would be 

u.sed for the blue values, which th..: memo strcnm byk v:itue~ nre rnen for the green 

1 o values. A non changing red Yaluc would bi: u.:;~J to c;··mpkte :he color oescription. 

The graµh..ical signatmc i::. J~fmed as :·1 -~eric:~ ·~·fink strokes using "Color­

Points:'. a point (relative x and y coordim1.l~:s with rcsp,:ct to ::i d~fined sign::in1re area), 

and a color value. The capture ink strokes are initially capture-din a single color. 

During the encoding process, the wlor V<1lues ;m:: rcpL:(·cd \\ith the encoded 

1' cryptotext values. The point positions are rctaim·d, nf ci:.Hu.-se to preserve the 

graphical appearance of the signature. 

Differences in the length (byte count) of the graphical signature strokes and 

the abstract and rnemo stl'eam.s are handled by bidirectional padding. If the graphical 

signature is longer than either of the two messages, zero values are used for the blue 

20 and green portions and only the non zero, non changing, red value is used. In this way 

the graphic appearance of the signature is pres1o:rvc::d, even when the rnessag~s erin_ Tf 

one of the messages is longer than the graphical signature, zero point values are 

assigned to Color-points, while the colors are still used to encode the rest of the 

rnes.~ge(s). The interface is designed not to allcll 1pt to dra'"'' mokes that have no 
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positional value, but the non-drawn portion of the signature still preserves the 

messages. 

The graphical representation of the users signatures has heen merged with a 

digit~l signatUre into a single object. Thls .w1;;rged object has several advantages, 

5 including the following. 

Consumers can visually recognize their own signatures. In previous 

alternatives, a graphic wight be included with the document of the oonsumer' s 

<;igw~hJT~- However, normal graphics are easily copied, and therefore forged. 

Ad<litionally~ there is linle inherent about a conventional graphir th~t securely 

~0 ~s::;uc:;:tte~ it with a doL'ument. 

Tu v.,;;rify thc:i.t. the c-.onsume-r was indeed the person who s1gi1("~\ the docurne11t, 

the a public key of ihe cvusumr;:r can be utilized ~o decrypt the ti.r1stracr portion of the 

~ignature. The digitally sign~d abstract is encoded into the graphic signature . 

. A.rlctitionally the abstract should rnatch exactly the document ~h!'tract that is ··in the 

l 5 clear" or nnt encrypted in tbe document. This matching dem0n~Trarr~ th::il the 

signnt:ure 1) was signed by the consumer (becattse they were the only p~rson in 

possession of the private key that made the signature) and 2) that tbe signatUre is 

associated with a particular document due to the abstracts Illiltching. 

In addition, a consumer may use their secret key to read the men10 encoded 

20 into the graphic signature. Since the memo is not in the document and cannot be 

dccrypred by others. unlike the abstra1.;l, the memo is ::in additinnal assnrance to the 

conswner that the dornment was not forged and also help.s L!Jem remember the 

transaction. 
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Figure 2 provides a schematic representation of a process for producing digital 

graphic (DigiGraphic) signatures. As shown in Figtire 2, an embodiment of a 

DigiGraphic signature proces!-l according to the present invention includes fl document 

abstract, 102 which is encrypted using i:t private key 104, in an asymmetric encryption 

5 engine 103. The process may further include a secret memo I 06 which is encrypted 

using a sccrd symmetric key l 08 in a symmetric encryption engine 107. The 

encrypted abstract and/or encrypted memo may then be encoded 'vith graphic 

signature ink strokes (an ordered collection of Color-Points), J 10 produced by a 

persnn' s signature on a signature pad. 

10 The two cni:;rypte<l stream:=. are n.-:ed ns color values in ri. st;mdard RGB color 

cncud.iug as described abovr, Tn Figure 2 the encrypted Ftbstratf 'h;rtes 11 l 

1 • .:<.m espond to blue and Li.1.11; .:rn::qpted mc1111) h:··k~ 113 correspond to 1_:rreen. T11e 

graphic signanue is de.fined as a series of ink ~trokes using color ;x1ints l t 2, in tbc 

mi11ll1cr described abuvt:. The resulting ohject comprises a merger of the person's 

15 signature with a digital ~ic:nature into a singk cib_ject 114. 

Figure 3 depicts a schematic flowchart nfthe DigiGra:phic signing dialog. The 

message sends illustrated in the flowchart would be implemented in software and 

respond to input from a person using the DigiGraphic signing feature. As shown in 

Figure 3, an initial step. or message send, is to prepare a digital document with 

20 a.u~l1 act and body 122. In this step thP. rlocument origina.tin~ software forwards, or 

inputs, 124, the body of a documt:ul, aud an abstract, to the Di~Graphk. ~nftware. 

The document is then read by U1e DigiGraphic software which generates a document 

abstract and a documeut body, 126. A sample document abstract is depicted in Figure 

4 for Ted Smythe, and a sample d~11.:wnent body is depicted in Figure 5. 

This Sheet Has Been Replaced 

111111111111111111Ill1111 



- 20-

As shov.n in Figwe 4, a document abstract 200, may indude de.tails 202 

relating to the document being executed in a Windows® drspJay 204 which includes 

tabs 22 l C' Abstract)», 222 ("Body") and 223 ("Signahtre"). Under the "Abstraet" tab, 

a document abstract 200 may include fai;tuaI details relating to the transaction, 

5 including, but not limited to the details shown in Figure 4: 

Date 03/23/1998 

Invoice 352864 

Merchant Radioshack 01-3516 

Ted Smythe 

Credit C:mi Type Visa 

Account 412 l -2:i-'Vi-6789-3456 

expires 04199 

Transaction # 1485 

A ut.horiz;1tion 023598 

l:'i NOle The card issuer may appl:.· rh:~ tntaJ amount shnwn 

Terms Sales & retw·u.s are subject tu terms & conditions agreed 

to. 

Thank You Truwk you for shopping a.t Radio Shack ... 

Amount Due 27.Sl 

Figure 5 depicts a sample document body 210 for the sample transaction, the 

abstract of which is shown in Figwe 4. As shm.vn in Figure S, fl rincument body may 

include text details 212 of Lhe docwncnt body of the d08lm1ent being executed in a 

Windows® display 214 which includes tabs 221 (''Abstracl''), 222 ("'Body") and 223 

("Signature"). ·1 ·he document boily 212 may be di::played under the "Body" tab. 

This Sheet Has Been Replaced 
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Refening, back to Figu.re 3, the pcCT:iOn signing the document would review, 

128, the document abstract and body and then prompted to enter n memo which will 

help them remember the dui..:u1rn:nt, followed by th~-:ir signature 130 Firitre 6 depicts 

a possible embodiment of the user interface which prompts for a memo and signature. 

5 As .s}Jown in Figlll"e 6, a signature user interface 220 may be executed in a 

Windows® display 224 which includes tabs 221 ("Abstract"), 222 ("Body") and 223 

(''Signature"). Under the '"Signature" tab, a signature user interface 220 may include a 

Memo an:·a, }.26, a graphi(; :>ign~1ture area ?.28 and an memo entry area. ?10 where an 

individual nlliy eulcr a pcr::.v1wl memo relating t.o the document beinp: executed. The 

1U memo cnt1y area 230111ay iiutia!ly include r. tex1 prompt, promptirn.' a user to enter a 

personal memo. Jhe interfai.:c 2.20 mav further include "buttons" '.1" 1 ("Sign"). 252 - ·~ . . . 

("Verify") and 253 ('·Submit .i wllich are linked to implementing routines to ~nable a 

user to sign, vPrify and submit their signature. 

Post ::>igning, the pfr::n..: memo entered hy the nser. and the document abstract 

15 are returned lo the digigrapl1ii,; signature 132 encoded into the user's signature. Figl.lrt'. 

7 depicts a possible embodllni;;:rn of au enc-oded graphic signature, 140 for user "Ted 

Smythe". The user is then prompted, for example by a text prompt in window 230, to 

submit the encoded graphi~ signature to the document -0riginator to "sjgn" the 

document and complete the muisaction between the user and the document originator. 

20 As shown ir1 Figure J, 134, the signed doc.umP-c1t and digital graphic sjgnature may 

optionally be delivered ti) a digital document arc.hive or a notary service for verifying 

the digital signarure. The notaiy service would utilize the signer's public key to verif·y 

that tl1e signature has not been forged. 

This Sheet Has Been Replaced 
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A digital graphic signature system of the present inventlori. may be 

advantageously utilized in a virtual wallet system, ~uch as the system described in 

U.S. patent application serial number 09/190,993 filed November 12, l 998, the 

disclosure of which is hereby incorporated herein by Tt'lforenr.e. 

5 In a virtual wallet the wallet owner's signature may be advantageously 

attached to the invoice or receipt in a format that can be recognized by tbe owner. 

The form.at of the final signed document of the present invention goes beyond a 

typical digital signature by enabling the digital sigoature to be humanly recognizable. 

The format of the final signed document enables the owner to visibly distinguish a 

lo signature as their own, associate the signi'l.tare with a particular document, and verify 

that the signature and document are not forged or copied. The signature comprises a 

DigiGraphic. sigmitirr~ nfthe present invention and comprises digital signatures and 

graphics that the wallet owner recognizes as their own. The feature of providing a 

recognizable and distinguishable digital signatt"rre in an electronic document is llllique, 

15 aud akin to the wallet owner recognizing their own hand-\nitten signature in a paper 

document. This feature helps the wallet o'Ml.er remember particular transactions and 

verify theiT own signature. Further details relating to digital graphic signatures are set 

forth shove. .·: ;: 
: • ! 

Notwi.thstiuldift}fthe-funnat, it is recomtnended for a docmne.n.t that needtfltY ·· 

20 be signed that the document comprises at least an abstract and a body. The abstract, 

also known as the abstract in the (".l.e~r, r.ompris~s a digest of what the consumer is 

a~eing to when they sigtt the docwnent, presented in plain, non-graphical text. The 

abstract may be infonna.tion concerning the payment, the delivery or the terms and 

conditions of the ttansadion. or other similar information. For example. payment 

.. ·····:~-·~·-· 
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information in the abstract may include the date, the parties involved, the general 

nature of the transaction, and the payment amowit. The body comprises the full 

amount of formatted infonnation that is nonnally referred to as the docinnent_ The 

body. therefore, comprises all of llJti details associated with the transaction- Once the 

5 document is signod, it has at least three components: th,t; ~Lstract, the body and the 

signature_ There may, however, be other components, such as a general te:nns and 

conditions section, shipping iJ.1fom1aLiou, etc. So, by sending thi.~ formatted 

information to an appropriately enabled browse,,-, for example, an fovoice can be 

rendered for the wallet ov.ner-

IO ln operation, referring to Figure 3, the signnture requester, such as a restaurant, 

wants the wallet owner to sign a document, such as a receipt. The requester initiates 

the dialogue artd sends a document and an abstract. A feature of the present invention 

specially formats the document and the abstrdi.;l and designates it as a sign11ture 

document for recognition by the software_ Tiie wallet server sends the sigmtturc 

15 document to the wallet i.utertace when it coin.es on line, thereby supporting both 

synchronous and asyncluonous dialogs. The wallet interface displays the signature 

document and abstract to the wallet owner for signing. The o~ner then picks one of 

their si~_key nicknanu~, or in other words ·tb,~,F¢rsona that they ·are signing 

With:-and they graphically sign the document Th~ :dii.p device encrypts the abstract 

20 v.ith a private key and the memo with a se.cret key. This allows anyone with public 

key matching the privat~ key to access the document, while the memo is kept 

confidential to tbe owner and anyone else who is given acc~s to the secret key, which 

may or may not be the public key_ The signed document now compth;es the body, 

abstiact and the DigiOnspltlc SigMture (DS). ThP. ns includes the diiital signature by 
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virtue of the abstract being encrypted with the private key. 

Furth.er, the chip device passes the signed document and the associated index 

b1:1.Ck to the wallet server. The chip dtwice is tasked with remembering the index so 

that the wallet owner does .not hav~ to worry about it. The wallet owner c-.an even be 

5 off-line. The wallet sezver archives the signed docwnent and forwards the index, the 

document identification, and the signature gua~ntor URI to the signature requester, 

who stores this infonuat1on. Finally, the n:4uGster acknowledges the receipt of the 

infonnation. Thus, this feature of the present invention advantageously manages 

multiple signature keys and their associated indexes. 

10 When the preferred DigiGraphic signature is tised to sign a document, ag 

described herein, the DigiGraphic signature object knows how to render a graphic of 

the signature wheu r~ut:sted to do so. The Di~iGraphic sjenature also contains the 

digital signatll.t'e. The DigiGraphic signature encapsulates the behavior for third 

parties to perform signature verifications and for the document signer to verify their 

15 own signatllie and the validity ofits association to the document. Further, as one 

skilled in the art will recognize from the description below, the preferred DigiGraphic 

signature advantageously serves fll. authenticate and authorize a document, eliminating 

1he need for bulky digital ~A~es:' 
Figure 8 is a. flowchart Illustrating a possible verification document for use 

20 when the person who signed a document (the signatory) is not sure that they actually 

signed the document, or doc:8 uot remember the transaction anti desires to view the 

encrypted memo. Upon retrieval of a document, the signatory may view the 

signature, 140 on the document. A possible embodiment is shown in Figure 9 in 

interf8ce 22o_ The user DlfilY ~ pl'ODl.ptcd, for example in window 230 in Figure 9, to . . . ' . . . . . . . 
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requ~sl :signature v>::rification 150 (Figure 8). T !pon requesting verification the 

potential signatory's (verifier's) secret key 152 is utilized to decode the memo 

accompan)ing the signature 153. [n order to use the secret key the user's would be 

prompted to t:ul.t':r a password. The potential signatory'~ puhlic key, 1:54 is utilized to 

5 decode the signature and the doctUnent abstract 155. The decoded memo and the 

document abstract are tl1en compared to the actual memo and document abstract 157 

and if they lllQ.Lw Mc: displayed to the signatory, for C:Xflmple in windows 228 and 230 

in Figure 9 to allow the signatory to verify that they have signed the cincument, 1 '.SQ. 

A po~sibk •~mhodiment i~ shrrwn in Figure 10. 

10 A~ shov.n iu .Figure 10, .l signature lrlO {"'Ted Smythe") may bt" tlisp)ayed m 

window 228, a personal memo displayed jn window n6 and a document abstract in 

window 230. In Figrnc: l 0, the document abstract corresponds to the abstract 

depicted in Figure 4. 

lf tl1e memo, abstract and,.or signature arc not decodable, or do not match the 

15 document's, a wr1ming mes:sage may be displayed to the user a.nd the signatory may 

notify the document originator cif a potential forgery 161. 

Another leature of the present invention, referring to Figure 8, advantageously 

further addresses the consumer feeling for tbe need to recognize their own digital 

signature. When a wallet owner wants to verify thP. m1thenticity of their signature on a 

20 signed document, then the local sigIJature verification feature is utilized. 

Alternatively or additionally, the system may automarically verify the s.1gnature every 

time a document is opened, and only alert the wallet owner whenever there is a 

mismatch. For example, the warning may say sometrung like "The signature does not 

Ill3.tch the abstract." 
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In the: present case. the wallet owner retrieves a document and abstract from 

the document archive, which may reside on the ovmer's personal computer, in lhe 

wallet server, or in other similar devices. As discussed above, preferably the 

document is til.(!,tled utilizing the DigiGraphic Signature. The w11 llet owner wants to 

5 make sure the signature is not forged, for example, and requests verification. The 

wallet interface sends a public key request to the sec~ chip device, which returns the 

key lhat was prcviou~ly ::;lurc::J in association with the document. The interface thi:m 

uses the key to decrypt the digital portion of the signature, comprising the absttact. 

lhe interface compares the deetypted abstract information to that of the abstract in the 

1 O clear, or the abstract that is not encrypted in the document. Th.at compa1ison 

demonstrates that the signature was signed by the O\\Tier because they were the only 

p;:1.:sou in posscssio11 of the private key that mad~ the signature, and that the signature 

is associated to that specific document clue Lo ilie matching abstracts. Further, the 

graphic portion of the signature is recognizable to the o\\-ner, and the fact that the 

15 decrypted abstract, which was merged with graphical signature, matches the abstract 

jn the clear assures the owner ofit"s authenticlty. Thus, the wallet interface then 

returns a message to be viewed by the av.oner reporting the results of the verification 

check. ,· .. '. :·:i:';J_,-;! .• ~'.:?f . 

The combination of the digital and graphical comparison advantageously 

20 allows the s.igriature to be verified for that particular document. This feature is unique 

and allows for liigh confidence. as compared to merely chl".nking the digital signature, 

which comprises bits that may be undetectably copied. Thus, this fea.rure verifies th.at 

the DigiGraphic signature is the original signature, and not just soroethlng that looks 

lilre th~ ~inal-
This Sheet Has Been Replaced 
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Additionally, this fean1re advantageously allows only the wallet owner to 

decode the memo, which is not stored anywhere else in the document, and which may 

contain a rem.indt;r Lv the wallet owner of the transaction. 

Figure 11 is a flowchart of a possible public signature verification dialog for 

use with the digital graphic signature system of the present invention. The dialog may 

be used when someone other than the signatory, for example a merchant or notary, 

wishes to verify the signature. As set forth above, only a signatory may view the 

memo text associated "vith the signature. Further, although an optional comparison of 

the document and digiial. graphic signature beld by the requesting party to that of n 

10 third party notary is not included in Figure I l, such features may be added by similar 

steps. 

As shovm in Figure 11, when a request for verification of a digital graphic 

signature is made by a third party requester, 171 the signatory's public key 154 is 

utiliwd to decode the document. This public key would have been previously 

IS supplied. to the requester. The public ke; decrypts the document abstract 173. The 

decrypted abstract is compared to 1he actual document abstract, 175 and the results, or 

warnings in the case they do not match are displayed to the requester, l.77. 

' l 

Referring-la Figme 11, the present invention ~rlvnntageously provides a 
' . ' ' ' ' I.· •' :· 

.servjce through electronic mail, direct login, or the world-wide web for electronic 

20 signature verificati()n, In this case the verification requester sends the signed 

document, the doC1llllcnt ID, and the sigv.er's index to a signature guarantor. For 

example. on the world wide web, it may look like this: 

http://www.citibank.com/verifysignature 

Signature: (insert DigiC-rraphic signature) 
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of Sicner: 

Against: 

With: 
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(insert Index ~1 

(insert Dl)l.llmt:: nt ID) 

(insert Abstr:::ir.t! 

The 111tlex of the signer is unique to each sjc11arure gunrnntor, so they know 

who the sigucr is and what public key was used. i\ l~o, the document }J) ma:v be found 

in tlH:: Wcdk: st:rv~r, which ardiivc<l at least the ;11':-:irnrt 0f the rl0c11men~ \1.,:hen the 

document. The11_ the s1gnuLurc guaramor returnb :k r·.::;u.ft~. ti' :he '-'t:ritiC':·1'i•i!1 

requP.ster. 

fhis frature of the present invention advantageously u61izes the index and 

document ID to ve1ify the signature. On the other hand, c.nrrent method.<; require 

20 certificates that contain very large amounts of inform::1tion, such tl.'1; the publir. key. the 

cc.rnfier ot lhe cerL.i li.cate <1.nd th~ o.bstract. Furtht:r, h~cause ofth1s lar~e ::im0unt of 

infonmu.ion, lhe :>iw-i<u111t" guarantor iliing CUITt.!tJI 11i.:tlH'J<l;: kn n(") "ctive mle- in 

gu.arameem.g the pwccss. U11 thc other k:md, t111.: ,;ign<nur,: g11anmrnr hi!~ a wry artivc 
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role in the present invention. Thus, this feature of the present invention more 

efficiently and economically enables the verification of signatures_ 

As will be realized from the foregoing description, the digital graphic 

sienatur'< system of the present invention includes rnany advantageous features. 

5 According to the present invention, a digital signature and a secret memo may 

advantageously be encoded into a single graphic signature. 

An additional advantage is that the graphie signature is recognizable to the 

signer of the:: document who o.lso has assurances thM the signature is associated with a 

particular document and was actually signed by the signer and not forged. 

lO A further advantage of the digital graphic signature system of the present 

invention is that the digital portion of the signature may be verified by a third party 

wilh knowledge of the public portion of the signatory's security key_ 

A still further advantag.e of the digital graphic signnnire system of the present 

invention is that the memo associated with a document remains secret to the signer of 

15 the document. 

:20 

As in the description of a virtual wallet system of the present invention, the 

digital graphic signature system of the present invention may be advantageously 

utiliz.ed in conjwiction with a virtual wallet system of the present invention. 

: .. ; ii;( ..... • 
Figure 12 provides a sch¢ri:@ic representation of a digital graphic signature 

system of the present iovention Whidi includes a digital graphic sign.et. Encrypted 

abstract byte. 111 and encrypted.iJiemo byte, 113 are produced as described above and 

depiated in fjgure 2- The off page connector "A" represents that stream entering the 

encoding process as il did before in the previous discussinn. T ,ik.ewise, The secret 

.. .; -~~-~ .. -
·::.::-·~-'-·'·i::i~_-_ 

; ·.:··· 
;=:···.· 

.. -<· . 
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memo is encoded in the same way as it was before. The off page connector "M" 

representS that stream entering the encoding process as it did before. 

In the e.robodiment of a digital graphic signet of the present inveotion depicted 

in Figure 12, the red color by~ value 302 is utiliz.ed for a private com.mnnication. As 

5 shoWJJ in Figure 12. a private communication, 304 may be reduced to texMtl 

representation and c::IJ.Crypted using the sender'~ (signatory) private key 306. The 

result of the encryption 308, is then encrypted again with the recipient's public key 

310. The: xcsult of that last operation may then be used, byte for byte, as the red color 

value in the Color Point object stream described in the previous discussion with 

to reference to Figure 2 on a digital graphic signature. 

Upon receipt of the conununication, the recipient -..viH first use their 

private key to decrypt the first layer. Because they ,.,.111 be receiving a digital graphic 

signet Vii th the document, wllich is di::;tu11;L from a digital graphic signature, th~y wil I 

know that there is a private communication in the red color value and process it 

l 5 differently than they would '1 illgital graphic signature. Once tbe:y have the first layer 

decrypted, they will use the public key of the sender to decrypt the final layer. Double 

encryption and the order of encryptiov and decryption is advantageous for several 

.~ns. ...·, · .. : 

____ ;.,.,, __ ,. 
Ifa singie. i~el encryption were used. if the sender used the public key of the 

20 recipient, the11 only the recipient could decode the message, which is one desirable 

trait. However, the recipient would not know for sure that the claimed sender was in 

fact the real sender without another digital signature. 

Suppose that ins.tead of using the recipient's public key, the sender \1S8S their 

private key. '1.~::#le recipienl ~use the .sender's public key to rlecrypt the. message 
.·.~:.· . ·.· ··~. 

····-~~"-'-' 
.· ... · .. 1:. 
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and will know only they could have sent the message, the other desirable trait. This 

has a problem too, however, in that anyone else with knowledge of the sender's public 

key (which should he everyone since a public key is public) could also decrypt the 

niessage. 

s The usage of double em .. "I"y ption according to the present invention is novf'.'!l. ~rici 

unique as it leverages off the c.oncept of digital graphic ~ignatures. The digital 

graphic signet may be a component of a document, and therefore may be flexible in 

how it is used. 

For exam.pl~. if the private communication is short, the content ofthe 

10 communjcation can be fully contained. in the digital graphic signet. TI1e abstract of 

the document would be used to convey the general nature, but not the details. The 

body of the document may be empty or a copy of the abstract. 

In long~r vrivatc comrn.unications, a symmetric key may be encoded in the 

digital graphic signet to be used to decode the body of the document. This is not 

15 unlike a "session key" described in conventional cryptographic literature. Another 

advantage of the digital graphic signet's flexibility is it can be used synchronously, as 

in an online session, or asynchronously, as in an E-mail document . 
. .. ; - . ·'·~··: .. ·. ::· ··. ·. .. ·;.:.;· ·_: .. ;. 

Although a dijptal graphic sign.ct ~Y be used. .fu~~i~~<ms~ it benefits 

may be found in communications other than those utiliZed to ccimmunicate actual 

20 011line session keys, as there is already rol'ust technology available (e.g. Diffie-

Hellman), and that type of s1:curity is genera.I at a lower level (transport layer vs. 

application layer) of network. communications. A djgital graphfo signet could be used 

in addition to oonventionaJ session keys for added security. This fa particularly 
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advantageous when the in.tent is to keep the content encrypted, and prevent it from 

appearing in the clear once it is received at the recipient's server. 

For example, a bank customer may v.ish to change their ATM PIN over the 

Internet. The docwllellt could contain an abstract that might he a.-:; general as only 

5 indicat\ng that it is a customer instruction to the bank. Since an A TM PIN change is a 

short message, the Signet would ha.ve the necessary account number, old PIN, and 

new PlN encoded into its roo wlor vaJue, as described earlier. Given an Rpprnpriate 

prevailing encryption technology is used. the strength of the encryption will be robust, 

the sender will be able to be authenticated, and only the intended recipient (the bank) 

IO will be able to see the details of the transaction_ The abstract in the cle...'U' will give the 

bank processing center enough information to transport the Signet to an appropriately 

secure i:nvironmcnt to decrypt and process th.:.- transaction v,rithout compromising the 

privacy or the security of the transaction. 

Although the invention bas been described with reference to preferred 

15 embodiments and features, other s:inrilar embodiments and features may be utilized to 

obtain similar results. V ru.iations a.ud modifications of the present invention will be 

apparent to one skilled in the art and the present disclosure is intended to oove.r all 

such modifications and equiyQJ.~w within the scope of the following claims . 
. . : ·.·.;.;.;::.:.:" . 

: ... 
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Claims: 

1. A digital graphic signature for a transaction involving an individual the 

digita! graphic signature having a visual representation comprising a plurality of 

points the digilttl graphic signature coxnprising: 

5 merged points of at least a first color com:~ponding to transaction details data 

and points of at least a second color corresponding to the indiVidual 's signature data 

the points fonning a visual rt:presentation of the indivjduaJ,s ~denature. 

2. The digital graphic signature of claiill 1 '"herein the transnction details data 

10 comprise at least on~ of the following: 

an abstract of the document being executed; 

the body of the document being executed: 

excerpts from the body of Lhe document being executed: or 

an individual's notes rdating to the document being executed. 

15 

3. The digital graphic signature of claim 2 wherein the tranBaction details data 

comprise the abstract 

4. The digital graphic signature systcnt. of claim 3 wherein the abstract 

20 comprises a digest of what the indi.\/idual is actually agreeing to by executing the 

document 
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5. The digital graphic signature of claim 3 wherein the ~bstract comprises at 

least one of the following types of reference information: the date, the parties 

involved, or a transaction reference number. 

5 6. The digital graphic signature of claim 3 ':vherein the abstract is in text 

7. The digjtal graphic signature of claim 2 wherein the transaction details data 

comprise excerpts from the body of the document being executed_ 

10 8. TI1e digital graphfo signature of claim 3 \Vherein the transaction details data 

comprise excerpts from the body of the document being ex~cuted. 

9. The digital graphic signature of claim 7 wherein the excerpts are in text 

form. 

15 

I 0. The digital graphic signature of claim 2 \\'herein the transaction details 

data con1prise the body of the document being executed. 

11. The d.igital:-gn\pbfo:signature of claim 2 wherein the tnm_saction def.ail~ . . . 

20 data further comprise an :individual's notes. 

12- Tue digital graphic signature of chUm 11 wherein the individllal's notes 

comprise the purpose of the transaction, the nature of the transaction, or other details 

having significancc to the individual. 

,i; :' 
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13. The digital graphic signature of claim 3 wherein the transaction detai1s 

data further comprises an ind1vidnA1's notes. 

5 14_ The digital graphic signature of claim 1 wherein the individual's signature 

data cowpdses graphico.l data generated from El eraphfo of the individual signature. 

15 _ The digital graphic signature of claim ] wherein the transaction detail.s 

data and the individual's signature data are encrypted. 

16. The digital graphic signature of claim l wherein the merged points are 

color encoded. 

17. The digital graphic signature of claim 13 wherein the transaction details 

15 data 

and the individual's signature data are color encoded wherein the abstract comprises 

blue values, the individual's notes comprise green values and the individual's 

signature data comprise red values. 
1··; 

--. - ··:• .... 
. . . 
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18. The digital graphic signature of cla.im 1 wherein the visual representation 

is capable of being dispfay1.;J un a video display terminal. 

19. A digital gxapbic signature of claim 1 fuf1Aer comprising a digital graphic 

sign.et encoded in at JeasL out: of the plurolity of colors_ 

This Sheet Has Been Replaced 
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20_ A digital graphic sigriatnrr. system comprising: 

the digital graphic signature of claim l: 

an input apparatus for the trnns;ic:1ion rletails data; 

5 an input apparatus for the signature data; and 

a video display terminal. 

21 _ A method for producing :-1 ciif__'ital graphic signi!nirc corresponding to fl 

document executed by an individual, the method cornrri~ing: 

oht~ining th~ i ndi v1dual '.s sipn1tlm,· 

prudrn;ing u signature data :.tre.un from the signature; <Ul•~ 

digit::i! gmrhic signature 

22. The method ofclaim 21 furr_her comprising: 

obtaining meroo data from the individual; 

producing a document inemo data stream; and 

merging the docwnent abstract data stream, the document memo data stream 

n.nd the signatnre data stre~JTI into a digital gr~phic signature 

23. A method for producing a digital p;raphic signature corresponding to a 

doc-ument executed by an individual, the document method comprising: 
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selecting details relating to the document; 

fonning an abstract of the document; 

obtaining the individual's signature: 

producing a document details data stream from the details; 

5 producing a document abstract data stream from the abstract; 

prutluci.ng a signature dnfa. stream from the signAt:nre; and 

merging the document details data stream; the document abstract data stream 

and the signature data stream into a digit.al graphic signature. 

lO 24. The method of claim ::n forther comprising: 

obtaining memo rlata from the individual_: 

producing a document memo data stream; and 

merging the document detail~ dat.a stre:m1; the document abstract data stream., 

the document rnemo data stream and the signature data stream into a digital graphic 

I5 sign.ature. 

;,: 'I 
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