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PROVI DI NG SEARCH RESULTS CONSI STENT W TH CONTENT FI LTERI NG Al

POLI CI ES | MPLEMENTED I N A BLOCKI NG ENG NE BACKGROUND OF THE | NVENTI ON 1.
Field of Invention: This invention relates to information retrieval

systens. More particularly, the invention relates to a content-indexing
search system and net hod providing search results consistent with content
filtering and bl ocking policies inplemtnted in a bl ocking engine. 2.

Descri pti on of ARIONTENTtINDEXING SBABCH SESTVTEMOANMMEFHQR XROVIDING t i nedi a
content that i sSSEBARCHARESULTS (ONSISTENTEWIEHACONFEN THEH A EIINMARD and
systenms, end useBEOTIAINGPOZACSIERIMPLEMENTDED INIABLOTIANGENGING based
search tools to locate informati on of potential interest. End users
typically enter as input to a search tool or engine, key words describing
the informati on and docunents they are seeking. The search tool or engine
will then search in an exi r@ﬁe&( tlﬁl?ﬁﬁﬁ\’ return a list of

poi nters to docunents of p?Aeén‘tﬂlG m?ggggltﬁ W t Tocumant titles and often
with a fel deidoflpyintien] i nes of text extract ed fromthe docunent body. End

Il th d ed
Lo retrieve and 0B EAL QP S ARHRT <or i The s st R e PR

engi ne i ndaxdem@ Aahfhtmaer ky&hﬁﬁldtﬂaﬂuhéthocﬁﬁbﬂmgIs@adH i¥subtk consistent with
sem -aut omati c | aun an_aut omat on ram agai nst a content

sour ce (sﬁ&’l‘fe“a&llteﬁf’%?’tfbltlomI’S%P‘é%‘)mpl%ﬁ‘ﬂ“?ﬁia‘(}?ﬁ g’l’?ée%f‘%rraton search the
root content source as well as links to the content tree (often going to
other sites), and indexing the information in the database for future

sear ches. 2E&estrintion of Brerdhit: sour ces, such as Wb Sites on the Internet,

aut onat ed sear gfiHigle @moglttdﬁmg,f et 4RGn YR bR 93 isWRYiIAR I§HEARRRD

i ndex search database. he I ncreased diversity of information

avai | abl e anéothat tiaten@ygtkemmd sxstdmnend\mek@re tgrepsingly iredmg o tealf andckgrverd
groups, r P ting
policies %‘%d&}% %Xni?é g)logeié \c/)dc ’ffélgﬁl%l?ggf Jé% gl)e]te?é's{renl{t: t ?\?&g }1 Bﬁtﬁpitsgﬁ}%

cont ent t @t s¢agch tool @2 ebgife, EeBwﬁﬂ@BescﬂbiegﬁEdnfpnwpn@m dtatumems they deesseckaid. e
for end USi§le Jear h Cr%?t%n%e Wil gr? sse%rcﬁ%] :Eirii g)llsthl nkcfé%n%% FBtXQA & %lnh}/etl?rj.n%(i}ét of
undesi r abl'e ¢on en reac or a's Sy in-a given
onl i ne sermpeintas arrtbcnmbmokpotéﬁhel 1b1|emsﬂ<wng doduncemntithastand efttry‘pltlmafdwdqsmﬁtm med

in a cont ate i,rewal l., .or oth evi e i nserted
bt woon ( nBes BB PRA R o HoBinat A rra S @ pRpdilo RNALGSS RS
filteringorall lofrmeeemmbeﬂola&rsparetm@fe aAd clewttbmatcttmaddsmngneo’r@nhm confeat. eThenl y

desir abl t th and
undes! r abPEED AN, P BB RSP RO B Aonatala et atePetied gy
access netlmkmgmhﬁlmatohmmg@tm idatnscacdneent mme{mtchlaslrﬁwtcmu Stte), aked f or

bei ng of fensi v i na pr O iate for a user s use

T enng. N e et Crort sgmiast souEh el T ifks B Be S VT eBfn nsps
and cor porgaingadsthét Sitesy, Bhd/in@dkirk theinfdtthaBSinGhe @tabasy 16t fkurs bkafchas Hak BlrdeOr M
For Internet Content Selection (PICS) to determ ne the swt ility of a

cont ent siSCBCBTSOYEsES: TR 2s{Vheb Sitep ap thednipmet. pypupisd srehinggd indsxias tﬁetpe enlgo
sel ect thwcueww@%t;rehmﬁ%&féx%tchqiatalamckl ng policies in some systens. A
significant problémis presented to NSPs and data delivery providers

bet ween t he nedWith the ingreaserbdivatsityed infprmatigh aeadlablg &n oplincargene and netwaorliex vast
anounts of, of t he
content 1 ¢ RN JAAablE eRTRG ahEe oA, PROIABRTNS P BARKPARIR. ! e

| ack of i nm@rlmtlmgtpdwabstand)cdnmhtto Giherafr otHaawseelamt Ithe@mgxﬂa’bdﬁy of ¢dntenhhatfis | t er
and bl ocki ng policy engines. The lack of integration is caused by several
reasons, including: (a) Many organizations deploy and inplenment content
filtering blocking-policies on their sites or service which rjﬂ W\m\]
engi nes, such as those available on the Internet, over which t w

control. ‘(b) Search engines by design nust find and i ndex as Qnkent
as possible and are biased toward seeking all content aggressi ver 01 t he
ot her hand, filtering and bl ocki ng engi nes by design attenpt t

sel ective in the documents that are stored on caches and presgwﬁ@ l\m\m
users. The intrinsically different m ssions between search en

bl ocki ng engi nes conmbined with the need for high performance and e?‘t"?"m ency
of inplenentation, inpedes integration and coordination of these two

i nformation retrieval functi ons. 2 6 F EB 2003



'-3The problemis nmanifested in the fact that end users while atpl g
servi C(Fa)s of a search engine will be presented with search resZI$ Fgg%dd?f
cont ai ni ng content/docunent titles and descriptions to content docunents
that will be ultimately inaccessible based on the filtering/blocking
policies. In addition to the end user inconvenience and frustration from
the inconsistency, the titles and short description of the
content/docunents returned by the searZh engi ne may, in thenselves, be

hi ghl y of fesmsidvenpproptather widssirabledfeséndalsérs. Surbeantantageass cantrel padisits exi sts i n

consi ot enBPe RO MRSl GR el B e RNt ] PR bR AR b pAMance -

i npact assdraasaddRtwdrkl The @6&klrﬂgedf&bﬁténttlﬁtygmﬁlﬂ}e;f&fohﬁdﬂhIam@ntﬁﬁé}fr@)@ gatehay,
bl ocki ng systens includes the follown USP 5, 701, 469 |ssued Decenber 23,

1997 ( Br afdipetoripfireyvallos ofhssdayics inssrie W"?el‘i‘d}é"xer@é’é‘?réﬁ HrHURGRPUNt nvokes
search regyyile GHf ‘?ﬁet dfifen dﬁ’@ér %gﬁ nép?enépﬁ%‘é? pdrk 61 ddAGenf @a%HllnF %néﬁ LWgdreS€ar ch

results |ncorrect y |nc stored search results t jat were N
i ncor r ect byly dzlabldedntendtrare keps inrthereaehg for He userapopiatians ad lsldgsembk@betdnti in

response f %ég‘nt ud'S F ?1'ng1 Inﬁlx?chgcli nzglgﬁeésncan ré)g‘lltxlaf:ge\ése r';]et\tAlo ?%g&eétQErgﬁ%ntt}ne Al I ndex

used to g8 Wwas no

5, 835, 722(bﬁtﬁhl€§ltym\dﬁy’$leékea@or bER@Bffehdivead dappeopridte ﬂ%ﬁser @Bﬁ]&dﬁﬁlﬁm{eﬁt al.)

di scl oses a term.nal for, bl ocking, the use an transm |nappropr| ate
material B YR RhEARTIPRr Hi?i‘ﬁio?@?rylaﬁﬁ g‘S‘h'B‘EH ArreHpRY ﬁ’?ﬁ?ﬁ\zs B4pdcreation or

transm ss b%ox@ﬁor%evﬁ[l(iély bR ﬁ@&fn@@ijs‘te’i‘ﬁ Br SRR suetl as IRVIMIdE Glerhi€oh@hM Nal i's
bl ocked and” may bl ocked by supervisory intervention. USP

5, 706, 507 Splggtwdl’fﬂbﬁ eﬁadgrerenneltb%utab ifyeaf 2 papigntsite endngument g wRAeWArs ¢l oses
an advi s OP plﬁﬁg)\’le End Bg‘e&@ﬁag}dalp&' sefbct thkik GwRadIE: hﬁ%@é&*&t 6@&&1&%11&9@&%9&1601‘

dat a downl oaded froma content server to a client 1 n order 'to bl ock
sensor unwestamesd material. USP 5, 619, 648 issued April 8, 1997 (Canal e et

al.) discloses A ﬁ% O a{lrol;ﬂnlngseﬂrcs\%'t'cﬁ dld@i;searnmdg'tﬁ%e%?}t }B}G{'lfi@rg bEWIB] the TBSS a0€

shoul d be provi user 1'n accordance wt the users
cor r esponderasemaisitearoli emgma:s ixat autoraatically mdeowastansountsrof eontentpaudshiemgedsfoar ch

system whi g leﬂéeséxges%? BRAL S0 sarme of%heGCOEn}egtCtE iuﬁtggﬁel feak 8 V\lﬁ &Sgﬁjcgg&}lf%éaﬁg,ttpew th

bl ocki ng po°| I enen in a | ne ent
al | owed byprdbizen islttm:llaclngf1ptagna0me®dicsondétatiomddh¢ sraIChengn«di mﬁethe ﬁheltahné resul t

o L1 coRiaphe BERUhgalE I EREN { SPHLR SRPE MG Rbt
system and net (@)d oManperpaiizavionydeploydnd gnplemsnt soreen Yiltoetgideckisgpmlicies emgi ne
el e A RRl ek PSS Sl RO BRE LR e B O
resul ts covsdisth@niiavinb borifodcki ng pol i ci es. Another need exists for an
I mproved cont erg) I ngeear I ne%gmes ryC csiS %ustr%n%ang rx1n<fe>r;rgs m\q& content as possible and are

biased toward seeking all content aggressively. On the other hand, filtering and blocking

engines by design attempt to be selective in the documents that are stored on caches and

presented to end users.

The intrinsically different missions between search engines and blocking engines

combined with the need for high performance and efficiency of implementation, impedes

integration and coordination of these two information retrieval functions.



+ bl o~cki ng policies in a caching and filtering engi ne. Another geﬁi Efoatmna
for an inproved content-indexing search systemand nmethod of o

i mpl enenti ng bl ocking policies during a content-indexing phase. Anot her
need 'exi sts for an inproved content-indexi ng search system and met hod of
operation inplenmenting blocking policies during an end user's search result
presentati on phase. Another need exists for an inproved content-indexing
search system and net hod of operation py searching a |ocal repository of a

cachi ng and blTelprsbdene isghaifested initedfacfthatead adersnghirndilizing eiei seyicgs bf arat e
content site sources and content servegﬁié Anot her need exists for an

i mproved ¥8ihERFING WHERG RigFeied A STREehT Y 8 AOHAHBIEELHERY defurpktitsiang

confi gur eghst B dRs foltoRAHoRUHEAR RGN ADE uftidd QY inaeSRGL BSeli Bn fRACH a target
content. SUMVARY According to aspects of the present invention, there are

provi ded Gltamgbickingpdiisiésndn sdhtianto shesndmscaibomenteoce afndrfrlpmtmncfmmgthsear ch
results consi stent t-fi ter rest ons
Gystem i ropaBene, s s FR R ER st R R AEe MR ER b S8R g s
cachi ng ea@inaenwypmnhaﬁiseh@&\b@(ﬂﬂghtﬁtﬁfesﬁw@ﬂbﬂ&aﬂ@is@enc&mhbwe end user, for

i npl ementing control policies typically. blocking underﬁlrable content such
that search r g&qFPIRnEdy, éhed‘ﬁﬁ%‘?’gftt%ﬁtmwpf‘ﬁ‘o&rﬁeté‘ﬁYi‘l Wé@f’? S 2 (RS S

filteringcadml &%dnﬂ cBRidi &Gt %h 'brmkﬁgpmc%i vith ghlw;s}%w enphadiarats. In
one enbodi ment, only content that is allowable by the blocking policy is

added to WMEcﬁéé@@ﬁW%nglne i ndexi ng dat abase. In a second enbodi nent, the
Isﬁg{ gPTeﬁPdt E;eiﬁfcg ﬁ%lﬁ)t@d R{ c%gﬁgélnﬁ%xhﬁé;%?%ﬁ?ﬁfﬂom Q?teﬁﬁinmqésf thé Folltogving:

USP 5,701 469 issued December 23, 1997 (Brandli et al.) discloses a contact index
search system which invokes search result correctior; routines 1o remove from the results stored
search results incorrectly included and to add stored search results that were incorrectly
excluded. In this manner, the search results generated in response to a user query is made
accurate even though the content-index used to generate the initial search result was not up to
date.

USP 5,835,722 issued November 10, 1998, filed June 27, 1996, (Bradshaw et al.) -
discloses a terminal for blocking the use and transmission of inappropriate material by
comprehensively monitoring computer operations for creation or transmission of search
inappropriate material, upon which the terminal is blocked and may only be unblocked by
supervisory intervention,

USP 5,706,507 issued January 6, 1998, filed July 5, 1995, (Schloss) discloses an advisory
server operated by a third party which rates the content of data downloaded from a content
server to a client in order to block or sensor unwanted material.

USP 5,619,648 issued April 8, 1997 (Canale et al.) discloses an e-mail filter which
determines whether an e-mail message should be provided to a user in accordance with models

of the users correspondence.

None of the prior art discloses a content-indexing search system which provides search



Z 6.FEB 2003 -5 enbodi nent, the target of the search engine's '
" indexing automaton process is nodified to build an indexing dé%gﬁgggEggﬁﬂg
searching the caching engine's content. hi a fourth enbodi nent, the search
engi ne's scanning and i ndexing automatop.is configured in the same way as

an end user browser, i.e., going through a caching and filtering engine to

Fur t nor SR erGEA P plaromesfirisy Mngfemshia! hL b A8 e B gl ont Eonten

conj unciliowedvby thettieckamppoliteel idretnind toithe edd ader aFitgifesult of sheacdbt@n lsearch,
di agram of , an information retrieval systemincluding a content server
havi ng Bakiag Alpsearchaesudts wonsisten gitethe plockingpolisigsbl ocki ng policies, an
ext ernal sear Lne, - | n sqr

cont ent. ser e 1588 4 s O RGBS Ra BHBER YRR RS o BkrSR

Fi gure grovilig doRbisRACHbétiviewescatuht dginebbautts iafid contbtbléckigepdlividsement ed i n
Figure 1. Figure 3 is a flowdiagramillustrating the operation_in a first
embodi nent | MPRRINDEdy exists| B K gmpreVEE \CorgRt-ingeR edishetitstest apd hmeihed of

| ndexi quqe?ﬁ?o%&r%ﬁg%rs@aréh E%Pg% %(Ang}’é’teq& ?7%3)'1% RngdHidfe§ 1 in a second

enbodi ing a I'ng polic uriitg an end user's search

resul t presenAastheamdetl @=Bts bt guimprovedcentddt dndedirposearchalysttinewbieR imaplesiegisne
of Figure 1 in a third enbodi t.in which the search engine is nodified to
bui | di nBlosHNg RAESIESIY %&P@B&é@gg{}]e%%‘?rﬂﬂ%g the cachi ng engi ne content.

Figure 6 i's achlyy ALANLAM Pr A EnSRIES RofBRliNGeBhg KLAUE SysdtenMarl ol Nor

enbodi ment
operation implementing blocking policies during a content-indexing phase.

Another need exists for an improved content-indexing search system and method of
operation implementing blocking policies during an end user’s search result presentation phase.

Another need exists for an improved content-indexing search system and method of
operation by searching a local repository of a caching and blocking engine in lieu of searching
and indexing ultimate content site sources and content servers.

Another need exists for an improved content-indexing searching system and method of
operation configured to go through a caching and filtering engine to reach a target content.

SUMMARY

According to aspects of the present invention, there are provided a content-indexing
search system and method for providing search results consistent with content-filtering and
blocking restrictions. The system includes

a content-indexing search engine having a database and a caching engine coupled
between the search engine and the end user, for implementing control policies typically blocking
undersirable content such that search results are consistent with an end users organization’s
filtering and blocking policies implemented in alternative embodiments.

In one embodiment, only content that is allowable by the blocking policy is added to the
search engine indexing database. In a second embodiment, the search and presentation process

of the search engine is modified to implement the blocking policies. In a third



- nodi'fying a search engine to go through a caching and filtering engi ne as
it 'builds an indexi ng database. DESCRI PTI ON PREFERRED ENBCDINE?E E:E%?gbﬁ
1 an information retrieval system 100 includes a plurality of i 3
devices 102, 104 connected through an internal or controlled network 107 to
an external information system 2 6 F E B 2003 -6106 such as the Internet
or other distributed data network. A typical client is a PC having a
display 110, a keyboard 111, a CPU 112,5 a menory 113 and a network
connect i ¢irbydimeRd, devirgd of fife sedratagnpines scn‘nnmgeﬁcelndéxlmmo:ﬁmdn petewiks i ncl ude

busi ness users of PCs connecte an i.nternal an netmork and hone
users of "PEHieddp Ruitd Afneeying data %‘eg’é YN‘?%‘E%? Car?gk'% g So‘Eﬂ“FF"BI 19 ¢ Ry y

connect edyQqitRft, tHse&En édgtn%fs@@;nmn@am | BiiBGhe i at&UﬁQoﬁ?gutrmﬁ%ééﬁln‘é under
the trademark Nefscape Cormuni cat or, Expl orer, and the like, is

i nst al | edvayns am@mmW$L3 ealgoing thzwugh aaoaslu@majdrfdteop&emnmg r@yhﬁ@argﬂ:l? and
appllcatloqxﬁrograns I 8. The browser 116 runs or executes in the client
devi ce 162™M04 for Ioadlng or downl oadi ng content froma content server
120 coupled to the Internet 106. Each content server includes a database
122 for storing data responsive to content sts fromthe clients 102,
104, etc. In one form data F§“¥?H@EHOEEOED@38W§%G|on of HTM.L docunents
contai ni ng t exhe ARERLRAN bBWfriber Wéfsa)oa%haﬂ& fouewgato%myd ae?sﬂnpt%n%mhﬁ y
used to interface nore than one client or internal network segnents 107 to
t he | nt ercagitnctog vt thhenpandeddrvang, liywhichr oxy server that i ncI udes a cache
and content f i rom
the internal Ao BUEBILEREe bR o Tt AL e B0 L B o
control bwvingpdataesse; agcling engirernmpleinzotinglyogkaig mvycleﬁ' lae extanial wgrchmdglbd: ocki ng
proxy seryer can be connected to the [ direc

Connact | ol EREngnt SPRPREP S8 s el iR S R aBRRRlRe wf bty o
102, 104 ofthepresgntibeentiedd br owser 116 requests content from the content
server 120 usin Hypert ext Tran fer Proto ue d recei ving
the content i gg%f‘ﬂgr?%gsﬁ%g%e Ipeingsy f§tag d"\p%%ﬁ’gé’éﬁ'@ﬂrc? r over

TCP/ | P socket Figuhed lsarfﬁucﬁmﬁllmtraﬂ:gauebpe&dmn ¢roafiisnémbddiment liimplemeafingeen
the client and th? ntent server. ‘f S I% enerate a content request by
epr|C|tI%b BRQliPyuring 3 caReniSeyFR 4G HIPHE BTt ent server or by taking on

a hyperlink amvcéﬁem 18 i dBrikh Sf FiguRaNhRE®NE bAB&IMSR iePRhRAlinSLhMEkiSz Upon
receipt, the browser |oads that content using an HTTP session. A nore

det ai | ed ROEE:HYTPE 28 G RSCHASERChusPull BT PNPAISBer ner s- Lee et al ., "Hypert ext
Transfer Prot gggbe 5 isHHI0W diaam(Of 8letsedrEirdddinkRf VJg@lQ l'msﬁﬁﬁd erchQinI&ﬁtm " 1995

(March 8) Internet Draft, herein incorporated reference in its entirety.
A rore devhifh e sepsdesnepeivRodfiedteiuildiag a’bE‘dF’B%%a@%SqSlé'ﬁ%rFEmEQ@ oapRingr t ext
Mar kup La&g&eg&n&HTNL)" Draft IEFT.I111 R HTM.-01, June 1993 (expired working
draft), B 2003 herein incorporated by reference in its entirety.

~ A detail ed E@Mpﬁaf&w@ﬁm (e sepyelk engineph §igatsniniori fewth epbestimenie

| nt er net "

1 The” priTRaRRs SRR chilacto RPN, CLEYERR Mielib sy 4 0SS Fhct:

i ncor por adagabagey reference in its entlrety A user of a client system
utilizing the web browser 116 will often access a conventional search _
engi ne server 130, 135 and databases 13l, 136, respectively, specialize to
| ocate I nternet content mommoufpmmknnmnammm'nese secured search

i b | 130 135 tg.t e
etvork 107 WRFRRTe e g e S HELARe A Sy OF el ey T

attached mRa0ARCRAGhOEISAN MRS dr3RnGakdbRtwerd @ DR o txteynat Qﬂ&ﬁﬁnb@@ys&m the
internal network operator and are preferred. The nethods of this invention,

woul d typically be inplenented by internally attached and controlled sear ch
engi nes 135, or by external search engines |30 that provide, as a service
to an organi zation, consistency with the organi zations content bl ocking
policy. As a result of a keyword search directed at a search engi ne server

| 30 or 13S, end users will see displayed in the web browser 116 a |ist of
mat chi ng URLs and text excerpts displayed as hyperlink anchors to the
ultimate content. The user can then select and follow the link to one or
nore content natches using the web browser 116. In Figure 2, a content
sanple filtering/blocking configuration table 200 is generated by the
client or by a network/service admnistrator and installed at the proxy
server 126 to filter or otherwise [imt the availability of content that is
deened i nappropriate or undesirable. These content access control policies
typically block undesirable content fromreaching all or a subset of end
users in a glven onI|ne service or netmork The table |s |nstalled in the

_____ T Y T e A NS T ML Y o, 1 I T PR —




2 6,-F E B 2003 -sinto docunents which describe the LIJRLs. PI I
* described in the Internet at http://ww. w3. orgl TR/ REC- PI CSRuICZZr%ﬁgg?BUB
publ i shed by WBC) Mas sachuse t t s Institute of Technol ogy, 77
Massachusetts Avenue, Canbridge, Mass, 02139. Mre specifically, PICS Rul es

is a language for expressing filtering rules (profiles) that allow or bl ock
access to UR Ls based on PICS | abels that describe those URLs. The | abel s

are creat usj ng,a.software tool. in,accordance wt Pl CS chni cal

hect 11 aaffmh Pl g etiiiofiel Hotints fHERHEPRCE Rt eftt s FonBE b s
The _softwairs%&t@m, alk8yBaRid 110 CPEAIE ol RNEIrP 11T e adREBMTR BonnkOtdlity deBddvidee
particul ar s. Alternatively, inlieu o asting the |abels into
docunent s 1 1arEianmigseh thepr clicatsdnd nalvetks insinde susingss vssisaf £Cp pervagipd & avepar at e
server ca i i i . - t hat
oot B G RonPRE) ncRbE A pdih S BB BUIR FroM sphyick AL nBOBRL BN |12
magazi nesultiaratal pvormected toapplatganhesnarA brstvoerdldlb) sesh asGhese soldendabiel has been

created, the label is inpserted a ra header, in the HITP. header stream
Chat - pr ec Lo Seistie S i LU R Ord0d dedkedninsiaed HaTogmo
browser. A3 gbaadvitX &knddrd8pdralglspstén@M PandiapPeddedproprahs fif dMThe dRAHBENIES
using a META tag. Wth this nethod, |abels are sent only with HTM

document sTung§Et exgicutss infhgelient devired 08r104 Agrtlpading qs|dgwnloadipg conteap frpmiapentent
content s rob$s ' _ LhodRa) LaEs zhfg&:hiiz ;

Cor porat i g‘%\rvgr,bl\rz m%@@d&?@v@%e&&? Eoeé E‘%%{:‘%?Inegpétgag[ l?"l{%nsta te inQ? eStocrglghe and
bl ocki ng dntgirgsporish, to sentent adqupstolies sheallients hed, i10b stcade one/iaih allags storedaspl e
content sear an ent. bl ocki .engi ne .on ont ent

it at e § e RR S GEP AL ChB BP0 BB BYRE one as the
result of the agatesay 13€nnsimily\ibid te intérfacs nposthabbre dientawecrdalinesveekt rul es

for each indivi | yser, if.1S npre nageabl e to haye a si.ngl e set of

ol st nat st 107 o i Thigunt Wess TR RORAE TrBrd ettty et efitint”or

gs fe_r g(r]I oupsmengem@rimg ér_ﬁ'gfit:let 1§6ngde én the edinvftquhthum ﬂle?ﬂitg@ﬁlﬂi&ﬁ&l’r}c 1107 to
efined, can be i tifie usi ng several means, including: .client system
1D naar esha grernss |50 b b Ce s oa o AP gSiEs SRR | on at
the start poficya Thé Oavhing@ns BREkIAH prokp sePVer banTbeRonkidtedad tHeigRway 6r Hakva phraliger
identity. TJurning to Fiqure 3) a_process 30% ir‘T‘Fl enents the bl ocking policy
during t h&lregreriretionsde Hedptersrhld and pxiemal | 08 §OIWORKS- sear ch engi ne's 135

content scanni RG:IRACysBHSOD ND4FMFBIORPHBGEFS 16 FeqiBH donRd:t frd tifel BRteR04,
the content filtering rules fromthe content and filtering engine 126 are

i mport ed iSEVEX Y2R&sBgatbReEsy Trasiseroreol(BETY) reaveshindaetei bis 1bf sRjrtentin 2

I nt er f acesyfARlespon¥. HTEP Rqfiesk aBd £PchsesHcbk@bstercmip douk&s @efardi tion files,
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content blocking policy. As a result of a keyword search directed at a search engine server 130
or 135, end users will see displayed in the web browser 116 a list of matching URLs and text
excerpts displayed as hyperlink anchors to the ultimate content. The user can then select and
follow the link to one or more content matches using the web browser 116.

In Figure 2, a content sample filtering/blocking configuration table 200 is generated by
the client or by a network/service administrator and installed at the proxy server 126 to filter or
otherwise limit the availability of content that is deemed inappropriate or undesirable. These
content access control policies typically block undesirable content from reaching all or a subset
of end users in a given online service or network. The table is installed in the cache and filtering
engine 126, and is typically stored in a database 127. In one form, the table comprises a row 201
including for each user or group of users one or more of the following: an Id 203; a list of
keywords to block 205; Platform For Interconnect Content Selection (PICS) rules 207, a black
list of URLSs not to be contacted 209, a white list of the only URLSs that can be contacted 211. A
description of URLs maybe found in Berners-Lee et al. "Uniform Resource Locators (URL)",
RFC 1738, December 1994, herein incorporated by reference in its entirety. PICS ratings are
obtained from PICS Rules that allow or block access to URLs based on PICs labels incorporated

is
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In step 318, a document is added to the appropriate indexing database tree only if it is
allowed by the filtering rules for that group.

The advantage of the process of Figure 3 is that all additional (exclusion) processing is
performed in the database indexing phase. There is little additional processing needed on the
users search processing and presentation phases. Presumably, search operations are much more
frequent than indexing operations in the life cycle of a search engine, even with re-scanning of
content for possible changes.

In Figure 4, another process 400 implements a blocking policy during the end users
search result presentation phase, In step 402, the scanning and indexing automaton process of
the search engine is unchanged and a single indexing database tree is preserved. In step 404, the
search and presentation process of the search engine is modified to apply blocking policies.

In step 406, the content filtering rules from the caching engines (via APIs or transfers of
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In step 418, the remaining subset of URL pointers that match the users request and satisfy
the blocking rules is returned for presentation to the client.

The primary advantage of the process of Fig.4 is that the latest policy can be applied to
each search without impact of rebuilding the indexing databases. A single indexing database
can be used for all users. The process allows the definition of altering filtering groups down to
individual controls with little impact.

In Figure 5 a process 500 modifies the search engine to build its indexing database by
searching the content caching engine's content. In step 501 the search engine scanning and
indexing automaton process is modified. Instead of searching and indexing the ultimate content
source sites and content servers, the process is configured to search the local repository of the
content of the caching and blocking engine. In step 503, the search engine's scanning target is
modified to be an appropriate content caching storage rather than a site/URL list. In step 505,
the URL/content/document tree in the caching and blocking engine is traversed via APIs,

database operations or shared filed system operations. In step 507, any document found in the
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scanning and indexing automaton is modified to be configured in the same way as an end user
browser, i.e., use HTTP proxy to go thorough the caching and filtering engine to reach the target
content. In step 603 the search engine automaton is configured to use HTTP proxy configured to
the appropriate caching and filtering engine. In step .605, while scanning and indexing content,
the search engine automaton is configured to simulate an end user belonging to one of the user
groups such that the user will receive only a subset of site/contents/documents that are allowed
by the policy for that user group.

The primary advantage of the process of Fig. 6 is that there is virtually no modification of
the search engine. The content blocking and filtering is performed by the caching and blocking
engine which was designed and optimized to do so. Only content allowed by the blocking policy
will reach the search engine for indexing. The efficiency and performance of the search engine
is increased since some of the site/contents to be scanned and indexed will be found in a local
cache store.

Summarizing, content searching and content blocking engines are coupled such that only
pointers to content ultimately allowed by a blocking policy is returned to the end user as the
result of a content search. Multiple processes are described for coupling the content search and
content blocking engines. As such, the invention provides consistency between the results of an
end user contents search and an individual organization's content filtering and blocking policy.
The invention is immediately available to existing Internet and other networks; data protocols

and standards without the need for modification.
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VWWVNaBMWR 1 implementing content-filtering and blocking policies; and

means for modifying the content-indexing search engine to implement
the same content-blocking polices as the blocking engine.

2. The system of Claim 1 further comprising means for implementing the blocking
policies in the search content-indexing search engine during the content-indexing phase.

3. The system of Claim 1 further comprising means for implementing the blocking
policy during an end user search results presentation phase.

4, The system of Claim 1 further comprising modifying the content engine search
engine to build an indexing database by searching the cache content.

5. The system of Claim 1 further comprising means for modifying the content-
indexing search engine to incorporate the cache and blocking engine results as the content-
indexing search engine builds an indexing database.

6. In a content-indexing search system including a content-indexing search engine
coupled to a database and a cache; an information network coupled to the content-indexing
search engine; and a blocking engine implementing content-filtering and blocking restrictions on
search results provided to an end user through the cache, a method of providing the search
results which are consistent with the content-filtering and blocking practices, comprising the

steps of:
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(c) implementing filtering policies in the content-indexing search engine
that are defined in the cache and the blocking engine by:
(i) importing the content-filtering rules from the caching and filtering engine
at regular intervals or whenever a change is detected;
(ii)  creating multiple indexing database trees and associating each tree with a
user group as defined in the content filtering rules;
(iii)  avoiding presentation to a user of any information site, URL or document
that matches an exclusion pattern; .
(iv)  presenting only document/content pointers from sources that match an
expressed allowable information site URL list; and
) presenting to the user only information network/content/documents that
comply with filtering processes defined in the cache and the blocking engine by:
(aa) importing the content filtering rules from the caching and filtering
engine at regular intervals or whenever a change is detected; and
(bb)  presenting to the user only search results that are allowed by the
filtering rules for that individual or group.
7. The method of Claim 6 further comprising the steps of:
(d) modifying the content engine scanning target to be a content caching
storage rather than an information site/URL list; and
(e) traversing by APIs, database operations, and shared file operations a
URL/content/document tree in the caching and blocking engine.
8. The method of Claim 6 further comprising the step of:
)] modifying the search engine content scanning and indexing process to be

configured the same way as an end user browser.

9. . _The method of Claim 6 further comprising the step of:
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searching the cache.
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13. The system of claim 1, wherein said blocking engine includes a blocking rules table

comprising at least one of a URL white list and a URL black list.

14. The system of claim 13, further comprising blocking keywords in the blocking rules
table.

15. The system of claim 13, further comprising PICs rules in the blocking rules table.

16. The method of claim 6, wherein said blocking engine includes a blocking rules table

comprising at least one of a URL white list and a URL black list.

17. A program medium, executable on a computer system, for blocking undesirable
content received from a content-indexing search system comprising:

(a) program instructions altering the content-indexing search engine process to skip any
information site URL that matches an exclusion pattern;

(b) program instructions altering the search content-indexing search engine process to
search only sites or route content sources that match an explicit allowable information site URL list;

©) program instructions presenting to a user only information network/content/documents
that comply with filtering processes defined in the cache and the blocking engine by:

@ program instructions importing the content filtering rules from the caching and
filtering engine at regular intervals or whenever a change is detected; and

(e) program instructions presenting to the user only search results that are allowed by the

filtering rules for that individual group.



