SYSTEMS AND METHODS FOR ESTABLI SHI NG CONNECTI ONS BETWEEN DEVI CES

COVMUNI CATI NGOVERA NETWORK CROSS- REFERENCES TO RELATEDAPPLI CATI ONS [ 0001]
Thi s Applwoavioonosskai ns priority to U. S. Non-Provi si onalpCijskéioardoen Seri al
No. 12/426,103, filed April 17, 2009. TECHNI CAL FI ELD [0002] The present
di scl osure generally relates to systenms and nmethods for establishing
connections between devi ces comruni cati ng over a network. Such systens and
techni ques may be useful, for exanple, in establishing connections between
devices that are logically separated fromeach other by one or nore
firewalls. In various enbodi nents, the techniques and systens descri bed
bel ow may be used to est aNiSHRFIg b G Oy FOR between nedi a players
and placeshifting devices that provide nedia content across the network,

al t hough equi valESTABIHSIPIIN GCOONNECTHANS BEAMWEEN DEVAGESunber of

ot her applications an j 0. nternet and ot her
digital IO(IC:)om"runi cati on?ﬁ&%ﬁﬁcmha&m cant effects on
every aspect of personal and professional |ife. Network conmunications are
becom ng increasingly ubiquitous due to the reduced cost and increased
capability of portable conputing devices, the increasing preval ence and
capability of nobile tel ephony and other w rel ess conmuni cati ons

technol ogi es, and other factors. As a result, consunmers are increasingly
expecting access t CRER$SREFERENGRSTEQR EIATBEDMEPPIENEHOMNS hout regard to

t he physi cal or geogr.aphic proximity of such_content,[0004] . As an _ex | e,
consumerodaLL FHEILRHOR; S REATILY H By Om-r?mmsgg@?émpil@awﬂ SeB9] ces

that al |I@8‘.’1&2H§B§‘o§iﬁ% @11 sbgyi sion or other nedia content at |ocations
ot her than the viewer' sr%i mary tel evision set. Place shifting devices

typically packetize nedia content that can be transmtted over a | ocal or
w de area network to a portabl eT@?W%ﬁEﬁgﬂal e phone, personal digital
assistant, renote television or evi ce capabl e of playing back
t he pacHeiogejThedhiesent disclosure generally relates to systems and methods for
establishing connections between devices communicating over a network.  Such
systems and techniques may be useful, for example, in establishing connections
between devices that are logically separated from each other by one or more
firewalls. In various embodiments, the techniques and systems described below
may be used to establish streaming connections between media players and
placeshifting devices that provide media content across the network, although
equivalent concepts could be readily applied in any number of other applications

and settings.

BACKGROUND
[0003]The Internet and other digital communications networks continue to have
significant effects on every aspect of personal and professional life. Network
communications are becoming increasingly ubiquitous due to the reduced cost and
increased capability of portable computing devices, the increasing prevalence and
capability of mobile telephony and other wireless communications technologies,
and other factors. As a result, consumers are increasingly expecting access to data,
entertainment and other media without regard to the physical or geographic

proximity of such content.



stream for the viewer. Placeshifting therefore allows consuners to view
their nmedia content fromrenote | ocations such as other roons, hotels,

of fi ces, woaborize4sy ot her | ocati ons where portabl e nedi Cplisgen/og®ét ces can
gain access to a wireless or other comruni cations network. O her nedia and

ot her d -intepsive applications are simlarl ni.Qying .w desprea
oneumaqto ] 200 b Fes BB CRINSMRR fid MnBich SRLHRP et Aface o
al | ow i nghifeinse dlevives lthatyaldew remote viRaviag efelevizisie st elgercwetiRnéontent aadeof f
often exi sts between_access and security. Al though firewall s and other

st ruct urlggatils atreacthipethy pewses vlémfﬁléf))&/\é?lﬁ@&h Pete y, Placestifitge devicet ur es
can havecgfg{]&ﬁyg .'fﬂ@l%ét'iz%dm%ﬁfae&}qteﬁt H{a%\éﬁﬁtubenﬁaﬂ%ﬁ% Pf’eld@fdcfa?@r Wid¥ 'ag . To
C 1 Tting nple, It may a Ish a

use pla as an exa e very c enging to esta
connect imatwbek we enpartpblacashptter noobéei meonen ppeasamadiidigipd] aassistarft, aedbteewal |

th it t L d b the t titi t hat wi,sh t
communt dSRI o e gicge FRin AR ey o8 Bedetld packaidemtivl’
net wor K, stida@ fortheivi@ma, | PlaBashpfti@caRbrdfefH A1V rehds $6 KR Bfgehedi
pl aceshifting or other services, particularly if the firewall is

i ncor r eccomjeriromashpitededayions ﬁﬂclgm ethesyopns, heiels, offbssindfeaiangrgber can
f t v Y oD e . ot
ong sor  QYRBSEhO i ALl PSR R Rl Bl SRRk AP RSB BEDL S
It is thenahanécadiess meviverk.o Gtheaheediy shdnsthen dat®iltedsive arppliehiiadd yreand

conveni ent Ly establ.i shi,ng connecti ons between clients and servers across a
net wor k.STHHALW enieying Hadespaead eumeInigTast and characteristics will becone

appar entydd @8] WiileS YRSESHE Ronfiftithld SthdGRGwoPk | &@hﬁBl%%{é@e aflBRendadasdpi s,
taken in conjunction wth the accorré)ia%l ng draw ngs and this background
eSIr

sect i on.mBRIlEF agdMIRYvEd 032 s d contepds i dradeotl aficmrexitsibetiveamt s,

systens and nethods .are scr4 bed for establishi connegt iong between
ol ent dincuapibrenely-callpREs RE AR aR® bRnhilctheS S0 R LATHy RESERR
Cer t ai n n@ivoeldsecurily! 8rRe samestRsrds kadieivewhsaydesired effe¢trofgaeeentiist ances

to establish nedia stream ng connections_between nedi a players and
pl aceshiFLEglaBOFIERS SRASEST i r EQalsesPlaceshifiting asrpBossARRle, tomiyr ke (veRet wor k

Corn et MRl LTI RN S R i
;;layer if a firewall or other security structure resides between the two entities that
wish to communicate. In addition to preventing undesired access to the secure
network, then, a firewall may prevent legitimate and desired access to placeshifting
or other services, particularly if the firewall is incorrectly or incompletely configured
by the user.

[o006]Challenges can frequently arise in effectively establishing connections
between clients and servers for placeshifting, media streaming and/or other
applications. It is therefore desirable to create systems and methods for reliably
and conveniently establishing connections between clients and servers across a
network. These and other desirable features and characteristics will become
apparent from the subsequent detailed description and the appended claims, taken

in conjunction with the accompanying drawings and this background section.

BRIEF SUMMARY
[0007] According to various exemplary embodiments, systems and methods are
described for establishing connections between client and server devices that are

each communicating via a network. Certain methods and techniques described
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stream ng or the like. [0008] In various enbodi nents, a nethod of

establ i shing a nedi a-stream ng connecti on between a nedi a player and a

pl aceshi fwonglodevisae t hat are each communicating via a RETMS2k0i0290p2 ovi ded.
A relay server receives a first request associated with the media pl ayer

and a sqcend r est associated with the placashif{ing device. |n response
Fo r ecertog Pag 1 bafP IR o e sficts dSe BBt Hledhh Aokt bE GronndeliSin?

est abl i Hedebet washa t pRiyesd asndeplesshifithg hdevigdi avipdiayfirevadlly aors eshed
connecti.on i s established between the relay server and Qghﬁlaceshlftlng

devi ce. ipHediments (@ dlirset medwpek Lonaeetials griskachtisr em Ats FH@Y R ond
connecti | I d:to o] i : ectlians to
t her eby e@t aééﬁltg)ﬁ lﬁég %d?%ggtﬁgﬁ Sﬁg{ncc?)%tﬁg%t ?1(%)% %ggl\}\gsg(r:{%t gfg?rggi g{eg ayer
and t he gptean@ngiortthetikdevi ce via the relay server. [0009] In other

crver " daRTSoRREs: SuBoRthety PO RTot BBl RSk !
comuni G@fnin@6tidh S@wdeh Wer thed GRRRECAR® N ESIRcERHBINGNdEdict | that #let eagy ed

bet ween the client device and_the 'server device across the network. If the
connect i OMBYHIcAERS GA 4 elwliciearovided. ¢ Acralay sevenmecayrs & dirsierearest

direct ed, LO:iGRNl 3flh e MEARY FELYCLnK 3 SOGDEYIRhL: WOGLELD) LIghSRIYer 19
I recte y a nessage transmtied via a pre-existrng connectl on over he
net wor k.plahceshifsingrdewided Irheespbhsento aswdivdag the fisstosed) vestndyregmesdchifirgt t he

relay server, .a first connection is. established between the relay server
and t he COEREOR i3 statlishRd Wik tthenrelay SeTVSb anch bhe Basdig aplay ea@aay
server apdohd@ofBE$on iPREBDIRREN tR¥wbdn the &P&gﬂkﬁ@f iRd e ﬁ&%@s}ﬁftiﬁ%"e
first and second connections I1s then relayed t0 the other of the first and

second olavitectDangecavedby digraday sdyveson each ciedusi and betondaronnigetions ent
and t he .seryver Vi the. rel server..; [ 001 In still, otther, enmhog;. ts, a
et em i TEMEE K4 8t BRI Bha seldit kohRedidns «oOBAFLETRRBIIP S &
medi a playéia ardnaingl eaashiién beoveevileentdiatplaye aat thephoeshififig deivd a a

network. A relay manager nodule is configured to receive a request to
est abl i Sha therelduseves r eani ng connection between the nedia player and the

P'e‘;‘cesmf&d&'ﬂﬂ%ﬂfe‘i’en’fbdﬁhﬁe&tg NS LR v?déif&%{e{tﬂiéhﬁfép% ogahakidpsh, 10

ponse to the request, a first connection wth the nedia layer and a
via a relay server between a client device and a server device that are each
communicating via a network. A connectionless session is first attempted between
the client device and the server device across the network. If the connectionless
session is unsuccessful, the client and the server are directed to contact the relay
server via the network, wherein the server is directed by a message transmitted via a
pre-existing connection over the network. In response to the client and server
subsequently contacting the relay server, a first connection is established between
the relay server and the client and a second connection is established between the
relay server and the server. Data received by the relay server on each of the first and
second connections is then relayed to the other of the first and second connections
to thereby establish the connection between the client and the server via the relay
Server.
[0010] In still other embodiments, a system is provided for establishing a media-
streaming connection between a media player and a placeshifting device that are
each communicating via a network. A relay manager module is configured to

receive a request to establish the media-streaming connection between the media

player and the placeshifting device. A relay instance module is configured to
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second connection with the placeshifting device, and to relay data received
on each of the first and second connections to the other of the first and
second cowmpeoto/iams4t o t hereby establish the nedi a strearCmg/Scannewst on

bet ween the nedi a player and the placeshifting device. [0011] Various

enbodi nen . aspect nd, ot;her feat ur re descri in re,detail, bel ow
o eeartisy B fdspoRifeiiilequedt W3 BhG SRR hi MdlBh PLERL A PO )
her ei nafdegnd eofiesdiond@ithi the lidedhittihg Mevdehahidd €o rollal; Aata gecdivad srgeddlgur es,
wherein | jke nunerals denote |ike elenents, and [0013]. FIG 1 is a_ block

di agr am @rthgdirasanp pegopdssannestions tethapthes o the dne Aihprsondrgnngrtgns
connect 't?ntﬁe .V&%l&h%\eﬁﬂédiﬁ%‘ﬁ%aﬁﬂﬂg%oﬁﬁléé‘t%nB 'en[t@lg%kg'ﬁl}%y@r Abrﬁi a
nmessage Tl ow dragram show ng an exenpPary process for rella est abl 1 shi ng
connect ithapldeeshifeng deviceent and a server; and [0015] FIG 3 is a flowhart

of an e | gr rocess for establishing, a.rel connectj on .petween a
oliont Aot atou eihodiments. Gepaits bRt IHRERS (156 ASFCrRed A1 RGH ng
det ai | edj4gi$BEIgRN. 1 on of the invention is nerely exenplary in nature and is

not intended to limt the invention or the application and uses of the
invention. Furthernore, there is no intention to be bound by any theory

presented in the pr i Slaﬁ?q{ hﬂ%{l\ﬁ—; U?&f iled
descri ption. [0017]%@@%% ng o@%urr]légﬁlgHE%%%WnIen s,i@a relay server can
est abl i JloeegaEamphopradiodinenvd ill herdinaftér bedescrilsydver cdrjuaéti@c wittel y

bridge c i cations. befween the two, devices en a,direct connection is
not  avai aPROWiRE, Wl%ég\;@s,w Gredn @mm@ﬁl%&t%llgee BidKs with a

medi a pl Wt cgsbidhi ' I
R N R R e st e Ay

al t houglsupipertingrelayn perndedions bstwiedni s hkentbwdesand a berveehage;ser ver and

ei t her of4h the client -and.the server coul d be il enmented ysi any
or ot ocol PEATERE 4 BaBeb e BB RbNRips S B B R SRE Ll

rel i abl eselishinid @imectods betwenselisit andeowrva@l; apdot ocol ( TCP)

connections) that can be_originated frombehind the firewal| . By providin
a rel ay [égn)ﬁ;r Fi(haB issa atyyvgc}?a@t k| Yy exemplfary process for establishingyapre ay J

connection between a client node and a server node.

DETAILED DESCRIPTION

[0016] The following detailed description of the invention is merely exemplary in
nature and is not intended to limit the invention or the application and uses of the
invention. Furthermore, there is no intention to be bound by any theory presented
in the preceding background or the following detailed description.

[0017] According to various embodiments, a relay server can establish separate
connections with a client and a server to effectively bridge communications between
the two devices when a direct connection is not available. A relay server could
establish separate connections with a media player and with a placeshifting device,
for example, and could subsequently relay data between the two connections as
needed. Further, although the two connections established between the relay server
and either or both of the client and the server could be implemented using any
protocols or techniques, in some implementations the connections are reliable
connections (e.g., transmission control protocol (TCP) connections) that can be
originated from behind the firewall. By providing a relay server that is able to relay

information between two separate connections to the client and server, users are
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I nformati on between two separate connections to the client and server,
users areprovided with a very dependabl e nechanism for easily establishing
cl i ent - sewoenicamsact i ons. Mreover, nuch of the informeCirars2nese®d2 t o
configure such a connection can be readily automated i n nmany

subcoos i vidBRnwith S hERy SERBRRAE M IR bk s et Bl fte R somve
r educi ngonfectond! eMiordoverndnidiegf heeidfbanhtiost ieddedn)o asafigiad edcid h

configuring such connections, [0018] Al though the follow ng di scussion
of ten rOBNECHN prap e FHERAYY d@ytiBatedndng é@ﬁHYq&@:’PlffIB?n@gW@éni@Wé@))bf

b A AR G1he PP ARUREAIP Q- AR Do ROFB WL BEH I AN

met hods descri rein°in any nunmber of other settlngs.
t echni quesvates ovhilredsitmdeineouslyl detlecingadhky cosgdetity enabl ilehefore the

conmuni cat i.ons hetween any. sorts of. clients and/or servers over any sort of
et vor k AR SRSt fph B finR st L iTReRE e any Sort of ned: a
stream M| ARBbhENShe AINOWIAL tdiffussRAl GHt&D PéfbROtoOplasésMiRER: ddREdsCald ons,
or any other application in which a client is attenpting to establish a
connect iteehmigbps forseomyeniengg of ilbngtesdionalenyiviadasit snebpdimemits peuld apply the a a
firewall i hani [ . | 0 i.Ng
figures and \%I{Tp ﬁ{uimr%ngt%l ildlgl ﬁ?ré‘é er eﬁgéeé ngﬁ%L%i,lﬂ-a%rrl&eﬁ%r?%?ger;f Or;&elp ‘Ségﬁﬁ‘gsm em
100 for Imsleed| ithéi reghaiqesndeddribedbdieveian cauld ibentreddily ammdda ts eestablislD4

over a network, 110 sujtably includes ?&Eﬁel ay sgzﬁgem 116 that rel aérst dat a
bet ween GORYIEBHIREODS oPEWEER 2R Y SOYtSe8t LHFNMSHARUR: REETe Ve, (MYaforts gt ver

104. Sy si&Robl0 EkRR 6 Coith! ticatibRe o dlBAntRfeSARVRt dPthddt SRERMME At €
using relay system 116 even though a firewal|l 106 woul d ot herw se prevent

di rect walions,i amg doet wéemedid eharing2omrsiorsage vapplicionas odeawy idsher nor e
fully bel ow . [.0020] .Cljent;.102 is. any.device onent . ..mdul.£, hardware,
Sof t var SRplisAHPR P habtch ol sl ia e Pns Ve SGen POl e DilscuPR ol S5 g
based an#lapts l1ogieelly thalaecd i desclivhtciea Girewnll er seiergesuriBAmetizarismwor k

110. dient 102 may be inplemented with any_sort, of hardware, software,

fir mvar d o bFuiniag mopeto thecdianing fighyessaid wath gatiak refergpee e &lG) Ly pose
conput i | ' ' : ' r.sor ut er
(ot Mol ChEldeR Ble? iS00 Rt BRShe £ EOBRECLKA bLSYREL 2 £EIT
conput ermdcasényenlieg over asettyorkaireohiitably horhedessa pelag systbmdiigi that relays

assi stant i, Belbden Wo ERnBORS seftafitd b lisiER WRASHARE 163 2B %ei%ios?
System 100 therefore allows client 102 and server 104 to communicate using relay
system 116 even though a firewall 106 would otherwise prevent direct
communications between client 102 and server 104, as described more fully below.
[o020]Client 102 is any device, component, module, hardware, software and/or
other network node capable of receiving streaming, file based and/or other data
provided by one or more servers 104 via network 110. Client 102 may be
implemented with any sort of hardware, software, firmware and/or the like,
including any sort of general or special purpose computing platform. In various
embodiments, client 102 is personal computer (e.g., a “laptop” or similarly portable
computer, although desktop-type computers could also be used), a mobile phone, a
personal digital assistant, a set-top box (STB), an audio/video receiver of any sort, a
video game player, a navigation device, a personal media player (such as the
ARCHOS products available from the Archos company of Igny, France) or the like.
In many embodiments, client 102 is a general purpose computing device that

includes a media player or other application in software or firmware that is capable
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vi deo gane player, a navigation device, a personal nedia player (such as
t he ARCHOS products avail able fromthe Archos conpany of |gny, France) or
t he |i ke.wOnormany48enbodi ments, client 102 is a general PpPOTASEOIVPLULI NQ
device that includes a nedia player or other application in software or

mor oty puiehGr SRR ® sBERY R ar GO gRE ey 1 ofBeERE o

the devigrl ggesampinplcoatent to) thehaserewbodiemdative A0VppROprisle entn IiBet s a
st andal one, or. ot her_ separ atci, har dwar e devi ce capabl e, of receiving data via
L

any por tSeRoGMes.nBpWeYal) GisAt HO2qic ddstagdalemer gk Qthey saparate diasdwaree an
appropri 0 : ( : LB} er
ar ot oy Beldptte (ke PRIt RAaln dny AR OH O HorBte G EY bEaER e 'S
used i n reoeived dadalitogrbsidesan e pBipINGEATEHERE0 dieaiseaVaig. ,aih eutpwnosld ng
Medi a of Foster Ci lifornia, althou ot he roducts coul d be

bl val dAIeVR R o oten,@aplasdy Tyt emple dho SRR e rEHNS Pgittiar o
| ogi ¢ anfhpeoiliehd hded inrfmé snbaBabkAtsak the SNINGCATTHRROK®dueesv ARbee over
network 110. In sone enbodi nents, the packetized data is a_packetized

st r eam drome8ling cMedinof i FpskpeCityQiaditeiie, althpagnotheyipsodweal cowddike or
any oth 3 hough any sort of stream ng, file based and/or ot her
dat a coﬁe{qélfl@gé@ﬁq}mlséa'ently applied in other enbodi nents. Server 104 may be
i npl enerfioask 1§ $drvanyos is dnpéomeonerl, hardwmes saftwate pgseamdfodwhe éikeshht war e

and/ or fi rm/var«?, igcl udi ng .any sg];ﬁt,of (éi%nventional personal c uter,

wor kst atlf ofARAPIGt Rer raRypEHNgy pagkRtizedo s eV ACTERENPHES of WerPBis 104

sui t abl efREdikssts, N iRl %ﬁ@ﬁéﬁieﬁ' a8ta2 Pkl %Qéke@i%d Yl MRIRIENRMSINY any
of the various SLI'NGBOX products available fromSIing Media of Foster Gty,

Cal i f or MBEGIQuickigimeoWindoys dedinsReal Medise 0s angptheufoamnise, alsleanghnamgt her
enbodi nent.s. ny. different types,of Rplaceshifti devi.ce re nerally
capabl o Bt LRIty Bl Rasdh AR B AR cb e Gl RRmBY G IRR By,
sort of gthet ealbodigenty. Seevaeiof DY) be seiplémpnikdxwithTd)y seatbifegarersladel 1ite

progranm ng, source, DVD pl ayer, and/or the |jke. In other enbodi nments
server NPECIRhyPW@OSAt Bardyarg, ioflvagRy aBd/er dirnawatee nincludiBgyaRy Tt obher

capabi lit : BB s gﬁ&r iver, for
exanpl e,éot %g?tlgﬁagﬁ?%%ﬁﬁes t@%ﬁ&%ﬁ%&ggﬁg%ﬁgc%s |fslylE %EI?T eatures. Such a
devi ce rMmozzlk8éveral examples of servers 104 suitable for use in placeshifting

be

applications may be implemented using any of the various SLINGBOX products
available from Sling Media of Foster City, California, although other products or
servers 104 could be used in other embodiments. Many different types of
placeshifting devices are generally capable of receiving media content from an
external source, such as any sort of digital video recorder (DVR), set top box (STB),
cable or satellite programming source, DVD player, and/or the like. In other
embodiments, server 104 may be integrated with any sort of content-receiving or
other capabilities. Server 104 may be a hybrid STB or other receiver, for example,
that also provides transcoding and placeshifting features. Such a device may receive
satellite, cable, broadcast and/or other signals that encode television programming
or other content received from an antenna, modem, server and/or other source.
The receiver may further demodulate or otherwise decode the received signals to
extract programming that can be locally viewed and/or place shifted to a remote
client 102 as appropriate. Such devices may also include a content database stored
on a hard disk drive, memory, or other storage medium to support a personal or

digital video recorder (DVR) feature or other content library as appropriate. Hence,
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satellite, cable, broadcast and/or other signals that encode tel evision
programm ng or other content received froman antenna, nodem server and/or
ot her souwoesiofessnecei ver nmay further denodul ate or ot RemRiSs@otewoerie t he
received si gnal s to extract progranmm ng that can be locally viewed and/ or

et udo 8 <05l eRbBalFERsca P b o AP RAREUT Fo B B SSTTRA.C, =

st or age wigBinum é(ﬁnﬁid)lﬁp@difhpanﬁﬁtr , SRling lor ditgistia! with dg@vére €04 dBxampPR) of
feature or other caqntent brary as appropriate. Hence,in some enbodi pents,

a nedi a @@Nﬁ%@oww@@smf%g&mm%é?&irlrfrs@a%annﬁwn@oﬂmt%eé age deseriked: ormon
I
Co”ponelrlpt %ﬁug&t% Ifa}ﬂé?tz ipSibYitAtfors &0y 950%‘3230552?7‘5‘3 AthRfehC oY %&ﬁﬁ’g@ din

pl aceshi nctions atures, systens a tures are descri
Uni t ed $leatﬂbecPthm ceuld be:eqmmlehldy ap@ﬁéd @Gﬂﬁdﬁytnumueh ofi gthdrftechmqhe&r es

d i bed be t th f oth
Fechni qnd ShiftdriBaqaior b iRe Berh P PSR Rt par 1 cul ar
publ i catpdzm%l RPZ3 otﬁbrsetmbédlﬂiéaﬂg s%ﬂ@@dldﬁel@tassofﬁ%ﬂé%roé%nl §1t)§le§ ot tiyar e

program__applet or the |like execut i ng on a conventi onal I ng system
(e.qg., dl@e@@@hﬁpgm@@@mntmnﬂ SQBIPWITEOHISHINL(S;8- s p@@on@baommyt@hcbue

for Xkt ciRAyel Ladlr B2GhaPRaIL a0 BY dUBSE! LERUISH ol aise!

of the computing sys ing t oCat on evi ce
capabl e di$play aypidalyg psmmdedi wo et useradfi thy aosn;b&ta@bystgnﬁrfmrqﬂﬁ&shpfthuota

avai lable from Sling Media of , Foster, Gt rni whi ch xecut S ona
convent ISRMIE plocatARs (R Aesice &ppRRIGGAT cHIF?X}d 7 ouisth SUEEEmATRE e

vel . Angl; n%%bjéctér olvPesvAalapr Homt Shﬂi@zMéﬂ'ig %ﬁc&?“c&l%?'manma{ em
100 are not” Iimted to placeshifting deVices; any other clients 102 and

server s exgduiehamn areonyenadna mrscmlnmmpaitelrngltbcnuginmrkpmﬂDwtsomlddd@e

equi val entI a 002 l.n ot nt s ver 104 s

provi deaettfisIiTh <8 adfny e fybeS b Eherd 108 BN Buord ThH ond &Y sl g,

net wor k akéGhotiliiaited ito placshidiiag Hevivestodipbatdrr qlientesoDand kerverkeoq4Ahanot ed

above, the present features ,are not limted tgbpl aceshi f{y ng .applications,
ra

and ey 38 capdlewf comapynicating ARNsRaPTIs B0 be egrivatantlranpdisth cat i on
oper at i ng, ¢4 ﬁ{ WS %ﬂﬁ%od{rﬁ%] ]sé\l%i“%ﬁ] éﬁ%lgspr%%ﬁeg'ﬁf a%'n I {98 B8Eed

comruni cat1 ons network capa transmitiing nessages én sen ers
(e.g., szerd/er altgf4))t]amds01€tcef \mfcmn(aeiog pnchewvwirk10Q), . mlchldlaglmponses to

enbodi ne&{[tgbas%equvewi‘lres or Jfﬁe T(Cl E&S notgg }c{\bovem%ﬁg p%se%%l ?elaltﬁre%rare not limited to

placeshifting applications, and may be used with any conventional server 104 device

or application operating on network 110.

[o025] Network 110 is any digital or other communications network capable of
transmitting messages between senders (e.g., server 104) and receivers (e.g., client
102). In various embodiments, network 110 includes any number of public or
private data connections, links or networks supporting any number of
communications protocols. Network 110 may include the Internet, for example, or
any other network based upon TCP/IP or other conventional protocols. In various
embodiments, network 110 also incorporates a wireless and/or wired telephone
network, such as a cellular communications network for communicating with
mobile phones, personal digital assistants, and/or the like. Network 110 may also
incorporate any sort of wireless or wired local area networks, such as one or more
IEEE 802.3 and/or IEEE 802.11 networks.

[0026] As noted above, direct connections between client 102 and server 104 may

not always be available due to the presence of one or more firewalls 106. Firewall
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private data connections, |links or networks supporting any nunber of

communi cations protocols. Network 110 may include the Internet, for

exanpl e, W0 2arw12etsher net wor k based upon TCP/ | P or ot hePCtarse@nio2wazl
protocols. In various enbodi ments, network 110 aI SO incor por ates a wirel ess

and/or red tel ne n rk ch net

for co regf?%%?ﬁw%ﬁQmsr%wiﬁ%esoﬁ‘wsf%%ﬁ@ NS A R i
the |i keoftMetraahkt ibhisedey r@bigirt lc@ﬁﬁé(ﬂﬁf@l@eté\ﬁé}én@ﬂierﬁﬁo‘ﬁl a1’ £servef 104! ed

| ocal area networks ch as one oy npre_ | EEE 802. 3 and/or | EEE 802. 11

net wor ksEIr¢w) }OW%Bédnaﬂém@nt%l neing dedipated; hprdwigse iR some nsiancesp and
server 0 re
Fir sl 1 OGERE BOOUR RS AR08 hey BUSHAcRR GIANGR ALPAL ofDLF
conbi natseoveroﬁn&,émdmhetﬁ sysilermof romiee ddmdtols s(elgs,edcctess r@sntrolclustsdmﬁcst)) ons

bet li ent .. d a 104. Fi | t ed
et et it B 1EPG. GREn " BRENEN i Stk el RABire R pi AnRted Rith TR TG0
firewal IgutRGsnRyoler uded E‘éﬂde"éﬂnt ltha@rB&we@ﬁwh&n@forS@W@ruam%ara
client systens, router controls . g., access control lists (ACLs)) and/or

the |i kecably, fiber optit; digitel $ubS§rlbfshbn9 (RSLeandf@ other prevddecannastignagas
router, as a router used to provide an interface between a hone or
office L and a cable, fiber optic, digital subscriber line (DSL) and/or
ot her prl@ozigl Wienne €irewall 1806 atesihee deathfd prgveibediract eormwetiond Getweernt her
feature prevents direct connegtions between cl.i entasmhsglz and servers 104,

then ot lent 1 pad 68TVEBT 14 LR OLeT GRS foTo U CORPEEHOPE Ay
medi at i gy g8EMRed 12, A %e&m@mls%rv&aﬁzb%y%ﬁgnfp@e SHRR u§9&'ﬁ8c§dgﬁb§t usi ng
user datagram protocol (UDP) or the Iike. Medi ation server 112 therefore
serves awnaesions vsinggee kdetqgram pratheole(UDRY orthabke sMedidtingi seyver 112

Cynohr orhBToHarSERuos Sbetvisth of | enerbiebrschosp S B Eb SR incioget ng

wi th t heeongsttiohs destvemn thént [6928]d Isermml)o4, rgpl e antbdsi G1es syni@ o atzig
server 112 |s able to estahlish UDP or other connectionl ess sessions with

bot h cl idgheils betveaea Gient apdsenvers welt ps ¢pmmupicaligg st o Of sysiend a
server 104 that is already in communication with the nediation server, the
two parties to the proposed session can often sinply exchange

[0028] In many implementations, mediation server 112 is able to establish UDP or

other connectionless sessions with both client 102 and server 104. As a client 102
requests connection to a server 104 that is already in communication with the
mediation server, the two parties to the proposed session can often simply exchange
UDP (or other) parameters and continue communicating. This technique is often
referred to as “UDP hole punching”, and is often based upon conventional network
address translation (NAT) techniques. Such techniques are often unsuccessful,
however, particularly when the client 102 and server 104 are separated by a
relatively sophisticated firewall 106 (e.g., a firewall associated with many corporate
networks) that may recognize that the party originally involved in establishing the
UDP session (e.g., the mediation server 112) is no longer the party involved in
communications after the client 102 assumes the parameters previously used with
server 112. Moreover, UDP or similar sessions may involve some manual
configuration by the user, which can be inconvenient and often difficult, particularly
to relatively unsophisticated users. When neither direct connection nor UDP-type

proxy service is available to the user, it would be desirable to provide an additional
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UDP (or other) paranmeters and conti nue communi cating. This technique is
often referred to as "UDP hol e punching”, and is often based upon

convent i omal2orezmsnk address transl ati on (NAT) techni quesT/USae/oe®ehni ques
are often unsuccessful, however, particularly when the client 102 and

2t renriBEGoT TRREL Hlab hsBe B, Sfas THE BN R o) RhlsabORibE Tiae
t he partgeredri@ignal |y involved in establishing the UDP session (e.g., the

medi ati on server 112) i s no |onger the party inyolved in conmunications
after tHOQz9EXarians embodipentsyidepefprerprende grislavotrsigmida dhat lshcai@bi%r
112. Mor : L | | O Lival

cont i gurnt gaPlsHih, SepHlafd B ARTI AR LIMA Y6 ARIMRERSEr gogand,
parti culratdyyng onforhmtione bgtweesoplieé tivioc admkaioassto Vibeebpeirehier adbridged

ti . UDP- t ' ' i to t i t ld b
ost r abl OmpEcion Defreddihl, e C R wid selef 4R eyl ends refitervinin 882 ¢ °°
al | ows thigrably BiRtudedZeCorCRthd RGP EEvAkd 1o & BHatQhre %Qﬁabl[e(zﬁ%gﬂab}){?hiﬂg]g@ld

enbodi ments therefore provide a relay system 116 that is capable o
est abl | gHoAgpsEhHICaYAIAnemEMecHABs Retweamanye hpeher pf zlignts 1dfeard seErs 04

and rel ayi ngri ti n IO t V. G a
br dged g nab T ADORRRRERT calf Fel, SEREP dob IRy SRR i 5Le
rel ay symbéulelife shat ablokes nalyudembmreoforelapriastaacey 13grthat proést feddy ar e

capabl e of .establi shi ng and ro(&essi n &he vari gus connectjons bet #ﬁfn any
number GESUPNE R LSRRG A 18erIveT JeRepts fOF cRestienentbarifaibed meke flhe| ay

server. ]t?é?odv.n@eﬂ‘é%ﬁﬁlaﬁagél ﬁbdﬁ%‘?&eﬁla%‘ﬂéﬂ Ritdraet Widia QAMBKES 12"6‘¥ndi')‘6¥b£{ of
relay instances 124 that process relay sessions in response to received

r equest sadmimigivatirecinterface 228 de sonitsd dicoessdof tiel xelaye fiowtioRe taympderaget
nodul e gbzzs My aieso |(r} %rtagt evm'tﬁl? a daﬁ aba eil 6 and/ or an adm nistrative
interface 128 0 Contd/dr 4 %]%s% bR/ %?rfe hction, to inplenent

busi nesqgose}In aadioas énbbaingertshésaddalaringisiigemareslso [BO3Rbvidedvey i ous
enbodi nents, |oad bal ancing 118 nag al so be pr?dee to_ allocate rela
server s APgatenkplay SYVBEY 12@ 88d/ el stherfriespwices pificientdy apdigflestiyelyy obep

bal anci ' [ [ ' f r / or
ot t war S EAETHE R R, SIPIAINR RnB b CRARLARIAN oP heh BN ERAR s
on ser vesodtwi?0, regengespind daw tei bageidonpod mwtiverkt sraffie, pratessorskmaderan 104,

and/ or an e e e e .
Setvers 120, geographic distribution of clients 102 and/or servers 104, and/or any

other factors as appropriate.

[0031] In various embodiments, each relay server 120 is implemented using
conventional computer server hardware and software. Each relay server 120 may be
implemented, for example, with a server computer system that is based upon any
processor, architecture and/or operating system. In various embodiments, each
relay server 120 is an actual or virtual computer system executing an operating
system such as any version of the LINUX, UNIX, SOLARIS, NETWARE,
WINDOWS, OS/X, AIX or other operating systems, and/or the like. The various
UNIX/LINUX operating systems typically provide a computing core that is capable
of executing a relay manager module 122 as an application, as well as any number of
daemons, processes, applications or other relay instance modules 124 as desired. In
an exemplary embodiment, relay manager module 122 is implemented using the
JAVA environment available from Sun Microsystems of Sunnyvale, California, with
the relay instance modules 124 implemented with conventional C, C++ or other

programming. Other embodiments may implement the various components of
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other factors as appropriate. [0031] In various enbodi nents, each relay
server 120 is inplenented using conventional conputer server hardware and
sof t war e.wBaeotv/neisay server 120 nay be inpl enent ed, for Pexarspdionzaw: h a
server computer systemthat is based upon any processor, architecture

and/ or operating s m_|ln rio e L e each rel ay server 120 is

oot uapSlst |, s URRED an! ARG PP IBNRET TS BBST eilthel JalEndfln o
any ver sdegglopmérdieorldxdeiifionthviroioeAld, nd NritheRke. W NDON5, OGS/ X, Al X or

ot her operating systens, and/aor the |like. The various UNL X/ LI NUX operating

syst ens Q932 b0 Whpexsmplary, cadipshinienl WOER & mequess fongartlay 6pPNBYENR ihg a
rel ay Ry 2 ¢ i '

Gaemmons TEASEd FRAH uinediaridd SvARRL! Qi B2 FFHUEE LediRsafil pTRRle Blay
desi r ed.mhnagar exslylé arze altboatesencomieg gyonramagdersrmoulserve?2126 to the

I npl ement ed usi ng the JAVAenvironnent avail able from Suyn M crosyst of
SunnyvalORTEEToY o 2O h RGBT )5 EHEE A6 dOrEEr s e AP R Eier o i ¢
convent ijggahcEredetvesthe As§i8he® pOBI BAMbEEL: arfd Walts @ HolE Bhe clid@it loFrdiRMent

t he various conponents of system 116 using any other progranm ng | anguages,

scri pti m§ryeinguabese coripetedpihentelar server 4ep da redvestoonaeedonsndRequeskse

li ke. ' - f |
connect i o iohicb K ReEtor REEGRE FERbved HE By tehD M phd BhyFleS) B phe
r equest iapprpprihte, pdite by ddbad/ balananeyr feandes @18 22 thé like.atdthoughawnngciiond

nunbers on server .,120.to t ction d i nvokes .a new rel .nst ance
124 to @%E@@éﬁaﬁ@%ﬁ%%@gﬁ%}ﬁ% qrﬁélmaﬁ%r PRALEFIE SN VREIONS SIIRMSHH
nunber s {RRGWREESort 4! o@hﬁtédhlﬁ‘y elidNtool 990 38ded &b) Qfsiﬁé)"ﬂ’cb%t&b'ﬁ art ed

the relay server 120 to request ‘connections. Requests fromclient 102 and
server 0d intemversing aey faewsils temthatemaydefintenaeniog. tRBecanse amst bipewalle

ports by |.oad b ngi features 118 or.the |4ke. t hou C ecti ons may
e cot attoiocll pO o Tep St Eind e SridiPlis, (s Gaftbll PO PSR e
embodi mestich doa@eednieetn boser eff@itiveiinaiseblBling e@ninukicatiuisd theowei tHd4

using TCP protocols to aid in traversing any firewalls 106 that nmay be
i nterveﬂ'le}?g’.se%d@@e nost firewalls 106 do not bl ock TCP connections that

s B L C DT
relay instance 124 suitably relays data received on each connection to the other
connection to create a virtual channel between client 102 and server 104. This
virtual connection may be maintained or terminated at any time, based upon any
criteria. In various embodiments, relay instance 125 tracks the elapsed time since
the connection began and/or the amount of data processed thoughout the course of
the connection. This information may be shared with relay manager 122 to
terminate the connection after a pre-determined period of time or a pre-determined
amount of traffic has been processed. Time and bandwidth consumption may be
further stored in database 126 to allow further authentication, authorization and/or
the like.

[0034] Communications from the server 104 with relay system 116 may be initiated
in any manner. In various embodiments, server 104 maintains a relatively constant
connection with a messaging server 114 at a uniform resource locator (URL) or
other network address that can be readily contacted from behind firewall 106.
Messaging server 114 may simply be a TCP server, for example, that is automatically
accessed when server 104 starts up. In such cases, server 104 contacts the

messaging server 114 on startup (or on some other temporal basis), establishes a
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[ 0033] After establishing separate connections with client 102 and server
104, relay instance 124 suitably relays data received on each connection to
t he ot herwoanrevisen to create a virtual channel betweeRCEIUSer/01D82 and
server 104. This virtual connection may be maintained or term nated at any

time, b upon.jany crit.eria, Ly vari odi.ment.s,. rel . nst ange 125
tracks creb of SRR Yorfleclih, Bnd pen Bk SN BB B0 A L L EiscsPiericlt bR 5

dat a pr depsifle dtipghalaitivdli éow Bamnsleviath tepcalbredtitanes THhitsark oot oRthen nmay
be shared with relay_manager 122 to term nate the conpection after ah%

pr e- det kG AQteoli oBY obrerestablashing ﬁﬁ]@ eRMECcHORe ol hAtSeaTer 294 fioc thias

b ; q . : . _ ;
dat abas e EoREnE S, Ak a SRR InBARIHOR thALale B M S inSirb "
li ke. [G03thuCsdmioithe acivensodly event thougbrtheseh@s imbehinded fiyewalttem This may

be initi.ated i . ln.vari dj, ment 04 nmai nt ai
Pol ati vabpecae Bty dBRAEE s in HrwalTs A8 25 RISk wEp g ReR Contgkie s o
resour cehhpasd efiglrdéd Vﬁfhiﬁtth@rtr@ﬁw%ghc@dﬂﬁl%%ismm 3imcBbmin€adiH Yand
contacted frombehind firewall 106. ssa]gl ng server I14 may Sinply be a

TCP ser vher)f gmnegtans.e Aftesstabdishing aekCR &r [ofhek eerestionhEams e /89rvens
tart . , . t . i . 4
Start up P4 COmREERe R, 1O onf WG @il AR TRAR SRS O

connect iiaptruetich thsarvemens s éutablisdr a agparare cofinestion midcthearlayeserter képt
w.bandwi dt h, "kee ive' features that are.part of

alive usjng relatively |lo : :
the TCPS'JIHP. t osefonda, GRBCEUPALI FaR nBet hs%hjﬁw | of {1 SRAtAD SBRVBINE04 to
the messpgp ngr sR1e¢Sroldedl) Sorhfiffiedtidis R 8tk MR Rbe BALIRA BISAFkwAL Send

instructions or redquests to the server 104, even t'hough the server is
behi nd alobi r'Ehail is, MEGsagR$ @ Ve ecraubansmglyan costenciianseveri thef preessasting 106

will alleow ou inog,.T connect i s that anre ori.gi.nated within the. trusted
ehace wisHHoRf 38h dikls RRRARTIAT MRS ARraR Y S SUO RS Tty Sortah o hid
est abl i shiigcitod Gyoopdidly trehnkeinformbitiomabbat sied vieentldd bo offRe G/

server 114, that pre-existing connectiqn can be used to transmt an .,
i nst r ucttNahis wayestieg theeonnscionapithawgh this pafosmatiopires: nerbswreserhil r el ay

serr, MPmPBImReoIRAPIGELAD cob by satablybetins anm sty g1 1o
firewal Iormﬁel_* dtnatection wieh $heeelagsenrer that canbée nsebtn trapsmitndatadotclient over
the pr €5 3% U8&%ribed more fully below.

[0035] As noted above, the relay server 116 can establish connections with both the
client 102 and the server 104 so that data can be relayed from one connection to
another. While the relaying of data does place additional processing loads upon
server 116, this does create a very convenient and effective mechanism for
establishing connections between the client and server.

[0036] Turning now to FIG. 2, an exemplary process 200 for establishing a
connection between a client 102 and a server 104 over network 110 is shown. In this
example, client 102 initially attempts to establish a direct connection 202 with the
server 104, but this connection 202 is blocked by firewall 106.

[0037] Following an unsuccessful attempt to create a direct connection, client 102
attempts to create a mediated connection 205 using mediation server 112. In this
scenario, client 102 sends message 204 to mediation server 112 to request a UDP (or
other) session 210 with the mediation server 112. Server 104 similarly transmits a
request 206 to establish a UDP session 208 with the mediation server 112; this

request 206 from server 104 may be sent at any time, including at times prior to
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channel that directs server 104 to separately contact the relay server.
This instruction nmay optionally include information about the client 102 or
ot her parw9 20tva20488 r equesti ng the connecti on, althoughPChits2émfee0ant i on
need not be present in all enbodi nents. Wen instructed to do so, server

that *carfgat 462 3Ry FRsdhal Snd L B og A St} Mabe WK T
bel ow. [R6ah]118Sviblhesksagoves upoa dtetap, fgrekampld tsocdiat @SUBPI des$ion 208

connections wiith both the cljient 102 and the server 104 so th:ﬁ%dai,a can be
rel ayed if pEieRdy availbte sdiencliest ana rravestyarqess theerver a94ng\ftsr hosh £ligaks

pl ace adgdj.t.l | ] . | 0 e very
Bonven; en? ARG S BE 20 B Do B B ot B R e BT e e
client gmoxyaenaseforwptd38)P Tar oihey) ndormatiéh Gss@iatad vexle ohémr 10 ptoserser 200

for establishing.a connection be en a glient 102, and a server 104 over
et wor k 1ofo 1 $iGREnn 8 e, i die”ciriinfod 3 artied FG Shbetirel o

est abl i sfyndmehi@ed tlsaeaREt ugmé&% sWatdd UTSP %Yﬁlhtiéﬁ”froﬁuﬂqetﬁ%&r%@ﬂi&ﬁ i on
202 is bl ocked by firewall 0037] Foll ow ng an unsuccessful attenpt to

create sdindieated birressions 218l anthe13on HG enpis nejedrabare, hovrersrameany
connect |fﬁ%w%ﬁ§ég§wgnnrggglna | QRSN EE G 2. In this scenario, client 102

sends nessage i'on server 2 to request a UDP (or other)

sessi on [2id3 8] Agaihhecakidigathaoseser ey Hd?preseousty edtablished hafCH orratherm ts a
request 2g6 to establish a,lilDP session 208 with, the nediati on server 112;
this redGHableogneriion 244 vafh aduesrage servet Ald dhisPte-eXIREng CARNSRIaTy2 Lt

ti mes prda@rhé @Gkd aBlestAistCAdely FRRRRGEn2REm SEFERM0A0M FaYy akhrBhkcal |y
contact nediation server 112 wth nessage 206 upon startup, for exanple, so

that a UMhesespiaxy-{308 cosnattiemis/uasuicksshile message bérwar 11D uitdfyalirectsaiccess
to server._104. ter bhoth clhent .102 and server 104 are,.co ni cati with
L oot o4 slgeSglsh As) 14yt SR dnrertoRafur S Rt a8,

i nf or matwahiledgIsR e gli®ds mdsBag@d beEtas Peihd Serfefryer mkddageadigiver g tes&aer | N

hopes that the client 102 and server 104 can directly comunicate
t her eaf 164, (BisHgessage HEr @ bpmitiatest HaTePOnse dena FRaUsFlozio segelvad fram

i T s R

server hequesi216rievinesssigyg sesveathil i $haedstaudGRemerairherg to contact relay server
116. In other embodiments, request 216 is transmitted by the client 102 to initiate
instruction message 218. In either event, the pre-existing connection 214
established from server 104 to message server 114 is used to direct the server 104 to
contact relay system 116 as appropriate. When directed to do so, server 104 sends
request 220 to the relay server 116. This request 220 is appropriately processed at
system 116 to create connection 226 using TCP, UDP, and/or any other appropriate
protocol.
[0039] Connections between relay system 116 and client 102 may be established in
any manner. In the exemplary embodiment shown in FIG. 2, either client 102 or
mediation server 112 initiates a request 222 that results in connection 224 between
relay server 116 and client 102. Request 222 may be initiated in response to an
instruction from mediation server 112 to client 102 when a proxy connection is
unsuccessful. Other embodiments, however, may initiate request 222 in any other
manner. Again, if client 102 initiates the connection using TCP, then the ensuing

connection 224 is very likely to pass through any intervening firewalls 106 without
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reliable connection 214 with a nessage server 114, this pre-existing
connection 214 can be used to establish a relay connection fromserver 104
to rel ay woerzoav12486. \When a proxy-type connection i s un®atasgeimk9ocnEssage
server 114 suitably directs server 104 (via nmessage 218) to initiate a

2" her ng Rret iy BB R er, Doy BebaDr fr SORIERRRHS 2

be i nitigpedplidte. esponse to a request 216 received fromany nunber of
sources._In various enbodi nents, nediation server 112 sends reqi)gst 216 to
message [994@100¢e copneghions pa4 and 236,358 AN hace; sheippelaving of| daja Hepwesn 116.

I'n ot her.;eabegs %ﬁts%rvérel%ﬁgéinzﬁéo-@e{a& ab H@ﬁcér?ﬂé(f VYol Ehé lrélﬁz fcg;}ﬁﬁc&{(ﬁl

initiate instruction nessage neit event, the pre-e
connect iza8. Ihda phcashiftie dpplicaticae foeexdifple, stnerssng enabiacan belgravededsed to

direct the server 104 to nt act ,rel .system 116 as .a opri at e. en
G oot ecPVED TEoRRectdd: 535 THoh"E el RE R S0 10h oHE PLVEY QhrvmEd 6,
Thi's reqiigpdr ARMtI1928PPh BREh ¥nehodiReREE S6 athyobe WSkl kdQirhR theant eate,
connection 226 usi nglgl'CP, UDP, and/or any other appropriate protocol.

[0039] dsneduiarsselutinaeor peheayenspdingrpangneiess of ithatmedia stggamluring

est abl i ' ner i .sho i . 2

i ther drEnpangBtes B R ordbELb dE0GEFeRhGirks RERGE LIRGGOURY obeeSing

resul t s dapabibitpeatseoverg 240 b &hiwkmit eddy bedmyeised b, fordexahiptatind@dctiBleguest

222 may be injtiated in rjgiggnse tQ an instr%ction from nedi ati op server
u

112 to dFARSTRItEd (QuSERER 1 AlOTBoFFVAE SEDIFT | WOy HE FRIOBRRT purcey e rdesired.

enbodi Mk SnafayeNshwai@¥r iothér sbrucBBHESh séirer! 1bLMayUdiflzul®RAesdinggai N,
if client 102 initiates the connection using TCP, then the ensuing

connect istreapragios orken/feniikes gs desiped whehewarghcamection és vadierthréugheneddy s 106
wi t hout sj gni fj.cant _i.ssue,. her enbodi nents. .however use U . ot her
o ot acor P LBa el Biher ke S ARRCTRIRone NGRS Bbuta Y, chiSferaplat¥ irp) DoL
t hen relaiditign 66 pthebshifitigveen client 102 and server 104 can proceed as

descri bed abaove over the relay connection 228. In a placeshifting.
appl i catliod1k burnang e, tos FlGard, ndp rxemplan nthpd 039 @ der osssablishiggiiect i on

222 1] ochoibaor s g cehies, 354 0he Bl Qv TR mPt ey o
rate, redategtiving vequesteer2eneadifngmpdiantetosr andfsetver 1eyi @speativaly, durd ng
relay server 120 (function 310); establishing the two connections 224, 226 between
client 102 and server 104 (function 314); and relaying data between the two
connections 224, 226 at the relay server 120 (function 316) to establish the relay
connection 228. Other embodiments may provide additional features as well, such
as approving the relay connection (function 312), discontinuing the relay connection
after time or bandwidth limits are exceeded (function 318), and/or the like.
[0042] As noted above, relay connections do consume resources on server 120, SO
it may be desirable in many embodiments to encourage clients 102 to attempt direct
connections (functions 302 and 304) and/or mediated connections (functions 306
and 308) prior to attempting a relay connection. In the event that direct and/or
mediated connections are unsuccessful, then the relay connection may be
attempted. Any number of rules or procedures could be implemented to govern if
and when the relay feature is available to any particular user, client 102 and/or
server 104. In the exemplary embodiment shown in FIG. 3, relay connections using
server 120 are attempted after a direct connection (function 302) and a mediated

(e.g., UDP) connection (function 306) have both been unsuccessful (functions 304,
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relay transm ssion in order to reduce concerns about bandw dth and
processing capability on servers 120. This |limt could be inposed by, for
exanpl e, wobruebisans transnmtted to server 104 from relPay/Gseswmeo0dd 6 or
anot her source, as desired. Alternately, firmvare or other instructions in

server 104,-may.configuy.e encadi n strean ng or sother features a esjired
Phemev oS HEN B RS B oW H G S Th BBl e0 e J R bR fH
f eat ur esoamgtoniml caltgrin&idiens relay cndeti 61 Wissp iiviseinbwna@di whe it @an be

pl aceshifting. [0041] Turping now to FIG, 3, an exenplary. nethod 300 for
est abl i Swnfgently Assemedd fhak vdispctaor rradintedoconegtian swil be qwcgﬁﬁsgam y

i ncl ud d I Mj : | - 102 d
server  Toirh eaiBBcRl Soled IR i PRIUES] S Fiettbrli b et an
est abl i stticlignt he2,tamdl/oomeydid enfer@24ysiz@ bubiaesenies stoeed ind2Aabask s eer 104

(functi ﬁ{é); and rel ayi ng data between the two connections 224, 226 at
the rel %i}e ver 120 (function 316) to establish the relay connection 228.

Qther e L SPAS Sndted aBovél delagdsérivePnab tRAkeY €ke aSlayebbnn&ifoh 388 in
approving the relay connection (function 312), disconfinuing the relay

connect T6APQHSEA0 GANRECHPN FRAARGLHLRO) RRR received fronr serwer Lo4nad; dieng 199,

d/ t ' '
Fesour c R B o f 100 e BT Rub Rt el AP RRERICON BRARRR B0
encour agdentifiedby theZelay miahagat ndidude t 22 down an tapprsprifitensdriah sf 3id2e.alfl 304)

and/ or nedi ated conngections (fungtions 306 and 308) .prior to.attenpting a

6 308)
rel ay cdifABEYP GRO A 23 AEK EREIVERAT Qi PLEE eXRUABPT 9 AP ARPIORTAYIRCOHS ar e
unsuccessiidd (d1e6n the of &Y sEAAPSicdofls BRY¥0REhéh E?(?E%%%ﬁé cORYinQETPE MO

rul es or procedures could be inplenented to gover when the rel ay

f eat ur e tiequestais| otized dremyeipaert o both ofidbe client ane @ogersaiio4, dwmnvde 104.
In the ecxerrgl ar% gn?odbg}g[re]t showmn in FIG 3, relay connections using server
120 are QY ﬁ%? APt 81 rect connection (function 302) and a nedi at ed

(e.g., Uddg4P0sesédtions(daunbé iappre@t) ohavected: ficdoedingus aeg eaithble rules
(functions 304, 398). O her enbt%gi ments may al l ow users to g‘fnuall force a
rel ay cdAHREQOM1I2dr 145 abRISHaEPeYE| WOy nnumies 9f r busipessodgiasi saulthde it is

known ( q&rﬁﬁ%ﬁ]@rﬂ&%i fARREL P&}hﬁ'@&ﬁ%ﬁ&%&*ﬁe@a L83kr.asdln ‘f"ﬁ%s Rha @ded

connecti o e unsuccesstu features may be coded into a nedia
pl ayer dimitrgethecfenane tapariicdar osersxpatidutay serversj and/ ot Qrtiemlds oliemsy be

enf or cec}nuss[hp gt}Pelf‘Seimngg(%rﬂelﬂtgsusseg“g r((()31SZI seirr\}elgs?to%bcﬁsegtsjj 2(1%11?({ be restricted in the
number of relay services that are allowed. Such a restriction could be an aggregate
number (e.g., for the lifetime of the client or server), or could re-set after any
appropriate period of time (e.g., ten relay connections per month).
[0045] Users may be identified with a userid/password, digital signature,
biometric identification, or any other digital credential. Clients 102 and servers 104
may be similarly identified by any sort of digital credential, including any sort of
digital signature or other identifier (e.g., a serial number, MAC address, and/or the
like). Such information may be contained in requests 220 and/or 222, and may be
compared against information stored in database 126 or elsewhere as desired.
Approval can be processed by the relay manager module 122 in many embodiments,
although other embodiments may process approval using the relay instance 124, an
administrative feature 128, and/or any other feature as desired.
[0046] If approval is granted, then the connections 224 and 226 are established
from the relay server 120 (function 314) and relaying of data between the client 102

and server 104 can commence over the relay connection 228 (function 316). In
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the Iike. [0043] As noted above, relay server 120 creates the rel ay
connection 228 in response to connection requests 220, 222 received from
server 1OWoand/iehisent 102, respectively. In an exenpl ar pCardsedioneans? a
relay instance 124 nonitors ports identified by the relay manager nodul e

122 for an. appropri.at ey of ;ti.ne. 1f reguests 0.and 222 are received
or tor 1 o PG BRI Bl Sl S i dhab ST Aot 15 e F8y Mifabfi
order ofiogeer bé used o6 discontinng cohheetiqi 008w coalin® b lappespridte rides enest

is received frgmeither or both qof the cl |g,nt 102 or _server 104, then the

connect iS9ME &MREliBIsHES 68 mppdeafledirrle doi eissoranus allappnsrsigns r(or gkt ed
accordi @g@gﬁﬁﬁg%%%ﬂeﬁ WHIE SRRk Oferntd2kervets N SeRHONRer HMYrBUMTDET

of busi cou be |n}gl enent ed tolﬁ%’mt or restrict access to the
rel ay setetemmin@dgteriad eStinmy(elgicthidy mimites ng sohdtli@ghuodher engaodiimenksar

embod mafes uSlies 56 Radey BT b BRF avefeGmaesamatiidatafinbion
nunber qfroc@dsed @&.Vik&eisdRtednforth! @neshy Juledt daluP t(fkredtion 368 drike an
aggr egat e nunber lée.g., for ‘the lifetine of the client or server), or could
re-set dfardeulapyralppragpst inaramstars otmplemanied (willy vary eljone |egbedinteadt tons

: . denti ki \ )  digital
S anat ar o BREE: o SHEIERAt Bl thg el teiinfed b AhETRRNT G P 1 @
dients d:izbased 26eis\desivred04 may be sinilarly identified by any sort of
Lol ol SLSten Lol oL Ichislag, s Sork ol SIS S BrELuLe, o Shicr,
i nf or matdo@n of BYrd¥eare 08 RvARIah dY Jr e AR l%g‘i'b AP Syt 150D M@Ko8800

conpar ed agai nst information stored in database 126" or el sewhere as’
desi r ed. mapprevaitiehoube fpr esamptsl by a melay eseayenmanagdilGrodubperbingi in many

enbodi nent s | t hough ot her. enbodinent s, na [ QCessS roval usi.ng e
Colay | robimdlopH b e PERRCITDR T/ B $5527 1RRRE VB eP B RO F et ur o
as desireadlsd QB6GE fulncephs oyed, 3649R861 eb8 rbRkinghe oingsin®hretRdarmahd 226
are established from¢the rel ay s&gyer 120 (function 314) and rel ayi ng of
dat a betWgdigtechgorpeainsi g aesgribedyahovegs Tnapracsispe Hagseolgaruneh anag| g/

Cornect | AREI R AUILP1RS frd LY BURCERPLTEOLS cfoht EGuIAD, 1

connect ianb@bthentsotlth mgrivus apgsopf im¢thoduges . arencarried out in response to
software or firmware instructions stored in a memory, or on a disk drive and/or
other storage associated with relay server 120 and/or client 102. Such instructions
may be executed by any processor and/or other processing features within server
120, client 102 and/or the like. The particular means used to implement each of the
various functions shown in FIG. 3, then, could be any sort of processing hardware
(such as server 120, client 102 and/or server 104 of FIG. 1) executing conventional
software logic in any format.
[0047] As described herein, then, new systems and techniques for establishing
connections between clients and servers over a digital network have been described.
Various techniques described herein allow clients and servers to separately establish
TCP or other connections with a relay server that effectively relays data between the
two connections to establish a virtual point-to-point link between the client and
server. By allowing each of the client and the server to initiate connections with a
common relay service, firewalls that would otherwise prevent direct connections

between the client and server can be traversed, thereby allowing data transfer or

other communications between the client and server without compromising the
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sone enbodi nents, it nmay be desirable to discontinue all connections (or
just connections associated with particular clients, servers or users)
after a pwoeodemnessni ned period of tine (e.g., thirty m ROTAS2@0/03W62

al t hough ot her enbodi nents nay use longer or shorter times) or after a

-d . b d Q. s
o SRR ARG 8 DR B SRED 6k o el Shitnear et es
and par ajteia@hisgi mpdRnEpplechtionk | by alywingom gasetifiaptserecreddaed 1@ Rtreadny
nunber of rules coulggglﬁ npl ement ed using, the rules englne of database 126

as desi readiagaigiafher fﬁé%ﬁxw% Whl%l%%morﬁgayath%ewvm FRsan 3 thermedi
carried a

et i o e MigRy BB R Al SpORE R ool phRE AR feabirel B SpnsiB BT
server Jemys(tﬁsla@ file-baysed geackgt- bmse:chn] athet data 1wa11y fanylaappr opriate client
102 and/r s r 104“as r opri at hows tio ns 302, 304,
306, - 304 GRSl 1 i sERaRIRTGS aRPE Bereifido et SP R oG ArUBP ot aRe o
descri bgHuaPN6n that Iﬁéﬁﬁh{z@ﬁn hbﬁﬁﬁrfo@altafmemllpﬁnﬁ&rnﬁérﬁ%@ﬁfdebyrﬂséd ent
102 or server 104 rather than by relay server 120. In various enbodi nents,

t he var ihanginsasegpremeplapeisHod eoessaridy tabe ceastoued anprafeped 98 adyarsigBeors e or

f h
<t or age eLaher ihSnEhALRRS YAUIERRKal SoBPIdy RanBodiieR Qe bedtt Mo
i nstr uctpresentsdyn ke éomgumgoﬂd:nml@dmemqﬁmw stendd e aptpretiatpdobeas aivagt

features wihin_.server 0, client 102 agnd/or,the é 5 The artICLHéH
means uSEUNPE PhaflerRHe Rl pAwyalen EV%F‘PBH% eKiphc Rt eﬁ%@WfP PEgsgnt

then, cop@inP§r Rt f’rﬂfefndﬁﬁ 0" BEES Sh dedli¥, RabIee, ho@%oﬁﬁgdr%o%%‘f tied | ent
102 and/or server 104 of FIG 1) executlng onventi’onal tware logic in

any for maventi@ourinywagedorthpedntrergivarions ehangf@mla)ybe mmieancthe éenciiques

for establjshing caon th ons _betwee erv ver a digita

net wor k 11l BB BEATRRLEF (e QRen GG 0B] b AP REe FhRuBE b aP I,
C|ients(ﬂﬂdﬁ&ﬁﬂyﬂﬂﬁrkgabﬁpﬁﬁﬁéﬂ@y establlsh TCP or other connections with a
relay server that effectively relays data between the two connections to
establish a virtual point-to-point |ink between the client and server. By
al l owi ng each of the client and the server to initiate connections with a
common relay service, firewalls that would otherw se prevent direct
connections
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between the client and server can be traversed, thereby allow ng data
transfer or other conmunications between the client and server w thout
conpr om swogotdiessaurity of the network. This service cearash@oos®e2t o
support placeshifting or other stream ng nedia applications by allow ng a
pl aceshifting server device to stre ia data to the relay server, which
inturn relays the received streamt nmedi a pl ayer client. Equival ent
enbodi mewhat adkhithdgdr ®@vi de simlar features for transfer of any stream
file-based, packet-based or other data in any format. [0048] The term
"exenplary" is used herein to represent one exanple, instance or

il i h - ' i
eustration Lhat ayelianeoReiaBHIRRE ©malih iRAhhy AhdTBhakeh P

descri bed herein as exenp y 1S not “necessarl ru

pr ef er r adedia @Hayaraahe pleseshifingdedre ihgil areeatlatommsunivitiihge vieey setatork,
exenpl ar% e didrrents.hav.e been presented in the foregoing detailed
descri ptPEMEPPALABITY e appreci ated that a vast nunber of alternate but

equi val ent vari at i @Bsiving, B a ?élQY sBi8/ef X2 RS e FeqRicSS St AR RNt IR Medft
intended to limt the scope, applicability, or configuration of the

i nvent i alayer andya spepndrequess asseriatgd yyitly Hia placestnlingedeviesy be made in the
funct i d f : i ' ] rgmth
Soope of the ol ai i IaSRRRoCRERANE (HEREL, BRE MariliopER" P BshhE R | 0°

1. A netfiwtl cohnesti@blbetWweary themsday setveraand gheonedid ipbaydpesine en sacorelli a
pl ayer and a placeshiftin evi ce that. are each.co nicatjng via a

net wor k,cwﬁsctﬁ%@ ﬁsﬁv_ P%@ldaaf@.eweé@@\;hﬁ@?aqef/alﬂgt%ﬁgillcea r, afirst
request associ at eqepiviib e FECived byydle AMely 3eSRE AWM chEHWTSThea SRR AR €d

with the placeshifting device; in response to receiving the first and
second rseqoredtconnesticid ks hhegther jof she dinsheaidi secondt ommnectioes rtel therelesr ver

and the ha.playver and a second connecti,on betwsen t rel ay. server and
the pl achuRpHEY Fhofcs BeRBRAL oL Sty BB FEanigfe 1t 25008 o on
each of plhéshifting deniteses didretgndgeéd.ons to the other of the first and
second connections to thereby establish the nmedia stream ng connection

bet ween the nedi a player and the placeshifting device via the relay server.

2. The method, of cpid feih Y f dind DEvHrbRl R st SN HAANETHHeLSn & hfe

transmission control protocol (TCP) connections.

3. The method of claim 1 wherein the receiving occurs in response to an
unsuccessful user datagram protocol (UDP) connection between the media player

and the placeshifting device.

4. The method of claim 1 wherein the receiving occurs in response to an
unsuccessful attempt to establish a direct connection between the media player and

the placeshifting device.

5. The method of claim 1 further comprising directing the placeshifting

device to send the second request to the relay server.
6. The method of claim 5 wherein the directing comprises directing a

message to be sent to the placeshifting device across a pre-established connection

with the placeshifting device via the network.
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transm ssion control protocol (TCP) connections. 3. The nethod of claim1l
wherein the receiving occurs in response to an unsuccessful user datagram
pr ot ocol wWwoRP)o/cosnecti on between the nedia player and Ph@/yst@omsdsiti ng

device. 4. The nethod of claim 1l wherein the receiving occurs in response

to an unsuccessful.qatte t tablpsh a dir .. CORN i.on_between it he
nmedi a pl ayer e;a‘md t'ﬁge E‘f%ﬁé@ h‘ﬁ‘??‘ﬁ@ ldgglﬁle«er. g(gp&%%%lgn@Fﬁ@aimg?m I%\enﬁ]fdwl%rt her
conpr i sigditeathhihg@bhngctidicafées pehdbterngnéuntchdselapd. t he second request to

the relay server. 6. The nmethod of claim5 wherein the directing conprises
directing a nessage to be sent to the placeshifting device across a

pre-established c | ¢t 8., £t i Vit rk. -
™ e bt hodt oy Mg DA e claf 3 RIFEGStrh i itk GRittbiRe (1, RN S
st r eani rjrexomngcbinoectidt afterma preeddierminedachonintef Aats lelsdreadelaged The net hod
of claimi further conprising discontinuing the nedia stream ng connection
after a pre-determ ned anount of data has been relayed. 9. The nethod of

claiml further cormy inséth@dapPr@¥innth fiRheRdonptisiaamhpsrovnanbi Aiedrl i or
to establishing the first and second_ connections based upon identification
i nf or matStEARsg gOnAeeidomipriorado essallishing thg firveansl aecondi dannegtiomy based t he

medi a p'lﬁ}’o‘?{ %deqﬁﬂicﬁtiﬂﬁeﬁlf(s)lfmétli"@n %'s%c‘?e?t'%af Mtggatdfe‘élsf’ One G thBhﬁla%gélﬂﬁﬂlpgff
claim 1 Turther conprising approving € nedia stream ng connection i or
t o est ahlevide, tige ledid plagér, and aseseo odtleoplaeeshifting desed upon identification
information contained in at |east one of the first and second requests. 11.
A net hod of establishing a connection via a relay server between a client

and a server {flat Bie RAHDICBIMHUMINE af ifPeth¥t %cﬁnﬁﬁéiﬁ@rﬁPpﬁ&ﬁlﬁhEoﬂledia
conprising: first attenpting to establish a connectionless session across

t he net vitrdanbagwosmectien piricario eiahlishingthe fiestsand, seconidf carmectionnibesécon| ess
session d;?on“?d%‘fﬁﬁﬁ%ﬁ%ﬁ'infé%ﬁaec%ﬂ rc]gn‘gari]r?ed: Iirll %Ec]tlee‘iis@done of the first and second

requests.

11. A method of establishing a connection via a relay server between a
client and a server that are each communicating via a network, the method
comprising:

first attempting to establish a connectionless session across the
network between the client device and the server;

if the connectionless session is unsuccessful, directing the client and
the server to contact the relay server via the network, wherein the server is directed
by a message transmitted via a pre-existing connection over the network;

in response to the client and the server subsequently contacting the
relay server, establishing a first connection between the relay server and the client
and a second connection between the relay server and the server; and

relaying data received by the relay server on each of the first and
second connections to the other of the first and second connections to thereby

establish the connection between the client and the server via the relay server.

12.  The method of claim 11 wherein the connectionless session is a user
datagram protocol (UDP) session, and wherein the first and second connections are

transmission control protocol (TCP) connections.
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the server to contact the relay server via the network, wherein the server
is directed by a nessage transmtted via a pre-existing connection over the
net wor k; wWo 20sgRossse to the client and the server subsegueruskyroovbact i ng
the relay server, establishing a first connection between the relay server

Server: and 19 ayihavaan o cORDBGRE s MR Gy bl BB e PR ¢
and secanddegilagatdmhs plaecihiting devicothdthee khéls tomnsinsesondviaannesidrans to

t her eby ﬁstabl i sh the connection between the client and the server via the
rel ay sdf@EySERPCOMPBESHBE hod of claim 11 wherein the connectionl ess session

s a user datagran pust tlaklDRNSR RNty YGHAL 8 il rstqgprypecond

connections are transm ssiorr control pro connecti ons.

syst em fthe msdmbstredrming eommeatitmnsbeteeenndyecaedec player batwdenplhcasditingp| ayer
and a placeshifting device that are each comunicating via a network, the
system C%Wbcﬁ’ é‘qu: a relay manager nodul e configured to receive a request

to establish the nedélay Shs@ack iHod@RN@kifigRinedeb esblishe iNBdEBoeaite thend
t he placeshifti g_g device; and a relay instance nodul e configured to
o

est abl | SBquesH, A dEpoeemeachonth dhe aaddia player endevserond wmngreon frth figli a

pl ayer n i t h eshi fti VECe, el ay
Gat & 1 e oalTSRSde OOt 8 el alnofeeBh RGN Sach O, BRCKRS: oL Scldhd °of
t he fir sdfonaldtisecunidheaheeof iherfirst and Becetycanteatibhs bo therebedstablsh gasm ng

connecti on between the nedia player and the placeshifti eyice. 14. The
syst em dpediagitrpaung capaeciiqn et eﬁlélttﬁ%ﬁbe %Bgﬁ’ér 8813 ﬁ%%pfa%ﬁgn’éa%g device.
transm ssion control protocol (TCP) connections. 15. The system of claim 13
further conprising a database configured to store information, and wherein
the rel ay nanager Tdsyséernsofodaiin garvelaeremn the Gvstomdiseraindosenmieetioesiare

stream n[g csonlJrgexg)ticorrl1 based ougﬁﬁﬁ@ecoi nformati on stored in the database. 16.
The syst FRSIRISOL; GAPE! RS ORPSHHAAYS on stored in the dat abase

conprises an el apsed tine that the nedia stream ng connection has been
established, and wherein the, relay nager nmodule is further cgnfigured to
di sal | ow 15.  The system of claim 13 further comprising a database configured to
store information, and wherein the relay manager module is configured to allow or
disallow the media streaming connection based upon the information stored in the

database.

16.  The system of claim 15 wherein the information stored in the database
comprises an elapsed time that the media streaming connection has been
established, and wherein the relay manager module is further configured to disallow
the media streaming connection when the elapsed time exceeds a pre-determined

value.

17.  The system of claim 15 wherein the information stored in the database
comprises a total time that the placeshifting device has used the system, and
wherein the relay manager module is further configured to disallow the media

streaming connection when the total time exceeds a pre-determined allowed value.

18.  The system of claim 15 wherein the information stored in the database
comprises an elapsed time that the media streaming connection has been

established, and wherein the relay manager module is further configured to disallow
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the medi a stream ng connection when the el apsed tine exceeds a

pre-determ ned value. 17. The system of claim 15 wherein the information

st ored i nwOheldavsbase conprises a total tine that the plcaasséiideiony devi ce
has used the system and wherein the relay manager nodule is further
configured to.disallowthe nmedia stream connection en the total fine
exceeds He gradfaSptie (B RS Dt QrSeh IR PSR el ek tufgd  of
t he i nfaral@d.i on stored in the database conprises an el apsed tinme that the
medi a stream ng connection has been established, and wherein the relay
manager module is further configured to disallowhe nedia stream ng
connecti on whegn tgﬁ}eels? o &ff aifix Cf e‘%ﬁrtﬁgprzg‘dlﬂﬁfi% Qe &AL #6n v%rThe
system of clai’m 15 further conprising a nedi ation sefPver configured to

at t enpt domfigaretktd atthmppltacesheéit thegpldeashiftingrdkvi decame the npdiy player aid he
networ k usi ng a .connectionless protocol,.and, .if t at t to connect via
he. conrtUETIECHPES BB bUBIeToniyse reagseh e, ibtheatforabh & Fan iy GELRRE

est abl i siynhbetidmdsR prbiRBIMiN disABAR6HI1 0o RATHRE thehfediRdi 20 RisBslishatkk t he

pl aceshifting device via a_connection-based protocol. 20. The system of

cl ai m 19nediatsieganzingonseaidon baesesagidiesaediarplepert angl thradplagesduftiig dence

pr e- exi s\}iﬁg%oﬁﬁg&?(ﬁt—b%e IIOtE &ﬁe pl aceshi fting device across the network
usi ng a connectron- aseéil\ff)ro?ocbl and to send a nessage to the
pl aceshifting device across the pre-existing connection that directs the

pl aceshifting device to estab islh,the s?co d connecgt,i on.
20. e system of claim 15 further comprising a message server

configured to establish a pre-existing connection with the placeshifting device
across the network using a connection-based protocol and to send a message to the
placeshifting device across the pre-existing connection that directs the placeshifting

device to establish the second connection.
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