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Background Information

[0004] Millions of travelers are afflicted with problems each year, problems
involving their health and safety, the timeliness and quality of their trip, and their
familiarity with their destination. Further, asset managers and security directors must
assess and/or mitigate increased risk to assets such as people or facilities caused by a
variety of factors such as security threats or tranéponation issues. These problems cost
time, money, and even lives. Whenever a travel problem or threat event occurs, however,
typically the information necessary to avoid it, or solve it, is available somewhere, if only
the traveler or asset manager had known about it. Thus, there is a pressing need to

develop a system which continually monitors the world for pertinent travel-related
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[0008] It is therefore an object of the present invention to provide, in one
aspect, a system based on five elements: a global operations center, which contiﬁuous]y
collects, analyzes, and processes information pertaining to travel from at least one
information source; a data store for holding the information; a profiling system, for

capturing and maintaining traveler profiles; a rules engine for applying rules pertaining to



and deliver the relevant travel information. [0009] It
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in an intelligence operatians center, and its storage

in the data store, to provide travel rel ated

information on a plurality of global destinations.
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[0013] Furthermore, embodiments may include receiving travel intellfgence | '
from at least one travel intelligence source, receiving asset information from at least one
asset information sotlrce, and generating a risk assessment report based on the travel
intelligence and the asset information.

[0014] These and other objects of the present invention will be more fully -
understood from the following description of the invention and by reference to the figures

and claims appended hereto.



[0016] Figure 1 is a logical and functional

archi tecture di agram show ng an enbodi nent of the
wareilsossiand system of the present invention; [BO1Tk2004/032320

Figure 2 is a block diagram of an enbodi nent of the

present invention; [0018] Figure 3 is a block diagram

of an_enbodi nent of the present invention; [0019]

Figure 4 is a flow diagram of an enbodi nent of the
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Figure 8 is a flow diagram of an enbodi ment of the
drpwexge i Whithent i on; [0024] Figure 9 is a system di agram
- of an enbodi nent of the present invention; [0025]
Fig 0 i.s a system di agr.am.of an.enbodi nent of the
0 dafer” bign R 5EhS fd i Phe B SRB bRl an
enfdoaiBeRtiof o eleRed and §fsteano b peisemihveatiohne present
i nvention; [0027] Figure 12 is.a system di agram of an
enbodi ment _of the present invention; [0028£ Fi gure 13
i s o082t ehigdicakpsarhledk dirgramisd @h embodipfent hithp pessemtinvention;
i nvention;[0029] Figure 14 is a system di agram of an
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invention; [0031] Figure 16 is a flow di agram of an
enbo@p i@t Fighrel 4'8 a5 EAbrabl WER drtbdih@R32kne et € 17
is a systemdi agram of an enbodi ment of the present
inventiont i on; [0033] Figure 18 is a flow di agram of an
enbodi nent of the present invention;
[0020] Figure 5 is a flow diagram of an embodiment of the present invention;

[0021] Figure 6 is a system diagram of an embodiment of the present invention;
[0022] Figure 7 i; a system diagram of an embodiment of the present inventidn;
[0023] Figure 8 is a flow diagram of an embodiment of the present invention;

[0024] - Figure 9 is a system diagram of an embodiment of the present invention;

[0025] Figure 10 is a system diagram of an embodiment of the present .
invention; ' .
[0026] Figure 11 is a combined system/flow diagram of an embodiment of the

present invention;

[0027] Figure 12 is a system diagram of an embodiment of the present

invention;

[0028] Figure 13 is a system diagram of an embodiment of the present

invention;



[0034] Figure 19 is a flow diagram of an enbodi nent of
the present invention; [0035] Figure 20 is a
weonsepiisal fl ow di agram of an enbodi ment of tPeT/uUs2004/032320
present invention; [0036] Fgure 2 1 is a system
di agram of an enbodi nent of the present invention;
[0037] Figure 22 is a system di agram of an enbodi nent
of the present invention; [0038] Figure 23 is a system
di agram of an enbodi nent of the present invention;
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inbémiohj onal fl ow di agram of a gl obal asset risk
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enbodi nent; [0041] Figure 26 is a flow chart of a
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[0046] Figure 31 is an exenplary netadata interactive
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accordl ng to at |east one enbodi ment; [0047] Figure 3

I's an exenplary contact interactive page show ng :
cont B835] Figure 20 is a conceptual flow diagram of an embodiment of the present

invention;

[0036] Figure 21 is a system diagram of an embodiment of the present

invention;

[0037] Figure 22 is a system diagram of an embodiment of the present

invention;

[0038]) Figure 23 is a system diagram of an embodiment of the present

invention;

[0039] Figure 24 is a system diagram of an embodiment of the present
invention; and

[0040) Figure 25 is a functional flow diagram of a global asset risk management
system according to at least one embodiment;

[0041] Figure 26 is a flow chart of a global asset risk management method

according to at least one embodiment



i nformati on associated with a source according to at
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[050] Figure 35 is an exemplary reference document page in at least one

embodiment; _

[051] Figure 36 is an exemplary additional intelligent metadata interactive page
showing metadata associated with an additional intelligence source according to at least
one embodiment;

[052] Figure 37 is an exemplary additional intelligent ratings interactive page
showing source ratings associated with an additional intelligence source according to at
least one embodiment; and

[053] Figures 38a and 38b are exemplary pages of a risk assessment report

according to at least one embodiment.



any other entity that uses travel-related information.
As used herein, a "consuner-specific profile" can
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travel preferences, such as] but not limted to, any

one or nore of the follow ng: destination, node of

travel, health condition of traveler, travel risks
associated with a particular destination, and the

like. An "information source” as used herein can be
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st at[085af Refemrimginoattodiglirs é amethe form of the invention shown, the

method and system of the present invention can be represented as five architectural layers
that represent data processing from information acquisition to product/service delivery. In
the information acquisition layer 2, information regarding travel can be acquired from
information sources 4 such as other Internet sites. In performing the function of
information acquisition, these information sources 4 may or may not be partnered with

the home Internet site from which travel analysis is delivered to the individual consumer.

[0057] Referring again to Figure 1, in the information transformation layer 6,

data retrieved from information sources in layer 2 are processed through at least two



at a given travel destination. In the informtion
transformation | ayer 6, data acquired is validated and
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characterization and distribution list development 24 (discussed in more detail

hereinafter) are produced and provided as products/services for the consumer.

[0059] Referring again to Figure 1, product/service delivery 26 occurs with
regard to providing the travel information to a consumer. In this step 26, the consumer
receives desired information regarding travel to and from a particular location of the
world. The product/service delivery step 26 can be performed through a variety.of
suitable delivery channels 28, including without limitation, the Internet, wireless

' communication media and apparatus, business intranets, kiosks or other virtual and/or
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e. ative not t.0 .t he .sc
aof Bt s TESH Pt Sing A0SRy et BPes B 3RS
withfibsy@sthasichas éreﬁmueotsmrr@ox{lwﬁgj exttiAc tEREES YN, and load sub-
referring nowto Figures 2 and 3, the technolo

Progeies it axtqre oxpisiaht adviseen artdféawehb\@mqssmﬂ%geaelopment
sugi? %sclgi {ﬁg%ﬁoﬁggg %ﬁﬁ&%ggﬁ%F Q%B&gﬁél%gg%yers 22,26 include

conmnsmdmgd]ea'saxﬂ@ibbabftravﬂn&foﬂhamﬂu archldiigwotkiflomgversion control,
coll ection 32,. back offlce 34, cont

e OB G By S TSR M BFALIOR Gore AT ! BIGUE; RAGSOpsl o products based

ond SHnitiRMidnQT pondti BEHESel HréfE irolrhdtlbRldritEglbba travel
rel ati onshi ps between and anong these different _

infoamhtnal; an¢ a sish ard tiveBeseterftdeliviemichdnnelst | on Segnent
(as) [0063] Referring now to Fi gure 4, a content

i UPO1S s ST Roneds el in B Hriffet hedargeping logicel
steps léﬁx?ﬁ@ aﬁﬂﬁa s ph@%%s'lﬁ"imﬁlehﬁﬁnﬁé]ﬁk nSIGNER S58m Qlf ﬁhe present

product s "and services provided by the invention.
in@ngop 502 purebtyerfdipnationalraodidese Hrean e |ﬁmheonn¢arstegd that the

spem? c %unc 1ona|ao K lhqealtl)raesa%gec?s of® IHQ kn%%}ltllc\)/nedescnbe% herem ¥fe intended to

be illustrative, and not limiting, as to the scope of the invention.

Travel] Information Technology Implementation Architecture

[0062] In summary, referring now to Figuresv2 and 3, the technology
implementation architecture of the invention is a descriptive set of a plurality of
technology subsystems or segments, each of which can be considered as part of one of
* several functional systems: collection 32, back office 34, content repository 36, products
38, internet site 40, and distribution 42. Figures 2 and 3 illustrate the relationships

between and among these different technology segments.



criteria, no |longer be relied upon for accurate,
tinmely, or val ue-added content. [0064] Content in the
w0 nesnsé1en can be identified by manual net hodspCT/uS2004/032320
performed by subject mattenoexperts (SME s) 52 or
i ndi viduals with domai n expertise using public search
engi nes, for exanple. In another aspect of the
i nvention, once a base set of content sources has been
establ i shed, an automated robot process 54 can be
enpl oyed tp identify potential sites on a regular
basis. T ] heir performance, such robot
e g eds B s Bt ddSAnd revi ened by the .SME' s
52 on regular baS|s with periodic validation of the
crit/épeH dRcfvn'mg noetod-igerbdt 8 contentgéandifiahtiont segmenty§iIS) (51)

re%éq% %g}%ﬂ]ﬁ%i e é%ﬂr%g??g?él de gf & xﬁ%&u?cesisuch as internet

sitoMiratlentahopme &mmt:sx;hd k@vtces(prdveiea rbs}elaie Byeith@ds Ehé AIO{51) also
processes. [0065 Wth this SME-devel oped context, a
engblgn theglptarmanagion of siteatip 85e Hat shauldsbased op sekieqiivg oF Qhieptive
t
crfEHE pORGer BERHA 0N ok, G0H0 o VAo kER Sl
identlflcatlon techni ques are honed. leemnse, t he
| ev e0864)f Comemtiifi ileaibivemionfcan bdidentified 8} thantal G@sthdae performed
mted, with addjitiopal |evels added as
bx %F@H’ﬂ PRRETSXPErts &M\% isyoresr e é“‘!s'l’é‘nlﬁe‘d“h fomain sxpertiss uying public
I
S e g e B G PR T e P spigf content
SODENES bas lsfen eﬁtabhmd;rqnl astonmdiat robonrecdsh 64 waidbbs employed @ridentify

t he. war d di scards duplicate hjt
piitial e spdaeBiiatnsts B0 iBpoUhiedvef Bguste) e processes can
be ESRré PRRY rePIeMe8 B5 e SRE £YDbY & rdola? BUES dlithRA6YIic validation

rocesses that can | ook for specific occurrences of

0 tth‘ecmm@l drivingylegse robots dnpenesali the rabiot brogessdieging by geturning

: 1déx§1f%ﬁ sﬁa Iﬁ?@ lt{gf r)e(ﬂerﬂts c%¥hq§1po% d%c? Pi L%g gg rS‘i{JIE % netds’conte:xt \

occur

tobetthethhﬁdﬁgrlthése?oﬁoagrcﬁeﬁea;n <neta nane keyvvords> '
tag). It can be appreciated that therobot technol ogy
can al so be effective for non-HTM. sources, provide

e c AR Bns Wit this XME slevelapry rogtexy @énglebvelag%@ss:;faﬁtlmof the sites
t t |
rethdl o bbb gl THEbHRIRE ARAN S B O L e iy,
anGagore fine(y(@AABEd as identification techniques are honed. Likewise, the levels of
classification of robot 54 returns can be limited, with additional levels added as
identification techniques are honed. Multiple levels of robot activity can therefore be

implemented in accordance with the invention.

[0066] A blanket robot can exist, for example, that combs the web simply for
the word “travel,” then discards duplicate hits or hits outside of <Title> or <meta> tags.
Ultimately, these robot processes may evolve to several robot processes that can look for
specific occurrences of the word “travel” in conjunction with other words (e.g., “health”)
in very specific structural elements of the document (e.g., only if both words occur in

both the <title> tag and in <meta name = keywords> tag). It can be appreciated that the



[0067] Referring nowto Figure 5 1in the invention a
CAAS (71) defines the processes by which identified
w@obeBd15 see CI'S (51) discussion above) i s acePCI/uSm04/032320
and cl assified as belongingito a specific domain, then
stored in a format by which the content managenent
system (see CMS (131) discussion hereinafter) can use.
[0068] The CAAS (71) includes devel opi ng agents 72 to
tri.eve j [ r r
rof?ﬁt tg%%o?o#aﬁcé%is% & %fﬁ&g}gﬁgénq I-ﬁg‘f\)ﬁf} Lg%e%ségﬁ%fgg e RS for
ndtiivial laAgeagk Iqes:eesa@ﬁlrﬁaﬁ be lablege parta hit retamis sbstatiglly sutomatically
schegules ,/6_range fromconpletely static (e.g., a
tospeghe BPZinitiation for the power requirenents in
France) to hourly (e.g., a five-day weat her forecast
for Paris). Notification agents 78 can al so be

.de"ébﬁé’ oy AN ZENRAHL £8:oh Qe odnBh L n at regular
i nt 8 can inform
nel th i
cont QUB7E ﬁpﬁs%ég&%%ﬁ%é&g S sﬁévgﬁp of CarA, Bty gfines the
&,@&@e%] by \fvm@h FRhatiby &nfert (1A ¢HANM Seukflo MPveNs ab&uued and

i ndi cat'ed, the acquisition agent "72 can be manual
clagsifiedaas édlomgma rto agpgcific dnmdintthen stwdne atforfrat by “@nohethe content

et A RREE RT3 1 st 5% bty shf e

herelnafter) is required for thls process as an

i ni t%o@lSS]aCfﬂHé @Mﬂzlﬁﬁﬁﬁhessm% iy Jg@nﬂs@ﬁ@?&ﬁ@veﬁﬁ&ﬂdﬁed
the frequency at ich site content changes is

CcaItRNé frgm@dqurmaaom puir¢d taaridompleyeenting 8 sphftciuhng mechanism 76 to

i.nfo |on Str ure c a
img AR AP oSl SO S Bh ReERORYTo peste i prgmletely
SteY (eQS, pﬂﬁ@@la BgeRE Hifigtioni fontha gewer réduisémédifin Fr’aﬁce‘} fehgely (e.g.,
content is correctly acquired. I n addition,

a Bxeriry WRRAET forsqas dorRasis) Sptifisaliamseeniy8scan aﬁoéﬁéav%owi and
schOfu1af iyl '1n°i bt at ?{gé)lfﬂ%tlﬂmaﬁ 1(}1&@ ndaf&Rdn a%éntﬁ‘b?%ﬁen inform

pur poses. n anot frer aspect the 1 nvent
cambahit hequaditiompa§ormelphatsd pariculagentent fRircedias bharget dnmedneeht or
and based on the return information of notification
SIHBREs 78. It can be appreciated, however, that sone
manual oversight is desirable in this process. Cont ent

Repogy'okﬂr Y1350 01y Gipre clfla% ¢ Sclrg I&hsemhfégéﬁt th@9equlidifon agent

cont reposi tory segnment
72 can be manually initiated to bring in the latest content for a given information source

74. Integration with the Administration Segment (ADMS) (181) (discussed hereinafter) |
is required for this process, as an initial acquisition agent schedule 76 is sparse until the
frequency at which site content changes is understood. If a notification agent 78 returns
information on a content structure change, for example, content management personnel
can modify the corresponding acquisition agent 72 so that the change content is correctly
acquired. In addition, an environment can be created whereby SME’s can create ad hoc ‘
acquisition and notification agents for alert purposes. In another aspect of the invention,
the modification of acquisition agents 72 can be automated and based on the return
information of notification agents 78. It can be appreciated, however, that some manual

oversight is desirable in this process.



manages, and distributes substantially all acquired

travel information that is considered persistent.

w{ 0@ehBe1REf erring now to Figures 6 and 7, the BOTVUSIUN4/032320
repository can be considerad a "hub" for content and
data. Although the content repository 9 1 includes
both rel ational and object XM. data stores 92, it can
be accessed and managed t hrough a central nechani sm
and driven by a single engine 94. The content
repository 91, as shown, can provide facilities to
store N oort,_ gani ze, nodify, export, and

s wROSIY Y ' ation. It can include one

or nore phyS|caI data stores 92, 96, 98, 100, 102, 104, 106;

t he [@moa dn gheniaventiongthe |Cﬁmégtrrapesmt0f>bsﬂgm§et( GRgY) 91 stores,
m§E8, BBy S R AP TR0ALRIEAL PG s blnsidera
pefigpatt of the invention, that the content repository 9

1 coul d support extended data types incl uding
- user-defined types and_ extended_data types of audi

and [09Hd 0. Referaing dawda tiguserod ard .y haconténs Renosieryicap Pade

SHSEAAR 1AM BRI M A Bk 1M
relatienat and ebitctr@dosdatostyres B2t tmds meessedind martaged dyougt a
i R A
shBwRVdaf] ZJ@?\IlH‘@?acﬁftiQE fostée dv19®°ﬁﬁp°o?€ dr r@ 88 Query

compon s 95. Services are enable t’h Java taba
tra@elrmelated nfarmafigDBC)andncludpene @tan@zb@beme@ atactares t y

o R e P 5 5 e G A
an@hi &stratifedabhrRgtmeRSacdty@sand i nter- ORB
. communi cations. The XM. obj ect engine 94

stores/retrieves XNL.°§{¢CtS fromdata stores ]
92, 1007204t aardberenpracipted. inamaliaryativgsepecoaf e firsention, that the

S | :
e i) CBU ABRCORRL D B s AL B s nd
exSchldedragta typek beawtind mdmﬂedi The @od@at 1@pekitensar & difteinclude

formation integrit |ncon1n% XML obj ects. An object
Poticns &4 Sy applicatiog g EFla%Fédogi% ipthe @ - to physically

store XML data in theXM. store 92. A query interpreter

114 [b&‘?ﬁl Viione embaf%e\ﬁt 9{111@ li'r%%gtlér{%g cdntéhy ?éc'pto§itory comprises

several technological components. A component environment is a dedicated content

~ object layer. An application server 93 is provided that stores and processes data
access/storage components 95. Services are enabled with Java Database Connectivity
(JDBC) and open database connectivity (ODBC) drivers. An object request broker (ORB)
is also employed (an object request broker) to manage object-to-object messaging and
inter-ORB communications. The XML object engine 94 stores/retrieves XML objects
from data stores 92,102,104 and has functionality based on schemas stored in a‘data map
store 102. An XML parser 110 is included that checks syntactical correctness of schemes
in the data map store 102 and ensures the formation integrity of incoming XML objects.

An object processor 112 is included as a component to physically store XML data in the



and interacts with the object conposer 116 to retrieve

XM. objects according to the schema stored in the data
wo@edsaase 102. The object conposer 116 i s pror¢TES2000032320

construct the information abjects, based on storage

and retrieval rules defined in the data map store 102,

and return them as XM. docunents. There are al so

various utilities in this enbodi nment , including t hose

X%E%Eorg 9p pR ghe&nﬁ@f)ﬁr&% 131 %?gseXelgllrL ‘itahg@a@ gﬁ@a réquests
and Eﬁbx@gtls (\wflﬂxa% olgeéﬂﬂghﬂ:)o&mlll SG@tenlom: XMLa@gassaatamng to the
regar SS .0 at abase t ocati on.
aaStﬁ’i&E in thedgiagnemtos; o Theobiedt Composss 1 tlg E\Jamdsﬁfo
coﬁ@(ﬂﬁ?’tﬂe%ﬁbnﬁat?on%ﬂ}&@é"‘b@é@g%n@?(ﬁ@ge ARG ERVA RS d§ﬁﬁlsrdem the data
contains the Schemas that hold the rules according
mztmstwhu 168, 3Mirewb) hemsasXMLstognmentanthesoang adsod/arisuctiliies in this
rage .and i ndexin ofX cts wt
entighisat iPeROER st 1R she iforo i Sodshal BpdiBg ar XL
obftts2 Anleitighdl sRfage InteBrabbR céiiforient @RIAY (1018) PEmSE fpblictions to
data, and &3) execut 1 ng user-defined appl I cation [ogic
acqgss Hatg regardless of detahasedype aleeation associ at ed wi t h an
object. An SQL engine 120 nanages an |nterna

St ar BT SRR R g LTS T Ren R ro?nre? Jory's 91

knehjl@igt bestgThe dﬁé mafpfsCUﬂ: app bd)rﬁﬁhs t}i&&‘schédtﬁdscthatqwlﬁ e rules
ei ther enbedded or through-standard dat abase

acpordimgrta Ahuchs ML ehjectpge sforedand cpmposeds sueh as: (OB storsge)and :
1nma% m%s&bge&soa Alihd @&g&h&a;oxn @g?ﬂ{agéﬁ% of H3f tg@ifferent'

rovi des an adm ni'stra
datangoiuetueest te @nalsle thegniaplation bf erssting dutag mhd (3 ekGulitingtuseartdefined
ns | st andard web brOWSﬁW In addition, server

apeﬂff’éw& S WHBARCEYer SUPISTIY fUREtion 2i5RPpigh & ithangbiect. An SQL
en%a qRB N AREL, dnhRralS C%%%r@ 104, ré&@&b§ QY. s%em&ﬁﬁ‘taﬁﬂt accepts

nagenment - Segnent 075] Referri ng now to
SQL gtatemedts in @ numberf @ﬁmxsf mttmali)n Vrom thewblbenginesd4; from

appﬁ(gatngg% agﬁgéganqﬁaexﬁhge %ﬂnlgei%gaggxésﬂ%%usg&xﬁt@ﬁgrggﬁ clI)e 3 m?erfacgs such

asGIDBO§22) DB ENr ORI (24Y; dngChonthdtatert ﬁ*@ﬂdﬂﬁ@ry manager 108.
content and design control, contributor/user access

ThedpR managasi 08 pryidasan. adm&at@aﬁeqldmpleﬁqu@éta{ gaphieal gser
interface (GUI) that runs in standard web browser. In addition, server extensions permit

user-defined functions to be incorporated into the content repository 91.

Content Ménagement Segment (CMS)

[0075] Referring now to Figure 8, in the form of the invention shown, a content
management segment CMS (131) can be defined by the processes and technologies by
which content is managed. Content management technologies include content and design '
control, contributor/user access control, site control, asset control, publication, and
workflow. A universal (i.e., generic) presentation format can be developed, along with

XML document schema, and content binding to page layouts can be implemented.



wor kfl ow. A universal (i.e., generic) presentation

format can be devel oped, along with XM. docunent
waedense1s5and content binding to page | ayouts cPOI/D82004/032320

i npl enent ed. Substantially akl content, including text,

graphics, styles, themes, and other assets, can be

stored as objects in a high-performance rel ati onal

dat abase. For performance reasons, all content
SO RHAE P I, OERE AR erBil SRR b afd S0 Rlis can e
stdrked 8s clgntte it a bigh-peefodyamairdatidnal gaabasatlkm perfommance reasons, all

coerhpg e s e eifte; 2SR dgh S5ablea BEmpUadrrises gatic
Jg@@m' fidt e sylsRBEOThidichtent dah e @ynhREBYBEAt®Bn an as-needed
interaction with ADM5S ( 181) and CR eterm nes style

basisde-ge ongnatielar pagger eYSNInpig, enpparieularsbest obpagengvery week,
e i mpl ementation of ancillary services such
_and%’e Pﬁée}rt I sing managenment and syndi cation mechani sns
can be incorporated into the invention. It can be

appr@oTelt eAfitiaitiab pAsleMbntaaoh, itetacansvah aDrsd 181 )akalcCRMS
sites can therefore be devel oped in English, Spanish,

detgspiigs Style é‘wbwmgnap%@g?éwaﬁdn@m@ﬁr aspeetabthe inyenieages

{ r
el R Sl DA ekt RrRERR nanbe it and syndicggion
méchahismsfcag be @morporatedintdithe ivvenddi.mecdn l&faplpi’&lated that content can
inve tion, travel telligence report_ (T R) can b
ﬂ%ﬂd ekl %1%?é|cara§»§rqfwie§>e.q%lpa§i fs
Fﬂ&ﬁé‘he JAgRh R oHRE sHtBRSIah SHBEHoNGhiPH fielih ®ffibn can be Txdapted.
preparation and enhancenent —and enjoyment of trave ,
rel ated activities. In one aspect of the invention,
the TIR can be divided into four major sections:
Pr efrav¢ldnfonimatioraR émnt Sddamint (EIRISYN | nfor mati on (for one
or nore destinations), General Advice, and Products .
and 9077 CReferigiidvwiothe hg§x%§t1h QRothér @ntlim@it of the invention, a
|nforrmt| on cat e%orl es, each of which contains several ‘
travie} mitelaganee rapetiu Hé)mntbg gerereted dliat inpdegdes trip inforammtion ecessary
avel er. .

offleRERRHE) T O 0B Bl BAE oy ana

enj &Iniine 6f {revel eglated @éhvaﬁess BAGRMhsPéct of ﬂl‘éﬁihvenﬁlgﬁ /8¢ TTR@an be
re- Trlp section travel categories include Al erts,

dipded ytetour nRaefUsCetEanshPEs: Tramintemmeatipp; Bestiaatiminformation (for one
ortdke 'dgﬁ{n%hbr?sr},sGelélreﬁ rAds(uc!EaXnd ﬂ%ld{f&? ancp gérv?c § \VQEm each section is

a set of information categories, each of which contains several information requirements.

Each of these requirements can be customized to (1) the traveler, based on his/her

personal profile, (2) destination, and (3) related issues such as season of travel.

[0078] The Pre-Trip section travel categories include Alerts, Entry/Exit
Requirements, and Pre-Trip Health considerations. Alerts may include, but are not
limited to, Safety/Security, Weather, and Transportation. Entry/Exit Requireme;lts can,
include all legal, health, and custom issues that are important for entering and leaving a
particular destination. The Pre-Trip Health section can also include required and |

recommended immunizations, health risk considerations, and the like.



limted to, Safety/Security, Wather, and

Transportation. Entry/Exit Requirenents can . include
wa@bdoslosgat , heal th, and custom i ssues that arepCT/US2004/032320

i mportant for entering andibfeaving a particul ar

destination. The Pre-Trip Health section can al so

i ncl ude required and recomended i nmmuni zations, health

ri sk considerations, and the |ike.[0079] Typica

travel categories and information requirements in the

Dest | ion section includes,,.but is not limted fo:
CoodaD 74l ©Bunéalprelel caltepties a aprmagonsenvirgmens fihe
Déﬂtihhﬂidiﬁsec%cﬁﬂél&%u{'Q%ﬂﬂim?t_ed Weat her_/ Envi ronment :
Climte & Terrain, Natural Risks, Environnent, Wather
Chart & Forecast [0082] 3. Transportation: Air Travel,
Vat d0080]anb.pdafetSesnrityRbodlGtabilityy Crifireavdiline, T@ame Pats s
Transit, Train Travel, Rental Cars [0083] 4. Money:

Cas edi axes,. Cost of .Livin 0[0] 9. .
ol 3£ el Eniresimeng Glppte & 9?%%1@%&9@ Bisksact
EdVHoRR{ERE, Wehthd¥iiHart SRREic0adi 0085] 6. Soci al Cust ons:

Behavi or, Religion, Wnen's |ssues. Business Hours,

Public Holidays & Events [0086] 7. Legal: Prohibited
| t ent908Hend! Traaspqriagerr]Aig TravghdMatgeTrapspartatian, Read{dergland

T\%gggfﬁxigMals?ﬂlahnt, Tlrmxzeﬁtlie]%ﬂﬁ earest hospital,
eal S

insturance,” health i s 9] One feature of
the TIRis that it can be a hyperlinked report. - :

Cons[ous3)s hampntReCabig Credit Taspesd opLivipgt r act
particular information requirenents to see detail or
conci se descriptions for aoﬁl;ven TIR, information )
~ whi clR084)s &odelegommanicgtidnsoihane&legtobdnteoptrGantash dnformation,
M%efnﬁec{- The. TIR can be printed directly froma
i, Radio . . . ,
r'owser, or saved in a variety of electronic formats,
but it is also "alive" in the sense that a traveler

can oessy N6t Sodihl Qudkdnie Brha iy RieNBioHPWoshehlN Isdués Fkstness
after the conclusion of his trip and access the | atest
Hoyrs diublicifmideas&Evsatshi s profile. In fact, if an alert

| evel event occurs during the life of
[0086] 7. Legal: Prohibited Items, Penalties

[0087] 8. Language: Official Language

[0088] 9. Health: immunizations, nearest hospital, health insurance, health risks:

[0089] One feature of the TIR is that it can be a hyperlinked report. Consumers
have the ability to expand or contract particular information requirements to see detail or
concise descriptions for a given TIR, information which has come directly from the
global operations center. The TIR can be printed directly from a browser, or saved in a
variety of electronic formats, but it is alsc; “alive” in the sense that a traveler can return to
it online at anytime up to thirty days after the conclusion of his trip and access the latest
information based on his profile. In fact, if an alert level évent occurs during the life of

the report it will trigger the transmission of an e-mail (or other push technology) warning



the report it will trigger the transm ssion of an

e-mai|l (or other push technol ogy) warningfromthe
w0 e@onte1sp the traveler. In this way the reporpPCT/aRZN04/032320

the operations center behind it, becone the traveler's

own personal intelligence agency. [0090] The TIR can

al so include a rating (such as from1l to 5in tenth

increnents, for exanple), which is a wei ghted-average

[,' . .

il crPeb e vy e in BT AR R, ERF PR Plohy Ral fohina i
becomt It tidvRler Floma peasomagntedirgebee agehuyst rated, for

exanple, by a series of "jet" graphics printed on the

TIR  Menber Personalization Segnment (M2S [ 009]1]
Ref dPPUg "{’153 PRytaneadsognglyde 3 fating (sachiss from 1 to 5 1n tenth

m?ﬁfﬂ%% Aok €8 Q) %mgtg Vﬁey[}@m@}]dl éﬂeﬁ% SAefd tgﬁﬁ risO6f the trip

nctions an pfocess e products an
representaidsy the Tﬁh @s deteenined hy anterip eppladab itheatdaviebdata in the TIR.

specific n addi.tion ta sonall atian
TS B ere B URERA for PRGSO somed O i Sipebb gted on the
Tiechani smto apply targeted marketing to the travel -
community. [0092] The MPS (151) includes, for exanple,
the followng information: static, stored personal
i nformati on; name recognition 152; and, user-provided
i nfMember Renschalzation SepmemMRY) of the invention, a
personal i zati on busi ness rul es engine 156 interacts

Wi t jobdi}s ReERINERb 579 A1 Ol trflenh HEp WE Bxﬁzﬁ’ﬁh@é&ﬁé fRft (MPS
r ul gs fr]amevvor I?sgqag?%bglreed to ISg (35 1)5 rIst can 2 ( )

(1apystefiapsathe fundtigns ropsees it Waiah spdictscandi sen/1¢eé\¢érhe
ingé’m %er ﬁe@?o%ah?ethB A% hgcqﬁé @Sns el' ?ﬁ%@cﬂné’% C]?e??o%%hzattlon of

cont onsu i on ‘freasur ive con
pradetteavicy @ﬁeﬂﬁgs e PSY(1 V9 pumdéésl a’lgeclﬁﬁl,smSte applyttadgeted;

d .behayi or aI persopal i zation. Billing Segnment (BIS -
F@e@mto rh¢ UpYe! AOMPWNRYqure 11, a billing segnent (BIS)
(171) can be enployed to defi ne the billing and
pay yar t r bs on. ctatic
D o2 PAR MBRIHG D bl R i@ Wl S4lloWihE foformation: staric

starsd perisartsz mﬁzmﬁduohhﬂarﬁé Fecognidng 1 ﬂ; andialseppriovided mf()ﬁnzglo,n 154.

e- Ticket TIR Bill abl e CtIVI can al so be captured
In\gng 3spect pfdhe Fpﬁl%npsﬁogaj mesﬁ r@%angmelé Oipfgrasts with

th%Qm%hﬁat(onl Zﬂo}mé ehte &B?t féo%lmilﬁ&ﬁ rPIRE MBI REBPARY to ISS (351). It

etall record
can be appreciated that the 1nformat10n sophistication level can increase to provide the

foll‘owing processes: content consumption measurement 158; adaptive content and

navigation; predictive modeling 160; segmentation; and behavioral personalization.

Billing Segment (BIS)

[0093] Referring to Figure 11, a billing segment (BIS) (171) can be employed to'
define the billing and payment architecture for products and services provided by the
invention. The BIS (171) can be associated with the TIR’s and channel partners (e.g., e-

Ticket TIR). Billable activity can also be captured within the distribution segment (DIS)



consuner detail records. [0094] In one aspect of the
invention, BIS (171) includes, for exanple, the
wo odds@pé1ny functionality: rul es-based nessagi NnpCt/wS2004/032320
tailor invoicing for specifirc partners; email based
I nvoi ce presentation, wth a secure uniformresource
| ocator (URL)-link back to the invention internet site
for invoice details; a conprehensive custoner-care
(l§%)5tﬁ1§rm(fu%d tlb%al ??7 ;éﬁg F’g&:?r@ ggxt @ppdaﬁglﬁ‘égﬁ{t %Fgﬁtgﬂ'?%cr?ads and
cmbmel‘deﬁalmymémt processi ng, including paynment returns
and paynent confirmation. It can al so be appreciated

B by N BRR S0 55 TGRS B Bheelg e

foﬁo&ﬁ%tfuff&ﬁﬁlahtfyofulﬁ @Js@@nﬁ?éﬂgﬁ% td @Jﬂ%g HVBREh PRSP SFECHIT partners; e-

factors such as (1) alert vel, (. nunber o
maii¢ based niyvoddeepresshiationwithf 8}equyqomuﬁtrmde$qumlycatha(hﬁél,) -link back
‘ &@OQGL tWth regard to s¥ ffﬁl i on of contents
o figivenuan iglemet P 19 B OFsdetals 4 FRMRRTERGIIVE SU tofhef-8e system

foafsgmmaaﬁsedlgmamaa&geﬁ%adIaﬁ&bn@ﬁmhﬂwrﬁmfgaﬁanmrpaymem
exanpl e, one partner may choose to syndicate the

plan; pnd fleibimpaysrent Biecessing, Weludengamonisat repans ank paympnt
%gt?o ItI %Extais% %le aggregrated tﬂgt%H@t %{y%%lﬁltg (%g%@ta)cco%modated

I'zon
b)swe(ih\eatxomn Also related to CM5 (131) are the
requi renents associated with |ocalization. For
examlpe if a channel such as the internet site of the
93

"~ inv Incanoier pspeelpTiths inyentigne p gost sxndst foy aleslgcambry
: c
AFARTANE G BRECoRN ot [P LIBUABLALS Mhver MREels, and
(3) hps @f delivery chremhel equi renents, a nulti-service Bl S
(171) consi ders the foll owi ng: volune tiering,

di scount.in format i nvoicing, billing-on-demand
(i ncl0028ln ga{ ﬁrré&aﬁé tisyndicerion 99%@3 a GostmBe¢l|cap §e developed for

g HAREE o BB B oy RS M fon opppl, o
pa‘nmm:map chase tcbeynduiataﬁhu etird inv@ntors ecmte:m,ewmmmodmr partner may
Adm ni st.ration,

.clppw \éergga (&8 tlg)%llr HHSW%\{Q@&%H izctn r| ng 1ca?) subset

to such syndication. Also related to CMS (131) are the requlrements assomated with
localization. For example, if a channel such as the internet site of the invention is

localized for a foreign country, currency considerations are an important consideration.

[0097] Ih.anOther embodiment of the invention, to satisfy these additional
requirements, a multi-service BIS (171) considers the following: volume tiering,
discounting, multi-format invoicing, billing-on-demand (including threshold, activity-
based, and billing in advance), and direct debit processing. In an alternative embodiment -

of the invention, the billing function can be out-sourced to a service provider.

Administration Segment (ADMS)




defines the adm nistration and reporting necessary to
mai ntain a robust, active set of systens and a
wW@LR@aOB1¥E approach to determning return on | PUESEIBHD32320
(RA) on system processes. 1Banagenent of the systens
of the invention can take place internally such as by
personnel, externally by the INFS provider, and/or
externally by a nanagenent service provider 182.
[ 00 n r
read 08I FBRinghouRb AL £ ol BRAAK SR ARICURER (DD 181
deSinésethe ndinjtssteationand gpoiting, necessrgnéd madmain aEdbwsn, active set of
. activi at and the like). and content acquisjtion :
syRes b RBECHEA AT heS deiorns wgﬁg%%lwwmfg&@ﬁl)ean system
pré@k&s Vahf@nRAtoARabysednss ofNRY infbRIBRNaS 18e f1feSnternally such as
internal reporting nechanismare the determ nation 0f
byqentosne], extemally by the INGStprergdercand/enextaysaly by, @mansp@ment
desti nat,i onspecific products). [0100] Externally, base
- SeRyCE RIPY g i;&i?st em (0S)-1evel functionality can be
managed by collocation INFS partner(s). This
f unqoogm]al InteyndlycétHtafFedRPUTS ag usé ECRUAERER)R O] @taséveral
bal ancji n and the |ike, By placing a nanagenent
pregssfscaclying iaemet rifcamalyrsdndigaion cantrat oRAIFIOR: astivity
%gcﬂﬁg hﬁé)teﬁld% ehf:eﬁz h@ﬂloﬁq{dll %%%o%%?ecﬁ%sﬁlpﬁp&a%b used for
90), one can a process, transacti on, nd
taxigmfed alatarmmingaﬂdlaaslgrsas Ke{)Odl&ih}:ntk of thitciinteirp ;repmrqnlg,macthah;sm are

met.ri cs ¢ e captured and ana zed. P
the et B A 1 e APPSO O LA G5 ¢ 6o LTIt destingtion-
spagﬁy?hxﬁﬁgpsactlons target transaction ratio,
start-to-finish transaction ratios for key busi ness

processes, availability or service |evel agreenent
( SLAP10Qt | ogemhlly dasenepesatingsustemd OSievebfuncgenatiggnecan be

I tivit d duct
maried 67 sfifpcaton MESTPRGERD. hEThetoBR AR on,
re&8Rah@) 1d20- HaIa@Bi%gC‘dddQHe likd, gy"fﬂédlﬁ?a nRRAd A HREGGick @&Rﬂi’der

on vol ume of product creation/distribution,

clientpl §6chetwesn thp Haertionpetarpgt site amilceﬁlmwmwsgl &@ra@dubet DIS
t n [ uc [ Gan
(l&@a{)}xe dca‘J:;l a Seragggzgce% rrr%rgs%non i dﬁrf]'l'g?t'ié% §su
r at es, connect ed users, data transfer rates, and

nu nt{emqu [%QiBRIeh] LPGrality of metrics can be captured and analyzed. Process
metrics include end-to-end transaction response times, actual transactions: target
transaction ratio, start-to-finish transaction ratios for key business processes, availability
or service level agreement (SLA)-ratios of partners. Transaction metrics can include
activity response times, including product (e.g., TIR’s, EAS (201)) production and
distribution, session ID transaction information, performance based on volume of product

creation/distribution, replication updates per unit time (including product, email, etc.).

[0102] Infrastructure metrics can include web server metrics, including
connection rates, connected users, data transfer rates, and number of connections,
database metrics, including database transactions, file sizes, deadlocks, memory cache hit

ratios, memory optimization, user logins, logout rate, and user connections; and, server



dat abase netrics, including database transactions,

file sizes, deadl ocks, nenory cache hit ratios, nenory
WwOPplicnB@at i on, user |ogins, |ogout rate, and UBET/US2004/032320

connections; and, servernetpics, including packet

traffic, queue size, disk and nenory utilization, and

session errors. Event/Al ert Segnent (EAS [0103]

Referring now to Figure 13, an event/alert segnent

o)

mgw)l?élgcﬂgié b&e{ Ea:rfgg,[ eBe zg Qfl%ktg@xtx%g%ty t |n|(t| gx%d% sion
erexent s and al erts The EAS (201) can support both

manual and aut omat ed systens. The manual systens
~permt an Analyst, for exanple, to generate an Alert

and forward it to the EAS (201) for processing. The

EAEyepttertSeempanbled8) an Al ert by queuing it in

priority order to a selection system operated by an

Eve rﬂ)l%jp OR¢tferrghroat tpdiigurdll 8y drseventalere vegmam (EASPEROU) &

that em oesnt flood the distributio
ﬁ owﬁl%néffmd @H‘%{Hé Btiog Mapagemen @Péf*}smuyon definition of
eveRiaff bfekis At FAS(I®: 2 caupPOR ¥t maRA1 ARphftymbel layété}ﬁs The
Alert content and attributes (duration, region of
. mamtabsystams pesmét|an Asradlyst,fer ¢>qamp)e tongenafate an Adert rel foeward it to the

t Q. one of. ted Analysts for reuiew.and .
e RS 55 A oA M et B b iy
orBeo fatse ROt AMQsieht opepated bR an BlerAlRpbrtingenabA® A1Ad dre reviewed
determ nes the applicable nenbers and establishes the

to@Rsars FIS e SIETDes npigoode distapbution petyvorky pith ey igadeios

n .
otRERFEehlud1) The RGP A THERERDL bty O ok Rert content
amll astributes (dwatione tegiorkd, intsrest) level, laud fregike). An Pdﬂrt canajed;ent back

ot her sui éabl e f%gl Ctﬁtl on ave ues. [0104]
10008 PHEYOTATSIEIALE 1S 19U EiavHAn %ﬂﬁ‘%’B e d ’Eﬂﬂiy gasage.
OR& HEEVOMTpbhRR AN PR KEYMOARHSRRIEAS @O@?Qet@ﬁﬁlﬁgé)ﬂ%

analysis to |dent|fy potential candi date content for
applieable memberstand estalleshenihd d@pmlmmong)rcﬂew firvhs Alrtafhisrigformation

PSSR EMe BRSO R ey SRR i o

varduSdisebEoa nEMokisD Biibhdas bipagar €maall afdisthek@tuble d6mhftnication
Alert reporting are "hurricane” "strike", and the

avenpss: Ot her keywords woul d i ncl ude speci fic names of
countries, airlines,

[0104] In another aspect of the invenﬁon, automated systems can be deployed
that perform keyword spotting and category analysis to identify potential candicllate
content for Alert generation. Keyword spotting involves scanning incoming content for
specific keywords or combination of keywords using regular expression analysis defined
in a Keyword Dictionary. Examples of such keywords for Alert reporting are “hurricane”,
“strike”, and the like. Other keywords would include specific names of countries, airlines,’l
and the like.

[0105] Once keywords are identiﬁed, Category Analysis is used to determine

who should review the content. For example, a message with “France”, “United” and



and the like. [0105] Once keywords are identified,
Category Analysis is used to determ ne who shoul d

wO0 2aic®B615he content. For exanpl e, a nessage W POT/US2004/032320
"France", "United" and"stri2ke" could be automatically
routed to the European Desk Anal yst and the
Transportati on Donmai n Expert as "high priority"
content for review. [0106] The method and system of

“shr{l@” 'cBM@'ﬁe'aQﬁ‘m@a@'i@él%sﬁﬁ&dttB %é"E@r@Féaﬂ I}S’ésﬁ\{élﬂ!x%rs%&lld el e
Event Reporting Analysts as a ro This role can be

Trenspoetdtién Bamein Expertasshightprioaid” ¢ontenefazaeview. nul ti pl e
Event Reporting Anal ysts operating concurrently | f

t her e fult ent Report, n t era
e ByBhE TR B R e o R PR A 2ds RBShAL ks Bovice
mQ}t'x’blé Bng Reﬁﬂﬂlhg AhglyResh rB@PPIhE k418 czﬁﬁ@é %a%&e%l ffrérﬁ Zhift to shift,
king the sane Al ért sinultaneously.

, andrﬂwc cambe mslbe:dQ Emnttﬂﬁngrt@gb%@ﬂmpem’ung i¢en¢uwceﬂy il§there are

It L f | aw, and sel.ect even '
mpSipledFusit Rednips Al ShioRranE S R ChripaBin f B globa
woikleud But rkastemsdtiple Weﬁﬂképo@ﬂxﬁ%ﬁnal&s’cb &éfl wdrkingthg/bame Alert

Priority/Critical Alert coul e considered . one that
sipyltangop@¥t | y i npact the health, safety, or schedul e of
t he travel er. Exanples of Level 1 Alerts could include

\é\ﬁfh@ﬁﬁ‘g g&ﬁrﬁg%x{tz%ng %ggecfjﬁj G[ﬁ%ésen?q%gkrﬁém %? @e%Yie%ggn is the ability to
- idbeifly ey ieni andise)etdvienisifor Aleerrepareihgt Alerts cari Indves foatkanple, three

G} Ewela g*?)élgg% y@?%nélrf;%fir ?-P@k%ﬂ?ﬂltﬁr&fca@@féqeéozﬂ%bee?%ldered
orleNfitdf dir&ﬂﬁﬁ@%a"i’ﬁ@h%& cABg & &H&% lec‘&f tlhg fraveler. Examples of

advi sori es unrest, afrport facility iIssues,
Leweti]1 therts Golalsl inglule wehthgr aleitgWightidelays id mocltmmus; metual strike

aclpiter B e s BB LriRge VAite Bletfiplets tinformation

thhﬁa»x@} hadeAinShbact ©Gathé REAIMIEfERRIoP EcHRYESIR 0f Rt N8R & x@nles of

ﬂl ven destination, financial situations such as
Levsh2plerts ludvd@nnmwnb‘yeath¢rsqonélt1@fls atrikgjadvispraesd sasial unrest,

t n ey 1 o her ect.. o
au%)ﬁ)?}t fg%lllg’ 19511IeEean&&l}ge lcl&%% E«tg\] ogyrlc?rls”(y/z&fgrrggtéqnal %pelrtéérelated
to(idfoimaticcthacthe givel el ghsuﬂa&ech\mé 6f dbatit ieik/her tipCBRAMBPIESOS Level 3
Segnment (ECS
Alertg can 1ncl(ude me%or events being held at a given destination, financial situations

such as money valuation i issues, visits of a major head of state, and the like.

[0108] In another aspect of the invention, the EAS (201) technology is a subset
of ISS (351) technology (discussed hereinafter).

E-commerce Segment (ECS)

- [0109] Referring now to the figures, an e<commerce segment (ECS) of the
invention provides the consumer with the opportunity to purchase travel associated
products, that can be appropriately matched with the consumer’s travel itinerary and

profile. The ECS can be implemented as conventional hyperlinks at the end of a TIR:



[0109] Referring nowto the figures, an e-conmerce

segnment (ECS) of the invention provides the consuner
wowRdds/osdie2 opportunity to purchase travel assocpel/@82004/032320

products, that can be apprapriately matched with the

consuner's travel itinerary and profile. The ECS can

be i npl emented as conventional hyperlinks at the end

of a TIR these |inks can be generi c and/or targeted to

thés@ Gr‘mEQE‘aﬁq;ﬂEe%ﬁn%gf %%8@8%1?9% ﬂ{e_'[‘ﬁﬁes i %rbai %rdna%r@&et&mmed

eason

cnparrmf (erga tsba/son,rﬂeytnhatmhe;dumtw)t Tieess diik s &re [preferiabigron] plinkddeto the -
g@oduct <[f I.n anot her aspect of the invention,

SO FQE‘%"é‘iFr %Rf"lﬁ%ﬂ“ e-conmerce can al so be inpl enented

on the TIR This contextual e-commerce can be menber

pr ofi| Pegih '
oAb e SRl SRR E5here o
alsodres mplemernded dxhtha ThR. This kedexanal etcomaace exh bhdunemyér profile-

‘specifijc chan els of the.internet site for th :

SPF‘ﬁie)%ﬁ‘E ¢hmb lfl? gﬁ %Srefﬁﬁ'w &9 eammend particplag Bréﬁueﬁ tothe

cogﬁﬁlﬁ&a'fﬁéjccﬁx@&m&ﬁfaﬁ%éﬂ B [N dRnd GafGcled AR6RYH &eficicBannels of
inpl enent this type of e-commerce, content agents from

thmtangt3ity farhe ineentsard It cah b gppiecintediteat Bngeqdiafidedicatsd e-

achi ev his . evel of e S cont xt ual
cofRbsiRrtnd e e RO b fenehtloh G LifRingrog conten
_agbite floRMVEASA(T1) Sdncde wed,orgheitlp e BIBAL TDEM acMéve this level of e- -

internet site section. In addition, the internet site

copYMerefa ThincontexBial e-5AMBIABTERAN e Gembimer pyith the Hiterast site of the ,

: mvéﬁlﬁﬁ%x: sgglé ﬁ§16‘n f\l}a é%sg)ﬁ%lgzgﬂ gggﬁent H%E%ec%}@?&kﬂon the internet

site 0f tlmrmvenlneh asn emp]loy prdafidfidment assefynetiin {ndRkB)ce( 22 fhe
of the invention relates to interaction anong

ORI dners, site users, and internet site custoner
servi ce. The CRMS (221) provides a forumin which site
users can correspond with a central point of contact

s _
br %Eﬂfﬁ?ﬁiéé%ﬁ%@mwtn{ ernet site.

Thi dback b i ded b ent | | _€e: i |
o BTG R AP T e BRbesrsemenb DMK 1205 of the
1n{/e(?ﬁi333}ela—t€§toq%c(133 Aohg censtidetd) e GRAL a¢d int@Rt lte customer

h wor kfl ow, routi ng
‘ serv1ce The CRMS (221) provides a forum in which site users can correspond with a

central point of contact (POC) for providing comments and suggestions on products and
services provided by the internet site. This feedback can be provided by conventional e-

'mail links and toll-free telephone numbers, for example.

[01 12] The CRMS (221) is a virtual contact center, with workflow, routing,
queuing, automated e-mail return, single-click email response, and the like. Incoming
requests can be automatically comprehended and classified using message contént. A
response can be automatically composed with an appropriate reply and data can be
retrieved to complete and personalize the response. Responses can then be either
automatically sent or routed to a review agent or agents who can then send themto the

consumer after examination.



gueui ng, automated e-mail return, single-click email
response, and the like. Incom ng requests can be
waoedosmadiszal | y conprehended and cl assified usi Pgr/us2004/032320
nmessage content. A response2can be automatically
conposed with an appropriate reply and data can be
retrieved to conplete and personalize the response.
Responses can then be either automatically sent or
routed to a review agent or agents who can then send
t herr[}qi 3] they &8&%#‘55?%&%& 'il?erlngéﬁf&anWeQ %a%)eg]s%g]sellv@ce solution can
anot her ‘aspect o e I nvention,
besielplersanrted thet saleates the egperiehee ofmbﬂcmglwmﬂ ath begert customer service
recreates the experience of working with an expert
TERIGSEWHE: service representative. [0114] In addition
an online commnity can be established by devel opi ng

di sc 410N j
1 B0 RBHIZR, @f\hifhetOARARICRA UE MM RS 0P I NRRBin
dxsacupsnoxm fxsmeknd 2 bymprehénsie 1@09{1}5&&& ibases IIB_C(BlneCtlon with this
a({g |ca$ routed to SME f or anal¥5|s
¢ ey loRRieRLis poRRSeSY ‘H'F%Tebl[ eneEnt Shgs eéﬁﬁ‘aﬂsﬁé‘i* automatically

roafcae&sm s Flt@nhIpViS Bhd RidluslRMP1H&AdNENg QoteNCl ude
targeted feedback canpaigns and e-mail solicitations.
The CRMS can be integrated with the ADVS (181) (for
met r[0&ES]r elneanbthgr apead thempverdion] CRMS canatlsninclode taageded

fescfp of L S%g dnf%%éﬂ{sc]té%#sggﬁég}iﬁc%l}e integrated with the

ADMS5Q|8?M (féik@ie} relithy thlShstorh@baetivit %teﬁﬁb@lahd %ﬁﬂs) the MPS
~ additional marketing opportunities), the BIS(17 )

(153)dto Btiqvmer?glstemgt-amrdeé apry ancs hehayiqss fompersprajiztign)othe MOIS
B0 el AL LA Sy GBI} e
custorize carej, anmmﬂRRMS (2416 (toashert. te@aol dpge's aBﬂlp&tdems)th/e person
Managenent msnt gs%_t 011 Referrin now to
typ§ ﬁ{?pertfen a]iS Fﬁlét FfOHIFé Brnapfﬁ ptsrmingd npmperqf speipigs are noted.
managenent segnment (PRMS) (241) can enconpass both
partner |i fecycl e managenent and extended enterprise

sel P 241 be d on CHAMPS
(G%ﬁgf Rglﬁﬁor ﬁwﬁ\dgna efitse ss) 242 and can

conc n tvvo ar ly, partner lifecycle

a@éiél Redsf Finge oMy dgishd gom ﬂ?wnge%tm A ReTUReg gelationship
ngEﬂ@ﬁt REREM (PRYLS) (241) can encompass both partner lifecycle management
and extended enterprise selling. The PRMS (241) can be centered on CHAMPS (Channel

and Alliance Management Process) 242 and can concentrate on two areas. Initially,
partner lifecycle management can be implemented. This can include partner profiling,
partner recruitment, and partner performance monitoring. Integration with MOIS (261)

and ADMS (181) is important to implementing this segment.

[0117] Enterprise selling can also be addressed. This can include lead
assignment, lead distribution and tracking, pricing/quoting, and literature fulfillment.
Integration with BIS (171), MOIS (261), and ADMS (181) can be required, as billing

customer care and consistent forecasting and reporting can be used:



partner recruitment, and partner performance
monitoring. Integration with MJS (261) and ADVS (181)

wo s0060paast ant to i nplenmenting this segnment. [ ORAT/S2004/032320
Enterprise selling can al sa3be addressed. This can
i nclude | ead assignnment, |ead distribution and
tracking, pricing/quoting, and literature fulfillnent.
Integration with BIS (171), MJOS (261), and ADVS (181)

can be required, as billing custonmer care and
consj nt, for L; d ' . . .
csed [iTe ' 1S53 PRuMme ASRA PALARTIR fo b rght partner

at theatght timetihien impprtanptask. Marmgeratcat pephicglhy ertembmsirsssamnles for
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options can include, for exag&l e, haned accounts,

checkangetozasel ifcpeariner isavdrking loa snethesleadyintbe samaaetounie Multigle lead

t.0. see | partner. is working.on another |ead in. the :
acich Woct by ARBRAEES 1R G R B BRHAe iE: optiohiimanua
asslpirhentead batsporeing 0@ pedlof parndpe supported, as well as

opti onal manual assignnment, and |ead posting to a pool

of partners. [0119] Partner Profiling - Information

cont(81¥8d ¢ n theatnprafrofiing phderimasion soatBmee incthe pariagsipsofile

I . . -
caflbte el thfe SROAAEIE e 3R oS LS BHARLBRB Bl aelivery,
and @hHhapatrearecadimiant. (Fd ddtaissé can hiorelprofiled for ol individual

partners and partner organizati.ons. @n or ganj zat i onal ,
PaHPEFP ARG PRIAIFT OFRENIZ4HONSY ABIOREANZ3H 0B PROTHE CRthiggide ynformation

o . C
- s ot BB op o Ao Pl R e ot Bl o sl and
acgounts deed caslo Ireti yidbal iprefidengaiver, faondaaple, coritact nsformatjon,

certi.fication, |l evel, and previous performance. [0120]
Ce@‘?flﬁ;ﬁﬂ%'f ﬁ"l’!‘?alr %preﬁg&éaqr?%ﬁ{]ce_. A chal | enge for channel
managers is the need to recruit qualified channel

par togiey- Chanfighnddahh& RISt ,U@xnéhaﬂéx?%@ A€ ShaAAnSiGhanagers

of tools to facilitate this recruitnent process.
is Geanendio reamagprkified ehanht] pattnersa(chanyeltfagher ppemuitment provides a

Lifi ti dteri. di t h i sti. .
sefftonla 1o Bielrte B 1nyheP BT Cpime LG s Be tqmodity
 thélepittner HRAIHTthiiod ciefid AROEiIRRTD tHE ekik@edSFreNpRALR ds BRIl as the |

recruitment process and analysis can be conducted to
cugrenteqrgamzationdceds: Potgntialpgrtness ean bessacked through the recruitment -

process and analysis can be conducted to determine the optimal way to attract the

maximum number of qualifying partners.

[0121] - Channel Communication - Channel communication can be based
on two libraries: a distribution list library and a campaign template library. The
distribution lists can be created from the partner database and are able to be filtered by -
type of partner, level of partner, or other criteria. Lists can be saved (either as a
description or as a list of actual partners) and used for future campaigns. The campaign
library can allow the marketing user to create new items, such as product announcements

or event reminders, based on standard designs. Once the literature is created, the system '



maxi mum nunber of qualifying partners. [0121] Channel
Communi cation - Channel communication can be based on
wormeloddisari es: a distribution list |ibrary anBCBUS2004/032320
canpaign tenplate library. 2dhe_ distribution lists can
be created fromthe partner database and are able to
be filtered by type of partner, |evel of partner, or
other criteria. Lists can be saved (either as a
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roduct announcenents or event rem nders, based on
TCROTIS I PWESY gns. Once the literature is created, the
systentan then distribute the itemto the desired
di st ti I ‘i
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responses. [0122] In an alternative enbodi nent of the
i nvention, PRVMS (241) activity can be coordinated with
swtabl e rrarketl ng_or. sal es out-sourcing partners.
Dutipn SegBeHdRISY DI S [0123] Referring now to the
flgures, the d| strl bution segnment (DI'S) ( 190) is
r espl@dZ3]bl Refenmgtrakel toghafigires, thedisiribntion stgmean (DIS) (190) is

i bution O.der. cap ,iAcl ude. t

e D ble g e AL Ppfion st e Shing o BRifighfigprean
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pager nunbers, etc.). The DI S 190% can parse the B
“e-griad s saer 1R 28 HERbeEh 6o o T PAS (190) parnpsarse tha distrabution order
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an\ﬁ%{v?#fé ltggﬁi%lltdr(])gl Eld dgﬁ'leosl'lgrg mtlongég?ggilggé (Bgt?llbgpon systems can
mmhudeéml,, pagedl, fatsimile k\elrel{:s@,'l:%m]thér like.DI S (190) provides

advantages-with regard to error handling. If a

transm ssion fails, for exanple, the invention

pr o024 aThaIS J 90} prevides advantageswith esgariokeras hapding. If a
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error or “exa
ba"ck mtyﬂielcdnmnmiisl profille rvaﬁsan ep@ldn@qnebf wiythere Was2a ertor. For

anot her as e.l nve tion, the DS (190) q
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capability. Using an | VR System for exanple, a
[0125] In another aspect of the invention, the DIS (190) can include an

interactive voice response (IVR) capability. Using an IVR System, for example, a
member can dial a telephone number (800, 900 or direct) and enter his/her member
number and personal ID number (PIN) security code to gain access to his/her account.
Using the IVR System and a series of selection options, the member can retrieve Alerts,
-TIR updates, etc. For example, “Press 1 for Alerts”, “Press 2 for a TIR Update™, “Press 3 |
for Options”, “Press 4 for a Person”, etc. If the member presses “1”, the system can move
to a second level, dynamic menu of options based on the active Alerts for the member.
The Alerts can be listed in priority order with unread Alerts prioritized first. The system
can, for example, list the Alerts “Press 1 Air Canada Strike”, “Press 2 Snow Storm Hits

Montreal”, and the like. The member can select an entry at any time without listening to



menber can dial a tel ephone nunber (800, 900 or
direct) and enter his/her nenber nunber and personal
wo Rvoswstasr (PIN) security code to gain access POTI/US2004/032320
hi s/ her account. Using the2fVR System and a series of
sel ection options, the nenber can retrieve Alerts, TIR
updates, etc. For exanple, " Press 1 for Alerts",
"Press 2 for a TIR Update", "Press 3 for Options",
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PIg¥eh unread Alerts prioritized first. The system can,
for exanple list the Alerts "Press 1 Ai.r Canada
Strike", "Press 2 Snow StormH ts Mntreal", and the

i 'ﬁﬁarky‘z?g SRR ABertHG6in 8LbrEa: Wlogéf any time

W tout 113S l mg trtotne entrre 11s enterlnga

St (1 E TR et AR T S ER e )
sekmB® MDISS (2419 ofBRS A0S sRabHGe %&M%%gy N&s"elmhé]rols (51) and

portunity ldentification Segnent &
‘copdiiaty thie agjtinlandropgeing udeéltlflsatlcal ofesitRe ahrge@ppmkmng ynd partner

B B EORSEPRED: AU ettt Sk AL e

established] an dutemated totmlt pﬁmdss(mg odengify ﬁﬂﬂﬁﬁdnﬁl patemtidd opportunities on
Si tgs t hat_present marketjng and part

a ppi9aIcthasist Thesrobptpracess eambrimaeniered aaaft@vs?\»fsvésbé rketig

pef A o/l PIRAR HalR! drldGfe DARriD S cpm?gig%%%ts% be
aut omat ed robot process can Identi onal

pepotieally wdlidafedor t uniti es on a per i od| c basis. The robot
process can be nonitored and revi ewed by marketing

e BB R bSOy fehmens
cah ®d 2dded By @ bghamegﬁ eva drc%ws&gtd @@g&&gftgﬁdwm this
e a

opportunlt nene S can
mapeting- dgvaiwdde:pntq:gt ddugh- lrweld:lmsrftcemm ¢fche s:tasrratedmedemn be
t ext, a.hi.

acrlygd A stafeFbt Spo G st e NS ot el b e fnely

grdifed wlaemtwatlbxyte@&nq@mre h@ﬁédr DikeGadR, 18 1R N1 58FcaSon of
initially, and nore finely grained as identification

rob@iapiHmsIfan balﬁérlﬁ didted or hresppdsiitionahlevels gdded. of
classification of -

[0128] In another aspect of the invention, multiple levels of robot activity can
. be implemented. A blanket robot can be employed, for example, that searches the internet

for the word “travel,” then discards duplicate hits or hits outside of <Title> or <meta>
tags on internet sites that are searched. Another robot process can be utilized that looks
for specific occurrences of the word “travel” in conjunction with other words (e'. g,
“booking”) in specific structural elements of a searched site (e.g., only if both words
occur in both the <title> tag and in <meta name = keywords> tag). Such robot processes
can also be applied to non-HTML sources, can provide mechanisms for natural language
queries, and can automatically route hit returns to marketing personnel or out-séurced

marketing/sales organizations affiliated with the internet site of the invention.



robot returns can be fairly limted or have additional
| evel s added. [0128] In another aspect of the
wo pooenséisn, multiple [evels of robot activity eperubmo4/032320
i npl enented. A bl anket robat can be enpl oyed, for
exanpl e, that searches the internet for the word
“travel ," then discards duplicate hits or hits outside
of <Title> or <meta> tags on internet sites that are
sear ched. Anot her robot process can be utilized that
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enhanced out put (e.g., optional sunmaries of page

" i Weh Begddae(Wellsyw Book Online will provide the core

hea information for the system Wb Seenent (WEBS)
- [0132] Referring now to Figure 20, a web segment (WEBS) (301) of the

invention as shown represents the situation where the internet site is a distribution

channel for its content, products and services.

Technology Infrastructure Segment (INFS)

[0133] Referring now to Figure 21, in another aspect of the invention, an
infrastructure segment (INFS) (321) is provided that includes an operations center and a
staging center along with a collocated site in, for example, the United States, Europe,
Africa and other suitable international locations. In this embodiment, the primary

" information activity occurs at an internet site headquarters 322 with an operations center



[0132] Referring now to Figure 20, a web segnent
(WEBS) (301) of the invention as shown represents the
wo toeasé1on where the internet site is a distribor/usmos/032320
channel for its content, products and servi ces.
Technol ogy I nfrastructure Segnment (INFS [0133]
Referring now to Figure 21, in another aspect of the
invention, an infrastructure segment (INFS) (321) is
r [ C
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‘suitable international |ocations. In this enbodi nent,

the primary information activity occurs at an_ internet
si t l0h3Hd qupaqnpté\es aspoet ofithenxentioneanarching center 43R be created.
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stagl ng center , and then repli'Cated to one or nore
acobity,liecloding bosadrizd], admasst2fi8e, 380 n33fAc djtd. 1B} adchivanedtie334 can

aspect of the inventijon, rchive center 334 can be
ol ipisgated Vib eSS sof e B aniormrdon Fiiiag nd new
prodech catis e Pdrte 33foré@n store all travel information

activity, including historical, admnistrative, and

metric data. This archive center 334 can also be .

i nt @i 3d]edltwan be appeediBS (ha6thpsesmwllpbationtasiicessan be top-tier,

. i,nformati.on mni,ng and new, Qr, ct creation can be

ingliD FRURE pea Sherations st RaTS et widaB it atcat drogitent

sySteis PR o balRh MR ir& e eSdroRed dddincluds bHHAR ot limited to, the
cachi ng network operations and RAIS (redundant array .

folewingdependent systens) in a | oad-bal anced
environment. Services can include, but are not limted
to, the follLow ng, . Bandwi dth Services Milti-Iline
| ocll area h%’f%gﬂl SECARES Connection Reporting
Ser ®i ces . PMuditting localaiea netwhrr(heANNGRITREtEQR i on
Banewi dt h RBemnrtisg Sédeicesmr k Cachi ng
) Proactive, Multi-Channel Notification
o Bandwidth Reports '
. Network Caching
o Managed Monitoring Services
- Network Monitoring
- URL Monitoring
_ ) - Reboot Service
U - Multi-path Services
. Data Vault Services
. Security Services
- Intrusion Detection
- Vulnerability Analysis
- Managed Firewall

Information System Segment (ISS)

[0136] In one embodiment of the invention, an information system segment
(ISS) (351) has three functional subsystems: Collection, Analysis, and
- Distribution/Storage.



Managed Monitoring Services - Network Monitoring - URL

Monitoring - Reboot Service Milti-path Services Data
w®aelsto3ddez vi ces  Security Services - |ntrusi onPCT/US2004/032320

Detection - Vulnerability ABalysis - Managed Firewal |

Informati on System Segnent (1SS) [0136] In one

enbodi nent of the invention, an infornmation system

segnent (1SS) (351) has three functi onal subsystens:

Col | 0 utlon/Stora . [0137]
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infoPRRHGIESurées SnRidBRRAL Beddn téthrlsBPlInRAtL, HRthfRSrankBtors can also
addi ti on, based on return set content, machi ne

betusedptien torGRT &1 aﬂomebén@lsﬁdSME pean JSORS RIS Aggregatlon
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sebofHey8lineSdntenothdeval mcamewa reydlar fefssonal i zed set
of headline content that can be scanned on a regul ar

basi s. 2¥0138] The CRS (91), outside of its standard
dat 4053§1ucThr GRS KL, prteidephits gandaghiita steectur shasoresapplied
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templates are in the form of rules frameworks that are defined by partners such as a
Health Information Board (HIB). The Collection subsystem relies on the interfaces
between CRMS, PRMS (241), and MPS: Partner and Member activity history and
itinerary information can contribute greatly és a background to information activity. Also
key to the Collection subsystem is a collaboration network that the analyst/SME
participates in with other analysts/SME’s. Using the collaboration network, quefies and

return sets can be analyzed by more than one analyst/SME to ensure validity.

[0139] In the invention, the Analysis subsystem operates with a marshaled
query on information returned by the Collection subsystem. Such queries can be done, for
example, by using meta data searches, with On-Line Analytical Processing (OLAP) tools,
or using conventional pattern recognition technologies. Return sets from these ipitial '
analysis queries are filtered through two pipes: a filter pipe and an index pipe. The filter
pipe applies semaptics to incoming signals based on meta data associated with them. If
this approach is unsuccessful, semantic application can be attempted based on content.
Feature extraction can next be performed to ensure that any semantic application
considers multi-semantic issues. The index pipe attempts to index incoming signals based’

on keywords, thematics, and hierarchical clustering.
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defined by partners such as a Health Informati on Board
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[0143] In the invention, aggregated information is classified again as

supplemental content or as an alert. If it is classified as supplemental content, the .
aggregated information is forwarded to the CMS (131), where the content manager filters
it through an editorial process. At this point, the supplemental content can be discarded,
accepted as is and sent to the CRS (91), or sent back to the analyst/SME for additional
analysis. If the aggregated information is classified as an alert, it is sent to an alert

- framework; along with its meta data. Additional meta data is assigned (e.g., data/time,
GIST, alert type) and then concomitantly sent to CRS (91) and distribution list -

development.
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nor phed into an information block (i.e., it has sone
classification associated with it), the block itself
can be considered information or, in the case of

m Ssc f ' C
oo FR  nRinlly, BERRUDAM A ABD P The i Mty B AR o
travel infl@trasion fienctinhal rarmmtleameahataiéﬂmm&nppm dathetring, analysis,
i nformati on be .do thr h using t

SIPTAES FEEPF%W%ZB% Rméng(Sﬁmee deyjveryat pgpale. G0 Qrﬁnéws and
etrgb%alq&ldl tBE] DRy SR MhetREd MR %Qtefnl'@' tﬁé)inlvéxlﬁﬁfn?rbﬁae a
netmork and additional analysts/SVME s to reac

breasitls emisushneﬁmﬁafonmmwmsmrm end rapvisitigy semastizdtion of external
i nf.qr i on ssifi e S.su

vt ik afd BRghess Al SRR Ghotin BOBRSFLEPRIE to travel

infotatienealeidp ncegntdemrsn 1&?@(1@@&{&@@1&@@ théthahiRmk] /A d S

forwarded to the CVB where the content nanager
comprehensive applivato A smp@amg dusiagsssne tashrology architecture. The

t
8 B e FUARLRE LAy SR BT SIS e g
mﬂmwthanmﬁahyﬁﬂaﬁmEifor addi tional analysis. If the

aggregated information is classified as an alert, it
is sent to_an_alert franmework, al ong Wthits neta
e

dat al014%di Theofellpwing exampleds intendedite he an llistyation of certain

enﬁdﬁﬁ%ﬁ?@&%@g@%ﬂ% %xls';nzéfl IQ% }]J {&Iﬁﬂ RPRGPEbE ABdhvEntion:
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of the present invention offer a travel informtion
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[0148] In phase two, a traveler enters the system through one of many

distribution points in the travel industry. An example would be a traveler who decides to

purchase a Travel Intelligence Report (TIR) while pﬁrchasing an airline ticket from a
travel web site. After purchasing the ticket, the traveler is presented with an online profile
form, which is already populated with the traveler’s client record and e-ticket
information, forming the core profile; he can either accept this profile with a single click,
or supplement it with more information. In either case this profile form is transmitted

online to the internet site, where it triggers the application of appropriate rules, and the

retrieval of pertinent content from the data store.
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followi ng exanple is intended to be an illustration of
certain enbodi nents of the invention and is not
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facilities. In at least one embodiment, the geographic location information may include

an objective set of coordinates identifying the location of the asset(s) (e.g., facilities,
office locations, or personnel). For example, the geographic location information may
include the current or a recent set of Global Positioning System (GPS) coordinates.
Furthermore, the geographic location information may include the current or a recent set
of coordinates from a Geographic Information System (GIS).

[0151] An analyéis engine 403 may receive intelligence or information from the
travel intelligence source(s) 401 (e.g., Source A) and the asset information source(s) 402
(e.g., Source B). In an embodiment, the analysis engine 403 may correlate the
intelligence information (e.g., Source A) with the asset information (e.g., Source B) to

determine if one or more assets is proximate to an intelligence event that could impact the



[0150] Figure 25 is a functional block diagramof a
gl obal asset risk managenent system 400 according to
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output. The risk assessment report 404 may be output to the user, for example, via

hardcopy printout, computer terminal display, or mobile device display such as.a Liquid
Crystal Display (LCD).

[0154] Further, in an embodiment, the global asset risk management system 400
may provide a risk mitigation toolbox 405 to assist an asset manager, or a person or
bgroup who is responsible for the asset at risk, to counteract and/or respond to the
increased risk environment. The risk mitigation toolbox 405 may include one or more
tools that serve to provide the asset manager with information, which may include

intelligence or intelligence related information, useful in mitigating the increased risk



[0152] In an enbodi ment, the gl obal asset risk
managenent system 400 nay assi gn one or nore geocodes
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mclude the current or a recent set of Global Positioning System (GPS) coordinates.

Furthermore, the geographic location information may include the current or a recent set
of coordinates from a Geographic Information System (GIS).

[0156] Control may then proceed to 520, at which an analysis engine may
determine one or more impact areas for an event based on the intelligence or information
received from the travel intelligence source(s) and the asset information source(s). In an
embodiment, this may include correlating the intelligence information with the asset
information to determine if one or more assets could be impacted, in terms of security,
health, freedom of movement, or otherwise adveréely affected, by the occurrence or non-
occurrence of a particular event, at 525. In an embodiment, the method may include

assigning at least one geocode to an intelligence event to aid the analysis engine in



intelligence or intelligence related information,
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person or group who 1s responsible for the asset at risk, in responding to the increased

risk environment. Examples of such tools inclﬁde, but are not limited to, references to
one or more documents specifying security response procedures, policies or procedures to’
be implemented in response to particular security threats such as évacuation‘plans, mapé
of facilities, and the like. Inan embodiment, instead of a link or reference to the
document(s), an electronic copy of the document(s) may be made available for download
by the asset manager using, for example, a computer equipped with a web browser. An
example of an document provided by the risk management toolbox is shown in Figure 35
[0159] Other tools associated with the toolbox may include a notification

system for disseminating travel intelligence or security related information and additional



received fromthe travel intelligence source(s) and
the asset information source(s). In an enbodi nent,
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- Furthermore, the system 400 may provide additional intelligence by applying the rules
engine to a traveler profile as described herein.

[0161] Furthermore, in an embodiment, a user of the system 400 may be
provided with the capability to determine the reliability of the intelligence used in
determining a critical alert. In particular, the Content Identification Segment (CIS) may
provide the capability for a user to review the source catalog information associated with .
an event such as, for example, an event leading to a critical alert. Thus, the system 400
allows the security director or asset manager to apply his personal knoWledge in

assessing the reliability, for example, of the source(s) of a critical event to be used in
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2901, the name of the creating analyst or person 2902 who created the source, the name

of the analyst or person 2903 who last updated the source, the creation date 2904, and the
date last updated 2905.

[0163] Figure 29b is a second exemplary general interactive page 2950 showing
further general details associated with a source according to at least one embodiment.
Referring to Figure 29b, the general details page 2950 may further iriclude a me‘dia type
2906 associated with the source, a lifespén of the article 2907 if applicable, the interval
between visits 2908 to the source using the system 400, the source title 2909, and a
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[0167] Figure 33 is an exemplary source ratings page 3300 showing one or
"more reliability ratings for a source. Referring to Figure 33, the source ratings page 3300
may include an initial reliability assessment 3301 and a system reliability rating 3302.
The reliability rating assessment 3301 and 3302 may be individually assigned a rating
such as, for example, “A,” “B,” or “C,” representing a range of most reliable to least
reliable, respectively. The initial reliability assessment 3301 may be a one-time rating .
assigned by an énalyst or SME based on, for example, the analyst’s past experience

involving intelligence from the source. In an embodiment, the system reliability rating



an interactive page of a web browser application such
as, for exanple, Mcrosoft(tn) Internet Explorer(tm.
wQ 0ib6Aa3e1sn an enbodi ment, upon user sel ecti on PET/ES2004/032320
source by, for exanple, usid®ig a nouse and cursor to
select the line including the above described source
informati on, the gl obal asset risk managenent system
400 may respond by outputting to the user one or nore
ot eractj ve pages i ncl udi further detaile .
33p i e el IR 3% ch e 4 vkl O rdl e ackiom gt ges o
ac&itint ¥ vEBty BE fAuRe schk asht hot lihRe SRV thevEiddbiit &f FRGBURE to
one or nore detailed infornationéﬁages, for exanpl e.

providningdligance & agentsratdd ontemA asciesaribep sadier hgrgin. Other factors
méc’{}%rflrcrlégg tsheté%%stteglgg Pgﬂnééﬂpiﬂ thé ﬁ)ob ?eed%g{:i(te{eglggix%}ci?{eey%tléelanprovided

mary- cont a
byah@§dkde toandfirm deveigspmeh ef the tiatellgendenfsorgridrierampieya trend line
mai nt ai ned, using the CIS. Figure 29a js a fir

. . .rst
eyl BF AUH8HICHT Rareatien o BqsgAlSYy stistifahgalue to cach of
thgfﬁﬁiélglsf?% ahd ﬁnit?ggiéﬁl%{ﬁ? aerehéfmlﬁ&raug%%gsg&o@%%agmed Lién. By

e e Ref erfing igure 29a, the

cogprEngihedaitial tefabititeassaoventap0i mithubie systasw raliebiligyirating $302,

2901, the, name pof the creat,. al yst or person,2902 . -
théH5T By AES RS shmige 0 FHP o AP it o Ve B g alg g assessing
th® Bl REendd BezeiVed floatihat Redet FulthemfeltEesourdteratih @Alag® 3300

date 2904, and the date_ | ast updated 2905. %0163]

m3 fyither inokyde 8 seursestatig 3a%b apliaility gemereats 33Rp candeppspe status
cRPRELIR0, 00 R 155 BBl 030 S
inRadiap I fongxdnipl & ‘Gunse,’ 2Gotentible” Glonen ake, tUaiditdggragage.” 20&fiments

R S L B N Y 292 S50 5 Ay o

staft‘ﬁ’sokésgé’&iv%l the interval between visits 2908 to the.
sourc usiab the system 400, the source title 2909,
and [a$68]r cEigh34tis emeRglary Bdditiooalrintelligenert paga 3200 of the risk

may.be a . Uni.f orm Reference Loc r (URL). for . .
e SRIEE TR N PR GEPeq BE e d” Bigu34 fhe inteligence
paB& SHT MhY i MHTEDE Sach Rb@cAGstbd 8n BEiOS1XYA bahONMB H@, source

comments” associated with a source according to at

naprsdiste 02, ersdiditipni403Kke e plaimigxtloa Phigue souee idemfifier 3404, a
sygt(g)xggrgﬁ]% Silélgar\%&%g?;?ﬂg, Er%%a{i(% Eﬂ'{g 54(56] %llysg ﬁpc?aqmg{é §4637(? ggtes 3408
(e.g., a URL address of the World Wide Web), and an interactive repository search
interface 3409. Upon operator selection of the edit selection button 3404, the system 400
may provide the capability for the user to edit the source information including the data
fields shown in Figure 34. In an embodiment, the system 400 may provide the capability
- for the user to search the source catalog or repository by entering various search criteria
using the repository search interface 3409.

[0169] Figure 35 is an exemplary reference document page 3500 showing a
plain text document 3501 and an HTML formatted document 3502 of the risk mitigation
toolbox in at least one embodiment. | '

[0170] Figure 36 is an exemplary additional intelligent metadata interactive

. page 3600 showing metadata associated with an additional intelligence source of the risk



the source, In an enbodi nent, the comments 3001 may be

entered by an anal yst such as a SME. [0165] Figure 3 1
w0 g00an3@senpl ary netadata interactive page 310BCHUSWOHG32320

net adat a associated with a3source according to at

| east one enbodi nent. In an enbodi nent, netadata

associated with a source nmay include information

mai nt ai ned by the system 400 representing

mlftl t%ﬂ 88%5(‘3 co‘?&mh?@ 1944k gr?e %rﬁbé’cﬂﬁa'e %n%%ﬁ{bodlment additional

ormat | ona e on e 1 nt e i'gence provi de
inteYligehee metadate assboiated vetﬁmsbmhay malide atfumalmmalhmmed by

assoc:|a d wwth. either an intelligence cate
thE Sieen 00 FopErsF B MEC R TOBI ISR 46 SRS LK e tnforndtdnal

1tén§kfk9:518m iHe @nt@ﬁlggnoe pﬁ’@HH&d’ B the s@ﬁrc@ XFMx%mp']eefrﬁEfrid%go Fgure
Figufe 31, the netadata page 3100 rmylncuea

360themdd}t®oabn®llmtnmgt@dm 9@&6\/\3&(]9 mayanclude 8 dist ef prm@ts 3601

ash it il e e Rt ind cheeRBEY S602 1By ths Rl ang alist of

JoSatRhabb0SRuUIKieh GRIs6@RE Yerltdie 3104. [0166] Figure 32 is
an exerTPI ary contact interactive page 3200 show )
pri nf1Yl]c ofigwret37iinp expampleny addidionalanteligant [tingssipigracsive page

3739 %85\9 ng%o&%e ?atntngg ?és ?{%ﬁ vﬁmdﬂmfbtxlal 1|n¥é Vl\ldc? I§]ouarce of the risic

enbodi con ornmati on assocl at e
msrgunmetomxlancﬁrdndg t@atsleast ore embadiment. eHolr ekample, referring to

respan for .the source as well as dress d
FiEG i e 400G DA ARG st P Es oo LIS g  rater
idEAMTRE 37FL GQRE @Ak 3702 Fhd ?r(a%ﬁﬁu&@é‘&ﬁ@/hxﬂe g@hhn%nE@Mr-scaled .
be provi ded on additional “contact pages 32

tirselingsesces: 3 X3 amnenengsllyrspalsd agaveacy stom ég%aag@lmmally-scaled
%hovvi n'g og? Qr re reli abltl [ Zé ratings for a source. :
TeREPEFP ?fﬁ 8 rf‘i“ggP‘é“’%ﬁ"mP’ﬁ%Sé ?ce rati ngs page 3300
may [0171]udR AditioR] inl aleaktdne@bibolinyer® 3BE SR enbdtEl40BNelay
a systemreliability rating 3302. The reliability,

inglyd¢ s gorapkanse fnstion Jowhich@ PeBOR serkingle trrwsl o adleaauoy adversely
affe%?e,dg::}eadcrﬁlcéla%\)eﬂtg s@éﬁcﬁ r?qéca(t)lf)g r'%l@{(r?gg | a t ﬁr? acquire

epr es g ara
the eppratd] @f thees e elanggdror s%neit)i dirdctalprioetd I&ﬁng pérymtted to travel to

DS TNy s BFOVIIGE 55801 TERAET P GARAABINGY G FIBUEHIARy By aveler
haR3&leivRU ESPeP Rafing in dealing with the increased risk environment prior to
traveling there. In at least one embodiment, this compliance function may be provided in
the form an online test for which the traveler must obtain a satisfactory score prior to be
authorized travel (e.g., prior to being issued tickets).

[0173] Itis apparent that the global asset risk management system and methods
described herein may by configured to provide many useful asset risk management
functions in a variety of embodiments for both fixed and mobile assets including, but not
limited to, people, facilities, and containers. For example, the global asset management
system 400 may be configured to provide supply chain management by providing a risk
assessment for a shipping route for assets or goods in shipment to avoid supply chain
interruption (e.g., routing of supply ships around areas of increased risk). In such

embodiments, the asset information may include individual shipping container tracking



involving intelligence fromthe source. In an
enbodi nent, the systemreliability rating3302 nay be
waledosnsilsed by the system 400 based on a rati NBCT/US2004/032320
algorithmthat takes into aecount a variety of factors
such as, but not limted to, the availability of the
source to provide intelligence to agents of the system
400 as described earlier herein. her factors nay
.t ncl ude the exi st e of hunan,. he | fee
infoB G R et e & SoP BT Rl e BB lin a secof
pesiodithliymistRiedl geppmphic @botdivtatdsir éddntigerc Sitilariyg the global asset
_exanple, atrend line analysis. The rating algorjthm
riskgRanagenei syster A8 maY| tzsfaqonégurgé 1A provids personngl dracking Ry n

S BTSSR RIS SRR
oriiddntifiads. e bi ladst bn¢ ymhedisestyent tr&R g infotthatidremsy stchrde GPS or

eliapility rating 3302, the user may determ ne the
GISFQRHENATS - r el j abi ity of a source over time to aid in

assqppr4)9 A BetHePbRIrpIO NG Bisk B6:RivRAL FepBRabOATIng WhE €.
Furthernore, the source ratings Fage 300 may turther

enhodirets isshovmrio Figren 1fe a@4G4b. Referang 10 Kigure S¥axsimessage
3305 t T .
pozor %1830&} 2;8’ 63‘951“(' rags%ss%deé}{t llﬁaé)%t?xﬁ' 'gﬁ ﬂlcﬁxdg %Qe@(t aetgga§§g§pf gontalnmg

may” 1 ndi ca current s
inlligesce dndciffedicd @sset Diforgnation lassociated wisttan intd)ligeet e@dnt.” The
"do not ,use,” and "aggregator," mrent s 3305 and 3306 .
MeRs3Lc RAEHQIIaY AlsP yrsfudsra muppins sr{ase P S andaaseetfgmmunications
. el-hahbi | ity , i ) .
im0 T M it (RlerBL A P ERAR b tPlfjor A ABhiom by
widd) 8 usdr mdyeseleictto view iagadp mrtioroof the xisk assag¢smeatistporindn an

er BB o st 5 meing ek o B Gy S5 R gne may
reddr %%a{i)g%hg(@ YhdtoR BRQhows M pare S8R/ THelah§ly$i¢ @Rgin@ i Fsé the

type 3403 (e.g., plain text), a unique source '
CM8envbfaireintedligeace andsipfararatior friogbihe GRS inggehergtisg 0% map page. In

o 0 0 e B Sl e v

maPoltpltendaietaéive piRYy Whivh SRAIEhmant@hp&eand 4Q%e t6hetent a
operator selection of the edit selection button 3404,

mesiegesyish amfaurample. ph lFraenic meseagp abenpilyiothsrassite user

2, L1, D SEUAE o DR TRLL 300 ALY e s o
inFygtre 88l ORefemingto dvgude 38thehcmppipagd 381 0fmay inbinde a @raphical
A ch L he source catal g of, reposi ory, by entering .
landmark 3812, a graphical artifact representing a first asset 3813 such as a’pers'on on the
ground at a location, and a graphical artifact representing a second asset 3814 such as a
private facility. Further, the map page 3810 may also include a geofence 3815
representing a threat boundary. In the example, of Figure 38b, the area inside the
geofence may represent a safe area, and the area outside the geofence may represent an
area having an unacceptably high threat or risk. Alternatively, the geofence 3815 may
cofrespond to a threat perimeter of a geocode in which the area inside the geofence
represents the area of unacceptably high risk. The map page 3810 may also include text

information 3816 to provide the user with, among other things, the status of assets 3813



using the repository search interface 3409. [0169]
Figure 35 is an exenpl ary reference docunent page 3500
wa basiongsa pl ain text docunment 3501 and an HTMCT/US2004/032320
formatted docunent 3502 of 41he risk mtigation tool box
in at | east one enbodinent. [0170] Figure 36 is an
exenplary additional intelligent netadata interactive
page 3600 showi ng netadata associated with an
or%%‘ih%&ﬂ%k {‘{gedaé g&ﬁ&&% 3%?5”?&11&8} IBQ?leﬁét%Q‘eHbgaﬂﬁe% in
00l box ack to at | east one enbodi nent
reqmnsdtomﬂan useraeﬂdctﬁngmahteﬂlrgeatd e\gansi Inet theli attaactxve map page
ciated with a sour . i ncl ude .informtion._ -
YIRS Btet R SgF SRyiie e SHEDANP S SViput 6 the user the
soﬁ?ée%ta@d?ﬂgﬁ?%@ (debB @xg%wz %ottﬁlat\ﬂ%lhs‘éﬂﬁla?trméw the sources
i nformational itens the intelligence provided
m@yrlyme th@mtedlegenr:@ ¢Vf@ka Sethewk@ssesmertt ECPPrtguRe0@put to the user

anllﬁ ddl é\f tﬁ lne l | I (gxgeco%é%cg& g SELS dg%?é?c%g?&??ﬂﬁ? %telhgence

m&ﬁU@ﬁﬁmn@,llst of the categories 3602 for the source,
and a_list_of locations 3603 to which the_ saource

per t @176l Wherees patigulapersbodiments of inisvaRtochayF brdfigscribed
; .
a1 e SENOB b8 EEPEL fBr  B0110 0
minnredd vaymnons ofdbe detaids oftthepresait inﬁehtlgamay) e tredk wothout

accor to at |Ieast, on For exanpl e,

gty tiegnPingioRas So/imea B TR APPERBHAI e o1 11 pence
source ratings page 3700 may include a rater
identifier 3701, a rate date 3702 that may include a
date/ti mestanp, a nunerically- scaled tineliness score
3703, a nunerically-scal ed accuracy score 3704, a
numeri cal |l y-scal ed rel evance score 3705, and source
comments 3706. [0172] In addition, in at |east one
enbodi nent, the analysis engine 403 may include a
conpliance function in which a person seeking to
travel to a location adversely affected by a critica
event, such as a location within an inpact area, nust
first acquire the approval of the asset manager or
security director prior to being permtted to travel
to the location. This provides the asset nanager the
opportunity to ensure that the travel er has received
proper training in dealing with the increased risk
envi ronnment prior to



traveling there. In at |east one enbodinent, this

conpliance function may be provided in the form an
wordocnssisest for which the travel er nust obt ai PCBUS2004/032320

satisfactory score prior tazbe authorized travel

(e.g., prior to being issued tickets). [0173] It is

apparent that the gl obal asset risk managenent system

and met hods descri bed herein nmay by configured to

provi de many useful asset risk managenent functions in

a variety of enmbodi ments for both fixed and nobile
asé%ﬂéﬂlﬁiﬁﬁdﬂhgilgﬁt not linited to, people,
facilities, and containers. For exanple, the gl oba
asset managenent system 400 may be configured to
provi de supply chain managenent by providing a risk

assepsmenk oidYal asssttHsRRhdHdgéRdttydtoh campikingor goods in
shipment to avoid supply chain interruption (e.qg.

routing o ppl ) Shi d eas of increased
risk). | nits%%éé n&léeﬁ%%m%%é%%Wh%@%sset i nf or mati on may
i ncl ude i ndividual shippin nt ai.ner . , ,
tracki ngi BRI EME GEHh ghted PrOwdE A isk assessmsnt KPRy
identification code associated with a set of
peri odi cal |y updat ed geographi c coordi nates or
identifiers. Simlarly, the global asset risk )
managienenTheglobal msk dGmnagemdne systamh iofclaisg 1t urthesonpuising at least
personnel tracking by associating a persona

oried$dt iififoAhatidnt sourre Sehereih thedrabybi Calgine is pokeigaged to provide the
geographic coordinates or identifiers. In at |east one

riSkROEk B repdriBaskd 88 fdpud fromf ts Bkl Bnérﬁl\feliiF‘&Jcbl deurE®Psnd the at
or G S coordinates. [0174] A further exanple of a risk

rding to an enbodi nent i s shown
h?ﬁ%ﬁ?éﬁgﬂéméﬁﬁﬁé%gﬁgg-_ Referring to Figure 38a, a
nessage portion 3801 of a risk assessnent report may
include a text nmessage 3802 containing intelligence
and affected asset information assqgcjiated with an .
i nt e}l i geheeslebd sisk managsment sysem of elasn 1 nuderginghe analysis
i nclude a mapping interface 3803 and an asset '
engirens farther confsgurett torrrexdde 380k aTdeesnmad pipogt usinger doataat
3803 may include a selection nmechani sm by which a user
idemyficeibe eégrientvi ew a map portion of the risk
assessment report. In an enbodi rent, when the user
sel ects the mapping interface 3803 the anal ysis engi ne
may render a map page such as that shown in Figure

38D. 4.The "Ilﬂéa&%ﬁélsasseelg gkﬁ%aﬂ?@éﬂéﬁ?sﬁsﬂeﬁl of claim 1; further comprising a

risk mitigation toolbox coupled to the analysis engine and configured to identify related
intelligence maintained using the at least one intelligence source and related information .

maintained using the at least one asset information source.



CVM5 to obtain intelligence and information fromthe
CRS in generating the map page. In an enbodi nent, when
w0 b@cws@s2 sel ect s the asset conmuni cations i nt BCT/@S®04/032320
3804, the CV5 may output am3interactive page by which
the user may conpose and cause to be sent a nessage
such as, for exanple, an electronic nessage or enail
to the asset. [0175] An exanple of a map page 3810

accqrdi ng.to,an,enbodiment is_sho [ . e.38h. .
Ret e r | norte oL BPe TR agk Pl Tt sl Sy éitl e sk
a graphical artifact representing an jntelljgence, X
migigatiqn t9gtbox furghes inghdes a|n°3§%4ﬂpaét/st?r@5faaé éi&ﬂw‘ﬁsf nptification
| andmar k 3812, a graphical artifact representing a .
méssages aoensding 384 Sctof bhsingss sulpethgoinclude ahescglapan sneghanasm.
| ocation, and a graphical artifact representing a
second asset 3814 such as a private facility. Further,
the map page 3810 may al so i nclude a geofence 3815

I eprgsent THig]6bal Béseftiskiabidamynt sybtein T cBimM) Mheredt the asset
Figure 38b, the area inside the geofence nay represent

. : ' t he geofence may
R s L B e T 2bTy i gh ¢ st
or risk. Alternatively, the geofence 3815 may"
~correspond to a threat perineter of a geocode in which
the area inside the geofence represents. the area,of
unactept abieelphaAssEl g mageRaRt Yalse dslombywheredpthe
include text information 3816 to provide the user )
gepgraphic deaatign dnfhemationiingjudestarset eff Globsl Refsitipning Sysgg1 guprdinates
3814 with respect to the geofence 3815. Further, in at
ashaziatéd with agmisetli nent, in response to the user
~Selecting an intelligence event 381 1 on the
interactive map page 3810 (using, for exanple, a nouse
device), the system 400 nmay output to the user the
sourge cahl AohRaoe: ANal e MR Guleh Glaiftl, WiRkeih if
user may review the sources underlying the
intelligence.event. Thus, the risk assessnent report
ehEPPhis FEAEOT TpERpndpelides A gt ELonfiae PR EeobEpt
. vulnerability of one . or nore assets in the context of
infosmatiens sy st Asecialed eithan assdnt s. [0176] Wher eas
particul ar enbodi nents of this invention have been
descri bed above for purposes of illustration, it can
be evident to those skilled in the art that nunerous
var i@t i orPheodlobdl@ssdeiish managkmichesyptefsedaiin g, eviicrein theny
be made w t hout

geographic location information is associated with a fixed asset.

10.  The global asset risk management system of claim 6, wherein the

geographic location information is associated with a shipping container.

11.  The global asset risk management system of claim 6, wherein the

geographic location information is associated with a person.



departing fromthe invention as defined in the
appended clains. WHAT IS CLAIMED | S: 1. A gl obal asset
W0 p@k/osasagenent system conprising: at | east OPET/US2004/032320
intelligence source; and an4anal ysis engi ne confi gured
to provide a risk assessnent report. 2. The gl oba
ri sk managenent systemof claim1, further conprising
at | east one asset information source, wherein the
anal ysis engine is configured to provide the risk
assessnent report based on input fron1the at | east one

i nt Iig rce a d t he at n
| gt 1 0 A et SR ngraeghn sy S of Sl dg Shein the
) stem of claim1, wherein the anal ysis engine is
lmﬁﬁkgﬁh@rm%l@ﬁffsl Rjeﬁ%iﬁst o0 provide the risk assessnent
report using a content identification segnent. 4. The
gl-obal asset risk managenent systemof claim1,
further conprising a risk mtigation tool box coupl ed
to ti3e arkHeydotal fisignagagen@dnrconsfengoll daln I witkesih itheyrisk
related intelligence naintained using the at | east one

asdeRirfddt 'r&gﬁtgnt%cl%@é&racﬁaﬁmgal r§drah@fatfunthoBddndtisiv: Nt ai ned

using t | east  one asset information source.5. The

gl obal a

wher ei n t T rhﬁ’h ?nﬂtﬁﬂﬁgﬁ'?%ﬂ%egﬁﬁ%%@n?élhg% %glb%gi udes a
notlflcatlon SysS hat. di stributes notification
messages HELURLEHIIY aﬁlfgfgfera?ses fedFaset ands ¢ ha
include an escal ati on nmechanism 6. The gl obal asset

ri sk mandggseianee mpseseptingra breat houndagdher ei n t he asset

i nformati on includes geographic |ocation infornmation.
7. The gl obal asset risk nanagenent system of claim 6,
wherei n the geographic location information includes a

set 1af G ARRbalPRsdt risk Mangzchysit ietdodiphidings
associated with an asset. 8. The gl obal asset risk

nmanagenmentcwiag fit1Rkertct %‘om £ leddD §ﬁ@1nfkllli SRcodsaEARRA C
| ocation information i ncludes a set of coordi nates for

2 g9eogr apiuh Gtiflf QHUPLdLRmK BN %Es%%i%‘n%ee%té/ﬂl&hc@”

asset .

15.  The global asset risk management method of claim 14, further comprising

receiving asset information from at least one asset information source.

16.  THe global asset risk management method of claim 15, further comprising
identifying related intelligence and asset information, wherein the related intelligence is
maintained using the at least one intelligence source and the related asset information is

maintained using the at least one asset information source.



9. The gl obal asset risk nmanagenent system of cl aim 6,

wherei n the geographic location information is
weasaeosased with a fixed asset. 10. The gl obal peE®81004/032320

ri sk managenent system of a@baim 6, wherein the

geographic location information is associated with a

shi ppi ng container. 11. The gl obal asset risk

managenent system of claim 6, wherein the geographic

| ocaj4 on nf ' . [ ' . 2. .

The. o1 obal SRR iRt nARRRCRt e bECRR T i generating

wherein the intelligence includes. geocodes. 13. The
thg Figh A15eSISR! FRRAA GRSHETee USPE AEANGR! IO IFAROD 9858 t he

ri sk assessnent report includes a graphical user

interface further conprising: a first graphica

artifact representing an intelligence event; a second
' gr apHi. cal Tleer global @sset 8§k mgrapeimegt methad s€tlainaif, wherein the asset

geof ence representing a threat boundary. 14. A gl oba
infsifiation irtkudes pageaphin loo@midndafoematien.Si ng: recei vi ng

intelligence fromat |east one intelligence source;

and generating a risk assessnent report based on the

intelligence. 15. The gl obal asset risk managenent

met hpg of gl Qbﬂ&l%ﬁ et fi&l{ &?ﬁa{%&%ﬁ%k 'oQ%{Eﬁﬁﬁ'lg,' Ve AR

i nforration fromat |eas e asset 1 niormation

source.. 16. Th | obal asset ri ag:] ement t hod of..
eSO RHPC I8 og B B oyt BECHIPR) PR RGO BUem coordinates
~intelligence and asset information, wherein the
aspeqigiedWithgpapiet.gence i s mai ntai ned using the at |east

one intelligence source and the rel ated asset

information is maintained using the at | east one asset

i nformati on source.17. The gl obal asset risk

manage e NThe'gibbal dsset risk Managktheninethot of glafien 8] wheteinfike

ri sk assessnent report includes using a content :

gdoBRiphicl1b&RIoh GRfoRRMBR Thelud& a SEHBF S PBRhte 82 Blgeblafhic
managenent nethod of claim15, wherein the asset

- A i ' . el hic location infornation.
ln{@;n%%ﬁlg%ﬁ?{)}%g{%éggg?w% ég%sﬁhagenent nmet hod of claim
18, wherein the

21.  The global asset risk management method of claim 14, wherein the

intelligence includes geocodes.

22.  The global asset risk management method of claim 14, further comprising
sending critical event notification messages to users according to a set of business rules

that include an escalation mechanism.

23. The global asset risk management method of claim 18, wherein the

geographic location information is associated with a fixed asset.



geographic location information includes a set of

A obal Positioning System coordi nates associated with
wamoassas2z 20. The gl obal asset risk nmanagenmeneCTres1vo€032320

of claim 18, wherein the geegraphic |ocation

information includes a set of coordinates for a

geographic informati on system associated with an

asset. 21. The gl obal asset risk managenent nethod of

claim 14, wherein the intelligence includes geocodes.

22. The gl obal asset risk managenent method of claim

not (44 cat | B HBLSHRLEH BURSPnCEEbPHPgor e Wsreipfhe

busi ness rul es_that |nclude an escal ati on nmechani sm
gepgraplnigdogation nfornaian ip pssreipigd gBreshipnieg poydainer. cl ai m
18, wherein the geographic location information is
associated with a fixed asset.24. The gl obal asset
ri sk managenent nethod of claim18, wherein the
geoqrsaphiThe g6t lasuet 1isK @amdein@it insthas 80€Elaikh €8, Whdréindhe
shi ppi ng contai ner. 25. The gl obal asset risk
gedBAp AR TEHi o B 1Bt RN i6 Lléb@i‘aélaﬁ'wxﬂ'f‘z?fié%‘sd}ht he geogr aphi ¢
cation information 1s associated wth a person. 26.
The gl obal risk management method of claim 14, wherein
generating the risk assessment report further

o e A e BB, g

representing an intelligence event using a first
riggrasprspoent repart fusiber camapiisesent i ng an asset using a
second graphical artifact; and representing a threat
boundar y asputinga gtapfpagc:m a @sér, the mlplpage iaslndingra griphical user
managenent system conprising: at |east one travel

intepfaed;| i gence source; at |east one asset information
source; and '

representing an intelligence event using a first graphical artifact;
representing an asset using a second graphical artifact; and

representing a threat boundary using a geofence. -

27. A global asset risk management system comprising:
at least one travel intelligence source;
at least one asset information soufce; and
an ahalysis engine coupled to the at least one travel intelligence source and
the at least one asset information source, the analysis engine configured to provide a risk

assessment report using a content identification segment.



an anal ysis engine coupled to the at |east one travel
intelligence source and the at | east one asset

w0 mfoensEsi on source, the anal ysis engi ne confipur/eskon£032320
provide a risk assessnment ®eport using a content
identification segnent.28. The gl obal asset risk
managenent system of claim 27, further conprising a
risk mtigation tool box configured to i dentify rel ated

|t oPFi goniee ‘ﬁ%ﬁ‘i’%gétiﬁgﬂ?%ké%“%“% %f?r?ﬁ PRl 2T hb8 Bimprising
ﬂ%%ﬂé %%zﬂn"’* %lbias e IR et eshet iafsingd using the

erein th k mtigation toolbox further includes a
910D HRY S integprc ONSE 208 SalFtpb i eTaNeR MARAINFGHsing the at
msssages according to a set of business rules that
lqagicangdeseh infemestibatspwee.nechani sm 30. The gl obal asset
ri sk managenent system of claim 27, wherein the asset
i nformation includes geographic |ocation information.
31. The gl obal asset risk management system of claim

30, wher eiMhe ;138210809 TRR M nat @t sPferh Bf ALIFRDE Alherein the risk
|ncludes a set of G obal Positioning System

I [ ..
nEAgEhRY &nﬁﬁégﬁlh*éf#?&s%@rﬁ@ﬁ?@fﬂn tgpeisfbig b faon
ap hic.l ocation |nforrra des a set of

“%gsa%%‘as Rpine 6 o0 Gnirginmies o e e B fanechanism.

associ ated with an asset 33 ‘The gl obal asset risk

managenent system of cl aiim 30, wherein the geographic

| ocation information is associated with a fixed

asse?0.34. Tiaelofhlaissdt rigk swinagdansdat systeag eficdaim 29,swimreiafthe asset

cl ai m 30, wherein the geographic | ocation infornmation
infernzion dncduded gedgdrhplac dehatmi imgorearibai ner. 35. The

gl obal asset risk nmanagenment system of clai m 30,

wherei n the geographic location information is

associated with a person. 36. The global asset risk
., mana

"t o 1 gones R ik o phont 36k e by B0 g he
the r

gec)nlagrap%lcni%)catlon)/ln}o?rrﬁ]at?c];n ﬁxlcﬁldgns é2 S76t o%? i Eosmomng §ystem coordinates

associat_ed with an asset.

32. The global asset risk management system of claim 30, wherein the
geographic location information includes a set of coordinates for a geographic

“information system associated with an asset.

33.  The global asset risk management system of claim 30, wherein the

geographic location information is associated with a fixed asset.



assessnment report includes a graphical user interface
further conprising: a first graphical artifact
WO e@6e3Ent i ng an intelligence event; a second PCEpPBI0&H32320
artifact representing an ag8et; and a geof ence
representing a threat boundary. 38. A global asset
ri sk managenent nethod conprising: receiving travel
intelligence fromat |east one travel intelligence
Soure, rﬁ%%\ﬂapgssgtsés%tméﬂf Qﬁlgﬂtskﬁgmforf%mixﬂtml GRcki e
asset’ i nformatiofn source; Senera Ing a ri sk assessnent
repost usi.ng.a content identification.segment based on
BePREPRiF JQRRHION L eTTA gB ALESaFieled MU ABIRPITE ROIARET on: and
“identifying related intelligence and asset
i nformati on, wherein the related intelligence is
mai nt ai ned using the at | east one travel intelligence
sourd®e arikhetghebal adselt etk mamgementfsystemtdf ohaims3 Opwnibertea thed
using the at |east one.asset information source.39.
gebpaphik dbation ffetmationks asodgedwnith amidoad of cl ai m 38,
wherein the asset information includes geographic
| ocation information. 40. The gl obal asset risk
managenent nethod of claim 38, wherein the geographic

| ocatd on Hnf 1O d 0 . .
posi 1 oni 1 SHF AR S Gbnrlr ALY, wherein the wavel
. aﬁset. 4 1. The %lobal asset risk managenent net hod of
intefligepesgeludesgsF S he geographi c | ocation i nformation

i ncludes a set of coordinates for a geographic

i nformati on system associated with an asset. 42. The

gl obal asset risk nmanagenment nethod of claim 39,

wher¥i n tHe glotzal abk imatagemegesysten of¢laide2?, ydwron de. risk3.

The gl obal asset risk managenent nethod of clai m 38,

asbagsh iR repoenipthdeswgraplidalngercihtctfacafurdvessmpising: i cat i on
nessages to users according to a set of business rules

thaty ﬁ@?éﬂdﬂﬁcﬁ%ﬁ%&%ﬁ%&éﬁﬂngﬁﬁ fadligMce 4¢enthe gl obal
asset risk managenent” method of claim 39, wherein the
a second graphical artifact representing an asset; and

a geofence representing a threat boundary.

3. A glqbal asset risk management method comprising:
receiving travel intelligence from at least one travel intelligence source;
receiving asset information from at least one asset information source;
generating a risk assessment breport using a content identification segment
based on the travel intelligence and the asset information; and
identifying related intelligence and asset information, wherein the related
intelligepce is maintained using the at least one fravel intelligence source and the related

asset information is maintained using the at least one asset information source.



geographic location information is associated with a

fi xed asset.45. The gl obal asset risk nanagenent
woredokoskisf cl ai m 39, wherein the geographi c | oRet/USI004/032320

information is associated wWth a shi ppi ng contai ner.

46. The gl obal asset risk managenent nethod of claim

39, wherein the geographic location information is

associated with a person. 47. The gl obal risk

managenent nmethod of claim 38, wherein generating the

ri sk assessnent report further conprises: outputting a

map page 1.0 user, the m age includin raphi cal
vonr Pt e dabel B udamirbg e et o e 2. Quiin B asse
_using a first graphical artifact; representing an
infpsmation gichigengepgraphis lgeationiiefarmatian f act ; and
representing a threat boundary using a geofence.
40.  The global assef risk management method of claim 38, wherein the

geographic location information includes a set of Global Positioning System coordinates

associated with an asset.

41. The global asset risk management method of claim 39, wherein the
geographic location information includes a set of coordinates for a geographic

information system associated with an asset.

42.  The global asset risk management method of claim 39, wherein the travel

intelligence includes geocodes.

43.  The global asset risk management method of claim 38, further comprising
sending critical event notification messages to users according to a set of business rules

that include an escalation mechanism.

44,  The global asset risk management method of claim 39, wherein the

geographic location information is associated with a fixed asset.
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45. The global asset risk management method of claim 39, wherein the

geographic location information is associated with a shipping container..

46. The global asset risk management method of claim 39, wherein the

geographic location information is associated with a person.

47.  The global risk management method of claim 38, wherein generating the
risk assessment report further comprises:
outputting a map page to a user, the map page including a graphical user
interface;
representing an intelligence event using a first graphical artifact;
representing an asset using a second graphical artifact; and

representing a threat boundary using a geofence.



