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The present invention relates to a term nal device that exe ,
install ed application program and to a relay device that r%m&@lﬁmwmww
bet ween different networks. 10 Backgro]und Art Various appli ans
can be installed in a term nal device such as a personal conput*®!%*to
provide a variety of functionality. Such application prograns can be
install ed by neans of storage me ESQRIP'EEBEI CD-ROM or via a
network such as the Internet; alternatively, 15 application pr“m“ummwmlmmn)e
preinstalled by a manufacturer of a termnal, or installed by a retal
seller of a termnal who has a license contract _wth the appli c atqour
progr am manuf act urer. Howdeemnaldpeyioe and Reday &evippl i cation prograns can

be trusted; malicious individuals may, for exanple, nake avail able
damagi ng or 20 dangerous software via servers on the Internet. D sclosure

of 1 entIJ Th rngsent invention has been made in |ight of the above
problr%m e§ﬁ@¢ﬁ§§?edl§ its object the provision of a term nal device and a
relay device C . AL usel..aQf:.ar tar m | rences
I n sources of ggglﬁ%gebgﬁﬁg?@gé%%h&%%?& éd{%m"{lﬁle @é’?@g?ﬂp%ﬁcgbééﬁg e the
stated ok ; ' e ' : ' | | has
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appl i cat gifferene aetwotksreans for executing an application stored in the
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10  Background Art
Various application programs can be installed in a terminal device such
as a personal computer, to provide a variety of functionality.  Such
application programs can be installed by means of storage media such as a
CD-ROM, or via a server on a nétwork such as the Internet; alternatively,
15  application programs may be preinstalled by a manufacturer of a terminal, or
installed by a retail seller of a terminal who has a license contract with the
application program manufacturer.
However, not all sources of application programs can be trusted,
malicious individuals may, for example, make available damaging or

20 dangerous software via servers on the Internet.

Disclosure of Invention
The present invention has been made in light of the above problem,
and has as its object the provision of a terminal device and a relay device
25 capable of notifying a user of a terminal of differences in sburces of
application programs executed on the terminal.
To achieve the stated object, the present invention provides a terminal
device which has a storage means for storing a plurality of applications; and

an application executing means for executing an application stored in the



storage nPa#65/3drd for giving a user a notification on the basis of a
source of an application being executed. The application executing neans
may determ ne a source of an application on the basis of an installation
met hod of the application. 5 The appli c3tion executi ng nmeans nmay change the
notification on the basis of whether the application being executed is
downl oaded froma network. The application executing neans may change the
noti f i catdtoragenmehns, aadifer givinget heer hotifiigdticrabinothebleasig ofxesotiect bf
read out froman external 10 storage medium The application executing
nmeans mayalcappkeatiorebaing execatedn on the basis of whether reliability of

t he application being executed is guaranteed by a third party which is
different fromEeranplisation exgeutipgl meansormayhdetgspineani spustorefl am t he

storage neans may include .an application 15 down| oaded from a network via
a rel ay (?éXHTE@,tI‘%{'er’ E}Pfégéﬁﬁqu@ékﬁl’éwﬁ %m@@ogr& 3pplIGIaI-ni ne whet her
reliajgility of.ﬁ%g aﬁﬁlication iﬁ uaranteed o t he .basi s. of whether there
i s a Predet er ity 2PRUGRHOR SXCCHHD Wapﬁemﬁ&‘g}?ngfem%é‘pt KAt oxgthereans

may have i f - f ring an 0. appl.icatio t ai ned
From oxt GG & Shef 68, APIRatoh. Bl ek iued gis™ RiBadR 376 5 s
preinstaljggoppp! i cation. The application executing means may change the
notification on the basis of whether the application being executed is

fromthe first Wﬁpﬁﬁcéfﬁ%ﬂ%xe@ﬁtiﬁggx?igeﬂﬁe B CHAnORROROPR Ao B THife

term nal device may al so have a di | spl ayi ng various

i nf or mat ibagisuofievhethet tied applichdoriling adxevntek §€ wead GuTEROM afl ERternilhe
application executing nmeans may display by image on the display neans the

not i ¥ catstanagetmedihnif ers on the basis of source of application. The
di spl ay neans may display an imge for an application executed F0465/3127
e application executing means may change the notification on the
basis of whether ré}iability of the application being executed is guaranteed by
a third party which is different from a provider of the application.
The application stored in the storage means may include an application
15 downloaded from a network via a relay device, and the application executing
means may determine whether reliability of the application is guaranteed on
the basis of whether there is a predetermined identifier added by the relay
device.

The storage means may have the first storage means for storing an

20 application obtained from external storage medium; and the second storage
means for storing a preinstalled application.

The application executing means may change the notification on the
basis of whether the application being executed is from the first storage means
or from the second storage means.

25 The terminal device may also have a display means for displaying
various information under control of the application executing means. Also,
the application executing means may display by image on the display means

the notification that differs on the basis of source of application.

The display means may display an image for an application executed



3 by the Fggg9/8ap7on executing neans on a first displaying area, and an
i mage for the notification information on a second displaying area that is
i ndependent fromthe first displaying area. Al so, according to a nethod of
the present invention for having a 5 t®rmnal device to execute an
application: a term nal device downl oads an application froma network;
the term nal device stores the application in a storage unit in relation
to a dowblyothe appdroationeexextutisignmenhsiont & éirstogisplatingrares, ard dnvinhoge €0r
application; and the term nal device, if a download identifier is related
to an apph¢ qutiftcatione miorsmitomont hseapnd i diaplaying direpl that is independent
predeterm ned i nage on_a display of the term nal device. According to a
met hod ofiramdhe fuskdisplayiagtaréa. f or having a terninal device to execute an
from a network
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pr edet er mi ned 1 nmage di splay of the termnal” device,

i denti fi eglated] &) aded applichdonpvhemat erscutiey the appHcheh! odidplaPsi Ag
executed. Further, the present invention provides a conputer-readabl e
medilin pfedetermined myage pnagdspldyof the/terminabdepidgeer perform processes
of . downl oadi ng an_application froma network by using a communication
unit; stori ngAceerdipgl iccatmethodhof the prespntunventionriorhavingta terminall oad

identifier . showi ng the application is a.dowyl oaded application;_.and
di spl ayi Eew&e torexsetts ﬁ?@@@alﬁﬁ‘éeﬁi Q}P '&THHBM\AES‘N]&P Cﬂﬁﬁn Qadsiamapploaden if a
downl oad
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from a network through a relay server; and the terminal device, if the terminal

device finds an identifier attached by a relay server on the application when

15 executing the application, displays a predetermined image on a display of the
terminal device.

Also, the present invention provides a program product for having a
computer to perform processes of: downloading an application from a netwdrk
by using a communication unit; storing the application in a storage unit in

20 relation to é download identifier showing that the application is a downloaded
application; and displaying a predetermined image on a display of the terminal
device, if a download identifier is related to the application when the
application is being executed.

Further, the present invention provides a computer-readable medium

25 for storing a program for having a computer perform processes of:

downloading an application from a network by using a communication unit;
storing the application in a storage unit in relation to a download identifier

showing the application is a downloaded application; and displaying a

predetermined image on a display of the terminal device, if a download



FO0465/ 31270465/39nyifier is related to the application when the application
I s being executed. The present invention also provides a relay device for
rel aying data between a first network and a second network, the rel ay

devi ce conprising: a receiving neans fér receiving data fromthe first
network; and a forwarding 5 neans for forwarding data received by the
recei ving neans to the second network, and for adding a predeterm ned

i dent i f i adentifiehés relatedwoether applidzition wheaf thehepplidatidsisbéingsexeqstedy a
third authority that is different fromthe source of the data. Data

recei ved by t hdlleepe¢senhgnrentionfalson provides st relay vabewiceeforbeelaging ehita by a
server connected to the first network; and the forwardi ng nmeans may

det er mi n®ekieendr tirsdinetwiarktanda segondanetworkathareldyadevibe deampsisirig: a
identificati.on of the server that sends the data received by the receiving
means. Tﬁ%c%‘éfﬂ?g:éméﬁnsafpra{?&eﬂﬁ% data frogatbenfirst nedwarks: apgdsa Joswarding

installation enpbodi nent,. that, is how the applicati.on is install]ed. As _15

i nst Z%FI aW?ﬂpse%Bg‘?ﬂE%f‘gt elGHEAVe (k)by éggnﬁﬂ‘:&}‘ﬂagnﬁim 38§ ﬁﬁsﬁ%ﬂqn%g
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enbodi neck e aata 16 66t ASef B! nfrc dforisS DS AEABARIR B0 IS st

confi gur afitRe data.t he nobil e phone MsS according to the enbodinent. Fig. 3
I's a diagram showi ng an exanple of an application control table TBL of the

enbodi nent . 25D¥itg .reéﬁvbﬁ/sl?r dhegeasiviligmbana fraiaiel firét! nétwhik nidy de a
liquid crystal display during execution of a preinstalled application,

and 16 g. séit by 8 servemgprmecied o e dirserervpork; and the firspirdingondansuindy
crystal display M54 during execution of a downl oaded application. Fig. 5
i s a schdategrmingi a¢hethes hrsliabglithh efethe i datacrisi assumedt @i the basis of

identification of the server that sends the data received by the receiving means.

The source of an application is determined on the basis of the
installation embodiment, that is how the application is installed. As
15  installation embodiments, there are, for example, a method of installing from a

storage medium, and a method of installing after downloading from a network.

Brief Description of the Drawings
Fig. 1 is a block diagram showing elements used when a mobile phone

20  MS according to the first embodiment downloads an application.

Fig. 2 is a block diagram showing a configuration of the mobile phone
MS according to the embodiment.

Fig. 3 is a diagram showing an example of an application control table
TBL of the embodiment.

25 Fig. 4A is a diagram showing an example of a display of a liquid
crystal display MS4 during execution of a preinstalled application, and Fig. 4B
is a diagram showing an example of the display of liquid crystal display MS4
during execution of a downloaded application.

Fig. 5 1s a schematic diagram showing an execution environment of an



FO465/ 3146 5HBpPTcation in the nobile phone M5 according to the first
enbodi nent. Fig. 6 is a diagram showi ng a data sequence when the nobile
phone . M5 according to the first enbodi ment downl oads an application

t hrough gateway server GA5. 5 Fig. 7 i3 a di agram show ng an exanpl e of
display of liquid crystal display 14 in the first enbodinent. Fig. 8 is a
fl omchart show ng a process perfornmed at the tine of executing an

appl i cat iapplicatiGRln the ahobile phoinicl M Saccer difig a0 the dirsgetbodiment) r st
enbodiment. 10 Fig. 9 is a flowhart showi ng a process perforned at the
time of execuFiggbds adpgram shawing cPdatal sefuece miten thepmotsiléHhone
according.to nodification 1. Fig. 10 is a_block diagram show ng a

conf i gur MSoacegrding teothe firsshembodangst dewnlpads apdappbeation througlFi g.
11 is a bl ock di algl wi ng el ements used when the nobile phone M5

ra
accor di n§AIVEhECLVEE mbodi ment downl oads an application. Best Mde for
Carrying out t laventign Preferred enbodi nents of ..t he present. .i nventj on
wi Il ‘how be degfg'i Jgelﬁ a éﬁam\ﬁa‘)&@gr ?‘ngxt%nf’f?eogékﬂ};:lﬁan9fiﬂ@‘ﬂga%¥%%l I'n
the fol |l qyw rk ntd ject matter of the enbodinent relates to
an appl i ?gﬂ&q%%ﬁttbgﬁﬁgeyﬁﬁﬁwl atile nmenory, and a term "application”,
as used bel ow, egl ydes ' s p. L
desi gnat ed by g 'ag ﬁnﬁdgﬁﬁégimgéﬁlggﬁ”ﬁ)ﬁ%&% ﬁ%‘ﬁéﬂ@é@%%‘é&(ﬁ@%aﬁt er,
"HTM. dagRedutireX a8 Wrdlicafi o) . (Y )1 ' 3 ows
el enment s use]%jngg;/ a bli({ag1 0|ci;lhic?)fne MS1&%&%%%{5%%&5%3@%%@%@533 1'?lrom a
server ofirstr@mbodanest., according to the present enbodi nent. Although a

mobi | e phone M5 is used in the present
10 Fig. 9 is a flowchart showing a process performed at the time of

executing an application in CPU 11 of the mobile phone MS according to
modification 1. |
Fig. 10 is a block diagram showing a configuration of the mobile
phone MS according to modification 2.
15 Fig. 11 is a block diagram showing elements used when the mobile

phone MS according to the second embodiment downloads an application.

Best Mode for Carrying out the Invention
Preferred embodiments of the present invention will now be described
20  below referring to the accompanying drawings. In the following description,
the subject matter of the embodiment relates to an application written in a
non-volatile memory, and a term “application”, as used below, precludes a file
(for example, applet or GIF file) designated by a tag in data of Hypertext
Markup Language type (hereafter, “HTML data”), executed on a broWser.
25
[1] First Embodiment
Fig. 1 shows elements used by a mobile phone MS when downloading
an application from a server on the Internet, according to the present

embodiment.  Although a mobile phone MS is used in the present



F0465/ 31H04581hadi nent, a term nal device such as a PDA can al so be used
in the present invention. Referring to Fig. 1, description will now be
given with respect to elenents through which the nobile phone M5 downl oads
an. application from 5 IP server Wvia ®he Internet. An application stored
in |IP server Wis transmtted to a nobile phone M through the Internet

| NET, a gateway server GA5, and a nobile packet conmunications networKk
MPN. |t iesnbodimeentondermimal deviee guch,ast @ B> Aveart alsoebe asediinghier prasesit ng
overly caonpl ex, only one nobile phone MS, one base 10 station BS, and two

| P serverlBVER@QR. r espectively shown. In actuality, however, several nobile
phones MS, base stations BS, and IP servers Wexist in the network. IP
server Wis a »8 toy Eigmleowdesgripyiom mallngoms bepgiver ewith pgspecthto | P

ppl | cat IERGRS BERUED WAIEA (e BabHE R0 BES A BloaCA g ABBIGRIODA0BLs
ol i Gat et B F R BEot)' 10 Tt er 't o Jgva and ot her appl i cations.
f EL:?\%an&t o " appfibon stOHRY FEIR BENGITH' i RahSfileey e Bt it 3
appl i oot 13 TEVUFE g InRARC IRTIL 2 lgeEwag Mecke PVS) A 8/ Obig piEReey

i ts typecofiuficatidng netwolRWIPAPP! [t fode hoted tHat 9A Fipt @ &Pﬁré‘@é’ﬁ e
attributes such as a nane of the application, and Jar Contaihing a data

body of udhawargplfremt being ewdrlpDfompiex,Janlyaoae helobilenphéne aviSr odé basd he
foll owi ng explanation, unless there is a 25 specific need to di sti ngui sh
ADF X0 orrstadion tBiSy and| tweall® servers aWVr adie txespectivelyashosppl i bt actuality,
Applications other than Java applications are stored wthout being
di vi ded. hawerer, sevesal mebilephongseMS, bageastations B hgand dBseapers Vaexdsts. | P
in the network.
IP server W 1s a computer system owned by Information Provider (IP).
The IP server W, for example, holds HTML data, a software called Java
15 application written in Java (trademark) programming language and various
applications written in other programming languages (hereafter, the term
application is used generically to refer to Java and other applications, unless
otherwise stated). Applications held in the IP server W include, for example,
an application for performing online trading such as stock trading, an address
20 book application, and Personal Information manager application (PIM).
Each application is stored differently, depending on its type. For example, a
Java application is divided into ADF having attributes such as a name of the
application, and Jar containing a data bddy of the application; and ADF and
Jar are held in IP server W. In the following explanation, unless there is a
25  specific need to distinguish ADF from Jar, they will each be referred to as a
Java application. Applications other than Java applications are stored
without being divided.
A URL i1s set for each one of data including these applications. IP

server W extracts URL included in the GET request, received from the



server WREX658137URL i ncluded in the GET request, received fromthe

FO465/ 3127 7 Internet |INET, and sends the data designated by the URL to the
Internet INET in response to the request. If the URL included in the GET
request, received by IP server W desi’bnat es an application other than a
Java application, IP server Wsinply sends back the designated application
body to the Internet. 5 However, if the URL designhates a Java application,

| P ser verdnwreehINFADANndfsenda\the alapd idesignatedibyithet/RA ty théEnteRhet ENBE
Internet. Then, if a delivery request of Jar correlating to the sent ADF

i s recei iadesponseetovihe regngst. t he therURdoinduded dinthe tGETHequest, wecgived
request. Mobile phone M5 can conduct data communication via a_nobile 10
packet c&¥miRisesvenWadesignrtespan applicatian ethemthan @ avmaepplicetion, cdhduct
voi ce conmuni cgtion yvia a ng)%i@ke t el.ephone netV\f)rk,(n%t&) hown). _ Mobile
phone N5SENHTe¥ S1maply gends bt 1ZBatHks _PPIIGALIOM st the Intermate
phone- M5,dses t0.p[0 pages provided via,lP.seryer W br o

provi%ed PAWREHY Fg’&\'@@oﬁ%ﬁ’@gﬁt%ag’wéﬁw a{lene@éﬁp@r\] v%e’é‘ii)?@sg(’fw
When br oys| : . I C a 44y | et,.

desi gnat ggbg%@l%%@&@%&gﬁfﬁ@% gd;gg%\iﬁg‘gﬁgtappi&ﬁ’ ﬁggi@é‘{“y
nobile p ' e rh . M i _ a

bl i cat oAl B dRfltng At ol A DI PR aL, B Sl QRIS Y
present %Gﬁ@ﬂgﬂﬁﬂing AL el AR 2 0est.20 M5 treats an application
differently depending on its sOurce. More specifically, nobile phone M5 is

abl e to notifyMobierphdis MS appl coatuon datavhesmimunieaisacwizd mabileeen
downl oaded. The specific configuration for realizing this function will be
explld) nepacketdeommunization hobvork MPRet horaddition) imokile gihvand NSNcas a
communi catiqgn 25 network for providing a_packet comunication service to
nobi | e standuet Ngice spmmuBicationcki asmebilei tedephore aetwogk (oot chaw).

shown) i R/I(a)lgﬂfl: tp (())?mtl\(/is s%gﬁeesmaawgﬁaﬁd%eba?&\%\% %rrglv&jste%l, V(\)’ ic azsleus%;'%tfi ons.
mobile phone MS uses to browse pages provided via IP server W. WWW
browser provided in mobile station MS also functions to execute Java applets.
15 When browsing a WWW page, a WWW browser can download a Java applet
designated by a tag and execute the downloaded Java applet. Besides,
mobile phone MS is able to execute various applications such as a Java
application downloaded from IP server W.
In addition, according to the present embodiment, the mobile phone
20 MS treats an application differently depending on its source. More
specifically, mobile phone MS is able to notify a user that an application,
when it is executed, has been downloaded. The specific configuration for
realizing this function will be explained in detail later.
Mobile packet communications network MPN is a communication
25 network for providing a packet communication service to mobile station MS,
and has a packet subscriber processing device (not shown) in addition to
gateway server GWS and a plurality of base stations.
Gateway server GWS is a computer system provided in a mobile

packet gateway switching center that connects the mobile packet



Gat eway SEIAES/IPHE is a conputer systemprovided in a nobile packet
gateway sw tching center that connects the nobile packet F0465/3127 8
comuni cations network to the Internet |NET. The gateway server GA5

execut es protocol conversion on the rec®i ved data so as to be conforned
with the destination network and then transmts the converted data. Data
communi cati ons between nobil e packet comunication network MPN and 5 the

| nt er net dolEnuinacativnspnebeotk ¢otthe! frtetnets INEA. | zEHe byatehayf seotdroGWS
gateway server GA5. (A) Hardware Configuration of Mbile Phone MS Fig. 2 is
a bl ock ehxagummmdg:mmm shé aaceivedhdatasioi aetpbe reonfoBredewith ng
to the present enbodi nent. shown in the figure, nobile phone M5 has a

cont r ol | éhe vdestination raﬁsﬂﬁlﬁﬁ eﬂrndf clhey dransmits VB eonverted udataon i Dpte
part M3, a liquid crystal di spI ay m@a”d a bus M55 used for data
t ransm s@m&%mse ghveed) anabi n@qmmuméetéonemetmlﬂ( MEPN Lambr

the ¢ r f co rforns wrel ssc lcati on w
base ttﬁ?)rf P&mllg %2 HRERt T B% f‘F‘iﬁ%‘#?%& on
I nput pa d wth a varlety of buttons such as push button
(PB), tﬁ&‘%@%"\ﬁﬁ‘%ﬂﬁw keys. \Wen a user perforns an input operation,
instructl § gnal in 20 response to the
i nput opéggt [ %M%ﬁéﬁo%?ﬁgﬁ{agﬁﬂﬁgfwoﬁﬁgﬁf crystal display M4 is
conprised of aF%.SI)E@( mgak@@a%ﬂaﬁhsﬁévdmgw ostfi ?‘fa@ioxpaﬁﬁ{e nfgHsil loay's

various i nfornmatTon under the ntrol of“contro Contro 1

conpr i seMSfaecosdingocthespresaitrahbbdnseasi ng Unit  (CPU) 11, a Read Onl y
Menory (ROM 12, a Random Access Menory 25 (RAM 13 and a EEPROM 14, and

contl®l s each ;Aa;r shownmbithe fpgwree iBbilBphdize MEr has acoauslkppPM S it hons

sueh as ?ra\lq\zwn\{ltbtég\pgceglve? BgrtaMCSOZn tz;no I1nstruct10n input part MS3, a liquid crystal
display MS4, and a bus MS5 used for data transmission between each
element.

Transmitter-receiver part MS2, under the control of controller MS1,

15 performs wireless communication with base station BS of mobile packet
communications network MPN.

Instruction input part MS3 is provided with a variety of buttons such
as push button (PB), and also with cursor keys. When a user performs an
input operation, instruction input part MS3 sends an operation signal in

20 response to the input operation to controller MS1. Liquid crystal display
MS4 is comprised of a display device such as liquid crystal panel, and
displays various information under the control of controller MS1.

Controller MS1 comprises, for example, a Central Processing Unit
(CPU) 11, a Read Only Memory (ROM) 12, a Random Access Memory

25 (RAM) 13 and a EEPROM 14, and controls each part of mobile phone MS.
ROM 12 stores vartous applications such as a WWW browser, and a control
application. The application stored in ROM 12 is an application stored in a |
production process of the mobile phone MS (pre-installed), and reliability of

the application is assured by a mobile communication carrier or maker of



appl i cat ipgye9/Mmg2appl i cation stored in ROM 12 is an application stored in a
production process of the nobile phone M5 (pre-installed), and reliability
of the application is assured by a nobile conmunication carrier or maker
of  F0465/ 3127 9 nobile phone MS. In the9followi ng expl anation, the
application preinstalled in the ROM12 is referred to as a preinstalled
application. RAM 13 is used as a work area of CPU 11 and tenporarily stores
data suahobidephidneddt$ alul the follonting rexplanatiomdde dpplicdtiors pregistiled
EEPROM 14 has an application storage area 14a and a table area 14b. In
appl i cat iinthe t(RIOMyd 2as eaferred tappla preinstaled application. f rom | P server Ware

stored. In the follow ng explanation, applications downl oaded from|P

se][ ver tho b@é%rllédsgwedri?ﬂ a yeetkoarest of €PdJ ﬁlﬂ@and_tmnpommymaﬁldataa
i i .. 10 As i Fig.3, i
L e A OO St ekt . e
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fre(r;r}r)r eadgfgsls%‘;t%ﬁb%g%tgg&?#‘i Teatidn Stcahgg Ao ié%&%%ﬁaﬁ?@kugtﬁ%aﬁfr
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Ve (£ nat TnabrititabhSotiek hiBd b, 2PBICARRDS AoRATRRRER RO séii ¥ R ©
Dol oo i e pIFe . ! \
ol 020, e (R S LT ARSI ST et
val ue of Wlio bé ktdrB@ ggpagiylfc%ﬁbﬁnstbﬁa B mgﬁf'mpg{t@%ghﬁ% I%??H‘g?(l o)

value of "0" 20 Int esent enbodT nent, U 11, 0 ecuting

an appl hg@‘dmogﬂqmmdaﬁolﬁg\/l 12 and EEPROM 14, treats the executed
application differently on the basis of the contents of application control

tablld) TBL. MAs sheenfinddigly, inCriblé storagesareat] 4y wpplivditionagomtrbl eablche
application control table TBL at the tinme of executing an application, and
in 25 t hdBlade providedne Aswhioveny storagehbacationainfermiation’ of drtapplisation a
control (storage medium name or memory address), and download flag F is stored in
application control table TBL in relation with every application name stored in
mobile phone MS (that is, the preinstalled application or downloaded

15 application).

Download flag F is a flag which indicates whether an application is a
downloaded application. If an application is a downloaded one, flag F has a
value of “17; if the application is a preinstalled one, the flag has a value of
“0”.

20 In the present embodiment, CPU 11, at the time of executing an
application stored in ROM 12 and EEPROM 14, treats the executed
application differently on the basis of the contents of application control table
TBL. More specifically, CPU 11 reads out download flag F from the
application control table TBL at the time of executing an application, and in

25 the case that the download flag has a value of “1”, CPU 11 sends a control
signal to liquid crystal display MS4. Upon receipt of the signal, a
predetermined image is displayed on liquid crystal display MS4. Thus,
according to the present embodiment, the mobile phone MS is able to notify a

user that an application being executed by CPU 11 is a downloaded



ot ot er m e P age) s di Spl ayed on 11qui d crystal display MeA Thus
according to the present enbodi nent, t[lh%em)bi | e phone M5 is able to hotify
a - user that an application being exec d by CPU 11 is a downl oaded

FO0465/ 3127 10 application. Fig. 4A shows an exanple of a display in liquid
crystal display M54 when executing a preinstalled application, and Fig. 4B
shows an appdizatienof a display in liquid crystal display MS4 when executing
a downl oaded 5 application. As will be apparent fromFig. 4A and Fig. 4B,
a synbol showi kag: #A" shewdiapeageiple rofra glispiBy(incligaid erystahdisplageM $4
referred to as "DL" mark). Thus, when the application being executed is a
downl oad Whgipexeenting a preinstaldediapplioption, endtlfigr 4B showk@ndexqinge sdfraen
shown in Fiq. 4a and Fig. 4B js .10 divided into two areas. That is, in the
figure, icgslgﬁYaﬂBalml‘é\?vcfmaijoﬂl%’gayi Mg a When | grecutingnaofdawnloaded
appligcation. bej.ng execut ] s di splayed; and. in ,an area. P gbove the dotted
| i % I coﬁ?p\]réﬁf’bﬂ?ar ?y%’ﬁﬁa"f ya%&&:}/rﬂgl_lh&g'igh e4*§h@ﬁ'§, h&z H’f?ia@ Smbeknna
synbol , piray & er, e con re,referred to.as

"pi ctogr hﬁ“}}h&ﬁ#sqawgﬁ@?Sb%gi%n?ﬁ m@gﬁtﬁﬁﬁhpﬁy%\g%y ﬁﬁﬁegr%ltoﬁsed by
15 any applyi€at,i ,a—pﬁu's't{)gil]e d . n,"0QL |

di spl ayedﬁllﬁ g?lkelg{)P. [ %’arvl& e gg?e?ﬁélﬁée%%g%agg @%%%}tleé\g ignla@ev}' fﬁg)ad
execut ed applidatonn*DRrAgd (ﬁgﬂa' ggtion. (B) Application Runtine Environnent

of Mobile Phone Fig. 5 1S sthemati c di agram showi ng a runtime environnment

gf an 20 appl Faathepior®, TR dispRijoRerdén _sh@\ﬁrheinpﬁl\%e!lﬁa afgowigE YR {she
pplication execution environnment "of nobile phone i ncl udes a Java
runtliOre dividedrnimtntwé fazeasaf t That issfinthe digure, s ah lixga belowithe dottéd dimeent "
5312& |) ngggtrw ,rsg;eie?xgofsgg ta;gli(cgte}grelal;éirelrg’exerc(talieedr Esegistp?a;:d;"aﬁ' zn g;lo;/rieged o
P above the dotted line icons which are typically used in a mobile phone, such
as an antenna symbol, are displayed (hereafter, these icons are referred to as
“pictogram”. “DL” is also a pictogram). Note that the area P is not used by
15 any application, and is independent from other area.
When “DL” is displayed in area P, it can be determined that an
application being executed is a downloaded application.
(B) Application Runtime Environment of Mobile Phone
Fig. 5 is a schematic diagram showing a runtime environment of an
20 application in mobile phone MS.
In the present embodiment, the application execution environment of
mobile phone MS includes a Java runtime environment (hereafter, referred to
as “Java Runtime Environment” (JRE)) on an operating system (hereafter,
referred to as “OS”) provided in the lowest layer.
25 JRE is comprised of a Java application manager (hereafter, abbreviated
as “JAM”) and Java virtual machine (hereafter, abbreviated as “KVM”), and
both are executed under OS functionality. A Java application is executed by
CPU 11 on the basis of a runtime environment that JRE provides. JAM is

software for controlling security in executing a Java application. KVM is



25 JRE i F@4pBi12gd of a Java applicati on manager (hereafter, abbreviated
as "JAM') and Java virtual machine (hereafter, abbreviated as "KVM'), and
both are executed under OS functionality. A Java application is executed by
CPU 11 on the basis of a runtime envirddment that JRE provides. JAMis
software for controlling security in executing a Java application. KVWMis
FO0465/ 3127 11 software for executing, under control of JAM a Java

appl i cat isodtwaned for exeandngonmndes contrel tofbyAdMode Jawaeapplioatibn] eand/ge of
Java, into mandate code recognizable by CPU 11 of nobile phone M5

Appl i cat ifunstionsde comyertibytecads) executadn fledypexeindav, infanmandater coder
Cper at oRCEPLRIZABIC ERBatknkind! FARile PEPNCOISF at  ons of t he- pr csent

dounl oadi ng- an ABRISRIRTRoRTRe) than Spe ARRICAINES Lors EkeRpIan BBV | on
oper 281 o BVRE AT sacfoREATe Zxs Rt BY COI | RBUPE P RRGioeiNEe) ow wi ¢

reference to the data sequence shown in Fig.6. Firstly, a user operates
instruction input unit M53 of nobile phone M5 15 so as to activate WAW

browser . rNAeOpéARion O First Bnilisdiphas (0 an operation signal sent from
instruction’input unit Ms53, CPU 11 reads out WWVbrowser fromROM 12, and

carries out a [rkafter asperhtiohs of Wik prazenk emtsodisteritdaill by ekpidingd Revi ce
which is inside nobile packet comuni cation network MPN described above.

The packéhe r fojlowingt iovder {A) opgrationt whenp dosadoadirgrar? Gpplivatiors WiB)chi ng
bet ween nobil e phone M5 and nobil e packet comruni cati on network MPN. Wen
packdd r epesation when execatingan applicationiinenphileghamecMS.conduct packet
Send a1 AN ERTEROR S HeVIORHBERLRBBICAUPR Chi ng. | T
An operation of downloading an application will now be explained
below with reference to the data sequence shown in Fig.6.
Firstly, a user operates instruction input unit MS3 of mobile phone MS

15  so as to activate WWW browser. After the input, in response to an operation
signal sent from instruction input unit MS3, CPU 11 reads out WWW browser
from ROM 12, and carries out a packet registration on a packet subscriber
processing device which is inside mobile packet communication network
MPN described above. The packet registration is a registration procedure for

20 packet switching between mobile phone MS and mobile packet
communication network MPN. When packet registration is carried out,
mobile phone MS can conduct packet switching between gateway server GWS,
which enables mobile phone MS to send a request or response during packet
switching.

25 Thereafter, when the user performs, for example, an input operation
designating a URL that identifies the download page of IP server W, CPU 11
in mobile phone MS transmits a GET request D1, including the URL, to
mobile packet communications network MPN through transmitter-receiver

part MS2. The GET request D1 is then received by gateway server GWS,



25 Ther egf465/3W2gn the user performs, for exanple, an input operation
designating a URL that identifies the downl oad page of IP server W CPU 11
in nmobile phone M5 transmits a GET request D1, including the URL, to

nobi | e packet comruni cati ons network VAR t hr ough transmtter-receiver part
M52. The GET request D1 is then received by gateway server GA5 F0465/3127
12 and the gateway server executes protocol conversion on the request

recei ved amhthe gatesvay servertexechees ptaocel cohk€rsion @ thie gega¢stDRcelived

server W upon receiving the GET request D2, sends HTM. data D3 designated
by the URInd rahsmiétd it to theelntemed dAE as2GETnraquest B¥se, a 5 downl oad page)
to the Internet INET. HIM. data D3 is received by Gateway server GA5 and is
transmtted tolPhservar Wnsponnereagngmhe il requesthb2ssendd T MA. idata hen

o o Y e SR bt I B e B (o S o
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4 OSBRI ol NI K he ltoPINEAE RN, AHBE,

server V\ﬁ?f di splayed on liquid crystal display M54 of nobile phone M5 as
a nmenu title. Specifically, in Fig.7, dowl oad nenus and several

appl i cation titlipsHaMIdisfl PYed tﬂBnH*é%eiQéiPlﬁj tFAnSThi er%?:@i@%mnigm
f ata. At

application titles are witten in the formof”anchor tag in HI

this stagd, mobile plicie WSt s CRUAPIVofondbilerphos@N8nstopds' redeited AATML
foll owi ng operation is performed. In the operation, using cursor keys a

userlOfi data 434 dat RAM 43| dnchdisplays tdre liquadt crySll dikphay ViSghtas sereen
character string of the selected application title. In the case shown in
Fig.7, tkbovdngthedkFMl.dataBdring" referred to as "application, (a)" is
highl i ghted, a%‘i'g.‘“"}e{‘s tah ialéiaGIE so(l)v?usng an example of an image displayed on
liquid crystal display MS4 of mobile phone MS that has received HTML data
D4. As shown in the figure, an application title that mobile phone MS can
15 download from IP server W is displayed on liquid crystal display MS4 of
mobile phone MS as a menu title. Specifically, in Fig.7, download menus
and several application titles are displayed on the liquid crystal display.
These application titles are written in the form of anchor tag in HTML data.
| At this stage, if a user wants to download “application (a)”, the
20 following operation is performed. In the operation, using cursor keys a user
first selects an application title. Next, CPU 11 highlights a character string of
the selected application title. In the case shown in Fig.7, the term “character
string” referred to as “application (a)” is highlighted, and when the user holds
down a predetermined button of instruction input unit M3, during this
25  high-lighted state, CPU 11 transmits GET request D5 including a URL that
which designates a menu title “application (a)” to mobile packet
communications network MPN through transmitter-receiver unit MS2. At
this time, CPU 11 stores the character string of the designated application title

(that is, “application (a)”) in RAM13.



down a prEQ46%M3M2Aed button of instruction input unit M3, during this 25
hi gh-1ighted state, CPU 11 transmts GET request D5 including a URL that
whi ch designates a nenu title "application (a)" to nobil e packet

comuni cati ons network MPN t hrough transhitter-receiver unit MS2. At this
time, CPU 11 stores the character string of the designated application
title (that is, "application (a)") in RAM 13. F0465/3127 13 CET request D5
sent from nobi [(@EfheqaessDs sert fiomdmbpileapleowey M Seisviece S48 bydgateway
transmtted to the Internet INET as GET request D6 to be recelived by 1P
server WserreseW8rang isxtransmitteddouhe Interngt dNET asHGET sxpiese DE&ED be
request D6. |P server Wsends the application designated by 5 the URL (in
this casdeceiygdi bxtiPoserver) Wes dBt server W epdracis égﬁeURINEII.Cle(h inDthe s

" ecer ved TEGSHEH GE oA D Gs JRIETEE! W Sends thecumiicasimodeignaiod by
down| daadhe (TR Gn ahisliser aBBhishtpa, ) & datpuly torfie EriiingTor Hate” The
o o ava b srbRerdl o pro e il B3 2fivar: S ys 1 S Gpg Gy toh (¥
Wi ecer vaeC el By ORI A e I, R one” 15°VE and transm tted
through gat ewain $ké peeseR Bmbolinsentea dMR¥énRsioteds iRperfobiied éeﬂr)]é(;kﬁﬁ din

the GET request. Then, |IP server WSends ADF ~ corresponding to t (in
thi s casen whetheethelappliogtibn tertd doatniloadédthiae is, tdiplicatiohng)) i\ TavEhe
ADF is received by gateway server GA5, and is transnmtted to nobil e packet
commihhi capplinatiortonarot. Mthe Rillowimg descraption twidl be @ieen én two-patiHoraf:
mobi | e phone MS receives the ADF, CPU 11 of nobile station M5 extracts an
appl i cat when applicatiofh(s)iis Java applicatienyard when applcRtion(a) it anethdrt in
application c?nt rf)l tabl e

type of application.

(1) When application (a) is a Java application

When IP server W receives the GET request D6 sent by mobile phone

15  MS and transmitted through gateway server GWS, IP server W extracts a URL
that is included in the GET request. Then, IP server W sends ADF
corresponding to the URL (in this case, ADF correlating to application (a) to
the Internet INET. The ADF is received by gateway server GWS, and is
transmitted to mobile packet communications network MPN.

20 When a transmitter-receiver unit MS2 of mobile phone MS receives
the ADF, CPU 11 of mobile station MS extracts an application title
“application (a)” included in the ADF, and stores it in application control table
TBL. Then, CPU 11 stores the received ADF in application storage area 14a
of EEPROM14, and CPU 11 stores the storage location of the ADF (that is,

25 storagé medium title (EEPROM14) and memory address) in RAM 13.

Next, CPU 11 sends a distribution request of Jar corresponding to the
received ADF (that is, Jar of application a) to the mobile packet
communications network MPN. Gateway server GWS transmits the

distribution request of Jar, and IP server W receives it. IP server W sends Jar



TBL. TherFQ488/3127stores the received ADF in application storage area l4a
of EEPROML4, and CPU 11 stores the storage |ocation of the ADF (that is,
25 storage nediumtitle (EEPROML4) and nenory address) in RAM 13. Next, CPU
11 sends a distribution request of Jar 1é’forrespondi ng to the received ADF
(that is, Jar of application a) to the nobile packet comrunications
network MPN. Gateway server GAS transmits the distribution request of Jar,
and | P seorsspohdengi teesthiet distFibseione rreqissndghataris FAG5C32Epdading to
corresponding to the distribution request (that is, Jar corresponding to
appl i cat iapplicayipnt @))eUCPL 14 inagspposse tothdeequestiest . Wien
transmtter-receiver unit M52 of nobile phone M5 receives the Jar, a
process as out IWHER transipistergeceiven ginit d82i of mobile phaneMBnteceivestist ep 1
CPU 11 stores Jar of the.applicati.on (@) in the application storage area
{42 of EEBRAPIOEeshis OULBRY i the ollaving stensis parserad b CPEPULLL  roads
| ocation of ADF stored in RAM 13 and correlates it with the

\(J);';. gt Sé%?f CPU 11 stores storage location information of application (a)
nappl | cat ot iadrh SPreg ot e ARpli¢Riof 1) 6T WS AoPlchol Rt i
ot or mat g8 0% HEEREW 447" WHED Sofiri e toR2iNdeE appacaion G55, GPLL 11
appl i cat CICOoll b MO TOREHEN SRR Lot i [N, 13 48d corfdafs, ' 41
downl oadthi¢ 3&r.F i n application control table TBL. Step4 20 CPU 11 displ ays

a nessage such as, for exanple, "download conpleted” on liquid crystal
di spithy VB4, aMexén@PWhEl staressstorage location information of application (a)

(that is, storage location of ADF and Jar corresponding to application (a)) in
application control table TBL. At this time, type of storage medium
(EEPROM14) and a memory address are stored as the storage location
information in the application control table.
15  Step3
CPU 11 stores download flag F in application control table TBL. In
this case, since application (a) is downloaded from IP server W, CPU 11 stores
“1” as download flag F in application control table TBL.
Step4
20 CPU 11 displays a message such as, for example, “download
completed” on liquid crystal display MS4, and ends the process.
(i) When Application (a) is not a Java Application
IP server W that receives GET request D6, sent from mobile phone
MS and transmitted through gateway server GWS, extracts a URL included in
25 the GET request and sends the application designated by the URL (that is,
application (a)) to the Internet INET as data D7. When the data D7 is
transmitted through the gateway server as data D8 and transmitter-receiver
unit MS2 of mobile phone MS receives it, CPU 11 of the mobile phone

performs the following process.



(1) VWerF@MgR/3¢ayion (a) is not a Java Application |IP server Wthat

recei ves GET request D6, sent from nobile phone M and transmtted through
gateway server OGA5, extracts a URL included in 25 the GET request and
sends the application designated by t hd SURL (that is, application (a)) to
the Internet INET as data D7. Wen the data D7 is transmtted through the
gateway server as data D8 and transmtter-receiver unit M2 of nobile
phone MS Stepéi ves it, CPU 11 of the nobile phone perforns the follow ng
process. F0465/3127 15 Stepl CPU 11 reads out character string "application
(a)" stored i n G Breadsnoutscharaetertstring djapiplicationn(aydstoret inaRIAMTIBB, as
an application title. Step2 5 CPU 11 stores the received application (a)
in appl i &ad seres ibingpphicationicontrnl tabkrOR4 as snapplieation GHE. 11 st ores

st or age ISOCE{Zi on information of application (a) in application control

tabl e TBRtE this time, type of storage nmedium 10 (EEPROML4) and a nenory

address are st he orage |l qcation..infarmation in the application
cont ror abl o, G loifs T rBrved imiision &) 1 pRSpuoR Hodle arh ol
tabl e TBl.4,I | , since application (a) is downl oaded fromIP
server V\/Ll“éﬁ@ﬁffbﬁ%‘?@f 15 "1" as download flag F in application control
tabl e TB?Ie@eps CPU 11 di splays a nessage such as, for exanple, "downl oad
conpl ete n liquid crystal display M54, and ends the process. (B)

Coer 2t 2 e TGy a8 yored sy el oA orapl ot i
application control table TBL. At this time, type of storage medium
10 (EEPROMI14) and a memory address are stored as the storage location
information in the application control table.
Step4
CPU 11 stores download flag F in application control table TBL. In
this case, since application (a) is downloaded from IP server W, CPU 11 stores
15  “1” as download flag F in application control table TBL.
Step5
CPU 11 displays a message such as, for example, “download
completed” on liquid crystal display MS4, and ends the process.
(B) Operation when an application is executed on mobile phone MS
20 An operation when an application is executed on mobile phone MS
will now be explained with reference to Fig. 8. In the following explanation,
application control table TBL of EEPROM 14 is assumed to be comprised of
the same contents as the application control table shown in Fig. 3.
When a user operates a predetermined button of instruction input unit
25 MS3, CPU 11 of mobile phone MS reads out all application titles stored in
application control table TBL. CPU 11 then transmits a display control
signal to liquid crystal display MS4 to display the application title (step Sal,
Sa2). When liquid crystal display MS4 receives the signal it displays a menu

corresponding to each application title.



wi || nowH®esBlai/ned with reference to Fig. 8. In the follow ng

expl anation, application control table TBL of EEPROM 14 is assuned to be
conprised of the same contents as the gpplication control table shown in
Fi'g. 3. Wien a user operates a predet erl%i ned button of instruction input
unit 25 MS3, CPU 11 of nobile phone MS reads out all application titles
stored in application control table TBL. CPU 11 then transmts a display
control si gnalWhenl a qoenu cisydisplaykics pimyiquid ¢nystiil sgiisplay i SdppCPat 1 bn
title (step Sal, Sa2). Wien liquid crystal display M54 receives the signal
it di spl &A¢magnsngta r Bsisrntilga iser apputspan irdruciion input. usneES3for 16
When a nenu i s displ.aye %n | i quid créital gispl ay M54, CPU 11 remains in
st andby PSOEIREEXECUHODLQ L Pr@gﬂiﬂ@aﬂﬂﬁ eP S@Don input unit MS3 for pronpt

ti ft [i tion t Sa3) .. Wen N t [ i ti
EXt 6 " appli catVBER, 2) tiSs Sunits A Bikatiobatiide | ApPHEALER kel o, tptiath
d t . ti ' i " EEP CHL)" d d fl F
PTG SRl CRL 31 el L PR
| ke 1% . s
cgg det er%ﬂzrg19 %gglﬁéﬁ’ tla hg @&H@?{eﬂagﬁnlloaéaaﬁ gépxgshéggg%;;ﬁ) %@ﬁ%ca 1pn
t Sabkie ¢ d i : di
Lo anpl aile dbpiRARRQ) RO ASEIERANIA conibIINIE PRI (486 S0t {o00°"F | o
det ernminati on iAftét @i Rl bt eX@S, CPION chBkdéiermines yq?étﬁéfﬁtﬂétﬂeaﬂ~?lﬁF’U 11
perforns a process to display "DL" in area P of liquid crystal display M4

(step Sadpwrdodd GRig Flhasadalweiof t11€ (sagplSadyt i dn the)casbalestchibedsabove,
desi gnated (when application (a) is a Java 15 application, ADF or Jar)
accar@i ndownload BagrBgeorr ' tonfappheation tidtePR@plication (a)ethdaa) .
When t he deter "r‘lla,t;ion in step Sa5 is "No" (that is, when a download flag
F has a valuge ods “F'o" ) Therefore, the determinationidsi stept Sadapspl Yest'i orlUpon

does ot DA thilbctetnliitn, 90! 7Y plbrhR SIorBlY WYL e
P of liquid crystal display MS4 (step Sa6), and CPU 11 reads out the
application (a) that the user designated (when application (a) is a Java

15 application, ADF or Jar) according to the storage location
information ’EEPROM (#1)” (step Sa7).

When the determination in step Sa5 is “No” (that is, when a download

| flag F has a value of “0”), CPU 11 reads out the designated abplication and
does not have liquid crystal display MS4 to display anything on area P (step
20 Sa7).

In this way, CPU 11 executes an application (a) under a condition
appropriate for the application (step Sa8). More specificallyy, when an
application (a) is a Java application, CPU 11 executes it on the basis of the
function provided by JRE; whereas, when an application (a) is an application

25  other than a Java application, CPU 11 executes the application (a) on the basis
of the under OS functionality.

As described above, when the mobile phone according to the present
embodiment executes a downloaded application, “DL” is displayed on liquid

crystal display, thereby alerting a user of the phone to a potential problem of



20 Sa7). poua33$2way, CPU Il executes an application (a) under a condition
appropriate for the application (step Sa8). Mre specifically, when an
application (a) is a Java application, CPU 11 executes it on the basis of
the function provided by JRE; whereas,!7when an application (a) is an
application 25 other than a Java application, CPU 11 executes the
application (a) on the basis of the under OS functionality. As described
above, whehabiityrafitheadgwinlomdedapplicagiaro t he present enbodi ment execut es
a downl oaded application, "DL" is displayed on liquid crystal display,
thereby alerti Egpta thagringhetpresenicemabodimepttthatarea whers|the "BLEnask 3427
17 reliability of the down] oaded application. Note that, in the present
enbodi nesisplajed on dhenkqaid geystal 'display iss indgpendeps drom e ar¢auvhere
crystal display is indegg&%ent Lron1an.area where _application_ uses,

t her ef or @PPHEAHPBUSES, OEuShe ATRRCI BAL é’&ﬁppteé’_f i\@lﬁ)en ansapplicatieq. is
LSRR e e
b | ! . .

o e |l RS, S Pl N

It may a'd%ﬁvrp%adé@— Watioh i@qﬁgj}@g‘g&rsga. Alternatively, notification may
r

be conveye 0 a us by anot ans, such as audibly. Furthernore,

pi ctograns di sphalepreSent Sbddimeht, dxetutiirvf ¥doWiloadk&l appHicatibanis DL
such as synbol s and 'pi ctographs. Inthe present enbodi nent, bi e phone M5
is provi getifigid to anuséd bypdisptayingna fpietogrins @y ared\P, HiaueitemayPalsio by
Handyphone System (PHS), telephone, Personal Digital Assistants (PDA),

per skihal showmineanothed arede Allteenatavely] notifficationl mpyde Yoérveyed by aauser

term nal such as personal conputer, it is possible to
by another means, such as audibly.

Furthermore, pictograms displayed on liquid crystal display MS4 may
be other than “DL” such as symbeols and pictographs.
In the present embodiment, mobile phone MS is provided with an

15 application from IP server W. However, Personal Handyphone System
(PHS), telephone, Personal Digital Assistants (PDA), personal computers and
the like can also be employed.

When using a terminal such as personal computer, it is possible to
display a pictogram on a task-bar provided in a multi-task OS.

20 In the present embodiment, pictogram (“DL” symbol) is displayed
when an application being executed in mobile phone MS is a downloaded
application. However, it is possible to display a pictogram when an
application to be executed is a preinstalled application, and not to display any
pictogram when executing a downloaded application.

25
[1.3] Modifications
< Modification 1-1 >

In the present embodiment, CPU 11 determines whether the

application is downloaded application on the basis of download flag F stored



di spl ay &F@&5/3¢2dm on a task-bar provided in a nmulti-task OS. 20 In the
present enbodi nent, pictogram ("DL" synbol) is displayed when an
application being executed in nobile phone M5 is a downl oaded application.
However, it is possible to display a pilét ogram when an application to be
executed is a preinstalled application, and not to display any pictogram
when executing a downl oaded application. 25 [1.3] Mdifications <

Modi f i catinorapplitationn cohtropr tabdat Tbhodi HoweveRUdeternenéngi mdwethbet tee t he
application js downl oaded application on the basis of download flag F
stored F@pphication 18 a rdagplaaded applicationl orabl preinstalledwapplicatiemerby ni ng
whet her the _ appli ca(Li on is a downl oaded application or a preinstalled

appl i cat iaé‘ﬁ’ﬂlﬁf mgHAhE Possiblse i s possi bl e. For exanple, a configuration

such as in the_follow coul d. be used. As. descy i bed. above,. a
preinstalled a ;S’Irieé‘émlgg, f copfiguEatipR aﬁQ"bt?‘e ffﬁ’ll NZCHHERe wsed: t he

1 8120t A BRI a8 SRR spShckin ko 19°5 0
oPoL 2t R R 0L ERLOPTRAOS) ShEbTeLE N iR, o, e

d ' ' HaJamy a e ' ligad ' |

det o oIS, 4 IO Sppliehiog 6185ty SEmrtoNISEdhaRtkotien o

storage preistilled Bpplitationh@id edowhloRd onOfr FERRAMid Bihysi
speci ficall y,S Si nceﬁs)tlor é%e I ocat?‘ggk?ag‘ c??%itciaggni ér%ﬁg(?e |1;r}14p1)1a%|8011|¥|9!:1 tion

control dafferent BtordgeEniiiil respettieelyt heHenee, itais possiblé fot SCPEIWN] paged
application or a preinstalled application is determ ned on the basis of

st orldye detexmioe whéthemthe applitation tdearecutalis 4 agpwhnloadeg@ppliztation ocant r ol
table TBbréi%s&?fedn%%gﬁgétion on the basis of a physical difference in storage
medium (that is, whether it is “ROM 12” or “EEPROM 14”).
More specifically, since storage location information is stored in
application control table TBL of EEPROM, whether the application is a
15 downloaded application or a preinstalled application is determined on the
basis of storage location information. Thus, download flag F on application
control table TBL is not needed.
Fig. 9 is a figure showing a process of CPU 11 adopting modification
described above. Since the process in Fig. 9 is the same as the process in Fig.
20 3, as far as step Sb3, explanation before step Sb3 will be omitted. CPU 11
determines whether the storage medium title of the storage location
information read out in step Sb4 is “EEPROM” (step Sb5). When the
storage medium title is “EEPROM”, CPU 11 displays “DL” on liquid crystal
display MS4 (step Sb6). When the storage medium title is other than
25 “EEPROM?” (in this sample, when it is ROM 12), “DL” is not displayed on
liquid crystal display MS4.
Also, a pictogram (“DL” symbol) may be displayed when an
application stored in ROM12 is running.

<Modification 1-2>



Fig. 9 i F@465/6028 showi ng a process of CPU 11 adopting nodification

descri bed above. Since the process in Fig. 9 is the sane as the process in
Fig. .20 3, as far as step Sb3, explanation before step Sb3 will be
omtted. CPU 11 determ nes whet her the@torage mediumtitle of the storage
| ocation information read out in step Sb4 is "EEPROM' (step Sb5). Wen the
storage nediumtitle is "EEPROM', CPU 11 displays "DL" on liquid crystal

di spl ay M54 (sthag. 8063 a diagramishosvingathe centiigoration ef nsobitd phonleal S0
"EEPROM' (in this sample, when it is ROM 12), "DL" is not displayed on
liquid crageordingi kpithe pesentamodificaian. oghtte El@mentsy avel Jematgdbby the

di spl ayed when an application stored in ROM 12 is running. <Modification
1- 2> Foasemerteferenceinpimerals ysed an &4Zn showi ng the configuration of nobile
phone M5 10 accordj to th sent dification. Like glenments are

denot ed by theinﬂﬂbﬁgé?@@n&gmw Mg & tﬁﬁ Iresent madifisatipa, pidike Vs
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EEPROM 1$hohsVBe10 chn Yelsraviged withragi dpplitation fréfvah @defad devits that

stored in application control table TBL, and install flag F2 i1s stored in

its placés cOmmected ag externaliidesicesintbrefabe urdnM®6) andisicres ithe iapplRtatRshsf r om
an external device. Wen installing an application froman external device,
cPull 1SEERROMd4o0 that the install flag F has a value of "1" and
stores the flag in application control table TBL. Then, when executing the
appl i cati on, urther, in the present modification, download flag F is not stored in

application control table TBL, and install flag F2 is stored in its place. The
flag F2 indicates whether an application is installed from an external device.
When installing an applicaﬁon from an external device, CPU 11

15  operates so that the install flag F has a value of “1” and stores the flag in
application control table TBL. Then, when executing the application, CPU
11 displays “DL” mark on liquid crystal display MS4 when install flag F has a
value of “1”. Note that, since the process of displaying a “DL” mark is the
same as the process in Fig. 8, explanation is omitted.

20 As described, according to the present modification, not only when
executing an application downloaded from network but also when installing
an application from an external device, it is possible to notify a user that the
application being executed is incorporated from a different source.

In the present modification, mobile phone MS is designed to display a

25  pictogram (“DL” mark) when an application being executed in mobile phone
MS is installed from an external storage medium. However, a pictogram
may be displayed when the application being executed is a preinstalled

application.



11 di spl #HEH6IB12Tark on liquid crystal display M54 when install flag F has
a value of "1". Note that, since the process of displaying a "DL" mark is
the same as the process in Fig. 8, explanation is omtted. 20 As

descri bed, according to the present no i cation, not only when executing
an application downl oaded from network but also when installing an
application froman external device, it is possible to notify a user that
the appl[2t&econdmbgdbnenut ed is |ncorporated froma different source. In
the present nodification, nmobjle phone M5 is designed to display a 25

pi ct ogram (" DL nrfbekﬁrs\tmnbadlraw itbatdisplayephg pictograsa is rdetetminedimme

MS is |nstal ed fr n external st rag ;gdlunl However, a pictogram may

be di spl &yedbaHEn h@’ L dht 1R bdPWE tapplicationref st praingtalled
applicati on F0465/ 3 2] Secon od the first enbodi nent,
t he di spIaB§?l Galgny; ¢ isLHQI@ HWEH%A&?%P cations thesenarei ﬁg‘i

dovni BaceiPOERIpAS} baﬁﬁﬁ/ﬁi‘q@o R 7RG i BB Rporill i efsmine
;S)?I:te ogr aki&hgﬁ g‘?f‘ﬁgﬁ“‘é’ hfti r%étdﬁ%@nﬁiéggi%%ﬁ@g] ﬁoﬂmﬁ (gqqeéit EHEL‘ 8h9¥1 and

one for %Iﬁt&m(ﬁﬁt ah8 Oquﬁ)rdvﬂl&pﬁlaie{r‘&qg% pfeodi ment, as shown in Fig.

11, gateway server GAS2 Is used to enable $Crimination as described such

as above. Likeleklerseéond etbudinitenoaedhown' IEFSRME, gﬁtfetw%%@rvwrGWSQ used
in Fig. 11. The gateway server GAS2 includes an approved database GABZ1.

The dat aissuseddoienabppdiscrininitidraas dasbeibedssuvh asidibesve. ofLike elenveritsW
obtai ned by an I P under contract with a nobile conmunication carrier to
guarldht eareagpnotedibyothe sdmepefarence nWhaneraks: wseal/irsFig.ekl1.GA52 recei ves data
15 from | nternﬁ1 I NET, it extracts sender address of the data, and then
searches for {Re gatsWayjsenes GWagpmsledesi anappprovedsgatabase GWS21.

The data stored in approved database GWS21 is an address of IP server W
obtained by an IP under contract with a mobile communication carrier to
guarantee application reliability. When Gateway server GWS2 receives data

15 from Internet INET, it extracts sender address of the data, and then searches
for the same address in approved database GWS21.

For example, if explained with reference to Fig. 6, when gateway
server GWS2 receives data D7, it extracts sender address from data D7 and
determines whether the same address as the sender address is stored in

20 approved database GWS21. If the same address as the sender address is
stored in approved database GWS21 as a result of the determination, the
gateway server executes a protocol conversion on the received data D7, and
when transmitting it to mobile packet communications network MPN as data
D8, an identifier indicating that that it is approved (hereafter, referred to as

25 “approval identifier”) is added to a header part of the packet.

If the same address as the sender address is not stored in approved
database GWS21 as a result of the determination, gateway server GWS 2
executes a protocol conversion on the received data, and transmit them to

mobile packet communications network MPN without adding an identifier.



For exanpF@465/31&8%pl ai ned with reference to Fig. 6, when gateway server
GAB2 receives data D7, it extracts sender address fromdata D7 and

det ermi nes whet her the sane address as {he sender address is stored in 20
approved database GAB21. |f the sane address as the sender address is
stored in approved database GAB21 as a result of the determ nation, the
gateway server executes a protocol conversion on the received data D7, and
when transnittiGBU 11 of mebile phpae S thatweetivadidata Di:doter mines vascthar a
D8, an |dent|f|er i.ndicating.that that it is approved (hereafter, referred
to as 25 Approxad|id pa@ﬁ@m dneipded @d@éwadgrapambgﬁéhe data DS. ¢ Wheacket .
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identifier is not added to = data D8, | e phone M5 operates so t

downl oad dpplgation coitrelspbielTBI.t 0 the appl i cation, has a value of "1" and
stores the flag in application control table TBL. Note that, with respect

to an operati oNotémtawitiprdspeat tmwaniapesationtvekien am(appémm istedecuted,
essentially the_same as that described in the first enbodi nent,
expl HBat .h@ﬁaweﬂteis essentigllyoshevsamenas ¢hat descrileed andthesfirstemhodiment,

reliability.of dat recei he Int net as described above. Due to
this syst a‘?i‘l%rb eg?“é’ﬁr’cﬁoﬁf) ﬂéﬁ@%w ecogni ze whet her an appl i cati on
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described above. Due to this system, a user of a mobile phone can recognize

whether an application being executed is assured in reliability with ease and
15 certainty. Additionally, IP can provide an application by collecting reliability
from a user.

In the present embodiment, a pictogram (“DL” symbol) is displayed
when the reliability of the application being executed on mobile phone MS is
not assured. However, it is also possible to display a pictogram ("DL"

20 symbol) when the reliability of the application being executed on mobile

phone MS is assured.

[3] Modifications
An embodiment of the present invention may be a mode of producing
25  and selling a mobile phone that displays a symbol on the basis of whether it is
a download application or an installed application; or a mode of distributing
through telecommunication lines programs that makes a terminal device
realize the above function; or a mode of distributing such programs in a

computer-readable storage medium.



froma uspp46$s310hre present enbodi nent, a pictogram ("DL" synbol) is
di spl ayed when the reliability of the application being executed on nobile
phone ‘M5 is not assured. However, it is also possible to display a
pi'ctogram ("DL" 20 synbol) when the rdZZﬂﬂlity of the application being
executed on nobile phone M5 is assured. [3] Mdifications An enbodi nent of
the present invention may be a node of producing 25 and selling a nobile
phone that displays a synbol on the basis of whether it is a downl oad
application or an installed application; or a node of distributing through
t el ecomuni cation lines progranms thdtLAIMS a terminal device realize the
above function; or a node of distributing such prograns in a
conput er -r eadabl e storage nmedi um F0465/3127 22 CLAIMS 1. A term nal device
conprising: 5 storage ans for storing a plurality of applications; and
appl i cation ex &@ﬁr&@aﬁﬁmwm@wﬁa ng an application stored in the

i fi.cation .on the basis of a

storage neans, and for %lhsvt(gg a_.user f niltt £ t .

fsourﬁ of 5 an ZPYAECIPFs !ﬂané')g&ﬂ w31y 81 2PP, _Clagpﬁﬁnapddew ce as set
o 0 O bR kR g R 3o} BN RO SR o
appi I cal isfragd mBahS! A Mr ERUNE S BSerS# holitidabidr lofr b Bakis P '{ilelop Al
appl i cation &xecuti rig means-changes sai d noti CCa onon 1t Re adrs o

whet her sa@igbqumti(ﬁﬁbé' Oaidige@xecuted i s downl oaded froma network. 4. A

term nal device as set forth in Caim1l, 20 wherein said application
executing nmeans changes said notification on

10 2. A terminal device as set forth in Claim 1,
wherein said application executing means determines a source of an

application on the basis of an installation method of the application.

3. A terminal device as set forth in Claim 1,
15 wherein said application executing means changes said notification on

the basis of whether said application being executed is downloaded from a

network.
4. A terminal device as set forth in Claim 1,
20 wherein said application executing means changes said notification on

the basis of whether said application being executed is read out from an

external storage medium.

5. A terminal device as set forth in Claim 2,

25 wherein said application executing means changes said notification on
the basis of whether reliability of said application being executed is
guaranteed by a third party which is different from a provider of said

application.



t he basi sF4eyReper said application being executed is read out from an
external storage nedium 5. Atermnal device as set forth in daim2, 25
wherei.n said application executing neans changes said notification on the
basis of whether reliability of said ag’pi i cation being executed is
guaranteed by a third party which is different froma provider of said
application. F0465/3127 23 6. A termnal device as set forth in Caimb5,
wherein dai d appitémminabdevice agisetrforth ih €laimde nmeans i ncl udes an

appl i cati on downl oaded froma network via a relay device; and said

appl i cation exavheneny sadnapplicaion rsserachanhsaidr starage | ineansfindledes an
application_ js guaranteed on the basis of whether there is a predeterm ned
i dent i f i @Ppikatienjownloaded fomyawnetwork viaairglay devicgeande as set forth in
Claim1l, wherein, said storage negans conprjses:, 10 fir?]t st ns for

n Qrage ne
storing an applSRihaPBHCEOR CXeQUHRS Means defermiges et ﬁéé?h%@a}?ﬁﬁoog%nd
storage neans._f.or storing.a preinstalled Licatign: wherei ai d.
2pol | Bat PORLERHOD: o GunEiled o 86 Yuasf of Phehin Aire oy 5. edsiGirhingd
whet her L ' ' [ eggﬁ- ed is fromsaid first storage 15 neans
or from ég%’@“gggéﬁ@@aétb&&aag@&ﬁ@% s gé A term nal device as set forth in
Claim1l further conprising: display neans for displaying various
i nformati on under control of said application executing neans; and 20
wherein gai d apptdredinaPdeficRcal detForrisCllaigpliays by image on said display
nmeans said notification that differs on the baSis of source of
appl i cation. 9wherear saidatoripd means coatipriisegsth in C ai m 8,

10 first storage means for storing an application obtained from
external storage medium; and
second storage means for storing a preinstalled application;
wherein said application executing means changes said notification on
the basis of whether said application being executed is from said first storage

15 means or from said second storage means.

8. A terminal device as set forth in Claim 1 further comprising:
display means for displaying various information under control of said
application executing means; and
20 wherein said application executing means displays by image on said

display means said notification that differs on the basis of source of

application.
9. A terminal device as set forth in Claim 8,
25 wherein said display means display an image for an application

executed by said application executing means on a first displaying area, and an
image for said notification information on a second displaying area that is

independent from said first displaying area.



25 wher eip)465/31a7spl ay nmeans display an inmage for an application executed
by said application executing nmeans on a first displaying area, and an

i mage for said notification information on a second displaying area that is
i ndependent from said first displayi ng?eﬂrea. FO0465/ 3127 24 10. A method for
having a term nal device to execute an application, conprising the steps
of : causing a termnal device to downl oad an application froma network;
causi ng sHld t ek ninethodidor chavimgs aoternsimall deite ctat iemecute anshpphigatiom,t 5
inrelation to a downl oad identifier showng that said application is a
downl oadexprapisingsthestepsati causi ng said terninal device, if a downl oad
identifier is related to an _application when executing said application,
to display a pcabsmg i¢raamnahgdgyicestp downdpadanrapplicatioss frem @ naswanka
device. 10 11. A nethod ., for having .a term nal device to execute an

application, CaHpinEssald tepmnaldevige to o saidsapRiication Haja stevage ungt

d | oad . licati f t k t h I ...and. 15
ot 20 i3 r@RBC R 85abRATbAY  RENE, HoRRS Bk Bl SRSt i S o0
att ached_Mﬁo?gkg?@Pﬁrgéﬁénorgggal d application when executing said

appl i cation, predeterm ned i rage on a display of said

termnal devi C%auéi%g Aiarte&&ﬁﬁmpagﬁ%t if " dORYIHI FaSRITPM & rélate;&fgcﬁn A" @

process 20 conprising the steps of. Hownl oading an application i
o or age CRPE D DA Ol (O BRI, RR AGe rifed Tuze
appl i cat iomna displayingnimiadédarbterntiahl devicend 25 di splayi ng a predeterni ned
[ rrageo on a displaying unit of said term nal
11. A method for having a terminal device to execute an application,
comprising the steps of:
causing said terminal device to download an application from a
network through a relay server; and
15 causing said terminal device, if said terminal device finds an identifier
attached by a relay server on said application when executing said application,

to display a predetermined image on a display of said terminal device.

12. A program product for having a computer to perform a process
20 comprising the steps of:
downloading an application from a network by using a communication
unit;
storing said application in a storage unit in relation to a download
identifier showing that said application is a downloaded application; and
25 displaying a predetermined image on a displaying unit of said terminal
device, if a download identifier is related to said application when said

application is being executed.

13. A computer-readable medium for storing a program product for having



devi ce, iFQ46%8/3Waljoad identifier is related to said application when said
application is being executed. 13. A conputer-readable nmediumfor storing a
program product for having F0465/ 3127 25 a conputer perform a process
conprising the steps of: downl oading a 5application froma network by using
a communi cation unit; storing said application in a storage unit in
relation to a dowmnload 5 identifier showing the application is a

downl oadericamputerapéréormanpragiesp camiprisingthedéeps ef:ned i mage on a di spl ay
of said termnal device, if a download identifier is related to said

appl i cati on whelowalogdinnghan applicatios from ageswockibyousing a gommusicatiotevi ce
for relaying data between a first network and a second network, the rel ay
devi ce cdﬁﬁgising: receiving means for receiving data fromsaid first

network; and forwardi ng negns for.forwardi ng data regeived b aid
receiving neas ‘?Bgsgléi“g %@Iﬁ%@%fw\l@%@:ﬁ&g\ﬂw Hh4f io\él }S?e%éf%‘ilvﬁ’l‘??éh
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>d H ¥s
reliability of sa ata 1s assured on th asi s of ent | atron of the
server tfb@ﬁngeﬁééu@ai_d data received by said receiving nmeans. 25

10 14. A relay device for relaying data between a first network and a second
network, the relay device comprising:
receiving means for receiving data from said first network; and
forwarding means for forwarding data received by said receiving
means to said second network, and for adding a predetermined identifier to
15  said data when reliability of said data is not assured by a third authority that is

different from the source of said data.

15.  Arelay device as set forth in Claim 14, wherein:
data received by the receiving means from said first network is sent by
20 a server connected to said first network; and
said forwarding means determines whether reliability of said data is
assured on the basis of identification of the server that sends said data received

by said receiving means.

25



