WD 03/ 028281 PCT/ CA01/ 01429 A CRYPTOSYSTEM FOR DATA SECURITY Field of the
I nvention The present invention relates to the field of data encodi ng and
encryp- tworg/oasediin particular, to data encryption in whipch/cAoaniebi cal

information 5 in the "plaintext” is renoved in the transformation of the
plaintext into the "ciphertext”. Background of the Invention The need for

sendi ng nessages gecyetly has |l ed to the devel ganent o the art and
sci ence of encryp& O@H%PC'F@S&'S&EI‘JS(EOBI ATANXEEGUIRIA Yel | ent
surveys of the field and the state of the art can be found in Menezes et
al . (Handbook of Applied Cryptography, CRC Press, (1996)), Stallings
(Cryptography & Network Security: Principles 4 Practice, Prentice Hall,
(1998)), and Stinson (Cryptography : Theory and Practice, CRC Press,

(1995)). 15 The hall mark of aPgeldcbfcthd Faysesitiont he fundanent al
property called Perfect Secrecy. Informally, this property neans that for

every input data stream the probability of yielding any given output data

streamis the SHABpragshtiindentivaeriatts tohthd idldtof dvEsettsdihbYand BRESP-S
no statistical information in the output data stream or ciphertext, about

20 the ident itioh,and i E@&fﬁi@mﬁair,otb dhtd beciyiitidn tatchich sphktitghinformation
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5 in the “plaintext” is removed in the transformation of the plaintext into

the “ciphertext”.

Background of the Invention

The need for sending messages secretly has led to the development of
the art and .science of encryption, which has been used for millennia. Ex-

10 cellent surveys of the field and the state of the art can be found in Menezes
et al. (Handbook of Applied Cryptography, CRC Press, (1996)), Stallings
(Cryptography € Network Security: Prz'nciples & Practice, Prentice Hall,
(1998)), and Stinson (Cryptography : Theory and Practice, CRC Press,
(1995)).

15 The hallmark of a perfect cryptosystem is the fundamental property
called Perfect Secrecy. Informally, this property means that for every
input data stfeam, the probability of yielding any given output data
stream is the same, and independent of the input. Consequently, there is
no statistical information in the output data stream or ciphertext, about

20 the identity and distribution of the input data or plaintext.

1
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The problem of attaining Perfect Secrecy was originally formalized by C.
Shannon in 1949 (see Shannon (Comruni cation Theory of Secrecy Systens,
Bel | Systwmolmeedsi cal Journal, 28:656-715, (1949))) who hast/cteommi2d hat i f
a cryptosystem possesses Perfect Secrecy, then the length of 5 the secret
key must be at least as large as the plaintext. This restriction nakes

et o b opeschisal o aglc R Grupt oy an el oo o
Cptim 21 gt nS- ChiRoRiELIRR GR SMRER 2Pt RimEiRtoncRbAESY ol Sorrhdve
arbi trary encoarisisoPe eyl TR GRACT clfnel BRI (o e ntie Bhe.
it £ mmn, © Fanos AR P ory s s B e e B R BB of
devel oped ugi fyor gé&fef & ;[mhtﬁ;f Y %ﬁe !rlé:&%lh a%'ﬂrgé LY GhY' éa@%ang Tf)lﬁﬁ%‘esijr_ictm%y

di ctionary structures, gher -or stati s®i cal - ers

are all int e”ﬁﬁ?ﬁgﬁ%ﬁ%ﬂ%l e@fﬁﬁprﬁ@f{ihafﬁeféal—qﬁb%%%]gf%%i&gsi Ak Qﬁénﬁﬂgy

cannot contro Iti'es "o e output sy urvey o

field is foungfhiyeaakeranidile ;F'e-r{e%g 9%%@%&;@%%& Verhand W04 RBOL Phdheory

and Data Conpression, Pres ayood (Intro ion ta

Conpr essi on, Mgy HKtedHPen Frodblefd il glg?( _ﬁ(e"}’(@sogf)dat%”&lé@&&hgp%lg(g sceilyp—

(Managi ng G gabytes: Com pressing and In i ng Docunents an
Mor gan Kauf rramgraw. are?

10 1. Optimizing the Oufput Probabilities
There are numerous schemes which have been devised for data com-
pression/encoding. The problem of obtaining arbitrary encodings of the
output symbols has been studied by researchers for at least five decades.
Many encoding algorithms (such as those of Huffman, Fano, Shannon,
15 the arithmetic coding and others) have been developed using different
statistical and structure models (e.g. dictionary étructures, higher-order
statistical models and others). They are all intended to compress data,
but their major drawback is that they éannot control the probabilities
of the output symbols. A survey of the field is found in Hankerson et al.
20 (Introduction to Information Theory and Data Compression, CRC Press,
(1998)), Sayood (Introduction to Data Compression, Morgan Kaufmann,
2nd. edition, (2000)), and Witten et al. (Managing Gigabytes: Com-

pressing and Indezing Documents and Images, Moigan Kaufmann, 2nd.
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SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAOL/ 01429 edition, (1999)).
Previ ous schenes have a drawback, nanely that once the data com

pr essi on/wpaa®esrgl net hod has been specified, the user |osesTatinol29of the
contents and the statistical properties of the conpressed/ encoded 5 file.
In other words, the statistical properties of the output conpressed file
I s outside of af%e co&:;é(bl9 of the user - they take on their values as a
consequence ofditHgls 9 91’ cal properties of the unconpressed file and the

Rt L
Co i . P 9 75-79 i ] f. d
e O o2 e o oo P it kr e bl B bt
oroblem (o 4 E S ASALR) SABREIY Bkt 5 ERTRERE R Mcoreg
Dot Encodt B0sk 1o BFHE: A bl Gy SATSaharil YAl AR Ry HmESOSLA"
Sl W'ta”eous'ﬁg{ﬁ‘éﬁtéiggeﬁ #}ge fcgﬁn rqﬁlﬁkegﬁséﬁﬂ%ﬁgy”@éte%n%%ixf QLIRS as a

definition of S pro pendi x € 1 nput al phabet
o, ool gmel s opsie 3 ool B trdond 1
ou P P ML Xoox B ahegh  pigisprDYesced e T been”

stringent constrRifbbidiattHateh AbesH opeATBPihhhi ecifies fsee Hankerson et al.

10 (Introduction to Information Theory and Data Compression, CRC Press,
(1998) pp.75-79)), which will be referred to herein as the Distribution

Optimizing Data Compression (or “DODC”) problem, (or in a more

general context of not jusﬁ compressing the plaintext, it will be referred

to herein as the Distribution Optimizing Data Encoding (of “DODE”)

15 problem)‘, consists of devising a compression scheme, which when applied

on a data file, compresses the file and simultaneously makes the file

appear to be random noise. The formal definition of this probiém is found

in Appendix A. If the input alphabet is binary, the input probability of

‘0’ and ‘1’ could be arbitrary, and is fully dictated by the plaintext. The

20 problem of the user specifying the output probability of ‘0’ and ‘1’ in the

compressed file has been considered an open problem. Indeed, if the user

could specify the stringent constraint that the output probabilities of ‘0’

and ‘1’ be arbitrarily close to 0.5, the consequences are very far-reaching,
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and "1' be arbitrarily close to 0.5, the consequences are very
far-reaching, 3 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429
resul ti ngworebseser asure of statistical information. 2. ARchi@winog29
Statistical Perfect Secrecy The problem of erasing the statistical
distribution fromthe input data streamand therefore the output data

s wel | Known TERAETHRGR BB PTERYER B SERETH SHJBINBERERAL o an out pui Chal has
random characteris- tics (see Menezes et al. (Handbook of Applied
Setbri ty- P e LY ig, BtaFRblea bRAREESEOR, 1863) st inson
(communt cat i on Thigey ShPL.ST AEG ST Babvical Ay indiRREL ol HI30 e
20 050, 715 (A0S o UPGRTE LS 0O L0: YRR I LRy A B
g ZCa ZE;%EEE%Z%C? SR %ﬂﬁdgﬁiﬁﬁ?‘é’é?& R a%?iﬁ.idﬁé’ govd

- Pyp’%@?ﬁﬂbéﬁéﬁﬂ gbﬁé‘tdﬁ%%‘n %Iel%%?kt@(: o pltaf}ﬂil'_q?ﬁ é’har%ris-

Press, (1996)), ngs Cryptography urrty I nCl pl'es
R e T T T o
tSKZt 20 tens, Beboey StEMISCOOrEHogPtpHNS NetBobl Sebdrityl F94900pleSBOPRE.-
tice, Prentice Hall, (1998)), Stinson ( Cryptography : Theory and Practice,
10 CRC Press, (1995)), and Shannon (Communication Theory of Secrecy
Systems, Bell System Technical Journal, 28:.656—715, (1949))).
A fundamental goal in cryptography is to attain Perfect Secrecy (see
Stinson, Cryptography : Theory and Practice, CRC Press, (1995))).
Developing a pragmatic encoding system that satisfies this property
15 is an open problem that has been unsolved for many decades. Shannon
(see Menezes (Handbook of Applied Cryptography, CRC Press, (1996)),
Stallings Cryptography & Network Security: Principles & Practice, Pren-
tice Hall, (1998)), Stinson (Cryptography : Theory and Practice, CRC
Press, (1995)), and Shannon (Communication Theory of Secrecy Sys-
20 tems, Bell System Technical Journal, 28:656-715, (1949))) showed that |
if a cryptosystem possesses Perfect Secrecy, then the length of the secret

key must be at least as large as the Plaintext. This makes the devel-

opment of a realistic perfect secrecy cryptosystem impractical, such as
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I f a cryptosystem possesses Perfect Secrecy, then the |l ength of the secret
key nmust be at |east as large as the Plaintext. This nmakes the devel -

oprent ofwe wmad285ti ¢ perfect secrecy cryptosystem i npractcraiaoimsueh as 4
SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 denonstrated by the

Vernam One-time Pad. Consider a systemin which X =x[1] ... x[M is the
pl ai ntext data stream where each x[Kk] is drawn from a pl ai ntext al phabet,
S={Si . .dermounstraded by ¢lid [Vernany [(Rje-time Hadi phertext data stream

where each y[k] E A 5 of cardi nallty r. Inforrrally speaki ng, a system
(including crypCespidens, sysbemr s svbich &) stend] - arie M qu@éh@rplam’@modlam

systens) is sal dto possess St ai | St cal Perfect Secrecy if all its

conti guous oudh p@ﬁms ﬁ@@éﬁ élf @sr@&arwmfmaIéM% alp @]P?,;SOf{éll v-‘&a;hhes
of 1c, independent of >j schﬁgeto t renoves stai1 ?ﬁ% cal
properties ofaRthed/ i -st- Y ]nl%flb‘éc ribepet aﬁw&qa}now atees

Perfect Secrec fy q,@ em possessing Statistical Perfect Secrecy nmaxim zes
t he entropy o?t ¢ 16% f-conputed on a synbol -wi se basis. Mre formally,

fnput Xt her e ox iosnEIRE SpAtbigEn 3 e Ll ll%sgﬁ%{ﬂe@%ﬁff%srlrgﬁrg{’b%\é}e‘{ ve
0 SkeR j o A e 990 Seg HinieaopiBise PSR ) is dhid o Phseas. faiBisehy
Statistical Perfect Secrecy if all its contiguous output sequences of length &k are
equally likely, for all values of k, independent of X. Thus, a scheme
10 that removes all statistical properties of the input stream also has the
property of Statistical Perfect Secrecy. A system possessing Statistical
Perfect Secrecy maximizes the entropy of the output computed on a
symbol-wise basis.
More formally, a system is said to possess Statistical Perfect Secrecy if
15 for every input X'there exists some integer jp > 0 and an arbitrarily small

positive real number &y such that for all j > jo, Pr[yji1...y544X] =
Fép forall k, 0.< k < R — 5.

oy

A system possessing this property is correctly said to display Statistical

Perfect Secrecy. This is because for all practical purposes and for all

20 finite-lengthed subsequences, statisticaﬂy speaking, the system behaves
as if it, indeed, possessed the stronger property of Perfect Secrecy.

It is interesting to note that Statistical Perfect Secrecy is related to

the concept of Perfect Secrecy. However, since the property of Statistical
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Perfect Secrecy. This is because for all practical purposes and for all 20
finite-lengthed subsequences, statistically speaking, the system behaves

as if it,wondeestsl possessed the stronger property of Perf@cu/(Geevery. It is
interesting to note that Statistical Perfect Secrecy is related to the
concept of Perfect Secrecy. However, since the property of Statistical 5
SUBSTI TUTE SHEET, (RULE 26) WO 03/028281 PCT/ CAOL/ 01429 Perfect Secrecy can
charact eri ze BRYeSy Seermanepmehatamderige enypystge: aim notjuskaicsypbosystem,
requirement of, relating the size of the key to the size of the input, as
required by SHFSOS B0 trﬁﬁﬁir@me@u?r{'nwlﬁtl@g e sizevehthe key timshesjascof shet he
present invention is to proyide,an inproyed nethod of encoding and

decodi ng dat al,nRM?i:éﬁ W‘icglbb’k%h%%@nﬁcﬁ pERYy certain statistical
paranmeters of the ciphertext, and to control or renove statisti- cal
information during the process of encoding plaintext into ciphertext. It is

an i mproved method of encodi ABIAHAAEY o A VRO Rer nit & *the user
to obtain Statistical Perfect Secrecy in the ciphertext. It is a further
obf oot o S ST O P AT b SRR
PerTect Secr ey b LT e 00 NOR PR e B b L0
method of encrypidan ?)%9&&166 LYPLE Bk ciphertext, and to control or remove statisti-
cal information during the process of encoding plaintext into ciphertext.

It is a further object of an embodiment of the present invention to pro-

10 vide an improved method of encoding and decoding data, which permits
the user to obtain Statistical Perfeqt Secrecy in the ciphertext.

It is a further object of an embodiment of the present invention to pro-
vide an improved method of encoding and decoding data, which ensures
that Statistical Perfect Secrecy in the ciphertext has been obtained.

15 It is a further object of an embodiment of the present invention to
provide an improved method of encryption and decryption:

It is a further object of an embodiment of the present invention to
provide an improved method of steganography.

It is a further object of an embodiment of the present invention to

20 provide an improved method of secure communications.
It is a further object of an embodiment of the present invention to

provide an improved method of secure data storage and retrieval.
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It is a further object of an enbodi nent of the present invention to

provi de an inproved net hod of steganography. It is a further object of an
enbodi merwoaB/oed281 present invention to 20 provide an i nprorathomei4zod of
secure comunications. It is a further object of an enbodi nent of the
present invention to provide an inproved nethod of secure data storage and
retrieval. 6 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429
Accordingly, inAcoerdisgbgtin oiie appederthei presant anverdiian eslates dorenhetdod or
creating ciphertext from plaintext conprising the steps of: (a) re- ceiving
a character d¢br praatingxtiphebjextr froen glaintent Gompnisiue dheTsteps dlet (wenet he
root and that |eaf corresponding to that character of plain 5 text and
recordi ng t heelsnggnoharattarud plivtect; baricaversing ame%mﬂme(neﬁuedec’&eﬂ ng
a next character of plaintext; and repeating steps (b) and (c) until the
pl ai nt ext haé)eﬁwnnmlmcws‘reamd|tﬂaa§d©@£e®rr@spendmg he thes sharacier«tplain-

relates to a nethod for cre- ating ciphertext from pl aintext conpri t he

steps of: @a)test ead; Eﬁ@oédlﬁﬁﬂl@méﬁyaﬁ%@,f epph br@aéh\ﬁpﬁga&er@ﬁéli g‘é er
Chat | eal  coRPESRBRES NASS IDAFRGIET P GREPIORTS BPRRGNDE SHEDT Abbdich () he
Assi gnnment Val ue, of ach branch so traversed; (d) receiving a next
character of UgIta) ﬁ%@ai@f@m&ﬂﬂt ﬁ é;%)ereélplé%ﬁqeﬁ@e teps (c) and (d) until the
Xt s e L abBer Sppoct, the Present Tvertion relatesto amethod ToF tre "
ating ciphertext from i)laintext comprising the steps of: (a) creating an

10 Oommen-Rueda Tree; (b) receiving a character of plaintext; (c) travers-
ing the Oommen-Rueda Tree between the root and that leaf correspond-
ing to that character of plaintext and recording the Assignment Value of
each branch so traversed; (d) receiving a next character of plaintext; and

* (e) repeating steps (c) and (d) until the plaintext has been processed.

15 In another aspect, the present invention relates to a method for cre-
ating ciphertext from plaintext comprising the steps of: (a) receiving an
Oommen-Rueda Tree; (b) receiving a character of plaintext; (c) travers-
ing the Oommen-Rueda Tree between the root and that leaf correspond-
ing to that character of plaintext and recording the Assignment Value of

20 each branch so traversed; (d) receiving a next character of plaintext; and
(e) repeating steps (c) and (d) until the plaintext has been processed.

In another aspect, the present’ invention relates to a method for cre-

ating ciphertext from plaintext comprising the steps of: (a) creating an
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ating ciphertext fromplaintext conprising the steps of: (a) receiving an
Comren- Rueda Tree; (b) receiving a character of plaintext; (c) travers- ing
t he ConmewoRamaRsilr ee bet ween the root and that |eaf correspars/oi4rg to
that character of plaintext. and recording the Assignnent Value of 20 each
branch so traversed; (d) receiving a next character of plaintext; and (e)
repeating steps (c) and (d) until the plaintext has been processed. |In
anot her aspeddontrhengResdatTieey sitichrfOommerRueda Treetes feoves nesaminiag

ci phertext from plaintext conprising the steps of: (a) creating_an 7
SUBSTI TUTE SHEkh (IRUbEeRbEr (bhﬁGﬁBhabePOf/t%Alell , epphraneRbhed of Tihee |
whi ch Commen- Rueda Tree has_| eaves associated w th the nenbers of the

al phabet of talphpbet mfebhe pledntextehpiag associatedamphinisétleast one lpakiwhish
bei ng associated with at least one |eaf, which g)m*ren- eda Tree's

i nt ernal noddosyarntRuedatliegisinterralnaden each erith %S‘é waedpragiah dei ch

Whi Ch ASS| dnRAAIvEI Ger PG OBBOBBIH Q@M REBNRECHBER TBRACHES BPPRARECited he
clorert o S e S, T S ot R Lot Sl sl
oot and 1 hatWitBt TOSRbES i HEr PLECE I Bt AP REE o P A RBRReedn
fecording heydesl gurent Vi of Sachog BATCR S0 LUAVEL S L4) el o
thepl ai ntext Q&e%cgre%%i@;tofg)siggéiving a first character of plaintext; (c) traversing
10 the Oommen-Rueda Tree between the root and that leaf corresponding
to that character of plaintext and recording the Assignment Value of each
branch so traversed; (d) receiving the next symbol of plaintext; and (e)
repeating steps (c) and (d) until the plaintext has been processed.
In another aspect, the present invention relates to a method for cre-
15 ating ciphertext from plaintext comprising the s;ueps of: (a) receiving an
Oommen-Rueda Tree, which Oommen-Rueda Tree has leaves associated
with the members of the alphabet of the plaintext, each member of the
alphabet of the plaintext being associated with at least one leaf, which
Oommen-Rueda Tree’s internal nodes each have at least one branch de-
20 pending therefrom, which Oommen-Rueda Tree branches have associated
therewith an Assignment Value, which Assignment Value is associated

with a member of the alphabet of the ciphertext, which Oommen-Rueda

Tree’s nodes each have associated therewith a quantity related to the
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I n anot her aspect, the present invention relates to a nethod for cre- 15
ating ciphertext fromplaintext conprising the steps of: (a) receiving an
Conmren- Rueda3/lee2e1 whi ch Comen- Rueda Tree has | eaves asseciratand/o142pt h t he
menbers of the al phabet of the plaintext, each nenber of the al phabet of
t he pI ai ntext being associated with at |east one | eaf, which Oomren-Rueda
Tree's internal nodes each have at | east one branch de 20 pendi ng

t her ef rom  wirequemyneeightedf eaclke ofthenohdes havk lases depeadant Hérezafrom;an
Assi gnnment Val ue, which Assignment Value is associated wth a nmenber of
the al phabet (b reseivingtefirsk chavaiteh ofainbrtertipde) tmrwessingntte Oanotehave
associ at ed therevmth a quantity rel at ed to the 8 SUBSTI TUTE SHEET (RULE
26) WO 03/ 0232eadPGrecAmativeen éher reqfuenclythai ifiad errespmdingttivetlidekannd
| eaves dependant therefrom iving,a first character of plaintext;
(c) traversi mgtenel plpimsext RG@CF&CW%@%H&W\A@&IWGE%M&I%Q%?H@]@ hraagh so

Val e of edch %?gﬁsé'&t (3) Sogoiding $b8 med)SITEBE! 0F RATREXHCARILPATODRHAE
Bean br scesodiess ke LABaD Hupbthe hfEeRb et Beatberdsncall X bs o b
et char act orlrbRBORFRHATHAS: thq GO T POR CHIRT -SR0S gy ng a
the encoder  1BEBERTFE nag@wglsga&égéﬁgﬁﬁRisg%%iﬁvir%%ﬁréi rprie oy
the encoder ciphertext; (b) utilizing an Oommen-Rueda Tree having a structure cor-
10 responding to the Oommen-Rueda Tree initially utilized by the encoder
and utilizing the same Branch Assignment Rule as utilized by the encoder
~ to provide the Assignment Values for the branches depending from the
root, traversing such Oommen—Rueda Tree from the root towards a leaf,
the first symbol character of ciphertext determining the branch to then
15 be traversed; (c) if a leaf has not been reached, utilizing the same Branch
Assignment Rule as utilized by the encoder to provide Assignment Val-
ues for the branches depending from the node that has been reached,
receiving the next character of ciphertext, and continuing to traverse the
Oommen-Rueda Tree from the node that has been reached towards a
20 leaf, the current symbol of ciphertext determining the branch to then be
traversed; (d) when a leaf is reached, recording the plaintext character

associated with the label of the leaf, the root becoming the node that has

been reached for the purpose of further processing; (e) repeating steps

SUBSTITUTE SHEET (RULE 26)



to provide the Assignnent Values for the branches depending fromthe root,
traversi ng such Comren-Rueda Tree fromthe root towards a leaf, the first
synbol chapacies2spf ci phertext determ ning the branch to tharcAb$obe9
traversed; (c) if a leaf has not been reached, utilizing the sane Branch
Assignnent Rule as utilized by the encoder to provide Assignnment Val- ues
for the branches depending fromthe node that has been reached, receiving
the next charfateed Ed) uhpihadt sxmbodnaf ciphartexhyave heeavprecessed

Oommen- Rueda Tree fromthe node that has been reached towards a 20_I eaf,
the current synisornefhesaspact eklie peesensilpvertionaettendn amqtiéd ®jedecod-
traversed; (d) when a leaf is reached, recording the_ plaintext character
associ at ed wiks CipRentgRb, cwm%ngéﬁﬁ,stemwfbéﬂgﬁm&@nt IREa- ahas

e e o (DSBS S5 B RARRE: (5N RSEN Pyl °
A e TR T L
Che stons' o ol PLasti0,on BRIV  ies, (1) Lesciving,g il
structure <ot eoPansl 00,4 kA COTER S e B A b AR Y L
encocer 1o by by ke MALRRR BT 18 webR TR AT ALy
the first chapagten Othg R {drdi®a leaf, the first character of ciphertext de-

10 termining the branch to then be traversed; (d) if a leaf has not been
reached, utilizing the same Branch Assignment Rule as utilized by the
encoder to provide Assignment Values for the branches depending from
the node that has been reached, receiving the next character of cipher-
text, and continuing to traverse the Oommen-Rueda Tree from the node

15 that has been reached towards a leaf, the current symbol of ciphertext
determining the branch to then be traversed; (e) when a leaf is reached,
recording the plaintext character associated with the label of the leaf, the
root becoming the node that has been reached for the purpose of further
processing; repeating steps (d) and (e) until all symbols of ciphertext

20 haye'been.probessed.

In another aspect, the present invention relates to a method of decod-
ing ciphertext, comprising the steps of: (a) receiving an Oommen-Rueda

Tree (b) receiving a first character of ciphertext; (c) utilizing an Oommen-

10
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lo termining the branch to then be traversed; (d) if a |eaf has not been
reached, utilizing the same Branch Assignnment Rule as utilized by the
encoder twompsmws2de Assi gnnent Val ues for the branches depeadiaxpior«am the
node that has been reached, receiving the next character of cipher- text,
and continuing to traverse the OCommen- Rueda Tree from the node 15 that has
been reached towards a |leaf, the current synbol of ciphertext determning
t he branch t oRueda Beecthawingsestructyreemesporedifng to thesObheuinenrBuoedailiget he
pl ai ntext character associated with the |abel of the leaf, the root
beconi ng t he imitiellyhutilired bpdher eactdat and wtilizing pbe saofe Bramichr Assign-
processi ng; repeat.i an steps (d) and (e) until all s%/nbol s of ciphertext 20
S|

have been provesddaule as utibizad bydgeencodando proviéathe Assignment ¥pluessforo a

met hod of decod- _ing ciphertext, conprising the steps of:_ (Q) receiying an
Oommen- Rueda the &sapphes depepnieg %refmrtshe EbRl, dEEPTSHRE @ﬂlﬁhe@pm,en(la eda

PCTI CADL 01428 PP SHENTH e Y A r TR e elaab g of G Rl text de-
Same. Br anch- ASTBAINAHE RVECA, FRFR AL Bg omedonBydbra AEphag g Pien
Such Comen- RiEEReS: HHEEAPEGHHY RBTHo bSO e s SR T ot WilES ¥ Sheer
has ot been. CHEHHEHS RIPF TG NG ERBcM YBIPL o Che AR drbPdding Frof™
utilized by the . ode that has been reached, receiving the next character of cipher-
10 text, and continuing to traverse the Oommen-Rueda Tree from the node
that has been reached towards a leaf, the current symbol of ciphertext
determining the branch to then be traversed; (e) when a leaf is reached,
recording the plaintext character associated with the label of the leaf, the
root becoming the node that has been reached for the purpose of further
15 processing; repeating steps (d) and (e) until all symbols of ciphertext
have been processed.

The advantage of an embodiment of the present invention is that it
provides a method of encoding and decoding data, which encoded data
has the Statistical Perfect Secrecy property.

20 A further advantage of an embodiment of the present invention is
that it guarantees that the encoded message has the Statistical Perfect
Secrecy property.

A further advantage of an embodiment of the present invention is

11
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encoder to provide Assignnent Values for the branches depending from the
node that has been reached, receiving the next character of cipher 10 text,
and contiwoia@2%281traverse the Commen- Rueda Tree from t he paodaoidvhad has
been reached towards a | eaf, the current synbol of ciphertext determ ning
the branch to then be traversed; (e) when a leaf is reached, recording the
pl ai ntext character associated with the | abel of the leaf, the root

beconi ng the@g@%téﬁ{ H@ﬁdﬁ@%ﬁ rt%aﬁgag@taﬁgoﬁélgl PHREE ortin ! ifte Toddless

pr ocessi ng; eati ng steps and unti synbol’s of ci phertext

have been per%Exgﬁfel%tsioWSf THY ARHAIAU R O%Peﬁrﬂq%dé fixOnahl@rpr esent

I nvention is provi des  a net of encodi ng and decodi ng data,

whi ch encoded dﬁﬁr};ﬁ'@ﬁa&ﬂ%n@g%téf%ﬂ edlh Bl ARt ofSR SrseRt GPRIHtYon 20tHYt

further advantage of an enbodiment of the present invention is that it

guar ant ees t hateahhsls8Ns© deid pted Spdinhdsahdsushy Arovide ah Hetprcodt tlesnrry
property. A further advantage of an enbodi nent of the present invention is

11 SUBSTI TYTH; SHEETakdRl4F 263 h ¥ it CR8A &L/ I6A0H0f%29auhat. i t can be

adapted to sinultaneously provide optinmal and | ossless conpression of the

i nput data streaAnfurbhér pdehhtagwoiet endbddintdrer ofidwaptesgat divartiemiothatent
of the present invention is that it can also be adapted to sinultaneously

provide an outmtovidest he isgp@ved migleodroflarcggptiohaand kiecryptibndat a st ream
in a prefix manner.
A further advantage of an embodiment of the present invention is that
it provides an improved method of steganography.
10 A further advantage of an embodiment of the present invention is that
it provides an improved method of secure communications.

A further advantage of an embodiment of the present invention is that

it provides an improved method of secure data storage and retrieval.

Brief Description of the Figures

15 Figure 1 presents an Oommen-Rueda Tree in which the input alphabet
S ={a,b,c,d, e, f} with probabilities P = {0.1,0.15,0.27, 0.2, 0.05, .23},
and the output alphabet is A = {0,1}. The root points to two children.
Each node stores a weight, which is the sum of the weights associated with
its children. It also stores the ordering of the children in terms of their

20 weights, i.e., whether the weight of the left child is greater than that of the
right child, or vice versa. Although, in this example, the encoding does

not achieve optimal data compression, using DODE, arbitrary output

12
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A further advantage of an enbodi ment of the present invention is that it
provi des an inproved nmethod of encryption and decryption. A further

advant agewofozass2enbodi ment of the present invention is tha&cT/d4o1pravi des an
i nproved net hod of steganography. 10 A further advantage of an enbodi nent
of the present invention is that it provides an inproved nethod of secure
comuni cations. A further advantage of an enbodi nent of the present

i nvention i s grobbbilitespaovbdeschdevedipr oved met hod of secure data storage
and retrieval. Brief Description of the Figures 15 Figure 1 presents an
Conmen- Rueda Tr Eéyuire - Mpirekeritisen, iHpfimeal presbesnstBustddausmg Huffimam’s Blgo-wi t h
probabilities P = {0.1, 0.15, 0.27, 0.2, 0.05, .23},  and the output

al phabet is AithmOyithlS =Fhfa,pord poPries{ .4, 018 0chi(. 4} pand MHAacH Bdde stores
a weight, which is the sumof the weights associated with its children. It
al so stores theFiquresihgof 4 peesdnt! arsoheimatierdiagoint Rbowizg thei Posess
i.e., whether_the weight of the left child is greater than_ that of the
right child, IS H e, yarmsed talemcodghan iinpuki datexsegrence: hd henitnbo ddes
not achi eve optimal_ data conpression,_using DODE, arbitrary output 12
SUBSTI TUTE sm&meqw@ezﬁyaﬁmh&ﬁm@zﬁeer?c% end1il aourcepsasgpeei des Tden be
achi eved. Figure 2 presents a Hu fr}an tree cani{arutgjt ed .using_ Huf f man's

al go- rithm wWitpus is ttema,seape@,ce, pisapsnmedimt theye ip athashing funetion,

11. Figures 3 and 4 present a sche ic diagra howi ng the Process
J Whlc?ldlocages £hve pos1tfon orfr%he%npu galpﬂ]aﬁet symbols as leaves i 7.

Figures 5 and 6 present a schematic diagram showing the Process

10 D_S_H_D;n,z used to decode a data sequence encoded by following Process
DS H Ep,5. The input to the process is the static Huffman Tree, 7, and
the encoded sequence, Y. The output is the decoded sequence, which is,
indeed, the original source sequence, X.

Figure 7 depicts the two possible labeling strategies that can be done

15 in a Huffman tree constructed for Process D_S_H_Eo 5, where S = {0, 1},
and P = [p, 1 — p| with p > 0.5.

Figure 8 graphically plots the average distance obtained after running
D.SH E» on file bib from the Calgary Corpus, where f* = 0.5 and
0=2 |

20 Figure 9 and 10 present a schematic diagram showing the Process
D_A_H Ep, 2 used to encode an input data sequence. The input to the
process is an initial Adaptive Huffman Tree, T, and the source sequence,

X. The output is the sequence, V. It is assumed that there is a hashing

13

SUBSTITUTE SHEET (RULE 26)



5 DS HEmM2 used to encode an i nput data sequence. The input to the
process is the Static Huffman Tree, T, and the source sequence, X. The
out put i swolg/ozeguence, Y. It is assunmed that there is a rashiavgoiazncti on
whi ch | ocates the position of the input al phabet synbols ,as leaves in T.
Figures 5 and 6 present a schematic diagram show ng the Process 1o D S H
Dm 2 used to decode a data sequence encoded by foll ow ng Process

D S H Em 2. Thectimputwiiioht heapepddespositidie oftidld tnplat falphabeegynibolangs

t he encoded sequence, Y. The output Is the decoded sequence, which is,
i ndeed, the debgénal /Source sequence, X. Figure 7 depicts the two possible
| abel ing strategies that can be done 15 in a Huffman tree constructed for
Process D S HE2Fgumhdd eatd =12 prédent amtRenigtid dibgrdamhshowihgbthéipooes8
graphically plots the average distance obtained after running D S H Em, 2
on file bib fDomHhP,Cabiged o decods a ddtersequence edcéded by following Hioyese 9
and 10 present a schematic diagram showi ng the Process, D A HEmM?2 used to
encode an inpdtAddHt Brseqlibedaputie thepprogesstinshe saoeebuitiad Adaptive iHufl-
Adaptive Huffman Tree, T, and the source sequence, X The output is the
sequence, Y. man dregstinwded Hax Ruosess '&A}Ealﬁm;zngmdmh@mvdwmm,
(RULE 26) WO 03/028281 PCT/ CAQL/ 01429 function whjich | ocates the position
of the input Mi phseduyitbis shaglecoggdesequente, which is, indeed, the original
source sequence, X.
Figure 18 graphically plots the average distance obtained after running
10 DA H_E,2 on file bib from the Calgary Corpus, where f* = 0.5 and
0 =2.
Figures 14 and 15 present a schematic diagram showing the Process
RV_A_H_E,, » used to encode an input data sequence. The inpﬁt to the
process is an initial Huffman Tree, 7, and the source sequence, A'. The
15 output is the sequence, V. It is assumed that there is a hashing function
which locates the position of the input alphabet symbols as leaves in T.
Figure 16 demonstrates how the decision in the Branch Assignment
Rule in Process RV_A_H_E,, 5 is based on the value of f (n) and a'pseudo-
random number, .
20 Figure 17 and 18 present a schematic diagram showing the Process
RV_A_H_D,, » used to decode a data sequence encoded by following Pro-
cess RV_A_H_E,, 5. The input to the process is the same initial Adaptive

Huffman Tree, 7 used by Process RV_A_H_E,, 5, and the encoded se-

14
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Figure 11 and 12 present a schematic di agram showi ng the Process D A H
Dm 2 used to decode a data sequence encoded by followng Process 5 D AH
Em 2. Theworpwoes28D the process is the sane initial AdaptiwyeTHxAoi/onan Tree,
T used by Process D.A H-Em 2, and the encoded sequence; Y. The output is
t he decoded sequence, which is, indeed, the original source sequence,
Figure 13 graphically_ plots the average di stance obtained_after runnin 1o
DAHE,,,?2 @Jﬂeﬂﬂﬁegbi Hhe omtphé isdihgadgcatnt sequanes,ewhieh is,0inslegdg t%@:z
Figures 14 and 15 present a schematic diagram showi ng the Process RV.A H
E, n, 2 used tooéhﬁé%@]es%ﬁqerﬁﬁ%leﬁéﬁaxs-equence. The input to the process is

an initial Huffngn Tre T, and the source sequence, X. The utput is
t he sequence, Y. Wrﬁsle%%m@%ﬁ%%&s ﬁﬁ@r@lq éeﬁls%ﬂpn@ef Eﬁaﬂgﬁrﬁswmnt

| ocat es the pgsition of the. {gpyt habet, synbol s,.as | eaves gkn \T. .Figure
16 denonstrat giulﬁow chﬁﬁ%igﬁoamml%ﬁbﬁ% %sﬂ&hﬁ‘éﬁ%e Qilﬂg?)naﬁﬁoé 8s
RV.AHEmM2 is based oagt he val ue.of f gqr;‘% and a pseudo- random nunber, a.
20 Figure 1% RAGUISIANGODNMUNEET YRG0 Sagr am showi ng the Process

R O 2 st e LSRR BRESB R PO S
e Tre BhoRR T A e PRV ok, ST/ 5
and © = 2.
Figure 21 graphically plots the average distance obtained after running
10 Process RV_A_H_E,, 5 on file bib from the Calgary Corpus, where f* = 0.5
and © = 2, and where the transient behavior has been eliminated.
Figure 22 graphically plots the average distance obtained after running
Process RR_A_H_E,, > on file bib from the Calgary Corpus, where f* =
0.5 and © = 2, and where the transient behavior has been eliminated.
15 | Figure 28 displays the original carrier image, the well-known Lena im-
age, and the resulting image after applying steganographic techniques to
the output of the file fields.c from the Canterbury corpus. The stegano-
graphic method used is a fairly simplistic one, but includes the message

encrypted as per Process RV_A_H_E,, 5.

20 Description of the Preferred Embodiments

The invention operates on a data structure referred to as the Oommen-

Rueda Tree defihed as below for a plaintext alphabet of cardinality m

15
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guence, Y. The output is the decoded sequence, which is, indeed, the
original source sequence, X. Figure 19 denonstrates how the decision in the
Branch Aswogamesm81i Rule in Process RR A-HLE"z,2 is based @aTidr@imai2ae of |
(n) and two 5 pseudo-random nunber invocations. Figure 20 graphically

pl ots the average di stance obtained after running Process RV A HE"'z, 2 on
file bib fromthe Calgary Corpus, where f * = 0.5 and 0=2. Figure 21

graphical ly pied sad keplameerpalphsbehed ehtahaied, af teheraubhé idpsirkd Putisess
RVAHE7,,,2onfile bibfromthe Calgary Corpus, where f * = 0.5 _and O

= 2, and wherfetfienty distirinitibriavFiraindstarnsarédi(estindted) gahe R2F.
graphically plots the average di stance obtained after running Process
RR-A- Em2 on file bib fromthe Calgary Corpus, where f * = 0.5 and O = 2,
and wher e t hédlhea@@oenneeRiueda Hxeebeen el i minated. 15 Figure 23 displ ays
the original carrier imge, the well-known Lena im age, and the resulting
i mge after applyi optinizgdnOpmapiare RuedanToeeis definedaresurgivelyons gheet pf e
fields. ¢ fromthe Canterbury corpus, The stegano- graphic nethod used is a
fairly sing i Yodes,oheguasiand didgesens fllowrsssage encrypted as per Process
RV. A HE m2. 20 Description of the Preferred Enbodi ments The invention
operates on a data structure referred to as the Comen- Rueda Tree defi ned
as bel ow for a IplBhattage iggfersacediby ar ppider thp Hhe trreSursot TUMRIGHEE R

(RULE 26) . ,
unique node, and which has no parents.

2. Every node contains a weight which is associated with the sum of
the weights associated with its children (including both nodes and

10 leaves).

3. In a typical Oommen-Rueda Tree, every node has r edges (or branchés),
each edge pointing to one of its r children, which child could be a
node or a leaf. However, if any node has less than r children, it can
be conceptually viewed as having exactly r children where the rest

15 of the children have an associated weight of zero.

4. Every node maintains an ordering on its children in such a way that

it knows how the weights of the children are sorted.

5. Each plaintext alphabet symbol is associated with a leaf (where a
leaf is a node that does not have any children). The weight as-

20 sociated with each leaf node is associated with the probability (or

16
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WO 03/ 028281 PCT/ CA01/ 01429 and an ci phertext al phabet of cardinality r,
where the desired output frequency distributionis F*, and its neasured
(estinatedposmbsrelis . ~. The OComen- Rueda Tree An opti nm Ped/omoen Rueda
Tree is defined recursively as a set of 5 Nodes, Leaves and Edges as
follows: 1. The tree is referenced by a pointer to the tree's root - which
is a unique node, and which_has no_parents. 2, Every node g¢ontains a

wei ght which is a@Bsstanate af thetprobability) of ﬁbemcglﬁ@%@g&ﬁgtaéaovﬁaﬁ@di ts
chil dren (includinP,bot nodes,and 10 leaves). 3. In a typical

Qonmen- Rueda TreePE%Vgﬁafﬁﬂﬁ ohas r edges (or branches), each edge
pointing to one of its r children, which child could be a node or a |eaf.

Ho L if d : Y Cuak]

W omed a5 havi 1 Siapfie, fEfede ds mamitHalwiith Blos AR ORGER dfpbiaver o
5 having rest . .

chi faren 1 such 2hb8ls £6{the feqyed il IR Bl Swilin ChA S St

sorted. 5. fFach plaidietwdd ahgggﬂgtca%wﬂmrahc%da%ﬁf@&%ewag%gdgghngTre

a leaf is a node that do€s ave any childre The wel

soci ated with eackoirdbo tS thag o e%rmbbh ths Prehafiel ApprdRh istfo
SUBSTI TUTE SHEET ( RULE 26) 03/ 028281 PCT/ CA01/ 01429

search the entire tree, although this would render the Oommen-

Rueda Process less efficient.

7. If the input symbol probabilities are known a priori, the Oommen-

10 Rueda Tree is maintained statically. Otherwise, it is maintained
adaptively in terms of the current estimates of the input probabili-

ties, by re-ordering the nodes of the tree so as to maintain the above

properties.

Specific instantiations of the Oommen-Rueda Tree are the Huffman

15 tree, and the Fano tree, in which the ordering of the nodes at every

level obeys a sibling-like property (see Hankerson et al. (Introduction to
Information Theory and- Data Compression, CRC Press, (1998))).

It is to be understood that the Oommen-Rueda Trees referred to

herein, include those less optimal versions of the above-defined Oommen-

20 Rueda Tree which can be designed by introducing nodes, leaves and edges

which have no significant contribution, or whose significance can be min-

imized by merging them with other nodes, leaves and edges respectively,

17
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an estimate of the probability) of the occurrence of the associated

pl ai ntext synmbol. 6. A hashing function is nmaintai ned which maps the source
al phabet weynioed281t 0 t he | eaves, thus ensuring that when aoTiapuvigynbol 5
Is received, a path can be traced between the root and the | eaf
corresponding to that input synbol. An alternate approach is to search the

entire tree, although this woul d_rend t he, - Rueda. Process | ess
ofTicrent 7 TepRIbNE T AgaoTEyNBOR UGN el WiFGS 1GHHET NGURCROpAPAFS, 1eaNEs
Comen- 10 Rued(i aéee IS rr%i\{n?:lai ned statically. Gtherwise, it is naintained
adaptivel y i PREPHECHICIIHE L FYent estimates of the input probabili- ties,

L ST A B
vt eve ST AT ey oo RULOPRUARE 0 T
f}é?g?)ﬂ) ) | nflt ulzlgaf.&nbge?‘%ﬂ%@r'ﬁﬁggg) ?ﬁgt t he Comren- Rueda TE ées_ referred t?
Rueda Tr ee whi c# 1@3“3’9'8%%?}21&? %Endeda@t)}&gﬁlﬁég ucioalc%&ﬁlgggg?g 8(21\?@3 gg%dﬂgggg@ 20

whi ch have nq, gi gpg%{ mgag{%ggﬁd BYLIicatty %HQﬁcﬁigﬂie%fﬂlﬁai@%tcﬁﬂﬂP ;fbf‘

i mzed by merging e er’noades, leaves an ges respective .
SUBSTI TUTE SHERT {554 2f)the processing of audio data, speech, music, still images,

17

video images, electronic mail, internet communications and others.

10 Finally, it is to be understood that the combination of the Oommen-
Rueda Tree with the encoding and decoding processes described herein,
will provide a solution of the Distribution Optimizing Data Encoding
problem in which the ouput may be compressed,. of the same size, or

even expanded.

15 The Encoding Process Utilizing Oommen-Rueda Trees
The encoding process related to Oommen-Rueda Trees involves travers-
ing (in accordance with a hashing function maintained for the Oommen-
Rueda Tree) the Oommen-Rueda Tree between the root and the leaf
corresponding to the current plaintext symbol, and recording the branch
20 assignment of the edges so traversed, which branch assignment is de-
termined in accordance with the Branch Assignment Rule. The actual
encoding of the current plaintext symbol is done by transforming the '

plaintext input symbol into a string associated with the labels of the

18
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WO 03/028281 PCT/ CA01/ 01429 resulting in a Commen-Rueda Tree with a | esser
nunber of nodes, | eaves and edges respectively. It is further to be

under st ooaotonaes2Bf the sibling property is not main- tai n@dTianoa/01429

| eft-to-right order, the correspondi ng assignnents will not be 5 nade in a
| eft-to-right order. It is to be understood that the term "plaintext"
enconpasses all man- ner of data represented synbolically and includes, but
is not |inmitestigdes,(dedatrningd hs ped the Brenghr AssigaimentoRude)don thatmathsipench,
music, still inages, video images, electronic mail, internet

comuni cat i onshearabtottéhs ledDasocadted with tlkat pldatextieystedd that the
conbi nation of the Commen- Rueda Tree with the encodi ng and decodi hg _.
processes descr Itbisdumdensitood that thptoavarsal of @W’@m@ﬁ&ﬂ@éaﬂ‘rﬁerd}a&dlton
Optim zing Data Encodin problemin which the ouput_may be coppressed,  of
the sane sizeiated byetke ngdunciionyria thecbaragirg beesess £an b@iaﬂzueve
OCommen- Rueda Trees, The encqodi process. rel ated to Commen- Rueda, Tr.ees

i nvol ves t riavaifker IIhQOQﬁ'ﬁOﬁ@@chM&%‘@a @F U aaleﬁ%ﬁirl%’tﬂﬂﬁ@ﬂ?bﬂnn’ﬂhiﬁ}hf%%r f or

t he Commen- Rueda_ Tree) the OComren- Rueda, Tree, between the rqot and the, | eaf
cor r espondi ngCasé tgeow W’%ﬁ’@reaﬁhil%F@Y&m%@%b%ha%mrf@b‘iﬁrdp nexd Braheh 20

assi gnnent of the edges so traversed, which branch assignnent is de-

term ned in accqrieBeachh AdyighRiasat Redegnnent Rule. The actual
encodi ng of the current plaintext synbol is done by transform ng the

pl ai ntext i nput s%nbol into a stri n% associ ated with the | abels of the
1. This Rule determines the assignment of labels on the edges of the
tree, the labels being associated with the symbols of the output

10 alphabet.

2. The assignment can be chosen‘ either deterministically, or randomly
involving a fixed constant, or randomly by invoking random vari-
ables whose distributions do not depend on the current measurement
(or estimate), F, or randomly by invoking at least one random vari-

15 able whose distribution depends on the current measurement (or

estimate), F.

3. The assignments can be made so as to converge to the predeter-
mined value of F7*. Additionally, the Branch Assignment Rule can
be designed so that the Process converges to a probability distribu-

20 tion which simultaneously niaintains the independence of the output
symbols. This can be achieved by utilizing the Markovian history,

for example, using fo9, and fo1 to converge to fglo, and fa“ll respec-

19
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18 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 edges (determ ned
as per the Branch Assignnent Rule) on the path from the root to the |eaf
associ at edowsoks28hat pl ai ntext synbol. It is understood tral/cAve/oi42aver sal
of the Commen- Rueda Tree (as dic- tated by the Hashing function) in the
Encodi ng Process can be achieved 5 either in root-to-leaf manner, or in a
| eaf -to-root manner, in_which latter se the qutput streamis reversed for
that particul ar ﬁl‘@lﬁt@bﬁns @F‘?PUtTﬁﬁﬁai%ﬁ’?dﬁ f¥nment Rule 1. This Rule
determ nes the assignnent of |abels on the edges of the tree, the | abels

bei ng associ at | t utput 10 al phabet. 2. The
h %é&%ﬁtﬂg&gﬂﬁg R&;18

assi gnnent can be chosen eteFmnistically, or randomy involving a
fi xed constant, or randomy by invoking random vari- ables whose_ |

di stributions dolfitheddperuenrRuadaclicedatuprbatied: adeptivelsrthesipdaiing, of « |
or randomy by invoking at |east one random vari I115 abl e whose di stribution
depends on the clheddommeandriuasatiiesris dose; Eléj?,ejﬂiope@}ng‘ﬁg €8s iI&ﬁ}ﬁe‘nts

A 1 onal By, 1 haE EHEIPASSANAEHALRBIGEL CEAT KNG HnAF 680 PLtDs Fit

i ntal ns the. | ndepBAdehcBeRDERBNE IS IOXE B sTherh e tEaR BB A ETeH by

utilizing the Narb%f%n%%hhdﬁ}trgeri%ﬁc Huffman Coding, Journal of Algorithms, 6:163—
180, (1985)), or Vitter (Design and Analysis of Dynamic Huffman
Codes, Journal of the ACM, 34(4):825-845, (1987)), wherein the

10 tree is updated so as to maintain the sibling property at every level

of the tree.

2. Fof other instantiations of the Oommen-Rueda Trees, it is to be
understood that the Tree Restructuring Rule can be affected by ei-
ther re-creating the tree using an exhaustive search of all possible

15 Oommen-Rueda Trees characterizing that instantiation, or by incre-
mentally modifying them based on the properties of the particular

instantiation.

The Decoding Process Utilizing Oommen-Rueda Trees
The decoding process assumes that the Decoder can either create or
20 is provided with an Oommen-Rueda Tree, which Tree is identical to the
Oommen-Rueda tree utilized by the Encoder to encode the any pre-

specified plaintext symbol. The actual decoding process involves the

20
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for exanple, using f0Ol0, and foil to converge to f0*I0, and foll respec- 19
SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 Lively, when the
out put alwibabmes28s bi nary. The Tree Restructuring Rul e 1prcrfcAon®1429
OCommen- Rueda Tree is updated adaptively, the updating of the Conmen- Rueda
Tree is done after the processing of each plain- 5 text synbol has been

af fected. For exanple, in the case of the Huff man tree, the updating is
achi eved by gtdprgof he techni que described by Knuth (Dynam c Huf f man

Codi ng, Journal of Algorithns, 6:163- 180, (1985)), or Vitter (Design and
Anal ysi s of Dynam c¢ Huf fman Codes, Journal of the ACM 3444&:182 - 845
(1987)), wher einTragersing the Dacadsais eapysof the Qomanen-Rvedndres Blomghe
property at every level of the tree. 2. For other /ingtantjations._of the
Conmen- Rueda Tr ezeot ito 4 deafy the tranersed thedug tdpfermined rae the same SFang

Rul e can be affected by ei- ther re-creatjng the tree i ng.an exhaustive
search of all podsisignmest @M@eﬂtlh(é@éé?Wﬁfé%gEW%@@&dJ Zﬂl‘?@ll’tﬁ?’?&ge}d‘ Sym-
instantiation, or by incre- nmentally nodifying them based on the properties

of the par®icul abol§.nstantiation. The Decoding Process Utilizing
OCommen- Rueda Trees The decodi ng process assunes that the Decoder can either

creat e or - 20 by oylidad Wit AP QAR5 B EEodehl §ftalbpe | S

identical to the

3. If the Oommen-Rueda Tree is updated adaptively, the updating of
the Decoder’s Oommen-Rueda Tree is done as per the Tree Restruc-
turing Rule described above, after the source symbol associated with

10 the current encoded string has been determined‘. This ensures that
after the decoding of each plaintext symbol has been affected, both

the Encoder and Decoder maintain.identical Oommen-Rueda Trees.

It is to be understood that if the Encoder utilized a process that in-

volved a Branch Assignment Rule, the same Branch Assignment Rule

15 must also be utilized by the Decoder. Furthermoré, if the Encoder uti-

lized a process that did not involve a Branch Assignment Rule, the De-
coder’s process must also not involve a Branch Assignment Rule.

It is further to be understood that if the Encoder utilized a process

that involved a Tree Restructuring Rule, the same Tree Restructuring

20 Rule must also be utilized by the Decoder. Furthermore, if the Encoder

utilized a process that did not involve a Tree Restructuring Rule, the

Decoder’s process must also not involve a Tree Restructuring Rule.

21
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OCommen- Rueda tree utilized by the Encoder to encode the any pre- specified
pl ai ntext synbol. The actual decodi ng process involves the 20 SUBSTI TUTE
SHEET ( RUNB 03628280 03/ 028281 PCT/ CA01/ 01429 steps of : 1PCTraweosi2ag t he
Decoder's copy of the Conmmen-Rueda Tree fromthe root to a |leaf, the
traversal being determ ned by the same Branch Assignnent Rule utilized by
the Encoder, and the ciphertext sym 5 bols. 2. The |abel of the leaf is

recorded as tAaddidoned Eystiasitiations afhedmwent®oada Tree i s updated
adaptively, the updating of _the Decoder's_ Oommen-Rueda Tree is done as per

the Tree Restrudhe ©ommentRueds chiesemagbbecysed tinra twisles samge of yeipoIm-
associated with 10 the current encoded stri n% has been determ ned. This
ensures that stences anskig8esdiladodhecneedsHphithe asersynbol has been

af fected, both he Encoder and c diz_r,maiggtég@n ild.entical Qt)m*ren- eda
Trees. It is tolbdheneecyurisage: pEababilitics ePlaintext aapat pyoebels @Rat
in- volved a Branch Assign t Rule, the same Branch Assignnment Rule 1
must al so be PPWFlzéTdPBSPT@ﬁgﬂ@etéS@e@n‘ﬁ&Ppﬁ%‘Nﬁﬂ £ et%g@%g%%e@rquﬁsqs- zed

a process that dig not iaqvaolve Br anc sj,gnment Rul e, the -. coder; s
process nust ar%eHEC: | rqg‘%lt\b& 8%%%’@1?%&2@ GEUR e P]E(hi’%b[%ﬁﬁ}etgh%ftb‘a be
understood that if tgﬁ}ﬁncoder utilized a procgss th?t (iinvol ved aﬂTr%ﬁ
Rest r uct ur i ng RISy SATE BolosnREq @87 ﬁn@‘e tree (and consequently, the

associated processes) are Adaptive.
As indicated above, this invention also utilizes an Branch Assignment |

10 Rule for the labels of the edges of the Oommen-Rueda Tree. A process
manipulating the tree is termed Deterministic or Randomized depending
on whether the Branch Assignment Rule is Deterministic or Randomized
respectively, which is more fully described below for the specific instan-
tiations.

15 The various embodiments of the invention are specified herein by
first stating whether the Branch Assignment Rule is (D)eterministic or
(R)andomized. In the case of a randomized Branch Assignment Rule,
the effect of randomization on the branch assignment can be either
determined by a comparison with (F)ixed constant, a (V)ariable or a

20 (R)andom variable itself.

The second specification of a process details whether the tree is created
in a (S)tatic or (A)daptive manner.

The third specification of the embodiment details the specific instan-
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20 Rul e nust also be utilized by the Decoder. Furthernore, if the Encoder
utilized a process that did not involve a Tree Restructuring Rule, the
Decoder ' swproooessl nust al so not involve a Tree Restruct uripag/dAshe14221
SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 Additi onal
Instantiations of the Invention The Commen- Rueda Tree may be used in a w de
range of circum_ stances and is flex%fle to the needs. of. the user. If t(ile
occurrence prigpsion of i e Qommerpfeu %)’&‘re?n{f@@tsﬂﬁm‘@h@l&@reth% 12

priori, the tree (and_consequently, .the associated processes) ,.are Sfatic.
On the ot her Woxamnen Ry 2odEeh a&‘e?ﬁ@n@w biQh Bi FRe Ctlﬁﬁtantwns%%oﬁ%
are not known a iori, the tree (an Conseggfntly, the associated
processes) ar %MW@.O appdireade PeapdWsedihi s i nvention al so utilizes.
an Branch Assig n Rule. for the |abels .of. the edges of.the .
Commen- Rueda. Tr adhe ot BepssTicatinmhf aETREeTHBIONES W EUHEF feis BoEBeAMiRG i o
or Random zed dboen%iéﬂalpon ‘whet her the Branch Assignnent Rule is

Det er mi ni st? cObr’98Q i Z&¥5F-espectivel y, which is nore fully described

bel ow for the spgcific instan-,.tiations, 15 .The.mari gus ewmbodi ment f 1he
invention are s qa?étdsﬂ%qlﬁpﬂmf}? a9 ttﬁlte Cs%rﬁltuil t%@?h © ll%u‘%raéxﬁtcﬁugpu%
Assi gnnment Rul)(reP i %/Q&D) etermnistic or (R)andom zed. In the case of a
randoni zed Br% (br? 8] gnment Rule, the effect of random zation on the

branch assi gnmeqy, ¢ ﬁﬂl&?ineé §0%fons describe specific embodiments of the invention

for the case when the size of the ciphertext alphabet is 2. It is easily seen

10 that when the size of the ciphertext alphabet is r, the corresponding

r-ary embodiment can be obtained by concatenating logor bits in the

output and causing tﬁis binary string of length logsr to represent a single

symbol from the output r-ary alphabet. When r is not a power of two,

r symbols can be composed with probability fractl,r, thus ignoring

15 the other strings of length logor, implying that this method assigns a

probability value of zero for the strings of length logor that have been
ignored.

Using the above nomenclature, the following are some specific embod-

iments of the Invention:
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determ ned by a conparison with (F)ixed constant,
(Ryandom variable itself,
whet her twe oBrnes28i s creat ed

specification of the enbodi nent details the specific instan-

a (Variable or a 20
The second specification of a process details
ina (S)tatic or (A daptive mamreni/oifze third

22 SUBSTI TUTE

SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 tiation of the OCommen- Rueda

Tree (that is, whether the generalized Oomen-Rueda Tree is _being used, or
' a specific ins:gant atiﬁ)nms‘%cgﬂas t he Hufci]man or F?.\I]’]O tiree iﬁ%tbe ng
used). The . flaurdh spEq a ? FocgSs iﬁrorn whether i5 an
Encoding 5 c%lﬁcﬁﬂ_g_'fr_@_c&i_hi_st S_Eecif_"_catﬁb_n arke thd
cardi nal i ti eqCof2t He|Rnptir<amtl gt [<Tal pf=gbet|st THET f ol{fOW IT]. seftions
descri be spedi fi<€ enpodimgnts Of |{ThE jnvenfion | Tor [The dase Wwhen {he size
of the ciphertexg aljphaber i[S 2. |TT| 1§ eas|fly sgen |[Lo that when the size
of the cipherjteexg al pRaliel Si| € IS | eS¢l resBondi@g r|-&ry |&hbodEnent can be
obt ai ned by domcat éhafiilnp| ||9gi2r | bits) 1 n they output |gpd causi ng th|s binary
string of Ier% o) GoRF-|t-0|-+e bntl-—al-st ngle- s ol{—fromthe|gut put r-ary
al phabet . WM rgi s iﬁigﬁ'@(;ﬁ%{rﬁlﬂaﬂ r@yrrbﬂ 9% beRompBsed| wit h
probability fprastl——thpsH-ghoti 15 thep other-strings—oftlengtn | og2r, .
i mplying that| this Bh gy £P o3P 28| WOppbbappll i tlyeval| g of ?erpg?or t he
strings of |engty Iglg.gr' hat:hegedesns |2 B |5 |8 |5
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= 12|12(818|8|E|18|12 |18 |2 IR |3 |B
Eagjcagimpicaf{myjcaympical A €2 A £a) A
a3
8
=
o) & g1g
: S | &S
o liEEEEEEE 8 E [E | 5
SHi==]i==gia=glas == = s T mm =
@)
O
8
5 1slelelElElElElE 12 12 12 2|2
28 |B|EERIBBRE B 2 [B |& |B
== 333 a8 &3 ® S S % s s
8 Tln|n|TiT|T|T | < T < 3 e
§ < < |<C |<C <€ |<C < < < < <
QOO0 0|0 2 2
. |E/2|55(5|53(8 |8 |TelfalBE|Ex
175} ort o= I e~ s Bl FT ST I P B
S8 |[E[E|8lE|8|1€|2|8 B|E B8 2|8 2|8 RIE &
o > ||8|HI8/E|HIE|E|C K|o K|SOl E|le>|C>
SH 8188|8888 ERERIESESE LT
A 55|58 |5|8|518 |8 |S7|87|8 4|8 3
o]l =l ==l IR T R R (Sl
] 18 [~ N o~ [} ™ [}
~ ooy e b ) eyl ™ > $ > T S 3
=) Bl 2 & S S S OS|E S S S S g
gl E| E| g| &
s ddeEaEeE @ 8 2 2 [
E CHEEEEEET OB BB B OF
I ittt e S S R
) 1
z [P RRIRRRIE B B B |© |
24

SUBSTITUTE SHEET (RULE 26)



i gnored. Using the above nonenclature, the follow ng are some specific
enbod- inents of the Invention: 23 SUBSTI TUTE SHEET (RULE 26) WO 03/028281
PCT/ CAO1/W04292828 cq cq C 1 cal c'|I cal cal Cpl c'|I c'| ecT/adonpo142p 11 11
T T T I I I I I I B O - B -4 .~ 11 12200 000
IIIIIIIICID\/JtOQC-O10C—01010C—010C—0bprbobAbo
Uuo bD '

bA bo bO b.0 b,0 bO v~'d -d'd'd'd"'d'd " 'd" 'd'd 000O0O
0000000 Orhtddghédd thib ddodhdebt Uubldds ddher @iy Q)Wl@eﬂ\{ QDOPR (for cd
tt:] Et'! ~wEl OODUNNS 4 d Q 4 Q Q a 4 C >>>> 4D 4 -
-~ -P 4--D 4{Rtepmimistc Distribution Optimizing Data Encoding) will be used as a

generic name for any Deterministic solution that yields Statistical Perfect
Secrecy. Specific instantiations of DDODE are D_S H.Ep, 9, D AHE,,

5 etc. Similarly, RDODE (for Randomized Dz’stﬁbution Optimizing Data
Encoding)will be used as a generic name for any Randomized solution
that yields Statistical Perfect Secrecy. Specific instantiations of RDODE
are RF_S_H E,, 5, RV_A_H_Ey, 5 etc.
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Cd P-1~-M4P4APP4P P. PgCGrdcnu"drd-d''d-0"d-0-d-d C"d
r--.1 -1-D -1~ + -4z +D NN NNNNcc MO O 5Co0- 0~0>0> aalONao
Cd Cd c cwoos/oms€ | Wqg W W W WQ c N ~ OX~XXWWX X ~ XPKTHCAM0HRQQ ~Q w
wz QQQ wr 24 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429
Throughout this document, unless otherw se specified, DDCDE (for

Determ nistic Dlstrlbutlon Optim zing Data Encodi nﬁm‘b be used as a
generic name f9cSadd 36eq i ilhecDeteriminiséicy (Eﬂbﬂl@l’ll itc ASIMET ect
Secrecy. Specific instantiations of DDODE.are DS HEm2 DAHEmM25
etc. Sinilarly, ROODE (for RadatiedimEiman: GGedingm zing Data
Encoding)w || be used as a generic nane for any Random zed sol ution

The Encoding Process : D_.S_ H_E,,
This section describes the process that provides a method of opti-
5 mizing the distribution of the output by using the sibling property of
Huffman trees (see Hankerson et al. (Introduction to Information The-
ory and Data Compression, CRC Press, (1998)), Sayood (Introduction to
Data Comgpression, Morgan Kaufmann, 2nd. edition, (2000)'), and Wit-
ten et al. (Managing Gigabytes: Compressing and Indexing Documents
10 and Images, Morgan Kaufmann, 2nd. edition, (1999))), and a determin-
istic rule that changes the labeling of the encoding scheme dynamically
during the encoding process.
This document uses the notation that f(n) represents the estimate
of the probability of 0 in the output at time ‘n’; and f(n) refers to the
15 actual probability of 0 in the output at time ‘n’. The estimation of f (n)
uses a window that contains the last ¢ symbols generated at the output,
and f(n) is estimated as S"—t@, where ¢y(t) is the number of Os in the
window. In the included anaiysis and implementation, the window has
been made arbitrarily large by considering ¢ = n, i.e. the window is the
20 entire output sequence up to time ‘n’. The effect of the window size, ‘t’,
will be discussed later..

The process D_S_H E,, 2 is formally given below and pictorially in

Figures 3 and 4.
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that yields Statistical Perfect Secrecy. Specific instantiations of RDODE
are RF_S HEm2, R\.AHEmM2 etc. 25 SUBSTI TUTE SHEET (RULE 26) WO

03/ 028281wb@3/0e381/ 01429 D S HE, m2 : The Determnistic Bayahomen9usi ng
Stati c Huf fman Codi ng The Encoding Process : DS HE, ,2 This section
descri bes the process that provides a nethod of opti- 5 mning the
distribution of the output by using the sibling property of Huffman trees
(see Hankerson Schemagiotofolu& bkt | nf ormati on The- ory and Data

Conpr essi on, CRC Press, (1998)), .Sayood (Introduction to _Data Conpression,
Mor gan Kauf mann Tlendchemiaticonhat20d Bnocess d WA Hen istexglainednheard. nglhe

G gabytes: Conpressing and | ndexing .Docunents lo and | nmages, Morgar
Kauf mann, 2ndfigectist begin widoany)In Quigntteblaok (bb@kle(ﬂl @ whdeh zlr'ba s

the | abeling of the encoding sche dynham cal | during the encqding..
process. Thi sSQHEANAFUEREEs K he rﬁrﬁ]a{ i-@fa[M ats %/hQ rﬁfatlae e pneodag, gb‘ﬁirrrat e

T5 act ual _ph olsaid 109t of Gia MuEaBLtsa: that hambegn Firated; WHE GIF SIAUC ()
sses i ndoug Tt contgins Lhe Lot caygtol paperated, ol be o,
o 11 (e Rl 08 L5 P AP BEEILALLEN L AR e 1 e
1101, (1952))), (iii) h(s) is the hashing function that returns the pointer
to the node associated with any plaintext symbol s, and (iv) f* is the
10 requested probability of ‘0’ in the output.

In block 110, the estimated probability of ‘0’ in the output, f, is
initialized to 0, and the counter of zeros in the outpﬁt, 'co, is initialized
to 0 as well. The counter of bits in the output, n, is initialized to 1, and
the counter of symbols read from the input is initialized to 1 téo. Other

15 straightforward initializations of these quantities are also possible.

A decision block is then invoked in block 120 which constitutes the
starting of a looping structure that is executed from 1 to the number
of symbols in the input, M. In block 130, a variable, g, which keeps
the pointer to the current node being inspected in the tree, is initialized

20 to the node associated with the current symbol, z[k], by invoking the
hashing function h(z[k]). The length of the code word associated with
:r[k], £, is initialized to 0. The decision block 140 constitutes the starting

‘point of a looping that traces the path from the node associated with z[k]
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20 entire output sequence up to tinme V. The effect of the wi ndow size, "t',
w Il be discussed later.. The process DS HE,,,,2is formally given bel ow

and pi ct owpoaBiogs28n  Figures 3 and 4. 26 SUBSTI TUTE SHEET PCRIGIAB1/26{29 WO
03/ 028281 PCT/ CAOL/ 01429 Schematic of D SJI-Em 2 The schematic chart of
Process D S-HLE"z,2 is explained here. The figures begin with and

| nput/ Qut put bl ock (bl ock 100) in which ﬁi) the source sequence, X = x[1]
... x [M, istottlee davh afdhsetuens adeBloqk iLpOrinsrementte the dength vhdheugddemn
tree that has, been created usipg the static Huffpman coding approach (see
Huf f man (A Mewbrstagsaciatesl wisw[lad@y dpsingemhis langthaa astanlly the asenber of
Proceedi ngs of I RE, 40(9), _ pp.. 1098-. 1101, (1952 w.(11) h(s) is the
hashi ng functedgestindih élaihns:[‘h%deﬁkﬂ%gf()délﬁ@ ﬁ%g)t)ﬁéﬁ(@%@%ﬁ@é%% ng P any

Phe output . 160%I GRouEiote b s Tiskt GapFBokbRd 1oy Bt (D hOhanguiapin, 1

nitial i zed 1o S (lrR 15Phe Tadinnen S5t Phe S Tanbuta bt ghefioves 7 to'its

a2 Lo b S RIS B SIS nead, 0m e Lo e oo

quant 11 o2 a1, SLEQAOSSIL Bt B SRR RLEH S 4 PRk S4B b Pl 2

from1 to the Myrberee (¢ = r). Connector 200 is the continuation of the decision |
“No” of block 120, which occurs when all the symbols of the input have

10 been read. Connector 210 is the continuation of block 310 and enters in

the decision block 120 to process the next symbol from the input.

In block 220, 7 is initialized to the length of the current path so as to
process that path from the root of the tree towards the leaf associated
with z[k]. Block 230 involves a decision on whether or not each node

15 in the path has been processed. The decision block 240 compares the
estimated probability of ‘0’ in the output, f, to the probability of ‘0’
requested by the user, f*, so as to decide on the branch assignment
strategy to be applied. The branch “Yes” leads to block 250, which test
if the path goes to the left (true) or to the right (false). The branch

20 “Yes” of block 250 goes to block 280 in which a ‘0’ is sent to the output,

~ and the corresponding counter, cg, is thus increased. Block 280 is also
reached after deciding “No” in block 260, which implies that F>f

and hence the branch assignment 1-0 has been used. The branch “No”
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of synbols in the input, M In block 130, a variable, g, which keeps the
pointer to the current node being inspected in the tree, is initialized 20
to the nodecam®ss8i ated with the current synbol, x[k], by iperadongi£he
hashing function h(x [k]) . The length of the code word associated wth
x[k], ., isinitialized to 0. The decision block 140 constitutes the
starting point of a looping that traces the path fromthe node associ ated
with x[K]  23f BIBEHIZHOTEvBeiEThé Ridal cR6)ssiubeho IB28is Relichandotde path t he
root of the tree, r. Block 150 increnents the length of the code word
associ at ed wigbks tpkihebyight, adseiat hleckl At whichca (h] isysertietontbentpnt.
edges in that path. The decision block 160 tests 7i,f the correspondi n% pat h
goes t hr ough Blbek |25 isoalsi mgached dne bhe thranchoiNoefaf bleck2b0 mowhish thel se
5 for right (block 180). In block 185, the current pointer, q, noves up to
its parent Dehdrdachrassigronent is msed raasl tloo pedbtgaestopthe rig. cont i nuati on
of the branch "No" of the decision block 140, i,ge.  when g reaches (iat]e r oot
of the treé (q kn block 290yridw ertimaded prohabiliti phtadndhepuime igamdated
"No" of block 120, which occurs when all the si{rrbols of tpe igmput h(gv 1o
been read. Cowiegtbe cugent comatenfizenas iagwl she yrpErni valug ot ahiand §

the decision block 120 to process the next, synbol from.ithe I t. In b] ock
220, j is i nicouater ed hits Mé?llee‘?igm‘rl st welfhcaﬁwe%at 0§§ %@0 HSCT%P‘B’&@SS

Bl ock' 230 | nUBPVESIEEAAS, Al ot dPRby JorbEORRLR (sascaBiThblan fafh
has been pr O%gﬁisc%ddec-{ggs gﬁ%i”svivﬁgn S & ksl %crl%x'fsitfl%e[k] is reached. In this
10 case, block 310 is reached, where the counter of symbols in the input,
k, is increased and the process continues with the decision block 120
which ends the looping (decides “No”) when all the symbols of the input
have been processed, reaching the Input/Output block 320 in which the
encoded sequence, Y = y[1]...y[R], is stored. Block 330 returns the
15‘ control to the “upper-level” process which invoked Process D_S_H_Ey; 5,

and the process D_S_H_Em’g terminates.
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estimated probability of 0" in the output, f , to the probability of "0
requested by the user, f *, so as to decide on the branch assi gnnent
strategy woom@appl i ed. The branch "Yes" |eads to bl ock 2%0I/asvio2pest if
the path goes to the left (true) or to the right (false). The branch 20
"Yes" of block 250 goes to block 280 in which a "0'" is sent to the output,
and the correspondi ng counter, co, is thus increased. Block 280 is al so
reached after ddBrGCﬁQS]Dbs_fBl%hock 260, which inplies that f > f *  and
hence the branch assignnent 1-0 has been used. The branch "No"
SUBSTI TUTE SHEET lrmenk: ’E}levﬁuﬁsmmeiﬁmﬁ BET/ Ehers@upggsesfuenicac kKt zéﬁhevweere
the branch assign (ﬂ 1ll ap ?g and the path goes to the right, |eads
to bl ock 270 MAHEsHs Br@ba ity to the output. Block 270 is al so
reached by the branc of block 250 in ich the O0-1 branch assignment
is used and the dﬁtﬂmgy%s T oWyt § ggauense; B/ pl ock 290, the estinated

probability of ° |nth out t i s updated i the curre punt f
zeros and the curAéﬁ’tlrQEI Uenof As aﬁh‘@%{eﬁeﬁl ﬂtﬁ ﬁ@? ﬁquqy P}Hﬁﬁ

n, is increne ock 300 enent unt e f e es i.n e path,
j, and goes tgoc(a%gsg EilRPBHO (@gl&put @}é}é@b%e%f@ QP ?Wﬁ’ér’rnt e node
associated wth t reached In this 1o case bl ock 310 is reached,
where the counter l'é ﬁbol s inthe input, Kk, is increased and the process

ot oug S Ch gl Sk o nonct 1R POt kol
I nput/ Qut put bl ockg 320 J Ny Wy 4% §§e // For all the symbols of the input sequence
10 Find the path for z[k]
q 4+ toot(T)
while ¢ is not a leaf do
if f (n) < f*then °// Assignment 0-1
if path is “left” then
15 y[n] < 0; cop(n) < co(n — 1) + 1; g + left(q)
else
y[n] + 1; ¢ + right(q)
endif |
else // Assignment 1-0
20 if path is “left” then
y[n] « 1; ¢ « left(q)
else

y[n] + 0; co(n) co<n — 1) 4+ 1; g + right(q)
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encoded sequence, Y =y[1] ... y[R], is stored. Block 330 returns the 15
control to the "upper-level" process which invoked Process DS HEm?2, and
the procewo oB0BB28i E m 2 term nates. 29 SUBSTI TUTE SHEET (PRULEA026)4200
03/ 028281 PCT/ CA01/ 01429 Process D SJt.Em 2 Input: The Huffman Tree, T.
The source sequence,. X. The re- quested probability of 0, f *. Qutput: The
out put sequence, Y. 5 Assunption: It is assuned that there is a hashing
function which | ocaiteggdifhe position of the input al phabet synbols as
| eaves in T. Method: co(0) - 0; n + 1; j(0) + 1 for k f- 1 to Mdo //
For all the synbol sepfdifhe i nput sequence 10 Find the path for x [k] q +-
root(T) while qis nqgt a lea )do if f (n) <f *then '// Assignment 0-1 if
path is "left" then ﬁﬁn)/kﬁ]c"n 0; co(n) <- co(n - 1) -1-1; q + left(Qq)
else y[n] +- 1;, gf - right(q) endif

n<n+l

5 endwhile

endfor

End Process D S_H E,, 5
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else // Assignnent 1-0. 20 if pathis "left" then y[n] + 1; q + left(Q)
else y[n] - 0; co(n) f- co(n - 1) + 1; g f- right(q) 30 SUBSTITUTE SHEET
(RULE 26)Wo@30292828281 PCT/ CA01/ 01429 endif endif f (n) Pca/qavyolaza+l 5
endwhile endfor End Process D SJI-Em,2 31 SUBSTI TUTE SHEET (RULE 26) WO
03/ 028281 PCT/ CA01/01429 Rational e for the Encoding Process In the

bot tom up. marR@tORAIGAOE T ISRFBRINEST JARERS! ad whi ch i used To repl ace
cach syrbol of the,souoe.sequente by 1L 5 Eor RRENALIN codm ey
al phabet Synt%ree T tgxrn%qu)hma%rfegeé%néncmﬂng Heme is generated which is
used to replace each symbol of the source sequence by its corresponding
5 code word. A labeling procedure is performed at each internal node,
by assigning a code alphabet symbol to each branch. Different labeling
procedures lead to different encoding schemes, and hence to different
probapbilities of the output symbols. In fact, for a source alphabet of m
symbols there are 21 such encoding schemes. It ié easy to see (as from

10 the following example) how the labeling scheme can generate different

probabilities in the output.

Example 1. Consider § = {a,b,¢,d}, P = {0.4,0.3,0.2,0.1}, A =
{0,1}, and the encoding schemes ¢4 : S — C4 = {1,00,010,011} and
¢ : S — Cp = {0,10,110,111}, generated by using different labeling
15 strategies on the Huffman tree depicted in Figure 1. The superior en-
coding scheme between ¢4 and ¢p, such that F* = {0.5,0.5}, is sought
for. ‘
First, the average code word length of bits per symbol is calculated
(see Hankerson et al. (Introduction to Informdtion Theory and Data
20 Compression, CRC Press, (1998))) for the exact formula for computing
it) for both encoding schemes: {4 = £ = 1(0.4) + 2(0.3) + 3(0.2) +
3(0.1) = 1.9.

Second, the distance for ¢4 and ¢p from the optimal distribution,
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procedures lead to different encoding schenes, and hence to different
probabilities of the output synmbols. In fact, for a source al phabet of m
synbol s twerog/o28281 2' -1 such encodi ng schenes. It is easy tPeTge@1pa9from 1o
the follow ng exanple) how the | abeling scheme can generate different
probabilities in-the output. Exanple 1. Consider S = {a, b, ¢, d}, P =
{0.4,0.3,0.2,0.é%£ A = 10, 11, and the encoding schemes /A : S -+ CA = {1,
00, 010, 011Mddc,FB and ds(fm,¥ [oremectneluiare calrdateddbpyusivenglo)
different |labeling 15 strategies on the Huffman tree depicted in Figure 1.
The superi or vererecoding, a¢ held@wset wveen OA and OB, such that F* _ {0.5,

0.5}, is sought forgghats)3he3xasage code word I ength of bits per
synbol is cal cufeat® 0% : (ke 5é¥0a578£% ntroduction to Information

Theory and Data, 20 {fguploRssinne Q) Pres 998))) for the exact formula
for computing ifiy Foﬁ@mmmg i+%§q%@|‘|§ni%¥dﬁlA = LB = 1(0.4) + 2(0.3) +

3(0.2 3(0.1) =-1. S h ' . f d Eh I mal
i strbuti an, ba{BueEhTORS ST QRILE 1Be2 W8 03)-Bazel OreKPBA0L 01420
dA(FA, .F*) and dB_(ﬁ@4)+116§)+r(e,sp©g11bveloy %gg cal cul ated, by using (15)
where O = 2, as/@oFi ove: - . 4) 72003 %2(#S) +1(0. 1) N .57895 fOA- 1.9

le — 0(0.4)+1(0.3)}ng(0.2)+3(0.1) ~ 0.52632 , an d

dp(Fg, F) = |0.47368 — 0.5/ + |0.52632 — 0.5|> = 0.001385 .

Third, observe that C4 and Cp are prefix, £4 and £p are minimal, and

10 dp < d4. Therefore, ¢p is better than ¢4 for F* = {0.5,0.5}. O

In order to solve the DODC Problem, a “brute force” technique is pro-
posed in Hankerson et al. (Introduction to Information Theory and Data
Compression, CRC Press, (1998)), which searches over the 2™~ differ-
ent encoding schemes and chooses the scheme that achieves the minimal

15 distance. It can be shown that even with this brute force technique, it
is not always possible to obtain the requested output probability of 0.5.

The following example clarifies this.

Example 2. Consider S = {a,b,c,d} and A = {0,1}. Suppose that the

requested probability of 0 in the output is f* = 0.5. There are 2™ =8

20 possible encoding schemes whose code word lengths are {1, 2,3, 3} (those

generated from the Huffman tree depicted in Figure 1 obtained by using
different labeling strategies). |

The eight possible encoding schemés, their probabilities of 0 in the
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1( 0. 4)+0(0.3)+1(0.2)+2(0.1) N .42105 f1A - 1.9 5 dA(FA, -7) = 10.57895 -
0.5 12 + 10.42105 - 0.5(2 = 0.012466, - 1(0.4)+1(0.3)+1(0.2)+0(0.1)

0. 47368 fwbB-03028281 _ 0(0.4)+1(0.3)+2(0.2)+3(0.1) ,,, 0.526%2T/CAAMd142p 1B -
1.9 dB(.TB,.F) _ 0.47368 - 0.512 + 10.52632 - 0.512 = 0.001385 . Third,
observe that CA and CB are prefix, LA and IBare mnimal, and to dB < dA
Therefore, his better than Wr F* = Ao ln order to solve the
DODC Pr obl emouAptiby and t&mmérstaacﬁemumféeﬁmb rum (bb) achare Pamibrarergivendn.
(I'ntroduction_to Information Theory and Data Conpression, CRC Press,
(1998)), whi dfehdedrches over the 2m 1 differ- ent encoding schemes and
chooses the schene that aghieves the mnimal 15 distance It can be shown

that even with this bruteﬁmrcé’ﬁeﬁhﬁl@pe itfis Id{t?ﬂ?:%)s possible to
obtain the requested outpp LY T TYi M ng exanpl e
clarifies this. Exanple Z,ECEQS?Q 1 M1 %3398 e 'Ogg%g 0, 11. Suppose
that the requested probap?i|i{0y 168f15L,1H0ne04adp6t| 1.6124661 0.5 There are

3" 3) (those Generated 11 biites i Pan - coAT008 |BOOLISTY B2 20 € i nea
b&/ using di f?erent | abel fll;c L{sffuféuégi'g@o} éﬁgi%cr{}U%%%@éb?e encodi ng
schenes, their probabilit})Bg {df 00,010,101 } 33.598B5TIOTOTEAGHIEET (RULE 26)
{1,00, 011,010} | 0.52632 | 0.001385
{1,01,000,001} | 0.57895 | 0.012466
{1,01,001,000} | 0.52632 | 0.001385

L

ool | O

Table 1: All possible encoding schemes for the code word lengths
{1,2,3,3}, where § = {a,b,¢,d}, A={0,1}, and P = [0.4,0.3,0.2,0.1].

Observe that none of these encodings yield the optimal value of f* =
0.5. Indeed, the smallest distance is 0.001385, obtained when using, for
5 example, ¢1, in which the probability of 0 in the output is 0.47367.
D .

As seen in Example 2, it is impossible to find the optimal requested
probability of 0 in the output even after exhaustively searching over all
possible encoding schemes. Rather than using a fixed labeling scheme

10 for encoding the entire input sequence, D_S_H B, o adopts a different
labeling scheme each time a bit is sent to the output. These labeling
schemes are chosen based on the structure of the Huffman tree and the
distribution of the output sequence encoded so far.

Basically, D_S_H_E, » works by taking advantage of the sibling prop-
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WO 03/ 028281 PCT/ CAO1/ 01429 output, and their distances, as defined in (14)
where O = 2, are givenin Table 1. .7 ¢j:S-}qg f d(.F,Y*) 1

{0, 10, 110w013)02281 7368 0.001385 2 {0,10,111,110} 0.42105POTOIAN466429 3

{GQ 11, 100, 101} 0.47368 0.001385 4 {0,11,101, 100} 0.42105 0.012466 5

{1, 00,010, 011} 0.57895 0.012466 6 {1, 00,011, 010} 0.52632 0.001385 7

{1, 01, 000, 001} 0.57895_0.012466 {1,01,001,000} 0.52632 0.001385 Tahle 1:
Al'l possi bl e estitolithe Hemass tregr Fﬁeﬁe(?@ﬂlaﬁew‘hfaril}aé@wh@n Y %,hezr,le %y 15}1, -

o sl B s Wb il
s T pr Bl o6y vty et et FiGECER ol
e ot il bl LR T bl
s ok SRS oot LR B Pl b o

T 1Y o By SRR Sep L1535 RGNS, BB ISR dhgoel

co(n)

—, whenever a node of 7 is visited.

output is estimated as f(n) =
DS HE,,, takes f (n) and compares it with f* as follows: if f (n) is
smaller than or equal to f*, 0 is favored by the branch assignment 0-1,

10 otherwise 1 is favored by the branch assignment 1-0. This is referred to
as the D_.S_H E,, o Rule.

Essentially, this implies that the process utilizes a composite Huffman
tree obtained by adaptively blending the exponential number of Huffman
trees that would have resulted from a given fized assignment. This blend-

15 in‘g, as mentioned, is adaptive and requires no overhead. The blending
function is not explicit, but implicit, and is done in a manner so as to
force f(n) to converge to the fixed point, f*.

D_S_H_E,, s also maintains a pointer, g, that is used to trace a path

from the root to the leaf in which the current symbol is located in 7. This
20 symbol is then encoded by using the D_S_H_E,, o Rule. This division of .
path tracing and encoding is done to maintain consistency between the

Encoder and the Decoder. A small example will help to clarify this

procedure.
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distribution of the output sequence encoded so far. Basically, DS HEm?2
wor ks by taking advantage of the sibling prop- 34 SUBSTI TUTE SHEET ( RULE
26) WO 03w02a8»3¢2sPCT/ CA01/ 01429 erty of the Huffrman tree (PEaacABabiager
(Variations on a Thene by Huff man, | EEE Transactions on Information
Theory, 24(6):668-674, (1978))) Fromthis property, it can be observed
that the wei t of he_|

Bl ks e S U
Ebd;hgf p_rl_olbgbiill"?tﬂfé%’@bgfﬂﬁst PCCHETTRfe {Ps ‘e@ %ﬁ%ggﬁ%a% %8959;@?1 :
ol ous: 1 BhFhet & =y T br Tokas08F Thesahiie Hug RS ddbe ) S, e
o Trel R e SRS LR 3R Blekte 1 D YRhFE b%?i&ﬁ?t%ﬁiﬁng?ﬂ?% HIER s
Eﬂhiﬁdf O s Y C g RV R L e G
rom a Gi ven dkd oS GREN prdleddlieAE/ A%, (4090) AHRERY ) Prbes) ) adapt i ve

and requires functio s not ~expl

inmplicit d h
{1 xed poi nt. 1 Sipedchfuf JRRELI 1Y ??8?%%5 Dy e AR R T3P % O°
trace a path Fflx‘ﬁ?,;rég (05, Roghd! (G)grd &RTset BoB The! arfinE 152N RYARBnihEnt

| ocated in T.

n | z[k] | Path | co(n) | f(n) | Assign. | Go | y[n+ 1]
0|b LL 0 |0.0000f O-1 L 0
1 1 11.0000| 1-0 L 1
2|a R 1 10.5000| O-1 R 1
3lc LRL 1 103333 0-1 L 0
4 2 105000 0-1 R 1
) 2 10.4000| O-1 L 0
6|b LL | '3 [0.5000] 0-1 L 0
7 4 10.5714| 10 L 1
8|a R 4 10.5000| O-1 R 1
9 4 0.4444

Table 2: Encoding of the source sequence X = bacba using D_S_H Ep, o
and the Huffman tree of Figure 1. The resulting output sequence is
Y= 011010011.

is 0-1. For each symbol of X, a path is generated, and for each element
10 of this path (column ‘Go’) using the current assignment, the output is

generated. Afterwards, ng, n, and f (n) are updated. [

From Example 3, the power of D.S_H E;, 5 can be observed. The

36

SUBSTITUTE SHEET (RULE 26)



20 synbol is then encoded by using the DS-H Em 2 Rule. This division of
path tracing and encoding is done to naintain consistency between the
Encoder awo oBhes2Becoder. A snmall exanple will hel p to cl arcfiycAomioss29
procedure. 35 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429
Exanpl e 3. Consider the source al phabet S = {a, b, ¢, d} with respec- tive
probabilities of occurrence P = {0.4, 0.3, 0.2, 0.1} and_the code al -
phabet A _ 0,prbbabiliternddiéntttie eutpul fbylenlmeost appretshiesry St hd Aften he
Huf f man tree (shown in Figure 1) is first constructed using Huffman's 5

al gori t hm ( segenduatimgnoply ebitsdin dhet patpshstAlibough thisvpapaars ke-be a
dundancy Codes, f Proceedings of |RE, _40(9):1098-1101, (1952))). The
engg;ﬂi ng achi ‘sbeekepiPuskdsdt bs Jaker ghowns la@ﬁlhith@aratwa#éb|a@d2.emmr1ﬁ§lly,
co , n, and f (0Q) are all _ set to 0. The startipg.branch assignnent n
x[ k] Path co that P_$H Bagi fplowsothisb aMIODI"ﬁlaliiL‘%éYéaﬁ o1l o 11
1.0000 1-0 L1 2aR10.50000-1R1 3cLRL10.33330-1L0O0 42

0,000 0-1 R by 51204090 Bidcked ; s by 5,0 5000 01 L0 7 4 0.5714 10

The decoding process, D_S_H_D,, 9, is much more easily implemented.

For each bit received from the output sequence, f (n) is compared with

f* I f (n) is smaller than or equal to f*, 0 is favored by the branch

assignment 0-1, otherwise 1 is favored by the branch assignment 1-0.

10 D_S_H Dy, 5 also maintains a pointer, g, that is used to trace a path from
the root of T to the leaf where the symbol to be decoded is located.

The formal decoding procedure is given in Process D_.S_H Dy, o, and

pictorially in Figures 5 and 6.

Schematic of D_S_H D,

15  The process DS H. Dy, (see Figures 5 and 6) begins with the In-
put/Output block 100, where the encoded sequence, Y = y[1]...y[R],
the root of the Huffman tree, r, and the requested probability of ‘0’ in
the output, f*, are read. The Huffman tree must be the same as that
used by Process D_S_H_E, » if the original source sequence, &', is to be

20 correctly recovered.
In block 110, the estimated probability of ‘0’ in the output, f , and

the counter of zeros in the output, ¢y, are initialized to 0. The number
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8 a R4 0.5000 0-1 R1 9 4 0.4444 Table 2: Encoding of the source sequence
X = bacba using D S HE/2,2 and the Huff man tree of Figure 1. The

resul ti ngvouspes2ssequence is Y = 011010011. is 0-1. For eaclcaywobob of X
a path is generated, and for each element 10 of this path (colum ~Go')
using the current assignment, the output is generated. Afterwards, no, n,
and f (n) are updated. » From Exanple 3, the power of DS H Em?2 ca e
observed. Thef b [8idesTscilBnSHEETNPRUSERENCAON 03ND +b2 IR eﬁéx 59
probability of O in the output, | (n)h,.al.rm_st approaches_f * = 0.5 %ter.
gener ati ng osént 8o bhe outputhé, eue hath mitiadizgd tonl s Aspe k-5 -Heline, Hther
"stroke of luck"”, it is later shown, -bgth theoretically arid‘errpi. cally,

tP hat D S H Espraighiforwmerd nndislmabions of dhese vaiantitaes ars alsp poss %ogm{g
rocess : DS HDm2 The decodi ng process,. DS 2i. s .much .nore sil

i mpl ement ed. thedéneadar and D@@@d%aﬂwfom@ﬁ&a%{%ﬂ%@édaéﬂé zafiopgjif the' Y
conpared with £ *.  If f (n) is sngller tgan or ual to f .*, is. favored
by the brahcRrigiBal seEGe: SeUEnce; %r\kﬁs“f@ €|CoT¥ é@c%‘ﬁﬁrﬁjre E‘%gnéﬁocess

T i i o LA SRR o R
o tor{%e roor%aof &éaec%gée?%procedure Is given in Process D SJ-1_Dm 2,

The decision block 120 constitutes the starting of a looping structure

‘that ends (branch labeled “No”) when all the bits from } are processed.

10 The decision block 130 compares the estimated probability of ‘0’ in ), f ,

with the desired probability, f*, leading to block 140 through the branch

“Yes” (branch assignment 0-1) if f < f*. The decision block 140 leads

to block 170 if the curreﬁf bit is a ‘0’ because the branch assignment

being used is 0-1 and the path must go to the left. Conversely, when

15 the current bit is a ‘1’, the path must go to the right (block 160). The

branch “No” of block 130 (when F> *) leads to the decision block 150,

which compares the current bit with ‘0’. If that bit is a ‘0’, the “Yes”

branch goes to block 160, in which the current pointer, g, is set to its

right child. When the current bit is a ‘1’ (the branch labeled “No” of

20 block 150), the process continues with block 170, which sets ¢ to its left

child, and increments the counter of zeros in )J; Co-

Connector 180 is the continuation of the process after block 160 or 170

have been processed. Connector 190 is the continuation of the branch
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pictorially in Figures 5 and 6. Schematic of D SJID, m2 15 The process

D SJIDm 2 (see Figures 5 and 6) begins with the In- put/Qutput block 100,
wher e t heweorgooedl sequence, Y = y[1] ... y[R], the root eCTit@16uL2) man
tree, r, and the requested probability of "0 in the output, f *, are
read. The Huffman tree nust be the sanme as that used by Process DS H Em?2

L oLhe ori ol naky Sout o SEHACEai, S0, Bt ) e ST R 5 e
counter of 2% Qedded necOitker A AL ASSLASS Bhe SRSt 500, 3]
rom Lhe UGN Doc AL BN SRRl SR RS CHUAY

Decodor st WARCEER Pagnt e Coiinfafiol duRe Rty RSt Pt BRGRes™

sequence, X? LA 4R BRsGrryectly recovered. The Process also initializes a
poi nter to the current nége inthe tree, g, which is set to the root of

e L ee, " gty con R IBR LT 80 .00 b
pocessed. et N ckrdsou RO i e LB SO0, 1 o
through the brafmtie next decision block (block 230), checks whether or not the current
pointer, g is pointing to a leaf. In the case in which ¢ is pointing to the
10 leaf associated with the source symbol to be recovered (branch “No”),
the process continues with block 240, in which the corresponding source
symbol, z[k], is recovered, the counter of source symbols in X, k, is
incremented, and the current pointer, g, is moved to the root of the tree.
Block 250 occurs when all the bits from ) have been processed (branch
15 “No” of block 120). At this point, the original source sequence, X, is
completely recovered, and the Process D_.S_H.D,, » terminates in block

260, where the control is returned to the “upper level” process which

invoked it.
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"Yes" (branch assignnent 0-1) if f < f *. The decision block 140 leads to
block 170 if the current bit is a "0 because the branch assi gnment being
used i s OwWO oafeB28he path nust go to the left. Conversely, PaitamolSi£he
current bit is a 1', the path nust go to the right (block 160). The
branch "No" of block 130 (when f > f *) |eads to the decision block 150,
whi ch conpares the, current bit with V. If that bit is a 0, the "Yes"
branch goes to EI'@IQ@SZ@GD S—IHV\Rnch the current pointer, g, is set toits

right child. V\hen t he c t (t branch | abel ed
bl ock 150), the p L%Elra@.tj H @gm% %lﬁck ﬁﬁ@ §%<ﬂ‘éeftfev'c\&| tgfh%ft

child, and mcrement ggqﬁﬁ'@fi of,,zeros in Y, co. Connector 180 is the
conti nuation Tiﬂquﬁﬁﬁe(f)%@ abilypr @k Opifock 160 or 170 have been processed.
Connector 190 is ant' uation of the b(r)%nch 38 SUBSTI TUTE SHEET ( RULE
26) WO 03/ 028281%%3 g@ggmep\@eqq,qnqﬂ, k 120, which inplies that all
the bits fromyY E@ﬁ% been processed. Connector 200 is the continuation of
t he branch ¥ Yes" rck 230, and goes to block 130 to continue
processing the curr 10 is the continuation of the

| oopi ng structure ‘F‘?e@i) @C@sg—oi ﬁ bits of Y. In block 220, the
estimated probability of , |s updat ed using the current
counter of zeros, did gtmh#er ]of bits processed. The next deci sion

bl ock (bl ock h k
Sbintine to 230) sghecks) yherhar, oy /et B RbLs SOUE Bl séghience
if f(n) < f* then // Assignment 0-1
10 if y[n] = 0 then
co(n) + co(n — 1)+ 1; q + left(q)

else
q < right(q)
endif
15 else // Assignment 1-0
if y[n] =0 then
q < right(g)
else
co(n) < co(n — 1) + 1; g < left(q)
20 endif
endif
if gis a “leaf” then
z[k] + symbol(q); ¢ < root(T); k< k+1
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10 |l eaf associated with the source synbol to be recovered (branch "No"),
the process continues wth block 240, in which the correspondi ng source
synbol , xWb]o3/oeesr ecovered, the counter of source synbol sPCH/CA01kI42DS

i ncrenented, and the current pointer, q, is noved to the root of the tree.
Bl ock 250 occurs when all the bits fromY. have been processed (branch 15
“No" of block 120). At this point, the original source sequence, X is
conpl etely recoverendifind the Process DS HDm2 terninates in block 260,
where the control is, retur t he "upper |evel " process whj.ch |nvoked
it. 39 SUBSTITUTE ﬁquB'—(‘n E/g/6§%69@698ﬂ625@28?17"0f6@{?7%@0ﬁf/5 Binde eypliibes
D SJEDm2 Input: The Huffrman Tree, T. The encoded sequence, Y. The
request ed probabi EREYOEf 0, f *. Qutput: The source sequence,' X. 5

Met hod: co(0) f-'1O f- 1; (@)-fsn1 q + root(T); k =1 for n +- 1 to R
do // For all t@@%@geﬁbémﬂ sequence if f (n) <f * then //
Assignnent 0-1 10 if y[n] = 0 then co(n) co(n - 1) + 1; q - left(q) else
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g +- right(q) endif 15 else // Assignment 1-0 if y[n] = 0 then q -
right(q) else co(n) - co(n- 1) + 1; g f- left(q) 20 endif endif if gqis
a "leaf" wboanox§2ki +- synbol(q); g F- root(T); k +- k + 1PCAAISUBSTI TUTE
SHEET (RULE 26) WO 03/028281 PCT/ CA01/01429 endif f (n)nn) // Recalcul ate
the probability of O in the output endfor End Process D SJID,,,,,2 41

Che source alRABBEIG L ERnsBICTCIheI ROy, SO 17 (1, BT battR RS b =
0000 hilifiadlofBe it e 2LPYRYCh.30.2, 0.9y Hna Tt 2RV NIiEAE e
A = {0,1}. The output sequence Y = 011010011 is decoded using
D_S_H Dy, 2 and the Huffman tree depicted in Figure 1.
5 The decoding process is detailed in Table 3. Asin DS H E,, 5, cy(n)
and f(n) are set to 0, and the default branch assignment is set to be 0-1.
For each bit, y[n], read from Y, the current branch assignment and y[n]
determine the direction of the path traced, or more informally, where
child ¢ will ‘Go’: left (L) -or right (R). Subsequently, co(n) and f(n) are
10 updated. Whenever a leaf is reached, the source symbol associated with
it is recorded as the decoded output. Finally, observe that the origi-
nal input, the source sequence of Example 3, X = bdcba, is completely

recovered. [l

Proof of Convergence of DS H_E,, ,

15 The fundamental properties of D_S_H K, » are crucial in determining
the characteristics of the resulting compression and the encryptions which-
are constructed from it. To help derive the properties of D_S_H_E,, 5, the
properties of the binary input alphabet case are first derived, and later,

the result for the multi-symbol input alphabet case is inductively derived.

20 The Binary Alphabet Case
In this section, the convergénce of DS H E,, 5 for a particular case

when the input has a binary source alphabet is proven. In this case,
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D SJID,n,2 and the Huffrman tree depicted in Figure 1. 5 The decodi ng
and f (n) are set

process is detailed in Table 3. As in D SJLEm 2,
to 0, andwole/ogesrault branch assi gnnent
the current branch assignment and y [n]

read fromY,

[n],

co(n)

is set to be 0-1. pCEarAoeacs29bi t |

Y

determ ne the

direction of the path traced, or nore informally, where <child qwill "Go':
l eft (L) or right (R-—Supsequeptty—ecoftm)—antd—ft—n)—arre-tgtpdated.
Whenever a leaf is re¢édc ”IEE?-F[HB &aliir)cle fs@’é)bc I‘K%gﬁm%e(ﬁw t“ﬁ% it is
recorded as the decodigd[outgut. Fl(gal quoggserveolpat th$1 dgrigi{ nal input,
the source sequence Gf—Exanple B——XSbacha;lis—cenrpteteby{reegvered. 7
Proof of Convergence dfr{D LEn 2 k5 Thgoéﬁrdane;t%l progerti s | of
DS HEmM2 are crucialg {n deterp El ng 0.6beoghar apteri itlgs ofgthe resulting
conpressi on and the engtyptionsrwhich- ?Bg gonst _;gt ecfromit—To help
derive the properties DS HEm 2; th%r 1?’ pert of it bi naHy I nput
al phabet case are finst|derlved] dhd ||GE600 | t heOrkesult| Bor| t he
mul ti-synbol input almphabetyTcasg s TE RVety gerivedq. 0 The Bi nar
Al phabet Case In thi <:1g<1=(‘fi n, hpfp %%@ Qrmn o -] ) SJ| lzr% 2 fénr a Y
particul ar case wheh@he iGput|had a BPAEPY souPck al ghdbdt is|proven. In
this case, 42 SUBSTI E SHEET| (RUL 037928281 [PEI/ 1701429 n n
+ 1] co(n) f (n) Assi“n*.entsrl':ﬂ [k O@'g)% c.ooogzcg 4 ‘(El' Y 4
1 4 [0.5000 0-1 R| a
9 5 0.4444

Table 3: Decoding of the output sequence Y = 011010011 using Process
DS HD,,2 and the Huffman tree of Figure 1. The source sequence of
Example 3 is completely recovered.

the Huffman tree has only three nodes - a root and two children. The

. encoding process for this case is referred to as D_S_H_Ey 5.

Consider the source alphabet, S = {0,1}. The encoding procedure

is detailed in Process D_S_H_E;, given below. The symbol s, the most

likely symbol of S, is the symbol associated with the left child of the

root, and 3 is the complement of s (i.e. 5is 0 if s is 1 and vice versa) is

associated with the right child.
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1111.0000 1-0Lb 2110.50000-1Ra 3010.33830-1L 412
0.5000 0-1 R 502 0.4000 0-1 Lc 6 030.50000-1L 714Q0.5714 1-01L
b 81 4wo500:828t1 Ra 9 5 0.4444 Table 3: Decodi ng of trlaa/cnetpue29
sequence Y = 011010011 using Process D SJLDm 2 and the Huffman tree of
Figure 1. The source sequence of Exanple 3 is conpletely recovered. the
Huf fman tree h only L@rg&ﬁes - aroot and two children. The encoding
process for thiksregseasilsd- %Y to as DS H E2, 2. Consider the source

al phabet, S =1 11. The encodin rocedure js,detailed i OC@SS

D SILE2, 2 gi venQBéPb‘\krf ﬁﬁé %%laqgﬁaﬁﬁﬁ Jodnd %hPﬁQéng,e gﬁﬂﬁ%&edf’%ss, The | e
synbol associ ated w,th the .l.eft i bd of the root, ands is the conpl enent
of s (i.e. s IeQuestefl grql%a%ilg)ﬁ@fﬂ] ‘versa) is associated with the right

5 S E2,5 1 nput - ORDE ke BBRER P e sl ce sequence, X The -
5 Method:
co(0) + 0; f(1) + 0; s + The most likely symbol of S.
for n < 1to M do // For all the symbols of the input sequence
if f(n) < f* then // Assignment 0-1 |
if z[n| =0 then
10 y[n] < s; co(n) +~ co(n—1)+5
else

y[n] + 5 co(n) < co(n —1) +s

endif
else // Assignment 1-0
15 if z[n] =0 then

y[n] < 5; co(n) < co(n — 1) +s
else
y[n] < s; co(n) < co(n—1)+5
endif
20 endif
f (n) ¢ 5‘%@ // Recalculate the probability of 0
endfor

End Process D;S_H_Eg,g
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requested probability of O, f *. Qutput: The output sequence, Y. 5 Method:
co(O) *- 0; f (1) ~- O0; s E- The nost likely synbol of S. for n - 1 to Mdo

/1 For alWwote&ynbol s of the input sequence if f (n) G PCT/aAven1429
Assignnent 0-1 if x[n] = 0 then 10 y[n] - s; co(n) + co(n - 1) + else
y[n] co(n) f- co(n - 1) +s endif else // Assignment 1- 15 if x[n] =

0
L) s B ) Aot B B os
05 Pocess 0SB SRS TVTE SEET (S 280 ORI
the root and with this tree. The first one consists of labeling the left branch with 0 and
the right one with 1 (Figure 6(a)), which leads to the encoding scheme
5 ¢o: S — C={0,1}. The alternate labeling strategy assigns 1 to the left
branch and 0 to the right branch (Figure 6(b)), leading to the encoding
scheme ¢; : § = C = {1,0}. Rather than using a fixed encoding scheme
to encode the entire input sequence, a labeling strategy that chooses the
branch assignment (either 0-1 or 1-0) based on the estimated probability
10 of 0 in the output, f(n) is enforced. '
fn regard to the proof of convergence, it is assumed that the probabil-
ity of 0 in the input, p, is greater than or equal to 1 — p, the probability
of 1 occurring in the input, and hence p > 0.5. This means that the most
likely symbol of S is 0. The case in which p < 0.5, can be solved by sym-
15 metry and is straightforward. It is shown that any probabiiity requested
in the output, f*, is achieved by the D_S_H_Es 5, where 1 —p < f* < p.
The statement of the result is given in Theorem 1 below. The rigorous

proof of this theorem is given in Appendix B.

Theorem 1 (Convergence of Process D_S_H_Ezgz). Consider a sta-
20 tionary, memoryless source with alphabet & = {0,1}, whose proba-
bilitieé are P = [p,1 — p|, where p > 0.5, and the code alphabet,
A = {0,1}. If the source sequence X = z[1],...,z[n},..., with z[i] €
S,i=1,...,n,..., is encoded using the Process D_S_H E2 so as to
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two | eaf nodes (for O and 1). There are two possible |abeling strategies
wth this tree. The first one consists of |abeling the left branch with 0
and the woghi2s28e with 1 (Figure 6(a)), -which | eads to tha/@utodizng
schemre 5 co: S -+ C={0,1}. The alternate | abeling strategy assigns 1 to
the left branch and O to t he right branch (Figure 6(b)), leading to the
encodi ng schene ql : -+ C = Q er than using xed .encodj ng
scheme to er}ﬁ@@ethﬁeo@iﬁutr ée@ﬂ#mﬁe a'%qtieyi a,yg{;leii ng“@%r Qf‘%JEJWIh
chooses the branch assignnent (either 0-1 or 1-0) based on the estinmat ed
probability 1% bf -0, "n théh%tput f (n) is enforced. In regard to the

proof of convergence, it is assuned that the probabil- ity of O in the
input, p, is greater than or equal to 1- p, the probability of 1 occurring
in the input, and hence p > 0.5. This means that the nost ‘likely synbol of

Sis 0. The case in which p < 0liin Bajy(ng soffjed by sym 15 netry and (¥
straightforward. It is shown th&t’>any probability requested in the output,
f *, is achieved by the DS HE2,2, where 1- p <f * < p. The statenent of
the result 4 s given in Theorem1 bel ow. The ri gorous proof of this theorem
is given in Appendix B. Theorem 1 (Convergence of Process D S H E2, 2).

Consi der a Stxﬁh f%e gle?éé¥eqﬁ@df@&>{§1%%b¥l@w 6£0vhtthead whnaket] - Sﬁgﬁﬁ* <1p),

whose proba- = , Wihere p > 0.5, and the code

al phabet, A g dL9r n}L- t\*ﬂﬁhsébl(hf}%éﬁg%@cﬁufﬁberﬂm s encodedxfiplto. time
wth x[i] E S, 1 ..., Is encoded using the Process D S HE2, 2
so as to 45 ,$UBSTI TUTE SHEET (RULE 26) O

The result that D_S_H_E, 5 guarantees Statistical Perfect Secrecy fol-

10 lows.

Corollary 1 (Statistical Perfect Secrecy of Process D_S_H Ej5,).
The Process D_S_H_Ej 5 guarantees Statistical Perfect Secrecy.

Proof. The result of Theorem 1 states that the probability of 0 in the

output sequence, asymptotically converges to the requested value f*,

15 where 1 — p < f* < p, with probability 1. In particular, this guarantees
convergence whenever f* is 0.5. |

Since the value of f is guaranteed to be close to 0.5 after a finite num-

ber of steps, this, in turn, implies that for every input &, Prlyjt1.--Yj+k);

the probability of every output sequence of length k occurring, will be

20 arbitrarily close to % The result follows. U

Equation (57) (in Appendix B) also guarantees optimal and lossless

compression.
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WO 03/028281 PCT/ CA01/01429 yield the output sequence Y y[l], ... , y[n],

such that y[i] A 1 =1, . n, ..., then limPr[f (n)—f*]—l
1) n-->woo0B/0mere f * is the requested probability of Opca/aAve/oondput (1-
<

(
p<f<p), andf (n) _nn) with co(n) being the nunber of 0's encoded up
totime n. ™ The result that D SJIE2,2 guarantees Statistical Perfect

o]
Secrecy fol- 10 lows. Corollary 1 (S%ahi étatif Perfect Secrecy of Process
DSHE22). crmeelrgmees?mewt@ 91 dda Statistical Perfect

R e b B
gag: 22{ ggz tﬁog\e;[@i‘%fgg%re Wf?e'hs@%rof e tga@%gnt geﬁégflqrﬁelsvﬁ?ﬂébﬁﬁ?d dt is

tg urn, inpli ﬁoWWW%gh@Eﬁyilcﬁ%%gg@s ‘%r[r;’lﬁuerlﬁ? Pynﬁff EE‘T iﬁna% lﬁf'd&bag}cﬁetdy of
every obtut sesence o, | ot Rk e LR AT R0 Bl BgeS
guarant ees 08t Hﬁtyac%%x}e?gess £ Sone 808P 3 Sth%n‘\faﬂl% 0.5, if f* is actually set to

0.5.

Theorem 2 (Rate of convergence of Process D_S_ H Ey,). If f*is
set at 0.5, then E[f(1)] = 0.5, for D_S_H.Es 5, implying a one-step con-

10 vergence in the expected value. [l

The effect on the convergence (when using a window, which contains
the last ¢ symbols in the output sequence, to estimate the probability of
0 in the output) is now discussed.

When the probability of 0 in the output is estimated using the entire

15 sequence of size n, it is well known that f (n) converges to f*. Thus,

fmy =3 2 = g @)

Trivially, since the convergence is ensured, after k more steps the

20 estimated probability of 0 in the output again becomes:

1The transient behavior, its implications in solving the DODE, and how it can be
eliminated in any given encryption are re-visited later.
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SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAOL/ 01429 Conver gence
Properties of D SJILE2,2 Theorem 1 proves that j (n) converges with

pr obabi | iwg ok/oes28t he val ue P. However, the issue of the tPCarcAenl1429
behavior' is not clarified. It is now shown that f (n) converges very
quickly to the final solution. Indeed, 5 if the expected value of f (n) is
considered, it can be shown that this quantity converges in one step to
the value 0.5, if f * is actually set to 0.5. Theorem 2 (Rate of
convergence of Process D SJHE2,2). If f * is set at 0.5, then E f (1)] =
0.5, for DS HE2,2, inplying a_one-step® %Q; AP vergence in the expected
value. El The effect on the coffyergenee mhgg—zstqﬁ.a wi ndow, which (3)
contains the last t synbols in the out{T 7Béq@ence, to estimate the
probability of 0O in the output) is now discussed. Wen the probability of
O inthe output is estimated using the entire 15 sequence of size n, it is
well known that f (n) converges to f *. Thus, f(n)=Eca(n) =f * (2) n =0

Trivially, si nop: Fé“%tfa‘?gﬁgf’og%? ﬂ@s@é‘%ﬁé@,dbyaéétﬁha%iﬂ@%ﬁe Ssremabiles 02®

estimated proba Ity o in the out put agalfn becones: 'The transi'ent

behavi or, id syl pd bﬁ%gher{%iﬁg the! Mshg% bitg, PEPEnodifled a3 H G, Rould still

elimnated 1n any given encryption are re-visited |ater.
converge to the same fixed point f*, since

n+k
Sy B _p, (@

10 were cg(k) is the number of 0’s in the last k bits of the output sequence.
In other words, this means that instead of using a window of size k

to implement the learning, one can equivalently use the entire output
encoded sequence to estimate f (n) as done in D_-S_H Eyy. The current

scheme will converge to also yield point-wise convergence:

15 The Multi-Symbol Alphabet Case
The convergence of D_S_H_ B, o, Where m > 2 is now discussed: For
this case, it can be shown that the maximum probability of 0 attainable
in the output is fmee and the minimum is 1 — fpay, Where frg, is the
probability of 0 in the output produced by an encoding scheme obtained
20 by labeling all the branches of the Huffman tree using the branch assign-
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47 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAOL/ 01429 * f (n + k) =
ntk co (n) f (3) ~n+k i=0 It is straightforward to see that, by

esti mat i ngotohmpsobability of O 5 in the output using thecrastoikid«pts, the
nodified DS HE2,2 would still converge to the sane fixed point f *, since
n+k CO (k) i=n+1 k 10 were co(k) is the nunber of 0's in the last k bits

of the output seq I n ot her_ wor I S.means that i nst sjng a -
wi ndow of Si zEegt b e%lﬁéﬁﬁw 18 HEOW@ ;sm Cté%o@atrh ﬁwﬁ?@@gtﬁ

d d d H,E2,.2.
L 2 AR LR, B (TS niﬁgﬁter\%ggéb%wﬁx@@mn s
Th Multi-S | Th D > 2
et e oot ohella RSy
babil it f 0 bl t
b 5 5 i, S5 L YRR b,

encodi ng sc{egg%ﬁptalned 20 by labeling all the branches of the Huffman
tree using anch assi gn-

Theorem 3 (Convergence of Process D_S_H_E,,,). Consider a sta-
tionary, memoryless source with alphabet S = {s1, ..., s} whose prob- -
abilities are P = [p1,...,pm], the code alphabet A = {0,1}, and a bi-
nary Huffman tree, 7, constructed using Huffman’s algorithm. If the
10 source sequence X = z[1]...z[M] is encoded by means of the Process

DS H En2 and T, to yield the output sequence Y = y[1]...y[R], then

\m

lim Prf

n—o0

(m) = £ =1, (5)

15 where f* is the requested probability of 0 in the output (1 — fie < f* <
Fmas), and f(n) = c"(n) with cg(n) being the number of 0’s encoded up

to time n. ' O

Corollary 2. The Process D_S_H_E,, 5 guarantees Statistical Perfect Se-
crecy. O
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48 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/01429 nment 0-1. This
result is shown by induction on the nunber of levels of the Huffman tree.
It is showo mhat28D S-H Em 2 converges to the fixed point PCT/CAMI/0eNRErY

| evel of the tree, using the convergence result of -the binary case. The
convergence of D SIL m2 is stated and proved in Theorem4 5 bel ow.
Theorem 3 (Convergence of Process D S4 Em 2). Consider a sta- tionary,

menoryl ess sﬁmrma hlﬁ%iﬂé%et S _ {si. . s,,,} whose prob- abilities
are P =[pi, .. the code al ph bet A_ 0, 11, and a bi- Huf f man
tree, T, const rQB@le agh S—l@?fﬁlﬁ‘n‘@egl%ﬂ’@mteléhet E@rf%é‘i @F%@uﬁéhce X

= x[1] ... I s encoded by neans .of .the Process .D SJI ot
yield the ou@@dtn%ékﬂ% S(nge%@]aa in thjs mzseatrﬁ]@ﬁvox]lq ﬁﬁaﬁ’r‘{h a(ﬂf)d Olmlpe— 1
(5 n-400 1 Wnere f oés t he rﬁq ed pr obab|I y of in the out

fmax < f * <Uniygsaity of ?18(36)’ :’Be% PH“&%@% eﬁ]g fh@%ﬁﬂ&@rgfaso s

cresosd up Lo S0 e LA, B B RSB O S
037028281 Pcﬁﬁe%A Qv%x/soo 4’622311ed from the University of Canterbury. This benchmark,
known as Canterbury corpus, was proposed in 1997 as a replacement
for the Calgary corpus test suite (see Arnold et al. (A Corpus for the
Evaluation of Lossless Compression Algorithms, Proceedings of the IEEE
10 Data Compression Conference pages 201-210, Los Alamitos, CA, IEEE
Computer Society Press, (1997))). These files are widely used to test and
compare the efficiency of different compression methods. They represent
a wide range of different files and applications including executable pro-
grams, spreadsheets, web pages, pictures, source code, posfscript source,
15 etc.

Process D_S_H_E,, 5 has been implemented by considering the ASCII
set as the source alphabet, and the results have been compared to the
results obtained by traditional Hufﬁrna,n coding. The latter has been con-
sidered here as the fixed-replacement encoding scheme obtained by using

20 a binary Huffman tree and the branch assignment 0-1. This method

is referred to as the Traditional Static Huffman (TSH) method. The

requested frequency of 0, f*, was set to be 0.5 and © was set to be

2Available at £tp.cpsc.ucalgary.ca/pub/projects/text.compression.corpus/.
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Empirical Results One of the sets of files used to evaluate the performance
of the en- coding algorithns presented in this research work was obtai ned
fromthe womBwes28ity of Calgary. It has been universally wsadAooni4rany
years as 5 a standard test suite known as the Cal gary corpus2. The ot her
set of files was obtained fromthe University of Canterbury. This
benchmark, known as Canterbury corpus, was proposed _in 1997 as a

repl acenent Rorlhéentairigelyresukts nbtodsed stumetestiag N-Adtdlets and TAHconpus
for the Evaluation of Lossless Conpression Al gorithns, Proceedings, of the
| EEE 1o Data Glefpepeéhe dnalgssyerames %ébezﬁﬁng@@ur%@orxmwnweogwem TeEEE

Compar o t ho. ePitRcA nty Dofrcapedietain e Bres GO BATHAMTERRONYD {BRIEVBRIOL a
o . pr cadshBSEEIIRLEIpIgeUIc ABBTEOT CONEEMRUETIS! 1% PeReLFok:
L gD A Il ITRELFD BeSosierh i P e
< dor od her o K% AP | REaPFSRF ALt CoHEaUEng Ao ALUREH: REALDYY obbigP20
Feferred 10 ab the SEUGRLTAPVaPIG OLal Feiel P9y e HBE e oA bY e
o Cpst. ucalst il Bond pubfip P EpLlem, HCF Bty i Ehe fsbifl et 8
using (14), where fpsyp is the probability of 0 in the compressed file
10 generated by D.S_H_Eg, 5.
The last row éf Tables 4 and 5, labeled “Average”, is the weighted
average of the distance.
From Table 4, observe that D_S_H_E,, o achieves a probability of 0
which is very close to the requested one. Besides, the largest distance
15 (calculéted with © = 2) is approximately 3.0E-08, and the weighted
average is less than 7.5E-09.
On the files of the Canterbury corpus, even better results (Table 5) are
obtained. Although the worst case was in the output of compressing the

file grammar.lsp, for which the distance is about 10E-08, the weighted

20 average distance was even smaller than 5.5E-10.
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SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 2. The enpirica
results obtained fromtesting D SJILE 2,2 and TSH on
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progl

0.531706581
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1.31791E-09

progp

0.535076526

0.499992123

6.20471E-11

trans

0.532803448

0.499999065

-8.742251-13

Average

7.44546E-09

Table 4¢: Empirical results obtained after executing D_S_H_E,, » and TSH
on files of the Calgary corpus, where f* = 0.5.

Graphical Analysis

The performance of D_S_H_E, » has also been plotted graphically. The

graph for the distance on the file bib of the Calgary corpus is depicted

in Figure 7. The z-axis represents the number of bits generated in the

output sequence and the y-axis represents the average distance between

the probabilities requested in the output and the probability of 0 in the

output sequence.

The average distance mentioned above is calculated as follows. For

each bit generated, the distance, d( £, f*), is calculated by using (14),

10 where the probability of 0 requested in the output is f* = 0.5, and f
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plrabn12.txt

0.542373081

0.500000454

2.05753E-13

pttd

0.737834157

0.500000587

3.44100E-13

xargs.1

0.532936146

1.44281E-08

0.499879883

Average

5.42759E-10

Empirical results of D_S_H_E,, 5 and TSH tested on files of the
Canterbury corpus, where f* = 0.5.

is estimated as the number of 0’s, cy(n), divided by the number of bits

already sent to the output. In order to calculate the average distance, the

output was divided into 500 groups of g; bits and the average distance is

calculated by adding d( F f *) over each bit generated in the group, and

dividin

g it by g;.

From the figure it can be seen that the distance drops quickly towards

0, and remains arbitrarily close to 0. Such convergence is typical for all

the files from both the Calgary corpus and Canterbury corpus.
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The average distance nentioned above is calculated as follows. For each
bit generated, the distance, d(f , f *), is calculated by using (14), 1o
where t hewproobad2si ity of O requested in the output is f *peTADjoand f 52
SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 File Nane fTSH
fDSHE d(J, F*) alice29.txt 0.542500235 0.499944405 3. 09080E- 09

asyoul i k. t xt Q. 538999222 0.499986084 1.93647E- t 0 536978733

0. 5ooooo|ooo 0 hfﬁnjle?‘ail Q@%‘é@smmgsél@,oﬁﬁﬁgg 1HGNG
granmar .| sp 0.538545748 0 E- 07 nnied xIs 0. 535706989
0. 500000278 7. 70618E- 14 &8@ EW@ ﬁ‘ﬁ oée 3{;@&74 1. 15043E- 10
pl rabnl 2. txt 0.542373081 o 500000454 2. 05753E-13 ptt5 0.737834157

0: 500000587 3.44100E—13 xargs 1 0.532936146 0.499879883 1.44281E-08

Aver age 5.42 0 Ta Ie 33 i rical results of D SJIEn, 2 and TSH tested
on files of t , Where f* 0.5. is estinated asthe

nb f 0 d d ' .
23? p3[5 OZ| n ofdefﬁéﬁ?eehgﬁﬁea b lasﬁﬁ%@ﬁébﬂ udee BrfnaB pdEPlst i e
into
adding d(f 5 ihepchedie Bamapiiyaranie hafy Hit AFEm ol dtiRhge dPthe

sibling property of the tree at every instant to decide on the labeling

strategy used at that time. Apart from this, the process has to incorpo-
rate the learning stage in which the probabilities of the source symbols
are estimated. This is a fairly standard method and well documented in
10 the literature (see Hankerson et al. (Introduction to Information The-
ory and Data Compression, CRC Press, (1998)), Gallager (Variations
on a Theme by Huffman, IEEE Transactions on Information Theory,
24(6):668-674, (1978)), Knuth (Dynamic Huffman Coding, Journal of
Algorithms, 6:163—180, (1985)), and Vitter (Design and Analysis of Dy-

15 namic Huffman Codes, Journal of the ACM, 34(4):825-845, (1987))).
The encoding procedure for the distribution optimizing algorithm us-
ing the Huffman coding in an adaptive manner is detailed in Process

D_A_H_E,, > given below, and pictorially in Figures 9 and 10.

Schematic of D_A_H_E,, >
20 The schematic chart of Process D_A_H_E,,» is explained here. In
block 100, the source sequence to be encoded, X = z[1]...z[M], and
the requested probability of ‘0’ in the output, f*, are read from the in-
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5 dividing it by gi. Fromthe figure it can be seen that the distance drops
quickly towards 0, and remains arbitrarily close to 0. Such convergence is
typi cal fwo oaloks28t he files fromboth the Cal gary corpus amdT@x@140ry
corpus. 53 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAOL/ 01429
DAHEN2: The Determnistic Enbodi mrent using Adaptive Huffman Codi ng

adapt i ve. cod-Put; Ha Hererd 0 & Hifingh £res esans et (o maahgrpiaeeare
on'the- abel i AEFeeafed o uHegh X Meibad fet %Esié@ﬁs?&éﬁﬁb”ﬁé Minisrpiro :
Coor e sybor unfibalCokee %e%zf%q%gsf{wqi@;; bR el
docunented in_lo the |iterature (seg.Hankerson. et.al,. ntro UCtICin .
I nf or mat on THETBHE asuTias righd Py Rt BAboR il the s pY Ttk Paddi
iXZL'r yz 'hfrgii gﬁfl%%@%ﬁt%%b% ﬁﬂﬁ&jﬁfﬁ%ﬁ&?&aﬁ%ﬁ%ﬁ% £ °Prr%atéof
ori , 6; -11 : ;

na?ﬁ c Huff rranr’ gﬁ‘eisg §%%@121§5¥%?C@ﬁ12, ﬁ&‘}l’ qglfété%% gggd Q%efb‘?é‘g}é?f?% %_ile%g%ie

: : . ! NS ! o
o b AR L SN S ORI B ARG > 179

In blqck 120, the estimated probability of ‘0’ in the output, f, and

the counter of zeros in the output, ¢y, are set to 0. The corresponding . |

10 counters for the number of bits sent to the output, n, and for the number
of symbols processed from the input, k, are set to 1. As in D_.S_H E,, ,
other straightforward initializations of these quantities are also possible,
but the Encoder and Decoder must maintain identical initializations if
the original source sequence, X, is to be correctly recox'fered.

15 The decision block 130 constitutes the starting of a looping structure
that processes the M symbols from the input. The branch “Yes” leads
to block 140, which sets the current pointer, ¢, to the node associated
with the current symbol being processed., z[k], by invoking the hashing |
function h(.). The length of the path from the root to the node associated

20 with z[k], £, is set to 0, and a temporary pointer, ¢, used later when
updating the Huffmali tree, is set to g so as to store the pointer to the
node associated with z[k].

The decision block 150 constitutes the starting of a looping structure
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D AJIE, n,2 given below, and pictorially in Figures 9 and 10. Schematic of
D A JI Em2 20 The schematic chart of Process D A H E, n,2- is explained
here. 1n wbloaoks2800, the source sequence to be encoded, XPeTxjAo/01429 x[ M,
and the requested probability of "0 in the output, f *, are read fromthe
i n- 54 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/01429 put. In bl ock
110, a Huffrman tree is congtruct dfoIIovmn t pro edure resented in
Huf f man (A weithﬁfdpmeswﬁea edgss; Bnthe pR R p@éla*ég, g, is

Proceedi ngs of , 40(9), pp. 1098-1101, (1952)) U|t bl e-
probabi ity dief 'ﬁﬂ%ﬁ@ rt)hﬁd?rQCﬁés somiiaBes Piispeiigrih pgﬁbgw 7é s

fonctionh F 3&5&%@@390%1(40&? @M%@&@%%OO%HE l%égc@ s b nﬁhft he
o) obabi 11ty oPheGReRe Bl #E propSs ig fhe RGN MafK 3763 stieh: q‘fﬂeph% if
bits sent Oi%a‘irl}?esgﬂ%%ﬁ??esrfmﬁhﬁhr%ﬁ?ﬁgﬁﬂgr@%ﬁwﬁ Pl iR flo b BS
it ) aa R Blad 10 fPaDely i, @%%s@%ﬁ%sﬂ%%gﬁﬂ f%osr%'a{ 55 ang

Decoder rrus'f ﬁ%[&&b’f%d%é ?ﬁjﬂ“eh@gﬁ‘%@ltéeléaqt fg%hf dvaa. tod’itg ocknfcl(%&&

sequence e correc r ecl S1 on

const 11t RSP B, SN PO 18,3 1 a D SRS U o
has been reached, and the branch assignment process starts in block 230
10 (reached through Connector 200), which sets a counter of bits to be sent

to the output, 7, to the length of the path, £.

. Connector 210 is the continuation of the branch “No” of the decision
block 130, and indicates that all the symbols coming from the input
have been processed. Connector 220 is the continuation of the looping

15 structure that processes all the symbols of the input.

The decision block 240 constitutes the starting of a looping structure
that processes all the edges in the current path. When j > 0 (branch
“Yes”), the process continues by performing a labeling of the current
edge (block 250). If the estimated probability of ‘0’ in the output, . is

20 less than or equal to the required probability, f*, the branch assignment
0-1 is used, and hence when the path leads to the left (true or branch
“Yes” of block 260), a ‘0’ is sent to the output and the counter of zeros

is incremented (block 290). Conversely, when the path goes to the right
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to block 140, which sets the current pointer, g, to the node associ ated
with the current synbol being processed, x[k], by invoking the hashing
functi on WQ.0p/02888e | ength of the path fromthe root to thecmatwiasgeci at ed
20 with x[k], , is set to O, and a tenporary pointer, qgl, used |later when
updating the Huffman tree, is set to q so as to store the pointer to the
node associated with x[k]. The decision block 150 constitutes the starting
of a | oopi ng (falsecrubeands “Bdsvf hivek HGHT § RULE seyt (o they @lzmﬁblock
PCT/ CA01/ 01429 that processes_all the edges, in thg ,path. V\hﬁn t he current
dn

bointer . o 380)n ke beanct Nehef fogde e Oeuh i F<na)chteadhnk thdoiHme

b he bt b et eTTen - e een. Iending 5 sbedleadonnalogker Q.o BISh trg. |
the pash i s dungb Medloadfodioms0 & It heeRt 1o b CRPRES, HHONDA he
Do & par Enibrencb o Baplstalaloar 2oba RO SitRoue Qapitand shOEORRER " e

root of the tree. has heen reachee%ii,r) and the branch assignnent process

starts in bl S12€389 cp 1§ ARGEORR M ough Connect or 200), which sets a
counter of 11! 0388, S, 1 cShSuPHLE b e KoL R4k SheblPolP B o
1500055 e L GO O AT O, s DS s
bits. The counter of edges in the path, j, is decremented (block 310),
10 since the path is now being traced from the root to ¢;.
When all the edges in the path are processed (branch “No” of block
240), the counter of symbols processed from the input, k, is increased
(block 320), and the Huffman tree is updated by invoking the procedure
described in Knuth (Dynamic Huffman Coding, Journal of Algorithms,
15 Vol. 6, pp. 163-180, (1985)), or Vitter (Design and Analysis of Dynamic
Huffman Codes, Journal of the ACM, 34(4):825-845, (1987)), returning
the ﬁpdated héshihg function, h(.), and the new root of the trée, r, if
changed.
When all symbols from the input have been processed (branch “No” |
20 of block 130) the encoded sequence, ), is stored (Input/Output block
340), the Process D_A_H_Ep, > terminates, and the control is returned to

the “upper-level” process (block 350) that invoked it.
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15 structure that processes all the synbols of the input. The decision

bl ock 240 constitutes the starting of a | ooping structure that processes
all the eagas/oes2st he current path. Wien j > 0 (branch " Y@€T)GAotke2pr ocess
continues by performing a |abeling of the current edge (block 250). If the
estimated probability of 0" in the output, f , is 20 less than or equal to
the required p babi | i the branch. assignnent O0-1 is used, and
hence when the ﬁe$%i%sAf$Igﬁ@3Ieft (true or branch "Yes" of block 260),

200). Conver sel &&é‘oﬁaﬁ”iﬁst Siivep At o g con ST e
(RULE 26) WO 03/ Osgé n é@lé}g& (fal se or branch "No" of block 260),
? 1 i; senfeqi&esthe BBQ %ﬂ%&h kJ 280). The branch OINo'l' OL bl ock 250 (f >
o 0 . h
deci)s: gnl E?ggi ;@g}tﬁlﬁe E&lﬂwe S%é(g&q%%t es"” :Zaggeto blechngBE)o(; e1 IS
sent to the out %{%Qﬁ@ﬁ?h SHE TP %7 Q&ﬁ‘xredl\ﬁlatlﬁ‘?&% 5%, Blagh egﬁgﬁldt?on thl'cﬁ

sent to thé out e coun Z€r 0S is incr nted) |In bl ock

300, the est)imlied mEABAAIH ¥ She ilput hIbAgheH kptibols. ad ‘f‘eav\é@‘iﬁt’ﬁd lisisng

the current Zeros an he“currént cou ter of bits. The counter

of edges in éce 1 ?grl{)}n tHat GRFPIBRMS @ﬂé %H;q%# Bd90sal kP ascrcthrnh@epdbh i s

now being tr he root to qgl. en all the edges in the path are

processed ( bmm‘j ho L:hgdaﬂaf 1 Pﬁléfm%ﬂoeree IR IR &fs tife Sotifelsynilscls eoneel

fromthe in I ncrease
Method.

10 Construct a Huffman tree, 7, assuming any suitable distribution
for the symbols of S. In this instantiation, it is assumed that the symbols
are initially equally likely.

eo(0)  0; m  1; f(1) + 0;
for k+ 1to M do // For all the symbols of the input sequence
15 Find the path for z[k]; ¢ - root(7)
while ¢ is not a leaf do
if f (n) < f* then // Assignment 0-1
if path is “left” then
y[n] + 0; co(n) < co(n — 1) +1; g - left(q)
20 else
y[n] + 1; g + right(q)
endif
else // Assignment 1-0
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(bl ock 320), and the Huffman tree is updated by invoking the procedure
described in Knuth (Dynam ¢ Huf f man Codi ng, Journal of Al gorithnms, 15 Vol.
6, pp. 16W0W30728281985)), or Vitter (Design and Anal ysis ofechyormiocs29 Huf f man
Codes, Journal of the ACM 34(4):825-845, (1987)), returning the updated
hashi ng function, h(), and the new root of the tree, r, if changed. Wen
all synbol s fromthe |npu processed (branch "No" 20 of bl ock
130) the encoded seqdﬁrﬂ% qylﬁg"p e}é‘?@d (I'nput/Qutput block 340), the
Process DAHERN,?2 ter nates and .t control is returned to the
"upper -1l evel " process ?;(B Sekliag nl@ﬁéﬂ i nvoked it. 57 SUBSTI TUTE SHEET
(RULE 26) WD 03/02828 PCT/CA01/01429 Process D AJI _E"ti,2 Input: The
source al phabet, S. @esource sequence, X. The requested probability of

0, f *. Qutput: The out sequ Y. sunption: .1t 4 s assunmed that

there is a hashing furd @h@iﬂﬁ ﬁ‘o@b(ﬁeEAﬁh‘gn]B&?Tir&h%g?t he i nput

al phabet synbols as | ea inT. It is also assuned that the Process has
at its dlspr?osal an aI 4thm(see [5], [16]) to update the Huffman tree

adaptively as the sour(iﬁ synbol s cone. Method: 10 Construct a Huffman

tree, T, assum ng ar‘f‘s’l itable distribution for the synbols of s. In this
instantiation, it |sf%5fg_nmd7(:i)p%:t<_%e synbols

endwhile
Update 7 by using the adaptive Huffman approach [5], [16].
10 endfor
End Process D_.A HE,,

The Decoding Process
The decoding process for the adaptive Huffman coding is also straight-
forward. It only requires the encoded sequence, Y, and some conventions
15 to initialize the Huffman tree and the associated parameters. This proce-
dure is formalized in Process D_A_H.Dy, 5, and pictorially in Figures 11
and 12. Observe that, unlike in the static Huffman coding, the Decoder
does not require that any extra information is stored in the encoded
sequence. It proceeds “from scratch” based on prior established conven-

20 tions.

Schematic of D_A_H Dy,5
The Process D_A_H_D,, 5, depicted in Figures 11 and 12,rbegins with
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are initially equally likely. co(0)O;nf-1; f(1)~- 0; for k f- 1 to Mdo //
For all the synbols of the input sequence 15 Find the path for x[k]; q +-
root (T) wwDlog/ogg28s not a leaf do if f (n) <f * then // AesTgmuni420-1 if
path is "left" then y[n] f- 0; co(n) - co(n - 1) -{-1; q - left(q) 20 else
y[n] ~- 1, g +- right(q) endif else // Assignment 1-0 58 SUBSTI TUTE SHEET

(ke 201 W5 g0t pREZBIOTETLCPMHES o L B D g Oos L L o,
o bach | o) SRdkmd rdidstea FR0BALNEY BIRP? 7, Bl YRALITA HoAERD; Yhie BHGI ™"
cedure that constructs the Huffman tree is invoked using the same initial
probability distributions for the source symbols as those used in the Pro-
5 cess D_A_H Ep, 2 so as to recover the original source sequence, X Again,
the tree is referenced by a pointer to its root, r.
In block 120, the estimated probability of ‘0’ in Y, f , and the counter
of zeros in ), ¢y, are both set to 0. The counter of bits processed, n,
and the counter of symbols sent to the output, k, are set to 1, and the
10 current pointer, g, is set to the root of the tree, r. As in D_.A H E, 1,
other straightforward initializations of these quantities are also possible,
but the Encoder and Decoder must maintain identical initializations if
the original source sequence, X, is to be correctly recovered.
The decision block 130 constitutes the starting of a looping structure
15 that processes all the bits from ). The next block is the decision block
140, which compares the estimated probability of ‘0’ in Y, f, to the
requested probability, f*. If f < f*, the branch assignment 0-1 is used,
and hence in block 150, when a ‘0’ comes from ), the branch “Yes”
moves ¢ to its left child (block 180), and when y[n] is a ‘1;, the current
20 pointer, g, goes to its right child (block 170). The branch “No” of the
decision block 140 ( f > f*) indicates that the branch assignment 1-0 is
used, leéding to the decision bléck 160. When the current bit is a ‘0,
the current pointer is set to its right child (block 170), and when y[n]
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10 endfor End Process D AHEm2 The Decoding Process The decodi ng process
for the adaptive Huffman coding is also straight- forward. It only requires
t he encodwo osezgeence, Y, and sonme conventions 15 to initipalica@1nhes Huf f man
tree and the associated paraneters. This proce dure is formalized in

Pr lopEss_ DASIhD, n,2, and pictorially in Figures 11 and 12. Observe that,

unli ke in the static Huf fman codi ng, the Decoder. .does.not .require that.an
extra i nfor mas iaorl’j Bhe coreanti hotmélg,e%cﬁdiﬁﬂ tosbfﬁd@#c%hﬁqlt agpl SRUBKET o3 Y
scratch” based on prior establi shgd onven-, 20 tions. Schematic of

D AJLD, n, 2 THEres ttebsCiAS fREHRase o@g‘i)‘g% géob-n Figures 11 and 12, begins

AR RS R
st b A S e O
fﬁzst P-eé_iHESE’r : f,e?grffgdefqu é)iéo%ﬁérpst fres B.‘Pﬁg %Icoggﬁ?%@%g%%%g%gges%% ’_ig'ai n,
esti mat ad pr obaI Py oronguten by betirkiifeithE dethical R 2400 he.
are both set (}u?'rgﬂt Eg?nt%(%,u r(}t,elg bty U Fr 8%8%3? gdlea?’(i.e. its left child is not

nil), the process continues with the next bit (the next edge in the path)

going to block 140 through connector 210. Otherwise the corresponding

10 source symbol, z[k], is recovered, and the counter of source symbols, k,
is increased (block 250). The process continues with block 260, where
the tree is updated by invoking the same updating procedure as that of
the D_A_H_E,, 5 so that the same tree is maintained by both the Encoder
and Decoder. In block 270, the current pointer, g, is set to the root r,

15 and the process continues with the decision block 130 through connector
220 so that the next source symbol is processed.

The branch “No” of the decision block 130 indicates that all the bits
of Y have been processed, going (through connector 200) to the In-
put/Output block 280 in which the original source sequence, &, is stored.

20 The Process D_A_H.D,, 5 terminates in block 290.
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and the counter of synbols sent to the output, k, are set to 1, and the 10
current pointer, q, is set to the root of the tree, r. As in DASIE,,,, 2,
ot her strwoghwtssward initializations of these quantitiesPamraAso29

possi bl e, but the Encoder and Decoder mnust nmintain identical
initializations if the original source sequence, X, is to be correctly
recovered. The ]%eci sio blgo§§ 30 constitutes the starting of a | ooping
structure 15t 39‘?656218 m2he bits fromY. The next block is the

P to the 1 quebtRith, ShLITIRs sphabey 3. ot he-eRi B bl o ol
0815 Uoed,  SLASSEURBIGE o when s 0 pores Trom . the branch
cuTTent 20 Por Byl 905 MuldSofl fpe R LY (Block 701, The branch o
b0 15 e, Lol e 055 AL PRk e MERAImE enbnpide o
y[n] 60 SUBE%{;%@%&@&EE&M&PUF ) iR Ol kﬁ%é@ﬁs“l% 9ni ¥.80t &

the current I's set to | and the counter of zeros

inY, co Is ilé‘(f raggﬁﬁl%d%ﬂg%cfhéwoceg@g%pa[toftgscﬁsﬁ@%‘éhli Qﬂeaﬁ_gbﬂtﬁﬂﬂ(see [5];

connect or 19(9, eadi ng 0 bl'ock I'n whic e estrmated

probabi l1ty di67)%o hBd¥te khe it eibeUddiivilyl dietidso@ite SaHBbRIcdthe.
zeros, co, a he counter o Its processed, n. The process conti nues by
perform ng the dRgbghed: Pl ock 240, where the

10 Construct a Huffman tree, 7, assuming any suitable distribution
for the symbols of S. In this instantiation, it is assumed that the symbols
are 'initially‘ equally likely.

co(0) < 0; n <+ 1; f(1) + 0
g4 root(T); k+1
15 for n < 1to R do // For all the symbols of the output sequence
if f(n) < f*then // Assignment 0-1
if y[n] = 0 then
" co(n) + co(n — 1)+ 1; g + left(q)
else
20 q < right(q)
endif
else // Assignment 1-0
if y[n] = 0 then
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current pointer, q, is tested. If gis not aleaf (i.e. its left child is
not nil), the process continues with the next bit (the next edge in the
pat h) gowog3nzs2Bl ock 140 t hrough connector 210. O herw s@CrheA01/01429
correspondi ng 1o source synbol, x[Kk], is recovered, and the counter of
source synbols, k, is increased (block 250). The process continues with

bl ock 260, where the tree |s, ypdated by invoking the sanme updating
procedure as that of Qﬁheﬂ@hb(‘lle E m2 so that the sane tree is maintained
by both the Encoder _and Decoder. In block 270, the current pointer, q, is
set to the root r, efsend the process continues with the decision block 130

t hrough connector 220,sp that theynext sou ynbol is processed. The
branch "No" of the déel "o_noﬁk%c‘kiiglb)ii’ ﬂdﬁo'ciﬁcfg%ﬁt hat all the bits of 3)
have been processed%“g?ing (through connector 200) to the In- put/CQutput
bl ock 280 in which lgriginal source sequence, X, is stored. 20 The

Process D A-H- D'z, Zéltffrn‘i nates in block 290. 61 SUBSTI TUTE SHEET ( RULE 26)
WO 03/ 028281 PCT/ CK 1429 Process D A HLDm 2 Input: The source al phabet,

S. The encoded sequgnce,. Yy .. lhe guested probability of 0, f *. Qutput:
The source sequencéfq 5 &agft‘n%]g{zﬁ;n It is assunmed that there is a hashing

function which [|ocat : t i1pn of the input al phabet synbols as
leaves in T. It is wiﬁiﬁ%&r&@(}t({zﬁat the Process has at its disposal an
algorithm (see [5]. ypdate T by using the adaptive Huffman approach [5], [16].
q <+ root(T); k+k+1
10 endif
f (n) ¢ 9—"7(%) // Recalculate the probability of 0 in the output
endfor

End Process D_A_ H D5

Proof of Convergence

15 The solution of DODC using D_A_H_E, 2 works with a Huffman tree
which has three nodes: the root and two children. This tree has the
sibling property, hence the decision in the branch assignment rule is based
on the value of f(n) compared to the reqﬁested probability of 0 in the
output, f*. The proof of convergence for this particular case is given

20 below in Theorem 5.

Theorem 4 (Convergence of Process D_A_H E;;). Consider a
memoryless source with alphabet § = {0,1}, whose probabilities are

P = [p,1 — p], where p > 0.5, and the code alphabet, A = {0,1}. If the
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[16]) to update the Huffman tree adaptively as the source synbols cone.

Met hod: 10 Construct a Huffman tree, T, assum ng any suitable distribution
for the syoolzs2ef S. In this instantiation, it is assume@Criaivhessynbol s
are initially equally likely. co(0)~-0;n~- 1; f(1)f-0 q f- root(7f ; k +-
1 15 for nf- 1 to Rdo // For all the synbols of the output sequence if f

(n) <f * then // Assignnment O-1_if y[ =0t 0 = -

'Ehl ef 16(2q) Suggilf_ﬁsqgggﬁg’ftfqy 1] endi £(7] ” el se“ﬂ?ﬁﬂé{é %n%re'ht—cigg |’1‘n’y['r’|]ls
en RULE 2 028281 PCT/ 1/ 0142

right(q) el sencedghysing thg fFrocess %Ma S0t by el ﬁg“uefo‘itpéﬁoﬁeﬁueme

y:y[ ]J"')y[n]7'--7SuChtha:ty[Z]EA,Z:L..., ,...,the]fl
5 lim Pr{f(n) = f]=1, (6)

where f* is the requested probability of 0 in the output, (1-p < f* <p),
and f(n) = c"(") with co(n) being the number of 0’s encoded up to time
n. [l

10 The Huffman tree maintained in D_A_H_E,, 5 satisfies the sibling prop-
erty, even though its structure may change at every time ‘n’. There-

~ fore, the convergence of D_A_H B, , follows from the convergence of
D_A_H_Eg,g. The convergence result is stated in Theorem 6, and proved

in Appendix B. Here, the fact that the estimated probability of 0 in the

15 output can vary on the range [1 — fmaz, fmas) is utilized. The final result

that D_A_H_E,, yields Statistical Perfect Secrecy follows.
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if qis a "leaf" then x[k] ~-- synbol(q) Update T by using the adaptive
Huf f man approach [5], [16]. gf-root(7f; k+-k+1 10 endif f (n) + "On(n) //
Recal cul awe oloes2pr obability of O in the output endfor En@CRr@oesss29
DA3Dn,2 Proof of Convergence 15 The solution of DODC using D A H E2,2
works with a Huffman tree which has three nodes: the root and two
children. This tree has the sibling property, hence the decision in the

branch assi gMrgabrént & g emtd&%ms@ﬁ@_ﬂ;@gﬁaﬁéﬁlﬂdﬁnmmem-
requested probability of O in the output, f *. The proof of convergence

for this par btfléb@rso@@é@ wishoaldmbez0Sbet ({wl; n .Teggr ethose Mobmbdlities are
(Convergence of Process D A H E2,2). Consider a nenoryless source wth

al phabet S =710 [k, . vxhp;s,@ andbi Icotieealphedet RA== 4011 }p]If theeseuisess®. 5,
and the code al phabet, 0, 11. If the 63 SUBSTI TUTE SHEET_(RULE_26) WO
03/ 028281 PC]ih@AQé/X) la42¢£{1§0u me Fisqmendedsby=meamis,of the Progesy D_A H By o

x[i] ES i = .., 1s encoded ng Process D AJ[E2,2 so
o1l yt&[ﬁgl

as to yield gbaemiﬂpgtthsamt@utesequeﬂcy[y]— such that y[i]
EA i =1,

lim Pr[f( Y= f1=1, , (7)

n—roo

where f* is the requested probability of 0 in the output (1—frae S 5 <
10 fmaz), and f (n) = %@ with co(n) being the number of 0’s encoded up

to time ‘n’. : ' [

Corollary 3. The Process D_A H E, 5 guarantees Statistical Perfect
Secrecy. ]

Empirical Results
15 In or(ier to demonstrate the performance of D_A_H E,, o, the latter
has been tested on files of the Calgary corpus. The empirical results
obtained are cataloged in Table 6, for which the requested probability of
0 in the output is f* = 0.5. The column labeled fTAH corresponds to
the estimated probability of 0 in the output after encoding the files using
90 the Tradition Adaptive Huffman (TAH) scheme. The column labeled

fD 4gE corresponds to the estimated probability of 0 in the output of
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limPr[f (n) =f *] =1, (6) 5 n-*oo where f * is the requested
probability of O in the output, (1- p <f <p), andj (n) = co(n) wth
co(n) beiwg ogles28unber of 0's encoded up to tinme n. 10 ThReTHWoiBNItree
maintained in DDA HE n 2 satisfies the sibling prop- erty, even though its
structure may change at every tine W There- fore, the convergence of D
A HEm2 follows fromthe convergence of D A HE2,2. The convergence
result is stabDed ThELheoObsedve abat by dvdli Ej, p pawfemis xedy wadk en tghse filest
that the estimted probability of O in the 15 output can vary on the range
[1 f"2a~, fmexhdievent sdmesimed hbtdinaaiher esluet 0.5t exactly.ATHEm i3 alseltage for
Statistical Perfect Secrecy follows. 64 SUBSTI TUTE SHEET (RULE 26) WO

03/ 028281 PCTtlratenEzperfhemancesas Comviee geeiz dron Praotakle. D AJ3-Em 2) .
Consi der a mem oryless source with al phabet S = {sl, ... , sni whose

o b co. Cendd WP Namel| - Hfan 20| ' 0gro0E 2P 2 D o ecens
D AHEmM2, 5 generdiibng the |dubpdBIeSuEARI0N0256]1]) 6.59052FR12 |t hen Iim
T 2 5 S et To e astba g b 1) o
bei g the nunber \of |Gahcoddd)-G3628 455 | 0.400818087'| 350023608 | “™

geo 0.526089998 | 0.499985391 | 2.13437E-10

news 0.534758020 | 0.500027867 | 7.76559E-10

objl 0.527805217 | 0.497746566 | 5.07797E-06

obj2 0.527944809 | 0.500000000 | 0.00000E4-00

paperl 0.535224321 | 0.500513626 | 2.63812E-07

progc 0.535104455 | 0.500121932 | 1.48674E-08

progl 0.535598140 | 0.500010118 | 1.02366E-10

progp 0.535403385 | 0.500000000 | 0.00000E4-00

trans 0.533495837 | 0.500001909 | 3.64352E-12

Average | 6.46539E-08

Table 6: Empirical results obtained after running D_A H_E, 5 and TAH
on the files of the Calgary corpus, where f* = 0.5.

D_A H E, s was also tested on files of the Canterbury corpus. The

5 empirical results are presented in Table 7, where, as usual, the optimal
probability of 0 in the output Was set to be f* = 0.5. The power of
D_A_H.E, is reflected by the fact that the average distance is less
than 9.0B-10, and that D_A H.E,,» performed extremely well in all
the files contained in this benchmark suite. Observe that the perfor-

10 mance achieved by D_.A_ H E,, 5 is as good as that of the static ver-
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totime "-n". 0 Corollary 3. The Process D- i _H_
Statistical Perfect Secrecy. O Enpirical Results 15 In order to

denonst r awe oslees2per f ormance of D -H E., 2, the latter ha®Craavivegted on

files of the Calgary corpus. The enpirical results obtained are catal oged
in Table 6, for which the requested probability of O in the output is f*

0.5. The colum | abel ed f TAH corresponds to the estinmated probability of;

H Em 2 guar ant ees

0

e ot Bitn 8 KPTL FepOBlRally, S5ihDE A RPLBANY ot fatiake
0 03/ 0ae2BieAr oSt P AN DU e e Ree AT RN S et forms
very wel| %Bu?&?sﬁlfﬂ'h'ee@nco@éw ®MBNsS UELb "Broketaivith e ¥atdding. And
exactly. This is also true for the average perfornmance, as can be seen
fromthe t%c@dir?%?@o&@éﬁ@s.f TAH f DAHE d(.F, .F*) bib 0.534890885
0.500002567 6. 59052E-12  bookl 0.539382961 0.500000142 2.02778E-14 book2
213437610 news! QecAATRR07D 0. Hot2708 b P 527805217
0.497746566 5.07V8hEe®Ptxt | 0.543888521 | 0.499945970 | 2.91922E-09

asyoulik.txt | 0.538374097 | 0.500012320 | 1.51787E-10

cp.html 0.537992949 | 0.500003807 | 1.44948E-11

| fields.c 0.534540728 | 0.499878683 | 1.47179E-08

grammar.lsp | 0.537399558 | 0.499919107 | 6.54369E-09

kennedy.xls | 0.535477484 | 0.499999865 | 1.82520E-14

lcet10.txt 0.538592652 | 0.499947023 | 2.80657E-09

plrabn12.txt | 0.542479709 | 0.499999531 | 2.19961E-13

pttd 0.736702657 | 0.500000000 | 0.00000E+00

xargs.1 0.536812041 | 0.500136005 | 1.84974E-03

Average 8.89609E-10

Table 7: Empirical results of D_.A H E,, 5 and TAH tested on the files of
the Canterbury corpus, where f* = 0.5.

In order to provide another perspective about the properties of D_A_H_E, 2,

a graphical display of the value of d(F, F) obtained by processing the

files bib of the Calgary corpus is included. The plot of the distance for

this file is shown in Figure 12.

Observe that the convergence of the estimated probability of 0 occurs

10

rapidly, and the distance remains arbitrarily close to 0 as n increases.

From our experience, in general, D_A_H _E,, o converges faster than the

static version D_S_H E,, 5. The results presented here are typical - anal-
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obj 2 0.527944809 0. 500000000 0. 0O0000E+00 paper!| 0.535224321 0.500513626
2. 63812E-07 progc 0.535104455 0.500121932 1.48674E-08 progl 0.535598140
0. 5000101wW8 03/022866E- 10 progp 0.535403385 0. 500000000 0. @CEAMNE+HO0I29t r ans
0. 533495837 0. 500001909 3.64352E-12 Average 6.46539E-08 Table 6:
Enpirical results obtained after running D AJLEm 2 and TAH on the files of
the Cal gary corpus, where f * 0.5. D AJLEm2 was also tested on files of
t he Canter bur pgous mesultTree a'sfae}the ifonlthe estier filas ©f thes Cladgaryi eorTats end,
where, as usual, the optinmal probability of O in the output was set to be
f * = 0.5. ThéopBlesrobthe Onrsierbury gospus.ef | ected by the fact that the
average distance is less than 9.0E-10, and that D AJIEm 2 perforned .
extrenely well in all the files contained in this benchmark suite. Cbserve

static'ver oo WEESATABEES KADa Bt kI oty

si on DS—H—EmZ Addi tionally, it I ghlight the fact that
the former does not require any o r}llelé (SIQ?Q% i nformati on of the

source) in the encoded data so as to proceed with the encodi ng and

decodi ng prgcessphig ddctRul\aBEcribdsT e sthized dmbodiments for solving the

Distribution Optimizing Data Compression problem. These processes

are obtained by incorporating various stochastic (or randomized) rules
in the decision of the labeling assignment. In general, the various em-
bodiments operate on the general Oommen-Rueda Tree, but the embod-
10 iments described here specifically utilize a Huffman tree. Also, although
the Huffman tree can be statically or adaptively maintained, to avoid
repetition, the randomized embodiments are described in terms of the

Adaptive Huffman Tree.

The Encoding Process

15 The first embodiment described is RV_A_H_E, 5. The underlying tree
structure is the Adaptive Huffman Tree. The Branch Assignment Rule
is randomized, and thus an branch assignment decision is made after
invoking a pseudo-random number. As per the nomenclature mentionéd
earlier, it is referred to as RV_A H E, 5.

20 Consider the source alphabet S = {s1,. .., s, } and the code alphabet
A= {0,1}. Consider also an input sequence X = z[1]...z[M], which
has to be encoded, generating an output sequence Y = y[1]...y[R]. The
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alice29.txt 0.543888521 0.499945970 2.91922E-09 asyoulik.txt 0.538374097
0. 500012320 1.51787E-10 cp.htm 0.537992949 0.500003807 1.44948E-11
fields.c WOI3428281728 0. 499878683 1.47179E-08 granmar. | sp POTEX039065%8

0. 499919107 6.54369E-09 kennedy. xI s 0.535477484 0.499999865 1. 82520E- 14

| cet 10. t xt 0.538592652 0.499947023 2. 80657E-09 plrabnl2.txt 0.542479709
0. 499999531 2. 19961E-13 ptt5 0.736702657 0. 500000000 0. OOOOOE+00 xargs.1

0.536812041 1@1?9%1& 49 thEodine AV ehew9 BySRaAE-olG rdadbdmized solu-
Enpiri cal regbuI?ItQ%l D_A_ﬁ_E, vy 2 an%l TAH testgd on the files of the

Cant er bury Cﬂ[)o?l“ﬁ) tNOBYOTIC Farrd it Hizihglthedd dfimamw tpseoini de satapther manner
perspective about the properties of DAJIEm 2, a graphical display of the

val ue of d(. % fopm8kial nedPhyceps REsAi HoEL hebtldves Bhd pobcesseisGalsgagiyen
corpus is included. The plot of the distance for this file is shown in

Figure 12. Ops@bymllyhat EiEar@ ddvendeiiceThe démsiest ondtedbrastbadsdigninent 0
occurs 1o rapidly, and the distance remains arbitrarily close to 0 as n
i ncreases. 5 Fpdie @ised extpéirheriad is ibasgdnen dihe ourrert Bgeidoorandarasnpaes
than the static version D SJIEm 2. The results presented here are ty%i cal
- anal - 67 SBBﬁﬁnﬁdlﬁoﬁHmé'gemﬁozﬁP»%[wmz&lmmm Japsupted tO be

" available for the system in which the scheme is implemented. In general, -

any cryptographically secure pseudo-random number generator can be

used.
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ogous results are available for the other files of the Calgary corpus and
for files of the Canterbury corpus. The Random zed Enbodi ments using

Adapt i ve wblwBfzmsl Codi ng 5 This section describes a few r 200anoz/eth29

enbodi nents for solving the Distribution Optim zing Data Conpression
probl em These processes are obtained by incorporating various stochastic
(or random zed) rules in the decision of the | abeling assignnent. In

general , the Vasngﬁﬁﬁlﬁf'i’c B VEN SHoper at e on the general Conmen- Rueda
Tree, but the enbod 1o 1 nents described here specifically utilize a Huffman

tree. Also, altfprdProddie RV ANENR, I sedepietéd it Bigurab |l andatiipbegiekyin

mai ntai ned, to avoid repetition, the random zed enbodi nents are descri bed

in terms of tYgckAdDER Wehidhf fimputesequeireEdC edinld) Pr.atdsl the rehaestadst
enbodi nent described' is RV_AJIE"z, 2. The underlyi rgllrg:jE ]treglt s]tsr ucture is the

Adaptive Huf fyrbabikey of & B dine bubpat.gfifreand Ruliser-dsfined doed z8d aramead hus
an branch assignnent decision is made after invoking a pseudo-random
nunber. As speFhe hinitishssed atustdbererbicdyethe smmbiseed as used mhyf the dacedings
RV_AJIE'L,2 20 Consider the source al phabet.S = {s1, ... , s,-1 and the
code al phabetPrdtess BV_AIH Wppstaleormctly mecoventbe phajnsexe X Hufman tree
Xx[M, which has to be encoded, generating an output sequence Y = y| Ié -
y[R. The ' 68 tdigRStonttraCERMEET pRRUKE]D3)by following the procedure presented
in Huffman (A Method for the Construction o Minimum Redundancy
Codes, Proceedings of IRE, 40(9), pp. 1098-1101, (1952)), and assuming
10 a suitable initial probability distribution for the source symbols. This
procedure returns a pointer to the root of the tree, r, which serves as a
reference to the entire tree, and a hashing function, h(s), which is used
later to locate the node associated with s.
In block 120, a pseudo-random number generator (RNG) is initialized
15 using the user-defined seed, 3.
The next step consists of initializing the estimated probability of ‘0’
in the output, f . and the counter of zeros in the output, ¢y, both to 0
(block 130). In this block, the counter of bits sent to the output, n, and
the counter of source symbols processed from the input, k, are set to 1.
20 Otherwise, the next decision block (block 140) constitutes the starting
point of an iteration on the number of source symbols coming from the

input. When there are symbols to be processed (the branch “Yes”), the

- process continues with block 150, where the current node, g, is set to the
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WO 03/028281 PCT/ CA01/01429 formal procedure for encoding X into Y by neans
of a random zed solu- tion to the DODC, and utilizing the Huffman tree in
an adaptiweosmes2er is formalized in Process RV AJIE7Z 2 Ipelraumo1/dh9 process
is also given pictorially in Figure 14 and 15. The decision on the branch
assignment 5 to be used at time n' is based on the current pseudo-random
nunber obtained fromthe generator, RN{ next-random nunber], assumed to be
avai | abl e forcoﬁ_‘&p@ylslﬁngnvahm/\thaﬂthdﬂﬂeasiuhgIfunb’sloinmﬁt‘éﬁ%&mﬂ?ﬂr bemgyameker,
any cryptographically secure pseudo-random nunber generator can, be_  used.
g?/ SUBSTI TUWEtBHREETCurRulEsAaice \Wpnoiasloasa @ar aorten0l he nozte wﬁéraé@dwﬁﬁ
..AJL m2 The Process RV A HEm2, depicted in Figqures 1 nd 15, begins
in block 106s[k{,ngmhisciettteethe purreriqunedee g, and y‘ehﬁﬁpngtsh Oi t?lmpaah rom
requested probability of "0" in the output, f *,  and user - defined seed,
,Q are read.that Tedd g@tthalro;@éeﬁ, iuset be Jexhbe|decisiendhles s]:f@de‘é%l ee?jlfgy
the decoding Process RV.A H_ 2 to correctly recoyv, t he plai nt.ext. A
Huf f man t r ée thescumient PORREET LAt 8as NPtpiesshed fheRkP o‘?ﬁe@W Ertfet 18 HHS Cadkr e
presented in Huffman (A Method for. th styuctj,on,o ni pum Redundanc
Codes, Elr oceddierprOCeBs CRETINNGE g'yl,tﬁp‘eybc 1%-‘@&@@, lﬁéﬁgﬁé\{;‘ Oﬂﬁb‘f Q@gﬁmﬂnﬁ )110
a suitable initial probhabili di,stribpution for the,saource . h.S
procedur e retll}ﬂ?%asﬁgp i .Qﬁxﬁél‘?‘ﬂém ()SBF WPC?WStﬁl@eqeqlglo\ﬂhb%%@e‘gﬁ%@ a
evaluates if the current node, g, is'a left child or a right child. The path
is set to true (block 190) in the former case, and to false (block 200) in
10 the latter case. The process then continues with block 205, where the

current pointer, ¢, is moved to its parent.
The branch “No” of the decision block 160 indicates that the current
node has reached the root, and the process continues with block 240
through connector 210, where the counter of edges in the current path,
15 j, is initialized to £, the length of the path. The decision block 250
constitutes the starting point of a looping structure that process all the
nodes in the current path. When there are edges femaining in the path
(j > 0), the nt" random number obtained from RNG is compared to the
estimated probability of ‘0’ in the output, 7, (block 260). If RNG[n] >
20 f, the branch assignment 0-1 is used, continuing the process with the
‘decision block 270, which leads to the left child if path[£] is true. In this
case, a ‘0’ is sent to the output and the counter of zeros in the output,

co, is incremented (block 310). If path[{] is false, the process continues

71

SUBSTITUTE SHEET (RULE 26)



reference to the entire tree, and a hashing function, h(s), which is used

| ater to | ocate the node associated with s. In block 120, a pseudo-random
nunber geworianzs28( RNG) is initialized 15 using the user- @efritdoseed, P.
The next step consists of initializing the estimted probability of 0" in
the output, f , and the counter of zeros in the output, co, both to 0
(block 130). In thIS bIock ghe counter of bits sent to_the output, ?n
the counter oWitlp dN eﬁ?écésé%@eﬂ$6ﬁTﬂﬁ%0ﬂﬁ@E§ eéﬁén§@t Q D

O herwi se, the ne deC| Iock(blo 140) .cons |tutesthesart|n
poi nt of an itle lﬁﬁo%rbslpﬁg é}ée@?fﬁé sasétgﬁrﬁﬁn?r]o lﬁh‘éS%

or ocess cont | AORGTATE LB & @S{zgq%SwR?ah@i e natciublasi 2350l hep DAEHIALTS Frne,ne
val e chat 1 he RadhoRE: fandtd av‘?paf”43@@9@%@%@%&%&&%% RofHelids
e ot TR R TR o S R S ) e
cur ront - poi h Bt Rabil B LGB pBRE / RoT R R heceddlfer

e b a0, OSSO el B 0,
cvatvates 11" AEGUAYER s ol O B ot o el
200) in edge in the path (the decision block 250).

10 When all the edges in the current path have been processed, the pro-
cess continues with block 330, where the coﬁnter of source symbols pro-
cessed, k, is incremented. The next block in the process is block 340 in
which the Huffman tree is updated by invoking the procedure introduced
in Knuth (Dynamic Huffman Coding, Journal of Algorithms, Vol. 6, pp.

15 163-180, (1985)), or Vitter (Design and Analysis of Dynamic Huffman
Codes, Journal of the ACM, 34(4):825-845, (1987)), returning the up-
dated hash function, h(.), and the new root of the tree, r, if changed.
The process continues with the decision block 140 (through connector
230).

20  When all the source symbols have been processed (branch “No” of the
decision block 140), the process continues with the Input/Output block
350 (through connector 220), where the encoded sequence, Y, is stored.

The pfocess then terminates in block 360.

72

SUBSTITUTE SHEET (RULE 26)



lo the latter case. The process then continues with bl ock 205, where the
current pointer, q, is noved to its parent. The branch "No" of the decision
bl ock 160wprdiozsa8es t hat the current node has reached theCraol/oang the
process continues with block 240 through connector 210, where the counter
of edges in the current path, 15 j, is initialized to, the length of the
path. The decision block 250 constitutes the starting point of a | ooping

structure that Ipf'(%%fssw—éﬂ?ﬂn? es in the current path. Wien there are
e pa ] >

edges remaining 1 n t '0), the nth random nunber obtained from

RNG i s conpared be Theshiias atpRalbsnhs! iThe dourté sbquebee, ot pAt nsér-
(bl ock 260). If nf >20 f , the branch assignnent 0-1 is used,

continuing t p%ﬁﬁéa%%a,vﬁt hitt e assigakdi tintblveckre ¢onvetging oetbis viadue fof
left child if path[] is true. In this case, a 0" is sent to the output

and the countper—qf 5zeros in the output, CO is increnented (block 310). If
path[] is false, the process continues 71 SUBSTI TUTE SHEET (RULE 26) WO

03/ 028281 PCT/ CA@HW&QMd@uqb@tcke@%ce\g\@ére a 1 is sent to the output.
The branch 'No" of "the decision block 260 inplies that the branch |
assi gnnent 1-0 i Asseedptionntltisiasgunted Phatctlserevist s hasbing finctaen orlbick
280. When path['] is true, a "1' is sent to the output (bl ock 290)
ot her wi se t hdogutesetds positioned shavinpublalphabeb symleoksens leavsskin i « hk
process is block 320, where the estimated probabi]ity of "0 in the
output, f , iis alswasedmedd thite theuiresess dahipt sits shispesali e dgepthm (e s
i ncreased. The next bl ock (bl ock _320) ]

Knuth [5] and Vitter [16]) to update the Huffman tree adaptively as the

10 source symbols come.

Method: |
Construct a Huffman tree, 7, assuming any suitable distribution
for the symbols of S. Tn this instantiation, it is assumed that the symbols
are initially equally likely.
15 Initialize a pseudo-random number generator, RNG, using (3.
co(0) - 0; n < 1; f(1) + 0
fori < 1to M do // For all the symbols of the input sequence
Find the path for z[]
q + root(T)
20 while g is not a leaf do

A

if RNG[next_random number] > f(n) then . // Assignment
if path is “left” then
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decreases the counter of edges in the path, j, and continues with the next
edge in the path (the decision block 250). 10 Wien all the edges in the
current paDlv3jozs2el been processed, the pro- cess conti nuesPairtdaobborik 330,
where the counter of source synbols pro- cessed, k, is increnented. The
next block in the process is block 340 in which the Huffrman tree is

updat ed by invoking the ocedure ikntroduce i n, Knut am ¢ Huf f man
Codi ng, Journal of Al gcﬁ[ﬁjﬁﬁs,"iﬂgm'ﬁc H_cljl.'u) #Iglé-qlﬁo,qe %25)), or Vitter
(Desi gn and Anal ysi s %flsDynarric Huf f man Codes, Journal of the ACM
34(4):825-845, (1987)); Feturni ng the up- dated hash function, h(.), and

the new root of the tre r,, 1.f _chan .y The process continues with the
deci si on bl ock 140 (thrzg%ﬁ—cjdn%g_ét%gﬁ&ﬂgoy 20 When all the source synbols
have been processed ( "No" of the decision block 140), the process
continues with the Inpu tput block 350 (through connector 220), where

t he encoded.sequence Iy /S » process then termnates in block
360. 72 SU@STI TUTE gll—%fiT ?AU%%@@W%@%%O%Z& PCT/ CA01/ 01429 Process RV
AJl Em 2 Input: The sgr P et The source sequence, X. A user-
defined seed, 0. It is a@gﬁﬁédq?ﬁatﬂ\l@lare converging to the value of f *

= 0.5. 5 Qutput: The Olg[ﬂﬂ“(—sﬁor}’@q@ft@)
else
yln] <= 0; co(n) 4 co(n ~ 1) +1; ¢ ¢ right(g)
10 endif
endif
f(n)(—@;n%——n—}—l
endwhile
Update 7 by using the adaptive Huffman approach [5], [16].
15 endfor '

End Process RV_A_ H E,, ,

Rationale for the Encoding Process
Process RV_A_H_E,, 5 works by performing a stochastic rule, based on
a pseudo-random number, a Huffman tree, and the estimated probability
20 of 0 in the output at time ‘n’, f (n). At time ‘n’, the next pseudo-random
number, @, obtained from the generator is compared with the current
value of f (n). Since a is generated by a uniformly distributed random

variable, the branch assignment 0-1 is chosen with probability 1 — f (n),
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Assunption: It is assuned that there is a hashing function which |ocates
the position of the input al phabet synbols as leaves in T. It 1is also

assunmed twetodoisesPr ocess has at its disposal an al gorithmPCTaao1neh [ 5]
and Vitter [16]) to update the Huffman tree adaptively as the 1o source
symbol s cone. Method: Construct a Huffman tree, T, assumi ng any suitable
distribution for the synbols of S. In this instantiation, it is assuned

that the symyglsy ngﬁé@ th@'ﬁf:ﬁidﬁ’a@:ﬁ ghieht! liﬂeisy ché&n Wl’éh aﬁl‘ob@xbﬂlt(y )]in

pseudo- r andom nunber genera or, using ,Q ;N~- -

i f- 1 to M goq/ | s;mm t S r
:‘or x[i] A (d%&m% %\,hl | & Swhére! B isnmé V@ﬁghﬁr@ﬁethé:'z nbHe cﬁat

q +- root @Hg’' not a | eaf do if

il L 4 ) S s S
co(n) + co (fn) 4)0.5, thetbrandiehsighmeaitse 1ylmplies that Cth@ outipattt {sodo be
5 a 0 with probability p;, and a 1 with probability 1 — p;. Since p; > 0.5
(because of the sibling property), the number of 0’s in the output is
more likely to be increased than the number of 1’s. This rule causes
f(n) to move towards f* = 0.5. Conversely, when f(n) > 0.5, the
branch assignment 1-0 causes f(n) to move downwards towards f* = 0.5.
10 This makes f(n) asymptotically converge to the fixed point f* = 0.5 as’
n — 00. This is formally and empirically shown later in this section.
It is important to note that Process RV_A_H_E,, sworks only when
the requested probability of 0 in the output is f* = 05 Howe{rer,
RV_A_H E,, > can easily be a,daptgd to work with any value of f*, when-
15 ever 1 — fge < f* < frmaz- This can be' achieved by generating random

numbers from a random variable whose mean is the desired f*.

An example will clarify the above branch assignment rule.

Example 5. Suppose thét, at time ‘n’, the decision on the branch as-
signment has to be made. Suppose also that o = 0.5972... is the returned
20 pseudo-random number, and that f (n) = 0.3. Both of these values are
used to make the decision on the assignment. These values, the interval
[0,1], and the range corresponding to each branch assignment are de-

picted in Figure 15. From these arguments, it is easy to see that since
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endif 5 else // Assignnment 1-0 if pathis "left" then y[n] f- 1; q +-
left(gq) elsey [n] + 0; co (n) +. co(n 1) --1--1; g f- right (gq) 10
endi f endwD 03jo2q28) cnn) ; n *- n -E- 1 endwhile Update TPoy/ainag2he
adaptive Huffrman approach [5], [16]. 15 endfor End Process RV_AJLEIIl ,2
Rational e for the Encodi ng Process Process RV.All _E, n, 2 works by performng
a stochastic rule, based on a pseudo-random nunber, a Huffnman tree, and

the estimated fghgb_@tyi*l (.5, 20is0fdPe ilikel €o QEhAW 0ab the®utpus tHar A)1,-thiks
time "n', the’ next pseudo-random nunber’, a, obtained fromthe generator is

conpared wt hiﬁdi@a@ilm?’ ¢k +\9!fv6npD.3 to6Whrds ?*nc‘Ehﬁ slsowe ridkaday By vehich
uniformy distributed random” variable, the branch assignnment 0-1 is chosen

PCTI Ch01/ 01426 and hents he: branch aserghment 120 18 choser with =
probability j (n)
The Decoding Process
5 The decoding process, RV_A_H_Dy, 5, follows from RV_A_H_E,, 5, but
in the reverse manner. As in the case of the D_A_H_Em,g decoding pro-
cess, RV_A_H_E,, 5 works by keeping track of the number of 0’s already
read from the encoded sequence. These are used to estimate the probabil-
ity of 0, f (n), at each time instant. Also, it is assumed that RV_ A H E,, 5
10 and RV_A_H_D,, 5 utilize the same sequence of pseudo-random numbers
to ensure that the encoded sequence is correctly decoded. Using this
information and the Huffman tree (which is adaptively maintained), the
stochastic rule is invoked so as to decide which branch assignment is to
be used (either 0-1 or 1-0) to decode the given string. The actual pro-
15 cedure for the decoding process that uses Huffman coding adaptively is

formalized in Process RV_A H D,,9 and given pictorially in Figures 17
and 18.

Schematic of RV_A_H_D,, 5
The schematic of Process RV_A_H_D,, 5 given in Figures 17 and 18 is
20 explained below. The process starts with the Input/Output block 100,
where the encoded sequence, Y = yl1]...y[R], the requested probability

of ‘0’ in the output, f*, and a user-defined seed, 3, are read. The initial
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Let us denote pi where w is the weight of the ith node of the Huffman
tree, and w+l is the weight of its right sibling. Wenever f (n) < 0.5,
the brancwoasseggsment O0-1 inplies that the output is to beCTEA10142pt h
probability pi, and a 1 with probability 1 - pi. Since pi > 0.5 (because of
Lhe_5|bllngd'pLoperLy), ;Ee nunber of 0's in the output is nore likely to
e increased than the nunber. of 1's. This rul e .causes f (n

towards f * seesl mustopg exaetly t ?Sﬁ?gaﬁqﬁeé, X%ﬁe Pb‘?%%ﬁ%%@ 1-0
causes f ('n) to nove. downwar towards f * = 0.5. 10 This makes f (n)
asynpt ot i cal b§ COBFREEIGECEQVEE efpli’éﬂteﬁ@'r nt f* =0.5as n -+ 00. This is

note that  Procebse ia@fegck\'_t%ig%ﬁ" e TBhegnirses ¥ Fhifandeee b MERMRRG of

\%OlrErMhe out gt is f :g;aSs' w? re, %V 23‘5 FAA %gm}aﬁdto
| éhban V@IE@QS‘@“F : % durgeess X “fhig can be

ac A ' TI: i

s Lﬁé;jes¥lr %ﬁé‘ﬁéiﬁiﬁ% R o R SRl Te Rl AR {8 B0bEe thess Than

r . X i n' hsi a1k -

Voot most LB RSP 0 gl 8 iR AEGRR AR S Bt

3gegsfgdﬁé Lg%%g@hgggﬁg%m %%%l%%@éeﬁer&@%@&@%g?%&t 8{ PLO&ss RV ACT Rl 6,

on on assign ese values, the interval

[0,1], and the,range conles0onfing e aachiRIanss, #As bR e Rogbilityct ed
rom It ?e 75

I n Figure 15. hese argunents, I's easy to see that sin
SUBSTI TUTE SHEER: {RYE f26)1q the counter of zeros in Y, ¢y, are both set to 0. The

10 counter of bits processed from ), n, and the counter of source symbols

processed, k, are set to 1. As in the processes described earlier, other
_ straightforward initializations of these quantities are also possible, but
the Encoder and Decoder must maintain identical initializations if the
original source sequence, /X', is to be correctly recovered. In this block,

15 the pointer to the current node, g, is set to the root r.‘

The next block of the process is the decision block 130, which con-
stitutes the starting point of an iteration on the number of bits pro-
cessed. The “Yes” branch of this block indicates that more bits have to
be processed, continuing with the decision block 140, in which the cur-

20 rent pseudo-random number from RNG is compared with the estimated
probability of ‘0’ in ). When RNGJn| > f , the branch assignment 0-1 is
being used, and the process continues with the decision block 150, which

tests if the current bit is a ‘0’. In this case, the process continues with

7
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WO 03/ 028281 PCT/ CAOL/ 01429 f (n) < f 0.5, it is nore likely to send a 0 to
the output than a 1, thus increasingj (n + 1) from0.3 towards f *. This
shows t hewaag/oszsiwhi ch  RV_AJIEm 2 works so as to asynpt oPcxatAdoyocanver ge
tof *. ~ The Decoding Process 5 The decodi ng process, RV A H Dm 2,
follows fromRV_AJT Em2, but in the reverse manner. As in the case of the
D AHEmM2 decodin ro- cess Em 2 wqrks by_ke ng track of the

, RV_AJ-1 | epi

nunber of 0' sblg wherR| the shTand m&%&,géqﬁ@mm’f&e ghidd putithe
estimate the probabil- ity.of . .Q,.i(n), at each tine instant, Al so, it is
assumed that FEISTEf 2red IR WRIBCTRTICINAS (NTaTsel Reheghhbe SHERsavdat 69
pseudo-random n rs to ensur.e that. n ed sequenge is corregtly
decoded. Usi ng fﬂ?@e E%ﬁ%ﬁ??@ﬁusﬁaVﬁiﬁpgkf i 18 (VERLCOHE RUTTENG dpeppterel v
mai ntai ned), the sto hastti c.r]ﬁl ehia i nvoked so as to decide which branch
assi gnent i sd1 5 M0¥CSetESIgREFEAs or 1-0) to decode the given string.

adapti very s Toar gy BopPE LISE0 R RS it b B isice e 10 -
LGRS S RN e
o5 W OROPH Ol St Mo R, e ncoded seaence, ¥ -
user-defined seqq fidxt BISEH fthe PPGcdslil bick 280 (reached through connector
190), where the estimated probability éf ‘0’ in Y is re-calculated. The
10 decision block 240 tests if the current pointer has not reached a leaf. In .
this case, the process continues with the next edge in the path, going
to the decision block 140 (reached through connector 210). The branch
“No” of the decision block 240 indicates that a leaf is reached, and the
corresponding source éymbol, x[k], is recovered (block 240). The counter
15 of source symbols, &, is thus incremented.
| The next block in the process is block 250, in which the Huffman
tree is updated by invoking the same updating procedure a‘s that of the
Process RV_A_H_E,, 5. In block 260, the current pointer, g, is moved to
the root 7, and the process continues with the decision block 130 (reached
20 through connector 220).
‘When all the bits from ) are processed (branch “No” of the deci-
sion block 130), the process continues with the Input/Output block 270

(reached through connector 200). The source sequence X is stored, and
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SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAO1/ 01429 seed nust be exactly
the sane seed as used by the Process R\-A HEm2 to correctly recover the
pl ai nt extwODh®2828kt bl ock (bl ock 110) generates a Huf f manPCrgaobg142avoki ng
the sane procedure as that of the Process RV. A _HE'z, 2 with the sane
initial 5 probabilities for the source synbols, returning the root of the
tree, r. The next block in the process is block 120 which initializes the
sane pseudothanqtoressuends igdieckat280. (RNG as that of Process RV.A H Em 2,
using the user-defined seed 0. In block 125, the estimted probability of
“0' in 3), f , Bndcese RWuAdd 8)z2eros in Y, co, are both set to 0. The 1o
counter of bits ﬁ;ocessed fromY,_ n, and the countey of sourceﬂzygbols
Iy

processed, k, arlnput: {bha sonscq alphabesy soeddese BRANELE) Yéeler
straightforward initializations of thes uantities are . al so Egssi til e, fbut
the Encoder aletinedcenssh, Austt apstwmnadi Weapre GPRVENSIngt fonke | aluge

original source sequence, X, is to be correctly recovered. In this block,
15 the poi At g Td-Phe current node, g, is set to the root r. The next bl ock
of the process is the degision block 130, ich con- stitutes the starting

poi nt of an iter&UidIbn Lheesoitsieayenset € pro- cessed. The "Yes" branch
of 1 block Indicates Ahel oL buLS NS 8 PLOSESTE SO0 M
(om0 1S sompn et i he Sl g Bl 8l o Pledy pen
continues w tig A0S 2SHR LI 26K PrieestMaat its disposal an algorithm (see
10 Knuth [5] and Vitter [16]) to update the Huffman tree adaptively as the
source symbols come. In order to recover the original source sequence,
X, 3 must be the same as the one used in Process RV_A_H_Ey, 5.
Method:
Construct a Huffman tree, 7, assuming any suitable distribution
15 for the symbols of S. In this instantiation, it is assumed that the symbols
are initially equally likely. |
Initialize a pseudo-random number generator, RNG, using (.
c0(0) + 0; m +1; f(1) <0
g+ root(T); k1
20 for n + 1to Rdo // For all the symbols of the output sequence
if RNG[next_random number] > f(n) then // Assignment 0-1
if y[n] = 0 then
co(n) < co(n — 1) + 1; g + left(g)
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tests if the current bit is a V. In this case, the process continues with
77 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAOL/ 01429 bl ock 180, where
the currewDopoRs8er, q, is noved to its left child and t hecTawmbenr9 of
zeros in Y is increnmented. Conversely, when the current bit is a 1', the
process continues with block 170, in which the current pointer, q, is
noved to its right child. 5 The branch "No" of block 140 continues with the
deci sion bl ock 160, els#hi ch tests the current bit. If this bit is a 0', the
process continues with block 170, otherwise, it goes to block 180. The
next block in the progessrightfg)ock 230 (reached through connector 190),
where the estimated probability of "0" in Y is re-calculated. The 10

deci si on bl ock 240 eeslif if the current pointer has not reached a leaf. In
this case, the process continues with the next edge in the path, going to
t he deci sion bl ockelst) (/4atssgnutendugld connector 210). The branch "No" of
t he decision block 240 indicates that a |leaf is reached, and the
correspondisng sourcéfsjj[fn})e#()ﬂ{ei}, is recovered (block 240). The counter

15 of source synbols, k, is_thuys incremented. The next block in the process
is block 250, in whicyg ﬁ@ghrbéq man tree i s updated by invoking the sanme
updating procedure as that of the Process RV.A HEm2. In block 260, the
current pointer, q, elsenoved to the root r, and the process continues wth

t he deci si bl ock 130 hed t h t 220) .
e deci sion oc . é)r?_filccon_%?_l_q?%ug le(z:fg(]q ect or )

endif
10 endif
if ¢ is a “leaf” then
z[k] < symbol(g);
Update T by using the adaptive Huffman approach [5], [16].
q ro.ot(T); kE+—k+1
15 endif
f (n) + %2 // Recalculate the probability of 0 in the output
endfor

End Process RV_A_ H Dy,

The Pfoof of Convergence

20 Prior‘to considering the more general case of RV_A_H Ey, o the con-
vergence of the binary-input case, RV_A_H Eq is first discussed. This
particular case uses an adaptively constructed Huffman tree which has

three nodes : the root and two children. This tree has the sibling prop-
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When all the bits fromY are processed (branch "No" of the deci- sion block
130), the process continues with the Input/Qutput' block 270 (reached

t hrough cworgoes281 200) . The source sequence X i s stored, &00/CAN0BRBSTI TUTE
SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 the process ends in block 280.
Process RV A H Dm 2 Input: The source al phabet, S. The encoded sequence, Y.
A user- defined seed, ,3. It is assuned that we are converging to the_ val ue
of 5 f*=0.5¢rfHtsud hefve Hoideeisienwenthe bransbsassignment (18 hasedseu ¢
that there is a hashjng function which |ocates _the position of the input
al phabet synhelse af f( vmsditﬁneTpsdudo—'rmMmonaEﬂlﬂf@(geﬁlﬁmtqdhe(%PHMSt.hehas
at its disposal an algorithm (see 1o Knuth _%5]. and Vitter [18]) u;Hlate
the Huf f man toase indwpidhyéhg reguesied peebakilidyipotike eyrpUL i orﬁ‘eb%'t-o €

recover the original source sequence, X ,Q nust, be the.s as the one
used in Pr oce;E_QOQVfAQB{XErgGZL%g%@I hlais: Dazdiat agg@s%llq_mﬁﬁgﬁn?f}g@reiﬁ} t}a i Ng
any suitable distribution 15 for_the symbols of S. In this instantiation,

it is assumedroNan mhﬂlesﬁlﬁﬂﬂ xaBe initiall y equally likely. Initialize a
pseudo-random nunber generator, RNG wusing 0. co(0) ~-- 0O; nf-1; f(1) +0O

Theorem 6 (Convergence of Process RV_A_H E,,). Consider a
memoryless source whose alphabet is S = {0, 1} and a code alphabet,
A = {0,1}. If the source sequence X = z[l],...,z[n],..., with z[i] €
S,i=1,...,n,..., is encoded usiﬁg the Process RV_A_H_Ey9 so as to
10 yield the 6utput sequence Y = y[1],...,y[n],..., such that y[i] € A,

i=1,...,n,..., then

~

Tim Blf(n)] = f*, and | (8)
lim Varlf(n)] = 0, 9)

3The modus operandus of the proof is slightly different from that of Theorem 4. It .
rather follows the proofs of the Lpp scheme of automata learning (see Lakshmivarahan
(Learning Algorithms Theory and Applications. Springer-Verlag, New York, (1981)),
and Narendra et ol. (Learning Automata. An Introduction, Prentice Hall, (1989))).
The quantity E [f (n+ 1)\,‘"( )] in terms of f(n) is first computed. The expectation

n
is then taken a second time and E [f (n+ 1)] is solved by analyzing the difference
equation. It turns out that this difference equation is linear !

4The price that is paid for randomizing the solution to DODC is that the complexity
of the analysis increases; f (n) is now a random variable whose mean converges to f*
and variance converges to zero. Mean square convergence, and consequently, converge
in probability, are thus guaranteed.
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g + root(T); k1 20 for n +- 1 to Rdo // For all the synbols of the

out put sequence if RN next-randommunber] > i(n) then // Assignment 0-1

if y[n] =wOoBkessco (n) co (n - 1) +1; q {- left (g) 79 PEURADI/®I4RE SHEET

(RULE 26) WD 03/028281 PCT/ CA01/01429 else q +- right(q) endif else //

Assignnment 1-0 5 if y[n] = 0 then g + right(qg) else co(n) f- co(n - 1)

-1-1; g + left(q) endif 10 endif if qis a "leaf" then x[k] +-

synbol (q); Update T by using the adaptive Huffrman approach [5], [16].

gE-root (T); k~-k+1 15 endif n) ~- con(n)./ e Icu ate the pr bI|t

of 0 in the owmthare f*=0.51s the(rezluested pr(ob)ab1{1ty fc 8 lnt e output, al?n kﬁ y
9%(1”—) with cy(n) being the number of 0’s encoded up to time n. Thus f (n)

converges to f* in the mean square sense, and in probability. O

5  When RV_A_H Ey; is generalized to the Huffman tree maintained in
RV_A H E,, 5, the latter satisfies the sibling property even though its
structure may change at every time ‘n’. As before, the proof of conver-
gence of RV_A_H_E,, o, relies on the convergence properties of the binary
input alphabet scheme, RV_A H E,5. The convergence result is stated

10 and proved in Theorem 8. Crucial to the argument is the fact that

the estimated probability of 0 in the output can vary within the range
[1 . fmaxa fmaw]o

Theorem 7 (Convergence of Process RV_A_H_E;,,). Consider a
memoryless source whose alphabet is S = {sy,..., s} and a code al-

15 phabet, A = {0, 1}. If the source sequence X = z[1],...,z[M],..., with
zfil € S,i=1,...,n,..., is encoded using the Process RV_A_H_E, 5 so
as to yield the output sequence Y = y[1],...,y[R)], ..., such that y[i] € A,
i=1,...,R,..., then

. lim B[f(n)] = f*, and (10)
lim Varlf(n)] = 0, (11)
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endfor End Process RV.A HDm2 The Proof of Convergence 20 Prior to
considering the nore general case of RV.A |_Em2 the con- vergence of the
bi nary-i nyotosoaezer RV A H E2,2 is first discussed. This pamtdioubanscase
uses an adaptively constructed Huffman tree which has three nodes : the
root and two children. This tree has the sibling prop- 80 SUBSTI TUTE SHEET
(RULE 26) WO 03/028281 PCT/ CAOL/ 01429 erty, and hence the decision on the
branch assignnment is based on the value of f (n) and the pseudo-random
nunbers generated. Consider the case in which the requested prohapjlity in
the output isvhere £ & 8.5 iBrhe nequestest prdrakitiges oé 83ns Qlﬁipéltpéﬂaiﬁdﬂ)a?

case is stated in Theorem7, and 5 proven in th pendi x B. 4 eor 6
(Conver gence 4 Smrlbh@eén)?bgmg-ﬂ@,ng}nb@dﬁs@’é@tncé eﬁ&%@lt@%’@ %o&ﬁ’é’é se
al phabet is S = {0, 1 ar)kd, a code al phabet, A Q, 11 lbf é he source
sequence X = cop¥prges. to f*xionthe mean\pqpasne sqnse 5‘5,} 1p p_rol),a .11.1.3’-, n.... disg
encoded using the Process R\-A HE2,2 so as to to yield the output sequence

Ir ; é% 11‘ () jCQrpll?é[r&]ng{. (Ehe Iﬁfjfg;egg mz[i}r{][_pﬁ(ﬁ‘ﬁua'gaﬁtée? 9§tatisti(911 Perfect! hen

Secrecy. ]

RF_A H E,,: A Randomized Embodiment not Utilizing f(n)
The above randomized embodiment, RV_A_H_E,, o, was developed by
comparing the invoked random number with f (n). Since the mean of
10 the random number is 0.5, and since convergence to a value f* = 0.5 is
intended, it is easy to modify RV_A_H_E,, 5 so that the random number
invoked is compared to the fized value 0.5, as opposed to the time-varying
value f(n).
Indeed, this is achieved by modifying Process RV_A_H_Ey, 5 by merely
15 chaﬁging the comparison:
if RNG[next.random number] > F(n) then // Assignment 0-1
to: |
if RNG[next_random number] > 0.5 then // Assignment 0-1.
Since the dependence of the branch assignment rule does not depend ‘
20 on f(n) the convergence rate degrades. However, this modified process,
RF_A_H_E,, 5, is computationally more efficient than RV AHE,,, since
it avoids the necessity to constantly update f(n).
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n- +00 3The nodus operandus of the proof is slightly different fromthat of
Theorem 4. It rather follows the proofs of the LRp schene of automata

| ear ni ng Wead/okeRshm varahan (Learning Al gorithnms TheoryPamaCAdppi42gat i ons.
Springer-Verlag, New York, (1981)), and Narendra et al. (Learning
Automata. An Introduction, Prentice Hall, (1989))). The quantity E[f (n +

1) I f(n] in ter of J (n) is first ,caonpyted.,. The, expectation,. i

taken a second {[ﬁ),%ecga%jelgge%l‘gz(anand 1§§ati1§r1](§ag| g’@ﬁfe[%eaﬁ‘ﬁéggl&i%p@ﬁ@e%isﬁ gﬁ‘gnce
equation. It ﬁ{ r smhat thi.s difference equation is linear ! 4The price
that is paid g‘rjﬂr— AT §EHE OVER on to DODC is that the conplexity

of the anal ysis{,ncfeases; f IS w a rando i apbhke wh

conver ges t)(; f Th%%%%f@%&g%%@é& spﬁ%eﬁ%qsgh\ﬁawéa%?%&@g@g@ﬁnsgpgence,
and conseque , erge. 4l r obabi | i . arercth r.ant .
SUBST! TUTE sﬁ%@ﬁ(— ,Zg?n%?’@g‘?%ﬁ%%@f{%@/%&ﬁ’ﬁ Bﬁ%f‘}mg’gﬁgﬁ 32&8.1%“7 S

t he requestedrﬁ?@:gbabi li'&%?l%,&g) inthe output, and f (n) _ '(n) wth co(n)

bei ng t he rfu Nalh 8‘up totime n. Thus j (n) converges to f *
in the nean square sense, and in probability. ~ 5 Wen RV_ASIE2,2 is

generalized t h ffman. t nee 1R ﬂ&ﬁn : Lhaskdat Rein-
satisfies theﬁgbﬁ’%‘%fn&pér ??evenﬂﬁ)ﬁﬂéug H’(gtﬁ;{” ﬁj@é’a@y cﬁange aIt1
every tine \n(':'lo {Phf the proof of conver- gence of RV_.-H Em 2i

relies on the convergence properties of the binary input al phabet schene,

%, BSR4 20 16 R ATIBR o3
developed by comparing the invoked random number, a, with f(n),
10 which comparison was avoided in RF_A H_E, o.

A new process, RR_.A_H_E,, ,, is now designed in which the random
number invoked, «, is not compared to f (n) but to a second random
variable whose domain depends on f (n).

Observe that the mean of the random number in [0,1] is 0.5. Since

15 convergence to a value f* = 0.5 is intended, RR_A_H_E,, 5 is developed
by forcing f (n) to move towards 0.5 based on how far it is from the fixed
point. But rather than achieve this in a deterministic manner, this is
done by invoking two random variables. The first, o, as in RR_A_H_Em;
returns a value in the interval [0,1]. The second, aw, is a random value

20 in the interval [f(n), 0.5] (or [0.5, f(n)], depending on whether Ff(n)is
greater than 0.5 or not). The branch assignment is made to be either
0 —1 or 1 — 0 randomly depending on where « is with regard to .

The rationale for this is exactly as in the case of RV_A_H E, 9, except
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the estimated probability of O in the output can vary within the range [1
-. fmax, fmax] Theorem 7 (Convergence of Process RV A H Em2). Consider a

menor yl eswo0M28281 whose al phabet is S = {sl, ... , sn angCv@edeiad- 15
phabet, A _ {0,1}. If the source sequence X = x[1], ..., X[M, ..., with
x(i] ES 1 =1, ... , n, ..., 1S encoded usingthe Process RV-4J1 _Em 2 so
as to yield the output sequence 3) = . ., such that yli]
E A i =1, that theRnterval [f GZ. om0, f(rtn) Is &prlfﬁechtldeﬁélﬂ)e th&tﬂdre lim
Var[f (n)] =0, (11) n-* 00@2)21 LEI’T‘TUTE( gl}-?EET (RULE 26) WD 03/028281

PCT/ CAQL/ 0142%1veegende ts habtemeds dik theowasstddnpraxband the fiabdOpomtt e
output, and f (n) _ '"On(n) with co (n) being the nunber of 0's encoded up
to tine n. Thmsnimizeyl. Rignverd§edaridies this.n t he nean square sense and in

probability. ~ 5 Corollary 4. The Process RV_AJi _E, ., ,, arantees
Statistical PerThese changesyare*ackevadl byn moﬂlfg(lmgnﬁmﬂesegR _Feig byot
Uilizing f (n) The above random zed enbodi nent, RVA H Em 2, was devel oped

by conpar isngnehelyi chaslgitgrthedeompanisenswi th f (n). Since the mean of 1o

the random nunber_is 0.5, and since_canverngence to a value f * = 0.5 is
if RNG[next_random_numbeﬁ > f(n)

then // Assignment 0-1
to:
if RNG[next_random number] > RNG[next_random number (f(n),0.5)]
10 _ : | then // Assignment 0-1.

It should be observed‘that this process, RR_A_H_E,, 5, is computa-
tionally less efficient than RV_A_H_E,, » because it requires two random
number invocations. However, the transient behavior is better, and the
variation around the fixed point is less than that of RV_A H_E,, 5.

15 The convergence and Statistical Perfect Secrecy properties of the
RR_A_H E,, 2 are easily proven.

The formal description of the processes RR_.A_H_E,, » and the
RR_A_H.D,, 2, and the corresponding proofs of their properties are omit-

~ ted to avoid repetition. However, the experimental results involving these

20 processes will be included later.

Empirical Results
As before, the Processes RV_A_H_E,, 5, RF_A_H E,, 2 and the
RR_A_H_E,, 9, and their respective decoding counterparts, have been rig-
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intended, it is easy to nodify RVA H Em 2 so that the random nunber

i nvoked is conmpared to the fixed value 0.5, as opposed to the time-varying
val ue f (wp.o3loesteed, this is achieved by nodi fyi ng Proces®CRAD/OEL 2 by
merely 15 changing the conparison: if RN{ next-xandom nunber] > f (n)
then // Assignment 0-1 to: if RNG next - randormunber] > 0.5 then //

As t O0-1. t.h the b h ' le d
xz : 32 ggﬂdr O g@rq&wfs'g ;%A%ﬁth R ieh g?%)f 20%13«? éaé%ﬁfér@%gs%fbfr?ﬁﬁeep%%s
i , at,iona n a
H m2, sPnce empicHd e ‘éftﬁé’i’«g % qrhesnd éﬁgo {/%u\fjpd%ili e Sggwi

SUBSTI TUTE SHE VD 03/.028281 PCT/ CA01/ 01429 The convergence and
Statistical, Egrﬁa&f g@t‘f@e%feﬁpgﬁtey‘? es of the RFA HEn 2 are easily

proven. The formal description of the nrmecces—RlLAJJ-Ln—z—and—I, o he
RFA_H D, n,2, and the Ederl‘éanmnldl nafpumof s | of fkhains prlopdfH,ds )ar & onit- 5
[ed Lo avord renel |\ T, TR so0f TR TS T
RVA | _Em 2, was devighopkll by 0539388961 h€.490833502r |ahddmlbEndRr, a, with
1(n), book?2 0.536287453 | 0.499586161 | 1.71263E-07

geo 0.526089998 | 0.499553980 | 1.98933E-07

news 0.534758020 | 0.500035467 | 1.25789E-09

objl 0.527805217 | 0.498309924 | 2.85636E-06

obj2. 0.527944809 | 0.499897080 | 1.05926E-08

paperl . |0.535224321 | 0.498786652 | 1.47221E-06

progc 0.535104455 | 0.499165603 | 6.96219E-07

progl 0.535598140 | 0.500651864 | 4.24927E-07

progp 0.535403385 | 0.499089276 | 8.29419E-07

trans 0.533495837 | 0.499352913 | 4.18722E-07

Average 1.77154E-07

Table 8: Empirical results obtained from RV_A H E, 5 and TAH which
were tested files of the Calgary corpus, where f* = 0.5.

The second column, fT A, corresponds to the estimated probability of
5 0 in the output obtained from the Traditional Adaptive Huffman scheme
(TAH). The third column, fRVAHE, contains the estimated probability
of 0 in the output obtained from running RV_A_H_E,, 5. The last column
corresponds to the distance between f* = 0.5 and fRV AHE, calculated as

n (14).
10 Observe the high accuracy of RV_A_H_E,, o for all the files. Although
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1o which conparison was avoided in RFA. H Em2 A new process, RRA_ HE,,,, 2,
i s now designed in which the random nunber invoked, a, is not conpared to
j (n) butwom3m2s&econd random vari abl e whose domai n depen@€TAEMOILNRI
Observe that the mean of the random nunmber in [0,1] is 0.5. Since 15
convergence to a value f * = 0.5 is intended, RRAl1l E, n,2 is devel oped by
forc|ngf (n) to ). 5 _based -on hn\A/'Far |1- |cfrJ\mfhofixed
poi nt. But rather tII‘EﬂedﬁmIm/e t hi sfriaer a det eflﬂWAIHEtIC ndﬁﬁefﬂth s is

d b k | -

done By Lol N, e R o uasssalt DUARooAGTTL IGREAELE 12
in the interval [f |(agyoudilstxt dr0.pBS874697 15)]4;99@3688& 02443l her | (n)
is greater than 0. 5@)& Bt - @597W§>9|mq@@3075 1”2@668]9—62? either "0

- 1or 1 - 0 randong epeneih

" Th
rationale for this @elaﬁé?ct |y ad- 5%45%(@7%:@ 49{34\5\7559 ? 379119@% t e84
SUBSTI TUTE SHEET (F%rﬁﬁiaer@pCfﬂ BZ?Q%?S:TOW%ZC 3.be641BT pterval [f

, 0.5 0.5, ) re-thatsti T [
gg?stened? g(r)lél Ehe vak n;ﬂﬁ(q n’élsar 35)[12?‘(341 KQ?’@ |1§£79§r ez'kl @Tlﬁﬁ(ﬂzty .rgle:ingﬁrles
19 clarifies this. (Thetk).chtinge).5685926b2y6b0OB 1HOAGT|Y).RI2PI B

R N2y 17 et A HT2iY 0 BE2EP0TGY | BB0325052 T T-DBEXBRIGY flommirber]

D

ptt5 0.736702657 | 0.500339382 | 1.15180E-07
xargs.1 0.536812041 | 0.500181340 | 3.28842E-08
| Average 1.17159E-07

Table 9: Empirical results obtained from running RV_A_H E,, o and TAH
on the files of the Canterbury corpus, where f* = 0.5.

the performance of RV_A_H_E,, 5 is comparable to that of D_.A H_E, 5,
the average distance is less than 2.0E-07 for files of the Calgary corpus
and the Canterbury corpus. Note also that the largest value of the dis-
tance for the files of the Calgary corpus and the Canterbury corpus is
5 less than 1.5E-06. ‘ h
A graphical analysis of the RV_A_H_Em,g is presented by plotting the
value of d(F, F ) obtained by processing the file bib of the Calgary corpus.
The plot of the distance for this is depicted in Figure 20.
Note how the estimated probability of 0 converges very rapidly (al-
10 though marginally slower than D_A_H_E,, 5 ) to 0.5. This is reflected in
the fact that the distance remains arbitrarily close to 0 as m increases.

Similar results are available for the other files of the Calgary corpus and
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to: if RN{ next_random nunber] > RN{ next-random nunber (f (n), 0.5) ] 10
then // Assignment 0-1. It should be observed that this process, RRA-H

Fm 2, is wormpeasitionally |less efficient than RV_A H Em PChanauses2dt

requi res two random nunber invocations. However, the transient behavior is
better, and the variation around the fixed point is |ess than that of

RVA H Em 2. 15 The convergence and Statistical Perfect Secrecy properties
of the RRAJI fgmiilesanfetlem§idngepbassenorpiis dnst ape ogeisted.pti on of the
processes RRAJI _Em 2 and the RRA H Dm 2, and the correspondi ng proofs of
their properties are omt- ted to avoid repetition However, the

Enpi i cal. %LsLE?2F@%ﬁfﬁ%ﬂ%ﬁﬁ%@eﬁ%ﬁr‘%&iﬁl‘@a@zﬁ%w%ﬁ%nbai he
RRAJI _Em 2, [ [

SUBSTTTUTE SHEET (RULE 26) v 05As3ad DB BIMHBRSS or qust y tested on-
files of the Calgary corpus and the Canterbury corpus. The enpirical

resul ts obtai ned[‘ﬁi%rsekbﬁﬁledééﬂi‘ﬁ:)ésohomhe &bherml%l%ﬁ@ aBd0Mh ddiizbd0é:8H o8- and
9 respectively. File Nanme fTAH f RVAHE d(J .F*) bib 0.534890885

0. 4996619855 1ihdAbsd6f OYODE can be mcorporated to yleld various encryption strate-

gies.

As mentioned earlier, the notation used is that DDODE is a generic
name for any Deterministic encoding solution that yields Statistical Per-
fect Secrecy. Similarly, RDODE is a generic name for any Randomized

10 encoding solution that yields Statistical Perfect Secrecy.

Elimination of Transient Behavior
There are two ways to eliminate the transient behavior of any DDODE
or RDODE process. These are explained below.
In the first method, the Sender and the Receiver both initialize n
15 to have a large value (typically about 1000) and also assign f(n) to be
0.5. Since the initial solution for f(n) is at the terminal fixed point, the
process is constrained by the updating rule to be arbitrarily close to it.
This eliminates the transient behavior. |
In the second method, the input sequence & is padded in a prefix
20 manner with a simple key-related string. This string could be, in the
simplest case, a constant number of repetitions of the key itself. In more

elegant implementations, this prefix string could be multiple number of
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bookl 0.539382961 0.499823502 3. 11515E-08 book2 0.536287453 0. 499586161

1. 71263E-07 geo 0.526089998 0. 499553980 1.98933E-07 news 0.534758020

0. 5000354%0 03/028889E- 09 ob j 1 0.527805217 0.498309924 2P8IRIVE00B9 ob | 2
. 0.527944809 0.499897080 1.05926E-08 paper!| 0.535224321 0.498786652
1.47221E-06 progc 0.535104455 0.499165603 6. 96219E-07 progl 0.535598140

0 533495837 0 4okt nesl TIBHRmE T A i e e AEd Motk SRy It slOAR
e oo Rt AtasciftomBYSANETId RO TTARR Bl Ukt TR, o
corresponds t %hb?%&%lb&%%@&e%ﬁﬂ%féﬂﬂﬁgﬁgeé (I%l)&lﬁ&ﬂ._?ﬁg?é[‘%?fﬁe%gkgi#}l%ﬂx

fromthe Traditional Adaptive Huffnman sc

fRVAHE, cont aiiggalled s iTrahebriPP8AR1 MHe/ onbf r %ﬁﬂehﬂﬁl’coﬁﬁd%ufs PRbBL A

fromrunning RV_1JI_ m,2. The last” colum corrésponds to the distance

ggz\axraggy\]’;f 5&%@&]5]?% orasaﬁ?é?%lﬂeﬁ?ﬁtegé 1&?}?&%{%}@& 331%1 o(%;%gds I %%ﬁgtésl:—% T
(RULE 26) WO (53nd2828id ARA¢ENO/ 8ild 29ust be of sufficient length so that after it
is processed, the system eﬁters into its steady state, or non-transient
behavior. Typically, a string of a few thousand bits guarantees this
phenomenon. |
10 The issue of eliminating the transient is solved as follows. The Sender
first pads & with TransientPrefiz, to generate a new message XTemp7
which is now processed by the encryption that utilizes either the process
DDODE or RDODE. Before transmitting its coded form, say, er[‘emp’
the Sender deletes TransientPrefiz/, the prefix information in X',I‘emp’
15 which pertains to the encryption of TransientPrefiz, to yield the resultant

- string XY

/, . - - .
Temp- XTemp does not have any transient characteristics - it

converges to 0.5 immediately. The Receiver, being aware of this padding

- information and the process which yielded X’%‘emp’ pads XX with

Tem
TransientPrefir to yield X’/I‘emp’ whence the decryption follows. ’

20 The formal procedure for achieving this is straightforward and omit-
ted in the interest of brevity. In future, whenever reference is made to
encryptions involving DDODE or RDODE, they refer to the versions in

which the transient behavior is eliminated.
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ile Name fTAH fRVAHE d(., F*) alice29.txt 0.543888521 0.499892467

. 15633E-08 asyoulik.txt 0.538374097 0.499223828 6. 02443E-07 cp. htm

. 5379929w0 00/02281.00307 1. 21068E-06 fields.c 0.534540728 PQTAIR467239

. 37919E-06 granmmar.|sp 0.537399558 0.500566251 3. 20641E-07 kennedy. xls

. 535477484 0.500015798 2.49567E-10 1cet10.txt 0.538592652 0.500311976

. 73291E-08 plrabnl 2.txt 0.542479709_0.500325952 1. 05245E- tto.

. 736702657 Berixizasesy DEQQE—Q}?RDQ&EN@‘%@%E@‘%HMD@I%GEQX? gons

. 28842E-08 Average 1. 17159E-Q7 T 9: Enpirical results obtaj.ned from
unni ng RV AJLBOIS DIADITRs And FDKADE a5 Tof skl (aRRBABGS FICEYBHOR Wb o
* = 0.5. the performance of. RV.A H E,m.Z IS.CcO arabltglto trl?t ng st

D A HEm?2, temshavetibigingthemnedially, iaLongRaationcEiteAly afeqds exstig

Cal gary corpus - and the nt.erbury corpus. Note also that the |argest val ue
of the dis- EBACHOHR MEEINFEL of the Cal gary corpus and the Canterbury

breSent LE éia :p| %pfq%%?yé@%%%%@@rﬁ@%al%@@?%@i%%* Jeb Sy Rt any e
: ' | . CESs !

o551 the O gt o B4R, EISeEL ot LS 285 i Dt

rapidly (al [p%oei%ﬂgruagteqarﬁﬂllis 3 l(b]ﬁb@ﬂ otr%%d%rﬁiﬂedE(R]?)ODhﬁﬁ. 0.5. This is

refl ect ed.

WO OWONOFrT

1. DODE" uses a DDODE or RDODE process as an encoding mecha-

nism in conjunction with any encryption, say BN CNonPreserve; that

10 does not preserve the input-output random properties. Observe that

without a key specifying mechanism, both DDODE and RDODE

can be used as encoding processes that guarantee Statistical Perfect

Secrecy. If this output is subsequently encrypted, the system can-

not be broken by statistical methods because DDODE and RDODE

15 annihilate the statistical information found in the original plaintext,

and simultaneously provides Stealth. However, the output of the se-

rial pair will depend on the stochastic properties of ENCyonPreserve-

ENCyonPreserve, the encryption operating in tandem with DDODE

or RDODE can be any pui)lic key cryptosystem or private key cryp-

20 tosystem (see Stinson (Cryptography : Theory and Practice, CRC
Press, (1995))). |

9. DODE* uses a DDODE or RDODE process as an encoding mech-

anism in conjunction with any encryption that preserves the input-
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the fact that the distance remains arbitrarily close to 0 as n increases.
Simlar results are available for the other files of the Calgary corpus and
87 SUBSTIWODBOSHEET ( RULE 26) WO 03/ 028281 PCT/ CA01/ 01429 picarcAonjoess of t he
Canterbury corpus, and are omtted. Encryption Processes Uilizing DDODE
andd RDCDE Solutions This section describes how the determnistic and
random zed enbod- 5 invents of .can be 1 r por at to yield varioys
encryption strat 8utpnksandenyPEOPETaes; S3V) iELe&,%?Ifﬁqgrwot YPW)[]Js@@yi sgqclét
DDODE is a generic, nane for any Determ nistic encodin olution {hat .
yields StatisticanbpabutippOr PSIEpREFIORERETRHQN a?%@fégitﬁlsa&&@r?&ché%%@t'

L Rl R P A T,
ligl ?\(/)v. h;\r/\et gel 1; |r Fg?lizkﬁh%?ss%@%a%;a%ﬁ%%l%kgggéa%k?y@%l%ﬁ% ?égi}g%onbe
'([)hg Sir ggg :ts hiesi %F?]m?r 0§§|Iémﬁﬂ #.df @QD'JF;% a]% b’%he g eéér)neﬁg(ﬁ&i?%c%%{%o?éﬁ’t ,
it e Ceri m nifat sfutffed BraRBHERRREI RO Hctphh 16 sRsbbEgAL by sipgse Lo
| nput sequence th%n@ﬁggﬁ&fﬂ)ﬁea [ %’N’C’preseme, the system cannot be broken by
statistical methods because DDODE and RDODE annihilate the
statistical information found in the original plaintext. Observe that
10 since ENCpeserve Preserves the input-output random properties,
one can expect the output of the tandem pair to also guarantee Sta-
tistical Perfect Secrecy. Thus, breaking DODE™ using statistical-
based cryptanalytic methods is impossible, and necessarily requires
the exhaustive search of the entire key space. DODE" also provides

15 Stealth.

RDODE* : Encryption Utilizing RDODE
This section describes how RDODE, any randomized embodiment for
DODE, can be utilized for encryption. The encryption is obtained by
incorporating into RDODE a key specifying mechanism.
20 Unlike DODE" and DODE", in which the two processes of com-
pressibn (expansion or data length specification in the case of general

Oommen-Rueda Trees) and encryption operate serially on each other, in

the case of RDODE®, it is not possible to decompose RDODE* into the
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20 manner with a sinple key-related string. This string could be, in the
sinpl est case, a constant number of repetitions of the key itself. In nore
el egant iwploafoes8ati ons, this prefix string could be multiporacAavuobey of 88
SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 predeterni ned
variations of a string generated fromthe key. It should be noted that

since the Sender and the Recei yer are .aware of th ey, _they, are 'ahso

awar e of thetY_YPe‘?Ql%Pﬁﬁﬁﬁe@ Bally geclysive Wg?s@FaﬁgEeﬁra&g%ex‘; §a’§lélch7g"§rt he
TransientPrefix. The only requirement that is inposed on 5 TransientPrefix
is that it nm3@ BERIERFOrAPesalie RABRAT-a priori to the Sender and Receiver,

Z‘tﬂ?_ef‘ésf p?ﬁ fI ﬁ%@ '*egéefla:%‘i‘%v%t%ﬁw‘y{‘r B 15 srd PP P the Mgt om
string o t ' i : i
ol i i wat i ng PRl riRars PRnit FRadiiGhE Niihet GtnePURTERRAR] BY (AT shagte

W th TransientPrefi.x r e , | i :

pR rocess edf y r@p‘gogﬂ@(} 565}‘%2‘5%%@9@ ]1131 ';[ﬂgl rséelzl %?% g?g}ﬁ@ﬂptr}}%\g%g o D%r%wgrls
DCDE. Bef or :4Lhng its coded form say, XTenp' the Sender del etes

TransientPre 'Oyf ,a@%géf)%érl'ef ix information in XTenp' 15 which pertains to

the. encrypti Ofg(s;va%iggg@s%p % s, 4 Sehiehds UreyeBuld a@gl]-v.se.yggg,gv@ﬁ@@"

iXTmiengi g?glsy.m;;];h% ca verrane:,ﬁnf \(lz\gara teristics - B 3 to 0.5
process which i (Lﬁd% XTe¢ er%?’ 'ﬁéggt%XT gﬁlpeo\%mei Eﬁrﬁqﬁ@ﬁfi'sﬁamﬂe@fﬂfe”ﬁhtﬁm sed the
used by the pseudo-random generator, by means of a transformation of X
10 into an integer. There are numerous ways by which this transformation
can be defined. First of all, any key, K, of length T' can clearly be
transformed into an integer in the range [0, ...,tT'—1]. Furthermore, since
the symbols of the key can be permuted, there are numerous possible
transformations that such a key-to-integer mapping can be specified. One
15 such transformation procedure is proposed below.
Consider a key, X = k[1]...k[T] (where k[i] € B), which is to be
transformed into a seed, 8. First, K is transformed into an sequence of
integers, where each symbol of B is a unique integer between 0 and ¢ —1.
This sequence is of the form X' = K/[1]...K[T], such that Vi, k'li] €
20 {0,...,t —1}. After this transformation, the seed®, B, is calculated as

5The key alphabet can contain letters, numbers, special symbols (such as RO [N
‘4"), the blank space, etc. In a developed prototype, the key alphabet consists of
{a,...,2} U{A4,...,Z}U{0,...,9} U {space,‘.’}.

8Tt should be noted that this conversion yields the seed as an integer number. If
the system requires a binary seed, the latter can be trivially obtained from the binary

expansion of 3.

92

SUBSTITUTE SHEET (RULE 26)



TransientPrefix' to yield XTenp whence the decryption follows. 20 The
formal procedure for achieving this is straightforward and omt- ted in the
i nterest wbhobfes2Bty. In future, whenever reference i s md@CraAoencrypti ons
i nvol vi ng DDODE or RDODE, they refer to the versions in which the

transi ent behavior is elimnated. 89 SUBSTI TUTE SHEET (RULE 26) WD

03/ 028281 PCT/ CAO1/ 01429 Serial use of DDODE or RDCDE with Traditional
Encryptions {86wsDDODE and RDODE can be used to enhance encryption sys-
tems by utilizing themserially, in conjunction with any, already existing,
encryption nechanism 5 Two encryption nethods, DODE* and DODE+
respectively, based on a solution to the DODE are presented. The sol ution
to the. DODE can be either determ nistic .(DDODE) or random zed (RDODE).
1. DODE™ uses a DDCDE or RDCDE prgmsma%g pcodi ng mecha- nismi ngz
conjunction with any encryption, Say reserve, that 10 does not
preserve the input-output random prop&ities. Observe that, without a key
speci fyi ng mechani sm both MODE and RDODE can be used as encodi ng
processes that guarant ee Statistical Perfect Secrecy. If this output is

et hods. bedauselERE B ArFERRE o8 atrirarish fetnarnet ik N Hlor Bt on
o er ™ the tgﬁgbgagf ' ol X per 271 i1 (R LRRORSLY, AT OvidesRt Rlddh it
B < Zpas, Statistical Perfect Secrecy can be achieved, where Z,,,; is the
maximum possible seed of the pseudo-random number generator. Ob-
serve too that both the Sender and Receiver must have the same initial
10 seed, 8, so as to recover the original source sequence.

After invoking the RNG using 3, the value of the seed S, is updated.
This implies that the labeling branch assignment to yield the nt? bit of the
output, is determined by the current pseudo-random number generated
using the current value of 3. Thus, same sequences of pseudo-random

15 numbers are utilized by the encryption and decryption mechanisms.
In any practical.implementation, the maximum number that a seed
can take depends on the precision of the system being used.. When g3 >
Zmaz, Where Zpq, is the maximum seed that the system supports, 5]
can be decomposed into J seeds, Z1,...,Zy, so as to yield J pseudo-
20 random numbers. The actual pseudo-random number, (say a), to be
utilized in the instantiation of RDODE is obtained by concatenating the

J random numbers generated at time n, each of which invokes a specific

93

SUBSTITUTE SHEET (RULE 26)



rial pair will depend on the stochastic properties of ENCNonPreserve.
ENCNonPreserve, the encryption operating in tandemw th DDODE or RDODE can
be any puWwbDiog/oks2g1 crypt osystem or private key cryp 20 tosysramoiser Sti nson
(Cryptography : Theory and Practice, CRC Press, (1995))). 2. DODE+ uses a
DDODE or RDCDE process as an encodi ng nmech- anismin conjunction with any
encryption that preserves the input- 90 SUBSTI TUTE SHEET (RULE 26) WD

03/ 02828hsBR2EHi£A01/ &L 120 systamist RM¥Gdohhps,oifethe encrEp§ion ENGyaadees e
Typically, any "good" substitution or pernutatiopn encg Li, on acgi eves this
(one suci9%bitaseturity, ctwaouldriseplys the ringncatiossef Veur % e RSERd@ppendi x
C). Fromthe wearlier discussions it_js clear that wthou a,s(l;'g speci fyi ng
mecha 5 nainsiom porhbenopechhéiRpappesific wstaridatian obssyatepr es that
guarantee Statistical Perfect Secrecy,.|f this oytput is subse- quently
encrypt ed Aysmm@@mwlfmelﬁmé THantye DFOCRHBREN by statistical

met hods because DDODE and RDODE anni hilate the statistical information

f ound g{/g@&gggﬁg%gé&[‘ﬁg ALt BEEES! RADe Khrlypred ElithE sl Ny

preser put random properties, one“Can expect the “output of

the tangermpg:hﬁt D20 WHRMAR @finpbed bT%ghﬂ%ls Aalyif froBeehealphanus.

breakin si ng sﬂaplstlca - Dbased cryptanal ytic nmethods i's .
| mossi Db g, K PRRBSAGIEY Sy RMEISCAcchNif] Aigiassthe bladRkphcef ubber entire
ce. +.al'so provides

key spa
' case letters, lower case letters, and ‘.. The transformation of K into K’

is done as follows:
10 e the digits from 0 to 9 are mappéd to the integers from 0 to 9,

e The blank space is mapped to 10,
e the letters from A to Z are mapped to the integers from 11 to 36,

- o the letters from a to z are mapped to the integers from 37 to 62,

and
15 e the period, ¢.’, is mapped to 63.

Therefore, X' =30 44‘41 1023 51 51 50. There are 643 = 281,474,976, 710, 656
possible seeds, which are contained in the set {0, ..., 648 — 1}.
The seed, 8, is calculated from K as follows:
B = (30)64°+ (44)64 + (41)64°+ (10)643+(23)64% + (51)64° + (51)648
20 . 4(50)647
= 223,462, 168, 369, 950 .
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15 Stealth. RDODE* : Encryption Utilizing RDODE This section describes how
RDCDE, any random zed enbodi nent for DODE, can be utilized for encryption.
The encr yywDi0d028281 obt ai ned by incorporating into RDODE aPkayCapeci2dyi ng
mechani sm 20 Unli ke DODE' and DODE+, in which the two processes of com
pressi on (expansion or data |length specification in t he case of general

o, T kRIS ALY
L S AR SR § R

ron oozl agﬁaggmgm N T T
Laea”Pe”" oy ECLARRCTLAEIR ) BBt (DR g&apwmcﬂngml@&nh% et e

seed is now , I'S a sequence O

K[ 1] ... K[.] ee‘gnﬁ; e Vi, k[i] E 13 {bi, ... , bt}. The key unlquerD
specifies t TR A% seed  used by the pseudo random generat or, by neans
of a transformation of K 1o into an integer. There are nunmerous ways by

whi ch this trand¥eremidlade €lds deetidel byedotig shabfbylirtienyf ki, pleviots

|l ength T can clearly be transforned into an integer in the range [O,

t- 1] . Furtheuly eevesiynsstantiation of RDODE* guarantees Statistical Perfect
Secrecy. Thus, breaking RDODE* using statistical-based cryptanalytic
methods is impossible, and necessarily requires the exhaustive search of

10 the entire key space.
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the synbols of the key can be permuted, there are numerous possible
transformati ons that such a key-to-integer mappi ng can be specified. One
15 such twansfpzesnti on procedure is proposed bel ow. Consi gem/Gaoey29K =
k[1] ... K[T] (where k[i] E B), whichis to be transfornmed into a seed,
/3. First, Kis transforned into an sequence of integers, where each

e & L B BRI ol i AR 1
S Srant” o oI S Lt L O T iny.
ok o D00 5 s 8 R ) Y0 R KR
10U %0 LSRR A BN SB 5pIEGPTEY S D, bSO
R b g S i,
o L1l semnt bt el geopsB kil e Wil
. Statisti cal sgRifydes mEHAMUNT ANeREtdF BsUGHaIMELE tFIBbvE dddnple.
The results for testing RV_A_H_E,, 5 on the Calgary Corpus and Can-
terbury are given in Tables 10 and 11 respectively. Observe that the value
10 of distance as computed by (14) is arbitrarily close to zero in every case.
Similar results for RR_A_H_E,, 2 on the Calgary Corpus and Canterbury
Corpus are given in Tables 12 and 13 respectively.
The variation of the distance as a function of the encrypted stream
has also been plotted for various files. Figure 21 graphically plots the
15 average distance obtained after encrypting file bib (from the Calgary
Corpus) using the Process RV_A H.E,, 5 as the kernel.. The similar figure
in which Process RR_A_H_E,, 5 is used as the kernel is found in Figure
22. Observe that the graphs attains their terminal value close to zero

right from the outset — without any transient characteristics.
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maxi mum possi bl e seed of the pseudo-random nunber generator. Ob- serve too
that both the Sender and Recei ver nust have the sane initial 1o seed, O,
so as to wewmemem28t he ori gi nal source sequence. After involkCagANme14NG usi ng

0, the value of the seed ,Q 1is updated. This inplies that the | abeling
branch assignment to yield the nth bit of the output, is determ ned by the
current pseudo-randopn nyer—generated—ustngzthe —curyet akpe—of 0. Thus,
same sequences of ps[eEH N H¥fom 15/ Pdiiber s »éRQﬂMIlz at&vﬁl th encryption
ﬁﬂﬁbgrecmgti g”sgggha”bm . I'n anp&@@QBBQci'O 4%’9%(%%%'1‘5‘336@@@ e>r<n' g‘élmng
used.. Wen ,Q > ZneR9% %here zﬁ?&?m&;ﬁé pa%@ﬁmwf@%ﬁﬁ@? system
SUppgrt;, cag be derﬁvlaEed | N0G35287483 | (2300349415 [£0.229918507 ¢ gl.i el d g
pseudo 20 random nunpersT—The gg @ U for Wa, to be
utilized in the insta®f?ation ?52%9%&5 S :{:]5(2: i gr%/ Y 915 hating the J
random nunber s generjhewsat ti8.534768080 ¢f0. M@H&ZMO&Q&SQ&QE{BQ& fic 93
SUBSTI TUTE SHEET ( RUC 6) TE92%% CT] z I fion of the
Syst em s RNG ThUS §bflhn enc gniwnﬁggg]z ar(\)f oes éqmgcnﬂlér);ﬁj Y, it
woul d inply the mvoc@bJ?on of r%27@é4809 @s@%ﬁﬂ‘}?@nd&%@ﬁﬂﬁe@%, each
Ee: ngta S}oec! ;l Ctlh nst gapedl | on 0535294373 @NBE0039728 M.@m@%Eea'aipl e wltl
elp toclarify i sfprocedurer S Exat that e geisto
be encrypted using thef9%y 10 033%@@4 Bgr\()‘lm}@i 7@9 -§Egggof synbol s
drawn- fromthe al phaprogl 0.535598140 | 0.499278758 | 5.20190E-07

progp 0.535403385 | 0.499946669 | 2.84420E-09

trans 0.533495837 | 0.499784304 | 4.65248E-08

Average 2.74079E-07

Table 10: Empirical results obtained after encrypting files from the Calgary
Corpus using the Process RV_A_H_E,, 5 as the kernel. The results are also
compared with the Traditional Adaptive Huffman (TAH) scheme.

97

SUBSTITUTE SHEET (RULE 26)



bet B that contains 64 synbols decimal digits, the blank space, upper case
letters, lower case letters, and ".'. The transformation of 1Cinto K is
done as fwbloamss28l0 the digits fromO to 9 are mapped toPChaeAmvegers from
0to 9, The bl ank space is nmapped to 10, the letters fromA to Z are
mapped to the integers from1ll to 36, the Ietters froma to z are mapped

he i f Y and=t5—theperiod: peq to 63.
tTﬁeEe?olrgt “1¢ 230 4 Filf %né% Sh 51/B07 Thar o ERGT64S ﬁﬁ-‘ ﬁ%ﬁ 976, 710,
gﬁG pozsi b'Qe _Seegz %M@%g%i@mgeesgmmotmmw 4.69184EL0?"8 - 1},

e seeq, ,0Q IS
(30) 64+( 44) 64" +( 41) pAsYOB shxt P4 PEBa1A8dT ¢ In)08AS | 26408655847 = 223,
462, 168, 369, 9%8' 8. ht BUBSTI TI0533682949 ROLE) S owogﬁ@ggggj%_deal o
P RO ot orens e BRI oD B0 T8 T D A T T Ot o |
program m ng | angupgearfjueir. ];Bpxx() 5339908 8. 30855 Ked. 201 4DEAQB h ei ght
chosen from the 64r Eéfﬁﬁ‘?&lx&a S(B’.%ESAL'?‘?@@{.D% 5053028 GhsbEEUhR 1 orm 1N

~J

Lhe DrevrousP?® ceb10tmt " [0.538503652 | 0.499915752 | 25540107 || o O
plrabn12.txt | 0.542479709 | 0.499932033 | 7.43872E-09
DS 0.736702657 | 0.500238738 | 5.69958E-08
xargs.1 0.536812041 | 0.505213528 | 2.71809E-05
Average ‘ 1.16081E-05

Table 11: Exmpirical results obtained after encrypting files from the Can-
terbury Corpus using the Process RV_A_H E,, 5 as the kernel. The re-
sults are also compared with the Traditional Adaptive Huffman (TAH)
scheme.

Output Markovian Modeling and Independence Analysis
The theoretical analysis of convergence and the empirical results dis-
cussed for RV_A_H“_Em,z were done by merely considering the probabil-
ities of occurrence of the output éymbols. The question of the depen-
5 dencies of the output symbols is now studied using a Markovian analysis
and a x? hypothesis testing analysis. To achieve this goal, the possibility
of the output sequence obtained by RV_A H E,, , being a higher-order
Markov model is analyzed. This model, which considers conditional prob-
abilities of a symbol given the occurrence of the k previous symbols, is
10 called a k**-order model.

Consider the first-order model with the following conditional probabil-
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results,
Secrecy. Thus,

met hods iwOio3joessi bl e,
lo the entire key space.

every instantiation of RDODE* guarantees Statistical

br eaki ng RDODE* using statistical

and necessarily requires the exhaugCin@osoaneh of
95 SUBSTI TUTE SHEET (RULE 26) WD 03/028281

Per

f ect

- based cryptanal ytic

PCT/ CA01/ 01429 Testing of Encryptlons Utilizing RVA_H Em 2 and RRAJI-Em 2

To denonstrate the p the—eneryptHon—+A-—wht-ch—the L.m.a.e.u
behaviour is elim nafﬁie]g & he séﬁégl s Key- fdm:hden d’é\ﬁ. )E 2 and
AP G AL T G T
of tests, and these |B8QKLs ar =0c$%88§§& &flg%‘l(ﬁﬂef kaﬂ%sge@a ‘
spec: fyi ng rrech?_ni sm beokgact | y 0536287488 4940959362 12D 9\65 12481DY & - r;hgre
results for testing RYA-H+M2 f ytk hu
given in Tables 10 apf®d1 r:eso: tﬁ@%b & 50@3 % 7at Eé@%&m 10 of
di stance as conput ed| hgws14) i 50853IAHRL0I(\0.409EE693D zér@ZOﬁEEOBr% case.
Simlar results for I Em | 1 a gy ury
(Xl)lr‘npus are given in 4 QW@B%%KPCSQ%‘W% 1(7%6%_ ﬁ of the
di stance as a functipAbp? the - A3 M48081| (kAN 3 T4 ] 3BIBEOR-AY ot t ed f or
veri ous (il s, P ourbpRboR ePT] patippol FISRORT LTSI Nce |
obt a Hhg—Fe ', garyH-Corpus)—asi
Process RVAJI E7Z, 2 akPt ker nvﬁ-_5 4&551 I%?’Qmﬁ% WWQE‘IOFF’W ocess
RRAJL m 2 is used as| pheglker ne| 0i535598140i|0).£99988084 | 1.75695E-09

progp 0.535403385 | 0.500176402 | 3.11177E-08

trans 0.533495837 | 0.498818445 | 1.39607E-06

Average 3.5628E-07

Table 12: Empirical results obtained after encrypting files from the Calgary
Corpus using the Process RR-A_H_E,, 5 as the kernel. The results are
also compared with the Traditional Adaptive Huffman (TAH) scheme.

ities, fojo(n) and fyo(n) (where the latter is equal to 1 — fop(n)), fon(n),

and fy1(n) (which in turn, is 1 — f1(n)). These probabilities can also

be expressed in terms of a 2 X 2 matrix form, the underlying transition

matriz. Since the asymptotic probabilities are [0.5,0.5], it is easy to see

that this matrix has to be symmetric of the form

)
1-46

1-46
)

, Where

0 = 0.5 is the case when there is no Markovian dependence. The value

of 4 is estimated from the output sequence in a straightforward manner.

In order to analyze the independence of the symbols in the output,

RV_A_H E,, » has been tested on files of the Calgary corpus and the
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22. (bserve that the graphs attains their term nal
right fromthe outset - without any transient characteristics.
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kennedy.xls

0.535477484

0.499559689

1.93874E-07

leet10.txt

0.538592652

0.499937297

3.93167E-09

plrabn12.txt

0.542479709

0.500082543

6.81335E-09

pttd

0.736702657

0.500392045

1.53699E-07

xargs.1

0.536812041

0.504488168

2.01437E-05

Average

1.92746E-07

Table 13:

Empirical results obtained after encrypting files from the Can-

10

terbury Corpus using the Process RR_A_H_E,, 5 as the kernel. The re-
sults are also compared with the Traditional Adaptive Huffman (TAH)
scheme. '

Canterbury corpus. The requested probability of 0 in the output is f* =
0.5. The estimated probability of 0 given 0 in a file of R bits is obtained

foo = 2,

the sequence ‘00’ in Y, and ¢y(R) is the number of 0’s in ). Analogously,

as follows :

where coo(R) is the number of occurrences of

f1|1 is calculated.

Assuming that ) is a sequence of random variables, the analysis of
independence in the output is done by using a Chi-square hypothesis test
(see Snedecor et al. (Statistical Methods, Iowa State University Press,
8th edition, (1989))).
RV_A H E,, 2 on files of the Calgary corpus and the Canterbury corpus

The empirical results obtained from executing

are shown in Tables 14 and 15 respectively.
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nmed fﬁ'détﬁv AJLE, , , 2

paperl

0.4995268

0.00000367

Indep.

progc

0.5009482

0.00001100

 Indep.

progl

0.4977808

0.00005315

Indep.

progp

0.4994945

0.00002204

Indep.

trans

0.4999502

0.00000060

Indep.

Table 14: Results of the Chi-square test of independence in the output of
the encryption that uses RV_A_H_E,, 5 as the kernel. The encryption was
tested on files of the Calgary corpus with f* = 0.5.

The second column represents the average between fo]o and f1|1 which

are calculated as explained above. The third column contains the value

of the Chi-square statistic for failaj’ where a;, a; are either 0 or 1, and the

number of degrees of freedom is unity. The last column stands for the

decision of the testing based on a 98% confidence level. Observe that for

all the files of the Calgary corpus and the Canterbury corpus the output

random variables are independent. This implies that besides converging

to the value 0.5 in the mean square sense, the output of RV_A_H E,, 5 is

also statistically independent as per the 98% confidence level.
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Similar results are also available for higher-order Markovian models
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W.

kennedy.xls

0.4998954

0.00000009

Indep.

lcet10.txt

0.5006621

0.00000154

Indep.

plrabn12.txt

0.4999315

0.00000013

Indep.

ptt5

0.4993704

0.00000320

Indep.

xargs.1l

0.4915672

0.00057094

Indep.

Table 15: Results of the Chl-square test of independence in the output of
the encryptmn that uses RV_A_H_E,, 5 as the kernel. The encryption was
tested on files of the Canterbury corpus with f* = 0.5.

up to level five, in which the output of RV_A_H_E,, 5 proves to be also
statistically independent as per the 98% confidence level.

The FIPS 140-1 Statistical Tests of Randomness of RDODE*
The results of the previous two subsections demonstrate the povvér of
the encryptions for Statistical Perfect Secrecy (convergence to f* = 0.5)
-and the Markovian independence. However, it is well known that a good
cryptosystem must endure even most stingent statistical tests. One such
suite of tests are those recommended by the standard FIPS 140-1 (see
Menezes et al. (Handbook of Applied Cryptography, CRC Press, (1996))
10 pp. 181-183). These tests include the frequency test, the poker test, the

runs test, and the long runs test. As suggested these tests have been run
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ities, fOIO(n) and f110(n) (where the latter is equal to 1- fOlo(n)),
foli(n), and fill(n) (which in turn, is 1 - f0l1(n)). These probabilities
can al so woaspxgesessed in terns of a 2 x 2 matrix form tReTION@OI42D Ng
transition matrix. Since the asynptotic probabilities are [0.5, 0.5], it
is easy to see 8 1-8 that this matrix has to be symetric of the form,
where 5 1-6 8 8 = 0.5 is the case when there is no Markovi an depgndence.
The val ue offo8 ensreptédstrings oblenghe2 Mb(lits setb dheeorrespading ghatfistiesr d
manner. | n order to analyze the independence of the synmbols in the output,
RVAJLEmM 2 hasfongmssing the testsfareedeatlytspecitiadyal hecmpiicalmgsulie obdgine
SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 File Nane fTAH

f RROHA d(5, Riffer smccepbingcthe fHegasfstha Qalgsgp1€orpus. amdsdre Ganterbury
asyoul i k. txt 0.538374097_0. 499708422 8. 50177E-08 cp. htm Q. 537992949

0. 500003807 1CA7PEPESINE AE&E?@. 19258 ae gobmoged anshaires10617,
grammar. 1sp 0, 537399558 0. 499433748 3. 20641E- Q07 . kennedy, x|l s 0.535477484
0. 49955968% 11&3khAt, @A, 1% o) e %ﬂdcﬂé@@%@%s‘@lm st the emargpricy

| rabnl 2. txt 0.542479709 0.500082543 6. 81335E-0 t15 0. 736702657 .
8_ 500392045 ]pwg@@éﬁap tests. 1Om1 ar resul%s are a,vai?abﬁa for the encrypgi%n which

uses RR_A_H_Em, 2 as the kernel.
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xargs.1l 0.536812041 0.504488168 2.01437E-05 A verage 1.92746E-07 F |
Table 13:, Enpirical results obtained after encrypting files fromthe Can-
terbury Geopas®2828i ng the Process RR-ASIE7z,2 as the kernelpcTAhiner9sul ts
are also conpared with the Traditional Adaptive Huffman (TAH) schene.
Canterbury corpus. The requested probability of O in the output is f 0.5.
The estimated probability of O given O in a file of Rbits is obtained as
follows : folo = cco(R) ~, WHEile neghe R ;5 [ Renputbernofy occurrences of
the sequence 00" in Y, and=co<tR—TS$ i Y. Anal ogously,
5 fly, is calculated. Assuni that Y 9 4 s _ Q%JM‘%%Mm vari abl es,
the anal ysis of independendsookil t he|oDj634t| i 9,9phe U641 ng a Chi-square
hypot hesi s test (see Sned at 1§ sty NerRpeds, |owa State
University Press, 8th edi tict%?l?%1q$20)9)%[5%‘rhp[gé§r€]w i@;@@@ bsul t s obt ai ned
from executing 1o RVAJLEm 2 g0 fi | es | o,654e| 34,009 V 166640$ and t he

Canterbury corpus are shown,dh. Tabl ¢ EE] @éq@eggL ely. 100
SUBSTI TUTE SHEET ( RULE 26)W{1}}“ 0316281 99’%@‘1’ po 429 "'('5 e nane f010+1111

2 x 2 Decision (98% bib 0.lagurs33 0] 0B6Gd7hd0, 0ok 10,64

obj2 9,654 | 9,866 | 10,646 |
paperl 9,654 | 9,958 | 10,646
progc 9,654 | 10,006 | 10,646
progl 9,654 | 10,072 | 10,646
progp 9,654 | 9,973 | 10,646
trans 9,654 | 10,046 | 10,646

Table 16: Results of the Monobit test in the output of the encryption that
uses RV_A_H E,, 5 as the kernel. The encryption was tested on files of
the Calgary corpus.
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Table 17: Results of the Monobit test in the output of the encryption that
uses RV_A_H_E,, ; as the kernel. The encryptlon was tested on files of
the Canterbury corpus. .
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obj2

1.03

11.00

57.4

paperl

1.03

21.72

57.4

progc

1.03

11.15

57.4

progl

1.03

13.67

57.4

progp

1.03

7.71

57.4

trans

1.03

14.30

57.4

Table 18: Results

of the Poker test (when m = 4) in the output of the
encryption that uses RV_.A_H E,, » as the kernel. The encryption was
tested on files of the Calgary corpus.”
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cryptosystem nust endure even nost stingent statistical tests. One such
suite of tests are those recomended by the standard FIPS 140-1 (see
Menezes ewoaB/o2g2Biandbook of Applied Cryptography, CRC Pre®€I/(A09062Y 10 pp.
181-183). These tests include the frequency test, the poker test, the,

runs test, and the long runs test. As suggested these tests have been run
102 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 for encrypted

strings of |engh 20000 bift thtthe rTES IF ng Tistlics for passing
the tests are clearly spp:ﬁ’l}q ]Egtﬂlerhe%m 2808, Xa ined after
encrypting the files of tlaﬂzic@ggaty Coil 035 pnd12J3d |Cab¥ e bury Corpus using
RVAJIErrm 2 as the kern tatpgethad N Tab} 16 7,15 18, 19, 20,
21, 22, 23, 24, and 25, r@@%@ﬁp %(y ikcgrlr‘ ng_ﬁ}@ hpSZ\%r‘L/ption passes
all the tests. Similar reésplhtsnhre afallGl b fo8.8he BRck yption which uses

RRAJI Em 2 as the kernel. SUBST| TY{j3 SHEE & U E &) WO 03/028281
PCT/ CA01/ 01429 Fil e nane ﬁJe(Yd%'nc1 < pl—<nI 17‘1 g‘%w 10, 007 10, 646
g

bookl 9,654 9,974 10, 646 1‘1@@@@@}’9(,1%54 éQﬁQl 0,1%% 654 10, 009 10, 646

news 9,654 10,000 10, 646 ]cet10.txt 1.03 12.16 | 57.4
plrabnl2.txt | 1.03 23.69| 574
pttd 1.03 11.45)| 574
sum 1.03 1044 574
xargs.1 1.03 16.25 | 574

Table 19: Results of the Poker test (when m = 4) in the output of the
encryption that uses RV_A H E,, » as the kernel. The encryptior; was
tested on files of the Canterbury corpus.
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objl 9,654 10,053 10,646 obj2 9,654 9,866 10,646 paperl 9,654 9,958
10,646 progc 9,654 10,006 10,646 progl 9)654 102072 107646, progp 9, 654
9, 973 10,w063/0r$2ans 91654 107046 107646 Table 16: Result s paft/dsve/oM2aobi t
test in the output of the encryption that uses RV.AJLE7Z, 2 as the kernel.
The encryption was tested on files of the Calgary corpus. 104 SUBSTI TUTE
SHEET (RULE 26) WO 03/028281 PCT/ CA01/01429 File name nlnin < ni < ninmax

alice29.txt 9)654 107(08le 16B64BrundSHPCL LK. [t Xt GB, p58: £0,|028GL@xH46 cp. ht m
9,654 9,955 10,646 fifelds.C 9, p54 UpP¢#F L0 640 | KEamedy. #7983 9,|654 9, 983
10,646 |cet10.txt 9,654 10, 131510| 64Gyg pl{r abnh 2| txb1H,[654 49; 926 10, 646
ptt5 9,654 10, 137 10,646 sum| 93 654 1%0946 1qﬂ§43 ¥ar ds. 1795654 9) 989
10) 646 bib 4 293 203 | 52T 402
5 90 173 | 146 223
6 90 146 164 223
1 2,267 2.540 | 2,539 | 2,733
2 1,079 1,305 | 1,336 1,421
bookl 3 502 628 574 748
4 223 264 295 402
5 90 138 150 9223,
6 90 143 149 223
1 2,267 2,463 | 2,532 2,733
2 1,079 1,266 | 1,184 1,421
3 502 627 636 748
book?2 4 293 328 322 402
5 90 165 169 223
6 90 170 170 223
1 2,267 2,494 | 2,517 2,733
2 1,079 1,226 | 1,251 1,421
seo 3 502 660 613 748
4 . 223 . 320 289 402
5 90 158 157 223
6 90 152 161 - 223
1 2,267 2,532 | 2,579 2,733
2 1,079 1,255 | 1,261 1,421
e 3 502 643 610 748
4 223 319 293 402
5 90 156 138 223
6 90 176 154 223
1 2,267 2,534 | 2,510 2,733
2 1,079 1,257 | 1,230 1,421
obil 3 502 620 637 748
4 223 313 344 402
5 90 149 158 223
6 90 156 168 9223

Table 20: Results of the Runs test in the output of the encryption that
uses RV_A_H E,, 5 as the kernel. The encryption was tested on files of
the Calgary corpus.
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Tabl e 17:

PCT/ CA01/ 01429 File nane X3nmn < X3 < X3max

57.4 obj1l 1.03 9.28

progc 1.03 11.15 57.4
1.03 14.30 57.4 Table
out put of the encryp
encryption was teste

SHEET ( RULE 26)

Results of the Monobit test
uses RV. A _H Em2 as the kernel.

in the output of the encryption that

The encryption was tested on files of the
Cant er burywoacmops2st 105 SUBSTI TUTE SHEET (RULE 26) WD 03/ @®28A8W1/01429
bib 1.03 6.25 57.4 bookl 1.03
28.74 57.4 book2 1.03 10.33 57.4 geo 1.03 13.50 57.4 news 1.03 18.65
57.4 obj2 1.03 11.00 57.4 paperl 1.03 21.72 57.4
Fie oeghe 11408 [13/Cib1. & Gprioghi 4. 0FifCamx37. 4 trans
.18: Repul t§ 0%,26he |Pales | es494(Wheh ™ = |4) in the
{ion that 2sds RO72 JI|. ERf2 Rsl,24le |kehddl . [The
d o0 fil gs3 ofl t heaoZallgareyo clor péis. | 106 748SUBSTI TUTE
o0 4 223 313 287 402
5 90 143 164 223
6 90 177 135 223
1 2,267 2,427 2,476 2,733
2 1,079 1,328 | 1,223 1,421
3 502 560 611 748
paperl 4 223 306 335 402
5 90 161 144 223
6 90 161 151 223
1 2,267 2,540 | 2,516 2,733
2 1,079 1,250 | 1,268 1,421
3 502 604 618 748
proge | 4 223 300 292 402
) 90 152 167 223
6 90 159 169 223
1 2,267 2,550 2,494 2,733
2 1,079 1,202 | 1,259 -| . 1,421
3 502 660 586 748
progl 4 223 287 333 402
5 90 146 176 223
6 90 147 142 223
1 2,267 2,682 | 2,576 2,733
2 1,079 1,291 | 1,288 1,421
3 502 580 601 748
Progp 4 223 323 311 402
' 5 90 152 154 223
6 90 147 131 223
1 2,267 2,457 | 2,462 2,733
2 1,079 1,228 | 1,245 1,421
trans 3 502 642 587 748
4 223 316 312 402
5 90 146 187 223
6 90 . 177 161 223
Results of the Runs test in the output of the encryption that uses

Table 21:

RV_AHE,,, as the kernel. The encryption was tested on files of the Calgary cor-

pus.
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WO 03/ 028281 PCT/ CA01/ 01429 File name X3m n <X3 < X3lnax alice29.txt 1.03
12.34 57.4 asyoulik.txt 1.03 18.19 57.4 <cp.htnml 1.03 8.85 '57.4 fields.c
1. 03 17. 8Ww093/04828kennedy. xI s 1.03 14.31 57.4 |cet | O txt PCTAN01A1406 57. 4
plrabnl 2. txt 1.03 23.69 57.4 ptt5 1.03 11.45 57.4 sum 1.03 10.44 57.4
xargs.1l 1.03 16.25 57.4 Table 19: Results of the Poker test (when m= 4) in
the output of the encryption that uses RV.A-HEm 2 as the kernel. The

encryption was test §iRiakde! %@l | BYE. Lant eE@r Y B<pUBB;/Efax PUBSTI TUTE
SHEET (RULE 26) WO 037028281 HCT/ CAUL/ #§42P 2 Figl & naoe fup, B8/ G in < G BZ
< Bi/ Gzmax 1 2,267 2,[482 2,445 3, 783 1 @9l, D705k, 241 obs 214 114421| 3 502 612
672 748 bib 4 223 293 7 402 § §0 173’446 P234s, 631 748
alice29.txt | 9293 319 308 402
5 90 173 155 923
6 90 158 170 223
1 2,967 2,473 | 2,467 2,733
2 1,079 1,243 | 1,268 | 1,421
. 3 502 617 609 748
asyoulik.txt | 223 332 296 402
5 90 146 151 223
6 90 - 149 151 223
1 2,267 2,579 | 2,604 2,733
2 1,079 1,291 | 1,266 1,421
- 3 502 596 644 748
4 293 294 9274 402
5 90 155 146 223
6 90 . 147 133 223
1 2,267 2.542 | 2,593 2,733
2 1,079 1,314 | 1,232 1,421
felds.c 3 502 588 621 748
4 293 307 311 402
5 90 161 170 293
6 90 161 162 223
1 2,267 2,532 | 2,559 2,733
2 1,079 1,259 | 1,212 1,421
kennedyds | 502 626 624 748
4 923 294 351 402
5 90 174 144 223
6 90 177 169 923

Table 22: Results of the Runs test in the output of the encryption that uses
RV_AHE,,, as the kernel. The encryption was tested on files of the Canterbury
COrpus.
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6 90 146 164 223 1 2, 267 2, 540 2, 539 2, 733 2 1,079 1,305 1,336 1,421
bookl 3 502 628 574 748 4 223 264 295 402 5 90 138 150 223. 6 90 143 149
223 1 2,w003D28268 2,532 2,733 2 1,079 1,266 1,184 1, 421 Poaaiad181492 627
636 748 4 223 328 322 402 5 90 165 169 223 6 90 170 170 223 1 2, 267
2,494 2,517 2,733 2 1,079 1,226 1,251 1,421 3 502 660 613 748 geo 4 223

320 289 402 5 90 158 _157 223 6 90 152 161 223 1 2,267 2,532 2,579 2,733
2 1,079 1,255 1,261 1| Hiknan® 50Zru3B6E0nad8 Nbs | 45223 |384Ga03 1402 5 90

156 138 223 1 2.267 | 2,513 | 2,443 | 2,733
9 1,079 | 1,196 | 1,224 | 1,421

3 502 635 610 748

leetl0.txt |, 223 314 340 402
5 90 136 157 223

6 90 170 132 923

1 2,267 | 2.467 | 2,526 | 2,733

9 1,079 | 1,204 | 1,261 | 1,421

3 502 601 619 748

plrabnl2.txt | 993 316 296 402
5 90 161 140 993

6 90 170 150 923

1 2,967 | 2,513 | 2.468 | 2,733

9 1,079 | 1,239 | 1,230 | 1,421

| ot 3 502 653 619 748
4 923 981 331 402

5 90 148 179 993

6 90 155 | 145 923

1 2,267 | 2,580 | 2,522 | 2,733

9 1,079 | 1,257 | 1,286 | 1,421

. 3 502 586 626 748
4 223 208 308 402

5 90 150 149 223

6 90 159 158 923

1 5967 | 2,502 | 2.508 | 2,733

2 1,079 | 1,241 | 1,24 | 1421

cangs.1 3 502 654 629 748
4 993 301 304 402

5 90 152 149 993

6 90 159 153 223

Table 23: Results of the Runs test in the output of the encryption that uses
RV_AHE,, as the kernel. The encryption was tested on files of the Canterbury
COrpus.
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6 90 176 154 223 1 2,267 2,534 2,510 2,733 2 1,079 1,257 1,230 1,421 objl
3 502 620 637 748 4 223 313 344 402 5 90 149 158 223 6 90 156 168 223
Tabl e 20:wBaswbg281 of the Runs test in the output of the emcmyptoion2 hat
uses RVA VEm 2 as the kernel. The encryption was tested on files of the
Cal gary corpus. 108 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAOL/ 01429
File name Qun Bi/Gmn <G B <Bi/Gnmx 1 2,267 2 406 2 494 2,733 2
1,079 1,277 1,241 1,42} _pbit 3 502 640618 748 4 287 402 5 90 143

164 223 6 90 177 135 pFile nameds¥ax aun length bRyns vs > 23?1: 079 1,328 1,223

1,421 paperl 3 502 560{§j] 748 [ 223 30 335 402 Q
book1 12 0
book2 14 0
| geo 14 0
news 16 0
objl 14 0
obj2 13 0
paperl 15 0
proge 17 0
progl 16 0
progp 17 0
| trans [ 14 0

Table 24: Results of the Long Runs test in the output of the encryption
that uses RV_A_H_E,, » as the kernel. The encryption was tested on files
of the Calgary corpus.
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5 90 161 144 223 6 90 161 151 223 1 2,267 2,540 2,516 2,733 2 1,079 1,2W
1,268 1,421 3 502 604 618 748 progc 4 223 300 292 402 5 90 152 167 223 6
90 159 16®0238282812, 267 2,550 2,494 2,733 2 1,079 1,202 PCTER01/0423 progl
3 502 660 586 748 4 223 287 333 402 5 90 146 176 223 6 90 147 142 223 1
2,267 2,582 2,576 2,733 2 1,079 1,291 1,288 1,421 3 502 580 601 748 progp
4 223 323 311 402 5 90 152 154 223 6 90 147 131 223 1 2,267 2,457 2,462

2,733 2 1,079 1,228 1,1

Rus)S 44323 316 312 402

M1 ndfde 3| Max Ofdn AEr gt
alice29.txt 15 0
asyoulik.txt 16 0
cp.html 13 0
fields.c 17 0
kennedy.xls 14 0
leet10.txt 17 0
plrabnl2.txt 14 0
ptth 14 0
sum 13 0
xargs.1 15 0

Table 25: Results of the Long Runs test in the output of the encryption
that uses RV_A H_E,, 5 as the kernel. The encryption was tested on files
of the Canterbury corpus.
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5 90 146 187 .223 6 90. 177 161 223 Table 21: Results of the Runs test in
the output of the encryption that uses RVAJLEm 2 as the kernel. The
encrypti owowas282est ed on files of the Calgary cor- pus. 10eT/UBST2IUTE
SHEET (RULE 26) WO 03/028281 PCT/ CA01/01429 File nanme run BilGnmn < G Bi
< B /Gmx 1 2,267 2,529 2,502 2, 733 2 1,079 1,238 1,292 1,421
alice29.txt 3 502 632 631 748 4 223 319 308 402 5 90 173 155 223 6 90 158

3502 617 600 T 5,485 G ey b Ot PenBiichay 25151 555 1
%21%67 2,579 2, 60pant Bdm2tHe P PAL114488 desttibetP ¥, 3n08n231804
which uses RV_A_H_E,, 5 has also been rigorously tested to see how en-
Cryptéd output varies with the keys and the input. In particular, the
5 probability of observing changes in the output when the key changes by
a single bit has been computed. This is tabulated in Table 26. Observe
that as desired, the value is close to 0.5 for all the ﬁles of the Calgary
Corpus. Similarly, the probability of changing subsequent output bits
after a given input symbol has been changed by one bit has also been
10 computed. This value is also close to the desired value of 0.5 in almost all

files. The results are tabulated in Table 27. Similar resﬁlts are available

for files of the Canterbury Corpus also.
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4 223 294 274 402 5 90 155 146 223 6 90. 147 133 223 1 2,267 2,542 2,593
2,733 2 1,079 1,314 1,232 1,421 fields.c 3 502 588 621 748 4 223 307 311
402 5 90wDaR/01881 223 6 90 161 162 223 1 2,267 2,532 2, PeI/C0188B1292 1, 079
1,259 1,212 1,421 kennedy.xls 3 502 626 624 748 4 223 294 351 402 5 90
174 144 223 6 90 177 169 223 Table 22: Results of the Runs test in the

out put of the encryption that uses RV-A--1E, ,,,, 2 as the kernel. The
encryption was tested on files ofm(gerbury feprpus. 110 SUBSTI TUTE
SHEET (RULE 26) WO 03/028281 PCT/ Eile-pane 4un Bi/Gnmn < GZ BZ

< BB/Gmax 1 2,267 2,513 2,443 2,|A8B 2 1, 00496096 1, 224 1), 421
book1 0.499955
book2 0.500052

geo 1 0.499907
news 0.499842
objl 0.499463
obj2 0.500309

paperl 0.500962
proge 0.498403

progl 0.500092
progp 0.499961
trans 0.499244

Table 26: Statistical independence test between the key and the output
performed by modifying the key in one single bit on files of the Calgary
corpus. p is the estimated prob. of change.
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lcet10.txt 3 502 635 610 748 4 223 314 340 402 5 90 .136 157 223 6 90 170
132 223 1 2,267 2,467 2,526 2,733 2 1,079 1,294 1,261 1,421 plrabnl 2.txt
3 502 60IwOl9/078281 4 223 316 296 402 5 90 161 140 223 6Ppre@/dA0@/01480 223 1
2,267 2,513 2,468 2,733 2 1,079 1,239 1,230 1,421 ptt5 3 502 653 619 748
4 223 281 331 402 5 90 148 172 223 6 90 155 145 223 1 2, 267 2, 589. 2,
522 2, 733 2 1,079 1,257 1,286 1,421 3 502 586 626 748 sum 4 223 298 308

402 5 90 150 149 223 6 90 159 158143 mé

1,241 1,264 1,421

b02 2,508 2,733 2 1,079

2,2@7 2,
bib 0.492451
book1l 0.467442
book2 0.501907
geo 0.500798
news 0.500089
objl 0.477444
obj2 0.496427
paperl 0.481311
progc 0.484270
progl 0.471639
progp 0.490529
trans 0.491802

Table 27: Statistical independence test betvveén the input and the output
performed by modifying one single bit in the input on files of the Calgary
corpus. p is the estimated prob. of change.
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xargs.1l 3 502 654 629 748 4 223 301 304 402 5 90 152 149 223 6 90 159
153 223 Table 23: Results of the Runs test in the output of the encryption
t hat useswoORSW2eIBE, ,,, 2 as the kernel. The encryption was prastadoonsfil es
of the Canterbury corpus. 111 SUBSTI TUTE SHEET (RULE 26) WD 03/028281
PCT/ CA01/ 01429 File nane Max. run length Runs > 34 bib 13 0 bookl 12 O
book2 14 0 geo 14 0 news 16 O objl 14 0 obj2 13 0 paperl 15 0 progc

L5 IR SR Do bODE =/l the ot
With regard to applications, both DDODE and RDODE (and their
respective instantiations) can be used as compressions/encodings in their
own right. They can thus be used in both data transmission, data storage
5 and in the recording of data in magnetic media. However, the major

applications are those that arise from their cryptographic capabilities

and include:

e Traflic on the internet
e E-commerce/e-banking
10 e E-mail
e Video conferencing
e Secure wired or wireless communications

e Network security. To clarify this, let us assume that the files stored

in a network are saved using one of the schemes advocated by this

15 invention. In such a case, even if a hacker succeeds in breaking the
firewall and enters the system, he will not be able to “read” the files

he accesses, because they will effectively be stored as random noise.

The advantages of this are invaluable.

Appart from the above, the application of DDODE and RDODE in

20 steganography is emphasized.
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that uses RVA HEm 2 as the kernel. The encryption was tested on files of
the Cal gary corpus. 112 SUBSTI TUTE SHEET (RULE 26) WD 03/028281

PCT/ CAO1/WD43024281 e name Max. run length Runs > 34 al i ce2@Tica01/05420
asyoulik.txt 16 O cp.htm 13 0 fields.c 17 0 kennedy.xls 14 0

lcetlO.txt 17 O . plrabnl2.txt 14 0 ptt5 14 0 sum13 0O xargs.1l 15 0 Table
25: Results of the Long Runs test in the output of the encryption that

ooy cor iy TSR ARO[ bl
it ) . e m
e L2500 N OU A OB k)

"the FIPS 14 _ e encrypti
Techniques for Steganography and Digital Watermarking, Artech House,

(2000))). One of the most common steganographic techniques consists

5 of hiding information in images. To experimentally demonstrate the
power of RV_A_H_E,, 5, the latter has been incorporated into a stegano-
graphic application by modifying 256-gray scale images with the output
of RDODE*. By virtue of the Statistical Perfect Secrecy property of
RV_A_H_E,, 9, its use in steganography is unique.

10 Rather than use a sophisticated scheme, to demonstrate a prima-facie
case, the Least Significant Bit (LSB) substitution approach for image
“carriers” has been used. This technique consists of replacing the least
significant bit of the j,ih pixel (or, to be more specific, the byte that
represents it) by the k™ bit of the output sequence. The set of indices,

15 {j1,.--,Jr}, where R is the size of the output (R < |I|, and |I] is the
size of the carrier image), can be chosen in various ways, including the,
so called, pseudo-random permutations. Details of this teéhniques can
be found in Katzenbeisser et al. (Information Hiding Techniques for
Steganography and Digital Watermarking, Artech House, (2000)).

20 Although this is a fairly simplistic approach to applying RV_A_H_E,, 5
in steganography, it has been deliberately used so as to demonstrate its
power. An example will clarify the issue. In an experimental prototype,

the well known “Lena” image has been used as the carrier file, which
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whi ch uses RV_JLEmM 2 has al so been rigorously tested to see how en- crypted
output varies with the keys and the input. In particular, the 5 probability
of observwogsobkeages i n the out put when the key changes byctacsingie bit
has been conputed. This is tabulated in Table 26. Oobserve that as desired,
the value is close to 0.5 for all the files of the Calgary Corpus.
Simlarly, the probability of changing subsequent output bits after a

given input syarbids tlas oepnt faR¥ed By Fyne blrhehadghlfolbeeintapec anguties.

This value is also close to the desired Value of 0.5 in alnost all files.
The results aigagabehdtag fromabhdeddinSithiel antpels obtsimsde frmi dwdrlyptidor

files of the Canterbury Corpus also. 114 SUBSTI TUTE SHEET ( RULE 26)
03/ 028281 PCHHeAAlY fizhi2c BF lthe@artdrbory drpa96he shovaklin Figases3. Apakp
0. 500052 geo 0.499907 news 0.499842 ob j 1 0.499463 obj2 0.500309
paper| 0.500988m phedwdimageddeipg ogbuallpei@dlr, their respective histograms
5 pass the similarity test with a very high level of confidence. Such results
are typical. _

- Observe that once the output of RV_A_H_E,, 5 has been obtained, it
can be easily embedded in the carrier by the most sophisticated steganog-
raphy tools (see Information Hiding Techniques for Steganography and

10 Digital Watermarking, Artech House, (2000)) currently available, and
need not be embedded by the simplistic LSB pseudo-random permuta-
tion scheme described above.

The present invention has been described herein with regard to pre-
ferred embodiments. However, it will be obvious to persons skilled in the

15 art that a number of variations and modifications can be made without

departing from the scope of the invention as described herein.
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progp 0.499961 trans 0.499244 Table 26: Statistical independence test
bet ween the key and the output perfornmed by nodifying the key in one
si ngl e biwoaa/ots2Bes of the Calgary corpus. P is the esti matrathopoot9 of
change. 115 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 File
nanme bib 0.492451 bookl 0.467442 book2 0.501907 geo 0.500798 news
0.500089 ob j 1 0.477444 obj2 0.496427 paperl 0.481311 progc 0.484270
progl 0.471639 progp 0.490529 tranRefapespeesabl e 27: Statisti cal
i ndependence test between the input and the output perfornmed by nodifying
one single bit in the input on files of the Calgary corpus. Pis the
estimated prob[l ¢fRcHamgdd and T. Bell. A Corpus for the Evaluation of Lossless
Compression Algorithms. Proceedings of the IEEE Data Compres-
sion Conference pages 201-210, Los Alamitos, CA, 1997. IEEE

5 Computer Society Press.

[2 ] R. Gallager. Variations on a Theme by Huffman. IEEE Transac-
tions on Information Theory, 24(6):668—674, 1978.

[3 ] D. Hankerson, G. Harris, and P. Johnson Jr. Introduction to In- -
formation Theory and Data Compression. CRC Press, 1998.

10 [4]D.A. Huffman. A Method for the Construction of Minimum Re-
dundancy Codes. Proceedings of IRE, 40(9):1098-1101, 1952.

5] D. Knuth. Dynamic Huffman Coding. Journal of Algorithms,
6:163-180, 1985.

16 ] S. Lakshmivarahan. Learning Algorithms Theory and Applications.
15 Springer-Verlag, New York, 1981.

[7 ] A. Menezes, P. van Oorschot, and S. Vanstone. Handbook of Ap-
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DDODE and RDODE Wth regard to applications, both DDODE and RDODE (and
their rewpaceseel i nstantiati ons) can be used as conpressipemalAdmooRd ngs i n
their own right. They can thus be used in both data transm ssion, data
storage 5 and in the recording of data in magnetic nedia. However, the

maj or applications are those that arise fromtheir cryptographic
capabilities HhdK.Sdyatel. IMirafificiionotDetd GperpressionE-Mongan Kevdnvmmk) ng
10 E-mail Video conferencin Secure wired or wrel ess communi cations

Net wor k security2nfio editionf,2Q00i.s, |l et us assune that the files stored in
a network are saved using one of the schenes advocated by this 15

invention. In h-a gase, even,if.a hacker sygceeds,i r eaki th
firewal | and SH ir@tﬁ%ﬂfﬁwﬂfeﬁ{ldh@w achian. potagicel Mefhaty IgwarState e
accesses, because.they .wld effggtively b ored as random noi se. The
advant ages of thﬁ@gﬁglﬁ\#ﬁeﬁﬁbgﬁ? eé\ﬁ‘b%??t ﬁ?ﬁ)m t he above, the application
of DDODE and RDODE in 20 steganography is enphasized. 117
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SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAO1/ 01429 St eganography is the
ancient art of hiding information, which dates back fromaround 440 B.C
(see Kat zeolgiozeer et al. (Information Hi ding Techni ques PicarcAsumganogr aphy
and Di gital Watermarking, Artech House, (2000))). One of the npbst conmon
st eganogr aphi ¢ techni ques consists 5 of hiding information in imges. To
experimental |y denmonstrate the power of RV A HEm2, the |atter has been

i ncorporated into a stegano- graphi (A@lpétmal)'coﬂby nodi fyi ng 256-gray
scale images with the output of RDODE*. By virtue of the Statistical
Perfect Secrecy property of RV AJLEm2 i its use in steganography is

uni que. 10 Rath than u a sophisticagted schene, _to _denonstrate a
prima-facie ca%@l‘mang‘s‘&tSI@ﬁHt @Latt tD()ﬂEs@spemtf?Dﬁbh]m)ach
for image "carriers” has been used. This technique consists of replacing
byte that reprocoae fps plodeoTptio A {6 ot oEiyEnn Ee el e o
i ndices, 15 {jider ified Bh ¥ j | AR Pagt - | and
1 Tethe SiE Rocified Bhe, PR Gultbub Ao AR s (1, BeGBEhoD) of teh

including they;, 9 @ﬁ't’h@%o&%@%‘éﬂ@f@lﬁ?‘ﬁ@rﬁ“{ﬁi 0“5-;%@1&115%'?11‘5;}@9&?1@

techni ques carl be found in Katzenbeisser et al’}(1Inf t1on

Techni ques f ofill BeegaleD hapHynaogyRbeiihell” WehelefBiK 0 thetRBBr HRMRE. the
(2000)). 20 Although this is a fairly sinplistic approach to applyifig RV

A H Em,2 i nsregsoadfraitynedisliasqhpes ciefinar ak edvents8B-ciRimal tBssless

demonstrate its power. An exanple will clarify the issue. I'n an
experimental dutef odypeession. Thus, if the decompression process is invoked on a
compressed a file, the file recovered must be ezactly the same as the

10 original uncompressed file.

As stated in Hankerson et al. (Introduction to Information Theory
and Data Compression, CRC Press, (1998) pp.75-79), the Distribution
Optimizing Data Compression (DODC) problem” can be more formally

written as follows:

15 Problem 1. Consider the source alphabet, S = {sy,.. ., s}, with prob-
abilities of occurrence, P = [py,...,Pn], where the input sequence is
X = z[1]...z[M], the code alphabet, A = {as,...,a,}, and the optimal
frequencies, F* = {ff,..., ff}, of each a;, j = 1,...,r, required in the
output sequence. The output is to be a sequence, Y = y[1]...y[R], whose

20 probabilities are F = {fi,..., f,}, generated by the encoding scheme
¢:S8—C={wy,...,wy}, where {; is the length of w;, such that:

"In general, outside the context of compression, this problem is referred to as the Distribution
Optimizing Data Encoding (DODE) problem.
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the well known "Lena" inmage has been used as the carrier file, which '118
SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAOL/ 01429 carries the output
of RV_A. .wHB/M28281 The original Lena inmage and the i mage pcasuiotiong9from
enbeddi ng the output obtained fromencrypting the file fields. ¢ of the
Canterbury corpus are shown in Figure 23. Apart fromthe two inmages being
visually simlar, their respective histograns 5 pass the simlarity test
with a very highgge(pk;ghq@pnfidence. Such results are typical. Cbserve

t hat once the ou 3ut of "RV-AJLE, ,,,,2 has been obtained, it can be easily
enbedded in the carrier by the nost sophisticated steganog- raphy tools
(see InfornatiOKZQﬁdhﬁgﬂmﬁ@gﬁquégwﬁtd Qﬁgﬁﬁaﬁﬁésaphy and 1o Digital

Wat er mar ki ng, Artech House, (2000)) currently avail able, and need not be
enbedded by the sinplistic LSB pseudo-random pernuta- tion schene descri bed
above. The present invention has been described herein with regard to pre-
ferred enbodi nents. However, it will be obvious to persons skilled in the
15 art that a nunber of variations and pudi |3ﬁ2jons can be nade mﬁtbg@ﬁ
departing fromthe scope of the invention a~déscribed herein. 119
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5

is minimal,.and

(#5) the distance
dF,F) =D _1fi— F1° (14)
j=1

is minimal, where © > 1 is a real number.

10 The Distribution Optimization Data Compression (DODC) problem
involves developing an encoding scheme in which d(F, F*) is arbitrarily
close to zero.

Given the source alphabet, the probabilities of occurrence of the source

symbols, and the encoding scheme, each f; can be calculated without

15 encoding X, as stated in the following formula for j =1,...,7r:
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We have no such algorithm! Perhaps someone reading this will supply

one some day...”
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SUBSTI TUTE SHEET (RULE 26) WD 03 %@% 01/ 01429 Appendi x A For nal
St at ement of the DODE Open Probl OBC¥B&e al phabet A _ {al,

, a,,} 1s given, and that the user' specifies the desired out put
probabl lities (or frequenC| es) of each 5a EAin the corrpressed file by

o oS C PO, I e P A0SR REN P Bl B0,
sub-opti mal | %10%&%?’;5 memoryless source with alphabet & = {0,1}, whose proba-
5 bilities are P = [p,1 — p], where p > 0.5, and the code alphabet,

A = {0,1}. If the source sequence X = z[1],...,z[n],..., with z[i] €
S,1=1,...,n,..., is encoded using the Process D_.S H Ey5 so as to

yield the output sequence Y = y[1],...,y[n],..., such that y[z] € A,

1=1,...,n,..., then
10

km

lim Pr|

n—oo

(n)=f=1, (16)

where f* is the requested probability of 0 in the output (1—p < f* < p),
and f(n) = CO(”) with ¢o(n) being the number of 0’s encoded up to time

15 n.

Proof. By following the sequence of operations executed by the Process
D_S_H_Ej,, and using the fact that the most likely symbol of S is 0,

y[n + 1] is encoded as follows:
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data conpression. Thus, if the deconpression process is invoked on a
conpressed a file, the file recovered nust be exactly the sane as the 10
ori gi nal wooonps2essed file. As stated in Hankerson et al. pCirrtaceduebi on to
I nformati on Theory and Data Conpression, CRC Press, (1998) pp.75-79), the
Distribution Optimzing Data Conpression (DODC) problenf? can be nore
formally witten as follows: 15 Problem 1. Consider the source al phabet, S

={sli ... , snm, with prob- abilities of occurrence, P=[pl1, ... , pnl,
where the input sequence is X = x[1] ... x[M, the code al phabet, A

{al,. .. , a,.}, and the optigml frequenmes F* ={f1, ..., f,*1}, of
each aj, j =1, ... , r, req |IOecif|wmh|el%eﬂOplamdseﬁ ENE f The out put isto
be a sequence, Y =y[l] ... MR, whose 2 robabilities are F f,.},

generated by the encpdin sc eme x{ﬂm%l]t——l{\dhld Fn) >wft, where i is the
| ength of wi, such ¥ H‘. =1 general out si de the context  of corrpres:{l'ﬁh
this problemis referred to dslt ié D{mt ipet Doandopf (mi 2i fig Bata Encodi ng
(DODE) problem 122 SUBSTI TUTE SHEET (RULE 26) WD 03/ 028281 PCT/ CAOL/ 01429
(i) Cis prefix, (ii) the avdrage coffe-wdf & Leagdh pfn) 8 f, Y'pA (13) i=1

where f (n) is the estimated probability of 0 in the output, obtained

5 as the ratio between the number of 0’s in the output and n as follows:
fln) =22

For ease of notation, let f (n+1)| f(n) denote the conditional probability

Prly[n + 1] = 0 f(n)], which is, indeed, the probability of obtaining 0 in

the output at time n + 1 given f(n). Using (17) and the fact that f (n)

10 is given, f(n+ 1)] f(n) 18 calculated as follows:

r "’07(:_’3;'1 if zln+1]=0 and fr) < or
+1=1 and f *
(n N 1)|f(n) .y o z[n + 1] an Ji(n) > f (18)
a if zn+1=0 and f(n)> f* or
\ gln+1]=1 and f(n)< f*,

where cy(n) is the number of 0’s in the output at time n.

Since f(n) = ( )it implies that co(n) = nf(n). Hence, (18) can be
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S5is mniml," and (iii) the distance r d(Y,Y*) EIf] - fj* 1 (14) j=11is
mnimal, where O> 1 is a real nunber. 10 The Distribution Optim zation
Dat a Conpwessioes2s{ DODC) probl em invol ves devel opi ng an emrcadiAavg/osehene in
which d(.F, .T*) is arbitrarily close to zero. G ven the source al phabet,
the probabilities of occurrence of the source synbols, and the encoding
schene, each f j can be calculated without 15 encoding X, as stated in the

followi ng forpulgif@h bsfollows: - - » r mmfi _ 2-,im Uipi ujiN (15)
oy Opa S 52 PR pateliows: oo (RULE 26) WD 03/ 028281 PCT/ CAOL/ 01429
where aj occurs uj2 tithesdgnw, for i =1, ... , mandj =1 , oIt

ind y e
is interesting to note that ﬂlﬁ@b&oiﬂ i§ 1t 0 nghdalflx) & ffi cglrt |
cause the data conpression redh*ilrenen'?j?land]the out put]il(pz GbeJ:Ei lity Eég)-

qui rements can be contradidtory. |nfomjal4y]spdakindg, f{(#) the™*occurr e 5
of 0" is sigii(hi-edijy +oder ;than the occurrence of "Min the unconpr'gd9ed

nﬁ) if zf[n+1]=0 and f(n)>f* or (c)

zn+1]=1 and f(n) < f*. (d)

Since (16) has to be satisfied, the behavior of (19) is analyzed for an
5 arbitrarily large value of n. To be more specific, the analysis consists of
considering the convergence of Fn+1) F(m) @ 1 — oo. This is accom-
plished by considering three mutually exclusive and exhaustive cases for
f(n).
The first one, deals with the situation in which f (n) = f*. Asn — oo,
10 it is shown that f* is a fized point. That is, f(n + 1)| F(n)=y- 18 increased
by an increment whose limit (for n — oo) is 0, and hence f(n+1)| -
will stay at a fixed point, f*.
The second case considers the scenario when f (n) < f*. The Process .
D_S_H_E,, increments f(n + 1) f(m)<s+ With a value proportional to the
15 difference p — f(n), causing f(n) to rapidly converge towards f* in the
direction of p. As it approaches p from f(n), it has to necessarily cross
the value f*, since f(n) < f*. It will be shown that this is done in a
finite number of steps, k, for which Ffln+F)| Fmy<sr = I
On the other hand, when f(n) > f*, f (n+1)] jny>f+ decreases. This

20 decrement is by an amount proportional to the difference f(n) — (1 —p).
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file, designing a data conpression nmethod which conpresses the file and

whi ch simul taneously increases the proportion of "0's to "1's is far from
trivial. Woasiozgeert ance of the problemis reflected in thecretAoow g
paragraph 1o as originally stated in Hankerson et al. (Introduction to
Information Theory and Data Conpression, CRC Press, (1998)): It would be
nice to have a slick al gorlthmto solve Problem1, es- pecially in the case

= 2, wh t I f
HCv, JEe N sorniBaR b, bl FEAY o Habitlly | EhiRbec 8RN 005 p0land as.
channel s are %f&ed%%%ge&%%ienn‘éﬁtﬁ% eal worl d. W have no such

al gorithm Perhaps’soneone re is Will supply one sone day..." 124

SUBSTI TUTE. SHEETII. P2 b0 G 0ARRE heBGHEGATH:0A 88 fongnil xuf (Fuget of

Theorens Theorem 1 (Convergence of Proces

tionary, neno yl_e etlh iglwilebet : es
are B 2 (o1 Vol Dot Ep s 0 s, and tﬁ?%ghgﬁﬁe%%mpﬁwﬂ%w Phe

source sequgnmrﬁﬁoﬁaﬂté]n_},l ., xX[n], ..., with x[i] E S, i =
n, ..., is encoded using the Process D SJI _E2,2 so as 'to yield the output

seque:tcr:]e Y = y[ TThese two sdmlergence phietbridiad, ¥birelE those iof thk second afid
..., then

third cases, cause f (n+1)] f(n) tO become increasingly closer to f* as n
is large, until ultimately f (n) is arbitrarily close to f*, whence the fixed
point result of the first case forces f (n) to remain arbitrarily close to f*.
10 Observe that the combination of the convergence properties of the
three cases yields a strong convergence result, namely convergence with

probability one. The formal analysis for the three cases follows.

() f(n)=
The analysis of the asymptotic property of the probability of
15 y[n + 1] = 0 given f(n) = f* is required. In this case, this is
calculated using (19.(a)) and (19.(d)), and the fact that Pr[z[n -+
1] = 0] = p, as follows: |

nf(n) +1 N nf(n)

- .
n+1 P n-l—l( p)

f(n+1)| foy=pe =

_ nf(n)+p
~on+l -
B nf(n)+f(n)+P—f(n)

20 B n+1 n+1
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10 limPr[f (n) =f *] =1, (16) n-*oo where f * is the requested
probability of O in the output (1-.p <f * <p), and f (n) _ "(n) with
co(n) beiwg mshes2aunber of 0's encoded up to tinme 15 n. PraafcAoByi420l | ow ng
t he sequence of operations executed by the Process D SJL.E2,2, and using
the fact that the nost likely synbol of $is 0, y[n + 1] is encoded as
follows: 125 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/01429 0 if x
[n + 1] =0 and f(n)<j or y[n+1l]= x[n+1] =1 and &)>| ( ) 1if x[n +1] =0
and f (n) > or x[n + 1] =1 and f (n) <4 g_l_ﬁé?)_isthe estir@@ﬁg
probability of O in the output, obtained 5 thena{ilo bet ween t he nunber
of 0's in the output and n as follows: f(n) go(n) For ease of notation,
let f (n+l) I1f(n) denote the conditional probability Pr{y[n + 1] =01 f
(n)], which is, indeed, the probability of obtaining O in the output at
timen+ 1 glvenf ( ). Usln (17) amd the fact that f (n) 1o is given, |
(n+ 1) If (n) is ca ?élﬂeatl@ct CRER:| o\ie) —cﬁ(,ng 20) yesulpring’ 1] = 0 and | (n)
:15f* or

p—f*
n+1"

. | fn+ D) g = + (21)

This implies that f(n + 1)|f(n)=f* — f*,asn — oo and f* is a

fixed point. Therefore, the following is true:

. N . _ *1
lim Pr(f(n+1)|gp—p = =1 (22)
10
Equation (22) is a very strong statement, since it implies that, as
n — 00, once f (n) arrives at f*, it stays at f* with probability
one. '
(%) fn) < s
15 In this case, the conditional probability of y[n + 1] = 0 given

F(n) < f*, is calculated using (20). as follows:

Fnt Dy = Flmy + 2210 (29
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n+l x[n + 1] =1 and |
1] = 0 and i(n) >f* or

(n) >*f (n+1) I An) _ CQ(n) (18) n+1l if x[n -1-
x[n+1l]=1 and f(n).< f*, where co (n) is the nunber

of 0's inwbolwoeszsput at time n. Since f (n) = io(n) it inmpcraAoioan9co(n) =
nf (n). Hence, (18) can be 126 SUBSTI TUTE SHEET (RULE 26) WD 03/028281
PCT/ CA01/ 01429 re-witten as follows: of (n)1 if x[n + 1] =0 and j (n)

<f* or '(a) f(n+ 1)~
if x [n+ 1] =0 and |

= x[n+ 1] =1 and j (n) >f* (b)(19 If (n) nf (n)
(n) >f* or ntl (¢) XxX[n + 1] =1 and f (n) <f * .

(d) Since (16) has to be satisfied, the behavior of (19) is analyzed for

Sonai ate of - const acers fE) SL0.al® Re<TBY ByRACH POyl ALE JRhS g

consi sts of consideri

This is accom pli shﬁ@ﬁ)k Pprﬁéﬂ%ﬁi ng three nutually exclusive and

exhausti ve cases for

f(n)  The first one, deals with the situation in which

f (n) =f * Asn-+o0c, 10 it is shown that f * is a fixed point. That

is, f (n+ 1) ~f(n)=f
oc) is 0, and hence f

o3RRS B LS Y Wose T (g

5
where A = —;Lf{(li) > 0 for all finite values of n.
Prior to analyzing the number of steps, k, required to ensure
that f(n + k)] f(n)<f+ becomes greater than or equal to f*, a
closed-form expression for f(n+ k)| fn)<s+ s first derived. Since
10 (23) determines f(n + 1) Fmy<p+» 1t will be shown below that
f(n+ k)| fin)<s+ can be calculated as follows:
, . k|p—fm)]
fort Bl = Fy+ e
15 Equation (25) is proven by induction on k.

Basis step: Clearly, (25) is satisfied for k£ = 1 by the fact that
(23) is true.

Inductive hypothesis: Suppose that (25) is satisfied for any j > 1.
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* wll stay at a fixed point, f *. The second case considers the scenario
when f (n) < f *. The Process D SJIE2,2 increnents f (n + 1) If (n)< f*
with a vawoespesepprtional to the 15 difference p - f (n) pcaauing2b (n) to
rapidly converge towards f * in the direction of p. As it approaches p from
i(n), it has to necessarily cross the value f *, sincei(n) <f *. It wll
be shown that this is done in a finite nunber of steps, k, for which j (n
+ k) If(n)< f* > f Oihatdsot her hand, when i(n) >f *, f -(n + 1) If(n)> f*
decreases. This 20 decrenent is by an amount proportional to the
difference f (n) - (1- p) . 127 SUBSTI TUTE SHEET (RULE 26) WO 03/028281
PCT/ CA01/ 01429 This, in turn, causes An) to rapidlyrconver towards 1 - p,
and as before, it intersects the value f *. AV%iIejjpe—zﬁ(agg quantities are
proportional top - j (n) and o (1 = Pin i y, it wlfofle
shown that they are both inve]:@el_%/ﬁ%f@)éfg poﬂi%—r‘l_gl tw4nj+ 1. These tQ/vog9
conver gence phenonena, nanely those of the second and third cases, cause |
(n + 1) f(n) to becone increasingly closer tof * as n is large, until
ultimately j (n) is arbitrarily close to f *, whence the fixed point
result of the first case forces j_(n) to . remain arbijrarily.close to f*. 10
bserve thab the conbréueiive séap:t Helsasaniiegkhe prove shat i(%@i/tﬁ‘tlt‘wefort]nfe]e

cases yields a stron onvergence, result, nanely convergence with
Y gulcostituti%g n for n+7 in n(2§33 a4 J

; : 2 N p—f(n+7) |
10 Using the inductive hypothesis, (26), (27) can be rewritten as

follows:

A

fln+j+ l)lf(n)<f* =

15

ipedw] - [fe R
TTawg T maieL
e dp ) P f(n)

-+ . — ;
n+j5 n+j n+j+1 n4+j5+1

131

SUBSTITUTE SHEET (RULE 26)



probability one. The formal analysis for the three cases follows. (i) f (n)
= f*. The analysis of the asynptotic property of the probability of 15 y[n
+ 1] = 0 wowsam2$28(n) =f * is required. In this case, thi sPCirmAmmnll at ed
using (19.(a)) and (19.(d)), and the fact that Pr[x[n+ 1] =0] = p, as
follows: f(n+l)~ n_f* = of(n)+1p+of(n)(1l-p) n f (n) +p n +1 20 = nf (n) +
f (n) +p-f (n) n+1 n+ 1 128 SUBSTI TUTE SHEET (RULE 26) WD 03/ 028281
PCT/ CA01/ 01429 = f(n) + p - f(n) (20). n+19pSmce |nth|3ﬁ%($l j (n) =1~

*, (20) results in: * 5 .f (n +71y T is

inplies that f (n + 1) | Hn) f* M@+éﬂ%#ﬁ+ﬁé (e gik poi nt .
Therefore, the followng is tr r |nppPr[7;()ni—(~nL9]Dpf (n)- f* =f *] = 1.
(22) 10 Equation (22) is T vé ) r?ng'_ 5(1[ m:m SI nce it inplies that,

" njfn )+J2f(n) (n+j)f<n)
CENCESES) 28)
_ py o dptp if(m)+ f(n)
_‘ﬂ)+n+j+1 n+j4+1
(G+1) |p— f(n
5 = )+ ) |p— 0] (29)

n+7+1

Hence, (25) is satisfied for all £ > 1.

On analyzing the conditions for % so that f (n+k)| foy<pe = 5

it is seen that the following must be true:

10
_ klp—f(n)
f(n) + [n+k ]zf*. (30)
Subtracting f (n) from both sides :
k@—ﬂm] s
15 P > "= f(n). (31)
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n -+ oo, once i(n) arrives at f *, it stays at f * with probability one.
(iit) f(n) <f*. 15 In this case, the conditional probability of y[n + 1] =
0 given Wo(mp2s28f *, is calculated using (20). as foll owecTEcAM/0i420n) (23)
f (n+1) 1| f(n)<f* =f (n) +n + 129 SUBSTI TUTE SHEET (RULE 26) WO

03/ 028281 PCT/ CA01/01429 Since j (n) <f * and f* < p, by our hypothesis,
it is clear that f ), <.p. nce: f (n +,]) ~f(n)<f* =1f (n) + p., (24)
5 where z = n+1> 0 fM]ulémlym&Fg@ﬂlme@éy%ém Orrnadividing dyyri-ad (nhe> 0,
nunber of steps, Kk, uired to ensure that f (n + k) becones greater than
or equal tof *, a éﬁgs@?l”@rlﬁexpression for f (n+ k) f (n)<f* is first
derived.. Since 10 (23) determines f (n + 1) I f(n)<f*, it wll be shown
belowthat f (n + k) f(n)< f* can be.calculated as follows: k [p - f(n)] f
(n + k) 1f (n)<f* =f (n) d + k @5)]6@35;@6{1{40_[\_ 125), i s proven by

i nduction on k. Basis step: Clear}c,y,_ 53%7?) s gatisfpetfor k = 1 by t(l??g)
fact that '

~ Solving for k yields:

n
> (33)
fr=fn)

10 Hence, for a finite n, after k steps (k finite), (30) is satisfied with
probability one. More formally,

Pr[f(n+k)|f(n)<f* > =1, k< oo. (34)

| Observe that the convergence implied by (34) is very strong. It
15 implies that f(n+ k)| fmy<p+ Will be abéve (or equal to) f* in a
finite number of steps, k, with probability one. Moreover, since
the increment is inversely proportional to n + 1, f (n) converges
quickly towards f* for small values of n, and will stay arbitrarily

close to f*, as n — oo with probability one.

20 Since f(n+k)| F(n)< s Will sooner or later exceed f*, the discussion

of this case is concluded by noting that when f(n + k)| fmy<ss >
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(23) is true. Inductive hypothesis: Suppose that (25) is satisfied for any

j > 1. 130 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 That
is: [p-f(wpJosoegmtj )1 (n)1f * = f(n) + n+ j (26) 5 |Inducticrecauop29lt is
required to prove that (25) is true for j + 1. Substituting n for n+ j in

(23): f(n+j +1)1I f n<f* =f(n+j)+p-f(n+j) (27) 10 Using the inductive
hypot hesis, (26), (27) can be rewitten as follows: f(n+ +')If(n)<f- 15 ~

rpf (M j [p - f f%n)}hep quapiity) fénntjk —H‘l)iﬂggjt ha8 totbk cdlchilabsd i hP |
f (n) +p_f (n) n+_n+ n+j+1 n+j+1 131 S é | TUTE SHEET ( RULE 26) WO
03/ 028281 PCT/ CA01/ 0didfegent way since the hypothesis of Case (i) is violated. Indeed,
in this scenario, the hypothesis of Case (i) is satisfied, and the
following analysis comes into effect. Finally, if f (n+k)| <y =
5 f*, the quantity f(n+k -+ 1)] fin)<s+ 18 calculated using (21) as

in Case (i), converging to the fixed point, f* asn — oo.

(i5) () > f*
In this case, the conditional probability of y[n + 1] = 0 given
F(n) > f*, is calculated using (19.(b)) and (19.(c)), and the fact

10. that Pr[z[n + 1] = 0] = p, as follows:
Ot Dlysye = Lc::z j 1 1-p)+ Zfinfp
nf(n)+1-p
B _n+ lA
_ b+ i) | (1—p) - fw)
n+} n+1
_ iy J(n)=(1-p)
- fomy - 126 )
15

Since f(n) > f* and f* > 1 — p, it means that f(n) > 1-—p,
which implies that f(n) — (1 — p) > 0. Thus: |

F(r+ D) = F(n) = A, (36)

134

SUBSTITUTE SHEET (RULE 26)



+j f (n) (n+j)(n+j + 1) (n+~)(n+ + 1) An) + nip+j2p+ (n+)p
+j)(n+j+1) njf(n) +2f(n) + (n+)f(n) (n +j) (n +j) + 1) (28 | (n) -f-
+ p _ wo(oap2s28f (n) n+j+1 n+j+l (j + 1) [p - f(n)] 5 =ra@rAct/onR9] + 1
9) Hence, (25) is satisfied for all k > 1. On analyzing the conditions
for k sothat f (n + k) I f(n)<f* >f it is seen that the follow ng nust
be true: 10 k [p-j (n)] j (n) + n + k (30) Subtracting j (n) fromboth
sides : k [p-f(n)] * 1 15 n + k >f f (n) (31) 132 SUBSTITUTE SHEET
(RULE 26) WO 03/028281 PCT/ CA01/01429 Multiplying both sides by n+t k > 0

and dividing by f * gif, (R 2 ﬁn);fl%)>r§%“rf filite. Hence, as n grows, f(n)

decreases by a positive value, A.

ip
(n
I p
(2

A closed-form expression for f(n+ k)| ¢, ;- is now derived. In-
5 deed, it is shown by induction that if f(n+1)| Fn)>g- 18 calculated
as in (35), f(n + k)| > - can be calculated as follows (k > 1):

. k) - (1-p)
f(n—l-—k)lf(n)>f*:f(n)—— [ ntk p]-

(37)

10 Basis step: Equation (37) is clearly satisfied, by virtue of the
fact that (35) holds. Hence the basis step.

Inductive hypothesis: Assume that (37) is true for j > 1. That

1s:

|

15 fn+ s = f(n) -

S~

—~
=

N
!

~

. —

l

s

| SGSSE———— |

Inductive step: It is shown that (37) is satisfied for j + 1. Sub-
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p-f(n) >n+f* - f(n) k k. (32) 5 Solving for k yields: n (33) > p f(n) -
1 f -.f (n) 10 Hence, for a finite n, after k steps (k finite), (30) is
sati sfi edwaiosl2s2pr obability one. Mire formally, Prf (n +Pr/dAoiponpsf* > f
*] =1, k <00 . (34) Qoserve that the convergence inplied by (34) is very
strong. It 15 inplies that f (n + k) f(n)< f* wll be above (or equal to)
f *in a finite nunber., of. steps, Kk, thr( obahility one. Moreover, since
the increment is inv%qlg‘éﬁlygﬂ?g%ﬂﬂ"ohé}? 385 Kesulys 187 (n) converges quickly
towards f * for small values of n, and will stay arbitrarily close to f *,
as n -+ oo with probability one. 20 Since f (n+k) If(n)< f* will sooner or
| ater exceed f *, the discussion of this case is CL§EC| ug)(?gvﬁy nati ng that
when f (n + k) If (n) <y$|ﬁ_|_}-3;31 ):(J‘BSTI Tl._ﬂ'?(gl—_l,gﬁ ( U=y 03?0282(2%
PCT/ CAOL/ 01429 f the quantity f ? B> 2 ) | }< f* hasttpibe calcul %d
ina different way since the hypothesis of Case (ii) is violated. Indeed,
in this scenario, the hypothesis of Case (iii) is satisfied, and the

5 Using the inductive hypothesis, (38), (39) can be re-written as

follows®:

10
d|fm) - -]
= f(n) - "F]
foy - 21009 1
- ) n+j+1 . ' (40)
_ py i) i-p)  f(n) (1-p)
f(n) ,n+j+A n+ g n+j+1+n+j+1
R P ) __ i-p)
(n+i)n+i+1)  (n+5)(n+j+1)
— i) njf(n) +5°f(n) + (n + 5)f (n)
15 (n+5)(n+j+1)

(n+5)(n+7+1)

8The algebra for this case mirrors the algebra of Case (ii). It is not identical, though,
since p and 1 — p interchange places, and the sign for f(n) changes from being positive
to negative in various places. The proof is included in the interest of completeness.
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foll ow ng analysis cones into effect. Finally, if f (n + k) f(n) <f* 5 f
* the quantity f (n + k + 1) f(n)s f* is calculated using (21) as in Case
(i), conveogisngs2o the fixed point, f *, as n -* oo. (iii)pcI(@yo1m14d. |In
this case, the conditional probability of y[n + 1] = 0 given f (n) > f* |
is calculated using (19.(b)) and (19. (c)) and the fact 10 that Pr[x[n +
1] =0] =p, as follows: f (n -{- 1) f(m)>f* =n.f (n) +1(1 - p) +nf
(n) p nf(n)+1-p n +1 nf(n)+f(n) 72]5 n) +1 Y+l (1f( - f(n) - (1
- p) (35 n + 1 15 Since=f (fifp)> I )pl)fhﬁ ]1([[' 'w_ll(lwe@ls that J(n) >
1 - p, whichinplies that f (n) - (A+=JprL 0 Thu@'i-,]f-l-(h + 1)J f(n)>f* =
f (n) - 4, (36) 134 SUBSTI TUTE SH E'I_i_ ﬁ{ EﬁG) 028281 PCT/ CA01/ 01429
where A = 1(n)-(11-p) > 0 fory,nfi { {'e {+ Qs np f ows, j (n) decreases
by a positive value, A ATIéé@}i“f ormeer_ﬁssu)In for—f-(n + k) | f(n)é‘l]f)*
i's now derived. |In- V

Therefore, (37) is satisfied for all k > 1.

5 Observe now that f (n) monotonically decreases till it crosses f*.

To satisfy f(n+ k)| fy>p+ < I, the following must be true:

 k[fm) - (1-p)

foy -5 T g, (42)
10 Subtracting f (n), and reversing the inequality, yields:
fo - £ < = [fm) - (1= p)] (43)
“n+k .

Multiplying both sides by ”k—i’i > 0 and dividing by f (n)—f*>0,
15 (43) results in: |
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5 deed, it is shown by induction that if f (n+l1) I f(n)> f* is calcul ated
as in (35, f (n +k)11(n)>f" can be calculated as follows (k > 1): [1(n)
-(1 -n)] wof@magpi f (n)>f* = f(n) - n + k (37) 10 Basis streprcAdaqoat2poon (37)
is clearly satisfied, by virtue of the fact that (35) holds. Hence the
basis step. Inductive hypothesis: Assunme that (37) is true for j'> 1. That
is: [f (n) p)] 15 f(n+j)Ij(n)>f* =f(n) - nt j (38) Inductive step: It is
shown that (37) is satisfied for j + 1. Sub- 135 SUBSTI TUTE SHEET ( RULE 26)
WD 03/ 028281 PCT/ CAOL/ 01429 stituting n for n + j in (35) results in: f (n

+j +1) 11(n)> f- = f +j) 4 i)yv- (1 - 39) +j+1 5 Usi

the indzjcti\(/g) hypot hesig,n (38,10@5)(_” 15#@}2&2%)@ ) _flollows 8(174n§n *
j Erll) ; f(n)>f* 10 j [f (n) - fla)p )+ f(N) & n+j kﬁ]) -t (n) )
- (- p

As before, solving for k, yields:

1

k> n

f(?)—(l"‘P) —1 ’
f(n)—f*

(45)

Thus, for a finite n, after k steps (k finite), (42) is satisfied with
probability one. That is: |

10

Pr[f(n+ k)| oy < f]=1. (46)

As in the case of (34), equation (46) represents a strong conver-
gence result. It implies that, starting from f (n) > f* f(n+
15  k)| #ny> s+ Will be below (or equal to) f* in a finite number of
steps, k, with probability one. Moredver, since the decrement is
inversely proportional to n + 1, f (n) converges quickly towards

f* for small values of n, and will stay arbitrarily close to f*, as
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n+j n+j+1 (40) f(n) _ 7f(n) +j(1 -p) f(n) + (1 - p) n+ n+ n++l n+j+1
+if(n) - j(1-p) (n+)(n+j+1) (n+.7)(n+j+1) f (n) _ njf (n) + j2f (n) +
(n + j)f Wwo)osbzsgn +)(n + j + 1) +nj(1l-p)+ j2(1 -p)+(n+ PCIEYo1/0(429M+] +1)
8The al gebra for this case mrrors the algebra of Case (ii). It is not

i dentical, though, since p and 1 - p interchange places, and the sign for
j (n) changes from being positive to negative in various places. The proof
is included in the imtereswitlf prohpbBityneee. 136 SUBSTI TUTE SHEET ( RULE
26) WO 03/028281 PCT/ CA01/01429 f(n)- if (n) +f (n) +j (1 -P) + (1 -P)
n+ +1 n+ +1 (j +1) [fq; : = 4 (N), Bl ord floemé Ié3s tha
satisfied for all k%ﬂ%ﬁa ](S(%Gi_g)éy\’;{é‘sﬁéwﬂ?ﬂ;%%g rmmﬁt{)e?oni(?al Iéyé%segrelzlisogs
till it crosses f Tonsdtitosf, ﬂ)‘hié bate k3 tbrifndted b§r<nc$tiﬁg ktthlaﬁ Wheh offimg-

must be true: k [j(n) - (1~ p)] (n) - <P. (42 n +
k)lf'(n)>f* < f*, the quantity fln+k+ 1)lf(n)>f* has to be cal-
5 culated in a different way since the hypothesis of Case (%) is
violated. At this juncture, the hypothesis of Case (i) is sat-
isfied, and the previous analysis of Case (i) comes in’;o effect.
Clearly, if f(n+k)|js - = f7, the quantity fn+k+1)] 5 p

is calculated using (21) as in Case (4), converging to the fixed

10 point, f*, as n — oo.

To complete the proof, the analyses of the three cases are combined
to show that the total probability f (.), converges to f*.

From (34), there exists m > n such that
1 P () s > £ = 1. (47)

This means that f(m)lf(n)<f* > f*, but f(m+1)|f(n)<f* < f(m)lf(n)<f*,
since f(m)| Fmy<p+ Obeys (35). Equation (35) yields :

20 Fm) e = £, (48)
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10 Subtracting j (n), and reversing the inequality, yields: f(n) - f* <k k
[f(n) - (1 - p) . (43) Miltiplying both sides by ntk~ > 0 and divi di ng by
i(n) - f woe30282815 (43) results in: 137 SUBSTI TUTE SHEEPCTRUOE0R2EY WO

03/ 028281 PCT/ CA01/01429 f(n)-(1-p) > n+k=n-}-1. 44 f (n) - f * k k ()

As before, solving for k, yields: 5 n k> f(n)-(1-p) (45 f (n)-f Thus,
for a finite n, after k steps (k finite), (42) is satisfied with
probability one. That is: 10 Pr[f (n + k) 1j(n)>f * <f *] = 1. (46) As in
the case of (34), equation (46) represents a strong conver- gence result.

I't inplies thatwlsrard 9@ 43 M4 08) Hedce| therd Bxistd mgk) mh, fandng arbitradily be
below (or equal to) f * in a finite nunber of steps, k, with probability

one. Moreovergmgllmgh tigatdecrenent is inversely proportional ton + 1, f
(n) converges quickly towards f * for small values of n, and will stay
arbitrarily close to f *, as

lim Prf|f(no)

5 e300 lf(n)<f*

—fl<d=1. (49)

In the contrary scenario of (46), it is known that there exists m > n

such that:

10 Pr{f(m)|jysp < F1=1. (50)

Hence f(m)|f(n)>f* < f*, but f(m+ Dltmyspe > f(m)lf(n)>f*. From
(23), it can be seen that:

15 Fm)) jyspe = F* £, (51)

where § — 0 as n — co. Again, there exists ng = m, and e arbitrarily

small such that:
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138 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/01429 n -+ oo with
probability one. Since f (n + k) ~ f(n)s>f* will sooner or |ater becone

| ess t harworos/oespsnl to f *, this case is term nated by noticmgAohai42ahen f
(n+ k) f(n)y>f* <f*, the quantity f (n + k + 1) I f (n)>f* has to be
cal 5 culated in a different way since the hypothesis of Case (iii) is
violated. At this juncture, the hypothesis of Case (ii) is sat- isfied, and
the previous analysis of Case (ii) cones into effect. Cdearly, if f (n +
k) f(n)s f* =f * the quantity f (n + k + 1) f(n)s f* is calculated using
(21) as in Case (i), converging to the fixed 10 point, f *, as n -+ oo. To
conplete the proof, the anaglys ] e three are conbi ned w
that the total probability ﬁuzm@é@?ﬁ*o Tf}?ggomg(’:M), t here eﬁlig}t)s m
> n such that 15 Pr[ f (m | f(n)< f* 2 f *1 = 1. (47) This means that f
(m If (n)<f* >f * but A(mtl) | f (n)<f* <f (M If (n)<f - since f (M
f(n)< f* obeys (35). Equation (35) yields 20 .f (m If(n)<f f * + b, (48)

139 SUBSTI TUTEC%%EIP égL@EQZﬁ@)VD%%/é 8281]r CT/ CA01/ 01429 where b -+ 0 as
| ? /> i

n -4 00. Hence rtrarily
5 tli{gl@Pr[ FW) py=ge = 11 = 1, (53)
tli)I]O.’loPI’[ ()|fn)<f* —f] = 1, and (54)
¢ = = 55
m Prlf ()| pyspe = £ = 1 (55)

From the three cases discussed above, the total probability ft) = f*

10 is evaluated as:

Pi{f(t) = ] = Prlf®)|jpep = £ Prlf(n) = 1]+
Prf ()]t = 1] Prf(n) < £1]+
Pr[f(t)) tguys g = £ Prlf(n) > £ (56)

15

Since the conditioning events are mutually exclusive and collectively

exhaustive, (53), (54), (55), and (56) are combined to yield:
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.small such that: 5 IimPr[If (no) I (n)<f- - f*1 < E = 1. (49) no-+o0 In
the contrary scenario of (46), it is known that there exists m> n such
that: 10 wo[oBo2{28) |.f(n)>f* f *1 = 1. (50) Hence f (mf. pCmjcAc1/0%420*, but
AM+ 1) f (n)>f* >f (nm I.f(n)>*. From(23), it can be seen that: 15
f(ml f(n)>* = f*+b, (51) where b -4 0 as n -4 o0o. Again, there exists no
=m and E arbitrarily small such that: 140 SUBSTI TUTE SHEET (RULE 26) WO
03/ 028281 PCT/ CA01/01429 |im€Pr[if (no) f(n)>f* - f * < E = 1. (52)

no- +oo Conbining (22), (49), and (52), yields: 5 1i ~Pr[f(t)l f(n)=f* =f

*1 =1, (53) limPr[f (t) f (n)<f* = f *1 =1, and (54) Ii
~Prf(t)If(n)y>f* = f*] = 1. (55) lierBohf({he=t ff pe tases di scussed abov@7)t he
total probability i(t) f * 1o ié*®&aluated as: Pr[f (t) _ f*] = Pr[ . f (t)
If (n)=f * =f *] Pr{f (n) =1f *] + t

and the result is proven. l

5 Theorem 2 (Rate of Convergence of Process D_S H Ey,). If f*is

A

set at 0.5, then E[f(1)]=0.5, for Process D_S_H_Ey 5, implying a one-step

convergence in-the expected value.

Proof. From (23) it can be seen that f(n + 1) has the value given below

10 fin+ Dl tmy<p- = fn) + 1—9—;—_{({9— (58)

whenever f(n) < f*. |
But independent of the value set for f(0) in the initialization process,
this quantity cancels in the computation of f (1), leading to the simple
15 expression (obtained by setting n = 0) that

F(1) = p whenever f(0) < 0.5.
Similarly, using expression (35), it is clear that f (1) has the value

1 — p whenever f(0) > 0.5.
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Pr [f (t) I f(n)<f .f *] Pr{f (n) < .f *] + Pr[f (t) I f (n)> f* f *1
Pr[f (n) > 1 *] (56) 15 Since the condltlonl ng events are nutually

excl usi vewend/oes281 ecti vel y exhaustive, (53), (54), (55), ramdcA050)42ar e
conbined to yield: 141 SUBSTI TUTE SHEET (RULE 26) WO 03/028281

PCT/ CA01/ 01429 IimPr[f (t) f *] =1, (57) and the result is proven. ~ 5
Theorem 2 (Rate of Convergence of Pchess D SJIE2,2). If f * is set at 0.5,
then E[ f (1)]=OnBializingPiluceakueDoblf (02t bei hesk yilreg o “owetls trapbability s,
convergence in, the expected value. Proof. From (23) it can be seen that f
(n + 1) has tleady doue given below 10 f(n + 1)1 f n <f* _f(n) + p - f(n)
(58) n-+-1 whenever f (n) < f *. But independent of the value set for j(0)
inthe initialization process _this quantity cancels in the corrputatl on of

1(1), leading to the sinple Qgg on-H pitial @ setting n = 0) that
f (1) = p whenever f (0) < 0. 5 S?< Ig?(f ugb{ng gi(pressmn (35), it is
clear that f (1) has the vaI ue 1 - p whenever j(0) > 0.5. 142

which can be expressed in its matrix form as follows:

= - . (59)

The above, of course, implies that the value of f (0) can be initialized

to be greater than f* with probability 1 — s. Thus,

F1) = (1= s)(1 = p)F(0) + (1 - s)plL ~ F(0)],

which can also be expressed using the matrix form as follows:

10

From (59), (60), and using F(-) to denote the vector [f(-),1 - FO),
the expected value of f(1) and 1 — (1) becomes:
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SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/01429 Initializing the
value of f (0) to be less than f * with probability s, leads to f (I) =
SPA O + wp[ok/2828(0)] which can be expressed in its matriPCTI@QOM0BLY _
follows: T f(1) =sp s(l- p) f(0) (59) 5 1- f(1) sp s(1l-p) 1- f(0) j L
The above, of course, inplies that the value of f (0) can be initialized
to be greater than f * with probability 1- s. Thus, f(1) _ (1-s)(1-PV
(0)+(1-s)p[1-f(0)], which can also be expressed using the matrix form as
follows: 10 T f(1) (1 - s)(1 - p) (1 - s)p (0) (60) 1 - f(1) (1 - s)(1
- p) (1-s)p1l- f(0) From(59), andumg (-) to denote the
vector [ f (),1 - f ()], the d2 :vdl/_leEi 1) and 1 - f (1) 61)
becones: 143 SUBSTI TUTE SHEET ( 6) WO 0 /02 81 PCT/ CA01/ 01429
[_-P(1)] =MET[.."(0)] , (61)

where M is the Markov transition matrix given by:

T

wro [P0 sa-p -]t

sp+(1-s)1—p) s(l—p)+(1—s)p

Calculating the eigenvalues of M, yields A\; = 1 and A2 = 0, and hence

the Markov chain converges in a single step!!
10  Therefore, if f (0) is uniformly initialized with probability s = 0.5,
E[f (1)] attains the value of f* = 0.5 in a single step. O

Theorem 3 (Convergence of Process D_S_H_E,,5). Consider a sta-
tionary, memoryless sourcé with alphabet S = {sy, ..., s,,} whose prob-
abilities are P = [pi, ..., pm), the code alphabet A = {0, 1}, and a binary

15 Huffman tree, 7, constructed using Huffman’s process. If the source se-
quence & = z[1]...z[M] is encoded by means of the Process D_S_H_E,, 5
and 7, generating the output sequence Y = y[1].. .;y[R], then

lim Pr[f(n

n—00

s
/\
\./
I
o
P
I
—_

(63)
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where Mis the Markov transition matrix )gi\(/(in ;)y:GSilT IN{F'— sp:gl-s)(l-p)
s(1-p)+(1-s 62 sp+(1-s)(1-p) s(1 -p)+(1-s)p cul ating e .
ei(geR/aI( uws)ﬂgmgmzyi elods ai =1 and A2 = 0, and hence thecvioAcwwiehai n
converges in a single step!! 10 Therefore, if j(0) is unifornly initialized
with probability s = 0.5 E[f (1)] attains the value of f * =0.51in a
single step. * Theorem 3 (Convergence of Process D S-H Em2). Consider a
sta- tionary, nenoryless source with al phabet S = {si, ... , sn} whose
prob- abilitie abet A =10, 11, and a

re..P = . .I.ne cade al ph
bi nary 15 Huf FRSTE 77 a8 ,th%%%’eb}ﬁ%ﬁerduléf(gﬁh}gm@%lﬂum %Ogtﬁ)ﬂ?ébﬁsﬂ%&ﬂ < jfie<
- nce X.= xi/1} .. [ IS cpded means of .the Process
D SILEm 2 ank): QUL D) 7 The B O cREaEcEhy TR ey of 05 gprpdod nep
= 1, (63) n-*oo 144 SUBSTI TUTE SHEET (RULE 26) WO

limPr[f (n) = f. * (1 \
03/ 028[281'PC11?0C5£61%671429 where f * is the requested probability of O in the
output (1- frnax <f * < fmax), and f (n) _ inn) with co(n) being the

nunber of O sPpapdeshuiRe fut! tHE Maximum number of levels in 7 is j. Since

different symbols coming from the input sequence are being encoded, it

is clear that the level j is not reached for every symbol. Observe that

the first node of the tree is reached for every symbol coming from X -

which is obvious, since every path starts from the root of T . Using this

10 fact the basis step is proved, and assuming that the fixed point, f*, is

achieved at every level (up to j — 1) of T, the inductive step that F* is
also attained at level j can be proven.

Basis step: It has to be proved that the fixed point f* is achieved at the

first level of 7. Note that the root node has the associated probability

15 equal to unity, and hence its left child has some probability p; > 0.5

(because of the sibling property), and the right child has probability

1—py. This is exactly a Huffman tree with three nodes as in Theorem 1.

Depending on the condition f (n) < f*, the value of f(n) will be

increased (Case (ii) of Theorem 1) or decreased (Case (iii) of Theorem 1)

20 by A; as given in (24) or (36) respectively. Whenever f (n) asymptotically

reaches the value of f*, it will stay at this fixed point (Case (i) of Theorem

1). By following the rigorous aﬁalysis of Theorem 1, omitted here for the

sake of brevity, it is clear that f (n) asymptotically attains the fixed point
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5 Proof. Assune that the maxi mum nunber of levels in Tis j. Since
different synbols comng fromthe input sequence are being encoded, it s
cl ear thawotodm2828vel j is not reached for every synbol. Opsarcsiibhad the
first .node of the tree is reached for every synbol comng fromX - which is
obvi ous, since every path starts fromthe root of T. Using this 1o fact the
basis step is proved, and assumi ng that the fixed point, f *, is achieved
at every | evel @i to PO, Wip-lof T, the inductive step that f * is also
attai ned at Iev3jéj c_aneéﬁwpéov_en. Basis step: It has to be proved that the
fixed point f *IPNGusHHE taesisheAssutpgithagvidie et poisteft harttaimedoby
node has the associ ate rQbabi ity 15 equal to unity, and hence its |eft
child has so 19?%2[@+§+1§ﬁ7p12,at>1€@¢151 (bbeadsdonn theosvishi prphetabity upjty. and
the right child S probabi | 1- pl. This is._exactly a Huffman tree with
t hree nodes as r[?f #ﬁgBF A It &E‘ém %&)Vﬁﬂ t@@nﬁﬁ HoIRt (¢n)is asymptathe
value of f (n) w |l ;be increased,(Case(ii f . Theorem 1) or decreased
(Case (iii )§ o%c BFERYS atZ%VﬁglOI ks Séﬁ‘?fgeﬁﬁ? AGY%AL} THRY (45) T‘?@i‘ﬁgcﬁlrv@lly.
Whenever f (n tatical.l reaches the value of . f * it will stay, at
this fixed po%}%ﬁag%/@gzé (355“15% ﬁfﬂgbfﬂ%mlﬂl‘? SEIUPRE, duierieapon Tegan GIAe the
anal ysis of T, 1t 1 erg for th sake, qf -brevity,. it is ¢lear
that i(n) asygn%?%ﬁlﬁqgaﬁ@ﬁ]aért g—lﬂ)ngort ﬁéesFiS}Yé]angi WtuSt%Wé’em ¥ET]@FE3§I§E@WG
(RULE 26) WD 03,028 1.0 é@l *asn -+ 00, 1. Indyctiv .
hypot hesi s: A'gséu??é %ﬁé?ﬁﬂées%%gdﬁ ?ﬂ?ﬁtf %kﬂiu'f %ﬁrt%v\ll\hg%aw Oidﬂl? inductive

hypothesis.

10 For the éase in which the level j is reached, the decision concerning

the branch assignment is to be taken in a subtree, 7;, whose root (at level

j) has weight w, and its two leafs have probabilities pj, and p;,. After

normalizing (i.e. dividing by w), the root of 7; will have an associated

normalized probability 1, the left child has the associated normalized

15 probability p; = %, and the right child has probability 1 — p; = %’—,
where p; > 0.5 because of the sibling property.

Since the decision on {:he branch assignment is being taken at the root

of T;, if f (n) < f*, the value of f (n) will be increased by an amount A;

as given in (24). This corresponds to Case (ii) of Theorem 1. On the

20 other hand, if f(n) > f*, f (n) will be decrease by A; as given in (36),

which corresponds to Case (iii) of Theorem 1. Finally, if f (n) = f* f (n)

will asymptotically stay at the fixed point f*(Case (i) of Theorem 1). As

in the basis step, by following the rigorous analysis of Theorem 1, which
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Process DS HE,,,,2 at level j -1 > 2, for n -~ 00 with probability unity.
I nductive step: It is to be shown that the fixed point f * is asynptot e
ically acwoesmas2at | evel | = j. Since the level j may not pcaatvedifer al l
the synbols comng fromthe input sequence., the decision regarding the
assignment 0-1 or 1-0 for these synbols nmust have been taken at a level k

<]j. Inthis case, the .argunent is true for j, because of the inductive
hypot hesi s. 18 crorttethderaser the ahke bf bhevitgviélfollows theaqf(e@,asyh%pﬂﬂ;@éﬁl}@n
concerning the branch assignnent is to be taken in a subtree, T, whosé

root '(at |evathieygs s fiwetdgmeint)f* and i+t wo.p.2af s have probabilities pal
and pj2. After normalizing (i.e. dividing by zo), the root of T will have
an associ ated ddendducsipipfelbemws laindythe theeranefis pehivédl has t he associ Bt ed
normal i zed 15 probability pj = p , and the right child has probability 1 -

p‘h the bﬂﬁgﬁﬁé&?g&‘%ﬂi?a?@fﬁﬂ%&%fgnkgﬁeﬁ‘ rotted BR Hia) Bonsiigr o
= | [ AJ ' [ 24) .
This corr edpdnatididastotiie) WEHERERARY ¥ Snithe) ovidithe: Chdiceinhebet n)
Case (111 or tiekPal 1 sy e epputh B Lpdlaf, 2l wifh oS
The basi s ot du= by r ot o ity ERAAPA gBfing S5 BRedrt BBornd ST Bian B 146
SUBSTI TUTE. SHEE 4G Sl iAGHMAREZH-PEHCAOL A2 such that 4fi] € A,

1=1,...,n,..., then
10

n—0o

lim Pr(f(n) = 7] =1, (64

where f* is the requested probability of 0 in the output, and f (n) = co(n)

n

with cp(n) being the number of 0’s encoded up to time n.

15 Proof. It is to be shown that the fixed point f* is asymptoticaily achieved
by Process D_A_H_E3 as n — oo, with probability unity. Observe that
at each time instant, Process D_A_H_E, , maintains a Huffman Tree 7,,,
which has the sibling property. 7, haé the root, whose probability or
weight is unity, the left child with probability $(n), and the right child

20 whose probability is 1 — p(n), where p(n) > 0.5 because of the sibling
property.

"The details of the proof follow the exact same lines as the proof of
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is omtted here for the sake of brevity, it follows that f (n)
asynptotically achieves the fixed point f * as n -+ oo, w.p.1l. The
i nduct i onwbai3loesrs1 and the theoremis proved. ~ Theorem 4 pCCarnengance of
Process D AJIE2,2). Consider a 5 nenoryl ess source with al phabet S = {0, 1}
and the code al phabet, A = {0,1}. If the source sequence X = x[1],

x[n],..., with x[i] ES, 1 =1, n, ..., Is encoded usmgthe iDrbcess
Process D-A- H{héoZeimolasThieg areeh@ttﬂ@eatéd)dtereeqﬂemeh’ # ¥ tlear.that, at
y[n], ..., such that y[i] EA i = : n, ... then 10 limPr[f (n) =

f *] =1, (64pacintimne inktems ‘fn’*thtsretm tlﬁ@eecsiseslfprgclﬁal)l lity of 0 in the
output, and j (n) _ c(n n wth co(n) being the nunber of 0's encoded up
totime n. 15 Proof. is to be shown that the fixed point f * is
asynptotical ly adh) eﬁ@d) =byf*Pr obeshiDesd; &2 12 insrensest indefinitely, pf(a)awilli t y
unity. Observe that at each tine instant, Process DDA-HE2,2 maintains a
Huf f man Tree I nn, vﬁtlaghah&hetﬁvesch|}1ﬁ11nhg‘*prhypqukmgr@a&%1{1)t né Tlhasrenwigse
probability or weight is unity, the left child wth probabili ty p(n), and
the right child 20 wvbeee phemabbeibiktyi ef @ in m)npw@gélm@nﬁ is P(B) because
of the sibling property. The details of the proof follow the exact same

1nes as the pr O()Zfi) O} (n)li7 #* : In this case, the value of f(n) will be increased by

A, as given in (24). This corresponds to Case (ii) of Theorem 1.

(443) f(n) > f* : In this case, the value F(n) will be decreased by A,

as given in (36). This corresponds to Case (iii) of Theorem 1.

10 With these three cases, and mirroring the same rigoréus analysis done
in Theorem 1, one can conclude that the estimated probability of 0 in
the output, f (n), converges to the fixed point f*, as n — oco. This will
happens w. p. 1, as stated in (64). O

Theorem 5 (Convergence of Process D_A_H E,,5). Consider a

15 memoryless source with alphabet S = {si,...,8n,} whose probabili-
ties are P = [p1,...,Pm], and the code alphabet A = {0,1}. If the
source sequence X = z[1]...z[M] is encoded by means of the Process

D_A_H_E,, 5, generating the output sequence Y = y[1]...y[R], then

2 lim Pr(f(n) = f] =1, (65)

n—00
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SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAOL/ 01429 Theorem 1. They are
not repeated here. However, it is clear that at each tinme instant "n',
t here arewolweesgases for f (n): (i) f (n) =f * In this easscAEs1429

increases indefinitely, f (n) wll stay at the fixed point f*, by invoking
Case (i) of Theorem1l, 5 where the probability of O in the input at tine
'n' is fi(n). (ii) f (n) <f In this case, the value of f (n) wll be

increased by .as given in (24). This corresponds to Case (ii) of Theorem 1.
(iii) f (n) >f Inthis case, the value j (n) will be decreased by 0; as

given in (36)whEhé #*Clgrth%smgﬂgté@pf@bﬂ)lﬁtyldf ®fn Theougput (1 —195% kh frhese
e e

three cases, and mrrorjng t ane rigorous anal ysis done oremT,
one can concl fifle, Jt, heatd tfh:ez)es:t tezdtlpl’c@@ﬁ)bbbirtgythé urnber tdfe)’ @@:ﬁ@ﬂedﬁ%n),
converges to the fixed point f"* n-* oc. This will happens w. p

as stated in tcﬁ#jme”n Theorem 5 (Conver gence of Process D A HEm?2).

Consi der a 15 nenoryl ess source wth al phabet S = {sl ... , sm whose
probabili- ti afe P = e code .al phabet A = 10,
1}. If the 5 Z’m e @@ﬁ%ﬂéﬁé@@@& la{ta:c}l ﬁstrl&lphpn @ré e syEth aly oﬁga@sﬂuﬁmm

process DA 3 genetal g NG ol B saguencert Salld) oy S Lhen
DS H Ep, o, it is assumed that the maximum level of 7, is { = j. This
| level will not be reached at all time instants. HoWéver, the first node
is reached for every symbol coming from X, because every path starts
10 from the root of T;. Assuming that the fixed point f* is achieved at
every level (up to j — 1) of Tk, it is shown by induction that f* is also
asymptotically attained at level j.
Basis step: The root node of ’]6 has the normalized weight of unity, its
left child has the normalized weight p(k), and hence the right child has
15 the normalized weight 1 — p(k), where p(k) > 0.5 because of the sibling

property. There are again three cases for the relation between f(n) and

.

(i) Whenever f (n) = f*, f (n) will asymptotically stay at the fixed

point f*as n — co.

20 (45) If f(n) < f*, f(n) will be increased by Ay, as in Case (ii) of
Theorem 4.

(443) If f(n) > f*, f(n) will be decreased by A; (Case (iii) of Theorem
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WO 03/ 028281 PCT/ CA01/ 01429 where f * is the requested probability of 0 in
the output (1- fax <f * < fmax), and j (n) = 'nn) with co(n) being the
nunber ofw'es/oesepded up to tinme n. 5 Proof. Consideri ngram/dAvibieb
distribution for the synbols of S, a Huffman tree, T, is created at the
begi nning of Process DA HEmM2. As in Process DS HEm?2, it is assuned
that the maximumlevel of Tis | =j. This level wll not be reached at
all time instants. Hpyever, the first node is reached for every synbol
com ng from X, because every path starts 1o fromthe root of 7-k. Assum ng
that the fixed point f * is achieved at every level (uptoj - 1) of T, it

i s shown by i ndlﬁbh@&h@&@tﬂﬁee ch§esahﬁ8 frafy TRé caﬂaqyéﬂsyd@ﬁé %P@He&tenh %/q't I

Basis step: The root node of T has the nornalized Wweight of unity,

left child hagahhe ﬂﬁiﬁﬁ'thé%q’ (V#)ngﬂl chh¥argedddrhager—t ke Wi ght1 cand Qheh@é
15 the normalized weight 1 - where p(k)” > 0.5 because of the sibling

property. The(@{i)a{sesgﬁg@ﬁedthree cases for the relation between f (n) and f
* (i) Whenever f (n) =f * j (n) will asynptotically stay at the fixed
point f*as 5 -4 ledlucBe(himothtsist nhssurhe*fhat(the fided ?6111tn‘¢i" dasatained ..

as in Case (ii) of Theorem4. (222) If f (n) >f * (n) wll be
decreased by Pl I(bpda_AiHLY,of altaggr kewel 749 ISH%BETHTEOBFrEQ ooRULE 26)
Inductive step: In order to show that f* is asymptotically achieved at
level [ = 3, two cases are considered. The first case is when the level j
is not reached by the symbol being encoded. In this case, the labeling
10 strategy was considered in a level 7 < j, for which the result follows from
the inductive hypothesis.
For the case in which the level j is reached, the decision on the labeling
is being taken in a subtree, Ty, whose root has the estimated probability
@w(k), and its two leafs have estimated probabilities $;,(k) and p;, (k).
15 After normalizing (i.e. dividing by @(k)), the root of Ty, has probability
unity, the left child has probability p;(k) = pil((k)) and the right child has
probability 1 — p;(k) = %]%), where p;(k) > 0.5 because of the sibling
property. '
Again, there are three cases for f(n) for the local subtree. When
20 f (n) = f* f (n) will asymptotically stay at the fixed point f*. Whenever
f(n) < f*, f(n) will be increased by A;(k), calculated as in (24), which
is positive, since it depends on $;(k) > 0.5. If f(n) > f* f(n) will be
decreased by A;(k) (again positive, because p;(k) > 0.5) as given in (36).
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WO 03/028281 PCT/ CA01/01429 4). Fromthese three cases and fromthe

anal ysis done in Theorem4, it can be shown that f (n) will converge to f*
as n -f owows/ops28ll, and hence (65) is satisfied 5 |Inductipca/dnopotifresi s:
Assume that the fixed point f * is attained w. p. 1 by DAJL m2 at any
level j -1 > 2 of T, for n -+oo0. Inductive step: In order to show that f *
is asynptotically achl eved at level 1 =J, tw cases are considered. The

first case i spwfARHebe thes@kabes and bt aredpsisdldne thd lwprbul 5 pii ﬁm@loa‘msnded

In. this case, the labeling 1o strategy was considered in a level | <
for which theys esiallégd@l homsndrr thrat PhecéssdDcAi HeFhypatrhissies thradixetdn@om‘?se
in which the | evel j is reached, the decision on the labeling is beln

taken in a supt mgen —Fjoa whpsd, ra;scntab@cklmr(éii};stl mated probability ' (kb
and its two |l eafs have estinmated probabilities fpji (k) and pj2 (k). 15

ni Ly, the | cilhahmara’ ﬁa&ékgi@&%q%yqe%?ﬁ’mkg&r Aok HR |

bl hg priopmeryorylg wuﬁ%wixo%@@lph“gé Sb s 1 Anyts eca”sffehgﬂlba@aﬁt

poi nt . V‘hvﬁgﬁleé?{(f A3 the sburee phgdigd 3@2@@3%3?2'8 o ol ) e e

cal oul ated azg 4,W b o GO BpE I Fyropadaty poarnitt ot ilee

pi (k) > 0.5) aidgtﬁ/eer(])ultrnmﬁ se)quence Yy =yl ],,,.,y[ ],..., such that y[i] € A,
i=1,...,n,..., then

10
lim B[f)] = £, and (66
li Vel = 0, )

where f* = 0.5 is the requested probability of 0 in the output, and '
15 f(n) = c"(n with ¢o(n) being the number of 0’s encoded up to time n.

Thus f (n) converges to f* in the mean square sense, and in probability.

Proof. The estimated probability of 0 in the output at time ‘n+1’ given
the value of f(n), f(n+1)| f(ny» 18 calculated as follows :

f(n - 1)1f(”) = co_(l-nl)+1 (68)

o) ifyln+1]=0
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150 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CAOLl/ 01429 Fromthese three
cases and the analysis done in Theoremb5, it follows in an anal ogous
manner thaD oBoex2ess D A H E7z, 2 achi eves the fixed point PCTICAS/0M29f 00 w.
p. 1, as stated in (65). » Theorem 6 (Convergence of Process RV_AJLE2, 2).
Consi der a 5 menoryl ess source whose al phabet is S = {0, 1} and a code

al phabet , _{0,1}. If the source sequence X = x[1], ... , X[n],..., wth
x[1] E S, i =1, ... n, ..., is encoded using the Process RV_AJLE2,2 so
as to yleldthe output sequence Y = y[1], y[n], ..., such that yli]
EA i =1 .where fi(n) is thehssinbtdd prébalbility)df 9 ifr the audp(@&)btannédcasl im

Var[f (n)] :0, (67 n->00 where f 0.5 is the requested probabjlity o

in the output thandticlbefwéen thewitrthben ofi))'d the thesputrdred moés ¢ (8) end s .d
up to time n. Thus f (n) converges to f* in the nean square sense, and in
probability. PrOnftheTotheshand; e putbpablolf Ripcefs RVA&EeEmapmimamm he
n + 1' glven the value of f i‘; §j~f(n) is cal cul ated as
follows f ) 5( isgenexatedi s pef efmilowmg(m@ abpliieg:n + 1 f(n) co(n)+1 if
yln+1] =1

Jin 1] = 0 with probability [1 — Jf(n)]p(n) + f(n)(lA— p(n))
1 with probability [1 — f(n)](1 — p(n)) + f(n)b(n),

where p(n) is the estimated probability of 0 in the input at time ‘n’,
10 and H(n) > 0.5 because of the sibling property. -

Unlike in the convergence analysis of Process D_S_H_Ej 5 in which the
exact value of f(n + 1)] #(ny Was calculated, here the ezpected value of
f(n+ 1) #(n) 15 computed. For the ease of notation, let _]f (n + 1) be the
expected value of f(n + 1) given f(n). Replacing the value of cy(n) by

15 nf(n) in (68), and using (69), all the quadratic terms disappear. Taking

expectations again _]_”A_ (n+ 1) is evaluated as:

fn+ 1) =L i) + )1 - 50))

20
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20 n+1 151 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 where f
(n) is the estimated probability of O in the output, obtained as the ratio
bet ween twe oawed2ér of 0's in the output and n "as j (n) _PEClrQAo1n14n t he

ot her hand, the output of Process RVA-H-E2,2 at tinme n + 1, 5 is generated
as per the followng probabilities: y[n+t 1] _ O with probability [1 - f
(n)lp(n) +i(n) (I - p(n)) (69) 1 with probability [1 - f(n)] (1-fi(n))
-1-"f (n)p(n) , Aftdresamp (algebmic heariniletived, f@bedi Ihe wriften dsn t he i nput
at time n', 1o and p(n) > 0.5 because-of the sibling property. Unlike in
t he convergence analysis of Process DS HE2,2 in which the exact val ue of
j (n+1) f(n) was cal cul ated, here the expected value of f (n + 1) f(n)

is conputed. For the ease of notation, Ietﬂnz({pjgﬂnﬂe the expected val ue
of f (n + 1) given f (n). Zﬁgl@qgng f@g))p _ by 15 n f (n) (711)
(68), and using (69), all e quadratic terns di-sdppear. Taking
expectations again f (n + 1) is evaluated as: nf(n)+1 f (n + 1) =n + 1 {

[1- f (n)]p(n) + f (n) (1- fi(n)) } +nf (n) [1- f (n)](1- P(n)) + f (n)P(n)
(70) 20

5 The convergence of (76) can be paralleled by the convergence results

of Theorem 1 with the exception that instead of speaking of f (n) the con-

A

vergence of E[f(n)] is investigated. This proof is achieved by analyzing

three mutually exclusive cases for _]E (n).

() f(n)=f".

10 In this case, Equation (71) asymptotically leads to fi (n+1) = f*.
This implies that if f: (n) is at the fixed point f*, it will remain
there as n — 0o, and hence (66) is satisfied.

(i) f(n) < f~.
In this scenario, equation (71) can be written as:

15

fln+1)=f(n) + A, (72)

where A = g(n—)%—ﬁi—(@ > 0, since f(n) < f*

Note that (72) is similar to (24), where A > 0 again implying
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152 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAO1/ 01429 After sone

al gebrai ¢ mani pul ations, (70) can be witten as: f (n +1) =f (n) p(n)L1 -
2f (n)] (wo)o3/oes28t- 5 The convergence of (76) can be par &Ciratasdobgst he
convergence results of Theorem 1l with the exception that instead of
speaking of f (n) the con- vergence of E[f (n)] is investigated. This proof
is achieved by analyzing three nmutually exclusive cases for f (n). (i)

f(n)y=f* 10 In this €l@§@@ﬁ§1@ﬁ&iéﬁl@eé a4 ) timsymptiotiards! .1 eads to f (n+l) = f
This inplies that if f )'is at the fixed point f*," it will remain there
as n -* oo, and hence (66) is satisfied. (ii) f (n) <f *. In this
scenario, equat(ii@) ((a) xdi.be witten as: 15 f(n+l) = f(n)+0, (72) where
A =p(n)[n+lf (n)] >0, since f (n) <f * Note that (72) is simlar to

(24), where A > 0 aggjRhimialiya oﬂﬁﬁs%@@&Tgﬂ% StfessdRek Bel6y: WO
03/028281 PCT/ CA01/ 01429 that™f (n) increases at tine n' towards f *.

5 fin+1)=f(n)— A, (73)

where A = Mf_%(lﬂiﬂ > 0, because f:(n) > f*.

For this case, (73) is analogous to (36),where A > 0 except that
i (n) replaces the term f(n) of (36).

10 With these three cases, and following the rigorous analysis of Theorem

1 (omitted here for the sake of brevity), it can be seen that

lim E[f(n)] = f". (74)

n—oo

15 Thus f (n) is a random variable whose expected value z (n), converges
to the desired probability of 0 in the output, f*, as n — 00.
To analyze the asymptotic variance of this random variable, f (n), the

calculation is as follows:
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(iti) f (n) >f *. For the analysis of this case, (71) is expressed as
below 5 f(n + 1) =f(n) - 0, (73) where 0 = P(n)[2j(n)-1] > 0, because f
(n) > f *womaf282Bi s case, (73) is anal ogous to (36), wherePQTCA1OKREPt t hat
f (n) replaces the termf (n) of (36). 10 Wth these three cases, and
followi ng the rigorous analysis of Theorem 1 (omtted here for the sake of
brevity), it can be seen that IimEf (n)] =f * . (74) n-Doo 15 Thus f
(n) is a random vari abl e whose expected value, j (n), converges to the
desired probability of O in the output, f *, as n -4 oo.. To analyze the

asynptotic variance of this random vari abl e, (n), the cal culation is as
follows: 154 SUBSTIT UL CA01/ 0142 rif
(n+1)] = E[f2(n + 1%]?93%51@ %Efﬁzn @@ ol E [12(n +9(17)g?
t he expression for the conditional expecta- L| on E[j2(n + 1) I j (n)]

from(68) is witten as follows: 2 {[i E[ f 2(+ 1 If(An)] =nf (n+ 1 -
f(n)]lp(n) +f (n) [1.- p(nN] n+1} 2+of (n) [1f (n)] [1- p(n)] +f
(nyp(n) } (76) To evaluate E [ f2 (n+ 1)], the expression for the conditional expecta-

5 tion E[ Pn+1) f(n)] from (68) is written as follows:

E [0+ Dl = (%) {1~ F)lpt) + Flm)(1 - o]}

¥ (?f—@—> [~ i = p(m)] + Fm)i(n) } (76)

n-+1

10 On simplification, it turns out that all the cubic terms involving f (n)
cancel (fortunately). Taking expectations a second time yields E[f2(n +
1)] to be a linear function of E| F2(n)], E[f(n)] and some constants not
involving f(n). More specifically, if f (n) represents E[f(n)],

15 f(n +1) =

i 1 ) = 2n - dnpl + 29— 1+ 20 = 2mplf(n) (1 - »} )
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10 On sinplification, it turns out that all the cubic ternms involving f (n)
cancel (fortunately). Taking expectations a second tine yields E[ f 2 (n +
1)] to bewamiozeear function of E[ f 2(n)], E f (n)] and oergcAavonspant s not
involving i(n). Mre specifically, if i(n) represents E[ f (n)], 15
f2(n+l)= {2nm2 - 2n + 4np] + [2p - 1 + 2n - 2np] j (n) + (1- p) } (77) (n
+1)2 155 SUBST]| TUTE SHEET ( RULE 26) WD 03/028281, PCT/ CA01/ 01429 )
Nor mal i zi ng t hi Nosgalizing thjs ﬁﬁ]ﬂl@#l@ﬂﬁ}h@lﬁmﬁymgjbg‘%§%@$lﬁy 1512’r ) evigdds (n
+1)2[f2(n -{-1)] _ 5 {j2()[n2 - 2n + 4np] + [2p - 1 + 2n - 2np]f (n) + (1-
p) } . (78) There are now two situations, nanely the case when the
sequence converges and alternatively, when it does not. In the latter
case, f (n) 1o converges slower than n2. Taking the limt as n -+ oo, this
| eads to the trivial (non-interesting) result that f (oo) = f (00). The
nore nmeani ngful -resyl is obtained when f (n) converges faster ' than n2.
In this case, énphdd?b@(notﬂ)k#des and setting f (n) to its termnal val ue
f (oo0) (whikch is ultimately solved for, and hence noved to the LHS),
yields 15 im[n2 + 2n + 1 - n2 + 2n - 4np] f2 (00) _ (79)
l'i n{ 2p- 1+2n- 2np] f (90) +(1-p). (80) R
{fUm#—2n+®wﬂﬂ%—i+2n—%mﬁm%+U—m}. (78)

There are now two situations, namely the case when the sequence
converges and alternatively, when it does not. In the latter case, f (n)

10 converges slower than n?. Taking the limit as n — oo, this leads to the
trivial (non-interesting) result that f(oo) = z (00). The more meaningful
tesult is obtained when _]f(n) converges faster than n2. In this case,

expanding both sides and setting f (n) to its terminal value i (00) (which
is ultimately solved for, and hence moved to the LHS), yields :

15
l_i_)m [+ 2n+1—n+2n— 4np]f2(oo) = (79)
n-—=200 —
lim 20 — 1 4 2n — 2np] f(c0) + (1 — p). (80)

20 Observe that the n? terms again cancel implying that a finite limit for
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n-+o0 20 Observe that the n2 terns again cancel inplying that a finite
limt for 156 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 the
sol uti on wwioseg28This leads to f2 (00) = lira 2p - 1+ 2n PCIrqaoi/o(€09) (81)
n-*o0o 4n - 4np -1- 1 5 or rather : f 2(00) =1lim2n(1 p) f(oo) = 0.25. (82)
n-*oo4n(1-p) Since f (oo) is 0.5 and f 2 (00) is 0.25, it follows that Var]
f ] is zero. Thus 1o f (n) converges to a randomvariable with nean f *
and vari ancethersm)lutmmﬂ)gashsg Bhishleadartosquar e conver gence and conver gence
in probability.” Hence the theorem ~ Theorem 7 (Convergence of Process
RV_AJIE, 11, 2). Consider a nenoryless source whose al phabet is S = {si, .
s7z} and a code al 15 phabet, A = {0, 1} I f the source sequence X = x[1],

oo X[M, .o, with x[i] E S i =9], ZnMan i s encoded using the
Process RV A H E,,.,,,2 s éoa;;:tohm qu?nce Y = y[l] 81). . ,
y[Rl, ..., such that 001, 4n —4nR+ 1. . T then 20I|mE[ n)]

= f *, and (83) 157 SUBSTI TUTE SHEET (RULE 26)

5 or rather :

fz(oo) lim 2n(l ~ p)

i (o) =035, (82)

A 2 A

Since f(o00) is 0.5 and f (00) is 0.25, it follows that Var[f] is zero. Thus

10 f(n) converges to a random variable with mean f* and variance zero,
implying both mean square convergence and convergence in probability.

Hence the theorem. ‘ o O

Theorem 7 (Convergence of Process RV_A_H_E,,,). Consider a |
memoryless source whose alphabet is & = {s1,...,5n} and a code al-

15 phabet, A = {0,1}. If the source sequence X = z[1],...,z[M],..., with
zlil € S,1=1,...,M,..., is encoded using the Process RV_A_H_E, 5 so
as to yield the output sequence ) = y[1], ..., y[R], ..., such that y[] € A,
i=1,...,R,..., then

f*, and (83)

km

(n)]
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WD 03/ 028281

PCT/ CA01/ 01429 Iim Var[f (n)] = 0, (84) n-300 where f *

= 0.5

is the requested probability of O in the output, and f (n) = canny with co

(n) bei ngwoDha/oer2eber of 0's encoded up to tine n.

5 Thus PCT(@R010ON9Er gES

tof * in the mean square sense and in probability. Proof. As per Process

RV_AJI E, n, , 2i

a Huffman tree, To, is initially cre- ated based on the

initial assunmed distribution for the synbols of S. As in the proof of
convergence of Process D-A-H Ell,m. Vax(fleprem ©),, it is again assungil)t hat
evel of Tis 1 = |""%his level may not 1o be reached all the
time instants. However, the fi st node is reached for every synbol com ng
from X, because every path starts fromthe root of T k. The proof of
Theorem 6 now conpl etes the.proof of the basis case. For the inductive

t he maxi num |

argunment , t heyh@@ugti ve (h§pigt ties irequsstede

robablht t A0 ih hthd oxeguponnd f *

i s achi eved at every |l evel (up to j -1) ? y arguing 15 in a nmanner

) ofith im(n)%hae&hg (thetmmmr(ﬁ? b’s exaided apetd time)n. t he
result foll ows by |n3uct|on on the nunber of levels inthe tree 7-k. *

158 SUBSTI 'EUI'_Ehﬂ—Iﬁﬂi) (dRlbvEr @6&) tond* A/ ﬂ%mmmmmm Ap perobalbilityA
Sinpl e Encryption Useful for DODE+

identical to

10

15

Proof. As per Process RV_A_H E,, 5, a Huffman tree, 7y, is initially cre-
ated based on the initial assumed distribution for the symbols of S. As
in the proof of convergence of Process D_A_H_E,, s (Theorem 5), it is
again assumed that the maximum level of T is [ = j. This level may not
be reached all the time instants. However, the fist node is reached for
every symbol coming from &', because every path starts frorr; the root of
Tr. The proof of Theorem 6 now completes the proof of the basis case.

. For the inductive argument, the inductive hypothesis is used, i.e., that
the fixed pbint f* is achieved at every level (up to j—1) of 7. By arguing
in a manner identical to the proof of Theorem 5 (omitted here to avoid

repetition), the result follows by induction on the number of levels in the

tree Tg. O
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Thi s Appendi x contains a straightforward encryption that can be used in
DODE+ as a special case of ENCp ........ 5 Suppose that the input sequence
X i's encoaed3ioys28si ng any deter- mnistic or random zed emoadiAvet42por
DODE, generating an output sequence Y. = y[1] ... y[R, where y[i] E A =
{0,1}. Y is parsed using m= 2k source synbols, S. _ {so,.... , sm1},
whose binary representa- tions are optained_[n natural manner (i.e. from
0000... to 1111...). The 10 out put,ip,peil@bﬁe ted by encodi ng each of
the Rdiv k synbols, si, of 3) as the corresponding wi obtained froma
particul ar encoding schenme, 0: S ={so, ... , s._1} -* C={wo,... ,

wm 1}. The remaining R nod k bits.can be encoded by using a sim |l ar

i1 Terant encoding SenoiiaDIe FXRE T pHip R e RIo DORET | (.

key, 1C, which is an integer fromO to m - 1. The Process to transforma
gi ven key into THIRAPPKhELRONSATsA stragedbashdd ehdhyditien thet ke bevused

nunber, Z, which starts at mM and is decrenmented to“unity. The renai nder

at every stadq DPEHOEM 8§ af fiseial £43 o2 NEPHI cand the dividend is then
di vided by the decrenent edﬂgzl ue of Z. Mor eegflgurerral ly, let wwOw 1... wok

refer to ws E GGuppdSe tBEBIHellARutShEpled RUBE 12 ncHded3hP2888E any deter-
PCT/ CA01/ 01429 ThIe)ﬁ)mappi ng procedure proceeds as foll ovvs.S} I t gt ar}trs with S

= ministic or randomized embodiment for DODE, generating an output

sequence Y. = y[1]...y[R], where y[i] € A = {0,1}. Y is parsed using
m = 2% source symbols, S = {50,,. .-, Sm—1}, whose binary representa-
tions are obtained in a natural manner (i.e. from 0000... to 1111...). The

10 output, ), is generated by encoding each of the R div k symbols, s;, of
Y as the corresponding w; obtained from a particular encoding scheme,
¢:8={s0,-.-,8m-1} = C={wp,..., Wy_1}. The remaining R mod k
bits can be encoded by using a similar mapping for a smaller number of
bits.

15 Notice thaf there are m! different encoding schemes, and that each
encoding scheme has a unique key, IC, which is an integer from 0 to
m! — 1. The Process to transform a given key into a mapping consists of
repeatedly dividing'the key by a'number, Z, which starts at m! and is |
decremented to unity. The remainder at every stage specifies the current

20 mapping, and the dividend is then divided by the decremented value of
Z.

More formally, let wjow;; . . . wj refer to w; € C.
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{so, ... , sm1}. ICis divided by mobtaining the dividend, do, and the
rem nder, jo. The code word of C, wo, is sjo, which is rem)ved fromsS.
Then, do we odiogd2ded by m- 1 obtaining dl1 and ji, and it ecmtdAavwes2dn t he
5 same fashion until all the synmbols of S have been renoved. The process is
straightforward and expl ained in standard text books, and omtted in the
interest of brevity. However, asmall exanple will help to clarify this
procedure. Exanplhe mappmng srecedes tooteednas Galiowso, %Oﬁtallt@ with «5e=t he
source 1lo aI habet for _the case when t he out put obtained fromDODE is =
011101001010H0010% Bes-13nd nﬁedk‘élyledsbymz_omaﬂnmgﬁélendpfpdﬂgdcdusandcthean

rocedure is depicted.in able 28. vi d | C by 8, obtain 308,
Bnd o = 3, erﬁa%wéﬁ@ems Jl@mdwf@&pérédznow #0b vehichsis EtB0 %‘r%‘fhg (in
2" tygeLaCe‘é s 18 3ty eé‘gré'ﬁdh? (35@1%1%5 Y pdd, sl 1193%41% Ba

an enc e S (3 .
typeface.in the tabl.e). The pRI N on cedurecntlnuesinthe
sane fashi on SaPRt i@‘#ﬂﬂ& w%&wﬁ@m o & DeRB e HEFEa00. hel ow

Finally, we par Y_usi n and hen e obtain 0
100000110001101 00F1BIOCERS ?t“?%‘ggg@w%éds%‘édt med, @%‘Eﬂa‘ldsted?t%okﬁe
equal ly |ikel as i nee, t he o uar ant ee.
Sl st cal rid Stnltea fin, PO IRidraS; 88 B EE%DE%V&% e EREEHIE SEll, e
above make D(?Pe"l_‘ﬁ B &lralfi?{r t}ﬁ?%%&’?éﬂeTUTE SHEET (RULE 26)

Example 7. LetS = {000, 001,010, 011, 100, 101, 110, 111} be the source
10 alphabet for the case when the output obtained from DODE is J =
011101001010110010110, and the key is K = 2451.
The mapping construction procedure is depicted in Table 28. Dividing
K by 8, we obtain dy = 308, and iy = 3, and hence s3 = 011 is assigned
to wp; s3 is removed from S (in bold typeface in the table). Dividing 308
15 by 7, we obtain d; = 43 and i; = 5, and hence s;5 = 110 is assigned to
wy; S5 is removed from S (in bold typeface in the table).
The ﬁapping construction procedure continues in the same fashion
obtaining the following mapping shown in Table 29 below.
Finally, we parse ) using this mapping, and hence we obtain V=

20 100000110001101001101. O

It is easy to see that if the symbols of S are equally likely (as it is, since
the output of DODE and RDODE guarantee Statistical Perfect Secrecy),
the key specification capabilities presented above make DODE™ a truly
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WD 03/ 028281 PCT/ CA01/ 01429 8 2451 7 306 6 43 306 :3 43 :57 :1 0 0000
000 0 000 1 001 1 001 1 001 2 010 2 010 2 010 3 011 E> 3 100 4> 3 100 4 4
100 4 10Iw0 03028281 101 5 110 5 111 6 110 6 111 7 111 Tabl @CIRAM1eL%anpl e
of a straightforward mappi ng construction proce- dure that can be used by
DODE+. In this case, the key JCis 2451, and the encryption is achieved by

transform ng sequences of three synbols at a tine. bi nary C binary 80
000 -+ W 011 S1 008 [-246t 110 s pBO6- + we 00f | 88 011 W8 100 84 100

W 010 85 101 --~ W 0@gg 863110 W 1043 S75111 W I1% . |
0 000 0 000 0 000
1 001 1 001 1 001
2 010 2 010 .2 010
3 011 = 3 100 = 3 100 =
4 100 4 101 4 101
5 101 5 110 5 111
6 110 6 111
7 111

Table 28: An example of a straightforward mapping construction proce-
dure that can be used by DODE™. In this case, the key K is 2451, and
the encryption is achieved by transforming sequences of three symbols at

a time.
S binary C binary
s 000 — wy 011
81 001 —> 110
S9 010 —r W2 001
S3 011 — W3 100
S4 100 — wyg 010
ss 101 — ws 000
Sg 110 — wsg 101
sy 111 — wy 111

Table 29: An example of one of the 8! possible encoding schemes from S
to C. In this case, the key K is 2451, and the encryption is achieved by
transforming sequences of three symbols at a time.

161

SUBSTITUTE SHEET (RULE 26)



Tabl e 29: An exanple of one of the 8! possible encoding schemes fromS to
C. Inthis case, the key ICis 2451, and the encryption is achieved by

t ransf or mvogs3meszeaences of three synbols at a tine. 161 SEBIFKIANIE2SHEET
(RULE 26) WD 03/028281 PCT/ CA01/01429 functional cryptosystemthat al so
guarantees Statistical Perfect Secrecy. Thus, the cryptanal ysis of DODE+

?ﬁ‘)e”gxﬁ;{';‘}i ?%@'@ﬁ%ﬁé‘%@ig%% That G PhBRS SSUREHRACFRE R et L
26) WO 03 023%?1 P T ‘ 2] : CH
AN EX- CLUS! JEUBREPERTYDEH Ehe 01 TGO TS O ATRED e P RED 8 POLT . 1.
(a) T ocel vi nb EEERE QDI ChbE ol g Te TR ARy SRSl (e SRS e
bet ween t he 58?% an that |eaf corresponding to that character of

pl ai nt ext an eL5t ing the Assignnment Value of each branch so traversed,

10 (c) receiving a next character of plaintext; and (d) repeating steps b
and c until the plaintext has been processed.
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2. A nethod for creating ciphertext fromplaintext conprising the steps
of: (a) creating an Commen- Rueda Tree; 15 (b) receiving a character of
pl ai nt extwo(osp2&28aver si ng t he Comen- Rueda Tree between t ReTr@wt/oand t hat
| eaf corresponding to that character of plaintext and recording the

Assi gnnment Val ue of each branch so traversed; (d) receiving a next

ol i ntext_has bt o SRCIAIMEN TS CRPERH R SO Ty dviEiC o\ 8 Apsace
compr 1 si ng t R OSSR IORORERT R PRIV ng ) AR BigriNeD

recei ving a char r plaintext; 5 (c) traversing the OConmmen- Rueda Tree
bet ween t he rﬁogtF@%’g‘Qﬁgﬁ | eaf corresponding to that character of
pl ai ntext and recording the Assignnment Val ue of each branch so traversed;

alnt i1 the ol & ot anetRBAeEhSkraleills AR e fOrA HabRRE LPmpRsaRE

ci phertext from @’G@}\%ﬁbﬁ“ conprising the steps of: (a) creating an
Conmren- Rueda Tr ee, I ch Comen- Rueda Tree

(a) receiving a character of plaintext;

(b) traversing an Oommen-Rueda Tree between the root and that
leaf corresponding to that character of plaintext and recording

the Assignment Value of each branch so traversed;
10 (c) receiving a next character of plaintext; and
(d) repeating steps b and ¢ until the plaintext has been processed.
2. A method for creating ciphertext from plaintext comprising the
steps of:
(a) creating an Oommen-Rueda Tree;
15 (b) receiving a character of plaintext;

(c) traversing the Oommen-Rueda Tree between the root and that
leaf corresponding to that character of plaintext and recording

the Assignment Value of each branch so traversed;
(d) receiving a next character of plaintext; and

20 (e) repeating steps ¢ and d until the plaintext has been processed.
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has | eaves associated with the nmenbers of the al phabet of the plaintext,
each nenber of the al phabet of the plaintext be 15 ing associated wth at

| east onewbaai2828hi ch Conmen- Rueda Tree's internal nodesPeagiohawe9 at

| east one branch depending therefrom which Conmen-Rueda Tree branches
have associ- ated therewith an Assi gnrrent VaI ue whi ch Assignnent Value is

Gomon. Rueda TPods SUrOHEE Bhohoegal a0fer Gt BBnE B corpriing he

related to the fr%%gﬁ%y wei ght of each of the nodes and Ieaves dependant
therefrom 164 & UTE SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 (b)
receiving a char acter of plaintext; (c) traversing the OComen-Rueda Tree

bet ween the root (@)drachatin |&‘1@-@@1@1@1@§®lﬁ¥§ﬂ?ﬂg}é@ that character of
pl ai nt ext and recordl ng ﬁe Assi gnnment Val ue of each branch so traversed;

5 (d) receiving tlsz f&éiwﬁ H?e'ict%{" Oqeﬂ dt'%%ﬂ; and (e) repeating steps c

and d until the plaintext een pl’Oﬁ 5. fA nmet hod for creating
Commen: Rueda. ?F‘eﬁdc‘)‘vﬁ%?ﬁ%sesﬁiﬂiﬂﬁi Rlolron RS8O sedbe bl CEE 8o Sttt

e bt o Yol ¥BEesBbntify +B' Al Hilractd°6s FRAREL.hntTBcB AR ™!

the Assignment Value of each branch so traversed;
(d) receiving a next character of plaintext; and

(e) repeating steps ¢ and d until the plaintext has been processed.

10 4. A method for creating ciphertext from plaintext comprising the

steps of:

(a) creating an Oommen-Rueda Tree, which Oommen-Rueda Tree
has leaves associated with the members of the alphabet of the
plaintext, each member of the alphabet of the plaintext be-

15 ing assoclated with at least one leaf, which Oommen-Rueda
Tree’s internal nodes each have at least one branch depending
therefrom, which Oommen-Rueda Tree branches have associ-
ated therewith an Assignment Value, which Assignment Value
is associated with a member of the alphabet of the ciphertext,

20 which Oommen-Rueda Tree’s nodes éach have associated there-
with a quantity related to the frequency weight of each of the

nodes and leaves dependant therefrom;
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ing associated wth at |east one |eaf, which Commen-Rueda Tree's internal
nodes each have at | east one branch depending therefrom which

OCommen- Ruw0a3/es2e1 br anches have associ 15 ated therew th a0TAS®IgMIENt

Val ue, which Assignnment Value is associated with a nenber of the al phabet
of the ciphertext, which OCommen-Rueda Tree's nodes each have associ at ed
there- wwth a quantity related to the frequency wei ght of each of the
nodes and | eaves (B¢pendanngtchehafaciey of Plimtexkcei ving a character of

pl aintext; (c) traversing the Comren- Rueda Tree between the root and that

| eaf correspondi r(@?_{tt‘i’a{r&%‘in%ﬁé@bﬁfm@ﬁ—ﬂ%@@iﬂtﬁ’é& 13 defCHAr A ak§Xhat
SUBSTI TUTE SHEET (RULE 26) 03/ 028281 PCI/ CAOL/ 01429 the Assignment Val ue

of each branch so trigyfesa@spohding €6 ahvk tharhetdieot phhiataat gid QEcordin§
plaintext; and (e) repeating steps ¢ and d until the plaintext has bee

processed. 6. A netthedAksignen@al Vatue bpeath Hrantha® flafieidert according to
claime 5 1, 2, 3, 4 or 5 wherein the Assignnent Value for at |east one

branch tragersedéhi r@@éﬁfiﬂg%ﬁg ﬁ&ta&%«?[rag?&fcrggmépl + & rfﬁ{}fh Assi gnnent

Rule. 7. A netho or créafing ciphertex alntext according to claim
6 wherein when a nber of the ciphertext al phabet js under- 10 represented
in the ciphert ext(ggéﬁEﬁé 5g %hfﬁ% (?3951 $h@tgrf§}%ﬁf%§£eXt%aS een processed. |

5. A method for creating ciphertext from plaintext comprising the

steps of:

(a) receiving an Oommen-Rueda Tree, which Oommen-Rueda Tree

10 has leaves associated with the members of the alphabet of the
plaintext, each member of the alphabet of the plaintext be-

ing associated with at least one leaf, which Oommen-Rueda

Tree’s internal nodes each have at least one branch depending

therefrom, which Oommen-Rueda Tree branches have associ-

15 ated therewith an Assignment Value, which Assignment Value
is associated with a member of the alphabet of the ciphertext,

which Oommen-Rueda Tree’s nodes each have associated there-

with a quantity related to the frequency weight of each of the

nodes and leaves dependant therefrom;
20 (b) receiving a character of plaintext;

(¢) traversing the Oommen-Rueda Tree between the root and that

leaf corresponding to that character of plaintext and recording
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signnment Rul e assigns that nenber of the ciphertext al phabet to at | east
one of the branches being traversed between the root and the |eaf so that
t hat menbwo 03/0282Be ci phert ext al phabet is no | onger as umdarcaoepr£sent ed
as before the assignnent. 15 8. A nethod for creating ciphertext from
pl ai ntext according to claim 6 wherein when a nenber of the ciphertext

al phabet is under- represented i e ciphertext generated thus far, the
Branch As- signnent %@é@%ﬁ@ﬁ@l&\kgﬂe gmﬂ SQitﬁ%‘éf?r%&;t al phabet
nore frequently than other nmenbers of the ciphertext al phabet to the 20

branches being t r(@jeraeiving tteenextiehnoatteard plaintessf agd that that nenber
of the ciphertext al phabet is no | onger as under-represented as before the

A ethod for ot ealng KRGS T £ eArt B 2K Y ARMERP RN R eAS O

wherei n when the ciphertext al phabet is binary, the Branch Assign- nent

Rul e assigns ae@zes Gnbfhdd forBiedtidyy cipfhdptaRches ﬁ?‘gg‘ﬁi&%ﬁ %ﬁee(ﬁgl ; tﬁt&?éi‘fﬁse”

the root and the | eaf when zero i s under-represe phertext -

generated thus far,2 Bdl 865 Glterdirdtle Vst et MAlhY £6f at WANDRSHRRIAY
traversed between the root and the' |[eaf en one is under-represented in

the ciphertext gemeaveaised ishdstdratinedOin AcoBidmite Qitle r@@ﬂa@ﬁhckﬁﬁgﬂrﬁéﬁt

from pl ai ntext according to claim 6 wherein, when the conditiona
frequency of one Relder of the :
7. A method for creating ciphertext from plaintext according to claim
6 wherein when a member of the ciphertext alphabet is under-
10 represented in the ciphertext generated thus far, the Branch As-
signment Rule assigns that member of the ciphertext alphabet to at
least one of the branches being traversed between the root and the
leaf so that that member of the ciphertext alphabet is no longer as

under-represented as before the assignment.

15 8. A method for creating ciphertext from plaintext according to claim
6 wherein when a member of the ciphertext alphabet is under- |
represented in the ciphertext generated thus far, the Branch As-
signment Rule assigns that member of the ciphertext alphabet more
frequently than other members of the ciphertext alphabet to the

20 branches being traversed between the root and the leaf so that that
member of the ciphertext alphabet is no longer as under-represented

as before the assignment.
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10 ci phertext al phabet given a particul ar sequence of nenbers of the

ci phertext al phabet in the ciphertext generated thus far, is under-

repr esentwo o3/282Be ci phertext generated thus far, the Bramch/Gai/0si2gnnment
Rul e assigns that nenber of the ciphertext al phabet to at |[|east one of the
branches being traversed between the root and the 15 | eaf so that the said
condi tional frequency of that nenber of the ciphertext al phabet is no

| onger . as undér -A epetdeehfadcraatingf dphetteat fosmi plametext attordingetohedithd
creating ciphertext from plaintext according to claim 6 wherein, when the
condi tional frequeheseinfwhere theipherext laéphazbeimspbman‘yxthaﬁraabhtA@lgnn a
particul ar sequence of nmenbers of the ci phertext alfphabet I n the ciphertext
generated thus fanent Ruladesignseprersein e majondysigimenchrs bginptevedsadus
far, the Branch As- signment Rule assigns that nenber of the ciphertext

al phabet nore 1&rtwessHRURRtSHEET therenEwlen wooois/ wedzslerrewtadinote 9
frequently than other nenbers of.. the phert ext, al phabet to the  branches
bei ng travérsed hb@éﬁxﬁ IEeneviedalas E@Y:I%Hi a89ignR A onRdio te amajmiin pbnal

frequency of tha of the ciph Xt aI a- bet s, n r as
under -represent e r§§nB%9f begg ﬁ@‘é‘é‘ﬁ‘?‘giﬁgWﬁmﬁ f’!ooz 3#.‘% ﬁhaqc@fwgne@a@mms
ci phertext from pl aj ntext accor,di n al m & 6 wherein.the, Branch

Assi gnment Rul e e&nrsepge%grmo § ﬁ Q??%‘ég?%%a ﬁﬂgili’é]@efﬁlt o at |east

one of the branches being traversed
10. A method for creating ciphertext from plaintext according to claim

6 wherein, when the conditional frequency of one member of the
10 ciphertext alphabet given a particular sequence of members of the
ciphertext alphabet in the ciphertext generated thus far, is under-
represented in the ciphertext generated thus far, the Branch As-
signment Rule. assigns that member of the ciphertext alphabet to at
least one of the branches being traversed between the root and the
15 leaf so that the said conditional frequency of that member of the
ciphertext alphabet is no longer ‘as under-represented as before the

assignment.

11. A method for creating ciphertexﬁ from plainteict according to claim

.6 wherein, when the conditional frequency of one member of the

20 ciphertext alphabet given a particular sequence of members of the
ciphertext alphabet in the ciphertext generated thus far, is under-
represented in the ciphertext generated thus far, the Branch As-

signment Rule assigns that member of the ciphertext alphabet more
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between the root and the |eaf, such assignnent being determ ned by
conparing a nunber associated with the .frequency of at |east one 10 nenber
of the ciwbasiesesl al phabet in the ciphertext generated thes€T/dam/ola2pth a
nunber associated with the output of a pseudo-random nunber generator. 13.
A nmethod for creating ciphertext fromplaintext according to claim 6
wherei n when the ciphertext al phabet is_bi narfy, the Branch As- 15 signnent
Rul e assigns a nérasEiendly tthamonbes mepbeseoft theacipherdexiomdphabethdo the
branches being traversed_between the root and_the |eaf, _such assignnment

bei ng det er mi ned BpnEhap Heing travarsed batzessi theareet andithenleaf seqihatcther a
menber of the binary al phabet.i.n the ciphertext gene ed.thus far, with a
nunber associ at ed3¥f R @Onébfwlﬁﬁtwd?fp‘gla&s@%%b@raﬁégﬁ? %lifﬁe{&*éﬁaz?]a@m.
14. A nethod for ,creating ciphertext fromplaintext according.to claim 6
wherein the Br ané??%@s@‘bg I 3§ U IEEdERA eﬁﬁ@%ébefgre ﬁ}@ asPERTREINST| TUTE
SHEET (RULE 26) WD 03/028281 PCT/ CA01/ 01429 ci phertext al phabet to at | east

b h bei |.eaf,, : g t
bei ng. det erm fad byReiatdoPee: cpMertae (R S1athtckf aceSHERRELARIRT
nb tor. : i i t 1 t
necordi b to ol aitm g ROBLAE *ASAERItAR, IAE Btlend ApRdbft S the |,
Branch As- si gnmeath&rteRt 335habet 8o HrMeakt Shet SRt BRANCIEPPERG! tilaFefled

| east

between the root and the leaf, such assignment being determined by
comparing a number associated with the frequency of at least one
10 member of the ciphertext alphabet in the ciphertext generated thus
far, with a number associated with the output of a pseudo-random

number generator.

13. A method for creating ciphertext from plaintext according to claim

6 wherein when the ciphertext alphabet is binary, the Branch As-

15 signment Rule assigns a member of the binary alphabet té at least
one of the branches being traversed between the root and the leaf,

such assignment being determined by comparing a number associ-

ated with the frequency of a member of the binary alphabet in the

| ciphertext generated thus far, with a number associated with the

20 output of a pseudo-random number generator.

14. A method for creating ciphertext from plaintext according to claim

6 wherein the Branch Assignment Rule assigns a member of the
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one branch being traversed between the root and the |eaf, such as- signnent
bei ng determ ned by conparing a nunber associated with the a pseudo-random
nunber wiwbodoeg2ege equal to half the domain 10 of the geQcEFrGtom01429
generating the pseudo-random nunber. 16. A nethod for creating ciphertext
from plai ntext according to claim 6 wherein the Branch Assignnent Rule

assigns a nenber of the ciphertext alphabet of c inality Rtg at |east
one branch bei ngCIEheﬁ%‘TséiPp]b%?%@la@H@aﬁto@ﬂe %ﬁéﬂg}gg)qlééft}?%@@ﬁddﬁmnent
being de 15 termped by invoking.at |east two tjnmes (R mnus_ 1)
pseudo-random n GE‘B é?@'}’/ aPHéJ%t?dﬁgﬁ ﬁgcgﬁsalg%%& i)@ﬁ’& erpanpd éﬁdbﬂﬂﬁﬂlﬁfm
nunbers being related,t L}Eﬁ ér&em%ie of tge occurrences of the

ci phertext char é@?%@tﬁgﬁ"é 88 Q f @l & DIRHAPHS iTHIBPeR gengkaioTone
of the other of the pseudo-random nunbers having a nean of i/R for the 20
ith branch of jea Mﬁ) ] ; :

rel ative posi %ls'o%hof t eCla Ef‘g‘%&?ﬁ%{q‘féﬁ@#e?g%‘%{/@? ?%El g%%@???%fél ﬂcl)ggépﬁrailgm of
the branchegs,’' a ‘Br igf%ﬁ@ﬂ | e
ci phert ext %char ag?g%l@gglsﬁo??%?eﬁct th%xwaﬁ%ﬁ%ﬁg% ?ﬁ&%} é&ﬁ%G%%gﬁ#UTE
SHEET (RULE 26) WYo:036RP#08¢ fGT{e"QHhBAARY SRtk BM’?Z HHJiH[a?b_et to at least

under-represented 1n the ciphertext generated thus I's no longer as
under - r epr esent edne ranShmbeiedtiaersideBbtweer® tRB 008 dnd HRAPARIFHCEXAs-

according to claim 6 wherein when the ciphertext al phabet 1s binary, the
Branch As- signment being determined by comparing a number associated with
the a pseudo-random number with a range equal to half the domain

10 of the generator generating the pseudo-random number.

16. A method for creating ciphertext from plaintext according to claim

6 wherein the Branch Assignment Rule assigns a member of the
ciphertext alphabet of cardinality R to at least one branch being
traversed Between the root and the leaf, such assignment being de-

15 termined by invoking at least two times (R minus 1) pseudo-random
numbers, the domains of at least one of the pseudo-random numbers

being related to the frequencies of the occurrences of the ciphertext
characters generated thus far, and the domzﬁn of at least one of the

other of the pseudo-random numbers having a mean of i/R for the

20 ith branch of each node encountered in the traversal, where i is the
relative position of the branch quantified by a pre-specified ordering

of the branches, and the Branch Assigﬁment Rule being such that

where the ciphertext character associated with the ith branch in the
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5 signment Rul e assigns a nenber of the binary ciphertext al phabet to at
| east one branch being traversed between the root and the |eaf, such
assi gnmenwolwaiopgzstet er mi ned by i nvoking at | east two pseRr¢FrAMIONY
nunbers, the domain of the first of these pseudo- random nunbers being
related to the frequency of the occurrence of 10 zero in the ciphertext,

and- t he domai n of second of these pseudo- .random nunbers, havin an of
0.5, and the Brafitk RESPHRSA UGG ECHIES eéu%gh%ﬁﬁhﬂgﬁxﬁﬂﬁn@?éﬁacﬁﬁs of

t he ci phertext al %ha et if under-rear esent ed terhthe ci phertext generated
thus far, it is A FIRJHE ' AREURRHIHELTEREFFBEA-15 18. A nethod for -

creating ciphertext fromplaintext according to claim 6 wherein when the

ci phertext al phabe Enéﬁl(%;] ivid ¥reatt£kf% ﬁﬂgg{ektfr@e)&sfm%ﬁ Qﬂlgﬁﬁéxﬁ'&@oﬁﬁ%ﬁ%cﬁim

menber of the binary ciphertext to at Feast one branch being
traversed betweel {RreRPWIRRthE@iph&akxt 2pRaBES i BiBaly, dicnBraatlr Abned

by conparing at |east the 20 output” of two invoked pseudo-random nunbers,

the first gf whigfynidiast ReRBdNoRAY Pgnibhdeanthebigery aiplwext ajsleshet ed
with the frequency of zeros and the quantity 0.5, and the second of which

is a_ pseudo- randgranlehsy ohavhigch Beirsi nrahased ipewden 6hd roatdatdethel 70
SUBSTI TUTE SHEET (RULE- 26) WD 03/028281 PCT/ CA01/ 01429 Branch Assi gnnent

Rul e being such & sMudr essipnm@nbbeind ddierménghdsyt éxtvokinghabeleass two
under-represented in the binary ciphertext :

pseudo-random numbers, the domain of the first of these pseudo-

random numbers being related to the frequency of the occurrence of

10 zero'in the ciphertext, and the domain of a second of these pseudo-

random numbers having a mean of 0.5, and the Branch Assignment

Rule being such that when any character of the ciphertext alphabet

is under-represented in the ciphertext generated thus far, it is no

longer as under-represented.

15 18. A method for creating ciphertext from plaintext according to claim
6 wherein when the ciphertext alphabet is binary, the Branch As-
signment Rule assigns a member of the binary ciphertext alphabet
to at least one branch being traversed between the root and the
leaf, such assignment being determined by comparing at least the

20 output of tv.vo invoked pseudo-random numbers, the first of WhiCh‘
has a domain having a mean betwéen a number associated with the
frequency of zeros and the quantity 0.5, and the second of which is a

pseudo-random number having a domain whose mean is 0.5, and the
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generated thus far, it is no | onger as under-represented. 19. A nethod for
creating ciphertext fromplaintext according to claim 5 6 wherein when the
ci phert exwoaBpbsBet is binary, the Branch As- signnent RuUlPETAS®IHNL a
menber of the binary al phabet to at | east one branch being traversed
between the root and the leaf by utiliz- ing at |east two pseudo-random

nunbers, zero being assigned whe irst pseudo-random nunber .is |ess
than a second ps&rasch ﬁ‘@ﬁﬂﬂ@er}{]ﬁb@@ Lemﬁ’échﬁgaﬁ Pl 2B Iﬁ?mlh% Oie@@nd
pseudo-random num _ber is bo ed .between a nunber, associgaied with the
frequency of zeﬁﬂﬁ}lqrﬁei%@?léﬁgﬂ%t{ & ndeTnsPre R tedu fsﬁglﬁ Eﬁbﬁrﬁ’ h%lpé’@ﬁ{:ﬁf’itty
of one mnus the sai c{ﬁag{}?erfassoci at id with the freeg}lirenc f zeros in the
ci phertext gener &BEE ugy fary 4t 310 AORZER 38 ypdersy FF‘?%te i phertext from
pl ai ntext according to clains 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13,

14, 15, 16, 1IQT }ﬁ\? ﬁrgéthgi mf%ﬁ%ggig%%ﬂgﬁéﬂ Hlags lpgﬁﬁﬂéxﬁ’facc difif 12 clafdst

one traversal "0 recal cufating a nunber*~associ at ed

wth the bredueBCyuripsiontyifh Bhe [eaRérteRe 0phAbes 10Uesal, (HRCBERATRNyEUCda

20 Tree including t t he ['eaves deperfding there- from

and thereafter .r@?ﬂmeﬁmmg éé%%g@%@rr%d@f Tl pihirpaipldbatans gt Meadt a
Tree Restructuring Rule. 171 SUBSTI TUTE SHEET ( RULE 26) 03/ 028281

PCT/ CA01/ 01429 2}y rmidioBefrdy tihRaddBetiedle theXoot 'l Bhaledfely utiliz-
according to clains

ing at least two pseudo-random numbers, zero being assigned when

a first pseudo-random number is less than a second pseudo-random

10 number, where the generation of the second pseudo-random num- .

ber is bounded between a number associated with the frequency of

‘zeros in the ciphertext generated thus far and the quantity of one

minus the said number associated with the frequency of zeros in the

ciphertext generated thus far.

15 20. A method for creating ciphertext from plaintext according to claims
1, 2, 3,4,5,6,7, 8,9, 10, 11, 12, 13, 14, 15, 16, 17,. 18 or 19
comprising the further steps of, after at least one“travelrsal of the
Oommen-Rueda Tree, recc"jmlculatin‘tc,T a number associated with the
frequency weight of at least one of the nodes of the Oommen-Rueda

20 Tree including the internal nodes and the leaves depending there-
from,A and thereafter restructuring the Oommen-Rueda Tree in ac-

cordance with a Tree Restructuring Rule.
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12, 13, 14, 15, 16, 17, 18, 19 or 20, conprising the further step of
receiving first key data associated with an initial seed for at |east one
of the gewercawes281 of t he pseudo-random nunbers utilized bycrheao1614panch
Assi gnnment Rule. 22. A nethod for creating ciphertext from plai ntext
according to clains 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16,

17, 18, 19, 20 or 21 rising the further step. of receivi.nq,segond ke
fjat a associ at4d AVWIGEhPaggEFW&ttl §1§Fﬁ#?}é qrﬂéﬁg’fr&?ﬁg a@fﬂ‘idéﬂgliﬁe(giml“? ee?/
23, . . : : .
12 s 6371510 15040, 48 1 g dh Pedirihe 3 gy Sl oF 5 1

or. 22, wherein the.plaiptext is dified,prior.to _pra si.n t.h

addi tion of a prréicgb‘@@gf ﬁ%% %‘?ﬁéﬁaggd%%séic&tgéa?ﬁthz&?l Wlﬁ@? ﬁ&ﬁf%% a4 gegt# ng

5 P10 o1 1o o pR tEE e BRI Y 8 fgldiBrad o finptes §tilhed y fhe >

| east one of th { S.: f by a suitably programmed processor.

25. A net hod fo%i%ﬁ@?i%%slgﬂli%ﬁgﬁ%x e'f,.rom pl ai ntext according to clains 1,

2, 3, 4,5, 6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 20

22 or 23, wher®i A siethedsfor eneatdhgichshetters ficanplpiniess aceortingew dlaims

software. 26. A nethod for creating ciphertext from plaintext according to

claims 172 SUBET2TBTE, SHEET, GROLEO26), 1@, 03/ 02328116CT7 CA81191200r 21,
comprising the further step of receiving second key data associated

with the structure and labeling of the Oommen-Rueda Tree.

10 23. A method for creating ciphertext from plaintext according to claims
1,2,3,4,5,6,7, 8,9, 10, 11, 12, 13, 14, 15, 1'6, 17, 18, 19, 20, 21
or-22, wherein the plaintext is modified prior to processing by the

addition of a pre-specified prefix data stream.

24. A method for creating ciphertext from plaintext according to claims
15 '1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,
22 or 23, wherein at least one of the steps is preformed by a suitably

programmed pProcessor.

25. A method for'creating ciphertext from plaintext according to claims

1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,

20 22 or 23, wherein at least one of the steps is a process executed in
software.

26. A method for creating ciphertext from plaintext according to claims
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1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,
22 or 23, wherein at |least one of the steps is a process executed in
firmvar e.wD03/02828et hod for decodi ng ci phertext, conprisin@Crhaosveps of : 5
(a) receiving a first character of ciphertext; (b) utilizing an

OCommen- Rueda Tree having a structure correspond- ing to the Conmen- Rueda .

Tree initially utilized by the Encoder __and ytilizing._the Br anch
Assi gnment Rul e &s 2uth 426l 5t floLBnddddP, 08, priovitddt NS ASt i Yhrbht2,

Val ues for the branch 1Q depending from root, traversing such _ .
Commen- Rueda Tr ed2 % B re%ag e ose é’tf:]filéf§tepﬁésfar PEpCesiareised dn
ci phertext det ehn‘i ning the branch to.then be traversed; '(c) if a leaf has

not been reached™™W#i%ing the sane Branch Assign- ment Rule as utilized
by the Encoder to provide Assignnment 15 Values for the branches dependi ng

f h d h o YA :
ci pher text . aA BoRTROCt Ty FRIAG APBER ek BB IRE B o ¢ e

node that has been reached towards a | eaf, the current synbol of
ci phertext . determ ni.pg: L C .sed; 20 (d) when a | eaf
IS reached,‘r,) recor(g? nqlgetgwtéﬂglagﬁ?ﬁ%e%é@ﬁg%ﬁ gﬁ)ﬁgg%%f,_ ated with the | abel

of the |eaf, the ot .hecom ng. t he node th as .been reached for the
pur pose of furthed?)?d% é’é’&%&%@ens BT r}gqqggga(ﬁ@]ggtly@)correspond-

ing to the Oommen-Rueda Tree initially utilized by the Encoder

and utilizing the same Branch Assignment Rule as utilized by
the Encoder to provide the Assignment Values for the brémches
10 depending from the root, traversing such Oommen-Rueda Tree
from the root towards a leaf, the first character of ciphertext

determining the branch to then be traversed;

(c) if a leaf has not been reached, utilizing the same Branch Assign-

| ment Rule as utilized by the Encoder to provide Assignment

15 Values for the branches depending from the node that has been
reached, receiving the next character of ciphertext, and continu-

ing to traverse the Oommen-Rueda Tree from the node that has

been reached towards a leaf, the current symbpl of ciphertext

determining the branch to then be traversed;

20 (d) when a leaf is reached, recording the plaintext character associ-
ated with the label of the leaf, the root becoming the node that

has been reached for the purpose of further processing;
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WO 03/ 028281 PCT/ CAOL/ 01429 (e) repeating steps ¢ and d until all synbols
of ciphertext have been processed. 28. A nethod for decodi ng ciphertext,
conpri si nyotoh2eBeps of: (a) creating an Conmen- Rueda Tr e@CItCAsEHLRE
corresponding to the 5 OCommen-Rueda Tree initially utilized by the
Encoder; (b) receiving a first character of ciphertext; (c) utilizing the
OCommen- Rueda Tree structure, and utilizing the sa ranch Assignnent Rul e
as utilized by tﬁ@?gﬁp@a@m%eppwc&j@l gl §iyg#ng1§t9 \szapnh@r&exb ayfdeen
branches depending from 10 the root, traversing such Commen- Rueda Tree from
the root towards aI@gessacthe first character of ciphertext determning the
branch to then be traversed; (d) if a |leaf has not been reached, utilizing

posi gnment— 15va deebhosl ot Ao ding L heEisER A PRI HTGRENE FI588 Ahat has
been reached, receiving the next character of ciphertext, and continu- ing
tot th - .

Lt e Fen TGRS lLORIR PRd et D e B0
th be t d; I T ' 0l ai nt ext
Lnen be trgrersed: 29ghhelReta Bak s ftrod SOiSL Bherl 1 nt X

node that has b reached fqr the purpos f. further processing; 174
?ET recgivmg a first Qhar%ctgr 0 ci)pher%ext; P J

(c) utilizing the Oommen-Rueda Tree structure, and utilizing the
same Branch Assignment Rule as utilized by the Encoder to
provide the Assignment Values for the branches depending from

10 the root, traversing such Oommen-Rueda Tree from the root
towards a leaf, the first character of ciphertext determining the

branch to then be traversed;

(d) if a leaf has not been reached, utilizing the same Branch Assign-

ment Rule as utilized by the Encoder to provide Assignment

15 Values for the branches depending from the node that has been
reached, receiving the next character of ciphertext, and continu-

ing to traverse the Oommen-Rueda Tree from the node that has

been reached towards a leaf, the current symbol of ciphertext

determining the branch to then be traversed;

20 (e) when a leaf is reached, recording the plaintext character associ-
ated with the label of the leaf, the root becoming the node that

has been reached for the purpose of further processing;

174

' SUBSTITUTE SHEET (RULE 26)



SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAOL/ 01429 (f) repeating steps
d and e until all synbols of ciphertext have been processed. 29. A nethod
for decodwogs3meg2Bert ext, conprising the steps of. (a) rececrityyildana
corresponding to the Conmen-Rueda Tree struc- 5 ture initially utilized by
t he Encoder, to create an OConmen- Rueda Tree having a structure
corresponding to -the Commen- Rueda Tree initially utilized by the Encoder;
(b) receiving a f()stepgeding stapsol axidphuntided} syrepols of ¢ciphegtexdidrave been
OComen- Rueda Tree having a structure corre- 10 sponding to the OComren- Rueda
Tree initially utilipﬁu%ﬁwedhe Encoder and utilizing the same Branch
Assignment Rule as uti- lized by the Encoder to provide the Assignhnent

Val ues for the branches depending fromthe root, traversing such Comren-
Rueda Tree fr@% thanebend totvslegading elrherteret, fqomsprising blee sbenstot: 15

ci phertext determning the branch to then be traversed; (d) if a |eaf has

not been reached,, ytilizing the same Branch Assign- nent I utilized

by the Encoder to(a;u)rmﬁea@n&é@@nwa@sp@m@stq the b@nmeah ad CHE

fromthe node that has been. .reached,. receiving the next character of

ci phertext,5 and cont ¢ @@tla&& t“gl 178 B’s@’@ %%’FERQRGWG'@% PR he

node that has been peached towards a leaf, the current. synb

Cpher toxt | det or m nRGarAres HALHYE 3 FRBROWS SogverSaging bo the Dommen-
Rueda Tree initially utilized by the Encoder;

(b) receiving a first character of ciphertext;

(c) utilizing the Oommen-Rueda Tree having a structure corre-

10 sponding to the Oommen-Rueda Tree initially utilized by the
Encoder and utilizing the same Branch Assignment Rule as uti-

lized by the Encoder to provide the Assignment Values for the

branches depending from the root, traversing such Oommen-

Rueda Tree from the root towards a leaf, the first character of

15 ciphertext determining the branch to then be traversed;

(d) if a leaf has not been reached, utilizing the same Branch Assign-

ment Rule as utilized by the Encoder to provide Assignment

Values for the branches depending from the nod;a that has been

reached, receiving the next character of ciphertext, and continu-

20 ing to traverse the Oommen-Rueda Tree from the node that has
been reached towards a leaf, the current symbol of ciphertext

determining the branch to then be traversed;
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175 SUBSTI TUTE SHEET (RULE 26) WD 03/028281 PCT/ CAO1/ 01429 (e) when a'l eaf
is reached, recording the plaintext character associ- ated with the | abel
of the | eaD,03t0b8281r oot becom ng the node that has been re&chathofior42p he

pur pose of further processing; (f) repeating steps d and e until all

synbol s of ciphertext have been 5 processed. 30. A nethod for decoding

ci phertext according to claing, 27, 28 or 29, wherein when the Encoder has
utilized a Tree tmailﬁgf Rureached crcerding she pirimtent charastenpssanist

one traversal of the Commen- da Tree t | eaf, recal cyl ating a, nupber
associated with the @tﬁ‘i mgﬁaéﬁgflagél @ﬁ?h%fegt thezept %omlngﬁ@emr&stbat t he
Comren- Rueda Tree inclyding th odes.,and the | eaves, dependi ng therefrom
the  Commen-Rueda Trbas ?ﬁ?@ﬂemgﬁgbfgr?vgeswramsm%ﬁ%ﬁrﬁh%@mﬁéﬁw;m th the
sanme Tree Restructuring Rule utilized by the Encoder. 31. A nethod for
decodi ng ci phert ef) aepeatiiggteps ¢ loaidnes il a2BsyiBbots of diphddtext drgwe Iséary .
the further step of receiving first key data associated wth the initial
seed for at5|east onprodessé@. generators of the pseudo- random nunbers
utilized by the Branch Assignnment Rule, where first key data is associ ated
with the first key data utilized by the Encoder. 20 32. A method for
decodi ng ci phei® ektmathod donglecodingicipheztext28ccarding 360 dairBd 27¢ @8poi 80ng
the further step of receiving second key data

wherein when the Encoder has utilized a Tree Restructuring Rule

according to claim 20, after at least one traversal of the Qommen-

Rueda Tree to a leaf, recalculating a number associated with the

10 - frequency weight of at least one of the nodes of the Oommen-Rueda
Tree including the nodes and the leaves depending therefrom, the
Oommen-Rueda Tree thereafter being structured in accordance with

the same Tree Restructuring Rule utilized by the Encoder.

31. A method for decoding ciphertext according to claims 27, 28, 29 or

15 30, comprising the further step of receiving first key data associated
with the initial seed for at least one of the generators of the pseudo-
random numbers utilized by the Branch Assignment Rule, where

first key data is associated with the first key data utilized by the

Encoder.

20 32. A method for decoding ciphertext according to claims 27, 28, 29,
30 or 31, comprising the further step of receiving second key data

associated with the structure and labeling of the Oommen-Rueda
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associated wth the structure and | abeling of the Comren-Rueda 176
SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 Tree, where second
key data WO 03928281 ated with the second key data utilizedPoy/tAvwe/oEngoder .
33. A nethod for decoding ciphertext according to clains 27, 28, 29, 30,
31 or 32 wherein' when the plaintext has been nodified prior 5 to
processing by the addition of a pre-specified prefix data stream the
ci phertext is nodlfdegdviperiessecondpkesc dasa ng absodihkedhadih ithe setond keyndatked
pre-specified data streamin a prefix manner, and where this encoded
pre-specified datutibzeddm the Foicaded. to the pre-specified data stream
utilized by the Encoder. 10 34. A nethod for decoding ci phertext according
31, 32,.or 33 erein at '

t | ai 27, , 4 29, ,3Q, N t t
o preformed G A isthaf) T ReiiliRed DBt RS cafoTding AoreloNga Hor Jecld ng
i phert ext | ' i 27, .28, 2 3Q,. ,31, 32 33 ] i n.at

Cehst one of i he Abopb S8 Whebdos Rliecthe Ploinstih L5 Brenonosfed mifhoa

f d di i t ext di t L ai 27, 28, .1 30 1, 3 33,

ot decot ng 1 pher et R6PLF1A8 haaSHa TE LbreRBeti S b el

device,or o8 SHERHARS HOMel L ORI BY 2 abflos 1ok 9
encoded pre-specified data stream in a prefix manner, and where
this encoded pre-specified data stream is related to the pre-specified

data stream utilized by the Encoder.

10 34. A method for decoding ciphertext according to claims 27, 28, 29,
30, 31, 32 or 33, wherein at least one of the steps is preformed by a

suitably programmed processor.

35. A method for decoding ciphertext according to claims 27, 28, 29, 30,
31, 32 or 33, wherein at least one of the steps is a process executed

15 in software.

36. A method for decoding ciphertext according to claims 27, 28, 29, 30,
31, 32 or 33, wherein at least one of the steps is a process executed

in firmware.

37. A device for creating ciphertext from plaintext comprising:

20 (a) receiving means for receiving a plaintext data stream;
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177 SUBSTI TUTE SHEET (RULE 26) WO 03/ 028281 PCT/ CA01/ 01429 (b) storing
nmeans for, storing data representative of an Cormen- Rueda Tree; (c)
processi ngormapesf or processi ng the plaintext data streampem/@Golohgasact er
by character basis, and for repeatedly traversing the 5 stored

OCommen- Rueda Tree for each character of plaintext to be processed, each
such traversal bei between the root and that |eaf corresponding to that
synmbol of plaint eip SHEANBMSgDS g oz dedsy Wﬁ%ﬁﬁﬁwﬁe@ﬁ@m mmen-
recordi ng the Assignnent.Values of the 10 branches of the Commen- Rueda
Tree traversed duri nﬁ‘ﬂ@fi&a 6¢ cessing of the plaintext data stream the
recei ving neans, the storing nmeans and the recording neans being in
comuni cati on wi t ffic} propessirg shegnsbanpro@8sing tey iptaintext datastmegm on a
ci phertext from plaintext according to claim 15 37, further conprising a
second storing neans chargdemiry chairacter idshs,t aed fooacepsategllydaasefsong the
storing a Branch Assignnent Rule, _and wherein the processing neans

addi tional 1§ cal cul asg@real omeren-dbissts direel foir dachhehdnastereat plaimtext teast
one nenber of the cipher- text al phabet in the ciphertext generated thus
far, and cal cul ates processed geashtsuchl traversalt beimgsbetmeem thactoot and

depending fromat |east qQne, node reached in processi n?. . .
that leaf corresponding to that symbol of plaintext then being

processed;

(d) recording means for recording the Assignment Values of the
10 branches of the Oommen-Rueda Tree traversed during the pro-

cessing of the plaintext data stream:;

the receiving means, the storing means and the recording means

being in communication with the processing means.

38. A device for creating ciphertext from plaintext according to claim

15 37, further comprising a second storing means in communication
with the processing means for storing a Branch Assignment Rule,

and wherein the processing means additionally'calcula,tes a number
associated with the frequency of at least one member of the cipher-

text alphabet in the ciphertext generated thus far, and calculates the

20 Assignment Value of at least one branch depending from at least one

node reached in processing.

39. A device for decoding ciphertext comprising:
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39. A device for decoding ciphertext conprising: 178 SUBSTI TUTE SHEET
(RULE 26) WO 03/028281 PCT/ CAOL/ 01429 (a) receiving neans for receiving a
ci phert exwodaw2s828t ream (b) storing neans for storing dat 2CTapwesenvati ve
of the Commen- Rueda Tree utilized by the Encoder; (c) processing neans
for: 5 1. processing the ciphertext data streamon a character by
character basis, (2)a repeatedly trayersing.the stqred OoHTren- Rueda Tree be-
tween the root anfP) EBSEI¥IRG nmean eRiBgp FRierteredathsiieansf branch
to traverse being determ ned by the com 10 pari son of the character of

ci phertext then bfhngtaingeanseds fandtotiagAdsiagnemriseiveltive of theoDohimrah;
3. selecting the next character -of ciphertext for processing to determ ne
the next branch to b&uedadirseditiliwed by dheeBhcoder;r eached, wher eupon the
pl ai nt ext character associated with 15 the leaf is recorded, and the

processi ng conti me@s %95%?5‘5%&@% fordnd 4. repeating the above steps (1),
| PrS pher .

(2) and (3) until ext to be processed has been processed; (d)

recordi ng means for recording.the_plajntext associated with ealclh 20 of the
| eaves reached duri nglpPbeeassingthe ciphertext data stream on a character by

character basis,

2. repeatedly traversing the stored Oommen-Rueda Tree be-
tween the root and leaves of the Oommen-Rueda Tree, the
choice of branch to traverse being determined by the com-

10 parison of the character of ciphertext then being processed
and the Assignment Value of such branch;

3. selecting the next character of ciphertext for processing to
determine the next branch to be traversed, until a leaf is
reached, whereupon the plaintext character associated with

15 the leaf is recorded, and the processing continues from the

root; and

4. repeating the above steps (1), (2) and (3) uutil all ciphertext

to be processed has been processed;
(d) recording means for recording the plaintext associated with each

20 of the leaves reached during processing;
the receiving means, the storing means and the recording means

being in communication with the processing means.
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t he receiving neans, the storing neans and the recording neans being in
communi cation with the processing neans. -179 SUBSTI TUTE SHEET ( RULE 26)
WO 03/ 028@813PEBP8TCA0L/ 01429 40. A device for decodi ng ci premt@ot/oneor di ng
to claim39 further com prising a second storing neans in commrunication
with the processing neans, for storing a Branch Assignnment Rule, and
wherein the pro- cessing _neans additionally cal cul ates a nunber associ ated
with the 5 fréJ(QJeAdifE\ﬁﬁe for deerdingneiphentssit ascordmgtorlainer? furtheatesmsi n
the ciphertext processed thus far, and cal cul ates the Assignpent Value of
at | east one brarPHSia&resRAoNg FHo5MSMepas iR coRynEGdeatienBHbl the processing

processing. 41. A securg communi cation t hod conprising the steps of: 10
(a) encoding the @Gﬁﬁﬁﬂf‘:@aﬁ%%wgi %ﬁ}'@é’&hggﬁgnm@ﬁ ui%tfﬁbij et thepEoi n
claims 1, 2, 3, 4, 5, 6, 7, 8,,9,.10,.11, 12 .13, 14, 15, 16, 1.7,.18, 19,
20, 21, 22, 23, XESSHE Bieass %ﬁl&mﬂbfbww frid PPH&)QTh%SSQﬁE?&SédV"lth the

i cation; I Vi th ded i cation; 15 d dj
he encoded comminfEitnohof AvAag: GARBCMHER OF T AHECH it PP PHa me
27, 28, 29, 30, 31.,3 3.34 6 h i 42. dat
and retrieval mtﬁghe{%@%ﬁrﬁrﬁcﬁ_ﬁseﬁﬁgﬂﬁ 3 ag#fh%Pl%Wéo@eﬁégglrﬁﬁ%%}th%ﬁ% °9¢
zigcorlgan(ig \Mlgh ibﬁfgge%%ig)%se%fep e(‘g'l 'dgpeﬁclifﬂgnﬁo%n o legst nenode rdackEd
processing.

41. A secure communication method comprising the steps of:

10 (a) encoding the communication in accordance with a method de-
scribed in claims 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19, 20, 21, 22, 23, 24, 25 or 26 herein;

(b) transmitting the encoded communication;
(c) receiving the encoded communication;

15 (d) decoding the encoded communication in accordance with a method

described in claims 27, 28, 29, 30, 31, 32, 33, 34, 35 or 36 herein.
42. A secure data storage and retrieval method comprising the steps of:

(a) encoding the data in accordance with a method described in
claims 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
20 19, 20, 21, 22, 23, 24, 25 or 26 herein;

(b) storing the encoded data;
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20 19, 20, 21, 22, 23, 24, 25 or 26 herein; (b) storing the encoded dat a;
180 SUBSTI TUTE SHEET (RULE 26) WO 03/028281 PCT/ CA01/ 01429 (c) retrieving
t he encodwo odaesgsl (d) decodi ng the encoded data in accord®cgecAanmpvhia et hod
de- scribed in clains 27, 28, 29, 30, 31, 32, 33, 34, 35 or 36 herein. 43.
A nmet hod of creating ciphertext fromplaintext according to clains 5 1, 2,
3, 4, 5, 6, 7, 8, %, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, 24, 25 or 26,01UKﬁﬁE¥H@@ FﬁQﬂQQ§edH@a§Eep of subsequently encrypting
t he ci phertext generated in accordance with the process of clains 1, 2, 3,

4, 5, 6, 7, 8, 9,(d0deddding2thd Bncbded18atadbn ddcord8nce With2@, nvthod2de23,
24, 25 or 26 by any standard encryption process. 10 44. A nethod of

decodi ng ci phertext swthedinglaions R 28, 29, 30831232, 330.343B5 &2363&redd, 35
or 36, conprising the further steps of initially . decrypting the ciphertext
dat astream usi ng the standard decryption process associated with the
encryption prddeds methid of creatdhgiciphsrtexhdtbmhpledateraracecdigtp ichaims
accordance with the process of clainms 27, 15 28, 29, 30, 31, 32, 33, 34,
35 or 36. 45. A ethod, #od,ebbédd, iy E0pildj dexk3,nkbsige 16ntld, c,r1%r 204t a

com prising the steps of converting the plaintext into ciphertext in

accor- dance wit Rlgl%dh 8, 24, 25 ot 26, fwther commrisigg e, step, of suhsegwently,

15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25 or .26, and thereafter

st eganogr aphi cal IBpcrypting the ciphertext generated in accordance with the process
of claims 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18,

19, 20, 21, 22, 23, 24, 25 or 26 by any standard encryption process.

10 44. A method of decoding ciphertext according to claims 27, 28, 29,
30, 31, 32, 33, 34, 35 or 36, comprising the further steps of initially
decrypting the ciphertext datastream using the standard decryption
process associated with the encryption process utilized in claim 43,

and thereafter decoding in accordance with the process of claims 27,

15 - 28,29, 30, 31, 32, 33, 34, 35 or 36.

45. A method for embedding a plaintext message into carrier data com-
prising the steps of converting the plaintext into ciphertext in accor-
dance with claims 1, 2, 3, 4, 5, 6, 7,8,9,10,11,12, 13, 14, 15, 16, 17,
18,19, 20, 21, 22, 23, 24, 25 or 26, and thereafter steganographically

20 inserting the ciphertext into the carrier data.

46. A method for extracting a plaintext message from carrier data which

carrier data contains embedded ciphertext steganographically in-
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20 inserting the ciphertext into the carrier data. 46. A nethod for
extracting a plaintext nessage fromcarrier data which carrier data
cont ai ns wolvadekdl ci phert ext steganographically in- 181 SEBEIANIE2SHEET
(RULE 26) WD 03/028281 PCT/ CA01/01429 serted into carrier data in
accordance with claim45, conprising the steps of steganographically
extracting the ci phertext fromthe car- rier data &E%m@”her decodltr}%Ot he

ci phertext utili sergdangesearer idatadacac@ararcevphh Sy O IS15E

31, 32, 33, 34, 35 or 36, 5 47 Arret or n 0-ra
nunbers conpri si ﬁ@eﬁ’ﬂw@? SE‘?&%EO%@PA’%@ Wﬁb%ﬁﬂhﬁ gf’? (AP eﬁ ﬁ E?We@?ﬁ C3hd
processing the data ,stream

13, 14, 15, 16, rﬁ dq_@, @rt%%%%[ a%wl?th tggﬁ%%{%(lﬁiﬁ 62}9'}3?‘68@8811%

accordance with claims 27, 28, 29, 30, 31, 32, 33, 34, 35 or 36.

5 47. A method for generating pseudo-random numbers comprising the
steps of receiving an arbitrary data stream, and processing the data
stream in accordance with the process of claims 12, 13, 14, 15, 16,

17, 18, or 19.
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