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RESOURCE TRANSFER METHOD, FUND PAYMENT
METHOD, AND ELECTRONIC DEVICE

TECHNICAL FIELD

[0001] The present application relates to the field of computer technologies, and
in particular, to a resource transfer method, a fund payment method, and an electronic

device.

BACKGROUND

[0002] With rapid development of computer communications technologies,
people's production and life increasingly need to rely on an Internet platform for
resource transfer and allocation. To ensure security of a resource and legality of
resource transfer, in an existing resource transfer process, identity verification often
needs to be performed based on personal information provided by a resource
transferor or with the aid of a hardware facility.

[0003] For example, the resource is big data information, and the resource transfer
is big data information transfer. During big data transfer, to ensure legality of an
identity of a data transferor, the data transferor may need to enter identity information
such as a user name or a password of the data transferor, show a two-dimensional
code that is displayed on a mobile terminal and that represents a legal identity of the
data transferor, or access a hardware facility (for example, a USB key) that represents
a legal identity of the data transferor, to facilitate identity verification on the Internet
platform. When the information about the data transferor or the hardware facility is
embezzled, the resource is likely to be illegally transferred. Alternatively, when the
data transferor forgets the identity information or does not carry the hardware facility,
the resource cannot be normally transferred, either.

[0004] Therefore, a method that can be used to safely, conveniently, and quickly

transfer a resource is urgently needed.
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SUMMARY

[0005] Implementations of the present application provide a resource transfer
method, and an electronic device, so that a resource can be safely, conveniently, and
quickly transferred.

[0006] The implementations of the present application further provide a fund
payment method, and an electronic device, so that a fund can be safely, conveniently,
and quickly paid.

[0007] The following technical solutions are used in the implementations of the
present application.

[0008] According to a first aspect, an implementation of the present application
provides a resource transfer method, including: obtaining a face image of a resource
transferor, where the face image is used to authenticate an identity of the resource
transferor, and obtaining resource transfer identification information of the resource
transferor, where the resource transfer identification information corresponds to a
transferor account of the resource transferor; determining, based on the resource
transfer identification information, information about the transferor account and a
reference image corresponding to the transferor account; and transferring a resource
of the resource transferor based on the information about the transferor account when
the face image matches the reference image.

[0009] According to a second aspect, an implementation of the present application
provides a fund payment method, including: obtaining a face image of a payer, where
the face image is used to authenticate an identity of the payer, and obtaining fund
payment identification information of the payer, where the fund payment
identification information corresponds to a payer account of the payer; determining,
based on the fund payment identification information, information about the payer
account and a reference image corresponding to the payer account; and transferring a
fund of the payer based on the information about the payer account when the face
image matches the reference image.

[0010] Preferably, in the method according to the second aspect provided in this
implementation of the present application, after the obtaining a face image of a payer,
and before the obtaining fund payment identification information of the payer, the
method further includes: searching a face recognition permission restricted list for

face image information that matches the face image, where the face recognition
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permission restricted list is used to store information about a face image whose face
image recognition permission 1is restricted; and the obtaining fund payment
identification information of the payer includes: obtaining the fund payment
identification information of the payer when the face image information that matches
the face image does not exist in the face recognition permission restricted list.

[0011] Preferably, in the method according to the second aspect provided in this
implementation of the present application, after the obtaining a face image of a payer,
and before the obtaining fund payment identification information of the payer, the
method further includes: obtaining identification information of a device that collects
the face image; and the obtaining fund payment identification information of the
payer includes: obtaining the fund payment identification information of the payer
when the identification information of the device indicates that the device is legal.
[0012] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the obtaining the fund payment
identification information of the payer when the identification information of the
device indicates that the device is legal includes: determining an information type of
the needed fund payment identification information based on the identification
information of the device when the identification information of the device indicates
that the device is legal; and obtaining the fund payment identification information of
the payer based on the information type.

[0013] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the determining an information type of the
needed fund payment identification information based on the identification
information of the device includes: determining, based on the identification
information of the device, a set of hotspot users corresponding to the device, where
the set of hotspot users includes user hotspot information associated with the device;
matching the face image of the payer with the user hotspot information; and
determining that the needed fund payment identification information is first
information if the face image of the payer matches the user hotspot information;
otherwise, determining that the needed fund payment identification information is
second information, where security of the second information is higher than security
of the first information.

[0014] Preferably, in the method according to the second aspect provided in this

implementation of the present application, the second information is personal identity
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information of the payer, received fund payment verification information, or order
information associated with the fund to be transferred, and the first information is a
part of the second information; or the second information is biometric feature
information of the payer, and the first information is personal identity information of
the payer, received fund payment verification information, or order information
associated with the fund to be transferred.

[0015] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the obtaining a face image of a payer
includes: obtaining the face image of the payer by using a 3D photographing
apparatus.

[0016] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the fund payment identification
information includes one or more types of the following: the personal identity
information of the payer; the biometric feature information of the payer; the fund
payment verification information received by the payer; and the order information
associated with the fund to be transferred.

[0017] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the determining, based on the fund
payment identification information, information about the payer account and a
reference image corresponding to the payer account includes: determining, based on
the fund payment identification information, the information about the payer account
corresponding to the fund payment identification information; and determining, based
on the information about the payer account, the reference image corresponding to the
payer account.

[0018] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the determining, based on the fund
payment identification information, the information about the payer account
corresponding to the fund payment identification information includes: identifying,
based on the fund payment identification information, information about multiple
payer accounts corresponding to the fund payment identification information; and the
determining, based on the information about the payer account, the reference image
corresponding to the payer account includes: when the information about the multiple
payer accounts corresponds to the same reference image, determining the reference

image as the reference image corresponding to the payer account.
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[0019] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the transferring a fund based on the
information about the payer account, the method further includes: storing the face
image of the payer as an adjusted reference image corresponding to the payer account,
to match the re-obtained face image of the payer and perform fund transfer again.
[0020] Preferably, in the method according to the second aspect provided in this
implementation of the present application, before the transferring a fund of the payer
based on the information about the payer account when the face image matches the
reference image, the method further includes: matching the face image with the
reference image when the information about the payer account satisfies a
predetermined condition.

[0021] Preferably, in the method according to the second aspect provided in this
implementation of the present application, the predetermined condition includes at
least one of the following: a type of the payer account is an account type that has a
permission for face image recognition; the payer account is not included in an
illegal-account list; a quantity of fund payment failures of the payer account does not
reach a predetermined value; and a geographical location state of the payer account is
a normal state.

[0022] According to a third aspect, an implementation of the present application
provides a resource transfer apparatus, including: a face image acquisition module,
configured to obtain a face image of a resource transferor, where the face image is
used to authenticate an identity of the resource transferor; an identification
information acquisition module, configured to obtain resource transfer identification
information of the resource transferor, where the resource transfer identification
information corresponds to a transferor account of the resource transferor; an account
information acquisition module, configured to determine, based on the resource
transfer identification information, information about the transferor account and a
reference image corresponding to the transferor account; and a resource transfer
module, configured to transfer a resource of the resource transferor based on the
information about the transferor account when the face image matches the reference
image.

[0023] According to a fourth aspect, an implementation of the present application
provides an electronic device, including: a processor; and a storage, configured to

store a computer executable instruction, where when the executable instruction is
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executed, the processor is enabled to perform the following operations: obtaining a
face image of a resource transferor, where the face image is used to authenticate an
identity of the resource transferor, and obtaining resource transfer identification
information of the resource transferor, where the resource transfer identification
information corresponds to a transferor account of the resource transferor;
determining, based on the resource transfer identification information, information
about the transferor account and a reference image corresponding to the transferor
account; and transferring a resource of the resource transferor based on the
information about the transferor account when the face image matches the reference
image.

[0024] According to a fifth aspect, an implementation of the present application
provides a fund payment apparatus, including: a face image acquisition module,
configured to obtain a face image of a payer, where the face image is used to
authenticate an identity of the payer; an identification information acquisition module,
configured to obtain fund payment identification information of the payer, where the
fund payment identification information corresponds to a payer account of the payer;
an account information acquisition module, configured to determine, based on the
fund payment identification information, information about the payer account and a
reference image corresponding to the payer account; and a fund payment module,
configured to transfer a fund of the payer based on the information about the payer
account when the face image matches the reference image.

[0025] According to a sixth aspect, an implementation of the present application
provides an electronic device, including: a processor; and a storage, configured to
store a computer executable instruction, where when the executable instruction is
executed, the processor is enabled to perform the following operations: obtaining a
face image of a payer, where the face image is used to authenticate an identity of the
payer, and obtaining fund payment identification information of the payer, where the
fund payment identification information corresponds to a payer account of the payer;
determining, based on the fund payment identification information, information about
the payer account and a reference image corresponding to the payer account; and
transferring a fund of the payer based on the information about the payer account
when the face image matches the reference image.

[0026] At least one of the previous technical solutions used in the

implementations of the present application can achieve the following beneficial
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effects:

[0027] In the implementations of the present application, the corresponding
transferor account and reference image are identified based on the resource transfer
identification information of the resource transferor, and the face image of the
resource transferor is compared with the reference image to implement authentication
on the identity of the resource transferor. Therefore, the resource is transferred based
on the information about the transferor account when the face image matches the
reference image.

[0028] According to the technical solutions provided in the implementations of
the present application, the account information and the reference image of the
resource transferor are identified by using the resource transfer identification
information, and identity authentication is performed by using the face image inherent
to the resource transferor. It can alleviate a potential resource transfer security risk
caused by embezzlement of authentication information such as a user name or a
password of the resource transferor or a loss of a hardware facility, such as a U shield,
used for authentication. In addition, the resource exporter can more conveniently and
quickly transfer the resource without additionally recording or carrying information or

a facility for authentication.

BRIEF DESCRIPTION OF DRAWINGS

[0029] The accompanying drawings described here are intended to provide a
further understanding of the present application, and constitute a part of the present
application. The illustrative implementations of the present application and
descriptions thereof are intended to describe the present application, and do not
constitute limitations on the present application. In the accompanying drawings:
[0030] FIG. 1 is a schematic flowchart illustrating a first resource transfer method,
according to an implementation of the present application;

[0031] FIG. 2 is a schematic flowchart illustrating a second resource transfer
method, according to an implementation of the present application;

[0032] FIG. 3 is a schematic flowchart illustrating a third resource transfer
method, according to an implementation of the present application;

[0033] FIG. 4 is a schematic flowchart illustrating a fund payment method,

according to an implementation of the present application;
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[0034] FIG. 5 is a schematic interaction diagram illustrating a fund payment
method applied to fund payment, according to an implementation of the present
application;

[0035] FIG. 6 is a schematic structural diagram illustrating a resource transfer
apparatus, according to an implementation of the present application;

[0036] FIG. 7 is a schematic structural diagram illustrating a first electronic
device, according to an implementation of the present application;

[0037] FIG. 8 is a schematic structural diagram illustrating a fund payment
apparatus, according to an implementation of the present application; and

[0038] FIG. 9 is a schematic structural diagram illustrating a second electronic

device, according to an implementation of the present application.

DESCRIPTION OF IMPLEMENTATIONS

[0039] To make the objectives, technical solutions, and advantages of the present
application clearer, the following clearly describes the technical solutions of the
present application with reference to specific implementations of the present
application and corresponding accompanying drawings. Apparently, the described
implementations are merely some rather than all of the implementations of the present
application. All other implementations obtained by a person of ordinary skill in the art
based on the implementations of the present application without creative efforts shall
fall within the protection scope of the present application.

[0040] The technical solutions provided in the implementations of the present
application are described in detail below with reference to the accompanying
drawings.

[0041] The implementations of the present application provide a resource transfer
method. In a resource transfer process, a resource transferor, a resource transferee,
and a server interact with each other. Generally, both the resource transferor and the
resource transferee are users registered in the server.

[0042] Referring to FIG. 1, an implementation of the present application provides
a resource transfer method. The method is applicable to a server and can specifically
include the following steps:

[0043] S101. Obtain a face image of a resource transferor, where the face image is

used to authenticate an identity of the resource transferor.
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[0044] S103. Obtain resource transfer identification information of the resource
transferor, where the resource transfer identification information corresponds to a
transferor account of the resource transferor.

[0045] S105. Determine, based on the resource transfer identification information,
information about the transferor account and a reference image corresponding to the
transferor account.

[0046] S107. Transfer a resource based on the information about the transferor
account when the face image matches the reference image.

[0047] In an application scenario, if the resource transferor wants to transfer the
resource, the resource transferor can upload the face image of the resource transferor
to a server with the aid of a face image collection device disposed on a resource
transferee, so that the server can obtain the face image of the resource transferor, and
then authenticate the identity of the resource transferor. In addition, the resource
transferor can further send identification information, namely, the resource transfer
identification information, corresponding to the transferor account to the server, so
that the server determines the information about the transferor account and the
reference image corresponding to the transferor account. On this basis, the server
matches the face image uploaded by the resource transferor with the reference image
that is stored in the server and that corresponds to the transferor account. When the
face image matches the reference image, the server can understand that the resource
transferor that currently initiates resource transfer is consistent with a legal resource
transferor recorded in the server. Therefore, the server can transfer the resource
currently to be transferred from the resource transferor to the resource transferee
based on the information about the transferor account.

[0048] Preferably, a 3D photographing apparatus is used to obtain the face image
of the resource transferor. Further, a face image depth threshold can be set to exclude
a face image whose depth of field is less than the depth threshold, to implement living
detection and ensure that the server obtains an actual living image, instead of
obtaining a non-living image with the aid of a photo, a model, etc. It helps to prevent
a resource from being illegally transferred due to a living attack, thereby ensuring
security of the resource.

[0049] It 1s worthwhile to note that, when initiating the resource transfer, the
resource transferor can enter the resource transfer identification information of the

resource transferor, so that the server identifies the transferor account that is stored in
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the server and that corresponds to the resource transfer identification information, and
then the server can determine the place that the resource is to be transferred from. To
achieve this objective, various types of identification information corresponding to the
transferor account of the resource transferor in the server all can be used as specific
content of the resource transfer identification information, provided that a
configuration demand of the server is satisfied. Further, the correspondence can be a
direct correspondence or an indirect correspondence, and can be a one-to-one
correspondence or a one-to-many correspondence. The various types of identification
information can be used separately or in combination, provided that the server can
identify the transferor account of the resource transferor based on the resource transfer
identification information.

[0050] More specifically, the resource transfer identification information can be
information that represents a personal identity of the user, such as a mobile number,
an ID card number, or a user name; or can be another type of inherent biometric
feature information different from the face image, such as a fingerprint, an iris, or a
voiceprint; or can be resource transfer verification information delivered by the server
and received by the user, such as a verification code sent to a user terminal; or can be
a pre-agreed behavior feature such as a specific expression, a specific posture, or a
specific gesture. Alternatively, the resource transfer identification information can be
identification information associated with a transaction corresponding to the resource
to be transferred, such as an order number, or a verification code received by the user
when the user generates an order.

[0051] It should be further noted that in this implementation of the present
application, a sequence in which the user enters the face image and the resource
transfer identification information into the server may not be limited. Similarly, a
sequence in which the server obtains the face image and the resource transfer
identification information of the resource transferor can also be determined based on
an actual application scenario and a specific interaction process, and is not
specifically limited in this implementation of the present application. In addition,
during specific implementation, the face image and the resource transfer identification
information can be directly obtained, or can be obtained only when a certain
verification condition is satisfied. For example, the face image can be first obtained,
and then the resource transfer identification information can be obtained when a

certain condition (which can be a single condition or a combination of multiple
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conditions) is satisfied. The following uses examples for description.

[0052] (1) Referring to FIG. 2, the server first performs step S101 of obtaining the
face image of the resource transferor, and then performs step S109 of parsing the face
image and searching a face recognition permission restricted list, where the face
recognition permission restricted list records information about a face image whose
face recognition permission is restricted. When determining, based on determining in
step S111, that the obtained face image is included in the face recognition permission
restricted list, the server can understand that a use permission of the face image is
restricted, and the server disallows the resource transferor to use the face image for
identity authentication. Therefore, the user does not need to upload other information,
and the server can directly return a message that the current resource transfer fails.
When determining, based on determining in step S111, that the obtained face image is
not included in the face recognition permission restricted list, the server continues to
perform step 103 of obtaining the resource transfer identification information of the
resource transferor.

[0053] It is worthwhile to note that, the face image information recorded in the
face recognition permission restricted list can be from a face image that appears
frequently in a short time or a face image whose quantity of authentication failures
reaches a predetermined threshold. It can be understood that such a face image is
likely to be abnormal or illegal in use. Therefore, the server records such a face image
in the face recognition permission restricted list to ensure security of a resource.
[0054] (2) When obtaining the face image of the resource transferor, the server
can further obtain identification information of a device that collects the face image.
The identification information of the device can specifically include a brand of the
device, disposition location information of the device, a number of the device, etc. It
can be understood that identification information of a legal device is recorded in the
server, and therefore the server can compare the received identification information of
the device with the identification information of the legal device, to verify legality of
the device that collects the face image. When the identification information of the
device indicates that the device is legal, the server further obtains the resource transfer
identification information of the resource transferor.

[0055] It can be understood that, alternatively, the server can first directly obtain
the resource transfer identification information, and then obtain the face image of the

user for authentication after specific condition-based verification succeeds, for



10

15

20

25

30

12

example, after the server identifies information about a legal resource transferor
account based on the resource transfer identification information. A specific
implementation process can be determined based on an actual service demand.

[0056] It is worthwhile to note that, the device configured to collect the face
image of the resource transferor is usually the face image collection device disposed
on the resource transferee. Uploading the identification information of the device to
the server not only helps determine legality of the face image collection device, but
also helps collect transaction information of the resource transferee (which can be
specifically represented as a shop in a commodity transaction), and further helps
collect information about a geographical location at which the resource transferor
initiates the resource transfer, to facilitate transaction risk evaluation.

[0057] Because the device that collects the face image of the resource transferor
corresponds to the resource transferee, after obtaining the identification information
of the device, the server can identify the device that collects the face image, and then
can identify configuration information of the resource transferee. When the
identification information of the device indicates that the device is legal, an
information type of the needed resource transfer identification information can be
determined based on the identification information of the device, and then the
resource transfer identification information of the resource transferor is obtained
based on the information type.

[0058] More specifically, the resource transferee can construct a set of hotspot
users associated with the deployed face image collection device, and can further
continuously update users in the set of hotspot users and information about the users.
During construction and updating of the set of hotspot users: (1) the resource
transferee can record, in the set of hotspot users, information that is submitted by the
user for member registration at the resource transferee, for example, biometric feature
information, such as the face image, the fingerprint, or the iris of the user, submitted
by the user to the resource transferee; or (2) the resource transferee can record, for
example, a user who uploads a face image with the aid of the face image collection
device and successfully transfers a resource to the resource transferee in the set of
hotspot users based on historical information of an Internet transaction performed by
the user with the aid of the face image collection device of the resource transferee; or
(3) the resource transferee can collect information about mobile terminals around the

face image collection device by using a Wi-Fi probe technology, and record
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information corresponding to a mobile terminal that appears multiple times around the
device in the set of hotspot users. In case (3), it can be understood that a user
corresponding to the mobile terminal frequently appears around the device, and
therefore is more likely to transfer a resource with the aid of the face image collection
device. It is worthwhile to note that, user hotspot information in the set of hotspot
users can include the content in the previous multiple aspects, or can include
information that can reflect another aspect of association relationship between the
resource transferor and the collection device. In an application scenario, the user
hotspot information includes face information of a hotspot user, other biometric
feature information of the hotspot user, a MAC address of a mobile terminal held by
the hotspot user, and an account registered by the hotspot user in the server. In this
case, a correspondence among the four pieces of information is established in the set
of hotspot users that is of the resource transferee and that corresponds to the collection
device.

[0059] The meaning of the user hotspot information included in the set of hotspot
users and the association relationship between the user hotspot information and the
face image collection device are described above by using the examples. Based on
this understanding, referring to FIG. 3, determining the information type of the needed
resource transfer identification information based on the identification information of
the device can specifically include the following steps:

[0060] S201. Determine, based on the identification information of the device, a
set of hotspot users corresponding to the device, where the set of hotspot users
includes user hotspot information associated with the device.

[0061] S203. Match the face image of the resource transferor with the user
hotspot information.

[0062] S205. Determine whether the face image of the resource transferor
matches the user hotspot information.

[0063] S207. Determine that the information type of the needed resource transfer
identification information is first information if the face image of the resource
transferor matches the user hotspot information.

[0064] S209. Determine that the information type of the needed resource transfer
identification information is second information if the face image of the resource
transferor does not match the user hotspot information.

[0065] Wherein, security of the second information is higher than security of the
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first information.

[0066] Specifically, the second information can be personal identity information
of the resource transferor, received resource transfer verification information, or order
information associated with the resource to be transferred. In this case, the first
information can be a part of the second information. Alternatively, the second
information can be biometric feature information of the resource transferor. In this
case, the first information can be personal identity information of the resource
transferor, received resource transfer verification information, or order information
associated with the resource to be transferred.

[0067] More specifically, a process of matching the face image obtained by the
server with the user hotspot information and determining the information type of the
resource transfer identification information can be performed by using multi-factor
cross-verification algorithm logic. Details are omitted here. When the face image
obtained by the server matches the user hotspot information, it can be understood that
the resource transferor that currently initiates the resource transfer is associated with
the face image collection device disposed on the resource transferee. For example, the
resource transferor successfully transfers a resource to the resource transferee
previously, or the resource transferor has registered as a member at the resource
transferee previously. In this case, it can be considered that credibility of resource
transfer between the resource transferor and the resource transferee is relatively high,
and therefore the resource transferor can be allowed to enter shorter information
(namely, the first information) as the resource transfer identification information for
authentication. On the contrary, the resource transferor can be required to enter more
complete information (namely, the second information) as the resource transfer
identification information for authentication. For example, if the face image of the
resource transferor does not match the user hotspot information, the resource
transferor needs to enter an 11-digit mobile number (equivalent to the second
information) as the resource transfer identification information for authentication. If
the face image of the resource transferor matches the user hotspot information,
authentication can be performed provided that the resource transferor enters the last
four digits (equivalent to the first information) of the mobile number. For another
example, the second information can be an ID card number, and the first information
can be a specified digit of the ID card number. In this solution, a resource transferor

added to the set of hotspot users can more conveniently and quickly transfer a
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resource.

[0068] In the previous implementation, the first information is a part of the second
information, so that the resource transferor that has established a certain association
relationship with the resource transferee more conveniently and quickly transfers the
resource. In addition, the first information and the second information can be different
types of information, provided that security of the second information is higher than
security of the first information. For example, the first information can be a mobile
number of the resource transferor, and the second information can be an iris of the
resource transferor. As a biological feature inherent to the resource transferor, the iris
is less likely to be embezzled than the mobile number. Therefore, for a resource
transferor that is not added to the set of hotspot users, the server can require the
resource transferor to enter second information with higher security as resource
transfer identification information. It is more helpful to ensure security of resource
transfer.

[0069] A process in which the server obtains the face image and the resource
transfer identification information that are entered by the resource transferor and the
connotation of the information are described above by using the examples. After
receiving the resource transfer identification information, the server can further
determine, based on the resource transfer identification information, the information
about the transferor account and the reference image corresponding to the transferor
account, which can specifically include: determining, based on the resource transfer
identification information, the information about the transferor account corresponding
to the resource transfer identification information; and determining, based on the
information about the transferor account, the reference image corresponding to the
transferor account.

[0070] As described above, the resource transfer identification information
corresponds to the transferor account of the resource transferor. Therefore, the server
can identify the information about the corresponding transferor account by using the
resource transfer identification information, and then the server can identify, based on
the information about the transferor account, the reference image reserved by the
resource transferor in the server. Here, the transferor account can be understood as an
account registered by the resource transferor on an Internet platform that the server is
located on, or can be understood as another account that is reserved by the resource

transferor on the Internet platform and that is bound to a registered account of the
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platform. The reference image can be a face image uploaded by the resource
transferor to the server for reservation when the resource transferor performs
registration or opens a corresponding service, or a photo reserved on a certificate. For
example, the reference image can be a photo on an ID card, or a face image on which
living verification succeeds.

[0071] It is worthwhile to note that, the reference image stored in the server for
reservation can be adjusted based on an actual application case in which the resource
transferor transfers the resource by using the face image. For example, the face image
of the resource transferor can be stored as an adjusted reference image corresponding
to the transferor account, to match the re-obtained face image of the resource
transferor and perform resource transfer again. As such, the Internet platform can
collect a "near photo" of the resource transferor as a reference image. It helps improve
a degree to which the reference image matches the face image of the resource
transferor, and prevent resource transfer from being affected due to a change of the
individual face image of the user, so that user experience is better.

[0072] In some application scenarios, when determining, based on the resource
transfer identification information, the information about the transferor account
corresponding to the resource transfer identification information, information about
multiple transferor accounts corresponding to the resource transfer identification
information may be identified. In this case, if a unique determined reference image
corresponding to the information about the multiple transferor accounts can be
identified, the reference image is determined as the reference image corresponding to
the transferor account. On the contrary, if the information about the multiple
transferor accounts corresponds to different reference images, it can be understood
that the account corresponding to the resource transferor cannot be recognized from
the multiple transferor accounts in the server, and the server can send, to the user, a
notification that the resource transfer fails.

[0073] For example, the Internet platform may allow the same user (which is
understood as the same entity in reality here, and can be represented as a user that
performs registration by using the same ID card number) to register multiple accounts
on the platform, and the multiple accounts may correspond to the same mobile
number. Therefore, when the user enters the mobile number as resource transfer
identification information, the server identifies the multiple accounts corresponding to

the mobile number. In this case, the server can further determine whether the multiple
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accounts correspond to the same ID card number, and then determine whether a
unique determined reference image can be identified.

[0074] Based on the previous implementation, when the obtained face image is
matched with the reference image, and the obtained face image matches the reference
image, before the resource of the resource transferor is transferred based on the
information about the transferor account, the method provided in this implementation
of the present application can further include: matching the face image with the
reference image when the information about the transferor account satisfies a
predetermined condition.

[0075] Specifically, the predetermined condition can include at least one of the
following: a type of the transferor account is an account type that has a permission for
face image recognition; the transferor account is not included in an illegal-account
list; a quantity of resource transfer failures of the transferor account does not reach a
predetermined value; and a geographical location state of the transferor account is a
normal state.

[0076] In this implementation of the present application, the predetermined
condition is used to reflect a risk control rule for resource transfer on the Internet
platform. Before the obtained face image is authenticated, the information related to
the transferor account is verified, to directly exclude a transferor account that does not
conform to the risk control rule, thereby ensuring security of the resource transfer. For
example, it is determined whether the type of the transferor account is the account
type that has the face image recognition permission. If a determining result is "yes", it
indicates that the transferor account is allowed to use the face image for
authentication to transfer the resource. Therefore, the face image can be further
compared with the reference image. If a determining result is "no", it indicates that the
transferor account is not allowed to use the face image for authentication. Therefore,
the server can feed back, to the user, a notification that the current resource transfer
fails. For another example, the server can collect device information of the face image
collecting device, to know information about a geographical location at which the
resource transferor reports the face image, and then determine whether the geographic
location state of the transferor account corresponding to the resource transferor is
normal. If the geographic location state is normal, the server can continue to compare
the face image with the reference image for resource transfer. If the geographic

location state is abnormal, it indicates that the transferor account of the resource
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transferor may be illegally used. Therefore, the server can feed back, to the user, a
notification that the current resource transfer fails. More specifically, the geographic
location state of the transferor account can be determined based on times and places at
which the resource transferor uploads the face image multiple times or based on
configuration information (for example, a use range) reserved by the resource
transferor in the server. Certainly, it should be understood that if the predetermined
condition includes multiple conditions, only when the multiple conditions are all
satisfied, it can be considered that the predetermined condition is satisfied.

[0077] The implementations of the present application are described above from
different perspectives. In an application scenario, the resource is specifically a fund,
the resource transferor is specifically a payer, the resource transfer identification
information is specifically fund payment identification information, and the transferor
account is specifically a payer account. The following uses an example to describe a
specific implementation of a fund payment method in this scenario. Referring to FIG.
4, the method includes the following steps:

[0078] S301. Obtain a face image of a payer, where the face image is used to
authenticate an identity of the payer.

[0079] S303. Obtain fund payment identification information of the payer, where
the fund payment identification information corresponds to a payer account of the
payer.

[0080] S305. Determine, based on the fund payment identification information,
information about the payer account and a reference image corresponding to the payer
account.

[0081] S307. Transfer a fund of the payer based on the information about the
payer account when the face image matches the reference image.

[0082] FIG. 5 is a schematic interaction diagram illustrating a fund payment
method applied to fund payment, according to an implementation of the present
application.

[0083] After selecting a commodity, a user (which is specifically a payer here) can
choose to perform offline self-service payment on a self-service terminal of a shop.
The terminal has a face image collection function, and can serve as a face image
collection device in this implementation of the present application. Preferably, the
device has a 3D image collection function. During self-service payment, the user can

choose to use cash or a bank card for payment, or can choose to use a third-party



10

15

20

25

30

19

payment platform similar to ALIPAY for payment. After entering the third-party
payment platform, the user can further select two-dimensional code scan payment,
sound wave payment, payment code payment, etc. In particular, the user can further
choose to perform face scan payment.

[0084] After the face of the user is scanned by using the self-service terminal, the
self-service terminal sends an obtained face image of the user to a server (which is a
server of the third-party payment platform here). The self-service terminal further
uploads device information of the self-service terminal to the server, where the device
information includes a brand, a device identification, a machine ID, etc.

[0085] After receiving the face image uploaded by the self-service terminal, the
server first determines whether FacelD is cooled, that is, searches a face recognition
permission restricted list for face image information that matches the face image,
where the face recognition permission restricted list is used to store information about
a face image whose face image recognition permission is restricted. If FacelD is
cooled, the server can return an error prompt: The account is abnormal and payment
fails. If FacelD is not cooled, that is, when the face image information that matches
the face image does not exist in the face recognition permission restricted list, the
server performs a next stage of determining, to determine an information type of
needed fund payment identification information.

[0086] Specifically, if the shop corresponding to the self-service terminal does not
enable 1: N hotspot customer set N (that is, there is no set of hotspot users
corresponding to the face image collection device), the information type of the fund
payment identification information is directly determined as second information, and
the user is prompted to enter the second information. If the shop corresponding to the
self-service terminal enables 1: N hotspot customer set N, a set of hotspot users
corresponding to the device is determined based on identification information of the
device, where the set of hotspot users includes user hotspot information associated
with the device. Then, the face image of the payer is matched with the user hotspot
information. If the face image of the payer matches the user hotspot information, it is
determined that the needed fund payment identification information is first
information; otherwise, it is determined that the needed fund payment identification
information is second information, where security of the second information is higher
than security of the first information.

[0087] In an optional implementation, the second information can be personal
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identity information of the payer, received fund payment verification information, or
order information associated with a fund to be transferred, and the first information
can be a part of the second information. Alternatively, the second information can be
biometric feature information of the payer, and the first information can be personal
identity information of the payer, received fund payment verification information, or
order information associated with a fund to be transferred. For example, as shown in
FIG. 5, the first information is the last four digits of a mobile number of the user, and
the second information is the 11-digit mobile number of the user.

[0088] A process of determining the information type of the fund payment
identification information by using hotspot customer set N can be specifically:
querying a UID list of effective users of the shop, that is, querying a user face image
database opened by the shop, user UIDs that a nearby Wi-Fi probe is mapped to, and
biometric feature information, such as user irises, opened by the shop, to determine,
by using a multi-factor cross-verification algorithm, whether 1: N can be uniquely hit.
If 1: N can be uniquely hit, the user is allowed to enter the first information with
lower security; otherwise, the user is required to enter the second information with
higher security.

[0089] Further, the server identifies a payment platform UID of the user by using
the fund payment identification information such as the mobile number entered by the
user. If the entered mobile number can match the payment platform UID, subsequent
verification can be performed; otherwise, it indicates that a payment platform account
corresponding to the mobile number does not exist, and a payment failure message is
returned. Further, if the payment platform UID is mapped to multiple CIDs, 1: N
comparison is used to compare the face image with reserved pictures corresponding to
the CIDs. If a unique CID can be hit, subsequent risk control verification is continued;
otherwise, a payment failure message is fed back.

[0090] During the risk control verification, it can be determined whether a face
payment function or permission is opened for the payment platform UID, and it can
be determined whether the function or permission is available. For example, assume
that, based on a function configuration of the payment platform, an enterprise user, a
non-real-name user, or a non-continent user can be prohibited from using a face
recognition function for payment, if an account type of the user is such an account
that has no face image recognition permission, the user cannot perform face scan

payment. For another example, the server can set a blacklist. If the payment platform
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UID of the user is recorded in the blacklist, it indicates that an account of the user is
prohibited from performing face scan payment, and an error prompt can be fed back,
to prompt the user to select another payment method. The server can further verify
whether a quantity of fund payment failure of the payer account reaches a
predetermined value, whether a geographical location state of the payer account is a
normal state, etc.

[0091] When the risk control verification succeeds, a 1: 1 multi-frame comparison
can be performed between the obtained face image and a reserved reference image. If
the comparison fails, a payment failure message can be returned. If the comparison
succeeds, it can be further checked whether the payment platform UID corresponds to
multiple deduction accounts, and the user can select an actual deduction account, so
that the fund payment can be successfully completed.

[0092] It is worthwhile to note that, after it is confirmed, through a series of
verification, that the user can perform face scan payment on the self-service terminal,
a correspondence between an ID of the user and an ID of the shop can be established,
and it can be considered that the user opens a face recognition function in the shop,
and then the set of hotspot users corresponding to the self-service terminal can be
updated, so that the user only needs to enter the more concise first information with
lower security when the user performs face scan payment on the terminal next time.
[0093] In the previous implementation, the corresponding payer account and
reference image are identified based on the fund payment identification information
of the payer, and the face image of the payer is compared with the reference image to
implement authentication on the identity of the payer, so that the fund is paid based on
the information about the payer account when the face image matches the reference
image. According to the technical solutions provided in this implementation of the
present application, the account information and the reference image of the payer are
identified by using the fund payment identification information, and identity
authentication is performed by using the face image inherent to the payer. It can
alleviate a potential fund payment security risk caused by embezzlement of
authentication information such as a user name or a password of the payer or a loss of
a hardware facility, such as a U shield, used for authentication. In addition, the payer
can more conveniently and quickly pay the fund without additionally recording or
carrying information or a facility for authentication.

[0094] An implementation of the present application further provides a resource
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transfer apparatus. Referring to FIG. 6, the apparatus includes: a face image
acquisition module 301, configured to obtain a face image of a resource transferor,
where the face image is used to authenticate an identity of the resource transferor; an
identification information acquisition module 303, configured to obtain resource
transfer identification information of the resource transferor, where the resource
transfer identification information corresponds to a transferor account of the resource
transferor; an account information acquisition module 305, configured to determine,
based on the resource transfer identification information, information about the
transferor account and a reference image corresponding to the transferor account; and
a resource transfer module 307, configured to transfer a resource of the resource
transferor based on the information about the transferor account when the face image
matches the reference image.

[0095] The resource transfer apparatus can further perform the method in the
implementation shown in FIG. 1. For specific implementation, references can be made
to the implementation shown in FIG. 1. Details are omitted.

[0096] FIG. 7 is a schematic structural diagram illustrating an electronic device,
according to an implementation of the present application. Referring to FIG. 7, in
terms of hardware, the electronic device includes a processor, and optionally further
includes an internal bus, a network interface, and a storage. The storage can include a
memory, for example, a high-speed random access memory (RAM), and can further
include a nonvolatile memory (NVM), for example, at least one magnetic disk
memory. Certainly, the electronic device can further include hardware needed by
another service.

[0097] The processor, the network interface, and the storage can be connected to
each other by using the internal bus. The internal bus can be an industry standard
architecture (ISA) bus, a peripheral component interconnect (PCI) bus, an extended
industry standard architecture (EISA) bus, etc. The bus can be classified as an address
bus, a data bus, a control bus, etc. For ease of indication, the bus is indicated by using
only one double-headed arrow in FIG. 7. However, it does not mean that there is only
one bus or only one type of bus.

[0098] The storage is configured to store a program. Specifically, the program can
include program code, and the program code includes a computer operation
instruction. The storage can include the memory and the nonvolatile memory, and

provide an instruction and data for the processor.
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[0099] The processor reads a corresponding computer program from the
nonvolatile memory to the memory for running, to logically form a resource transfer
apparatus. The processor executes the program stored in the storage, and is
specifically configured to perform the following operations: obtaining a face image of
a resource transferor, where the face image is used to authenticate an identity of the
resource transferor, and obtaining resource transfer identification information of the
resource transferor, where the resource transfer identification information corresponds
to a transferor account of the resource transferor; determining, based on the resource
transfer identification information, information about the transferor account and a
reference image corresponding to the transferor account; and transferring a resource
of the resource transferor based on the information about the transferor account when
the face image matches the reference image.

[0100] The previous method that is disclosed in the implementation shown in FIG.
1 in the present application and that is performed by the resource transfer apparatus
can be applied to the processor, or can be implemented by the processor. The
processor can be an integrated circuit chip and have a signal processing capability. In
an implementation process, the steps in the previous method can be implemented by
using a hardware integrated logical circuit in the processor, or by using instructions in
a form of software. The processor can be a general-purpose processor, including a
central processing unit (CPU), a network processor (NP), etc. Alternatively, the
processor can be a digital signal processor (DSP), an application-specific integrated
circuit (ASIC), a field programmable gate array (FPGA), another programmable logic
device, a discrete gate, a transistor logic device, or a discrete hardware component.
The processor can implement or perform the methods, the steps, and the logical block
diagrams disclosed in the implementations of the present application. The
general-purpose processor can be a microprocessor, or the processor can be any
conventional processor, etc. The steps of the methods disclosed in the
implementations of the present application can be directly performed by a hardware
decoding processor, or performed by a combination of hardware in the decoding
processor and software modules. The software module can be located in a mature
storage medium in the field, for example, a random access memory, a flash memory, a
read-only memory, a programmable read-only memory, an electrically erasable
programmable memory, or a register. The storage medium is located in the storage,

and the processor reads information in the storage and completes the steps in the
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previous method in combination with hardware in the processor.

[0101] The electronic device can further perform the method in FIG. 1 that is
performed by the resource transfer apparatus, and implement a function of the
resource transfer apparatus in the implementation shown in FIG. 1. Details are omitted
in this implementation of the present application.

[0102] An implementation of the present application further provides a computer
readable storage medium. The computer readable storage medium stores one or more
programs, and the one or more programs include an instruction. When the instruction
is executed by an electronic device including multiple application programs, the
electronic device is enabled to perform the method performed by the resource transfer
apparatus in the implementation shown in FIG. 1, and is specifically configured to
perform the following operations: obtaining a face image of a resource transferor,
where the face image is used to authenticate an identity of the resource transferor, and
obtaining resource transfer identification information of the resource transferor, where
the resource transfer identification information corresponds to a transferor account of
the resource transferor; determining, based on the resource transfer identification
information, information about the transferor account and a reference image
corresponding to the transferor account; and transferring a resource of the resource
transferor based on the information about the transferor account when the face image
matches the reference image.

[0103] For a fund payment application scenario, an implementation of the present
application further provides a fund payment apparatus. Referring to FIG. 8, the
apparatus includes: a face image acquisition module 401, configured to obtain a face
image of a payer, where the face image is used to authenticate an identity of the payer;
an identification information acquisition module 403, configured to obtain fund
payment identification information of the payer, where the fund payment
identification information corresponds to a payer account of the payer; an account
information acquisition module 405, configured to determine, based on the fund
payment identification information, information about the payer account and a
reference image corresponding to the payer account; and a fund payment module 407,
configured to transfer a fund of the payer based on the information about the payer
account when the face image matches the reference image.

[0104] The fund payment apparatus can further perform the method in the

implementation shown in FIG. 4. For specific implementation, references can be made
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to the implementation shown in FIG. 4. Details are omitted.

[0105] FIG. 9 is a schematic structural diagram illustrating an electronic device,
according to an implementation of the present application. Referring to FIG. 9, in
terms of hardware, the electronic device includes a processor, and optionally further
includes an internal bus, a network interface, and a storage. The storage can include a
memory, for example, a high-speed random access memory (RAM), and can further
include a nonvolatile memory (NVM), for example, at least one magnetic disk
memory. Certainly, the electronic device can further include hardware needed by
another service.

[0106] The processor, the network interface, and the storage can be connected to
each other by using the internal bus. The internal bus can be an industry standard
architecture (ISA) bus, a peripheral component interconnect (PCI) bus, an extended
industry standard architecture (EISA) bus, etc. The bus can be classified as an address
bus, a data bus, a control bus, etc. For ease of indication, the bus is indicated by using
only one double-headed arrow in FIG. 9. However, it does not mean that there is only
one bus or only one type of bus.

[0107] The storage is configured to store a program. Specifically, the program can
include program code, and the program code includes a computer operation
instruction. The storage can include the memory and the nonvolatile memory, and
provide an instruction and data for the processor.

[0108] The processor reads a corresponding computer program from the
nonvolatile memory to the memory for running, to logically form a fund payment
apparatus. The processor executes the program stored in the storage, and is
specifically configured to perform the following operations: obtaining a face image of
a payer, where the face image is used to authenticate an identity of the payer, and
obtaining fund payment identification information of the payer, where the fund
payment identification information corresponds to a payer account of the payer;
determining, based on the fund payment identification information, information about
the payer account and a reference image corresponding to the payer account; and
transferring a fund of the payer based on the information about the payer account
when the face image matches the reference image.

[0109] The previous method that is disclosed in the implementation shown in FIG.
4 in the present application and that is performed by the fund payment apparatus can

be applied to the processor, or can be implemented by the processor. The processor
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can be an integrated circuit chip and have a signal processing capability. In an
implementation process, the steps in the previous method can be implemented by
using a hardware integrated logical circuit in the processor, or by using instructions in
a form of software. The processor can be a general-purpose processor, including a
central processing unit (CPU), a network processor (NP), etc. Alternatively, the
processor can be a digital signal processor (DSP), an application-specific integrated
circuit (ASIC), a field programmable gate array (FPGA), another programmable logic
device, a discrete gate, a transistor logic device, or a discrete hardware component.
The processor can implement or perform the methods, the steps, and the logical block
diagrams disclosed in the implementations of the present application. The
general-purpose processor can be a microprocessor, or the processor can be any
conventional processor, etc. The steps of the methods disclosed in the
implementations of the present application can be directly performed by a hardware
decoding processor, or performed by a combination of hardware in the decoding
processor and software modules. The software module can be located in a mature
storage medium in the field, for example, a random access memory, a flash memory, a
read-only memory, a programmable read-only memory, an electrically erasable
programmable memory, or a register. The storage medium is located in the storage,
and the processor reads information in the storage and completes the steps in the
previous method in combination with hardware in the processor.

[0110] The electronic device can further perform the method in FIG. 4 that is
performed by the fund payment apparatus, and implement a function of the fund
payment apparatus in the implementation shown in FIG. 4. Details are omitted in this
implementation of the present application.

[0111] An implementation of the present application further provides a computer
readable storage medium. The computer readable storage medium stores one or more
programs, and the one or more programs include an instruction. When the instruction
is executed by an electronic device including multiple application programs, the
electronic device is enabled to perform the method performed by the fund payment
apparatus in the implementation shown in FIG. 4, and is specifically configured to
perform the following operations: obtaining a face image of a payer, where the face
image is used to authenticate an identity of the payer, and obtaining fund payment
identification information of the payer, where the fund payment identification

information corresponds to a payer account of the payer; determining, based on the
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fund payment identification information, information about the payer account and a
reference image corresponding to the payer account; and transferring a fund of the
payer based on the information about the payer account when the face image matches
the reference image.

[0112] It is worthwhile to note that all the steps of the methods provided in the
implementations of the present application can be performed by the same device, or
can be performed by different devices. This is not limited in the present application.
[0113] A person skilled in the art should understand that the implementations of
the present disclosure can be provided as a method, a system, or a computer program
product. Therefore, the present disclosure can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. In addition, the present disclosure can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a magnetic disk memory,
a CD-ROM, an optical memory, etc.) that include computer-usable program code.
[0114] The present disclosure is described with reference to the flowcharts and/or
block diagrams of the method, the device (system), and the computer program product
according to the implementations of the present disclosure. It is worthwhile to note
that computer program instructions can be used to implement each process and/or
each block in the flowcharts and/or the block diagrams and a combination of a process
and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a dedicated computer, an
embedded processor, or processors of other programmable data processing devices to
generate a machine, so that the instructions executed by the computer or processors of
other programmable data processing devices generate an apparatus for implementing
a specific function in one or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.

[0115] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or other programmable data processing
devices to work in a specific way, so that the instructions stored in the computer
readable memory generate an artifact that includes an instruction apparatus. The
instruction apparatus implements a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0116] These computer program instructions can be loaded onto the computer or
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other programmable data processing devices, so that a series of operations and steps
are performed on the computer or other programmable devices, thereby generating
computer-implemented processing. Therefore, the instructions executed on the
computer or other programmable devices provide steps for implementing a specific
function in one or more processes in the flowcharts and/or in one or more blocks in
the block diagrams.

[0117] In a typical configuration, a computing device includes one or more
processors (CPUs), an input/output interface, a network interface, and a memory.
[0118] The memory can include a non-persistent memory, a random access
memory (RAM), a nonvolatile memory, and/or another form of memory in a
computer readable medium, for example, a read-only memory (ROM) or a flash
memory (flash RAM). The memory is an example of the computer readable medium.
[0119] The computer readable medium includes persistent, non-persistent,
movable, and unmovable media that can store information by using any method or
technology. The information can be a computer readable instruction, a data structure,
a program module, or other data. Examples of the computer storage medium include
but are not limited to a phase-change memory (PRAM), a static random access
memory (SRAM), a dynamic random access memory (DRAM), another type of
random access memory (RAM), a read-only memory (ROM), an electrically erasable
programmable read-only memory (EEPROM), a flash memory, another memory
technology, a compact disc read-only memory (CD-ROM), a digital versatile disc
(DVD), another optical storage, a cassette magnetic tape, a magnetic tape/magnetic
disk storage, another magnetic storage device, or any other non-transmission media.
The computer storage medium can be used to store information accessible to the
computing device. Based on the definition in the present specification, the computer
readable medium does not include computer readable transitory media (transitory
media) such as a modulated data signal and carrier.

[0120] It is worthwhile to further note that, the terms "comprise", "include", or
their any other variants are intended to cover a non-exclusive inclusion, so that a
process, a method, a commodity, or a device that includes a list of elements not only
includes those elements but also includes other elements that are not expressly listed,
or further includes elements inherent to such a process, method, commodity, or device.
Without more constraints, an element preceded by "includes a ..." does not preclude

the existence of additional identical elements in the process, method, commodity, or
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device that includes the element.

[0121] A person skilled in the art should understand that the implementations of
the present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. In addition, the present application can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a magnetic disk memory,
a CD-ROM, an optical memory, etc.) that include computer-usable program code.
[0122] The previous descriptions are merely implementations of the present
application, and are not intended to limit the present application. A person skilled in
the art can make various modifications and changes to the present application. Any
modification, equivalent replacement, improvement, etc. made without departing from
the spirit and principle of the present application shall fall within the scope of the

claims in the present application.
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CLAIMS

1. A method for transferring a resource, the method comprising:

obtaining a face image of a resource transferor, wherein the face image is used to
authenticate an identity of the resource transferor;

obtaining identification information of a device that collects the face image;

determining, based on the identification information of the device, a set of hotspot users
previously associated with the device in historical transactions;

determining, whether the face image of the resource transferor corresponds to a user in the
set of hotspot users;

in response to determining that the face image of the resource transferor corresponds to a
user in the set of hotspot users, determining that resource transfer identification information is
first information;

in response to determining that the face image of the resource transferor does not
correspond to a user in the set of hotspot users, determining that the resource transfer
identification information is second information, wherein security of the second information is
higher than security of the first information;

obtaining the resource transfer identification information of the resource transferor, wherein
the resource transfer identification information corresponds to a transferor account of the
resource transferor;

determining, based on the resource transfer identification information, information about the
transferor account and a reference image corresponding to the transferor account;

determining that the face image matches the reference image, wherein determining that the
face image matches the reference image comprises applying a depth threshold to exclude images
having a depth of field that is less than the depth threshold; and

in response to determining that the face image matches the reference image, transferring a

resource of the resource transferor based on the information about the transferor account.

2. The method according to claim 1, wherein after obtaining the face image of the resource
transferor, and before obtaining the resource transfer identification information of the resource

transferor, the method further comprises:
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searching a face recognition permission restricted list for face image information that
matches the face image, wherein the face recognition permission restricted list is used to store
information about a face image whose face image recognition permission is restricted; and

obtaining the resource transfer identification information of the resource transferor
comprises:

in response to determining that the face image information that matches the face image does
not exist in the face recognition permission restricted list, obtaining the resource transfer

identification information of the resource transferor.

3. The method according to claim 1 or 2, wherein after obtaining the identification
information of the device that collects the face image, and before obtaining the resource transfer
identification information of the resource transferor, the method further comprises:

determining that the identification information of the device indicates that the device is

legal.

4. The method according to claim 1, wherein

the second information is personal identity information of the resource transferor, received
resource transfer verification information, or order information associated with the resource to be
transferred, and the first information is a part of the second information; or

the second information is biometric feature information of the resource transferor, and the
first information is personal identity information of the resource transferor, received resource
transfer verification information, or order information associated with the resource to be

transferred.

5. The method according to any one of claim 1, claim 2, or claim 4, wherein obtaining the
face image of the resource transferor comprises:

obtaining the face image of the resource transferor by using a 3D photographing apparatus.

6. The method according to any one of claim 1, claim 2, or claim 4, wherein the resource
transfer identification information comprises one or more types of the following:

the personal identity information of the resource transferor;
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the biometric feature information of the resource transferor;
the resource transfer verification information received by the resource transferor; and

the order information associated with the resource to be transferred.

7. The method according to any one of claim 1, claim 2, or claim 4, wherein determining,
based on the resource transfer identification information, the information about the transferor
account and the reference image corresponding to the transferor account comprises:

determining, based on the resource transfer identification information, the information about
the transferor account corresponding to the resource transfer identification information; and

determining, based on the information about the transferor account, the reference image

corresponding to the transferor account.

8. The method according to claim 7, wherein determining, based on the resource transfer
identification information, the information about the transferor account corresponding to the
resource transfer identification information comprises:

identifying, based on the resource transfer identification information, information about
multiple transferor accounts corresponding to the resource transfer identification information;
and

determining, based on the information about the transferor account, the reference image
corresponding to the transferor account comprises:

in response to determining that the information about the multiple transferor accounts
corresponds to the same reference image, determining the reference image as the reference image

corresponding to the transferor account.

9. The method according to any one of claim 1, claim 2, claim 4, or claim 8, wherein after
transferring the resource of the resource transferor based on the information about the transferor
account, the method further comprises:

storing the face image of the resource transferor as an adjusted reference image
corresponding to the transferor account, to match a re-obtained face image of the resource

transferor and perform resource transfer again.
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10. The method according to any one of claim 1, claim 2, claim 4, or claim 8, wherein
before transferring the resource of the resource transferor based on the information about the
transferor account when the face image matches the reference image, the method further
comprises:

in response to determining that the information about the transferor account satisfies a

predetermined condition, matching the face image with the reference image.

11. The method according to claim 10, wherein the predetermined condition comprises at
least one of the following:

a type of the transferor account is an account type that has a permission for face image
recognition;

the transferor account is not comprised in an illegal-account list;

a quantity of resource transfer failures of the transferor account does not reach a
predetermined value; and

a geographical location state of the transferor account is a normal state.

12. The method according to any one of claim 1, claim 2, claim 4, claim 8§, or claim 11,
wherein the resource is a fund, the resource transferor is a payer, the resource transfer
identification information is fund payment identification information, and the transferor account

is a payer account.

13. An apparatus for transferring a resource, the apparatus comprising a plurality of

modules configured to perform the method of any one of claims 1 to 12.





