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PROPERTY, AND METHOD AND SYSTEM FOR ELECTRONI C VOTI NG . The i nvention
relates to a nethod and syst ‘ N‘ of data, a nethod for providing
a digital signature and digi am ﬂﬂ Iﬂmm tes, a met ystem for
transferw%?mgm%rshi p of electronlc property and a %g?’r?gg‘g"é‘%% system f or

el ectronic voting. The field of the invention is public key cryptography.
Publ i c key cryptography uses an asymmetric algorithmin which the

encryption and decryption_keys are diffe pch it is
i nf easi bl e W“@Bﬁﬁﬁtsgsﬁ’i‘er"%gwﬁh’bﬁf r’i’@ﬂdn'l[{%%%gﬂ%tsgge&rh%éers receive (or;
Wi th suitabl e hTRrGRERCOR PWESPHIRGFELEETRINT e RRIFERE  fBP t hensel ves) a pair of
keys - that is, twoukangeaNnEYbEENSFORTEIECTROBIC RGPS one of these keys
private and never discloses it. The other-key can be safely nade public,
just like, a phone nber or _sim]|ar S -algeeh the nature
of the ™ §EFTT “mraﬁaﬁe? %8 we'%oﬁ]eanﬁégyéteeg‘ %le;éﬁgg%tgfegﬁi Qrpmtion encrypted
with tfRe WF%F&P%ak@)?“ca&ns’(?ﬁgﬁ)_‘rﬁe“aéj)é?fﬁgéﬁ W tH the pub |c£§ey and vi ce
ver sa. sy@oett Fer Seameltar ofn @vieseiipyel She6tIRtc RERGTHo haArE iy Secret . Public
key cryptegeaphlecenabt ostswyerad tpdgsithrle tl‘i“’egtf-im,&ﬁ’y?ﬂ’?él%%??\/vi ng the user's
publ i cckpdogeahysend the user a nessage encrypted with that key and can be
sure that only the user - who alone has the private key - can decrypt it.
This p ldes ¢ ' I ald.t L L aht iaksQenemer ypt a nessage with
hi s pr%‘%gfce%fge?g%%%gm},’lcgééﬁo%n 57@?§g§ %gg%ﬂogn,%ﬂi%iiwﬂs because anyone who
knows EIFEYRFIM P RETFYPERR "FEC bt ll.te?en%u%t e fact_that,they can decrypt if
means PHE3s1RES §2GETINIS OPACE EBHEI fPOM PR S e r Ufer\ﬁhf)ecg’fvgng has the private-:
key. Withssusvabyé dexdvare ogricEimaand cauBtReRtiecERY BP"sHIYah PAts 85 be used as a
basi s k& Nemtr Bputhcatamgn numbdye. dirfld bedx kxpa \vap it theee 8°¥8i gnature. |If a
sender pSivgitSad RS ageclsbid iher TIRWEhEY ikeatcen Reyssdeld tdverpubkicrypts it with
the regiRi ARL SpmMbldufndtds sGRNLS genbial bdiy, bads@gs of ne natieent i cation and
non-r eQPQbQLig%Pit%%.eanQr&‘é' J6d fORRL NEL - gehBraREACEAfoBnat idl BGSyREE actual |y

ex._ In the

nore co _ first .exanple, .for . rational
reason‘é‘i,q"?’“t e pé’éYﬁféPke\X/i T %rf%B)(;béegp eacrifpetfﬁ%g e

versa. 8o the sender and receiver do not negé to share any secret.

SHES

Public key cryptography enables several possibilities:

e Anyone knowing the user's public key can send the user a message
encrypted with that key and can be sure that only the user - who alone

has the private key - can decrypt it. This provides confidentiality.

e The user might also encrypt a message with his private key. JQQigmm_ ('
cannot provide confidentiality, because anyone who knows the public key
can decrypt it. But the fact that they can decrypt it means the
message must have come from the user - who alone has the private key.
This provides integrity and authentication and can also be used as a
basis for non-repudiation - the digital equivalent of a signature.

e If a sender signs a message with her own private key and then encrypts
it with the recipient's public key, confidentiality, integrity,

authentication and non-repudiation are provided together.

In practice, things are actually more complex. In the first example, for
performance and operational reasons, the sender will choose a random
symmetric session key and use a symmetric cipher to encrypt the message.
The public key will be used to encrypt just the session key. Similarly,
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symmetric session key and use a symmetric cipher to encrypt the messhdaY 2006
. The public key will be used to encrypt just the session key. Simlarly,
&00002* WO 03/041338 PCT/ GB02/ 04759 2 in the second exanple, the user wll
first "digest" the nessage he wishes to sign, and encrypt the digest with
his priv .o the recipient will reconpute the di conpare its
val ue w 3#1&?3@2‘\49/8a| ue he decrypts fyom the user. A dipgg@?m?]ggg mat hemat i cal
construct with a relatively short fixed length, which is derived from an
arbitrarily long nessage; it has the essential property that it is

| nf easi Pnl he lég]c%m Qg%m%lﬁeﬁeaggera&qlafir&”\&i%%@@“@h@ﬂeéiw@ﬁé widh@s cOmput e

anot her "nessage w the sanme di t,. Ali‘lt t he pr | i 5;160ne by
sof t war ¥ Sife PELRFHRS HEFE ‘('ﬂ%gflhoif prreaaitlemeyﬂi ng%%lﬂg?é ? 1_95 It is

any o .
i npor t aracormyte b digeah Bnf FEIPHED G VAR es) ¥ o Mot ® éf&t}lfa'l){ cf/ypr%%\rlyéor? o be
publ i sheg@ tert he dipedtdis Thepheahidob coriret BiEhG FelaFivyY fiPTow y as
busi nessixafdefythy @6ychl 80uéries®fien 6i attdtenriln lped vessage: Pubdsi ¢ keys can be
linked 10081085 a1 QriREED BndtUbl 16 iK€ksik18] NABIHIMLCE Wedbage andPKl . The |inks are

data structure r _data _f] ol $ifch Ok Esame lHEELLI S how it works:
Alice rr%‘ifr?fé’@?d}elg gégersggi%gtéé)&“ erm%%%rﬁ%s% (and identi t{;/ i nf or mati on)

with a Registration Authority (RA).- (In this descrisgctkijont Cr’lal rior art,

the usud¥l mhenpeecessipgds dgnR) bY EoAYvant e SRESETR t HMARSEFTHE fhe Toles of

si gnat orde"aang afethipng party, respectively.) Using the information
collected by the RA, a Certificate Authority (CA) may then create a
conput ek fii| @ps@Mtcat NiuAGritnaense pukllit GekeYotogetdueslly iayh to e or nmat i on

whi ch i dantifhQs dlelwg1andndyVahidi icfehs Macifhe Shroaiygns the file with
its own private key  creatjng.a.caktdficate. A CA's public key may in its

turn be"CarErried by another CA. and that CA's certificate will be

certified by another and so on unti | eventuall)\{mtherﬁicl %a root, that is,
as

an unsi Gh@F FortsRpiskgRet PHubPFe R Hho: & VAl uE” Y

f'o be known sone
ot her wasfrastSpctgrart# KL r Bif BHokpore i4ptd §E3GEEeEH| @7 1B Falf8t se a

certifi eahed ebadinicates.disgeOserovaitpukee key val ue. A set of public-keys
linked in this way- forma public key infrastructure. The sinplest PKI has

a single CA which acts as_the rgot and. whi ch. si:gns; phlethg: gertificates.
; i ic key (and i it fo i
It is afs@ PEsBYOiE IO Darfd & PR ' prior art ,
with a Registration Authority (RA). - (In this description of prior art,
the usual names "Alice” and “Bob” are used to describe the roles of

signatory and relying party, respectively.)

e Using the information collected by the RA, a Certificate BAuthority (CA)
may then create a computer file containing Alice’s public key togethexr
with information which identifies Alice and a validity period. The CA

(O signs the file with its own private key, creating a certificate.

o A CA's public key may in its turn be certified by another CA; and that
CA’s certificate will be certified by another and so on until
eventually there is a root, that is, an unsigned (or self-gigned)

public key whose value has to be known some other way.

¢ 9o starting from a root it is possible to traverse a certificate chain

to discover a public key value.

A set of public keys linked in this way form a public key infrastructure.
The simplest PKI has a single CA which acts as the root and which signs
all the certificates. It is also possible to build a PKI in prior art



WO 03/ 041338 PCT/ GB02/ 04759 3 using cross-certification instead of_4 AY

hi erarchy, but the end result is broadly the sane. Anybody with the |gZPPB
software can bean RA or a CA;, whatever the legal or business constraints,
there is no technical requirenment for an authority to be authorised by
anybody. '0t03}' SzlgmTPortant to understand that the |inkpagchfyomspublic key
into a PRI°P468% not affect what can be done with the matching private key.
Some comon mi sconceptions can be clarified as follows: A certificate is
"used" by a relying party, not by a holder of a private key. The relying
party %.)ég.:l; a(c:;osssfcregtmftlclz‘]a%igeriﬁ tfegg%tfea L:Il@arcﬂ?,_blbhg tk@)én&thﬁtUﬁed for
encrypt 1 omr_or signature checking. A certificate is not needed to create a
di gi t alP*81YgKatTarE™dor to decrypt a received message. A _user does not need
to be ravadviwithgpe cionti $ATEUtE " 28 PO /D Tha R’ ”g%‘r?ﬁaﬁwéheel &8s signature or
t o sendrtheman enoryptted thess agae tefaticdly seAuaremaRfy 4C@W El ectronic

Si gnat Whend-asy €&fk NRehdriisddhey EbyboBY ect roni c Signatures Directive) requires
a certificate to exist in respect of the matching public key. A typical

met hod Jun, el SRl oS JeTpl QUBNLEA 1Ry bOT, Alihid SeptniOblays. /S vell
as agreging t9 ook al'ter bheéongrvgi\é}?tt?e lt(ng%/dhiﬁ%l I g:igra@é)&lg}.es&g\gr or di nary
hand\/vridt“te%r?"%iaéffﬁtttﬁ{‘ét t°8" &°paper applicaflon formwhich references

"cert i fooreanemiFSPIcEPEs™s S b“(FéF’f’iff?“gé‘f é°PP¥%tice statenents". Alice then
constructs and signs a PKCS##10 object which she sends to her RA PKCS#10

is an i ndustiyesh.andardsdat gy fOrMing pakbf, R shacksiabhescontents of the
recei ved object agai nst what it knows . apr%utthAl geggitqggtes&réds a certificate
request tRFigateatey- TiBe GRIEPY R LA EERds T'o Al f°Ce, a certificate upon ;
whi-ch anyrdke key te he Wof |59* RAFYPEISP OTREERYE) T°E5P8: wi | | probably have an
expiry date WO 03/041338 PCT/ GB02/ 04759 4 a year or so in the future.

Alice njght bhave L0 LelRMCEd Qo t-akfte AGIdi0M LAenRVed Be scaiybi ficate when
it expires, perhaps again using a handwitten signature for that purpose.

When Al i c® *8FHi'ehrtsF2€Tgns anything, her software sends the certificate

® A user does not need to be named in any certificate at all to check

someone else's signature or to send them an encrypted message.

.® Not even an Advanced Electronic Signature (as defined in the EU
Electronic Signatures Dixective) requires a certificate to exist in

respect of the matching public key.

typical method in which a PKI is implemented in prior art is as follows.

3

® 1As well as agreeing to look after her private key, Alice applies her

ordinary handwritten signature to a paper application form which
references “certificate policies” and “certificate practice

statements”.

e Alice then constructs and signs a PKCS#10 object which she sends to her

RA. PKCS$#10 is an industry standard data format.

¢ The RA checks the contents of the received object against what it knows

about Alice and sends a certificate request to a CA.

® The CA signs, and sends to Alice, a certificate upon which any Bob in

the world can rely. The certificate will probably have an expiry date



to the relying party along with her signature block and the object that

. has been signed. Wen Bob receives the transm ssion, he (that is, 4nAY 2006

software) first examnes the certificate, and checks that it is within its
period of wvalidity. If he recognises the "issuer, and knows the issuer's
public can al so check the signature on the $ob A e. If it
conput es%%gm{l%ﬁ extract the publigc key fromthe cer@?@g@gﬁand check the
signature on the data that was signed. Except, of course, that he m ght
not know the public key of the issuer. He now needs a chain of
certificates Which {Jpk EQude PURILE k@) HhatcohemediResokis@w. Perhaps Alice
sent himftHe chain, or perhaps he has.to. sear cfl.Rull ifidubggtories to
assenbl e PFUiR FR&FPY B REY OF “hay not Nave to pay a charge to access a
di rect oryba%tﬁf?@eﬁﬁs?nf'a‘rbr%ée@éttPHEm%'hai n by checking that the issuer nane
in one certificate is the sanme as the subject nane in the next, that all
the sigpapures,onaliafiiesihif bl fhiffl 5 sd1ehdte Mihas andcidtatiche validity
peri ods vvll?eﬁi n'the ¢hal i nake sense relati A tko e gﬁl g]g.ggg thadl€r e is a
possi bi | | £y thorelydng 887ty #4759 WiE BFFaisi’f‘“E'é‘}‘?ebe"%oﬁ%c? ructed whi ch i ncl udes
both the bsd bgenadignedertificate and a certificate signed by any public key
he knows inplicitly. Except, of course, that the original certificate, or
any Of § N CELULLEALGS] MO SR Re @R hAVRLDSSRuRy akedd So Bob's
software st now go in turn to an Internet ad%es,% UﬁtLod- f_Unlform

[P aRf PRCT t T

Resour ce exagéngeore Fereliiaete i HledErCEPEi ¥ & , e nost recent
certifi cavelidgvocatitenrdcogtiseCRhy "1459pE "t ARE YORYS B dSPREKPERAT the serial
nunber of xéy)enenead aler tliekk oAt esipmetireon lthg wextdéirapot Hppear. He may or may
not have tgnpRe, deChar e rh&y tRCeease koy eamhtisRtertifisatenad tierkat i ve to the

| ast t_hr ee {’/%Jn?@u%e ﬁo&ecggai asterd Hass.the certi fi cate to a validati on
authority ? which will do much of the work for him and return to hima

si gned go/ no-go response on the validity of the original certificate. If
val i dat ¢ oBx@er vt esumee WD 08/ 64133 KEY/ EBOMPIE75Y °F Lty fffEFent | y
i Nt egr at egde nbinG¥ed¥BY RRiAbE et rsdiceL et chrisk abteputiihakey Bodr B¢ one coul d.
Use of a yald dali 0ReSEEY At Eeidnt RhoRaNidesr chabgeablnes tBob archives the
certifi Catsgargg phbqicrz%.%tect%pgese!:c; QSJemﬁlQeitr ﬁ%eg. tﬂemay or may not -

have to pay a charge to access a directory. Bob needs to process the

chain by checking that the issuer name in one certificate is the same

as the subject name in the next, that all the signatures on all the

certificates check out, and that the validity periods within the chain

make sense relative to each other. There is a possibility, of course,

that no chain can be constructed which includes both the original

certificate and a certificate signed by any public key he knows

implicitly.

—

» Except, of course, that the original certificate, or any of the
certificates in the chain, may have been revoked. So Bob's software
must now go in turn to an Internet address (URL - Uniform Resource
Locator) included in each certificate, 'extract the most recent
certificate revocation list (CRL) from that URL, and check that the
serial number of the next certificate in the chain does not appear. He

may or may not have to pay a charge for access to each CRL.

® As an alternative to the last three bullets, Bob can instead pass the
certificate to a validation authority (VA) which will do much of the
work for him, and return to him a signed go/no-go response on the
validity of the original certificate. If validation services are



chain and the CRLs or the signed validation response. To guard agai Y
| ater revocation of Alice's certificate, Bob would also do well to g@ 2006
froma tinmestanp authority a tinmestanp of the signature block on the
signed data to prove that he had it in his possession before the

revocati red. Ever since the invention of pub ypt ogr aphy,
t he visigﬁnﬁ@§§%een hel d. out of @ universal. |nfrag?ﬁu§?éfg§that woul d
enabl e everyone in the world. to verify with assurance the digital

si gnatures of everyone el se. Electronic transactions exploiting this

i nfrastrugler e Wyl Qe AGAHId, eedePGiay LIPREL 28t sdbQMACHIr B2 & chddl egrity and

non-repudl at1.on |e e VIS i ndi vi dual s
because t?‘f’gyal(%'ﬁlca"l di \éllsf aolgl Ei/vaélll%n an Sf;' an%i gwﬁ %any time. And it

woul d con¥@Fiféhta-y deliver business conpetitiveness - -a typical conpany,
al ready participating in one e-marketplace as a buyer perhaps, could

smoot hly ao%nér%fmégqlh@eéemﬁ%{t@p& ﬁﬁe?es%eénheébthw 'Ellfla Lhe sapk identity.* This
vision has the potential to alter the pature - and the economcs- of the

e- mar ket pfPadk agd fie GRLS ?ﬁethﬁ\ﬁd?‘??dm&?’rd&tt%‘uf?fpaﬁ?el dp Fap 8“]"‘3}5 hto a single
e- mar ket plager revagationt EghHicer exrstfdadity . BoPheupt i2dfo 8¢ el bt easily
enabl e sutjoect siMeotgparduthirpat e tiimestagmrubf itbe sianative preskraacthgre with an
ability t@Qghddfatdnyd bidg, trapHshanet Kkeyipabdsession Heliereptieor art are

general | ¥, 5660185 8&kteQf @ "managed identity" rather than an extension of
personality, i ndependent of certification. The prior art PKlI is largely

rel evant onl a, mana ed |d tity context V\/m c ect is related
di r ect |5t 158 HFR™ S "g § 5 dcxfyﬁeogra%“é'ht R c1nahaaulf<ées sense within,

that colt®get °Fcf'r “’é‘k’&?ﬂi‘llemfé?f"tr‘ﬁf‘ﬁel F*?Fl"f?ﬂlcé§“%eeel’fﬁ’f"8 2é™ %2& a custonmer of
a bank,vop¥s b verifermioh aserrancenhijeofisttrlpeigaeiveas of EcVerRyt ﬁbseacqw red or
gener atmektaoddeyepasactidngeexpIeibiracthic oimirastestars waghechuse rrdss partner (a
bank, fi@po@¥%ANPlPertdbs @R inRBRPiOY BFd n@f-répudBitabn.cuUst omer) of the bindi ng of
t he subj ect's identity to its public key. Any particular individual would

be lik \Y 1Bl € < Qe Spd t [ t any one tine.
PCT/ GB %O& BVE ol 0’SI 8% mnﬁgg‘%rtq‘g? Idgélg bﬁ\%é 2%19\&1391@'[ he prior art

in deli Jrt"a‘ piee anﬁ'témlgsflnw BeRY r A9t PGt u%&v%m ondb'consfm?zlwtmﬁL the CA's
cont r aceLives b’f”(?é? ICPRAEEH VErFES “sﬁl&j"%‘rff‘l SABPAIBt 2WFPAY t he rel ying party.
Ther e mgrta.cr;@aj.x}gsm °Bf eawhgtplace as a buyer perhaps, could smoothly

enter another, perhaps as a seller, with the same identity. This vision
has the potential to alter the nature - and the economiceg - of the -
e-marketplace concept. The whole world could develop rapidly into a

single e-marketplace - an integrated e-economy.

The prior art does not easily enable subjects to participate in a public
key infrastructure with an ability to sign anything, anywhere. Key-pairs
-in the prior art are generally seen as part of a “managed identity” rather

than an extension of personality, independent of certification.

The prior art PKI is largely relevant only in a managed identity context
in which a subject is related directly with a single affiliate and the

- identity only makes sense within that context. For example, an
affiliation as an employee, as a customer of a bank, or as a vendor to a
major corporation etc. Having acquired or generated a key-pair, the
subject convinces a single business partner (a bank, for example, or an
employer, or a major customer) of the binding of the subject’s identity to
its public key. BAny particular individual would be likely to have

multiple managed identities outstanding at any one time.



traditional CA businesses that the subject will be unw I ling to p@MA‘(Qﬁnﬁ
.ful'l cost - or perhaps any part of the cost - of "being issued with
certificate". There is a furthernore a perverse liability issue whi ch
arises fromthe fact that the CA's contract is with Alice - the subject
named in the certificate - and not with Bob - who reglj ts

correct né%%'.nmf"r?? rior art PICI any per-certificate ?ngﬁ?zl%%ysbl s unbounded,
because whoever signed the certificate never gets to know who is relying
on it until there is a problem Alice can send the sane certificate to a
mllion Bobs and the CA wll never know how nuch I|ab|I|t is building up.
The "val ae@tne@fnador pectlef ittt eheapriobertt s TS ERfs BY VR %out the CA (the
sour ce, of . .thateal welone Ve kndiearning @weeet 1B WEHEF%“%Q‘Q}EQSI EC of the

Eur Opea‘r'}igpag Lianent,. and,of.1,08 saMpci mat k32 rBedeatior 8989 on a Conmuni ty

framews or eI ectroni c sidnahur ther ol inecthiing'ty peefth@es a nunber of
the teth*Head ki“ﬁ(’énesse sL%t gcﬁﬁrrjeérfttt _ Howwyer, jﬁgd defi mi tion of

"certi ffubapest T§rvﬁeﬂéarpsl IROE 1 rfgesen c”E'document fhan in the Directi ve; the
Directiceerisiaase .of this word corresponds to the wuse in the present
docunent of the term"verification certificate". The term"digital

. si gnat %gre {2t HSLrRS@N: pdpeuseniabibita Bechrigheritn® fPHFP8menting t he
Directiye %hﬂogﬁ 0P, Qf cARrac@tibanc s thi@bLCtuneniubjesk gRaddute'the According to a

first as the te%:?\'ﬂxt B anQJQ‘; IrQ‘DJ.eTs har s Sorpésesdednaprinet hod for

suppl y 5;‘Ea§er ef”é% desc @erv@ll,wgggsi ity

conpr i s"=‘|’fi'°|gj’J<I gfé‘ﬁé’reéf‘feﬁ'gl é"?t’eahfab 3 it ? gﬁ“%@%’?ﬁ.%%? g ngﬂi an

el ect r gk cestigheatartevey 98t £ Ko%sTnih g RAtY ¢ nc ing: one or nore
lat't ri buiresienf Bheedescrenbede e £5- i&’rfé““olmr?o %lé‘f“t Bu"’i as-of “the first

di gi t alyiCehbidr Givenanhineh liRgh itdeiohellding e o Thet t‘fallbﬁt‘éfsal dentifying the
first Séegﬁ'ffﬂgat%néaht Ve réided REd caldeovicout aha dreltieiavgreet H#tdescri bed

entity whigh s gego‘pﬁgsau,gpgled an indication of one or nore sources for
t he data‘tl Be supplied; and one or nore attributes identifying one or

nore relying entitie th An tadss tibe relyin
yi ng ,ﬂécﬁfrv@% D H3iAnks L@ be chuBgkiedor yi ng

entity MerSEYUrAY ert Gs .cB.QC@SSI Ng; _a source
suppl yi Trgentiee 1988 é’nlhﬂi"??‘a‘f"éd ’?r%“‘etwﬁ P § eca angg {18{ 3 gj:fg . The first

di gi t al pigerttiivé cdténenpowEres Eheher "eefri}‘f’ edel’if‘ ¢ ptm'senal n cces§ to the
per sonagcwdaira ik defenidéscpf Degrtificte) ‘m\‘”@ﬁrri‘& ePhHETH Y R source in a
dat a stgpg @ncheMBirebeive efre methctioei ;1 ubdrios té}etuﬂ%t”ragspaﬁiseh‘b&ﬁ%r ment WO
03/ 0413&35% PCI{leCﬁQQJeQéﬁﬁ&mez?t of the term “verification certificate”. The

texm *digital signature” in the present document is a technlque for

implementing the Directive’s notion of an “advanced electronic 51gnature"

According to a first aspect of the present invention there is provided a
method for supply of data relating to a described entity to a relying
entity comprising: generating a first digital certificate signed with an

electronic signature by a first signing entity and including: one ox more

attributes of the described entity; one or more attributes of the first
digital certificate which {include one or more attributes identifying the

first signing entity; an indication of data relating to the described

entity which is to be supplied; an indication of ome or more sources for
the data to be supplied; and one or more attributes identifying one or
more relying entities to which the data is to be supplied; the relying
entity forwarding the first digital certificate for procegsing; a source

supplying the data indicated in the first digital certificate.

The first digital certificate empowers the relying entity to gain access

to the personal data of the described entity which may be held by a source

in a data store and may be referred to in this document as an empowerment



certificate. The described entity and the relying entity may be

i ndi vi dual s, groups of individuals, individuals in a particular roré&MAY 2008
corporations, organisations, conputer applications or systens, autonmated
machi nes, etc. Electronic signatures are defined in the Directive as data
in electronj ormwhich is attached to or |ogicall abed wth other
el ectroni"g&&@él(sgs and which serves as a nethod of aut gﬁ??gﬁ4?gn. The first
digital certificate may include any data which the relying entity has
previ ously requested to be included such as a reference, nonce or other
data. A source can hold data or c refer. to. Qr re data sources. The
first cingifightesePhe; f‘?seaicbédrfavtﬁseanggr?u?,rv’i?i”ﬁ‘%aer?qg%tg{:yrlgirgpeed with a digital
si gnat widdyiduets, canships aF sipdpddwent ‘eHViTE DWR.* Fhe Sighi n%}‘]' n%]i ty of the
first gigbtahokerddghiiaatiensmyorpecer pplieabiTped BiEFty BGEK that the first
di gi ta!“ac%%]etsi'fejtgat e is a formof self-signed certificate. If an object
signed wth a digital signature is sent with the first digital

certificate, the digital signature ; el Chi@nirCesdcgratere in the
first @lagreomtic c"é?‘f‘itgfec?a?ree ﬁ%ﬁlneﬁsfn éﬂp? le]{:g&t k&Y. Rals SidRkosiconi ng. The data
rel ati migemt whichd sdedesiegetP é’h¥?%1 2 *PHc Ude one or more public keys

cor r es pandamywiiichprervest es leeeshadorft AHPRG Ry “Fhe described entity. The data
relating to the described entity may be supplied by neans of a second

di gi t aly, cetff iGata torchhratehsy nglent iy dateheisedbhdetigital certificate
si gned W th an gleclranic signabliceihyu@asecons sirgfirAeremay and

i ncl udieng: Yone 'or nore attributes of a described enti ty including the data
whi ch. %5 8D ts'auppl ied; one or nore attributes of the second digital
certificate which include one or nore attributes jidentifying the second

si gni n@ eavire yan AR GME BF HOFE°AtTr T5uTeS i denti fying one or nore relying
entities to which the data is to be supplied.: The second digital

certifigat smyidiear ebanEndtd oay he tshits wHdc ateRtech 18RIt o certifi cate.
The firgl, apdiserand gigisab s béfdecavesicamymbe Thn sighes FBTNEL prescri bed
by interngtional R0 .hNAusiedestapdards ddabrned tentitgatiel WAt Ithe he

el ectr ofii ¢ s dnaf ure Usi.ng ,pubLi.G deyeit uphagtapliyicatdherd bast and second
di gi t al®E¥r flilfgit_?:atcé’é may Lncl ude attrihutes; whigheake aisithii cient to

i dent i fepiedtesigBet #ited %‘ﬁﬁ?ﬁyﬂg}f vvej F as, the relying.entity. These may be
a si ngl@rpifieitsuttde Hobtad oHETITATS B 6%° Rore 1han one WO 03/ 041338

PCT/ CBO2£9A 5§ taB certificate may use different key pairs for signing.

The data relating to the described entity may include one or more public

keys corresponding to private keys controlled by the described entity.

The data relating to the described entity may be supplied.by means of a
second digital certificate to the relying entity, the‘seFond digital
certificate signed with an electronic signature by a second signing entity

and including: cne or more attributes of a described entity including the

data which is to be sup
certificate which include one or more attributes identifyi .
and one or more attributes identifying one or more relying

plied; one oxr more attributes of the second digital
ng the second

signing entity;
entities to which the data is to be supplied.

The second digital certificate may be referred to in this document as a

custom certificate. The first and gsecond digital certificates may be in

the format prescribed by international and industry standards for

certificates with the electronic signature using public key cryptography.

The first and second digital certificates may include attributes which are
g entity.

gufficient to identify the deacribed entity as well as the relyin

These may be a single attribute or a combination of more than one



| attribute. . For exanple, a name may not be sufficient to identify
~uniquely an entity, whereas a conbination of a nane, a date of biIUMA'?r?ghﬁ
an address wll often uniquely identify the entity. The first digita
certificate may authorise the relying entity to use the first digital
certificate to obtain a second digital certificate. LxLng entity may
be aut hoY@BFB® obtain a second digital certificat e;@\%ﬁnﬂzﬁm?ég mar ked as
qualified. "Qualified certificates” are defined in the Directive. The
second digital certificate nmay include one or nore attributes of the first
digital certificate, At_least sone_qf. t S, : digita-1
certi fi¥at e Hay bF S6PFea ?Sa'feh‘éaysré%o?]%g'gflfg?%%Fq%elrd?{’??gg}nig&i e method may
i ncl udeant PRELFY] YRFFGRR At TR bIRaR IR 7™ e S°FF PE B M ar™ *CertT ficate to an
i nt er medilateftenuntgpehn it Hythdat™ifrom a source. The internediate entity
may provide a service for the relying entity and may provide insurance and
t ake finangiat dligpclahlc_iewifi&&e trA@ aathRiie e bd1gidpbmity romskhtesource. The
|t er egl gl 6y SRLE LT ENST Ak Eid D2e35A00d: dh Oidcel s1co8! Hﬁécat e The
secon igltal certificate nmay .inc e Qn £ .4 ; ident ifying
the rel ’Sﬁlﬂ’d‘?eﬁitiﬂ/ "hi°8 ha‘.’g?%l%/e’ldf ?°e‘r_’%ﬁf' ° % r%cglgdhg%ﬁael I:érxrt%roc;'é %@ét%t tributes
i dent i f9iiAY ek ¢f Mg2ehtsdt y “P‘f?&f‘ﬁﬁgd:efrﬁ?f“f‘?ée? PR dPE tAI"  certificate.
The secoimdedivgi tal certificate may include one or nore attributes
identifying the described entity which are different fromthe one or nore
attri bufiRSsddentah fathnGethieides aay hedveaohd yrimed udedbivestdfetfe rst di gital
certifigate.aidfia: deseiibRd. ent htyscMBihe 3BNGAtRHi @i tl risbgnat ure using a
|pr| vat & 'ket¥a~1 V\%{té:@fdl%ageocn%fggggﬂeagcopéml ée%oxkdexigqeﬁ E&Qifi!c’é@g. signing entity

may | ncTdde Igrtal” signature or a cryptographic digest thereof in the
first digital certificate and the data to be, su Iiied to .tthle relying entity
may - i nBIRUBRFIeh @Y dBFivae KB *eW1RT PTGy rBpIRTE %sf “Ray"Heobt ai ned using a
hash f usestitiqateOne ant Inseimdiiate okl ty dreacltric Ftfdi Hg™ th&°Pant | B%ey, is
r ecei vethtbymdiheer eltyingaentavide hrsprvichefos die clyinbheentityi ¢ & gnat ure can
-be verifdoothe ThRrhidesinadiagé ttahanepit ifabiiate fandné heps.e odnthediqgiat al
certifigaheiBdburkdICl A€ B REHI208 QfityHal Hehdrard RBe RBEINAChiIgitanal i dity of
the f irst,di.gital WO 03/041338 PCT/ GB02/ 04759
The second digital certificate may include one or more attributes
identifying the relying entity which are different from the one or more
attributes identifying the relying entity included in the first digital

certificate.

The second digital certificate may include one or more attributes
. identifying the described entity which are different from the one or more
[ attributes identifying the described entity included in the first digital

certificate.

The described entity may generate a digital signature using a private key
with a corresponding public key and the first signing entity may include
the digital signature or a cryptographic digest thereof in the first
digital certificate and the data to be supplied to the relying entity may
include the public key. A cryptographic digest may be obtained using a
hash function. Once the indicated data, including the public key, is
received by the relying entity from the source, the digital signature can

be verified.

The first digital certificate and the second digital certificate may
include a period of validity. The period of validity of the first digital



9 certificate or the second digital certificate may be that short per'o?qqgf
time during which a digital signature was generated. For exanple, 't['hM&Y y
be 1 or 2 seconds. A digital certificate can be generated with a validity
period which begins prior to the generation of the digital certificate.
The period of validity may be in the past, prior to ation of the
digital SE %138t e, or in the futyre or for a perio E?@}ggﬁd&%g t he past
and the future. The data indicated in the first digital certificate my
include confirmation of a paynent or a debt due fromthe described entity
identified in the first digital certificate to the relyi ity

i dent i fdeetifiiprteher £he secopd Gigisp! CBYHETTRERMEY té‘é%ggﬁ%rts#{;lﬂoﬁ%ent ity may

i ndi cat@mé uAinseanns adigital sigesturs veatdenssatifar AT &2 BYa t%ﬁlesgt i ndi cat ed

as due |0 @ §idSi «digiakal » eegitcht icentieicabe charpgeseneratet @Vtfolisl y suppl i ed
data may be .| ndiCat 6 kel e HUOPkY tf ganedaimih dxdent afgpkaly a second di gital
certifi ca%e , él at to the pre i&%'y%e SHRR pbesl  datiar tA dnkst may identify
a first°F&8nd Tg?dﬁefle?fi cert,i %{l cate  speci fyin0.data .ebais no | onger
aut hor i ssegratécp et SHpPIPEa* °6* TAE" 81 ying entity. The generation of the Ijst
may i ncépadeingnrearaspong thatfEy*But es i dentifying relying entities to which
the list relates. The 'list nay be a certificate revocation list. The

met hod fRY itaCidd@cgenarat i mgstanihisdlorenrgtizats oty fedvéhe second digital
certifigcates. . Wi &h.ishdadexed sbyt anesoin trer eesatibed butes i dentifying
relying, ent lftéL$Z_F%%%hfittn:aEigqul S8GoRd.gi gb teak e8fibéfanentes in the |ist

r el evantosfs* ying entity can bhe_i tifi AGLOnLdiagidyomy Second
aspect  dfertided BBt iRy &t 1|t%lnc?%é?1é:q|€é; ‘%Sfxi&“ép a%%bgyi%gi&lﬁz@r supply of

dat a relmiiratg toapegerciightd eFEHYY 0 & FeTying entity, the system

conpri sangue anfd Eststsdightap ceehitfitaFeappl i cation, a relying entity
application and a data store wherein the data store holds data relating to
the desgrihgd anbidWoudipanbiiasd dsiagmiynbe endiceted ypphd ERPLYIPEMASs neans for
generating afilfeSindl HetHa Ligitdil decedmcaiegnadtingi tohti@npevéaistoni ¢ si gnature
by the 11r1st Sl%rali g entiLy :a0Rlkefat 1108t R techliChigiiiNgeerdneicote NI e

attri buf‘é"sf’,b?‘f‘ ? e de crigsed gnr'gi LY Q08 dTBL §updlidd kbuhes of the first

di gi t al *R&SHEYPY FaE2 “&h‘i“c Phel'tde one or nor.e u]%toLL hut es.i dentifying the

first sFepithgeBHErty AR eAC R of "dath T e ating to the described
entity whizdhuties iGentidyisgpisiyied; ensitief dP L F A D ohe °6r nore sources for
t he dat aidwomdieprs up@dutbticat@ntevorrtien 1ht e '

The method may include generating and storing a list for the second
digital certificates, which is indexed by one or more attributes
identifying relying entities such that all second digital certificates in
the list relevant to a relying entity can be identified.

According to a second aspect of the present invention there is provided a

system for supply of data relating to a described entity to a relying
entity, the system comprising: a first signing entity application, a
relying entity application and a data store wherein the data store holds
data relating to the described entity; the first signing entity
application has means for generating a first digital certificate signed
with an electronic signature by the first signing entity application and
including: one or more attributes of the described entity; one or more
attributes of the first digital certificate which include one or more
attributes identifying the first signing entity; an indication of data
relating to the described ehtity which is to be supplied; an indication of
one or more sources for the data to be supplied; and one or more
attributes identifying one or more relying entities to which the data is
to be supplied; the relying éntity application has means for forwarding



attributes identifying one or nore relying entities to which the data is
_to be supplied; the relying entity application has neans for for wdr MANEN06
PCT/ GB02/ 04759 WD 03/041338 10 the first digital certificate for

processi ng; and neans for supplying the data indicated in the first
digital certificate fromthe data store. The system vi ded using a
secure m<tYgii system across a petwork, for exarrp@(t;ﬁgm%fernet. The
described entity and the. relying entity may use software applications to
generate and sign nmessages and certificates. The data to be supplied may

be held in a data store by a _source and the da t JIRY ke an
el ect r ohe cEigel dbaisel cHtiHiPte M  RE1 8% ﬁléderc'i%atngafso'? oerlé&or maty refer to one

or nor elafarihéiertab i cbs LirBhediotial serEiESFAtA SRR EPE YRR HE t he descri bed
entity. The system may include nore than one data store holding data
rel atingetQsthendess pidesending v sdhee fbgssgindiaypte acept iaf i cate may incl ude
any data which the FelwnhGnte 0. {dhehRScRbEY biMis) ntefuesledat 0 be included
such- as a réference, nonce . or, ot herddal.ae As $860Rdsdb@ bl certificate
u oftware, a licag o) E} enéra ; . .
may be FEHH B OFEBEI gt he dat a. relatingt9 #Q@ag scribed entity
to the qestifimFeant M8 92hiptq B‘étsl“é?ﬁ,leﬂ W *$écond digita cer?i ficate signed
Wi th anscerecbadhhe dstiagstaremay by 8 YEETRBLC GGMFg St "Zppl i cati on and
i ncl udinga whBGIaBE sEOfecor adyt rédsuttosonsfon here HEERer| #¥%3°ENnt iTY | ncl udi ng the
dat a Whi;ghe isSqtiag ket sypRlirdincomacoibedrerieity at T byrtes vey infedsecond digit al
certifigate whigh 4.nckide 100819 4alDe1atdid Eb lbbd @Bsdrelest eftjing the second
signing entity; and one or nore attributes identifying one or nore relying
entities to which the data is _t ' | o0 i fS4igdi gi tal
Gorti 11 B Rt aeTas e “‘F"éﬁ"?lﬁ‘flggﬂd%‘?d? ;a’fﬂgtfiér{}%i;’?mg digi tal
certifienster hef BBTAPYFIH TSBEEHY ! é? RO £1F Cafe The relying entity may
be aut hor peied, dagaobt ain a second digital. certificate which is marked as
qualified. The second digital .certificate may include oné or nore
attribuf escofs dilyeedi sestimigiet mly Weptdvidedatos. supplvieashe dofe of the contents
of the fitsing0idkldbekeltoh fdnEtlyerdTase baytapiadey apjlieasesonte digital
CEr L by gllRPYSlaRRY sk ie, 38 SiBkeLIRChiha ooty Ly sapa) cal | 01 O
ic e relying entity appli.cation. r ; eeertificate to

obt ai n HFEET F?tdr‘rig ﬁ@l&%‘%&n 2 oruelélmf%g |°(r?11tE \ég?geaféa gr:e,'lﬁféistg By, use a
SCH:tVWir@FSCIibed entity including the data which is to be supplled; one r e

attributes of the second digital certificatg which include one or more

attributes identifying the second signing entity; and one or more

attributes identifying one or more relying entities to which the data is

to be supplied.

The first digital certificate may authorise the relying entity to use the’
first digital certificate to obtain a second digital certificate. The
relying entity may be authorised to obtain a gsecond digital cextificate
which is marked as qualified. The second digital certificate may include
one or more attributes of the first digital certificate. At least some of

the contents of the first digital certificate may be copied to the second

digital certificate.

The system may include an intermediate entity application to which the
relying entity application forwards the digital certificate to obtain data
from the data store. The intermediate entity may use a software
application to act between the relying entity and a source. An
intermediate entity application may generate the second digital

certificate.



application to act between the relying entity and a source. An ,
internediate entity application may generate the second digital -4 MAY 2006
certificate. - 4 MAY 2006 WD 03/041338 PCT/ GB02/ 04759 11 The second
digital certificate may include one or nore attributes identifying the
relying ent ich are different fromthe one or ) but es

i dentifyi db&ﬁgﬁﬁelying entity inglkuded in the firsypgﬁggﬁggﬁécertificate.
The second digital certificate may include one or nore attributes
identifying the described entity which are different fromthe one or nore
attributes identifying the described entit inclﬂdeg hﬂ the first digital
certi f irpateond degidel critiEEFaenRY \inpkife FBA ST 18 £°6T§Al si gnature using a
privat gadeeyeying the elytig esponcbiegy preotiifdereay AR PhE™T i°F SP™Si gning entity
may i ngl.udg cel NQeddii Bibdlens i:gnaLYrat oy octudeptiogrraptiret ditgfédt thereof in the
first thEL%L certificate and the data to be supplied to the relying entity
may i AeT ude Fhe public key. A cryptographic digest may be obtained using a
hash function. Once the indicated data, includi ) ublic key, is

recei vBi B§CoPhEiFERYiREFIENTAE V3 1’0 ﬁidﬁecmgootfr%!%% né?‘ﬁ%fgfﬁ, tal signature can
be ver iddnetityifthehd dessrirsdgentaty waichi e HEEENd T He " Eedond digi t al

certif LoatsutaRyidedtieyingdeha deertiibel efitipy|ingfudsd irrfe FdFiodGF*val i dity of
the figstidiQidal certificate or the second digital certificate nmay be
that short.period of tinme during which a digital signature was generat ed.
Adigital  certificate ¢ eney; bidtu@e Mathbdi byivees ked whi ch begi ns
prior t% dfﬁcélﬁeéln%n%é'f}i ‘Sﬂﬁg‘?&? ?1’% gfﬁ%ﬁf igg}Jan g!@ctigy m&pqnp@ag od of validity
maybe VPR BHFETFEEPRNT PHMT §Y KES génerat i on., of %h.e |gLt,al certificate, or
i Nt hethd gigntal FiomEireachHar FERFSHHINT 197 he pas 1a'fng;j’t e ii uture. The data

i ndi caBegitah ckitd fidate tandltyp tdake cerkei TPRLE StalPei FePtRYe™ " Conf' 't nation of a
paymentnaa tdelioduecelr oM ¢iyet cdeabi¢ Idéersemay thp R Y 8H i n the first

di gi t ah,Gekkidki&At Ontd thh@ndiebydangatentintipdingdenst Piiled ke the first digital
certificaliG.q Ay SBEQE 185 FALNG HRhidhy dBRyce, | thedi dgleli noeetsecond di gital

certi flbca‘;e(lgifa}L guarantee of a debt indicated as due in a first digital
certifi"@atE A change in previously supplied data may be indicated by the
supply of a ' :

The first digital certificate and the second digital certificate may
include a period of validity. The period of validity of the first digital
certificate or the second.digital certificate may be that shoxt,period of
time during which a digital signature was generated. A digital .
certificate can be generated with a validity period which begins prior to
the generation of the digital certificate. The period of validity may.be
in the past, prior to the generation of the digital certificate, or in the
future or for a period spanning the past and the future.

——

The data indicated in the first digital certificate may include
confirmation of a payment or a debt due from the described entity
identified in the first digital certificate to the relying entity
identified in the first digital certificate. A second signing entity may
indicate in a second digital certificate a guarantee of a debt indicated

as due in a first digiltal certificate.

A change in previously supplied data may be indicated by the supply of a
list identifying a second digital certificate relating to the previously
supplied data., A list may identify a first or second digital cgrtificate
specifying data which is no longer authorised to be supplied to the
relying entity. The generation of the list may include one or more
attributes identifying relying entities to which the list relates. The

1ist may be a certificate revocation list.



list identifying a second digital certificate relating to the previously
~supplied data. Alist may identify a first or second digital cer t i-f4 MAYt 2006
speci fying data which is no longer authorised to be supplied to the relying
entity. The generation of the list may include one or nore attributes

i dentifyi rel.ying entities to which the list rel at ist may be a
certifi c&r}gm{'oz\%scati on list. WO 034041338 PCT/ GB02/ Ogéggﬂ-&’l?’gs%'he data store
may have a neans of determning for an itemof data included in the data
store information concerning or contained in a first digital certificate
whi ch has referenced that item or information .tc%ncfegﬂiang or contained in
a secofte det Ebdrecwy thave CarRRRAtcHEpTOVRALS tHe *Val ue of that item The
certifiigaiaed i itse jdast stescitbodtipayconeergieracertaitss BudHfHi s neans. The

i nt er magdiabe LRtieldarapRldCald Bsterped Niituttena o5t rferatians for  storing
second 4l AL Al SOLLLIRAES, Lelnanga byrtiecaelwhagpentidsi ¥ | dent| f1ed

in the second digltal certifi €511 st Fuss YR EMMLER Yhat b6 | dédl€raBedr OXy entity
appl i cXeTEnCt §*%hi'Eh- the cfe{iflg% eﬁ%i Fuy application or the internediate

entity tBppER ALt 8ff%ay forward the first digital certificate to obtain
information specifying to which data store or other proxy entity
appl i cani antédnedibte stticerappiicebion mMORFHPIP S FEOBE FETRaT"ded. According to a
third aspasl Rboddn@gptasedntitinventiederebdrdriey ke pelg¥rgierti&i®conput er program
product; ;shQeed 9N i SQUTREtREivacadadileecaséor age medi um  conprising conputer
readabl e program code neans for perform ng the steps, of: generating a
digital certificate signed with i ) R Sel a signing
entity BACYFHE TR Hﬁiu%n% pé?xyn%ntqplé? %’pﬁgi {Et(:i) %H%Qz)?h:gfaé %;ﬁgﬁ cnENtity; one or
‘nor e ateeFiURRPIGEIPNF GRYRETTRRRYS FitcEt e Rahrch | nc’?ugf one or nore
attri buaiest Bemfe} Pyitafioeke 3| Yt gt ERTPEY® PPEHE LR g Cati on of data
r el.at i ngotd ot henetesoid raditenttrpt {cakkincthe] &reto cHEFEL3hpIPPeR 2 d1f4® an i ndi cat i on
of one Qr sdms@megources or the data itself; and one or nore attributes
identifying one. or nore relying entities to which the data is to be
supplied A, el £ Q0 Yedae B Ynvast idh itk eleds Wirbvidene or nore of
The 1 dxFrEPdpY ﬁ%lrfgéa?g%%gﬁr S C D ASPECLAn A BRuPRERART | NVENt | On.
Accor di 7gP16* £ PHr th - aspect o t|’%Ie [esent i nyention there.,s provided a
di gi t al CRRFHITY CAPEET| HREWP R FRAN Srectronic 5 gnatur e, by, a.si gning

of: generating a digital certificate signed with an elettronic 3i ture

by a signing entity and including: one or more attributes of a described

entity; one or more attributes of the digital certificate which include

one or more attributes identifying the signing entity; either an

indication of data relating to the described entity which is to be

supplied and an indication of one or more sources or the data itself; and

one or more attributes identifying one or more relying entities Fo which

( - the data is to be supplied.

A computer program product may be provided with one or more of the
features of the first and second aspects of the presgent invention.

According to a fourth aspect of the present invention there is provided a
digital certificate signed with an electronic signature by a signing
entity and comprising: one or more attributes of a described entity; one
or more attributes of the digital certificate which include one or moxre
attributes identifying the signing entity; either an indication of data
relating to the described entity which is to be supplied and an indication
of one or more gources or the data itself; and one or more attributes
identifying one or moxe relying entities, wherein the relying entities are

entities to which the data relating to the described entity 1s to be

supplied.



entity and conprising: one or nore attributes of a described entity; one
or nore attributes of the digital certificate which include one or-WNﬁZUUﬁ
attributes identifying the signing entity; either an indication of data
relating to the described entity which is to be supplied and an indication
of one or nobre sources or the data itself; and one ory Cmg/&gstgrl but es

i denti fyig*¥MHE®r nore relying engjties, wherein the relying entities are
entities to which the data rel atlng to the described entity is to be
supplied. - 4 MAY 2006 V\D 03/ 041338 PCT/ GBOZ/ 04759 13 The digital
certlflcateld ntif e en be aut hori S|n the relyin
entity & 8btAf c?rﬁXf’icg ?nt(’:lhé Qhe rfa?' X'Cﬁ i ltytr?'uaé’ aut % entity gr °
may be §ipprYireyeRHEY &at?i’tF’t‘Sé’l‘af “E“Hci“ﬁé Jagf fie??d”é?]ttf’ttﬁ?e df‘ﬁ% ¥idgi t al

certifi esttioy maynapebepsruppiied thetdatariesgdE trorhe oflvitweeftébt.ures of the first
and second aspects of the present invention. According to a fifth aspect of
the presgntiidibyenticQf hbhehgy, bs R6EMeEMAndTBE MLk F thE avhtti-ag a digital

si gnat uge hased, o, 2. g EEAeCGEVE'JhEC&E&ntCﬁUPJt' ;& .ng: generating a digital
signature using a private corresponding to a public key, the signed

data including; one or nore attributes identifying a di |taI certificate
to be gRffeFr&in8de yEnEtariPigT &° td‘Fg‘irF%ﬁntcié‘P’?’ir‘F?’b}é/’Pﬁes’rs ®th an
el ect r omgtdod jof rrbyiddndhy Hasfadnsiggatusntopeefd end digétaddisngitierte or nore
attri butesprofing desesiibed etiicily sigrhoire wiley suifivabieeky t 0o obtain the public
key, 0Ngotsgthdifigalot & iphbti@Sked thbBesigilagadral inetidihd i 6d 6r WhieCh i ncl ude one
or mrea&&agdtbyne&taﬂaagl al 41101 BEriBicAR BY 1 ehwa,teangerépauig@acat ed period
of vali g 1¥a1 certtlf ca!:n_gl tal C@lﬁtl fl %&trgni%éi ?9'1:95 % 1L r than the tine.

he.. digr %ef?:

na

of generation certl q})\certlflcate :
n obj ect may

'S GenoFit Mt Er et %gn%rr B TS
be 'si gnéte ﬁ]‘ftfhc‘ﬁnﬂltglctbéfmsptj‘na‘flﬂi‘% kGhi G1F f”c”)r“\ﬂﬁer 6‘:"rr(3ﬂD ér’i’ée"é‘e a digital
certifi émitalhvhithtirate moichyimclieerregenbergt ¥drdvdet hé‘??taf}’dmglt’t‘%l

certifi efinéngrentibe; gehen dhédtavd péripéfoérvehvkisy baclket digitvd digital signature
and hascétpeich@dwiifcn ibidi tari1n ehunl el tide Soft fmetduibn 0f thhe generation of

the di ghiak.SLaRalhe:; M6l banagieadedicl Alcasd 90t GedYsRe generated

whi ch i ifies.th i,g rtificate. The signing entity may be
t he desgl?l eﬁ??tog %‘Egb%rll oagitf‘ge\?al idity of the digital certificate may

be that short peri od ) _
An object may be signed with a digital signature which forward references

a digital certificate which has not yet been generated and then a digital
certificate may be generated which references back to the digital
signature and has a period of validity which includes the time of the

generation of the digital signature.

More than one digital signature may be generated which identifies the same
digital certificate. The signing entity may be the described entity.

The period of validity of the digital certificate may be that short period
in which the digital signature was generated.

The one or more attributes identifying the digital certificate to be
generated given in the digital signature may include a serial number. The
lowest available serial number which can be used for the next digital
certificate to be generated or the last used serial number using each

private key may be recorded.

According to a sixth aspect of the present invention there is provided a
system for providing a digital signature based on a digital certificate,

the system comprising:



in which the digital signature was generated. The [
_ ich tal re . one or nore attri but
_identifying the digital certificate to be generated given in t he -df gmte;ﬂ[]ﬁ
\?Vlh_gnat ure may include a serial nunber. The |owest available serial nunber
ich can be used for the next digital certificate to be generated or the

| ast used serial nunber using each private key na i
to a sixWRHPPEt of the present ipvention the?/e ig %&&@%@Jg&:d s?gfg:nd:‘ (r)\?
providing a digital signature based on a digital certificate the system
conprising: | PCT/GB02/04759 WD 03/041338 14 a descri bed enii ty
application with means for generating a digital signature using a private
key coarqspapei agite sapligbtios Wbl mearfefod| EHERE IR L PHE udi ng: one or nore
attri byt es.idantid ¥i fvaedigi tatemending itoat publio ke §enetdbed; a signing
Szt :alt g 85@;55&9&%:“ DAV NG fRANSHEQE GeneEanhngdigitel getrakicatertificate with
9 _ E%&gm c 3l .aturigni%ndedt | ydh D3 ANEa @iy mEAHeCER! dehbdatiings Of a
escri bed PPV Uhf ch¥are sufficlent .to ohtalA fhe.aipibliccokey; one or
mor e abtdishtles BIEEHE Withi TaP Certifrca € i.ch ehc] ud “one or nore
at t ri bubes ajaented i g dedrEisdgithy EHET )5 s\é\gdcéennt Fnai c%i ed period of
val i di 1k iehe obé girtraire GEFTibRiepatfetithfioht Pt 84 &P than the tinme of
gener at;hOha®fond Re ndkgiat adibaedst idencidyimy thherighing evdtY dii ¥al certificate is
grene_r Stiggicgiﬁegeﬁmoge,@@fdaw QA @f dibaatlicgitidhcatsivelt bedns A system may be
P OV] e Mt DD S lIDLE sl orblionl OGN @10 idberfibiich waspact of ( he
D SN B al Jare L Re Gt Ger Cars SEUSNLIL A9DAREPbe e dduesent 1 nvent | on
ere i's pﬂlﬁ) &qrd %6ﬁp’15t I program product stored on a conputer readable
,Storageigradbtem  conprising conputer readable program code nmeans for '
performng the steps of: generating a digital signature using a private
- key cory eppendinge tpcaidepwhti onkey morhef sherfeetudat &5 iHeIGli"ng: one or nore
attri bylspscel slepld bydsege ivedigint al certificate 'to be generated; generating a
digital certificate signed with an electronic signature by a si gni ng
entity pf%ggrd'iQCL,%JQ' N en@NSapelf HOLE Rtiht DUt&siaf cRerdesCpiob@dd entity which
o et 0B Tty i Ul L . OB, TSIt o5, of the
si gni ng“@?ﬁiis%%?; ccg\ﬁﬂ-_eénreadablle np%ograg c% ee mt(a)al.’nsrTPorz:'e]_::eQ:tf&J.rmlitl)dJ1;11‘?'9S séegg ntifying t_he

of: generating a digital signature using a private key corresponding to a B
public key, the signed data including: one or more attributes identifying 2
a digital certificate to be generated; generating a digital certificate S

. signed with an electronic signature by a signing entity and including: one ;1

or more attributes of a described entity which are pufficient to obtain
. the public key; one or more attributes of the digital certificate which-

include one or more attributes identifying the signing entity; and an

indicated period of validity of the digital certificate which begins

/ ’ " . earlier than the time of generation of the digital certificate; wherein

the digital certificate is generated after the generation of the digital

signature.

A computer program product may be provided with one or more of the
features of the fifth aspect of the present invention.

According to a eighth aspect of the présent invention there is provided a
digital certificate signed with an electronic signature by a signing
entity and comprising: one or more attributes of a described entity; one
or more attributes of the digital certificate which include one or more
attributes identifying the signing entity; and an indicated peried of
validity of the digital certificate which begins earliex than the time of

generation of the digital certificate.



indi cated period of validity of the digital certificate which begins
earlier than the tinme of generation of the digital certificate; WnerleAY 2006
the digital certificate is generated after the generation of the digital
signature. A conputer program product nmay be provided with one or nore of
the fea the fifth aspect of the present inv } cording to a
ei ghth a@gi;ogltﬁug the present invengtion there is prov?‘gt/%ﬂgmngfgi t al
certificate signed with an electronic signature by a signing entity and
conprising:  one or nore attributes of a described entity; one or nore
attributes of the digital certificate whi gh [ rlgl ude one or nmore attributes
i dent i fyd Apitsredsieginangt @AY OB B ShIICAYICREY S BT Od of yalidity of the
di gi t ahaerinkd icaattemaot clenbagissofo bty Pigiteh gprtifkeats s ofrt g ifer ati on of
the di giLah ce&abidicsalreneWdAB 104k 88 RETLGBURABAREP2595 The i ndi cat ed
period of validity,of Lhe di giiialcyCiyt bfdefeonmeye pad noa thater than the
tinme of*_generati on of the digital certificate such that the period of

val i di fy™of the digital certificate is all in the past. A ternatively, the
period of validity may extend fromthe past to a fut Le . i me. The

descri lred dentritteq srarytshmay e P FAFHES SAETYSSBCHY ﬁg‘? %ﬁ?\leadi ital signature
is a fQignabiresal h-oirgredsederaipfadceprbliifate . oTBE LTS YA U may use
publ i € KLYis& Lyl 0 glegMltyprobbspngi githealiiodeslt péutsticetarRyy iAENERde a tine stanp
i ndi cating fhe timeoly generat bogeneAaceiding to a ninth aspect of the
present 1nvention there is provided a digital signature using a private
key corresponding to the bl.ic ke erl r 1dgitialg gertificate as
def i ned<fH9tHet® leﬁg%%gt?fo&et?%se:gr g@éﬁ'ogétﬁ%:ﬁ%&bquc wherein the

di gi t aldigiept Ftynagre PG BFYRED S f&°tHTe ”‘ger?e,ra on_ o {hg di gi t al

si gnat weeivet Ifecrs ghgttadatert HHEr G N §eE 187D 10 SPe RAFE At P T'bit 65° i dent i fyi ng
the di girtsthe Gavdntfdcatiertia be gomenatarfificety §s geRaiptadetitay fFof- an aspect

of the prasent dnveNtidnat eighawedena sigedhixdadndlwyatetnet & assi gn

owner Smoge Qf .. SL 8GL NQABLG s PIgPat 3 o544t Nec-batticdtheto burenshiqd.i s saf eguar ded
and can be proved by automated nmeans. According to a tenth aspect .-of the
presentr.i (Ve QR tARIE b apseavicdethe presyst Bryefgen tteaysfide 0of ownership of
e: ect 1 QAL ¢ aPLAP&/st tﬁgqp{gn_smgr'sg_ of e,llemragai gropiﬁpaf¢yft$itg med with an

el ectroni c_sjgnature r&t’ Lds by auindidaadhe@ertificate generate
and si g°r‘i'§ecfs§\7ipt R asﬁgeérae%te?oa%ihc%ibgnaxjfur e by,

According to a tenth aspect of the present inﬁention there is proviée@ a
system for transfer of ownership of electronic property, comprising: an
electronic property signed with an electronic signgture by a first emtity; .
a digital certificate generated and signed with an electronic signature by .

the first entity, the digital certificate including. an indication of a

second entity to which the electronic property is transferred, and an
indication of data which is to be supplied to the second entity from a
source or the data itself, wherein the electronic property and the digital

certificate include a link means connecting the electronic property with

the digital certificate.

" The texrm “digital certificate” should be interpreted in a broad sense as
any data structure which is used to contain information and which may be
signed. The data structure may be, for example, an X509v.3 certificate,

an XML structure or a cowbination of the two.

The link means may be a bit-stream generated from a gerial number of the
digital certificate and an identifier referencing the transfer, the
bit-stream being included in the electronic property and the bit-stream or
an indication of it being included in the digital certificate.

Alternatively, the link means may be a digital watermark with a watermaxrk



the first entity, the digital certificate including. an indication of a
_second entity to which the electronic property is transferred, angdmaniogs

i ndi cation of data which is to be supplied to the second entity froma
source or the data itself, wherein the electronic property and the digital
certificate include a |link neans connecting the el ectrani perty with
the di gi P *¥¥P ficate. The termdigital certifi Ca?g?/&'gﬁzéogfsg be
interpreted in a broad sense as any data structure which is used to
contain informati on and which may be signed. The data structure nmay be,
for exanple, an X509v.3 certificate, an X structure or a &Qnbi nation of
t he twokeyTheetdinktheewats=mral el g tsiet -2t F8atn"GerBtated 1fom a serial nunber
of the wilieghdralkegeint af iladitcetimnchiait itdnelvfiedein t8¢ &iehigi ng the transfer, the
bit-streampeisng included in the electronic property and the bit-stream or
an indication of it being included in the digital certificate.

Al ternatjve] the |ink nea e | 9idsRl el ehdtag o pitdrea watermark -

4 NAY 26’@?63%{:’6?/1 @fi@?ﬁtﬁgag%f?a Gér(‘)iza 24%{%&% éoeoxdin\gré;gﬁetyhg watermark is

i ncl udedey A RHRPSFFBETGHT EPhBPefty “and Tt he . water mark key or an indication

of it isndineiiowed itnit Meowdled ¢althe digiPl i6ETE1“*FRe el ectronic property may

be signed by the first entity using a private key of a public/private key

pai r an@nd Be.cesinieRepticnahap sl énerioesd by thm firsidprtaty ofirgfthPt is provi ded

;n the disgist dky G211 plbRaygividaekes! et ranive propeedsicymytbe encrypted by the
irst enti in ] Ya 8f cReRUbld chdaEi waim Key pair of the

second éérlﬁcltt%{of%fﬁgpetrgf éntg ?%Qigzgggeﬁg P Ye RS LRGF YPLEG vPReat he fir st

ent ity lﬁ?i‘"ﬁbyléa1§ _ TBtrical cl pher g}’t a sPrsg'k Qp. Igggéngrlqtgtp'e sessi on key

i s encr ypingdthe BPREF FRE °hiPT ISRt EehPRVale/ publiic key pair of the

second entity. The digital certificate may have a validity period which

begi ns ‘@as ldi@tal tcharittdnte triagehagé aged iy nsricsh vhise bEPigrteaFli€Ertifi cate. The

di gital wesf tid tGat & gaerhave & secaondralatdrditigagseriod relating to the

period for the duration of which the rights in the electronic property are

transferred; A 5econd;dicgitd! nGerl idebsalL 1By, Baripd @Miadad, costigned Wi th an

el eCt oMl & oo Lol Galllnorl ILH RO LE4ntaARTedd I UEIAG: pRRebpdcaL i ON OF the

transferred. :

A second digital certificate may be provided, signed with an electronic
signature by a third entity and including: an indication of the first

" entity; an indication of the second entity; an indication of the third
entity; and data to be supplied. The data to be supplied may include the
public key of a private/public key pair of the first emtity.

The transfer of electronic property may be tracked by each entity having
an account identified by the electronic property, an account being
incremented or decreased by a unit upon transfer of the electronic

property. The account may be identified by a hash of the electronic

property.

According to an eleventh aspect of the present invention there is provided
a method for transfer of ownership of electronic property from a first
entity to a second entity, comprising: the first entity signing an
electronic property with an electronic signature; generating a digital
certificate signed with an electronic signature by the first entity and
including an indication of the second entity and an indication of data
which is to be supplied to the second entity from a source or the data

itself, wherein the electronic property and the digital certificate



entity; an indication of the second entity; an indication of the' third
entity; and data to be supplied. The data to be supplied may incl udeMAh&006
public key of a private/public key pair of the first entity. The transfer
of electronic property nay be tracked by each entity having an account
identifi 3&%&%4%5&? el ectronic property, an account beippgcégfsenent ed or
decr ease y a unit upon transfer @f the electronic property. The account
may be identified by a hash of the electronic property. According to an
el eventh aspect of the present invention there is provided a method for

transfer of ownership of el ectroni roperty from;ay fibd Stgicgntity to a
second ieptyey? 1 EY & REPectid Fres?&énti t%’/ 5 ng ng an el ect roni ¢ property

wi t h arreetidétateni ¢ si gnature; generating a digital certificate signed with
an electronic signature by the first entity and including an indication of
the secQpG.eidd sy andud@ntiddizeatehbity ofendiapathevdiegtrorly PYYPREYsupplied to the
second enthty, LrOM & S0UESR & rlhgecdid antikysel f, wherein the el ectronic
property and the digital certificate WO 03/041338 PCT/ GB02/ 04759 17
include a |ink nmeans connecting the el ectsani.c,ntopghiy: Wetdhet he digital
certi fi®ardrk TREGEVHEY an*é’;;'_?tﬁg?mu%leenef?ggi%r St:nzerétrlJ ¥erseEL‘1i ng the el ectronic
proper tdigitahcerhEEigptg sl At PP RACE TS THhE "Secong entity. The |ink means
my be wmchitrest beam igeherdtiadhe rOATAORE PP MBS Gt HE ° i §i t al
certifigatmiandonnsi depding iieeluwef or sheidhgteheetidf®Fer, the bit-stream

bei ng. i felyded.ehp, the 18herdnonkc praper yteamtk wive sbidteswsredityor  an

I ndi Catih%?ei%f el wRELNGK I1RClu8eda 110 dnbe1digbhal papeidyfdnaatre. Al ternatively,

the link nmeans is a digital PRk it g vateeaimedy key, wherein the
wat er maYkSTEk &Y fict ?’hdtl %téx\'/'glggclt ronic pr opgrty and the watermark key or

an indi extt@AGt it is included in the digital certificate. The method may
include the first entity signing the el ectronic propert\f/' using a private
key of nepudthbdipy iiveliude by fpedtrenibiey eis@indoFie sIFSREAMMY P*PIBIY ¢ key or an
i ndi cat 48Ry Gf piilvateS k@ o¥iadpohliaiptinatedkeyi pails wdr Ehef fEEE®O1Fhe net hod may
i ncl ude, i he Ty St BNiddiYat@AC bY Bt |18 gorbhiiee| lctieodisttadr epstfigataysi ng t he
public ﬁey of a public/private key pair of the second-entity. The nethod
TRy i nCLude, LOS wil Bl S0ULL % SRCLPL) Blrril16s CheGhiaRbacpsoparyy  using a
Symmet rusi(?lg t(l?xle'pprlglicwkc;[y o:‘gjl ai%%%f:!c?&riléa?%_ke%n i G NE M&t Lg&gné Q&i%?SSl on

The method may include the first entity encrypting the .electronic property

using a symmetrical cipher with a sessien key. and encrypting the session

key with the public key of a private/public key pair of the second entity. -

The digital certificate may have a validity period which begins earlier

than the time of generation of the digital certificate.

The digital certificate may have a second validity period relating to, the
period for the duration of which the rights in the electronic property are

transferred.

The method may include the second entity obtaining a second digital
certificate, signed with an electronic gsignature by a third entity and
including: an indication of the first entity; an indication of the second
entity; an indication of the third entity; and data to -be supplied. The
data to be supplied may include the public key of a private/public key
pair of the first entity.

The transfer of electronic property may be tracked by each entity having
an account identified by the electronic property, an account being
incremented or decreased by a unit upon transfer of the electronic



key with the public key of a private/public key pair of the second Wlltﬂ%
~The digital certificate may have a validity period which begins eéf'l r
than the tinme of generation of the digital certificate. The digital
certificate may have a second. validity period relating. to. the period

for the duration of which the rights in the el ectroni y are

t ransf er "Y' et hod may inclu the second enti tb@gﬁ%@{ﬁﬁsﬁng a second
digital certificate, signed with an electronic signature by a third.
entity and including: an indication of the first entity; an. indication of
the. second entity; an indication of the third entity. and data to be
suppl | pebpeifiye ThmPAcwBE ey PAPIFEREd RS PntAtldE tiie* SUBITC key of a

privat g/peyl. c key pair of the first entity. The transfer of electronic
property may be tracked by each entity having an account identified by the
el ectroni c_praopert t v RebAGentd REFRORAL REroOls gpeeridased by a unit
upon tP‘éﬁ’ﬁ%‘?"é‘?ot%fattﬁ‘élf%ﬁeagg%g;%%n%t; %;géﬁéiggégaﬁggtgggg/@@@g 18 property.
The acEFBREETREPIHE P’ifgﬁﬁ P8 a_hash of i

ied b he e LC operty.
Accor diemgrigng cPweltet He%b]é*c?r°8¥a“t A% ep‘f‘eeaé‘%nf{“ipr?\r/ée‘%t&}‘ (r}%t hseiti%ri s provided a

conput ef: progimm produetonstoredleAiTepie RFGRTEY YELAGAST €550 age medi um
Conpri sidigreNpuhenat rpas abieapregridinate ddoradarish f48r #1587 PBIni ng t he steps
of 1 the;duhbsdl BNLAd ¥i:Sk 0ty &a Blc@edingrenciqgioppéert gt Whe HeepRdel ectroni c
signature; geperatifitdodlbpiched wEhht isf t6akesuppgyaedowint leeagmdel ect roni ¢
signatUre by the first entity, And.dipchHeliong ap dasdiaatigeapaty the second

ent ity SBRdY a7 RdiCat1.0n of data wh Sh I Snk QohesHpnkadtotfte second
entity 2Pt SR Sigisat CETUFITATe 18%%“3% %enlkf'!‘saw[gl%r gi%nél#ﬁe “el'ect 1 oni ¢ property

‘and t heretiegtt #ithcele f¥aiEak ee5tHECBYe a 1i nk means connecting the el ectronic
property with the digital certificate. It is a further aimof an aspect of
the prasent aisov@Rtian dfoapaspebdef she mrebrrd e g e Aregre @

el ect r QpiaVRhi APcerPesOEicegnl o vatinhi rt eenth aspect of the present
invention there is provided a nmethod for electronic voting in which there
are an _authenticati.on body, . I N 0R0Vovedith @ngtleudsal ity of voters; a
voter PGEHErt & a i e Xf:pe?% ?’?i%%t?,gwﬁm digi tal .certificate includes an
i ndi catFoHI6t 2 HEATT F‘?rcﬁ%?cﬁﬁm ' Whi ch'ls ta be supnlied fq,the

aut hentaueient Bt iRedr¥ o 3 ERALIPYFhe aﬁ‘/cgtae? EAGher I'eferences to one

;
generates a digital certificate; the digital certificate’include
indication of identification data which is to be supplied to the
authentication body to identify the voter uniquely and references to one
or more sources for the identification data and/or the digital certificate
includes the identification data itself, the digital certificate also
includes an indication of a voting key; the voter signs the digital
certificate with an electronic signature; the digital certificate is
encrypted for reading by the authentication body only; the voter generates
a voting message including a vote; the voting message is encrypted for
reading by the counting body only: and a signature block is generated
combining the digital cextificate and the voting message; wherein the
encrypted digital certificate, the encrypted voting message and the

signature block are sent to the authentication body.

In some voting systems confirmation is required from an external source of
the identification data and the digital certificate may include an
indication of the identification data and confirmation of the voter’'s
right to vote and references to one or more sources that can prqvide the
jdentification data and the confirmation. Alternatively, if the voting
system permits assertion of the identification by the voter, the digital

certificate may include only the identification data itself. Both the



or nore sources for the identification data and/or the digital certifi c%ﬁe
includes the identification data itself, the digital certificate atk Y 2006
i ncludes an indication of a voting key; the voter signs the digital
certificate with an electronic signature; the digital certificate is
encrypted for reading by the authentication body only; er generates
a voti ngWB443d¥ | ncl uding a vote;  the voting rressaggq/ég@lq{g%/pt ed for
readi ng by the counting body only; and a signature'block is generated
conmbining the digital certificate and the voting nmessage; wherein the
encrypted digital certificate, the encrypted voting nessage and the
si gnat UpendikDfkicy eataentd the inHecagitrhehthe 48976RE68dE" PR §8he voting systens
confi r matd QhcdsSndye8bliip@Qadd OB apxter nedtisoatce of the identification
data and the digital certificate may include an indication of the
identification data a confirnati MOl QL Saadeb@htatdeOoot € and
r ef er erfEBS B GHE 67" %%‘raema our g‘%ég t Qa%f ggri HLOVILAE Lhepdedent i fication data
and t heicenf patheraldfy, e ARCFVERYS i The voting ~system permits
assert icdns=k dfhehg dewerci fi cati on by the voter, the digital certificate may
include only the identification data itself. Both the WO 03/041338
PCT/ GBORL 04159 najt Ank0@BL hdneatin ke dat tngandsstdeein ik Eermi of 2bf t he
i denti f.Id(éattiifti)er;r gggl o ARY cnt SLEERS eSenliByy B vdtel uded votertdwe di git al
certificate. he 1dentiflicatign dala.0R¥.dnclude one or nore of: nane,
addr esstPetitPe® 5F7°Di Prh,natronal i ty, |ength of residence, non-nenbership
of prohibited classes of the voter. The vo erubﬁgkilr)colfuge a nonce in the
vot i ng Tesdimgeal perthEicrEf AoPe SAEYPHEENTFY &P° EPpIT ed” by .t he Joter to
i dent i faubhi@pvionee cPhfddestaitydgy PRiTCPTYRS FUFERYGAT'S ob?‘/’fi’é'r. TH the voting
MBS S ag6yor T mekisghé ahy wer dncfivcat esimaythberubhicr ¥ayt ¥d2 RPHG/PHESUDl i ¢ key of a
publ i c/ RriVahei600f keephirabi tye kewepaivodef the aut hentication body. The
voti ng nmessage may be encrypted using the public key of a public/private
confidentiality k air .of ! bOdYqes Az i bk EGickdpyed] ock may be
Formed By “Bieslog mieeR Rl o rehof g’ﬁg%ﬁgﬁigteﬁiwgéd%% celdid i cate,
obt ai ni HGiErFYELEicaret REEWET ypted® vot i g essage, and, cophidi ng the
di gest sandThenbétigesths Hgsste ConBiFEE "% gurctrgﬁbelrne di ge obtained fromthe
conbi nastitemmegingromhieher exgbinelite W gt ofayf =B SIEF BT &4, °"°“THe"di gest may be
encrypt e usieag ray prei aatmwtkeysiob arpubbé sEpef var@LliyPEiaftre key pair that
the VOt gfgnhSurdSiepOpdiOrendOtthigotte@ for Gadindefok h@ting to provide the

signatﬁre block. The voting key may be the public key of the

public/private signature key pair that the voter is using for voting.

The authentication body may confirm that the digital certificate and the
encrypted voting message are as the voter sent them and are linked by the
gignature block. The authentication body may decrypt the digital
certificate and may obtain the voting key and may use it to decrypt the
signature block, the authentication body may also combine the encrypted
digital certificate and the encrypted voting message using the same method

as the voter and may compare the result with the decrypted signature

block.

A serial number for the voter may be issued by the authentication body.
The authentication body may construct a message including: the voter's

gerial number, a digest of the digital certificate, the voting key, the
message being encrypted by the authentication body. The authentication

body may send the message, the encrypted voting message and the signature

block to the counting body.



signature bl ock. The voting key may be the public key of the - 4 MAY 2[][)5
.public/private signature key pair that the voter is using for voting. The
aut henti cati on body may confirmthat the digital certificate and the
encrypted voting nessage are as the voter sent themand are |inked by the

Si gnatur The aut hentication body may decrypt al
certifica QL3Z°9§’3nay obtain the votjyng key and may usgk?@ gié(gjggcrypt t he

signature bl ock, the authentication body may al so conbi ne the encrypted
digital certificate and the encrypted voting nessage using the sane nethod.

as the T Ce)t c%runt?ilrgg n% m(a:.}(? g‘rrygﬁtttﬁe mtegsa"gj;e ang\nmtap utsb%hg%gg%letgfdtlﬁ gnat ure

bl ock. ut henti cati on

body. emqeveiat ﬁé?ﬂttlal:eﬁ*ftdﬁlﬁbﬂfnﬁﬁ’ t’d‘@rﬁ% r{f(?‘f‘ tge Wéi?géeml ‘f‘?@?ﬁa‘l ng: the

Vot er' sthatgihe giot fngrirepagegind pyedehagged: pra otagi foae wBEt PFS Befe, the voti ng
key, thessigressageribeinagoeenyr sipt edhétitdteormbbdrentrhe aboinddddy. The

aut hentjgaddcoybr badyeBRY rsenste-hevomssage, the encrypted voting nessage and
the signature block to the counti ng body WO 03/041338 PCT/ GB02/ 04759 20

The count | S’qgﬁl’)q‘dy qal}/rt gh )é?%ecgzhg erktagrg/ L %gret Jh§ di gest of the

encrypt%cﬁ 2l certi omt e nessage to confirm

t hat ~ t HRFOVHIER rfy SHFER 468 ef“’s“é?f’lﬁn"c?ﬁgﬁ ’H%’r? 'ihﬁﬁﬁ Yof® which has been

assi gnefﬂlthe%é?ﬁtaPn ﬁEﬁYbe? PRt {19ebA t H‘éﬂtal E]a‘tri“dﬁy BédEPEe et eount i ng body may
decr yptsvaneh rewoidnghe digttel ' @ryidteate/pperadehdy toveref olke digitthl aspect of

t he presepirikansedclodestdrerm@itSiopbdideedsaasitstap fwbicrelecbrieni ¢ voting in

whi ch thgpBeare aR aauihealisaAbbaNedeahhcif SRUMNGnDAdYy 2and a plurality
.of, vot elfe%ere b@a & YRk %mn%!r?m&ax%ep&or achgll%rttéhcqarohlé kcahe gengrated by a

‘voter care an i.ndication o ntification
dat a V\:th} 8hta its rg:?%.cate 1nC'll|lée }tht 1de?]t1¥1ca%h i alté jttséalf tr}1 g;]igégﬁdentl fy t he

vot er UFfFEtfeF3Feafid© ’r“é*‘lélF%ﬁEe‘é‘ tG tWe P THHHY ’éeé’ur%‘és "F *t he

i dent i feeehtfiorredernias #hene8rvither Jrgireaic slopriyre Cutdei YEPUIERS t he -

i dent i fdigataloserdatigatiet sdhd en¢dyetedi gt edadingeby ithd edthentdcsioprioludes an

i ndi catdoaf; af vad i heddggk @ycluding divepiet gdnerazed yftne atoeehietmrgvatiigned Wit h an
el ect r GRistagel BaS WheryBYed IR YRS by BRe cSingidgdbods eduliy f be@tae bei ng encrypted
for readi,ng . by vt o& @A&&ﬂﬁﬁé ltﬁ@tdagﬁapqdyuf%w,an@ txptvwglgrmgie&e including a
vote gej %L&%e&ebync&i,pw%%&éal 1¥94ak99thm§&9&%drekggo Rkt ed for

readi ng coun nat conbi ni ng the

di gi tala“(?e?iel tiogaes %‘gckt Hé ?/eélf |%ggthr?e%ust g&e LS

In some voting systems confirmation is required from an external source of
the identification data and the digital certificate may include an
indication of the identification data and confirmation of .the voter's
right to vote and references to one or more sources that can provide the
identification data and the confirmation. In other voting systems, the

L assertion of the identification data by the voter is sufficient and the -
digital certificate may include only the identification data itself. Both
the identification data and the indication of the identification data and

references may be included in the digital certificate.

The identification data may include one or more of: name, address, date of
birth, nationality, length of residence, non-membership cof prohibited
classes of the voter.

The digital certificate may be an X.509 v.3 certificate.

The voting message may include a nonce in the form of an identifier
applied by the voter to identify his vote. The voting message may include

a random spoiler.



wherein the encrypted digital certificate, the encrypted voting nmesgagg 2006
and the signature block are sent to the authentication body. In sonme voting
systens confirmation is required froman external source of the '
identification data and the digital certificate may include an indication
of the identification data and confirmation of.the Vg‘éﬁ{;l@(’”&; ght to vote
and ref e™HBE3B, one’ or nore sourges that can provi K& Yentification
data and the confirmation. In othef voting systems, the assertion of the
identification data by the voter is sufficient and the digital certificate
may include only the identification data itself. Both _the identification
dat a anbe theitandiecwitticute gRy tireericgaried MRt PGP BAIR 9" r ef erences may be

i ncl udg@siia/3eatdi gink Blenci@n ttiyf keayapasr oFhehej ghepnici¢atden BIvdat™8® may i ncl ude
one gr ARG RssadifB, b@-@xwr%f d xdaii 30| éulhiidls by onat ?@iﬁMp@y\{atF ength h gf I
resi dence,, .nqn- nenhe L rhidiht eday.cl asses of the voter. The digita
certi fi°8'é%iéier%al§mgqc§ 51%'11;68 t\}i.g3&(tzuér?|§fi cate. The voti ng message may incl ude
a nonce in the formof an identifier  applied by v o identify his
vot e. Theinkegdify brlr%s'aag'eberrég’/r"ieﬁ&Wuﬂ’éal%g$§n‘§8?ﬁQs°%?%ere.%r%ftdmv 2006 WO

03/ 041338it31 JRCHYEEBO2/ GUTEOLMhe dAFFt 2l “ReePtTFMEEAI8 8y B& %Encr ypt ed usi ng
t he pubihi Golkemmifd tBe dpadetd.c/pPridigeesscwf hedearbingi tay fwEhepaigesof t he

aut hent ,cat L@ 50N cdidt@natl 6l iahg chE SSAgeantBiighe enCPy pradresi-ng the public
key Of.T?ep:l.?le Sltﬁé\gf Lé/%g&ﬁm,gqnjgiggqt AlideYid(ede Pahub1iQfprlibececoynt i ng bgdy. An
h?;??;:pa :ércP?l%:-tthterg%s eriqsdfop%og aﬂ:onbﬂg‘i@e gleggﬁla@fretﬁled@ncr ypte

ficate, talni di gest, of ;1 he.en8s Mald,Ng nessage
and corfBp ifohie ke BRgBshe P‘f%gc}le eosqtts v Je)gc':lg ﬁﬁ%}j‘?&a fu?t her di gest

obt ai nadif rtomt the verTbiMAtPefPAngtti¥e resul tant di gest may be encrypted.
The di gest may be encrypted using a private key of a public/private key
pair that diaetalotatifisatssindgeieoencypitied yot g preotagd enay ke - gHELtr e bl ock.
The VOt j N Ked DBInbantdEnddHbY be 1keaaly tieesipudure bpedkvatBesi gnat ure key
pai r that,the Vot AL.iSndiShdded:PptedOldiNGe TRkl kil pLebtdifécat e and the
encrypt'ed voting, es a@% QP% he. 6ok riBdencAnid8: MRl LLeS8Rlcathem and may
be i nk&d o) tRe S tha ure fock.” Thé bdicq)img%ledqg{gg ficale may be decrypted
and t hengotiengPksFefay- ¥ B ey 43¢ °¢ &

method as the voter and the result may be compared with the decrypted

\

signature block.

‘A serial number.for the voter may be issued by the authentication body. A
message may be constructed by the authentication body including: the
voter’s serial number, a digest of the digital certificate, the voting
‘key, the message being encrypted by the authentication body. The message,
the encrypted voting message and the signature block may be sent by the
authentication body to the counting body.

The message may be decrypted by the counting body and the digest of the
encrypted digital certificate and the voting key from the message may be
used to confirm that the voting message is an unchanged original vote
which has been assigﬁed a serial number by the authentication body. The
voter’s vote may be decrypted and recorded by the counting body.

According to-a fifteenth aspect of the present invention there is provided
a computer program product stored on a computer readable storage medium
comprising computer readable program code means for performing the steps
of: generating a digital certificate, the digital certificate includes an
indication of identification data which is to be supplied to the
authentication body to identify a voter uniquely and references to one oxr

more sources for the identification data and/or the digital certificate



and used to' decrypt the signature block, the encrypted digital certificate
~and the encrypted voting nessage may al so be conbi ned using the sef¥AY 2006
nmet hod as the voter and the result nay be conpared with the decrypted
signature block. .A serial nunber for the voter may be issued by the

aut henticati on body. A nessage may be constructed b entication
body i ncMR4PA433% he voter's seriaj, number, a digest¥%PEﬁ%@H§?gita
certificate, the voting Kkey, the hessage being encrypted by the

aut henti cati on body. The nessage, the encrypted voting nessage and the
signature block may be sent by the authentication body to the counting
body. TheusEs cngeddreifide icke Satapt el by thendiodBinta=hyf 63y 2HRd t he di gest of
the epghypiesh dh@ichabn cerd vbiinatiey antirtie theotigigak e FEHRFE he nessage nmay
be used .to confiiL thalachheny @hé Recdipsaageting @R digetranged origi nal vote
whi ch has' been assigned a Sgrlakyauihelobbay a1 puthepidieati on body. The
voter' EeV(BFbcaﬁ%yc’f)'ér T egb/gt ed and re,c(:lgr(ggfgivg:yin]_;J NEsSREMNGaBOdY. Accordi ng
to a freriesmeRsage et dotd tne Yr 85EMm | ventign there is provided a
conput ey tpeogrBrng PEHULTIYSISPEATHI 2 LRI CFeadabl 6 gsé.or. age nmedi um
CONDr i 9idi@aC GEPHLIESrate eadlabé aopimggrearade odeHaaiee £BFTYBETY 8% Hy the steps
of : gengLakidde A rfld ghdrabteaartidy sabege ttietidi gligpaiure egk FL&PR i ncl udes an
indicang&nQLngﬁq&h%jcation data which is to be supplied to the

aut henti cation body to identify a voter uniquely and references to one or
nore sources for the identificatiqn da - rfdh@at @lro tificate t
PCT/ GB2? @A 79551 mp@grgﬂggﬁrﬁrr%gﬁdﬁ%ﬁ%g‘ %%;"?& ication data itself,
the di gheavesiel frecatbes A BP14T HEY dBFE*HAT Wi cati on of a )
'si.gni ngnehet dizgidas foert Fely gt RATEREP POEIP LBl SR % @_ﬁg{? Ure by the voter;
encr yphdepgrat iangliche advate ey beid by enfigentigiedi 1§ o7 1158 Futifent i cati on body
only; QeRSS atdtNg axted@i by pres sagecobstohetdi efgPEL, vitcdudigaicr ypti ng the voting
TESSAQE. L0y LR3I D coliieldts GouRRLg Tiocly (GDLy sigondnatemiif iansi gnat ur e

bl ock copbl nj “eg. the . dingi £:3LnGEl i eabaicand fdbeio @iy ng nessage; sending
the encPypted digital certificgte. the encrvnlech.Nokisas BRssage and the
S|gnatd?¥P%F6%ﬁyt8 tHE authe thatlonkgﬁd%mITQ .Proposed "enpower nent

i nf rastuhactale &€ %P GRS CERFBLCAERH B fe Mt 88 Chrough the i nvention describes a

public key infrastructure (PKI) in the sense
. The empowerment approach that the invention enables goes well beyond the

voting key;.

possibilities of PKI prior art to allow a wide range of personal data
items - not just public keys - to be certified within a privacy enhancing
framework that empowers the subject to control who can access ‘his personal
data, .and how and when. The invention enables a method of delivering, not
just public keys, but any piece of assured personal data. In other words,
an architecture for an e-marketplace which brings together the buyers and
gsellers of personal data. The brokers of this marketplace are the data
subjects themselves; no personal data moves in the empowerment

infrastructure except with the explicit authorisation of the subject to

whom that data relates.

The invention also provides a payments mechanism integrated into the
personal daté framework. Imagine the sale, empowered by Alice, of a piece
of personal data of the form “alice is indeed able to pay You the sum of
€100”. Usually, when personal data is sold, the database from which it is
derived is not altered. But this case has to be an exception, and some
database attribute, controlled by the geller of Alice’s personal
information, has to be altered by exactly - or, where commisgion or
interest are involved, approximately - one hundred. It now just takes a
small leap of imagination to see a payment’ as gimply a piece of personal

data that changes when it is sold. So the jnvention also permits a secure



that it provides for a relying party to establish the value of a public

key matching the private key held by an identified subject, and injtfe 2006
sense that it extends the prior art constructs of PKI, including .
certificates and certificate revocation lists (CRLs) signed by certificate
authorities (CAs). The invention. itself relies on p '

crypt ogrﬁﬂh?ﬂ?"“{?ﬂ% fundanental |y chal | enges the convelr#PJlr/gﬁg g’\}//?agsdom about
the role of keys and certificates Th a workabl e PKI nodel.. The enpower ment
approach that the invention enables goes well beyond the possibilities of
PKI prior art to allow a w de range of personal data itt%ms - not just

publ i c pk@ests ataribeteoert iHvi edentichi At 48Py 8BS BIHARCPAG ™ f ramewor k t hat
enpPoVer; St Re St Gt cdn@ifDatdebt anbGEroanhastmstoryhiosthpEtyital data, and
how and when, .The,iveRiifE LeakR&easdRibRd odbtdel i vering, not just
public ﬁeﬁ'é, Hut any piece of assured personal data. In other words, an
architecture for an e-narketpl ace i.ch i - t hekotBenylyer s and

sel | er mpAdipEtts fHatheddV e Thé B o] \égrggcré %hﬁgﬁr?%?%gt %%a%e ar Ey the data

subj ectwitl hrefrzehapete, theo apROFRINAPY APV R’ t he enpower nent
infrastructure except wth the explicit authorisation of the subject to
whom t hat daif-& el af esdiadhm émuesybtonofabgdvewodd dee af SBYREYFs mechani sm

i nt egrated ing;o the personal data framework. |magi ne the sale, enpowered
by Alice, of a piece of personal data of the form"Alice is indeed able to
pay you the sumof , @Q0".. Usually lata is sold, the

dat abase fr SHAICH f"tqu’g HEEAVEd s g‘tg"pgf ?‘g?%]&gBut this case has to be
an exception, and sone database attribute, controll gd bé/or%h%esel | er of
Alice's pergtaak 3 is prdiopran P, SR PD IBEVEMt &F 83Fhy” EXACt1y - or, where
conmi SSi ON @kith ki pre@eit amentippol ved, approxi mately- one hundred. It now
just takes a snmall leap of imagination to see a paynent as sinply a piece
of personal ;;data that sichanggmmibennd bvdrslisef«den S6 tibere Avention al so
permts a secure WO 03/041338 PCT/ GB02/ 04759 23 paynents architecture. By
extension, it is also possible t 2 Lpf F UGt W erdmoinconfirm a debt
due from t hé& $f§iatdr? g’tagr?"ﬁ\atirce ﬁ?\gngi}gﬁ 59 Péﬁtzgevenﬁ&o indicate a

guar ant ee f GF°F E‘}‘fed“g’étﬂ“? RERYSS EHTS°6f the invention are now descri bed,
by means of exanples only, wth reference to the acconpanying draw ngs in
whi ch: Fi gurregdrei & ia adflyr Sreofm of 8yt efntld sYRErEP\PEr§A9B¥° data of the prior
art;

|

Figure 7 is a diagram of a system in accordance with the present

invention;

Figures BA and BB are diagrams of two forms of electronic property
with associated empowerment certificates in accordance with an

aspect of the present invention;

Figure 8C is a diagram of an empowerment certificate and the
associated custom certificate in accordance with an aspect of the

present invention;

Figure 9 is a flow diagram of a first method of transfer of
ownership of electronic property in accordance with an aspect of ;he

present invention;

Figure 10 is a further form of electronic property with an

associated empowerment certificate in accordance with an aspect of

the present invention;



Figure 2 is a flow diagram of the systemof Figure 1; Figure 3 is a diagram

~of a systemof delivery of data in accordance w th the present inventian;

Figure 4 is a flow diagram of the overall system of Figure 3; F‘I@lMAézﬁﬂﬁi S
a diagrammatic representation of part of the systemin accordance with the
present invention;, Figure 6 is a flow diagram of part of the system of
Figure 3WOPE#EEB 7 is a diagram of. a systemin accor BGHERZMTH t he present
invention; Figures 8A and 8B are cﬁ“agrans of two forns of electronic
property wth associated enpowernment certificates in accordance with an
aspect of the present invention; Figure 8C is a diagram of an enpower nent
certificatepand thas AssOchaizesh otist eovsendthéd ehttaatsienc€or dance with an

aspect of the  BEESeNnt LOveM h%ér@i GlE@ofahse @il awadpergrednttsft a first
met hod of transfer of . ownership of electronic property in accordance with
an aspect of*¥R¥ “Present I nvention; Figure 10 is a further form of

el ectronic property with an associated enpowernent certificate in
accor dance Widuhesah2’a3pbalB afe sf’f?é“df&é?f?'g?ﬁeeaﬁrﬁgﬁ?mw 8?/10%1338

PCT/ GB02/ 04%hfen 24 deroudpece] dithsasgedteif dieaRfratitof* g '$8%ond net hod of
transfer of ownership of electronic property in accordance with an aspect
of the present.i;RvVENtiQhgradnd Fingitioe e ldécamicldBiay énschemati ¢ di agrans

of an electronic voti. sysiemd AL danaentabih aspects of the present
i nventi on; ﬁf‘:g"ﬁraémié”gg “a %lgagr am of&ge net hod of electronic voting in

accordance wth an aspect of the present ip.venrgi on, . fFi,gure 14 is a diagram
of a met hod Fégure dnf isr fidtasa™vit & "FIPd £EcSFHANCE Wi th. an aspect of the
present i nventdramee anth ERsPect1SE tee BFdP gt YR 4 *A%t hod of recording a
vote in accordance w th an aspect of the present invention. Referring to
Figure 1, thegdtadiid anabgsysiremmetnodelti neegpsding aavatati® sPEEL® in the form
of a certifiGaf &, aSpdcRWN il prasthteifpieiasnart is shown. Figure 1 shows a f
irst user of the system Alice 102, and a second user, Bob 104.

Referring to Figure 1, the traditional system of delivery of a data object

in the form of a certificate as known from the prior art is shown. Figure

1 shows a first user of the system, Alice 102, and a second user, Bob 104.

There are also provided a registration authority (RA) 106, a certification

authority (CA) 108 and a validation authority (VA) 110.

In the prior art system, the data object to be delivered is a certificate
for use in public key cryptography. In public key cryptography, a public
key certificate associates a public key value with the certificate’s

subject. The certificate’s subject is a particular person, role, device

or other entity that controls the corresponding private key.

A public key certificate is digitally signed by a person or entity called

a certification authority.

A registration authority (RA) traditionally manages interactions between a
certification authority (CA) and its subscribers or certificate
applicants. There may be multiple RAs for a CA. The issuance of a
certificate may involve a personal presence for verifying the applicant’s
identity through presentation of identifying documents. The RA does not
itself issue the certificates but may validate, approve or reject

certificate applications.

In prior art, the method of delivering a certificate starts with Alice's
self-signed token (PKCS#10) 112. PKCS#10 defines a format for a message to
request the issuance of a certificate from a CcA. The PKCS#10 token 112



There are also provided a registration authority (RA) 106, a certification
authority (CA) 108 and a validation authority (VA) 110. In the prior art
system the data object to be delivered is a certificate for use‘i%MﬁUﬂlﬂﬁc
key cryptography. In public key cryptography, a public key certificate
associates a public key value with the certificate's J . The

certifi c&'toé’c’/gﬁaﬁbj ect is a particyLar person, role, ?ﬁ/‘?@%ﬁﬁg other entity
that controls the corresponding private key. A public key certificate is
digitally signed by a person or entity called a certification authority. A
registration authority (RA) traditionally nmanages interactions between a
certif i,gakk QRe 3uhlaetinhYent GA), Ende 105 sulbsmoly er owkicckart 1% cat e

appl i capls val " peqng%eeb%om&ln&mk& RAShd @&rtatrGAte TheLics soamedsof a
certificate nmay_Invalv er.S epGe f QerMeidakyireghethe applicant's

i dent i £§° ttﬁ’fe(?u%}ﬁ Or ghsee% g? ip'OI@ll,%%? a%orégﬁfff i ng document s.Jhe B4 does not

i tsel f 1Esuet fFE-EAFATer 1ot s AT e vea?élL gat &, .2RPI OVE, or 1§ L] ect

certi f icomteetmppltd Gacs oGRS h 11t f”b‘th&t?e"f‘%ewn%tlﬁ%g of gef)l vering a
certifisemtsetipt @rtiEivatehi Al pebsnged do|5ob Ji%gne 8%k SRENSTPRCEB%10) 112. pKcs#10
def i NeSes ik MabBimdiahged tEESGYEatDon naherasy Whke 11esHise €OBE S certificate
from a ;CA, The RKGSH1Q:tken14 k3 340 N3/ 021R3€ PIMEBOR/BAESSE 25 al | ows the

requesting entity 166 §02n LOpsdRiRkyesher public key and other val ues
requesttl'é?isqaf %cgl?nr?c nu?lL%n si% t he c%rti ficate. Alice 102 sends the token 112

to the RA 106, which converts it to a certjficate request _.114. The
certififéamze T ekpyest F1¥ TAFahy Che TRRITSE esy?f&ml?_d’g.hoﬁ% %&%08 converts
it to arcerbidfibadatiove ] 6AVITE cireites Seflé-tien FUE 182 2°AN T8 *182  sends the |
certi finataakkfsunchangec o RBObTHORA cBvlsrthébe seflstthe certificate
unchanggg {r@cRe akicdatdo® mnaldehay iy tieVgreidi®atavmpehstt 6nveft's it to a

val i dat oM. £5P0s8nd 181101800 LQdest Foguiertl rsdapwsot hed oraier 205f  t hese
actions,in nunbers given. i N,NAL eRiNCFOSeneFtGUIRcdte 6hBYS aobl ow di agram of

the tradrtional. system.200. of rLO%e s84ds cLicbed.@abaye.vrAl i ce creates
a sel f-’?F‘E;r’f@d‘aY%IEg% CF%&%’hcé“t? ivra%'{}lgt&]i » {120%%t e ;esei?tggrvto an RA. The

PLe qn m?enqgstp

RA conVi®Bt s TEh¥? CORERA T 6°9atEeeFﬁtf‘?i(§§ % 7 8qliest® 203 "afd sends 204 the
certifiateniaquedtnyitg ShatAtheTRrt ARSIV EE % hPePTIF1'Chte request to a
certifirapams205 sand bgemdsvA206 Bok Bed.certificate to Alice. Alice sends 207
the certificate to Bob. Bob need to have the certificate validated so he
sends tﬂea %E&iédcéﬂb%aﬁ@n@ oyAshe present invention, a method and system

are referred to as an empowerment method or system. This system is shown

in Figure 3 using the same structure as Figure 1 for comparison purposes.

The embodiment is described in terms of delivery of a certificate for use .

in public key cryptography; however, as will become evident, the present

invention is not restricted to the delivery of certificates only for this

particular use. Alice 302 is a described entity and Bob 304 is a relying : i

entity.

Refefring to Figure 3, Alice 302 has previously registered 320 with an RA
306 and the RA 306 has information about Alice 302. Alice 302 sends a
self-signed token 312 to Bob 304. Bob 304 sends the token 312 unchanged to
a CA 308. The CA 308 converts the token to a request 314 to one (or more)
RAs 306. The RA 306 converts the request to a response 316 to the CA 308.
The CA 308 converts it to a pre-validated certificate 318 which it sends
to Bob 304. As the certificate is pre-validated, Bob 304 does not need
the explicit services of a VA to validate the certificate. The functions
of the VA 310 are combined with the CA 308. Figure 3 shows the order of

these actions by numbers in parentheses.



208. The VA converts 209 the certificate to a validation response either
~confirmng or denying that the certificate is valid. The vali dati-onMAY 2006
response is sent by the VA to Bob 210. In a described enbodi mrent of the
present invention, a nmethod and system are referred to as an enpower nent
met hod or system This systemis showmn in Figure 3 I samne
structur‘é’ozﬁm"ﬁ%ure 1 for conparigpn purposes. The e@%c'g}?%%‘ﬁ is described
in ternms of delivery of a certificate for use in public key cryptography;
however, as will becone evident, the present invention is not restricted
to the delivery of certificates only for this artigul ar use. Alice 302 is
a desGii hechogNicot o amd aBobiR0srbetinentetsy FARYD Bnt it “REFEr i ng to Figure 3,
Alice F;i%ger@s Bf 8V euskYsteB G S her@dR2¢svi Sh1fAlMRA? t358 - afd The RA 306 has
i nformat] on ag%ugck%lni Cepd02 pohlskifl 4R2tiRetrken a0 €S - Fiegifed t oken 312 to
Bob 3G#°BYY 34 -Lends the token 312 Uachbanges t réuéh 808. The CA 308
converaeaverte 4PHkBh PEa T 8qUisSt. 314 to_one (or, Dmfg)sor RAS 306. The RA 306
converras trhe RR egRERsts 1498 £ 0F FEPBAE€°FL6°T0 the CA 308, The.gA 308 converts
it to mspmee valtihdatred Terd tonterte ‘84S MITERPFt “Schlls 'to Bob 304. As the
certificateecdts dnaesenas isdateee prioklidawrddesasifiottente8° t he explicit services
of a VA to validate the certificate. The functions of th%VA 310 are
- conbined wiith.t Rk QYL StShaWenet Sscotbddrembfdingnhee acti ons by
number § e‘Fﬁa&igrlg%qh%gi%%@é%9%&9%25.93@\1405@3&@41&38 W26 Fhiwenret hod 400 of
the deStrPBetf 8ot it "1 s shown i n.a,fi.aw diageam lacidtgure 4. in the
first sfeplagrem FEE cPEat8s" s el f- sl ned taken. ALige. sends 402 the
token taiRoBlicBots seieg 4GBt Atlb‘if’éﬁwg?) 5°CA. E\Ee LA gcanyerts 404 the
token tmesstept an rbermpevenmrit SRERE 05 ARECF BT TP 8 " The RA converts
406 t hghafUeSlixt@eps tesponsaiiatrakentsm407 the  response to the CA. The CA
converts 408 the response to a pre-validated certificate and sends 409 the
pre-val jdat.ed cert EEis%%}eﬁcé Qu:Babut THaendve amkirt +e@stsiing Sypstegwanots -t he prior art
and. t hé described epbodi nent, Qfiicd {2 sustipRbdat trexgenterithrege conver sions,
Both syStBHE"RTEIT With Al ce . self-sianiigosel Gkphyandnard with Bob
pOSSses StMg-AnTAst F Pard R & 197 160t 6 nam ng hAfeiaggrigétegu(Qjcg,gtof But the
Al i ce-tetBuly, peerdosi™i s )t fR 2FTFEPH P Ve st eps |0 the enpoverment system
of thepeessni ded) evbowpyrenteraidthe o5 Birt FooF "SR st éps in the traditi onal
SySthﬁho4 is now in the customer role with the CA 308, the certificate policy

. ‘reflects what he is willing to pay, enabling an improved PKI bus;ness '
1 in which liabilities are understood and controlled. Because there 1§
st before Alice makes her first

" mode
no requirement for a certificate to exi .
ever signature, she can sign her RA agreement digitally rather than in

handwritten form.

0 . The empowerment system 300 shifts mindset away f£rom the notion of a

certificate as part of a managed identity towards a mechanism through

which a data subject (Alice 302) empowers an RA to reveal validated

personal data to a relying party (Bob 304) . A public key value becomes

just another piece of validated personal data delivered through this

process.

The empowerment system of the described embodiment is now considered in

more detail.

THE DATABASE

The described embodiment of the empowerment system assumes that personal

data is held in databases at one or more sources. (The term database 18

taken to include directories.) Databases model what is going on in the



this. difference of sequence turns out to have far-reaching consequences.
In the enpowernent system 300, Alice 302 can choose at the granul arj i}&
0g.,, each transaction which of her identities (as enpl oyee, takgzw 00g
bank -citstomer, pseudonym to assert and which of her attributes (itens
of, pers - onal data) to enpower her RA 306 - or cl ose. Since
Bob 304 WRO¥MII8 n the customer role with the CA 308PCT/ﬁb&@gJ{5 ificate
policy reflects what he is willi n’é’ to pay, enabling an inproved PKI
business m:.l in which liabilities are understood and control | ed. Because
there iq ode no . reg~ireinent for a certificate to exist before Alice
makes hekl fuctBl reviemgsiigratatabasestriledts SiChATIRER TRA 5541 ¢8RNt digitally
rather npafwbdimekt2BEW hph £53 fooEmase Taealenp onerise vhichy KegpAf30%eshi ft s ni ndset

awnay Lr Og}]é[rﬂe tﬂQE 159N wggreatheggrlgiJuifﬁi%E.&ltaSnﬂaﬁlﬁattlﬁsf imthmeagedd dentity
t owar ds

RA tO r“B\?é%‘-’“’&Fal fhza ?Lgaaecc% grom a% oggexasg%te@tssyxb]t%t advAbdsee I0R)E enpowers an

sonal a e304). A
publ i ¢ ¥eyo FardE=HaE GES daﬁaa%%esa{‘ﬁ’s% h’erélﬁfteaé e o&dggsfyr)gﬁaie{dsggceh?sonal) dat a

‘del i veriadltdedough this process. The enpowernent system of the described
enbodi ment is now considered in nore detail. THE DATABASE The descri bed
enbodi nRRAL - Afy ! REeRNPAVES BpRtteayst Bamass tmsotehery peideahtily 2data is held in
dat abasgg s al, O%e@olm&% §QH£QL%§gine<( Theratbersmnlat@basetilsng'saken to include

di rect or -85 at abases WAt .l S 8900 &0 the WO 03/041338
PCT/ GBO"Z?tﬁ‘i'l?1 o Fe 1@93%5 A cﬁanalgﬂ:'yn a database reflects a change in

the real world. The enbodl ment only applies h hﬂgr& a#abase entries
whi ch identify"§e subject- that is, where t ere s su? icient information
in the entry tmtedésSbimgui sh the subj ect from@3r13t her subjects in that
dat abase. Therg iS50 €quirenent that databaseasuimisde keddi gital -
har dcopy dat abases are _included. Generally, p,fegge can be expected to be
nore than one FER}YS U fy a subject. 'The t-ollowing is an i mgi ned
extract. from Ablice’ Eantdut inpfes stether jpteralhe BEASEHHAel dat abase of her
enpl oyer Acne GfienidaseAditc eadmartohd ithgp Date of birth19631117

information to pay withholding tax) ' '

Alice’s banker ' ' o I;u.tiland Bank

Alice’s bank account number (Acme hold 91081208

this information in orxder to pay Alice

each month) . . - .

Alice’'s work e-mail address i alice.earthling@acme.com

Alice’'s home e-mail address A}ice@earthling.name _
Alice's work phone number +99 12 3000 3274
‘Alice’s cellphone number +99 73 0578 2407
Alice’s home phone number +99 13 2553 8109
Alice's registered domain name 'alice.earthling.namg

The value of the public key matching 956DF57E4..

the private key under Alice’s control

A JPEG file containing a full face AD53827D5C88E575ERAB6678..
photograph of Alice

A TIFF file containing a digitised FE4368AB543C55FDE653FB6G..
image of Alice’s handwritten signature

A pseudonym 756384928475

Alice’'s salary €60,500

Alice’s external purchasing limit at €100, 000

Acme



Hone address65 Sout hvi ew Road Enpl oyee nunber 65193 Alice's uni que nunber at
‘the internal DF456781A Revenue Service (Acnme hold this information t¢ NDRYY2008
wi t hhol di ng tax) Rutland Bank Alice's banker Alice's bank account nunber
(Acme hol d01081208 this information in order to pay Alice each nonth)
alice.earthling@cne.corn Alice's work e-mail address Alice's hone
e-mai | . aft BY41888 ce@art hl i ng. name_Alice's work phonBCHERBEA?d9 12 3000
3274 Alice's cell phone nunber+99 78 0578 2407 Alice's hone phone nunber +99
13 2553 8109 Alice's registered donmai n nanealice. earthling.nanme The val ue
of the public key matchi ng956DF57E4. .. the private key under Alice's
cont r ol ThrABBS8 2RDEERSESHHEAS 567 &or- Al cg Piagr it ivdpfesi #MithtPUS°F ul | face
phot ograpén etovihié deerdtieidtBARS 43¢HebHOEG 8 FBEcationAard FEthpriseti®ant ai ni ng a
di gi ti S@ged RRGLa Qseohieis phandsal 14 en iab@naleur e 756384928475 A pseudonym
é\l?,; 82;23361:3?:?%% 2?0 Alice's external purchasing |imt at100,000 Acne WO
, 04759 28 The data in th t t or Alice

Ear t hl i?g™1%n lﬁagAfm%ltef‘ P beutné%lug%ls% R ga\l/tlijl gtelgge%p?? F?g%ib% th
aut hentiekatseBeral | geut Poiia Bt utRot iw§§t PoHET9ET e P At 18T psEL&Bhym i s
per M t teadh adew fhéndein pforérary identifier and a predicate. The pre icate

contains all the attributes of the entry except those in the primary

identifier which characterise the view. It might be necesspary to use a

combination of attributes (for example, bank and account number) to

construct a single primary identifier, or a single attribute (for example,

peraonnel number) might suffice. In the example, Alice’s salary will

) always be part of the predicate. Her work e-mail address will be part of
the predicate in all views except one, namely the view which has her work

e-mail address as the primary identifier.

Note that the possibility of the public key value being a primary
identifier is allowed for - making the practical assumption that the same

key pair will never be generated twice.

This description is for the general case. The system also allows for the
simpler case of an entry which has only one possible view because it has
only one attribute or set of attributes that could be a primary

identifier.

Databases of the form just described already exist pervasively throughout
the world in government departments and agencies, large corporations and

A most other sorts of organisation.
THE CERTIFICATE

One way of storing data about individuals is in the form of certificates.
In the described embodiment, in respect of individuals, a certificate can
be seen as a digitally signed extract of an entry in a database. This can
be extended further to include certificates relating to entities that are
not individuals. In the described system, certificates are the mechanism
through which entries become visible outside the organisation operating

each database.

A certificate in the described embodiment must contain information from a
single view of a single entry. As will be described later, it may also

contain other information. This is a crucial difference between a



As the Alice/Acne exanple includes several data itens, it is possible to
take several views of the entry, each with a different identifi er._/'Sﬂ f%ﬂﬁ
each view there is a primary identifier and a predicate'. The predi caf\e
contains all the attributes of the entry except those in the primary
identifier i characterise the view. It mght be L), 0 Use a
conbi nat S‘(I)%w(;'?ﬁgh[tri butes (for exagple, bank and accgﬁﬁgﬁﬁﬁjﬁéger)

construct a single primary identifrer, or a single attribute (for exanple,
personnel nunber) mght suffice. in the exanple, Alice's salary wll

al ways be'part of the predicate. Her work e-majl addr i41 | be part of

t he predictitee mak|dayibess ekdepf ‘%?ﬁ%?“ﬁaeﬁ%fyy?’tfﬁe&\??%x?ﬁ&h‘f?@o_has her work
e- mai | Q6 rasa1asckkie1or | e cerdditatti &he IRREEIERAF IMB BOSsThility of the
public, ‘é?}{g%a\liﬁé@. being a primary identifier is allowed for - making the
practical assunption that the sane key pair will never be generated tw ce.
This descriptionis for th ner al. esairMmaksanal | onws for the
si npl et ceé"s‘é“iﬂtedﬁ‘s'érff’?@?n\}\ﬁfl%%uﬁaghmg%;%%erilgﬁ% i g{ee g)\E/ti ew because it has
onl y oemieatedr Visut heridenittisy ’é‘t?rcfﬁra?%sa hat ,co% be, @ RLLMRLY identifier.
Dat abas@st ofguidned fromen. | s terfEticrtensry eIy Bx 1" " BaiVasi vy .Y throughout
the woptddibdteQaveidsanrttaepart rivies BAdhayeRETEE e |%4rg& T porati ons and
NoSt OLEL: SOT4rS Ofnefy ganigat ivae THe GERMIFAEATEE Gretaiay °BtY 8toring data
about Lndividual;ss,is in the formof certificates. In the described

enbodi nent,” In respect of individuals, a certificate can be seen as a
digitally signed extract of entry | ASEntidcss Can be ext ended

f urt hef» g Hise}afd e™ e T 17 Igfsc’ r'Fatet. Ae/{}t }“%Y gh?%géﬁt? ild &5 that-are not

i ndi vi dusedingn prbEcdeycr RSy’ J9SCFR’ EETrTiTIcates are the mechani sm

t hr oughaestiicierent ri es becone visi bl e outside the organi sati on operating
each database. A certificate in the described éenbodi nent nust contain

i nformgtiQnode OMedre SbdlgiaMi ednofifiars ayrglecledrdy yeheyngay\op [vspEidescr i bed
later, It \rll_r%/ %%g HEONhAinbcRE Al irbf Riamphé ot aTddrsifiicatz @rigki al di fference
bet ween a ?;? 1%31313 “Ee ég@gg/ Q44D iadfiERk] iché eatwrard wedat abase entry.
A dat aB33& B r3SIts there w tfljl all i ews wgauald pessible. In a

certi f oY% 9P e Nt PPy icﬁn_m tted to a single view

double-check against mis-identification.

A traditional certificate known from the prior art identifies a subject or

describéed entity but does not identify any particular relying party ox

i i i ifi i someone who
entity. A relying entity is a user of a certificate, that is,

relies on the accuracy of the contents of the certificate.

The model’s taxonomy then develops as follocws:

¢ A certificate containing as authenticator a public key which
" matches a private key used for creating digital signatures is

classed as a verification certificate.

e Verification certificates are either issued to the publig, or

not, and either gualified or not. The difference ;s important
because the European Union Electronic Signatures Directive treats

each class differently.

¢ The model assigns certificates to one of three further classes.

The classes are traditional, empowerment and custom. Further

e

information on these classes appear later, but in summary:




A certificate must contain the full primary identifier relating to

he
~selected view The identifier in a certificate is called the ‘ZMAY 2006

"di stingui shed name". A certificate nay al so contain infornmation fromthe
predi cate of the selected view, either the whole predicate or any sensible
subset of it. There is little value in a certificate {:ﬂgi, 2%97@5& ns only a
di sti nguish®®¥ e, 1n particul ar, ,the predicate i nf & 1285 ay contain
aut henticators (including, public key values), l|locators, authorisers and
non-primary identifiers. Where one or nore non-primary identifiers are

i ncl uded, they may be useful as a redundancy checki ng mechani sm For
exanple, in a certifiGalg; i Clarcitasata lvank ssmcountieqtfer®°ds the primary
identifier, one or nore of the th Lgentd £i.RLS AGRIPE ppane, say) can be
used by the bank B 1%?6&%#@-“8%%%%‘%} _%A.LH? tg’tr‘n -1 dentjifj cationa A traditional
certificate knownifrowserfé EpFFﬁ“fﬁ"‘?e'i G&ntities a subjegt or described
entity but does nehe actemddyfgE sry cpEeriscef &be F‘éﬁ%?ﬁ?ﬁ Party or entity. A
relying entity is .faddS&l catimcaer ts fpodt extensiugly & PEgHeShice who relies on
t he accuracy of the contents of the certificate. The nodel's taxonony then
devel ops as follows: A certificate, containi Licahor a public
key which matcheg & WF%E@“R%’VaYFSé% %)%e?:rbg%{ igrsfe?g%ngﬁhalﬁsitgnatures is
cl assed as a veri fa gatféden se@rdnk fantityewho Sigpf f"-ih'&éf’?“dﬁ“gaé? tfficates are

ei ther issued to t.je Jamiebi G Bk cemoiticamd either rnualified or not. The
difference is inportant because the European Union El ectronic Signatures
Directive treats each class differently, The I lgps certificates
to one of three f Ur tAnermpeyeaREE soer b HHER édfggigl%ﬁ%%rlggig%a , enpower nent
and custom Furt hgfarty Bfos mabieen, end ihexienas ok SeessH3far later, but in .
summary: - 4 MAY 2006 1 WO 03/041338 PCT/ (GB02/04759 30 A traditional

certificate identif] ubi &6ts hut dors insbintidewd bf oomyemarti cul ar
rel yi ngFYFEYE A%F eil%ﬁag;:};g%ret A/lwaiss 1@,1:11§@,;n_pf PheGRELIS bCatBditshat i s,
someone T 18P €8 on™ T He dccur acy, OL.L% Gapkentsgf pleaecer tifi cat e,

Thi s of an instantaneous certificate is s :
gignature being created in that time with the same private

more than one .
res with the same private

key. It is possible to create many such signatu

key during the period of yalidity of a long term certificate.

“In the model all empowerment and custom verification certificates are

clagsed as issued to the public. 1In the model custom certificates can be

either qualified or unqualified while empowerment certificates can never

be qualified.
THE REGISTRATION AUTHORITY

gistration authority (RA) persists in the
lied. In the

The traditional notion of a re
described system in the form of sources for data to be supp :

j i i o i 8:
embodiment, the registration authority for a given subject. is defined a
e The controller of a database..

e who has agreed with the subject to become an RA in respect of the

subject ..
] £
e and includes in its database entry for the subject the value o

the subject’s public verification key.

i i i DRA) or an
In respect of a given subject, an RA 18 either a direct RA ( )

indirect RA (IRA). The difference is as follows:



class of certificate is found extensively in prior art. A custom
certificate identifies both a relying party and a subject, and thé thqﬁy
who signs the certificate is not the subject of the certificate. An
enpower ment certificate identifies both a relying party and a subject, and
is signe - e subject. Enpowernment and custom cegiifd are either

i nst ant a&gg% 04% long term (Tradjtional certificat g?’é?@%gﬁgvays | ong
term) The period of validity of an instantaneous certificate is short
enough to practically prevent nore than one signature being created in
that time with the sane private key. It is possible to create many such

si gnat ures Wi tahgidag: saMB1QRr tneatAue kogythd usubirgt teheupde iked 6f validity of a
long termcertificate. l.n the NRaVeFReRtinand st om verification
certificated P& d&?""asfépéatié‘g ﬁtggﬁgéco%gzﬁﬁ%apgg‘i‘g ort! B LB andel custom
certificategofdn e =BitAd GudlTTi%d or unqual i ?I ed_whi | e enpower nent
certificat evicanhqevidect be cqratl PTG B PRE EPRAF TN°ATTHORI TY The
traditional cBedromisecst eher egirsirradippmpri@thdeYty (RA) persists in the

descri bed systemin the formof sources for data to be supplied. In the
enbodi nent, the registrati on_apt grit e b Ol ol MO0 s3 Uk 6Glien | S defined as:

lon

i
The cont r ol 1% o3 FatR0HEe " Who has agreedc wth the subject to becone
an RA in respectinofthd keluesefbfecpublic kepngnd PR 8fE8° i*A 7 3704t abase entry
for the subj@stisibeeuabaatoh lishelcBubjlEch esaygh|the P8P {Mati on key. In
respect of a,9iMep o8 URERGE cerBlEiRAel G Bé tchetked diqrbe tar®RAXPDRAG or an
i ndi rect RA_/%I 5@% ve1d1¢ difference is as follows: WO 03/041338
PCT/ GB02/ 04759 1 A direct RA holds the value of the subject's public key

as rimary data, updating it in_accordance w.th tSad Bt real world,
To aghi"‘éve?%t“ﬁi°§?a"&s%ﬁﬂ‘ ﬂ’r%’ﬁa‘bﬁ? 3s™SOR ecgoorf\t,\é’%ef s%\cj)ﬁ{hr grcl:dtgnvfnhfh t he subj ect
t o covem yropedti eirpUhei-n t he case of | oss or conpronise of .the '
correspondi ng private key. An indirect RA has cached a | ongterm
cust oMGeslEdeC adenavai 4hirac enhaitnslohevind ele lefstt e Pdbl 1EPREY, and has
access ;t.0; A CULERNEor §6kbidct Ot Rive & owabicno Itkst.  (1BRE isvieceyseenabl es the
conti nLUhQ%E must be somewhere in the infrastructure where the public key value
is bootstrapped. Unless a subject had a DRA in the first place,.there
could be no longterm custom certificates for any IRA to cache. If a
subjéct stopped having a relationship with its last DRA, then it is likely
that all the relevant longterm custom certificates would very soon appear
in the CRLs which the IRAs check, so very quickly the subject would cease

to have any IRA relationships either.

There is nothing in the described system which prevents a subject having
more than one DRA ~ either because the subject has more than one key pair

or because one or more key palrs are tracked by one oxr more DRAS.

The mechanism through which the DRA is sure of the subject’s public key
value is outside the description given here and is not part of the
invention. There are however plenty of examples in prior art of how this
relationship can be implemented. In fact, any RA - DRA or IRA - has to
have some method of establishing the value of all the data items it holds
sfor real” on each subject, not just the public key. Again, there is a
mass of existing prior art in this area. (“For real” means ‘“not in a

certificate signed by somebody else”.)

The correct operation of this unspecified mechanism is axiomatic to the
whole model. Everything that happens elsewherxe in the model depends on

this part being done correctly.



validity of such a certificate to be checked. (CRLs are explained further
.below.) The same organisation mght be a DRA in respect of one subj ggt Zﬁﬂ'ﬂd
an IRA in respect of another. No subject can have an I RA without also
having at | east one DRA, although it is possible for a subject to have a
DRA and no I RAs. This is because there nust be sorre*\g,ﬁ g ;05176%%
i nfrastr ¥ 0%3%here the public key value is boot st {i W43l ess a
subject had a DRAin the first placCe, there could be no | ongterm custom
certificates for any IRA to cache. If a subject stopped having a
relationship with its last DRA then it is likely that all the rel evant

| ongt erFEiess @RvWEes rbfreoat eislonm| thevRlr §00sefofbeanppreairedi WotHe CRLs which the
| RAS Ch@gkn $aY Qr dataibiss oy, t bes, subyj o8, WUkt etwde views pRaFE® any | RA

rel ati qoshi.ps eidMefiew IRET €0, S50301ddb NG= i Naishengdesed inbed 55y:s8Em whi ch
prevents,a il eql. Noyl,dh; oiTOL &L NABD A abRAererel EheRibRCRUSe the sub) ect
has nor&®t tah “Bhe T<ey pajr —or because_one.or npre key pairs are tracked by
one or Sipr S°DRAR c%élsﬁejdﬁé'r‘ﬂes?ﬁtf%ruoﬁsgﬁm\f\"hl cHthe DRA i _sure of the

subj ectsetequablviiew kE\Fhe yatabasy, sinspdipg @pHe KGE R ‘L:gti SR giVen here and is
not pardutkdrikdie, dcaventhorescEhierdesrten hBvieaer tHe ERtiPYotd exanpl es in prior
art of howihhiigs. relationship can be inplenented. In fact, any RA - DRA or
|RA - has to have sone nethod of establishing the value of all the data

| tens iAtn lglg)l(gj.§ eit':'hfeorclg.e%?‘l "inoﬂsezaoqg a%upjd%asen%t}diiér,t & public key. Again,
there IS & Auss of "existing Rri,of,art LB L} S A Saumakaf@l-eb " means " not
ina CBIRYPPAEL S ST ﬁe%e by asérrehbod;/ g{dset;x.g The carrect. gperation of this
unspeci it &% ARERATPERPING W FonEttc T 87 Re “WAdCe rodel Everyt hing that
‘happensthel sreatrert deprriiest m§RHicH EREMIPION T RIATE HEPtYH8i%8 done correct|y.
WO 03/ 0l 832 RCTRCBORNIAFES113 2ufipgfuthe FedpisRsi=fah3@pr esent ati on of the RA
500 of the described system The RA holds a database 504. 506, 507, 508,
309 ar %Skﬂ%ﬁ‘ NLRWS19ds) t e réi@ﬁ@bﬁﬁleprzgﬁﬁmnﬁhe“bmeﬁ \ZZWEiEO& h509 has a

i stinguis me_ 51 , ra Rl ot thalb1vd & ittBris the primary

i denti f?lé‘r“?"e ghggﬁisé‘ém%*?%‘qgfl}% %’;q7 .@0583?4;5305 nazlcme%w{pl:g;je attributes from
the prRficeH%e o5 2 R I *&72EYRY Vi Bw of 1 e database, I ngluding public key
val ues, vatddatedibe, cachag FRSFIEER'S, 28Rt TS The déscribed gystem RAs have the
f ol | owi shgek capabimateyees.

Importantly, an RA can send a message Lo a certificate authority (CA)

which can result in the CA signing or revoking a digital certificate.

The described system predicts that many organisations - and perhaps most
organisations within the public sector - will become RAs. In such cases,
being an RA will be incidental to being something else. There is no

( B specific requirement in the system for organisations whose whole business

mission is that of an RA, although such organisations are obviously

possible.
THE SIGNING DEVICE

The model abstracts a digital signature to the operation of a finite state

machine called a signing device. The signing device has access to a
source of local time which corresponds to the usual standards notion of

GeneralizedTime and which increments with a granularity of one second.

The state of the machine is defined by:

¢ the value of a key pair, which can change from time to time;



An RA (of either class), inits role as a database controller, can

mai ntain and process the data it holds on each subject for whatevey MAR3BRD
it. is, apart frombeing an RA, that it holds that data. So, for exanpl€,

t he personnel departnment of Alice Earthling' s enployer Acne will continue
to process the nonthly payroll against the enployee An RA (of

ei ther cMRMBI#h receive and procgss entry updates g%ﬁ?@“ﬁw si gned by

t he subject. The RA knows the subj3 ct's public key (either because, as a
DRA, it is tracking it or, as an IRA, because it can validate the cached
certificate against the CRL), so it is always able to check the signature.
| mportantly, antrEgAvmﬁ 00 e B SR Gl Of idate béibl gatieravhbay i ty (CA)
which can result in the CA signing or reyoking a.fiduhah-certificate. The
descri bed syst®rP prEdrELS*t AAT ARy “0organi sations - and per haps nost

or gani sat i onsomsiretiiom: #e public sector - will becone RAs. In such cases,
bei n_gf an RA w,| I(oﬁg?ﬂagg)?ﬁpg%ett& h?hegtmnﬁabiagntgﬂlgmﬂ'hem : S Bo .
specific requirement in the systemf.or, 152 wihRse whol e busi ness
m ssion is thatesst® b bmad‘éf?h%&@hmosbﬁchn%%%gnlﬁsat ?lgbn%s are obviously

possi bl e. THE<SIit&NING-DEVI CE The nodel abstracts a digital signature to the
operation of a finite state mnachine called a signing device. The signing
devi ce ghRshaGaasse td ats Soarecaretnlowated tareotsetined GRrdspAts to the usual
standards DOti,0N.0f or GRAGRMd:Z&f Thuteitand whive helpfol crreritisk wifth a

granul arity of one $e6and e iRE. $hakea:af mibbe pPBaby Revisagiefimed by: S the

val ue &M Key pajr, which can c LAMGLBL1Q td BBsusWRe03/ 041338
PCT/ GBG??‘G&“?‘S‘Q“?%'E Sfﬂéivné{meén%% UG LOAD . t céé;[rti ficate serial number,

. 1 e i 3 a“ie'IFOVA’eérE?Po ;
which ths make PREET MRAS HEPEARL S BErOrB or arter each signature
operation; and (optionally) by a set of values that enable intelligent
guesses bombey ppcetiob rdabtaptasedrb af felieded i n an enpowernment certificate.
How t he machine and its state are inplenmented is not defined in the nodel
and are not part  of the inventiQh,OUt cid 148y dikove helpful to think of a

d t . .
smart card or *a Wr8'€Ss°devi ce. There are minor privacy advantages in

incrementing the serial nunber by anobunts other than unity to obfuscate
® The device increments the empowerment certificate (EC) serial

number .

e For each of zero or more objects to be signed in turn it
displays each object to Alice, and receives from her a decision

whether or not to sign.

e TFor each object that Alice wants to sign, if any, the device

computes a signature block over a data structure consisting of:
¢ the object to be signed;

e a reference, by serial number and the hash of Alice'’s

public key value, to the EC about to be created; and
¢ poseibly other information.

o The device then displays an EC confirmation screen with

intelligent guesses of the values to be included in the EC,

together with the EC serial number. These intelligent guesses

are computed from information provided externally to the device



the rate at which Alice is effecting signing operations. A signing
_operation mght proceed as follows: The device takes the value of._ WYZ 6
|l ocal time. The device increnents the enpowernent certificate (EC) seri zg?
nunber. For each of zero or nore objects to be signed in turn it displays
each obj 0 ice, and receives fromher a decisi r or not to
si gn. F§§58’Z"é 3 bject that Alice nts to sign, if gg’{//,(;ﬁ@ﬁ%%gevi ce
conputes a signature bl ock over a data structure consisting of: the object
to be signed; a reference, by serial nunber and the hash of Alice's

public key value, to the EC about to be created; .and.. si bly ot her
information. dheidens cevokisbnanti §pmalhs FheE ]é’c‘)ﬁllgr%tlc?%% screen W th
intelligent gyegsgs of the values to be included in the EC, together with
the EC serial nunmber. These intelligent guesses are conputed from
informati on provided externally to the_deyi 034 38.4RCT/ GB02/ 04759
34 when it wa9 imwoleetde MRS F%emacf & ﬁ}feelrnﬁgﬁa‘%e%lqg?i.on@LrevaI ues 0 The
devi ce builds theEGtéd e e Lndetrigett siesgss) B80S 9 'or accepted from
the intelligent guesses) .aRda kb hersi griddue® validdtik st & Ehe si gned

obj ects. The period of -valigi yimefcakdifatChe issaxsedt the beghhcat the tine
taken at the sfaf¥ ot “the QRET2LION and ichad b bidofid alitdd te above), and ends
one second aft éF PRETHREVET %26 ir;le recor ded,atadide, epdwodh the operation,
or, with AliceneradirseBiralzecq ey fger peri.od. Ti}% %’%L&eAﬁgpﬁndS Alice's
signature to tneceE@.apfmaENPdemm%Emr%ﬁ@ an alternative to
certificates dgskitubedoithemcior art, the described system provides for
Alice's software to send Bob an enpowernent certificate. This alternative
‘mechani sm has_a n .g{ﬂﬂ{mwi gue advantages that nean that Alice does not
need t o™ EMUEHET" “"Wth a traditional certificat e (or, indeed, any
digital certificate at all). Al though, Al i ot rae@acribesuedm wi th a
ce?ti fi eatee, alhelrnaSU‘Pt'WaF%’t)lficates Qi490ued b B 1501 e )

! t
system provides for Alice’s software to gend Bob an empowermen

i antages
certificate. This alternative mechanism has a number of unique adv g

that mean that Alice does not need to be *issued” with a traditionmal

certificate (or, indeed, any digital certificate at all).

wjgsued’ with a certificate, her software

i has not been .
Although Alice s

still transmits a certificate with every object she signs,
are has built for her and that she

icate that her softw
always a certifica e

jately after signing the object to be signed.
ulated in the

herself signs immed
whole transaction can gometimes be completely encaps

igni ] i ject
self-signed certificate alone, making the signing of an asgociated obj

i 1£-gigned
unnecessary. The described system calls these speclal se gn

b certificates “empowerment certificates”.

jcates can be seen as a mechanism by which a usexr

Empowerment certif . . .
. their personal data, including theix

-empowers others to gain access to
public key which can be considere

data.

d to be an ordinary piece of personal

ifi i i teps.
The generation of an empowexrment certificate includes the following step

i i d first,
j to be signed, if any, are signe ‘
T : t to be created included in

with a forward

reference to the empowerment certificate abou
the data to be signed. The empowerment certifi
signed, with a backward reference to the signature

cate is then created and
blocks of the signed

ohjects (if any) .

. . ‘s o
The following information is contained in an empowerment certificat



still transmts a certificate with every object she signs, but it is

always a certificate that her software has built for her and that ,sh ,
hersel f signs inmediately after signing the object to be signed. {*W Zﬂﬁﬁﬂ e
transaction can sonetinmes be conpletely encapsulated in the self-signed
certificate al one, making the signing of an associ at I unnecessary.
The descMBB@48Pst em cal I's t hese speci al sel f-si gnedggggﬂzﬁﬁ%at es

"enpower nent certificates". Enpowernent certificates can be seen as a
mechani sm by which a user .enpowers others to gain access to their

personal data, including their public key which can be considered to be an
ordi nary i £ees@hqeksORAle tidataiceThwegenes atdsoar’of an ermpower ment
certificate includes the follow ng st.eps. The objects to be s igned, if
any, are Si §ietF i FEHrIRTRE PO WArd ref erence to the empower ment
certificat erabgutidQidedclaeat-ekhenelyidedarty. the data to be signed. The
enpowernent certificate is then created a j e Wth a backward

ref erence’ t et HES YA 8 d16C ns{;Ao’fghot ﬁaen g%"ﬁ‘zédm%% ects (if any) . The

fol | owi ng i afsoingmisben tame tont AFTHEE XPh Va%’feeﬁ%owef’ﬁ%ﬁ "CET 1T cate: WO

03/ 041338 PeaihéB02/ 04759 35 A distinguished nane that Alice asserts as
"1ssuer”. TQ?iﬁa??@vﬁi%ég‘géHiﬁhﬁg REIBcRAE Keubjecee tinBheakei stingui shed nane

of the rel yfr’t’g y. di'sti ngui sk;gg Jane of .an; BARO.an resol ve
Alice's di st ﬂ‘@ﬁFﬁ"reH‘en’é’r?é‘“Ego%ergﬁB?i &4 Ry Val ueﬂ?or to one or nore such

val ues). Asgrendsodftet WhafitdMty begi nni ng one second before the time taken
at  the stanipe@dnail® sisgidigatepaduad defingridnendi ng no earlier than two

seconds after that tine. tipnal Ly). a.s eadl itk RUt@edefinitions. For
each attrTbﬁ?ree%fé‘f?“r’ff‘?]??‘(‘iﬁ,d(eg?'il%g%’ aﬁy%sgagr %%39{/& Ue or the di stingui shed

nane of an Restikmyistsiideme tqfaen B ¢B? BERdE PAF RECFIEFES HaMesTib) Bt | |
(Opti onal | yyputtike:.di st i ngui shed name of an RA who holds the . particul ar

attribut e‘th@%ﬁ%{é&liﬁet&uQiﬁ@ﬁg'u_@slﬂutﬂainc okey malmenolas(dte any) the signature
bl OCk( S) nggrt cuelaPra%\t'{:I:i%géel ¥ha§:| gsn%ge S‘BJ?LC?I:QL(p%Llic key value. :

¢ (If any) the signature block(s) over the previously signed
object (s) .

e (If any) a random nonce or other information provided by the relying
party. A nonce is typically a large number whose value until it is
generated is unpredictable.

* (optionally)} the subject's public key or one of the subject’s public
keys, or a reference to such a key. '

°- {Optionally) policy information. Alice might incluge a stgtgment of
the purposes for which she agrees that the personal information
agserted or referenced in the empowerment certificate may be used,
or the purposes for which she states that it may not be used. She
may also indicate her approval for the later generation of a custom
qualified certificate using the EC.

* The subject’s signature over all the above. Thgre are circumstances
{basically, those circumstances in which the signature on the
empowerment certificate will never be verified) in which the

signature can be omitted, but these circumstances are not discussed

further.

Optionally, the model allows for the possibility that one or more of the
RAs which hold the data to be provided are referenced indirectly in the
empowerment certificate rather than by distinguished name. The EC might
identify a proxy service which knows which RA is to be used for each

attribute. There is clearly no limit to the amount of such indirection



(If any) a random nonce or other information provided by the relying

party. A nonce is typically a |arge nunber whose value until it ¢ MAY 2006
generated is unpredictable. (optionally) the subject's public key or one
of the subject's public keys, or a reference to such a key. (optionally)
policy i ion. Alice mght include a statenent e poses for

whi ch shy(g{j’&glé%s that the personalginformation assefp(}tETéG or referenced in

t he enpowernent certificate may be used, or the purposes for which she
states that it may not be used. She may also indicate her approval for the
| ater generation of a custom qualified certifjcate usi the EC. The

subj ectloe siognaburtdnd e rangiher tHexYa s e5° ﬁ'ﬁe‘f’%c rmég% rc I;Jrrllxqs}ltc allr}ces

(basi cakliprehitase. ci rcunst ances in which the signature on the enpowernent
certificate will never be verified) in which the signature can be omtted,
but these ci.lCUTElADCESeAkh: ROl HicstlsSeahyf Hidgnberobidptd okl y, the nodel

al O\A/sgﬁg\r;c?g%&gégs olurzgp_lrolgi Ysl hat 1one or nore of the RAs which hold the data
to be { re referenced indi tly,i EresCROVRLNENt certificate
rat her i han®®By"adi S5 i ¥hay™ ?ﬁ&ag%%éc%&é%aé%t t:iifd(%ggi fy a proxy service
whi ch lonowsinghic hheRA the tignafargy Sedht PRS- affribute. There is clearly no
limt to the amount of such indirection WO 03/041338 PCT/ GB02/ 04759 36
(one pPrEXitsPQinfilesBy the danathar sypraxssts arda Fetknd) oAk BHMNFFAt in principle
be i npl g ?Lrﬁ‘iicatgé_pre%b%layidaga',thﬁ RBPOVE [grenhneer ddefidyc atderldael any si gned

obj ect (S) 1 LOW Al Gesn BARNATod Uin @D hBASE does BAb sy npuiat 151 Dl y bel | eve
at |

ce Fﬁas asserted, not_even ri tQchegk denssi gnature on the
‘enpoversiert Wérg pPrtatd "AF E?ntgshOElT ﬁg%tgpf ?%gos%egtcgglg@gssysst em acts as a
'met hod eppovereeRs reFtifhgpte iR AET ST &8° fets6hal “data. If Bob is a

gover nrentseagedeiesand Alice wants to be mailed an information |eaflet,
then it does not nuch matter if she is Iying about her nanme.and hone

addr €S Suord Ms®a15y TRE @hetse 16 fan tadaeomparypanieigmed tobiest t (8PP ¢aY @°tan al so del i ver
the sank,. sari, Hfehenef dioBatase chrtavsasovetekt esrtilbrage ySukel bag at f there is an
acconpanyl ng. LG .00 8cice BQRedTRMAQbnrabRS Refcet © palec ket hensi gnat ure on
the errpﬁ\f%rsrirgpqg S8 L LGatE ol gl18ndd@Ran@ Erom the empowerment :

certificate, find the relevant longterm custom certificate and extract her

public key from there to check the signature on the signed object.

2. Alternatively, Bob may check the signature using an asserted value
of the public key and just simply believe the rest of the asserted

information (if any) if the signature checks out.

This is of some use because, if Bob caches empowerment certificatesa it
( K can provide a session mechanism in appliéations where key revocation is
b " not’ important. That is, Bob will assoclate Alice’s first visit to his
website with her second and subsequent visits, without neceasarily getting
to know for sure any of Alice’s personal data except her public key value.
Bob can prevent replay attacks by supplying a nonce for each visit or by
checking for increasing empowexment certificate serial numbers. If Alice
asserts some other identifier (even a pseudonym) on any visit, then she
need not assert her public key on subsequent visits. This mechanism
cannot, however, recover from compromise of Alice’s signing device,.or
from Alice rolling over her key. In the first case, someone else can take
over the “session”; in the second case the session ends without the

possgibility of any in-band explanation to Bob.

Despite its limitations, this mechanism has considerable advantages



| ongterm custom certificate cached which contains Alice's public key. He
Wil sinply pull Alice' s distinguished nanme fromthe enpower nent _4
certificate, find the relevant | ongtermcustomcertificate and ext r%tznﬂﬁer
public key fromthere to check the signature on the signed object. 2.
Al ternatively, Bob may check the signature using an alue of the
publ i c kéYO&MIPYst sinply believe_ the rest of the a??iﬁ’éﬁ’q75¥nf ormat i on
(if any) if the signature checks olt. This is of some use because, if Bob
caches enpowernent certificates, it can provide a session nmechanismin
applications where key revocation is not'inportant. That is, Bob w Il
assocCi alopadbd €6 'pasdvokGibarddshebstte Ihgon saRf¥8fte with her second and
subsequent visits, wthout necessarily getting to know for sure any of
Altce s, personpl. dala, DEPRL AL niliDhdtic Ie_azf s\taxlzere Bﬁbr&ian prevent epl ay
attacks 'by suppl'yfng a nonce for ch Vv e Eheclel i for increasin
enpowersferiereed t‘ieFY’%é‘f%es‘ésﬁ‘%Ia %’ﬁﬁ%e‘?esy. l’%'fu Aﬁgigc%ic R5seld,S sone ot her °
i dent i fdaghed( @y artoasies® FIBIRNJerbIF Gt SFi B1V® Fhen she  need not assert her
publ i c keyauea hsulsseguRRM, farseéxagelelhi s nmechani sm cannot, however, recover
from conprom se of Alice's signing device, or fromAlice rolling over her
key. inytibe, fjiksd aCRsged SPNRARALRASEn CaRt trak @op@viEsh tdvecatidssion”; in the
second n%es%gtﬁe 5858100 LNGS W §:NQUeridlCnumpérs Shdii| ict yuaed agmipst n- band
expl anall bl 16, Hob, DespLle bl,sc) LiiiLal Los: tiseieshianics mnhas
consi defETE" aBFAMFRGEE 5%‘5,04]5338 eg;éeﬁgoge/rgﬁqggce 34 Gormaced to
passwor tepaeddafRmaiire {16g8K’ sehehes. 3. Another possibility is that Bob
checks fiva wayghatalreadgashrrcbes fo REERETE '8Vt ificate using a public key
value for Alice that he has cached on a'longtermcustomcertificate or
KNOWS i #hiSOM¥e Jt fipbuskaynt (Oedtivstesheoiigiehay neRad IppEURIREFR) . This
provi deg, ;8. Tt 08 Alngabtdhepnesnts atket batncandaepaeni tdrchippotfati on. Once
again, Hob can USe 8. MeACELbrd iRl dndbudibnles-acchgka bp thuar d agai nst
repl ays. BO“B) may al so be happy to believe without further assurance the
assert e8P R or mat i on (if any) in the enpowernent certificate that differs
fromwhat he al ready has cached or otherw se knew.n ‘I;Q'rsaﬁﬁgmgg enpower nent
certifieat edopy dugcdeantay PEtHod BPDFS UBF &8¢ SRR or m of changes they
need t otomakoeto at treberldatighes ewovearetii SEEHF 2t h @b SWEFfent certificate
provi desex@isiabkdl or, en@Eed, Shqpretchalpn¢ [paston dsrpficate) . This 1s a

: crucial part of the described system and is explained next. If Bob takes

this route, it is prudent for him to check that Alice has correctly copied

the object signature block (if any) to the empowerment certificate.

THE CUSTOM CERTIFICATE

Just as Alice has a contract with one or more RAs, so Bob, if he wants to
convert an empowerment certificate into a custom certificate, needs to
have a contract with one or more CAs. The process is straightforward. At
any time before the expiry of the empowermgnt certificate (or as soon as
possible after the expiry of an ingtantaneous empowerment certificate),
and as many times as he likes, Bob sends to a CA an empowerment
certificate which he has received and the CA signg and returns an
equivalent custom certificate, customised to Bob’s requirements. There
are no restrictions in the system on Bob's choice of CA, or on how many

times (provided, in the case of an instantaneous empowerment certificate

that he is quick), or to how many different CAs he sends the same

empowerment certificate.

what the CA is doing is executing Alice’s mandate, given when she created

the empowerment certificate, for certain of her personal data to be shared



4. Most inportantly of all, Bob can use the enpowernent infrastructure to
convert a properly-signed enpowernent certificate into a custom -4 MAY 2006
certificate (or, indeed, nore than one customcertificate) . This is a
crucial part of the described systemand is explained next. |If Bob takes
this route, it is prudent for himto check that Alic ectly copied
the obj et¥O GO43% ure bl ock (if any) to the errpomerneg?ﬂglzorzzta?ﬁ cate. THE
CUSTOM CERTI FI CATE Just as Alice has a contract with one or nore RAs, so
Bob, if he wants to convert an enpowernent certificate into a custom
certificate, needs to have a contract with one or nore 06% Jhe process is
st rai ghtitmmenr deexAbublanyeey iine bieForad RETEPTAX F2FY BN TRy RhPower ment
certifigati®s(wky.as soon as possible after the expiry of an instantaneous
enpower ment certificate), and as nmany tinmes as he |likes, Bob sends to a
CA an enpowernent . cerfiflcafenbGhsherhasymeseiyvadwmang, the CA signs and
returns an eqwc\ilafent ,Custom certifical&n SUSL SAd to Bob's

requi r eRFEFRS. ““RACE PRre "AOFestFitt L ons i n the, system.on Bob's choice of
CA, or Bm Hovenentips thientesiglpP9eued =7 FU11N8 Tase ot an | st ant aneous
enpoVer peepired emtli dopter bhe erpavermenti ceThifieRde se5iat FWIRSly ABhy i P ?er ent CAs he
sends thR SpBRrmaltposes fieate, ceetdblécrasianatphatbledte GA ¥¥) FBPMg®i s executing
Alice' s, B4 GnyJiaV Gt MiBeEEsSiictRr eatad cettheianpowdenentordes tikf i cate, for
certai n of .ner, g{higrl@lne dat Acte0: hGes hatiach1VE); G3¢D4 133&:RGT/ GB02/ 04759 38
with BoB™ He&r Sﬁ Ic key is a piece of personal data which may be shared

inthis way. The follow ng descrjbes the.nmethod ANyt hi ng goes
MWrong, Fixer 1ﬁ?56:€§t§ §m@wa:§neah 6e1§651c§tef_,egrbee<sl¥e ILS%E t%gg Qﬁe pu:i >

M _ rer# egteﬁq}e\%}ehug reason code.
The CA genditat«s thehemorpimgrt ARRTHECAHT VP E U 8 BET i 157 cat & bei ng
pr epar edimaridkenpie ssbdrele ppbaemne Festepraer Fifdeate. sEPT & nunber, the hash of
t he enpowesimRAdous fipbderBait egertiliécavh] abe Caigpratsurtatiimdeles (i f any) and the
nonce. (ifasaii¥le dor@htdd bivkesasipasidies B ttoemeapiveident aeetifTgree ®AScopies its
lo""” di st gy S%qs&égﬁ-i{é_ta?q the igsuer pdcrisztd zslxj.srlg M‘ighigr anlrikqsmzt a][rp For a
ongterm ower nent . certifi.cate,,.t ecksifidate.t he period o

val igdi ty° g‘?pet ﬁeang?ré};c?\ll\%r'an%ahﬁtél%g%dt iy %‘g’f% 1T not have exp?red- before the
time likely to assenble and sign a customcertificate For an instantaneous
enpower AEnbotbel o s @At @OV Rt (R EHEEHE® PRAC BV 8T €asonabl e peri od of
time hasempasietessifreetibe thaperserabie tbeeioft ) Roki Resfed  the A will

set the validity period start time of the custom certificate the same as

the start time of the empowerment certificate. Otherwise (and this will

clearly apply to longterm custom certificates only), the validity period

gtart time will be set to the time by the CAs clock. As an option, to

support store-and-forward transactions, it may be useful for the start

time to be set to a significantly earlier time.

The custom certificate validity period end time will be set to the
empowerment certificate validity period end time, or to an earlier time

that Bob specifies.

The CA checks that Bob is named as relying party in the empowerment

certificate and names Bob as the relying party in the custom certificate.

Within defined rules, certain changes to the presentation of Bob's name is
" permitted. (The analogy herxe is the flexibility with which banks match

payee names on cheques to accountholder names.)

The CA checks that the empowerment certificates subject name and “issuer’
name are identical and copies the value into the subject field of the

custom certificate. Again, within defined rules, changes to Alice's name



signed. 'Reasonabl e” nmeans that Alice's personal data is highly unlikely
to have changed since she signed the enpowernent certificate. For bpyky 2006
| ongt er m enpower ment certificates and instantaneous enpower nent
certificates (for which the reasonabl e period has not passed), the CA wll
set the | ] d) period start time of the custom cergdqdd he sanme as

t he st ar%’ﬁto%/g#ég%f t he enpower nent ;gertificate. Ot her%i%ﬁ?’gﬁ#thi s will
clearly apply to longtermcustomcertificates only), the validity period
start tinme will be set to the tine by the CAs clock. As an option, to
support store-and-forward transactions, it may be useful for the start

ti me taebeerspdtedo a significantly earlier tine. The customcertificate
validity period end tinme will be set to the enpowernent certificate

val i di fy &e'i%%gesquhéti 0B, cQhcd @s a8 @Ay liees nbi peeseptiatnyBOBTHYERi fi es. The CA
checks’ that ol‘)ve]ic S paned -85l ehyd RY Badd ¥sdebBrddheatrerpenser nent certificate
and natfe§"BEH A4St he FTelyi N9, RALLY 1N 1REs GUSLRNMeERIE I ficate.  Wthin

def i netripEAnged LR &7t Btn AREHgES E.o ?%e resentation of Bolys.name is

per mi t teadi ficTire kaval Rrgpt iette thesPie’ F}gexf’%'ﬂ“’fjtca Wt Wi ch_banks match
payee na@nes oo Chedues i 6 acloartortetc KehEdlse fRe“EAEhétks that the
enpoweg et teenhifdseaicesces ubjigcts papiairafdbe*ésuer” nane are identical and
copies the value into the subject field of the customcertificate. Again,
Wi thin_defined, Lul8Ses CHARRRRedBnbbtet saBaNE WO MB3/@E388 RCT/ GBO2/ 04759
39 are permiie -tTchti%étQ'lgra%e (bhakoiS. alit&at &isesghfsnedieymener e not
present’)® AMPEIFRT Gite 1) fhe e”po"‘@Qm”%ﬁiaov%?d’ménitféegéffecakbﬁtthéﬂas been

asser t &tFor BEBHPLERARY - r LF SPENERA 18%an RA ﬁss%rt%g %Lt Lbytg values in
enpoverNwALl fewtt fifeck Foeteehihy A58 M i LUPRT Ut e part of . the .communi cation
bet weens Akbh@nedansteBoh(Thotindtaytset oo L et A 8F 128" b TERey val ues do
have -0pg ugfariit hirRetdiant.nf nashy ueber the RAicherckssthexBiidifed bel ow. The CA
then presests te.fEpaweidesticentd.ficate to the RA identified in the

enpowerment certificate as able to resolve Alice's distinguished nane into
her public key. Lf this i)s.2 LANGLE" RLPRAWEENRRt pubeict kdy @sit e, the RA will
first' TBh&RKCT %ulgaelttlsfd%ﬁge' has r%\éolie dob-oeHRWe the, BA: deascthat s

. ck emp ent _certificate. i ws - of e
expl ai KBEFFP a8 re PP IRE* T NS ant anegus of ,dé)(fgt rr@ss%]h%t s gf.1ddle custom
certif keatfer iPdiqer peaYantyY P2 hiy e aSe *T he checks the validity period

of the ie@eWMerg:eq:qxjtf.ii@altee_(for example, asserting the value
the: value of the hash of, a public key), until the signature on the

.empowerment certificate checks out.

For longterm custom certificates only, the RA adds, to each of the

. attributes that compose the distinguished name, a label of the following
form (“DN flag”, CA's distinguished name, custom. certificate serial

. number, expiry date). No label is added for an instantaneous custom |
certificate. (The instantaneous or longterm status of the empowerment

certificate is irrelevant for this decision.)

The RA examines the empowerment certificate to see if it is named as the
RA-for any of the predicate attributes, including the public key. It
pulls out of its database any values that Alice has empowered. For a
longterm custom cerxtificate only, the RA adds to each attribute a label of
the form (“att flag”, CA‘s distinguished name, custom certificate serial
number, explry date). No label is added for an instantaneous custom
certificate. (The instantanecus or longterm status of the empowerment

certificate is irrelevant for this decision.)

For longterm custom certificates, the RA caches the empowerment

certificate, and records the mapping of empowerment certificate and custom



The RA consults its database, extracts the value of the public key and
~checks the enmpowernent certificate. If it knows of nore than one -gudAY 2006
key for Alice it will try each in turn, guided by hints she has included
in the enpowernent certificate (for exanple, asserting the value of, or
the: value of the hash of, a public key), until the si on the
enpower n¥AtO3B4HPB| f i cat e checks out, . For longterm cﬁfbﬁghﬂ#@éﬁi ficates
only, the RA adds, to each of the* attributes that conpose the

di stingui shed nane, a |label of the followwng form ("DN flag", CAs

di stingui shed nanme, custom certificate serial nunber, expiry date) . No

| abel s ;30ded JQfa12Rmb&iS! anpayeditiss cadt'draue®Lrtificate. (The instantaneous
or longtermstatus of the enpowernent certificate is irrelevant for this
deci sion.) The RA exam nes. t.h nBRNtneCe:tificate to see if it is
named T88 Rt"h%end??ﬁ.hfoff’ﬁé’r"ﬁ/ngo?nf? gg%@g%%%at e attributes, including the public
key. It o pulics’ opibldt key yati®t abase any val ues that Alice has enpowered. For
a longterm custom certifi Bl puteBEoRAnBddst io xeaphsEtleri bute a | abel
of the Yorh (’a{a‘iets O%I ?Bglje%%fage gi sti ngui shed name, customcertificate
serial nunber, expiry date) . No | abel is, added f.or I ;8ht aneous

cust onae genbiifi oat ealué TharreedAPNTeBTsPS l‘iaoﬁﬁtg %rrl%ltse'g&inﬁsrtﬁ Ef t he

ENPOVE RBfYre thaf tdné icoBYie Xes, ithe EpeiahtehPHP ‘t“ﬁi%‘.‘a?c?asﬁ on.) Eor |ongterm
cust omgerd iy Cat@Ser hire Riucasheslithaserrpeiver =Y CErt¥fitat e, and
rec,orgs }hee %gpp;ﬂg Af LR NREVRS BaNTalee et frmedbovandeearse G A0 03/ 041338

PCT/ ] 04759 4‘8tcgr;jjg;‘;tg§g Qs 861 dndl pravidtackey, trexqientiodatfes and "issuers”.
The RAVEBhHJEPYNE ¥oT | ow-ng | Q&Qrﬂmﬂic%ybé%?cgestpgﬁdih@ tCAinotheAldece’ s public key
'val ue. cus¥Pre CEE GEREHIORAY predicate attributes for which it is responsible.
| f a peasl peiviiesy Xe¥®-ue i s included anong the predicate attributes and Alice
has nore than one public key, the RA will choose one org.ttiggtebasi s of the
publ i Crieeya daldie aile hasiregabre stdrarura| JCEraSWRYTEH" Hi s Ay 'or may not be
the sage WalsUg ass theepithldng deey Rualtacber emgriied Ao GR *Blcllfse Alice might
approve W.EN 8 SLonaluEfaUSiAGasNRePrb wate Kops (e ¢hedifsn of a custom
certi fl“(‘:ﬁée Gont. LNLOG 18, PHR ELsked. Cahd @apendiknget ewavraterer of  her
privat® .c_s. Y 1He Sl& 1S now ahl gpoQy checkvdebEiosigpaisynaeoiet he enpower ment
certif PRAEELCA YN UEREISET 1 1t her e ar g, a0y My 8eRAs1iokbe consulted, the

CA send'sstémuished name in the empowerment cer
value, to identify the subject, and return the values. és_before, for.
ldngtérm custom certificates they label vatt flag” attributes, cache the

empowerment certificate and map the empowérﬁent certificate to the custom

certificate.
Note tﬁat the public key to.be included in a public key custom certificate

i ! golved Alice’s
may be provided by an RA other than the RA who initially re .

distinguished name into her public key.

the CA now marks the certificate
In particular,

with all'the'attribute information back,
to indicate the certificate policy that Bob has requested. :
if Bob has agked for a qualified certificate, and the CA is happy that

this is possible, the CA marks the certificate as gualified, with a
- r of what Bob has requested and what the CA

1iability limitation the lowe ‘
constrain

is willing to offer. The policy Alice set in the EC will aleo

whether or not a custom qualified certificate can be generated.

y he wants, Bob can even submit the

et the policy and liabilit
e F . or to the gsame

empowerment certificate independently to two or more CAs,

CcA multiple times, playing off the weakness in one poligy with the
inforce another,

strength of another, to use one custom certificate to re



the enmpowernent certificate in parallel to them along with the first
public key value returned by the first RA. The RAs check the enpower nent
certificate, including again its expiry and revocation status, uséMANEQs
di stingui shed nane in the enpowernent certificate, or the public key
value, to identify the subject, and return the values, As before, for
| ongt er MYQBOHI8certificates they |abel “watt flag" BEVEPBIEES, cache the
enpower ment certificate and map t Hé enpower ment certificate to the custom
certificate. Note that the public key to be included in a public key custom
certificate may be provided by an RA other than the RA who initially
resol vgd v Al dpe&iasa odiisEieageershisdatrabiabitity et CPUBFiC*k &) Wth all the
attribute informati on back, the CA now nmarks the certificate to indicate
the certificate poli Haend gauepttest chencpaetinesliarthe | f Bob has
asked P8 aqUal ip et X%té:!r}t?sittﬁ%gllgt g ﬁ§ CAcisshappyatbat. this is
. arsbnad. fﬁ’taap% lCIY Bimifachch : . Do

possi bPeEEoP KE-CAGREF ks T Certi T cate as_ qual Liji.ed. . Wt @ liability
| i mi t atiéfdned e thewaioiat! GPRMEEER" FEE Fequest ed ang what the CA is wlling
to of f efie cUdtempekiidycapi ce set in the ECwill also constrain whether or
not a customqualified certificate can be generated. To get the policy and
liabi | 1yq.he Wanks .inBeks CRd rRRWES uliveld Mlhe' s shponerivest "¥%ertificate
i ndependen 1911 W0, Qhe PRI ASans@Er &6 Hob®eSErusGhin mrtifighe t i mes,
pl ayi ngntoof % Re ﬁeé@f]@ﬁs LN 0N PALT &Y i bdpobdifentS LERDGIBLObnaNOt her, to
use oné"t BB EETETT icare to reinforce apother, W Q3041338
PCT/ GBOIIgaF59ustan <871t 2Epr 84U °F §Ual L1 ed certificate Liahid ity over two
or nDr ee@ASicathds empb fdtieot #pbrieaftat Ahtde MKt o Fhe ol Tcy that the CA’
def i nespizadédieo qoalsiEbm satts be datimed Anyarsdeleohd| °G58% "ol i cy |initations
t hat Algh&8rodlefdigrtuids bivectdve)yi rede wnpowesdkiimaliepres £PX%ate are carri ed
f or war qa;,ﬁggg el A aisM B tr@inpe Bilclyi fan@ afsenotFialal thy, ambyre GAamnf ornms t he RA who
resol ved Ai\llgt%e'ﬁiggégg_ngﬁksif}edodaawauicetg)bhhahe@uhlaitc,\rak@g/Bb‘lhe fact of
transfer 10 Bob of the. .customgertificate. The CAwll provide the serial
nunmber §t6af°hf71§°erlrf)0\/\/er ment certificate and |ongtermcustomcertificate,
and say whether the longtermcustom certifi cat e éh% qbl.é?lbi fied or not (so
that AlEbeebkitonky hds PrePPEPR et et Wa LY HEFETad t B oAl i fred status as
def i negdrédicard hoirebBed tofbet insly@gd: E| ectronic Signatures. Directive). The RA
is specifically not told anything el se about the policy, and is not told
the EinTEiQ&reOE A8 a flow diagram of the method 600 carxied out by the CA.

The method 600 starts with the empowerment certificate being sent by gob

to the CA 601. At step 602, the CA generates a serial number for the new

custom certificate, checks that the data of the empowerment certificate is
congistent and copies the data into the custom certificate and enters its
name és the issuer of the custom certificate. If any data is inconsgistent

603, the empowerment certificate is rejected and returned to Bob 604. (

The CA checks the validity of the empowerment certificate by first
ascertaining if the certificate is instantaneous or longterm 605. If the
empowerment certificate is instantaneous, the time since it was generated
is checked to make sure this 1s within a predetermined time 606. If the
empowerment certificate is longterm, the validity period is checked 607.
If the empowerment certificate is outside its valildity period, the

" empowerment certificate is rejected and returned to Bob 604,

The CA then sets the validity period of the custom certificate 608 and
sends the custom certificate to the RA 609. The RA processes the custom
certificate and sends Alice’s public key to the CA 610. The CA checks the
signature of the empowerment certificate with the public key 611. If some
of the data referred to in the empowerment certificate is held in other



liability. limitation. (It is none of Alice's business what val ue Bob

_attaches to his relationship with her.) Bob obviously has an opti e MAY 2885k

for only a subset of the possible predicate attributes to be included.
Figure 6 shows a flow diagram of the nmethod 600 carried out by the CA The
nmet hod 6 rts wth the enpowernent certificate bgi by Bob to
the CA 6 .'ﬁﬁidsgt ep 602, the CA ggperates a seri al ngefr’gg'?(ﬁ@%%gthe new
customcertificate, checks that.the data of the enpowernment certificate is
consi stent and copies the data into the customcertificate and enters its
nane as,,t i ssuer of .the cus ertifi y I S hdconsi st ent
603, t?\Rgsgt%rrlﬁo(\%e?ﬁén??nggfﬁefg%gggh%s?t%%g RESE zﬁ’lr‘]{jd%fu%ﬁge?t%dé%b 604. The
CA ched®§ THEWSFFHiIES 0™t HEPEMSE wer h‘leﬁ?b &t i PP Bt &8y F P
ascert divai Hgthat theedagerpk foegrntsent §° iBAkt ant aneous or | ongterm 605. If the
enpower ment certificate is instantaneous, the tinme since it was generated
is checked to make sure this is within a predetermned tinme 606. |If the
enpowerment certificate is longterm the validity period is checked 607.

if the enpowernent certificate is outside its validity period, the

enpower ment certificate is rejected and returned to Bob 604. The CA then
sets the validity period of the customcertificate 608 and sends the
customcertificate to the RA 609. The RA processes the custom certificate
and sends Alice's public key to the CA 610. The CA checks the signature of
the enmpowernent certificate with the public key 611. If some of the data
referred to in the enpowernent certificate is held in other WO 03/041338

PCT/ GB02/ 04759 42 RAs the CA will send requests to the other RAs for the

data. The CA signs the customcertificate and transnits it to Bob 612. The
CA also informs the RA that the data has been sent to Bob. WD 03/041338
PCT/ GB02/ 04759 43 THE CUSTOM CERTI FI CATE REVOCATI ON LI ST Just as the
system provi des for customcertificates, so too there are custom
certificate revocation lists. They apply to longtermcustom certificates
only, because instantaneous customcertificates expire within a second of
their generation, so the question of their revocation never arises.




Through a nechanismthat is about to be explained, a CA will become aware
of any change to information included in a |ongtermcustomcertificate

that it has signed, provided that the change occurs before the exgil,rl%goiuuﬁ
the |l ongtermcustomcertificate concerned. Also, Alice can at any ti

revoke a‘r{]y of the enpowernent certificates she has signed, which neans

t hat t heWO&P488ondi ng | ongt erm cystom certificates g{ﬂféqnoypgg be revoked.
Bob can al so ask for any |longtermcustomcertificate in which he is naned
as relying party to be revoked. A CA maintains a separate custom
certificate revocatjon. | I or each of its custoners, and each
cust onereo F'f/ougge)rtngé?gus‘::e%a'%fé&%)L'Isf . Bob can consult his CRL anytine he
wi shes, can specify the nornal frequency he wants CRLs updated, and can
even f oluee abtae yelsm prevides af oSt @REeraEi5RRPST |9RetooBBIs*e &/° al so be asked to
be notidukesh eaeteitiveeraotiawoCRistsi S Thayadraplte ¥ooptdrimscustpecti on. Bob can
ar chi ve,.CRS20s bhat, heatRNindt@tt@fiedis QUerohhadt £ 1padeli gl@r witbiigt er m cust om

certi fioale,yay HOLEYOKed ah 8o RALILGHbA AL L MevoliaBeerera CerLifi cate
serial ‘nunber appear3 In a CRL, Bob wil want to. archive the revoked

certifi®¥at®: If the enpowernent certificate that matched the revoked
| ongterm custom certificate is still unexpired, then Bob can resubmt the
mat chi Myreysponwergremitsmcert if| abate tarkd eeipiped.gatCravidévbecrinitee? m cust om
certificairy wabhde tpdatedaicontiemuded\hetahbmobem e:sserccagsfishte or not depends
on t he gheaS@mak WigkRY GGatided  thandndBekungaRctae tdiere tRY @gHly @8 reason code
in h! S tQBLl'onge%rcl.lybomicfert%fiigﬁz_er@o\fxgé&%g@.t he s8MROVAN flRNie 68 kidel cat e, t h?n no
way 1S LS Lif SABhd gn?pf?ggﬁeg\plcﬁlg:igﬁayés_egﬂ KA Bidn@RILEIM feldad Om certificate,
to Bob. i c& has w rawn that particul ar ermpowsrnment ta her personal '
data.” AfA® tB° ICBHGERP M ELST SR Cet sl% Cate W11 "ﬁc?? hé recoverable if Alice,s
di sti neP<IHBFLRARE: i£8T FBY SCBRIF ST FUBAR FeAHEIRLP 1B BH RNt Pi™Blte or a
publ i c deexelnby edvbndgedee vavokdd-Alice has sinply changed the way her
personal data is allocated to RAs, then the WO 03/041338 PCT/ GB02/ 04759 44
enpoveryTeltna GRELdsl i GapfataBudtoaklsichare asudatidnetisandra Eepl acenment
| ongt erdy.£ Yst QM &efdnbid Cal€Qit Alshidr MB) Gekd 08 sthark @RicALng duration' of
t he e %Y)\Bcrageégt Suq.@rl‘}il fdﬁ%@tlm@% \gn.asﬂeg,egayle%ecgfyj %BﬁrmglCUSt om Cert I f I Cat €
at any ti1ne before the. e over ment_cert ffl cate expiry. ol%oalg £an even _
cont r adt MELH PREVR FOF ‘gﬁaéte / AnG can even Fores The _

CRL at any time. Bob can also be asked to be notified each time a new CRL

is available for his inspection. Bob can archive CRLs so that he can

later prove that a particular longterm custom certificate was unrevoked at

any particular time.

Whenever a certificate serial number appears in a CRL, Bob will want to
archive the revoked certificate. If the empowerment certificate that
matched the revoked longterm custom certificate is still unexpired, then
Bob can resubmit the matching empowerment certificate and try to get a new
longterm custom certificate with updated content. Whether he is successful
or not depends on the reason for revocation, and Bob can see the
revocation reagon code in his CRL.

Clearly, if Alice revoked the empowerment certificate, then no way is the
infrastructure going to yield up a longterm custom certificate to Bob,
Alice has withdrawn that particular empowerment to her personal data. And
a longterm custom certificate will not be recoverable if Alice’s

distinguished name is deleted.

If only the value of an attribute or a public key has changed, or if Alice
has simply changed the way her personal data is allocated to RAs, then the



CA'to automatically process a new request every tinme a revocation occurs,
‘W thout Bob needing to start the exercise off. And Bob can present hté@
sanme enpowernent certificate to different CAs during its lifeti mal' 2086
Alice rolls over her key pair, or changes her nanme on narriage, or
receives an increased purcha5| ng limt from Acne, or changes bank, or
noves hou¥@%/Yi3R hanges phone nunbg‘r or even changeLCAHHIEYEY  t he

| ongterm custom certificates around the world which name her as subject

wi Il quickly get revoked and replaced. Bob's address book w Il always be
gPrggng?tﬁoweéllekge rLe§9csalt£ Ocagexi-lslxllh te resgbm%;téeg reO.Lf hmeeg% CPﬁ‘ggg _Of

ci r cunst'GPREEE" GRIP™ \Fé??f’s‘('?éﬁ ﬂ?ﬁ%’\ﬁe%’.ﬁhﬁﬁr h%ﬁrféﬁ%id‘mgl'ﬂ?’?t%?ﬁp‘ffl es to every
pi ece ofthelzmepveyrepherpilf&tptPongt erm customcertificates - identifiers,

predi cate,. authenticators, authorisers, locators. Every tinme a CA revokes
a | ongt ebMGnSteIEs€ ar tdnbi Gat @uskdm téRgsichheasahy alinme Betbernof the revoked

| ongt er m,GlSLRAM fe@f..llﬂaaeéte‘; Irq, t fa@b R&, \éfoé}, E%Qéc%eﬂth%leccg &rdinst i ngui shed
nane |ntcg her gctimbes how.t he method works in

det ai | . Aﬂo athma icaq.il.Y 8¥ o:felss a BTW r?qgesq:geve.er revoca[‘t]::.%nelgc SO% t war e

mal nt

functi ofAFHoRS B°’b6‘ﬁ‘“s‘$?%c‘ff s“l?%‘b\}'vﬂe SETEMSoR et ROBIFRATEEPE PRvocati on
lists (E@N_S)P°W7¥f“e’atnyeﬁtilﬁ@a§?lé°ciéﬁfeﬁF’és%ﬁth dpdng iys gtfetére-RAs an ECRL
listing the serial nunbers of previously-generated | ongterm enpower nent
certifi@al @8 mbdd konaldver taatkeg a1 6heBarhs hey akie of masdiagt adieous

enpover PeMdi vE&L Y 1154CRIRSHEXRIi8y SRk 4:%n akher of laﬁuge%e@& ignh, so the
question of fdiel r o% %}(&%@% pgf;henmﬁ%[;r,a&! SIFEN lm&é\?@é‘emxye? he RAs receives an

ECRL, it _extract th serJ al e enpower nent
certifi E:la’f BETWAT ﬁm cf mates 5ces “e%’ ida ][|M¥1I i) %Er "thegpmappl ng table

to find "f%%f%?ﬁgrmke%aﬂ%gepdﬁ&e usP%bmscaédrdf?sﬁ ?&Fé”%’er’"?‘?ﬂ”s KGnbers, and
sends siHBr@diatesshlies need® EACKIICAN NSIer ele PPN GRe ef deatdareedif t he grounds of

" enpowe ciretstagest jahf caterone \she dkf enboveif0 B3 kBN Z3Bt REFFEB02/ 04759 45 If a
parti culafcusstpaaserNentveee lsbbrd ko ehal sl Shappsred I hami soapp1 4, oAl i ce  can send
the ECRevd mRYe 0PQa0f 15 N8MkpiTEY ot O El@8omRErttkidicddNe ability to revoke

a part QheRDri@MPOYRLIBRL, GeEdhiiGalE, aééhofrbeeers grahybarity of the RA it is
even possible to allow revocation at - the granularity of an attribute.

There IS a reQU|renent for a revocation
Every time a CA revokes a longterm custom certificate it flags the serial

number of the revoked longterm custom certificate to the RA who resolved

Alice's distinguished name into her public key.
The following describes how the method works in detail.

¢ Alice is optionally able to maintain, through her software
functionality, constructs known as empowerment certificate revocation
lists (ECRLs). At any time she can present to any of her RAs an ECRL
ligting the serial numbers of previously-generated longterm empowerment
certificates still valid that she wishes to revoke. (Instantaneous
empowerment certificates expire shortly after their creation, =o the

question of their revocation never arises.)

When any of the RAs receives an ECRL, it extracts from the list the
serial numbers of all the empowerment certificates which it has
processed for Alice, looks at its mapping table to find the matching CA
names and custom certificate serial numbers, and sends signed messages
to each CA instructing revocation on the grounds of “empowerment

certificate revocation”,



code "partial enpowernent certificate revocation". if Alice decides to
nove an item of her personal data fromone RA to another, the R &MAY 20060k
at the labels on that itemof data, extract the serial nunbers of
unexpired customcertificates and send signed revocation nmessages to the
rel evant CAs, with a reason code "change of RA". ne a piece of
Aice s W% H&¥nges value in its database, the RA WF’%B‘)@Q%% ne the |abels

attached and will send out signed Tevocation nmessages for each custom
certificate. For customcertificates where the DN flag is set, the
revocation reason will be "identity deleted". \Were the att flag is set,

the reasaqg aiphttibeat adrbovebtang chifiette nafgsnateythapfonetidy HGFF met hods not
defined i, IHSEEFN t&RAnRANE BBrASm.0f Thik heoddad heofwith Shbject, it will

cause the rﬁ\éoct%fj}eg ofa p%H. c,tfh.mziiyt empgwh@@tcegtmem radeieust om certl ficates

A i1l leol SYPLEOVALIR feendbm tTing
unexpi re(fréﬁﬁ%@ém’énfh cert| 5 &af eés o°ﬁ' ibl!" £ T

% emr;et‘ revocat %I@ason was
"partial cowpoNekHert 2 PP Eat APFEVECATFBRT "™ {Range O ‘attribute
change" . deidgurpert¥als humeyeimhe: dPHEFEATOFSRFUPE 3 with the addition of the
certificate revocation |lists. An enpowernent certificate revocation |ist

701 i's trangm, td‘é’ dQ¥ Al d5E %Ol?te\Tantﬂlg A6 qadher&RAc306a has a mappi ng

table 70Zih rd o L {ie egta; gcqgcgrgc@nd custom
certifi cat88Ps tR%ﬁt“ \’Aﬁ%h°gk tgnc1 gqg \Aegﬁnlt ¥ f : r and a record

of the CAdettrifi E‘H‘bF‘FFe°Hé§F%i‘PF\’éF§ %‘é%"ﬁ‘ %erﬁ ’%watcfs informthe
CAs of amevewstionresersssf o hegeIfREHPEhdH *Hab@af‘g\/fi?éjéd ‘-’teh%r to a
revocati omrequest from Alice 302. The CA 310 keeps a certificate
revocation list 703 for each relying entity such as Bob 304. THE

'NFRASTRUCTU ima€ ”P&@F%’f?&t Py @x%géécmmg GONSI &desv0f, ansecur.e (that

S
is, signed &hd "endry nmessagi ng ran act| o SVS nking a set
of RAs argp Eﬂé V@“’Gﬁ?/ 1 gt SPC:I?% 7”3 %g % § rvgégé!rlr#)ower ment

servi ces tegsadeeifor caagh GHECE. ceRBtthtEE- of or F‘I‘Fﬁf"&r‘f@ﬁ'ﬁ h‘igat%c “transacti on
systens ate meklagdoseet.bed Fevopation repsen Wikl phdidsasityndeRr& comuni cat e
securel y megns heesehy @5 ,set heye rensbruiwhll boukdréypleothargdie same nechani sns
as we have shown Alice and Bob to exploit.
e Finally, if, through methods not defined in the system, an RA learns of
the death of a subject, it will cause the revocation of all that
subject’s unexpired custom certificates with a reason code ‘death of

subject”.

It is worthwhile resubmitting unexpired empowerment certificates only if
the revocation reason was “partial empowerment certificate revocation”,

»change of RA” or “attribute change”.

Figure 7 shows the diagram of Figure 3 with the addition of the
certificate revocation lists. An empowerment certificate revocation list
701 is transmitted by Alice 302 to the RA 306. The RA 306 has a mapping
table 702 in which a record of all empowerment certificates and custom
certificates is kept with reference to their serial numbers and a recoxrd
of the CAs to which the data has been supplied. The RA 306 can inform the
CAs of any custom certificates which should be revcoked further to a
revocation request from Alice 302. The CA 310 keeps a certificate
revocation list 703 for each relying entity such as Bob 304.

THE INFRASTRUCTURE

The empowerment infrastructure consists of a secure (that ieg, signed and
encrypted) messaging and transaction system linking a set of RAs and CAs



OMNERSHI P OF ELECTRONI C PROPERTY The fol |l ow ng descri bes a nmethod and
_systemto assign ownership of electronic property such that the ownléifsiip
i s saf eqguarded and can be proved by automated neans. The descri bed

techni que assunmes the existence of an enpowernent infrastructure as

previ ouslé‘}/ descri bed. For automated systens, especially where they are
pervasi v&&R®4138onmuni cating with each other, it is Bgi\ﬁf@m%"wto be able to
check the rightful ownership of éect ronic property w thout human
intervention wherever that is possible. Electronic property is a general
termused for any formof property that can be represented electronically.
El ectr QRich JrE@pefdoyermay: isaciiveke to abeiresvahpiiess. ofithodsf phanci al instrunents
such asimlgg‘qg,%i@ngmgtﬂeﬁsa%emr b &, arel @nd destdided imepsiay, agsi ct ur es,

mul ti-media works, etc. Making copies of such electronic property is
technically straightforward., T NLGmsAOPEELY Gaturhherefore be

t r aded®&rfl® ¢&f ifﬁé%@ﬁ SIECt T oni %gr%f%&%t iri%%siggesg ﬁﬁgb .9 check

aut onarePEdl PPLeifatteasPareriat el phIt ARce“Is owned hy an entity and has
been assplghed to that entity fromanother entity. Electronic property can
be of two types. Type |I: The ability to view or playback the electronic

pr oper tindrSud0dr pBdd RSt @rOFMREY | NSt ance, there is no comercial problemif
a bond’or. Tand title is viewed by anybody - the issue is to ensure that

t he bond _has been assigne i 051y Bfnekbnip Id2e ability to

pl aybacdR® ‘8 o’iﬁPﬁgs"gs]eﬁéfi%ﬁg )i g?%%%%g%%ﬁsl%grgt al}g;};g'esap;p&@am g and nusic shoul d
not be SPPAYERIF STERATEE SUFYt P §8H& Ghder thie aut orisation of the rightful
owner . PTéReddysRIEPIASAS FEROd RACEFIPEhT ST 288 YRIMG ownership of el ectronic
'proper toy appivhesmens borhetrygase BatPrPHoRT Y %R lays. WO 03/ 041338

PCT/ GB02/ 04759 47 Let Alice assign to Bob ownership of sone electronic
proper tagy QvhetcaNiftens) ddpesiacDNivbck they wsedet@sivrchadde, absolute title,

| easi ng, b Gt dae D wiBELdHh S2hod) 10 USQs2REha0t hiebe hBIdTBo Oheckdnk or parti al

ownership of "r1dhts  to_pse the DEARES ticnod heRnUsRS~eh@faci lities of the
enpower’ Nt P astruciure. Alice signs the electronic property with a

di gi t al"PeXEvgh bt & BRYP R %at es an enpowerment certificate (EC) for Bob. .The

signed electronic property and the EC are bound by a link. The link could
be: Electronic property is a general term used for any form of property that

can be represented electronically. Electronic property may include, as
examples only, financial instruments such as bonds and other securities,

land titles, music, pictures, multi-media works, etc. Making copies of
such electronic property is technically straightforward. The electronic
property can therefore be traded and delivered electronically if it is
possible to check automatically that a particular instance is owned by an

entity and has been assigned to that entity from another entity.

Electronic property can be of two types.

Type I: The ability to view or playback the electronic property is not
an issue. For instance, there is no commercial problem if a bond or
land title is viewed by anybody - the issue is to ensure that the bond

has been assigned by Alice to Bob.

Type II: The ability to playback is an issue. A picture should not be
displayable and music should not be playable unless it is done under

the authorisation of the rightful owner.

The described method and system of assigning ownership of electronic

property applies to both types but in different ways.



A bit-string manufactured fromthe serial nunber of the EC and a random °
nunber generated for that particular assignnent, and stored in bt MAY 2086
signed el ectronic property and the EC. (The serial nunber of the EC on its
own i s not enough because it is possible that the serial nunbers of two
certificates to two different Bobs are the sane.) A bit-string associated
with a waYQPAPR i n the el ectronic_property. AssumePYHEBAWE el ectronic
property is using a watermrking Yechnol ogy which can be varied dependi ng
on a key. Then, the key is wused as the link and is stored in the EC
Referring to Figures 8A, the first formof a link is illustrated. An

el ect r gpi G1{ReORRE &Y t8Gibb i cvsérstias ofa siniendd e8P PEIRET For A * % Pseri al number
803 for,_an, FC.and: asMaRdom HMamher 804uteThixls erleadinguibieing03 and t he
random nurber 3—1%4“@&&3&}%9”&&&9@: e 130 BhdreLY oferdmiySott Biggener at e t he

i nk, FBT&dmie ~Using one vay. functians .oceine. enpbferfdCt roni c property
801 and°tfe thrﬁ¥°8‘ﬁ°2yarg WEGTaITy signed. w th a,s.Lanatuge bl ock 805

gener atiegrapiruptyree #3155 1987F °BF ie%%tt’é“lq{%f *HE private bl e key pair.
Such a sdingittral arsi grrates en jespqyerErh cEFLIRFAENPFY pf TG he el €t t roni ¢

pr oper te e 3Qdnici pr@beity nopdt tre B4 mie 1BOLd busi kAl i ce's private key. As
descri bed previously, in practice Alice may digest the electronic property
801, ingcluding t.he link 802, and encrypt the digest with her private key.
An assng‘Falit”ékdgE&r&BB% is created by Alice for Bob which enables Bob to
obtain Alice's public key and ther veri f e digltal,si,gnature of the
el ectronic brbébe?tFyn%BT“¥ﬁ§reécfr§‘bgg¥ﬁ§_lua e%ﬁ?ﬁ%nog'ag% :Elé aﬁftigdt he usual

r equi r ement sargbm aumEE gEvRETTeh 00 PATeRATHLRTY” BREN MRS e T Déd a |ink 807
corr espondi ng vbeh tthe shidmel SO PrictirerBTFEcr? GAP ECpr I £5F1801. The 1ink 807
i s gener at edufbeorast e sebh dks RuMBemo8G8ouwsh telgausBG8H6 PatfdPthe random
nunber 804. . RCT{{B02/10% 158erVV0s G2h G41:33Bca48s Eb b cli8Brpit Bapsr at es t he
second formof A liLnk, The electronic property 801 includes a |ink 802 in

the formof “a wat er mark 808 contained in the el ectronic property 801. The

wat ermark 808 has a watermark key 809, — Conveptig atek s have | ong
been used t & BiGtHENPT ATSHE uwrlr%e%f's- Qorr%-égg% n?&g:k Al pPrsl'fgll{t%vi si bl e mark

e
within the peger ‘optithe %B@ﬁﬁ%‘ﬁt?’?pegf%ilfa“ﬂ”ﬁ el°68T T on yat er mar ks can
aut hent i cat eecnerdayoriyieh GG@@]’F{EﬁFjse,d depending on a key. Then the key is

used as the link and is stored in the EC.

Referring to Figures 8A, the first form of a link is illustrated. An
electronic property 801 includes a link 802 in the form of a serial number
803 for an EC and a random number 804. The gerial number 803 and the
random number 804 may be combined in a variety of ways to generate the
1ink, for example, using one-way functions, etc. The electronic property
801 and the link 802 are digitally signed with a signature block 805
generated by Alice using her private key of a private/public key pair,

Such a digital signature is generated by encrypting the electronic
property 801, including the link 802, using Alice’s private key. As
described previously, in practice Alice may digest the electronic property
801, including the link 802, and encrypt the digest with her private key.

An associated EC 806 is created by Alice for Bob which enables Bob to
obtain Alice’s public key and thereby verify the digital signature of the
electronic property 801. The EC BO6 jncludes, in addition to the usual
requirements of an EC which have previously been degcribed, a link 807
corresponding to the link 802 in the electronic property B0l. The link
807 is generated from the serial number 803 of the EC 806 and the random

number 804.



particularly inmages, by enbeddi ng hidden data patterns within the
electronic data. The electronic property 801, including the link 802, this
time inthe form of the waternmark 808, is digitally signed With'gMAY 2006
signature bl ock 805 generated by Alice using her private key. in a simlar
way to Figure 8A, an associated EC 806 is created by Alice for Bob which
enabl es BEYYYLdbtain Alice s publ s key and thereb¥ POEEPIYM'S? he digital
signature of the electronic proper‘{y 801. The EC 806 includes, in addition
to the usual requirenents of an EC, a link 807 corresponding to the link
802 in the electronic property 801 and in this case the link 807 is the
wat er matdurkesp B0Qstrhhes geneeabd Germoft a il t Ae 8leghePift 8*FiHYassoci at ed EC
are desgy i1ReQaeAR0MBK i dd2 et el frf cFec whigmsazkTére Singwined iDepece” and "The

Enpomererfgcqg‘on'%r‘:{aefrjtgasto??' rhd) wdRbdhr R 1830 dlaB BN biatekdbk Eey 806. | ncl udes the
fol | ow NQ: nane aSserted by Alice. This may be any nane including a

PseUdprhxmentio'ﬁ‘aP@g{?ergirkE hewt abdd Bgnpadet Yo Behynticddasiooumentr By at tri bute
i dentifler %inf%,“gn taﬂﬁosg?‘i%is%l QL HOLA bhg: @t i tnval ues. A peri od
(0] e S

of valiea*"‘_at rt [gning of the electroni Alice. Alink
means. SipIAzNe YPCHIRSURIBTHL ﬁlétheenélg\%teer %%Jr%% Qégtigfr;dﬁjagﬁse may optionally

be i nclradedulaThy dmessal PYLEPeddnhhifdeRd PR PRESFT ¥he™i s™acting in a given
capaci tegectrénigeddted of validity of the ownership nay al so be included. This
could be a finite period of use or a pernanent assignnent of ownership in
whi ch case i theoRer piodeity ACNnEndad. theAlingedoz, shgnatner &n overowa | of the
above. aof ﬁme%é%e&f%@)@ 8\%). Qg’/cﬁé:ﬂt%’lgl% Qi%nEcCUEEOZ/sQQJaSSreTb&cE@oSOG enpower s - Bob

to obtain the values of the attribytes def ined in the EC 806. The
‘attri bURBE e ﬁ@gfﬁ F%igg}eﬁ%b}‘{aépkeg' value and Alice's nanme as recorded

as owner of the electronic property.  Additional .
In a similar way to Figure 8A, an associated EC 806 1is created by Alice

for Bob which enables Bob to obtain Alice's public key and thereby verify
the digital signature of the electronic property 801. The EC 806
includes, in addition to the usual requirements of an EC, a link 807
corresponding to the link 802 in the electronic property 801 and in this
case the link 807 is the watermark key 809.

The generation of a digital signature and associated EC are described
above in detail in sections “The Signing Device” and “The Empowerment

Certificate”.

In this embodiment, the EC 806 includes the following:
* A name asserted by Alice. This may be any name including a
( ) pseudonym.

* A name of the relying party (Bob).

¢ One or more attribute identifiers and the name of RAs who hold the
attribute values.

* 1 period of validity for the signing of the electronic property by
Alice.

* A link means.

¢ A name of the subject of the empowerment certificate may optionally
be includéd. This could be the name of Alice if she is acting in a
given capacity.

e A period of validity of the ownership may also be included. This
could be a finite period of use or a permanent assignment of
ownership in which case the period is open-ended.

¢ Alice’s signature over all of the above.



attributes can also be enpowered by Alice, it should be understood that an
attribute has a name or identifier and an attribute value. The EC 806
contains the attribute identifier and the attri bute value is suppMAe@AIBY
the RA source to the relying party. The EC 806 contains the nanme of the
assignee, Bob, of the electronic property Sol and maz contain the nanme of
the assi GHO$3/041388 ce. An automated system can use t hBCFEBY %W es of the
enpower ment infrastructure to cheélk that the assi gnnment is bona fide and
not forged and to establish whatever attributes of Alice and Bob that are
required (as long as they have been enpowered by Alice) . This is done by
Bob obtaining a custom certificate. once Bob has received the EC 806, he
obt ai ngheaEELé%Q URGREL ibh Gat@ehasad Aued be tRCa8G6mut@uSkEmeddnt | ficates are
described abaye L tap:eriﬁxﬁ%%iiﬁﬂu&érm?ice@%&m:G@&tdaideca{da'&licé\(scustom
certifFeaf® '8 qlal Pried 11 the CA from which BabQhtAins the custom

certif pamgt @ FPSyReReEs £ abf 1% §199 ﬁgln?atpl n Qalified ceptificates are
def i nedttrabytise B Hpeder TRPETS Ghattftes T PR TV E CH Tectve 1999/ 93/ EC) .
I'n thi sn erbodivenss atdvee cusidsphifiss 1% srat@ibuey Phta-ud®®t57e’$%l | owi ng:  One
Or NDr goablisd b erdabuesideht iAldrcandasheaatithites edlyenia peePEEd $hel udi ng

Alice' g, PublJG-dse¥o ahe by ihd BBtQf signing. The name of the CA. The name
of the relying party (Bob) which is taken fromthe EC A period of
validity of the certificate i.ch corresponds t Reid od of signing by
Alice. TX%EBquiGo‘iﬂ’“B?m\?atlhlediaF ?ﬂgftg%mglrggﬁ?s'pg%f’ ?fthgijef%é%&loni c property which
i s t akercrRFETRYhenECay PRy P82 °F iR GBLPTY ' cation, 1f there is one.

The CAastmhgatysten geensg|the $poil beeafbvde PRSIV HENTE Cah al so be

copi ed tf reaewi BeatE€hanssiomehtdedonn tidreand patt Sergedred £ EEER 11 Bbb stores the’
qual i fi,gsleGas hoiPi6eTdsi §5 SHlce aas neb ceatt hfd ceuersyf (agwhrag Si§i feYof t he

el ect r QI L pRLORGILYreaAly a1ik6) .abRVe iSt@ps thappentaplamatdueedm y and w t hout
human i ntervention. WO 03/041338 PCT/ GB02/ 04759 50 Figure 8C shows a

schemat ¢ di &gr am of the enpowerment certificate 806 and the custom

certificate 810. The EC 806 includes sone itens of.lnfor BRklomh

Once Bob has received the EC 806, he obtains a custom cert
the EC 806. Custom certificates are described above in the section “The
Custom Certificate”. A custom certificate is qualified 1f the CA from
which Bob obtains the custom certificate provides a liability limitation.
Qualified certificates are defined in the EU Electronic Signatures
Directive {(Directive 1999/93/EC). 1In this embodiment, the custom
certificate may include the following:
e oOne or more attribute values of Alice as authorised in the EC
including Alice’s public key at the time of signing.
* The name of the CA.
¢ The name of the relying party (Bob) which is taken from the EC.
¢ A period of validity of the certificate which corresponds to the
period of signing by Alice.
* A period of validity of ownership of the electronic property
which is taken from the EC.

s The value of the qualification, if there is one.
* The CA's signature over all of the above.

* The link means can also be copied from the EC and included in the

custom certificate.

Bob stores the qualified custom certificate as a certificate of ownership
of the electronic property. All the above steps happen automatically and

without human interventionm.



which are transferred to the customcertificate 810. These itens of
information include the name of the relying party (in this case Bob) 811,
“the link 807, the serial nunmber 812 of the EC 806, and the period4d¥AY 2006
validity 815 of the signature by Alice on the EC 806 (in order to ensure
that the correct public key for Alice at the time of signing is provided).
The EC 8®® 8#@pd¥%ers Bob to obtain in the custom certPEVERRBYHI0 val ues of
attributes 816 identified in the EE 806. The values of attributes given in
the customcertificate 810 are the assured nane of Alice 817 (the nane in
whi ch the electronic property currently stands) and Alice's public key
818. The EC 806 is signed by Alice 813 using her private key and the

cust omﬁqg‘rn_tel Bd Gabwe SLOndmstisi GRGEAnYE the edpbuwdhdnt Erguifiead strowsd a f | ow

di agr an,9 cu@tjn{ E?xttla.e:.@?edhfﬁenltheoﬁc fodTBi 106k sOfome AWLRITBE I16sdrnanish er  of

el ectr Om &, BLoR custom ﬁr@:{glc&q Q.IHt quesesngetng\@Ee activat ed by

Alice d‘fhlﬁfbﬂre ﬁé?ré#?zire ? 1al o enerated and
one paripfefmatife inclyde 8? %af“6r° d”ie retlﬁ’g‘ge‘faé@f (Ehi B Ehert: %q'o be

t r ansf esheekink He@, |thaleeniay rupergBietfat®d Bni®eh Aot é’?eeﬁ‘é"é“’? 6’ an enpower nent
certifivaati&twHEleofi sheabigudturd y Feicy emttbel ECfE9F @Rravpbe to A& i nk may

cont ai Nerac SAk | Bkrdtd NGIBLicOkeyt ft8 R1GEP@VEThEBIINe CErdibdingatseproftdedhe next step
902, Al 'fhgeEcsb&ngmﬁou@rseﬁ&CEJ OHHaCn 1RIPPSubYomUSIrBgriB&e Pro vales key. At st ep
903, t%elb(%.geﬁ 5t ?éen@ 1e§q90c%rﬁeéus ceplitiGate naming.Pabveas the relying

entity and udi n [ rreg ret L so incl udes
attri bLﬂt"et‘i‘edé‘fﬁti"‘f‘lcég%‘flcattﬁgl But 5%:3 ies h{% %;l;f\gut hori zed to

obt ai n. lnTh’elcht"chFlﬁGF"em“\FaP‘i?é?tVrﬁllFiF&é %FF‘*(?@B a‘b%ﬁ’r’lcc? & *¢e then sends
(904 t hes1@l exberBNBG ipmeigred toy Adhek P%?e“@ﬁpdt%rﬂ?é?ﬁted@ﬁ’t?“fil @%te to Bob. Bob
recei vessthie ceiteeidaenisco ps opetetiyoyarte thetenpower nent certificate and sends
the enpowernent certificate to a CAto obtain 905 a custom certificate.

Bob St 0§88, D060 CHSL ALk tkfd calse aSodmess bd biahen of ownership of the

el SOt T Ol Endli ORG LA IPeelgéng;nqmﬁ%JxltL' CalLndcibd Udes, rdetatly of Alice's
publlc \é I C ena%b 1 confirmthat it was in fact Alice that
si gned i VB AT Erolceer V. hI'he cust om cert | fldcat e__alsp includes

det ai | SREEEERS o) FRUEIP cAC 6k 3ReA FPOM°t BB TFb AR c&F t1'fi cate which
bi nds tHakelseetarefiie He GPEFEIIC PLPRE LY FAI e F@ﬂsfc,easﬁtdom“eéﬁﬂf f*¥at e
conf i r nbengenehated tithsreférancecte et reopver b rertificaie chidngs BB  transferred.
WO 03/ 041 B3 G- BTACRO2 /cR4hpDE) Tl Sirkiwagt cordiadd menitl ofumzernett hisd of transfer
is suf fénﬁsioﬁépm'erttorzertypi%aie. At the next step 902, Alice signs the electromic

property using her private key. At step 903, Alice generates an

empowerment certificate naming Bob as the relying entity and including the

one f{_)a

link. The empowerment certificate also includes attribute identifiers,
the attribute values of which Bob is authorized to obtain. The attribute
values include Alice’s public key. Alice then sends 904 the electronic

property and the empowerment certificate to Bob.

Bob receives the electronic property and the empowerment cexrtificate and
sends the empowerment certificate to a CA to obtain 905 a custom
certificate. Bob stores 906 the custom certificate as a certificate of
ownership of the electronic property. The custom cextificate includes
details of Alice’s public key which enables Bob to confirm that it was in
fact Alice that signed the electronic property. The custom certificate
also includes details of the link which is taken from the empowerment
certificate which binds the electronic property to the qualified custom

_ certificate confirming that it is that electronic property which has been

transferxed.



el ectronic property, This technique could be used, for instance, to
automate totally the paperwork (the back office function) associgfgg mgh
the transfer of financial instruments, land titles, etc. Also, a device
could be programed to refuse to run software (or to display a picture or
to play nusic) that has not been correctly assigned to the current user of
the devi CBOWMNEB i rst enbodi nent of the nmethod for t PEAEBRYHY not entirely
sufficient for Type ii electroni c“property because it would be possible to
programa device (if that device were entirely under the user's control)
to ignored ownership and play back the material. A second enbodi ment of a
net hod @& shfansfmenieht ek ec hetdng of propeiet yis| wEfigéetr fFet®Por the Type ||

el ect r Q.G BE QPBEIYrdy) WhIiL Bedbilgteedtnid besisehderr imtttver it2ati on fromthe
rightful owner can pliavhagkohhgug) S&kr Riée pkoRAr tisociateathiishenbodi ment
Bob serdS"ATT ce a Feqliest, for an enpouer pRAL, G&I ! iAL&ak Gevibhe request

i tsel f En-BREEEA %n%%%crlﬁeﬁ Sgertiticate to Boh's) uplLig key.or can sinply
assert ®ubd e puByiapmedele FEERP &0 HENTIEFYAE® dSBsonGE r?ged to be verified by
Alice. ddf pBybmussels that basprrkeberentorredty iefFigateto AT CB ERh “B¥e t he request
to est afilel &hiBab's public key from a CA in the enpowernent infrastructure.
Al'ice then uses Bob's public key to encrypt the el ectronic property using
an effi ieeﬂtrsgg S oF e RXABPE8r A€ HRYOL hnaSeLAsimndiem symetric
sessi on. Key and LS. 8,8 QUELLLE »ElOPLe LOuRNG! Yilasbifie: £baGEAORI € Pr Operty.
Bob' s p{ﬁfl_ K y IS Used to e rypt lust the Session ke ;shodeink is

provi dedpviee e ETteéfvﬁSﬁinrepF‘btéérltYy aSTin  the ?i rst enbodiment and the

el ect r oninergpipFed tapay $agh g B¥GAEd-by Alice using her private key. Alice
may -al ternatively sign the electronic property before it is encrypted with
Bob' s palkkidak&podikhtc 6f genthat Esr amnBCrantl ehereniBoloresty Ak rel ying party
as in the fidkstror HROGLIBAte1eNrohif: pitpbitges inich helEendetas tuglenf the |ink
and theautggxcir tij:[ogdfr ﬁ%ﬁé Qi ceys o%@ecagoﬁab@a%k rgs ebyadodibe EC, he obtains a
customcertificate froma as in the first enbodinment. The link and the
encr ypt BfPEE¢si on key can be PCT/ GB02/ 04759 WD 03/041338 52 copied from

the EC to the customcertificate such that the custom
In this embodiment, Bob sends Alice a request for an empowerment

certificate. The request itself can be an empowerment certificate to

Bob's public key or can simply assert Bob's public key if his identity
does not need to be verified by Alice. If Bob uses an empowerment
certificate, Alice can use the request to establish Bob’s public key from

a CA in the empowerment infrastructure.

Alice then uses Bob’s public key to encrypt the electronic property using

an efficient mechanism. For example, Alice may choose a‘random symmetric

session key and use a symmetric cipher to encrypt the electronic property. ;
Bob’s public key is used to encrypt juﬁt the session key.

A link is provided in the electronic property as in the first embodiment

and the electronic property is also signed by Alice using her private key.

Alice may alternatively sign the electronic property before it is

encrypted with Bob’s public key.

Alice generates an EC and names Bob as the relying party as in the first
embodiment. Alice includes in the EC details of the link and the

encrypted session key.

Once Bob has received the EC, he obtains a custom certificate from a CA as

in the first embodiment. The link and the encrypted segsion key can be



ceftificate becones a certificate of ownership and contains all the
‘required informati on. Bob can obtain the session key by decrypti n_g,' M,Y 2008
using his private key and Bob can pl ayback the el ectronic property
de-ciphering it using the session key. Playback by anyone other than Bob is
rendered conputationally infeasible because the electronic property is
encrypt edVO B34, t he presence of _Bob's signing devFPEECBIHESkey can be
taken fromthe certificate of owTrshi p and decrypted and used to decrypt
the el ectronic property for playback. Figure 10 shows a formof electronic
property and a corresponding enpowernent certificate as used in the second
enbodi epiedOfroh ltaBSHceto tfe cedtettroniirapr epdy thet A BIETY roni ¢ property 1001
i ncl udeg,.a ek idik phOQRs idNcaneriRhcd be ofnitialip Mesentdied aabowke in relation to

Fi gures 54 QQQnﬁoB:hIat-Eg?. €l L 08 1P LD BEdeYon 1303y uscopemypired using a

syrrme*tlxlf?alr cipher wth sg$sl.on key. e1ENCLVRL &leG,r oni ¢ property
1003, AEIUBFHETRE F?Ynf}"aalo T spla%ic}f;;]a]gy lgé;ti gne Wt ﬁ?a ’si gnat ure bl ock

1005 garerigbedngytAEisetifsPeffiteFYori vate key. As described above, in
practice Alice may digest the encrypted electronic property 1001,
i ncl udipAgyabe bl i dikork08Ber aheh Boichy pendehed dinguesationglish ipfERSBLP vat e key. An
associ g.ed,sEGnl 00@cirSniGl §abetyby Alcrged orsuBoin thherds€nk006 enabl es Bob to
obt iai S_B%EIS:[AF.{&;&&} tag‘iigtly,_t ‘éhe\éﬁw%& spagkdnl a%mhmefdeag&iéﬁetc!fe EC 1008
includin | ce ubl i Y, : [ S e&Qr f@spondi ng
porti orf ?rsf‘h%aﬁfr?gcrﬁtﬁ% aé’ﬁduste%ggedn%%ﬁﬁea eggn'#et ri %:a? J'Ls\tgssi on key 1004
whi ch iB2¥#c¢Fypt ed using Bob's public key 1008. Bob knows his private key
and therefore he can decrypt the symetrical session key 1004 and
'det ci phaputeheo ehect 2 Gmincop ebprerintc FEOErtRate A rIOREEPTEPGure 11, a flow
di agr ammpswesh@itncatifibaesecond enbiodserent empfiinehe ofetdaeefesfott r ansf er of
el ect r QL& BhAPEFI¥xtyBOb sends 1101 a request to Alice which includes
Bob's public key. Alice establishes 1102 Bob's public key. Alice then
generates 1103 a |ink and, st €11 dkMook Nn dnlELLRCESQBI C property.
Alice epf’i‘c?l;lfﬁf rs°nﬂ(ﬁc_’9teﬁ% gT%cﬁcg‘?\%e%ED%jg%e LY ncluding:t g%;leirggk using a
syrmmet r4°€sTPeT GRS Ht 725 TSSO Key. E'B:iqi_cé encrypts 1%98 t he session key
Wi th BoWos igusickpteaysing 3 SEmefyiral f{%r tHE* 2efE&tFoni'c property with her
pri vat eenkeypte§\BLOSAOUE IZBPPET /1G04 TATHY thy link 1002, is digitally ~..

signed with a signature block 1005 generated by Alice using her private

key. As described above, in practice Alice may digest the encrypted

electronic property 1001, including the link 1002, and encrypt the digest

with her private key.

An associated EC 1006 is created by Alice for Bob. The EC 1006 enables
Bob to obtain certain attribute values specified by Alice in the EC 1006

(' ; including Alice’s public key 1009. The EC includes the corresponding
portion of the link 1007 and the encrypted symmetrical session key 1004
which is encrypted using Bob’s public key 1008. Bob knows his private key
and therefore he can decrypt the symmetrical session key 1004 and
de-cipher the electronic property 1001.

Referring to Figure 11, a flow diagram is shown of the second embodiment
of the method of transfer of electronic property. Bob sends 1101 a
request to Alice which includes Bob's public key. Alice establishes 1102
Bob’s public key. Alice then generates 1103 a link and stores the link in
the electronic property. Alice encrypts 1104 the electronic property
including the link using a symmetrical cipher with a session key. Alice
encrypts 1105 the session key with Bob's public key. Alice signs 1106 the

electronic property with her private key.



Al'ice generates 1107 an EC and includes in the EC the link and the
encrypted session key. The EC enpowers Bob to obtain Alice's p.ubl-i/pMmeyﬂUB
Al'ice sends 1108 the signed and encrypted el ectronic property together

with the EC to Bob. Bob obtains 1109 a customcertificate and stores it as
a certificate of ownership of the electronic property. Bob can decrypt 1110
t he el ectW@oi/0313p8 operty as he knows his private key PENEBRAMTSBecrypt the
symmet ri cal session key and then d®rypt the electronic property. TRANSFER
OF OANERSHI P OF ELECTRONI C PROPERTY I n an environment that uses the above
descri bed nethods to assign ownership of electronic property such that
owner shi el gensafcegasdes manfha toamebeinprevRedeisy 1ot oiatied neans, a net hod

i SI {_eq:g;mr ed, {0 etsE%S);e?E " qﬂ&%réﬂbfleré 6p SB! BeafOR1icBSd %Etﬂea ké:}giat prevents

mul tiplle transfers o e .sape e : idobl emis

descr i BetFendyds &P F f’r%f‘fadé‘ﬁggeélg?%%{)g §gr°§%98§‘gplteg%:}{dr§£i . ;property X . yz
(whi chvwéBultee B8 ta HoPt nPeRt cBEPhAnRE] alch?P&?elﬁﬁ’énéﬁfaeﬁei '€ 3%bond - anyt hi ng

whi ch ias expréssete as oandyishirs pf ithe))eledtreC IPXSPSSEEN properly assigned to
himby Alice. Bob has a certificate of ownership as described above, i.e.
a qual ighi e, Cast-am cabt ifd cadceratist Norapdrknlkast B2 thewsehic riomke kepr operty
XYZ~and_nani pgd%sgpp@stﬁehesytnﬁé&%al BQR:RQWkBAS ahdhetiRangct@tprrove  his
owner shLp .of XYZ, vaere the proof could be carried out by wholly automated
means. SHOWEVET, P'SBippbse Bob wishes to transfer his property Xyt. Wat is
to prevent himdoing so to Carol, Caudine and Chloe? Selling it nultiple
ti NS SRAMSFER (OF | YNFRGELF BF ELEATRANFCBROBFREE t o clone el ectronic property and
its certificate of ownership. This nethod describes a.technique for

transf @p ahapvipensewtnthatt ties YoEenePoyt defiRed P28 fion all ows the

t racki Rgnefshinne readitponiharrepdrie wompbitepimer P HAr 1AFPEE et 0 do so for

Cri mM N&an iveveshédqay iagttmateneeaex] st eno@ of reaviesrponvrarsher i nfrastructure is
assuNed,,GonLal MhygaieW doli fhstdnckh@nimprdebmdsmatiaetensitess Reghst rati on

Aut hor i tv. (RA WLGRpecoY! d be referred to as a trusted information.
provider and a Certificate Authority (CA) which could be referred to as a
trusted informatjon certifier. Anpther_actor._i.s,ne d ich.is referred
to as &PTrRISPER *fr ‘é"r‘i’?éft?ﬁg FR*e RRREY *TAg.lpp X gé’boflgsa%?%af}@géfﬁ?s t he

r eSpoNFTBPYTEY YYE JVRICB FoRRER of 1M PaAsEE oS " HOACEr hi Ny, 'a'zlhl ngs' carried
out by -aaBcbimnwhich ireporesseh a8 e PAOSBRFDALESE BETEEBRFITRTE 759

assigned to him by Alice. Bob has a certificate of ownersh;p as described .
above, i.e. a qualified custom certificate with a link to the elect;onic
property XYZ and naming Bob as the target. Bob now has the means to prove .
his ownership of XYZ, where the proof could be carried out by wholly
automated means. However, suppose Bob wishes tg tr;nsfer hig property

XYZ. -What is to prevent him doing so to Cérol, Claudine and Chloe? -
Selling it multiple times since it is possible at no expense to clone

electronic property and its certificate of ownership.

This method describes a technique for transfer that prevents this kind of
fraud and in addition allows the tracking of ownership where the competent

authorities need to do so for criminal investigations.

The existence of an empowerment infrastructure is assumed containing
within it the two kinds of actors: a Registration Authority (RA) which
could be referred to as a trusted information provider and a Certificate
Authority (Ca) ﬁhich could be referred to as a trusted information

certifier.

Another actor is needed which is referred to as a Trusted Transaction
Agent (TTA). This organisation has the responsibility to keep track of
transactions concerning ‘things' carried out by a Bob and to report on the



54-bal ance of the "things' - in other words, keep account. These 'things'
could be 'pounds', “euros' or 'dollars' or other things' as |ong triﬂﬁﬁy
“have an unique identifier. The TTA would preserve all the transact
instructions it receives, report on the balance at any point in time and

be able to print a report on the transacti ons when rg&ired to do so (i.e
create aw@0#3BNt of account). This extra actor is any case when
the enpowernent infrastructure is$%used with any formof funds transfer
function. The TTAs could be banks or simlar organisations that hold funds
for the Bobs (and Alices) and transfer these funds when instructed to do
so by abrlphdecef ghe Bolngt'o- tineothar wordst kefP acHBYRt -or THEFF CENIZES ‘anot her, or the
sane, TdoAld Ae' topade’ acegunt or ‘dollaby or RiAegr'thix@A’' iss bmgesaipt e of a TTA,
though RRENAPSiYd Radnkiiieed ridifel idila pléRrfd QUeste @tasetdibng up and

runni ng, g%t%g GaLduiNg, %kortf&p% thansf & Jhetuegnid be dng vel |
under st 00 B, 2. 49, $9- soS&cgndI y, It nust

te
be expl ﬁlé]tf Ho \‘/’\fintﬁﬁe%“g%ﬁetehﬁ 'ér(‘-:“(l:soaﬁ 8 %‘(’ﬁe SeTHEH & “pridperty i.e. the
XYZs. THEteemirEaTe™ ST 136°®3kk t he hash of the el ectronl c property, #XYZ,

and to use this as the identifier of the “thin tg whi ch the account
HélWﬁ

i's kept ™A H&Eh *FGRCE BIPPS 8 B Ry =" Hitc T8 DS AN arbitrarily

| ong pi Ecesssf vishaiv foantoti fipds granebtrpliratiopel FeemErq could oo Banics

fixed- | engthiliyd brenidangonshibeh Hosd tfipmls' i fdrst Bobs Tlhaed Bdsdesf @kt i on has t he

pr oper t yrahbiml thksd lrendpl efd ihetductied whangedyian Akiry axasop, an tatirel y

di ffer efdeotit! € aOfob H:0fBke I8 foklicad diy dahe, hash afungkitountt shoul d al so
not be :RQ;S Qlﬁ. Sa.oagﬁ\n@J %%marﬁﬁﬁ@ offog % Oéhou&l %H{(a Tw:utm@-;mit@ve the sane

\di geSt € Ven X¥hz Wzss oli sthJ]ng%%g ;]9 J.n g érﬁﬂﬁ% f the

tio; .
pl ai nt eXF G v ectrv to find Xyz
(the orf‘tj‘fiﬁa’fFa’ﬁlf%l‘i REEREY th‘?{‘ ayeBr “’I‘%ﬁﬂfl"?ldg a%ﬁ %?revxi‘)r% Hhe ? 68y that this
is an agXeseNt tkEpt°in a unique currency, whose name is #XYZ. This
identifier is for all practical purposes a unique identifier for XYZ - the
chancesse@bnaycQklnust @8 @pEaitB® how B TRAMAntKek) ldcodunt rdfl éleotroniso when Bob
t akes rﬁ:gbazftyll QWRBE Kk Ofnet RNABLESHE @BI akPrapaaby oX¥he his TTA opens an
account . f.or, i pJpez%Zs#Ml tagd <'-e§ dsdecmg fi Qhe #AXLsidd & A credits Bob

with 1 lthl?&bat \?tcolylc%x the acc?r t 1s k e S gsl-ﬁtsg H%tJ.L{ ?g] ngpe’ w € WI Il receive

an EITDOWEI’ certiticate %_ | an I nStI’UCtIOI’l from
Bob 't o function which maps an arb1trar11y ong plece of plain text 1nto a

comparatively small fixed-length bit-string which is the ‘digest’.

. The hash function has the property that if the plain text is changed in
any way; an entirely different value of digest is produced by the hash
function. It should also not be possible to generate two forms of .
plaintext that have the same digest. Given XYZ it should be easy to

(’ i compute #XYZ (hash of the plaintext). Given #XYZ it should be effectively
. impossible to find XYZ (the original plaintext).

A way of looking at it would be to say that this is an account kept in a
unique currency, whose name is #XYZ. This identifier is for all practical
purposes a unique identifier for XYZ - the chances of a collision are one

in many trillion trillien.

So when Bob takes rightful ownership of the electronic property XYZ, his
TTA opens an account for him of XYZs using as identifier, #XYZ. His TTA
credits Bob with 1 in that account.

When Chloe wishes to buy from Bob, she will receive an empowerment
certificate from Bob which is in effect an instruction from Bob to




WO 03/041338 PCT/ GB02/ 04759 55 transfer ownership fromhimto Chloe. Chloe
passes the ECinto the enpowernent infrastructure to be resol ved,ﬂq'\a @ﬁr
CAin the normal way. This will drive a transfer from Bob's accoun 12 is
TTA under the identifier #XYZ, to Chloe's account with identifier #XYZ
which will be set up for her at her TTA, decrenmenting his bal ance by 1 and
i ncrementY#0488 oe' s bal ance by 1. Bob's ori ginal ET/FP?%F% of ownership

in the formof the qualified custBm certificate WI|| be revoked. |f Bob
has already sold the electronic property XYZ then this transfer
instruction will fail - Bob's TTA will reject the transfer instruction

becausg i &, AGA0HRlp BadARGE téiEEde. icHBRE palsper LHXWT istafls at zero. Because
Bob's certificate of ownelsBiR rdsvleeia hey ke, thd novayl fai.l earlier
becaus%mpt"Heemﬁrr&o%%sfs téﬁec ks a CRL with-Bob's CA (this step is faster but

not so certain because Bob ing.to sell XxZ.geveral times within
t he Iall'lelm‘ylléfdrﬂﬂaa tRposfer IfF°'%/ﬁ8b fr%ng e?a i Hst 'r?{fj\c}tlllz&o ?f:%eed then Chloe's

CA Wi | hdenatfired®est ed Chlogenarestet Fiquidertitdtr 48 8%°cer rcate for Chloe

i .e. the reerek fkQaierraf deawmentshs pis hatan@hPod AeHCTRFYE s account with

her TTA MRdek 106 vy dentifier #XYZ will stand at a balance of 1, with the

transfer instruction saved for audit purposes and for producing a

statenent of . account, when ne oetendOfksisher Alice is

di f f er &’ SpFlEIPEE °§H elf:bcra“(E i Ea a %% ;n;@zgecf\é?gé%g sé%@ggty Her account with

her TTAustemfSFLithHeate feht é’g rﬁ@%“a?us she g s_or fol some other reason has

XYZ tr ahsfteeniedroSaty #5% satr SHe t‘:saéf?r %fx‘ﬁ%ﬁm e a?’h her TTA by

assert irng vhEr r@wnertshicpansTer $ndegudtion P%t‘seeaiﬂ \7‘a‘f°éﬂ’i PR R € ai ni ng

CORYT i GBint@k: ek NArvelseaias Qiti gexpr Opetauys Belid ceasifératieort paertéPway ownership -

works today.s rgvoged Ald 68 2s8eE4:8160pataighthe purdedshatecks ag&éned to hol d

unl ess 581”%0{1 &\n ?@9&? 1 trazed i Cnde SeaGert RO Héda@EER BRI bdvabe She proves it
ou

before USe not.e Re L1RBencC azeeal crif Or exanple, a
fi nanci®aY " ¥n'st F%%BXY? ral i Bob :;wg?nglrlrtaﬁgl n(;cgt ransfer to him he is

expected to exercise caveat enptor: he _can earn f;orgthgthgrrpower ment

i nf r astifUeieurransSeatingy et op fucereds SRR “BRA ST Shi"d ‘3t AeT. thah having i t
transf geredet @ quetifiednsoneeneiférase; fog il ehite- El}?oﬁ?ra B&*Cotisi stent with
the conRstshgf chdtecibeangisal chlos Brasreut vitiabee TTA eV ¥hows t he bal ance of
accountygeddlsidieyianBs: QtMd &2 HBaincand 1 Chitdetimsttanefegwner ship of the

el ect roirrlxlst(::rugg oReJatzyd kS LEARSHEpSRE aQ@tfw@BOduCJ'ng a statement of

account when necessary.

The way it works for Alice is different because she originated the
" electronic property. Her account with her TTA is not incremented because

she buys or for some othex reason has XYZ transferred. So instead she

sets up a balance with her TTA by asserting her ownership. This is in f

fact equivalent to her claiming copyright of the electronic property, and
assertion -is theé way ownership works today - i.e. Alice asserts copyright
and that is deemed to hold unless someone challenges it - there is no

requirement that she proves it before use. It should be noted that in the

case of, for example, a financial instrument, when Bob is arranging
transfer to him, he 1s expected to exercise caveat emptor: he can learn
from the empowerment infrastructure that Alice has asserted ownershlp
rather than having it transferred to her from someone else; and that
should be consistent with the content of the financial ;nstrument.

Table 1 below shows the balance of accounts in the names of Alice, Bob and
Chloe as the ownership of the electronic property is transferred between

the parties.
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TTA Account Account Account for #XYZfor #XYZfor #XYZ Original asserted 8
“ownershi.p Transfer fromAlice to010 Bob Transfer from Bob to001 Chl oe Tabl e
1 In addition, each TTA has kept on file the transacti ons (the enpower nent
certificates) that instructed each transfer so that'it is-technically

possi bl e WQW¥MIBSHw the trail from gvery point backvvaFHE’GPWOt‘ﬁ% ori gi nat or
.and forward to the current owner.*This trail will be of great irtportance
to the' conpetent’' authorities for forensics. ELECTRONIC VOTI NG There are
three aspects to electronic voting: 1. ' The reliability of the count. This
is the . g5&a, where nost of.-the crypt ographi c research has focused. There
are nqu_avakable—seluttepgmohirel aCcEEvVE ™ET Y N| CRlok@VElrs of
cryptaqgraphic strength at|the cost of Aéé?\!;.!yt hi gh agnudss of coprput er power.

2. Thd possibility of errpf“at"the in er 49 the.
a |l ot of
Bn' of the voters.

s. "FolLlo
diffiqulties in the US pre%‘ird@ﬁ‘tzi al e ?’%% of '!Er
| dent i f&,h&gh@dwd aut hentl cating the voters is recopgnized as inportant, but

t houghtorb@imaDaseertedf 0 thi 1 3. Renote &ut henti cat

i tt] ezea—progresSARsSpeen made TIIIT IS area. | dhe enpower nent
infrasftructure described' |previously |can help hefe, though thg probl ens
remai | ¥Pfficult ones, The descrihed et hod—and-system+etate inly to the

i nt er f[FEenaFET iEFhB™ Gt hent Pcati on and|Confidentiality, and the|handiing- by
an enpowéestent infrastrugture of issuwes of identity and authentication.
THE LS OF AN ELECTRONI C VOTI NG SYSTEM Goal s relating to the Reliability
‘Of t he {Z0sd¥lition, each TTA has kept on file the transactions {the empowerment

certificates) that instructed each transfer so that’ it is- technically

* possible.-to follow the trail from every point backwards to -the originatox
.and forward to the curfent owner. This txail will be of great importance

"to the competent authorities for forensics.

ELECTRONIC VOTING
There are three aspects to electronic voting:

-3, ' The reliability of the count. This is thé area where most of-the
cryptographic research has focused. There are now avallable solutions
which achieve very high levels of cryptographic strength at the cost of

very high amounts of computer power.

2. The possibility of error at the interfaces. ' Following the-
difficulties in the US presidential election of November 2000,.a lot of
thought has gone into this. : :

3. Remote authentication of the voters. Identifying and authenticating
the voters is recognized as important, but little real progress has been
made in this area. The empowerment infrastructure described previously

can help here, though the problems remain difficult ones.
The described method and system relate mainly to the interface between
authentication and confidentiality, and the handling .by an empowerment
infrastructure of issues of identity and authentication.

THE GOALS OF AN ELECTRONIC VOTING SYSTEM

Goals relating to the Reliability of the Count



WO 03/041338 PCT/ GB02/ 04759 57 1. Nobody can vote nore than once. This can
be achi eved by each voter having a unique serial nunber, which m4sMAY 2006
acconpany the vote. To prevent a Counting Organisation (CO fromcreating
extra votes, the serial nunbers are issued by a separate Authentication
Agency (AA) . To prevent the Authentication Agency fromgiving a

non- exi sW&MO4E8er a serial number, the names (but HHCERP47E nunbers) of
voters can be published. 2. Nobod)57 can know for whoma particul ar person
has voted. This can be achieved as follows: a). By encrypting the vote
with the public key of the Counting Organisation-to protect the vote in
transi{. blopdy SBPaEabAY thdieoddeLntiingeddr Grantisatddony Pranyahe

Aut hen£| cg% gq? qtég J}qyr LAt EVRith wRBY @BEmBAnyt e Gadent itapr&regani sati on

findi n {na L9 ¢ JoReDOS BbRabYumdRONY NMDUS
di st r| FeEEARE 8’fgamsa%mnl t(éo\{n%}ﬁ? §QEQ§>{96LJ¢&Q °§ elgryreg%g_geg@ ve in conputing

power , 2EentPenetk BY aasePFF%fﬁs’?‘ttP‘iﬂrr“ragf% £“z’efllc‘P’an ‘change-fromthe current system
very diftherga¢dtiyn Bgensp faery gé‘é?ﬁg(f“h%\‘?ﬁ‘g@“ét%t‘@tﬁﬁ@e efé?t T s can be

achi evesk Ranes i (Bed wdk Beyialimuberble of ypeers seagr Y PER}A#SH: ¢ d| gest signed by the
voter. 4. The public has confidence that voting data is not used for any

pur posg ot Rl oal "l—.‘%ﬂ 116 Bl &mbh Qrbart Rubi? $:061 hefiveresot itnly scheere, there
woul d be %J%Stl asked about the danger of collusion between the

Countlﬁ i SarT0n and. t he Au tic n_Agen Rt vot er can check
that hi s ort hé SPSFEEiRg “RoUnite Y'('JI“ttQIetg 5\’@{ I}%egt?%ﬁ?%cgyst@m if the voter

i ncl udexgapismbiteetVPrafpes Hhe Here W”Eﬁoom ng with the vote, a table of

NONCEes Cor rasEgneipATptizg vt €eunting Qroamigntionairan Chn HERBEPF SRed, which will
be neanjdngi-ib peavepttaytdecat ithe Cwintingl oOrgatigption Findgects ‘a r andom nunber or
other information provided by a party, in this case the voter. A nonce is

typi cal Maﬂekx@aﬁ;% tgq@pﬁ.&tmofsep&aiuie pNtdnbnyrioud 9iQLMAEAIE S S

”“pred' chiabl Cinels, E‘O Qﬁ'ﬁ} €2y HPB&E:&%@ n’:lfl;%tn}!;lf»‘c&ngl%eerr,sanmraﬁes The nonce
system prevent st

an sell B8 aMQt&ac lyn an el ectronic
syst em rat“ﬁf*s‘“‘ thea ﬁhéﬁlﬂ Fléan%e"r ’\'a/fr'\“dom Spor te?;sﬁgrﬁ ng‘e’{ ncluded in the voti ng

sof tware. WO 03/041338 58 PCT/ GB02/ 04759

3. Nobody can change a vote once cast. This can be achieved by
including, with the vote, a cryptographic digest signed by the voter.

4. The public has confidence that voting data is not used for any
purpose other than the election. In an electronic voting scheme, there
would be questions asked about the danger of collusion between the

Counting Organisation and the Authentication Agency.

5. A voter can check that his or her vote was counted, In an .
electronic system, if the votexr includes a nonce of his or her own
choosing with the vote, a table of nonces corresponding to votes for a
candidate can be published, which will be meaningful only to the
individual voters. A nonce is a random number or other information
"provided by a party, in this case the voter. A nonce is typically a large

number whose value until it is generated is unpredictable.

6. " Nobody can duplicate another voter’'s vote. The nonce system

prevents this.

7. Nobody can sell his or her vote. In an electronic system, this

would require a random spoiler being included in the voting software.



Gal's relating to the Possibility of Error at the Interface 8. Everybody's
vote gets through. Not everybody who asks the AA for a serial nun%MAY 2006 |
get around to voting. How does the COtell the difference between these
pteopl et ﬁnd casez \é\hle_re a vote has got lost in the post? Industrial

streng assured-delivery mddl eware, such as eries Regi

Mar k of |1WO&8¥#Ha¥Bonal Busi ness Machi nes Corporg'?ison) ,PCTW((Bm/‘tgf'ﬂsﬁfae;ﬁdog{ iagﬁ.
9. No vote falls through, still |1e¥ emerges from the cracks. The route
fromvoter to COis likely to have places where the nessage is changed in
form This must not be allowed to affect the voting messages.

Assur edz dgl L ¥eE YadtSdLeWBESr AGR) Bt a8E5:e86 &Be tihterspteobl em  10. A recount is
possi bl'e 1n e event of a systemcrash. This neans that votingmessages,
and enoggh anelbda@ry vbdf gédibti-0Rynt O neBkeeryangyewnf asks rbmArniesta be t aken of f
i ne.’ bib\sner a%vl?‘urﬂ\gr%g%iilsgéthg‘;ouﬁ@ t@%‘:ing a%om_uas: ake Qo teCIOUKd , becones

pOStSI cieiéfer%ﬁcg %&retrélg?nmé}%[sebp%ogltessmao%lgrg Iy e BgQ'ﬂgQ)é hsstexd shd Ng paper
system 2CTr oni C SyStem Oi|l{l stations Y. flgve to have a
t er mi nakost¥ ofndpprigY PEETREFY 28w Al Vel rdde%glé?’o?lé arsoﬁqq% Tncl udes only
peopl e Healistéwedermoe Mark efl InpRINEACTdr Buplesspi Mach P MSEFPoF A i deal |y,

excl udesuad pbadyoptidrose deat h has been registered). Goals relating to
Renot e Authentication of the Voters 12. Only authorised voters may vot e.
Using the e QYES BN tﬂrgg‘,ghasstt&ucugseemeegh@ £h, aut hesdkse swareone to vote,
not on Lhe 9asi$.Ql & o :iéelqkeelbet t LAl p1h0ld Rt @B debagbasis of identity,

age, residence,  nationality, ot i Ng.exc . in

| dent i t PRI 1HE°Est BT ?ﬁae%n%{:t_ )| éi;léaf'eggov?gﬁ& ihggﬁo é%grlt? gy%trsésg'nt 13éyst em
\Thie bashasuesd-dedayary Y f AR P9 FEHTSEYY Fkélsapﬁ?gfef“er of policy. It nust be
deci ded whether nanme, address and date of birth are enough. Nationality
and. not 1hei agreeBntofs bhsibreobi bie event| fsseystruettaply Bus wapowered as wel | .
14. Thegkk 6t GigthesBadds, S0 WnbudheandeTIRE © ih Girnadn tWfehe @vmreygfe can

est abl i gl NingatObe NGked G81ALAL.Y A dBOAgd tis thbe sdomupENis Wdigedd ai s no | onger

!

needed. WO QC‘%/ 041338 PCI/,GB02/ 04759 59 Referring to Figures 12 to 15, a

. i frecaun becomes . :
sinplified exanple of a nethod and system for electronic voting is now

descri bed whi ch addresses the above goal s.
11. Thére must be a smooth transition” from the existing paper system to

the electronic system. All polling stétions may have to have a terminal
for the officials, so that their electoral roll includes only beqple_who
have not asked the AA for a serial number (and, ideally, excludes anybody |

whose death has been registered).

Goals relating to Remote Authentication of the Voters

12. only authorised voters may vote. Using the empowerment
( i infrastructure, one can authorise someone to vote, not on the basis of a
fixed electoral roll but on the basis of identity, age, residence,

nationality, and not being excluded from voting.

13, Identity will be established at least as well as under the present
system. The basis of identity that will be used is a matter of policy.
It must be decided whether name, address and date of birth are enough,
Nationality and not being one of the prohibited classes need to be

empowered as well.

14. The Electoral Roll should be dematerialised.  When everyone can
establish his or her identity without it, the document itself is no longer

needed.



Figures 12A and 12B show an el ectronic voting system 1200 in which there
is provided an Authentication Agency (AA) 1201 and a separate CourdtMAYQ2006
Organi sation (CO 1202. A plurality of voters 1203, 1204, 1205, 1206 are
shown. In Figure 12A, the voters 1203, 1204, 1205, 1206 conmunicate with
both the AA 1201 and the CO 1202. In Figure 12B, the voters 1203, 1204,
1205, 120W &¥éMtdddressages only to the AA 1201 and mes $EHEBVHMEP| ned for the
CO 1202 are forwarded by the AA 1281 on behal f of the voters 1203, 1204,
12Q®, 1206. The flow shown in Figure 12A is that voter Alice 1203 first
requests a serial nunber fromthe AA 1201 enpowering it to her nane,

addr esg g n% of Fi%_qrg; Rg daatsi, analviph ¥£ied reanp2e @it ds mefhod rad FYB™DI t ed

c| assesf ectro tP; %&P%e&Q{]Jehrm&H QiarQbses N@searatgl gsards Al i ce her
seri al ?ﬁJ Ren constructs the voting message with serial nunber,

nonce, sp0|ler and vote, which she then send o.th 2. However,
this hassurhe 18p SadiaRtREe P FAECAPTE HRS: ° % iféo 1 he Al gzthjleggl to confirm
her i desthrbyideefaor mitAdritdeatiaciepes (h@rl"s"ér?”éla ﬁﬁ?ﬁfé"re ?‘\’&“rr? able to vote.'
Anot hebrgynsmqa,mt(a@eu@ t hagluAdlice ofireterself®3 nB3%agedsSt ¢2HoPHF the AA 1201
and the 1?1(;121,,1‘9,[&15 the easerefs Hogureod 2BosAli2ce cdddBiendstiher nessage to
the CO R%PZ mBl‘%th%%QJth'ﬁ. basrd hes Aduantagesaihatzodl i ce 1203 takes

I t 2 f
Cracki Ao AH"Iéngfég‘?B Rt ﬂ%‘gﬁ%ﬁ;‘f?géf? ver. Lho AA

1201 m¢8t12Aptarpefoayrded BYrtQE&Atqﬁ%l \7’8t§ *So°t fie’ vote nust’ ~be'encrypted so
that thetCO10B02 but not the AA 1201 can read it. This is the nethod and
system proposed here. Referring to Figure 13, a diagramis provided

i |1 ustratisge answt DOGiffre 10ASEI thgt aovet Blice n2phdiditatpaeantact i ons are shown
in das Qggialgl QGks: %;“hther NEAdepondiend it @) 1eet mmar edddleowwndite sl id |ine

bl ocks. Alice gas a}] npgcgrdgfofatﬁéoﬁgmblgg@%g@tse,s afhe AP DI MENE

certifi"Gare si gnat es Qe ng edtehiy and Alice
empover§t *(%ﬁo“ﬁﬁ a%i’1°§o a?’seeqt?} 166 18> sur}g%ltn% gr ;h ate 1301 her
rds of t

name, adertayets El%t gotipgy mpERAgH v tﬁ‘a’f‘?”dﬁ’a ;‘?r’ar’\’ Fec he prohi bited

cl assesrotél'hrﬂl@.lqhsslwstlﬂf‘?fl|ﬁt',érlii,ﬁhtCo Gh’i 8°t18%°%dentify Alice uniquely. Alice also
asserts in the WO 03/041338 PCT/ GB02/ 04759 60 enpowernent certificate 1301
the publloivsrele)nl3@2s ahe aiipiavarkba/ passl Mgckeyst paiitr faxhfrePMR28et? s going to
use forco§hﬁ-ﬂiﬂé§} hﬁﬁtﬂzgtﬂe@gref QB3 receives her serial number and is able :

to vote. ' Another disadvantage is that Alice must send messages to both

the AA 1201 and the CO 1202.

In the case of Figure 12B, Alice 1203 sends her message to the CO 1202 via
the AA 1201. This has the advantages that Alice 1203 takes only one
action to complete her vote ad that the CO 1202 has no way of tracking

Alice 1203 down using her electronic address. ;

However, the AA 1201 must not be able to read the vote. 8o the vote must
be encrypted so that the €O 1202 but not the AA 1201 can read it. This is

the method and system proposed here.

Referring to Figure 13, a diagram is provided illustrating a method of
casting a vote. In the diagram actiong are shown in dashed blocks with

rounded corners. Objects are shown in solid line blocks.

Alice (as an example of a voter) generates an empowerment certificate 1301
which deéignates the AA ag the relying entity and Alice empowers (and may
also asaerxt) in the empowerment certificate 1301 her name, address, date
of birth, nationality and records of the prohibited classes. This is
sufficient data to identify Alice uniquely. Alice also asserts in the



Enpower nent certificates are described in detail in the section "The
_Enpowerment Certificate". This section explains how data may be -aé#4Yf (808
by the certificate generator in which case the data appears in the
certificate and how data nay be enpowered by the certificate generator in
whi ch case an indication of the data is given in the certificate and the

certificdfQutdrers the relying party to obtain t hePEHEE204%6M anot her
source. The enpowernent certifi cat® 1301 may al so contain the technical

data necessary for processing the certificate, for exanple, the
cryptographic functions used. The enpowernent certificate 1301 is signed
by Ali e USinBg B iBidValgkay plid hey psdavet e/grinite (publignsyur e key pair to

confirm.,authenticj.t 1 NG uRMRAVBIHERL nexetdtifd ¢ame 1301. The enpower ment
certi fP%lért"éhlrcr}g&&ﬁéee gsng%n%w V.3 certificate. Alice encrypts 1303 the

enpower ment certificate 1301 using,the puhlic ke of t rivate/ public
conf i dEmroperTeRty cRIyEiFaFee B ?‘Wé‘rﬁ&gc.l lthegaﬁeénultiifes}élecﬁ lonanﬂgentlc:)rdypt ed P
enpoveEmeRéxmeny Coftisiate"t 3Ue opalirh ePIREYS RN 82MT0PH PhERCBHE

privat ey publdesrikeyatpajenerat@r irexbivhl @sa tborfralepreea it yPRey pair and a

Si gnat UL,g ; KeMedahd hoWdh€Lnd) B egcmateasbyatheotémyt ivetsseryerd8053nwhi ch cont ai ns
no serial  numper, . bul;does (fOBLA s 31 RANGE heS Ptk Ma@nehaveiee. A nonce is a

random nuirb OLpeL,d P{Z@QJ&&}B{;&QQ B QL e thDYad 3R tKoted this case

Tber . or
Al i ce. SEEhBIFRES FEPE oI Ea arge nunber whose value until it is

gener aB®d°fFs unpredictable. The described nethod and system do not require
Alice (as an exanple of a voter) to generate a nonce. It will be useful to
‘her i f rehempmsinent certgiibemice t1hel mireplapot@tiigstisekashricebdgttd. 1f she does not
‘Wi'sh t Qedaesk fdr pltREssing ehdasrthtienty, cior eadplet Han imtoatARBE is irrel evant.
Di ffergp.tiddiplfegentations of this nethod are as follows: One

i npl ementation may give Alice the option and choose a random nonce for her

if she w shes and use . (o] ' Q8% R ner tAkvsemas, t he advant age
t hat 2 &% eﬂ%°r'f§‘é'_"§nﬁe_céea‘f%%)(fza%%}&%g %é%{reegsgaiﬁﬁﬂ oryun%;@%é, @@thez’re have their
nonces °f1LFlS‘Fi%‘_h‘éﬁ?/‘(Nﬁ“0’3f’(?ﬂ%’§§ BEFFERO2/GA7EY %hl Anot her i npl enent ati on
may gersepoeereat fereidieatgwalt-and sent it to the A A and the CO and record
it on Alice's conputer - This has the

The empowerment certificate may be an X.503 v.3 cextificate.

Alice encrypts 1303 the empowerment certificate 1301 using the public key
of the private/public confidentiality key pair of the BAA. This results in
an encrypted empowerment certificate 1304. Parties may have more than one
private/public key pair, for example a confidentiality key pair and a
signature key pair.

Alice also creates a voting message 1305 which contains no gserial number,
but does contain a nonce, spoiler and vote. A nonce is a random number or
other information provided by a party, in this case Alice. A nonce is
typically a large number whose value until it is generated is

unpredictable.

The described method and system do not require Alice (as an example of a
voter) to generate a nonce. It will be useful to her if she wants to
check that her vote has been recorded. If she does not wish to check if
her vote has been recorded, then the nonce is irrelevant. pifferent
implementations of this method are as follows:

* One implementation may give Alice the option and chooge a random
nonce for her if she wishes and use a zero nonce if she does not -
this has the advantage that zero nonces need not be published and
only those who care have their nonces published.



advant age of being one | ess question for Alice to answer. Alice encrypts
1306 the voting nessage 1305 using the public key of the private/public
confidentiality key pair of the CO This results in an encrypted Mﬁt%ﬂﬂg
message 1307. Alice then applies a hash function 1308 to the encrypte
enpowerment certificate 1304 resulting in a digest 1309 of the encrypted
enpower me¥R 03/MEBE i fi cate. A hash function is a one- WASTERIEMT8n whi ch maps
an arbitrarily long piece of pl aift text into a conparatively small
fixed-length bit-string which is the "digest'. The hash function has the
property that if the plain text 1is changed in any way, an entirely

di fferent, V&% £ .08 AL RS e 15:5 ) QEleEEE o hyndhenyias hnd waot toe it shoul d al so

not be possible to generate two .f.orns. pf ' t_ thad nhiavee t he same
di gest. G vEr P*iapd gﬁ%ﬁ?’da b Te %Ly ‘Qt%“ Jé%rcrf)mtgé I%@:;hagh of the plaintext).
G ven #P | tadyheidcd Bebaind a8t 162 FesFIBotEi HIE® 3 ¥Thd P (the ori gi nal

pl aintext) . There are several different types of hash function that nmay
be usediid sckagtdsy1308l tine erobigl he@saca 1ra8 nstumehd pP1i316Y 196 ¥Re encrypted
vot i ng ., [BssAAE: k30 hs{R8Uality0kdynpax dirgest cd. 3 Mbiofresties éncrypt ed voting
message, ry'll,jbg %’\Qngin%é%é 13309, 1311 are concatenated 1312 to obtain a
resul tant ~*concat enand 1313 of the two di gests 1309, 1311. A hash function

1314 is applied to the concatenand 1313 of th j s 1309, 1311
resul t iPAtes RengerPl RSt hi%*i%“’i‘ff“i’hgo&l)tr?ca ee?n%ﬁﬁ’%f%\%pwf%ﬁ?r esults in an

i nt egr ickytifbiaseki3oTreseitigsin 237G 1108 Bifc BICETRERY MB8T5 T encrypt ed 1316
usi Nng Aktreigiseepri vate key of the key pair she is using for voting. This is
the sane key pair for which the public key has been asserted in the
eNPOVeLTEN, ¢ G8ELda 18t Re 3 kub& ibNOnAA. mabBenr @8idaraly tdwe mace ypt ed di gest
1315 15 .2, 3 %nag ure bl gk 1310, Al e 2endal3 8 bagnmiypted enpower ment
certificaté 13074, e encrypted, voilng Messags 18Q4e @nsidt ha«eSi gnature

bl ock 337 %¥Fhe AR “A" €6 nay now, 10 OE?. she does, patu.ged to wait for
a seri dis FhIRERSY 1mA30Y JAY HHELT gjty #é%ffn?ovas‘é?na an tgi ng to the CO - 4 MAY
2006 | BACIG3KGH1 BTGB PETAERAS/PA7 Gt be possible to'generate TWO

forms of plaintext that have the same digest. Given P it should be easy
to compute #P (hash of the plaintext). Given #P it should be effectively
impossible to f£ind P (the original plaintext). There are several
different types of hash function that may be used.

Similarly, Alice applies a hash function 1310 to the encrypted voting
message 1307 resulting in a digest 1311 of the encrypted voting message.
The two digests 1309, 1311 are concatenated 1312 to obtain a resultant -
concatenand 1313 of the two digests 1309, 1311. A hash function 1314 is
applied to the concatenand 1313 of the two digests 1309, 1311 resulting in
a digest 1315 of the concatenand 1313. This results in an integrity

block.

The digest 1315 of the concatenand 1313 is encrypted 1316 using Alice's
private key of the key pair she is using for voting. This is the same key
pair for which the public key has been asserted in the empowerment
certificate 1301 to the AA. The result of the encrypted digest 1315 is a

signature block 1317.

Alice sends 1318 the encrypted empowerment certificate 1304, the encrypted
voting message 1307 and the signature block 1317 to the AA. Alice may now
log off. She does not need to wait for a serial number and she does not
need to send anything to the CO.




Referring now to Figure 14, a nethod is described which is carried out by
the AA on receipt of the encrypted enpowernent certificate 1304, t

h
“encrypted voting nmessage 1307 and the signature block 1317 from Allﬁ @@Y 2096 e

AA decrypts 1401 the encrypted enpowernent certificate 1304 using the AA's
private confidentiality key. The AA uses the enpowernent certificate 1301
and the avp@eBent infrastructure to establish Al i cBCEGBR&AHS?ty and her
right to vote 1402. Alice's publi &?key 1302 which she is using for voting
whi ch she asserted in the enpowernent certificate 1301 is also obtained by
the AA. The AA cannot read the encrypted voting nessage 1307.. The AA can,
howeveg, s conki kM tdalgutdas | wondtBss agessatizdagidl Leeasant he and are

| i nked foget her, byt he si galsl.g dibQsekneh8 Lexuiaiclie hase bewn received at the

AA. This ContiTration | s CALT L0@UL R0l EQKI Gy Lhen REORESS carried out
by Al PREYBISaRiSd RGP ALK T uRcti ons “and concat enating the di gests. The AA

applies a hash function 1408 to the encrypted enpowernmen cehrti ficate 1304
resul t ithg Ak nlearybtgadel TP cemRPHS SRR riteh = t8 Fi% i cat e.
Si mi | amhys ptikerAbommpintbd ity Rash Tharfet veen the 1Opewsiaré EREIYRAEd voti ng
NMESSagg:d3Qda khsS Uhidwbahent) iRerdbgeaiurd 4blesoibli steAbinet sy péedipotidg nessage.
The two Qirgé't%t%&%él%gn b411 Akes caicatiepat e wldh Znk oisobdiagreoa resul t ant
3
(o] 8 a

doncat efiand” 14 the tag di 400 oA dibar A hashs buaction 1414 is
appl i ed°to9 e ecat“eeﬁ%er?d”igii%%ggfo%ﬁ"e two di gests 1409, 1411 resulting in

a di gesPtaaeS PR concat enand 1413. The signature bl ock 1317 received by
the AA, is decrypted 1403 using Alice's public key for voting 1302 which
has - beane ot Ginned rdadi0thef engrynthe votiay imgatage ‘dfpovermdnf®certifi cate 1301.
The degkydleed confgpmtetietid oekmésagesheredisgabice gent heergaitc a¥%enand 1404. The

two di gesies. Qlelihae onGcat@Rande biddk, 1314041 ganadeecocrppaied 408 and if  they
are thg\)ﬁgarre this provides confirmation for the AA that the two nessages
are as Alice sent themand are linked by the signature block 1317. The AA
then assigns a serial numher to Ali.ce and _construc e containin
Alice' sThégrcP‘éqir'PﬂfﬁB‘éri? CAFGIER Ut XY JEFTEA ﬁ}fc)el F§ocﬁ¥yg%c§?e§l§‘t§é%g, and t he ?
di gest PaficeAPf @eplkyingh &psppfuationh Ghd CRETREEEE %ec‘gltggéts‘[h_ee signs the
nessageppiiteh 4 hesb\ungkjopates dioghatpeerPked SBHe TSSO RE® M¥'sage WD
03/ 041328uIRGTd CBG2AAF5940963f the encrypted empowerment certificate. i .

Similarly, the AA applies a hash function 1410 to the encrypted voting

measage 1307 resulting in a digest 1411 of the encrypted voting mesesage.

The two digests 1409, 1411 are concatenated 1412 to obtain a resultant

cdoncatenand 1413 of the two digests 1409, 1411. A hash function 1414 is

applied to the concatenand 1413 of the two digests 1409, 141l resulting in

a digest 1415 of the concatenand 1413.

The signature block 1317 received by the AA, is decrypted 1403 using
Alice’s public key for voting 1302 which has been obtained 1402 from the
validated empowerment certificate 1301. The decrypted signature block is

the digest of the concatenand 1404.

The two digests of the concatenand 1415, 1404 can be compared 1405 and if
they are the same this provides confirmation for the AR that the two
messages are as Alice sent them and are linked by the signature block

1317.

The AA then assigns a serial number to Alice and constructs a message
containing Alice’s serial number, Alice's asser;ed public key for voting,
and the digest of Alice’s encrypted empowerment certificate. The AA gigns
the message with the AA’s private signature key and sends to the message




to the COalong with Alice's voting nmessage 1307 and her signature bl ock
1317. Referring now to Figure 15, a method is described which is_gafi

out by the CO on receipt of the encrypted voting nmessage 1307, the nessage
1500 (described in the previous paragraph) signed by the AA and the
signature block 1317 which are all forwarded fromthe AA The voting
nmessage 1WOPB4338ecrypted 1501 using the private corfGTYERNIEM ty key of
the COto obtain 1502 Alice's vote® ogether with her nonce and spoiler.
The nessage 1500 signed by the AA is decrypted 1506 using the AA's public
key resulting in the digest 1509 of the enmpowernent certificate, Alice's
serial puRherolaody ant Alicee sotpubimpesaiey3§lormd /by AFPAEES P CO can
confirmi{hat the voting nessage 1307 is as Alice sent. it and is linked to
t he di gest 1509 of the enpowernent certificate sent by the AA by the
signature bl ock 1317. This_caonfi I | i bed s dkrday ddersyori ng t he

pr ocessrEEFFIEFYUL° Bwr%g?haﬂﬁtég@gﬁgg?drﬁb&éﬂ3 f applyidgehash functions
and conths 6p 0 FR§etasedt HitgBT¥P PR COhaS T he 3i gest,, 1509 aof..t he encrypted
enpower nesseribeerin ¢liecmeei°ﬂlﬁcﬁﬁrf9ﬁép%§j§5©‘bb‘i§5®@%?e %Saf)’p% es a hash
funct i oBickR1( 1t Guhiétherec ALY Yprwathedofrionghaddsage 1307 resulting in a di gest
1511 of the encrypted voting nessage. The two digests 1509, 1511 are
concat e tegtin %%Sggg QY AisNaRrfRedht@antsingneatpenstd 1513 of the two

di gests 150 A LN, 1334 ah SeaPRbiLbodebndrh@itaoncat enand
1513 of PHES*Hih&e s?lga%go(t@c%jgﬁtg&%}r esul ti ng in a digest 1515 of the

concat emenadonss12nd SePREeTsi gnat ure bl ock 1317 received by the CO, is
decrypt'ed 1503 using Alice's public key for voting 1302 Wh\ib‘ih has been _
obt ai nedné meseahasomBEERGSYISBOM o et HBEAASOTHERBEPS PEEdS Ghat ure bl ock |
i s the gigesbul@ing he teorRtaisenmng o504, enPprerrand Grycdtareoitife®concat eri and
1515, 1504 .GaRmb& ¢yTPaaekh 136Q5pdntk kéy tbheyriag ¢3ehe sanme this provides
confirmation for the COthat the voting nmessage 1307 is an unchanged
original, vote and has | 1597 isaks RUHHREFenbyitt i@ HA. VO

03] 041538 BETTEae S‘Zv%%“é‘?is‘?r"@%%?ﬁ%@w%m Ahi 69 tL50 Whi ch i s
obt ai nediFFnta fde AEEER4R%H 8HF  fTom T he AA |

, i's conbined with Alice's vote,
nonce arte sgierdtere P53 BAd- recorded 1508.

This confirmation is carried out by mirroring the process carried out by
both Alice and the AA of applying hash functions and concatenating the
digests. The CO has the digest 1509 of the encrypted empowerment
certificate from the message 1500. The CO applies a hash function 1510 to
the encrypted voting message 1307 resulting in a digest 1511 of the
encrypted voting message. The two digests 1509, 1511 are concatenated
1512 to obtain a resultant concatenand 1513 of the two digests 1509, 1511.
A hash function 1514 is applied to the concatenand 1513 of the two digests
1509, 1511 resulting in a digést 1515 of the concatenand 1513..

The signature block 1317 received by the CO, is decrypted 1503 using
Alice’s public key for voting 1302 which has been obtained from the
message 1500 from the AA. The decrypted signature block is the digegt of

the concatenand 1504.

The two digests of the concatenand 1515, 1504 can be compared 1505 and if
they are the same this provides confirmation for the CO that the voting

mesgage 1307 is an unchanged original vote and has been assigned the

gerial number by the AA.



As before the AA should publish (at least to an audit team) the identities
of the people who voted. There should never be fewer on this |isfMANZ006
"nunber of votes cast. in this way, one nessage can be used for both

aut hentication and counting of a vote. The process carried out by the
voter is straightforward in that only one conmmunicati on needs to be sent
to a sinNO03fp&sI8y, the authentication agency. The aP€WHEBR{0¢74%i on agency
comuni cates with the counting adéncy. This will speed up communication as
a network between the authentication agency and the counting agency can be
faster than the Internet, which a voter will be using. It should be

under 4,00g. bty ST £r 18cd GEM GNER B! bR usedid hesadoese? not
necessari %/}hl IgIPI.X ctOQDal%e%Q& [ gsULls (SeCoRfdedsnt bdliierSigbeeardat a encrypt ed

W th afﬁ?ﬁ ft & key can be d%crypted by anyone hol ding the corresponding
publ i crkeeyded {ifech nmay be widely available. Different hash functions can be
used within the described nethod and systemas |long as the functions used
are agheedsheturem thelpantliies. (aTheassulsl b ept e %E?/ PethHSPogi es used by
the di £ QLEMNeoP@T ftict@tean RRre dhidlerentr bs thomgrashishtisster parties know
whi ch tgﬁgquque;%agging used and can inplenent that technol ogy. The
descri bed ret hod and systemrefer to the parties carrying out actions such
as encryption; however, it wll be_a Cj : pateX er software
i npl en&hithiT 3AY 0P T REFOATR ﬁ?)n\c/i\_%ecé’rs ??eégpgétﬁlt%%gggééiﬁﬁciﬁ% iglg;]ir?&bt behal f of
each paf tay votienprisy PreateS cARdeASYF ¥ CAFi Ohe” &3R8 be nade to the foregoing

Wi t houthatd emar ¢rengprinmg e tiibe needspke 8F SR tPre&BAte PAREENtTBn. - 4 MAY 2006

- 65 WhathtHest ichfioAdehs. Ihe Auniehbidtfooragsupptymwiicaeea"y*8|%fing to a
‘descri g @R hishcly O ShikakYi Ngeenty tymmonpticsi ga negemeratyesy a fir st

di gi ta|th§ce?ﬁ£ﬂe§1‘;§c§££‘msigg£t%rdaﬂ& the BAn€lr@CideAdYi EanSheyHaltaE exby the f i rst si gning
entity and 1nc qgkggaxgn%i:{bgq&gmgttrlbutes of the described entity; one
or nor &*HFEFTbITSES of The 11 rst Igital certificate which include one or
nore attributes identifying the first signing entity: .ag {pdication of

dat a r &Fathonks po updrEstped dPprbebeEnt et VTIPSR EI St O be supplied; an

i ndi catbomeodssaridy dmelyorkatsther ¢l bF PHIIFALH 1 H°6% %8lppl i ed; and one or
NDr e atehédyptdaesithde ptivhys gy cae bordeppreed BY pryfge Wt tiPPes™®t o which the data
is corresponding public key - which may be widely available. .

Different hash functions can be used within the described method and

aystem'as long as the functions used are agreed between the parties.

The public/private kéy technologies used by the different parties can be
different as long as the other parties know which technology is being used

and can implement that technology.

The described method and system refer to the parties carxying out actions
such as encryption; however, it will be appreclated that the computer

software implementation of the method carries out theses functione on

behalf of each party.

Inprovements and modifications can be made to the foregoing without

departing from the scope of the present invention.




to be supplied; the relying entity forwarding the first digital -Cﬂ’l}\f{l Eate
for processing; a source supplying the data indicated in the fir ddgg t al
certificate. 2. A nmethod as clained ingglaim1, wherein a source can hold
data or can refer to one or nore further sources. 3. A nethod as cl ai ned
in cl ai!@ Lt grclg‘ Ehggz wherein the first signing entity is the described
entity.— *as clainmed in any one of clains 1 to 3, wherein the
first digital certificate includes a reference, nonce or other data which
the relying entity has previously requested to be included. .5 A nethod as
cl ai med-i n~ ahynedind for suiphy phdaia refpting tondrrined iy & 2 FIYIng g comapiaine:
relating t : i i LS 1 igital
or 1 11 at o KB AFHEES T AGHf ri ot SRR R e S BT el
wi t h arenéibyeatdriacludingi gnat ure by a second signing entity and including: one
or nore attributes of the descrsio(%eg Snti.é%ei ncl uding the data which is to
be supplied: one5°r MAre aURRYEsRfthe deseribeenditond digital certificate

whi ch i ncl ude one({n@rorwr@auaﬁ&teé ShERrst d8R0I JeHifitd NBich SEIMEE PR nltFe
entity; and [ R \L IB C CJ 050 60. cfo c : gmm- 4 MAY 2006 -66 one or

nmor e atdttribbtes édentifiemg thieyfirstgigneg entityrore rel ying entities to which the data
is to be supplied.. 6. A ne d as clajnmed i ny.one.qf. th recedi ng
clai ns, wherein t‘ﬂ‘e‘“&‘éi‘%’uo’fcﬁ% rﬁg’g@g tq %ﬁ?%?&&&é‘ﬁt‘ﬁ@‘ B 4p &&g‘éﬂpﬁlﬁ t he
first digital cerdiihieaich §fon@Rr ntr&5dBEHsF6 0 htaltdy bb Suppiiledi dhddata from a
source. 7. A nethod as clained in claim®6, wherein the internediate entity

gener at es the secusdr miirgattabutesidentifymgtone ogmore rebiipg antities ¢9 whinbdhe datams
one of ttohe ﬁé}ﬁcﬁdi ng clainms, wherein the described entity generates a

di gi tal sbleé e usi ng a private key with a correspondi ng public key and
the first signi nge &yingeniitydbieteding e flisodigRil ceitiivatefoLptesdingf ypt ogr aphi c
di gest thereof in the first di gi tal  certificate, and the data to be

suppl i ed to the rafopreepupplyingthe deip infacatedia thefirst digtalcertaficate. net hod as
clainmed in any one of the preceding clains, wherein the first digital
certificate includes a period of validity. 10. A nethod as clained in any
one of 2.he pA atstitbdg oddimedin clained pivhertine sdatca chintoldataeatbrican réfeetofdne i
digital certificate includes confirmation of a paynment or debt due fromthe
descr i HBere IRersQuICBbntified in the first digital certificate to the
relying entity identified in the first digital «certificate.

3. A method as claimed in claim 1 or claim 2, wherein the first signing entity is the

described entity.

4. A method as claimed in any one of claims 1 to 3, wherein the first digital certificate
includes a reference, nonce or other data which the relying entity has previously requested to be

included.

5. A method as claimed in any one of claims 1 to 4, wherein some or all of the data relating
to the described entity is supplied by means of a second digital certificate to the relying entity,
the second digital certificate signed with an electronic signature by a second signing entity and
including:
one or more attributes of the described entity including the data which is to be supplied;
one or more attributes of the second digital certificate which include one or more

attributes identifying the second signing entity; and

[RALIBCC]05060.doc:gmm




11. A nmethod as claimed in claim10, wherein a second signing entitMAY 2006
indicates in a second digital certificate a guarantee of a debt indicated
as due in a first digital certificate_gd2. A nethod as clained in any one
of the preceding clains, wherein a list identifies a first or second

di gi tal tificat i.fyi,ng.data which i | ' :
Suppl 1 ed o TS B SPREH e PR S Ba AR oh B R el SMIATRE R i B bat e
in the §ﬁe({el evant to a relying entity can be identified. 13. A system

for supply of data relating to a described entity to a relying entity, the
system conprising: [ R U |BCCL05060. doc: gmm - 4 MAY 2006 -67 a first

signing, enti i cat.ion, a relyi entit licati o : tore
wher ei n°'t he ‘I\g‘éeﬁlg&i?so %nﬁginbgnya%ﬁ%oﬁ% %rtefeﬁjtéﬁ/gt Cg%?rhsew 8r§%:nrnt|h§21gf tlgorff llgft’]?/l?ést he
first sihgpélpiag@ntifytredtBingGid fikndigasl cXRahate tolan GRtBRRclidte entity ftd bbtaindiagd t al
certificate® signed with an electronic signature by the first signing
entity f&pplasearceon and including: one or nore attributes of the described
entity; one or nore attributes of the first digital certificate which

i nclude one or nore attributes identifying the first signing entity; an

i ndi cat7on oA mahéd 4s9dldideddn tlainh Bewbhasrth® fteraietiate/entity génerated the becond
supplied; an indication of one or nore sources for the data to be

suppl i edigitalsartdisateor nore attributes identifying one or nore relying
entities to which the data is to be supplied; the relying entity
application has neans for forwarding the first digital certificate for
process§.ng; Anmkethebhmscliiored suppy grenaf thépredatisg ¢lankss athextin thetdescribied sititgi gi t al
certificate from,tt]e_ data store. .14. A copputer

progra roduct, directly
| oadabl &MeFALE 4 igital siegatiag usiagd PYVAF ke Withcarmesnop tpg‘]’ﬁ? ket & HEt
sof t var g606enR9iAdIONS thdbigha | Maffrd8r a gephil dtq%&ggﬁ;e[om {he Fir Qi dhtal

RE'e
conput er, t% cafry out the invention of clarns |
R\ LLBC2HIBGEE) add theglama to be supplied to the relying entity includes the public key.

9. A method as claimed in any one of the preceding claims, wherein the first digital

certificate includes a period of validity.

10. A method as claimed in any one of the preceding claims, wherein the data indicated in
the first digital certificate includes confirmation of a payment or debt due from the described
entity identified in the first digital certificate to the relying entity identified in the first digital

certificate.

11. A method as claimed in claim 10, wherein a second signing entity indicates in a second

digital certificate a guarantee of a debt indicated as due in a first digital certificate.

12. A method as claimed in any one of the preceding claims, wherein a list identifies a first
or second digital certificate specifying data which is no longer authorised to be supplied to the
relying entity such that all second digital certificates in the list relevant to a relying entity can be

identified.

13. A system for supply of data relating to a described entity to a relying entity, the system

comprising:
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a first signing entity application, a relying entity application and a data store wherein the
data store holds data relating to the described entity;

the first signing entity application has means for generating a first digital certificate
signed with an electronic signature by the first signing entity application and including:

one or more attributes of the described entity;

one or more attributes of the first digital certificate which include one or more attributes
identifying the first signing entity;

an indication of data relating to the described entity which is to be supplied;

an indication of one or more sources for the data to be supplied; and

one or more attributes identifying one or more relying entities to which the data is to be
supplied,;

the relying entity application has means for forwarding the first digital certificate for
processing; and

means for supplying the data indicated in the first digital certificate from the data store.
14. A computer program product directly loadable into the internal memory of a digital

computer, comprising software code portions for performing, when said product is run on a

computer, to carry out the invention of claims 1 to 12.
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