1 9 SEP 2006 WO 03/079619 PCT/ CA03/ 00405 SYSTEM AND METHOD FOR

TRANSM TTI NG AND UTI LI ZI NG ATTACHVENTS This application clainsithe&EP 2008
benefit of United States Provisional Patent 5 Application Ser. No.

60/ 365, 532, filed March 20, 2002, the entire disclosure of which is

i ncorporated herein by reference. BACKGROUND 1. Technical Field 10 The
appl i cati owogeamsal | y describes a system and net hod f ecr/osmddang data in an
el ectronic comunication, and in particular the transm ssion and autonatic
utilization of a nessage attachnent in an el ectroni c nessage addressed to
a mobi |l e data COMFFEM AND MEHIOEOR TRANSMIRFING ANDVERIZING15 2. Description
of the Related Art Secure Ml t ARG NIt ernet Mai | Extensions (S/'M ME)

Pretty Good PrivacyJ]M (PGP), .and enPGP are exeml ar. andards for
secure e-mail ness §T1§8¥mé*§€%%gge ﬁ‘ﬁdﬁ?”ﬁé?@é ?m%%€¥§@%der of the

e- mai | ssage .y S| e t the . nmessage,..ar both sign and
encrypt rgfthﬁ’@%’gégt N%Q@?ﬁ%@%ﬁ%ﬁh éﬁ’, o %ﬁgsﬂ?ﬁs{} °SEWHNY ¢rypt ographi ¢
attachnent . j i i ay of the cryptographic attachnent. may not be
autonatic,“ﬁ%F&ﬁﬁgéégﬁyﬁg%%%% contingent on further action by the user. On
a desktop system for exanple, the further action may require the

associ ation of an external tool for view ng the cryptographic attachnent,
or saving the attachment to di S$acEGroUND €. However, these actions

avail able to a desktop user may not be available to a nobile device user,
as 25 the nobiil e dedinkg FiRly be capabl e of performing only limted actions.
| i 9 SEP 2006 Known systens and net hods of transferring e-mail to a

nobi | e Wevi ce IThyapplistonpgesxrdin tdesciibept ggreaphd methéd pchknding datd mem r eachi ng t he

nobi | e device. Mbile devices often receive data
electronic communication, and in particular the transmission and automatic utilization of a

message attachment in an electronic message addressed to a mobile data communications

device (“mobile device™).

15 2, Description of the Related Art
Secure Multipurpose Internet Mail Extensions (S/MIME), Pretty Good Privacy™
(PGP), and OpenPGP are exemplary standards for secure e-mail messages. For a secure e-
mail message, the sender of the e-mail message may sign the message, encrypt the
message, or both sign and encrypt the message. When a cryptographic message having a
20  cryptographic attachment is received, display of the cryptographic attachment may not be
automatic, buf instead may be contingent on further action by the .user. On a desktop
system, for example, the further action may require the association of an external tool for
viewing the cryptographic attachment, or saving the attachment to disk as a file. However,
these actions available to a desktop user may not be available to a mobile device user, as

25  the mobile device may be capable of performing only limited actions,



over a wireless network, and these wireless networks often have attachnent
limting devices that 5 may strip attachments to prevent |arge gt gagh b
fromoverflow ng the capacity of the wireless network. SUMVARY A netho

of handling cryptographic information in a comuni cation conprising body

el ements and attachnent elenents to a nobile device includes the steps of
determning if the 10 comuni cation includes an attachnent el enent
conprising cryptographic information and converting the attachnent el enent
into a body el ement upon determ ning that the comunication includes an
attachnent el ement conprising cryptographic information. A systemfor

handl i ng cr yPewseesimseand ﬁfe&ogmfitr@ﬂsfprﬁn&emm ayebiptdevicamepnalbnpatent n a
message addressed to a nobile device, the system conprising an inline

gener ateayptegmphisisttachiments fRnugecbing themotgleylpviog rdplilecievindsaftamteiceine data t he
cryptographi c attachnment and generate inline cryptographic information from
t he cr ypeogrisgdss setivorkomadbdsowireless nbterorks yhgrOigr aphicendat akipastces &g i nsert
the inline cryptographic information into the body part of the nessage,
whersei mdytseip ayedhereats topreaht kize afthiets ©ory BIROGARDILE cipaéifiofRlcivaRridaci | i tates
transm ssion of the cryptographic information to the nobile device. 20

BRI EF ReSEREPTION OF THE DRAWNGS Fig. 1 is an overview of an exanple
comuni cation systemin which a nobile device nay be used; Fig. 2
illTustratesgpamhkgchment limting device that strips attachnents from an
e-mail nessage; 25 Fig. 3 illustrates an inline generator upstreamfrom

D L T
o 1% S, A Ty i BFBBL L i et
10 communication includes an attachment element comprising cryptographic information and
converting the attachment element into a body element upon determining that the communication
includes an attachment element comprising cryptographic information.
A system for handling cryptographic information in a cryptographic attachment in a
message éddressed to a mobile device, the system comprising an inline generator operable to
15 access the cryptographic information in the cryptographic attachment and generate inline
cryptographic information from the cryptographic information in the cryptographic attachment
and insert the inline cryptographic information into the body part of the message, wherein the
generation of the inline cryptographic information facilitates transmission of the cryptographic

information to the mobile device.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is an overview of an example communication system in which a mobile device
may be used;

Fig. 2 illustrates an attachment limiting device that strips attachments from an e-mail
message;

25 Fig. 3 illustrates an inline generator upstream from the attachment limiting device;



Fig. 5 shows in greater detail the exenplary inline generator of Fig. 4, 5
Fig. 6 shows in greater detail the exenplary inline extractor of Fi;g.-4;. ...
Fig. 7 is a flowhart illustrating an exenpl ary enbodi ment of a met hod oﬁf“%
enabling cryptographic information to be utilized automatically at a

nmobi |l e device; Fig. 8 is a flowhart illustrating an exenpl ary enbodi nent
of a nmet ho&vofs/e7sairt omatical ly utilizing cryptographi cerETiCasn®ed on at a
mobil e device; 10 Fig. 9 is a block diagramillustrating an inline

gener at or / ext r Jo8 drehofisdy geater detgilthe elements ofythe exqmpla pomemugicaiigr sYe® an exenpl ary
mobi | e device; Fig., i.,s, a bl ock di agram showi ng an exanpl e conmuni cati on
systemin \ﬂ%?{gh mg’ﬂl@%%ﬁﬂﬁ}lpﬁ@%ﬁ?ﬁ agheny lipifing geyice,Aag wHresRErCREthod may be
used; Fig. F123ihsm‘§\ ebl.%ck ﬁl_i agram of an alternative exanpl e conmunicati on
systemin “15° WAt CH &Py pt ogr aphi ¢ i nformati on system and nethod nmay be
used; and Fig. &3 . bl jagr f .anot her alternative comrunication
systemin whi chéétsﬁrzov%% %%gdreg% |8)%H{h€‘8rné‘ %ecl)’?\ratgrfg l'nd}l’ and net hod may be

used.  DETAI LED GESCRARH il B coipRlyith, ERGLpRAR B0 Task Force (1ETH)

publ i shes detail ed specitications to the Tnternet in general, and
relating to | ntﬁgﬁ@iaiﬁw@lﬁh'ﬂluﬁﬁﬁ@%ﬂ%ﬁwnp%ﬂ&ﬂb%&?&%_meihm GeRBlingMai |

Extensions (M M), Secure Miltipurpose I'nternet Mail Extensions (S/M M),
and ot her ehypgaghcponatiaiandands asathiRiPhtarbi @gueh as Pretty Good Privacy
(PGP). These detailed specifications are published as Requests For Conment
(RFC) 25 docunipnt&is 8 flowBORNsAOD 34 OxaHhs EMBDAIGAND Jf G0A&EBodRHC 822, and
subsequent RFCs thereto, specifies a header format for e-mail. An e- mail
nmessage comgiomatisaltyfutiliziug cryatogrephictitfermadmdby mebéle deviand t he body part. The
header part fornms a collection of structured field/value pairs. If the
header ﬁ)art of H %ésabick dipgagnsifippeating gn iglifejgeneppiog(pritagior podiless wi t h " Cont ent

Fig. 10 is a schematic diagram of an exemplary mobile device;

Fig. 11 is a block diagram showing an example cormunication system in which
the cryﬁtographic information system and method may be used;
Fig. 12 is a block diagram of an alternative example communication system in
15  which the cryptographic information system and method may be used; and
Fig. 13 is a block diagram of another alternative communication system in which

the cryptographic information system and method may be used.

DETAILED DESCRIPTION
20 The Internet Engineering Task Force (TETF) publishes detailed specifications
relating to the Internet in general, and relating to Internet e-mail messages, Multipurpose
Internet Mail Extensions (MIME), Secure Multipurpose Internet Mail Extensions
(S/MIME), and other cryptographic standards and protocols such as Pretty Good Privacy
(PGP). These detailed specifications are published as Requests For Comment (RFC)

25 documents.



5 and/or has a "M Me-Version" field, then the body of the nessage may be
structured according to MM, as specified in RFC 1521, and subsequent. .. ..
RFCs thereto. MME thus specifies both an extension of e-mail neéségéf'imm
headers, and a corresponding structured body. Furthernore, a M ME
structured body can itself be structured using MME, i.e., a 10 body part
can itsel f woesmemsiosheader part and a body part. Thus ardt/6Ab3eespmi | nessage
is a hierarchical structure, rooted at the e-mail nessage, wherein sone of
the e-mai |l mesREGSE22, ulsuhsequént BFGY theadtos epegifitsadeaderdormbtdor enpallBreader
field/value pairs. Gven the recursive nature of MME, it is customary to
refer to a Mol WESSRESCPusists iof twaparts: the thpagpropart [4uet the bady @ertiallieyheadgigpiti cabl e to a

M ME entity such_as a ,M ME e-nuil nessage, and to a M ME body part, 15 such
as the bodé“ﬁ%ﬁ?mﬁ?mFﬁgnﬁmﬁéﬁ@-H@PPmﬁEssage. This convention will be used

in thi d ipti A tit nqyb t d. S/ M, MVE,

;Beci;?ed ?;?rké%%%%%ﬁ?gglan§§%§gﬁ%ﬁﬁ%aﬁ?%ggﬁﬁggé%%g“§?§$ _nboverﬁz

€1 YP! 001D Bl fir Ghe LA GorlIBSAY, B e Bolt'SH RO meddlil NBY ok SRLhR TESSAQE
integrity and non-repudiation of origin-(using dirgital signatures), 20 and

privacy/ dara&oﬁﬁ%l&brl\hﬁ\/}ﬁ _ﬁs%?écﬂﬁd RGBT, 21 )kubs@bentRMsMeretd, IR @RI Ly typically
has a "content type" fiefd whose value includes the tokens

"nul ti part kgkigésein’ andfdnson WP @imatt hthsageOmbdish sadad cor@p&iding WRucpREt S: a first
MME entity part, and a second cryptographic information part. The
cryptograpledy. i nformation part is typically used to verify that the MM
entity part has not been altered and/or that 25 the sender of the S/M M=
signed entity iFgrtermon a ¥AME ciructurad Sbdyckan lsel bostrusturkd wsitlg MIMEV®..83/ 079619

PCT/ CA03/ 00405 An SSMIME encrypted entity contains at |east one

crypt ogiaphpdy parhdan itvei{thirvg 3 hesdertpart anftladodypprbt Byys aVIE e-mafl mespage isén is typically
used to decrypt the SSMIVIE encrypted entity, or for other security

rel at ed opdieBchieh struchye, 1QptRd Mthesradihprsweer: WHRTFIR §omeedf ths Susil essint ent  t ype”

field wh I i ncl h n." i par r ) n h
Cloﬁt g.i nsos%ea\c/lg' f{'éledfvlaluec palfrcsi ea?e aElsoth% geader 1eld}v|al[a((;jl p;jm.(s.e r}ﬁv\%ptgeer%cdrsiv% d a body that

nature of MIME, it is customary to refer to a MIME entity in descriptions that are equally
applicable to a MIME entity such as a MIME e-mail message, and to a MIME body part,

15  such as the body part of the MIME e-mail message. This convention will be used in this
description. .

A MIME entity may be structured as S/MIME, as specified in RFC 1847 and
subsequent RFCs thereto. S/MIME governs cryptographic electronic messaging, including
authentication, inessage integrity and non-repudiation of origin (using digital signatures),

20  and privacy/data security (using encryption).

. An S/MIME signed entity typically has a “content type” field whose value includes
the tokens “multipart/signed," and a body that contains at least two parts: a first MIME
entity part, and a second cryptographic information part. The cryptographic information
part is typically used to verify that the MIME entity part has not been altered and/or that

25  the sender of the S/MIME signed entity is known and/or trusted.
4



5 at least two parts: a first part that contains cryptographic protocol
speci fying control information for the second part, and a second, ; .- T
cryptographic information part. An SSMME entity can be produced Uy“s@%ﬁi%@i
and encrypting operations. For exanple, an S/IMLIIE entity can be
alternatively signed, encrypted, signed and then encrypted, or encrypted
and t hen swgeds®hus, the use of the term S/ M ME ent PCYCABNOWE neant to
cover all of these possible entities having at | east one cryptographic

information pattS ereRvpipd SRYIYEOMRIES 4t lepshenewtyptestanbisrinfomptionpa M MVE entity

typicall S a congen type field or a contr jnf ormation part .t hat

P T o (RS GRPHE Brocgih G b deGrnie SHIMY B ol o S M ME
igh th t ] 5 pr.ot | f th

Tyt oor apRror sl ol BRRRbRD G Sndtip SRaGT Sl Mo BB BRon part w th

" tent t : o b i ’ i i f t ok

cont Nt { R nd] s BB Al RSl GELLIRE, BP0l ko

"applicati signature cati1on/ x- ,

speci fiefd i 1R Gue? Fakid:: : kens are used
for S/ MEVIE si gned%ﬁdﬂ %ﬁﬁfﬁ%ﬁ‘?&?ﬁ% %ﬁ%@i?‘?&’?‘?&%’ %"?%“2%??"5% y. 20 A

mul titude offorf@Bitine séebiiph@IhePhicnd BRLeRk ﬁfo%ﬁﬁoxgﬁnused for cryptographic
attachnents in general, and SSMME in particular. For exanple, in the case
of PGP, as spem $/MBME iemiyRE té Qlddnced byl signilpsad yemptikdSgarafida&r 86r0, a "cont ent
type" of "application/pgp-encrypted” and "application/ pgp-signature” can
be used t o exsppete Ry SIMIME atiyptao (e aarbrnaivein Sigredatncyped) aighedodnd athenS/ M VE PGP
encrypted and S/INII ME PGP signed 25 entity, respectively. Furthernore,
"appl i cat i GrAFYPiFE- Reopasypted And Hen sigesd. (Thuss he assefof therferm $/NEME Btif0is03/ 079619

PCT/ CA03/ 00405 cryptographic information part of a PGP nessage includes
PGP publd ¢ mea&o °°\‘%ﬁ%?‘g‘¥%P°S%1‘§%W“B‘?S§‘b‘P@g’F legshone cryptpepRbictirfeFTalid used to cover
all manner g% information related to cryptographic operations. The
crypt ogr ap®f® information part in an SSMME entity can be a MME 5
3tséa€whtrrﬁnt » as 'llhg c}yytgglragpgljc ir\%llmgtiol%np%'tmin ﬁ%ﬁ! % tex%‘fyhgringalﬁ?z%hs aS (lzjo% entas those in

type field or a control information part that specifies the specific cryptographic protocol
used. For example, S/MIME messages which use the cryptographic message syntax

15  protocol for the cryptographic information part have a cryptographic information part with
“content type” field having a value which includes one of the tokens “application/x-pkes7-
signature” or “application/x-pkcs7-mime”, as specified in REC 2311, and subsequent
RFCs thereto, These tokens are used for S/MIME signed and S/MIME encrypted
messages, respectiveiy.

20 A multitude of specific cryptographic protocols can be used for cryptographic
attachments in general, and S/MIME in particular. For example, in the case of PGP, as
spéciﬁed in RFC 2015, and subsequent RFCs thereto, a ‘“content type” of
“application/pgp-encrypted” and “application/pgp-signature” can be used to specify the
cryptographic information part of an S/MIME PGP encrypted and S/MIME PGP signed

25  entity, respectively. Furthermore, “application/pgp-keys” can be used to specify that the
5



M crosoft CQutl ookTM M crosoft ExchangeTM M crosoft Qutl ook ExpressTM or
other simlar SSM E e-nail techniques. According to RFC 2183, ahd $Ep 200
subsequent RFCs thereto, MM attachnments are M ME entities that have a
content disposition header field whose value includes the token
"attachment” to indicate that the body part of the 10 attachnment is

separ at e f wWnspre19body part of a containing M ME enti Pgpcsndssshat t he

di splay of the attachnent should not be automatic, but rather contingent
upon sone fuyptogrenhic iefortmiation wft of MBGR essage Fickpdes PGPpubliv koxse Tansethe of an exanpl e
communi cation systemin which a nobile device nay be used. There are many
di fferent f5psHBtgraric nfpmatine issysefploccovey gl apppren efyinfqriation selatgdgo 1
illustratively denonstrates one such topology in which the cryptographic
at t achnment “FPEEMLCORGAUYSt ens and net hods described in the present

licati be i nppl enented.. O h t i I d, d
appl catl on Ty b ABLSHET e A% o CHBLE 68 T o SRl U520, 21
th depi i I 1. Ei i t . - mail 10, th
Mose 9601 kil by i outh SAAMELERUES, 0 o L 5008 10, 1

wirel ess | RhEashidighotie Mo MeS MRRINODILOBxpld, & fipli [ e devi ce

100. An e-nmmi| sender system 10 may be connected to an 1SP (1 nternet

Service  Pgahdgtime e-wbi uedS Acodliing RERIZY 1B MukOsubRgie@RIRG COUNE ,  OF
| ocated within a conpany and connected to a |ocal area network (LAN) that

i S connect @@refoPMINIE attabin®hd @le MIMIE eftfticsthat 658 B 6t tldidposition Reabidittiianet 20 t hr ough
a large ASP (application service provider) such as 6 WO 03/079619

PCT/ CA03/ 004@8 valbergududes 1Br liokae “4ttddBinpnt” T indieys tierrghesthvdywpari of Feg. | nmay

i nstead be connected to a wide area network (WAN) other than the Internet.
The mesHagaettackpepeis sq@ratrairon dheibagy partef tacagntaining MIMEwotily, @édptither wi t hi n t he
firewall of a corporation, a conputer within an | SP or ASP system or the

| i ke. The displapof ghs geackaqnthpuldugpt beggtomatic, Huprathercaiiypcat upamsome fgthdt server. The
nobi | e device 100 is configured for receiving and possibly sending e-mail
and i s ass8UWPRAERE YTt h an account on :

Fig. 1 is an overview of an example communication system in which a mobile
device may be used. There are many different topologies, and the simple system shown in
15  Fig. lillustratively demonstrates one such topelogy in which the cryptographic attachment
processing systems and methods described in the present application may be iﬁplemenwd.
Other topologies may also be used, and there may also be additional message senders and
recipients in addition to those depicted in Fig. 1.
Fig, 1 illustrates an e-mail sender 10, the Internet 20, a message server system 40, a
20  wireless gateway 85, wireless infrastructure 90, a wireless network 105, and a mobile
device 100.
An e-mail sender system 10 may be connected to an ISP (Internet.Service
Provider) on which a user of the system 10 has an account, or located within a company
and connected to a local area network (LAN) that is connected to the Internet 20, or

25  connected to the Internet 20 through a large ASP (application service provider) such as
6



a nessage server 40. Perhaps the two nbst common nessage servers are
Mcrosoft ExchangeTM and Lotus Dom noTM These products are often :used i,
conjunction with Internet nmail routers that typically use UN X- based~
Sendmai | protocols to route and 10 deliver mail. These internediate
conponents are not shown in Fig. 1, as they do not play a direct role in

t he crypt otoephaeIsat t achment processi ng descri bed bel pO#I/CARBEEQEe servers
such as server 40 typically extend beyond just e-mmil sending and

recei vi ng; Amisasp OalireAOL ) Jhe shsteris/shet ie Figak mdyansead basomngeicddngVides t hat have
predefi ned database formats for data |ike calendars, to-do lists, task
lists, e-maepnegyek G Plathanthsdnteriess The wirel ess gateway 85 and

i nfrastructure 90 provide link between the Internet 20.,and wirel ess

net wor k 105, cgﬁ? @8%?&9@?@“%8%%“@%"’89@% %P%}W‘E‘?ﬁ‘ﬁ?ﬂmﬂ"@%?‘ r mechani sm

R s L SRR A s P e DM
i r el e5% NELUR Keverto PSS HCerkutold, MR 1A by ! Offe Lol gD R ¢ device 100
typrcally at a radi o

via wirel ess ttransm ssion, requency (RF), froma

base stati Qhsibied {hEredMving B dssibR] sRAins e hAR akddis hddGiabR Rich & AGMAteE 100. The
particul ar network 105 may be virtually any wirel ess network over which
messages MaYmdiapeLaBBaNy Beriipt e i€ mioR Rbh@Bord R¥ishe s&Pls abdMiGhoftn in Fig. 1,
an e-mai|l nessage 15 having a cryptographic attachnent 14 is sent by the
e-mai | sentecharkO™Moné Lofixh) Bothind™@r ése Pfdduckhdres oftl a8 de cddjunttn iwithustrati vel y an
25 S/ M ME nessage having a cryptographic attachnment 14, and uses

t r adi t i onallntBhetrplaid rduberd that7tydically SEPUNXIhEd SABINDE/ BREBIEJo RECE/ @A03/ 00405
Transfer Protocol (SMIP), RFC822 headers and M ME body parts to define the
format ¥ deliver pili [Thespintsmppdiate Sorppqapnts late nefrshqyrndy Figph petheytdp setkEnt 14. The
message 15 arrives to the nessage server 40 and is normally stored in a
nmessage st @rEect Ij)s & theraRigsraREe ¥lagiee procsysinestristioad Seie t Messageseevas | ed " pul | "
nmessage access sche wherei n the nobile deyice 100, 5 nmust . request that
Stor ed mosdIthas KB A PRIEHY SO, Py oS BEY EAERE ARG dovi ce 100,

Qther KNowe, 5S4, GiTc B URrabOlog AU AR frobi Bl el ol ho TR S20ES Whi ch

like calendars, to-do lists, task lists, e-mail and documenmﬁon.

15 The witeless gateway 85 and infrastructure 90 provide a link between the Internet
20 and wireless network 105, collectively forming an exemplary e-mail transfer
mechanism. The wireless infrastructure determines the most likely network for locating a
given user and tracks the user as they roam between countries or wireless networks, A
message is then delivered to the mobile device 100 via wireless transmission, typically ata .

20  radio frequency (RF), from a base station in the wireless network 105 to the mobile device
100. The particular network 105 may be virtually any wireless network over which
messages may be exchanged with the mobile device 100.

As shown in Fig. 1, an e-mail message 15 having a cryptographic attachment 14 is
sent by the e-mail sender 10 over the Internet 20. This message 15 is illustratively an

25  S/MIME message having a cryptographic attachment 14, and uses traditional Simple Mail
7



addressed using a specific e-mail address associated with the nobile device
100. In one enbodinent, a nessage server 40 account i s associ ﬂtgieSEpn ?ﬂ}ra
host system such as a home conputer or office conputer, whic uf’i s
associated with the user of a nobile device 10 100. Messages directed to

t he nessage server 40 account are redirected fromthe nessage server 40 to
t he nobi | e YdE#3{0¢619100 as they are recei ved. One such egeagisasys r edi r ect or
system may be of the type disclosed in United States Patent No. 6,219, 694,
entitled ToyETEotospU MR HECS 12 drudre sd MIE hapormpIdelive BREvma oHHOST ~ SYSTEM TO
A MOBI LE DATA COVMUNI CATI ON DEVI CE HAVI NG A SHARED 15 ELECTRONI C ADDRESS, "
the enti r ethgmeil pewige S g thircryeiosrrhic atfachment 14t TG m5es788i 1A aHyes 1¢ 8¢ er ence.

Regardl ess_of the specific e-mail transfer nechagnismcontrolling the
forwar di ng™5P2Ee T A0 8 if Jormel Sreddn 4 Ve S350, Vo B HRSUIEETE 5 or possi bl y

a transl at ref.qrur w~ersion thereof due to t.he stripping effect of
i ?18{ sluﬁli%trtl ﬁg?azl}gde‘gull message access sgherme, wherﬁlg the%oglié%evxce lb@

an attach evice, Is-sen he W reless gateway 85. The
W rel ess i phd asShdUli Wokd 9Rssh ' td L0 wreless
net wor k 105. T;ill'éhles?e ctonnect ?Soéggtetvgﬁ@ﬁg}eﬁ%%g%t%%p%grﬁ)vtpég%gw% gi tal Network

(1'SDN), Fragme diedraownOfystels g&f&@?&téuﬁaﬂ:&id&%ﬁtﬂ of §én }B@?a{glefwl}%rp&c@co' used

t hroughout the Internet. used herein, the term"wrel ess network" may

cover manyaddiebd@tiala shotitie s-nafl addddas MhdeRle@ S8 e koBilekiBviceSI8 Ninage (1)
data-centric wireless networks, (2) voice-centric wireless 8 i 9 SEP 20D U

WO 03/ 079 64rBboBi@ent(A0:330:040& 40 edcwunr ik Sssaefackd (v a shseslystai) eleh mathome ks t hat can
support both voice and data communications over the sane physical base
stations. Txwupeaweice einpettrewkdchcio i is esdociathdailith the dleer pit abilkdeviceicl ude, but are
not limted to (1) the Code Division Miltiple Access éCDI\/A) networ k, (2)

t he G dlipell8pMepsages fiFspipd ta thsmmopshge senves B rocapkaredifeesed figgbthe Bess2Communi cat i ons
(GSM and the neral Packet Radi o Service SGPRS) net wor k. both devel oped
by the st affiiar Hsto QAP duice 00 etbey arg rgeied) Ophwck exemplay feRiscHE gener at i on

(30 system may be of the type disclosed in United States Patent No. 6,219,694, entitled
"SYSTEM AND .METHOD FOR PUSHING INFORMATION FROM A HOST
SYSTEM TO A MOBILE DATA COMMUNICATION DEVICE HAVING A SHARED

15 ELECTRONIC ADDRESS," the entire disclosure of which is incorporated herein by
reference.

Regardless of the specific e-mail transfer mechanism controlling the forwarding of
messages to a mobile device 100, the message 15, or possibly a translated or reformatted
version thereof due to the stripping effect of an attachment limiting device, is sent to the

20  wireless gateway 85. The wireless infrastructure 90 includes a series of connections to
wireless network 105. These connections could be Integrated Services Digital Network
(ISDN), Frame Relay, or T1 connections using the TCP/IP protocol used thronghout the
Internet. ’ |

As used herein, the term “wireless network” may cover many different types of

25  wireless networks, such as (1) data-centric wireless networks, (2} voice-centric wireless

8



networks |i ke Enhanced Data-rates for 4 obal Evol uti on (EDGE) and Uni versal
Mobi |l e Tel ecommuni cations Systens (UMIS).' GPRS is a data overlay on the
very popul ar GSM wirel ess network, operating in virtually every EBontiy in
Eur ope. Sone ol der exanples of 10 data centric network include the

Mobi t exTM Radi o Network, and the Dat aTACTM Radi o0 Networ k. Exanpl es of

ol der voi c®QXEAT¥1%c data networks include Personal CBEROANE®ES on Syst ens

PCS t ks |ik T t that  h b | abl

b Nor e X“ﬁéw%a'aaﬁd‘ﬁ?awﬁmﬁedwe& e 1 E@Sg;”émavqlw BHGETF on 1ot hose
illustrative vg reless n ‘r’*{,her vt\qé)r el ess net \é}pé | so b_e used.
15 The sysfem's e%ﬁ 5 P§ éamepysl’ % stgtions. + Tedewebeshst AP¥%es: First, the
case where ol rBRIBAGEs ol mg}gm@h AR g%ggﬁaefmé}% SNGHERD Aecdd | s

transmitted I ntact evi C 1S | |I’lthIS case,

the integr (dpMAY nduiAfk, "f?ﬁt%é‘%ouﬂés}')éémf‘%b&e&r i BlobSs aan fa mads transfer

mechanismin the network that is operable to trans Irect e-mail to
t he nobisl eceamifidichd QGERY and AEGEREaltlbdcBE M&mserhbmdm@gnémm ¢&nWhi ch strips
nmessage 20 attachments. The attachnent limting .device nmay not be known to
the user oflevtloged p kiels@ndade vwinmtitted GOCERN) andt (Bt fulies thistdenddtioh (365) nobi | e devi ce
100 may not be able to ascertain whether the nessage 15 originally

i ncl uded apetwirksoldda imnced Gatairftesdfor Gldliah Etvimeing (HIDNEE) elcUnivestirMgiled. | n t he
second case, a stripped nmessage 16 is transmitted to the nobile device 100.
25 At the WWMW@W%@YS@%( F)hEERfhis rdeisengday pB thaaiery papnters GSM r i pped nmessage
16 is received. 9 | SEP. 2006 WD 03/079619 PCT/ CA03/ 00405 The case where
stri pped n\‘é@%l%?@%e“l‘ﬁkﬂ°gmtufl&’r‘i§ﬁ‘i"%]¥’é@r$ SUNHEP Beorse voreeoldepexamples bt r at es t he
|ntegr|hy ,Ssue su and al so |Il%trates t he case

in whidl adaéae?e{}?"ﬁég%ﬂfs‘Wﬁ‘ﬂ%ﬁl“e %b’f"’#g I?‘?B’B%W?éw%\??dc@"‘ PRrALY Radio ot t achnent s as
a matter o&t rse E: OE c‘as_tgen ﬁ%t hel(iw 1%esc in.detail bel ow
with referoneai o Fragipies olg ojder, Apics: PV elrlilafllllne

t t 100,
I P ﬂeﬁ@ﬁ@n&% P e PAT R 0% co

regardless 0 he presenceé or absence 0
have been available in North America and worldwide for nearly 10 years. In addition to

these illustrative wireless networks, other wireless networks may also be used.

15 The system shown in Fig, 1 illustrates three messaging cases: First, the case where
a message 15 having a cryptographic attachment 14 is transmitted intact to the mobile
device 100 is illustrated, In this case, the integrity of the message 15 is not certain, as an
e-mail transfer mechanism in the network that is operabl_e to transfer or redirect e-mail to
the mobile device 100 may have an attachment limiting device which strips message

20  attachments. The attachment limiting device may not be known to the user of the mobile
device 100, and thus the user of the mobile device 100 may not be able to ascertain
whetber the message 15 originally included an attachment, or if an attachment has been
stripped. |

In the second case, a stripped message 16 is transmitted to the mobile device 100,

25 At the mobile device 100, although message 15 was sent, stripped message 16 is received,

9



in the system The case where cryptographic inline nessage 60 is
transferred to nobile device 100 is described in detail with ref r%&hg
Figs. 3 - 10 below. Fig. 2 illustrates an attachnent limting devic 0
that strips attachnments froman 10 e-nmail nessage 15. The nessage nay be a
message 15 in Fig. 1 in the case where a stripped nessage is received at

t he nobi | e WRO0WEI°100. E-nmil nessage 15 has at | east Pel/oeidd@ds part 12 and
a cryptogr Tghlc attachnment 14. Headers 12 include known e-nmail fields such
as the " To:The casqyhsep stripgefomessgs L@ istteansiiitfed teymobile geviegell0p illygiratephen M MVE and
S/'M ME pr ot ocql s are used, other header fields. The 15 attachment limting
devi ce 70 tHeERYSSYETRCEpiRd b tidirst case sudplo illustrates i casedn phighe#rvitéssage 16,

14, and has headers 13 at differ at | east

whi ch I
fr Io?n hggdelgggﬁffpgﬁ/ mﬁa%feadgﬁﬁee@b FEPLHAAENS % PSS Fie: tlrg e 524418 at t achment
limting d%XEﬁ%rtﬁQd%%e?ﬁde #0% 10 %%%15?% ei<arrpl e, by using Messaging

Appl i cation Programrer ace construct the nessage 16 by

requestisng al | giRRSAAR Lﬁ!r@éﬁ?e“&nﬁnﬁ&é‘éﬁ%grﬁﬂc n-?eQ agééo%@ﬁsﬁ@% gk’ om the

message server system 40 of F e- a1 T hessage may also be a

nultipart WREiRASEe myag&meéafoh% praﬁﬁ&,%r doba dfhﬂuaa.h{eﬁfahﬁtﬁghev;leé such as a
plain text part. These other parts of message 15 go through attachment

limting devhe§sted ThetadeleRArdHeifeyiniak tueade 68ti{ @aBRRAkSmotBd ar e
transferred as parts of the nessage 16. Fig. 3 illustrates in an inline

gener at or @&/ peitis desonibddrindatdilwth adfdrencd oy ®igt. 31 d0belawng 25 device 70. The

i nline generat.or 65 generates an inline e-mail nessage 60. The inline e- 10
11 nSEP20170 Vi@ DBNQ7REA0RETECTATBInG 6vBS 7Prttial stripe sivaigaenB@omsint he i nl i ne
nessage received at the nobile device 100 in the third case illustrated in
Fig. 1.10Themsdassege 1i5Thﬁpae%w9@mabeuaymsez}rléme@ hin telexpevhere such as in the
case of an S/IM ME ge. The |nformat| on of the cryptographic attachment

can be Iocé?‘@ﬁdﬁfsfﬁg?ﬁmﬁveﬂﬁ@h%‘ﬁweﬁ%(ﬁ 109 message 15 that immediately

oot 2 e 4 oy 5 VRSB 80511 1 vl ve

Headers 12 include known e-mail fields such as the “To:”, “From:” and “Subject:” fields,

as well as, when MIME and S/MIME protocols are used, other header fields. The

15  attachment limiting device 70 transforms the e-mail message 15 into a stripped message

16, which no longer has attachment 14, and has headers 13 that differ at least from headers

12 by no ionger referring to attachment 14, The attachment limiting device 70 may be

implemented, for example, by using Messaging Application Progrmnmer’s. Interface

(MAPI) to construct the message 16 by requesting all message elements except for

20  attachment 14 from the message server system 40 of Fig. 1. The e-mail message 15 may

also be a multipart message, having other parts than just attachment 14, such as a plain

text part. These other parts of message 15 go through attachment limiting device 70
unaltered as they are not attachments, and are transferred as parts of the message 16.

Fig. 3 illustrates in an inline generator 65 upstream from the attachment limiting

25  device 70. The inline generator 65 generates an inline e-mail message 60. The inline e-

i0



The specific type of cryptographic attachnent in nmessage 15 depends on the
crypt ographi c protocol used. For exanple, if the cryptographi c nessage
syntax used is S/MME then the cryptographic attachment may ha&verp 2
"content disposition” field having 10 a val ue which includes one of the
"pkcs" variant protocol tokens: "application/x-pkcs7- signature”,
"applicati WROFREs7-nmi me", "application/ pkcs7-si gnat BEECA03/00405

"application/lpkcs7-m ne",.etc. Furthernpre, in the absence of a specific

pr ot ocol , Pﬁ%gmwﬁ?pgkgﬁéﬂmﬁFm“ﬁ%ﬁﬁmv ‘{%%E%W%H%W%?magiﬁgwgfﬁﬁ with the
attachnentﬂﬁﬁgeggg#s?d to determne the protocol used in the attachnent.
For exanpl e, e & naie extension 15 ".p7n is associated wth the

S/'M ME t oken " ' [ -1 s .ol i 5 converts
ool | message 1B TREs P e & ey prEhic Sl f LRNGE Bhotr 0 ©L0

ext ract i ng SMIRIEGheYdREO ThAiRfdiratibl G e TR blo@ibhic stk HRE SR € 10daRed witi@NVEr ti ng the
cryptographic information into an inline formas a cryptographic inline
entity 64, tanddyCRarTe fesalei19 Ghat hﬂnddmeiyrlencﬁ@taihteewe%nt}@viﬁgw“dma{tI e device 100.
This last step 20 is acconplished, for exanple, by substituting nessage 15
W t h nessadispoSiBont heatldr &cldivate pair thhrisdhalésalic token faashment”. The attachnment [im ting
device 70 will not strip the inline entity 64 since inline entity 64 is
not an attachndht spebiiatipe of 63ptagraphicittachment iimmespage i LFi depandg on theaders 12,
except that headers 62 specify that nessage 60 contains inline entity 64.
Thi s ensur EPographic Profcel eedc Fphexayplaihihe cuptpgsdphic msesageqrantgOusedigt has in its
body the cryptographic inline 11 1 9 SEE 2006 WD 03/079619 PCT/ CA03/ 00405
entity 64 Féf%En*Ee“tt‘l‘Féﬂ@W‘ﬁ?}b“g"rﬁéfﬁﬁ'F‘E meykaye drecpitehdignesifions fidldhaingm at t achnent

14, di fo ot ffect of aftachment |imtjng device 70.
A 1 a0 s bt ns P Heht e hEoETY G SBRFERAPRAG o- rai |

nmessage 60, #Still nt .14 within its b faor exanple, by

using the naltlpart coﬂ@ﬁ?ﬁ%ﬁ&i%?(i v E. Pwﬂﬁgﬁgp$8%§@§gﬁé 15 has a

mul ti part : wi i of nessage
part bg Ocat;oa@ ol ol | GnRERGE 3 BE of £80L GO Pl DR g

15 into the y Of age 60, and optiona attachnment 14, and
t hen enbed«fifiRméNdri “Bine® MIMEYpafitheteNaskddfated QY 1R fattARRSRIH B sed to

determine the protocol used in the attachment. For example, the file name extension

15  ".p7m" is associated with the S/MIME token "application/PKCS7-mime."
The inline generator 63 converts e-mail message 15 into inline cryptographic e-
mail message 60, by extracting ihc cryptographic information from message 15,
converting the cryptographic information into an inline form as a cryptographic inline
entity 64, and communicating the inline entity 64 to the mobile device 100. This last step
20  is accomplished, for example, by substituting message 15 with message 60 at the e-mail
transfer mechanism. The attachment limiting device 70 will not strip the inline entity 64
since inline entity 64 is not an attachment. Headers 62 are substantially similar to headers
12, except that headers 62 specify that message 60 contains inline entity 64. This ensures

that iniine cryptographic e-mail message 60 that has in its body the cryptographic inline

11



In one enbodi nent, the inline generator 65 may delete the attachnment 14
after creating the inline entity 64, and thus only one copy of the
cryptographic information is 10 sent to the nobile device 100 Eegar diigss
of the presence or absence of attachnent |imting device 70. Many
different nethods are possible in the inline generator 65 to prevent the
stripping &f0&#7%% achment by an attachment |inmiting @#VCs®A®s | n one
enbodi ment, headers 62 can be nodified to not' specify entity 64 as an

at t achnment entigH4 retpas fheeryptpgraphicyinfomgtion optragied fram prisehnignicld apgatdishsedl as an
attachnent. I& ar}ot her embaodi nent, the headers 62 specify that entity 64 is
an inline SBeHL0 “‘W’I‘Fé“t“élﬂ?t"fﬁﬂew‘iﬁg'nabl ing the cryptographic information to

b t tically.,. t t bi | e devi 0Q... Thi s, b | i shed
e au o1 | ¢ a3 PR Btk S RS 20O £1S,
in head : I ) f "inline". . Lnel udi th

0 P20t BRSNS 8, B Iy PRI TS, S

may be smalf m.hﬁrk-rﬁatiitﬁ%ﬁggﬁthaéé%ﬁk&@%ﬁ@&ﬁ%ﬁﬁ?%&&a@ﬁ @hso have to

specify a "filename" parafeter. urrements are reduced.

The attachggptind badlytdeNksAgY 1€ 8uo/fe bhdy RNESRBL 60, 0RELAlRAySHRREantially in
the same way as was described in refyerence to Fig. 2 agove. However ,

because t hattaslirheaCianga thed dnbed be fifkk ARG i6 MO Y&Ky bEMestge 60N i Nl ine entity 64,
the e-mai|l nessage 60 goes through the 12 19 SEP 2005 WD 03/079619

PCT/ CA03/ 00405 @Labthcaanibodiment,| thevintinerpgnetheor i66 enay @elewn alikcattapdalent OF afour se, 1f the
inline generator 65 is configured to | eave other, non-cryptographic

at t achment sreaiing Ha firgioel entityhiedin and Wevs only enstenpynaf thel drypiogiaphic idfswiiatien i¥0, i f present,
wll strip these other attachnments that the inline e-nail nessage 60 may
still hiAyesenttydheimobilflevigrl8 regtrdpss gishe Riesonsy errabsepasipf dladdmeBdmitivef | gured to 5
convert other non-cryptographic attachnents to inline entities. The

at t achment "7%i ng device 70 may be inplenented in the system either by

desi gn or due e SiekARhedhci T LSRR meihoe AR s & il hECHTEN!
stripping of an attachment by an attachment limiting device 70. In one embaodiment,
headers 62 can be modified to not specify entity 64 as an attachment, and ensure that
15  entity 64 is not discernible as an attachment,

In another embodiment, the headers 62 specify that entity 64 is an infine entity,
thereby fully enabling the cryptographic information to be automatically used at the
mobile device 100. This can be accomplished in a MIME system, for example, by
including a “content disposition” field in headers 62 having a token value of “inline”,

20 By including the extracted cryptographic information of attachment 14, the inline
entity 64 may be smaller than attachment 14, since an attachment may also have to specify

a “filename” parameter. Thus, bandwidth requirements are reduced.
The attachment limiting device 70, if present, operates substantially in the same

way as was described in reference to Fig. 2 above. However, because the attachment 14

25 has been converted to an inline entity 64, the e-mail message 60 goes through the
| 12



may be designed to be inplenented at the inline generator 65, as described
above, or at wreless gateway 85 of Fig. 1, or at another device in the
conmmuni cation system such as a 10 Proxy Server connected to wiirgl%igs 2406
network 105. Alternatively, the attachnment limting device 70 may be

i npl enented due to an external requirenent, such as in the case in which
the wirel e BE%Brk 105 and/ or wirel ess infrastruct uPET/OM3MBYS be a private

t k that. stri.ps. attachmyent tter, . th
emboai nent A ARFRE Gl Pifends: nafSaeE Jis, B o € on - 15
i nf ti | Si ' hoent .14 into th
o et o e )0 SRR D G A B0,
inline extngfin@ldeddorol @GaLEaH Wil s&iﬁ%ese{% la&a\lcﬁ]rﬁéﬁ'tsctﬁat 11%%1319 ehfafionstruct the

original nmessage 15 and 't he attachnen . I'none enbodi nent, the

CoNnver si on piebRr60Bday Gl B3, COBRIhSRRerith 5 HolvBle) fay REASICEMghds #f the

original message 15 prior to processing by the inline generator 65. 20
Regar dl ess cafvert dtker pires@rgepiad auadhmaxdtd 1o lifeatitiek.l M ting device 70 in the
system the inline generator 65 and inline extractor 115 further provide

t he capabi | ity The atadhmsemalimitied deyice U0 by aimblemeritadl ih me sgrini diter®d at t he nobil e
device 100. The inline extractor 115 receives the nessage 60 and extracts
t he crypt ogpsEsier duei tp exterpal reqpicpmanis. | Kom exuhpler theratiactinientdingtinggietice 7ressage 60.
Inline extractor 115 automatically extracts the cryptographic inline entity
64 25 from™aHhke frsigacd debe implsmentadshilie inking geyerdort6s grsdascriled alioms, Paé cr ypt ogr aphi ¢
i nformati on.214 from %3 ocr. P 9AmM 19 4 WD 03/079619 PCT/ CA03/ 00405 the
crypt ogr apAiEIes gevRE 8 ﬁﬁﬁl&?r%ﬁf.an@&&%&@nﬁwﬁe}wuwﬁm SYsiel: WEP A i nl i ne

di spositjon tvpe is t e di.spl aye r ytilized autqmatically upon

recei vi Indg ?ﬁoé‘}/ rgree“s'eé %nélecgeﬂ?o Pt esgrﬁﬁﬁ%rgl(%e\#@@mvf]@()m? BratheY B ed t o

aut omat i cal i . ogr.aphl.c.infor nat i 4.. Non-.crypt ogr aphi c
utilizati OSL%%GUIE:)%/& ﬁérggﬁeﬁ%xﬁ% tgraﬁ%%rgarll r%t“rﬁai;' gﬁggggglethe ‘i ipl enent ed. For
exanpl e, th@ucmlswa&s@m@ﬂ@rmﬂt&@i@i@s\;iﬁﬁsnﬂaﬁggéfaa tagmte'n%@& y reconstruct
a message sufficiently simlar to an original nessage 15 by fully reversing

the procesft fips itblindets goNRatPioul® t 0 generate a reconstructed attachnent
14 fromthe inline

In another embodiment, the inline generator 65 may also generate conversion

15 information 63 detailing the conversion of the attachment 14 into the inline entity 64. The
conversion information 63 may then be accessed by an inline extractor 115 located in the
mobile device 100 to reconstruct the original message 15 and the attachment 14, In one
embodiment, the conversion information 63 6omprises the original headers 12 of the
original message 15 prior to processing by the inline generator 65.

20 Regardless of the presence of an attachment limiting device 70 in the system, the
inline generator 65 and inline extractor 115 further provide the capability to automatically
utilize the inline entity 64 at the mobile device 100, The inline extractor 115 receives the
message 60 and extracts the cryptographic inline information 24 from inline e-mail
message 60. Inline extracior 115 automatically extracts the cryptographic inline entity 64

25  from the message, and automatically extracts the inline cryptographic information 24 from '

13



cryptographic information 24. The inline extractor 115 may reconstruct the
message 15 and the attachment 14 by accessing the conversion informtion
63 detailing the conversion 10 of the attachnent 14 into the inlirdéFenfifity
64. The automatically reconstructed nessage 15 and automatically
reconstructed attachnent 14 may, however, require further action by a
user, as t NOWBATSPmati on in the attachnent 14 is no | 8aGes03suey ed in an
inline enti&l . In a];}o%@_fe?r enbodi nent, instead of utilizing conversion

i nfor mati on %%ypt‘%mp elokieentty t4 Begsuse s bodgivprahavinpaniliye digmsitionigedsy i gi nal
message 15 | .econstructed by, 15 determning the type of information
stored in tthgeéis a??ﬂsaor 'ﬂ‘?‘fdtai}m%%‘cﬂﬁd‘*’%?“ﬁmﬂ'é 1538° Q& Hiemebilegvisen appropri at e

attachment bl B GRINES Sion! Rl Buittid ¥ O4 back 1nto

attachnment 14. For exanple, onmuni cati on, the

file name ext eRsl.btosralhfd MusitzsicdS g!% a.th 1k M ME.t oken
"application/ PKCS?%O%&' Tﬁﬁuzgtfog ‘?f? n g?aﬁ}]llwﬁeorénﬁ oﬁt é{ é%yiaésoa Ysoci ated with

the S/ M3VE iinpk@énted2 PRI | eaiphed e RKifne extlclE 115 ?nayzge fuk eto%%ﬁatflﬁ# ng the
an 1 ne

extension ".p7n' may be automatically generate the 1n entity 64

may be conuedohsattbaleage Bifficicilly infld € UNRBEina el 158y fuldPreriimgt i cal |y
generated file nanme. Fig. 4 shows in greater detail ‘el enents of the

exanpl e corpmagsess ohinli@rgeseyast 65roodenerdte g recchstirudtetMtaciinchtid fiol thRIgENer at or 65,
attachnent linmting device 70, and inline extractor 25 115 of Fig. 3 are
i mpl ement edryPPR@phihinforreatiepedde (Tt pitindo&tractor i119 mayte@bstrue lthe niessatectfent ed i n t he
14 19 S EP 2006 10 WO 03/ 079619 PCT/ CA03/ 00405 wirel ess infrastructure 90
of Fig, 4 SRt dtachmepds By sepsinetthe cppversior inforgation Gadetailibg thocanegsignve  t he

crypt ographi.¢c e- nmai | ssage. 15, convert the pmessage 15 into cryptographic
inline g}a -r?aﬁ‘F atfpehmeenta miyhe Biing ety dae uranaliqally raconsiupted messsessSage 60 to t he
W reless n rk 105. Inlin nerator 5 preferably excludes the

crypt ograp%ﬁ%\%ﬁ é%?ﬁ%%@&f%“gﬁ‘t&%n@m énTa?”g'ﬁ’{" ol PR d) fier Byl i ne e- mai |
message 60 af t.efe iRsEld t crypt.ogr.aphi ¢ i.nformati gn as an inline
entity 54 to ’_ta _ee}ress%%%ﬂgﬁ,a%%néer%@ﬁs'%I%I%erﬁﬁ’g\%“cﬁn%m?%wbenefit of an
attachment |1 rht dnB@lerIG&Mofiftent Oinstead of wtilizing conversion information 63 to

reconstruct the original message 15, the original message 15 is recomstructed by
15 determining the type of information stored in the inline entity 64 and automatically
generating an appropriate attachment file name and converting the inline entity 64 back
into attachment 14. For example, in the case of an S/MIME communication, the file name
extension ".p7m" is associated with the S/MIME token "application/PKCS7-mime." Thus,
if an inline entity 64 is associated with the S/MIME token "application/PKCS7-mime," a
© 20 file name having the extension ".p7m* may be automatically generated and the inline
entity 64 may be converted back into an attachment 14 having the automatically generated
file name;
Fig. 4 shows in greater detail elements of the example communication system of
Fig. 1 in which the inline generator 65, attachment limiting device 70, and inline extractor

25 115 of Fig. 3 are implemented. The inline generator 65 is illustratively implemented in the

14



Mobi | e device 100 integrates the inline extractor 115 introduced in Fig. 3.
A transceiver 110 at the nobile device 100 receives the crypt @gg&@p%ﬁg
inline e-mail message 10 60 via wireless network 105, and pr'oVides e
cryptographic inline e-mail nessage 60 to the inline extractor 115. By
being located in the nobile device 100, inline extractor 115 enables

crypt ogr apRVQe3{0Er mati on 24 to be utilized automati cBET/QAQIEHS vi ewi ng of
nmessage 60 yi : .C,e-mai] client 150. |In ot her, enmbodi nent,
The” erypt oo kdbsfinflorRhaOSAR et o Toblegiied BN wieess selele By vl o o

reconst r uct @derfndfRibhic IRES Al %;%I'E&ﬁrp@eg%% ﬁg%%?{‘/’%’%@i r@%‘é be stored at

. 8- . .
the nobil e device storage e case ere I'c information

24 i ncl udesmaibmes@BC 60y PaGRLvRB e Miind b-HAE the 2k 3 NP ir sS%ﬁaﬁ( s, 1t is
preferred not to store the automatically decrypted and/or unsi gned nessage

5 in the clief.geikhi® 68 PREGS chdhibs mab@ﬂ%@iﬁ&%ﬁﬂ&% 14 B/ verification
are automatic, a nessage is never stored in the 20 clear. Si'nce the

cr ypt ogr ap hiryptograploe inrteieoml 2dssah 6€ affepingeating fHeicH plofthhRenfEmARinlas ESSAge 60 s
made avail able automatically at the device 100, a cryptographic e-nail
client 150 iglin entify,fbiveths messdzy 6 theprby aisaphiidied thy benplttaf @s siati@nmessage 60. -
Exanpl es of such automatic processing include checking for the presence of
a digital dimdngdeie 7Pn cryptographic inline 25 information 24 of the
message and/ or | yin private key 140 to decrypt an _encrypted 15 1 9
SEP 2996 WD osﬁgg‘eéi@%ﬁ%&/ﬂwsef Jsdiplge susiop bl Siatpodugeth én Beski dn key bei ng

part of cry Sgg‘gea?m ﬁthi nlJ. information 24. The  sessi.gn key can in turn
be used to decrypt a %Pﬂ&‘?’@ﬁ?"&a I&erf"‘sef" fhesgryninstaphigyipling e-mpatl dnessagec r y pt ed

[ f ' f the inlj rypt hi
o ot AR ALAO ol b B 88 VB RAT B a1 on, 1
necessary, wwifissRkelAY. B?F‘%tl&géﬁ g&g%(h%bﬂg%ggq ,ggls}leg%lw%bgr ocessed cl ear

nmessage 5 can be shown to e user of _ e ice ~along with

Cr ypt ogr apkhdbles @EpRhpnN infiRG4iBE 2% 85 itk | EiBlhek Oftomb@hS upoh Q&&ﬁrgﬁw on.

Furthernore, clear nmessage 5 can be automatically destroyed when no
message 60 via a cryptographic e-mail client 150,

In another embodiment, the cryptographic inline e-mail message 60, or
15  alternatively a reconstructed e-mail message 15 having an attachment 14, may be stored at
the mobile device storage 130. In the case where cryptographic information 24 includes
an encrypted and/or signed version of message 5, it is preferred not to store the
automatically decrypted and/or unsigned message 5 in the clear, This ensures that
although decrypting and/or verification are automatic, a message is never stored in the

20 clear.

Since the cryptographic information 24 of cryptographic inline e-mail message 60
is made available automaticaily at the device 100, a cryptographic e-mail client 150 can
automatically cryptographically, process the message 60. Examples of such automatic
processing include checking for the presence of a digital signature in cryptographic inline

25  information 24 of the message and/or applying a private key 140 to decrypt an encrypted
15 |



| onger sel ected for view ng. Wien sending a nessage fromthe nobil e device
100, the inline extractor 115 may 10 also performthe function of an
inline generator 65, thus providing the ability to send cry?)t‘:b@?EélpEﬁUé
inline entities fromthe nobile device 100. Thus, both the sending of
traditional attachments fromthe nobile device 100, as well as sending

i nline dat GBEPE¥he nobil e device 100, may be real i BETICABKNBNOL her

enbodi nent, inline generator 65 may also performthe functions of the

i nline ext reediphkey) ths sesgipn keysbedgriart opfi coetogrephis plike drfenmations2dopBheat i ons  of
inline generator 65 functions carried out at the nobile device 100 to
extract tHESPhEYNER dhfun Sedtedste SasrypbsR ewnmid jversion of massege 5F §%i de a

traditional attachnent to the eci pient .of the nessage sent fromthe
nobi | e devieg%ypiegé‘?rmf’h &essf‘qﬁgtaﬁg[’ grpgﬁt 8@&‘3%\?\%?‘%‘&%5”%?%“83%3 an

attachment 4 im: ] i 70 n attachnment..may be sent fromthe nobile
devi ce 100 délgéng l{alg'%l ?eﬁi\gcagﬁ i, ,da}gr?goﬁ Hpeeﬁaggn(sj’nl\;erfe{'{eé%ﬁryt Sfeacofqp{ﬁﬁ?’t i onal

at t achment fothel t t | way 85. The
dual node fa%rg%t#@%l%aﬁt%ééﬁg}% Q%y%gdllé‘sﬁﬂc%ér n%gé grcg?%rs%qgﬁgﬁstcﬁ%tﬂ}%nl i ne
extractor bbildTayicherod,” MSEeWRE cBpoBrafitatecAbiRC IR tinficmRAMMscat ed to the

nobi | e device 100 are converted to inline’entities, and attachnents
conmmuni cat iidotmbticd M FuiRniieal)i dedr 3036486 da) Be ALBmMARAMEdett@Fed Phdntbi NE entiti es
at the nmobile device 100 before transm ssion, and thereafter converted to
t r adi t i onallongérsdectadrfentiewiag. t he 25 wirel ess gateway 85. Thus, by placing
inline generators 65 and inline extractors 115 at 16 WO 03/079619

PCT/ CA03/ 00405 Whea sendingsa teserge from the mobitsdeming i D& the iindine exetonn i Ksnagf a

conmmuni cation system the capability to "tunnel" attachments over one or
nor e i MY%r fsgipaiorn Be Avgiinnceitan diing gengrsiok 63 ithys prewiding Serabiityctatstndn system i s
provided. Fig. 5 shows in greater detajl an exenplary inline generator 65.

A transcei JEPZRbic mlige epfitiss fom fhe mobile davice 108 \Fhpsc bpthither erding fard, is used
t i .V pt hij - il. ] 1 L to..t it 1 hi
ol e e R SR st dEs 1 26 vl g GitecBa BBa ooy ecel vl ng.
opti onal Cg@{:ﬁe%ic%tlb@ %agﬁesr%j{rh%dt Ihoa%%mﬁ'%glgodiiﬂlegég‘lﬁCeggel%reg z%lrgg%ln the optional

stripping attachng ocessor proc S8 r8h i nstructions
f ound perform the functions of the inline extractor 115, and is configured to complement

15  operations of inline generator 65 functions carried out at the mobile device 100 to extract
the inline data sent from mobile device 100 and provide a traditional attachment to the
recipient of the message sent from the mobile device 100. Thus, if the wireless network
105 includes an attachment limiting device 70, an attachment may be sent from the mobile
device 100 as an inline entity, and then converted to a traditional attachment by the inline

20  generator 65 at the wireless gateway 85. The dual mode functionality of the inline
generator 65 and the inline extractor 115 may be tgiggered such that attachments
communicated to the mobile device 100 are converted to inline entities, and attachments
communication from the mobile device 100 are converted to inline entities at the mobile
device 100 before transmission, and thereafter converted to traditional attachments at the

25  wireless gateway 85, Thus, by placing inline generators 65 and inline extractors 115 at

16



in an inline generator software nodul e 230, and comuni cates with
transceiver 210, as 10 well as with optional storage 240. Storage 240 has
an optional MM inline extractor table 250. Each row of thef tiable 250
represents a rule and includes a nobile device e-nmail Address 250M G
simlar neans of identifying at | east one nobile device, a MM type 250T,
as wel | asYpBEYarl criteria 250C and optional pre-i nPCHEAGNMEESSI Ng
operations 250P. An exenplary nethod that may be inplenmented with these
syst em conpBH¥H{ogations in gegnrppaication getyorkoffa forpmpicatian system. ke Ryt h r ef er ence
to Fig. 7. .The inlin enerator 65 can be located in any nunber of
different <5sPERY a5 %ﬁeﬂ’\"f‘s".ﬂe PR CiTRetat omBURIFien PEYekSB Ben) i ne
gener at or leﬁ& ncaE)e Is(geca.t eg)lw.%1 ~a server that comunicates with an e-nail
a u e

Oon 8 1S pr
transfer nmechanism BS el ements connected to nessage server 40 of

Fig. 1, in theeﬁ%mdwsgfggé_a@gde%gﬁn;,{%135151?;@@n&a&ma%@sﬁ%@?}m 20 at tachment

limting devic 0 of | , S network |rithe W rel ess
i nfrast raCtsdhess Y Bifmel RerhrdiR iﬂi@xfa@% @%@; igﬁ{f@\’i%%cﬁae crptirapflic SORS 1 N greater
g. 4.

detail the inline extractor 115 o [ transCeiver 112, such as the
Wirel ess tmasagaisysa tohkbsifcrypiograptio inling e WS 8 thedsse 66 CRAGIVEr MPEATr aphi ¢ inline -
e- mail nessage 60. Transceiver 112 may optionally be used to transmt

i nl i ne genelsabotse? for ewelfihgoptiatal amfigunsivn MefubtdAS foriidstahdeQegariing@R generator is
so enabl ed, for exanple, to enable or 17 19 SEP 2006 WD 03/079619

PCT/ CA03/ 00ntiBaldirigpitd o aftachnients. Brpeessat 220 progessld the pragrinambiretivins ftudi ppi ng on a

per M ME type basis. Processor 320 processes the instructions in inline
extractor dbit RkeEcRARING seftvaronodsle Pl ARdcepmawnigetes Iwith tramspeeiess 112, as wel |

as with storage 340. Storage 340 may be such as the nobile data storage
130 of 4 g.well = witlsppiional slorage 248, Store P40 han arsontipnal MEME,irling ext¢torc onf i gur at i on

Labl e 350, WS Sl AULSrda0 LPLERERLS Bl a4 20
conver > on s g Bt e O MELSHBCRIGE oSBT, T 5 2
230T, as well as optional criteria 250C and optional pre-inline processing operations 250P.
An exemplary method that may be implemented with these system components is
15 described in further detail below with reference to Fié. 7.
The inline generator 65 can be located in any number of different system
components. In alternate embodiments, the inline generator 65 can be located in a server
that communicates with an e-mail transfer mechanism, such as the elements connected to
message server 40 of Fig. 1, in the e-mail sender 10, in the same component as the
20  attachment limiting device 70 of Fig. 3, in the wireless network 105, in the wireless
infrastructure 90, or in the wireless gateway 85,
Fig. 6 shows in greater detail the inline extractor 115 of Fig. 4. A transceiver 112,
such as the wireless transceiver 110 of Fig. 4, is used to receive cryptographic inline e-
mail message 60. Transceiver 112 may optionally be used to transmit inline generator

25  configuration instructions, if the inline generator is so enabled, for example, to enable or
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processing operations 350P. An exenplary method that nay be used with these
system 10 conponents is described in further detail bel ow vmth reference to
Fig. 8 The inline extractor 115 is preferably located in tih8 i85
device 100. Fig. 7 is a flowhart illustrating an exenplary nethod of
enabling cryptographic information to be utilized automatically at a

nmobi | e deviw@lPHEY At step 410, an e-mail nessage, su®hT/as038idd VE a- mai |
Message 15, or e-mail 15 nessage 5, is received. The step of receiving may
enconpass afisable kg °Pﬁfé%%la‘g@°ft9§%°g§€m jépping eweper MDY tee basiagBrocefsor | nst ance
after being rked S unread, or an e-nmil nmessage being received at a
message ser VEPOOSHE %W%QQ@“%@FW 301‘(‘.’)’3‘-'3}3&0@? » QmEunidetes Vigh det er mi ned
whet her the escng‘elzrll Jressage cei V%ﬁlﬂn 410 has attachnents. This can
be acconpli$ Ui’ w‘ FLOTRRS 3‘% PrPe suchpy feg Tpble dafa t he 20
e-mai | rressgtg% o 1855 Bl ‘1“ ously described. If the e-mail nessage has
attachnents or exa in the case of cryptographic e-mail nessage 15,

then steps 430 Et&a%e ‘Qo%ﬁlﬁ;!dﬁ thQs @@%a%recoﬁ‘%u%a%&t ﬁtge o4 IEE%{I dyf g the e, -mai |

nmessage, followed nver sel e- mal msssage does not

have att achseabis 350f@;5reseafmleemd inBludef 6 %?&«%ud?.f 3564 BPbther H&&ggﬁ@é , then only
step 480 ensues. 18 1 9 SEP ZOOS WD 03/079619 PCT/ CA03/ At step 430,

each att achsfemstce itbet aledt wah bonvelRH RGNS PP GRRSE %ﬂ%@jﬁgmg ep 440, and
depending on the outconme of step 440, either step 4 or step 460. At step

440, storagetit 48 a MIMDtypeBI0&chsiwell ar apeional @itdia 360TANA @ptidhal @espmligir at i on tabl e
250 stores a rule that matches for the attachnment currently being
processed. HRfeswing opecations 3§QRe oA ¢xemplay mothadeth®iney be osed iwith dise ypem Whi ch bei ng
met the ttachment is converted to an inline entity. In one enbodi nent, a
def aul t 1f ul@mpaenteisi dsebeddp fertherriesd belpwvith aeferauch rie fiigs 8. Thedinkeenf i gur at i on
tabl e 250 and sti)ra ge 2 need not be consulted. Illustratively, a default

rule for S/ |13 iResfer offpd iy herpatiedericiffand 250T of Fig. 5. These

el enent's corrprlgs a rﬂu ch.can be [nterpreted as: regardl ess of the
reci pi ent 250M ig. 1}3} 8 figw I] ustrating an exemplary method of enabling cryptographic

information to be utilized antomatically at a mobile device 100.

At step 410, an e-mail message, such as S/MIME e-mail Message 15, or e-mail
15 message 5, is received, The step of receiving may encompass an e-mail message being
retrieved from storage, for instance after beiﬁg marked as unread, or, an e-mail message

'being received at a message server, such as message server 40,
At step 420, it is determined whether the e-mail message received at step 410 has
attachments, This can be accomplished using MAPI, or by inspecting the structure of the
20  e-mail message, as previously described. If the e-mail message has attachments, for
example, in the case of cryptographic e-mail message 15, then steps 430 to 470 ensue to
generate an inline entity from the e-mail message, followed.by step 480. Conversely, if
the e-mail message does not have attachments, for example, in the case of e-maﬂ message

5, then only step 480 ensues.

18



10 nessage, whenever an S/M ME type 250T attachnent is found, the inline
generator software nodul e 230 enbeds the attachnment in the lines of the
body of the resulting e-mail nessage. Optionally, additionaﬂgOBEpaﬂans
can occur. For instance, criteria 250C may be used to deternminé if the
attachnment neets pre-inline conditions to be enbedded in the 15 |ines of

t he body. MOBEEEonditi on 250C is nmet, then pre-inli BEVEHSHOIS ons 250P, i f
any, nmay be desired to adapt the infornmation that is derived fromthe
message or att ati#eR A0, cachhaitachment dirthe exinpil meseage is processed thduglnepadddi ty.  For
exanple, in the case of SSMME type 250T attachments, the criteria 250C
can be "al [2d dePT'Pﬂ’in&%ﬁq‘er@‘tcP‘H%ﬁfS'ﬁlP%@Wrmﬁ@?h%%ﬁ%t s should be enbedded in
the lines of th 0 20 Fyrt hernor.e, re-orderjng pre-inline operation
250P can adapt “?tt’fg’p%5‘?’5@%{5%%‘1@?@%?@%‘? deternine ¥ cfigyration 2%t t achment so
that optio t t.he, cryptographjc. .attach appear at the
end. Such ?gé (S)t§r er ?]%Stn?atrinégﬂ)ersg?rﬁlﬁ %t%ée?lm(% éP'g?P%Reéngé’Foéesﬁﬁqg%s@g in United

Stat o5 A ooy ARDh oG bRt LSl B e kP oy 12, 2001, 't he

di scl osure of I'S incorporate erern erence. Hosci' 2u1s WO

03/ 079619 RGH Q&%/@%@ﬁbmggnegggm@@& d@ﬁé@f&?@tyi#%%pgi%@%cm&lﬂ ot her

attachnent types. For exanple, illTustrated | , the first rule in
the first nadopfigutaad teb1e2f50 addi@diagd40 Sech RGtoe SdaMiEE Tinbk-AMy, b Sefu@MRI | @ev, the
MME type is jpeg, the criteria is "size < 32k", and a pre-inline operation
of "di t her indg fortSMIMpBglefinta e cenaitalI0pDadd 2506t Bik.t Acim@ndlemeltdus, if a j peg
attachnment that 5 is greater than or equal to 32 kilobytes is received,
then it is coroprisemylecdishcanbt mternted|a: magsrdiess of thévecipiod g50M-d e earail | f aj peg
attachnment which is less than 32 kil obytes is received, then it is

di t her elf, imegsage, thongver) 23 SMIME t5pea230T satfebhyrit tive faundagles, inliefaonamatirt | s enbedded
into the lines of the body to adapt the inage to be di splayed on a bl ack
and white SUPREModNsei0sRpeds ha pgphanepirin the Jinegofithebpdyeof e esiing 6mals t he
"re-casti n?[%ssof an attachment into 10 an alternate data type or M ME type
that is mf& fdadily useable at the nobile device 100.

Optionally, additional operations can occur. For instance, criteria 250C may be

used to determine if the attachment meets pre-inline conditions fo be embedded in the

15  lines of the body. If the condition 250C is met, then pre-inline operations 250P, if any,
may be desired to adapt the information that is derived from the message or attachment
that is actually sent as an inline entity. For éxample, in the case of S/MIME type 250T
attachments, the criteria 250C can be “all”, indicating that all S/MIME attachments should
be embedded in the lines of the body.

20 Furthermore, a re-ordering pre-inline operation 250P can adapt the cryptographic
information in the S/MIME attachment so that optional components of the cryptographic
attachment appear at the end. Such re-ordering and pre-inline operations are disclosed in
United States Provisional Application S/N 60/297,681, filed on June 12, 2001, the

disclosure of which is incorporated herein by reference.
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For exanple, by recasting a "vcard" attachnent type into an address book
entry type, the nobile device 100 need not convert the vcard attachnent
into an address book entry. Another exanple of recasting isl firBif dify a
subset of attachnent data. For exanple, if the original attachnent is a
digital certificate, the nessage server 40 may be 15 configured to verify

t he aut hentN@®B@pPef the digital certificate. If the aBChessiogniy is
verified, then the resulting inline entity nay only conprise the public key

of the digital OREfipnsicpy alpacbe wilizedjethsqther gtiackynent fypesdiFgt exampleetst i fi cate, for

exanpl e, agﬁi th%f.rgirraquni PL% digital certificate data need not be

t r ansf er r ed’ saigdpn gy, the figtrule Hrpt gy pfdablpedS0 judicatas ghat thopeciviei®n at step 450

t he attachnent.i verted.into . an.inline entity and enbedded into the
body of -t naTR e, meRFE R 1 e B Giatshp £ 558, 48 PGB RER o | 5 not et

in step 44Qg«; At : he. af t tds.deft |ngac or optionally

stripped to C%tﬁ%@? 3&8%%ﬁgﬁég%hﬁlg@gﬁﬁ%%&%&eF@géa*'ﬁ%ta\l/t\?ocﬁ eng@atand resour ces

at the rpbiyd LedeMbf® eddillo 3 MiloBykeS B rébéied b fgﬁ&temﬁetdéea i Dres & aNY, 1S

processed through steps 440 to 470. 25 However, 11 all attachments have

been procesisaddy. Ho@Ees ifagseglﬁﬁcrﬁfaﬁ%&h is38s thar32201 60y RO Rcei Vi 234079619
PCT/ CA03/ 00405 At step 480, the processed e-nail nessage is sent to the

mobi | e deviiscdithdr&i)i.e.,Adrneilivitsa blk fd whitdighagd, beddrils eAbdida A mecan be
optionally renoved fromthe e-mail nessage, thereby providing the above
ment i oned Ifwribddy tol edaptdimrimese tode displaydonef tildck afd whivesceéd achnment |initing

device. 5 At the end of the process, after step 480, there is provided a
crypt ogr aphi ¢ iAfotherexampleph p prerlissengati@Us tho ro-erstingd of an eitackrivet inecei ved
cryptographic e-mail nessage 15. In the case of e-nmil. nessage 5 being
recei ved witk Histpte dite tyge thatrigmorg tepdily asaghle ot themebilegleviced 0gont i nues as i f
unprocesse% and ils grovi,deq after ste{) 480. This ensures that if a

crypt ogr aphPCFPRL: B TeRsting 4 ucad) attpehment wef ity an adiess; ook % g thes 1 ecei ved

oy of mRbARUIE Rechhor 35S b ura kEIRRE Bhales Bk oyt O €0 TUS: e
Another example of recasting is providipg a subset of attachment data. For
example, if the original attachment is a digital certificate, the message server 40 may be’
15  configured to verify the authenticity of the digital certificate. If the authenticity is
verified, then the resulting inline entity may only comprise the public key of the digital
certificate, or the status of the digital certificate, for example, and the remaining digital
certificate data need not be transferred.
If a rule or condition is met in step 440, then at step 450 the attachment is
20  converted into an inline entity and embedded into the body of the e-mail message.
Conversely, if a rule or condition is not met in step 440, then at step 460 the
attachment is left intact, or optionally stripped to conserve bandwidth over the wireless
network 90 and resources at the mobile device 100,

At step 470, the next attachment, if any, is processed through steps 440 to 470.

25 However, if all attachments have been processed, then step 480 ensues,
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carried out sinultaneously at multiple locations in the system as
processed nessages are not affected by further execution of steps. 0 -
480. These additional locations may include the wreless intf rhstruédilir e
90, the wirel ess gateway 85, and other locations. Fig. 8 provides a

flowchart illustrating an exenplary enbodi nent of a nethod of 15

aut omat i caQM38¥6Hg crypt ographic i nformati on at a nobCl/esddswpce 100. At
step 510, an e-qmil sage, such as cryptographic inline nmessage 60, or
e-mai|  message P ﬂ@i"e@%‘i@%@f‘mws%%%bs%‘fm the pahile detdre defh AbBSr eal i zed by

ei ther recejyvi a ssage over fhe wireless network 105, or by retrieving
a nessage fsﬁagﬁfpegm&éﬁlg%gﬁ%eﬂ@ c‘i‘“ﬂ’ef’l‘f’é’“ﬁﬁﬁﬁo]"e@%@g\}??‘ aflgppssagrgthatebyst ep 520, it
is determ . he. e-mai | .essage. receLv at step. 510 has a body
with inli nﬁ%ﬁ"ﬂ?ﬁ%@"" ditigied bidmidit e ’??q“’{‘ Renety s glP ﬁ’i‘%‘i%“@ﬁmf}@ made by
inspecting {hg structure of the e-mail nessage. If the e-nail nessage has
inline entities, for exanple, in the case of cryptographic inline e-mail

message $0 havi QiGhechy RURGFRRR afiersB) 4800nEN pbYiad @ mide oL NEN Steps 530
to 570 ensue to convert tq)he e- rree{isﬁ rressage? roI I%(())Wg% hgsu%hé%e'SBO. 25

Conver sel Y, mdilfmeidag 60-cdiiiched RBSREYRcHRES ﬂ@%ﬂﬁ‘éﬁnﬁl%&sﬁ@e St thees, for
exanple, in the case of 21 la SEP 200r6y 03/ 079619 PCT/ CA03/ 00405 e-mai |
message 5, caw ofe-nEbnagge S\bdily receivedwiibbitan@hmatstabgdpnmte-dpilimewhgehout  any
inline entities, then only step 580 ensues. At step 530, each inline
entity of tshesninueseds|if nmpgwesspd and ipprodded s steprd8@ig This teegpreS 4t if aand dependi ng
on the outcone of step 540, either at step 550 or step 560. 5 At step 540,
st orage 340TP9starbisinlince ressage dilderr 2 tregulde eemafh messagé ic sastiveguwithioiton tabl e 350
cont ai nf arule that matches for the inline entity of the e-mail nmessage
current I BEICHYEts S sepetiate messasp ismgl altersd cHup,feecproshss @k Fig oo condi ti on
upon which bei net the informtion stored in the inline entity is
extract ed. CFIHed(}%ES‘ ‘Hﬁﬁe&\’%ﬁ‘iﬁuﬁl&%@m’f’“}ea}'smgspf?féﬂs‘f S Acr y pt ogr aphi ¢

att achnent figuration tahle 0 st orage 340 need 10 not be
consul t ed. iﬁe ﬁ%f@uﬁ Fgeg%log oﬁgfpﬁé (?éfigdc;d}‘h © "g?. %Eloﬁa&mglné%nts 350A and
350T

=,

include the wireless infrastructure 90, the wireless gateway 85, and other locations.
Fig. 8 provides a flowchart illustrating an exemplary embodimeﬁt of a method of

15  automatically using cryptographic information at a mobile device 100.

At step 510, an e-mail message, such as cryptographic inline message 60, or e-mail
message J, is received. The step of receiving can be realized by either receiving a
message over the wireless network 105, or by retrieving a message from a data store in the
mobile device 100,

20 At step 520, it is determined whether the e-mail message received at step 510 has a
body with inline entities. In one embodiment, the determination is made by inspecting the
structure of the e-mail message. If the e~-mail message has inline entities, for example, in
the case of cryptographic inline e-mail message 60 having cryptographic inline entity 64
of Fig. 3, then steps 530 to 570 ensue to convert the e~mail message, followed by step 580.

25  Conversely, if the e-mail message does not have inline entities, for example, in the case of
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of Fig. 6, which can be interpreted as: whenever an S/M Me type 350T inline
entity is found, the inline extractor software nodul e 330 exti,(%%s é@e
cryptographic information fromthe inline entity to autonaticald é vi de
the cryptographic information found therein. 15 Optionally, additional
operations can occur. For exanple, criteria 350C may be wused to determ ne
i f the inl WEBEMEIty, once extracted fromthe nessagePCHE&BA4pDSt -i nl i ne
processing condi tions, and shoul d therefore be post-inline processed.

Addi 1 onal | G4 BESIE AP HEEHHEYi® Tpise SUrHEoT B HIPE By Wipe any, ar e
speci fi ed. . cas SIMME conpatible MM type 350T, the criteria
350C can be%nﬂ?e%’gﬁegfgﬂgfpg{mm}fgi?'/ CRL", and post 20 inline operations 350P
"decrypt/verify'i; iNndi i t e presence of an, S/ ivate Key 40
of By a s o b iBOE Bk ihd il of (o RUERTAES: e BRubroll Mengll it ne ontity,

and that tReEREEEER: thcoﬂ:;egﬁrt%ifﬁal%, ﬁigﬁaxeat gt&)\/sg&&ts{-eﬁ)gﬁol, ist (CRL) is a

pre-condition for verification I ntegrity a digital signature

certificate andApgepte sidRgS MBGs cohfted inloRied D RetGRARE iﬁonﬁ:%ﬁ%abi% ype 350T,
decryption and verification "decrypt/verify" 350P of a digital signature of

the 25 S/ MSVEono#S s Afrehdd fiatdlps £dd ehe Giftbe 88 of BKEmA! zﬁ&ﬁgeéu%&aﬁf%ei{?gEP 2006 WO
03/ 079619 PCT/ CA03/ 00405 An exanple of how these optional operations can
be utili zedregesstd. c Eschtrolgrspgifies an amshctionecadiyignt @ afHidhChealgt @ghpENt s s
illustrated in Fig. 6. For exanple, assune a nobile device 100 has a
di spl ay scrigfepnatign siosg it {he irdige gritifyalb extradiive I prestubodithant, iamlefulierufeiis st r ow of
table 350 indicates that the application is "browser", the MM type is
j peg, and t4qnes frcryptagranhici agtachmigtsynd jynfiguratng tablesd60 and stopige BA0treed post - i nl i ne
operati of scalin he, | mage., _Thus, if a jpeg inmage is the inline
i nf or rra?(?or‘f'ofli’?cf"ﬁ@“eg'n ‘?eri’éfa%lh{“ietliﬂﬂa%‘ra‘%@ésmBﬁgglem@rs Ajed 35¢Tess t han 160
pi xel s, no t=inline processing i.S nece ry. However, if a jpeg inmage
has a hei g(ﬁ?f‘gb?’ “\r’/]\nnc G tﬁ?’@?wta%éwerf% %sm,tmﬁéw jnfinej @t i) ed, i . e.,
adapted to g hg i j evice 100 . 10 Anotf her. exanple of a
post-inline og’et?%tﬁ'?%ﬁ&gfr%tof %@aarcfg'? gn)dédegj? g Fxrﬁa%%'e CTPIGERARELS %‘fﬂ“ﬁ‘aﬂ?lb

from the inline entity to automatically provide the cryptographic information found

therein.

15 Optionally, additional operations can ocour. For example, criteria 350C may be
used to determine if the inline entity, once extracted from the message, meets post-inline
processing conditions and should therefore be post-inline processed. Additionally,
optional post-inline processing operations, if any, are specified. In the case of S/MIME
compatible MIME type 350T, the criteria 350C can be, for example, “key/CRL", and post-

20 inline operations 350P “decrypt/verify” indicating that the presence of an S/MIME Private
Key 40 of Fig. 4 is a pre-condition for éutomatic decryption of the inline entity, and that
the presence of a certificate revocation list (CRL) is a pre-condition for verification of the
integrity of a digital signature certificate and/or the message. Thus, in the case of SSMIME
type 350T, decryption and verification “decrypt/verify” 350P of a digital signature of the

25  S/MIME message using the CRL can take place.
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a record systemor data store readily useable at the nobile device 100. For
exanpl e, by receiving an address book entry as an inline entity, an
address book application on the nobile device 100 can aut orit§ical At add
the entry if it is not already in the address book. By way of another
exanple, receiving a conpressed file as an inline entity,' a 15

deconpr essiVYh387%Yr am on t he nobil e device 100 can bePEHAABHUORd t O
automatically deconpress the conpressed file contained in the inline
entity. If a rufeeismple ohbiow thesp optipngheperdtignsope pe Biliged witherypiegraghicep 550, t he
inline information in the inline body portion is extracted fromthe body
of the e- ndi"f "perEPtogaphiceiiachmpntss {lustiated ip Kig, b o Fesexamplegtssums d mobilenot met i n

step 540, then ste 60 the_ inli 20 entity is left intact. At step
570, the néXt™q ﬁbihﬁea @f??ﬁytsﬁfc“’&f"f tl‘ﬂeby ﬁg‘?;@i"?}%dnl—?- e pdbeduRaow ok any, is

processed through st 0t 70. However é%ﬁggll inline . entities have
been procest‘lls})éed?ga P cea‘tra?g)s agg‘eg@g“’a sl SrOwRE & BPe BaREptSH of the e-mail
nmessage §s gjgnaladofp 4 bl Vi GE [ t tomatic inline
processi ng. %g ﬁ 392 ﬁ;agﬁgﬁ& _‘@%ﬂ%?géﬁgﬁé%ﬁf%ﬂégyﬁgﬁéggﬁﬁ the end of the
process af iy Fh§Rg R8Q is tHAGiife ihSmBEQMA AE thithd Unli) SndBay Pl-RB ARMAKC 1 nformati on
24 in the case of a cryptographic inline nessage 60 bei’ng received at step
510. I n thes GasB09fkele 10Bbst-infindPedcbifing B aQENLH MivieR@UE a fpb imAR n@Nt i ti es at
step 510, e-mail 5 is unprocessed and is provided after step 580, 5 In
anot her enldeighrentidthigreetet thdni 1 6@pitelsf theniEit scared, 24, dddpred ttf thoddplagaiithey uti | i zed at
the nobile device 100 upon receiving the nessage or retrieving the
message. | rmopi¢ degipptOer enbodi ment, the nobile device 100 requires a user
intervention before the inline information may be used. Wiile the systens

and net Hbds di stiodseataraae efjapostipliee dperetion dictbeadilivg of igling inforiatipn int0 wi t h
reference to known conmuni cation protocols, such as MME and S/M ME, the
a record system or data store readily useable at the mobile device 100. For example, by
receiving an address book entry as an inline entity, an address book application on the
mobile device 100 can automatically add the entry if it is not already in the address book.
By way of another example, receiving a compressed file as an inline entity, a
15 decompression program on the mobile device 100 can be configured to automatically
decompress the compressed file contained in the inline entity.
If a rule or condition is met in step 540, then at step 550, the inline information in
the inline body portion is extracted from the body of the e-mail message.
Conversely, if a rule or condition is not met in step 540, then at step 560 the infine
20  entity is left intact.
At step 570, the next inline entity of the received e-mail message, if any, is
processed through steps 540 to 570. However, if all inline entities have been processed,
then step 580 ensues.
: At step 580, reception of the e-mail message is signaled to the mobile device after
25  the automatic inline processing.
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systens and net hods may al so be used with other comrunication protocols
that differentiate between a body el enent of a nessage and an attachnent
el ement of a nessage. |f a message conprises body el ements &an¥ Sttt ddknent
el ements, then an exenplary nethod includes the steps of determning if

t he communi cation includes a 15 cryptographic attachnent el ement conpri sing
crypt ogr ap&030#%tr mat i on, and converting the crypt o8CHONI3®H04HE t achnent

el ement into a cryptographic body el enent upon determning that the
comuni cat i on i‘%‘%‘b%‘s"fé ST EPrasiriSe0. Aiereds Rivkided islinsrpitostapiifus, t he
systens and_nethods disclgsed herein are not _necessarily limted to MM

and S/M | v!‘Ef°FVB‘3‘2 e QPWW@%{“BWCSSZ@@GF’PWH’B‘?%WR%Q functionality
o note 1 i 1 R Tl SRR bl o o™ 4t e R o " °

Sof t war e mogdul es E%F oy Eals) finction of the inline generator/extractor
nodul e 1000 Hljr?nysege ‘dcat 8daf{§ltr:s pg%cut ed at various locations in a

comuni cati on NRtWkK emdddthnt, B ifine Solhakit 248 B jhed above, the
dual node functional |tel§; of ?he ilnlwi ng 2a5 genler at oarn?agl%?rﬁlglg{%?%mdul e 1000

may be tri gganestyics 16 Qivirg Wk IndsfA gt or Mt cABE IR Meage2 4n oiaohg006 WO

03/ 079619 PCT/ CA03/ 00405 comruni cated to the nobil e device 100 froma
transm tti rgnbodéntethe Snobile svicanob hefiires D Rick Gntet@antiee bk thedinider €1 €ss gat eway
85, or a message server 40, as shown in Fig. 1, are converted to inline
entities bédffometidnanagge tsednsm tted over the wirel ess network 105.

Simlarly, attachnments sent fromthe nobile device 100 to a recipient are
converted to 5 While thesysioms aridagethetls disslysaddisicinchavielder desdrid@d prafaslye bei ng
transmitted over the wireless network 105. Once the transmission is

recei vedd by"ij Flewnoe o dngvcsopmupication pioeeols, sush tes MMEed RYIMEilsi | e devi ce 100
or a nessage ser\{]ﬁr 40, or an internmedi ate device, such as the wrel ess

gat eway 85, VIHE 37| Peidedy may ralesbegd S D SPRBEREBHERK PR B# at t achnent
entity by af 1.6h§rt iuglin en ratto /extract%r modyl e executed on the
reci pi ent ac{(;{\%rcr:lea PEVHP & Y AP 3£3i"&°és.ag°16’ THUERRER B SR i ne

gener at or / eXLLACt ) PRAN. CSmARO0udp $BREH: hid NAGLBHSAGARMR,CAt | on

exemplary method includes the steps of determining if the communication includes a

€

15 cryptographic attachment element comprising cryptographic information, and converting
the cryptographic attachment element into a cryptographic body element upon determining
that the communication includes a cryptographic attachment element. Thus, the systems
and methods disclosed herein are not necessarily limited to 'MIME and S/MIME type
comrnunication systems.

20 Furthermore, the functionality of the inline generator 65 and inline extractor 115
may be combined in a single inline generator/extractor module 1000, as shown in Fig, 9.
Software modules performing the function of the inline generatorfextracior module 1000
may be located and executed at various locations in a communication network, Thus, in a
similar manner as described aimvc, the dual mode functionality of the inline

25  generator/extractor module 1000 may be triggered in a manner such that attachments
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networks in a comruni cati on system can provide the capability to "tunnel”
attachments over one or nore internedi ate communication networks %ﬁ’%@%
communi cation system The inline generator/extractor nodule 1000° kP AR
illustratively conprises software operable to nonitor outgoing and
i ncom ng conmmuni cations to the device upon which it is 15 executed, and
further coM$ri38¥619a data store storing a table of convereidmsgonditi ons
1002 and conversi on operatjons, 1003, The suhstance of an out goi ng
communi cat i°8rﬁm}“§°ateﬁd‘h§f’d’?°é’éf f‘ﬁ’f‘cﬁq&i from r ramifing deyice. FUCCHS BEBTW th ref er ence
to Figs. 5 abgye. Thus, if ..a conversion,conditi.on 1002 is nmet, then
oo outgoi nd s Re R otk ce e B oe RN TLRRig B8y ol ement s
1010 and aty, t. : t i body el enent
ohRERGTY il MR B el Bl A0 i Sl bt

comuni cati on 14 conpri sing e the body

el ements 1Q#hA0dubRRURS efbrof hEmbiR fHevilé‘eJ RIRDA ?e_cilaﬁﬂtaaﬁe diengPRverted

attachnment elenments 1018 in this exanple conprise the sanme attachnent

el ement 51031&ink &ftiEsHBE Abbile dd¥iet 100D¢RrRBEH trHORMET dvaiiGhelvlreRssRQAYKE! EMENt type.
The conversion may be inplenmented as previously described, such as in the
case of a NDIVEOme tfw iMninhissloh is re@bi@vbyneithad the Fecipiot d8WdE, sudipad andther SEP 2JUI WO
03/ 079619 PCT/ CA03/ 00405 be inplenented in accordance with sone ot her
conmuni cat imwhilesdezioel 0 dr 4 hestageliefverdOcortan dtepsediskabvieencnssisageletsody el enent s
and attachnment elenents. Furthernore, if a conversion condition 1002 is
met, then amewayPSdhuinking ewtieprany bk emvertigplackinioon attagfo®ntensty bicanptberf or med on t he
attachnment el ement 1012 in a manner as 5 previously described. Thus, the
out goi ng niNiBe EBFARETEactop A crespipdep thooepierh Jevise oipredittedevicnt o a body

el ement_ co ni cation 1020 c risi b el enent,s 1022 that include the
body el Emerts: Toee %bem/@ A O A G FE TS SOBRMSHRY i nf or mat i on

in the bod I ts 1010 .and th tt t ts.,101 I b
LRI L S R T TN
el enents 1Q28 o iGR irﬁ&ﬂ&ﬁdtescﬁmﬂx&%g@rﬁ%%o&@ i Bﬁaﬁﬁ]ﬁc@&ontégs%. el ements 1010 in

the m xed el enent conmuni cati on second conmuni cat1on may then
conprise converjy@dpline generatorfextractor module 1000 illustratively comprises software

operable to monitor outgoing and incoming communications to the device upon which it is
15  executed, and further comprises a data store storing a table of conversion conditions 1002
and conversion operations 1003. The substance of an outgoing communication is
monitored in a similar manner as described with reference to Figs. 5 and 7 above. Thus, if
a conversion condition 1002 is met, then an outgoing mixed element communication 1008,
comprising body elements 1010 and attachment elements 1012 may be converted into a
20  body element communication 1014 comprising body elements 1016 that include the body
elements 1010 and converted attachment elements 1018, The converted attachment
elements 1018 in this example comprise the same attachment element 1012 information,
but have been converted to a body element type. The conversion may be implemented as

previously described, such as in the case of a MIME or S/MIME communication, or may
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attachnment el enents 1028. The converted attachnment el enents 1028 conprise
the sane attachnment elenent 1012 information, but have been converted to a
body el enent type. Thus, the outgoing m xed el enent conmmuni cat ijpBaFROAEE may
be converted into a first body 15 el enent conmuni cati on 1026 conpri sing
body el enments 1026 that include the body elenents 1010, and a second body
el enment coMMUAsioBAars on conprising the converted attachkomoasosgenents 1028.
The inline generator/extractor 1000 al so conprises a table of extraction
condi t i ons be ingidenepipdiin aecarduicavidcions ethas eanirgmicesjpp ptandprd tgt difbeBtialecFhe subst ance
of an incomng 20 comunication is nonitored in a simlar manner as

descri bed kPPEENTEFBEedAEclmgntng attackgnegtflemgnty hove. Thus, if an extraction
condition 1004 js, nmet, .conmunj catign a 1036 conprising body information
7058 and at ¢ ac HHBRERTHHCHAREPER CRBHE? (10 Bah et PLETREC SN | noon ng

oo o T 8 b P Al AT 828, oo
1038 i Al | i
1035 anch | i 2RI R s 040, TR EAATRRT o5,

PCT/ CAO3/ 0Q4Qertea3fifa Qédy @leMdV%nQﬁunﬂéob B@OQWHQ G@HB' iefgllﬂgntsol'mm% be

i npl emented in accordance wth sone other ‘conmunication standard that

di fferenti aicege BEHINGEBMINBIOMARI HAEYI RLOMRA Bmed 2At t achment el enent s.

Furt hernore, because the attachnment information 1040 is extracted fromthe
converted att achegifdigatibf) 3dhe Hoay eleddeits 0510 andibitachineiielBhentsPE, mdyhe 5
attachnment information 1040 nay be automatically utilized by the device
recei vi ng tale be [serdyn edepaxmunicsionsu nTieafistocombOBiCatiofady teoromiat bydy 1 f an
extraction condition 1004 is net, then an associated extraction operation
1005 mail beélepants Heorudichepmpriee tegaeinforehtion asdedyrelemente] 0dfriathesnid®34 in a manner
as previous]y described. Thus, connunication data 1042 conpri sing body

i nf or mat i ofleMent FommuNicAnH 10Pfe 4 sugudcqompmERcation papthemepnipR® CARYERFdat t achnment

informati on 1046 r.esul ti froman operation on the converted attachment
el enent s 1@%19 eI%enﬁ Bbé}? rfll‘gca ‘_::om.'cartccqI attaghment elements 1028 comprise t\{le same

attachment element 1012 information, but have been converted to a body element type.

Thus, the outgoing mixed element communication 1008 may be converted into a first body
15 element communication 1026 comprising body elements 1026 that include the body
elements 1010, and a second body element communication comprising the converted -
attachment elements 1028,
The inline generator/éxtractor 1000 also comprises a table of extrac‘t:ion conditions
1004 and associated extraction operations 1005. The substance of an incoming
20  communication is monitored in a similar manner as described with reference to Figs. 6 and
8 above. Thus, if an extraction condition 1004 is met, communication data 1036
comprising body information 1038 and attachment information 1040 ;nay be extracted
from an incomir;g body element communication 1030 comprising body elements 1032 and
converted attachment elements 1034. The extraction of the body information 1038 and the

25  attachment information 1040 may be implemented as previously described, such as in the
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Al so, the inline generator/extractor nodul e 1000 nmay be operable to
reconstruct the original nmessage 1048 conprising body el enents 1050 and
attachnment elenents 1052. The reconstruction of the original negsagp 148
may be inplenented as previously 15 described with reference to conversion
information detailing the conversion of the attachnent elenents 1052 into
t he conver W3 KUchnent el enments 1034. | n anot her enPOUCHS00405 | nst ead of
utilizing conversion information to reconstruct the original conmunication
1048, the of®fifaAMESHMYRVE geq@vnicrtiongorimay be implegenterin eeroidguce willt er ni ni ng t he
type of converted attachnent el ements 1034 and automatically generating 20
appropriate“ﬁ??&@ﬁﬁﬁ%?m??Wb“ﬂ@ﬂ%g“hﬁﬁ“@ﬁﬁ?@@?@ﬁgmﬁﬁﬁeE%Wv%$¥%ﬁ att achnent

el ements 103 back into attachnent el ements 1052. For exanpl.e, in the case
of an S/M I\)Eé1 i ie@g’f’}tsc)n, uriignope, peeatse aétﬁ%‘ i'B‘Jf;““’a?‘ m%il% associ at ed
with the SIMM=-,.toke N | i i on 7-slipe." Thus, if converted

att achnent %ﬁré%‘rfé ni?%l@%ﬁ I g ts{agdégv%m‘aE e ha hé’?”fvf’qﬁ@é"f Siesihe

"applicagio el " j . DAV t ext.ensi af ".p7m' may be
autonatical?%ﬁﬁgﬁéfg?ggmégﬂ)%ﬁgﬁggﬁ§§$%®3&23?§§Eﬁ@%&ggﬁgﬁﬁb 034 can be

27 1 9 SEP wf@d¥émentdbnai QH&@0bsh. PCT/ CAO3/ 00405 converted back into
attachnment el enent 1052 having the automatically generated file nane.

Addi tional |y, aAdditiohdlgrif fresx@msbn coadii@no00f is BRNHE MRkREhEPHs et t achnment s can
al so be inplenented. For exanple, if the content type associated with a
converted Mprgidydohp map be perfognel pmhe ehjquedatiichinkie Rletntnes 108 ih A @anner
generator/extractor nodule 1000 can automatically 5 generate a file nane
havi ng t he apreagesiyolescribgdp Jhus pefrotwication idvte 043cbomprising thodyninfoshaorent 1052 can
be converted back into attachnent el enent 1052 having the automatically

gener at &8 f{0birpm the bodyrglegments d8i3ennd eperaisd wisachmeshinfpition $046agsultings o be

configurabbf q% file type, e.g., a user of a nobile device 100 may sel ect
whi ch conveft%H BTiae yefjysiatiachment elemasts 103fauay be htgined.cal |y reconst r uct ed.

For Sl L o RB AL S L 1R
the original message 1048 comprising body elements 1050 and attachment elements 1052.
The reconstruction of the original message 1048 may be implemented as previously
15 described with reference to conversion information detailing the conversion of the
attachment elements 1052 into the converted attachment elements 1034,

In another embodiment, instead of utilizing conversion information to reconstruct
the original communication 1048, the original communication 1048 is reconstructed by
detemﬁning the type of converted attachment elements 1034 and automatically generating

20  appropriate attachment file names and converting thel converted attachment elements 1034
back into _attachment elements 1052. For example, in the case of an S/MIME
communication, the file name extension ".p7m" is associated with the S/MIME token
“application/PKCS7-mime." Thus, if a converted attachment element 1034 is associated

with the S/MIME token "application/PKCS7-mime," 2 file name having the extension

25  ".p7m" may be automatically generated and the converted attachment element 1034 can be
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di splay of other inline entities. Thus, the user may configure the nobile
device 22 to automatically convert all inline entities that are not of .a
cryptographic type into attachnments. 15 Fig. 10 provides a blb&kSHPa%m&n1
of an exenplary wreless device 900 that can be wutilized with the systens
and net hods di scl osed herein. The wireless device 900 is preferably a

t wo- way comNifuiowerdi on devi ce having at | east voi ce andcteswo@enmuni cati on
capabilities. The device preferably has the capability to comunicate with
ot her conpuyerveried hack intesatiashmemi elematt el0fie havinPdipeavthimatiralisn ganbrated ilect i onal ity
provi ded by the device, the 20 device may be referred to as a data

nmessagi ng A& Ceditignallyyg sigilyr esargavctionof per-gryprographi steelphan abals dat a
nmessagi ng capabilities, a w.reless Internet appliance or a data
communi cat BT Eor @gampls: 1 fhe RpRiFbLTPe fseocialeh ity 2 conprad MIVE LYY where the
devi ce 900,

i s.enabled for ftwo.way cQ ni cati pns he device w |
incorporatgmgmc8Wﬁﬁﬁ?%a@?b%egﬁﬁ% Sy °§¥ﬁ?f§ﬁ§@‘§ﬁ%%ﬂaa@th§ scei ver 110 in
Fig. 6, « 25 i.n¢l ugdi IV, 2. A _transm t 9 nd .associ at ed
corrponenst s%?{tfcﬁ ag@ e g%%eaig? ﬁg g’ﬁ egé@%éE@gZBrf%ﬁ ¢ ve&%‘fé%é%g e%WtCAOBI 00405
nore, pref b ] , . t nd 918, | ocal
osciIIatorgbﬁ%%%g?qgﬁgeggﬁgEghggggggﬁﬁﬂgﬁﬁggg gﬁéﬁgﬁgég?gigﬁgital si gnal
processor (gbXsRled BRQamelhe particul ar design of the communication subsystem
911 will be dependent upon the conmmunication network in which the device
i s intended to TaReN@hec dhkrsiS) pIPIsEmayRalddaiicodigh06y fiegipk,nas af or a North
Aneri can market may include a conmunication subsystem 911 designed to
oper at e wi tuker rf & ebild Bivice X 00rmiay kedect ohivhu tineatkd atmelsyent gpesare BateaTAC  nobi | e
comuni cati on system whereas a device 900 intended for use in Europe may
i ncor potlat eutemgieslly rredoniragidde t FoRpainmpleSehe wises eof (HEBRR®)Le devigsumdycdstiieon subsyst em
911. Network access requirenments will also vary dependi ng upon the type of
net wor k  1@utonpdic wdilizagoryef qyniesraglie infprmglionibut amy gpt dgsie the augmpticexanpl e, in
t he Nbbiteﬁ_and Dq%aTAC net wor ks, nobil e devi ces such as 900 are
r egi st er ed 5Pt plePthve ufiRs Ut T§usa e ey say configure the mobile device 22 to

automatically convert all inline entities that are not of a cryptographic type into

attachmnents.

15 Fig. 10 provides a block diagram of an exemplary wireless device 900 that can be
utilized with the systems and methods disclosed herein. The wireless device 900 is
preferably a two-way communication device having at least voice and data communication
capabilities. The device preferably has the capability to communicate with other computer
systems on the Internet, Depending on the functionality provided by the device, the

20  device may be referred to as a data messaging device, a two-way pager, a cellular
telephone with data messaging capabilities, a wireless Internet appliance or a data
communication device (with or without telephony capabilities).

Where the device 900 is enabled for two-way communications, the device will
incorporate & communication subsystern 911, also shown as transceiver 110 in Fig. 6,

25 including a receiver 912, a transmitter 914, and associated components such as one or
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personal identification nunber or PIN associated with each device. In GPRS
net wor ks, however, network access is associated with a subscri?bgrﬁ@; rﬁdﬁfr
of a device 900. A GPRS device, therefore, requires a subscriber § e y
nodul e, commonly referred to as a SIM15 card, in order to operate on a
GPRS network. Wthout a SIMcard, a GPRS device will not be fully’

functi onal WA®BO&F%0r non- net wor k conmuni cati on functi 86ECABRM4ENY) may be
operabl e, but the device 900 will be unable to carry out any functions

i nvol vi ng B&mPERSblt sbrdded oreintersal; yatopne edepgnts Yifesnd 988 Jceleageiliporsnor k

regi stration or_activation procedures have been conpleted, a device 900
may send an@OPSLLidLa BEIRATNG Bodele g¥eh oh> dpith signal proespsor WSPYRPWBRK 919. Signal s

recei ved by the ant.enna 916 t hr,ough (o]0) ni.cati on network 919 are input
to the recéaglé'?ard%?f’m \Rﬁiﬂ}?hcof?g?}mb%&f ﬂﬁﬂﬁs.tglﬂg‘w ‘F@%‘EP?“@GEPR?EFI‘? uncti ons gs
signal anpl]flcati. [,E: n W0, nver.sion ilterjng, . channel
sialgecjti pnnpaéﬁ%i'h?ﬂ%ah%g{mkdﬁgﬁ?ﬁ%% %'gmf-élﬁ %’%B%{eg t%gf})&atg é‘ﬁé‘ﬁ&? °t e\‘—‘feg: 10, anal og
Lo digi§aloos GakRAT:ANorB AU, bitudlindl htiad POYRI AR, SheBe gfic! ved si gnal

al  ows .nore conpl ex 25 conmunication functions such as denpbdul ati on and
decodi ng t cueéa%e@% bp iR dithip the PRSP moBiR dothmuicatdf Astent'Q BR4AC9619
PCT/ CA03/ 00405 920. In a simlar manner, signals to be transmtted are

processed, rhdbié ohirm@ichide 4hstdin, Wheread A Cie ARCIYI iehdEDfor @36 EMBpe MY t he DSP 920
and input to the transmtter 914 for digital to analog conversion,

frequency Lipmcomponi@iGenapal Packét Radis $emdre (GRRS) cdvintdicition subBdteh PEHNSM SSi on over
the communi cation network 919 via the antenna 918. 5 The DSP 920 not only
processes conmuiétwerk aeess siqgimealeats willalso arbry depending wpess the dype of reeikver and
transmtter control. For exanple, the gains applied to comunication

si gnal s 10 P19.1uchap Wirelps Netvprk 195 of Hig: nEoviexample, 19 the Mabiexsad BadpC vel y
controlled through automatic_gain control algorithnms inplenmented in the
DSP 920. THE™QER ebile deviess apchras 8 e fegistird onathermetverk g 3 #9038, such as

rocessor 320 of,. 10 Fig. 6, ich contro] s e.overall operation of the
et o CorfRUMRLTP O AHEDIGH Y SRt e BBt CHR BORHS vo! o
conmmuni cat 'h%\warbr, Ao garcgs? {sqgsgcie;te%rw%ﬂgrs]ub%c%ger or user of a device 900.. A GPRS

device, therefore, requires a subscriber identity module, comnmonly referred to as a SIM

15 card, in order to operate on a GPRS network, Without a SIM card, a GPRS device will not
be fully functional. Local or non-network communication functions (if any) may be
operable, but the device 900 will be unable to carry out any functions involving
communications over network 919. When required network registration or activation
procedures have been completed, a device 900 may send and receive communication

20 signals over the network 919, Signals received by the antenna 916 through a
communication network 919 are input to the receiver 912, which may perform such
common receiver functions as signal amplification, frequency down conversion, filtering,
channel selection and the like, and in the example system shown in Fig. 10, analog to
digital conversion. Analog to digital conversion of a received signal allows more complex

25  communication functions such as demodulation and decoding to be performed in the DSP
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comuni cati on subsystem 911. The m croprocessor 938 also interacts with
further device subsystens such as the display 922, flash nenory 924,
random access nemory (RAM) 926, auxiliary input/output (1/0) sdoSiEt &Hb
928, serial port 930, keyboard 932, speaker 15 934, m crophone 936, a
short-range conmuni cati ons subsystem 940 and any ot her device subsystens
general |y wespgnewed as 942. Sone of the subsystens shompamm4bs g. 10
perform conmuni cation-related functions, whereas other subsystens may
provi de "r e¥d&ne simiar mgpney sighalscio b tnsnigeisare prdgsssedb ingludinpmedutatitys y st ens,  such
as keyboard 932 and display 922 for exanple, may be 20 used for both
communi cat i ‘lﬁ‘ﬁﬁ?céqll%ﬁféﬂexﬁlﬂﬂ‘b%’y 81 OSP 920-and inputdey the fratisitter Yéfor digied ®age f or
transm ssi on ,over a,co ni cati on network, devi ce-resident functions
such as a PAPEIPSHEP AN cpyveion, fﬂS“é‘P%taF‘ﬁg.g%‘% P RRRBSEORTYE used by the

m croprocesgor 938 | bly stored in a persistent store such as

fl aslh rrermryeﬁ’ﬂlﬂl,urlc ﬁ?’%: ewn‘%k?lﬁﬁlléﬁ'gﬁﬂerﬁ%ﬂﬁ' read only mem)ré 25 (ROM) or
Sppl i catt onsonte SR g i PERHE LS B B s H05 part s

thereof, mMByeeler HEMRRhiBEIchfrol, %@F@Qﬂﬂl@}h@ géins\iphRA iolcgrmﬁﬁrﬁ)é’ﬁ%ﬁ?fgg% as RAM 926.

Recei ved conmunication signals may al soO be stored to Fl ash nenory

924 pref er aBls redeé| T QR tEhBInReE OTIMAY Ko AhdpRlyREMISE BRASh avpdBBuihen devi ce
900 is enabled for voice conmrunication, voice conmuni cati on nodul e 924A.

Al so i ncl ucketh comtrof digasthmeiplementQiA4 thb DAP @200t her sof t ware nodul es 924N, such
as the inline extractor software nodule 330 of Fig. 6 and software
portions of crypedeia@ii peferabipintludes 4 mintoprbéefionT38 fsidh.as grpcesser 32@bl as a
cryptographi c engi ne software nodul e. The m croprocessor 938, in addition
to its &bertg onyhigly songets therroerilbepsration: effthy ddvicy Commivlicaionshamtionsi on of

sof tware applications on the device 900. A predeterm ned set of 10

appl i cati orfeNiECH kot I8 aphopiee Fommericadonsy atei awormedntrough iy at | east data

and voi ce ccom‘runi cati on_ a |1i Sﬁ?t i.ons for 9exarrp_l e, wll normally be
i nst al | ed Oﬁm{nﬁrgcaacg\/siulasés . The microprocessor 938 also interacts with further device

subsystems such as the display 922, flash memory 924, random access memory (RAM)
926, auxiliary input/output (/O) subsystems 928, serial port 930, keyboard 932, speaker

15 934, microphone 936, a short-range communications subsystem 940 and any other device
subsysterns generally designated as 942,

Some of the subsystems shown in Fig. 10 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as keyboard 932 and display 922 for example, may be

20  used for both communication-related functions, such as entering a text message for
transmission over a communication netwotk, and device-resident functions such as a
calculator or task list. |

Operating system software used by the microprocessor 938 is preferably stored in a
persistent store such as flash memory 924, which may instead be a read only memory

25  (ROM) or similar storage element, The operating system, specific device applications, or
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during manufacture. A preferred application that nay be | oaded onto the
device may be a personal information nmanager (PIM applicatiop f)h%gg ?{}
ability to organize and nanage data itens relating to the device e uch
as, but not limted to e-mail, calendar 15 events, voice mails,

appoi nt ment and task itens. Naturally, one or nore nmenory stores would
be avai | abl"@j%f‘?”ﬂ?e device 900 to facilitate storage SET/PHPH8t a itenms on

t he devi ce tgeéeguch Pl M ap I i cation woul d preferabla/ have the ability to
send and r &8 é’%aéibeie’i“@ﬁ‘%‘ Wipadedkipta a jiplptils g sughe ROMC 2§0‘?‘>e°el}’eﬁ a preferred

5332?23?”5#35*?1 %cwwwa@gl%é%‘?‘s%%m%ﬁﬁ %ﬁ@' R BT 8

cor r espondi; £S596 ost conputer system
Furt her app{@lcatl ons rr%‘icaﬁ{nrl o i ci“éd !1) mfeh an@ ds}@bbmctehr ough the
net wor k 91%omﬁﬁ‘mcaﬁbl?(b&xée@ﬁ%ﬁc@ﬂoﬁ%ﬁlﬂ§§ﬂ %?sg inciuff erg'n?illaslp gntmq9 short-range

communi cati ons subsystem 9 or any ot sultable su SysS em 942, and
instal | exl Q&éoﬂmﬂ@ﬁﬁvaﬂe&o&dit@gﬁﬁ'\du&%éﬂﬂﬁmﬁéﬁmé@&f%ue%o&ﬁ%ﬁg%ﬁg' le store for
execution by the mcroprocessor 938. Such flexibility in 25 application

i nstal | at i Gnandnoft@as §ertibh of febPpfrhbitad-inkiy ctht 140eordBY i £ Qs 9P sqRd may provide
31 1 "I SEP 2006 WD 03/079619 PCT/ CA0O3/ 00405 enhanced on-devi ce functions,
comuni cat icoptogrephixt eagind sofredrd 1oailsle. or bot h. For exanple, secure

communi cati on applications as described herein nay enable el ectronic
comrer ce f unctThemicrepmebessr|9as, insadditiorf foritanprrating tystam $actiong psfetablybe per f or ned
using the device 900. In a data conmuni cati on node, a received signal such
as a text fpadlesgeecyion i ppftware gpplieations\on| tsadevigs POO. b‘bplisﬁfml@s@édt oy the

comuni @fatl on, subsystem 911 and input to the m croprocessor 938, which
will e ABAgHORS, phifs Fonftol Jrg Qe"tcr-‘.@v?r@eﬁ Vistpdigg ghlerst dege a%rowt to the

dlsla 922 ter tlve | /O device 92 A user of
devPceyQOO ?@unwﬁ{‘? ﬁ?)OB%g’}l&’?P‘B ’|‘F ”@hﬁhgﬁta@ d ojtte decss es for

l e,
Srg[\rgnﬁrrelrji [ %ﬁéﬁgé/ E}Etglf %ican%\hey;tém é@%ﬁf omo ?L%V@ ‘%f(l) ﬁ@tl on with the
G ol ay 925.and gLl hafller ) %P%%%ﬁ%’é%?’%#’ﬁ%ﬂ%?& it aioTposed Tt

may then bé transmtted -over t he
manage data items relating to the device user such as, but not limited to e-mail, calendar

15 events, voice mails, appointments, and task items, Naturally, one or more memory stores
would be available on the device 900 to facilitate storage of PIM data items on the device
900. Such PIM application would preferably have the ability to send and receive data
items via the wireless network 105. In a preferred embodiment, the PIM data items are
seamlessly integrated, synchronized and updated, via the wireless network 105, with the
20  device user’s corresponding data items stored or associated with a host computer system.
Phrtﬁe_r applications may also be loaded onto the device 900 through the network 919, an
auxiliary I/O subsystem 928, serial port 930, short-range communications subsystem 940
or any other sunitable subsystem 942, and instailed by a user in the RAM 926 or preferably
a non-volatile store for execution by the microprocessor 938. Such flexibility in

25  application installation increases the functionality of the device 900 and may provide
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conmmuni cati on subsystem 911. For voice conmuni cati ons, overall operation of
the device 900 is substantially simlar, except that received §iW|ZBHS
woul d preferably be output to a speaker 934 and 15 signals for™ ™%

transm ssion woul d be generated by a m crophone 936. Alternative voice or
audi o 1/ O subsystens such as a voi ce nessage recordi ng subsystem may al so
be inpl enBRBP"BH t he device 900. Al though voice or 20BTA3HMENal out put is
preferably I<;;1008rTEI i shed, .primarily through the speaker 934, the display
922 may al SEMPE! QEERF I Junclifng rpgmunicationgelpteditupcignsoet bole Hopepley of a cal | i ng
party, the sguge%toi on.of. a voice cadl | ,. gr ot her 0 voice call related

i nf or mat i on- 1or "BXAHEBHY: 2PRAI00YS; dgjeribed hereig gy SHBREETYESe i npl ement ed
in a perso i git al j St type conmmuni cat i device for which
synchroni zgﬂcg%'s%nldtoﬁle‘ésﬁ%?g%c@ﬁ esé&{éggggbec%ﬁ%ntﬁ e?smlgrgj)?% &edesirabl e, but is an

opt i onal devi ¢ & GR eiiRicatt Hbed aRkYedWia DM o (SOARLS: & Higer 1O Set

pref erences through an external device or tware app atron and 25 would
extend the anBRhibdivil e fiocebsB@bBY dafuRikaidh bk ®1T Rd idplf QrfxBRL T ON oOr
software 32 19 SEP 2006 WD 03/079619 PCT/ CA03/ 00405 downl oads to the
devi ce 900 niitrygscedstt@BS, ivhich Willlpreferably fatiRSSoceR MIWLCalsighd) fon Stk The
alternate downl oad path may for exanple be used to | oad an encryption key
onto the dedispley SR0oraleratigly taadivriday V@ devidel9Rs A edkd dldévize 8000ndyr ust ed
connection to thereby enable secure device conmunication. 5 A short-range
communi cat i2%n senapaissipistiems Sulpas esmail rhagsagdsdor epmunleo nsig tbokpead®B2, whi ch may
provi de for communication between the device 900 and different systens or
devi ces, wihich ihpetralgte smplstesaiptpmuinesitokeybarrd eir telgehphectars. kepsd, iaxanpl e, the
subsyst | ude an_infrared device and associated circuits and

940 |
conponeht s Cgpunétg‘g?/‘ﬂlg{l @'Btdﬁﬂlﬂﬁ T80 ARRLRPFERLY B FUHEU VR dedics PByi desht or
icati it im | l,y- d t and 10 i . Fi . 11-13
Gescribe. ool B ol o o AERaed v AR, PErPHE DX Bits. g

communication subsystem 911,

For voice communications, overall operation of the device 900 is substantially
similar, except that received signals would preferably be output to a speaker 934 and
15 signals for transmission would be generated by a microphone 936. Altemnative voice or
audio I/O subsystems such as a voice message recording subsystem may also be
implemented on the device 900. Although voice or audio signal output is preferably
accomplished primarily through the speaker 934, the display 922 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or other

20 voice call related information for example,
The serial port 930 would normally be implemented in a personal digital assistant
(PDA)-type communication device for which synchronization with a user’s desktop
computer may be desirable, but is an optional device component. Such a port 930 would
enable a user to set preferences through an external device or software application and

25  would extend the capabilities of the device by providing for information or software
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met hods di scl osed herein may be used. Fig. 11 is a bl ock diagram show ng an
exanpl e conmmunication system In Fig. 11, there is shown a conputer system
802, a WAN 804, corporate LAN 806 behind a security firewall {80858 ess
infrastructure 810, wireless 15 networks 812 and 814, and nobil e devices
816 and 818. The corporate LAN 806 includes a nessage server 820, a

wirel ess cOYhBEOT6E system 828, a data store 817 i ncl uBFHEAERMPRAst a

I it i e} put t 822 havi
P ommmant cat + Bl BHERiE P oRes iR 6 Glon s SRER Ferunbisei ey Wy poysi cal
connecti on i I onnect or .826, and i re] ess VPN router
832. Opiar ataﬁ%ﬁat%g 0%3& E@ﬁn%?o?ﬁ%ﬂp&%eﬂ%oﬁ?adﬁéeﬁ%{}?}’e@c‘fvrgf‘ﬁ bel ow wi t ﬁ
reference tdaviwﬁ)orrﬁr&@ag%e%gn;q(thﬁs%ia%i%%g&%?stedI&@Scﬁg Uk &Ly :e%(lébtleem 802 may,

for exanple, be a |aptop, top or p op uter s em confi gured
for connectsfr d@cddbmdidisa04. Such a conmputer system nmay connect to the
WAN 804 via an | SP or ASP. Alternatively, the conputer system 802 mnmay be a

net wor k-Eonnect &dhaaafRe taimEatiaNsithaten 940 KEa M CHIBML Bmpsyeat em 822 for 25
exanpl e, accesses the WAN 804 through a LAN or other network. Many nodern.

nobi | e 33 vihich nBERFOHT cOMDMBBADYT BEkEenRESTdeGAOBD QRdHEree WseRS oar € enabl ed
for connection to a WAN through various infrastructure and gateway

ar r angenentdgvices,gvhich aged mpianecsesampiy be simiar sipéors. SR examyle ahsmbygerm 94m0bi | € devi ce.
The corporate LAN 806 is an illustrative exanple of a central, server-based
nmessagi ng SR ikt Hiatfippd slevieeand assepited girduisy andicoreionsts oc o Bhatope™t i ons. The
corporate 5 LAN SOWZ be referred to as a "host :fs%gtem', .in that it
hosts bot h Y HHHGIY ©Provide fos cormyniration it sigilqriyrenghied systsas andas wel | as
possi bl y f%\;i&gr data stores for other data itens, that nmay be sent to or
recei vecPfrom iobi | e devices 816 and 818, and the wireless connector

syst em 828, theﬁié/g/_i {1?1'3%%% '%a%iﬁ&ﬁtcﬁﬂm%?igaggfsgt OE’,Sb\i | %gg}rﬁ%{nacorrponents

enabl i ng communiTati ons between the cor f’l'El or nore

oo 30, dRNATRBLSuAM0 kS bl IS PR Bl S o1 )
connect or syBit@iBaiich sRPRAY 3% FiR0H1, GBS is shown a computer system 802, a WAN 804,
corporate LAN 806 behind a security firewall 808, wireless infrastructure 810, wireless
15 networks 812 and 814, and mobile devices 816 and 818. The corporate LAN 806 includes
a message server 820, a wireless connector system 828, 4 data store 817 including at least
a plurality of mailboxes 819, a deskiop computer system 822 having a communication link
directly to a mobile device such as through physical comnection 824 to an interface or
connector 826, and a wireless VPN router 832. Operation of the system in Fig, 11 will be
20  described below with reference to the messages 833, 834 and 836.
The computer system 802 may, for example, be a laptop, desktop or palmtop
computer system configured for connection to the WAN 804. Such a computer system
may connect to the WAN 804 via an ISP or ASP. Altematively, the computer system 802

may be a network-connected computer system that, like the computer system 822 for

25 example, accesses the WAN 804 through a LAN or other network. Many modern mobile
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corporate LAN 806 is one preferred enbodi nent of a host system in which
the host systemis a server conputer running within a corporatiegnggp\qglﬁg
envi ronnment operating behind and protected by at |east one securily
comuni cations firewall 808. Other possible 15 central host systens include
| SP, ASP and ot her service provider or mail systens. Although the desktop
conput er sy ®#98P4 and interface/ connector 826 nay be&CT/6san@ts out si de
such host systens, wireless comunicatian operations may be simlar to
those desdFfidseere pspledifor qameeciion i WalNathiougly verrgs infrpstreaisntng see¥Ywi r el ess
connector system 828 as an 20 assg&' ated wirel ess conmuni cati ons enabling
conponent , TR SP Phat e Sompyts sysiemA02 mayrafsq s aoohiledpvistn o sof twar e

application, or,a softwgr onept built t rk with at, |east one or
nore nessage se'f#’%é’?lip"”r‘m ﬁ@lnlgsag IQ%H%%FWPEﬁ%W%BSW?%Qd to send
user- sele ] I , eive infor ion from one or nore
nobi | e d-ev%%ggnggggg&gﬁ%{ g%é’%&velngb@%n%log#g%%?‘émm & %qogsén? hePRSFEs 812 and 814,

The wirg ei%N%@ﬂ@fﬁe%fﬁéé&%& ST Bt s@%ﬁ{%%apﬁh(ﬁts%@tﬁg§%ﬁ%§%%em of a

nmessagi ng system as shown i1n Fig’ 11, or nmay 6 WO

03/ 079619 REHoRAR3S BPHoRade) 3¢ RALhsPBssBHthriidd dath Rires B lotHEdadh ilefEOT POT at ed i nt o
ot her communi cati on system conponents. For exanple, the nessage server 820
may i ncor pdaaingy Be ssaf tonar ecefrEd HtA Mobikp@lvicesag 16 ARd 8, andAEP@ERRt | NPl enent i ng
the wirel ess connector system 828, portions thereof, or some or all of its
functi onal cenpectds s¥dren @28 segeirdes WEN 1826, 832U 0N pesgblp ottar cangonen@r  behi nd t he
firewall 808, acts as the main interface for the corporation to exchange
messages, Frelngdomgupieationsxbetyske the | cerporaie 1iAN 80faild, ong @k ewwtamplily dat a, voi ce
mai |, el ectronic docunents, and other PIMdata with the WAN 804, which

wi 1 tylSi caevisgs i andid 8. Jrnorerganeral trrus. gieptisystem eay b precF mere FamPBeSper at i ons and
conputers will be dependent upon the specific type of nessage delivery
mechani sms *afih PH ThasrkiEs with Ehlain?&‘Felﬁ‘éscg‘ﬁ‘@‘é%r St SxratgedP®and therefore

have not been sh p.Fig. .11, The functionality of i ssage server
820 nay ex foipo %%g%g@ négg rlrsegng aPéeéerrg% ﬁ’ﬂ?o egtncg a host systen}/, m whxclb%em%st

system is a server computer running within a corporate network environment operating

=

behind and protected by at least one security communications firewall 808. Other possible

15 central host systems include ISP, ASP and other service provider or mail systf;ms.

Although the desktop computer system 824 and interface/connector 826 may be located

outside such host systerus, wireless communication opetations may be similar to those
described below.

The corporate LAN 806 implements the wireless connector system 828 as an

20  associated wireless communications enabling component, which will normafly be a

software program, a software application, or a SOfW.JBIe component built to work with at

least one or more message server. The wireless connector system 828 is used to send user-

selected information to, and to receive information from, one or more mobile devices 8§16

and 818, via one or more wireless networks 812 and 814. The wireless connector system

25 828 may be a separate component of a messaging system, as shown in Fig, 11, or may
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receiving, providing such features as dynam c dat abase storage for data

| i ke cal endars, to- do lists, task lists, e-mail and documentatqq;n ?s 006
descri bed above. Message servers such as 820 normally maintain a p[slli aglty
of mail boxes 819 in one 15 or nore data stores such as 817 for each user
havi ng an account on the server. The data store 817 includes mail boxes 819
for a numb@¥0B0761¥n") user accounts. Messages recei vedCl/B4e30Hes nessage
server 820 that identify a user, a user account, a mailbox, or possibly
anot her addpsteadbeparigliyjon entigglyinqorporated intorothexpomourication syseth Fiyone@s9 as a message
recipient will typically be stored in the corresponding nuailbox 819. If a
nessage i s TRUTPRRG g MeraZzaemSe) Prdncoments p seftwaregroggmy prpliefigsdti on 1 st, then
copies of the sane Ssa may, be stored t nor.e than_one mail box 819.

Al t ernat i v§P’§P°“?"ﬁg'p@§%‘ﬁlg§wé”é‘¥\%r“‘§%r ﬁﬁ@mg%pgfﬂgmg}eﬁ@i,gsor%%y of such a
nmessage in g data stare accessible to all of the users having an account on
.the message server, and store a pointer or other identifier in each

recipiem s malbaikssdbl ferver kD e ol SHRARARROSHILAI e BRK R USCT MY Lhen

access his or her nmailbox 819 an contents using a nessaging client

such as M GhatSiRrtacddE hORHpoRkiord 8 ektfandOh&Shgeslitdihg (32 xAmph REFOZ006 VO
031079619 PCT/ CA03/ 00405 nornmal |y operates on a PC, such as the desktop

conmput er syslledlefBdng GOINNE6S R4l eBctiohie dockMdit3 QR ot P ek wathki¢ one deskt op
conputer system 822 is showmn in Fig. 11, a LAN wll typically contain many

deskt op, nOV&RBEkwidehdvill spicadly be depitrer. ThymktR 66 inthaediate RAGEAgIAY Cl i ent
normal |y accesses a mailbox 819 through the nessage server 820, 5 although
in sone sysbepwers vdll hedepergent gpoo |thesprrifintype efitadsiage ddlivegcmechmzasadt o t'he dat a
store 817 and a mail box 819 stored thereon by the desktop conputer system
822. Motk agesorksdy whicl messegerksopichangrd chnd henforethavaiest bees showp 8z t o a | ocal
data store 1on t he deskt %p conputer system 822. Wthin the corporate LAN
806, the wiltelMeduciagplinnelthsmesipas seryer@bmeysaten Rexond gessagy sending ction with t he
message server. 820.. The w.rel ess connector system 828 may reside on the
Came. comput i BPUAPR S S ayE RS 8 1 ar MERAPHER S0 be
i npl ement eqjo lists, task lists, e-mail and documentation, as described above.
Message servers such as 820 normally maintain a plurality of mailboxes 819 in one
15 or more data stores such as 817 for each user having an account on the server. The data
store 817 includes mailboxes 819 for a number of (“n”") user accounts. Messages received
by the message server 820 that identify a user, a user account, a mailbox, or possibly
another address associated with a user, account or mailbox 819 as a message recipient will
typically be stored in the comesponding mailbox 819, If a message is addressed to
20 multiple recipients or a distribution list, then copies of the same message may be stored to
more than one mailbox 819, Alternatively, the message server 820 may store a single
copy of such a message in a data store accessible to all of the users having an account on
‘the message server, and store a pointer or other identifier in each recipient’s mailbox 819.

In typical messaging systems, each user may then access his or her mailbox 819 and its

25 contents using a messaging client such as Microsoft Outlook or Lotus Notes, which

35



on a different conputer system Software inplenenting the wreless
connector system 828 may also be partially or entirely integrateq Ep th
nessage server 820. The wirel ess connector system 828 and the massgwg
server 820 are preferably designed to cooperate 15 and interact to allow
the pushing of information to nobile devices 816, 818. In such an

i nstall ati OYPQ 03{0FR819i r el ess connector system 828 is prefecaBlpozonfi gured to
send informatjon that is _stored in one or nore data stores associated with
t he cor por &p@Eailypgperasen ¢ BC.ope a5 therfetkiop epmppures sygewi 882 someaed iBh8, t hr ough t he
corporate B&e%%l 808 and via the WAN 804 and one of the w.reless

net wor ks 8 Altgoygh W&%Feékt"%mﬁ’g‘é?r SYSFFQ% 820 isshoyr D figale LMY and
so have_a, nobi |l e devi ce,

[ d | b h
uch aq. s1a needl Epip el EuS. udtd e b Cultorit FRbSage server
820 that Ll ik #SShy a@&gggumm%x@b't& i, SR SRS, L0 2

correspondi ng nessage Server a user has a

mobi | e devi 'a%u%h%h' SbnPstEOa mPBRHB Yt ﬁl%p&laﬁd@@repty c}eEEE{O tﬂg‘agt? gt%@ b server 820

and stored to the user's nail box 819 are era dete y the 25

Wi rel ess C@MEQtaGhailbdSE19 RoRe theRbySE besktsh & ten® $7DBids@gdevi ce 816.
This type of 36 1 0 SEP 7006 WD 03/079619 CT/ 03/ 00405 ?uncti onality
repr esent s may ‘sl 661 dovtiaded gRmSERS it gord BTN UQ daldRordioh @l @Bktof ONNECT OF
system 828 may instead enploy a "pull" technique, in which itens stored in
a mail box c@i@tepsyeters@2®% to a nobil e device 816, 818 responsive to a request
or access operation nmade using the nobile device, or sone conbination of
bot h t echni quesVité thagorpasate HANBOG the Wisdess CONEEET BBmSHe optrgescby enabl es a
messagi ng systemincluding a nmessage server 820 to be extended so that
each usi¥r' SOWHBpHop avith gy messags pever 8203 Tﬁawﬁ%e@gﬂﬂ% ystem §tamayiBiisages of the
nessage seryv 820. As shown in Fig. there are several paths for
exchangi ng ?ﬁ‘FBWPPWrﬂSFWaétheﬁ’ﬁﬁi‘aeée’ﬁé\%‘)e%rWG“SWBCE@‘FPIB‘H‘T e corporate

LAN 806. 01e ormatjion transfer th t hrough the ph cal
connect i on %ﬁ@%ﬁ%ﬁﬁm&g‘m& SEEM a‘éf(’ bifoid meq?SJ%%“W& %%W‘Fezﬁs%?”ll“g&t@r th onnect 8ry§|26

This path gRYmfGisb et QenbiRiRbGed fin RithdsabLQLBE! AR wHBERT S of ten

connector system 828 and the message server 820 are preferably designed to cooperate

15  and interact to allow the pushing of information to mobile devices 816, 818. In such an
installation, the wireless connector system 828 is preferably configured to send
information that is stored in one or more data stores associated witil the corporate LAN
806 to one or more mobile devices 816, 818, through the corporate firewall 808 and via
the WAN 804 and one of the wireless networks 812, 814. For example, a user that has an

20  account and associated mailbox 819 in the data store 8§17 ma)—r aiso have a mobile device,
such as 816. As described above, messages received by the message server 820 that
identify a user, account or mailbox 819 are stored to a corresponding mailbox 819 by the
message server 820. If a user has a mobile device, such as 816, messages received by the
message server 820 and stored to the user’s mailbox 819 are preferably detected by the

25  wireless connector system 828 and sent to the user’s mobile device 816, This type of
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performed at initialization of a nobile device 816, 818 or periodically
when a user of a nobile device 816, 818 is working at a conputer gsggbemwgn
the LAN 806, such as the conputer system 822. For exanple, as described
above, PIMdata is comonly 15 exchanged over such a connection, for
exanple a serial port connected to an appropriate interface or connector
826 such asv&B@r%H e in or upon which a mobile devi cePETEA3EH8S may be

pl aced. The i bre& AR BoplOfedies sdiftfe Rbibube HE Gl obib@fP! €7 ot her

information from-a op conput r SysS to a rm evi ce 816, 818,

i ncl udi Ng oRein\a Gy BisteHdl ewmy@ym( TeBnlH@ L wHiBlY Remds st Ahailbhk VAL €
encryption or signature keys 20 associated with the desktop conputer system

822, or ot BBradehtad 4 Meily dbvitk B)6, 818 keapdiBd 16 R req S a@sss GRfatich il CRIB, used in
sonme secure nessagi ng schemes such as S/IM and PGP. Private key exchange

usi ng a physhigcls mabilkdreicd, oxxomBabinmidn sfrothehiduedr | nterface 826 allows a
user's desktop conputer system 822 and nobil e device 816 or 818 to share at
25 Ieast5 one i danusp tie YistesarowessiStithatty emables ypessaging sdfeminchiligned nmai |l . The
user's desktop 37 1 9 SEP 2006 WO 03/079619 PCT/ CA03/ 00405 conputer

syst em 8222 gpgagasssyer B20debs exiendgd® thyt caghgertsanvbild dswics H6r88%has sraess e pri vat e keys
so that either the host system 822 or nobile device 816 or 818 can process
secure mes@slyEd messagss efdledprsves seiE8ser ' s mai | box or account on the message

server 820. Th transf Certs and | B over, su si cal connection
may be desirab s'i’oﬁ’n “P\E{g ?%é‘&‘iwraéepﬁ“&aéﬁ?thcg}msw‘lcwaﬁg H??BW?’PB%/ B8 he data that
s reqw regx Bdew e%@ls E% andrgo?&t @@bbtdne A CuEitliOtn ansfmt hods. A

user's ovvn use erl ? e user's Cert, and

CRL, , stﬁ' i emlwgaohng&tésa'sgﬁ%@gs &L@hﬁ epoﬂrusfag@? 2P My be

| oaded onto a no rom-t user des top conput er

syst em 822eondddiop 8460 Athis Bokh &fa {)9@ REGI HS&hmSle ferbslk m?dﬁqatigﬁkp?lat gn @ mobile

devi ce 816, 818 allows a no devi ce user to sel ect other 10 entities or
users W t hparfomied hgifialFagator B ek GBARE16 318 BCHHIARS FREASseranNgl t o pre-| oad

the bul ky informati on onto the nobil e device through a physical connection
i nst ead of mobile device 816, 818 is working at a computer system in the LAN 806, such as the
computer system 822. For example, as described above, PIM data is commonly
15  exchanged over such a connection, for example a serial port connected to an appropriate
interface or connector 826 éuch as a cradle in or upon which a mobile device 816, 818
may be placed. The physical connection 824 may also be used to transfer other
information from a desktop computer system 822 to a mobile device 816, 818, including
private security keys (“private keys”) such as private encryption or signature keys
20  associated with the desktop computer system 822, or other relatively bulky information
such as Certs and CRLs, used in some secure messaging schemes such as S/MIME and
PGP.
Private key exchange using a physical connection 824 and connector or interface

826 allows a user’s desktop computer system 822 and mobile device 816 or 818 1o share at

25 least one identity for accessing all encrypted and/or signed mail. The user's desktop
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over the air, thus saving tinme and wrel ess bandw dth when a secure nessage
is received fromor to be sent to such other users, or when t e?sftga{ ugﬁgff
a Cert is to be determi ned. In known "synchronization" type wire

nmessagi ng systens, a physical path has 15 also been used to transfer
messages from mai |l boxes 819 associated with a nessage server 820 to nobile
devi ces 818YQHA™8Y3. Anot her nethod for data exchange PEI/CA3&04HDI | e devi ce
816, 818 is over-the-air, through the wireless connector system 828 and
using wir e|°@§!gutqﬁ@fsmr8ﬁ%mg1@bﬂegimce 8AG or B4enpalse therplycghareiprivate keyssocoul d i nvol ve
a Wreless VPN r oy ter 832, if available in the 20 network 806, or,

al ternati ve%}elﬂ‘ﬁrt hogt b FRdior ele OpiiRa 814 A8 £49 PIRCISE feEESMesHESast r uct ure 810

t hat terface. t | 812, 814. Th
Wrel oss vAREEFR B %%eé"é‘%ﬁvbc?%a%cgwré?n”%@sffas%ﬁer%? g RSOt | on di rect 1y

through a specid Cg%\%ﬁéua?@phgp bkt iy bR O ERRy BRSO Sueh @

Wrel ess VPN rout use onjunction w static

addr essiNg 186848t of @E dzﬁ%&lﬂﬁér@quﬁ&fo{% P%%&o & Mlﬁdﬁsl‘%ﬂys 25 an

| P-based wirel ess network, then | PV6 provi e enou addresses to

dedi cate . medfiid AbnSEBLA00G « MR HBLAHIEA R VR HIcARH 04GR @, &P addr ess to

every nobile device 816 configured to operaté within the network 812 and

t hus make ivellpoSaistiles chans@atbORLsThtHEBsES, indy Be Baddd Bhtb 8 ndEiMide8816 at any
time. A primary advantage of using a wireless VPN router 832 is that it
coul d be arfl@fis fidnethsivef sdeskigPbrgmirpgystem 8220This foading W dtheraber’s Eegtsi re Wi r el ess
infrastructure 810. A VPN connection 5 may use a TCP/IP or UDP/IP

connect i on 2a%h CBE i mebilssisress8idi 818cibys a mobilecefireomserato rseist biber devi ce 816.

If a wireless VPN router 832 is not available, then a link to a WAN 804,
nor mal | §f  teRidies prugsrhgith whos hesciighida lexchangiag seowrn msssegep andedlededs m t hat nay be
enpl oyed by th rel ess conn ctor system 828. To handl e the addressi ng of
the nobile Q}'ﬁ%é’wg?%m&rf’ﬁmltb? 1 STW‘Férﬂ“?"éElﬁlﬂhé"Efﬂi GonRsFton dsted Hct i ons,

:Mm[ reggts fulcia E; Zheﬁ &Susg‘% 8%% aﬂ‘i? r ef htﬁﬁ’g?“eﬁeﬁg?h’g}es@ﬁ\é\% ’rél?e.ﬁg‘ze%net work for
l ocating from or to be sent to such other users, or when the status of a Cert is to be determined.
In known “synchronization” type wireless messaging systems, a physical path has
15  also been used to transfer messages from mailboxes 819 associated with a message server
A 820 to mobile devices 816 and 818.

Another method for data exchange with a mobile device 816, 818 is over-the-air,
through the wireless con;1ector systetn 828 and using wireless networks 812, 814, As
shown in Fig, 11, this could involve a Wireless VPN router 832, if available in the

20  network 806, or, alternatively, a traditional WAN connection to wireless infrastructure 810
that provides an interface to one or more wireless networks 812, 814, The Wireless VPN
router 832 provides for creation of a VPN connection directly through a specific wireless
network 812 to a wireless device 816, Such a Wireless VPN router 832 may be used in

conjunction with a static addressing scheme. For example, if the wireless network 812 is

25 ° an IP-based wireless network, then IPV6 would provide enough IP addresses to dedicate .
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a given user, and track users as they roam between countries or networks.
In wireless networks such as 812 and 814, nessages are nornallyj |SE$€I’2%
to and fromnobile devices 816, 818 via RF transm ssions between bas
stations and the nobil e devices 816, 15 818. A plurality of connections to
wirel ess networks 812 and 814 may be provided, including, for exanple,

| SDN, Fram®9®8(0#®¢1%r Ti connections using the TCP/ | P BEBHEMBHI405 used

t hr oughout tnf; ternet. The wirel ess networks 812 and 814 coul d represent
di stinct, il GUESSRFThretlsdedrefi¢ GRofigsed to pperatrayithino BetvabEsent t he sane
network in different. 20 ﬁountri.e%, and may be any of different types of

networks, inePi i pessibleyfo guphyipfopmpptipn,to a gﬁlﬁﬁﬁvgﬁtsﬁf‘}WFi@F-eés net wor ks,

101 ¢ SO ko LGRS IR s IR AR Ay oo SUPPOT

bot h voi ce "an 6) icatl ons ov

infrastr UCt\WI\eoomﬁ&ﬁﬂ vf'l’xﬁzh BMa F rehBRSEre &%rﬁ:r’a%tg?fﬁ %RPVGVPI\& LonsedliG

i npl enentati ons, nore than one over-the-a Nt Or Mt | on- BxX¢ ange 25
mechani sgn e 1opav i i enpl ary
comuni catin?g 39 1 QbQ?%%g&%ﬁg%%ggg&g%écéﬁ %?\%%“}13‘8‘53?‘°§§stem of Fig.
|1 for exanptlie,8ieobil e devices 816, 818 associated with users having

mai | boxes 819 associated with user accounts on the nessage server 820 are
configured to Ibpeireitse VBNirotief §3 isaat avaitable) thénS MR IOWON XS 8] 2oraldy 814. I f the
wirel ess network 812 supports |Pv6 addressing, then the wirel ess VPN

rout er 832 theplptetnet, isrerimbpgnly heed whnnestiers mechanisnehitonay be syplbemb8 A2 t 0 exchange
data with any nobile device 816 operating within the wireless network 812.
The wi r el esdrelkiBoapertorgisem 8. Fe hapdlgithef adpressing ofhemoifile Wpvice| %6 sndnet wor k,
however, such as t-he Mbitex network, in which case information may instead

be  exchangBHot Uiz isgRde dongriaps. cvirelss infrgpmetae SHys WeferbliueheThi r el ess
network 814 .by the i rel ess connector system 828 via_a connection to the
WAN 804 and’ Ete%g "%a’?%]%rg gio e ﬁﬁ*ﬁ??ﬁé@*&‘? ﬁﬁ?%?‘&?%“i‘@!essﬁﬁ'@’toﬁ‘tf?rd%a% the systemin
Fig. 11 w lalgi\’aﬁ)‘ﬂ\éep, %.n&jgﬁﬁ Hegeag th%? " el ci:acml)tl'xees o(n?];let\%or}ks?_ln wireless

networks such as 812 and 814, messages are normally delivered to and from mobile

devices 816, 818 via RF transmissions between base stations and the mobile devices 816,
15 813.

A plurality of connections to wireless networks 812 and 814 may be provided,
including, for example, ISDN, Frame Relay or T1 connections using the TCP/IP protocol
used throughout the Internet. The wireless networks 812 and 814 could represent distinct,
unique and unrelated networks, or they could represent the same network in different

20  countries, and may be any of different types of networks, including but not limited to,
data-centric wireless networks, voice-centric wireless networks, and dual-mode networks
that can support both voice and data communications over the same or similar
infrastructure, such as any of those described above.

In some implementations, more than one over-the-air information exchange

25  mechanism may be provided in the corporate LAN 806, In the exemplary communication
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mai | nmessage 833 sent fromthe conputer system 802 and addressed to at

| east one recipient having both an account and nail box 819 or ilecrgl_gagfu
store associated with the nessage server 820 and a nobil e devi T b
818. However, the e-mail nessage 833 is 15 intended for illustrative

pur poses only. The exchange of other types of information between the
corporate MWN3@®D61% s preferably al so enabl ed by t he weeBCABSM0DNNECT OF

system 828. The e-nmmil|l nessage 833, sent fromthe conputer system 802 via
t he WAN BOAfYS‘enh%fyF iy Lfen ‘P‘?mli’l?\ "E"H’ée deviges 816,318 gpsprsed Wittt Werh aKiNgi t al  signature

d/ d h I h d.
Ror oxanp! diaiiey s SRERIH b vE(er BT ot e ?%%éﬁw‘é@%r Wo%@%a#‘ ressagi ng
using S/'M raté gl'%ﬁ‘fér&?W&l%?ﬂ&tWO@%%ﬁgﬁ 8? ﬂa\% e ?s§ %Iaﬁaqie%% él}pp ypt ed, or

both. E-mail nessages suc nor ma Iy us P, RFCB822

headers andpyehhdyEssib0 fh\érr P@Mréesg 91’1@ ?oiﬂe%ﬂnﬂ% b lﬂgmathe ire eg%orﬁ]e%e . nMessage.

These techni ques are a 25 we known to0 one | e art mai |

nessage B33Jyskid 328 QS exdhanid\ Bt WESAP GroBR défke !ﬁggperatiﬂg wikthi® ﬁéﬁﬁel%&oe WO
03/ 079619 PCT/ CA03/ 00405 which determ nes into which nuail boxes 819 the

e-mai | nmesseagek&3B Thovirdesh Getwdrd 8 BiOmay' e a SEa6H hpedr abddenerdori®SSage such as
the e-mai|l nessage 833 nmay include a user nane, a user account, a mail box

i denti fi er howaverptiedras ttlgpdobifex i rdsiki in ehichi laat ifeyhafiva K@Pp_ekdtte a particul ar
account or associated nmail box 819 by the nessage server 820. For an e-mail
5 message 8¥dangedewitpt enbils davies §1§ popaating yithid éetiikleschensikifg4 by fei | addr esses
corresponding to a user account and thus a mail box 819. The wrel ess
connect or SYElEBFoERHOSYHEE 838 viti ¢ pevpestion, fogthe, WAN SPbend thetwissless 812 or 814,
certain user- selected data itenms or parts of data itens fromthe corporate
LAN 80614 o If "taf?é}"tﬁ@é}o s nobi | e device 816 or 818 preferably upon detecting

j[hat one or e % rn 1OFe\f S OC red Atl’l erlng event
i ncl udes, but éj rﬁ%‘in ??‘ﬁfyftgla i ﬁ‘ﬁé‘l “8?’ us‘f‘%@w"?“ﬂﬂq screen
saver acti \frﬁh'n%&a&t 83 s%'rﬁefzrom thg%rx\%{e}( ? temOERiB add%e\ésea ?o at%easf one
recipient having both an account and mailbox 819 or like data store associated with the
message server 820 and a mobile device 816 or 818. However, the e-mail message 833 is
15  intended for illustrative purposes only. The exchange of other types of information
between the corporate LAN 806 is preferably also enabled by the wireless connector
system 828,
The e-mail message 833, sent from the computer system 802 via the WAN 804,
may be fully in the clear, or signed with a digital signature and/or encrypted, depending
20  wupon the particular messaging scheme used. For example, if the computer system 802 is
enabled for secure messaging using S/MIME, then the e-mail message 833 may be signed,
encrypted, or both. | |
E-mail messages such as 833 nofma]ly use traditional SMTP, RFC822 headers and
MIME body parts to define the format of the e;mail message. These techniques are all

25  well known to one in the art. The e-mail message 833 arrives at the message server 820,
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di sconnection of the user's nobile device 816 or 818 fromthe interface
826, or receipt of a command sent froma nobile device 816 or ilf(%? t?ﬁ'[%
host systemto start sending one or nore nessages stored at th

system Thus, the wirel ess connector system 828 may 15 detect triggering
events associated with the nessage server 820, such as receipt of a
command, oMAW{6Bne or nore networked conputer systeR€T@2BH0PNC| uding the
screen saver a and di scon 0?ltl on events descri bed above. When wirel ess
access to cBPPYieEFRecy i gpailbpxes P th o-Fal eseres §6 shoulddegtongsAbeen acti vat ed

at the LAN the . wireless connector system 828 detects
t he occurre‘%(%c bec?fa%%ve’t”r’?%%gf f“\réi\gase@%ﬁw BFSsa8° Py gAY RCI5e GBYT M ser, dat a

t I b bile d
|1 T he exansreibfon § BelfSElaoiek BE 0SBl 88ty A0 ) B 550t Brger g event
has been  dgigalathont AFasBiclol Bartlk s, APRSRRE hiir nl ptohe [Egsage server

820 is detected by t W rel ess connect or stem s nay be

acconpl |Shelﬂessafg0833@¥él’ﬂmts%re t9icalTP RbARE Ry O¥nail Qdd?c'ésH e ges 819 _
associated with the nessage server 820, or, It the mes ge server 25 820 is
a M cr osof tuskpecdomin g times meibox §19en the w reI ess connector system 828 may
register 41 1 3 SEP 2006 WO 03/079619 PCT/ CA03/ 00405 for advise syncs
provi ded by t heThulwiries ofrnedide sysrai 08 seAfk inttdis) \idn Wirehgs @fwong 2 bint er f ace
(MAPI') to thereby receive notifications when a new nessage is stored to a
mai | box 819814, conppennses-selefted date demsonpdnts efsdata fitemsefranethd conesedgd 8% i s to be sent
to a nobile device 816 or 818, the w rel ess connector system 828

" pr ef er abl yhe WEmehasviee 16 arfi1, prafeshly upordeteging thavrse ortthea triggeritg anspar ent t o
the nobjle device, so that information sent to and received by the nobile
devi ce ;(é)peeé{?“ﬁ‘s ha Gepyrasg %B’gﬁ‘ﬁ’é‘g PYFRGPGES bihisaet lismited lodons Ar morelofbfbscessi bl e at

t he host m LAN 806 in Fi rred repackagi ng nmet hod
i ncl udes vvrsfélp?)plmﬁg Scr?egc%alvveﬁfmﬁaélg'ga@e”s “feBSb@R”é’g‘ﬁ‘f CQPBe] WPB| ¥8s net work 812,

814 | k
Sadr cas o EEEAN § e REL B Rl 61 R BRIk Seel 28 alleleln BT "Fo b
sent. At er@inRl s fr% RSobfiERACKAY '09918@3119 f?ogtssgﬁ odstag%en'ﬁﬁng dye SUCh as

speci al - purpose TCP/I'P wrapping techni ques. repackagl ig preferably
al so resul tesmbR messages stored at the host system. Thus, the wireless connector systern 828 may

15  detect triggering events associated with the message server 820, such as receipt of a
command, or with one or more networked computer systems 822, including the screen
saver and disconnection events described above. When wireless access to corporate data
for a mobile device 816 or 818 has been activated at the LAN 806, for example when the
wireless connector system 828 detects the occurrence of a triggering event for a mobile

20 device user, data items selected by the user are preferably sent to the user’s mobile device.
In the example of the e-mail message 833, assuming that a triggering event has been
detected, the arrival of the message 833 at the message server 820 is detected by the
wireless connector system 828, This may be accomplished, for example, by monitoring or
querying mailboxes 81‘9 associated with the message server 820, or, if the message server

25 820 is a Microsoft Exchange server, then the wireless connector system 828 may register
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e-mai | messages sent froma nobile device 816 or 818 appearing to cone from
a correspondi ng host system account or nail box 819 even though t.hgyﬁgéen
conposed and sent froma nobile device. A user of a nobile devicev8%s o‘?ﬁﬂﬁ
818 may thereby effectively 15 share a single e-nmail address between a host
system account or mail box 819 and the nobile device. Repackaging of the
e-mai | mesPHYBOPSY | s indicated at 834 and 836. RepacReFCAg/0M0EChni ques may

be simlar b{jor .any avai | %t‘))l e transfer paths or may be dependent upon the
parti cul ar Praqrsersges pyifed by the Migrospls Messging Apalication Progremping 810 or the
wirel ess VBN ,router 20 832. For exanple, the e-mail nmessage 833 is
preferably @éﬁg?‘é@?&b& "SR ‘g’ﬂ‘gﬁa@"ﬁf&’ a5 W%"Fage’éétf’{??@aé‘f"ﬁ%?f‘g@r bei ng
repackaged at to t.her i ivel rovide for secure transfer to
the nobile dev?@genglﬁgfag%rsr%%s‘s@ %ﬁ%bem i %%ﬁtl%tg b?)%eﬁtcf\?\na&(’ﬁfer‘%‘afﬁ red to send

the nessagss d1e! REFENS bHRoPR oSS B3Rl ThARNLL AL bkl Ay TeSSages or

other information sent to nobil'e devi n contrast,

messagess t i GbyiSbntiaRntdo MERGYIE BVRE, s@RatS3ermAtid ¥nt BRhdrelfFeLRPr essed and
not encrypted, since a VPN connection established by 42 1 9°SEP 2006 WO

03/ 079619 RAehhdBAOGA RO PPErrststutilanb e infitiion §3tdrdd Sn hldRee@blelaymsReuUr e. Messages
are thereby securely sent, via either encryption at the wireless connector

syst em 828,systim, CANE06 doFig dihsiGhe pedernad repacksgirgnaaliod incWfdbd waappgl or a

VPN-Ii ke connection for exanple, or the VPN router 832, to nobile devices
816 and 818cceimpdmessigrsdo hesssiares widésnoeteonBld, B idew plewrofd 6nvelppe818 i s t hus no
5 less secure than accessing nail boxes at the LAN 806 using the desktop
conput er sy earespgts to iy wireless Redyralesddged! e swbilpeleda4B16,818 B6wgr | ves at a
nobi | e goevi ce 816 or 818, via  h the wireless infrastructure 810, or via the

wi rel es® VI RS g Nt fematively. plberdengskagingmathodisould beuspdapiskass ¢ he out er
el ectroni c _envel ope t he repackaged. nessage 834 or 836, 10 and perforns
any requi reSEFm&Fépc"BPr?f)er"Ieéspzlﬁ]gﬁapgpﬁfe‘g@@?e@‘p§"\°16f?938%’@ ﬁﬂegf‘?gl.y PRELUYBs sent from a

Ot by < hols BA%ANY RAM GARE%1E O A afRbardlP IS LBoHBH G S 27

corresponding host system account or mailbox 819 even though they are'composed and

sent from a mobile device. A user of a mobile device 816 or 818 may thereby effectively

15  share a single e-mail address between a host system account or mailbox 819 and the
mobile device. |

Repackaging of the e-mail message 833 is indicated at 834 and 836. Repackaging

techniques may be similar for any available transfer paths or may be dependent upon the

particulér transfer path, either the wireless infrastructure 810 or the wireless VPN router

20  832. For example, the e-mail message 833 is preferably compressed and encrypted, either

before or after being repackaged at 834, to thereby effectively provide for secure transfer

to the mobile device 818. Compression reduces the bandwidth required to send the

message, whereas encryption ensures confidentiality of any messages or other information

sent to mobile devices 816 and 818. In contrast, messages transfetred via a VPN router

25 832 might only be compressed and not encrypted, since a VPN connection established by
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simlarly repackaged, and possibly conpressed and encrypted, and sent to a

host system such as the LAN 806. The host system may then rem)\(egtg[@ 2006

el ectroni c envel ope fromthe repackaged nessage, decrypt and deconpress

the nessage if desired; and route the 15 nessage to the addressed

reci pi ents. Anot her goal of using an outer envelope is to nmaintain at |east

some of théVOBPM¥ssing information in the origi nal ePRECABHBMESage 833.

Al t hough thﬂe1 outer envel o used to route information to nobile devices

816, 818 is 5881?‘ é%’?éé”u’é Fﬁaﬂélyﬁ@ﬁrﬁnmssgaﬂ%rw@rebwcwbseew vipgither nobi | e
sulates the entire 20 original

devi ces, the o nvgﬁ:l r ef er abl enca

e-mai | messager ’33“ PH o‘ioﬂg"t%ftsysfeé’agg%( Hﬂﬁ‘r@g%dﬁeﬁéf"&“smﬁ‘?ﬁds!‘bl y in
To adar os AL Haph of D VEKBE b il s RuBS s B Bt B Wby ( no out or
envel ope i Syl Y@gndafﬂ? IAQ:@ s{ﬁgﬁﬁﬁ%gspl}sﬁlg aqﬁo%ﬁ)é @e¥%€81%nr§18rr30 hsln% devi ce 816 or

818, The repac aging also a nessages I'vered to

addressed rigqisih@Mas acclishPmbibExes ﬁrtﬁ%fﬂm 3(18'1;9[;%&3 h@sﬁaﬁ n%g&}ness of the 25

nobi | e devi ce user's account or box on t ost sy en the outer
envel ope ofg2a, 43 1 9 SEP 2006 V\D 03/ 079619 PCT/ CA03/ 00405 r epackaged
out goi ng nessage sent froma nobile device is renoved by the wrel ess
connect or syst eWh828epatlapedaneisag SBERIBIGarARE AlHiobd deRids $16@x818d8r ess from t he

nmobil e device 816 or 818 allows a nessage sent froma nobile device to
appear as tthovigless inkastyptestifeor vin thy ivivelese IPH raurer 832etheimebile gevivaBlsbox 819 or
account at the host systemrather than 5 the nobile device. Fig. 12 is a
bl ock di agr&fibiemayes Hietosteirgeirons %Mpﬁm@edmmmaaﬁrﬁ%yls&%m in which
wirel ESﬁOCOI’m’UI’lI cations are enabl ed conponent associated with an
oper at o Berﬁﬁi‘ﬁ‘sé‘%’f%“%i‘e\ﬁﬂ?ﬂ@“‘%s““%%éﬁﬁ@ Apepatigns. Messagepsentdipat em i ncl udes a
conputer system 802 fﬁg , orate LAN 807 | ocated behind a
securit flarg@\?élf’lde trat1on e kD A E?r""f(Prlr?‘PF"r secipiepit e Pt a wirel ess
t ky81 Q 813 t 802, WAN
net wor nmpuyter system
804, securi %ml H reg;% gFC?gEng,’OSSl SHCS W@?"”@E’g anﬁé?"&mftt%sftéy 2
such as the LAN 806. The host system may then remove the electronic envelope from the
repackaged message, decrypt and decompress the message if desired, and route the
15 message to the addressed recipients.
Another goal of using an outer envelope is to maintain at least some of the
addressing information in the original e-mail message 833, Although the outer envelope
used to route information to mobile devices 816, 818 is addressed using a network address
of one or more mobile devices, the outer envelope preferably encapsulates the entire
20  original e-mail message 833, including at least one address field, possibly in compressed
and/or encrypted form. This allows original “To”, “From” and “CC” addresses of the e-
mail message 833 to be displayed when the outer envelope is removed and the message is
displayed on a mobile device 816 or 818, The repackaging also allows reply messages to

be delivered to addressed recipients, with the “From” field reflecting an addtess of the

25 mobile device user’s account or mailbox on the host system, when the outer envelope of a
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817, mail boxes 819, and VPN router 835 are substantially the sane as the
simlarly- | abelled conponents in Fig. 11. However, since the YP$\I SrE%uzgd
835 communi cates with the network operator infrastructure 840, ¥t'he Bnot
necessarily be a wireless VPN router 15 in the systemof Fig. 12. The
network operator infrastructure 840 enables wireless information exchange
bet ween t h&VQBWBY7 and nobil e devices 813, 815, respBETLMSI08405 associ at ed
with the conputer systens 842 and 852 and configured to operate within the
wirel ess néfmaﬁa&ed@f oing messpge sERANFoB0Y mobileflegieenisi ER)oved by &g Riigslsssconput er
systens 842, 852 are_shown ach having a sical connectjon 846, 856 to
an interf accgmig?mrc%ﬂméfgor%é,ﬁe 5 pEgeun OIVH’&g%/Xe eBJelE diotiley st em 844, 854

is operati . r i juncti ith e conput er syst 842, 852. The
wirel ess comg‘ﬁgc Igror gf}sﬂﬁg‘%ﬁa I@%%fg@%ﬁt P %mg’tl?dr%idle‘é{?ﬂ?@pﬁés %o'fgglrp ss connect or
syst em 828 fRagd diRMeARR fe bt bR 410 oL RARKGP P AP LLR B BYCT S el |
nmessages and other 1tens that are stored 1n nailboxes , and possibly
data iteys wddbasidavige. @ | ocal or 25 network data store, to be sent fromthe
LAN 807 to one or nore nobile devices 813, 815. 44 1 9 SEP 2006 WO
03/079619 PCT/ GAQ 3t @QHMek Hidgrinh 9f anlaterhAMNEM@inplarl BEnARIRE KysRREMAt OF
infrastructure 840 provides an interface between the nobile devices 813,
815 and t hevhicAN/BBA.cordsunidativne are epBlEAbY HDomPbnehithiesosistsd with A lopatiior i N Fig. 12

wi |l be described belowin the context of an e-nmail nessage as an

i |l ustratiwéa wislegsapiteorbf Apshoat in Fig Enthe hstemnsojudixon @mpitertsystean 80Bbi | e devi ce
813, 815. 5 When an e-nail nessage 833, addressed to one or nore recipients
havi ng an V&G 80 e comprasHleAN 80T depgled bebing e pec@itpiireyvall §08oeiwoddpdisiort he message
server 820, the nessage, .or possibly a pointer to a sin%Ie copy of the

messagel &t GHESUEHES40eh Pirelpss aiwORO81 Lo andfebile devives 813 pad 8Por B¢ i nto t he

mai | box 819 of each s recl.pi ent.. .Onc e e-mail sage 833 or pointer
has been stSFEE* tsgggl %Wﬁﬁ%“@f@ﬁ“ﬂ‘iwﬁw@ 8{5’?&??@3?‘?@&2&&%‘3@@?% using a
nobil e 10 i 3e4Qr In .t examl e wn in Eig. . the e-nmuail
nmessage 83§%angaﬁgog‘én8@h g:@gsreo % gﬁtaﬁeesu%ﬁgg%x 558 4 %bt%lﬂaé*"ed wi th both
deskt op conpuis Comphidnt %F@‘lﬁ @I'age\fer, since the VPN router 835 communicaies with

the network operator infrastructure 840, it need not necéssarily be a wireless VPN router

15 in the system of Fig. 12. The network operator infrastructure 840 enables wireless
information exchange between the LAN 807 and mobile devices 813, 815, respectively
associated with the computer systems 842 and 852 and configured to operate within the
wireless network 811, In the LAN 807, a plurality of desktop computer systems 842, 852
are shown; each having a physical connection 846, 856 to an interface or connector 848,

20 858, A wireless connector system 844, 854 is operating on or in conjunction with each
computer system 842, 852.

.The wireless connector systems 844, 854 are similar to the wircless connector
system 828 described above, in that it enables data items, such as e-mail messages and
other items that are stored in mailboxes 819, and possibly data items stored in a local or

25 network data store, to be sent from the LAN 807 fo one or more mobile devices 813, 815.
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852 and thus both nobile devices 813 and 815. Conmuni cati on network
protocols commonly used in wired networks such as the LAN 807 and/or the
WAN 804 may not be suitable or conpatible with wireless networik§ 35 2006
comuni cation protocols used within wirel ess networks such as 811. For
exanpl e, communi cati on bandw dt h, protocol overhead and network | atency,
whi ch are PYQ®B&%1® concerns in wrel ess network comruBCHEABHNES are | ess

i gni fi cantyin W t wor k ich typically. h hi_gh it
and speod 1AL HbERER B AR R e ekdyntBl B8 i i beieta s ana a1s”
cannot norfiﬁéﬁl&bﬂé‘ﬁ&ﬁéﬁﬁ,g?s Qﬁftr@ ANHOF gﬁ%%ﬁﬁh&k\l’gfmls e Indiat VOr k _oper at or

infrastructure 840 provides a bridge b en g he reress Hetwork 811  and

the LAN 80% FEN® WifltowRkskritedbuiht 1 ihel Bfitb,d 5 S fiosd as%nﬁfakﬁﬁvea mobi | &
device 813, 815 to establish a connection to the LAN 807 through the WAN

804, and meyamglost a xRl tat miEbe s RladkoBik RVics¥13 @pLr at or of the wirel ess
network 811 or a service provider that provides 25 wireless comuni cation
servi ce ¥or nmobWhe alevingemesi}d 828 dddidsted th Rnd@ oPmbrt r2peed hewst@am a 45 1 9
SEP 2006 WD 03/079619 PCT/ CA03/ 00405 nobil e device 813, 815 may establish
a comuni caFtonm on the Mewrge wirteh820Hereprinedby e mpssapateoser 820 nfermstapaiat ur e 840 usi ng
a wreless network conpatible comunication schene, preferably a secure
schene sucPosEDNAReBlcel ¢ sixlagopyefithe megsres stoSuldus fentyal (AIbDS)r deletore nf or mat i on
should remain confidentjal, and a wire|l ess web browser such as a Wrel ess
Appl i cat i o B odhepailbexaip ofpaghaish reciniepts oy ek e §83er ( t hr ough
manual sel ectjo r pre- .selected defaults in the software residing in the
nobi | e devipglélger gﬁﬁ??w&s{oﬁﬁi 4 P?P@P’hg]tgr ey B}F"'?erﬁb{l}é’f“ a0cesiFd P 7 mgbifeon f or

exanpl e;4 stor. I i x. 819 in.the a store 817 the LAN 807. The
netmorku%pégé g?bgﬁgfgg%#gg?ﬁ%§%§%8‘?E@hﬂg ﬁﬂpﬁgﬁggﬁfﬂggﬁﬁ@?tion or

sessi on W t,Bs&sfied ﬁllle ﬂ%ﬁ?‘f"%ﬁggﬁg&fmém Fgeﬁl §§§€m%§o§u§mr ?gt&g gRSGUr e Hypertext

Transfer 10 Protoco or exanp essron has al ready been

est abl i sheds2 A tRAPEMEmokle dSBSIMPHaRE Wween the networ k operat or
infrastructure 840 and a wirel ess connector system

Communication network protocols commonly used in wired networks such as the

LAN 807 and/or the WAN 804 may not be suitable or compatible with wireless network

15  communication protocols used within wireless networks such as 811, For example,

communication bandwidth, protocol overhead and network latency, which are primary

concerns in wireless network communications, are less significant in wired networks,

which typically have much higher capacity and speed than wireless networks. Therefore,

mobile devices 813 and 815 cannot normally access the data store 817 directly. The

20  network operator infrastructure 840 provides a bridge between the wireless network 811
and the LAN 807.

The network operator infrastructure 840 enables a mobile device 813, 815 to

establish a connection to the LAN 807 through the WAN 804, and may, for example, be

operated by an operator of the wireless network 811 or a service provider that provides

25  wireless communication service for mobile devices 813 and 815, Ina pull-based system, a
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844, 854 may be nmade via a typical WAN connection or through the VPN router
835 if available. Wen tinme delays between receiving a request froma
nobi | e devi ce 813, 815 and delivering requested information b ck S8 2
device are to be mnimzed, the network 15 operator infrastructure 840 and
the wirel ess connector systens 844, 854 may be configured so that a
communi cat YYhP3@BHect i on remai ns open once establ i SheBCT/CA3 {4185 syst em of
Fig. 12, re esés,ogig%ﬁatin from nobi |l e device A 813 and B 815 would be
sent to the™HP 81 813 Uiy peablidhacpampniogtion sgpign Bifuthe pestodierperipel y.  Upon
receiving a k. t he networ k operator

eguest. for information fro 't Wy
i nfrastruct uraesggﬁl& 849 using W‘?%f%@@’%ﬁ?f??é@%@"’g%‘f”@ﬂq ssheme, pseferaliiot 1 j eves

i ol ose. conhen s 8Dut &R SRRl S Gl T moRREC00 B33 f1rom

wi rel ess connector system

the appr opr iugilroffh cBiieridOana ¥Rl okt QUGN 2 o WEESAIANGEL] ent

operating in conjunction w e conputer system Whi ch may

access asMebrbtbX (WAHbreistNeX u¥e: ghaf B i@@éﬁ{&%ﬁ%ﬁ%ﬁfﬂgﬁ%&%&r g;ie_r ectly.

Alternatively, a wireless connector 25 sy e configured to

access nai | sBaesieRlIR ih he dffvaredbsid@Etil Me ﬁbhikhé\@dﬁ?ﬂzytopﬁl infofnatio) ooE 2006 WO
03/ 079619 PCTI CA03100405 nessage server 820. so, other data stores, both

net wor k datjast s¢vo infsmationifdr @kanipte, tttved flat @ailb&d 196n & daraRdels0T alihddat a st ores
associated wth each conputer system 842, 852, nay be accessible to a

wi rel ess cdateédor Theyretvenk Sptebtor SSstrughnel 8 tisn tegatdisheo bichmedion bce 813, 815.

If the e-mail nessage 833 is addressed to the nessage server accounts or 5
mai | boxes SFHI0R4h @ Widkys ginpectop sysiemciip8ide psingySecwendlygatext frehsf852 and devi ces

813 and._ .8 then the e-mai| nessage 833 may be sent to the. network
oper at of?i ﬁét%g{]‘?’a‘@{’%rf@ eganeple, o sessifibas elrpdobeameptabiished. iigisbevetthen sends a

ISR ANE CEEENEE TER
conmector SHE IR o O R RS By ASRE  he0
e oS 4S5 VAR 0 R 6 Fl 55, M 1 5
and delivering requested information back to the device are to be minimized, the network
15  operstor infrastracture 840 and the wireless comnector systems 844, 854 may be
configured so that a communication connection remains open once established,
In the system of Fig. 12, requests originating from mobile device A 813 and B 815
would be sent to the wireless connector systems 844 and 854, respectively. Upon
receiving a request for information from the network operator infrastructure 840, a
20 wireless connector system 844,' 854 retrieves requested information from a data store. For
the e-mail message 833, the wireless connector system 844, 854 retrieves the e-mail
message 833 from the appropriate mailbox 819, typically through a messaging client
operating in conjunction with the computer system 842, 852, which may access a mailbox

819 either via the message server 820 or directly. Alternatively, a wireless connector

25  system 844, 854 may be configured to access mailboxes 819 itself, directly or through the
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nobi | e devices 813, 815 via different protocols, translation operations may
be performed by the network operator infrastructure 840. Repackagi ng
techni ques may al so be used between the wireless connector sysi&mp 844,
854 and the network operator infrastructure 15 840, and between each nobile
device 813, 815 and the network operator infrastructure 840. Messages or
ot her i nf orYR¥*3H% o be sent from a nobile devi ce 813PCHEANEHS be

processed in a simlar manner, with such information first being

t r ansf er r ed"FPEFERC oD fleo: ofhendaiastopps, Doth ggtmork datp peresimiios fadheodsBr at or

infrastructure, 840, The network opergtor 20 infrastruyciure 840 may then

send the i it %ﬁl"‘?@ﬁ“{] %‘taaﬁ?ﬁfsraéﬁoélglgde}‘f’gh‘?’i‘&tb‘foﬁ’i’“tgfﬂi‘?hé‘gAéts,%' B/ £ or st or age

in a mail bgx 8 an elivery t dressed recipien t he nessage
bR TR ks MR, SERLERG b RORR ERRS,

d.
server 820 fGr exarr%'lrB ive nf'ormation to the

addr essed r el pign Sail TG aD9C;s AAFELLPL! D pflsade N8By LM & F1 9. 12
relates to pull-based operations. e W rel ess connect or systens 844,
854 and 3 henfedxWod1 ¥ aQRGkeA M bbill fobrighlel WEkM 12 RY85244d deviRes P ard006 VWO
03/ 079619 PCT/ CA03/ 00405 instead be configured to push data itens to nobile
devi ces 81318mdn i %-ma neARI 938 thay RAKSM/APME hetGIB bRfitor MfrddrburP@@Si bl e.  For
exanple, a notification of a new nessage or a list of data itens currently
stored i n assatvaastdne 842, vihivh theAMnBi/copyoifltiad chmailphesdagcio ezh amobilzbi | € devi ce
813, 815, which may then be used to request nessages or data itenms fromthe
LAN 5 807 deviee 8ihand 88t wdondicateg etr2a¢ and 866 fInfamtationgbay be tr@udferred|bbtwoanbi | € devi ces
associ ated with user accounts on the LAN 807 are configured to operate

wi t hin di ffkereirplessgopnspterssystenest 8t ik andttheanetwotkodperpior infrestecpeddfoick may have an
associ ated wireless network infrastructure conponent simlar to 840.

Al t hough s &jshF apamectiondp Bg VBN {4 e JENEB 8% oYhed yhetngivgrk@portorgs4 are shown
for 10 each conmput system 842, 852 in the systemof Fig. 12, one or nore
of the w ré&@@g&&?ﬁié 1ogtess Wilhie gHsless garnecion si??‘é?%r 5@: %‘dﬁ@ configured to

operate in nToBiy &é\rr]igetSIS?f 8% \;nb different protocols, translation operations may be performed

by the network operator infrastructure 840. Repackaging techniques may also be used .
between the wireless connector systems 844, 854 and the network operator infrastructure

15 840, and between each mobile device 813, 815 and the network operator infrastructure
840.

Messages or other information to be sent from a mobile device 813, 815 may be
processed in a similar manner, with such information first being transferred from a mobile
device 813, 815 to the network‘ operator infrastructure 840. The network operator

20  infrastructure 840 may then send the information to a wireless connector system 844, 854
for storage in a mailbox 819 and delivery to any addressed recipients by the message
server 820 for example, or may alternatively deliver the information to the addressed
recipients.

The above description of the system in Fig. 12 relates to pull-based operations.

25  The wireless connector systems 844, 854 and the network operator infrastructure may
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nore than one conputer system 842, 852, or to access a data store or

mai | box 819 associated with nore than one conputer system Fori ﬁaxﬁwi)@"
the wirel ess connector system 844 may be granted access to the ith g‘%
819 associated with both the conmputer 15 system 842 and the conputer system
852. Requests for data itens fromeither nobile device A 813 or B 815 may
then be pr ¥e¥&HI%y the wirel ess connector system 842CTEAPBHO0EONT i gurati on
may be useful to enable wreless comunications between the LAN 807 and
the nobi | e W& beeconfigpmed g, pusks data {fgms e mobiledgrices iBhtand & s Ricompbirednput er syst em
842, 852 to W&e runni, nagsef or, e(afh nmohi | e devi ce user. A wireless connector
syst em may PPRPPLEEFeRE ag pessiple- AL HEmple 2 RotisHIon ALA 1o retpe BF 2 B nessage ser ver
820 to ena JMreless . communi cations.. Fi 13,1 s | ock di agram of

anot her al ta%trgﬁta Si‘i‘/lgenz%rﬁ%nimc%ﬁtao%r%ﬁ/s eelf‘ﬁﬁ %zeco'%g;?%l’@ﬁlai%%f“ﬁ s a conput er
system 802, . t behi curity
firewall Sgg&grllﬁggﬁégglgﬁg%@e&g%/gsgéé@!&qgéé?%ésgag%rogg%%@ %8'1? @F%@S net wor ks 884

and 25 886 gopnsmeRialdeofialt ffRrRRR @fd 890. In the LAN 809, the conputer
system 802, WAN 48 1 SEP 2006 WO 03/079619 PCT/ CA03/ 00405 804, security

firewal I 808, nEmSHHEAevERE ¥RKkiaBRRith WaladosltOmand Al soTBlel haxmea 819, desktop
conput er system 822, physical connection 824, interface or connector 826

and VPN r owpeate wRHED diffetens whddsanétivaks, yheh RechSwirsksa fenldie nap hivesondi ng
conponents descri bed above. The access gateway 880 and data store 882
provi de nobispeatedevicloee@88 irdntu@ddcampbiniziglkse 8400 5 data itens stored at
the LAN 809. In Fig. 13, a wireless connector system 878 operates on or in
conj uncti on wi t/Hthpugh separsisdgdicated wiglessgonecter| sydtems 4, $54vite etiows orconnect or
system pqay instead operate on or in conjunction with one or nore desktop
conput eV s§h epEptie systea 82,092 apthe sysirm <fiHige 1 &oge cbmpre of B véylssem 878

provi des for transfer ata ite stored at the .10 LAN 8Q9 to one or
mor e nobi | EHEH 8@?“’8§§{; S%ﬁy p#Fé"EB’ bg SonsFre PR InSPHMCYPn R ude e- i |

gfﬁ;?ges STQLE anI glaerrc%inlpu é)rxs% em8g’£&, '8&, torh %a%‘getss? a Sdgtg rst%rf:8olr7rhailgos:': %l | as possibly

assocjated witl{ more than one computer system. For example, the wireless connector

system 844 may be granted access to the mailboxes 819 associated with both the computer

15  system 842 and the computer system 852. Requests for data items from either mobile

device A 813 or B 815 may then be processed by the wireless connector system 844. This

configuration may be useful to enable wireless communications between the LAN 807 and

the mobile devices 813 and 815 without requiring a desktop computer system 842, 852 to

be running for each.mobile device user. A wireless connector system may instead be

20  implemented in conjunction with the message server 820 to enable wircless
communications,

Fig, 13 is a block diagram of another alternative communication system. The

system includes a computer system 802, WAN 804, a corporate LAN 809 located behind a

security firewall 808, an access gateway 880, data store 882, wireless networks 884 and

25 886, and mobile devices 888 and 890. In the LAN 809, the computer system 802, WAN
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items stored in the data store 817 or another network data store or a | ocal
data store of a conputer system such as 822. As descri bed above il
nmessage 833 addressed to one or nore recipients 15 having an c%oﬁﬁ ezgﬁ?
t he nessage server 820 and received by the nessage server 820 nmay be
stored into the mail box 819 of each such recipient. In the systemof Fig.
13, the eWe¥Hdsltdata store 882 preferably has a si mPCECABNMOTt Ure to, and
remai ns synchronized wth, the data store 817. PIMinformation or data
stored at df-seaiyrisevss 808 messegeaspivey 3pQ datp sgepidhdeaiboxgs b dleskiopbl e to the PIM
information or data stored at the host system In this 20 particul ar

confi gur at i GRPUE: Retem i paisiad aenpsptiopdidt inteafsreer PavpgsionddtiathVEAtOie ext er nal
data stor 82 intain synchroni zati on of lL.urality of data stores
associ at ed W i S%ég%ﬁyg' e as ﬂl?a?f’%es%q’féﬁg WE?PT"@“%&@F%?‘”’&%Q‘GM a personal
conput er at d t. t rporate,. N C. Thi s _synchroni zation
may be accoaﬁ%%;ggtﬁvevﬂ%ﬁﬁnr% d%tﬁgﬁr}%?%f’%[v “F%ﬁ‘a‘ﬁ%@ﬁd&a?’%ﬂs 3339&‘{‘{‘”’ %cges%/{gl’e data store
882 by the 4.k i } Latervals, 25 each
time an gntdréff/1 1t§1?]&?o?1%1%gtﬂ;{‘§&g%i %wagrgaﬁ%ﬂﬁ%ﬁ&%gﬁg?ﬁe%% 0?ertai n tines
of day, or o 4QodiuRucaERhARIRessa¥ReN3/59 bR itefefQ3ARAG AR initiated at
the LAN 809, by the message server 820 or a conputer system 822, at the
dat a stor e iftdd ofefateshsss iddopjuitiorPwilinddt lbEmie it k@p SéhbuteBYRerhdih @eégh t he access
gateway 880. In the case of the e-mail nessage 833 for exanple, an update
sent to tha.AMNR0A store 882 sone tine after the e-mail nmessage 833 is
received nmay indicate that the nessage 833 5 has been stored in a certain
mai | box 819 i n Thaevirgless cenn@ L7 systamd7&pravidey foo fransfacof datarignis sipredgdge Wil | be
stored to a corresponding storage area in the data store 882. Wen the
e-mai | 19redLAGR0 game pegorp webile devisesh§s,iBA0.  Feserdat itmppeafergplydnclide ¢-espondi ng to
the nobile devices 888 and 890 for exanple, one or nore copies of the
e-mai | mes SHHesegRgsOse dmaitborss 819 dhe datgptore Bl 35 wellgs pogfibly OB sent to and
stored in correspondi ng storage areas or il boxes in 10 the data store
882, As Shditht QB SR T Baneher Betgerk otk HPEPHARTOAT YPS A data store
817 may b t th a store 882 via a connection to the WAN 804 or

t he VPN roﬁc'? é@%?&gm st aéjé’gtz_

As described above, an e~-mail message 833 addressed to one or mote recipients ‘
15 havi.ng an account on the message server 826 and received by the message server 820 may
be stored into the mailbox 819 of each such recipient. In the system of Fig. 13, the
external data store 882 preferably has a similar structure to, and remains synchronized
with, the data store 817. PIM information or data stored at data store 882 preferably is
independently modifiable to the PIM information or data stored at the host systern. In this
20  particular configuration, the independently modifiable information at the external data
store 882 may maintain synchronization of a plurality of data stores associated with a user
(i.e., data on a mobile device, data on a personal computer at home, data at the corporate
LAN, etc.). This synchronization may be accomplished, for example, through updates
sent to the data store 882 by the wireless connector system 878 at certain time intervals,

25 each time an entry in the data store 817 is added or changed, at certain times of day, or
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For exanple, the wireless connector system 878 may post updates or stored
information to a resource in the data store 882 via an HITP Ro tsr_;_pe ﬁESt'
Al ternatively, a secure protocol such as HTTPS or Secure Sockets a%
(SSL) may be used. A single copy of a data item 15 stored in nore than one
| ocation in a data store at the LAN 809 may instead be sent to the data
store 882. W7 ®#py of the data item coul d then be storedospsoher in nore
than one corresponding location in the data store 882, or a single copy
may be st orden initiatpdhas thedtAQ 8094 yrtke 18@Sge seivehB2 oporampeter sysienoddlest | dentifier of
the stored data item being stored in each corresponding |ocation in the
dat a st or e Uigghta siory 8phor pessibls by g mobileepvignt$s; 80 drqugh i pepsy e@pviccess

platform in that it provides nobile devices 888 and 890 with access to
t he data stsg(?'eﬁ%f?se? the ermellmessagp £33cfgrexamRle: g updale st g fledale §€°, 1 esour ce

i bl h 04, and th . 88 b | SP
or AP gat SREYE APL G CRATEL ST £ S0 EUOIGE R DR Ronnect Lo 1 ho
WAN 804.5 A 0 . of. ' ' it h. i rel ess 25
notwor ks ol S oRarYceln AU b bOUASE ATIRELLR @ ol bRl 507 o
IS 50 1 9yaFbe ¢Q860 MOA3L Gdded i/ i%(%%{ag%%%simﬁiaﬁ fRlczgd W th the data

store 817,. and downl oad stored data itens either automatically or
responsive n{eesa%%, 338 Ga84n forddh the FRDBIxE HS WirfeSHoRkB to 8B Gnobifisdesib@Wn at 896 and
898, copies of the e-mail nessage 833, which was stored in the data store
817, may ba&ssmasod for exhile, BIdr hiBredOpitsQE e 88l madag8 ticadd akBbBardt Or e on each
nobi | e device 888, 890 may 5 thereby be synchronized with a portion, such
as a nai |l bé%4 B 1Hiwilhbadattao stlctoed8ilcbrresporging corapoarat er hallbb:80i@. Changes to a
nobi |l e device data store may simlarly be reflected in the data stores 882
and 81710 Tithe detaserd B§2e vt shosragipdatel etopiesof pteredinfsrmagiomip fhe datpfiore817uct ur es,
systens, or nethods having el enments corresponding to the elenments of the

i nvention P8EPe e 1 the daictopq 837 Hg a coppgedon tq the §04 ar e 1opei 8% may enabl e

t hose of ordinar ﬁJg(i“ in the art é,ggr make and use errb?di ment s havi ng

al ter nat i vEOTEMEN S MIHEE cmpeerniysiem d B RSP ARIFELPT FRES BT S of the

a resource in the data store 882 via an HTTP post request. Alternatively, a secure protocol

such as HTTPS or Secure Sockets Layer (SSL) may be used. A single copy of a data item

15  stored in more than one location in a data store at the LAN 809 may instead be sent to the
data store 882. This copy of the data item could then be stored either in more than one
corresponding location in the data store 882, or a single copy may be stored in the data
store 882, with a pointer or other identifier of the stored data item being stored in each
corresponding location in the data store 882.

20 The access gateway 880 is effectively an access platform, in that it provides
mobile devices 888 and 890 with access to the data store 882, The data store 882 may be
configured as a resource accessible on the WAN 804, and the access gateway 880 may be
an ISP system or WAP gateway through which mobile devices 888 and 890 may connect
to the WAN 804. A WAP browser or other browser compatible with the wireless

25 networks 884 and 886 may then be used to access the data store 882, which is
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invention recited in the clains. The intended scope of the invention thus
i ncl udes other structures, systens or nethods that do not diféﬁéﬁfjrg@the
literal |anguage of the clainms, and further includes other dt ur2 )
systens or nmethods with insubstantial differences 15 fromthe literal

| anguage of the clains. 51 1 9 SEP 2005 Wsat is clained is: 1. A system
for handl i O e&g1%Qgr aphic i nformation in a cryptograpbt/€astop@Ehnent in a
nessage addressed to a nobil e device, the system cegﬁe?ri Si n?%lan inline

gener at or  &ferenized witcthe detagiopl S apdidowalopdises datp Hpes ST BYARYFON in the

t hi tt h t d i i t i hdf ti f
Char crypt ogramARbeint BTG FRoleeics i B sHReRd PR SE CLnd f heert
the inline el YplQOLARN Seb AT IRL! O loflh f hd\iiaARME1P 3l bPLend e MSSAgE. 2.

The system &t gFein’ the I nline generator conprises: a menory

subsystem 91‘3350%94 gevh:f?s §35 QL E st Ridarl Qroft B QGERSHAE d6RMePdRE Ckob Gnayhe nmenory

subsystem and operable to read data fromthe nenory subsystem and an
inline genglabPhe SRblolESyiRGHiBn, $hArEd maflbok BB, BEIDEYstBLIT YElem and

execut abl e on the processor, the inline generator software nodul e

conpri si NG copisrheé LR BEN ThinRes 1 @ Rdbiad d@vitd atann@remiay indlgdyciphvefiectedribor mat i on from
the cryptographic information in the 15 cryptographi.c attachnment and insert
t he inline#edppiaers8pmdeli.nformation into the body part of the nessage. 3.
The system of claim?2, further conprising an extractor table stored in the
menory  subsystTepmipfimenydescaibiddercnatsle arpfistrecturgg, sYFRMSo MEHPE ext ract i on
conditions, each of the extraction conditions defining an extraction
criteria fouvingtelemenis oopespandipgtodpeinsients of heripyeniion regited imthe Gaimspfiss v st em of
claim3, wherein the inline generator software nodule is further operable
t o genetlat el dsstiptiennmaps engblg Shose |of ﬁEjh‘laWess‘ﬁleWeW%\taFotﬂ ¢ & "l i ne

cryptographic . informatjon fr mtg crypt ographi.c .nf tle in the
crypt ograpﬁFEOdﬂf@ﬁgﬁvﬁléﬁlt‘?mg?’e N E}%ﬂ% ‘S‘hg“ﬁfai?’ ?‘H‘S“’ k:hF f%ﬁlg%sr aphi ¢ i nformation
Ina Commuy cai (r)egite%?n e %Pnls.l he intended scope of the invention thus includes other

structures, systeres or methods that do not differ from the literal language of the claims,

and further includes other structures, systems or methods with insubstantial differences

15  from the litera} language of the claims.
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devi ce, the conmunication conprising body el enents and attachnent el enents,
the method 25 conprising the steps of: 52 1 9 SEP x006 determ ning if the
comuni cation includes an attachnent el ement conpri sing cryptobﬂaﬁﬁgczmh

i nformation; and converting the attachnent elenment into a cryptographic _
body el enment upon determning 5 that the communi cation includes an f
attachnment elenent. 6. The nethod of claim5, wherein the step of
converting the attachnent element into a cryptographi c body el ement
conprises the steps of. creating a cryptographic body el enent; and copying
the cryptographic information in the attachnent elenent into the :
crypt og¥kabksi cddaimédisbody el ement. 7. The nethod of claim6, further
conprising the step of deleting the attachnment elenment fromthe

comuni cati dn. 84 sykheen foehiiaiting Eryplogiaphid infératibieih 2GRS sphRAtthdineat €P Of
appendi ng conversion information to the communication, the conversion

i nf or M 4 @BssARt AildekdB td BBV NS, tﬁ@s;@t%mtceﬁ'qprigiég ﬂiﬁ@g%%to?h&?%ﬁg into the
, e

cryptographi ¢ body elenment. 9. The nméthod of claim erel step of

ApPEN oS RUELSHORaHOL MTRAN ! o hEBLATUMART P PRIBLLSERI e Step

of including the conversion informati a conversion ment. 10. -

The L 30deabn | flon HIRTR BrthESOTTHILERLI 0D S 8 Septre MULL pur pose

20 Inter Extensi ons ﬁEssage,

cr ypt ot e bl RS U R P et B Beaoh e teien Ty i ng an S MM |
entity in the SIM ME nes e; determining if the SSM M entity conprises
cryptographfc i rﬁ%ﬁﬁ&*ﬁ B%?g%w%elﬂﬂﬁdnlﬁ?t?éPﬁtﬁﬁWWi the SIMME entity

conprises cryptographic information,
amemory subsystem operable to store data;

10 a processor coupled to the memory subsystem and operable to read data from the
memory subsystem; and
an inline generator software module stored in the memory subsystem and
executable on the processor, the inline generator software module comprising instructions to
generate inline cryptographic information from the cryptographic information in the
15 cryptographic attachment and insert the inline cryptographic information into the body part of
the message.

3 The system of claim 2, further comprising an extractor table stored in the memory
subsystem, the extractor table comprising one or more extraction conditions, each of the
extraction conditions defining an extraction criteria for the inline cryptographic information.

20 4. The system of claim 3, wherein the inline generator software module is further
operable to generate conversion data detailing the generation of the inline cryptographic
information from the cryptographic information in the cryptographic attachment.

5. A method of handling cryptographic informatjon in a communication to a mobile

device, the communication comprising body elements and attachment elements, the method

25  comprising the steps of:
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53 1 9 SEP 2006 determning if the SSMME entity has an attachnment content
di sposition. 11. The nethod of claim 10, wherein the step of conver%k % ﬁ
attachment elenent into a cryptographic body el enment upon det el 4 Si tat
t he conmuni cation includes an 5 attachnent el enment conprises the steps of
upon determning that the SSMME entity has an attachnent content

di sposition, changing the attachnent content disposition to an inline
content disposition. 12. The nethod of claim 11, further conprising the
step of appending conversion information to the S/M ME nessage, the
conversion information detailing the conversion of the 10 attachnent

cont ent di spgesintining if othancamrhimetiow nibendes dirs pasdhinean elehidnt Ehmprsidhod of
claim5, wherein the step of converting the attachnment elenent into a

crypt ogepderaphisdnfpmedtienesd conprises the step of recasting the
cryptographic information. 14. The nethod of claim 13, wherein the step of

recasting t BehvernpteQkiadhictt cldnn®miRd driilo IR Hodf SletbB@ uﬁ&r?@e‘ierﬁlflmngl
sel ecting a subset of the cryptographic information; and including only the

subget 10k HRBmEFHRLRH ARINCE ah HERENB Rl the cryptographic body el ement.
15. The method of claim 14, wherein the cryptographic information conprises

a digital gert "I‘He%}étﬁod %IWBeWg%rgwttgeest%ﬁ&sc%{ive%fingttﬂe at?aCMI% entdd %Eehl ¢

i nformation conpri ses

into a cryptographic body element comprises the steps of:
creating a cryptographic body element; and
copying the cryptographic information in the attachment element into the cryptographic
10 body element.

7. The method of claim 6, further comprising the step of deleting the attachment
element from the communication.

8. The method of claim 7, further comprising the step of appending conversion
information to the communication, the conversion information deta.iling the conversion of the

16 attachment element into the cryptographic body element.

9. The method of claim 8, wherein the step of appending conversion information to
the communication comprises the step of including the conversion information in a conversion
body element.

10.  The method of claim 5, wherein the communication is a Secure Multipurpose

20  Internet Mail Extensions (S/MIME) message, and wherein the step of determining if the
communication includes an attachment element comprising cryptographic information comprises
the steps of:

identifying an S/MIME entity in the S/MIME message;

determining if the S/MIME entity comprises cryptographic information; and

25 upon determining that the S/MIME entity comprises cryptographic information,
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determining if the S/MIME entity has an attachment content disposition.

Bl The method of claim 10, wherein the step of converting the attachment element
into a cryptographic body element upon determining that the communication includes an
attachment element comprises the steps of:

upon determining that the S/MIME entity has an attachment content disposition, changing
the attachment content disposition to an inline content disposition.

12. The methéd of claim 11, further comprising the step of appending conversion
information to the S/MIME message, the conversion information detailing the conversion of the
attachment content disposition to an inline content disposition.

13. The method of claim 5, wherein the step of converting the attachment element
into a cryptographic body element comprises the step of recasting the cryptographic information.

14. The method of claim 13, wherein the step of recasting the cryptographic
information comprises the steps of:

selecting a subset of the cryptographic information; and

including only the subset of the cryptographic information in the cryptographic body
element.

15.  The method of claim 14, wherein the cryptographic information comprises a
digital certificate, and wherein the subset of the cryptographic information comprises a public

key.
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