WD 2005/ 018169 PCT/ US2004/ 005730 COVMUNI CATI ONS SYSTEM | NCLUDI NG PROTOCOL
| NTERFACE DEVI CE PROVI DI NG ENHANCED OPERATI NG PROTOCOL SELECTI ON FEATURES
AND RELATEN QEPHE158%i el d of the I nvention [0001] The pre&@€mUSRINEHTTEON
relates to the field of conmunications systens, and, nore particularly, to
communi cations systens using nmultiple operating protocols for data access
operations and rel ated nethods. Background of the Invention [0002]
Software clients operating on or in conjunction with a conputer system are
often used to access data stored at a server with which the conputer
system can establish conmunications, such as through a |ocal area network
(LAN). Cients are typically configured so that. data on a data systemis
accessed wusing a particular protocol that is supported by the «client.

A e,

electronic mail (e-nmail) syst N ﬁ@ ﬁg é
respective nail boxes on a nmal server | B e accessi bl e using

Qut | ook Web Access (OM), Internet Nhll Access Protocol (SNAP), or Post
Ofice Protocol (POP). Al though RidBerodRO094PL8E63,PCT/ US2004/ 005730

m ght have configured an e-nmail clTTent T0 accéss nis or her mail box using
POP, i | box acﬂg@%1Ls|ngf$%epﬁ%$@ntchﬁﬁﬁﬁelQMAraﬁdtBWAPO wiviec i 1pprolv iode
nore advanced b es er cllent is
used, or when nﬁ???ﬁﬁféaﬁ bongSt a% s%%gbr#gggiﬁgggé%pgg FbcoPs are to
be accessed, fcnommunqﬂitlo¢@0®w$t®m$l@ﬂsn@rmoltapneappemacha@ have been
devel oped for prOV|d| nmruni cati ons bet ween, systens . and deV|ces usi ng

di fferent operépfnéxﬁ? o‘%?sda?ﬁeac%%%ﬁ AWpFahtRPPsaBeL TRIAERY n U. S.
Pat ent No. 6, 6LEt2Ris.
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Background of the Invention

[0002] Software clients operating on or in
conjunction with a computer system are often used to
access data stored at a server with which the computer
system can establish communications, such as through a
local area network (LAN). Clients are typically
configured so that data on a data system is accessed
using a particular protocol that is supported by the
client. However, some data storage devices are also
accessible through other protocols, each of which may
support different features.

[0003] In an electronic mail (e-wmail) system, for
example, in which users have respective mailboxes on a
mail server, a mallbox might be accessible using
OQutlook Web Access {OWA), Internet Mail Access Protocol
(IMAP), or Post Office Protocol {POP}. Although a user



to Dutta et al., in which a transcodi ng proxy server receives a request

for content froma client nachine. The transcodi ng proxy server retrieves
t he cont enVG 3¥8#183¢P ori gi nating server. The retrieved cofftEREZHNE0550vi ded
inafirst format type. In response to a determ nation that an increase in
efficiency would be obtained by allowing the client to process the content

in the first Iﬁg{f@ﬁtw&)@e%&fi Qr-d&anscoding the: . contgnt -LoLo gisesend

format type, ranscodi ng proxy server sends the content to the client
in the first floematallipex (O005] PERr tihel hove, acpesesponsg the anore

determnation that fhe ien not. have _content processin sof twar e
for processing TH® %t%@ N tﬂg&% r&l&f‘o?ﬁ%‘tr% ?h%of?aﬁgg%%?%% pr oxy

server sends cofd@NirePHrOeHsSIOY, Sy Wes ead of rédevhésisinbonant cl ypetal ong
with the content in the first format tige to the client. The transcodi ng

proxy server thieh W¥eths codeghen Helkohp entnd fbirihe FhaktSeRPARE type into
the second for qg;cj lIS%QQI(S] t tent | secQopd-fornpt  to the
client. 2 WO 20%%#%(;1%6%@9 S2 %4%%%@%0§@[%%%%%Q%%§p?§g %uchﬁ%%i or art
approaches, furfdEr4] prot\&rolous gnslat | ot aappporaclhayensvonceéemcti onal ity
may be desirable in certain applications. Summary.of the invenii 007]
T v ow of -t he OFEgUT 15 RO (TGt b gre BrC BT BorY of 1t he
present inventiQmM tpl@d desirdy COMPERY &t | OhsrsyShempsovtdiag endanced

operating protocol conversion features and rel ated net hods. %0008] Thi s
and ot her obj ectuch farRIREd ‘dhdeadvaritiages ¥ n actdb#ahco wi nothepfesent

invention are 4 gylded Qy da?ip,orﬁmmmﬁéﬂ %n%%ég&%c&m Laghede a
plurality of data storage devices each using at [east™ one of a plurality
of operating protccotess Furddueast afor |eastemnef pbmtdhecHaeat storhieedevi ces

Ry operate ugfﬁ% transcoding proxy server retrieves the content from
an originating server. The retrieved content is
provided in a first format type. In response Lo a
determination that an increase in efficiency would be
obtained by allowing the client to process the content
in the first format type prior to transcoding the
content into a second format type, the transcoding
proxy server sends the content to the client in the
first format type.

{0005] Furthermore, in response tc a determination
that the client does not have content processing
software for processing the content in the first
format, the transcoding proxy server sends content
processing software for the first format type along
with the content in the first format type to the
client. The transcoding proxy server then transcodes
the content from the first format type into the second
format type and sends the content in the second format

to the client.



mul ti ple operating protocols. The systemmay al so include a plurality of
nobi |l e wirel ess conmuni cati ons devices for accessing the at |east one data
storage d¥{ HESOBAEY each nay use at | east one of the pl uPELUBY04/6§5730
operating protocols. [0009] Mreover, the systemnmay further include a
protocol interface device. The protocol interface device may include a
front-end proxy 5pgye fOfhesGONMUBLEAL LOG U Lh. ! BE RLULALLLY (Of (iRbI I e

wi rel ess conmuni cations devices using respective gpera I'ng “protocols. The
protocol interfrtetaaylatsanshetiide andpoot coakveesgione fomdibientonty

communi cating with the lurality of data storage devices using respective
oper ating protd%%yspeTﬂ%gb¥%$%%o¥neﬁ§Fﬁ%lﬁ088Pigﬁﬁ§lo&Fso sel ect a desired
operating protocol for communi S@abhiey WEhehberatehedsh one data storage

device fromthe nmultiple operatlng ErOtOCOIS..[UULU] Nbre particularly,
the protocol enb?%7hodul &1 vigw sef eebet herdesiinedbapkgapiing. pist 66ol based

upon a 3 WD 2 04L0 3 I [ f.th lurality of
operating protocoJ%%éiﬁ%r{%béggggﬁeééaﬁi%ngrﬁééﬁgegggggaaﬁgoEOpP5?3c§F-
supported el ementeoassociat echai thstde yaovddsngpenhanokd. oBygrvayngf
exanpl e, the operating protocols be el ectronic mail (e-mail)

prot ocol s, sucﬁﬁé}OQ§hI?ﬁﬁyﬁﬁﬁ99Q2€%§t?%ﬁﬁg?n@nF%}ﬁE?dNﬁ?Fhﬁﬁéess Pr ot oco

(IMAP), and therdm] O f igel Praf@cotnd P+ eA8sSUBHatuEBS, PRRLOCOl S may be
ranked based upon their respective protocol-supported el enents or
features. Thus 2XIAREafRA dint ireardande vhipkethai ghesenhahnPeptbasedrhe

nurber of el emgites, Qf : §HFP S the. protocol engine
nodul e woul d use tﬁiéxia kgigﬁ) en se é%%%n%ygggﬂegﬁl?ﬁegéﬁo%nfgﬁgf]aln
addi ti on, the plotwdalty ntferdace deviap: dayidestdechi nsindeaa espty

connected to the pratocol, engine dule for storin er - account
i nformation oné33¥ a plur£¥aty gg)operat{ng protgcgls. Further, at

ieast one of the data storage devices may operate using
multiple operating protocols. The system may also
include a plurality of mobile wireless communications
devices for accessing the at least one data storage
device, and each may use at least one of the plurality
of operating protocols.

[0009] Moreover, the system may further include a
protocol interface device. The protocol interface
device may include a front-end proxy module for
communicating with the plurality of mobile wireless
communications devices using respective operating
protocols. The protocol interface may also include a
protocol engine module for communicating with the
plurality of data storage devices using respective
operating protocols. The protocol engine module may
also select a desired operating protocol for
communicating with the at least one data storage device
from the multiple operating protocols.

[0010] More particularly, the protocol engine module

may select the desired opefating protocoi based upon a



associ ated with each nobile wreless conmunications device. For exanple,
the per-account information may relate to the various protocol (s)
supported BYOEHERI8Igdbi | e wirel ess communi cations devi ce. PER{IS2004{485730
protocol engine nodule may not only base its selection of the desired
protocol upon the protocol ranking, but it may also do so based upon the
capabilities of ,a,18\eRfalid ¢, 18l d%”HBéE t VA [ 0012]

Furt hernore, the g}oﬁ¥fend pro%& ng'dﬁésand t éﬁ%?§$§%5 %g%gﬁﬁe nodul e may
advant ageousl y Msoraansizcattéeusiang iaac omyoivs mtaerefdace cpr gimmduicalbt e to
represent a desired nunber .of pr.otocol -supporte lLements for a desired
operating prot ocséjlp.poﬁlﬁl‘rege SIEFEES ﬁﬁlsf,cﬁa%eedégﬁ%&n%i% erFacd Prot ocol may
be able to reppeseniccdls. pyowWagol-fsuppaitied ehemies ftaha gmiiocqapabl e
operating protocol. Thus, using the above exanple in which OM is the nost
capabl e prot ocofi2¥t & £#1#EtFO85 Y8189 (PCTREGI004R605PICG . Eoiffortd nter f ace
protocol would supRELl @kb abckhe l@kfa%ryi?ntn:%t%;mfe%am]&q_sp_. QA pAdNugh 1t

may support other features as wel way of exanple, the conmon
i nterface protodéMAray bedbibsedPoponOdinele- Fasedcodi SIPCEUt é¢ autdior i ng and

versioni ng (WebDAY) protocol. 0013] _The plurality of dat.a storage.
devi ces, the p%ﬁ?a ?P@OSPgﬁnﬁﬁ&eBﬁi%gpggg %SﬁﬁﬁnPégPi5 l&éfﬁﬁ%?gﬁ”éﬁﬁ t he
protocol interfpaeetdeviceuppyrpeacessmeahechbiofica tifils .( @il owessages,
for exanple. Also, the nobile wreless comunications devices nmay send
access requestsWORhH tHBIHalAYsPEr agBkaEy hégserafhsendOTddes e ge e- mui
data) Tesponsi VeuiBeACeess1ERgHES 8yr rOAULLLANBLEY SABBRR LRl data
storage devices may respond to an access request wth a root fol der and
target e-nmail borreapabi| enpgége RpOOCE4E Fhelpr osecthibntrenfiace minergener at e
an error respopsiy at |l east e non-supported operating protocol.
Furt her nor e, th%é%%ﬁ%%ﬁ c%?lgﬁgnsgg?eﬁrﬁay

[0011] In addition, the protcocol interface device

may further include a memory connected to the protocol
engine module for storing per-account information
associated with each mobile wireless communications
device. For example, the per-account information may
relate to the various protocol(s) supported by each
mobile wireless communications device. Thus, the
protocol engine module may not only base its selectiocon
of the desired protocol upon the protocol ranking, but
it may also do s¢o based upon the capabilities of a
given mobile wireless communications device.

[0012] Furthermore, the front-end proxy module and
the protocol engine module may advantageously
communicate using a common interface protocol able to
represent a desired number of protocol-suppoxted
elements for a desired operating protocol. More
particularly, the common interface protocol may be able
to represent all protocol-supported elements for a most
capable operating protocol. Thus, using the above

example in which OWA is the most capable protocol, the



al so include a wide area network (WAN) (e.g., the Internet) connecting at
| east one of the nobile wreless conmunications devices with the protocol
interface MVFWECI8SEh a wide area network (WAN) may al sBCHESuBedotan
connect at | east one of the data storage devices with the protocol
interface device. [0015] A nethod aspect of the invention is for

interfacing a PLURALL! Y nPL FBOL! €, Wk LELESBALGAMIURLEIL QRS deviges with a
plurality of data storage devices. e nobifTe W €ss comruni cati ons
devi ces and theldmeatst orafeatevesesfnayifcachthsegat ilkeast, eugpof-ta

plurality of op .n otocols, and at |east qne dat st orage device may
operate using néﬁﬁ%%lgegégFg?iﬁa wﬁ?ﬁtoé%l??YTﬁ FERABd S "EnEragen
providing a fronhtendacer pxyteodul 8afope COAREAI GLhNG Webhpkhegpl urality of

5 WD 2005/ 018169, PCT/ US2004/ 005730 nobile wirel ess conmuni cations devices
using respect i v&*SopePat Fig? B BtRY sandhee et hodn gy WeLPENEr Piretbads -
providing a profeseh; engi fig. nodul e 10 GOMIURL CaELPG o WLLD, LOE plutal ity of
data storage devices using respective Operaring profocors. “and for

communi cati ng ®ePelhiey fedmelhde proxyl avdutenniThecael bod deyiakso

i ncl ude causin e..pr ot ocol I ne dule. to,select a desired operating
protocol for c%ﬁ#&ﬁf&%l ?ﬁf%ﬁéiFﬁ#k@ggkc?e%%YlB%émﬂ%tﬁﬁg?ﬁFﬁge devi ce from

the nultiple opesatidePrediacols-nd 0016le £ 50t 0cbri Bk shHace gdeyice in
accordance wth the present invention nmay include a front-end proxy
modul e and a pridtodMPEkyiHe Tl eoryuehi aat lempséedbsesi bed bendf|y

above. |n additiQnef LOMRUEL- fpdaRl Gulidiumin,aceordance it bhe

invention may simlarly include a front-end pfoxy” nodul @ and a pr8
engi ne nodul e. dBrticef{Dascr igptiadn. afattdie ¥gwwmygsve [0H17¢ced & rdqissas.

schematic bl ock a0y @ ont TR HAR | P RY SER0D | D B8SOLAq0GE L D the
may respond tc an access request with a root folder and
target e-mailbox capabilities.
[0014}] The protocol interface may generate an error
responsive to at least one non-supported operating
protecol. Furthermore, the communications system may
also include a wide area network (WAN) (e.g., the
Internet) connecting at least one of the mobile
wireless communications devices with the protocol
interface device. Such a wide area network (WAN) may
also be used to connect at least one of the data
storage devices with the protocol interface device.
[0015] A method aspect of the invention is for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices. The mobile wireless communications devices and
the data storage devices may each use at least one of a
plurality of operating protocols, and at least one data
storage device may operate using multiple operating
protocols. The method may include providing a front-end

proxy module for communicating with the plurality of



invention. [0018] FIG 2 is a schematic block diagram illustrating the
protocol interface device of the comunications systemof FIG 1 in
greater det¥PR2OSHIYEI9] FIG 3 is a schematic bl ock di agr BRIVUSRIMEIFER i ng
the extensible front-end proxy nodule of the protocol interface device of
FIG 2 in greater detail. [0020] FIGS. 4 and 5 are schematic bl ock
diagrans il ust i | £ '?;%trﬁmﬁlrli?:% i fora q;gq- ﬁu ]% tem
i n accordance Wn{c%ﬁtl% W;’?qul:\/eg'rclatsi%{)n I np emcetjr%{gﬁlr%tg Q{aéﬁrlg%(etsgnm eCLS%é Xy e
architecture simgeating tohatt cofolH.GTHR. netWOR OGS Ful8 ks 9Ginclude

PCT/ US2004/ 005730Q v[.Od(]21 FIG ,6 is a schematic .bl %ck di agr am of_an
al ternate enmbodFment 0f % Re PEFSCSEs ST 68 & ited < r@cari9022]

FIG 7 is a schamti ehll eckrditagrams dattherst drdalgestdeatiieg the iy ot ocol
engi ne nodul e of the protocol interface device of FIG 3 and interface
connector MAulFESPEREEFLOPPEFBRAZE PrQtogoils (g asichdat icOMBIBEICadi idg am of

an alternate eghedi t he.,.pr | ihne u ' face
connect or nodul es of %E%Gf%%).ntt[ %8%4%&%%% mgalg%%é scge#%tt?lc%%blldo k%rdllsgjgr am of
still another ahréndat eaesbodi mbet pabtokelpeogicel modudrf dce sedevditcer of

FIG 2. [0025] EIG. 10 is a chemati% blgc di agram of yet another
al ternate embodPREHESSF OPREIBB0RSP LPRPAT FREe COTBVPAERATE M8 F6026)

FIG 11 is a flaw dieagtashel buskr atbhggeOpekatofrofh the RiQtagale i nterface
device of FIG 2. (0027] FIG 12 is a flow diagramillustrating operation
of the front-en8PBFBky HOBEPECEPLEFG 3. [0028] FIG 13 is a flow di agram

illTustrating opghakyon of Lbe+caBHURLEALFARS F¥$4eM 9f BlGordance
with the present inventicn may include a front-end
proxy module and a protocol engine module, such as
those described briefly above. In addition, a computer-
readable medium in accordance with the invention may
similarly include a front-end proxy module and a

protocol engine module.

Brief Description of the Drawings

[0017] FIG. 1 is & schematic block diagram of a
communications system in accordance with the present
inventicn.

[o018] FIG. 2 is a schematic block diagram
illustrating the protocol interface device of the
communications system of FIG. 1 in greater detail.
[0019] FIG. 3 is a schematic block diagram
illustrating the extensible front-end proxy module of
the protocol interface device of FIG. 2 in greater
detail.

{00201 FIGS. 4 and 5 are schematic block diagrams
illustrating an alternate embodiment of a
communications system in accordance with the invention
implementing an extensible proxy architecture similar

to that of FIG. 3.



[0029] FIG 14 is a flow diagramillustrating operation of the protocol
interface nodule of FIG 6. [0030] FIG 15 is a flow diagramillustrating
oper ati on WO 1W¥&0i$ieh ocol engine and interface connect or PaDaNb@sHEN73E G
7. [0031] FIG 16 is a flow diagramillustrating operation of the protocol
interface device of FIG 9. [0032] FIG 17 is a flow diagramillustrating

operation of they@spiocol pintegfage, deyi L F 0.y 2005/018169
PCT/ 1JS2004/ 005730 {oossTtQI o i8 ?sg‘\é}‘%‘gﬁg%ﬁt#’c@oﬁ%og%g#g&r g% 8‘3 an
exenpl ary nobi | £l e redies seclomiimecat b6nshdepiroeotol naeervath theipeesent

i nvention. Det ai#e%?es%ri ption of the Preferred Enbodi nents [0034] The
present i nventi® 1 now be described nore fully hereinafter with

reference to thpooaEronpanyd ngy df 3vWh Ngshehsi: WBi BhoBkeherrednerhedhapnts  of
the invention are shown. This invention may, however, bé enbodied in nmany
di fferent forns BHPSHUMGE Hirt peoterel rerdias nednriedofothhepenbodiient s

set forth herq’ J'éerd | e rrpf(gi n Lde at this
di scl osure w || eet orougeﬁ}lg% %%np et reT? %ﬁ%a{%%)%ggégl §o§§%3é§rt he scope
of the inventi errdwldshddereskitl ed in the art. Like nunbers refer to |like

el ements thro , an i notation and nultiple prinme notation are
used to indi ca;gbgg: | ar cl?(eIIpC{arrirﬁtJSS i%.s%?@%ﬁéﬂggdﬁh‘%ﬁﬁm Thr #itng now t o
FIG 1, a comuniteatisons syddaMad dhclndescae it 060k hotghhace ggyice 14

that provides access to a plurality of data storage devices or systens
16, 18, 20. ThérdGhhRTic fdeesymmgdules ¢f UB¥GatTvel y includes a

plurality of c nijcat i Vil s AR Y, lewr S .
conmuni cat i onsq(r?g?i ge 1%%33@%2 lcsg(raraTs'rusnl cat |%lndéa )gie)c\%]éed%g%)ﬁné%tse%l :(L) t he

system vi a a wianedheen@édtceromtByenkmyd oferex anplehe yadst ousl nbbtéeratsel ess

communi cat i onsd%%\iiccée%fn%etgez.
[0025] FIG. 10 is a schematic block diagram of yet
another alternate embodiment of the protocol interface
device of FIG. 2.
[0026] FIG. 11 is a flow diagram illustrating
operation of the protocel interface device of FIG. 2.
[0027] FIG. 12 is a flow diagram illustrating
operation of the front-end proxy module of FIG, 3.
[0028] FIG. 13 is a flow diagram illustrating
operation of the communications system of FIG. 5.
[0029] FIG. 14 is a flow diagram illustrating
operation of the protocol interface module of FIG. 6,
[0030] FIG. 15 is a flow diagram illustrating
operation of the protocol engine and interface
connector modules of FIG. 7.
[0031] FIG. 16 is a flow diagram illustrating
operation of the protocol interface device of FIG. 9.
[0032] FIG, 17 is a flow diagram illustrating

cperation of the protocol interface device of FIG. 10.



used in accordance with the invention, such as personal data assistants
(PDAs), cellular tel ephones, etc. An exenplary nobile wreless
comuni cat i WASIHEPEE 11 suitable for use with the pr ese RCTIUREHODTRO | s
described in the exanpl e provided below with reference to FIG 18.

Mor eover, exanples of wired communi cati ons devices include per sonal

comput ers, tel ephowss) 1 @ f Y 2005/ 91469, RCTL U500 RDBTA0, nes,
etc. O course, nunerous wired and w reless devices use though
only two are sh(ﬁ/%?rillhlatll"ﬁé m@(@rﬁ)lvélrlgﬁleaﬁﬁ)oﬂmmnimtmmwﬂcyvme for use
illustration. Oﬁ T@}Jpeo ni.cariaqns devices 11, 12 typically include
software clients, re software nodules or appllcatlons t hat operate
on or in ConjunCtIOQEhﬁihedtmE$criﬁ£$®ﬁtbﬁethénHBéEﬁﬁ&éﬁ“Emﬂ@&iﬁ@nﬁQ

provi de access ¢%% ta st red at one or nore of the data storage devices

16, 18, and 20 t h t he Br SEEONT i(IMVET QR devh e o berscsifad ed in
the art will apprecifaigt m@tre%@ft%qmmmrp%mserp@é“{@%@so I ncl ude
further conponents and/ or software nodul es, which have not been explicitly
shown in FIG 13ceempainaringy devilnasst rat mtmci‘Wptm‘aﬂeasmbtemb@ciM@rrmbl | e
wi rel ess communig n [ 1 it ftwar.e client . communicates with
t he protocol |ntg?%g%e§ g%%%g%f4ﬁgeaS%C$§ir§$E§% M TR0 net work 13,
and perhaps ot hépwemetrwoblks ead okl @a @anyadmﬂﬂdnéﬁﬂMﬂdHM§jédafﬁﬂaﬂkﬁ
network (PSTN) or tge Internet), as be appreciated by those skilled
inthe art. [0038f ﬁec\‘?lelthi‘?df Eﬁctlllﬁ‘ﬁ§e§néfoo§é’r% tFrERsligentise Se¥r ot ocol
lnterface deVI Cgotdhanerphaf erabhy i, mh@@%n%%odﬂﬁle%%“‘é@fe LA NG
t her eon, in conjunction therew th. The protocol interface device 14
i |l ust ratl veI y Ehﬁggéélﬁhél%ipmré viilénbs Ghotdeeghc emelmiovatiicers dend ces
11, 12 and the g [ 8, 2 Conmuni. cat i et ween t he
protocol inter?g%g ggggeefﬁggghgﬁéoéga %Cgélgﬁg d&vViEesd °f1, 015%

skilled in the art. Like numbers refer to like elements

throughout, and prime notation and multiple prime
notation are used to indicate similar elements in
alternate embodiments.

Turning now to FIG. 1, a communications system 10
includes a protocol interface device 14 that provides
access to a plurality of data storage devices or
systems 16, 18, 20. The communications system 10
illustratively includes a plurality of communications
devices, namely a mobile wireless communications device
11 and a communications device 12 connected to the
system via a wired connection. By way of example,
various mobile wireless communications devices may be
used in accordance with the invention, such as personal
data assistants (PDAs), cellular telephones, etc. An
exemplary mobile wireless communications device 11
suitable for use with the present invention is
described in the example provided below with reference
to FIG. 18. Moreover, examples of wired communications

devices include personal computers, telephones, fax



and the data storage devices 16, 18, 20 are preferably via a w de area
network (WAN) such as the Internet. That is, the comrunications devices
11, 12 may WAt e with the protocol interface devi c@CTASwE/008THE
Internet, as noted above, and so too nay the 9 WD 2005/018169

PCT/ US2004/ 005730 protocol interface device communicate with the data

storage devicespl6yil8s 2Q+ [ 0037 ourse, her .i enentations are
al so contenpl a%ned._ J’For"s'exarcr:pl e% ]tcﬁgrgr%ét gilgr\er?)n “er’ 631:(% aéle@eiwclge%fsrﬁay be
i mpl enent ed i n depiiceat mayebwonkethat ltabsgh pellydes:d ke<datawst aragee

devi ces 16, 18, or both the data

he co ni cati qns devices 11, 12,
st or age devicegggﬁaﬁ?ﬁg & ﬁpgggi%ﬁ§ &29?&§§ Cé. gLIUSRTATIRAN) . 1t
shoul d be noted[obas]the preseBhnuAYEALEBAsI SevilR0 19aY 1hi FtadHa ANy
particular connection or _communication schene. [0038] The data storage
devi ces 16, 18, -2olefgracfaupget 61penssceybaghbyprehsodsiamar aochilest o mf

the comuni catigns: deviges s+l ough _sor oftware. clients are

configurable to %?réctly acces%tcéPﬁg%%Q ?§p8§ 0 gpaugfgﬁgﬁewﬁgv'ces,

they are often datdr syspentipectbiounicptobnsobespeei tbhcprasidescri bed
constrai ned electronic devices such

briefly above. Mire particul arl 0

as the nobile WTe %gséoc%ﬁ%ﬁangf?anaHeQP%eoi1W°5Po€§s§8? paker, nenory
resources, and ciorrag caévofeshpenelschanaceertabbasn PR preekude the
installation and operation of software clients having the sanme
capabilities a§“¥%§§%a%%n%%ﬁ&?e tdedTbpsdeskibpedniin| aheopreonplier

systems, for exampleiold add tion, whibhe,thecinstallation gf  mltiple
software clients for accessing data storage deviceS assoCi a &d with
di fferent protdcutlsnds fuasidt ecofiprneteskt apd a0d bapt 0preoRpyLEesSyst ens,

providing il & RLGYOS0: PRO"L, 0y SHER, oSty @) ned, devi cgs ey not
clarity of illustration. With respect to the mobile
wireless communications device 11, its software client
communicates with the protocol interface device 14 via
a wireless communication network 13, and perhaps other
networks as well (e.g., a public switched telephone
network (PSTN) or the Internet), as will be appreciated
by those skilled in the art.
[0036] The various functions and operations of the
protocol interface device 14 are preferably implemented
in software operating thereon, or in conjunction
therewith. The protocol interface device 14
illustratively bridges the software clients of the
communications devices 11, 12 and the data storage
devices 16, 18, 20. Communications between the protocol
interface device 14, the communications devices 11, 12,
and the data storage devices 16, 18, 20 are preferably
via a wide area network (WAN) such as the Internet.
That is, the communications devices 11, 12 may
communicate with the protocol interface device 14 via

the Internet, as noted above, and so too may the



[ 0039] The data storage devices 16, 18, 20 are accessible using different
operating protocols or access schenes. As such, the protocol interface
devi ce 10 WHOZ09%)18%8169 PCT/ US2004/ 005730 14 accesses t RETHHERe0E0TBAge
devices 16, 18, 20 via an operating protocol supported by respective data
storage devices, and provides data to the connunications device 11, 12

via arespective,client supnorted neraLl ngypcatacel s The protosl

conversion functionality of the rotocol ace device provi des a
uni fied approa@homag@u@p@uCeacééss180 ﬂﬂltlple types of data system As

described in fur detail. bel ow, th r ot ocol |nt r.face devi qe 14
provi des an "anJ%B§7§ny" OngaﬁgsSetﬁggﬁngFP FER BE&PB@O?§€ A+4Ecess

schenes. [0040ko£m@m@a@E@@olFb@tekﬁﬁggede%h@epiétb&ollhh@&&&@b@d in
further detail in FIG 2. As noted _above, the protocol interface device 14

bridges differ8fFicgpad BRYCBAMINPESIEBASIdeRi dePTWVERS BETHOEENTt &fpes of
data storage degﬁggslnhﬁuhas thélaékéag%grsggoﬂéqﬁBés Q%taﬂ§zg?%g§iﬁ%V'Ces

24, 26, 28 are Systems/seérvers for storing el éctfonic mai
However, it shoabdmheinatednsthvtheapnésemE, paventhohhesdadt bitwirtgd: t o

mai | systen1acc ss. Each t he nmai Etens 8 supports a

4, 2
di fferent oper&tin Seﬁrﬁpacbpe FO§988§§ &ﬁ@ﬁeéewﬁng i?tﬁculépl t he

mai | system 24 guRports SHbLoakn¥ehoHegessat O, prbbénﬁaahvéh@&@ﬁla@
supports Mcrosoft Messaging Application Programmng Interface (MAPI), and

the mail syst e 2BOstpPoriBihedr bpr pRYaPyrbioudesl COBUBRLASNt REt used by

Arerica Online ( hnibQL; ﬁagghgm [0041] The protocol interface system 14
illustratively |§ﬁ% ﬁés al F Ont - end proxy nodul e 30. The front-end proxy

nmodul e illustraf®0aBy i ncludedatprokyrapdutiegiBds 36, 38, 20 whcck

tivel t, the Wrel j cat Pr ot MAP , .t he Post
i 116 Pr ot bool TARER} PReATiter s PRbERageoRRaEs ol tont Ok tha® P05

communications devices 11, 12. Although some software
clients are configurable to directly access certain
types of data storage devices, they are often data
system specific or protocol specific, as described
briefly above. More particularly, on constrained
electronic devices such as the mobile wireless
communication device 11, processor power, mMemory
resources, and communication channel characteristics
may preclude the installation and operation of software
clients having the same capabilities as those commonly
used on desktop and laptop computer systems, for
example. In addition, while the installation of
multiple software clients for accessing data storage
devices associated with different protocols is feasible
for desktop and laptop computer systems, providing
multiple-protocol support on such constrained devices
may not be possible.

[0039] The data storage devices 16, 18, 20 are
accessible using different operating protoccols or

access schemes. As such, the protocol interface device

10



11 WO 2005/ 018169 PCT/ US2004/ 005730 Protocol (I MAP), and the Hypertext
Transfer Protocol éHTTP) for communication with clients. [0042] The
front-end pPrOMPSBHIal so communicates with a protocol engPH&Ussties732. The
protocol engine nodule 32 translates OM, MAPI, the proprietary protocol
of the mail system 28 (and other protocols, if desired) into a format

conpatible w thighg-frentsepd.prory <rodule 30.;12-thks ¢gd, pegtive
interface connector module n%y 70- 797,9%:'% g)gvﬁgggoggfeggfoz'?hgﬁgpr%%t ocol
engi ne nodul e 32r¢piteaghpodtehel opeppdingd prorespéstiseddhyat beomaige

systens 24, 26, as will be discussed furfher below, Ipn.,a preferred
enbodi ment , th%gg%%%?’- e proxXy - Hodiu %t‘éot%ngg? h%OIB‘F‘B]E’688E18Hgi H&VifGdul e
32 are extensible, otz expansdabd epd o 266 08TDEARE esugPditEQN3bePRLE AL NY
protocols as they become available, as will also be discussed further

bel ow. [0043] ®FPloperht it Rresetohceersessiomaf thokionalote of the mail

systems 24, 26.p28 ddyough cligil gSplduere Onohigecomupl eathons device.

For exanple, a WAP browser on a nobile wreless comrunication device
comruni cat es wapptdrecIWAR pruxyemodatee 84 to melessld heypari bfsyiatem 24.

Access commands_or,. i nstructions., received the WARP. pro 34 _are converted
into a format Conpati Bi%e %%%Jﬁ%?p]r’btg%ﬁw%ﬁdsﬁ%a%g&?i‘gﬁﬁ.the

Communi cat i ons dettweest tiedronde et EOXYs D £ISH a@ndat e profpeol

engi ne nodul e 32 are preferab achieved via a comon interface protocol,

|
whi ch may be &5 |ki§tta~re;ﬁrpr<§{fd‘%qﬂer&r P leat @b’ | shexcpribt | echpresocol .
[0044] The proteroengi re,Jdule 32 tihr%ffdﬁ?é@'@é@isce t{‘z? %%cess conmmands
r

or instructions received fromthe front-end proxy nodule into a

pr ot ocol associidtledtnaited tilme fwmithegystegmitlo ibe Etessedid engtedOM for the

12 WO 2005/018%E%VQ?TQH%Z%g%k%ggas%nterface'device 14 bridges
different types of communications devices with
different types of data storage devices. In the
illustrated embodiment, data storage devices 24, 26, 28
are systems/servers for storing electronic mail (e-
mail). However, it should be noted that the present
invention is not limited to mail system access. Each of
the mail systems 24, 26, 28 supports a different
operating protocol or access scheme. More particularly,
the mail system 24 supports Outlook Web Access (OWA),
the mail system 26 supports Microsoft Messaging
Application Programming Interface ({MAPI), and the mail
system 28 supports a proprietary protocol, such as that
used by America Online {AOL), for example.
[0041]} The protocol interface system 14
illustratively includes a front-end proxy module 30.
The front-end proxy module illustratively includes
proxy modules 34, 36, 38, 40 which respectively support
the Wireless Application Protocol (WAP), the Post

Office Protocol (POP}, the Internet Message Access

11



mai | system 24). Data received fromthe mail system (e.g., e-mail

messages, a |ist of new nmessages, cal endar appointnents, tasks, etc.,
dependi ng SKO2H&01Ha  ti cul ar mai | system), the features tRET/USRHH4ETeES
protocol supports, and the nature of the access command are transl ated
into the common interface protocol and transferred to the front-end proxy.

[ 0045] The acti r OXy ?Hﬂf e (il.e..t e i he
present exanpl egﬁ?tﬁoeérzo 0 maLBs) ‘t haem?rtehceeir}gyé)\(;éA%a%%at?x%rra%?E%a% © p%érlﬁons

t hereof, for theiTTEquUEst idwgmeldierdtidrurdigr clomarends fromthe client are
al so transl at edé)(?/ the protocol interface devjce .14. Access comuands from

ot her types of s ard® SHANAIRF grores st 2430 SHIUM %R ot e that

several  mail sygl.@ERJBY REyHLCERRAM d BT ESPANTH-dib o B 1gh fhe A66@SBe
command, where a user has enabled nmultiple mailbox access through the
protocol inter 3 &dadlod es1 AWH, 00H6 L  THO protavol et erfaeecdeli @€ 14 thus

al |ows ¢l i ent §ysig 10 4. SINt ODELAL 10, OGOl S 1.0 aLEegss; the) M |

systens 24, 26, SO0 use operating protoco Access
comrands such asbmwve fortaltetemeitdailes wwend tHetdgntanshai gz or exanpl e,
that are generated at _a cli e%ﬁf,affect the data stored  at_the mail systens

24, 26, 28 inst¥@FGF 3opiTes W& KR £ SRETUGE tHE B0l i nterface
device 14, a ddmerictermpaiddle iy roamyy onaf tHhhedrexypreduescisd, 36,

38, 40 is provided access to one or nore of the mail systens 24, 26, 28.
The client it s@rotogdlastagasuFiofudeed2ndos §sper 1of Hhackeas2pof ocol or

schene associ a i LAt W t en(.s) essed.»d 3 11
2005/ 018169 ch’%g%%é’gfso%%%by[ %é%f“géﬁncsé’%t‘%gmnm ’ g‘g’t ezrﬁ1L ’pr%%)o"é% and
the client prokocdscneeddnductheeconpdidul &n fee ainefe sugpp ozmbddteen, t he

r I ' . o i
protocols may Q%edkg%%kgg%d ;%%x%x%ggﬂﬁk:%o and the protocol engine

module 32 are extensible or expandable to accommodate
additional operating protocols as they become
available, as will also be discussed further below.
[0043] In operation, a user accesses a mailbox on
one of the mail systems 24, 26, 28 through client
software on his communications device. For example, a
WAP browser on a mobile wireless communication device
communicates with the WAP proxy module 34 to access the
mail system 24. Access commands or instructions
received-by the WAP proxy 34 are converted into a
format compatible with the protocol engine module 32.
Communications between the front-end proxy module 30
and the protocol engine module 32 are preferably
achieved via a common interface protocol, which may be
a proprietary protocecl or an established public

protocol.
[0044] The protocol engine module 32 then translates

the access commands or instructions received from the
front—-end proxy module 30 into a protocol associated

with the mail system to be accessed (e.g., OWA for the

12



POP client does not support the sane features as OM. The interface
protocol used between the protocol engine nodule 32 and the front-end
proxy moduM® ZE5PB16hr ef erabl y designed to be able to repPEd@IE00a06S0 r ed
nunber of protocol -supported elenments or features for a desired operating
protocol. Mre specifically, the comon interface protocol is preferably

able to represggglagysgéﬁtggp[-ggﬁgfggggigggngg @ %ﬁ% he {Mst. i . capabl e”

protocol (OM in the present exanple), to provi roadest” possi bl e
feature support (eFurt hermaslikbsstbescommnsitntér haeempreteee!, may support

a full feature ross_all supported protocols, if desired. 0048] By
way of exanple,cggéngéﬁn%%p?h?g??ggé’ g?8§8COF%ﬁay ngﬁnﬁﬁﬁﬁrpétékf
protocol based partheul¥ebmbases, Biskyi buhedrAdtnoEkngnand ; Yar si-enishg

(WebDAV) protocol. An_exanple of an authentication request using such a
comon i nt er f aceTProtOtoPUPRCPFDvi ded BBepRragrRam °Fi shengcresshebowanthi s

exenpl ary aut heptd catiQm ,¢££4U r [ 0 rotocol interface
device. 14 to be authenti%atedﬁﬁéanﬁ%i?8%§ébe%$E§Pﬁagg %§§gocpéeﬁpﬁfier
and password priovdnietebyed userhe afidont-ahdoproeyri eves a root fol der and

basi c capabilitj a J.arget,yailbox on the mail system [0049] An
exenpl ary inboxhﬁgﬁﬁgst i %EgFﬁgﬁd%r%f¥Hnogp%@bt%N@basEBec fRORTPHYer f ace

protocol is setmnddiuld 3dbelrowias frogham &ishbNg) #2nehnNracpordapgg With this
routi ne, responsive to an i nbox request, the capabilities of the inbox in a

target mail box HEIHerdadd 4id dthekeatt rontbers birerqoéri 6dr bhet her

exanple is proqﬁg&ggg%ﬁ as; gr | SE g } 14 WO _2005/018169
PCT/ US2004/ 005730°. i s frf)&rN a fegftﬁerﬁa‘{s%%apééc’% requ%%?g\?%g%gcg}rl aﬁgje‘e{/l\nét h*the
af or enent i oned adgisDAV-IESlet scbimp i Haterdtases priotioeoface Hesejca Last of

W1l be " apprefCSHar By TICl ST Gl TR (HEPS tof o HirereEe
similarly processed. It should be noted that several
mail systems may be accessed in response to a single
access command, where a user has enabled multiple
mallbox access through the protocol interface device
14.

[0046] The protocol interface device 14 thus allows
clients using different operating protocols to access
the mail systems 24, 26, 28, which also use different
operating protocols. Access commands such as move,
delete, create, send, fetch, and view, for example,
that are generated at a client affect the data stored
at the mail systems 24, 26, 28 instead of copies of the
data. Through the protocol interface device 14, a
client compatible with any one of the proxy modules 34,
36, 38, 40 is provided access to one or more of the
mail systems 24, 26, 28. The client itself
advantageously need not support the access protocol or
scheme associated with the mail system(s) to be

accessed.,

13



ot her requests and operations may be used as well. [0050] It should be
noted that the software clients need not initiate data access requests in
all  enbodiVWeaS0IH6? exanpl e, in sone enbodi nents the pPETAEN04I0AITEY f ace
device 14 may include (or communicate with) a polling or aggregation
engi ne nodul e (not shown) that pronpts the protocol engine nodule 32 to

aggregate nessaggg4H9r re i user fromthe mail .syst 24, .26, 28
at predeternineg in?erva?gsggs¥%ﬁlﬁg 2 SBS?&%%&F@&Oﬁfltﬁ%§§ i TeE N
the art. The prptotokoéngird nodube témpauliélthereacooperaippontt h the

front-end proxy dul e to ovi de the aggregated nessages to the
respective softagggeeglggﬁtgfgggcﬂ Scl'PBelica 6§g?rﬁﬁartﬁ6ﬁaﬁﬁﬁﬁpﬂﬁ@ £r ont -

end proxy nDduIQogocmg@gtnggegnggnggg%gIQiEggtggn@j%%athq%scggw%%@gations
devices 11, 12 in all enbodinents, but it may instead communi cate
therewi th via ahP¢i hbbevEArAgPRatPCeysteatiobeserver thtoprexarplleentinge, in

the case where grggation i D el sed t he .aggr egat ed
nessages nay beﬁ??ggt ??a%g eF?%dkg§n€EgH&fP%§ yeﬂ8d898x§0nggule 30 to an
i nterveni ng nuiprefersely abstdnéd torbepabVeédes kbBpraEssagesdteitrhe

appropriate connqﬁécatigns device, as will also be appreciated by those
skilled in the AMf°%Here BEAFACOL T HEPPPHRED cRUCHEDBRS ABJEPELB0SFOEPY dse

the appropri at ede §I85@CHHESIt Fbed-by. sushei BLeLyeni ik erver for
conmuni cat i ng theremﬁtﬁ§¢15 V%#% 05/ 018169 PCT?US%O%%%%E%%%g? 8%51] A

met hod for proVFeTRR abitleasfaer ptivadl tis pfefarabiyorage Hevi ces, such
as the mail sy . | rotocol interface steml14 is
illustrated in %%?tEé%}ré%%ﬁf%ﬁiﬁﬁééﬁﬁﬁﬁ%@ %ﬁemgﬁégsgoﬁo nd°dr data

is first recei Verhpaitldl qoiotlddol WA ane esise coradad: osxdapac) s thansl at ed

into the comon int rnﬁgelyrot col, at Block 112. An access command is
t hen translatedn%ﬁi gn Loadest ggssible feature support. Further

still, the common interface protocol may support a full
feature set across all supported protocols, if desired.
[0048] By way of example, the common interface
protocol may be a proprietary protbcol based on the
Web-based Distributed Authoring and Versioning (WebDAV)
protocel. An example of an authentication request using
such a common interface protocol is provided as program
listing #1, below. This exemplary authentication
request routine allows the protocol interface device 14
to be authenticated by a mail system using a user
identifier and password provided by a user, and it also
retrieves a root folder and basic capabilities of a
target mailbox on the mail systemn.

[0049] An exemplary inbox request in accordance with
a WebDAV-based common interface protocol is set forth
below as program listing #2. In accordance with this
routine, responsive to an inbox request, the
capabilities of the inbox in a target mailbox are
queried, and then its contents are queried. Another

example is provided below as program listing #3, which
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system protocol associated with the data systemto be accessed, such as
OM for the mail system 24, for exanple. [0052] On the other hand, data is
transl at edw(?'&%'smfbﬁ@ client protocol, at Block 113. Depen8Ch¥Saaitot7pe
particul ar features supported by the client protocol, only those portions
of the data corresponding to elenents of the interface protocol that are
supported by the ebient rprabocekadts tEanshat ¢ dueipg LRis 3t@P+n The
protocol interface device 14 nay generate an error responsive to a

non- support ed oPEPAEINARTproedcBELDNBrbaspdr corubar Lytemdncsuppotted] .
interface prot el r rably ignored or _.praocessed according
to a default glggé?fog?%%%geggi %ﬁgégﬁig%g )Ié'?ﬁngl gf-ganaégéggr ¢Smands or
data are then transfeedeiint peapdata systens eegaestient, wat 1Bbeck 114, thus
concluding the _illustrated method (Bl ock 115). [0053] Turni ng now
additional |y t FRRESCR2EER PRxERDFar §*ehbedi #Bnthef arhethrEnblBATOPFOXY
nmodul e 30 is newhsesesdbed:s Theyf = r d 3 | stratively
i ncl udes the proxy nodul es 34,&g%,égg%aggg?gaﬁégnggrg%gﬁo ﬁlteglaglg an

ext ensi bl e stylis%‘%-réél | ahgusleuld drsforhedi onat (XSkTiofhgene abdaehes46, a

menory or tenpl e 48,. a f| controller nodule ,50 nd handl ers
52a-52n. 16 V\Drg%eg%/ 1 1%&%%%/%%% T¢9083 SA%nn‘%ide above, each
proxy nodul e 34mi36]ints AG@f fecdmped y 1d romhs" ethibeaprebesothengi ne
nodul e 32 and transl ates respective operating protocols for different

client types. EOI° |dreer PO Srobf RAY pioel @és {AFor mati on
retrieved fromcmenidge ofrHhe pel ?Q{ . 1 he of WML
docunent s targeted flor di spl ay) on 15(}givi crgjssoslﬁgﬁg S %?Jf&gh%{llgg%nd PDAs. A

POP proxy make&agdd cof (ret |sdensin )s drhar tofp tdep saneh@roxyt ocohpenghts

i’ gﬁhg?i ggt ;hfnfrt{ogi\gl%g% d eclrggq%%éltee %aoesasnadgesg he [ epgglgeeétgx?gudlseegg to
from the mail systems 24, 26, 28 at predetermined
intervals, as will be appreciated by those skilled in
the art. The protocol engine module 14 would then
cooperate with the front-end proxy module 30 to provide
the aggregated messages to the respective software
clients, as described above. Additionally, the front-
end proxy module 30 need not communicate directly with
the communications devices 11, 12 in all embodiments,
but it may instead communicate therewith wvia an
intervening mail system or server, for example. Thus,
in the case where an aggregation engine module is used,
the aggregated messages may be first transferred by the
front-end proxy module 30 to an intervening mail
server, which in turn provides the messages to the
appropriate communications device, as will also be
appreciated by those skilled in the art. Here again,
the front-end proxy module 30 would use the appropriate
protocol (s) supported by such intervening mail server

for communicating therewith.
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required by the POP protocol. [0055] One particularly advantageous benefit
of the illustrated front-end proxy nodule 30 is that each proxy nodul e
34, 36, 38WARAIWARESE? use of the same core services to roBfEUSRERNIT30
access data, and render data. In other words, the renderer nodul e 44, XSLT
engi ne nodul e 46, tenplate nmenory 48, flow controller nodule 50, and

handl ers 52a- 52nyggysavi de & GRAMRY GONe ;361 W 68 module far tgﬂp&% %%ﬁfth

nodul es 34; 36, 38, 40. The only dlfferences etween transl ations
di fferent proxy orfp diaitas 53«491?8@6 dg3giceE  weulch be ithet medllcenfitgmsatidn of

the fl ow controller ,50, h I 52n, d the XSL ml at es used
to transl ate thgsgdggé Pﬁﬁo |?§gf nalofoanﬁnﬁﬁ ? ggg&&m-ﬁﬁ Same

handl ers 52a- 521 1ukist rhe etie1us edGhetlneeBely rhie gvati 8usckpraxy medul es 34,
36, 38, 40, as will be appreciated by those skilled in the art. [0056]
Duri ng operat|oﬁccﬁsﬁaFQmﬁééésgrrQ&Gésﬁsfﬁéﬁﬁtarépﬁéﬁﬁdvsaﬁa@é@&kt&19he

appropriate proxyemadubga3dondfa 88, a40aUsing shandacd raehaniens for the

client protocol. For a WAP client, for exanple, paraneters are passed via
a query string ar@ngn foterfaceabresocThe aWARL pcéxlBnddhe a84edet er m nes a

conponent i dent 7. 0 CI/ 04/ 0573 whi ch
identifies a takéhﬁgn eﬁ¥£%%% §égnﬁ%gFegoI§éPfk 9§§9a&P 8n? |ggﬁ%|f|er
(which identifiegsaamapkboocbd besopeatedampd}h and anyapayafekers based on
data in the request. In the case of WAP, the conponent and action

i dentifiers are®paES8EYr nSERB FBePYRsEPENGNEr MEdLNSYSEEReR dpataiet ers in

t he query strlngxgﬁpjgfn1are packaged into a paraneter list. [0057] The
active proxy nodule then calls the flow controller 50, passing along the
identifiers andl0®8%hnet ePnl tise. Oﬁherfh@mdcodatalEerttankiaupdtmeto

P e st hanfh e el Enl 18, S00PONONL: BT8E' 199, bEBBRLIAG" 2pBAYene
particulax features supported by the client protocol,
only those portions of the data corresponding to
elements of the interface protocol that are supported
by the client protocol are translated during this step.
The protocol interface device 14 may generate an error’
responsive to a non-supported operating protocol. More
particularly, non-supported interface protocol elements
are preferably ignored or processed according to a
default or error-processing scheme. Translated access
commands or data are then transferred to a data system
or a client, at Block 114, thus concluding the
illustrated method (Block 115).

[0053] Turning now additionally to FIG. 3, an
exemplary embodiment of the front-end proxy module 30
is now described. The front-end proxy module 30
illustratively includes the proxy modules 34, 36, 38,
40, a renderer module 44, an extensible stylesheet
language transformations (XSLT) engine module 46, a
memory or template store 48, a flow controller module

50, and handlers 52a-52n.
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paranmeters as argunents to a constructor (not shown). Using the handl er

52a as an exanple, this handler would processes the request, using a data

| ayer (FI GW®30f8181¢fat her i nformati on needed for a responBer/ukBOH8)s75or

mai | system access, for instance, the data |ayer comunicates with the

protocol engine nodule 32 for any information related to the contents of
for ex

the wuser's mai cal endar .. or address book | e

Conmuni cat i ons &?§ﬁ4£therﬂgo%%%%%n? “Yay %%Cgs?ﬁﬁfysﬂ %HEFo?4di?Fer§ﬁv
types of inforné®ieffesttheg YREONDBY I ORe pebobedit enguhbBenbhcati gn
services and a user's e-mail account. The handl er 52a then deci des whet her

the request shotd berFoliedtete $io° ahbl he?PhaRElee, PBRLPECLRt SoFesul t's
shoul d be rend : 9 i t back and|
edeec 00590 fld: IDfOLIRlEOD BasFEr. ! Ogg@% bgxhanduens

52a-52n is preferably in a comon format, . saX: | nputSour ce,

for exanple, a Pprovdades oifowxishsi btet mbekedpf tanguageot XivbyedarfathZhe
active proxy calds the .renderer e,44, passipg al ong the
| nput Sour ce, | rggagrrgef?%gf]?rbn%ﬁéonn,lq h %aﬁ%r%fogﬁﬂ\git%%‘inﬁ %tFoE%Eg?Eﬁaered,
and an CQut put StfeamisBlay ki \WR2005 0h8469% PCL US20044 095739 ppgRdeser

nodul e 44, making use of the XSLT engi ne 46, renders the page into the
Qut put St r eam IEHg Rl esamss dhet prandldesrid ¢ehetledi eare byrohe

active proxy MRdising b icldient gotacal dp0601; Jhe,above sysLam
provi des a generic application framework follow ng the classic
nmodel / vi ew contth§l [remdemee) mmdehiet @k ure terater ideglenentisheogsrof t he
application inf ructure..On j npor.tant. feature is that a base set of
functionality r%%%ﬁg%déé i%gﬁ &gﬁJg§ﬁ¥¥5¥ﬂ§ervices and then extended to
provide the serwio&s]speciohiec phtdiduanalliv s regidfdud Gdidty: i g8l gent a
given service. \Wthin a given inplenmentation, the flow controller 50, the
handl ers 52a- §3hUSkAAF6F CRETGaERNPORY Ml enr30 fif I§hat each

proxy module 34, 36, 38, 40 makes use of the same core
services to route traffic, access data, and render
data. In other words, the renderer module 44, XSLT
engine module 46, template memory 48, flow controller
module 50, and handlers 52a-52n provide a common core
service module for the proxy modules 34, 36, 38, 40.
The only differences between translations by the
different proxy modules 34, 36, 38, 40 would be in the
configuration of the flow controller 50, the handlers
52a-52n, and the XSL templates used to translate the
data into its final form. It many cases, the same
handlers 52a-52n will be re~used between by the various
proxy modules 34, 36, 38, 40, as will be appreciated by
those skilled in the art.

{0056] During operation, a data access request from
a client is passed to the appropriate proxy module 34,
36, 38, 40 using standard mechanisms for the client
protocol. For a WAP client, for example, parameters are
passed via a query string and/or form variables. The

WAP proxy module 34 determines a component identifier
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extensi bl e or replaceable. [0061] Wth this in mnd, supporting a brand new
service sinply involves defining and inplenenting the data |ayer, defining
t he controW®EWNCEIEP di screte actions within the system PCTAS2004H& 730 ow
controller nodule 50), and defining and inplenenting the interface wth
the service (i.e., the renderer nodule 44). On the other hand, supporting

a new type of clignterwitfa an ri4 Sti-Ng SQr Vi iV i.ng J.nor
changes to, and ext erﬁi né1 actions wit I‘Ci]l%ﬁ’ \itt%gn T’glrllloc\?\;J \é%fltargﬁlglr fr?olgﬁﬁreg 50
and handl ers 52&r525ttlensupleott fagdi t(wbnah dldeanti-f reequin edtfiuncticonad i ty,

and defini ng and il ntin the interface between the client and the
systen1(i.e9, gﬁg%ggﬁ eRéra%8d3P§ Eﬁf?mf%ﬁgf]%@ﬁ Foflad e ¥¥ont - end

proxy nodul e 30rkquepelfanmcpeotaeel ofr angl, athen dosploiders Jeseridiked W th
respect to the block diagramof FIG 12. Certain of the illustrated
oper ati ons have'BEBhId&EERI BEE PRS@efaln thBoweeransdtwhive wi [fowen.descri bed

only briefly beb@ﬂ@kopégaMgk3995591§ﬁ99q8glgug%99%/0% 739 - 2%Ql.d undue
repetition. Beginning at Bl ock 120, an “access request or comrand is
received at a ppasyagedulato3d, p3san8Ber4Qisat Bl ock 121. The access

request is tra din t he, common interface ot ocol by one or nore
of the handlersP§é§§22n, aﬁes?%EkvﬁzﬁFgfﬁoggfugﬁtg£?§ Faddtvéder £ofa gi ven
mai | system 24, co2broPBei 50 espanseny 0al Begr eAUEsSHenat rBLOGK 2333. This

data, which has alreaqg been translated into the common interface protoco
by the protocol PEhgraehottfl: 38hei sloy eraeEral i BroéRoOk24)paftier et ur ned to

the client, at 126 thusi Lo ' j t e 2t hod (Bl ock
126) . EEpendiné#ﬁ%gﬂgﬁhe particu apg%%gﬁﬁgeégﬁgggég?tégﬁbgcgﬁéﬂclient
protocol, only kgnibhscnd and coatiareors espendindlén, epbenenhy ohet he

comon 1 er {268 SISLEER! oS ek, SHPROTL 0 0, LU, ST oA PLRLOSP! e
Using the handler 52a as an example, this handler would
processes the reguest, using a data layer (FIG. 5) to
gather information needed for a response.

[0058] For mail system access, for instance, the
data layer communicates with the protocol engine module
32 for any information related to the contents of the
user's mailbox, calendar, or address book, for example.
Communications with other components may be established
for different types of information, such as information
related to authentication services and a user’s e-mail
account. The handler 52a then decides whether the
request should be forwarded to another handler, or if
its results should be rendered.

[0059] ALl information passed back by the handlers
52a-52n is preferably in a common format, such as
org.xmi.sax.InputSource, for example, a provider of
extensible mark-up language (XML) data. The active
proxy module then calls the renderer module 44, passing
along the InputSource, locale information, the name of

the template to be rendered, and an OutputStream. The
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protocol elenents nay be ignored or processed according to a default or
as noted above. [0064] It should be noted that

error proc i chene,

t he extensﬁ?é@gmisdﬁ%on core service architecture of the PFrOAB2ER&TBbXY
nodul e 30. may al so be used for a variety of applications. One such
application is to address various shortcom ngs of the disparate nethods

used to respongdeh@eFETPRbQGUESES, T HQM A VD aBP! LGat | QLI g now to
FIGS. 4 and 5, a Wb datrg access systemglooehavi ngéasrigfelgt gﬁglflgleezl%'
architecture i nfer@eds daneeprade hinthe presentpiungenteon eenow descri bed.

The conponents data access_system 100 _, co ni cate

bi-directionalI@@téﬁgsgfgﬁmiffu ?%I?%%%%éeghﬁ?uE%eagEg%Ptréﬁu@@? 101, a
Wb server 102,aatproxyroserveduldiusang ene exleast bheoegpbiol ler system
106. 20 WD 20 05/0.18 1 6 9 PCT/ US2004/00-, 730 [0065] More particularly,

t he user requesEé%ﬁ] ref €t ARPYE UBBILERI PECBLdRD Broorerier web
application taq M@E&%Mgﬁ e D r sonal
conput er) . Once%he reqluest IS m e]:(‘ %ﬁ%l%&%ggeﬁgréﬁ%é&;?%rocesses t he
reques%. 'llz'he pﬁmdﬁls/_éfi\@/qmﬁlaslsiesl% ?](M‘ﬁé) msm@m%io%hm p][ oce;srsi ng the
request. For [] SQN. pUrposes, e _proxy server ere_ functions
simlar to the%grggélae(gé:eoocsl Ater é’c’i t&b‘?/i‘%g)]fgata}r%rbu%% 2bbvetUsfid Phe
extensi bl e contimgld:erarsy stearouk06 svatl L he H4gd esented asna: sehiyare nmodul e
|  be

that is run on or in conjunction wth the proxy server, as w|l
appreci at ed by Mo d&hined it remrkar gerbiae, and ntkanee shbodedent s

the proxy servey VAR @HLNY R i€ o COM Lo er £ 0 n%ll
i npl enented in ((jji ferent physi call% evi ceéloﬂoﬁcesfe%igr%%%%ftgx%é JJg]?e?OOGG]
The proxy servé&e 04 lpr dwirdesea tprocrsserofs e priovd .divhig- Iciat he dg brest or age

e vl 3 SeRl BT AR, W S LA Y, T S ss
52a-52n, and/or the data access layer are fully
extensible or replaceable.

[0061] With this in mind, supporting a brand new
service simply inveolves defining and implementing the
data layer, defining the control flow and discrete
actions within the system (i,e., the flow controller
module 50), and defining and implementing the interface
with the service (i.e., the renderer module 44). On the
other hand, supporting a new type of client with an
existing service involves making minor changes to, and
extending actions within, the flow controller module 50
and handlers 52a-52n to support additional client-
required functionality, and defining and implementing
the interface between the client and the system (i.e.,
the renderer module 44).

[0062] Operation of the front-end proxy module 30 to
perform protocol translation is further described with
respect to the block diagram of FIG. 12. Certain of the
illustrated operations have been described in detail

above, and thus will be described only briefly below to
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special prefix. Wien it receives a request for such a URL, it strips off
the prefix and | ooks for the resulting URL in its local cache. If found,
it returns WPRESSHARPent i rmediately, otherwise it fetche®CHUSRPUISBhe

renote server, saves a copy in the cache, and returns it to the requester.
The pages returned by the proxy server 104 can be either static or dynamc

n nature. Thepooxy.SeLKerchdd;iByCoBRNALEALE Wil B1oRAPhZRAL Lan servers

or data servers, and in this “specific enbodi nent, the extensible
controll er systenmcet86rep0867] okbrempanti dal aekgi viehle atorp prentys mofdutlite

proxy server 104.,il Lusteatiyely_includ ag gate server 202,. a
render er nDduIeéfizggan5§8L¥8én8%n§&§f%vzﬁioogﬁgl§f§§SSCrF8§f§ 41505730
nodul e 214, andtaafRENBE¥A216tH0Ehst ebhf@naiseer€scefl prbemrloat &3, oigndmr to

t hose descri bed above. The conEonents of the extensible controller system
106 include an™a&fi 86 kBB bonrdlgrd 328sPeBs 6F RaRGkerl€2:206, also sinilar

to those discusgggeapove. ph0Q68L The.2ggregabs 3eLYEn203iReikaris bhe

processing of incomng infornmation and passes it onto other cConponents for
assi stance. The2fend8ren pedobese2l2 kbaderguehs.resuBfantk d&Ba Thtie a

vi ewabl e format. . The renderer dule 212 makes use,of, the XSLT engin
e 5140 daba noehEehrbEs Al erEy PRs it RenHIRLR 1055 Tht, ERTEPR e
page. [0069] Thenbggregat proecvel BP2trengsotatait enthaes actiu0r mep 2064,

whi ch maintains the control flow and handles the business logic in the
system The actfenderap 2BaOTht &P4et 8ndi FRTETEEF 8 bPeh&hdrets 306. The

handl er 206 utihizes ibe datds! a¥gE1208nLOrhet Khguer -hnbar ARkl from ot her
data sources 210. The other data sourced 210 may i nclude, for exanple, XM

for web data, é&Buniketdal . pbPegynforganyonntbenpeicbhcrébpat éeat-gretve

contents of use£u8£8£{831£§”§héec?iénF'S?QLbCSEL689i§ portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocel are
rendered or translated. Non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme, as noted
above.
[0064] It should be noted that the extensible,
common core service architecture of the front-end proxy
module 30 . may also be used for a variety of
applications. One such application is to address
various shortcomings of the disparate methods used to
respond to HTTP requests from a Web application.
Referring now to FIGS. 4 and 5, a Web data access
system 100 having an extensiblé architecture in
accordance with the present invention is now described.
The components of the Web data access system 100
communicate bi~directionally, and they illustratively
include a user request 101, a Web server 102, a proxy

server 104, and an extensible controller system 106.
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or contact), or a provisioning APl for authentication services and data
relating to a user account. [0070] The system functions by having a user
send in aWIRM0038186User request 101. This request is rececvasom|oibe Wb
server 102, which passes on to the proxy server 104 for processing using
standard nmechani sns for the protocol. For exanple, a WWL request woul d

pass a WAP par aggker que tring - Lqr, form variables. The ggregat e
server- 202 conpgnentﬁof tﬁér%r %3q§§§g§%lfb4th§éf§¥ﬂiﬁ%%yﬁﬁg‘é%ﬁbonent | D,
action 1D and ampfepar anetensebasednon adaikd brdle equests Adsing 4, same

WAP exanpl e, thg cgnﬁone t and _action |IDs are passed in 22 2005/ 018169
PCT/ US2004/ 005738 BGhefyWsPr PAgCor e 8rm TACR Gt BEA sar dvstserzli n t he

guery string Orcbﬁpﬁtéfﬁ.p@ﬁ&égﬁgeuﬁehﬂégtai@ah%@%teEPéiwgb J09.L1 iEE?
aggregate server 202 then calls the action map 204 of the extensible
control | er systBhR?E®BScanthpassascatongheherbBy andvear 4fel ersdiissts. tTHee

action mp 20 o t appr j .handler 206 vi a e conponent and
action |Ds and4%%ﬁs%€ﬁ%§§ ?ﬁ% ﬁgn ?é?%ggﬁg s?h& tREVFEFanéters as argunent s
to the constructonparThen handbese 206t pe 0pe68@Ssth@ciequasherdsi Ng the data
| ayer 208 to gq%her_infornati n needed for a response. The data |ayer 208
will retrieve intormtT o Hrbhibt her - aaPECEeEPéed b e TRECatied imiet Bidn t he

network or extefinetusdéd thsonet work. rifbes hangdler 20 | des,whet her
the request should be forwarded to anot her hangF%% §8é?§eég%%fgggéggesults
shoul d be rendef®. "JHov e |FmpIrneyist@niteei de§tvareendenlthehdat as t he

o agar caat o seruer 20% of (KE BToR et Ve 109, ETHEVARET CRAr o*Beroat 202
then cal | s the be enpgercari atnctiilkey 20ihsavhd lehl i swokesthhea XL Togngbnesehodul e
214 and any necessa%%téaggéﬁﬁgaégyéfnder the data into a viewable output.
This out put i s they € proxy server 104 and extensible

controller system 106 could be implemented in different

physical devices or servers, for example,

[0066] The proxy server 104 provides a process of

providing cached or storage items available on other

servers which are slower or more resource intensive to

access. The proxy server 104 accepts URLs with a

special prefix. When it receives a request for such a

URL, it strips off the prefix and looks for the

resulting URL in its local cache. If found, it returns

the document immediately, otherwise it fetches it from

the remote server, saves a copy in the cache, and

returns it to the requester. The pages returned by the

proxy server 104 can be either static or dynamic in

nature. The proxy server 104 may communicate with

application servers or data servers, and in this

specific embodiment, the extensible controller system

106.

[0067] More particularly, the components of the

proxy server 104 illustratively include an aggregate

server 202, a renderer module 212, an XSLT engine
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returned to the Wb server 102 to serve the data as a viewable web page as
a result of the user request 101. [0073] The various steps involved in
processi ng WeHISHES usi ng the extensible controller systBGIASHOMPITIC now
be further described with reference to FIG 13. Mre particularly, this
diagramillustrates in greater detail the processing and interaction of

the proxy servepqld ang,theqext gosbblesgenial Let, system106. . The system

fl ow begins with a user request 101. Thi request IS sent to the
server 102, whi thmpastes,t hem23aWOc20056648869cPCHEE15P004/. 0@RE30

| hvokes the agorSURPRSEEevEF Bhe PoroRhiBiecERib S aTap v Hhe adPegat e
server 202 deteinthegeWagt hetian £OPtewhl,i snavai kabkes atr Bheeke3Q2. If it

is available, ¢the systemw || nove to the next step to mne the IDs
(Bl ock 306). |f296.i3lpetsaairable, thagesgscenparl abpivest create the

context, at Bl ogkogff, ang,th LN o, hhe Lne the IDs, at
Bl ock 306. TheFactign IEfgndgg%ﬁggﬁéﬁtg%fﬁg%ezg?sgé%?ﬁgﬁgogbgof t he
system These |Bsocatangowf hitheniequisforpataoet end andsanyitopntdat a,

are packaged inta an _envel ope apd gathered together, at Block 308. [0075]
An igvokegprocéﬂ " i SR t?ogﬁﬁggs?ﬁétaﬂﬁ?a %?%nf?ﬂ@eﬁﬁﬁrgaéPgeserver

202 to the actizoe Megnd204 et hesextensi Bhea CONtoOoL! €5 ca¥Bl eNMFdPRatThi S

i nvoke procedure will pass information pertaining to the envel ope, an
action code, tf%?%oﬁ&&ééﬁﬁrIW?Q#kﬁ Thhtexkes neset of t hee adBLBneREpn204. The

action map 204 ;,dQoks 2&%tgﬁhE%H}fﬂhcé@sgﬁgc%eﬁégatégdeSﬁeEHLnﬁ mo%gether

the action exists, at Block 312. It doe en It noves to the xt
step to determ3is ihetdmrdahe:heagtamn. requi res aut hentication, at Bl ock

SL6. 1 L0 A% 1 S lp e iotenast L etesatbe BT L
action map 204, which maintains the control flow and
handles the business logic in the system. The action
map 204 interacts with a series of handlers 206. The
handler 206 utilizes the data layer 208 to retrieve
information from other data sources 210. The other data
sources 210 may include, for example, XML for web data,
a universal proxy for any information related to the
contents of user applications {e.g., e-mail, calendar
or contact), or a provisioning API for authentication
services and data relating to a user account.

[0070] The system functions by having a user send in
a URL as a user request 101. This request is received
at the Web server 102, which passes on to the proxy
server 104 for processing using standard mechanisms for
the protocol. For example, a WML request would pass a
WAP parameter query string and/or form wvariables. The
aggregate server 202 component of the proxy server 104
determines the component ID, action ID and any
parameters based on data in the request. Using the same

WAP example, the component and action IDs are passed in

22



action requires authentication, at Block 316. [0076] At this point, if the

action does _not require authentication, the systemdetermnes if any
requests AYRXWERHAYG, at Block 320. If the action does rBGUIUS&04/005730
aut henti cation, the systemthen determ nes whether the context is in an

aut henticated state, at Block 318. If the context is in an authenticated

state, the systene thep.d : [N he r St .. i.n Bl ock
24 WD 2005/ 018169 PCT/ U 23’3‘%} 0 5%0%%0. hﬁgwé)ggrgg Ffi%?ﬁ‘%%c%%ﬁt g“ﬁ?t %:hs? not in

an aut henti cat efluesyasbringeosysoem eetupaskbbedr aguéstot a phe atetteireve
default action, af,Block 314, until authentication is accepted. [0077] At
Bl ock 320, the sysFén1deternines if a request is pending. If a request is
pendi ng, the sy§0ewni] execohesagyrthetrpenditgrr gapesheandal tapPsHko next

st age, determ ni ng, whet her process is in queue, at Block 346. If no
request is pendth ?0?h@agyggén?fe&%%u?%%eﬁﬁlP%@ aenfonlang vasteat d96on the

envel ope data,zat Bhoscks3 asses n he.handl.er 6 to
create the acti%n ﬁgﬁdfﬁ?,gg?nﬁpg%f g%%.aﬁgcéég%ﬂégg%t?6%%hahgﬁefégéon
created, it is N3P t4%4ikeeksatp Bhocke326nr {07 ShaThitesygbemvihenhe

det er m nes whet ckground roc ing is allowed, at. Block 328. If so,
a background é%ﬁﬁé§g$€ %?%a.%%?”ét oTk? 372 S HhaC b Rethey BRBAL 88t er ni nes

whet her a procegsssding rcigueperadteBl otk Abundioveves, thé baskaroupd,
processing is t .allowed, the systemthen processes the action handler,
at Bl ock 330, tHEHF TR IR RIRCTE1A tthatr BreRkt » 339inRebhsi ¢hhg t he

system at Bl ocle,346 40w 18y e e BITNES JNGIlETe R POOCESE LS L Ne
gqueue. If the rocess is in the queue, it then determ nes st her-Fhe
action is corrplfglt@e,déé?ta Blagtke FBR Wifllt heetpriocvessinfomutiom fhemqueher then

|tosubmis 1t tadhegueis Al BBl MST I8N Dgs phether the
to the network. The handler 206 then decides whether
the request should be forwarded to another handler 206,
or if its results should be rendered.
[0072] If the system decides to render the data, the
data is passed from the handler 206, back to the action
map 204, and back to aggregate server 202 of the Proxy
server 104. The aggregate server 202 then calls the
renderer module 212, which invokes the XSLT engine
module 214 and any necessary templates to render the
data into a viewable output. This output is then
returned to the Web server 102 to serve the data as a
viewable web page as a result of the user request 101.
[0073] The various steps involved in processing Web
data using the extensible controller system 106 will
now be further described with reference to FIG. 13,
More particularly, this diagram illustrates in greater
detail the processing and interaction of the Proxy
server 104 and the extensible controller system 106.
The system flow begins with a user request 101. This

request is sent to the Web server 102, which passes the
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conplete, at Block 350. [0079] If the action handler is conplete, the
system returns the action handler result, at Block 352. If the action
handl er is We2MSENIFet e, the systemreturns the pending PERASROOHEEITBE, at
Bl ock 354. The output of the steps illustrated at Bl ocks 352 and 354
(returning 25 WO 2005/018169 PCT/U82004/005730 ei ther an action handler
result or pendln% rend%rer L gﬁ % be useg ho determ ne wheth

render the resdlt TAf BPBck®3 68§§]5ﬁ6?8r PtlgﬁFaPFﬁceFﬁénﬁésuﬁis of
the steps |I|ug&bayede&be8|m0K81338kééetuéna@@&ébﬁke 822 vefekpren feact i on
handl er result) and 354 (return pending render result) are used to
det er mi ne whet hBECFESFéRder the result (Block 334). If the system decides
to render the 16gyhy. !hensyslemLgdssLheedapssf AMLLAS X! easible 2
controller system 106 to the pfFoxy server 8 renders the data, at

Bl ock 340, at thentenueneraW@ubable212t EheCﬁasa2|sIﬁhem passedidatd et he
Web server 102 dis ay t resu Bl ock 342 response _to the
user request 10%[8e wf$ft%%v§yt?e 8ebBfibs>h5P ?8 mFEﬁdggetﬁgSresult
and has i nstead EestﬁedOSp forwet disthetr equeshhle, anatheksaeh eaihandl er
for processing, ,the systemretrieves the | D keys, at Block 336, retrieves
the envel ope dafarshtChpabk B3s, C%%He¥henatl3%?§ku§0€hea§6pF86P|ate action,
at Bl ock 310, Thentsystesmvh| indoopepreyngdsal éSﬁBQ'nEtUF%b%kasg%C's'on
to render aresult is ultimtely accepted, at Bloc 334 1] The
above- descri bedThet hodiémvbD vasd usomgoaensi Agl @arsoatee fonedebii g t he

conponent s mnth 0. t he S st his_particular, enbodi nmen the source is
o TV 1 6 be or e Y o T eS choTa BECRN et hE GEFI SSHES ki 1| e

appreci ated by @&&ﬁﬁbﬁ&ié|£ﬁﬁ'@h§hﬁoﬁﬂtdaﬂblSaréoyé@Ea@@u|ﬂnd@faﬂe the code -~

t hat handl es the request the URL syntax and paraneters, tenplates or code
used envelope and gathered together, at Block 308.

{0075] An invoke procedure is called to pass the
data from the aggregate server 202 to the action map
204 of the extensible controller system 106. This
invoke procedure will pass information pertaining to
the envelope, an action code, the component ID and
context info to the action map 204. The action map 204
looks up the action, at Block 310, and determines
whether the action exists, at Block 312. If it does,
then it moves to the next step to determine whether the
action requires authentication, at Block 316. If the
action does not exist, the system retrieves the default
action, at Block 314, and then determines whether the
action requires authentication, at Block 316.

[0076] Bt this point, if the action does not require
authentication, the system determines if any requests
are pending, at Block 320. If the action does require
authentication, the system then determines whether the
context 1s in an authenticated state, at Block 318. If
the context is in an authenticated state, the system

then determines whether a request is pending, at Block
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to generate the response for the request, and the routing information for
t he reques for exanple. [0082] The code that handl es the request, along
with the bg?QWQ?B?G%efinition, is used by the systemto P6TAN2PAE577008169

PCT/ US2004/ 005730 create the action handl er, pass the correctly typed
paraneters, and pass control to it for processing. The paraneters include

type informatioBzall ewwBgekor i rsthanglbyrlyped data. The parangtgrs.Jmy, al so
be defined as optional or required. The tenplate or tenplates are used to
generate the re§géﬁ§e tBe pMétpmquesurnkf the ratiemit tics thederdtorigererate a

response other pha wag, dgfi ned error..i s generated., [0083] The
source woul d al so %3%?n3$?%%nfo§Fi%gocgnpg?ﬁaﬁpgﬁlfgp%gﬁgﬁ%g & ten
times, it is descepbéd.for a handler to performwork withinits scope and

then hand of f cPﬁézzi to gfoéﬁgr handler to allowit to performits work.
However, if the er tBnptE f60hahBiecsuersn fstesmirigiongnét defi ned
in the source,r&pu@sf olsisegengsat ed. o[ PO8AL Ot her ;a1 ong are algo
possi bl e. For exanpl e, th% sour%e nayabe ﬁseggaﬂgn égﬁlgéhegifiﬁ35%ﬁﬁL's
for use wthin $FRCEY2F it Noe doved ingegeagsestr eutli ngmpay tbe neepar at ed from

one - conponent ar e LT “BEEASH RaRPEPSSTRE LRafUEEe wadl d ¢ hen
sinply ask the BEontk 34@r 10 doryeqeese fequestitg, anptheyshapdl er. Thus
in a known state for the life of a particular

incom ng data may be kept (
request. | ooss]e%&“%tcﬁért%ﬁ%fabw i 70| Vesleéntes cpngtheonnrelobrow
through the sysisam wher e gl el doess 0ot - ﬁ{%ofnggh@{zghﬁgghﬁ,{aﬁe

directly to do_its work. Still —another” approach iInvolves epl ng
handl ers rel atdQ%elbp sHgdtandsiagtion Thendler, tat sBubtk BRaLtoOnthe

handl er’ s .purpqsg and ;SGORE L éfﬂ¥g\gggggéﬁwefésis initialized, at
Block 326.
[0078] The system then determines whether background
processing is allowed, at Block 328. If so, a
background handler is created, at Block 344, and the
system determines whether a process is in queue, at
Block 346. However, if background processing is not
allowed, the system then processes the action handler,
at Block 330, and then returns the result, at Block
332. Revisiting the system, at Block 346 the system
determines whether a process is in the queue. If the
process is in the queue, it then determines whether the
action is complete, at Block 350. If the process 1s not
in the gueue, then it submits it to the queue, at Block
348, and then determines whether the action handler is
complete, at Block 350.
[0079] If the action handler is complete, the system
returns the action handler result, at Block 352. If the
action handler is not complete, the system returns the
pending render result, at Block 354. The ocutput of the
steps illustrated at Blocks 352 and 354 {returning
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and calling the appropriate business logic to gather the desired results.
Anot her vari ation involves keeping 27 WO 2005/ 018169 13CT/ US2004/ 005730

each hand| &0 PYSHEEE° on one task, and upon conpl etion of PERESEHRISTI0
allowing the results to be rendered or forwarded on to the next handl er.
[0086] A further variation involves providing an extensible mechanismfor

handl i ng requests gt ¢ca dl iﬁQESiqt e ...as;.wel |__as. grow over
time wthout becor%%ng aglve%rﬁtt}%glor}r%lnexi erﬁlor{ag)%ﬁéget%hdév}%syrsetnedm She user
is abl e to specidepud thr iwidrly bandsegle condiatye adhicon e d it d hishdway ,the

generic business | qqgic _and.contrql, flow my be specified by the primary
action map mhil&egﬁﬁlr 6&a$ﬂ8?%g3§#e user with a method of adding or

modi fying the fymegicgnal i MpreARatReuIaRARACRd S0 1R0Wde Hhe idgwel oper
with a generic _nmechanismfor respondin QU|ckIy to long running requests
to avoi d gener atildgsireteeoat. Birckseddll dsetina develldper 352 sppedivfp

background procegssing L.th n r Jegvel r.a ire system
[ 0087] The above-déscr? ggg§%t2%§?%E2 ggﬁt?éﬁlgF@Fgrnpgf%ggﬁﬁgﬁhﬁ%é%/
advant ageous foreaddtéssicrgushdr toodiengsming Waktbe rHEOP+kased the

applications. O_cours it.will . be_also appreciatedq by those skilled in
the art that tﬁ?%uiénzBéPgﬁ¥%539urgfnﬁéeb§§§§?@ng8&lé§ssGﬁb&ﬁpqﬁﬁh e
types of non-HT¥BshasedrappkiabhoRsnas wWakl dakQ088LmTuiRl RG+ReW:ta FI G 6,

an alternate enbodi ment of the protocol interface device 14" is now
described. |n tReNFFPhseFasEatenbdBbnent thal bregguestsert 404 éada storage

devi ce, such as Lhg.pRi{,8YgLeY® gél?logﬁlBéasl?taEﬁed§%Eﬁ%QeEnmodu%§,
g I nory 31'. In

configuration files stored rn a con arafi oh | € 'store or e
this way, for algi vEnecliabatisategorpasandapptbcaheoiictevelroper 10@ano

easi|y reauest only, {hose properties, rgauiLeq,ho JSugroLt Lhe ol ient for
user request 101l. However, if the system decides not %o
render the result and has instead decided to forward
the request to another action handler for processing,
the system retrieves the ID keys, at Block 336,
retrieves the envelope data, at Block 338, and then
looks up the appropriate action, at Block 310. The
system will loop around at this point until a decision
to render a result is ultimately accepted, at Block
334.
[0081] The above-described method involves using a
single souxce for defining the components within the
system. In this particular embodiment, the source is an
XML file, but other formats could be used as well, as
will be appreciated by those skilled in the art. This
source would define the code that handles the request,
the URL syntax and parameters, templates or code used
to generate the response for the reguest, and the
routing information for the request, for example.
[0082] The code that handles the request, along with

the parameter definition, is used by the system to
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WO 20 05/0 18 1 6 9 PCT/ US2004/ 005730 [0089] A resource manager, which may
be part of the front-end proxy nodule 30" or a separate conponent of the
prot ocol i N(@EFaEBI6RVI ce 14', advantageously allows a user/usespecsdy a
primary and secondary set of configuration files. If a secondary

- configuration file is specified, any resources defined in it wll override

t hose specifiedcgna£he grinagg co fig#ration file. This allows the user to
specify a core Set26f resoffceSRafaRotfEn PASak thReRPES Mt Ya ty@ed cul ar

i mpl enent ati on. pak@AOOErMPr e0Mepas60RbLEUEAL BN ki k8S FRY, R S.QF e f or
processing operations at different network |ayers. For exanple,
configuration fPPERMNEEETrHataciager typpeiafponstion naflewfiagi gt he

front-end proxysapgy Sedn ot I i.ne nmodule 32 e _stored in
the nmenory 31'? as %’;\g},l@?%? u(g%gé' ng{i%ﬂ?ggg}é@g?rgpg%t Fgﬁé’n%ée%ﬁﬁﬁ?&ﬁi by
the flow controtserpiboude &0, réquiresanphe. t&npeattypestefiptantisgurat i ons

files may be ed.as well s wll be appreciated by those skilled in the
art. [0091] A g%%??gﬂ?dQ?%$F$#?2%%?s%e%?€$%?a59§ thpetparesttnéf an

i npl enent at i on £tasst had m@@r@@t%éﬁat@a@digsl%éﬂﬁséeé@ﬁ@%%k@ agglven
request. This nmakes it a sinple matter to slightly change the Behaw or of
an object in &Rt F3odGLingd eereeenpl bt etgnerxptade it. Caching
behavi or and stygdydh for y 0 e specified in a
configuration ffirl e. RNthTak?@%r%f%?%#%fa %s%e Wo~ pr3pef HES 9,

devel oper can dhefcermmicihorgriesat erhe arddod stoy eD £ EEDE ymE€ONSUTPLEON and

T ow B user VSRR T A I TGS ST GrYEh VHGORCRES This

allow a wuser t 0 specl

makes it possi Bodpeo :sPRdn dRlm St e idh + di 5 erent xﬁgﬁl&fgk/ tgsponse
formats. An exenplary 29 WD 2005/018169 PCT/11S2004/ 005730 configuration

file is provi dédo¥ dl &9 peadicam |itst ivmpk. However, if the handler

attempts to hand control to something not defined in
the source, an error is generated.

foos4] Other variations are also possible. For
example, the source may be used whenever generating
URL's for use within the system. Moreover, request
routing may be separated from the actual processing of
those requests. Control flow is then handled by one
component of the system, not by each handler. The
handler would then simply ask the controller to forward
a reguest to another handler. Thus, incoming data may
be kept in a known state for the life of a particular
request.

[0085] Yet another approach involves enforcing
control flow through the system where one handler does
not call another handler directly to do its work. Still
another approach involves keeping the handlers
relatively small and simple. That is, this will limit
the handler’s purpose and scope to receiving requests
and calling the appropriate business logic to gather

the desired results. Another variation involves keeping
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#4. This configuration file is suitable for a data store that supports a
WebDAV interface, as discussed above, or in the case of the protocol
interface dEQ2BE01949 3 protocol engine that supports a REHTYRIO40AT8P f ace.
However, it could be used for other types interfaces/data stores as well.
[0093] It should also be noted that, in addition to the content class

speci fied for the ke r ser . may al sq specify. a_command .t further
identify a glve%% re?%&ﬁ@%x'$hluseﬁl Opﬁé%ﬁgﬂ? ﬁéﬁxﬁﬁ%ﬂrﬁ?ﬂﬂ%ﬁ

di fferent oper atifoltbeotazgkgi waNoEsQUEGR YRR, tas td IHe ﬂéhdﬁﬂﬁf&hﬁted by
those skilled in the grt. %2094 Cperatlon of the protocol interface device
14' usi ng confi%@FﬁFF /%% he Réwtheadédesi-bed further with reference

to FIG 14. Begirpbigey at ﬁl@g&thééova§@a%qg%san&%ﬁﬂéﬁ§ Qﬁﬂﬁﬁquls
received at a proxy nodule, at Block 141. The access quest

transl at ed |ntoeﬁh@n§éhﬁﬁnmeﬁbénﬁ§mefpmoh@@dﬂlng aqu@mdbeniﬁﬂa{SQm at

Bl ock 142, with nore confiquration file Data that is
recei ved from %ﬁ&g g%ggége (B%%Q& 13?)“’@2E %§pgﬁ?¥'tvegh§lfghuest and
whi ch has alreadytheen beansliayedvenl o tbRptemOWhennte:iaery phet ocol by

t he protocol engine nodule 32', is formatted into a response and rendered,
at Block 144. %@ﬁFﬁmrtﬁhé B&eHohd APLR Fef EPEREEYL 6 BReTGE Yere

configuration fitesnadhe repdsredsfespan S N e client
(Bl ock 145), thus cgnclgdlng ShofiabrRANER vk fhggneke Bishfeble [ 0095]

Referri ng nom1ab@@%?oﬁ&dl?onbrﬁlcleW nhg bprepecgfledgbwetMBd@kemBZymII

now be descri be f h t The t oco ngi ne nmo e 32,.provides
a franework to ?%%g?%d#%%eﬁééggoggk%%t%r?a% l%gn%QStgFe§o ﬁ%ﬁZ@O@F& §f69
PCT/ US2004/ 005730 admdihud esr 7edYfyhay tpeMEnheat enwithyvaniheuscmai

systens using differe rotocol s., The protocol engine nodule 32 also
provi des a COﬂﬂ%EP?%ﬁgb Q%e|ywﬁr% e the developer with a generic

mechanism for responding quickly to long running
requests to avoid generating a timeout. This enables
the developer to specify background processing at
either a handler level, or at the entire system.

[0087] The above-described extensible controller is
particularly advantageous for addressing shortcomings
in Web or HTTP-based applications. Of course, it will
be also appreciated by those skilled in the art that
this same architecture may be extended to support other
types of non-HTTP based applications as well.

[0088] Turning now to FIG. 6, an alternate
embodiment of the protocol interface device 14’ is now
described. In the illustrated embodiment, all requests
to a data storage device, such as the mail systems 247,
26’ , 28’, are defined in configuration files stored in
a configuration file store or memory 31/. In this way,
for a given client category, an application developer
can easilly request only those properties required to

support the client for which it was written.
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WebDAV, for exanple, that the clients, through the front-end proxy nodul e

30, use to‘gééﬁs? various mail accounts. Conmon operations like retrieving
only the € P4 %header s of new mail and det er mi ni ng t RET/YSR&4EATE0 and

size of attachments wi thout downl oading themare highly efficient. Al
operations are perforned directly on the source, and only the essenti al

data is retrie 0910096 rotocal i ne.modul e 32 uses . an
appropriate onewgggghplur%]}%%ng%%nﬁgpﬁggé’cgﬁﬁéb SPY'%ﬁaﬁﬁég 73 F7'% o

access a mail adeomit-end prokyt hedudendsct or rDGWPRS a7@- Conploefenakisy
support a conmo application _progranmmnng.interface (APl), such that
adapting the prgpgcggoéﬁgp%el 85&80§2dF%1§§p55rv &Nt 2Fr6LSddl anount s
to sinply addi nglachewai okekf 8eespeeRReChon ARG e 5 Ehe ConRest or es
70-77 may be witten in Java,_fo? exaﬁple?ralthgﬁgﬁ otﬁer s%??ggﬁgo%%

| anguages or prG6PBESPETARYCRI $61B8- usEda erepalbikryyspefigpertdommddeand

avai lability maygbg,i d, r , .pravi.ding multiple .
dynani cal | y | oad- %g%gﬁ%g%gbrﬁégchgéﬁgpég %§§ﬁlﬁ s}n[ﬁgQVfagegﬁpf§lde
recei ved by thetheseospecefigedeinnbdal pr3Rafyoavhiiegiehticsysteas 244 526,

28 are simlarly,translated into the common interface protocol for
Y1& g

translation int® a”%Fi EAT- SEPPort e@PPrHEBCdI SOFE SREcessap§ouaRES and

transmission totles! teshk Then'€SUELS o CONPMDLGRLEd; %%mi%ﬁtét%kg“t
preferably include only data that was requested by the client. ta
correspondi ng t EP92%t ur eMeFRRVEF e Seppbyt et bynafhbes maysbenspooedcol but

not by a clientgpratgcol b 05/ 018169 PCI/ US2004/ 005730
translated into th3£comﬁﬁ?ﬁ@ﬂéﬁ%@ﬁé&%ﬁ%t%éo%}}§%¥e$¥-n%évoﬁ so*BE*Pgnor ed
or handl ed accdi@i mganple defaut tgurt s of i pEOCLSSI Agtscheper as not ed

above. [0098] A net ransl ation_using the protocol engine

modul e 32 andi?ﬁ%ﬁ%ﬁgéﬁéd%%ggggghééClng the front-end proxy module
30’ and protocol engine module 32’ may be stored in the
memory 31/, as well for upper network layer operations
performed by the flow controller module 50, for
example. Other types of configurations files may he
used as well, as will be appreciated by those skilled
in the art.

[0091] A configuration file also preferably
specifies the implementation class that is created to
handle the response to a given request. This makes it a
simple matter to slightly change the behavior of an
object in a data model, or even completely replace it.
Caching behavior and strength for each request may also
be specified in‘a configuration file. With a
combination of these two properties, a developex can
have much greater control over memory consumption and
response/request performance.

{0092} In addition, configuration files alsoc allow a
user to specify multiple requests for a given resource.
This makes it possible to support data systems with

different request/response formats. An exemplary
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nodul es 71-77 is now described with reference to FIG 15. Begi nning at
Bl ock 150, an access request or conmmand is received, at Block 151. The
access requi&8t2005Usi6Pans| ated into a protocol supported bPCHAS2HUHAEBO dat a
system at Block 152. Data is received fromthe data systemin response to
the request, at Block 153, and it is translated into the common interface

protocol, at Bla : Further..transl atian, of .the data__into a .client
prot ocol may be Cgégﬁlg{hnrea&}i 9 %%elbeeslssa v,V At Ib(?gf W EE BIRY HE e e
transmtted to tie dchientcoaifidBireak dbbGilthus candadingdhe iddtustrat ed

met hod, at Block 157. [0100] Again, depending upon the particular features
supported by t hé@Qi%tt el SEEESE S0l VEhdAY dRd S adfe  dard v 8shondi ng

to elenents of (e wOMRN iNteLS a6&e RIOHOLOL, IhalcAr qn%%%réee%egﬁééﬁe
client protocol are translated. As descri beg above, non-supporte

interface protddl: & SHeHOs ofmpErige niegirdrdd sorpordcess 8tbd@sording to a
default or error Rr in ne. .[.0101], .Turni ng haw to FIG .8, an

alternate enbodin%ee%%%és:%'t rgi‘é’\s“’%%%\?é- [éisgﬁu]%gd br 5‘{3%(%&060,?\? &i &P Sodul e
architecture isimawrdesesi/detda Hepeest he wirnat.ocol engi ne nodul e 32 takes

the formof a u i0§%rsjal proxxﬁ (;JP) servl et nodul e 80, and each interface
connect or nodul 3lgy 4% shavddr adpectevecseeyitdet redarsigiongdo ge

are associ ated whihcdhtbarentasapepath g epr ¢becohs. rkasLhed | Lustiat ed
exanple, the different protocols are OM, IMAP, and POP. Further or 32 WO
2005/ 018169 PCTrE32602,005230vdaf fermandpitet duolksemny deatddyper wed ey

Skileain the SreebibEootREsr f 2B BrbhS) naRet koerRt sPRRor I EaBT ot the

proprietary inteifdeeeptobpeshttieserohed ghoue, rtBeubPe sepwl eksnpdulie 80

e o 9 B UBE LRI [Pl 5P1ERESe 2RT10CENTLALRE Lhgm i nto calls,
[0094] Operation of the protocol interface device
14’ using configuration files will now be described
further with reference to FIG. 14. Beginning at Block
140, an access request or command is received at a
proxy module, at Block 141. The access reguest is
translated into the common interface protocol by a
handler 52a-52n, at Block 142, with reference to one or
more configuration files. Data that is received from
the data system (Block 143) in response to the request,
and which has already been translated into the common
interface protocol by the protocol engine module 327,
is formatted into a response and rendered, at Block
144. Again, this is done with reference to one or more
configuration files. The rendered response is then
returned to the client (Block 145), thus concluding the
illustrated methods, at Block 146.
[0095] Referring now additionally to FIG. 7, the
protocel engine module 32 will now be described in

further detail. The protocol engine module 32 provides

a framework to incorporate various interface connector
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interfaces, to the interface connector nodul es 81-83. The UP servlet
nodul e 80 al so takes the results of these calls and formats theminto
common f or NE? 2%°8418%t s. Each conmon format request incl udE63/ 29T
request and a path in the formof a URL. It may also include an XM
docunent that provides additional paraneters for the request. [0103]

Conceptual |y, hegl e~ MP, s€e t ule 8 there_is.a provi.der nodul e
84-86 for each su%%%%?ea& %2ifﬂégs?en1ﬁ?%fgcglWl$hev8F39F§eP§ ake care of
handl i ng the catystemseubyndg heitlPesenvl protpdulle.80heAsroshow, «ache

provi der has a connﬁctggn, whi ch takes care of gonnunicating}mﬁth t he
source mai | box/BeEdtRt SO0 tRFYELAREI # SYEFem 1NRrEERFRY XMh&@D6onnect i on

wll also be tW@bmm@yi§@$.e§§H§¥%,T@@a{nggéf@ggé?gggdtg¥ﬁg§§eyﬁeservIet 80

and inplenented by the provider nodul es 84-86 Ine a ol der
hi erarchy. |n fheentiendrayriey wotickpt 3@l i zed b8 accebbevtirdpusf mail

col l ections of i An. | can_be a nessage, _a folder, or.a nt act
f or exanple,(ﬁééégﬁEﬁTégéééggi?Q%ﬁﬁ?%P% fég?eE%EFéaVlﬁacﬁnlﬂtg °has a
defined type (egpentpdl heatiactof @PPohal eahd . dAPeknigihgcenkor each

type of item defines the properties and actions that are available for
that type of i tfiSH %I %% 3 h A titRchaeEss WO Pbest 0dgredoading

PCT/ 0520041005730 Gold %ﬂdkflggl(gffit&@vit ﬁ@lpr%éggéiggé hods b 2BLMBLAT ©

the items within a folder. 05] The connector i nterface nodules 3
provi de a comfFaghly om tihe WRwaray etndrooul e 189 t @sseotimhi date wist h
di fferent prov&%gﬁjggggies/interface connect or nodul es. Sonme connect or
nmodul es may only “i'nplenent a subset of the protocol and/or may only
support a singli@dad]der (el ectticwyl afngirefBuodside 32 the=case of POP
[0106] The basic flow.for an exenpl ary common for mat
appropriate one of a plurality of interface connector
modules 70-77 to access a mail account. All of the
connector modules 70-77 preferably support a common
application programming interface {(API), such that
adapting the protocol engine module 32 to support a new
protocoel amounts to simply adding a new interface
connector module. The connector modules. 70-77 may be
written in Java, for example, although other suitable
languages or protocols may also be used. Overall system
performance and availability may be improved, for
example, by providing multiple dynamically load-
balanced protocol engine machines.
[0097] Results received by the protocol engine
module 32 from the mail systems 24, 26, 28 are
similarly translated into the common interface protocol
for translation into a client-supported protocol, if
necessary, and transmission to a client. The results
communicated back to a client preferably include only
data that was requested by the client. Data

corresponding to features that are supported by a mail

system protocol but not by a client protocol may be
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request proceeds as follows. The UP servlet nodule 80 receives the
request, and it either retrieves or creates the appropriate

provi der / conRétt%H® The UP serviet nodul e 80 then cal | s PEA/IEBHHEBI 134t e
"get folder” or simlar function associated with the interface connector
nodul e, passing a target mail systemidentifier, such as a URL that was

included in the.compon for u he i face _connectiqn dul e
returns a refereﬁce to ggim%gg%j recgltg ?%gﬂfm!;l ?r'ﬁalt%%lat% %hreD foochér %Iun érf ace
and represents the alequbst édnbakderr hanidiledsianploesti nigmleentatdnt (e. g.,

POP), a single o?j ect could be the interface connector nodule and al so
il

f
represent the nafl box°f oPGBFESFORE7FCPRECUPaSePPIEL RBGIFe 80 uses t he

returned fol derooeberence herABkeozddicbi-eral ¢ahhs1te i3t iSfivng e conmon
format request. For exanple, if the UP servlet nodule 80 needs to retrieve

a specific itenPTPEOCHAyerpiae Barfrlyg 3geerflofaéeripgrcrioomeqsassi ng the
requested URL, gpd,aftesqlyh it WL Il _a.get itent
function, again pagsi ng th'tg7 Uglé_ Egghégr&ggl%f)?lsj gwtbhgeggfc%(m%% écroe Ftl%gn
formatted into ah. RAppiopinatetfBdioek, 150chaasaXbessandqguetsur aed i n an

HTTP response. 34 WD 2005/018169 PCT/ US2004/0 30 0108] It will be up to
t he provider N%W%?%njt%r?%%%l%%ﬂheﬁi %goﬁ%dggi't ghfgnta@f:ﬁﬁét YRS passed

in and return the eppiopitad eifedesepsstodbiSsupbbltbet phe reenplicated
because the provider nodule/interface connection nodul e provides the URLs
in the first plakd. siHeebnlgt URLOEhal5anyDahe et fasecedbredroon tiedul e

br ovi der / connect on. “Re Tong, a5 TRe URLE w 1R ACHRS: “hi BFaPeRyeaPrect) ons.

are uni que, thexpt oMi des widns betedbletd othesobmaohoihbercareect item when

a "get” funCtr§§5é5%é¥¥|§¥LBlock 154. Further translation of the data
into a client protocol may be performed, if necessary,
at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157.
[0100} Again, depending upon the particular features
supported by the client protoccl, only .portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
translated. As described above, non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme.
{0101] Turning now to FIG. 8, an alternate
embodiment of the above-described protocol conversion
module architecture is now described. Here, the
protocol engine module 32 takes the form of a universal
proxy (UP} servlet module 80, and each interface:
connector module 81, 82, 83 and a respective provider
module B4, 85, 86 are assoclated with different
operating protocels. In the illustrated example, the

different protocols are OWA, IMAP, and POP. Further or
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[0109] The provider nodul es 84-86 and interface connection nodul es 81-83

preferably ort a root folder. If only a root folder is supported, then
i nbox, ca@#%?@w&ﬁ’d contact itens (as appropriate) shouPdTHEZ00#0ETTEO

within that folder if they are to be accessible through a protocol engine.
[0110] In accordance with one aspect of the invention, a single,

advant ageous ne ] o var.|,o types _of protocols is pr.ovided.
Thi s nechanisn1&£ﬁg%%€%é ?ﬁggggﬁ%sfﬁ%gt#%n§¥EP9rg?deé¥hC85F§S§?§Féﬁ9
protocol for sipidaidyriapabbetibheptipspt acovslland agegeadescwher a

specific data system protocol feature is not supported by a client
pr ot ocol . Reque%lf%ser%gjeig%% h BP8ofhbn format are transliated into a

pr ovi der / pr ot 0Cp81GpRCi {1 £of 0% MBbrish Of £ LOFMAL ALAGL L, T egURSL 0RO L he
destination server. Responses from the destination server, i Ch are in
provi der/ pr ot 00OTOPEHERFY clilop Whtce aprotoams| dtedrbaell hhbwet heheolion

format. [0111] FEechani f or lent. y suppor t.ed unctionality
for a specific %} oV de?ﬁén%ﬂdlu\?e&?&g}?%/ffﬁg légor@%? 05%7“8‘?%1%@3”[‘5@1%/ EJ%@B@ﬁ%éOS?SO
the client greatret ttomsloltayerhdmwhto genel af essii@qUBst SeFonkthe provider,
is also provided., Any client itten to support the comon protocol

format, direct Ilynteﬁatﬁsdua:r? agyiﬁ M?e%‘g‘?F%a%‘?IWe%?%i Bedatess8irB3any

mai | store wit o uroncaraldlg idaeld o tddhe detailse P{;f&fﬁs”gf'e store

provi der nodul e/ protocol. [0112] Referring now additionally to 9,
anot her enboditf&se 6Rldise amdbt atsmttdrdracie e vioendd " fosmabw  descri bed.

e accossed t hr oUsh - tHe "5t Eay P RN TRU e AT 1T S By BEF A, dat a
store 90". The rperueatcomat s mfamhmatn ameprefer aldt ya GRc] udesnap &ngdhcation
of the access R%%&%%%lzn iﬂﬁpgﬂﬁﬁfgggg éﬁ§¥15¥g¥§éegugéﬁg¥ional
parameters for the request.
[0103] Conceptually, below the UP servlet module 80
there is a provider module 84-86 for each supported
mail system protocol. The providers take care of
handling the calls made by the UP servlet module 80. As
shown, each provider has a connection, which takes care
of communicating with the socurce mailbox/account on a
target mail system. Initially, the connection will also
be the provider.
[0104] The interfaces used by the UP servlet 80 and
implemented by the provider modules 84-86 define a
loose folder hierarchy. In fact, it may be
conceptualized as a collection of collections of items.
An item can be a message, a folder, or a contact, for
example, or any other data item to be represented. Each
item has a defined type (e.g., mail, contact,
appointment). An interface for each type of item

defines the properties and actions that are available

for that type of item. A folder item includes a
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[0113] Records in the data store 9011 may be arranged by an account
identifier, such as an e-mail address, or by a user nane associated with
the protocd¥? K504 F%ce device 1411 such that all e-mail ZEEAFAL4/005730
information for particular users is grouped in the data store 9011, for
exanpl e. Where access protocol support 1is the sane for all e-mail accounts
on each of the Eﬁhhec%}{%e 28Llds 200, %E}Svﬁ%éaﬁl%%%s' Qf.0r Rt .00 By
include mail system i nformation | ndicating the ~“operating protocols
supported by eathemiitkmsystemin pOfddieA.data store 9111 stores a list of

all operatin ol s orted t he _protocol engi ne ule 32" and
corresgondihggnzﬁgbgi (i.iggngﬂRFﬁg¥r ?BﬁgggéﬁﬁiW@dﬁggﬁogég%gr@FQWéﬁ@es.
These netrics arecog@bgulaiedcobaspd op sapabiliiygankt bl ¢ such as the

degree to which features of each mail system 2411, 26r' are supported by a
protocol and thecseenifaye| eieh 8ifferpnbt beovideor medanpisd inCenérceriteria

V0 20 0810 18" 168" PCTFT 5 3080 B850 hrharEesr Srebgte Pk B o T
typically have amplghent aesnbegedrof abkengrbhanoMARhd/andmnkABrweuUl d )
generally be ranked hlgger tr%nfgﬁgérEgégégf the data stores 9011, 91

may be inpl ement &R °Ford eXHP 8SkBR! a°Fod&FMEar 85dt8k or
ot her nmenory at:+ide-zapsoppcphpi nterface device 14",. or on a file server
wi th which the protocol interface device communicates. [0115] The protocol

engi ne nodul e 3B440@kt er rfimesb2dicwhleh hHer| doxessyrbdariccompisfornat
command or 'ns&%%&%%?gpfgééé§%bi%nﬂaiﬂ@@s?Cfﬁésgﬁe%ggyﬁgE'ﬁ888E@t80

information in t store to determ ne nore than one
access protocolrecsupportedrdquegachhndctouatther bectetesssdorl f only one
access protocol _is sugﬁgrted t hen t hat is selected. Wiere nore

r ot ocol
than one accesSPFototor s & ?ﬁﬁ%%ﬁ?f?ﬁg%h e%Z%%ﬁﬂ??tl?ﬁenTPﬁeUBrotocm
engi ne nodul e 3k Becess@sid heo dalén calls an appropriate “get

folder” or similar function associated with the
interface connector module, passing a target mail
system identifier, such as a URL that was included in
the common format request. The interface connection
module returns a reference to some cobject that
implements the folder interface and represents the
requested folder. In its simplest implementation (e.g.,
POP), a single object could be the interface connector
module and also represent the mailbox folder.

{0107] The UP servlet module 80 uses the returned
folder reference to make additional calls to satisfy
the common format reguest. For example, 1f the UP
gervlet module 80 needs to retrieve a specific item, it
may first call a “get folder” function, passing the
requested URL, and after it has the folder, it will
then call a “get item” function, again passing the URL.
The results of the call(s) are then formatted intc an
appropriate format, such as XML, and returned in an

HTTP response.
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store 9111 to determ ne which supported protocol is preferred or desired,
and the su orted rotocol with the highest netric or ranking is sel ected.
For the mai (? Q18 24", OWA is preferably sel ected over PRIRRS200441¢573¢ or
the mail systen12611, | MAP is preferably selected over POP. [0116] The
protocol interface device 1411 thus allows access to the mail systens

2411, 2611 usingeapgiost Gapahl; pparted protocol.., Through the protocol
interface device 141r11D a cl |entgc%%p§ %%etﬁﬁtﬁ)any of" the proxy nodul es

3411, 361f, 381mod:m@'e/usztpn:dwceeaonaeces@nt QOGN €Ot ITENE et riclte AN’

syst ens 24" 26" ggelclle i sel f geed not support the access protocol
or schene assocfate Fhap PFnS§ Feﬁ??fop6lﬁée Fedegsage [ Ghir A

met hod of data @y$1eﬂbacbeS&omeE@§QEd sekagkicon %5 vg g, protocol
interface device 14" i 37 WO 2005/018169 PCT/USZO 4/ 0 §b now descri bed

with reference WBdﬁiG{theBéaFﬁnFﬁgnaﬂtlBhommdﬂﬁe pan videss $ heo iRaRd iins

cn v Lot ik RIS SO i L B Bo 2

as to whether each data systemto beé céssed T
supports nore t%@mneﬁeiancmeeubeOWDbblbelfeqemreahee tthewmestueapabl e

supported protogcol | select 8% at Bl ock 164, Ot herw se, the one supported
protocol is selelte BrotkUhbs. 2EacheuaFategsPEnthe  accessed using the

sel ect ed protoqmﬁovfdafﬂ&@%hééélonthw§ f@@ﬁlgg'EﬂetbﬁLél%E@ﬁiﬁtgﬂenEthOd
at Block 166. \here nore than one data systemis to be accesse
protocol sel ectr &4 Eps 59} 1Rt ey are BF@E(Klsezwtzh%promeepreieitabéy

repeated for eaghdatd sysiem {0148 éér?@ gtgﬁ ngted that Lhe pr ot ocol

and netric data store 91" Is but one exanp e exenp protoco

pr ef erence ran@Qﬂyhxﬂnwm&nﬁﬁl%wd may be wused in accordance with the

resent inventi roto ref.erences. may be inherent in the ordering of

g i st fﬂlodD (¥%e rov1éer modules 84-86 and interface d
connection modules 81-83 preferably support a root

folder. If only a root folder is supported, then inbox,
calendar, and contact items {(as appropriate) should be
items within that folder if they are to be accessible
through a protoccl engine.

[0110] In accordance with one aspect of the
invention, a single, advantageous mechanism to access
various types of protocols is provided. This mechanism
supports the full functionality of each data system
protocol for similarly capable client protocols, and
degrades when a specific data system protocol feature
is not supported by a client protocol. Requests
received in a common format are %translated into a
provider/protocol specific format before forwarding the
request on to the destination server. Responses from
the destination server, which are in provider/protocol
specific format, are translated back into the common
format.

{0111] A mechanism for a client to query supported

functionality for a specific provider module, giving
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of supported protocols, for exanple. [0119] Further criteria than netrics
or overall references may al so be consi dered when selecting a protocol.
The type oﬁ”gPW§ﬁF3WPon1mhich the access command is recePEEASA085730
affect protocol selection. Were the access command is received froma POP
client, for exanple, many of the enhanced features supported by OM

cannot be repre i ) f transfer. to th device. |f .a user has
only one type of ¢ %nﬁ%%giefgegssc%ﬁacﬁ%e Drot 316061 TS FEGE Sfevi ce 1411,
then the per-aceonmstisnfter il @rawyiche adapiled trdgwfdeett Arhe citpe: of
client or to limt, the |list of supported protocol based on the type of

client. O herwi $&5 (% REPPOEdp G moBtRE0IPedaset div i) beligetly
determ ne 38 WOc20Q3,QLL6Q BEH:YS2004/ QA543Q, Lhs itype Lfe & irent, ff om

whi ch an access request is received. [0120] “Al'ternatively, a nost "capable
protocol . supp8¥tdd sthpre dataoyyscemcesriagaddiesddd winyh dhsayetsd ls

sel ected, and a i.nco ti bility tween the sel ected ccess protocol and
t he protocol su%%bF?%dgﬁslt%gOE%lP%%F%ﬁgrhgﬁgwgﬁ/gﬁpgﬁ§o ransl ati on of data
to the client pgoatedol. Rerkrensgohotabadieicaspondicng FiIa. € empritheaf the
interface protocg% %hat are sgB orteg bg the client protocol are

transl ated, wheFEREABAHY sAppbPEed Phrer ad8LFrEP6EoCI ERe At "arté MGiYor ed
or processed agegedipgdtonardel aubl QLm8hROLRLAGESIHIY micheme. [0121]
General |y speaking, clients often access servers through proxies. Al so,

the latency is dffeAlapedi vitbl ¢-meilebatednts thebeardiralsity tofroulyd
col l ection bein C e, e 3 i,l , qessages ,in_the i_| box
Qh%sﬁgﬁfﬁgge 1gt95@3gg EeQRgggﬁg 13.5%%5ed in Fig%%athe

bei ng accessed). evident ‘from ol | 6W ng "descrip
present inventsboarpr 807 desTha pppasatusnandnifechaique pharemaplybe used by

the proxy to give the client the il usiagn
P y 9 1nc£uges an gndgcation of the access protocols

supported for each e-mail account.

[0113} Records in the data store 90’’ may be
arranged by an account identifier, such as an e-mail
'address, or by a user name associated with the protocol
interface device 14/’ such that all e-mail account
information for particular users is grouped in the data
store 90’7, for example. Where access protocol support
is the same for all e-mail accounts on each of the mail
systems 24’', 26’', the per—account information may
include mail system information indicating the
operating protocols supported by each mail system.
[0114] A data store 91'’ stores a list of all
operating protocols supported by the protocol engine
module 32'’, and corresponding metrics {(i.e., ranking)
representing protocol preferences. These metrics are
calculated based on capability criteria, such as the
degree to which features of each mail system 2477, 2677
are supported by a protococl and the security level of a
protocol, for example. Other criteria may alsoc be used

and will be apparent to those skilled in the art. In
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that the collection being accessed is snmaller than it really is. For

exanpl e, aﬁﬁﬁﬁﬁﬁ na¥ show only the 100 npst recent nessages in a mail box,
whil e the R131p% sel f has 2000+ messages. The present PCHESAOMNS730

advant ageously allows this proxy to select a small subset of the
collection that can be presented to the client inlieu of the entire

collection withpyt g +sigpificapt,i t to,the user.experience, .[0122]
More particularly, tﬁrningb%%mg?o Frgﬁglggulgn§¥ﬁéFaé va Fgﬁeguglbﬁﬁ&dinent
of the protocolmetnierpaceadevhgetidd labs, nandesspi bed:dCgrakakhy

speaki ng, when % dat aka(gcess request is received froma 39 WD 20 05/0 1 8
169 PCT/ US2004/ 0B5738%C¢ | fEder t Haapr BPBcolarht ff hee dairceteoaes accesses

one or nore of ohier daddr SYRiLWe 2Hhp1 eBOnt eqHOWEY CE 32 R SOTR Gases
accessing the data systens and providing a response to the client night
ot herwi se cause“@i#pdtr son forleert diarél denk prototer spemndyl ahgéhet han

desired wait tjinies user iLent,after_a request has__been sent.
Yet, in accordé%ce %é??]%ﬁﬁ?pﬂ%ééﬂﬁggé%gc%4 of ?ﬁeo?n%eﬁ?;Sn?eﬁgﬁfain dat a
may be stored atitiheshijriotidenlpriattierdncen devisee lddddcahi-ghmiiaY chesHsed to

reduce response, tJ . [Q123] More particularly, the_ protocol engine nodule
32111 polls the“%%ggﬁsysgéﬁ%zﬁﬁff¥f:EGQHQFQ%)¥EQQ%$ﬁ “ whetperRippeyto

currently stor endaiia rid LB :2&80Ci At e il (dselne thahnhiaye,been configured
for access thereof. Users are configured in the protocol interface device

141r' by est ablli"sHi%if e ais ere ladesuntaras soriatat- e s 4y evine hpefoacexanpl e.
pol 11ng i nterfare me R ACHe ShPEGHEM R oo G hter 0AFEEE an
adaptive pol | i mprentidraralontchatccean herotadiarstied hased- e opsr ath oy
conditions or the occyrrence of particular events, as wll be appreciated
by those Ski||§§qqgn%hioaﬁp'accessed. If only one access protocol is
supported, then that protocol is selected. Where more
than one access protocol is supported for the account,
then the protocol engine module 32’7 accesses the data
store 91'’ to determine which supported protocol is
preferred or desired, and the supported protocol with
the highest metric or ranking is selected. For the mail
system 247’, OWA 1s preferably selected over MAPI, and
for the mail system 26’7, IMAP is preferably selected
over POP. |
[0116] The protocol interface device 1477 thus
allows access to the mail systems 2477, 26'° using a
most capable supported protocol. Through the protocol
interface device 14’7, a client compatible with any of
the proxy modules 34/’, 3677, 38'", 40'' is provided
access to one or more of the mail systems 24’7, 26'°.
The client itself need not support the access protocol
or scheme associated with the mail system(s) to be
accessed.

[0117] A method of data system access protocol

selection using the protocol interface device 147f is
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(0124] In response to a poll fromthe protocol engine nDduIe 3211, a
gi ven data\;&sten12411' 26"" returns data itens, or at |east data

i dentifiers"OPARIOIY4R be used to retrieve the data itens, If%“ﬁﬂ@”“%?@?ocol
interface device 141". These data itens or identifiers are then stored by

the protocol engine nodule 32"'" in the data store or nenDry 921". (0125]
|n particular, the patoqglaehgine il .32l Emy dletely eher new
data itens for a user are stored in any of the data systens 24 , 26f f'

40 WD 2005/ 0181630pETAES20684/ 605E36 cwhewred He d@@@nw&iéhxm2¢&ﬁﬂleﬂi

are e-mail syst r ampl e, .t he t.ocol. en |ne dul.e ries
mai | boxes assoc%atg& Cg %éagﬁ ﬁ?gﬁrgﬁﬁﬁ%éﬁpeés }%3§%ésé¥%ﬁbugh
t he protocol inkweetaee @@%hCaat£4k stker teagh mwcba@édnﬁﬁﬁ&eépdﬁﬁd1§y5tem

returns, at a mninum a list of unique identifiers (U Ds) associated
with e-mai| nmes&h§eS§OBRaREdSIRPERE SHEPFBokan GLEERCACSE FERtAID 1 ikt is

then compared wabh fnofr exboNSsH Pabbslief Quobecaa Lhox it he UID store

92111 to determ né whether new messages h been tored in the mail box at
the mai l systenﬁeﬂéCh@dw ﬂbsgages and. d@téemadseantabeDMQ suprefdreabl y sent

to a wuser's cljien to coo atlon
with the front-8n Eﬁgé%y no u?%cgﬁdil ? O%% éSﬁBoH@ﬁt %%1
protocol interfaeecdeviicasidglihe a@debhedcpﬁ:beabowl Dali $tdekC|1lEm ,ng the
new nessages is stored to the UD store 9211f. [0127] One of the npst

conmon data accBBESopeRaiveh_Y FReviéwrR§ratrrsPrigoss ait Blacemd&urrently
stored at datawﬁ¥§éeﬂ§reeéﬂgﬁ'Bhgygﬁﬂﬁrgyéﬁémdékatbt%@Ba%E%ss%E§SQ:%§

stored on nmail systenms. As descri ove t he protocol engi ne nodul e
321" polls one prohorel ofeledieidat atspsteﬂr&usmaiedzaﬁlﬁlmk@etl@@hm dat a

itens based on_a list_.of Ds stOr D,store 9 f" Ther ef or e,
t he protocol |n?e?f%£%f %$i% 19793 ﬁgsggr eaé& da%a SYS%

[0118] It should be noted that the protocol and
metric data store 917’ is but one example exemplary of
a protocol preference ranking technique that may be
used in accordance with the present invention. Protocol
preferences may be inherent in the ordering of a iist
of supported protocols, for example.

[0119] Further criteria than metrics or overall
preferences may also be considered when selecting a
protocol. The type of client from which the access
command i1s received may also affect protocol selection.
Where the access command is received from a POP client,
for example, many of the enhanced features supported by
OWA cannot be represented in POP for transfer to the
device. If a user has only one type of client for
accessing the protocol interface device 14’7, then the
per~account information may be adapted to reflect the
type of client or to limit the list of supported
protocol based on the type of client. Otherwise, a

further step in protocol selection may be to determine
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|l ocal listing of UDs of data itens that were stored at the data systens
last time the data systens were polled. [0128] In

4''"' . 261 ‘%

accordance*“?% Sfol%l%resent aspect of the invention, thePpAdt8eW00E™Yi ne
rmdule 3211t retrieves the stored UDIlist fromthe UD store 92111 when a
"view itens" or simlar access request is received. This stored UD Iist,

which is accuratgeto,within 1:W0.2005/018169 PCT/ US2004/ 005730
current polling int e%?% Qlf C'w lélﬁ e ur%gg 0°t'hé“ C?S&ué&ﬂuﬁﬁgcﬁsent. Thi s
provi des a nuchré¢aegteedr esponse time than accessing the data systens

24111, 2611F wh e reg est is,received, as wll_ be appreciated by
t hose skilled iﬁﬁ%@art #OT?@T jr’ﬁe&ﬁe 2 a48Sbhf cappepecPrekPColor exanpl e,

the client tinespesittdd B9 & eIPOASEyLOR £8AYESL LSS éeCﬁb\gegl%&B' Be30
seconds. Wiere the POP client is operating on a nob |Fe W rel ess
communi cat i ons HeWFeeed, I%Fé%n%lwV\irlﬁwrnp@heblt\ll‘webstwemmhheasemastadtwor K

del h d
(e, “The fact o Fecpomee 1 he ae oot £ RRedh bebratng BstBred UD 1 st

time. The faster response tine associ ated Wt
in response to kit aadeessl edqlesing stpaisistlanl yradyant ageeys in
t hese types of sj{:enatrl os.. Even in the absepce of such tinme constraints, a

faster responsé SHITHRGRE - 1R TS X efd BhceorreaPenfeny b9 reduci ng

the wait tine diemean sending ﬁ%ﬁ@&%é@&ye@ﬂ NGrel a
response. [0130] As described above, the stored Ul D @ Qre gﬁg%ééﬁgg%ie to

within the pol Fithghentcdrialt pamdipadie axs diﬂeah&lﬂdeqistwmr@aavnd&d to a
32111 pref orably CRONTE RS TA S IS AT E SRS bt et dr At
whet her the st prededisBd iastcdrsiistg [Ho aaeim?raﬂe; df @evoitepdcdayenpeen
stored at the %% %mes‘ystem( S) 24111, 26111 since the last poll, then a new
[0121] Generally speaking, clients often access
servers through proxies. Also, the latency is often
positively correlated to the cardinality of the
collection being accessed {e.g., number of email
messages in the mailbox being accessed). As will be
evident from the following description, the present
invention provides an apparatus and technique that may
be used by the proxy to give the client the illusion
that the collection being accessed is smaller than it
really is. For example, a proxy may show only the 100
most recent messages in a mailbox, while the mailbox
itself has 2000+ messages. The present invention
advantageously allows this proxy to select a small
subset of the collection that can be presented to the
client in lieu of the entire collection without a
significant impact to the user experience.
[0122] More particularly, turning now to FIG. 10,
another advantageous embodiment of the protocol
interface device 14’’’ is now described. Generally

speaking, when a data access request is received from a
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UDIlist is sent to the client. This further polling of the data systens

24", 2611 ios (g_(;r%&r nmed either according to the polling interval or
initiated bYPPAR1EYa access request. [0131] It will be ZSPrERPH8H3P hat
the preceding description relates to "viewitens" or simlar data 42 WO

2005/ 018169 PCT/ US2004/ 005730 access requests. O her types of data access
requests may be:pracesseds yroldhes: commansils Qyiodul g8, of JL g pr ot ocol

interface device 141". For exanple, such data access requests are
transl ated, if rEtes¥ariRreyet Here fqam -erak endxd4 hbdul 263071 Hasedescr i bed

above. [0132] T C [nte ce devi.ce 14"1 thereb al |l ows access to
the data systerrg%z%rﬁé,) C%‘631 g]1,‘51(%’1%1 Slpn(rjqie)vﬁfbees 35 Sl%%ih%‘%% E?ré‘ip%’?%‘él s for
various types &f maimoreccess tequesient Tur@ughtheror ot aeolsd Nt g1 aces

device 14"', a ient conpatible with any of the protocols handled by the
front-end proxy dlﬁeer:t?dfl' CHENS RAYSF dcvesnd o e orthast alefirek dat a

systems 24111, +28% 'tinthe Jd ent ddiseld N éf{%ﬂpf &
protocol or schene associated with the dat gﬁqségg% en(s Zazflélé}ﬁlef%iﬁasfo be
accessed, as noté@ralsevéd.. Yet133 Aamstiedasf widduditng mesponsedpams f or

data system acggs$gple usi ng _the .protocol interface device 14111 is
now descri bed wi t h%rheesgg%%tﬂ%ét%%l’G%ef'F%l%Bgﬁl% Ky at® @%&?d?ﬁ? tjledata
access request pgotpecdi vedeatfaBeodkviédk 14-det emiidmti0n Hes YN vmde, at

Bl ock 172, as tg g/met her data pertinent to the data access request (i.e.,
a UDIlist) is F6E8FPy*§CEPEES “WREPe such data is in a local store 921",

then the storedodaga is peew dadrtieytiheikeqygst| lJen Qs 173
After the stored data has beengtrans%tteg to t gg)gl%idgﬁt feng?.tnlef §!r?o stich
data has been sf®fed, PPhés Bheadayst eNEEPNR4281 726'26/t'S Wi cletichenidat a

ggf:?iin{ﬁgU&;g¥%§#ﬁ%ﬁ2théyp8hk§gnt%& BLagk 47¢s E%%%%]aé%o%ﬁ%k%%ahiiﬁfp of
users that have been configured for access thereof.
Users are configured in the protocol interface device
14777 by establishing a user account associated
therewith, for example. Polling is preferably performed
in accordance with a polling interval. The polling
interface may be a static predetermined polling
interval, or an adaptive polling interval that can be
adjusted based on operating conditions or the
occurrence of particular events, as will be appreciated
by those skilled in the art.
[0124] In response to a poll from the protocol
engine module 32777, a given data system 24777, 26717
returns data items, or at least data item identifiers
that can be used to retrieve the data items, to the
protocol interface device 14’7/, These data items or
identifiers are then stored by the protocol engine
module 32777 in the data store or memory 92777.
[0125] In particular, the protocol engine module
327" may determine whether new data items for a user

are stored in any of the data systems 24777, 26777,
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pol |l ed data received in response to a poll is different fromthe stored

data may t%&z@gl{)%aormd at Block 175. If so, this neans that there is
new data st'or&d-on 'the data systen(s) 24111, 26111, and Fh&'G34PEER| ved

43 WD 2005/ 018169 PCT/ US2004/ 005730 in response to the poll is provided to
the client, at Block 176. It is also locally stored in the data store
92"t, at Block Where hig eknel udisn@rshed lustagted 4 nethod Bl deé%é@) :

[ 0135] By way o%.exggfle, data access systens and nethods according to
aspects of the i"fWVeftiEdRifay B¢ PImfIoced o wtfemadpes 3F 'datquestirage
devi ces than ngjgli , Nol el I nd access schemes than

t hose specifical Ia;lg))gg{%r%{%gg%ggg\%e%:#&% §\%r%?} %S%%goﬂtg\ﬂ%ges& f{%ﬁ%ﬁ
Addi ti onal feat tiped etcelse ithventhomhray rioe ododunch iy fee-ependiing
applications entitl ed %gg%UNhCATL SYSTEM PROVI DI.NG REDUCED ACCESS
LATENCY AND RELATED' Pal'forhey dHERer Auifdrt Sysigr returns,

COMMUNI CATI ONS S SEENME hiaLkDl NGl PRETEE Lk NEEREACE tFPR o MUL TR OPERATI NG
PROTOCOLS AND RELATED METHODS, attorney docket nunber |D-493;
COVMUNI CATI ONS 3YSTERP T PROVE DR NS ML | "EAYERED EXTENRS| BLE tRROFGAADOX .

| NTERFACE AND RELAZED MEL tarpey. docket . nunber | D-503: .
COVMUNI CATI ONS SYSTEM PROVI DEFE%G@TE@ éﬁ%gph%r CPBRRESEAT VAN EBATURES
AND RELATED METPCBS.Oast BEBeyisdofket thannet 1 bBx50%; tEOMVIN GATEANS SYSTEM

W TH DATA STORﬁgE I NTERFA P OCOL CONNECTORS AND  RELATED
METHODS, attorney doc Cé%:r %%’J%%Jrn? &E%%Q’Ogﬁn’aewd@?/ﬁ/@ﬁlgéﬁTF% BeSTEM

PROVI DI NG EXTENS! &tdzi PROTEKE ma THANSLAT | O AND; E%BAT&@'\'nEEATURES AND
RELATED METHODS, attorney docket nunmber 1D-502; the entire i scl osures of

whi ch are her ef}FTRUT o Bt P HRPeeD Y0 2beteheeprEXANRREY FOBS7L0AR
exenpl ary hand-igl, 4obi { Mg 1888 protocol engine module 32777 in

cooperation with the front-end proxy module 30777 {or

another component of the protocol interface device
1477}, and the current UID list including the new
messages is stored to the UID store 92777,

[0127] One of the most common data access operations
is viewing a listing of data items currently stored at
data systems, especially where the data items are
messages stored on mail systems. As described above,
the protocol engine module 327/’ polls one or more of
the data systems 247’7, 26''' to detect new data items
based on a list of UIDs stored in the UID store 92777,
Therefore, the protocol interface device 14’‘’ has a
local listing of UIDs of data items that were stored at
the data systems 247’7, 26’7/ the last time the data
systems were polled.

[0128] In accordance with the present aspect of the
invention, the protocol engine module 327/’ retrieves
the stored UID list from the UID store 927/’ when a
“view items” or similar access request is received.

This stored UID list, which is accurate to within the
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communi cati ons device 1000 that can be used in the 44 WD 2005/018169

PCT/0$2004«$§5730 present invention is further described in the exanple
bel ow wi t h Y8FEP&t&°to FIG 18. The device 1000 i ncl udes PETASEE 853200, a

keyboard 1400 and an output device 1600. The out put device shown is a
di splay 1600, which is preferably a full graphic LCD. O her types of

out put devices pay..-alterpqtivel hlized, . A pr i.ng.device 1800 is
cont ai ned within tﬁe hoésﬁ%gxsl¥8385n &fségo&gﬁgdr%ggaégﬁ F%e%?%yboard 1400
and the displ ayetée6tifibecpiecessiThgsdpriveedt808 contr dhstehle respenati on

of the display 1600, . as well as.the _overall operatiqgn,of the npbile device
1000, in respon.%m?otgggtﬁg??gﬁlgg Egﬁsdaﬁatﬁgsgggﬁoggd 140g%by t H&User .
[0138] The houStng_igqaegayiger@&emgaa¢dage@auqabbyappeécﬂaxeaaﬁg on ot her
si zes and shapes (including clanshell housing structures). The keyboard
may include a hBEEesgkétiednikelheoprbther hardware or software for

switching betweenibgxt engry. d ephony tLy . 13 I htio o the
processi ng devige 1860, %%h%?gpgégé g? ?h58%0%¥ﬁgkgév?%é %Egggg%é gﬁgwn
schematical ly iolk@& t8nedhese ifichadeecaponssmtini eatkgnsssubsystem 1001; a

short-range comunications subsystem 1020; 1t he keyboard 1400 and the
di spl ay 1600, afShg W hw%€$%? ?%pﬁ??%ﬁ%ﬁutwgg5ﬁc§§? %BgOFliﬁg , *¥100 and
1120; as wel | aspaBa®iygdeNi£esob1160yi 2dB80sandonalhoustbher adeviee
subsystens 1201, The nobil e device 1000 is preferably a two-way RF

communi cat i ons HRVPREY HabF bR Vol € ev hhdl a8 acorBhiiAREAPRENBeEHPADI FRA es.
In addition, t i ' h bility t
n addition %?%'&@laﬁ%vﬁﬁ§t1§@@ Qi&ﬁ?fﬁéﬁﬁt ?élgEﬁvgaQ?okhg%y 0

comuni cate wt er cohputer systems via t nternet. Qper ati ng
syst em sof t war el Bxteed ededponde tjnoceBlse nfadegiceedBOBsestpmef er abl y

stored in a 45 associated with providing a stored UID list in response

to a data access request is particularly advantageous
in these types of scenarios. Even in the absence of
such time constraints, a faster response time enhances
the user experience at a client by reducing the wait
time between sending a data access request and
recelving a response.

[0130] As described above, the stored UID list is
accurate to within the polling interval. When the
stored UID list is provided to a client in response to
a data access request, the protocol engine module 32777
preferably polls the data system(s) 24777, 26’77 to
determine whether the stored UID list is still
accurate. If new items have been stored at the data
system(s) 247/’ , 26’’’ since the last poll, then a new
UID iist is sent to the client. This further polling of
the data systems 24777, 267''’ is performed either
according to the polling interval or initiated by the
data access request.

[0131] It will be appreciated that the preceding

description relates to “wview items” or similar data
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WO 2005/ 018169 PCT/ US2004/ 005730 persistent store, such as the flash

menory 1160, but nay be stored in other types of nenory devices, such as
a read on|9*ﬂéW§#@8w¥kmo or simlar storage element. In &EHIUSLER00SPEt em

software, specific device applications, or parts thereof, my be
tenporarily |loaded into a volatile store, such as the random access

menory (RAM 1180. i ions,signals receiv by the nobile device
may al so be sto%@ﬁm§%ngﬁgh%§kfll§6%eg[gﬁﬁﬁs e‘%&ﬁb §%G dSAYE 800, in
addition to it sagpéerapirngesystiemyl vheikironSnpenablies cexeeuhildy ofr gpftware

appl i cations 1300@-130&N.0n the device 1000. A predetermned set of
appl i cations t h&E OESRPFolThESFECEdEGVeESopér &t i-0RST SHERPAS daUEharii i ce

communi cati ons 4308Asand %3908, aMBY chenisnstall ed rop.the . devi B 1990 during
manuf acture. In addition, a personal information manager (Pl application

may be install ed*CBtrFAg REAtYacedrée BRE’ Pl Meissdpsefébabl pooagabl e of
organi zi ng and hng d i u as.e-mail, . ca r events, voice
O Ta B et TR R e iafod 12 dneaby

mai | s, appoi ntnments, and tas

preferably capabléowofaseadsngoander éeebvipgtdataziut ens gigara Wznel ess
network 1401. Preferably, the PIMdata itens are seanl essly integrated,
synchroni zed an@rﬁﬁﬂg?%df9¥a¥?ﬂ%ceﬁﬁF%FE§§SﬂeF&B?R fap1varthushé vees ce

user's correspendifgs datdekd By SLOF £d @ﬁr§§§80£ﬁée9r8@5§o§ ; BRRL. gGQApUt er
system [0142] Communication functions, iIncluding data an voi ce
communi cat i ons, @aYECpets or hed thbegh chmpatbhdaniviabi ang sdbspst em 1001,

and possibly t Pﬂgg: rdgnan opmunj cat i,ons subsystem _The,

connunicationsqgu sy§%§ﬁ3§aﬁpé%g$%g§%gaggg%%i%%? H50%Y méaPﬁﬁnéﬁitter

1520, and one ofs noreviodddnmasedsS4h ante db6Rord NoAdehsi @8tat BOstems

communi cat i ons %EFﬁySt n, 1001 46 WO 2005/018169 PCT/ US2004/ 005730 al so
C

i ncl udes a proc®ssi ng Podul e, R Y Higpthineed not support the

access protocol or scheme associated with the data
system(s) 24777, 26’’’ to be accessed, as noted above.
{0133] A method of reducing response times for data
system access reguests using the protocol interface
device 14’’’ is now described with respect to FIG. 17.
Beginning at Block 170, a data access request is
received at Block 171. A determination is then made, at
Block 172, as to whether data pertinent te the data
access request ({(i.e., a UID list) is locally stored.
Where such data is in a local store 9277’, then the
stored data is provided to the reguesting client, at
Block 173. After the stored data has been transmitted
Lo the client, or if no such data has been stored, the
data system(s) 24777, 26’’’ to which the data access
regquest relates is polled, at Block 174,

[0134] An optional step of determining whether the
polled data received in response to a poll is different
from the stored data may then be performed at Block
175. If so, this means that there is new data stored on

the data system(s) 24777, 26’'’, and the data received
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si gnal processor (DSP) 1580, and local oscillators (LGCs) 1601. The
and i nplenentation of the communi cations subsystem 1001 is

specific design

dependent d%gﬁﬂwwgsuﬁonnunications network in which the my&ITE2HMOEE0 1000
is intended to operate. For exanple, a nobile device 1000 may include a
comuni cati ons subsystem 1001 designed to operate with the Mbitexm Data

TAC T'' or Gengfals Packet Radio i)eorl‘ii G& (FRI PR edata sy ot
comuni cati ons networks, and also designedto operate Wth any df a
vari ety of voi c@lssiminiGatlitods mdtsworlksal lguch cas dANPS, t HEDMY £ 2CDRMYg r<PCS,

GSM etc. O her Jypes of at vQi.ce netwqrks, both separate an

i nt egr at ed, maygt%l sé Be &glolcﬁl%g‘gd’w t%ﬁmtshgoﬁ\é\’ﬁﬂdén&e%&‘@e Jilgldbs.t’i ]

Net wor k access meghiokenaiicskvarngydependi ng upon the type of conmunication
system For exanple, in the Mbitex and Dat aTAC networ ks, nobil e devices

are registered [843PRe neBorRYUSINGaTRARqUEASEr SealsS isteritams catd on
nunber or PIN aﬁ%Qﬁb@EechbEgiﬁﬁcQo Q%é%%%s.b% @ﬁ@si%%%ﬁﬁgﬁﬁrg@_. e
W of & device. A

network access I's associ ate th a subscri ber or user
GPRS devi ce t heppbdiedr Equbtbisratypbscpifbdntiadenbirbye nedulces aoramonl y

referred to as a_SLMcard, in_order to operate on GPRS network. [0144]
When required ng?ﬁgrﬁyféapgfrﬁPgoﬁtB?r 85&?98?§8na8 p@éﬁﬁ?%%5%§V@mﬁ%en
conpl eted, the mnbhl ehodevpeci@dBamay gepdranddr 868k ¢e sGRMEMNGALIHONS
signals over the caonmmunicati on network 1401. Signals received fromthe

communi cati ons RBEWBFRYiRG%-by the antenna 1540 are routed to the receiver

1500, whi ch proybdss; forashepabnaiPkbhieatlons Eheayeney.dogn conyersion,
filtering, channel selection, etc., and nmay also provide anal og-to digital
conver si on. Anafogndoidi ghtaénd¥nW0=2P05L618469 PLTAUSRE04/ 005730

compl ex. commun CaAERECHERATD RZs Bl RBYL DB RaPae e b S e 1 o

simlar manner,AND RELATED METHODS, attorney docket number ID-494;
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE FOR
MULTITPLE OPERATING PROTOCOLS AND RELATED METHODS,
attorney docket number ID-493; COMMUNICATIONS SYSTEM
PROVIDING MULTI-LAYERED EXTENSIBLE PROTOCOL INTERFACE
AND RELATED METHODS, attorney docket number ID-503;
COMMUNICATIONS SYSTEM PROVIDING EXTENSIBLE PROTOCOL
TRANSLATION FEATURES AND RELATED METHODS, attorney
docket number ID-507; COMMUNICATIONS SYSTEM WITH DATA
STORAGE DEVICE INTERFACE PROTOCOL CONNECTORS AND
RELATED METHODS, attorney docket number ID-506; and
COMMUNICATIONS SYSTEM PROVIDING EXTENSIBLE PROTOCOL
TRANSLATION AND CONFIGURATION FEATURES AND RELATED
METHODS, attorney docket number ID-502; the entire
disclosures of which are hereby incorporated herein by

reference.

EXAMPLE
[0137] An exemplary hand-held mobile wireless

communications device 1000 that can be used in the
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signals to be transmtted to the network 1401 are processed (e.g.
nodul at ed d_encoded) by the DSP 1580 and are then provided to the

N A
transm tte&’qg’uﬂfef"?sdfg digital to anal og conversion, frequ&hE{pSa4/005730

conversion, filtering, anplification and transm ssion to the
communi cation network 1401 (or networks) via the antenna 1560. [0145] In

addition to progessicng GORENHICAL I;QNSs, Sighal DSP, 1580 pr.ovi des for
control of the rreLcei ver 1500 and lt heut ransmd%tseér%.“?:gtﬁwexewpgfe gai ns
appl i ed to commtfii-CHt FakE Fegrarsden tohd IGecdidverThel 506 e TOGNSM tt er

1520 may be adapti- cgntrol.l. rough. aut omatj c gain control

al gori thns i npl erre%tggés ?inhtoﬁglE%Pl%@QO. %[ ﬁigjjoalrﬁf 5}4332{ iUty tons

nmode, a receivedevégndbpOsuCheasuaphiexHeesSaAGe o Web Pagedownleag is
he '

processed by thbeghcogwuni cati_ons iubsystem 1001 and is input "to"t
processi ng devi 618007 RhBIFEEBLYed T¥ildnarapbichdfr.ultver prypeesssd by

the processing ogeyheeddfP8cf 0k aN;QULR : e, di spl.ay 1600, or
alternatively to sone ot hereapx??i gry I;Hé)t(Eig\?lﬁgebgoég.ﬂ%,&egév%e user nay
al so conpose dataCFeEwELd sdeiiae 280fnit oessagesd wiithgnt heckeyheand 1400

and/ or sone otfedg alxildar evice 1060, such as a touchpad, a rocker
swi tch, a thunb-wheel, ojfés%?rdéé%%e}?e}%%%noghei Eﬁﬁ?oaé\cﬁi d490TREC ShFOoSed
data itenms may dirmldie 160@nsTiné teroovesihledeoIBYN 88hi @RS +REE WOLK 1401
via the comrunjcati.ons subsystem 1001. [0147] In a voice comuni cations

mode, overall Gperatih e devptay i k6QUbstanveall gssthel averslihe 48
VO 2005/ 018169 REVAISAA0H OGS holal & SOPTUDI £69 0Ng, ML, o£Xgepy, that
or

received signals are output to a speaker 1100, and signa
transni ssi on arétydidoat &f Biews rrridphomeyddetd 1400 ebpathyeuyei-ce or

:Fggob:a/ O subsyghegs, Su%easho%sivnogi{ “CdFRA%d egfér?égggecsiuggggiga l}rp’ay
or may take on other sizes and shapes (including
clamshell housing structures). The keyboard may include
a mode selection key, or other hardware or software for
switching between text entry and telephony entry.

[0139] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
schematically in FIG. 18. These include a
communications subsystem 1001; a short~range
communications subsystem 1020; the keyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201.
The mobile device 1000 is preferably a two-way RF
communications device having voice and data
communications capabilities. In addition, the mobile
device 1000 preferably has the capability to
communicate with other computer systems via the
Internet.

[0140] Operating system software executed by the

processing device 1800 is preferably stored in a
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i npl enented on the device 1000. In addition, the display 1600 may al so be

utilized i Qi c communi cati ons node, for exanple to display the
i dentity 0]&‘%38%?(11?1@ party, the duration of a voice cal [FCT/S2884857300i ce

call related information. [0148] The short-range conmuni cati ons subsystem
enabl es conmmuni cati on between the nobile device 1000 and other proxinmate

systems or devi Gas,s MU &l ot cessarily, be simlar jces.. For
exanpl e, the short-sjfange %@n'i c%%%n%gs%%yg%%sﬁ]h rr%?/m el g(f;éelbaﬁb'iﬂﬁf rared
devi ce and associzat dub cirenid siransklconponent Sof ofieor Pl 4eFDeEH, such as

comruni cati ons nodul e, to provi de fO{ l\{({:ormuni cation wth sim]larly-enabl ed

systems and devi ce& " (VA" NiGHY § CHt i DHYL b B PSR nbbRT Rt sLbf

the invention widddiaomn ! &ghemdukQfaane skidd ed-ifeyide art having the
benefit of the teachings presented in the foregoing descriptions and the
associ at ed dr ani@gshl or & inalts ditererboduahdte thempdmenty on i s not

to be limted t ific i s di scl gsed nd tha
nodi fi cati ons a%g%t&%%ggﬁr%n goﬁ%‘%ﬁﬁ%ﬂé ed 't os%cg-’ i%%ﬂb%dfw%? T He” s
scope of the appendery clRtiMs.1180nptcemubPriagrtaimmld sd4gs Progiaandd sty ng #1
- Exenpl ary Authenticat.i,on Reauest PROPFIND /ups HITP/ 1.1 Depth: 0 49 WO
2005/ 018169 PCTF%§26‘6%/16§5 1O8r 1989 &L 5% Afret R ddhdh nt:88pe:

text/xn? X UP LLOGal] The processing device 1800, in addition to
svr =l ogi n. oscar . aol . com&pr t =5190&ss| =0&pcol =aol &ui d=******gowd=****** gpnywp=

XUP_SYNC: fal sel%kS OPSREFREGHSCACHE: fugcde ong URINBMBEAN.execution of
software applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic
device operations, such as data and voice
communications 13007 and 1300B, may be installed on the
device 1000 during manufacture. In addition, a personal
information manager {(PIM) application may be installed
during manufacture. The PIM is preferably capable of
organizing and managing data items, such as e-mail,
calendar events, voice mails, appointments, and task
items. The PIM application is also preferably capable
of sending and receiving data items via a wireless
network 1401, Preferably, the PIM data items are
seamlessly integrated, synchronized and updated via the
wireless network 1401 with the device user's
corresponding data items stored or associated with a
host computer system.

[0142] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,
a transmitter 1520, and one or more antennas 1540 and

1560. In addition, the communications subsystem 1001
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User-Agent: Mozilla/4.0 (conpatible; MSIE 5.5; Wndows NT 5.0) Connection:
Keep- Al ive Host: |ocal host:9080 Content-Length: 664 <?xnl version="1.0"?7>
<D: propf i n KIS pAV: " xni ns: h="htt p: // schenmas. i cr 0sBETUSHHIOI TR | P
xm ns: hnme"urn: schemas: httpmai |l : " xm ns: up="urn: schemas: cor p: uni ver sal pr oxy"
> <D: prop> <hmcontacts/> <hmcalendar/> <hmjournal/> <hmnotes/>

<hm i nbox/ > <h t > <h ndnsgl > <h entitens/> .

<hn1de|etediten%;§g gﬁ%4%?%?t%3§f0% %gﬁ%%f%?géi?bonggséﬁ B:dlglﬁal

cor por at econt act s¢ma l <hroexpodbt / BDSEh: 5580 > =h®: hoep?> ostDLprepkisnd>
Cooki e: .

HTTP/ 1.1 207 Miltj-St et - . . ,
JSESSI ONIl D=C70 %7%%@2?%%4%@%6@%%@ Pat R/ tpeletsnteht oty pé:
text/xm Transfgie mmﬁgéa@m&l@ﬁ&emao%éuaeggl%ﬁg; 8}@&;3%9@

Server: Apache Coyote/1.0 <?xm version="1.0" encodi ng= .
<D: nul ti st at us SARHE E2DARS BEfivweslupt urint els henmsmelor pe udevecsal pPOXyY"

X na: P um Schenas: A B S E: et v Shpiass fiPF hLadep vige
<D: response> <D0thmefy MMdlpidd /d aeahhostiat 0089/ sipsé wé e h10ef >
<D: propstat > designed to operate with the Mobitex™, Data TAC™ or
General Packet Radic Service (GPRS) mobile data
communications networks, and also designed to operate
with any of a varlety of voice communications networks,
such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of
data and voice networks, both separate and integrated,
may also be utilized with the mobile device 1000.

[0143] Network access requirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mcobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPFRS network.

[0144] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna
1540 are routed to the receiver 1500, which provides
for signal amplification, freguency down conversion,
filtering, channel selection, etc., and may also

provide analog to digital conversion. Analog-to-digital

47



<D: status>HTTP/ 1.1 200 OK</D: status> <D: prop> <hm
I nbox>http://local host: 9080/ ups/1 NBOXI </ hm i nbox> . i
<hm sendnsg*HEl P/ #158cal host : 9080/ ups/ AOL_MAI L SUBM SSI ONPURS2AM8E Rt ns g>

<hm sentitens>http://1ocal host: 9080/ ups/ Sent Itens/</hm sentitens> <hm
nmsgf ol derroot >http:/ /| ocal host: 9080/ ups/ <l hm nsgfol derroot> </D:prop>

</D:propstat> </ D-/8SRQRS 1D litist at.us> {5 00%/ 01316

PCT/ US2004/ 005730 Pr ogrgr oL, §'tﬁien51:e 1ol &Y éirly%ll\ré\“t?g% Z‘f?uest Tary

Fol der Capabi | i tHeeperfREQUEST: EBTPbONS cups/irNBEX/1 oIET RAhck idsear,- Agertt :
Mozilla/ 4.0 (conpatj bl e: LE 5.5;  Wndows NT 5.0) ,Connection: Keep-Alive
Host: |ocal host 290 mo%b‘&%?é?ﬁsé%@ BREBIEPSCDT AL DT 55 B3 FORSAP S ACD 935
Cont ent - Lengt h: 50 gRESBONSEpe HEFIRAH £+200 +Ktaldl owir IRk @91 BRAPFI ND,

MOVE, DELETE, BDELETE, BMOVE, SEARCH dasl
<um schenas: cor PrafevéLsallpr xypdyiasedr eRs emrrasetl Thpe L hee S I1H69

Con entLenat 1 ocPaLe B 8082005, 10 R ERAE SR et
Range: rows=0-24iBepth: td, anedoty cBniretsibnPr dgeauenaycagheonGentsanrin, Type:
text/xm filtering, amplification and transmission to the
communication network 1401 (or networks) wvia the
antenna 1560.

[0145] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controllied
through automatic gain control algorithms implemented
in the DSP 1580.

[0148] In a data communications mode, a received
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and 1is
input to the processing device 1800. The received
signal is then further processed by the processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I/0 device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.

[0147] In a voice communications mode, overall

operation of the device is substantially similar to the
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X _UP_ REFRESH CACHE: force User-Agent: Mzilla/4.0 (conpatible; MSIE 5.5;
W ndows Keep- Al i ve Host: 1 ocal host: 9080

NT 5. %k Connecti on:
Cooki e: JSEXE B PBLE¥DCDI AED7D2BE210B34D93F7ACDE935  Cont e RETAUSPRIHIOSTB6

<?xm version="1.0"?> <D: propfind xm ns: D="DAV: " _
xm ns: hme"um schemas: htt pmai | @ " xnfns: m="um schemas: mai | header. . "

i ns: up=" 'S al proxy"> <D. p > <D yid/> .
D, UP  SCREASRRgL B MOLY L STL ROty S D PR DML,
i mportance/ > <arérontput<tosabipetkar imndateha stiphail sdebet ed/ >

<D: get cont ent | engt h/ <D: contentclass/>_ </D:prop> </D:propfind> 51 WO
200%/018169 PCT Eggﬁﬁﬁhfﬁb%936reRE%@@RBEedHWTP?1m10299hNﬂPtﬂlgpatus

Cont ent - Range: 0860281 v olalcd o£onbent: Types,beytt
Transf er- Encodi ng; chunked Dat e: v 06 Aug ZSH% g% é@g2838ﬁﬁ “Sefver:
Apache beote/IV@lQ@X%¢S%@@%|@@eﬂndﬁﬂgeacbdyﬂgemLﬂﬁaﬁ"kastbault|status

xmins: D= DAV: * i NSrAUpEC U S CEIRe: GO R BN CT SR DROXY 1

Xxm ns: c="um sch )
xnins:hnF"unls&hmmﬁaynlﬁﬂﬂumaﬁ aXab Nise HEI UL PeSchendsicaui | header: ">

communications mode, for example to display the
identity of a calling party, the duration of a voice
call, or other voice call related information.

[0148] The short-range communications stbhsystem
enables communication between the mobile device 1000
and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for
communication with similarly-enabled systems and
devices.

[0149] Many modifications and other embodiments of
the invention will come to the mind of one skilled in
the art having the benefit of the teachings presented
in the féregoing descriptions and the associated
drawings. Therefore, it is understood that the
invention is not to be limited to the specific
embodiments disclosed, and that modifications and
embodiments are intended to be included within the

scope of the appended claims.

Computer Program Listings

Program Listing #1 -~ Exemplary Authentication Request

PROPFIND fups HTTP/1.1
Depth: 0
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<D: cont ent range>0- 8</ D: contentrange> <D:response>

<D: href>htt host : 9080/ ups/ | NBOX/ 6623963;1 </ D: href> <D: stat>
<D: st at us>|—#?F¥P'i§9(T§JfBO OK</ D: status> <D:. prop> PCT/US2004§00573)

<D: ui d>3ac59b38c08ad3356435ef eal44660e3</ D: ui d> <D: i sfol der>0</D:

i sfolder> <D: ish idden>0</D: ishidden> <hm read>0</hm read> <hm
hasat t achnmenbO</gat: t hasat t achment > <hm inportance> 1 </h mi nportance>
<m fronmrpMai | DelRregny nSodmdyst em & t; MAI LER- DAEMON@ol . conp</ m from >
<m subj ect >Ret urGnatEnivhipe: textsest unknown</ m subj ect> <m d

at e>2003- 08- 05T28UP2LU@NM</ m d ate> <up: isdel et ed>0</ up:i sdel et ed>

<D: get cont effT¥ ?ﬁ@ﬁ@ﬁé?%k%P'eﬁ@%%@ A PWAS TR pwps

<D: cont ent cl ass S nmessage</ D: content cl ass> </ D: prop>
</ D. pr opst at > C%EE‘ fl‘fe’e°§:’ponse>

<D: href>http://1 / ref > <D: propst at >
<D href>http:// gs,ax %Mo% 436 aﬁ{gét‘\ﬂ%oﬁﬁ%@gg’%ﬁdc;wsﬁ\l% B

<D: ui d>51073b22a@&c28é&% 080d42e806ec</ D uid> <D isfolder>0</D:

i sfol der> <D. i SonteddengiebD. i1 shi dden> <hmread>l </hmread>

<hm hasatt achment >0</ hm hasattach nment> <hm inportance> 1 </hm

i mpor t ance> <nﬁ?%WF’6ﬁ‘"ﬂ}§rﬁ>t h@eno. conx/ m from> <m subj ect >Re: Test #1
-All -French t Lgs]grgf SDAVM  d xplesrobie/GebasragicroeiBomd otmaild
ate> <up: ﬁ‘@!ﬂ‘é %fé?fﬂ?ﬁ h HPIBSUP= SEerE AP R NIV FRRTRYY >

1577</ D: get cont en hﬁ gﬁtgctsb

<hm:calendar/>
<hmijournal/>
<hm:notes/>
<hm:inbox/>
<hm:outbox/>
<hm:sendmsg/>
<hm:sentitems/>
<hm:deletediterns/>
<hm:drafts/>
<hm:msgfolderroot/>
<up:corporatecontacts/>
<h:maxpoll/>
<h:sig/>

</D:prop>

</D:propfind>

HTTP/.1 207 Multi-Status

Set-Cookie: JSESSIONID=C70CD1AED7D2BE210B340D93F7ACD6E935; Path=/ups
Content-Type: text/xm!

Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

<?xmi version="1.0" encoding="UTF-8"?>
<Dimultistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="urm:schemas:calendar:" xmins:a="urn:schemas:contacts:"
xmins:hm="um:schemas:httpmail:" xmins:m="urn:schemas:maitheader:">
<{Xresponse>
<D:href>hitp:/localhost; 2080/ups/</D:href>
<D:propstat>
<Dustatus=>HTTP/.1 200 OK</D:status>
<D:prop>
<hm:inbox>http://localhost: 9080/ups/INBOX/</hm:inbox>

<hmisendmsg>http:/localhost: 9080/ups/AOL_MAIL_SUBMISSION_URL/</hm:sendmsg>
<hm:sentitems>http:/flocathost:9080/ups/Sent ltems/</hm:sentitems>
<hm:msgfolderroot>http:/Mocathost:9080/ups/</hm:msgfolderroot>
</D.prop>
</D:propstat>
</D:response>
</Dmultistatus>
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<D: cont ent cl ass>ur n: content - cl asses: nessage</D:. contentcl ass> </D: prop>

</ D: pr opst </ response> <D. response> <D. h ref>
http://]1 ocgf[ﬁtz)ﬂsof’{o&jg%/ ups/1 N BOX/ 6623926;1 </ D: href> <BCHAGRLH4P3730
<D: status>HTTP/ 1.1 200 OK</D:status> 52 WO 2005/018169 PCT/ US2004/ 005730
<D: prop> <D: ui d>b072c3748cef f 1320f 9f a746f 797e64b</ D: ui d> <D:

i sfol der>0</D: isfolder> <D: ish idden>0</D: ishidden> <hmread>1

</hmread> <hm hasattachment>0</hm hasattachnent> <hm inportance> 1 </h

m i nportance> <plL [0 ), | @lemp, com s/ mfrone
xXXFWD:  Re: Tesm: 4 i’9§ % '- a"ee' 0&—O05F2307: 18Z2</m d ate>
<up: isdel eted> {ﬁ$g%qér%%§éb%#igd> <D: getcontentl ength> 1927</D:

get cont ent | engt h> CORtent él'ass>ur n: cont ent - ¢l asses:

message</ D: contmpeEgss> </ O prop> </ D:. propstat> </D:response>
<D:response> <Gphosbalpsimsdxioaelhost : 9080/ ups/ | NBOX/ 6623922; 1 </ D: hr ef >
<D: propst at > <ADrestgdnttSRIATARIOLcdnO0e;MSIEB: 5 akdesz NTHy)Pr op> <D uid> 11 f1
c8e69555d33971 Gmacdiged@beBO®2l </ D uid> <D isfolder>0</D: isfolder> <D:

i shi dden>0</ D: &5t dhg@lRest9@89m r ead>1 </ hmread> <hm hasatt achnent >0</ hm

Caokieds P 1AED D6935
hasat t achnent > cgﬁ@nﬂeﬁgﬁ@‘ PaRteD IAERY RZREATHBIARIIE 6AC

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dast: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/piain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

List messages in INBOX:

REQUEST:

PROPFIND /ups/INBOX/ HTTP/1.1

Range: rows=0-24

Depth: 1,noroot

Brief: t

Pragma: no-cache

Content-Type: text/xmi

X_UP_REFRESH_CACHE: force

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 586

<?xmi version="1.G"?>
<D:propfind xmins:D="DAV." xminsthm="urn:schemas:htpmail:” xmins:m="urn:schemas:mailheader:"
xmins:up="urn:schemas:corp:universalproxy">
<D:prop>
<D:uid/>
<D:isfolder/>
<Dishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<upisdeleted/>
<D:getcontentiength/>
<D:contentclass/>
</Dnprop>
</D:propfind>
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<m fronpj oh nsmth@eno.conk/ mfron> <m subject>Re: xxxFWD: Re'

Test #1</ m w% %}0 Sl dat e>2003- 08- 05T23: 06: 45Z</ m dat e> g )

i sdel et ed> @ (482 eted> <D get content | engt h> 1930</ DP6£‘EI§ W@?‘&”F"éngt h>
<D: cont ent cl ass>ur n: oont ent - cl asses: nessage</ D:. cont ent cl ass> </ D: prop>

</ D. propstat> </D:response> <D:.response>

<D: href>http://1ocal host: 9080/ ups/ | NBOX/ 6623915; 1 </ D: href > <D: propst at >
<D:status>HTTP/ 1.1 200 OK</D: status> <D:prop> <D: u id>55 bc30adf b4f b66f 3d
11 b0416c82 b70RESPONSH: | d> <D:isfolder>0</D:. isfolder> <D: ishidden>o</D:
i shi dden> <hm Hé&d+1 27 Wuitir®tatds>> <hm hasatt achnent >1 </ hm hasat t achnment >
<hm i npor t anceScrtentRenge:irgwsot-¢ 4eiee® <m fronpj ohnsnith @leno. conx/ m f r o
<m subj ect >xxxF terﬁ?éfypelfé@%'ﬁll <fmsubject> <m date>

2003- 08- 05T23: o (ansf del et ed>0</u p: isdel et ed>
<D: get content | e ﬁg 1 zg%ﬁteé\ﬁfl engt h>
<D: content cl ass>urn con en asses message</ D: content cl ass> </ D: prop>

</ D propstat> b (/@"§|9:Qf'$@ nc&@nd-@@ S e >
<D: href >ht t p: / / {mealidsast : 9080/ mlol:ma@(/ 66239 Lghink:uf#lan Bdrens. colfulpRipkRy™> 53
WO 2005/ 0181iGE-RachiE2R044085 7 3ninsePustsaiicnsz bt . Jmﬂ@ﬁm%ﬁs&eﬁfaéﬁtﬁbﬁ%u "
<D: prop> xbnswFdrnOstbahasdtadibk8e829754f 90f e6dc8bf 4f </ D ui d>
<D:contentrange>0-8</D;contenfrange>
<D:response>
<D:href>http:/llocathost:9080/ups/INBOX/6623963; 1</ href>
<D:propstat>
<Distaius>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>3ac59h38c08ad3356435efeal144660e3</D:uid>
<Drisfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden=>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hmimportance>
<m:from>Mail Delivery Subsysterm &It;MAILER-DAEMON@aol.com></m:from>
<m:subject>Returned mail: User unknown</m:subject>
<m:date>2003-08-05T23:12:48Z</m:date>
<up:isdeleted>0</upisdeleted>
<D:getcontentiength>3247</D:getcontentlength>
<Dreontentclass>urn:content-classes: message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<[):response>
<D:href>http:/flocalhost:9080/ups/AINBOX/6623954; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<Diuid>51073b22a28¢2820115bcB80d42e8c6ec</D:uid>
<Drisfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hmread>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</im:importance>
<m:from=>johnsmith@demao.com</m:from>
<m:subject>Re: Test #1-All -French template</m:subject>
<m:date>2003-08-05T23:10:30Z</m.date>
<up:isdeleted>0</up:isdeieted>
<D:getcontentlength>1577</D.getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D.response>
<D:response>
<D:href>http:/flocalhost:9080/ups/INBOX/6623926; 1</D:href>
<D:propstat>
<D:status=HTTP/1.1 200 OK</D:status>
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<D: isfolder>0</D: isfolder> <D: ish idden>0</D:. ishidden> <hmread>1
</hmread>,<hm, - hasat tachment >0</hm hasattach ment> <h m i nportance> 1
</hm inportance>" <m fronpjohnsmith@eno. com </ mfroms EBRTAGHWCIYRR:
Test *I-Afl </ msubject> <m date>2003-08-05T23:04: 31 Z</ mdate> <up:

| sdel et ed>0</ up: isdel eted> <D:getcontentl| ength> 1258</D: get cont ent!| engt h>
<D: cont ent cl ass>ur Rp; et ent - cl asses: nessage</ D contentcl ass> </ D: prop>
</ D: propstat> </ D: <0apbnsER3748E8F1e SRSRBRF o7 sddphmafi

htt p: // 1 ocal host : 9080/ isfpgé¢rk 0N B@B623909; 1 </ D: href> <D: propst at >

<D: st at us>HTTP/ 1. 1 200shikef-D<4riahiddsn> <D. prop>

<D: ui d>0e79a3593253FMHISBEHT/DNBEE73f 498</ D: ui d> <D

i sf ol der >0</ D: i sf ol dBf:hasgiacmgnt@abmsmeptachme™>i dden> <hm read>1

</hmread> <hm hasg ‘f}%’?ﬂﬁ%ﬁﬁ‘iﬁg Fachnment > <hm i nportance>1

</ hm i npor t ance> <q}nfsru%§ﬁ,§>i{"; rﬁvigqf </mfron> <m subj ect >Re:
Test #1 </ m subj ect 2 <jtle-0G:873¢ . é@éf: §%</ m date> <up:
i sdel et ed>0</ up: i sdeb@gg&aed;_ﬁ%g%g@@ggn ‘engt h>1241 </ D: get cont ent | engt h>
<D: cont ent cl ass>ur nzD@BlkeNéntichASS 037 M gSBERsHIBhgent ent cl ass> </ D: prop>
</ D: propstat> </ D: rbspdasezss>whicoeapeasas: mesEige</D:contentclass>
href >htt p: // | ocal he®tpr@e80/ ups/ | N BOX/ 6605332; 1 </ D:. href> <D: propst at >
</D:propstat>
</D.response>
<D:response>
<D:href>hitp:/flocalhost:9080/ups/INBOX/6623922; 1</D:href>
<D:propstat>
<Drstatus>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>11f1c8e69555d3397 1Taea12¢09bes02 1</D;uid>
<D:isfolder>0</D:isfolder>
<Brishidden=0</xishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasatiachment>
<hmiimportance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:06:45Z</m:date>
<upisdeleted>0</up:isdeleted>
<D:getcontentlength>1930</D:getcontentlength>
<D.contentclass>urn:content-classes:message</D:contentclass>
=/D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http:/flocalhost: 9080/ups/INBOX/6623915;1</D:href>
<P:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>55bec30adfb4afb66f3d 11004 16¢82b701 </D:uid>
<Disfolder>0</D:isfolder>
<Drishidden>0</D:ishidden>
<hm:read>1</hm;read>
<hmhasatiachment>1</hm:hasattachment>
<hm:importance>1{</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>oxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:05:27Z</m:date>
<uprisdeleted>0</up:isdeleted>
<D:getcontentlength>3254</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentciass>
</D:prop>
</D:propstat>
</D:response>
<{Jresponse>
<D:href>hitp:/Mocalhost:2080/ups/INBOX/6623910;1</D:href>
<Dx:propstat=
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<D:status>HTTP/ 1.1 200 OK</D:status> <D:prop> <D: u i d>606(0

944e60256¢C f 5f Ce47</D: u id> <D isfol der>0</D:

i shi dden>03}'é§8‘?@ﬂﬁ§gen> <hm read>0</hm read> <h m h gci “%tzﬁm Hﬂr#?
t>0</hm hasattac hment> <hminportance> 1 </ hminportance>

<m fronraol nbrsecurity@ol .com</mfron> <m subject>Security Notice to ACL

Menber s</ m subj ect ><p-spusdatiern. 280108 QkwER3: 00: 58Z</ m dat e> <up:

i sdel et ed>0</ up: isdebeped> <D. getcon to ntlen gth> 5137 </D. getco nto n
tl eng th> <D: cont entBlids&=di4ibBabsntifediatseigif<fMpsdage</ D: cont ent cl ass>

</ D: prop> </ D: pr opst aPisfolde/>D<idsfpdaze> <D: response> <D

href >http://1ocal hostQO!S@ﬁna%’P]'ShNdW 6567082:1 </D:. h ref> 54 WO

2005/ 018169 PC 17U82 DU % stat> <P status>HTTP/ 1.1 200

OK</ D status> <D pf lm 1'&4 n41 ECT‘ea 91458140f 81 f ce3b5e05</ D;
uid> <D isfol der >0<4 f p R idden>0 </D: ish idden> <hm

read>0</ hm read> 430 /s b;@&t:- asattach nent>

<hm i nportance> 1 </ J&ﬁ'l;jatlgimg;g t)@.ogeg 049 EAdEraol menber i nf o@ol . com
</mfrom <m subj ectuplaiicryg>GoMisdelddéd> 9. 0 Opti m zed</ m subj ect> <m
dat e>2003- 07- 25T21: 1852.g8adbnlentiengthat 258<Augrtcanedidngthed>0</ up: i sdel et ed>
<D: get cont ent | engt h><D.g0ieRtcloBs-get cotenbeiedsesigessage</Dcontentclass>
<D: cont ent cl ass>ur rﬁ/@ﬁmjént cl asses: nessage</D:. contentclass> </D:prop>
</D:propstat>
<{D:response>
<D:responses>
<D:href>hitp:/ocalhost: 9080/ups/INBOX/6623909;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<Druid>0e79a3593253ffb9596h{3dB687 3f498</D:uid>
<Drisfolder>0</D:isfolder>
<Drishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hmhasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance:>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1</m:subject>
<m:date>2003-08-05T23:04:13Z</m:date>
<upisdeleted>0</up:isdeleted>
<D:getcontentlength>1241</D;getcontentlength>
<D:contentclass>urn:content-classes:message</D:.contentclass>
</D:prop>
<{D:propstat>
</D:response>
<[response>
<Dxhref>hitp:/Mlocalhost: 9080/ups/INBOX/6605332;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>6060b944e60256c814498af29e5i0e47</D uid>
<Drisfolder>0</Disfolder>
<D;ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hmimportance>1</hm:importance>
<m:from>acimbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01T23:00:58Z</m;date>
<up:isdeleted>0</up.isdeleted>
<D.getcontentlength>5137</D.getcontentlength>
<D:.contentclass>urn:content-classes:message</D:.contentclass>
</D:prop>
</D:propstat>
</D:response>
<Diresponse>
<xhref>http:/flocalhost; 9080/ups/INBOX/8567082;1</D:href>
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</D:.propstat> </D:response> </D:nultistatus> ProgramListing #3 -

Exenpl ary qg(%é/ %el%}'ch Request Capabilities of folder: REQUEST: OPTIONS
[ ups HTTP/ 1. it gent: Mozillal/4.0 (conpatible; MIE 5PST/URHAEHRSINT
5.0) Connection: Keep-Alive Host: |ocal host: 9080 Cooki e:

JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935 Content-Length: 0 RESPONSE:
HTTP/ 1.1 200 OK akbgyps@RTI ONS, PROPFI ND, MOVE, DELETE, BDELETE, BMOVE,
SEARCH dasl: <ur n<eafemRsiten poddokefisakipg-oXy: basi csear ch> Cont ent - Type:
text/plain Contentblpespgt h: O Date: Wed, 06 Aug 2003 18:20:28 GMI' Server:
Apache Coyote/ 1.0 Sedruidri47072cBolaadet458f40REQREESE05</[BHARCH /ups HITP/ 1.1
Dept h: 1, noroot Bri eP:isfeld@r@jisfoldrr= cache Cont ent - Type: text/ xn
User - Agent: Mozil | a/‘@f’ﬁ"‘tdéﬁ??gg ‘shifgen>MBl E 5.5; Wndows NT 5.0) Connecti on:
Keep-Ali ve Host: | oSANKEErIgmBeead>

Cooki e: JSESSI ONI D=C7. EPTORSIORiAskRER6935 Content - Length: 922

. " " Npitele] &> > e " .
<?xm versi on="1. 0" 2 FSEALE &ﬁ,g’i@%i.(?é%ﬁ@m 5, DAV:
Xmi ns: t =" ur n: schemasnAbBeidbnigg 8B ANYo.5 opinzdR IQRL 18169
PCT/ US2004/ 005730  <hy:d3@&SPeBaAIIBNZ1:15:207</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentiength>10012</D:getcontentiength>
<Drcontentclass>urn:content-classes:message</D:contentclass>
<!D:prop=
</D:propstat>
</D:response>
</Drmultistatus>

Program Listing #3 - Exemplary Folder Search Request

Capabiiities of folder;

REQUEST:

OPTIONS fups HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935

Content-Length: 0

RESPONSE:

HTTP/M.1 200 OK

altow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/ptain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

Search for folders:

REQUEST:

SEARCH fups HTTP/1.1

Depth: 1,noroot

Brief. t

Pragma: no-cache

Content-Type: textxml

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection; Keep-Alive

Host: localhost; 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDE935

Content-Length: 922

<?xml version="1.0"?>
<Disearchrequest xmins:D="DAV:" xmins:="urn:schemas:corp:universalproxy”>
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<D: sel ect> <D d/></D: p
contentcl a > </ D pr <D: prop> <D:. di
</ D: sel ect 33(26?0[5%%%&9 <D: scope> <D. href>

</ D. depth> </D:scope> </D:fron> <D:where>
prop><D: content cl ass/ ></D: prop> <D:literal >
mai | f ol der </ D: | i t<@fpdicRearsif>D: €9> </ D: wher e>

</ D. sear chrequest xp:RESRONSE: HITP/ 1.1 207

text/xm  Transf er -Engogh<ngiid/ehnmked Dat e:

prop><D ui
op>

rop> <D p rop> <D
spl aynane/ ></ D E’r‘%p> )
url </ D href> PEBUSEIHRST0

<D:.eg> <D

urn: content - cl asses:

</t:basi csearch>

Mul ti-Status Content-Type:
Wed, 06 Aug 2003 18: 20: 28 GVIr

Server:

<D:
Xxm
X
<D:
<D:
<D:
<D:
<D:

Apache Coyotlegrin-t:Dxé2rtghtclass/si/Dprebdi. 0" encodi ng="UTF- 8" ?>
mul ti status xm S Wep-BNdisplayndme> ¢ip:ptogr n: schenas: cor p: uni ver sal pr oxy"
ns: c="um scheng{:ed¥%Endar : " xmi ns: a="um schenas: cont acts: "
ns: hme" um scher@%{%tgrai |." xmns: nmE"um schemas: nmail headec" >
response> <D h y#fBhttp:/ [ ocal host: 9080/ ups/| N BOX/ </ D: href >
propstat > <D: st atys f%i’gg éQO K</ D: st atus> <D: prop>
ui d>c90d66b2362a}n.g gkb 858021 a6f 63</ D: ui d>
cont ent cl ass>UuKmp: ent -cl asses: nuail fol der</D: cont ent cl ass>
di spl aynanme>l NDB@¥fes/ D: di spl aynane>
<D:eq>
<D:prop=<D:.conteniclass/></D:prop>
<Dliteral>urn;content-classes: mailfolder</D:literal>
</D:eq>
</D:where>
<ft:basicsearch>
</D:searchrequest>

RESPONSE:

HTTPM.1 207 Multi-Status
Content-Type: text/xmi
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-§"?>
<Drmulfistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="um:schemas:calendar:" xmins:a="um:schemas:contacts:" xmins:hm="urm:schemas:httpmail:"
xmins:m="um:schemas:maiheader">
<D:response>
<D:href>http:/fiocalhost: 9080/ups/INBOX/</D:href>
<[propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>co0d66b2362a1a0be3df185202 12663 </D:uid>
<D:.contentclass>urn;content-classes:maiifolder</D:.contentclass>
<D:displayname>INBOX/</D:displayname>
</D:prop>
</D:.propstat>
</Diresponse>
<Dresponse>
<D:href>http:/llocalhost: 8080/ups/VOICE-MAIL/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<Druid>cabbce3470%ab79d2ad2d5334d998272</D:uid>
<D:contentclass>urn:content-classes:mailfolder</D:contentclass>
<D.disptayname>VOICE-MAIL/</D:displayname>
</D:prop=>
<fD:propstat>
</D:response>
</D:multistatus>
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</ D: pr op>

<D: ui d>cabbce34709ab79d2ad2d5334d998272</ D. ui d>
mai I fol der</ D. contentcl ass>
<l D

rn: content -cl asses:

E-MAI W/D: d

</ D: pr opst at >
http://1ocal host: 9080/ ups/ VO C E- MAl
<D: st at us>MOErBOIOBIFN0 OK</ D: st at us>

| 5PLE

</ D. r esponse>

<D: response>
U</ D: href> <D: propst at >
<D

prop=>

rost at>,

<D: href>

PCT/US26004/605730

</D.r esponse>

<D: cont ent cl ass>u
<D: di spl ayname> VO C

</D:multistatu : : C IGRIPr-dfFL ting #4 -
Exenpl ary Conflguratl on Fil e <resource conten tclass="u rn: con
tent-cl asses: mal Ccll;liiceatc[a%s i c ass=:com teamon. proxy.data. inpl.
Mai | Fol derl m pl "Ja\, £ Q&éé ﬁ%‘?? m a”FcO%tceﬂ%erengt h="0"> <request
met hod="PROPFI ND' zssiie @é; \F P> <header
nane="Cont ent - Typ@ibhysﬁ%h@ﬁ—“ r(axt/xrri "/> <header nane="Dept h"
val ue="1, noroot"/> <header nane="Range"
val ue="r ows=$r angefesirt ShdieFRprENd$’>/ > <header nane="Pragna"
val ue="no- cache"/ sheatiwradwe="Baefe =" X-valReREFRESH- CACHE" val ue="force" />
<body><I [ CDATA[ &E@WEF\Wémgr Enetent: Wbeﬂbvaltt@"pv%p‘m/ﬂd xm ns: D="DAV:" xm ns:
hme"urn: schemas: < rﬁ‘ﬁi“?*"‘DEPtﬁm ns*’a'H@-“"hn@rﬁ@tdtherras mai | header: " xni ns:
up="ur n: schenas: tg;g m" 'éqss,al pr\@%l “fpws=$rangeStart§-$rangeEnd$"/>

er name ragma e="no-cache"/>

<header name="X_UP_REFRESH_CACHE" value="force" />
<body><![CDATA[
<?xml version="1.0"?>

<BD:propfind

xmins:D="DAV:"
xmins:hm="urn:schemas:httpmail:"
xmins:m="urn:schemas:mailheader:"
xmins:up="urn:schemas:teamon:universalproxy"s

<D:prop>

<D:uid/>

<D:isfalder/>
<Drishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<upiisdeleted/>
<D:getcontentiength/>
<{3:conteniclass/>

<fD:prop>

</D:propfind>

liig
</body>
</request>
<[fresource>
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<D: prop> <D:uid/> <D:isfolder/> <D:ishidden/> <hmread/>

<hm hasattachnment/> <hminportance/> <mfrom > <msubjectf> <mdate/>
<up:isdeleted/> <D. getcontentlength/> <D:contentclass/> </D:prop>

</ D:.propfind> 1]> </body> </request> </resource> 57 THAT WVHICH IS

CLAIMED IS: 1. A comrunications_s sten1co r|5| 4ﬂ urality of data
st orage devi ces, each using FHAT FEL gh& ﬁgﬁﬂwﬂ 'ty of operating

protocols, at |east one gatg é&r{%@ﬂ?ag@%ﬁ@ 5999311!“!:81%5%:991%15' ng nultiple
operating protocols; a plurality of nobile wteless communications devices

for accessing said at Ie@s@l@h®lUEyaoét@aagestdeageedamdceacheaublIe
wi rel ess connqﬂgc i ons, devi ce co ni atlgggu5| at Igast one of the

That B 0t o83t T afdPhH ¢ofti Rref fatB9devi ce

plurality of Operating pro ¥ 0Ed
conprising a grenicend, pai@XyeJ@ﬂUcbleef@étaC@ﬁﬁbﬂgéa@éﬁch th said plurality
of nobile wreless connunications devices using  respective operating
protocol s, and ¥ HibtGiotnenyt Hes gt &> k@roperating protocols;

a plurality of mobile wireless communications
devices for accessing said at least one data storage
device and each mobile wireless communications device
communicating using at least one of the plurality of
operating protocols; and

a proteccol interface device comprising

a front-end proxy module for
communicating with said plurality of mobile
wireless communications devices using
respective operating protocols, and

a protocol engine module for
communicating with said plurality of data
storage devices using respective operating
protocols and selecting a desired operating
protocel for communicating with said at least
one data storage device from the multiple
operating protocols.

2. The communications system of Claim 1
wherein said protcocol engine module selects the desired
operating protocol based upon a ranking of the
plurality of operating protocols.

3. The communications system of Claim 2
wherein the ranking is based upon protocol-supported
elements.

4. The communications system of Claim 1
wherein said protocol interface device further
comprises a memory connected to said protocol engine

mcdule for storing per-account information associated
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communi cating with said plurality of data storage devices using respective

operating | s, and sel ecting a desired operating protocol for
connunicatvﬁéﬂﬁﬁﬁﬁléhid at |l east one data storage devi cePFrEFMHE It pl e

operating protocols. 2. The communications systemof Caim1l wherein said
protocol engine nodule selects the desired operating protocol based upon a

ranking of the wiluraldd yufs 0peratLigsRr abARAkS cadsohle QTN Ga OnS

systemof Claim2 wherein the ranking is based upon protocol-supported
el ements. 4. Théwomrur cid ipnsteysl eemoing apdule fhetber saidcpsotbeol

interface devi e | ses nme connected to said protocol
engi ne nodul e (éfgéé;égﬁféﬁgh%b%%%ﬁ?c?ﬂ?%gﬁﬁgiBHoasgggi§?§Ga§§OVEg
2005/ 018169 PCHIS2Q04/GOKIRO a Wi te gaghraDbEL echihehess +68RBUALGALILQNS

device; and wherein said protocol engine nodule further selects the
desired operating protocol- baset® WGORERECHEECRE cBYAEEM AfoFAREMOA for a

gi ven wirel ess g@pain catiions.fdavi nLcat i or f daim
1 wherein said fpont-ené'proxy nﬁ%ﬁ?éég%d9§%§§&%?o%§§oFggéné%ﬁggg% ul e
conmuni cat e usiSfgidccomen d mamaciecalps otetnd abtemmonr epteséatea desired

nunber of pro | -syppeorted elenents for a,desired operating protocol.
6. The communi iagft%f&gr??is%%tléamdco% FH R vheF B hE SR Y %Fa??ty of data

storage devi ceprogaictdl-plupialdtdas ofl amird € ﬂ@feﬁe§§sg§gaua%gggtgﬁ§ devi ces,
and said protocol~iE%§rface devi ce process electronic mail (e-mail)
messages. 7. TRéCEGAfENi cations systemof Claim1 wherein said nobile

wireless communications devicese et ACGESS: SLIUSSE San DS WDSERT P Sai d
dat.a storage .
wherein said plurality of data storage devices, said

plﬁrality of mobile wireless communications devices,
and said protocol interface device process electronic
mail (e-mail) messages.

7. The communications system of Claim 1
wherein said mobile wireless communications devices
send access requests; and wherein said data storage
devices send data responsive to access requests.

8. The communications system of Claim 7
wherein at least one of said data storage devices is
for electronic mail (e-mail) messages; and wherein the
at least one e-mail storage device responds to an
access request with a root folder and target e-mailbox
capabllities.

9. The communications system of Claim 1
wherein said protocol interface device generates an
error respensive to at least one non-supported
cperating protocol.

10. A protocol interface device for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage

devices, the mobile wireless communications devices and
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devi ces send data responsive to access requests. 8. The conmuni cati ons
systemof Claim7 wherein at |east one of said data storage devices is

for electronic mail (e-mail) nessages; and wherein the at |east one e-nmail
storage device responds to an access request with a root folder and target
e-mai | box capabilities. 9. The communications systemof Caim1l wherein
sai d protocol ¥t efdReStRiiee ¢eneratedaah CeRFBPIFaEpBAsH& g03ht | east

one non- suppori&gs: opeL at+ ng Pretocety I8. oAPLPEAGOLLRLELT ace daviee for
interfacing a plurality of nobile wreless ~conmunications devices with a

plurality of detaststoragetadevicesyetdevhobi temminétessngommangations
devi ces and S%WEHQL it a_storage degices gach connun'cating gsigg at | east
one of a plura |]ty 5 oppera‘sfi nggpg?o?%%%‘l) ?’aBlaea?ro 85% He“bats st orage
devi ce communidsatidy dsidieh siad i pl e operating protocols, the protoco

interface device conprising: a front-end proxg nmodul e for conmuni cati ng
with the plurality of nobileiTeIesRrevmiPieati 6p5 CoBPIBRES2hNHg

respective opgfaty %@rﬂm@ abdl Aopr L 0gPko E09L NEHRANE B2t Qbns
h the plurality of

comunicating wt ata storage devices using respective
oper ating protdssolsesant isel ectdprr @l desipedat operpt ongept st ogoll f or
comuni cating with the at st one data st$é€%e devi ce fronlﬁhe mul tiple

|
operating protocols. 1T pﬁ%a%ﬁ%&o ¥ TNt BY frebi ceMBr EFar Mi910

wherein said priafrocole eging DdW € et £Cisotige gesieed @penating protocol
based upon a ranking of the plurality of operating protocols, and wherein

]

the ranking i*¢ ifp G OIS REURRP tedi e epeht st 112, aTRESpFBtOCOl
Interface devige Qft iAo I UTENET GART] S400h G WEFRT ¥nEonpegLed to said

one data storage device from the multiple operating
protocols,

11. The protocol interface device of Claim
10 wherein said protoceol engine module selects the
desired operating protocol based upon a ranking of the
plurality of operating protocols, and wherein the
ranking is based upon protccol-supported elements.

12. The protocol interface device of Claim
10 further comprising a memory connected to said
protocol engine module for storing per-account
information associated with each mobile wireless
communications device; and wherein said protocol engine
module further selects the desired cperating protocol
pased upon the per-account information for a given
mobile wireless communications device.

13. The protoccl interface device of Claim
10 wherein said front-end proxy module and said
protocol engine module communicate using a common
interface protocol able to represent a desired number
of protocol-supported elements for a desired operating

prectocol.
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protocol engine nodule for storing per-account information associated with
each nobile wireless comunications device; and wherein said protocol
engi ne nodul e further selects the desired operating protocol based upon

t he per-account information for a given nobile wireless comrunications
device. 13. The protocol interface device of Claim 10 wherein said
front-end proxy nodul e and said protocol engine nodul e communi cate using a

common interface protocp) af’%& %90%886?3?@%395 8%5&881@8”@%%1%%4 The

prot ocol - supported el enents r desire rati rotoco

protocol interfacehaievicetlod Chahom 13tahéseénptbeccoimba khfier tace
protocol is able to reprefent al | protocol -supported el enents for a nost
capabl e oper ati Ty PFrotocttT HEOTGhRl pFgriRebhe ngg?mgﬁEsdEQFc@ BPSBlaim 10

wherein the plan@ly @fcdat onSt9Fa06-8deyvi ces, the plurality of nobile
W rel ess comuni cations devices, the front-end proxy nodule, and the
protocol engine nodul e brocEss riece¢ohi tnhaiface-daviyenessdgesn 16. A

met hod for interfacing ral i 0, bj .1 el nicatjons
devices with 5ﬁéﬁﬁ§% |f€”£% éi&%g% %¥a§§ &eg?g%ésrgﬁé %%gEEESMA%% ess
comuni cat i ongidend lcigsy and ridiel datal s¢ D @gecdavicesat tagh gentuakscati ng

using at |l east one of a plurality of operating protocols, and at | east one
data storage d&vidétor i%%fy]dn%%@ n%FP‘?i%P% BpetatPhgepFbbbeol s, the

met hod conpri sidg:1 PrdiNg & dEOn £NPL OXYe IRIUL & £0L <5 608TUNI cating
with the plurality of nobile wireless comunications devicés using

respective operating pridt-ocdoleetiprdvial ngnte pfaotbeol 2 epyiinel kbdupé f or
SOt ool 19 i o N R LA | ol AR SEOT ROFs 8V SER HSLDG LERRGOL! Ve

of data storage devices, the mobile wireless
communications devices and the data storage devices
each communicating using at least one of a plurality of
operating protocols, and at least one data storage
device communicating using multiple operating protocols,
the method comprising:

providing a front-end proxy module for
communicating with the plurality of mobile wireless
communications devices using respective operating
protoccls:

providing a protocol engine module for
communicating with the plurality of data storage
cdevices using respective operating protocols, and for
communicating with the front-end proxy module; and

causing the protocol engine module to select
a desired operating protocol for communicating with the
at least one data storage device from the multiple
operating protocols.

17. The method of Claim 16 wherein the
protocol engine module selects the desired operating

protocol based upon a ranking of the plurality of

61



comuni cating with the front-end proxy nodul e; and causing the protocol
engi ne nodul e to select a desired operating protocol for comrunicating
with the at |east one data storage device fromthe nultiple operating
protocols. 17. The method of Claim 16 wherein the protocol engine nodul e
sel ects the desired operating rotocol based upon a ranking of the
plurality of EIP¥PErHEEY Mg pEeteedl sandndhaketsi Ahehsapkakingsi bapaded upon

pr ot ocol -suppqgi_t)&(;l @6?&8&@ O%’g{g?gg%%@gagg Claim 16 wherein the

prot ocol engine rma}ﬁ%e urther” se esired operating protocol
based upon per-account i1 orfmtinathassofi atetlnwli 6hwhegeventbae of the

nmobil e wirel ess tg:o ni cati ons(acgevi cgs. 19. Thf net hod of d ai 16 wherein
the pluralityPottYata oAy Aet eeSur ther pPataFFfy BF 9RDBHIFE wirel ess

conmuni cat i onsogleM Casy e S&ONtpLads REOXYp8PdyLesuandi hRE AL Ot 8R0!

engi ne nodul e process electronic mail (e-nai I%‘ messages. 20. A

conput er - r ead &bl ¥ Hedi &in 'halt gy It o uties - eketiue abblel hddul seledfpri sing: a
front-end proxy, mdul e .for go&gwmggti ng with a plurality of nobile

wi rel ess communi cations - devi ces usi hg respective operating protocols; and
a protocol engi ne nodul e orTlomairheatéhgzladmhl @ pharabnt yhef data

st orage devices usin rqt(afp ctive operating protocols,_ and_for

communi cat i ng PW%H ‘the LRtk Prass TRt es: atnfeastrdnetdaPh st orage

device COMMURMANING, U NG U drheRh 85 OPET M & NG PLOLOCOL §e BPGn ¢ LBEgPT Ot OCOl
engi ne nodul e selecting a desired operating prot ocol for comunicati ng

with the at | @xsixy dvslddt-a Ftdridyge revi @e0 § rong e modiel pl eroperating
protocols. 21@1@3%55%H§"§§£fe&@@%fﬁfn%géggégsgja'nlzo

20. A computer-readable medium having
computer-executable modules comprising:

a front-end proxy module for communicating
with a plurality of mobile wireless communications
devices using respective operating protocols; and

a protocol engine module for communicating
with & plurality of data storage devices using
respective operating protocols, and for communicating
with the front-end proxy module;

at least one data storage device
communicating using multiple operating protocols, and
the protocol engine module selecting a desired
operating protocol for communicating with the at least
one data storage device from the multiple operating
protocels.

21. The computer-readable medium of Claim 20
wherein the protocol engine module selects the desired
cperating protocol pased upon a ranking of the
plurality of operating protocols, and wherein the
ranking is based upon protocol-supported elements.

22. The computer-readable medium of Claim 20

wherein the protocol engine module further selects the
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wherein the protocol engine nodule selects the desired operating protocol
based upon of the plurality of operating protocols, and wherein

t he rank|R8°2@%E%€§% upon protocol - supported el ements. 2 PCTARIFE004/005730
conput er -r eadabl e nedi um of C aim20 wherein the protocol engine nodul e
further selects the 62 WO 2005/018169 PCTYUS2004/ 005730 desired operating

protocol based dpeirperepecotitig pf%i%@@ll@Qsé@sﬁgbﬁtﬁgrmbéboﬁng'Ven one of
the mobile wrglgess comunications devices he conput er-readabl e

medi um of O ai Nt 20°“ Rkt & FIHER A i 0t @hY%ﬂs@@@a@é tlvi vekilehe

plurality of mopitersés elassucomumcations.devices, the front-end proxy
nodul e, and the protocol engine e process electronlc mail (e-mail)

nmessages. 63 23. The computer-readable medium of Claim 20
wherein the plurality of data storage devices, the
plurality of mobile wireless communications devices,
the front-end proxy module, and the protocol engine

module process electronic mail (e-mail) messages.
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