12 January 2006 DESCRI PTI ON CONTENT USAGE DEVI CE ‘AND NETWORK SYSTEM AND
LI CENSE | NFORMATI ON ACQUI SI TI ON METHOD 5 Techni cal Field The present
invention relates to a content usage device and a network nd a
license informati on acquisition nmethod for wusing a contéégg%%#fz&qﬁ-a
digital work such as nmusic and video using |license information distributed
froma server, and further relates to io0 a technology for effective use of
|'i cense i nformation. Background Art In recent years, systens that

distribute contents that are 1.Q rk uch as nusic, video and gamnes
via the Internet or 15 digi taﬁbgilr%‘ghg\eg%¥§@fhave been devel oped, and a
part_of GORTENT NOSAJE DENATE 'ANDPIRETVPORKISSY STemdi AND RciEgsinese
contents, the nethodolo of content usage control, which restrrcts the

" nunber SNFORMAIIGN iAﬁQiﬁSdWI@MWEdHOQ mes, noving and copyi ng of the
di stributed content, has al so been exam ned froma viewpoint of 20
copyright protection,' etc. The conventional systens, as disclosed in the
JapahesTedlmnicdlbFieft ent Application Nos. 2000-48076 and 2000- 203439,

have been nodeg) ed so that . a server distributes information (hereinafter
referred to atNeRESH imfentian telatesnta aicontentusage device asuhaent

dovi coa SR ICP IR BRLTEHIERRAR [WoTmal.l AdliRlukh, Mol 3 1h

t he |i cuaitg antontant whidhssra diged! wodosuloh ssnvasicambyvides egfinguce it.
I_buted fromthe server-is 30 held by

Al so, i I nf Jon.,dist
M vi dlGPNEEPERrIIBE dielTiel e, ot sovamand dysthas rekates g t ho
CONKCEN! 3 U108 FHEBRRAUH B 7861 NIk Dt foba fgH. ot Usage devi ce

itself. 12 JAN 2 However, according to the conventional content usage
devi ce

* Background Art
In recent years, systems that distribute contents that are
digital works such as music, video and games via the Internet or
15 digital broadcasting have been déve!oped, and a part of them is now
in a phase for practical use. For distributing these contents, the
methodology of content usage control, which restricts the number of
reproduction. (ptay/playback) times, moving and copying of the
distributed content, has also been examined from a viewpoint of
%0 ~copyright p-rotécti_(jn,‘etc. o o
| The coanventional systems, as disclosed in the Japanese
Laid-Open Patent Application Nos. 2000-48076 and 2000-203439,
-have been modeled- so that.a server distributes informatioh
(hereinafter referred to as “license information”) that is necessary
25 for content usage and restricts a content usage rule, and a plurality
of content usage devices on a network system at home (home
network) use the content using the Iicen‘se'fnformation distributed
from the server so as to reproduce it.
| " Also, the license information distributed from th-e_ server is
30 held by individual content usage dévice,' and the content‘uség'_e
| device uses the content using the license information held by the
content usage device itself. . '




and network system only the content usage device that reguzs\tjit erver
to distribute the license information can receive the |icéenge Mf tion

and use it. That is, the content usage device cannot use the content using
the license information distributed fromthe server if it does not hold

the license | PER Ofbddhdind tol thé\@ventidifalotfitentcAdhgn! duvieae devi ce
hol'ds that license T hformation. Thaf .1s a problem Accordingly, the

obj ect oandhetwakesystem eohiybhe content esageddevicedinatf raduesibdhe probl em
to provide a content usage device and a network system and a |icense

i nf or mat $%l’rVeéchft|iCHi5¥ﬁf|6%te thentgenss iefersoationl (ja{]sl'%?')’ﬁcﬂ?%émeﬁ‘ﬁ@r mat i on

distribu I a erver j l.0s f [ r di first

aspect O{P?&r—\%'ai?@@eﬂp olﬁggt'%erqgs‘%%slgpmgl%ﬁgﬂg%&%gﬂé%&%agéﬂﬂggﬂg in a

net wor k s teRtéME UdHd'Eha IReHR! infprafaticiP distb U0 oRs theeseltveat are

connected to one another via a communication network and use a content

whi ch i sifdt dlags abtvivolk, the digenisei imformakioreits dtsedf aepeameif theai othgserabl e to

hold license .informatjon that, js-  distributed from outsi of .the content

Lohge | dEANEAtNeaaRaACh L ROl Tt to hreRse - MERATER pANeniiE Spor abl o

~to use a,G¥lkpt in conpliance with license information and output the
content Tn at [‘east one manner of a sound, video and data, wherein the

‘| i cense manageheuuirdingly, bhen algeet viofig ther egressntofinvientims eig, nfiar mat i on
fromthe output unit, requests a |license managenent unit of another

cont ent GeRgjderriion eof dhe ke prablem,cdaserovids mat¢yHemidUsegai res the
| i i, nf ion, and th ired Ii i nf tion to th
out put - iFvice A e iork Sv8fern. el ik hternriinesioh AcHBlHPen " he
|icense Hgi}gﬁbaﬁfdﬂ@:ﬁw ‘Se‘ééiﬁ liB&nsé GRRSANBRRA0 BP bR fro%pla January

2006 Acc Ingly, the lice nagenent unit may request the | cense
managenesgrverunit of the other content usage device to

Disclosure of Invention

| According to a first aspect of the invention, there is provided
a content usage device in a network system including a plurality of
.content usage devices that are connected to one another via a
communication network and use a content which is a digital work,
comprising: a license management unit operable to hold license
information that is- distributed from outside of thé' content usage
device and enables usage of a content; and an output unit operable
to use a content in compliance with Eicensé information and output
the content in at least one manner of a sound, video and data,
wherein the license management unit, upon receiving a request of
license information from the output unit, requests a license
management unit of another content usage device to transfer the
license information and acquires the license information, and passes
the acquired license information 'to the output unit, and the output
unit uses a content in compliance with the license information passed
from the license management unit.
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transfer the license information and acquire it. That is, even if the
| i.cense managenent unit of the content usage device does not hold the _
license information, it may acquire the license informatignfLadobbe ot her

content usage device. Therefore, a user nmay operate the content usage

device and use _a cantent on the output unit of that content us devi ce,
and as a resu F,Cc”fcﬁ@g&'cgﬁ%eﬁ?qﬁﬁ W%?ngeunﬁséﬂa\éf F%‘Elﬂ?%eﬁg.% Her e,
the |icefegngamn mifkt upfit 4 theniGiRer ueBRgedie Ve TaYyRRAEN for the
| i cense managenent I't of the other content usage device that holds the
~license tmhsfemthenicanst dvfgrimatiomeand iacepsee iinf ofmalt isHnevenrf tthe ot her

| i cense managenent unit, when ¢the |icense nmanagepent uEit does not hol d

the |iceheensempRRagemENt uhileat dhergontentousaae daviee n&tﬁgﬂ?, t he

ot ae- ¢ nilty TEENS8 ntPhalhy R e, aBiuife, Ms isPSRHEPRRREF Rt Loage
devi ces fie IRABEoritbnt Uddgengikeice.t MEndicFenseal téar iy @perdterhkore, a

wast ef ul request of requesting the |icense managenent units of all the
cont ent ospipntdusagesdevicet andstige a wontestroe thef oubpyl omitwy thatoni tt ed.

Al so, the |jcense managenent unit of the.content usage 'device on

Mool vi nEoB T Bieag SR g Bae Seault shel idamse B ioimetit. T BBoment

unit of ; tent usage device, nay authenticate the other |icense
{1360 RN

managenen requests the |license information, and when the

| i cense managdeeat thwilitehsdgnanageenatihanit of ehe eomtenb esene device
unaut hori zed, the |icense managenent unit may prohibit the other |icense
‘managenemausearch rign thedisansg managesayy unibofethemthascerfietiy, in a

eI ERETIANR, o A R B roBbuiB, Lkt BRI O,
omeqer il TR frontnee, bie? esdorishasemrarutonen || cones
t he conthe ligeage dmanagement unit does not hold the license information
requested by the output unit.
Accordingly, the license management unit may specify only the
license management unit that holds the license information among a
plurality of the other content usage devices to request it to transfer
the license information. Therefore, a wasteful request of requesting
the license management units of all the content usage devices to
" transfer the license information rhay be omitted. |
Also, the license management unit of the content usage
device, upon receiving a request of license information from the
license management unit of the other content usage device, may
authenticate the other license management unit that requests the
license information, and when the license management unit judges
the other license management unit unauthorized, the license
management unit may prohibit the other license management unit
from acquiring the license information.
Accordingly, in a network system that is constructed USing a
plurality of content usage devices at home, for instance, the content

usage device outside of the home may not acquire the license




outside is judged unauthorized as a result of the authentication by the

| i cense managenent unit. Therefore, the license informti 22 Hzmweﬁm
prevented from bei ng | eaked out. According to a second asg t t b

i nvention, there is provided a content usage device in a network system
includinga pluralit f_content usage Lces, t ar to one
anot her Mepem Bttt e GREhER mBtAERmabE Whc st e RnfeRr B6054 ¢ 0ol
work, CopByicel g the! hBANE CnEBAGEE Btel i ORETCHtent cudshd deirense

i nfor rratdlggn that is dlhstﬁ??but ed from outside of the conten usage device

and enabbetsideaigejudged amuudhiorizadd asnaorequit ofinilte awtbeabication bye a
content in conpliance with |icense infor n?t i on_and, output _the content in

at | east tndiGaNsEeMapagemnsig Unit-ded hatgrogat the Wliegnse InFRmBatiplt uni t

requests [ ' he ot her content usage device to
transf erﬁ$€ggﬁ@ﬁgﬁggﬁgﬁnﬁn%%:laeuc?fpé’tg' the license information, and
uses a content Addotdifig) ItRNGE se¢did t Bspecuof ethe iineantionnf ohard i isn.
Accordingly, the output unit may request the |license managenment unit of
the ot hepraxddednt ceatgntdessage devicearisf ar nehwork i sxstes i InChidiag én and
“acquire it. That _is, .even if the |iceps managenent .ynit _of_t cont ent
dsage denlusalBoet inteHE paash 0o icedHimt Are nesied o8B BRAEE T of ¢ he
content yisage cARKhERicEion Rk B |Useeasohtd TRILANS BOmdibA Ot her
content usage devi ce. erefore, a user may operate the content usage
devi ce awdrksecampesitgnt anlitdémseuanagementdf uhitaioparabinttaudegld devi ce,
and. as a result, the license information may be used effectively.
Accor di nlicense infarngatiepethatofs distiibyted ifsam dsideg OfpEQi et cont ent

U205 SelLge TaRcRh KSR IbRE, BELA Gt Bl P e BRR Bk 25208
use a copperdblvhiccllsé S ofAtEht A chPilianc®Wath SiceBsednfbapasdA Bhar mati on
acquisition unit operable to acquire, 4 12 January 2006 fromthe other
content oustnd deei centdntcimst ledsir onei omanmeat afsa sound, video and

data, wherein the output unit requests the license management unit

of the other content usage device to transfer license information and

acquires the license information, and uses a content in compliance

with the acquired license information.

Accordingly, the output unit may request the license
management unit of the other content usage device to transfer the
license information and acquire it. That is, even if the license
management unit of the content usage device does not hold the
license information, the output unit of the content usage device may
acquire the license information from the other content usag'e device.
Therefore, a user may opérate the content usage device and use a
content on the output unit of that content usage device, and as a
result, the license information may be used effectively.

According to a third aspect of the invention, there is provided a
content usage device in a network system including a plurality of
content usage devices thét are connected to one another via a
communication network and use a content which is a digital work,

comprising: a license information acquisition unit operable to acquire,
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distributed fromoutside of the content usage device and enabl es usage of
a content; and an output unit operable to use a content in conpliance with
the acquired license informati on and output the content jh;at_|I ﬁ6$ one
manner of a sound, video and data. According to a fourth EQ%QE?Y§ he

i nventio h ' (go\VA! . SYS DL Si.0g: ality of
first coﬁ?’ tﬁﬁﬁsgggagég¥%§§gaﬁ%£§%mﬁéé%%’ohggggggﬁgbﬁh%?@ﬁknggg% devi ce
t hat ar edistARNLEH efoh? i@ 0bh eheV icBnde SO TBHY L /idVibe NghHOEKaBRE Use a
content which is a digital work, wherein the first content usage device

i ncl udesusageiafeaseomant? anaNap0oatpen agiheperabiet topseabl eontentdhd | i cense
information that is . distributed fromoutsjde of fhe first content usage
dov co. aRaMEAABIcES Wit afae ACauEeH: JRensantntarMasic s ubper et o bse
a cont entohfbnChBt |GG HahhEPBES LOLAATRILS ARy put the content in
at | east onée nmnnér-of a sound, video and data; € second content usage
device incl udefddeedingt pts anifduetih yaspgdwt Iofcehee inaentiemfnthermits of the
first content usage device, upon receiving a request of [icense

i nf or mat PeRvidedmat netverkusystsinn spmpiésingr gt pbwialigyit ofifiigd capignie itsel f
or the ofher kfentical iéit égntent usage device or HPe. o] bﬁgt unit of
the secoHB®96HEteERgk b ATONF AN COREETY UaAdS %ﬁ%& @ Cuni t of
the ot he&oﬁhéét{?cF%t@ﬁ'é MSGHrIOH GF coPiLANEAF6n HEBVHHE YIRE (e @r mat i on
and acquires the license information, and passes the acquired |icense

i nf or nat comtdrt ttdchuipua  digital t hatrk, r eheesirs thiee first ecsretantf aisegei on, and
the output unit uses a content in conpliance wth the passed |icense

i nf or mat e¥ICEAREBIARSIgIAylICRMEE | i cense management unit of the first content
usage device may request the |icense managenent unit of the other first
content usage device to transfer the license information and acquire it.
That is, even if the license nmanagenent unit of the first content usage

devi ce does not hold the license infornmation, that |icense nanagenent unit
may acquire the license information from
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the other first content usage device. Therefore, a user may operate the

first content usage device and use a content on the out p,tjtzl ur}%&nﬁm%t he
first content usage device, and as a result, the license 'df n nay

be used effectively. Also, assune that a user may want to operate the

second Cﬁiﬁréﬁr#eﬁ%éﬁﬁelﬁlﬁ’t’i 6BefibleUsd ahGI‘i‘f‘tﬁé‘énsé)”ilr#fB?rr%{fdwt thiy tisof the

second cont usage device. In this case, even the 1 cense managenent
uni t of diseributed ficamt eutside afethaefirstecontert usage gevritednbyendiglesut put
unit of the second content usage device_to transfer the |icense

i nf or mat YRR SEA K&NtRBEY and afheUIRWEeHBE ORBRAYENENSEn tCARtENEdRuUi re t he

i ; oy _ _ _ . :
devi co. SHBPURBIEE” Wik e IR immvian"BHR S:EBHE e LostigBke LAt "or tne
second CleRkENind!IAARNEEVOHES sdUthdSvRied efd dathhahll eep6Rd! Bdsigrt | on may
be used effectively. According to a fifth aspect of the invention, there is
provi dedusagdetamica isgkidas thenautpubdinit ordys thericdnsesmanagemenisage
coen’eu R B LBl PR meRa caten Eesihe vandnsh B1%S * 1©
di qi t al _ o : o _ i
mnagore T {OrEAUOA o, Sher BOYBRL WiRERT ER¥, Sfbn RntsiF usBerr pore

-f rom outgevieeoits¢lfieor ithetothmr rigntica dirstesonimndsagabliesiceuspgheof
content; and an plcjﬁt?fpm unit operable to use a content in conpliance with
| i cense QuiRbnaRitR HRl SQeopGt comtenionsage devige, regusstsobe HegASE of a

sound, vj o t se n t a evice incl he out put
ani ¢ oni Panaeaieaf ot qf T BEREE R S8l WG RIS G "na T he
out put  uipet !i%n%@eiﬁf%ﬁ‘fﬁﬁtio:(ioﬁﬁénécq'éﬁﬂg Ho | fEen&S PRFSINELBNT, €gHEst the

| i cense managenent unit of the first content usage device to transfer the
| i cense passasr ithei @acgquidedcligense tinfotrhatiose tionfthienmiutput amdt udhata cont ent
in conpliance the acquired. license information, According to a sixth

aspect dleaussts Rbentcasd i B3R, SRCIHIE HUtREL Wk Uses an ising a
plurality (I_cq)nr,]lﬁﬁgb&gm&gﬁ%gggé&ﬁmétﬁé infSfmSaBRect ed to one another via a

conmmuni cat
. Accordingly, the license management unit of the first content

- usage device may request the license management unit of the other
~ first content usage device to transfer the license information and
. acquire it. That is, even if the license management unit of the first

content usage device does not hold the license information, that
license manégement unit may achire the license information from
the other first content usage device. Therefore, a user may operate
the first content usage device and use a cohtent on the output unit of
the first content usage device, and as a result, the license
- information may be used effectively. Also, assume that a user may
~want to operate the second content usage device and use a content
on the output unit of the second content usage device. In this case,
even if the Ii_cense management unit of the first content usage device
that is requested by the output' unit of the second content usage
device to transfer the license information does not hold it, the license
management unit may acquire the license information_from the other
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a content which is a digital work, wherein the content usage device
.i'ncludes: a license information acquisition unit operable to acquire,
~fromthe other content usage device, |icense i nformation I Rhudr§ 2006

distributed fromoutside of the content usage device and enabl es usage of

a conteng; .a 0 L. O I o] C e [ ,jance wth
t he acquf'F%td&g'i.'@Pfsglg%# %&?Dmﬁ%f@ﬁé’pwgﬁwgr @%&t Q%? tﬂﬁ g‘f’wﬁg st one
manner Obnatﬁ@%@bput' das ;@'FCH:I@TS%_COﬁ%iCQbﬁt@ﬂt tLPsaﬁeSW'éé‘, aee gl af the

i nvention, there is provided a license information acquisition nethod, by
whi ch a result ethie lisanse defdromtiom mandiewiskdsgféeehivelynpri sing a plurality
of 6 .1 2 JAN 2005, content_usage devices that are connec¢ted to, one anot her
Via a  communPEeRnding i Adith ARPEEEOLING IMRRTIOR; EREFE 1% DiPYIdel Swor k.

2 communfeet _ Sl ERTR Py 2y
Content Lo A R e B Bt A o e B e

i nformatand #chpiasti dnersgrengiodontaitudsage deviekdihad, atecenmeatey tetep for
det erm ni ng whet her the content usage device holds necessary |icense
i nf or mat €aeh @ithestviaaa seapaninigatioapretwodeanchuag a sonteat Whisbriscont ent

devi ce that. hol.ds the |icense _infornatio en_the , content, usage_device
does. ot HUIGUERINBOFRE BEFRRT shitefireinoRFett TRagd et SBuisRsr a
request | figaridee R REG e ARt URFIBLAE DoFole |RRASE

i nf or mat ilon ancﬁcﬁ%?ri ngelfl hlé |cer¥sﬂ§tibn§8$d)ngg%gﬂéqiﬁjcr§%?%g to aln ei ghth
aspect oflistfibuted éramonutsithe f the firstosoemtaugage dervideoand enathlest usage
device in a network system conprising a plurality of content usage devices

that ar SRt EANEAL 0AB MR HEPUL HNEE OBRRaRiec 501 Wi R CARRNEAD use a
content ol liehee. Aot 3deee it S A0IH AR UL SR RRAE L Y e
ot er m Iy m o P ¥ e e o B ol da”
necessarysage eleydce nhcludas dine coutpatt; unitsoaly; hang Hreeputput units «fi ng for
the ot hetrheccfﬂ-ts nct:or&%\ﬁitcﬁséagt dge;coels atnrc]ie tl‘nieC%rL]l%Sut unit of the second
content usage device respectively request the license management
unit of the first content usage device to transfer the license
information and acquire the license information, and use a content in
compliance with the acquired license information.
According to a sixth aspect of the invention, there is provided a
network system éomprising a plurality of content usage devices that
are connected to one another via a communication network and use
a content which is a digital work, wherein the content usage device
includes: -a license information acquisition unit operable to acquire,
from the other content usage device, license information that is
distributed from outside of the content usage device and enables
usage of a content; and an output unit operable to use a content in
compliance with the acquired license information and output the
content in at least one manner of a sound, video and data.
According to a seventh aspect of the invention, ‘there is
provided a license information acquisition method, by which a

content usage device, in a network system comprising a plurality of
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I nformati on when the content usage device does not hold the |icense

information; and an acquiring step for requesting the other t
device to transfer the |icense information and acquiring the?q?~£§h£2ﬂag

i nformati on. Note that exanple enbodi nents nmay be realized as a |icense

| nf or mat L Qi Aa\sBold HuyiBLdAthApY a‘P’E' Bnh'é%t&?”tc’?”éné‘sé%tl‘?&”'\ﬂ?oraacq“i res

the |license |nforngt|on or a prog ?or ha a co ter per m st eps

of the nedimedunioatioh stativprkedndi ase ae@mtrérntgwrmm us a digttahswerk,D- ROM and
a transm ssion nedi um such as a comunication network. 12 January 2006

Bri ef De@eqWipes dicestseninfarAyatianddwtaiad cbttrrd?ut@@ 8cars, outrige abd&iand

doccr prooneritcraoB HRkER Fc sHRHET BRRGE T on 6Bkt R ngs

~that il linsbraetion aéﬁeeln.toﬁ rRBBsd TBAudMg ! he HOWRR Hebterrhihih@estépaw ngs:
Fig.1is a diagramthat shows a structure of the eritire system including a

cont ent im-agetetenrmagammmhaetmm rcomentemﬁgmrchhwrgettmldshaeeemwent of
t he present i nyention, %r 2 is a functional ck di agr f the entire

‘system a'éC A qr,qnetngn 0. aﬁﬁ@“éh*l"'@oﬁé%r It R&AN K/etrhgl |
. operatio I schemati c
' fgnct i ona rrggbﬁ%ﬂ‘gg‘r%%ha?&tsﬁo@\;v@é hlg{vlé)v}ﬁt rf%e::(r:rgfr%rén er‘tﬂnj&r)t'g \evz}rr’égr{f tﬁ'r?r ts of

" the contemitergagsagtedevice Hoet ot MEIMEHK lisgAteThRSeaYYN; iand-igh 1 nake

searches. Fig. 5 is a sequence diagramthat shows how the l'i cense
managenea¢quining cﬁtephéobomCBJﬂStUQgﬁ'l@e&ﬁhﬁ ioontast nesage kdsyieerto as shown

in Fig. 1_oper s to sear cense | ormat on, .and _.then, the
cont oot BaPBir e itenss Bmaiop Hnd etibignd Iher Gl insfhatlde "
schemati ¢ fungéésiiighg b'tBC‘énd'@ighi‘ﬂ‘etén%?et c%h%‘ﬁ’s tﬁéwln\tr@l‘i'tréﬁnt BbrUigput units

of the content usage devi ces 1
provided a program for a content usage devrce in a network system

comprising a plurality of content usage devices that are connected to
one another via a communication network and use a content which is
a digital work, the content usage device acquiring license information
that is distributed from outside of the content usage device and
enabling usage of a content, the program including: a holding
determining step for determining whether the content usage device
holds necessary license information or not; a searching step for

| searching for the other content device that holds the license
information when the content usage device does not hold the license

- information; and an acquiring step for requesting the other content
usage device to transfer the license information and acquiring the
license information.

Note that example embodiments may be realized as a license
information acquisition method by which the content usage device
acquires the license information or a program for having a computer
perform steps of the method, and distributed via a recording medium
such as a CD-ROM and a transmission medium such as a

communication network.
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12 JAN 2006 system as shown in Fig. 1 make searches. Fig. 7 is a seguence
di agram t hatt shows how the content output unit of the content usage device
in the network systemas shown in rig. 1 operates to seairzcﬁamjaqf hagense
information and 5 acquire it. Fig. 8 is a descriptive diagram %at shows a
search method according to the broadcast nmethod. Fig. 9 is a sequence
diagram that shows a searcher operates to inquire of the |icense

“managenepriéf Dedc¥iptivh bfI8re®ings i nformation. Fig. 10 is a sequence
di agram t hat shows %ow the searchér operates to acquire |license

i nformati on fTbesehandi cdhee objecksenadvanbages Fagd featwes ddfsdhiptive

di agram { hat _shows search net ho 15 accaording to,the sequential_access
et Rod. | IVENtioN PNl DErTns ARAETE g hAe RalO GG Pt h CRRESRS)
accordin Je) 0 i i i RE I i am t hat
shows a gae%%c;ﬁ]ﬁgﬁ i%@tia;@?@;c ﬁ&hg" ?%Cfﬁﬁgagﬁwr%?rg\gﬂnﬁggghg%il\%tﬂ%g:%zo Fig.

. 14A - Fsgecifi¢erabedieent idftihe mvdirtioramintthet Dsawingsanpl es of operati ons

for renewng a domain list. Fig. 15 is a descriptive diagramthat shows a
sanmpl e of how Fighk l@@wd@ﬁrametgetdémv&aasiaruwre phéhereniorgysystempl ural ity

of user .d ins, 25 Fig. 1.6 is a sequence diagram.that_sho -ow . the
7 cence INRMGRGAONIANE wide dByTed 338 A diemiak BT aftline 8
.proce.ss'ﬂﬁbeﬁﬁ@odiHeh?oﬁtﬁé%s@h'tYﬁ‘véﬁﬁéh?‘mthat shows a~sanple of how
the |license nmanagenent unit ‘operates to request the server to 30
di stribute theFigi cnsen ifohatioaal driocki diagt8m ofathe esthitetsygtenti agr am
t hat' ~hows how the servers distrib.ute the license infornmation.
shown in Fig. 1. .
Fig. 3 is a flowchart that shows overall operations in the
network system as shown in Fig. 1.
Fig. 4 is a schematic functional block diagram that shows how
the license management units of the content usage devices in the
network system as shown in Fig. 1 make searches.
Fig. 5 is a sequence diagram that shows how the license
management unit of the content usage device in the network system
as shown in Fig. 1 operates to search for the license information, and
then, the content output unit operates to acquire license information.
Fi'g. 6 is a schematic functional block diagram that shows how

the content output units of the content usage devices in the network

bb




12 January 2006 Fig. 19 is a descriptive diagramthat shows how the content
- usage device out of the IP range comm ssions the content us eV

within the IPrange to search. Fig. 20 is a descriptive di a@?@mjﬂﬁ\gzﬁ@ﬁom
anot her sanple of .5 how the content usage device out of the |IP range

conmi ssions the content usage device within the IP range to search. Fig.
21 is a functional block diagramof the entire systemin which a plurality
of content output units are connected directly to the |license nmanagenent
unit. 10 Fi 22 is a functional block diagramof the entire systemthat
shows hoﬁMstt%én Eﬁ’l"‘h‘&é“ ng-11 JBpke FEAEGRABNt unit manage the |icense

I nformation c ect izuehy 3 tie f bl ...di,agram
of the netmr(lfllbscétiémbl ﬁ%ﬁhgf‘ﬁ% (():I'rtég @gﬁ{emngﬁg&ggngﬁ#%ngh §$?§'h:§

- plural i outgrut !LIB!b@tftEfm: auttemt usage. dBv&te Nndehé atefgorki ogstarn tke

| nvent i ngent usa e evi ce and the_netwmork system according to t he
enbodi %W}O(gﬁ f'ﬂe# derft Ent EBnSWaIan fo EXIISF%Pﬁgd‘ érm,atloz@) agd
r ef e5encae:qtlﬁréhe flgures Fig.l is a diagramthat shows a structure of t he

entire system_ including the content usage device and the network system
according to FHe Snifodi fescrigitivaclisggraentthiaty shoven a Seiarcenniiethsyist em i s

a systeglcfcgrrdﬂ.? 9 ﬁl(%%érgfca%%@%%gﬁ 25 which is a digital work such as

musi c or Vi deo ISt ernal source. This system

di stributes aFpnPesta swuliémece ldﬁé?ram thaYethdW9 & Radargena aE@q-atégense
i nformajion necessary for age the content, and a network system
accor di h9 thtLHEeWOé:se‘rhe i’rﬁ%@e{reﬁi'a’('ﬁﬁﬁé"lﬂatté-rnlltefféhfre'd"leola(senﬂeme

- netywr Kid@matibat, 1s 30 connected to the server 100 via a broadband
network. The hone network 300 is a network systemin which any of a
plurality of Fig.nlOals deséqgeenktecdizgram thabmhoas hew the seatenbr X_

operates to acquire license information from the - license

management unit.
Fig. 11 is a descriptive diagram that shows a searcﬁ rheth‘od

15 according to the sequential access method. | |

Fig. 12 is a descriptive diagram that shows a search method
according to the prior push method. |
Fig. 13 is a descrlptave dlagram that shows a search method
| according to the search commission method.

20 - Fig. 14A ~ Fig. 14E are .descriptive diagrams that show
samples of operations for renewing a domain list.

' Fig. 15 is a descriptive diagram that shows a sample of how
the content usage device are when they belong to a plurahty of user
domains.

25 Fig. 16 is a sequence diagram that shows how the hcense
management unit operates to perform distribution request
processing. ' '

Fig. 17 is a descriptive diagram that shows a'SarﬁpIe of.how
the license management unit operates to request the server to

30 distribute the license mformatlon

Flg. 18.is a descrlptlve diagram th:at's'hows how the 'se'rvers
distribute the license information. ' '

-




12 JAN 2006 distributed fromthe server 100 using the license information.
This. hone network 300, including a hone gateway 200 including an ADSL
nodem for instance, and four content usage devices 1-r4 aJccord'gﬁ%to t he
present enbodi nent that use the content 5 distributed frdmeRE%&M%er 100
usi ng the above-nentioned license information, is configured in the hone.
Data is sent and received between the content usage devices 1-4 and the
server 100 via the honme gateway 200. Here, the honme gateway 200 having a
firevall furkigionokigeasdesemptive alag Pt eAEENNARAIROPthECCodtédnr 10 Fi G-
2 is a functional block diagramof the entire systemas shown in Elg. 1.
The serYepdeoderiee ek of thedssangie coromissiogenthatesntentersayge

i nf or j ' I.b i ontent unit 110 that distributes
t he Cgﬁ@%ﬁ{ké;‘%t@[@étbg Hﬁrﬁ%ﬁﬁ%@%& lurality of 15- servers 100. The
content unit Figo 204 addesatipltrastisg Fdor BIaL shidws Rfothdos8fm@d 8F of
encrypted contents, and a sending and receiving unit that receives a

en

“confentMAVsHRE RN Bgage davice ansof kber suadtasl casomissiong(timhe
i Censecméntlagaﬁ'éch%@‘?ée%ith‘?ﬁ%-e fphijggfi%etp: %%%é tion generation

managenment unit that genérates the Teq “information and
mapage it, afdga &bridimdg’umn:diicnﬁdebmhmldiagvahhaif ?h@@htmé dystdrncense

i nf or ' request,.and instrucis the |icense information generation
mnagmhmﬁrﬂ ?HH;E‘BE\{]&%FQHE%% QUighdeunits arescaanestedadiredivda he

~ gener attg@ ]itéﬁ@%&méﬁgggﬂﬁéﬁf\un\fﬂen a user purchases a license including a
wi de range of_ .usage tule for using a content, the license information

gedBration FMi%adennd fumiationainklatlediagigimar thecenticei systomt it
(herei Raf ferred t vlicenser. information™) haying. the usage 30
e asters AonROEGey it has ShE licePsR- finengement diinaBage. the
| censéhienlfioenBei @ifogaetiaoh ovilaefigaedpent unit cuts out information
correspondi n%,to a requested part of the usage rule
ig. 23 is a schematic functional block diagram of the network
system including one license management unit and a plurality of

15 content output units. '

Best Mode for Carrying Odt the Invention
The content usage device and the network system according
to the embodiment of the present invention will be explained below
20- with reference to the figures. '

f

Fig.1 is a diagram that showé a structure of the enf.ire system
including the content usage device and the network system
according to the embodiment of the present invention.

This entire system is a system for using a content at homé;‘

25 which is a digital work such és music or video distributed from an

~ external seurce. This system distributes a content, and includes a

. server 100 that generates license information necessary for usagie

of the content, and a network system according to the present.

| embodiment (hereinafter referred to as “home network 300”) that is
30 connected to the server 100 via a broadband network.

The home network 300 is a network system in which any of a
plurality of terminal devices located in a home can use the content

-8-




12 January 2006 fromthe licenser information, and conbi nes the cut-ou

usage rule wth a decryption key corresponding to the encrj{ﬁg eﬁA@bﬁﬂ@ t to
generate the license information. In other words, the |license infornmation,
which is information 5 licensed by conbining the details of a part
(cut-out part) of the wusage rule indicated by the |icenser information
with the decryption Kkey, enables the user to use the content. Mre
specifically, it includes information such as a nunber of reproducible
times for a predeterm ned content (reproducible 3 tinmes, for instance), 10
r epr odudtiisteibidedsfrom dhe seryer ildD Using theeteease imfdrowatient  This

repr odyci bl e til J 30, 20Q1, for.instance), an nmul atiyve
Eepfoduﬁ%’lﬂe t#%é”?gf ﬁGBre’Mﬂafﬁﬂeﬂ BBﬁ‘P%nQaE%E’@%%abl%‘: HAIRE aMg hours
of the ADBLamydehePFodlitigtande, "Bndf fbui SR udRie TR, 1wbgn a

user purchases license neaning that 15 "only 10-tine Teproduction of a
novi e cficiding |§aetiBed prasent | esebeadimendr nthabn ugenethe i o ntendgenent

uni t sof g:he.:ki S [ At t h [ r_informatiaon indicating
the. foagheFriptER°Rog the SePAF oA Fonbofhe HEEVE el Bhe fiehSFas i 1
~ Once t hénfsematisped sonlfigered ent ths dasmel heDhitgaerssehbf i daddcaived
gener at |hro% 20 gg{‘}ggerrﬁnt uni t ,cglts .out the information of the usage rule
cof "1-titREWeph PBHERE UsagR deviers dnt 4 pRghikese ivamiBP viatbemat i on
.1 ndi cat i e cd Ot ] | sAOVL @ nt" and
“renews the Hﬁg@rg?i %?QF rrg{l FB%’ Fﬁ?g'? ?ﬁbggﬁgéﬁg% h{%ﬂ’é s%g!a'%%%@ of
"9-ti nefusptisudciaps securityvot thententént 2Sage dearicesel ~de | i cense
i nf ﬁﬁ mati on generati on Fanaﬁema t, uni.t ,.conbi ne éhe cut -out information
withthe decr§}di én'sc@yrirctigaal Bigck digraghatathe eptire oret@mMnesr mat i on
meani ngshieadn "ipnFyy. d-time reproduction of a novie content 'is |icensed",
and sends it to the sending and receiving unit of the license unit 120. 30
Meanwhi | e, t h&hgoResvier utBgeiniduidass allicendendinided 2i0n thiaé ghamrabes wor k

3 e TRl Bt AR AR i CAG1ER3E, S Fpbrentfic T tRaL
distributes the content and others. There may be a plurality of
15- servers 100.

The content unit 110 includes at least a storage unit that
stores a Ipt of encrypted contents, and a sending and receiving unit
that receives a cbntent distribution request and sends the requested
content. | _ |

20 ' The license unit 120 includes at least a license information
generation management unit that generates the requested license
information and manage it, and a sending and receiving unit.that
receives the license information request and instructs the license
information generation management unit to generate the license

25 information, and sends the generated license information.

When a user pufchases a license including a wide range of
.usage rule for using a content, the license information generation
management unit’ generates original license information
(hereinafter referred to as “ticenser information”) having the usage

30 rule as data and holds it. Once the user requests the content usage,

' ‘the license inforr—ﬁation generation management unit cuts out

'i-.nformation corresponding to a requested part of the usage rule’

" -9-




10 12 JAN 2006 instance. These content usage devices 1 - 4 may al so be
conponent audi o sets, VTRs, printers, televisions, etc. in addition to the

above if only they use a content. Here, content usage ne (§ ally
reproduction or 5 display of a content, record of the cglg?fglﬁ‘f #ldéc
recordi ng medi um such as a DVD-RAM or an SD (Secure Digital) nenory card,
noving of the content, and others. Al so, four content usage devices 1-4
~are connected by LAN or a local fine. 10 For exanple, the hone gateway

connect 5 T 1 eaticeSee InfEEToh, By commbMRthel CRPREEY 0 ofllF. o)
for i nswalrltea deaypionviey, cankspondiongnio ¢theeedicrgpted wohltepécto ot her

accordi ng to JTCP[IP éTr ansyri ssi on._Control Protocol/lInternet 15 Protocol). A
range IERREALSANENICEDSGIfOIMAYOMMat are connected by the LAN, etc. and

can comuni Caf ofhEPYbHYdY Eﬁe‘ﬂ?@@n% hﬁgo SWHIhels fﬁfc?rrrﬁgﬁ':otrP as P

_range Al SO, t he cont ent usage devi ce e cont ent usage evi ce
are 5cor{mréeneadbpyacondallmngnéhgudgdmrls ob aJwrtf ocut+on k)t o theo

d by
Cocal 14 4RGRTETNAEaled B KRS (SR ST T GH SitE e oINEE LS, ot
usage deayCamables ¢he RHICThi WRe/ themuyhiteaite mdﬂé C&ﬂ@éaf&%l@ntt usage

. devices and the server 100 on the home network 3. Vi a certai'n content
- usage dBglddesdntermatiog suehaom purmbescel repﬁ@dux:mbbz rtamesof@rsa t he

cont ent S afg co ct server
100 vi zft e o'?r‘gmgéa em‘%Ja""‘%dw s@’ &f%é rBéauestq:fﬁ\(raeesfseE@'gr ﬁgﬁg'ﬁ?égctly to
di a0ri bwpafoaiumbierdamm arsa time Pericdnient peadetderiiorsd Lorteritt of the
| P ran e are 30. bfgonnec; ed to the server_ 100 via the content. usage devices

99&?.% WAL JunE 130« IO by foscIstanea)  sansks quanudativer t he

reproducible time for a predetermined content (reproducible up to
10 hours of the cumulative reproduction time, for instance).

For example, when a user purchases license meaning that
156 “only 10-time reproduction of a movie content is licensed”, the
~license information generation management uhit of the license unit
120 generates the licenser information indicating the usage rule of
*10-time reproduction of a movie content” and holds it. Once the
user requests the content usage, the license information generation
20 management unit cuts out the information of the usage rule of
“1-time reproduction of a movie content” from the licenser
information indicating the usage rule of “10-time reproduction of a
movie content” and renews the licenser information into that
| indicating the usage rule of“9—time reproduction of a movie content”.
25 Furthermore, the license information gen.ération management unit
combines the cut-out information with the decryption key of the
content to generate the license information meaning that “only
1-time reproduction of a movie content is licensed”, and sends it to

] the sending and receivin'g unit of the license unit 120. ‘
30 Meanwhile, the content usage devices 1~4 included in the
_home network 300 are STBs (set-top box), PCs (personal computer),

7 'PDAs (personal digital asmstant), and PDs (portable device), for -~

-10-




server 100 to distribute a content and use it. -u 12 Januar jOﬁg Ta
content usage device 1 includes a |icense managenent unit ?{ that §UBS
~and manages license. information and a content output unit Ib as an output
means that receives a content fromthe server 100, requests the |icense
~managenent unit la to transfer the 5 license information to acquire it,
uses the content using this license information, and outputs the content
in at |east one manner of sounds, videos and data. As in the case of the

cont ent .us&ﬂ% devi cﬁé 1, the content usage device 2 includes a} i cense
managenthEtHiE- 2a THERE a COMERLt BRIt icesh 1 et cHe¥ntalggagee devi ce

3 incl U.%?n%oﬁ%n't'%@ﬂ?@sﬁgag‘?ﬁﬁﬂé, EPHte?@ %%‘i‘e@is%ﬁ%e@t P‘i'ﬁpéﬁﬁii{%rta 3b. Cn

the other hand, the content usage’ Hevice 4 doés no (nclude A 11 cense

managemgattheabowe i ondytthey asepatcamiantdb only. Note that the |icense

managenent’' u it% | a, ?ta, 3a _and the _content '?Utaﬁw units, 1b,. 2b, 3b and

4b included i S fe COMERE Jisage 8RBy Reeilcally jrepreddrtion epr

ref eg r edigplafsof buBshteAt UPbEGrd 6P!thectd Mebnt oﬁﬁ%haqtecfobamgfm%iug? uni ts

i ncl udes U ROM RAM or the like, and is tanper-proofed by hardware or

sof t war 8UChras a By D+ RAKL o rram &de (Securei Digitad) memony gargemovinde

cont ent Plfh@u{:oHPéﬁf y?l ﬁﬁ% ?’% and 4b to acquire license information 20,
8t € |cense’|mdo 1k

and sen n to the content output units 1b, 2b, 3b and

4b, they i nt eAlsogtfoireconidmt usagbaldvicesst~ flaveradnwactdd biy AN oeonvert
it into a' fornat available for the content output units 1b, 2b, 3b and 4b,

and senB [0€a dil®em More specifically, the |icense rmanagenent units |a,
2a gnpd 3a se ¥ d Y A ) e S l.afor matj on such
re et or EXahfNe, 1EREY AR HRtcdiay  30°Te] BohteRito Wi

i nf or medevicaitomgdttie tonbent usagfeodawico? dré colmneateideby AN phaveni ts 1b,
t units . 1b 3b and 4b i ncl udes

o out BfrEnses 8¢Sty Ead BYPrERt aPEblatel Ve ol Sor o, Tartances
| oudspepdsiedtiablyiseand COMh eHomRuRIYY SAViEady AWEnSONAER %ther
according to TCP/IP (Transmission Control Protocol/Internet
15 Protocol). A range of the content usage devices that are connected
by the LAN, etc. and can communicate directly with each other is
hereinafter referred to as “IP range”.
Also, the content usage device 2 and the content usage device
4 are connected by a local line pursuant to USB, for instance, the
20 content usage device 1 and the content usage device 3 afe
connected by a local line pursuant to i.Link'(IE-EE1394), for'instance,
and the content usage devices 3, 4 can respectively communicate
with other content usage devices and the server 100 on the home
. network 300 via a certain content usage device connected to them
25 by a local line. |
 In other words, the content usage devices 1, 2 within the IP
range are connected to the server 100 via the home gatéway 200 so
- as to request the server 100 directly to distribute a content and use
it. The content usage devices 3, 4 out of the IP rénge are
30, connected to the server 100 via the content usage devices 1, 2
- respectively connected to them by local lines so as to request the
~server 100 to distribute a content and use it.

<11-




the content, and a control unit 51 that requests the license information
and the content to acquire themand controls the output 12 12 JAN 2006
unit 52 in conpliance with the acquired |icense infornatHgg and Z@gptent.
For exanpl e, when the |icense managenent unit. la of the AT “YiSage
device 1 holds the license information distributed 5 fromthe server 100
meani ng that "only 1-tinme reproduction of a novie content is |icensed",
once a user operates the content usage device 1 to reproduce the content

oni b equatic WPREeRF utat ke rbahchie ¢4, e DR ntCante.
i nf or munieni aednithbolds tard Mmaed@esdidats@finformat s Eiénd dontidrensed”

or the license _information that Timts the nunmber of reproduction tines
nmeani n@ U Pk U"‘bth’ as gmeuteptonganohhat recrives aepnéantifsom ébsed”. As
a resuy o] [ t It Lres the
| cens&%wfetgqujﬁ%?"l g‘%\&ﬁgﬁlé?Ebetq?;%@llf]?%gﬁg@%%naggm@&uln#?bl tzija?,g?ﬁgghléng t hat
"onby lidemse irforedativinoto Gcquireite usest €nt contenitaesisepthis ticenke | i cense
managenept uni t e control_unit 51 the content -output unit IDb

la. T of,
furthefd %‘é{ﬂé&%‘q ﬁ@£&%ﬁ“’¥oc¥ﬂ% cofpigng bt atiigastoene dpanner sy
acqui r epurids, AR ddeanaataf£rr ﬂ%g‘i?tz%é *&ﬁls!éqw &é%ﬁ%’%@ht%ﬂg@'&f&i@@ the

output unit 52 using the acqui red . license information” and the
cont enfl, tha sootent Hsapendevimadrindodesclicdasefmanagament unig2a devi ces

ot wor 2065 Ecenn (TG AL subit 20, BRE ot iBbe iR HHhGlitesa' "
Fuid heliterge aahagaméne utnbtIPlandid cohteht dipinueit 332 ooirPHheuni t

requests the server 100 to issue a content to acquire it in the -present
embodi REREr handajhecgantant iweagacdgpioal 4 doesenot indudeparinenseert ed

o REaREBCTHERLTANE MY s EphEsARAN IR i 9] ot Cveral
Note that the license management units 1la, 2a, 3a and the
content output units 1b, 2b, 3b and 4b included in the content usage

15 devices 1 ~ 4 are hereinafter referred to as “function units”

‘ collectively. Each of these function units includes CPU, ROM, RAM,
or the like, and is tamper-proofed by hardware or software.

When the license management units 1a, 2a and 3a permit the
content output units 1b, 2b, 3b and 4b to acquire license information
207 and send the license information to the content output units 1b, 2b,

- 3b and 4b, they interpret the right in the license information, that is,
convert it into a format available for the content output units 1b, 2b,
3b and 4b, and send it to them. More specifically, the license
management units 1a, 2a and 3a send a content decryption key and

25 hécessary information such as time information defining 1-time
- reproduction or quality control information among the license
information to the content output units 1b, 2b, 3b and 4b.
Each of the content output units 1b, 2b, 3b and 4b includes an
~ output unit 52 such as a liquid crystal display screen or a |
30 . loudspeaker that uses a content and outputs videos and sounds of
| the content, and ‘a control unit 51 that requests the license

information and the content to acquire them and controls the output -

-12-




30 enbodi ment will be explained below Fig. 3 is -a flowhart that shows
overall operation of the honme network 300.in the present fgﬁ?ﬁ%SF2n96-13
12 January 2006 First, when a user operates any of the con b al
~devices 17-4 in the honme network 300 to use a content, the content out put
unit of the content usage device requests the content unit 110 of the
server 100 to distribute the content that the user wants to use (Step 5
S101). In response to the request of the content, the followi ng processing
is performed in the home network 300: processing (Ssl) of searching for

t he |i canse S2nagamnpliamde tvindh tbledacghered i Geansei imfifmmattiaom reawkssary
for the _contepnt usage; processing 10 (Ss3) of noving the license

i nf or mafPBRERFom the Iicense management unit that holds it, processing

(Ss2) of authegficadmife, WAeUERE fterwliel ntgndgetichbeuhicans o fi gHor mation
is to be noved by determ ning whether it is authorized or not before the
| i censecontpagensageudeviehat holds-the ligansesdnfarmatie nodisisilested | and

10. & woB e P R0 heaiob el BT ok R R At oNiS s 300
- (Step Sidde cdheeht ¢enrensddT Bhcen ivsarmygdratedithieotohltenthmegeont ent
-out put Hnlts, and then the content output unit which has acquired 20- the

1'i censedfiieR feq BRPTRAUCERBEEMNERRT Bsthe sanéant UusAgdedreehtthfit 110
of the &t %rﬂ?t' gﬁggg-tﬁ@%ddwsu'tpwm 28 ré&‘fj%%télﬂ’?é'l;&}?se{' nal Iy,
1 g or t or ma

I n the hone networ processin he  noved. "license 1n lon is
per f or nethi@gemai04)nit2hal to tthra nséar dthee limmnsd infio Sireytidh0th ddniozessi ng

el 1 Bat SFRRFBAMSHIE, o af ROV i Sl B IR ST OF e issiRos ¢ he
requestirifoPMAHBRCEMAEHMAY BVE dlhibet BFSHPRIdEAT8Nn LAY hiSaning
that “only 1-time reproduction of a movie content is licensed”. Asa
result, the control unit 51 of the contentr output unit 1b acquires the
license information held by the license management unit 1la
15 meaning that “only 1-time reprodtiction of a movie content is
licensed” from the license management unit 1a. The control unit 51
of the content output unit 1b further requests the server 100 to
distribute the movie content and acquires it, and then can reproduce
the movie content only once on the output unit 52 using the acquired
20 license information and the content. |
| Although the home network 300 includes four content usage
devices in the present embodiment, the number of content usage
devices in the network system of the present invention is not limited
" to four. Furthermore, although the control unit 51 of the content
25 output unit requests the server 100 to issue a content to acquire it
in the present embodiment, it may read out the encrypted ‘content
from CD-ROM inserted into the content usage device to acquire it,
for example. |
7 Overall operation of the home network 300 in the present
30 'e_mbodiment witl be explained below. '
Fig. 3 isa flbwchart that.show.s overali o'perét-ion of the home
network 300 in the present embodiment. '
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to be searched are the |icense managenent units la, 2a and 3a on 30 the
home network 300. There are follow ng four search nethods: the broadcast
met hod of inquiring of all the |icense managenent units la, 2a a&ﬁ?-14 12
JAN 2006 3a simul taneously about whether they hold the ré%d@%%%ﬂ %ense
informati on, the sequential access nethod of inquiring of the license
managenent units la, 2a and 3a individually and sequentially about whether
they hold the license information, the prior push nethod of 5 having the

h | Ki f1] | nf ion jis held in which
[ eense managdbie VIR ) GSe8nsr SRS il ot e hueht USndeldsieRs nod of

commi ssli-o g thieehoimé heetw o ERF0 ranagen@ o ntdirts the eoatehttdietgucense
informati on and then conmi ssioning another |icense managenent unit to

sear ch UH& ofpthe gepsent rssrgmdesicarequastsiidrerepndest unit 1) @fithe The ,
hd . By t f ile, in.Step S102,
coan o ety o8 it Mhe difiertitla B S WERRYS! Gse (SeanP

fungti &l@b)t to which the license information is to be noved by

confirmng t?e user domain 1t?_@sset as a ra}n%ﬁ where the |icense information
can be noved 8ndeERENSEs 4G thea4eYn Fothee Gant@ntagthge fellawingn unit

whi ch i Fhdy e ; hfi i i ' rpt i hel | i cense
nanager?gr?{a@sﬁm? rga,':s%ﬁgr g %@P@léésgﬁﬁgésﬂég)moﬁ ot her m%l;cﬁ%'¢?§§gglgh of the
| i censé€Sgdiagémearching far, the license miensrge me=n tvuetibdhathkofdmdhicon uni t
to whi l.icense..information is tq,be noved bel ongs to the identical
user dBRETREnFEBRBtOR RETERsATyclart Hife LOMEHo USAE S (HAGERPIOA ¢ | 5
subj ec(Sk3) tbf upRAsngesthéectfiednse NQiforAtEtieachrdmt Nehki CRRSRse
managenent unit la, 2a and 3a judges that the function unit I's authorized
only 28'9Ragementdenitatnat maddstte frotassingu$s2) of dathecdicatinghat  of

nggel %@gﬁﬁcmﬁmr% WHith (€1 el FR ANBEL Pl ¥8'de ot ey gyt tot he

. determining whether it is authorized or not before the license

management unit that holds.the license information moves it, and

15 processing (Ss4) of acquiring the license information frbm the

“server 100 when there is not the license information in the home

rnietwork 300 (Step S102).

~ The license information is moved to any of the above content

' qutput units, and then the content output unit-which has acquired

20° the license information uses the content distributed from the

conttent unit 110 of the server 100 using the license information
(Step 5103).
And finally, in the home network 300, processing of the
moved license information is performed (Step S104).

25 - In the search executed in Step S102 (Pfocessing Ss1), the

*  searcher may be either the content output unit that requests the

license information or the license management unit that receives

the request from the content output unit. In either case, the units

to be searched are the license management units 1a, 2a and 3a on
30 the home network 300.

There are ,ft')llow.ing four search methods: the broadcast

method of inquiring of all the license management units 1a, 2a and
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Whet her  the function unit belongs to the identical user domain or not is

determ ned by a- domain list nethod of determning 30 it r ' to a
domain list in which function unit Il]s and others are reg??té‘fégrzggg

i dentifying respective function units, or a password nmethod of determ ning
it by collating with passwords held -15 12 January 2006 by respective
function units. Al so, the usage restriction is determ ned dependi ng upon
group information including predeterm ned data nenorized in each of the

i cense ' el ' I n t unction
TS RIHNENeakhp bR RM 8P el 1Y P A PLEER s

_infor rrairilf?mmatiom\sethd :ﬁ)equéntiwleaieceéymeithn(fjﬂ efiii hqiuDsi naf gfhhefﬂilmrhmn units
that the license nagenent. unit, La,. 2a a a trust and user |Ds,

funct i oﬂ*%'a?semnp_@m?%faff @%@P&gam vigallyan éﬁﬁq%ﬁaﬁa aheptre the
| i censewHetHHEOfHEY iHdf@ie Rebndet ﬁfif'grrﬁ*]iaﬁiﬁﬁ,'th‘éeﬂffti‘)q %gegpﬁﬁ%d ppat is,

per content or service to be used, unction u e function

uni t& t havinag e saarchert memguize what! kitshof lintoseainformatiompiscessi ng
type ar ' d,. In su each of the.license agene uni t_| 2a and
SuPe o figld i MRIGE iceh s Mayrad Rt ik nsime drorar Al thérssaedti uor: 0o
whi ch. tomrissiose imeehodt i of | BohtmiSsIINIAY Oloride ¢sertHd ilneiesd ed by
the function unit is included in the function unit IDs or the user |Ds

regi st eM@NgempNYMEsyteusaatichy ke olicensasintomagion waadhdhame
functi o | ; |, C | | n | ' . v I S
subj ect('s'(%‘:';mfI %glgg\z‘i@g r%gtsdt%?llé{t iq%r?‘gsré n%ﬁﬁé}é%eﬁgr%'gle@gtionssoeoq%\%% t he
| i cnsdicanseinfommaitiosvdpen She2fdnecabsennold®dld tthe Theesssrdmnragenent
unit la é@ or gqﬁéthat ol.ds t?e | i cense information sends the |license
inforna??-ﬁrpﬁe the ofifh iRh?iﬁl?”fHQ@t 88Sests it. 25 At that time, the
| fcense mNageEBRWhING lin! 8tepasq0E. Balchabr R dfcde! iffifgetdar Mt i on
divides the license information an _
- unit 1a, 2a and 3a authenticates the function unit to which the
ficense information is to be moved by confirming the user domain
15 set as a range where the license information can be moved and the
usage restriction for restricting the function unit which is permitted
to acquire the license information held by the license management
unit 1a, 2a or 3a {Processing Ss2). ‘
In other words, each of the license management unit 1a, 2a
20 3a determines whether the function unit to which the license
information is to be moved belongs to the identical user domain or
not, and further determines whether the function unit is subject'to
the usage restriction or not. And each of the license management
| unit 1a, 2a and 3a judges that the function unit is authorized only
25 when the user domain of the function unit is identical to that of the
license management unit itself and the function unit is subject to the
usage restriction. |
Whether the function unit belongs to the identical user
domain or not is determined by a domain list method of determining
. 30 it by referring to a domain list in which function unit IDs and others
| are. registered for -identifying respective function units, or a
password method of determining it by collating with passwords held
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sends a. part of it, or sends the whole license information without
dividing it, depending upon the details of the license information

request. Here, dividing .the. license information neansngbﬁiq%ﬁgzé 30
usage rule included in the |license information. For exa an | cense
managenent unit la, 2a or 3a that holds the license information divides
the license information including the usage rule -16 1 2 JAN 2006 of
'imting the nunber of reproducible tinmes for a content to 10 tines at
nost i iyo rébpettivenfencibor aaifsan i ncl udi ng the usage rule of Ilimting the

nunber of reproducible tinmes for the contang to. 2 ti ﬁs at,_nost and the
li cense i nf ofve?i dh§ HRE nEeeictionyds dekepmniged depagding HBRBer of
repr oduGhkieih iQn f ; . i t her
one of 'gtqﬁlglrﬂe l%@aglﬁg ﬁiﬂgg@ﬁgF@F?%QE%'{’H?@?J%%&W@%ETg&%é‘gﬁg%?c. le tine
per i od ofrthe digeatses mmanageosent iwnitsi ha, 2er anide3@ont ent. Furthernore, when

he, | i it la. .2 3a. 10 that hol ds.the, i
{nbrmat i on SBHS Greun Wfpsatavipd duricdioniun it dng Sk anEtiarcGagS of
r ecommeRgt "Are e pmittadetOfaddeird tiReyRe iAfOAtIoW dgaendepranPr t he

usage rule included in the |license information. For exanple, when the
| i censHSERSor fHcHan: ainjé ERst afndhegdunctionhaniksigthat ehef licemsei ng a

reprodyci ' O, , r - ek, day, the
o KA RR S SRRER PP AR iy A RS HUABARUE A KoY,
sends ofiethecémactionf armigsi tinat caré hpetaiittedntanatquliieé tlegulekhset, and
al so sends a m ss%ge of ecqimetnd'bng Jmedi ate usage. Note that the
det@i | Pigrmaation _fng‘égéfﬁtad Ofi fbecHceqssy IBEEMAgien: IhatofSmeer for
| nstanggntERErF SePVicd Yol HE TESqaYr ﬁ?ﬂcti% 'drﬁ?rﬁf’s | d¥ ?g@afd:?&iohhe
function unit 1 nferprets thé nessge and uses the recel ved |1 cense
i nf or nniiean thatediret glermitbedt ber aloyutihe tleer lidecisiel énfermatiéor perhe
content is grevent ed fromexpiri r&p t hough the content is 25 unused.
processing type are registered.

In sum, each of the license management unit 1a, 2a and 3a

15 confirms whether or not the function unit ID of the function unit to
“which the license information is to be moved or the user ID indicated
by the function unit is included in the function unit IDs or the user
IDs registered in the above group information so as to judge
whether the function unit to which the license information is to be

20. moved is subject to the usage restriction or not.

‘In the processing of moving the license information in Step
$102 (Processing Ss3), the license management unit 1a, 2a or 3a
that holds the license information sends the license information to

- the function unit that requests it.

25 At that time, the license management unit 1a, 2a or 3a that
holds the license information divides the license information and
sends a part of it, or sends the whole license information without
dividing it, depending upon the details of the license information
request. Here, dividing the license information means dividing the

30 wusage rule included in the Iic_ense information. For example, the
license management unit 1a, 2a or 3a that holds the license
information divides the license information including the usage rule
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There are two methods of acquiring. the license information fromthe.
server 100 in Processing Ss4 of Step S102: 'a nethod in 1Qbk§@gp?$@60f t he
| i cense nanagenment units la, 2a and 3a requests the server 100. '
distribute the license information to acquire it, and 30 a nethod in which
~the server 100 distributes the license information regularly so that the

| i cense managenent unit la, 2a and 3a can acquire it wthout requesting
the server 100 to distribute the license -17 12 January 2006 i nformati on.
When eacq Ff the |icense managenent units la, 2a and 3a requests the server
100 to &fstmiSite thee NUBBESeOf Nieniadydhlei timesdamas qusitenthte 19cense

' ”ﬁnageﬁ%nhéé%%ﬁqéﬁ%tbct'h% ﬁEénQ%ﬁh?&ﬁna’ii«%h?ﬁEﬁFqiirg i?ﬁEﬂ@éé’@re]irﬂlé%ance to

confirmthat there is no |1 cense management uni h neet’s e usage rul e,
or refelignttdng thiecruseber bif gtefi nodl Lebl e diwest fdd tide aforitiea®inse A bilnpesat i on
I's held_qgn_the aqther me networks' 300 to on_i'rmbhat t he desire

h h
| i censea! nf& 3 _th%?ﬁn$%gi@95ml?ﬁ they IRgndbq itbgtajg%n'aj’llehé eby,
the pol dimeigg thtenlithbé oS0 roldICTBlé AUmies Mﬁﬂ?@%ﬁéﬂ“%@% Evg%es |
h 00. | p S102 rocessi ng

overl apped on the hone network 3 n the search in Ste
Ssl), a9tdnemt, amd sgnds3eithier easecofibem anilsd, the usages eulmtadeerent

units | g;.,; n a arche r ther |license nagement unLts that
~hol d thgfv'%%gfl ?Ezejﬁseﬁénf rn@qé'%rg%@%tlﬁe% ?cf‘%‘?”\?ndr?oﬁe.-cg%ﬁ'%l 9 bel ow.
I n thi srepseduckioh tiné feradid edihtemtput units 1b, 2b, 3b and 4b requests

t he content tlg b?t?g_sed and further requests any of the |icense nmanagenent
units la, 2a BWeEhermere, whanthedicense vanadgmant upit Aazeta@nBddor t he

oD, EESRIAUNE, EBnee FRAARATPSEAREN e et RyBERFINER, IE°, o,
| i censealamagedsna mEssadaiof tedtammbadingesaely oiseg@midfothe Aftaisd he
search, . the ligcense nmanagenment unit acquires the |licepse jnformation from
the |1 cUIfEmatiapeienending tipory thedisagraule included In the license
information.
For example, when the license information to be sent includes
15 the usage rule of limiting a reproducible period for a content, a very
short period such as 1 day, the license management unit 1a, 2a or 3a
that holds the license information sends the ficense information to
the function unit that requests it, and also sends a message of
recommending immediate usage. Note that the details of this
20 message are indicated by setting a flag or not, for instance. |
Once receiving the message and the license information, the
| function unit interprets the message and uses the received license
information immediately, and thereby the reproducible period for
the content is pfevented from expiring though the content is
25 unused. ‘ |
There are two methods of acquiring the license information
from the server 100 in Processing Ss4 of Step S102: a method in
which each of the license management u'nits 1a, 2a and 3a requests
the server 100 to distrib_ute the license information to acquire it, and
30 a method in which the _servér 100 distributes the license information
| regularly so that the license management unit 1a, 2a and_ 3a can
- acquire it without requesting the server 100 to distribute the license

-17 -




26 search condition, and the content output unit that has requested the
license infor.mation acquires the |license information fromthe |icense
managenent unit that has been requested and searched it. Fig.

functional block di agram of the hone network 300 that sﬂa\r@mﬁ’%/ﬁ(@

| i cense managenent unit |a searches for the 3o |license managenent unit
that holds the license information requested by the content output unit 1b.
In this figure, the home gateway 200 is omtted. -18 12 JAN 2006 Wen the
content jrfrpehtigH.t | b requests the license information, it always
requests the l'icense nmanagenent unit la included in the sane content usage
device 1 to tWheteeacheof thenheensefmamagemeht kemitselal ea comdeny out put

t 2b tent 5 the | t
it 2oreRlebPS GRSt U dodlshribt tn Theclisenaa dnformatianaiar ¢ he
| i censeseandioe §e0rofth &t ﬁceﬁs@n?aﬁéééh‘i‘@h“lﬁﬁu@% ﬁo?&%ﬁ{‘%‘égﬂ*@m the

content,  output unit |b requests license Iinformation untrl
contd®ent 'CQOSQSIﬂf@Ffm@tIDmBms@\(ammrm icom fiAvs dhpl ethdre e mqul@&mQGS

accor d| ient w il be explai ne ference to

Fig. 5 éﬂf% E@ﬁpg&a‘%”& ﬁ?ﬁt U9 F et Qr f’ﬁgerﬁ 'ér% ICeR$Rgement
uni t Iall$blmdami:lng wrnatlkmeme licdriesemhFOrIRIOh NS héRd tdiﬁft ers gguction
of a vi e content censed or the license information t imts the

nunber ?"T%WEK%@QQ k@ COnfbER H@at tha desired license mﬁ!:mmad:tomn of a
t t t |

That 1 a3aet redlstenal i ithe HeERse ot Bl bHermbRehhR BPRERENEF i eone

outlfut lmmsamnfammmn ihprevenbed rrommhlgooveslatpp@@ orPYRéE K&ﬁﬁ) S2) .

V\hen t | i ﬁ@@ managenent unit |la judges that the content output unit
Filf) d, as a result, it prohibits the content output unit Ib

In the search in Step S102 (Processing Ss1), as shown in Fig.
3, the case where any of the license management units 1la, 2a and
3a searches for the other license management units that hold the:
15 license information as the searcher will be explained below.

" In this case, each of the content output units 1b, 2b, 3b and
4b requests the content to be used and further requests any of the
lice'nse management units 1a, 2a and 3a to transfer the license
information necessary for the content usage. When the license

20 management unit that recelves the request does not hold the license
mformatlon it searches for the other license management unit that
holds the license information.

After the search, the I_icense managenient unit acquires'the

license information from the license management unit if it meets the
25 search condition, and the confent output unit that has requested the

license information acquires the license information from the license

management unit that has been requested and searched it.

Fig. 4 is a functional block diagram of the home network 300
| that shows how the license management unit 1a searcheé for the
30 license management unit that holds the license information
- requested by the content output unit 1b. In this figui‘e, the home

| gat_eway 200 is om‘itted.
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fromacquifing the license information, and notifies the content 25 out put
unit Ib that it cannot acquire the Ilcense I nformati on ( t pJ the
ot her hand, when the |icense managenent unit la judges that t e content
out put unit I b. is authorized in Step S2, it determ nes whether it holds
the requested license information in 30 itself (Step S4), and if it holds
the license information, it permts the content output unit Ib to acquire
the license information and sends it (Step S5). -19 12 January 2006 When

the |icense ment _unit |a decides that does not hald the request ed
| i cense inform% e sfohtent jqu g’tuatrt'énbteaiEhlrﬁ’@U‘ﬁﬁS difier liceesese

manageneinfornidtionnat ApkE ghﬁet;uegteemétfl dde %ar{a'%;]em@.%t tﬁu\t\“g% the

| i cense managenment unit Ia j udges t hat the | cense agenent  uni
meets t HAGEdedincthaisame aentent dsage device 1 $edlrahns(f8r¢|btesm:enste

ac oo e BEIdRER S L TRABASEE the Khded hirepL i ER 2R nbl BRe B ™"
aut hént i matmst Wt Bhuesqiagt | ilee ke i@ aseiRifemdirit luh |Tt02$/hhﬁ'a thEe

i cense (i nf or mation is to be noved is authoriZzed or not (Step S When
the |i cdieNMRIRGRGEMERNL updt j 3Rig e Speatively tOcB’rmBSferlFahtageheensenl t la
S unaut[hepbm,%q, @S a result, it prohibits the I|icense nmanagenent unit |a

fromacquiri n?: e license information 15 and notifies it that it cannot
acquire the | Fé@nsdeid af diagrarontli&t shovid @ seqQudree drbai thendontbar t he

| i cense e nit 2a d es that the |icense managenment unit la is
aut hor i z“r@%ﬁ g‘ﬁ@% lggreqpps nsg HE%?T"E'@&%“ b b drdHie s copseng
acquor e usiagl tieengentl mmr@ﬁgﬁbirpn and sends the requested |icense
information to the |icense managenent unit la (Step S11). The license

- managenent unft $ANEr ohsthequiperhtioasl iammmeling to the present
embodiment will be explained with reference to Fig. 5.

First, the content output unit 1b requests the license
‘management unit 1a to transfer the license information meaning
15 that “reproduction of a movie content is licensed” or the license
information that limits the number of reproduction times ‘meaning
that “only 1-time reproduction of a movie content is licensed” (Step
S1). '
Then, the license management unit 1a that is requested the
20 license information authenticates the content output unit 1b to
which the license information is to be moved (Step S2). When the
license management unit 1a judges that the content output unit 1b
is unauthorized, as a result, it prohibits the content output unit 1b
from acquiring the license information, and notifies the cortent
25 output unit 1b that it cannot acquire the license information (Step |
S3). '
On the other ha'nd, when the license management unit 1a
judges that the content output unit 1b is authorized in Step S2, it
| determines whether it holds the requested license mformatlon in
30 itself (Step S4), and ifit holds the license mformatmn it permits the
content output unit 1b to acquire the license information and sends
it (Step S5). I B
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information pernits the content output unit Ib to acquire the |icense
I nformati on, and sends the |icense information to the content output 25

unit Ib (Step S12). And the content output unit |b that acquired the

| i cense information uses the content distributed from tngﬁmmdﬁunit 110
of the server 100 using this license information (Step S13). In the
above-nenti oned home 'network 300, the license 30 information is sent and
recei ved pursuant. to a secure comunication protocol such as SAC (Secure

Aut hent i cat edVhehatirelirenesnareagdniamet hitnl 8rd dcits geaditdees inganse - 20
1 2 JAN Oo%nforrratign, which |s encrypted with the function unit ID of
the ot HRld ¥he fedussted dicenismirtomationcknséepisdr Hastaitsiseatshiagsent, to

the otehery i i : : o _ !
| cened O TS RadnabRrRht (RS thak ol tKHq RelieiriiinddeR 15 '
encrypt(&dtep 60. the function unit 1D of itself. As described above, each of

th t ent i 17- 4 hes for the oth , |
devPoes tnat TORE e LESEST managSaient uriht Podass that hadlicRESH: cense
i nf or NghaeA JerR@NtNEnitod B Y BRE $5ALH @gwo(iﬁonT%%f %f'Pé%Itttﬂtggh an

acquire and "use 10 the necessary |icense I nfornation even | 0 not
hol d i SeargBrkStepsS7) n ibtasessasdshet Heeoskemanagemeonsagnitd@a tes on

t he hor 0, it t ent usage device that holds
thg I ?ggﬂg%tsﬂrt‘? i@:%d&% @fﬂﬁiri;'}'%%ﬁggfﬁg%@it ent usigng the |icense
i nfor mati on. Odscenreedilihg the reigirsste thd ﬁt@htsieomahagggﬁént%me@a al r eady

distributed fromthe server 100 to the hone network can be used

ef t@ct AMINENtEAtasthe requartingslicpaseimanag emenfermsit damito whickza and
20 8 MBIt RBUIR o b BVl 5 SURRGEARARLA0F (SHERSD) o
| i censWhahothet iliwersed maqaemditte uniteRae jodgagenidt Whid lidwise neets
the Se%%a?ﬂaa%?r‘%'éﬁ Ui nig itsoutnra%rmcerrizécrl] ,e alsI %e?gguiltn,f ?tr r;.T)%il“l(i)l‘?i'ts the
license management unit ia from acquiring the license information
15 = and notifies it that it cannot acquire the license information (Step
- S510). '
| On the other hand, when the license management unit Zé
‘judges that the license management unit 1a is authorized in Step S9,
- it permits the license management unit la to acquire the license
20. information, and sends the requested license information to the
license management unit 1a (Step S11). |
The license management unit 1a that has acquired the license
information permits the content output unit 1b to acquire the license
_ information, and sends the license information to the content output
25 unit 1b (Step S12). And the content output unit 1b that has
~acquired the license information uses the content distributed from
the content unit 110 of the server 100 using this license information
(Step S13). _ |
- In the above-mentioned home network 300, the license
30 information is sent and received pursuant. to a secure
| communication protocol rsuch as SAC (Secure Authenticated
Channel). Also, each function unit may  send the license
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Therefore, wasteful request processing can be saved such as requesting the
| i cense managenent units. of all other content usage devices to transfer

the license information. .25 In Step S9, the |icense nagggeﬂ?ﬂg it 2a

authenticates the |icense managenent unit |a that requests nse

I nformation, but the |icense managenent unit |la may authenticate the

~content output unit |Ib that requests the license information. In this

~case, when the |icense nmanagenent unit 2a judges that the content 30
output unit Ib is authorized as a result, it sends the requested |icense

i nf or meriforniatio he whictnseenengaere withthie fitnctédaunithd offithenstther
managenent unit 2a may aut hegtlcate both the |.icepse 61 12 Jag 3%2006
managendHictigntuny H?ld‘”f”f&h EBR URENSE Mformationyts (@xhbe et iR ere any

of the &UERInCHbRYnHY i LRis éBs ﬁe #Poﬁ%rﬁtstﬁ%rtcr@t'e@%rtﬁ'ées for
S;hat ﬁo t he

t he Ilcense rranagerrent units Icense information in Step
S102 (Hnoeaseungcmlatlmdeﬁ:rypdiwrthmlIEegseanﬂornnamoexwmchétaﬂablem I n

this case ch nte niit., 1b,. 2b, 3b and 4b requests a
contentCREr ﬂgt éﬂt}’gﬁ@ ?'HBH r”dﬁggdjé’rf it5e!f i cense managenent units
that hold thend ikensmhédiaiowe] @xdiEoFSERs Xortertsashige denieas 11@ Fig. 6
is a functional diagramof the hone network system 300 that shows how the

cont entseanghas dartthe othes costent Hisagerdeviices thakskolhmafarstryuni ts
et AL BRI TRE AR cgntR TR S P T, e
15 managgr@ntowteht sag@alevidela Thesefdicd) tl@éytd:m"llac@nhe amahagenment
units that -hold the de5|red lLicense jnformatiaq 7 sho uence
frdf t HOR oneerssaif piceDnet INEOrIoakiamesVesy If hE'"'?Ycélrpse“PEBBP@t n as
ggigﬁ hftﬁ%@%@!ﬁ%#‘-”m S&éfnqé'ns%or&é‘,e theNbeRkr cPnfefPRlFOfddiRelPghat i ons
' the home network 300 in addition to the content usage device that
.holds the license information can aiso use the content using the
license information. As a result, the license information that has
15 been already distributed from the server 100 to the home network
. 300 can be used effectively.
Furthermore, each of the license management unit 1a, 2a and
3a of the content usage device 1, 2 and 3 searches for the license
management units of the other content usage devices that hold the
20 license information and reduests the license mahagement unit that
meets the search condition only to transfer the license information.
Therefore, wasteful request processing can be saved such as
requesting the license management units of all other content usage
‘devices to transfer the license information. |
25 - In Step S9, the license management unit 2a authenticates the
license management unit 1a that requests the license information,
- .but the license management unit 1a may authenticate the content
output unit 1b that requests the license information. In this case,
- when the license management unit 2a judges that the content
30 output unit 1b is authorized as a result, it sends the requested
license information to the license management unit 1a. Also, the
license management unit 2a ‘may authenticate both the license
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enbodi nent will be explained belowwth reference to Fig. 7. First, when
the content output unit |b requests the |icense information neaning that
"reproduction of a novie content is licensed", it searcqﬁsJ for é&? | i cense
managenent units.that hold 25 such license information i 6(St ep:
S21). When the content output unit Ib judges that the |license nanagenent
unit 2a neets the search condition as a result of the search (Step S22),
it accesses the |license nanagenent unit 2a to request the |license
informa-tion.(Ste 823%. 30 Sﬂce recej ving the req_uesb, the |icense
managedBYANFET Nt ugit denandathe Q%t%gé'ﬁpuéd#%lft 1Brit Ib that requests

the |icense r [ | it. la
105 1 5 Tan JOKE! R R WiRR Aty oP IR LHRtohE D IPIRAETIN, 26! )y as

a resul3b and 4k aki disearchercaarrhes o pkheuticenks mamgequent ngithe

i cens I N i op _and notd fies .the.cquten t unit . lb to that effect
(st ep 8t hidnelBRSenBirorbian ot SheH S Rsotssiod, hS1h Bont ent
out put ghawnl th iFggaat Kelli Be@hxplaiRedbesofle content output wunit Ib to
acquire the license information and sends the license i-nformation (Step

. S26). Once adfuihiBrssecack ofdde appiaatiastputnentohbedb odb@nd 4nit b
descr Begtven GRBRERhdoSks BRBRE, SRAERE, BEarEhBR B e ™8 o an,

al |t hameodgarhentt puitsuthbt hokd dhiendiddmsec dnf@rhation pvécessary ltocan use
t he contenttnby acquiring the license information fromthe other |icense

manageM$ift LRI ¢QNERAH if the Iicense managenent unit lais in an

i ngper ati ve dizt;i : . ' he
[ ggnse rranag(ggrbﬁt[g%fl{ 5?5%5%]53??%@? P?W%QWthﬁg"eéﬂngﬁgggérr@n?OPni t la
i s i n dhatnspewst hoev thendonitent obtpubnimitt 1buitgelf seatrchiest fat thieways

e e AR SRR DRI Pho el ol e AT 5 8 35 B0  ar
I noper 3hl Mifis figure, the home gateway 200 is omitted.
The content output unit 1b accesses all the license
- 15 management units 1la, 2a and 3a to search for the license
management units that hold the desired license‘information.

Fig. 7 shows a sequence from the content output unit ib
searches for the license information as described above until it uses
the content.

20 A sample of the operations according to the present
‘embodiment will be explained below with reference to Fig. 7.
A First, when the content cutput unit 1b requests the license
information meaning that “reproduction of a movie content is
- licensed”, it searches for the license management units that hold
- 256 such license information in advance (Step S21). |
| When the content output unit 1b judges that the license
management unit 2a meets the search condition as a result of the
~ search (Step S22), it accesses the license management unit 2a to
request the license information (Step S23).
" 30 Once receiving the request, the license management unit 2a
: authenticates the Eontent output unit 1b that requests the license
.-i-n.'formati_on (Step S24). When the [icen_s_e management unit 1a
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20 condition. That is, contrary to the case when the searcher is the
| i cense managenent unit |la, 2a or 3a, when the searcher s tﬂ content
out put unit 1b, 2b; or 3b, the mal function of one functlanz gmd the
content usage device can be prevented fromhaving a bad effect on the
ot her function units. 25 Wen each of the content output units 1b, 2b and
3b searches for the |license managenent units that hold the desired |icense
information, it first requests the |icense managenent units la, 2a and 3a
in the content usage devices 1, 2 and 3 including the content output units

1b, 2D ”Hgarchrdfistlfﬁ‘ékbh%ﬁ Lftlddta{]ﬁﬁ@ibtﬁeuhbﬁ%%?lz% h%fé”r%h'ltortt and

then ma or the ot cense nanagenment uni'ts that hold 't
| i censepirahébitat tive cf)nteetlt)uémeb unmlagbbreﬁtomuﬁlcumalngZatlmtdlleanﬁees not

hold it, 12 Januar cribed above . even i rcher .of

li cense!™ %‘Hﬁ'& E %"\fﬁ Qs,tAlt;ﬁa a?t%l%o't’ﬁeen oL i rﬁéa‘i ?fﬁag ?ﬂ;gcgontent
out put (IStéplSrzs?-b v@heﬁrtr@mferist@nwntagehwéﬁ@qm;d% §@dges2that ehed, the
content usage device 1, 2, and 4 can acquire the licensé 5 information

f ronfi t heoBLaBE mdtﬂt@nunt&é@e@@\nt&wramdusb parenitscdie contant aHEPBE

- effect h t
-1 HUR 1 Bire ik ks "RiMANT sd M dS e, TRERELT
- Step SidrtRatioesbtgp B2§)wi |1 be expl ained below. MFig. 8 is a

d t d t hat, sh h h d to th t
Tethod. - Acc P BERQAEGULHE FBEIULEN SRt AU TERED e ARen PRSP BNy  of
i censeuﬂwqgegg dﬂcl‘{%t:ﬁnltépt%?sﬁiﬁjtﬁ?s i‘%ﬁg@:ﬁﬂfﬁ'ﬁgtilcgpt(?iﬂ &GPy s ' b,

~2b, 3b and 4b ts intformaticon i nquiring of nse
mandpenent urhs sldscril2ed satode, wheeherhe Isearcbled ishidhe rcmqtt&’ttedutpuense

o 48, A e FB A i IR RIS R B egRE, 220
in respguggut Ounlie Phoadfirstsel N Yo hfERE MBY QltqditEn§ethehdicehde nds
-the |icense nanagenent
‘information from the other license management units even if the
license management unit 1a is in an inoperative condition. On the

15 other hand, when the searcher is the license management unit 1a,
21 or 3a, if the license management unit 1a is in an inoperative
‘condition, the content output unit 1b that always requests the
license management unit 15 to transfer the license information also

. cannot acquire the license information and goes into an inoperative
- 20 condition. That is, contrary to the case when the searcher is the
license management unit 1a, 2a or 3a, when the searcher is the
content output unit 1b, 2b'-or 3b, the malfunction of one function
unit of the content usage device can be prevented from having a bad

effect on the other function units. '

25 - When each of the content output units 1b, 2b and 3b searches
for the license management units that hold the desired license
informat'io_n, it first requests the license managemen'-t units 1a, 2a
and 3a in the content usage devices 1, 2 and 3 including the content
.output units 1b, 2b and 3b, respectively, to transfer the license

30 - information, and then may search for the other license management
units that hold the license information if the license management

~unit 1a, 2a and 3a does not hold it. '
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20 unit that meets thib search condition based on the notice from the
ficense. managenent units la, 2a and 3a, and requests the |icense

managenent unit to transfer the license informtion. Notel tJhat a&b\%et he
|i cense managenent units la, 2a and 3a are shown in Fig. 18JaB%y n the
searcher X is the license mana' genent unit, 25 above-nentioned search is
‘made between -the |license managenent wunit that is the searcher X and

ot her license nanagenent units. Here, when the searcher X grasps that a

lurality of the Jicense ,managenent units_hold the inquired |icense
Pnformat?/on ‘%%a PSP Ee ‘—ﬁﬁﬁl"’@e. r%‘é%?ts’fofseﬁ'écq?‘?'éeﬂipe FRAadirRMe unit s

la, 2a m3fhagemesnt uhifﬂhmtﬁotmlhbi ﬁé@ﬁ@e”ﬁﬁ%@ﬁﬁﬂbrﬂ&ﬁthﬁe{‘ﬁ ?eﬁtﬂms
e a e

first anong.themto transfer the |Iicense information.

sear che?UtpuylayindeLbe t213,h3b| o e dhsefl aaammant usage deyiee 2005, Brirt4f rom

whi ch i ' | C for I Qn,; based o h tai,ls of the

| censeﬂq%?%“nt%tqﬁokgﬁgéd %@éﬁ?eqﬁl uzrqgﬁi gg'dof‘ft(ﬁ%n I $Eéh'i'ée %}a{%ﬁ units.
For Sexdmfbematien from theesideemaoagenttisagendevieed fuss thBdicdrisdol ds.

t he que?se informati on neaning that 5 "reproduction of -a novie content is

| i censd@farmatiencelgetively, a9der thedcere whensdharepiaher isithea
noti fi-qpcdied mhn%%!e‘i'ﬁef‘ﬁeuniﬂ gnse; idy gymati on meani ng that "reproduction
s i

of a novie content 7i censed antil” Decénmber 31, 2004", in response to
the inquiry édfexthethessaariclr agcabding icetherbtded tasenaethotiolmstepn

' t ! | on.,pf ' tent is |i d until Decenb
a1 20007, PreesShid it ) SR b eRRla e b The | conse managemont

unigh 2a fronrife Bi Genge HBIAEBPIRAE Wih§Fam? ARSt 28hioWaCHHE G‘seta[ifiépy' i cense

information with a shorter effective pefiod. Also, when a plura of the
| i cens @GE@dipade thaihroadeasty mathodhey hold the 15 license information

my noti Ty a"yseraisd B hPoREREst dhetha, s sRaPcherx Mhatlnaivod
| i censefilitens@atrhanagerneeit’ uhittenss 2RI FERNd thieSc8Rtehb Al | s of
the license infaormation held b
-units 1b, 2b, 3b and 4b )()roadcasts information inquiring of the
‘15 license management units la, 2a and 3a whether they hold the
requested license information or -hot'. Each of the license
: _ma'nage_ment units 1a, 2a and 3a notifies the searcher X whether
they hold the license information or not in response to the broadcast
inquiry information. The searcher X finds the license management
20 unit that meets the search condition based on the notice from the
license management units la, 2a and 3a, and requests the license
management unit to transfer the license information. Note that all
the license management units 1a, 2a and 3a are shown in Fig. 8, but
when the searcher X is the license management unit,
25 above-mentioned search is made between the license management
~unit that is the searcher X and other license management units.
Here, when the searcher X grasps that a plurality of the
license management units hold the inquired license information
‘based on the notice results of the license management units 1a, 2a
30 and 3a, it requests the license management unit that answers first
| 'a_mon_g‘them to transfer the license information.
Note that the sé,archer X may select the license management
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them and acquire the license information fromthe Iicense 20 nanagenent

~unit of the content usage device selected by the user' s stgﬂg
Furthernore, 'in the above case, -the searcher X broadcast am%ilry

i nformation inquiring whether the requested license information is held or
not, but the searcher X may designate a 25 content corresponding to the
requested license information for the 1license nanagenent unit la, Za or 3a
to be searched so as to broadcast the content-corresponding inquiry

i nformati jnaui rin of what t cense i nfqrmatj i.t holds for
t he coni"éﬁp f"rg?ﬁ Wb @Ed&sa%q'éﬁﬁﬁems l?FSH’?Fh'é"@éE?%H@F ><$§§ﬁas°f‘h§h‘330
cont ent dectarresapnﬁengcemmsbﬁrné@rdmwéra W th*éepldr‘%f?lr}zeof FRBAGESREE unit
Za until it receives the response fromthe.” I'icense nagenment unit 2a.

-25 12 9aa0aggmeos wnist | o exameies Vxh@élnéhat jcenise management

content S IRSMHER AP Bk BRTie e BRI g jRece

i nf o5 mat'reprodaktides of aSniweideicontenti 1y (IBss9e¢ datid Dediegabiepg3the

details mih n(gln ui r and checksum data for detecti n?@ rrors. of seénding
and recé the SefrAngIpEIeafMnifitla |nrﬁ’c,tlqu§§ trisduelds/thee t hat

E Useﬂcéﬁser‘fﬁbngﬁtréﬁ ganifig ARAL Iepnthictioh Ui IEOVREcBRfent s |

‘generated by a random nu | on
cont ent licensesbundiil @ecmnbfﬂquait él:D(Mff,enseespbnseatto the mrqaney@ﬁtme

f denptif t f t f dentify
usage deearrsy, £rahBl. pmdind Ehe, i cing g fortiaonc sReemng nERat naf t or
refmre‘ﬁréﬁ@@uclﬁﬁhl of 4 Onbvie tbageherid fl'ﬂﬂefr?é‘ed‘%rlré! tdseceﬁregr'ﬁ of the

searcher such that it can reproduce or copy a content, and deterimne a
cont ent 20821 s held ea nais itheesearchae X setpdtsdihe license mdnagatent as a

usage rihe S350l theicd 58 hEhddement units 1a and 2a to acquire the

license information with a shorter effective period. Also, when a
plurality of the license management units notify that they hold the
16 license information in response to the inquiry information from the
searcher X, the searcher X may notify a user of the content usage
devices that hold the desired license information or their license
management units and the details of the license information held by
them, and acquire the license information from the license
20 management unit of the content usage device selected by the user’s
operation. '
Fu-rthermore, in the above case, the searcher X broadcasts
‘the inquiry information inquiring whether the requested license
information is held or not, but the searcher X may designate a
25 fconten—t corresponding to the requested license information for the
license management unit 1a, 2a or 3a to be searched so as to
broadcast the content-corresponding inquiry information inquiring
of what type of license information it holds for the content.
_ Fig. 9 shows a sequence from the searcher X sends the
30 contentwcorreSponding inquiry information to the license
management unit 2a until it receives the response from the license
management unit 2a.
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as "client capability flag", and type information indicating the role of
t he searcher X on the honme network 300 such as a role as a server .20- or

-a client. Note that the inquiry nmessage of ' the conteq&-ﬁ@j sgwndi ng
inquiry information may include usage period information notitying the
usage period of the content. Here, the checksumis one of the error
detection nethods in sending and recejiving data, and the checksum data

i ndicates a value 25 obtained by dividing data into bl ocks before sendi ng

and summi ng WHirsgt ehiensea¢Bhll oxk gel@iraité s’ egar %ﬂtégtﬁcd\%ﬁ&?&in‘@a' ue.
That is, the checksumdata in thé content-corresponding inquiry
i nf or nelfBHTY it AfP ERRdo A ANd sefndoit trdheutieensal men agsnym aumdt Jay '
di vi di r‘[%ttéy:sfd)qui ry message data, as nentioned above. 30 Al so, the

i nqui ry" message ‘data and the checksumdata in the content-correspondi ng

i nqui ry i nf offifed | contert-arareppeadingh iaquaPPTIF ARSI iPlRiGEEsWa h the
lic nseihenanalgenent_ unit 2a. In -26 1 2 JAN 2006 ot her words, the sanple as
shofn iFHIGL Bquiryemessagadata Hadicrtingshexdatails hef theehseuitynagenent
unit 2 R .- Th e nn send it he content
“i nqui r?ﬁ%ﬁ%ﬁ%ﬁ to tﬁ?ﬁ‘%@h@é‘@aﬁ%‘é@%@? %ﬁﬁgﬁ?ﬂa‘%‘ﬂo@cﬂ'&mﬂol d the
5 comm$lat@assword so as to receive the response to the inquiry. By sending
t he searcher X designates

this contentsgorr ondi ng i nquiry . .information,

t he content Fﬁ'% 6@%8’6"3%[?"%5@? eaﬁ%\"@ IRt 9 pagMtp v, ¥alyagthabtisi |'s -

I ndi catugdd h o) | S n ' .3, I nqui res
of the |i ce%%% ?Oﬁ%aggﬂnﬁﬁlezﬁﬁnga Eﬁﬁgt aﬁﬁgﬁgﬁ—@i Eneféggﬁ?ﬁﬁgr %ﬂf]onqi t
hol@s Genemdedcdif et randeme ngmpexetidentifidetion dnfernantoni fort he

decr ypl SERHETIFE Bkt Q0L sl N AINIELS REauinsted fifaea MotRation |~ =
ggg; en(ﬂeoe'rr@ﬂmndiefgrréé tiongy a6 riteindr 1Bt ,Om@hﬁi?‘ida'ﬁﬁoﬁt?ﬂrﬁrﬁ%%?ﬂ‘ﬁr d (Step
. -trore ?ae%?i?yi.%é eunssaegg%neatga?i?gltjcﬁna:é régrg%m%iroer? otr goggi#ge of the
_ content (hereinafter referred to as “action ID"), a flag for indicating
15  the capability of the searcher X such that it can reproduce or copy a
' \ content, and determine a content usable period included in the
acquired license jnformation as a usage rule (hereinafter referred to
as “client capability flag”, and type information indicating the role of
the searcher X on the home network 300 such as a role as a server
200 or -a client. ‘Note " that the inquiry message of the -
content-correspanding inquiry information may include | usage
period information notifying the usage period of the content.
Here, the checksum is one of the error detection methods in
sending and receiving data, and the checksum data indicates a value
25 obtained by dividing data into blocks before sending and summing
- up data in each block that is regarded as a numerical value. Thatis,
the checksum data in the content-corresponding inquiry information
indicates the total of the numerical values obtained by dividing the
- inquiry message data, as mentioned above. ' '
30 Also, the inquiry message data and the checksum data in the
- cOntent—corresp_onding inquiry information are encrypted with a
-common password shared with the license management unit 2a. In
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I ndi cated by the decrypted checksum data with the above total of the -

nunerical' val ues obtained by dividing the decrypted |n p ngﬁﬁpe dat a
(Step S3a). 20 If these values are not identical as a resul of

conmparison, the license nmanagenent unit 2a does not respond to the inquiry
fromthe searcher X. If these values are identical, the |icense nmanagenent

unit 2a searches for the license information corresponding to the inquiry

25 nessage information anong the license information it holds (Step S4a),

d ' ' i_ncl udi h | t St S5
forer tPatfr RO EnETLaRBA B3 SHowRMirids GA%: fealized Wik die the
| i cense $edarinat D(Oantﬂ‘d&’ie MReirfsd hﬁaﬁ%@\éﬁnéﬁ%r&ﬂ{t 28 %F& th@Nchmhhbdh

searcher X baseg on the client capability flag, the type information or the
usage peRIBMOREor naki@n Ser¢rbesd anammotr eﬁ:@ndecth@ont@ntenbr irgpimydi ng

manageran i o8 10, HE dicqnedufhrehat fhiEEndRdtes nfqetQBtoTcﬁ&Hef he

sear éhercameannopasswbed soast te n@:@i{/e e iredpohsento apRy endiifgnse

i nformation, Id#d es basgg on the type informati on that the searcher X 5
undert akes a nding Fﬁ/&onf&“'j}/&@g'égsﬁﬁéﬂéngs'WIWcé‘ﬁB@’mma,rrat|on

t hat carthléemh\@rt Ki @éshﬁnbl%égetﬂ?értﬁﬂt@ﬁt”?ﬁil‘égﬁé&n ith"Eh aéﬁgvgy the

~ usage period information anong those that "neets ove Se
condi t i &@ntest EQaaﬂMethG usage: detadks irmtcatedsbgrutmle actioaeld tihehki cense

f b 1 di t to t h X.
Then, wiSENE IMAERGEMERLGeR: ° e 28eiBARITRS Gfar thet GA60RE noi
sendot henahagesaentfatit®d whdthgip dvftifcd e ﬁ@Wﬁna%ﬁﬁLWhSWF&f Phe It

sends a sending rejection message notifying the searcher X in advance that
it won' COBLRAL t@féélt‘l["@elvl§égﬁnﬂ6t@d5+on in 15 response to the request of the

license ' Nt or fRION Jri QM HaEeRARG NEhe content-corresponding inquiry

information, the license management unit 2a decrypts the inquiry
message data and the checksum data in the content-corresponding

15 in,qu'i'ry information with the above password (Step S2a).

Then, the license management unit 2a compares the value
indicated by the decrypted checksum data with the above total of
the numerical values obtained by dividing the decrypted inquiry
message data (Step S3a).

20 _ If these values are not identical as a result of the comparison,
the license management unit 2a does not respond to the inquiry
from the searcher X. : '

If these values are identic_al, the license management unit 2a

, searches for the license information corresponding to the inquiry

25 message information among the license information it holds (Step
S4a), and prepares response information including the search result
(Step S5a). _ '

Here, the license management unit 2a determines whet'her it

- may send the license information that meets the above search
80 condition to the searcher X based on the client capabtltty flag, the
type information or the usage pertod information included in the |
received content- correspondmg mqulry mformatlon
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X, even if it holds this license information. Al so, the response
I nformation includes a header, response nessage data indicating the above

search result and checksumdata for detecting errors of l%gﬂlgg{gg @dﬁd
receiving data. 20 The response nessage data includes, forns %
function wunit IDthat is identification information of the license
managenent wunit 2a itself that has prepared the response information,
license information ID that is identification information of the |icense

~information thatothieetwotde, Wﬂﬁ@ﬁ@bﬁs@nﬁné@én@@ﬁfthl'trQasslﬁ’@ és S4a,
details,of the license_ information |D, and t ype information . ?catlng a

rol e of PASEYD Qknthe nﬁhﬁ@&nﬁﬁpa@«\lltvzﬂa@q &fﬁ?et Hbee serrclueik X00anmbén there

are a p Ofthlal t e_above se
condi t i g'ﬁ"@mﬂ“ﬁ ctg%se | n or :l%‘tgl on I(%n ¢Hl:g Iﬁgeg i%ﬁ?g‘é ?n*rbfr%ﬁg?%dﬂnand its
" detai | sjudgesndiasiedi iom t bher ebpasdnBormetiage tthaita. thet &ddiehelrheg above

sendi ? g ‘(on rress eis included in the resEonse message. The -
checksuH&&t 49 Khe| G'der(? n&he r EEpY¥REe P IdReS ofihese- 38 1 ligen$®06 dat a

i ndi cat i ife rinyBbwett aaﬁe@'etn'sé’d ‘W%‘h”ﬁ th*éeuasgeogg?d@%?% §ﬁg§Qt n the

response information into summ n aln- eac that is
regar dem%@a&edmrth@ausagleuserMnnfohaaltlmermaorr@abersmthammeé%

t ata_an ecksum data i.n the response
't of e S ReaT e, SRR er iR et 1€ cietzeniin est Hshonld ng.
i nqui r ynot nendathen licesrier sdfbratatiba %ﬁ@irtch‘i‘éel’;% ﬂgé b ek cthh
response information to the searcher X (Step S once receiving the

aboe repdifien;ter thenseagishaiodthe 1.0 | | cense rranagenent unit 2a, the
h Xd t h k t
Thel uded i n ThR AP (hEREBRSe MR aP R AR ST RE B NS thRS 1 1 « he

included in the rlespons ornatlon
cont entif cohoukpomali m@nmmhe Viderion nmro&ma(t%ﬂptﬁ&@)me?é’l% themapoee t he

val ue '&edérc tggng}'tlct)ﬂ,elflgg%%tae%ecnh 1angSlrJgJ]edcatt|§nv}nntegsage notifying the
searcher X in advance that it won‘t send the license information in

15 response to the request of the license information from the searcher

- X, even if it holds this license information.

Also, the response information includes a header, response
message data indicating the above search result and checksum data
for detécting errors of -sending and receiving data.

20 The response message data includes, for lnstance a function
unit ID that is identification information of the license management
unit 2a itself that has prepared the response information, license
information ID that is identification information of the license
information that meets the search condition of the search in Step

256 S4a, details of the license information ID, and type information

' indicating a role of the license management unit 2a on the home
network 300. When there are a plurality of license information that

. meets the above search condition,. the license information ID of each

| license information and its details are included in the response

30 message data. Note that the above sending rejeétion meSsagé is
included in the response message. '

The checksum data included in the response information is
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-m the above total of the nunerical val ues obtained by’ _ﬂi vi di ng. .the
decrypted response nessage data (Step S8a). If these vzgl eéﬁdﬂﬁ][}ﬁantical
as a result of the conparison, the searcher X recognizes that it received
the response information wthout fail and grasps the license information
corresponding to the 20 content and the usage details the searcher X itself
has designated and the |icense managenent unit 2a holds. Also, if these
values are not identical as a result of the conparison, the searcher X

i i | h inf or.nat j :
Fu e her e IICRIGY & \RIuE"ShESRRATYS, VRS LEE Bshd S 98neacnaged . i n
the resptgeimtle a¢spdatse wriforheatiespirtoeblovier anti mmihg Weaaehan X
grasps i Cﬂ’pY)? @'Qat'it cannot, request the |icense managenent unit 2a to
transfer the |$§§n q:ilrﬁB’??rﬁfql%ﬂ %%%e&”&ﬂef’(f@ \@lifing rejection nessage.
rherefore, vaStRin| tifeHcdlimMhabbinent GAfiE N el hOhetaestipgntle

| i cense managenent unit Za to 30 transfer | cense i nforma
saved, &MESERGLEBPLR And diite shedsswon dakadmethei mrsp efisé imfoearatien X can

be enhapged. . I i.nquires of aother |icense nanagenent -29
12 Janu g\?{ ;H D d‘?ﬁﬁiﬂqﬁf@ﬂﬁ ﬂ% 'ﬁgﬁ'&&%ﬂ dit ghﬁo?f) %‘fé&/ﬁp& resRANdiRg) inHHEY
menageminformatiorRarediived drotthetiespearcheni Rl NahioB N Back Hhgense
“managenent _unit,. the searcherg%(@grasps whi ch |icense management unit hol ds

‘the !icéﬂggopﬁ?HMfW'QBr%_ nBEAECher héSteptsoa)and 5 the usage
ts oun, 1 oquest X oee: eecerting the a8y &0t Riinaf i e iae
manbyenif€ngsi Mmanagament uceh2a,i thierserichrri X detEgptsHpMevidispodien
commun; D40 ¢ rite afigh £BF. chiCiayindathe iR detidro S frasmonsmet | on
For i netange) or tho | Tnenoat i nf aradifl | kelfrel SHachi e SOthCe et o).
- content-corresponding inquiry information (Step S7a), and
compares the value indicated by the decrypted checksum data with
15. the above total of the numerical values obtained by dividing the
- decrypted response message data (Step S8a).
If these values are identical as a result of the comparison, the
searcher X recognizes that it received the response information
. without fail and grasps the license information corresponding to the
20 conte_nt and the usage details the searcher X itself has designated
and the license management unit 2a holds. Also, if these values
are not identical as a result of the comparison, the searcher X
recognizes that details of the response information are wrong.
Furthermore, when the above sending rejection message is
25 included in the response message data of the reéponse information,
the searcher X grasps in advance that it cannot request the license
management unit 2a to transfer the license information based on the
sending rejection message. Therefore, wasteful operations of the
searcher X for requesting the license management unit 2a to
.30 transfer the license info’rmation can be saved, and thereby the
efficiency of the operations of the searcher X can be enhanced.
- The searcher X also inquires of other license management
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- Qperations of the searcher X for acquiring the license 15 information
corresponding to the content which the searcher X itself designates and is

nost suitable for its own request fromthe |icense nanaq?r]tgﬁﬁeﬁrg%(% t hat

hol ds the license information will be explained bel ow w rence

to.Fig. 10. Fig. 10 is a sequence diagramthat shows how the searcher X
20. operates to acquire the license information fromthe |license

managenent unit 2a. In the sanple as shown in Fig. 9, once grasping that
the |iRHsethahhgtddhe commea pesdwartd: thandieeliceheomianagehaénts nmost

sui t abl oK jts eque as result _of receivi t he 25 response

i nforna'jta?i;cn r'om%‘il&geﬁég H%ﬁ%é‘ﬁ&m’"ﬁ?ﬁff‘?%t% fJ?’gé'ﬁr EREN NIGRINGR | zes
‘the | i aaasedefem@uhit) the séat fasp! |j r@,t.-i

function | ﬁﬁ%{ D of tﬁg | i qengea%ngxgeﬁggfqﬁﬁﬁ?] gggﬁﬁat %P%@eméenfi cense
infor.ma{‘l‘i"g etz pheiligense dnformatienrctieesgondidg theheegombent @rat mat i on

30 ge i Wel | t to.transfer the |icense
nt B il g8 MR SFRIEH W W arthdr, K i S0 akes and Piader
| i censenosgGuizable Mo?PG0S ovmharerpiésn | D of the requested |icense

i nformation ;’lmd function Enit | D of the searcher X that sends the
request inforfat Py €% r EREi FeRreMer r dquérguingsor pht ithe {licerndecense

: T ) 3 e . 3 : t . 5
T Cone Rt e PRGNHIER oSk T rR Ry R T Al o Bk Epne
I'i cens&henopsstriessesf ares setinfqiStalp E36) fuibdont hetiesi snt fRe Hargese
' ' t search condition, the |icense  nmanagenent unit
Egiﬁggﬁgt%egq]ﬁzoeﬁ@ ?ﬂ%‘ﬂ%hﬁw:aﬁes Iy ane A)dder AB Mm@y fRauie thguest s of
the || edivessnberermd ifaRctiomiii & e tonfinuMicatdd W Hiel BERsHD) - The

Iicensz managenent unit 2a nenorizes the function uni ear cher
X i ncl (HES i pHermeqResouraeoianatear) nfor instance) of the license

information and the content
Operations of the searcher X for acquiring the license
15 information corresponding to the content which the searcher X itself |
designates and is most suitable for its own request from the Iicense.
management unit that holds the license information will be
explained below with reference to Fig. 10.
Fig. 10 is a sequence diagram that shows how the searcher X
20. operates to acquire the license information from the license
management unit 2a. | | | |
_ In the sample as shown in Fig. 9, once grasping that the
license management unit 2a holds the license information that is
| most suitable for its own request as a result of receiving the
25 response information from each license management unit, the
~searcher X memorizes the license information ID of the above
license information and the function unit ID of the license
‘management unit 2a that holds the license information (Step S1b).
| Then, the searcher X sends the request information
- 30 requesting the license management unit 2a to transfer the license
information (Step S2b).
Here, the request information includes a header,. license
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association wth the | ocked license information (Step S5b), prepares the
- sending information including the license information and a 15 header (Step

S6b), and sends the sending information to the s‘earche’«l (Z;J/Shgpgﬂﬁeb)

Then, the searcher X receives the sending information f nse
managenment unit 2a, acquires the license information the searcher Xitself
requests fromthis sending information to 20 nenorize it (Step S8b). The
searcher X further deletes the license information ID and the function.
unit ID of the license managenent wunit 2a nenorized in Step Sib (Step

S9b) . WiaformmatiosalBPhef the caquestedckcensehimfsemiatigni ahdr aefimetioncl udi ng

) . . Bdnilieg : o e om i
r equest G136 104 BF ThE6eRPchAl AP Rk SHEAE (e realest inrdrStaifonne | i cense
i nformation basee ofetbévirngengre i nfafuast Orl_nlfé?rﬁmﬂciéhg feetigpenygit 1D

of the license managenent unit 2a nenorized in Step Slb. VWen the searcher
X recei Feanagerzentiindt 2 seasehes fondhedliagnsrdnformaties havieadeeon, it

regag dsy; Lzed d 1y | Y .and es
thorg - THETSEDCATAHE" 68 frlcFRa by ARk rE RN A B e

notifyi bigetlheense iafquiratiohhef itsjursheStapedsh)j nWwhewd therédst bige- 31 12
January,.2006 |icense panagenent unit 2a.(Step S10b). Once recejiving the
acqui si l‘FSHSﬁof’?@mﬁg‘i hdtiddn MeREs | the mearchnefedinenynthe diceRs@ ches
for the | bhRf ' i ' b D ), and
del et esniér?gggigg*e%'ggu@t ?%flgd#&;ttlﬁh en .’t@s"ﬁ%‘%e?%%t‘g%ﬁ% n- ot her
wor ds, Eatéowing trequeastsrofetinahigeraminfiovin abia rs firam thdethendumgtion

sritd | b LR S8 bendi ng i nformat ion to the. Searcher X agaln when |t
recei ves t he TiRgUREndheaABGEPAcht AnitNEa HeP9oFZRS the FAACRiAY hitf the
searcher_X does not receive the above sending infornmation, because the
| i censellapdgdgntsemichers X included in the request information in
association with the locked license information (Step S5b), prepares
the sending information including the license information and a

15 header (Step S6b), and sends the sen'ding'information‘ to the

- searcher X (Step S7.b)‘. |

Then, the searcher X receives the sending information from
the license management unit 2a, acquires the license information
the searcher X itself requests from this sending information to

20 memorize it (Step S8b). The searcher X further deletes the license
information ID and the function. unit ID of the license management
unit 2a memorized in Step S1b (Step S9b). When the searcher X
cannot receive the sending information including the license
information 'though it sends the request information, it reques‘ts'

25 again the license management unit 2a to transfer the license
information based on the license information ID and the function
unit ID of the license management unit 2a memorized in Step S1ib.
When the searcher X receives the sending information including the |
license information, it regards these IDs memorized in Step Sib as

80 unnecessary and deletes them.
| Then, the searcher X sends the acquisition notice information
notifying that it acquires the requested license information to the

-3] -




nenorizes the license information identical to the sent |icense
information in a | ocked condition in association with the function -unit ID

of the searcher X. Once receiving the acquisition notice gg ' fo&% i on
fromthe searcher X as nmentioned above,- the |icense rrar‘} @#}%ﬁf It 2a
regards' that the sending information is normally received by the searcher
X, and deletes the | ocked license information in Step S12b. Finally, the

| i cense managenment unit 2a notifies the searcher 20 X that it conpletes

t he prolieeasagmanaganenteuhet tz@e&seep%lo&m the searcher X (Step S13b).
As descri bed above, the searcher .X acquires 'the |icense information

wi thout fail PYCEdREEHY Nhiheesredvisifiamaaticeintairaticuckhadicerse equest

M AT L
i nf or nemiemorizeskdrorSep. SEb hfStdpes k) aiawd, dalbtébe theodpssnddat the

license nagenent unit . 2a authenticates the searcher X is omtted to
si mpl i 1! 95@%3»&%%5?%%.’53 e ,Eé{:@l@ 2%£4Pdh (Processing Ssl) pursuant to

t he sequenti gh oBf&ew t h 13 r%@ge PRI ' be
expl ai ned bel q(\)/v. 32 ?5aﬁAN@F2b0%gf Ef]gm | s?ﬁagggcrl Stn:lv%hg:l %grégr#{hat
shows dhseganding: habprrastionli includingeteglicense! iafeaaation hd. thaccor di ng

toth i@l . thod,_ th he . i ) the |i
managerai i rastel SAB I8 ko Fedf hiiSeotinadtoraintion fo 09 ag
shown isedricherd)addini Whisn ¢t ¢ecedels thd P@ﬁh\é@?tihﬁ?rm t‘i‘@hqsrometh‘é%i red
license information or not. And if the searcher X tinds the I'icense
madfgeRERICORNX @gainngyes iftthe seaeher Xrdoesmobreceivettys above

fhat | eRABTintetitation o YacalSh, 3Rl Il Eentd e ma b RRE el el nifed (1
the oraeemdrizes the license information identical to the sent license
information in a locked condition in association with the function
~ unit ID of the searcher X. Once receiving the acquisition notice
15 information from the searcher X as mentioned above, the license
'~ management unit 2a reg-érds'that the sending information is
normally received by the searcher X, and deletes the locked license
information in Step S12b.
Finally, the license management unit 2a notifies the searcher
- 20 X'that it completes the processing in response to the request from
the searcher X (Step S13b). | '
As described above, the searcher X acquires the license
information without fail by sending and receiving the information
such as the reqﬁ-est information and the sending information to and
25 from the license management unit 2a.

Note that operations of alcquiring the license information
based on Fig. 10 has been explained, but the process that the
license management unit 2a authenticates the searcher X is omitted
to simplify the explanation. |

30 Next, the search (P'rocessing S5s1) pursuant to the sequential
~access method in Step S102 as shown .in Fig. 3 will be explained
below. |
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nearest |l ocation fromthe searcher X on the network first i [ xa
Note that the searcher X may access at randomthe |icen 13 ?@{% unlts

|l a, 2a and 3a, respectively, without predeternm ning the access order.

Al so, although all the license 15 nanagenent units |la, 2a and 3a are shown
in Fig. 11, when the searcher X is a |license managenent unit, the above
search is nade between that |icense nanagenent unit that is the searcher X
and other license rranagenent units Next, the search (Processing Ssl)
pursuant to t e prlor pua methgd in Stgl 5102 as shown in Fig. 3 wll
be expl ai ned 115y e§§r1|p§ §8F?B’f|t @toﬁ'&@;\“’én@tﬂ%@r@hmﬂw@earch

met hod %‘t‘é@ﬁ'dm@ &Otﬁ@%éﬁueﬁtlm%};é@éﬂ ﬁ?ord' ng to the prior push

nmet hod, each of the |icense nanagenent un|t a, 2a and 3a sends in advance
the |icense nécreeding tontbenseqouentoal fapcmgst heethainthe skarcherox that

t hey ho Q e ns enment u ajand 3a and

t he con'ltfﬂﬁ hgﬁ?%ﬁlgi I{r}esq éger{% %(555‘ %S @at?%eé?ﬁ 3defcRer X
The seapeedet&ripiapa @?deba§(€p)'003t)h§s|$ﬁ6w :ﬂOFi%e 13 )ker gaga ofnd
menori zes ghe | i cense informati on managenent | e i'ndicating what type

of the ﬁ?& rektheprwhethsr ddeolds the desired ticenaminforenation os nak, 2a and

Cont ant 08t UM eIl ST TR RRand0sin ks Gl A ABLALC (ne

sear chethat licenssainfoasnation, hi¢ sﬂapsetlhe aboagenrnitionied ih@dinyolaird t he
‘desired,license .inf erence to the license information

f
managentREn t%greg&@mggamseég Ffré‘%tﬁ‘%'érfﬁ‘%m Hhat higense managearent cense
Manggenghit.UnThe abbotfeddwt orﬂlegh%‘%@rjﬁg Hd ! 'rﬁ §M%?9§We uni ts

la, 2a and 3a are shown i n Fi when 1 searc I cense
managenBRareshi locathen afron iber cslearshmdé( ben welee hmwdnlceﬁilmt nﬁmagerrent

R T L A SN e RPN
license management units 1a, 2a and 3a, respectively, without
predetermining the access order. Also, although all the license

15 management units 1a, 2a and 3a are shown in Fig. 11, when the
searcher X is a license management unit, the above search is made
between that license management unit that is the searcher X and
‘other license management units. '

Next, the search (Processing Ss1) pursuant to the prior push

20 -method in Step S102 as shown in Fig. 3 will be explained befow.

Fig. 12 is a descriptive diagram that shows a search method
according to the prior push method.

According to the prior push method, each of the license
management unit 1a, 2a and 3a sends in advance the license notice

25 information notifying the license information that they hold

| themselves to other license management units 1a, 2a and 3a and
- the content output units 1b, 2b, 3b and 4b that is to be the searcher

X. The searcher X prepares, based on the license notice
information, and memorizes the license information management

30 table indicating what type of the license information each of the

' license management units 1a, 2a and 3a holds. When any of the
- license Mmanagement unit 1a, 2a and 3a and the content output unit
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10 2a and 3a and the content output units 1b, 2b, 3b and 4b that is the

searcher X nenorizes the license information managenent table. However, a

t abl e managenent term nal device may further be provi degl t he Q@(?E

- network 300 for nenorizing the |icense information mana g ? e. In
this case, each of the license 15 nmanagenent units la, 2a and 3a notifies

the tabl e managenent term nal device of the license informati-on that it

hol ds when it renews that |icense information or on a regular basis. Every

time the,tabl [ S renews

the det /s of The T oaroe it 2 SRY Eabdngh JE8ic BeaGhasiins bpe

sear cheHCRNG& BraRag ententabingt thaddeokis tluerd’em«'ﬁéddmle%etl@lfbﬁfrﬂitlohO the

| se 0 nt table _ nmenori.zed there, and searches for the

1 cenceWiBh o f R LA RO S BTG 6 Buma negRsaeNk GHie: 1 oRd. Wen

each of athentesmeenmﬁmmgﬂldn f@m%aﬁ.‘)ﬁcéﬁserma%%q{b%qfr&“&ﬁ&t out put
Ice

uni't_1b, 2b, 3b and 4b that is the searcher nmenori zes nse
i nf ot mafNiods thifalfRAu gtasllethe licanse neanageveentninitsethat bl andedagement

term na heAl i f errent t abl es nenori zed
in eachbo(?%emnniz‘leglq £2 ﬁﬁéﬁm%ge%{”ﬁ O)gt'ﬁ € pappgemegng
nanagenemt,tthmahxbve 31%&1&‘:“ e mady detdatkn tihat lltéﬁ&%erﬂé‘lflgpgﬁtléﬂﬁ

Il ective rranagenent of the e managenent

ror nnei It EGRLES eCsertraer 5
term nafi MGENa ﬁe?%@(ﬁ é"! othes | |'¢fﬂ%$ﬂﬂﬂ|a¢1ag®mw‘gemmtstabl e -34
12 JAN 2006 mngyre t ?Et'ﬁaeg t needs to
be renewed, and {'ﬁéﬂ?’?%gnéséﬁ n?%)eng ion ﬁ%%g' € %?ﬁﬁ"ﬁgeh dsi | y
maridged2a \Rih Fenandetdre tontangrasiput haitt by @b ¢ Sbcﬁnulwrtﬁ%t |§ tﬂ%agem%nt
units @&ﬁbﬁa% éed|IC EIJ’lfOI‘ITatI nas a result of referring to the
| i cense E'Jr\ HAigendite diganse jipfegnadien imanageeaient kablgenent
uni t f ridowdvent it téb@'ﬁ]&"&ﬁ?&g’éﬁf‘ehf‘et HREREF dEDIQ! TP ARRARY B the

detail s of the | i cense infornmation suc
provided on the home network 300 for memorizing the license

information management. table. In this case, each of the license

15 | management units 1a, 2a and 3a notifies the table management
terminal device of the license information that it holds when it
renews that license information or on a regular basis. Every time

the table management terminal device receives the notice, it renews

the details of the license information management table. And the

20 searcher X accesses the table management terminal device to refer
to the license information management table memorized there, and
searches for the license management unit that holds the desired

license information.

| When each of the license management unit 1a, 2a and 3a or
. 25 the content output unit 1b, 2b, 3b and 4b that is the searcher X |
memorizes the license information management table without the:
above-mentioned table management terminal device, all the license -
information management tables memorized in each of them need to

| be renewed. On the other hand, if the table management terminal
30 device is provided, the license information ma.nag.ement‘t.ab!esare

' under collective management of the table management terminal
device. _Therefore, the license information ‘management table
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" the effective period that each of the |icense nmanagenent units holds. Yo
Note that the searcher X may notify a user of the content usage devices or
the-|icense managenent units that hold the desired |Ii cdnEeJlm‘ﬂm i on and
the details of that license information so as to acquire the |license
information fromthe |icense managenent unit selected according to the
user's operation. 15 Next, the search (Processing Ssl) pursuant to the
search conm ssion net hod in Step S102 as shown in Fig. 3 will be explained

bel ow. Fi %{BIB i S 26 tive diagramthat shows a search method
accor di 1y Of'ﬁ@dsﬁé ﬁ i A3 dAIREIGBE tepminat slaviag ool meedsateh

conm st (ERRe, WARNtABYicRaE GRFS ) dtfo Wi afl ddi R Ao QUL Uni ts

1b, 2b, 3b and 4b, the searc I.rst comm ssi agenent
unit. | &agiby manggmbe to search for the desired | |cense i nf ormati on.

Once receivi arch copmi on, the lj,cense nm errent unit la 25
searches for pﬁ'ﬁ% i séepﬁ?ﬁmﬁat o T2%HSg h\% | Plaras Ynfocfr NEERFE t hat
it hsl dfmahaglefmeﬁlﬁﬁh nits Wﬂ&ﬁédé?ﬁéd fieésse! 1ﬁh9f tiOR:ad & H%%H'IE PI cent he

searcher X of the search result. And the searc ac ui res se
i nf or raf EERrMiRgHo the llﬁ@@ﬁﬁéﬂfﬁﬁﬁg@lﬁentmmagememme’rbIehet sellecln;othé he

I f he .I
ani 1o o RaaRdoient St rr8m Ahicle R dcizec iR icane

desi r edinfarenatiombasest onrtha@ dateiils QﬁQﬁeah@éﬁsehhbeﬁ{eﬁtlbﬁ !:@@hdfsﬂ red
Ilcense 12 Januar 2006 result of searching t

i censet e&?ﬁ”ﬁf"’srp%ﬂaa tlhath%@ﬁlg q t@lﬂﬁ ficenge mlalfl?egﬁm&fﬁhageﬁﬁeholdﬂu t 2a
S et SO U SEVE A
unit 3adeyieesren the litenss demagdménenseitsntioatehohd tfve "@BSIreged
managente Mo PEOfnaER s $he' dReSiEatat icsutPindermationeso as
to acquire the license information from the license management unit
selected according to the user’s operatidn‘. _
15 Next, the search (Processing Ss1) pursuant to the search
- commission method in Step $102 as shown in Fig. 3 will be explained
below.
Fig. 13 is a descriptive diagram that shows a search method
according to the search commission method.
20 ' According to the search commission method, when the
searcher X is any of the content output units 1b, 2b, 3b and 4b, the
~searcher X first commissions the license management unit ia, for
instance, to search for the desired license information. Once
receiving the search commission, the license management unit 1a
25 sear_,ches for that license information among the license information |
that it holds itself, and if there is the license information, it notifies
the searcher X of the search result. And the searcher X acquires
the license information from the license management'unit 1a.
_ When there is not the license information as a result of the
30 search, the license management unit 1a commissions the ficense
management unit 2a to search for the desured license information as
mentioned above. If there is the desired license information as a
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license information requested by the content output unit Ib-, 2b, 3b or 4b
among the license information that it holds itself. If there is 10 not that
i cense information, it conm ssions the other |icense enen% it to
search the desired license informati on, as described ab ? ng to

t he search conmm ssion nethod, the searcher X conm ssions any one of the

| icense managenent units la, 2a and 3a 15 to search for the desired
license information, and if there is not the | icense information in any one

of the&ﬁeéd!ﬁ%ﬁ%eﬁ?@ﬁ&?gﬁrﬁdﬁe Yi¥drive ihRRL ﬁﬁf%ﬁa@&aﬂsrﬁg lt"3'$ln the conse

commi ssions the other ITcense nmanag erren 0 search
i nf or ndit@Mse IMahagement: haitea crmtcﬁarm e redreheapXabédhatsdariche

d ' f t f Al th b , Wh th
i censd oo HinByRP: & FRGHE e it BEAE tifdse sbbormpsionm fofigHsaty the
| censa:ommrgmbngnthéhﬁteh%eh@héﬁagfe?ﬁbht Uhuﬂ’@éffhﬁsséz{l‘ﬁct?eﬂr“ﬁﬁ% X of

.the seaych result. However, it nmay directly notify the cense nmanagenent
uni £ t Higsired liganse iRfesmationtae raentiomed atteveearch result. In this

case, the I|i "BRY 'ﬁ%rﬂ comy ssioned_t earch
acquires: the%ﬁ?cense i n'?or #qr& Eﬁfetﬁggrqq%rmg ﬁﬁ'ﬂaﬂgﬁgﬁ’t Fﬁﬁpﬁet hat

hol ds imaaadg exaradt mnmsolaheza@mm ¥he dd@tcheér X 5BAréRALCARF tieacquires
t he desi red I LC nse nformatlon ot 30 directly fromthe |license

managen&fftIm g qrﬁﬁ? 95 Beatiested:by ithe seatent QHI‘SQUQH«"ﬂH:elbI @2dr, Bbcense
manage b Wirlond e, 1168A8eAhb ANt SR forF‘dEgt‘rﬁq‘ff e tferé3sand 32

-36 12 JAN 2006 stores t unct1 on uni t
I i é@ns@Otnﬁh@jeMHM| Itrlsfolrmatﬁanamt 3aomlrdlsdlen50lthentomérplﬁcelﬁ3é5 1b,

ei.r pr|0r| S ned. When each of the
| i censgnﬁ'ﬂggézpréh hﬁ fq pearghy 93 “F%'?@ani'l‘%ﬂs@né& farmatian; 1 §ss of
searchd@s@hbé@mtl me fromthe other |icense managenent wunits la, 2a

and 3a and the content output units 1b, 2b, 3b and 4b
: According to the search commission method, the searcher X

commissions any one of the license management units la, 2a and 3a
15 | to search for the desired license information, and if there is not the
license information in any one of these license management units,
that license management unit commissions the other license
management unit to search for that license information. Like this,
the search commission is repeated until the desired license
20 .information is found. ' -
Also, in the above case, when the license management unit
finds the desired license information among the license information
that it holds itself, it notifies the searcher X of the search result.
However, it may directly notify the license management unit that
26 has commissioned the search of the search result.
In this case, the license management unit that has
commissioned the search acquires the license lnformatlon from the
license management unit that holds it and sends it to the searcher X.
| That is, the searcher X acquires the desired license information, not
30 directly from the license management unit that holds- it, but
indirectty through the other license management unit. '
Here, each of the license management units 1a, 2a and 3a
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with their priorities being assigned, it accepts their conmssions in the

order of descending priorities. In the above case, the f t) are set
for each of the 10 license nmanagenent units la, 2a and g?wl@ﬁ’ tmﬁr

priorities being assigned, but the user IDs for identifying the users may
be set with their priorities. being assigned. In this case, when the user
I nputs the user ID by operating' the content usage device 1, 2, 3 or 4, or
inserts an IC card storing the user IDinto the content usage device 15 1,

2, 3 or c i cense_managenent unit la, 2a and 3a accepts the
comi ssi §E0'$‘%bnmﬁﬁe %Bﬁb@r‘i‘c WlgelDavifee ifentifeingythehotisr lidarisa

hi gher pm®ta er nage uni t
that . hol e pemSReUREEy £ 82 2daReRs 8 iR Lk et omFB IR Tosatich 20
met hods 3BcRnds4bhwitihdbei mgni o vitbes ﬁrmaejcass:gwwpd,wa@d, EORHE BF SHe

i nformation. Meanwhil e,

| JLhat
the 1 ceneonde Manatimelt d0fET150 24 Bhdcld &6 comermissiamed;pbiralityon
aut hent i cﬁmrthessaarthféefsa&eaﬁime b ithd brAehefiebaes l{r{?ﬁq@%@@g@r cher

Xis authonzi permts the 25 searcher X to acquiTe.
i nf or mat ¥ BHS fat 2|at aﬁé‘l 43 andlite w@enttmemmume; ndgu2b; &b bingease

I-nf or matyy en the searcher X searches for
the |i cenis)ﬂgI Eﬁﬁ%gﬁ@ﬁﬁ'gﬁu elﬁ%ggﬁwﬁgﬁt th(%?lprtéot GIELBMIFHORAELNON, it
is veryhaerdenlofpdesesndingtpriseities, al | the |icense management units 30
i ncludi ng thosge ermt t he searcher itself to acquire the

do not
| i cense i nf oriﬁtm @:‘?ﬂ"?h%%% W‘ih@nf‘ﬁﬂét'@@aif@ﬁeal‘ﬂ%@ﬂ ffor camciotof hheess | t
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2 s e et 1. s I T e

acquire the license™i nformation |
a resul ASgnRd, dutthtne ivza IﬁSHmﬂTMQﬂb[Mngetﬁ@rﬂﬂE@&ﬁaW'b'é set Wﬂch meet s
51In

oter -wergif BREOULR nBNE] desighef, ' fi this diée (whan Shmsuser inputs
the user ID by operating the content usage device 1, 2, 3 or 4, or
inserts an IC card storing the user ID into the content usage device
15 1,2, 3 or 4, each of the license managéjment unit 1a, 2a and 3a
accepts the commission from the content usage device operated by
| the user with a higher priority.
The searcher X searches for the license'management unit that
holds the desired license information according to various search
20 methods such as the above-mentioned broadcast method, and
requests the license management unit to transfer that license
-information. Meanwhile, the license management unit that is
requested the license information authenticates the searcher X, and
only if it determines that the searcher X is authorized, it permits the
25 searcher X to acquire the license information that it holds itself so as
to send the requested license information to the searcher X.
However, when the searcher X searches for the license
management unit that holds the desired license information, it is
very wasteful professing to search all the licerise management unité
| 30_ ~including those-wh?ch do not permit the searcher itself to acquire the
license information and those which the searcher itself cannot
~access. It 'is wasteful process-ing because the searcher X cannot
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managenment units that do not permt the searcher X to acquire the | i cense
I nformati on and cannot be accessed by the searcher X from the search by

the searcher X. So, the searcher X may nenorize search gr ;’p infﬁé tion
io including the function unit IDs of the |icense managenént ™ty hat

can be accessed and pernit the searcher X to acquire the license _
i nformation, etc. In this case, when the searcher X searches for the

|'i cense managenent units that hold the desired license information, it

first  aBqueiethelR-dritte AORIPRABORMI it UdRIMRMed Ry bté‘ﬁﬁag.ft (ihgsy T or

only the I'i cense managenent units regis e searc
i nf or me@F o, rest&roff lﬁgEyaUﬁhenéi‘GHtieaabvhtharﬂiben9eem@m@gierr$et¢h driat the

| i censepd ' canno e uired framthe_license 20 nanagenent unit
that et PHEBEL SRerRERN FBAT o Syentribiy sunad s aur ee ar Bhet he
sear ch $yatdte. searcher X In the above case, the searcher X nenorizes the

search group information, and thereby the wasteful processing is omtted.
Howdver, a sedl Okhesidptdenikiresirable itocemit ineadyaneet theilica®e t hat

commit fceriSe |
The It CoeREgethott LT FREE B nosdRerafE Mo shpfn el le dnidachias 1 ne

| i censdicmmsgdnformatias drichicamaiot bleacdeskeddbhy itrrNsealfhar Ri-Gi
rocessi ng can be omtted, as in the case of

-rl;grenr)relbgtlhr?tggf%ﬁg% teg;lctlll?egfﬁﬂb(:hgﬁ ‘nformation. in the searcher X. Next, the
xpl i ned. bel i Sa s oY gt BeadhoUPelB. (M rmiatiomn: unen
t hd0l i dBgledinghbgdmeatiamiunit §Dreqbi¢hiecddcéhse meeasrermeit gaitsothdy any of
e A B altieed b B RUERE e SRS N'%o  Sogutr the ficansas &M 1@
information, etc. )
In this case, when the searcher X searches for the license
management units that hold the desired license inf.ormation, it first
15 refers to the search group information, and then searches for only
the license management units registered in the search group
information. '
Accordingly, wasteful search can be prevented, such that the
license information cannot be acquired from the license
20 management unit that meets the search condition even if it is found
as a result of the search by the searcher X. | |
In the above case, the searcher X memorizes the search
group information, and thereby the wasteful processing is omitted.
| However, a search condition such as the license management units
25 that can be accessed by the searcher X and permit the searcher X to
acquire the license information may be added to the search
condition such as the license fnanagement units that hold the
‘desjred license information. Thereby, the wasteful processing can
| be omitted, as in the case of memorizing the search group
30 information in the searcher X. ‘
Next, the authentication (_Proéessing S5s2) in Step 102 as
-shown in Fig. 3 will be explained below.
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5 When the |license managenent unit |la as the searcher X requests the

| i cense managenent unit 2a to transfer the license inf tiaon
I i cense managenment unit 2a authenticates the Ilcense adéﬁéﬁﬂagnlt | a.
Al so, when the content output unit |Ib requests the |icense nmanagenent unit
la to transfer the license 1o information, the |license managenent unit 1la
authenticates the content output unit 1b. Here, the |license nanagenent
unit that receives the request of the |license information authenticates

t hat requests }_;}he | j.cense jnformation by confirm ng the user domain and
the usage rest g;:qr A9 19 o‘fh‘? hBreaReti embadimemds Mel'qeiestthel tlicehaeser

domai n ima#nd ﬂfenlﬁuW"t Ef‘réhg%%%@d' m&lil%h n&ﬁ?ﬁ%qapﬁo\ﬁ H&ft@‘e units,

present errbo | ment he user omal n .S set

that is, Ltrnétloncwnée, rfaalggemmuumar:‘ecaaesgaefenelt% ﬁ'ﬂﬁgtb%lét@?hﬁi’hte out put
units 1 to the 20 identical user domain. That is, it
s set ?gh%EQFﬁﬁﬁquﬁl@@n%Fzgﬁg?Bﬂ%mon can be noved to any of the Ilcense
menagerment uniWhen ahe2di @tsSanaiith @ﬁlwt@ﬁ&fﬁt Rut tﬁ%bf%a#,ggg%b?(or

and 4b. ' There are two ki nds of user” donmmi ns e iS’se
pri vacy TGAHets She Hrengeommanagersentbynit thtentramsfmdehesm;enae 2. 5,

conpany jhfgkmtids, Ak 1oy} 8%9%@%{;’9 tagfngfr ngétgﬁegﬁicraet}ersg\rtggrerls

referred to as just "user domain
- donai n' )l!cm ovanagenpeot et 1eRy Alsd hahdr fﬁé cbfﬂﬂen‘t%tjﬂ? PRo%D devi ces
t hat bel 8?1% Q agﬁ eldeterm ned content provider donaln an her a range
in whi chHHEREC ICRR3eEI9RAIeHeah ll!féltnﬁaeEOtthmﬂﬂerotherhaGnt t hese
fungbi omnfwmatmh S um f vin th ense

i nf ormati on. Al so, ,Qﬁg Eg:aéjaeSé;lestrlac |on$msrt?'6(% r%ﬁ‘ F&C@gﬁ Eh? t he
-39 . 120Mﬁ05r@ﬂlmumhdtb on units that are pernmitted to acquire the

i cense mforg@r Ehﬁ Gat each of the |icense managenent units |a, 2a and

I

3a holds anong FENFE/ TN 9EMERE Lindh that receiwesHdieongquest he

i denti caf the license information authenticates that requests the license
information by confirming the user domain and the usage restriction
16 of the function unit that requests it.

A user domain is a range in which license information can be
moved. In the present embodiment, the user domain is set so that
alt the function units, that is, the license management units 1a, 2a
and 3a and the content output units 1b, 2b, 3b and 4b belong to the

20 |dentlcal user domain. That is, it is set so that the hcense
information can be moved to any of the license management units
-1a, 2a and 3a and the content output units 1b, 2b, 3b and 4b.

‘There are two kinds of user domains. One is set by a US-et for

privacy protection, and another is set by a centent provider such as

25 - a company that holds and provides the content. (Hereinafter, the

former is referred to as just “user domain” and the latter as “content

provider domain”“). The content provider may further limit the

content usage devices that belong to a predetermined content

| provider domain and further a range in which the license inf‘o'rmatio.n

_"30: can be moved to each other among these function units by setting a
number of chains of moving of the license mformatlon

Also, the usage restriction is to restrict particularly the
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user domain. 6 In other words, the |license managenent unit that receives
the request, of the license infornmation determ nes whether the function

unit that requests the license information belongs to thel Jident bﬁ@é user
domain or not, and further determ nes whether it bel ongsztgn?% age
restriction or not. And the license 10 managenent unit that receives the
request judges that the function wunit that requests the |icense
information is authorized only when the user domain of the function unit

i s i derfuinalioncunttst thedt brre parmarted tde dqce Bie Yitidndds infsiehatithh usage

_restrin;tﬁ_\iﬁ, a dcﬁ:EéEntB the function unit to acquire the |icense

i nf or et eﬁ{-‘gl h&NE; dEREEC BapasgdarBht uphts 1ad.sda awg d¥a hotds t hat

t hi | S ki M I8 :hi.cal | = under a
| S UsRER i Ehe! ShiralityByF PRe e dil & Afibkd %ﬂatﬁbelgg%ggﬁﬁgfrqeédﬁlgﬁiarray

usage restriction that I's set by service Type,

furtherd$Rr g@mpincontent category, and under the usage restriction, a
by 20- content. As described above,

usage restri ghl ﬁnhmay furt her, bﬁ. set

by ZAut hent i cali REPERVPEASy i I difenssdnanagsmeant unit |thadnseceives mat i on
using tthe udotTed M, tHe (it AEES hfd i | fgﬁﬂ' PLAVENED dHom bei ng
dr ai ne&l to other term nal 'devi ceﬁllfygrglﬁggll%gtt(glgte t Qé?d@g}eﬁ@\aq‘?ﬂ%{%

net wor RUBESIOURKethEt reguestsnthe dycansadmfocmatignt beldngstiotheni t t hat

request | S8 Al [ usi.ng .t he usage restricti ~the, function
ni'ts 1achifcar LeBFPAobfatt W, Rk Ahah rlbfh &R GRS T BRtBeritor m

ati on baldngisosto witheh asagel peskiicont . ofVeIbE.T t PAYd Althel hﬁcé?%%e“o”
uniﬁ; of the content u %%g devices | ocated in the honme network. . 30 For
exanpl

pl B1aBggsMeEntdiaig fReRivesathe ieguestijzstges ehat thie Havitionl ocat ed
ou s et i OGRS M ERR L 4 A A R S AR,
becausthenisaredanmain détvhedwuttonatnibes ddgntical ttaett Aot itsadwesghddonai n.
Al S0, iflfledh.fllIISEi%r!]lt ulﬁsi@gles L%S errI %ieotr}gage restriction, and permits the
_ function unit to acquire the license information that the license
15 management unit itself holds.
' Note that this usage restriction may be set hierarchically.
. For example, under a usage restriction that is set by service type, a
usage restriction may further be set by content category, and under
- the usage restriction, a usage restriction may further be set by
20- content.
As desc’ribed above, by authenticating the function unit thaf
- requests the license information using the user domain, fhe license
information can be prevented from being drained to other terminal
device !ocated'outside_the identical home network 300. At the
25 same time, by authenticating the function unit that requests the
license information using the usage restriction, the function units
can be classified to those which can acquire the license information
and those which cannot acquire it, even if they are the function units
| of the content usage devices located in the home network 300.
30 For example, even if someone connects an unauthorized
terminal device located outside of the home network 300 to the
~ home network 300 to acquire license information, he cannot acquire
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are put on a content usage device 1 for a father's usage and a content
usage device 2 for his son's usage within the honme netmnr @%g Q
content usage devices can be classified so that the son cannot g re the
| i cense information on the content usage device 2 though his father can
acquire it on the content usage device 1. Once receiving the request of the
license information, the |icense managenent unit may authenticate the
function unit that 10 requests the license information according to SSL

(Securebl_&%ﬁ ets Layer using a certificate pursuant to X 509 Protocol
i ssued censgrifprmatiop hacavsg)the Eﬁl‘mm@bdewcﬂbdcrﬂsenmt belong

authent kA, el BBt " 00, §PSyHAARRY BRbE OBkt

above case, the I censeé managenent
i nf or matadfen DI,H @rﬂ va 'carttiesrtt us&tgis déPEICEUllCIfOﬁna ufiithdmatugsggeeahs it using

t he user in and he. usgge ISSHI ction and the SSL. However, both the
| i cense ﬁ?gﬁ EVIGGIZId R{MEPNShUSAGE Wikl nath adiemene twarkn

ot hes. X0, thew A eBBRAY ]

determi nes whet hgreéfﬁteé}iteg??rge% X tﬁgt req ngiﬁga ff #%@ngga?ﬁégﬂ&lon

bel ongs G NMeagquireibhei lmcedsatnrrfarmatuoheomliéne dorlaent usagdiddvigach of

the | | di t d

st meensnoTeHeARTAt N car BcgfR r8ib At thR CO&eanf iisdne g %@8@‘130??53“

in Fig. 3 wilDrwe exgetvimg et qequest Arcandi Héehget hﬁ’f&&?ﬂﬁg na’ met hod,
s a dondi n

each of ,the |icense nmnagenment units |la, 2a and 3a hol FI st in
whi ch t HEeNsghEnpBAdermept WAL raay: authenticater thaefwnotient umaghadiew ces

L0240, orequeshe e RS ARy MR e d 1AL 5B, (SRl sEkRL S

t hat thbayes) cwmngxabeemtj:;sate phesuuaﬂt tdoxes09i gestd €64 tésﬁ.nédﬂh{ctf/\' ts

"ot i (GerUrREsRC BdtBoriRy)) far i he bence  Graufnensiontes nsing

Januar ytR@Afséan i birkPERe dBAGESFERAIATbh. | n BRe Hiov8 &Kk tHige cOnt ent
license management unit that is requested the license information

15 only authenticates the function unit that requests it using the user
domain and the usage restriction and the SSL. However, both the
license management unit and the function unit may authentlcate
each other.

_ Next, how each of the license management unit la, 2a and 3a

20 determines whether the searcher X that requests the license -
information belongs' to the user domain identical to the user domain
to which each of the license management unit 1a, 2a and 3a belongs
according to a domain list method in the authentication (Processing
Ss2) in Step S102 as shown in Fig. 3 will be explained below.

26 According to the domain list method, each of the license
Mmanagement units 1a, 2a and 3a holds a domain list in which the
function IDs of the function units of the content usage devices that

belong to the user domain identical to that of its own. W\hen the
- searcher X requests it to acquire license information, it de’te_rmin-es

30 that the searcher X belongs to the user domain identical to that of its
own if the function unit ID of the searcher X is registéred in the
-domain list with reference to the list. When the function unit.other
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output units Ib, 2b, 3b and 4b as the searcher X requests the license-
managenent unit la to acquire the license information, the |license
managenent unit |la determ nes that the searcher X does ng? eI ong fﬁ to the
user domain identical to that of its own because the functi P9 | D of
the searcher X is not registered in the domain list that it holds itself
with reference to the domain list. This domain list is prepared manual |y.
byauser at his own risk,. by inputting the function unit IDs directly

into t hﬂlaﬂcﬁ”nedlcemsemnagmg:&mamh U$uﬂ611,a,23aaaﬁd33a0farﬁﬁ‘thec%h%ﬁhtusage
I nto

the Ut cShegul Tihits af A APRnG '4'19Qtﬁhﬁm3335%13253@%@1'4555&%Eg'@h‘?&é&?y |
com’runlﬁﬂﬂé@efﬁe#@b@ﬁtQWEBEﬁ%d@fr@ Irrserﬁ(?ngﬁ%ﬁﬂ h, E@gg?zé@aﬁ?leztflrzm

freely edited and renewed by the - user

bei ng difidnagamenkdatietasietarontees [hlaatcthetMrchéle)(LdS@es llfﬁjtnﬂeﬁih?d' ting
urality

asswor r n,.t rk is constructed bya
p 5:r)con en%gusggghgﬂﬁm%i\gg%lqaﬁeqq EE@E fvﬁﬁ AL éeC?Héel the fyact hfh'hagenent
un|t ofurHcID coMthatsetebrdRVisCAok te]iktEAbd 3ﬁt€hé Qﬁ)r%%m l'r'§'l?tth8g ni t
of -t he fu]rcllctlon gnlté of ot her content” usage devices to a pre e erm ned
number It wikR neferepke H?]Jhﬁhdﬂebaln fts&. domai n Ilst may be
repared. In GRch ata such, as the function
Enl 'P D int 012)\‘/]2?%/ N cgr!sgeﬁ &rﬂﬁwagﬁybé’c‘% UsGH dnhis oxye ri 535
deV| ce byanmphemagormelsihnlcﬂm cam;lpe IDwepr @{ﬁgkt[v;?brlﬁtoh%é 0 l{]@ﬁ% t he

t

TR R R QoPa B bl Saeol BAck chptSommsng s pdcant, oo ¢ h
et ot o bt P LB 4 i
usage HInagergensnigdtedliap tZIae andl 84 ethianggh - €Rel serddN 296 by

commumcatmg it using another terminal device. Also, this domain
list is freely edited and renewed by the user himself, but it is

1'5. prevented from being edited and renewed by another person than

~ the user using an editing password, for instance.

When the home network is constructed by a plurality of
content usage devices and their function units, the license
management unit of each content usage device itself collects the

- 20 function unit IDs of the function units of other content usage devices
up to a predetermined number of IDs via the network, and thereby
the domain list may be prepared -

In this case, the user need not input data such as the function

' unlt ID into every license Mmanagement unit of each content usage

25 dev:ce and therefore usability can be improved.

Here, how to renew the domam l:st when a new content usage
device is connected to the home network including a plurality of the
ex:stmg content usage devices that belong to the identical user
domain will be explamed below

30 First, any one of the emstmg content -usage devices is

' selected and the new content usage dewce is connected to the

selected one.
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Then, the function unit IDs of the function units of the new content usage
device are registered in the domain list held by the '|license managenent
unit of the selected existing content usage device, aﬁdfhﬁﬂ$h8ﬂﬂ%the
function unit IDs of the function units of the 5 sel ected existing content
usage device are registered in the domain list held by the |icense
managenment unit. of the new content usage device. As a result, the selected
content usage device and the new content usage device belong to the

i dentical user_domain. However, 1lo at this stage, the existing content
‘usage devi ces Ih&ibr thafuncidoseusit EDsonk thed funetioswuaihs exft theagewdevi ce

orurari (ritertcisdhe H8GIcE AR Peaiitbn BT T AEMmalil Tt Bel egBedevi ce
noves | iloeese rhanafemn@it amibesfatie tddeetd@r ekistehgorowtehtbakagei ng to
it_passes the domain list that it holds itself

the id i | r d in, ¢
Lo eachONings anthrkaeshenilt Gaanenitdngiol thesfungtion Hatofthe own.

As agre layd | uni I t usage
o Ses Sauctt elipfing EBNFETTRMRRTARNIER 4% PhalstisSY 8htHS RN, o haw
cont ent ligtalgeldibyi tee ilicemse dommiagderd uhit of the nbev ddriterselivaget 0

renew t i gnd thereby, all the function units of the existing content
usage d dE&* and the new cont ent usage device belong to the identical

user domain. As axasmlle, ¢hehgMld & dEROM M Ggﬂgé“ab'\/fée%ﬁ& fife Gidivai ned
25 below. Fig. 14A-Fig. 14E are descriptive diagrans for explaining how a
new conCoRteNs asa e device halogiontp sheiidentécalusgedormaioni tHewewaj ch is

conpgct t t . 300 0 in Fjg... 1 a Fig. 2, erates
fo Pneat, HisSEadarTtHay s e W dh e, Wher Poah 488°52 2ng
5a, respebectes] pnd andrtiye ridw- cbhbentdlsage dabticedbblofglty REFeRRNthe -
domain lists held by the |icense nanagenent units of the content usage

devi cesUSERidUMAIBScont ent - 43
Next, when each function unit in a plurality of content usage

devices including the new content usage device moves license
15 information between the other function unit belonging td the
identical user domain, it passes the domain list that it holds itself to
each other, and merges the received domain list into that of its own.
As a result, all the license management units of the existing -
content usage devices register the function unit IDs of the function
20 units of the new content usage device in the domain lists that they
hold themselves to renew them, and thereby, alf the function units
of the existing content usage devices and the new content usage
-device belong to the identical user domain.
An example of how to renew the domain list will be explained
25 below. ' ‘
' Fig. 14A~Fig. 14E are descriptive diagrams for explaining
how a new content usage device including a license management
unit 5a, which is connected t(‘) the home network 300 as shown in Fig.
1 and Fig. 2, operates to renew the domain lists of the license
80 management units 1a, 2a, 3a and 5a, respectively. In Fig. 14A~
. Fig. 14E, a spotlight is turned on the domain lists held by the ficense
- management units of the content usage devices, while .the content
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12 January 2006 output units are omtted. As shown in Fig. 14A, function
unit IDs 2A, 3A of the license managenent -units 2a, 3a are registered in a

domain list DLla held by the |icense nmanagenent unit 1la .qf, the ent
usage device 1, 5 function unit IDs 1A, 3A of the Iicenseﬁrgﬁﬂ%m units

la, 3a are registered in a domain |ist DL2a held by the Iicense.
managenment unit 2a of the content usage device 2, and function unit |Ds
1A, 2A of the license managenent units la, 2a are registered in a domain

list DLgatpatdiditstdie briftteq. mnagement unit 3a of the content 10 usage
device 3. Al of the |license managenent units la, 2a and 3a belong to the

i denti cal usehsddmuvnsin Régt 1448, Shovkioinnuifiy IDKBA, B Asef thel lkeéaskhe

cont ent evice.. onpgects a new confent usage_ device to the content
iange  HAAEGertl) Bhiks Z0038 4% drafstarathin o Boraindist R 13 beide 15
managenbyt thanilicers © mhhaginerNUAI 16SFORNRPLbREehE (98 d B f2e i St DLIa

hel d by _the _|license mana/gement unit la o e content ~usage devicé’l so as
to rlenel#REEOAMRILIDS A DBAOS the licamsamatagement, units LapBa apats t he

functio P Li . nt it la, in.the |i-cense managenent
init ! soredistted 6 o BRI TRV il by BnsliitaRsee firaag aoatn | st
DL 5a iwditc2aioigthe lddrtemt usayle delice 12, canaerumEaeANEATL Bkt 1Aa BQd the

license gﬁna‘ ement unit 5a, that is,.the content usage device 1'and the
new. ' coMt LRE > rRaRagepardngnils 1ae daama cagisteseddoma domaine 25

the Ii It § . I.C e Jyan rent nits 5a,
that | 975 parad TRy, ¢ Hicthee Py aRgoktent RT3 MCRIE Sankihtio ce
bellfng UsAgk idasrient3 us &l dérthienlicBase, mareag éheeht oeite 1BNRFRN34NI t 5a

20 . 1° SO ER the, FERESR Sty binblgonsc menagerent nit that holds the
that the Ll comea ransyomll ML AT 220, F sl SEMc i IRgBhtent Usalfe | udoes
device 1, connects a new content usage device to the content usage
device 1, and registers a function unit ID “5A” of the license
15 management unit 5a of the new content usage device in the domain
list DLia held by the license management unit 1a of the content
usage device 1 so as to renew the domain list DL1a into “2A, 3A, 5A”.
Also, the user inputs the function ID of the license
management unit 1a in the license management unit 5a of the new
20 content usage device so as to prepare a domain list DL 5a indicating
“1A”

~ As a result, the license management unit 1a and the license
‘management unit 5a, that is, the content usage device 1 andr the
| new content usage device belong to the identical user domain, while
25 the license management units 2a, 3a and the license fnanagement
~ units 5a, thatis, the content usage devices 2, 3 and the new content

- usage device belong to different user domain.
Here, when the license management unit 5a as the searcher X
- searches for the license management unit that holds the desired
30 license information and requests the license management'uhit 1a to
~ transfer the ticense informati_on, the license management unit 1a
judges that the license management unit 5a 'beloﬁgs to the user

TR




- |'i cense nanadenen

-44 12 JAN 2006 domain identical to that of its own becau the functi.on
unit 1D ""5A" of the |icense managenent unit 5a that reques lﬁ@ﬂ Scense
information i-s included in the domain lists "2A.. 3A, 5A"" that the

| i cense nmanagenent unit la holds itself, and pernits the license 5
managenent unit 5a to acquire the license information. As a result, as
shown in Fig. 14C the license information is noved fromthe |icense
managenent unit la to the |icense nanagenent unit 5a. At this tine, t he

| i cense managenment unit la sends the domain list DLla "2A, 3A, 5A that
it hol dslomngem fidepticad todhatcehils pwmahessusediiie faactnaxmutrhéIDi

To 1 he BFcoiEe ichse ShBitfagff et VA he thatoreatattothen t“%%’*?% ::[aselt'a;

respect iwﬁimaeroge ishgidluded tonehien domidnWitts eIy tzt,at}eISA"alnHathawel i cense
managerrﬁnt unit Sa renews the domain list D-Sa of its own 15 to -1A 2A
cense spanAgemeny. uakpl avhaldsnitseifzcard paraytsdiie lisgrsea

f t t t | th
e CAmaaBIENES, F 04 TB L O SETapopRRaTEr. UL L

its holds i tsABfatmesuﬂb, hscstnsw20n @gaMﬁn&hmlzteﬁse amfo rinhaticic énse
managenent unit. 2a s |st the domain list D - &/I3A% Pr'ai llt hol ds
Mool TIOYRE Ifrefhe Enenichnsfnmafrgeraents GRIE | pe ¢ {iE00ve. And
the |i capsRagBRR@ALTRIE 54N tAt 'tﬁls améeﬁﬁéqtdéfr?éé/nﬁ@ﬁageméht YR 1dpmRi N

lists wth each other, and t i cense managenent unit 2a renews the .25
domai n $eBdsoiize demiainolist t[li_lal‘)QA,SﬁA,Sﬂ o tdirmt it haldg, itaslfshovihe in

A9 malte SR ol g RRIE nal A JERE HH, o8 Wit LER SR ron

unit 3aseaddsthéhdomrimai st ipL5B ¥ BA” "thd it2Aolds tiksélfi t6 the diredrisel f to
the license 30.. nmanagenent unit 2a, and the |license nmanagenent unit 2a
sends tW@nagement unit Ia. And the license management units la, 5a
respectively merge their own domain lists with each other, and the
license management unit 5a renews the domain list DL5a of its own
15 to “1A, 2A, 3A", "
Next, as shown in Fig. 14D, when the license management
unit 2a acquires the license information from the license
management unit 1la, the license management unit 1a sends the
domain list DiLla “2A, 3A, 5A" that its holds itself to the license
90 management unit 2a, and the license rﬁanagement unit 2a sends the
domain list DL2a “1A, 3A” that it holds itself to the license
management unit 1a, as in the case of the above. And the license
management units 1a, 2a respectively merge their own domain lists
with each other, and the license management unit 2a renews thé
25 domain list DL2a of it own to “1A, 3A, 5A" ‘

And finally, as shown. in Fig. 14E, when the license
management unit 3a acquires the license information from the
license management unit 2a, the license management unit 3a sends
the domain list DL3a “1A, 2A“ that its holds itself to the license

30. management unit 2a, and the license management unit 2a sends the
domain list DL2a “1A, 3A, 5A” that it holds itself to the license
' management unit 3a, as in the case of the above. And the license
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domain list DL2a ""I Ajr 3A, 5A"" that it holds itself to the |icense
managenent unit 3a, as in the case of the above. And the |license -45 12

January 2006 managenent units 2a, 3a respectively nerge t?ﬁir 0 O(ﬂ{n)mai n
lists with each other, and the |icenhse management unit 3 F’é‘?ﬁwg e
domain list DL3a of it own to "1A, 2A, 5A". As a result, the user can renew
the domain lists DL2a, DL3a of 5 the |icense nmanagenent units 2a, 3a
wi t hout renewi ng them manually, and nake the |icense managenent units

l a,, 2a, n%é@én%’nt Q'Pufé‘ﬁahoﬁ ragg\é’%ﬁl g%etr BateH & c&)\nﬁoﬁémw I Hgsage

devices 1, 27 and 3 new content  dsage eV| ce
i dent i celithiseach dztrhxam amllclhen ltden sthananaagem entplnitl3a yrevfews cdnse

th t dth d | i st
e noeaBnat i3 Bt B0 e R e BETS v the bibers oo he oo
renew their yva eyt theUser ERHRRlew heodGhThil ﬁété*?}@.ﬂaﬁ{*?@gfa o£r m nal

for ren%g the domain |list of the Iicense nanagenent each
contdentt g@eﬂéﬁl dagngemanthainids pgrayvidedwithout reomwimag wohdm300. The

usage doateatyyBndmek® TRl faderikdt Uplel b 2o S5 anidia cd i n

this d(mmhhe ||BImeanegwmkt30®r it is, \ie8 @ MM lsagd Yfelvik8aae, gevice is
provi ded IDs of the function units of the new content

t ct i on unit
usage R £ Q mqwmn%nt Weagsidevige hetang dethienidestiosdnmament
-term nidgmaARd the license managenent unit of each content- usage device
accesses the domain |ist nmanagenent termnal on a regular 25 basis or

evéfy time i tInpﬁTGE aboyencpsedet pturaiély pf dicessienmanadeaehsiiizstdre | at est
functi red in the domain |ist, managenent termnal in the

donai nc%P'ies Oﬁgle&' bysgﬁg Sdhse S‘Frﬁﬁalj@ﬁﬂ'np%l@om%@ flisks wgthoopgnew it .
For examither antihfergeviid®ud@RRA IFSSwilH en & ‘Y2 sUAE to renew

their own domain lists. However, a domain list management
terminal for renewing the domain list of the license management

15 unit of each content usage devices may further be provided on the
‘home network 300. | '

The function unit IDs of the function units of a plurality of the
content usage devices that belong to the identical u-ser domain are
registered in this domain list management terminal. When a new

20 content usage device is provided, the function unit IDs of the
function units of the new content usage device are additionally
registered in the domain list management terminal.

And the license management unit of each content usage
device accesses the domain list management term.iné-l on a regular

25 basis or every time it performs a predetermined processing, and
registers the latest function unit IDs registered in the domain list
management terminal in the domain list held by the license
management unit itself so as to renew it. |

For example, in the above-mentioned case, the function unit

.30 IDs “1A, 2A, 3A" are registered in advance ih the domain list
managément terminal. When the new content usage device is
connected to LAN on the home network 3007,l the function unit ID
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30 IDs "1A, 2A, 3A" are registered in advance in the domain |ist

managenent term nal. Wen the new content usage device is o] to LAN
on the home network 300, the function unit ID -46 12 JAN E&J@Aﬁff@@ t he

| i cense managenment unit 5a of the new content usage device is additionally
registered in the domain |list managenent termnal. And each function unit
such as the license managenent unit 5 la, 2a and 5a accesses the donmain

I'i st managenent terminal on a regular basis, and registers the |atest
function, 5A" registered in the domain |ist

| A, 2A, 3A,
rranagerren'#w' é’rfn’i[??%li’qerﬂft%énaﬂéﬂﬁfﬁentslﬂﬂﬂfeﬁa b§/ thleenfewm:tdrd]enmulsagtaself
Inthea‘j@y e ster in the onai n
but tﬁ:eecﬁée?dagsxp%n% deﬁ?&f #Qﬁ ﬁg B@r @@l’"@ﬂemﬁ dvance

list,
in assocﬁ%fmma!vmth t he function un|t I n th| s case, when the user

i nputs the us t|n { he ontent usage device, the user domain
i spf ormed by ?’H?eé etf’r%l ?'g gé" Cj’t gsckhe rhlqa%bsajmnaglar@enltmmt
assogi atin2wi 4Adt H8 a&%&fsdé% the H’lé‘inr ﬁ@ an% éﬂaerg%ﬁr;é'ﬁﬂ?ﬁﬁb@ﬁgaﬁles onn

changed accordlng to each wuser. For exa e
user | Dregular rba&lﬁ.eamhl’@@ltstesaghedlatlese fihndthzﬁn wgtit IOERIAS B e3ja0r med by

all of £ units and 3a and the content out put
units 1b§A12b'Jé§§§P odmﬂ-?gﬁ%teh(io r'fs%égéé'acﬂeﬁm@é‘st ferminalahg Bhe2o on
the ot hdrorhamlIlymhel@bdysehe%nd‘ﬂi’dhsuhltslt@@ﬂ‘ user 1D "U2" in the content

usage device é‘& &I ser dormains_are fornmed by the |license nmanagenent
units la and Hé!ec@ﬂﬁ%:nfmbmtbm fmm&lenllDaMGZtegmftet’ed icottient

usage dgyl n is replaced with th cont ent

provider 25 domal n, e server ecure

Ori g st but sl 63l 104 BE I TR uSBRs ThE YR reciblefe

comuni Uatadxanm ianassmciation avithr the eumeeiadiaatabio the content

provi der dlr. operates,the content usage devices 1-3, and thereby the
[ #%@?

domain |ist GasGeavhen tBe pserdanwisatieeaiser ID by operating
the content usage device, the user domain is formed by the function

units registered in the domain list in association with the user ID,
15 - and a range of the user domain can be changed according to each
user. For example, when a user ul inputs his own user ID “U1” in
the content usage device 1, the user domains are formed by all of
the license management units 1a 2, and 3a and the content output
units ib, 2b, 3b and 4b of the content usage devices 1, 2, 3 and 4.
20  On the other hand, when a user u2 inputs his own user ID “U2”in the
content usage device 1, the user domains are formed by the license
. Management units 1a and 2a and the content output-units 1b and 2b
of the content usage devices 1 and 2.
When the user domain is replaced with the content providér
25 dom’rain, the server 100 distributes the domain list by secure
communication, or an agent or a serviceman dedicated to the
content provider directly operates the content usage devices 1~3,
and thereby the domain list is registered in the license management
units 1a, 2a and 3a of the content usage devices 1, 2 and 3. Also,
| | 30 "~ when the domain li‘sts. registered in the license management units 1a,
_Za ‘and 3a as described above are renewed, the server 100
~distributes the latest domain list by secure communication in
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units la, 2a and 3a of the content usage devices 1, 2 and 3. Also, 30 when
the domain lists. registered in the |license nanagenent units Ia 2a and 3a

as descri bed above are renewed, the server 100 dlstrlbut%§

domain list by secure comunication in -47 12 January 2006 resp nse to t he
inquiry fromthe |icense managenent units la, 2a and 3a, or the
speci al i zed agent or the serviceman directly edits the donmain list. The
details of the domain list-are prevented frombeing nodified by the user

i n t hi SapRMEse tol toe ingaidgniwom |tifet licen skem Snmgegedné auaitst bap@a eneved,

ot or mand s 16 Ve AP Eba) (R Wit 6P AR VACEREAD diERcly SRR | on

bel ongsdcumaahenstserTﬁer@emlllsiemh@adlom.hhmeat-e p’}*@\ié*htéd‘ﬁdrhf’cﬁéi%
ng pursuant to the password io nethod in t

,managerrent I’ll t (0]
aut hentmé’&'t' Evcﬁ&m@’ (PPtbée sBARGESs 2 AlBA, Shep dosnen diststmaw bien Fig. 3

Ik b nmet hod, each of the
mcgns%%nért?gégﬁgnﬁbﬁé% @fé‘hggn%n%a éggna&?%\é&tent out put units 1b,
2b, 3b and Maextnahdwl thg ticdrze umnagmhemerudrt@aura h@dsahde 3

I denticgal, password ( rrrmn i nf or mat n each of the |icense
nanager?éqﬁeoﬂ?n'}es anthg, seare @és X h@ﬁ?EqJ@ﬂUQSIS ddwii lieense i cense

i nf or mhFeMBLRIA tﬂlﬁofh%ﬁcf t8¥helusidr &SHa%e?déH?icaﬂ%smiig %o W}ﬁcﬁeamher

X wth that of its own,” and If the passwords each o her
det er nithes liceasa h‘eammmmnb(mmrigelar[gt;bnersaentuts@rtlmnpasswdedt ical to

t d wh d t her h I
midge TRHFRod B RE abhaRiPaliGn BPeceSyRal (Pragesting 562) 15, Sh6P 3b and
4b as &I1B2raEhehodvi GHUERY.S3TREHI IH € BGRaIMEQASERAY. unit la to acquire the

license information, the 1icense nanagenment unit |a 25 determ nes that the
searcher X dB&SOFdingetonghio passwesd aosthad,i eéach coff e ikisense user

domai NpRghaYeFnLhE IRTSY, LE%H 8% andhE S RERBDIPLT itk S SSRT cher X

3b and 4b that belong to the identical user domain holds the
15 identical password (common information). When each of the
~license management units 1a, 2a and 3a receives the request to
acquire the license information from the searcher X, it coltates the
password of the searcher X vyith that of its own, and if the passwords
match each other, it determines that the searcher X belongs to the
20 user domain identical to its own user domain.
| For example, when a device other than the license
management units 1a, 2a and 3aand the content output units 1b, 2b,
'3b and 4b as a searcher X requests the license management unit 1a
to acquire the license information, the license management unit 1a
25 determines that the searcher X does not belong to the user domain
_identical to its own user domain because its password does not
match the password of the searcher X. _
| This password is inputted by a user and held by each function
unit of the license management units 1a, 2a and 3a and the content
30 output _units 1b, 2b, 3b and 4b of the content usage devices 1~4 .
Note that a password management terminal for managing a
‘passw_qrd 'per' user domain may be provided on the home network

_48 -




This password is inputted by a user and held by each function wunit of the
| i cense nmanagenment units la, 2a and 3a and the content 301qupgm]gﬁﬂgs 1b,
2b, 3b and 4b of the content usage devices 1"4 Note that a passwor
managenent term nal for managing a password per user domain may be

provi ded on the hone network -48 12.JAN 2006 300. In this case, the
password managenent term nal gives the identical password to each of a
plurality of content usage devices that are to belong to the identical
user domain. Also, the function unit IDthat is to be registered in the 5

domai n 13QQ. i dnsehisccageaddw giagswordonmmagestemetbeorhinal gives uhal ity of
usage device

passwor I e t he, function.unit of. the _content

accor di ﬁgeﬁtgﬁ(#}ebgagé\%adt%m,Onfaﬁ'd 'H@lé{iﬁ/ ol e tenhusAd QIR C@Svi ce or
each funhtitogreitbt béforid ot ek n¢f@lCusdp\HdiRalRy Pelong to a plurality
of user domains. 10 Fig. 15 is a descriptive diagramthat shows a sanple of

how the cont é‘ﬂ?ousti@ gaGttiay wnét i¥Dt gt Hel bogbeoragpstersld tin dheuser
1ot ongdriail; HisTaI! Selelcheli® AR Ro Yarhain: NSt agiethdaedica o°"' °°

1 belongs to the user mai

bel ongs plorality wfepasowairds &k h&lP byUBRe fl¥ctid heuRRNbENEh&'SRAftefVi ce 3
bel ongs. to thgl user domain Ul32 UD4, and the content usage device 4

bel ongs Y6 FhAGYaER ASdingie thespasswand methed, and tberehy eaahe

devi ce : edbl ' | e ' I h nt ent

R S s A U S e R

the | i cdpyéceimiyr balong toeavpleralityebf usel gbenaiontent usage devices 1, 3
d j ,:.and,the.cont ' 3 the Ii

i 8 et o oEldiehN i SteSGHAEME dadFar thekhons s cammsconhow

[ espect tivelon@ntNaisad dvitlie N9 THALBEINRENG 416 FalE) BI0uLer

pl urali tg of user donains, the content age devi ce
domains.

~ In this sample, it is configured so that the content usage
device 1 belongs to the user domains uUb1, UD3, the content usage

156 device 2 belongs to the user domains UbD1, UD2, UD3, UD4, the

~ content usage device 3 belongs to the user domain UD2, UD4, and
- the content usage device 4 belongs to the user domain UD3, UD4.

| In this case, the content usage device 1 can move the license
information between itself and the content usage devices 2 and 4

.20 respectiVely, the content usalge device 2 can mo‘ve the ‘license
information between itself and the content usage devices 1, 3 and 4
respectively, and the content usage device 3 can move the license
information between itself and the content usage devices 2 and 4
respectively.

25 ~ Note that, when one content usage device belong to a
plurality of user domains, the content usage device may hold
information notifying which user do_main should b_e a higher priority
by setting a flag, for instance. .

| ~ Next, the usage restriction that is confirmed along with the
' 30 user dqmain in the authentication processing (Processing Ss2) in
Step S102 as shown in Fig. 3 will'b_e explained below.
As mentioned above, when each of the license management |
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I nformati on notifying which user domain should be a higher priority by
setting a flag, for instance. Next, the usage restriction that is confirned
along with the 30 user domain in the authentication pro ﬁsiggﬁég cessi ng
Ss2) in Step S102 as shown in Fig. 3 wll be expl ai:ned nti oned
above, when each of the |license managenent -49 12 January 2006 units la, 2a
and 3a receives the request to acquire the license information fromthe
searcher X, it determ nes whether the searcher X belongs to the identical

user deiwits ok, NP4, aﬁﬂdiﬁéSr‘éc@@é%”tﬁésre%ﬂésk'sﬁgeaé ird & eonic%rh

searcher X such as whet her the request [T cense | ormation may
passed IDbOERatien feory tie geancher J’Thitsdebelg'almestwhetlnen the sm:mhamed by

the gr n determ ned data stpred in each of the

| i censgylgélahgggﬁéﬁﬁgum%]ﬁlggt L%&p grsyn Rﬁo"?ﬁ PRdsa gﬁ’%ﬁlﬁtfgﬁf"ﬂﬂ?@t ion, a
10 funt¢hieorusangé r&strficeioinuneihi eReunidarchalr iYs BAER tei@dw%tﬁ‘équ'th% license
i nf ormati on ang?user I D of a user, a function unit ID a function wunit

that tREAYESERLcliggRES IR MAtioH mavzlaeamssedtlmtheaﬁeaacheeéf am, a

functigpenit IDof a function unit that is permtted to acquire |icense
informati on per license information, that is, per 15 content or service to
be used, or &hisiusEignrestattian isdeterminid bhahe geonprinforasationacquire

[ t t d. Fi t, th
e B PBHBEL B BEE Pt HIBsahe et ke F shen licenseo
acqui rméﬁﬁpg'n@éﬁﬁjdﬂﬁofém%oé‘nﬂ V%éeg' FiR%H;S g%’g{ {1? l%%‘ﬂg%ﬁ nLor mat i on

w il be ex I ned For exanpl e, en the content W'th the
fub@t i Bunghion upit By ofsa funckiorn beait maempeu'mntbed Itnwoqeurenﬁoegeeem uni t

dot er IR AEIOT RO BV SREICBE T bisge. adftineia8 dat Mgmanrareienca o
t hat “oliniit thatrthiiede rAahBR ARt uhitst 1a, 2a and 3a trust and a
user ID, a function unit ID of a function unit that is permitted to
| acquire license information per license information, that is, per
15 content or service to be used, or a function ID of a function unit that
" is permitted to acquire license information per processing type are
registered.
First, .the case when the function unit ID of the function unit
that is permitted to acquire the license information is registered in
20- the group information will be explained.

' For example, when the content output unit 2b w:th the
function unit ID "2B" as a searcher X requests the license
management unit 1a to transfer the license information, the license
management unit 1a determines that the searcher X belongs to the

25 user domain identical to that of its own pursuant to the domain list
method or the password method, and then determines whether the
functionl unit ID “2B” is included in the‘g_roup information stored in
itself or not with reference to the group information. If the function
ID “2B" is included in the group information, the license

_30 management umt 1a authenticates the content output unit 2b thatis
the searcher X as authorlzed and permits it to acquire the license
information. ‘
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- nethod or the password nethod, and then determ nes whet her ﬁﬁf hyaghkon
unit ID"2B" is included in the group information stored in hﬁél onot
with reference to the group information. If the function ID"2B" is
included in the group information, the license 30 managenent unit |a
authenticates the content output unit 2b that is the searcher X as
aut hori zed, and pernmits it to acquire the license information. -50 12 JAN
2006 In this manner, by setting the usage restriction, a plurality of
content usage devices that belong to the identical user domain can be
classified inip tisgaanimr, tgnsetidnigr eh¢ sdge eastrittiber,"@tglanalioy ofse a
content an those t ha cannoéychU|re the |icepse information 5 nor use

the conCORENtHISIAE HRNICES, F4ORANEQ thR iganticak usert¢RMAIACERBN units
of the WE%&SIH%@%Q?‘% 33 c%rneal%ﬁ F U ]l‘&eﬁ%@’iﬁﬁﬁrﬁﬁtt@ld fﬁ”seo

information are registere |n t e group | ornmat 1 on, but user
t he useu§&/\ﬂcﬁoﬂaﬁ@1tpéﬂd1 these tbatsanmet bicqeise theolicense iafoomatign be

registe case, when a user inputs his user IDin any of

t he § ht%g ';'Eg tz‘beecgg%egis 1--4 and the license management unit or the
cont ent out puln Whict abbvieheaSeNtRBLFHFAIEnASHItCEDS o Mh & FulRig Anit® 1S
|nputted as a searcher X requests the Iicense managenent unit 15 that hol ds

the |ic8hskhe neonkgit ghsager devices thak arec deyanititedotensicanire htheear cher
R L s S T A T L3
| nf or musen dBtserofi rlEhae uketrbewlidie apeepaniraittedertd Luée the Jicssein the
o] on 20. stored in i seIf or not, and if the user IDIis
gﬂgt e?‘ﬂ:f miE'Be‘r MY b degishgredbEh®reo acquire the Iicense information.
Pféénséhenéﬁig‘e#éﬁ? tafe. ¥Ehog UoRl, s nis hee T 0, dRYSF R orou
i nf or me€PBEERL USAge demleenédv4 and the license management unit or the
content output unit of the content usage device in which the user ID
~is inputted as a searcher X requests the license management unit
15 that holds the license information to transfer that license
information, the searcher X presents the user ID inputted by the
user to that license management unit. '_The‘li'cense management
unit that receives the request of the license information determines
whether the presented user ID is registered in the group-information
20 - stored in itself or not, and if the user ID is registered, it permits the |
searcher X to acquire the license information.
Next, the case when the function unit IDs of the function units
that the license management units 1a, Z2a and 3a trust are
registered in the group information will be explained.
25 - For example, when the license management unit 1a trusts
‘license management unit 2a and the license management unit 2a
trusts the license management unit 3a, the function unit ID “2A” of
the license: management unit 2a is registered in the group
information of the license management unit 1a, and the function
30 unit ID “3A” of the license management unit 3a is reglstered in the
group information of the license management unit 2a
Here, since the license management unit 1a trusts the license
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25 For exanpl e, when the |icense managenent unit la trusts |icense
managenment unit 2a and the |icense managenent unit 2a trusts the |icense

managenent unit 3a, the function unit ID "2A" of the Ii(i(égse- enent
unit 2a is registered in the group information of the |i% ‘@Igz{i\@gerrent
unit la, and the function 30 unit ID "3A" of the |icense managenent unit 3a
Is registered in the group information of the |icense managenent unit 2a.
~Here, since the license management unit la trusts the |icense -51 12

Januar im0y SRNAYETRIE A thEaicdige ! gsﬁfe;r mpetm%& @{éﬂ ts the

| i cense managenment unit 2& to acquire th cense | Son 't R t he
| i censélm&gd‘ﬁl@magﬁmtentauntl‘séaftmaICQulrtartdheallsenperlmfbsmdﬂlaorf tihati on

t of,t the | t t
oo 1o A TIETE ol BReIn AL BT RE RS Re Hags and S edrnitaade "
managerfemtctiont uAk bfttﬁécbmehtqeﬁé?e JeRRee B rdidd B tHd §jdd
nanagenent unit 3a can acqulre t he i cense infornation fr0n1th Cense

mandgedBANAGEMa Wik 2aHe asauivelths license aammmmerrérmauns; 2a. 10

More s iC Y, th uires the

Iicensgﬁﬁ% orerriﬁ%?l olrllx\glr?g?nt A'J'g gﬁgeeﬁﬁaq'g@gerregﬁ hf'fs?% %F' e iG&iaRe

managewepnNagemess imrisBa(;dﬂm $|$Je@me hhanbigesneat lfﬁitagﬁn@é\h doqlird to
tificate. indigcati approval, and presents the certificate

bt ot n2h€ liknsRSl darBia o by e Heenneimanagtmant Ledhdea witiagerent
uni t._kResappYolAl YRS liddnd® mARGHeiRehRS Afrcggse [ nformation. Here, the

certlflcatelncludes reli Ity ce |cat|on|nformat|on|nd|cat|ngthat
"t h@ | i cense Mo aseeeificalhy,t \@laens thrajsli(eehia@ nh@nageeneat mendgedant unit

the 11 SERMIFES e RER G ER BT o g aklie TioesiominaRa0Groead whlt t col f .
iﬁxs a resyl thoflitdess aharkitfém éﬁﬁuh‘lﬁ%%rs‘fa@@ﬂﬁﬁ?ﬁl W Ehbah@%h@ets the
I cense nanagenent uni t 3a tO acqulre the license In ornatlon ased. on the
fact tAR@NBAEMERELWRIL 2a to issue a certificate indicating its approval,
and presents the certificate obtained from the license management
15 unit 2a to the license management unit 1a so as to request it to
“acquire the license information. Here, the certificate includes
reliability certification information indicating that “the license
management unit 3a is trusted by the license management unit 2a”,
Then, the license management unit la that receives the
20 request of the lzcense information refers to the group information
stored in itself. As a result of the reference, the license
management unit 1a permits the license management unit 3a to
acq'uire_the ficense information based on the fact that the function
unit ID “2A" of the license management unit 2a is included in the
256 . group information though the function unit ID “3A” of the license‘
management unit 3a is not included there and the details of
above-mentioned certificate.
Also, when the other function unit is trusted and approved by
the license management unit 3a, the other function unit presents
80 = the certificate including information indicating that “it is trusted by
the license management unit 3a“ and the certificate including

information indicating that “the license management unit 3a is
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unit ID'2A" of the license managenent unit 2a is included f|r/ thANB(GGoup
i nformati on though the function unit ID "3A" of the Iicense managenent

unit 3a is not included there and the details of above-nentioned
certificate. Al so, when the,- other function unit is trusted and approved by
the |icense nmanagenent unit 3a, the other function unit presents 30 the
certificate including information indicating that "it is trusted by the

| i cense managenent unit 3a" and the certificate including information

i ndi cat i t o i nagenent unit 3a i.s,52 12 JAN 2006 trusted

by the If}gjestr‘fgg %Q@e‘éﬁeﬁfgﬁﬁfﬂaé&%%%ew@ éénr ae uitj'@"@lli’é’ IGadknse

i nf or mat aoquineobhehécen seris€ormiAgIeneiiort e iGendd A é\ﬁ‘{é}fv u?.*?@ ot her
e the license information If it pgesen s the

(o1 on e Ao .
cor 1 1 cHios 161 oMM Uipidedt heiosfies i onainit cansacquire tiee dluevsaase,
the Ii R ' i founit 2
acaui o0 e RO IE DA RO R IatSs oD bl A Ha ECRgaAn uni

la, But @ftmst.acquire the license information -of the |icense managenent

unit la indi rgﬁlél}{{ via | 0 the Iﬁh‘cegse managenent unit 2a. That is, the
| i cense manag e ahQve §35€othesirense managementaimdeappraved2a t o

acqui r e Byhehel licems€ rhahagehied? dhgM i %%l?ﬁgﬁérﬁ%%@éeﬂﬁggmﬁi ﬁ’ni ?ndza

- then acguires the |icense information fro I cense “ma

“that hadliBegHyifeam thadiensenanagiessent uris Fyrboeitmay dcyuihe thbove
case, t | - f (fhe function units, which belong to the
user domgé;]d%%éﬁn@ir}(@iﬁ’bg'Eﬁﬁeedice?%‘% Mppge&Meitdiatehe 'Bﬂ'feﬁtﬂ‘dt\"ﬁol ds

t hel@r otibei li€ensetrnanagamerithenit 2anserianagepRalicthide I ﬁhr?g%lrﬂﬁntthe
group infq tion trusts, are registered in‘the group Intor ion held by
the [i cé’ﬁgé%cﬂﬁ?%%‘#@ﬁls the dicanse raanagesacntameite?a.ta heqhimecthen unit

ve” ool Seosea R UBH 3 BEAiEst UL HREAT Lt Lo 3RY the 2! °0
acquires the license information from the license management unit
Za that has acquired it under the commission. ,

15 Furthermore, in the above case, the function unit IDs of the
function units, which belong to the user domain identical to that of
the license management unit that holds the group infbrmati'on, and
the license management unit that holds the group information trusts,
are registered in the group information held by the license

20 management units 1a, 2a and 3a. However, the function unit IDs of
the function units that belong to a different user domain may also be
registered there if they are trusted.

In this case, when each of the license management units 1a,
2a and 3a confirms the user domain of the function unit that

25 req_u_ests the license information, it also refers to the group
information. And when each of the license management units 1'a,
2a and 3a judges that the license information is requested from the
function unit having the function unit ID registered in its own group

- information, it handles the function unit as that belonging to the
- 30 . user domain identical to its own even if it judges that the function
unit belongs to the different user domain. -

Assume that the other license management unit than the
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- In this case, when each of the |icense nmanagenent units la, 2a and 3a
confirnms the user domain of the function unit that 25 requests the |license

information, it also refers to the group infornmation. ?hen egﬁ% of the
| i cense managenent- units la, 2a and 3a judges that the I ormat i on
I's requested fromthe function unit having the function unit ID registered
inits owm group information, it handles the function unit as that

bel onging to the 30 . user - donmain identical. to its own even if it judges

that th | he dj £ferent, user donpi n.. Assune t hat
t he ot hgr tr:":rl\%g:‘tense nagerrenﬁn%?nl% t%%%"tdné t 1be ﬁ%‘?@i‘gﬁ?@déeﬂ ti&@lse
nmanagenuseruhdinaiha witichabel3agishes abdiﬂﬁéﬁeﬁ@ufs@? d@ﬁi‘éirpﬂffn'ilﬁﬁét%‘?”&' n, .

whi ch %onﬂs to a different user domain fromthat of I cense
managentht UHENSE Mapgoemansaunitrighs, tdat amé 3k cpudgesathgdnthe unit

| a nmeet FceReeSRAI AL &piedt rch according,to the
br oadcast net hod rgér}‘J t he steggg?]a%cgnm%ggés”t%ﬁ Sé%régg%omtf%@egs?s efiﬂ'gtl | cense
mandyenghttheisearch @ccordingetot bhel beoasieastf aieiodnort eheesagptl. | n

h t he f t IDth th | t t
oot st et Sanision RERtiR: nfd: realBRthaie Higenre maRAgemankgsmsntauni t | a
even i dtd transfardges lﬁd&fﬁsé h@ﬂﬂ‘rﬁ?hdﬁ Cﬁﬂséxﬁﬂﬁ‘? mghtﬁﬂﬁht%eﬂag%%%rt 0 the

user dori[a}%g different fromthat of 1ts own udge
li censd M hdgER At Ibnthe athen Ilimnﬁajmandgpmﬂntamitelsarbgistdﬁe@eme

manage I nformati on. However, if the

trustf lrﬁﬂ_:t grgyponsﬁ%éﬁr{ig@b W@&S%@%%gsmeaéww la&vanense
manifgerifiit judges that 2heaothan lien s @ FhBitaddifetRAUAIE el idikodifs al | the
function_ units belonging to the identical “user omaln to a U|re

| i cens& 56 oMl A @éﬁﬂttﬁﬁeﬂgﬁhafeoﬁﬂé‘g@wmsttrjmdgeﬁ itl’sablhheouth@em
the usar i MamRgeiti ERe TS Adthaizdds 40" hthal, e elidea” n”
the grdigensefroanageoneats uieitcto aduabevithe fidendeeifRyimation. t he worl d may
'. However, if the trustful relationship chains as mentioned
15 above, each of the license menag-ement units la, 2a and 3a may
permit the searchers X that are all the function units belonging to
the identical user domain to acquire the license information even
though the usage restriction is put on them. Furthermore; if the
' functiqn unit IDs of the function units belonging te the user domain
20 different from that of its own are also registered in the group.
information as described above, all the devices in the world may
possibly be permitted to acquire the license information.
So, a hop count that .is a number of the above-mentioned
chains may be limited. That is, if the number of approved chains is
25 ~two or less, each of the license management units 1a, 2a and 3a may
handle two or one approved chain(s) as effective one(s) and three or
more as ineffective ones.
For exampie, when the searcher X presents the certificates
~ indicating respectively that “the searcher X itself is trusted by the
30 license management unit 4a”, “the license management unit 4a is
trusted by the I[cense management units 3a“ and “the license _
management unit 3a is trusted by the license management unit 2a“
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possi bly be permtted to acquire the |icense information. 13(2 \é\ArN)g[]ggunt
that is a nunber of the above-nentioned chains may be linmted. That is, if
t he nunber of approved chains is 25 two or |less, each of the license
managenent units la, 2a and 3a may handl e two or one approved chain(s) as
effective one(s) and three or nore as ineffective ones. For exanple, when
the searcher X presents the certificates indicating respectively that "t he
searcher X itself is trusted by the 30 |Iicense managenent unit 4a", "the

| i cense managenent unit 4a is .trusted by the |license nmanagenent units 3a”
and "t lte reqeast thmmamrmznmalmgeament unifisi adtangramefar E@ﬂs'écﬂﬁﬁﬁgerrent

unit 2a 006tore uest th I to
transfél“f‘?'HBaItlQ:'élnﬁﬁI F‘Fﬁ%‘fﬁ’rﬁ‘??aﬁ %E"E%ﬁﬁgg%{ﬁﬁéﬁﬁg%ﬁ% Fgégrohl bits
the seg ¢hg %ﬂ:&ﬂﬂ% Cﬁh‘érl|86n§@eldﬂo@‘ﬁﬁléﬁolmwmg@rthleemmemefnunber
of approve arns | hr ee. a result, the license management unit |la

S pre\Eﬂ:mtEUIefd @halp\srtﬁ threg; aI I the function units belonging to the

i denti cal domai f bove
o only e s 2 RERNE, i EEHE TRt ad FEIRCUATY P8 IR preDenRd R AO0NE
; rmnagelﬁértmwam? &H. tRa andcBent mﬂts abelorigimgedios ttheeddentided gsewp
i nformati on the user |Ds ma\é i regi stered there in association with
r'd

t hese fdﬂfé'ﬁllﬁrli%ﬁlcﬂlll& the tigens PEATAAB i on units. In this case, the

‘trustful rel t fifctibhCeRREIDE U ERB Muritition |a, 2a
and 3a and tze @?% \zﬁc I"ot unlttH%S canl e changed according to each

user. Nmits tHeet theelideaset maamagementum‘ttsl bapf2a hendudat t3SWAIre  t hat
is permtted to, acquire the | se ipnfor t|o IS re e he group
i nflr mdEOterad digt he o@“”f‘l’le' rlepéﬁg?@ |"n?%’ Pgn JsteﬁJaSIt'fg fhd 9}? c%nt ent or
servicg Ig‘?sf@réiﬁ‘%ﬁ’eﬂé" Id al%.%o%m:ahnaﬂth Ahdde tfhhttﬂﬁﬁ@lma mgt@fhtheD
aSS|gne to each content for

trusted function units. .
In this case, the trustful relationship between each of the

license management units 1a, 2a and 3a and the other function unit

~

15 can be changed according to each user.

Next, the case when the function unit ID of the function unit
that is permitted to acquire the license information is registered in
the group information per detail of the license information, that is

~ per content or service to be used, will be explained.

20 - In this case,. a content ID assig_ried to each content for
identifying it and a service ID assigned to- each service for
identifying a service type such as a usage period or a number of uses
of a content are registered in the group informati_'on in association
with the function unit ID. |

25 ~ Furthermore, each of the license management_units la, 2a
‘and 3a recognizes the content ID or the service ID of the content
corresponding to the license information based on the request of the
license information from the searcher X. '

As a result, when the content ID is registered in the group

§ 30 i.nformatt-on, for example, each of the license management units 1a,
2a and 3a can change the function unit thatis permitted to acquire
 the license information of its own according to each content, Also,
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identifying it and a service |ID assigned to- each service for identifying
a service type such as a usage period or a nunber of uses of a content are
registered in the group information in association wth tfﬁmé %bé)n uni t

I D. 25 Furthernore, each of the |icense nmanagenent units]I a” “and 3a
recogni zes the content ID or the service I D of the content corresponding
to the license informati on based on the request of the |icense information
fromthe searcher.X. As a result, when the content IDis registered in the
group whdrnthendéihaee 1O LSNPS nits
la, 2a angI 3a can change ?h ukg't.?%ﬁﬁ&nﬁ ?Eﬁp' ! S per'-r;]n Sg‘éﬂ %Ew re
“the 1icEH Cﬁﬂs@rﬂbﬁﬂaﬂﬁmen&snbtmlagé@ramd@a uaaatdmang&tiﬂm fuAcsion - 55 12

January,, elDis. r tered in.the group jnformation,
each of gﬁﬁgh#]ce se mﬁééeﬁ%rﬂg irfesﬁ?%?'c@é'%wgﬁ"ﬁég gBSt@¥Function |
uni t trmtcm&jlngrtotdm seraigglire the license information of its own

accgrdl ng to ach servi ce 5 For exanple, the function unit ID "2A" of the
| i c&nse mefragHe, 24hies 1?'»l:!@ﬁts!f’@relt!’llltn Ihe"“3ABupfi nftoe rriaitdemrsa)f the

i cens [ n th a con ent

ent ertglnnrren cont eﬁple %‘?‘3 % e@%ﬁ%’t%ﬁﬂ Hl‘\% q99He 3R ogﬂa%@nt% th|e1 cense
man?get nsmlmanfagemelgsmrftaa Flglmcﬁ!dtlblli\ef\!?thh a cdﬁt@ﬁs\gg aﬁjgﬂrbliw th a
cont en of an.educati.ona n this case en the |icense
mnagerﬁ{LErﬁ%FaWEQtaF %%}%@?d%?\eeﬁmgklgnmem [REnIA rddegefrshe unit is
to tranderisd hthahageRfnt NUATERI 28N Ad | 88 eUCAdARL SN LAN . RS

| icense nmanagenent unit |a recognizes the content lE'ontent
151@or ASsesHatiog with ﬁeme@eetﬂ@ “GZenfarn edergational lcesaermn t hat

Ilcenselnfo& E 'IS' the hbece se mana errent unit is_refers to the
group |nforrraﬁalhu of“ %t GF?H‘?? nagesnget uihbgedeads anit 3a
to acqseaechee Xlrequ%@ts rth@! rekhee ﬁw@n%ém uh#§h @ ehahLfdPEhe2A SA

are regl stered in the group information Tn
Icense information of the educational content, the license

management unit 1a recognizes the content ID “C2” of the content
15 corresponding to the requested license information based on that
license information. Then, the license management unit 1a refers
to the group information of its own, and permits the license

management unit 3a to acquire the license information because the

function unit IDs “2A, 3A” are registered in the group information in
20" association with the content ID “c2”, , '

On the other hand, when the license management unit 3a
requests the license management unit 1a to transfer the license
information of the entertainment contenf, the license managemenit
unit 1a recognizes the content ID “C1” of the content cbrrespond.ing

__25 to the requested license information based on ‘the Iicensé
information. Then, the license management unit 1a refers to the
group information of its own, and prohibits the license management
unit 3a to acquire the license information because only the function
unit ID “2A" is registered in the group information in association

- 30 with the content ID “C1". |
In other words, if the requested license information is that of
the eddcati_onal content, the license management unit 1a permits
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20- association with the content ID "C2". On the other h gthxh Qge-
| i cense managenent unit 3a requests the license nanageni ﬁf?ﬂ to
transfer the license information of the entertainnent content, the |icense
managenent unit is recognizes the content ID "Cl" of the content
corresponding 25 to the requested |icense information based on the |icense
I nformati on. Then, the |icense managenent unit la refers to the group

i nformation of its own, and prohibits the |icense managenent unit 3a to
acquireﬁbggrlicense i nformati on because only the function wunit ID "2A"

regi ste ITCNRE GRBURIEARERka NS 47 afybciattnmemore that Hicense ent : E)
oo RGB! dRovy BRI BRUITRLIECREPNRERLR' AABEL SRloRSd PR O I

educational content, the Y%@ense management” uni nga per m JAN
2006 t heflthe esdentaingaaabtcamiarn, Zthatitedsd mangyieneehbainiti T8N&m

I nf or mat.,.qn, ver. 1f the reguested |license, information is that of the
enterta?:h%g}ﬂé_&g'eﬁ EHPCE%% L‘Q'&eﬂl@&‘rﬁn@%@?‘?’é d,do; acquise thedigrnsee
funcsgi opnfgrirhatival alcGoPaimg t ' i I tyl
according to galch ggn?ent‘?@ sﬁ(?e;ér?rac?l ??%EEP% ;S? g‘?\?ﬁ?ﬁ%%ﬂﬁ%@ﬁ%ﬁgemnt
uni t 2alicengegmanagament sarit2a §00a oquirenthatbbdensenénbasrativan t he

f . . 3 : : i e e
11 cense i nf or NeRte SheCasd WhbRNM i WP TENoE i FORZEBI bRitecsi ng
type wi thabés permitied. tol@cquirditheceense nifocAsstinn IPrégistietentid yi ng

‘each prgcessin .t%g_e i s assigned to each type of the procéessing that the-
sear chet& 9194R bpiprraabion: pedt Rreeessinonbyge ouil! ibe exdpdainedi n associ at i on

W t the fu ' et 1D (o i | i e it that
hol icFJIOs t he de_sr,!icﬁr Igg[g :é? bIt:"i' ceg?srg Ciens g'?ﬁart?ofhpﬁmdteﬁctﬁ&zﬁgggggﬁ ﬁ@%egﬂggsear cher
X sear chepe fisrassgoed teemth typegefrthe pridesding Heat ¢her séa peidOXNS

nse information fromthat |icense

managorthtorfis TRhEFuSTer 68 in GFe B ey GRS Ngin PaRGFELIBROEESS ng")
I f ‘the function unit ID.
If there is the license management unit that holds the desired
15  license information with the result that the searcher X searches for
such license management unit, the searcher X performs processing
of acquiring the license information from that license management
unit (hereinafter referred to as “right transfer processing”). If
there is no such license management unit, the searcher X performs
20 ;jrocessing of requesting the server 100 to distribute the Iicensé
| information to acquire it (hereinafter referred to as “distribution
request processing”). ' ,
Here, if the searcher X cannot request the server 100 directly
to distribute the license information to acquire it, the searcher X
25 -.'sear_ches for the license management unit that enables it to acquire
- the license information, commissioné that license management unit
to request the server 100 to distribute the license infc)rmati'on, and
acquires the license information, which is distributed to the license
| ~management unit from the server- 100, from that license
30 management unit. . |
Different processing IDs are assigned in the right transfer
processing and the distribution request processing, and the

-57-




there is no such |icense managenent unit, the searcher X perforns 20
processing of requesting the server 100 to distribute the |Iicense

information to acquire it (hereinafter referred to as "dist ibut&
request processing"). Here, if the searcher X cannot reqdég%n?ﬂ% @giver 100
directly to distribute the license information to acquire it, the searcher
X. .25 searches for the |license managenent unit that enables it to acquire
the license information, conmm ssions that |icense nanagenent unit to

t 100 to distri te,the li i nf ti d [
he T el deibbrTRg Be fadlethred thind Brov BTRTEraTR o Reende nsstrant
uni t fre@ddgestinteuntfd. 14 o bt 3d ¢ﬁn§§soé‘%tmaﬂﬁﬂw&héwhhcgﬂa‘tr[]feer ent

processing 1Ds are assigned in the right transfer processing an
- di stri SRt eqid thesteearhgof 4he lirense7managament 200isptacessi ng | Ds

Ta 20 ATAIE ebBortzed IR AL BRI TP Rosklion T Poau < RIABATERe cach o

t hesl | cmmehm@nmAgenent units la, 2a and 3a recogni zes the processing ID
based on the _request f{égmgéhe searcher X. For exanple, the function unit "
n

5
IDs "2A, 3A" FOf £xamp e fanghoremnitinllps 2AantA3pfather ligenser ed i n
the gr i | QR +<OF | t ' ' i.at i on
£t Roan R offts 29 i o FedTtepeli ool irffoARidhbh | o
functi ®f lheanficende swamageheentinetriibn 1uni in 3asssciatjost ewdtht hee i n

o ocesdiragessinbil SIS dideh Eranaterproghsningan il SHecBHRE IO Nons ¢ he
| eonae et g (dACtR ARt B8 fo AQIsTEReR ther M BRSBCidtON, Conse
manageNEih Wit Brocessimal L {'M2 T iof it distiob utivironeqnesti pascessing. he
oense Tenegh iRaL cAk! GRS rhHERAESUTBurARY S eBmAlISeloETRE
license management unit 3a to acquire the license information, and
the license management unit 3a as a searcher X searches for other
15 "Iicense management units that hold the license information and
finds that the license management unit 1a meets the search
condition, the license management unit 3a requests the license
management unit 1a to transfer the license information in order to
perform the right transfer processing for it. Thereby, the license
20 ~management unit 1a recognizes the processing ID “*M1“ based on
the details of that request, and refers to the group information of its
own so as to confirm whether the function unit ID “3A” of the license
“management unit 3a is associated with the processing ID “*M1” of the
~ right transfer processing. As a result, the license management unit
25 1a permits the license management'unit 3a to perform the right
transfer processing because the function unit ID “3A” is associated
with the processing ID “*M1”.

Also, if there is no license management unit that meets the
search condition with the result that the license management unit 3a
380 as a searcher X se_arches for other license management units that
hold the license information, the license management unit 3a

performs the distribution request processing. Here, if the license
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managenment unit la to transfer the license information | U@%u erform
the right transfer processing for it. Thereby, the Ilcense 2 égggﬁe

unit la recogni zes the processing ID"M" based on the details of that
request, and refers to the group information of its own so as to confirm
whet her the function unit ID "3. A" of the |license managenent unit 3a is
associated wth the processing ID "M" of the right transfer processing.

As a result, the |license nmanagenent unit 25 la permts the |icense
managenep nit 3a orFErforn1 ge r| transfer processin because the

functi ontH¢IFBEBAY fequ \#% khengepyoed$X] hg dio l'lblute heo, if
th t5ot h th
ere i sligenkeCaRFErMRITERMEAMd Unidn t t'&%hdff& St %théﬁgrhc gﬁghj O%r‘ee‘;“rches

the result that the |icense nanagenen
for ot heaNI@ABEE MandgEneda wtﬁeiﬁ 'chamdtolndaqd‘eesﬂ | tenssetrwépr a0 ofp - t he

li cense It erf he dlstrlbutlon request processing.

Her e, Hﬁ#?ﬂﬂ@ngﬁg éé%:%}s% gdRentCaHike | &L the W'{Qﬁﬂ%t s the

serv@r 19 riag eliredrit bhﬁ@B@ﬁndsﬁ Gﬁ'ﬂ&‘he‘ ﬂt:@h%th%hé‘ﬂgn?é‘ﬁt i‘ﬁﬁt:' ]tfe L ver
serv

al t hough the |icense  managenment unit 3a itself ca reques
100 to SRIER|Ssi08St Het? jregmtest ﬁh@rﬁ@lt\(eihhﬂﬂd:@qduma'lbutetﬂhm liceersee 5

f
Com s ara AT, ¢ utd: trepeliss. B oahIE S insian, ndq cUgepse

“infor natmarmagemmdﬁpunsb kF2) rEIu:iogmzefmme déﬁ:hpcmsemzrmﬁageaeah uni t
' t hat comm ssion, and refers

la reco ﬂ?&eé the ocesmag IP M2" based on

to the 3 M BITRICToARE fefers o the Q@%dﬂfﬂﬁmﬂféﬂﬁe@fwﬁeomd:m on ID
3Aioof ddif.f HrinC Qi n 8ia% t e ssi ng

ID"M" of tlhe di strﬁ?ﬁggﬁjéggégﬂs?[)grgéesgﬁg% 25%%5{}@%'% G(\:cense
managenmdit i is Rgsocpated weithhidhe iprenessimpa@eidin” Uﬁlthe36|§W|mfﬁ“6ﬁr m the

associ af SIS P EG N o cAS A AT Hhe higRasroquesagermenteanir 1200 1o
distri btmternuits tHe tieesed MHMABERPERt unit 3a to perform the distribution
request processing because .the function ID “3A” is associated with
156 the processing ID *M2” and requests the server 100 to distribute the
license information.

- On the other hand, if there is no license management unit that
meets the search condition with the result that the license
management unit 2a as a searcher X searches for other license

20 management units that hold the license information, the license
management unit 2a commissions the license management unit 1a
to request the distribution of the license information, as in the case
of the above. However, once receiving this commission, the license
management unit la rejects the commission from the license

25 ~management unit 2a because the function unit ID “2A" of the license
management unit 2a is not associated with the processing ID “M2" of
the distribution request processing of its own group information.

Note that a management terminal for mahaging the group
information may further be provided.on the home network 300, as in

30 the case of the domain list of the user domains, and thereby the
management_term‘inal may manage the group information of the
l_i'cense management units 1a, 2a and 3a collectively. In this case,

-59 .




On the other hand, if there is no |license managenent unit that neets the
search condition-with the result that the |license nmanagenent unit 2a as a
searcher X searches for other |icense 20 managenent uniaﬁethat hgéﬁithe

| icense information, the |license nmanagenent unit 2a co ”J e

| i cense managenent unit la to request the distribution of the license

i nformation, as in the case of the above. However, once receiving this
comm ssion, the license nanagenent unit la rejects the conm ssion fromthe

| censeth BHEL RGN iriaRAgBRTGHE UriiRe F3IN9hi £lq UDh lcd D refi thef , t he

hia
I'i cense nanagenent unit 2a is”not associ at ed Wt he processing I D "M" of
t he di groiuguinbormadioesstinpe dbes katestobniet at ey dimep bynBccaasing.thkot e t hat

a mana t term.nal for m ing. the group,. information :may further be
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uni ts limite2htartthe3aigtetytrarrsferiprdoessing aadt tiee atistyibutfen reguestt o one
5 another to merge j,ts own group infornation with the other's. Furthernore,
the pr BERSESHNIhe HetRaNopEstolms: RUTCNaRSE PIOGESIG Oft IUGANARINGY ansf er

Pr oces ficRe A< te ?&éié’ rfﬂérftegri_%ﬁha\ﬂﬁ Cﬁ?ﬂsrég?)léﬁ 16@9@?{&%&@ :

purchas_e processi ng Orf purchasi ng | cense rtse use a content and
hal® nglichasssrivdorooitigansomes poh diinge be dhe litenset | dm this pswohdsgeg to t he

i _In thi h .essi h her X ts, th
1o PeaRy g, S TERG < B” SEaddesHiruisarehier 0B Frkeublones 'S
i tsel f gepdiote FIREYREnsd idfaym 8o, CEP$E tHRASHERYr WNitselNahnp@t equest

the server 100 directly to generate the |licenser information request the
15 ser i@quesy, tib hpsdha Hcensd mansgemandruaiti that can request the :

server 100 directly to generate the licenser information request the
15 server 100 to generate the licenser information.

| Also, the user ID may be registered in the above-mentioned
group information in association with the processing ID and the

function unit ID.
In this case, when the user inputs his user ID in any of the
20 content usage devices 1~4, each of the license management units
-1a, 2a and 3a judges whether it 'should ‘permit the seércher X to
perform the processing or not depending upon the processing type
which the user and the searcher X are to perform, with reference to

the g-roup information.

25 For example, when the license management | unit 1la is
| commissioned by the license management unit 2a as the searcher X
to request the server 100 to distribute the license information in
response to the user ul’s operation, the license management unit 1ia
refers to the group information, and if the function uhit ID “2A" of
30 the license _ménage—men't unit 2a is registered in the group
information in association with the user ID U1 of the user ul and
- the processing ID “*M2” of the distribution request -procéssi_ng, it

=60 -




Al so, the user ID may be registered in the above-nenti oned group

information in association with the processmgIDandth f ulyckli ni t
ID. In this case, when the user inputs his user IDin any ng{I‘ﬁléJZ{%@]
content usage devices 1-4; each of the |license managenent sunits -1la, 2a
and .3a judges whether it should '"permt the searcher X to performthe
processi ng or not dependi ng upon the processing type which the user and
~the searcher X are to perform with reference to the group information. 25
For exanpl e, . wh }he | i cense managenent unit la is conm ssioned by the

i cense PRIRAlE *Gﬁﬂtsezalae&a@ﬁm%@hum@aaﬂo u:tfr‘rfeqm'ethetdhlsts@rutemnloo to

distrib f h t
the || cinauest pEcENingt ahiaredlealy (B BREVGr oL e STREriPbe"BRa " 1 e
functi ohcmmae imforamdtion.30 the |icense management unit 2a is registered in

t he' group fort lon in association with the user ID "Ul" of the user ul
and the proc ?%‘1 ”gﬁﬁwfwﬁ%ﬂgt agavivipgdfiolceaggdafopmatdenifigmit 60

12 AN EREGeeier 160t (1 dde%%ﬂﬁﬁgg@@ﬁgerequesgg% 28 S0 RST IR Bt

di stribution request processi € server
the |ibengsplain@dwati on. Next, the processing of acquiring the |icense

e é?rﬂ%%@%ﬂa%hé?e AUt TS et dedisd managamentynit conae.
managentinat uneets thatse@ails dovelisRA With AHd t—égmmﬁatttﬁ% gﬁérédﬁ?p@t the

searcher X searches for the |icense nmanagenent units t e desired
10 |icetRarehasfoa: the licpasecmamegenent units that dialdr thet desiredquest

Pr OGeSSfif@nsé rtﬁ'Pdﬁﬁ%‘tﬂQnth éer‘%% Igg [){)Oﬁ'e?t(a' but & I‘E)é]gggépﬁ{j?lon

information to acquire 1t This
cor r espEtisesb proeessingssf reqefesting the enaeermoaesedistHibhtsadyehes in
advanceli@é‘r?séeqH?grtr%a(g%osrtlrIt%Utéggmrteo it. This distribution request
processing corresponds to the processing of “the license
management unit searches in advance and requests distribution” to
15 acquire the license infbrmation in Processing Ss4 which is performed
in Step S102 in Fig. 3.

Here, if the searcher X itself cannot request the server 100
dlrectly to distribute the license information to acquire it, it searches
for the license management unit that enables to do this,

20 commissions that license management unit to request the server |
100 to distribute the license information, and acquires the license
information, which is distributed to the license management unit
from the server 100, through the license management unit.

Fig. 16 is a sequence diagram that shows how the license

.26 management unit operates to perform the distribution request-
- processing.

The license management unit la searches for the other

license management units that hold the license " information

~ requested by the content output unit 1b (Step S$31). If it

30 determines that thgre.is no license management unit that meets the

search condition (Step 532), it judges whether it can request the

server 100 to distribute the license information and acquire it (Step
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15 acquire the license information in Processing Ss4 which is perforned in
Step S102 in Fig. 3. Here, if the searcher X itself cannot request the

server 100 directly to distribute the license informti %g e |t
it searches for the license managenent unit that enabl egaj "Ei%??(wé

conmmi ssions that |icense managenent unit to request the server 100 to
distribute the license information, and acquires the |license -information,
which is distributed to the |license managenent unit fromthe server 100,
t hr oughsgﬁf | i cense managenent unit. Fig. 16 is a sequence diagramt hat
shows h he license 25 nmnagenent unit operates to performthe

di stribution H@lqy,ewhen ﬂﬂeftmswmangb@nheﬁ@fﬂﬁﬁtﬁ%“?géﬁﬁgttﬂﬂ':
searches for .t ot her |jcense managenent units th hold the |icense

i nf or MAEAESY é’é?@’d pfiamet thatléeensatpliermationpit does 1$B$)(St]e‘p|t 30
det t I ts sear ch
Condi { o)A WhEiPit Ja s thaFlE CARAOAR ST bepPEhe T B ol 00t o
disbri limws?hmlanm_remh l entf anit=st that asgh aeqwest theé@tﬁlﬁu%@ﬁoﬂﬁoﬂ&ﬁ@ry 2006
S33). Here ep the lice mana unit udges that it can request
the) di 158M% 'Bﬂo'a'f"aﬂfb“ Iqrﬁgﬁ%q'%g‘ﬁr‘éﬁﬁ%szﬁ Jcloeg this (Step S34), qand
when it | udons bhadsdit sRERElsE i F thd IRRHEOFRaliqdhiRi Anid Ganse

minagement units that can request the I cense
i nf or mitfl@gSakhadcgher élqanqgtmarwemem eumldssa.la roedte theasdarchf t he

N d h | 2
ot CROCIASTTRStel by it ddrafTissishs e Hoere shenedemARrisalt
nmap@geanto umclué@t Ihe eeireareplOtie diSEMBUtEOPhe FidhALE! I*Nfbfn{zmoh' cense

i nfor TTE‘%I on % Sep S37). In response to the conm ssion, | cense
nmanage FePuR3¥)-2a the license managenment unit la (Step S38), and if the

l'icense In response to the commission, the license management unit
2a the license management unit 1a (Step $38), and if the license
management unit 1a is unauthorized, it rejects the commission and
15 notifies the license management unit 1a to that effect (Step $39).
If the license management unit 1a is authorized, the license
management unit 2a accepts the commission and requests the
server 100 to distribute the license information (Step $40).
Once receiving the request from the license managemént unit
20 2a, the server 100 distributes the requested license information to
the license management unit 2a (Step 541). When the license
management unit 2a -receives that license infon_'ma.tion, it further
sends the license information to the license management unit 1a
(Step S42). _
25 When the license management unit 1a acquires the license
| information, it sends the license .information to the content output
unit 1b that requests it (step S43). Then, the content output ‘uni't
ib uses a content using this license information (Step S44).
o As described abo_ve, according to the present embodiment,
- 80 the searcher X searches for the license management units that hold
| the desired licen;se information, and if there is no license
' management unit that meets the search condition, it performs the
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managenment unit la is unauthorized., it rejects the conm ssion anﬂ 15.
notifies the license nanagenent unit la to that effect ﬁgaqpﬁﬁBﬁﬁ 6 If the
| i cense managenment unit la is authorized, the |license hagenent. unit 2a
accepts the conmi ssion and requests the server 100 to distribute the
license information (Step S40). Once receiving the request fromthe |icense
managenment unit 20" 2a, the server 100 distributes the requested |icense
information to the |icense managenent unit 2a (Step S41). Wen the |icense
managenent unit 2a receives that |license information, it further sends the

- i censedistritiiEibinOhed Aebbep Hd E@iRgTRNRG MBS (R thledsebPERRrHA2doedd Wien
the license managenent unit la acquires the license information, it sends

the | i cBRSereqiestnthicoservernb08oke dissusutpet licemse linfermatioyuedes |t

| consotionghiferd RPufe Uehed tidHed Ihtormai3Can e Hoiie HRENEHE™ ©
pr esent 38Ehoalindetticrefdde] he iseprehented teaholhd stHonouddapptrgsitcensagenent
units t the desired |icense |ng rmation, and if there is no

hat hol d
1 ce%se'f?g@éﬁg@@%‘n?“ X hqmte ReEvoTkn Yearch condition, it performs the
=62 12 JAN 206 ¢hat re‘?]QHUboncé%'“e%hep.rﬁE@ﬁ%b”grqalﬁz%ﬁggﬁiéﬁi;t udite pgarcher

X. does not request the server 100 to issue’th ormati on even
t hough authenticaths dés r idenseenm@nagemeant oundh tllee honBteet vBB8. 300,

dth i Lo QS d hol d. t he. | appi ng L. 5
" or mafoFE v Hae FURERRET hisnb ettt (Ri 2 VR BitneihRAe fthe
manageneghtet outputadhienb eRLETelgiredtsCaNS 9ic@n38 afRiHadBhieA® Uit St ep

- S38.. However, the |icense managenment unit 2a may authenticate the content
outBut 1ai tta ptiangferedingt Sicemsea | tesanatioagerent botit el dicense ansfer .

b on TR SRAT ORGP 140 B gl Ay € BB TIRRSIE R, Ui b B3 Tosuets

t he Also, when the license management unit 2a requests the

server 100 to distribute the license information in Step S40, the

server 100 generates the license information based on the licenser

15 information held by the user who requests the license information

and distributes it. At this time, the server 100 may collate the user

who requests the license information with the user who holds the
licenser information. '

- More specifically, when the user purchases license for content

20 usage, he notifies a content provider of his personal identification

number, for instance, and when the content provider registers

licenser information in the server 100 pursuant to the purchase of

the license, it associates the licenser information with the personal

identification number. When the user uses the content, he inputs

25 his personal identification number by operating the content usage

- device 1 incliding the license management unit 1a and the content

output unit 1b, and when the license management unit 2a requests

the server 100 to distribute the license information in Step S40, it

~sends this pefsonal identification number to the server 100. Ahd

80 the server 100 collates the user who requests the license

information with the user who holds the licenser information based

on this personal identification number. '
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server 100 to distribute the license information in Step S40, the server
100 generates the license information based on the | icenser 15 information

hel d by the user who requests the license information g di striﬁges it.
At this time, the server 100 may collate the user who rddd8®&Y2HY |icense

information with the user who holds the licenser .information. Mre
specifically, when the user purchases |license for content 20 usage, he
notifies a content provider of his personal identification nunber, for

I nst ance, an 0 t.brovider register i,censer information in

the server mtjrgs%tg(?\ & (%}S[ﬁq the Msests GPﬁaﬁ:ﬁg 6?%@?‘5‘3}” 'ﬁle Reisenades the

| i censerdeantfificabidronuabbrt hejcigegenathe sy h’ié?fﬁé EBII?I‘EEHGBBS% &t he
ntent he i nputs 25 hi's personal " i dentification nunber by

user us the

operatlﬁbefqlu%" 'rﬁaéfﬂnugﬁfé@na&m(f@l’1dEﬁ@lfﬁ’dﬂggthmasarmednﬂnager@nt uni t

l a and ¢2yqi.conhe t n e agengnt uni t

© 2a requests theeglesr\%trs%u E)Mtgoﬁg F’?bﬂl%ﬁﬁgt' rﬁcé &rﬁgt 'Bnﬁ?‘ﬁ Step
5408 | tsersmfdkOBHnsamsamajn mehthﬁe Rbémﬂﬁldmrmﬁ!rnf@rrhmléﬁréﬁrd - And

col | ates the user who requests the l.i cense i nformation

30 th
ot eSS UPaes M e BN, Meaes dAvarhed: dRashade ientifisaftamsonal
ldentlf:nfatmm;@u@i@wed-:ﬁfthje?lé%ﬂd%; ?Péc’g?éljg%ttﬂu r'r'geb %Fﬁ@qth er

col | ated based on t he personal user
may be ﬁﬁf‘é@r H&Qcﬁfﬂlﬁlt&méhedmﬁmmﬁm{tlm anrﬁbummﬁonnré@istedédtiﬁ ying
the licenser information is

th In th
regl gtsgﬁ mi'nmgegglr& ﬁr%%g:f]%?lggg% gﬁggﬁ'%mﬁntth'énitdgﬁt i fication
infidr mat i on Aanddsltr,elbe@%bﬁﬁ&estﬁé'es@l%lemowsé@ﬁagédé{'sfgﬁ% %@@Oabhe server

i denti f cath information stored in the I'C card an
100.- AtBereRY. sitr van 1wenerate: Hret lisensentinfo cataoni dnfasrerrhtonn thegi st ered

doscr | hey Seevarelitlaa e IR IS bl BRI EAE ey S afEbybUce can
gener atBetlieensednseringdtoonsta thehased. on the

Furthermore, if there is no licenser informatlon that enables
- 15 the server 100 to generate the license information requested by the
" server 100, it sends distribution failure information notifyi'ng that it
~cannot distribute the requested license information and license
purchase suggestion information urging the user to purchasé the
license of the content, to the license management unit 1a via the

20 . license management unit 2a. The user is informed from the
distribution failure information that the server 100 will not distribute
the license information, and judges whether he purchases the
license of the content based on the hcense purchase suggestlon
information.

25 Here, when the user purchases a new license,. he inputs the
‘above personal identification number or identification information
and purcha-se choice license information indicating a license type he
wants to purchase in any of the content usage devices 1~ 3. Once

o the purchase choice license information and others are mputted in

30 the content usage device, the license management unit of the
content usage device sends the inputted information to the server
.100, and the server 100 prepares the licenser information ‘b.as,ed on
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licenser information that is held by an authorized user and distribute the
|icense information to the user. Furthernore, if there is no |licenser
informati on that enables 15 the server 100 to generate lyi _

informati on requested by the . server 100, it sends di strﬂ%t‘i}%i\?ggﬁﬁure
information notifying that.it cannot distribute the requested |icense

I nformation and |icense purchase suggestion information urging the user to
purchase the |icense of the content, to the |license nanagenent unit |la via
the 20- |icense managenent unit 2a. The user is infornmed fromthe '

di st ri bihFoseNdi Intarmationmt iAgoy huthemethersesvanol Q0| [reseives sthe but e
the lic Iformat i ony: ji’t‘i’ﬂﬁ%'l t . t | e of

t he con gﬁ?hggseegﬁ?r'l#é)t“géﬁlggense pu%ig%%éd‘@gfggﬁmfé%fgﬁnéﬁ%ﬁa%%
Here, wiedidadtedubgrtipiliderssr mfttmatioenteholde atnthua s titmne oaterlEpper sonal

I dentifi.catjon .numher or identification infqormati on and purchase choice
| i censetﬁﬁf’éﬁ:ﬂﬁWdﬁ F?ﬁﬁ%ﬁyng}‘ﬁ PHEdRSE tCB'H’éCﬁ 'C%ﬁ?s'r&QrBlﬁiﬂﬂﬁséti n any
of the idevi ) ; : j i

nt ot Ao b8 baPEndse, nORER ifSNAGHTIM By TR |

| i censecAntepénesagamevisies og tbenhemeusetwodev308 tbatistheaisamin t ed

i nf ' . 10 d th 10 _the |j
ot or maPout: 8. AB5 eSS haaRvsBipRit IR Ner oRAFFORCERIGBT FhER < he
server éoerfwmingeputrbﬁaseun@bi@eiﬁﬂmh@@tibhgqmﬁaecbmnft_@maasaﬁeaaévie@ges

that the |license indicated by the |icenser information it holds at that
time ovBPtHiRS the |ysemsbapgd canedhs onerlapringe piHshase | bofiiee

I nfof majd L i 0 ' e t] Lnf Q | otifying
oy fdtmation GRICHCRLIR Y B R B HEBRsRS Loty "D
about to purchssa tresublyethappiser | iscgneaerdece freeri \PungHading ey | appi ng:

purchase notice in&ornation, the content usage device notifies the user
based ofVFRERR/ES UFBNRE- pur chase notice 10 information that he is. about to

purchase the Qugt] BRE! fibde<TACin which the “license management unit
refers to license list in advance and requests distribution”, and

15 acquires the license information from'the server 100 in Step S102 in
Fig. 3 (Processing Ss4) will be.explained below. | |
In this processing, each of the license management units 1a,
2a and 3a refers to the license fist so as to recognize the license
, information held on the home network 300, and thereby, it is
' 20 prevented to hold the overlapping license information on the home
network 300.

In other words, each of the license management units la, 2a
and 3a notifies the other license management unité of the details of
the passed license information when it receives the license

25 information from the server 100 and it transfers the license
information. Each of the license management units 1ra, 2a and 3a
prepares the license list in which the license information held on the
home network 300 is registered based on the notified details of the

| license information. Then, if each of the license management units

30 _1a, 2a and 3a does not hold this license informatfon when it is
requested the license information, it recognizes all the license

‘information on the home network 300 with reference to the above
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As a result, the user is prevented from purchasing the overl apping

license. Next, the processing in which the "license managenent unit refers
to license list in advance and requests distribution", arlg‘T 15 a %:Ig res the
license information fromthe server 100 in Step S102 in “Fi a““aéY? ocessi ng

Ss4) will be explained below In this processing, each of the license
managenent units la, 2a and 3a refers to the license |list so as to
recogni ze the license information held on the hone network 300, and
thereby, it is 20 . prevented to hold the overlapping |license. information
on t he lepmse ﬂiﬁtvmﬂ<f?36®herﬂ igtek therrequestad dfcanse infwmatiemagenent

. | s : : e Ptk
Hot ot 1 e FROmBMCBANRRI 20053t vRGMIE e SERTEATORN BILLNEE e | 08 ¢
i nf or ntdicemsé rinfotinaté@nyver 100 and it transfers the license information.

Each of the lice .managenent. units la, 2a and 3a prepares the |license
Tist in whichighd 1 i che@SGrRAiHE: 4 G REN dhat shewhensameplpot how i s

r egisst ipRd|j b t Qi | i hen. Then,
1 Cach oy PRRSE, BbrdGeRRAL LA 98 Ghefafts tBTpddEa e SUYAIOR o Thi s
| i censdoi dishnibwtethedicarisa snformatiiredvitie refessee | tf thenticemsd t
recogniyjzges all the license information on the honme network 300 with
reference”“to the above -65 12 January 2006 license list, and if there is

not ‘the I eqUASE ol F3gl 701 IR ICORERAL ddiep (O TiDIDPrke G ddts’ eauest s
the server 100 to distribute the license information. Fig. 17 1s a
descri ghevkdcansgrmapnagemaiinit targl bragisfiesvihe lidende rdfiesenativagenent

U8, ACERSCHFe! & E6HEIS APHRE R dha e HBRA AR IRE® e
-cont enficeutgautinformationi 06tits eguest shet lieensee g R @am utei 1al a to.
transfer the license informtion. .
determines whether there is the requested license information on
the home network 300 or not with reference to the license list. Ifit .
determines that there is the license information on the home
15 network 300, the license management unit 1a requests the license
' management unit that holds that license information to transfer it to
acquire it, and then sends the acquired license information to the
content output unit 1b. |
| On the other hand, if it determines that there is not the
20 requested license information on the horh_e network 300, the license
management unit la requests the server 100 to distribute the
license information to acquire it, and sends the acquired license
information to the content output unit 1b. '
Next, the processing of acquiring the license information from
25 the server 100 without requesting the distribution in Step S102 in
Fig. 3 (Processing Ss4) will be explained below.
In this processing, the server 100 distributes the license
information on a regular basis, for instance, regardless of whether
| there is a request to distribute the license information or not.
30 Fig. 18 is a descﬁptive diagram that shows how two servers
100 distribute thetlicense information to the license management
units 1a and 2a, respectively. Note that the !lic,ense management
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10 At that tinme, if there is not the requested license information in the
license information of its own, the |icense nmanagenment unit |la determ nes
whet her there is the requested |license information on t e WMV\DW 300
or not wwth reference to the license list. If it determ nes th here is
the license information on the hone 15 network 300, the |icense managenent
unit la requests the |icense nmnmanagenent unit that holds that |icense.
information to transfer it to acquire it, and then sends the acquired

license information to the content out put unit 1b. On the other hand, if
it deteHRihSa apsk thegantenteutprs unds baudd,eab) iddenaad therhemian on

the ho Wﬁﬁr t man@genent unit la requests the server
100 tongl s? ?@%re (ﬂﬁ %ﬂggggﬁq:porna’uon to acquire it, and sends the
acquired Ilcelﬁaeh iofif thaaeowers LI0D caayeleirpugputerates the Nexdnsd he

processj bl’l ng the license information fro ﬁF ge server 100
wi t hout! 'ﬂg’(ﬂ EP%Q f“ﬁ@ ?@t?'?% {Gesen | ‘H’ﬁnéﬁ'@? and migtrigutes Jédesi ng
Ssd)s W the tiF‘céﬁ‘él% "i‘hﬂﬁﬁ dﬂat%hié é’r’i@cﬁs' %Qetlﬁév%ﬁe@&ver
distri butes the |cens OI‘IT&'[IOI’I on a reg u asrs, for instance,

regar dl 88 sﬁlemmttherllcemm maaagemqnd;smutcthdrtss tiodne el isteblited rtdhas

I nfor 18 | a descriptive a hows how two

\ servepgﬁb‘%ﬁﬁg '@f)‘ﬁ"Bag'é"}h Pe@ Y |W%?n§bfeoﬁjéjt@%1 g]: E@ﬂs GrEir&genent
uni ts limfarthadont esRethiey dase ¥ ehéhRtehbe iﬂf@?ﬁiﬁtl@ﬂ%‘?”ﬁnﬁnmﬁ@ 12 JAN

2006 unit 3a and the content output units IDb, 3b, 4b, and the hone

gat evayCoRteRke EOF t HiBgtamce; g.thes. S@éﬁ&l&l’oflﬂﬁe S@l@@‘r‘-‘s tbe r Ggense y
9 Lo GRS e SR BERE OB T KR T,
t he sergase HiGtieelimeinsd hefdrincation fenaganesic content)athesdrvere100
distributed,t |.icense i nformation dependi ng upon the details of the
||Censéelects ﬁ1e license management unit 2a to distribute the license
information. Here, each of the license management units 1a and 2a
| registers in advance distribution destination setting information, in
156 which the details of the license information is associated with the
units to be distributed that license information-, in the server 100,
and the server 100 selects the distribution destination of the license
information based on the registered distribution destination setting
information. |
20 When each of the license management units 1a and 2a
- registers the distribution destination setting information in the
server 100, the server 100 may limit the amount of the license
information distributed to itself in order to prevent the amount of
the license information it holds from exceeding predetermined
25 amount of information. |
 Next, the processing of the license information that is
performed in Step S104 as shown in Fig. 3 will be explained below.
Here, the processing of the iicense information means the
- .processing of the license information performed when any of the -
30 content output units 1b, 2b, 3b and 4b does not use up all the license
" included in the license information.
For example, the license management unit 1a that is a
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information. In the case of the license information for a novie content,
for instance, the server 100 selects the |license 10 nanagenent unit lato
. distribute the license information. In the case of the I| se éﬁ rmation
for a nusic content, the server 100 selects the |icense!l ﬁ%ﬁé unit 2a
to distribute the license information. Here, each of the |license
managenent units la and 2a registers in advance distribution destination
setting information, in 15 which the details of the license information is
associ at ed un tZBtO be di | icense information, in

th.t tributed that
P 0c et chiels"x' By BuboERGubist dban: Bhe rebikentt oMU UL R har on' of
the i %@ﬁﬁresnftﬁ@mﬁtéﬁs@aﬁﬁ%%ét"‘snr Qﬁb%trﬁhgd Ha r * Oty 0 (Agfhknat i on

setting I1nformation. 20 When each of the |Iicense managenent units |a and
2a. rdégpsoductioe ofi &t movie content iatlicensedti agd memrdmutom ithet he

i st stk oSwEE i BBbe 0 eI e rount of | the Ticense

i nfermati on Whbalidee toateatrREGIOURILde! fipitgdiiced thahediteat only
informati on. Next, the processing of the license information that is

per f or PEH¥S Hsgw;shsll@qeagegﬁmﬁnahw@,lt sends|that 'éﬁ@fléﬁriétfob@‘kaﬁmn Her e,
the ProfPehBdodqbNRrbLEERATS Vﬁﬁ%gﬁf)g BfafRens e&ﬁk GPthehe

| i cense |n or ma n per OI’I’T'E onte ufdits 1b,

2D, 3blla:MScﬁon‘da>leagameutseurup ¥a) the license - included | n the I i cense
I nformation t he Ilcense managenment unit la that is a -67 12

January 2006T55ar ﬁ@F‘ ﬁ r Blan3geneat réHUéstl?rd'rﬁ"!‘F]‘éfscoﬁlﬂﬁnt ie8PpBt unit
i bip apRfyrRatidie dertenini fﬁ@r@@ﬁt éﬂgulhh@tibq Ity mé‘lﬁtﬁﬁ
cens , cont ent

reproduction of a novie content and sends it to i
out put imfmrmablqrhanera@qugsttbaitt“oalw\hféftlme eprogtu cionpuf @nimovie

b 1 epeadieRp LNEERUERO0LY o PRRE HEhGE TG HATERS Al SRS AT

Here, the license management unit 1a may keep holding the
renewed license information, or may return it to the license

15 management unit 2a from which the license management unit 1a
acquires the original license information.

When the license management unit 1a returns the renewed
license information to the license management unit 2a, it memorizes
the acquisition source information indicating that the license

20 information is acquired from the license management unit 2a, and
returns the renewed license information based on the acquisition
source information. This acquisition source information is a
Afunction‘ unit ID stored in Step Sib as described in Fig. 10, for
instance. It is stored in Step S9b without being deleted.

25 Furthermore, each of the license management units 1a, 2a

' and 3a_ may judge whether it keeps holding the renewed license
information or returns it to the acquisition source, depending upon
the details of the'license information, for instance.

) For example, even when the license management unit 1la

30 keeps holding the license information acquired from the license

' management unit 2a the license management unit 1a holds the.
above-mentioned acquisition source information. And when it IS-
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and the usage. information notifying that it is used only once to the

| i cense managenent unit |a. The |icense managenent unit izz [ﬁﬁmﬂége
- license 10 information sent fromthe content output uni e

license information neaning that "only 9-tine reproduction of a novie
content is licensed" based on the usage information, and holds it. Here,
the Iicense managenent unit |la may keep holding the renewed |icense
information, or may.return it to the license 15 nanagenent unit 2a from
which the |license nmanagenent unit |a acquires the original |icense

i nf or naf FANESkRE fhenicensedaéormatiendnonubhe license mas agesmeatemd

[ i i i .1 0; i t it 2 it A th
hequi of DbATdBeh8s ik 2ie Dk e A ARIRITTBAN &b FRuitie O RS Rat i on
i's acquisoedceriofotimationens ehatilegrse thatide@mnadit 3gi.urns the renewed

license inforpati on based on th?_ acquisition source information. This
acqui si tion sHEe ACAUFIRG ithe ilicepse (pfervyation: and sher aggisitian Sib as
descg i beduirpeFi ihAr  +haSH [ [, St W t being
doi o ed- 3t0 I orkatioh, thohiere rhahaoBrlht LG S8 FR04E,IR8" 20,
3a may |igegsevinéotmatian kedise tohdeny outp utaneitesb todease it uskar raid on or
returns,_j w sj.tion source,. dependi ng .upo t.he details of the

| conserHEURALIE RS ibhCPafiBte “Bpraalignemtdl Bhatiiedicat ng: Hante
managentine uoquisiiorBOséerns ol HadiboAsk! FeERGJRhBRIRAR 35urged from
the license managenent unit 2a, the license rranggerrent uni't Fa’holds. the
above- nEKiEHEEY acquisition source information. And when it is -68 12 JAN

20 request €t ' ' romthe |icense manage unit 3a
and sends i tqqﬁ@'svevlr'#c?gf??ﬁg #%@},@@Pﬁﬁgi rﬁ’dﬁko‘ﬂ:’ 498 H@ﬁé&ﬁﬂ&% gﬁ%e sour ce

i nf or nelicensednthedéd dardee leeageniforiationd the PRBAsACHIHAAGENTdIR | | cense
[ nformati&n and the acquisition 5 source infornmation, the |IiCense

managerdft 34 feBgWAlie {iggnse information as mentioned above, and
- then judges that it should return the license information based on

- . the details of it, and returns it to the license management unit 1a
15 based on the acquisition source information. Note that, in the
- above case, the license management unitA 3a renews the acquisition
source information, but it may return the license information to the
license management unit 2a without renewing the acquisition source
information.
20 - In the above case, the license mahagemeht unit that has
~ requested and acquired the license information determines whether
it should keep holding or return the used and renewed license
information. However, the license management unit as the
acquisition source, that is, the license management unit that sends
25 the license information in response to the i-equ.est may instruct the |
license management unit that receives the license information to
return the used and renewed one.
For example, in the sample as shown in Fig. 10, when the
rlicense management unit 2a that sends the license information
30 prepares the sending information in Step S6b, it includes a return
forcing message fo'r._forcing_ to return the used and renewed license
information to the license management unit 2a itself along with the
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| icense information to the content output unit 3b to have it used, and

. renews the acquisition source information into that indicating that the
acqui-sition source is the license nanagenent unit la, for_ instapce. 10
Here, when the content output unit 3b does not use up al 12¢a@ary 20, se
included in the license information, the |license managenent wunit 3a renews
the license informati on as nentioned above, and then judges that it should
return the license informati on based on the details of it, and returns it
to the license panagenent unit |la 15 based on _the acquisition_source A
i nf or ndtG@Mee Bt RRAION iR thesearng isdesmatien; i cliiserabifah E36HNduni t 3a
renews ui;si t.) e phNf I oR, [ n t I cense _
ot or milasABR IR TEpFesRRNEd” oh Surig B, B, foroRistahtEr Ofc

acqui sireiceivisoyr tee isefmatimgt iiodiordtationt hachbding ctse, reberhi €erciag ,
managenent unit thE ha? re%geségg agd ac Hired the ligense infgrmation
det er mitAESSRAS: ANG: they TicRGE TREIMA Vﬂhng ErSFREER AT the TREYSaHYSr enewed
l'i cgnsqicd N TWRIrrRALIJTIPVRYSE a E%t!dﬁﬂf‘é?eﬁ&i\?@@ﬁﬂfﬁn%"ihf@ﬁnbbﬂ)n’
acquisition source, that. is, the |icense managenment uni-t that sends 25 the
| i cens@ndhfi@tugnsothenrereyets one tohtheejoessenmyanagementttait Pacense

managenqent, 4 | ecel t |.cense information to return the used
and rer'leweedj %ﬁekhégfété{{g‘nﬁ%ﬁﬁpnnf#egasé le as shown in Fig. 10, when the
license managéeeoasenwheta theaseaeoder D4sla diessd Phanaidraent3@nitr epar es
the sending information jn Step S6b, it includes a return forcing nessage

for. f of@hPaen rexplaineske instaeaalovenched whemsthe jsearched oh iBoat he

R . . f . - 5

| S8 SomERISIRYOhl 8 3 el id DobhrycBsd3ptomvaonig
_nessagéhieslicepse sevarea ésnevet vy a8 thegcduisitiost soaeceOnce receiving the
sendi ng i nf OFgﬁééggﬁg%E%gghg&@r tes;tﬁléré_r&hfe?_r %’n%vh{w&ssiasg%h%n%otn eenltl cense

i nformati on,
output unit 1b, searches for the license management unit that holds

the desired license information and the license management unit 2a

15, .meets the search condition, the content output unit 1b acquires the
license information from the license management unit 2a and
memorizes the acquisition source information.

After using the acquired license information, the content
~output unit 1b returns the usage information indicating how much

20 license included in the license information has been used and the
used license information to the license management unit 2a based
on the acquisition source information.

By the way, the content usage device 3 and the content usage

device 4 are out of the IP range of the. home network 300,

. 25 respectively. -When they search for the license management units

| that hold the license information within the IP range, they searches

indirectly via the content usage device within the IP range.

connected by a local line, without searchi,ng for the license
management units direct[y.

30 Fig. 19 is a descriptive diagram that shows how thé content
usage device 4 s_eérches via the content usage device 2 connected
by the local line. | '
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5 license information using a part of the received license information,

and returns the renewed one to the |icense nanagenent uniq gagég@%ﬁﬂu§n t he
return forcing nessage. The case when the searcher X is a lilc : :
managenent unit has been explained in the above, but when the searcher X
Is a 10 content output unit, it always returns the used |icense
information to the |icense managenent unit as the acquisition source. For
exanpl e, when the searcher X, which is the content output unit I|Db,
searches for the |license managenent unit that holds the desired |icense

i nfor mat i on aN¥MheRethe condentrewtpetmumit &b of thelsontent udey s atevilte
conditi gnat he [ CAULT the _license infornmation
fromt hg iscgngggﬁeaﬁa%éon%%?péﬁg? f?a'l gﬂg ﬁﬁ%ﬂ%éi%%% Pﬂ'&?(ﬂ‘a our ce
i'nf or mahiodd. thkt desimidditdwsacinforadatiocenste dorhaiigeid e, thaelisensant

output unit Ib retgrns,tge usage information indicati ng how much 20
| i cense M ABPIREBENT URe 23 @ i GRBFGRE Usaamdladen dswithin thee IBsed

aca o 1A e eI | PO r ERERAREF e ErhnfsiocEhe TsbEe 5 and

t he confieafagesagentdaviite2d dederminads tWwhetReraipigehofdd hthatholieengewor k
search for the license managenent units

300, 2 i |y, h €
Chat ol diRBSFidn ol oir e 1EHSE hihagdment anit Hay e qec Ha
~indireclicgngiea INfOravation, . iWSanergreee Whihi detdits | B 2A9€ fEBRSE! ed by

a | ocal, I‘J ne, w thout searching for the |icense nanagenent uni rrectly.
30 Fi g. INf@raationeand gends thiealicansenafoshaisondw the cootienit outpasge

devjce rche i t e devicg 2 connected by, the | ocal
THEe GnrCRE" P BobS ot Rt e R i Eoan G BRRE t Seafthasere Y as

a sear cheha¥f ofathcdesritant batbutenadt w)anwEpretdithe dethilddrdtide |
I nformation, |t conm_ssions the |icense mnmanagenent unit 2a

desired_|icens L. .
of the %%Fﬁf&h? ugggead‘&wggdzhmqq inherm@ation, and sends it to the
content cutput unit 4b. |
Then, the content output unit 4b acquires a necessary usage

15 rule and a decryption key among the interpreted license information
and uses the content.

- As described above, even when the content usage device, not
including the license management unit but the content output unit
only in itself located out of the IP range, searches as the searcher X,

20 it commissions the license management unit of the other content
usage device within the IP range.

Fig. 20 is a descriptive diagram that shows how the content
| usage device 3 searches via the content usage device 1 connected
by a local line. '

25 When the content output unit 3b of the content usage device
3 as the searcher X searches for the license managemént units that
hold the desired license information, it first searches for the license
management unit 3a of the content usage device 3 that it can

ldirectly search and the license management unit 1a of the content

30 usage device 1 connected by the local line. If none of the license
management. units 1a and 3a hold the license information, the.

- content output unit 3b commissions the license management unit 1a
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5 range to search them Upon receiving the comm ssion, the license
managenent unit 2a determ nes whether it holds that |icense inforrration or

not. If the license nmanagenent unit 2a holds the |icense mforr‘r%d
interprets the details of the license information and sdRdéMyaRe 6cense
information to the content output 10 unit 4b. If it does not hold the
license information, it searches on behalf of the content output unit 4b,
interprets the details of the searched and acquired |icense infornmation,

and ‘se I 0 content ou n 4b. Then, the content, output unit
2. acqUl MU £k 1B FariF b BeatrBlos Hie licrisa doppagemardy atsnt 4 he
I nt er prigdledtheé chasieednfieefBei Giforaiskigaes the content. As descri bed above,

even when the content usage device, not including the |icense nmanagenent
unit but thertﬁwtllﬂﬁnmtrp@magﬁmerrtnuw& ia tsasAfchas ared evalfobf tihe | P

range, e 0 nmssm s th nse nagerrent
uni £ o R RuBBub ol 30 halire the fibRis® HifirehAiag 3FORT ¢e0 s a
des6r i ptamdmgnageﬁahtﬂm\t&hdtoméétg e serchusggdditewi, %ﬁmﬁ thear ches
via the co tent sa deV| ce | connected by a local |ine. 5 When the

cont ent>¢ Ehat licensie by Ot"ﬁéa’é,‘@rﬁ't%thﬁs’g@%ﬂﬂ@\m@@agﬁl@@ﬂh@nﬁdamﬂ X

search f cense
i nfor ngtﬁleoﬁénwﬁ l|"r'§§ %Zgg es forboﬁn}%‘?eclxég tﬂrghggté#% ﬁﬁéﬁwggghc)f t he
cont entthashgenae\maaagemmnn unidada iditeeptdets tharddtaitsl of thd license

Il I I t 30 d 1 ted by the | I
. FarorHEtian Ardl spESscl Lo Hie SORTRR LN CRUT Hrih TR ANAGIKEARSIS: cona

i nj@r mggt.i on, the content output unit 3b comi ssions the |icense managenent
unit la _71_ 12 January 2006 within the IP range to search for the |icense
managenent uAt3q when Hie dicersdasianap ¢manis emitf danef ithe cbinkelnitcense

manageelyd'felidd @R ChE Yl chdr X% response to the request

from the content output unit 3b, it first determines whether it holds

the license information requested from the content output unit 3b,

15 and if it holds the license information, it interprets the details of the
‘ licens_e information and sends it to the content output unit 3b. If

the license management unit 3a does not hold the license
information, the license management unit 3a commissions the

~ license management unit 1a within the IP range to search for the

20 license management "units that hold thie requested license
information. Then, the license management unit 1a searches on

behalf of the license management unit 3a.

As described above, the content usage device including the

| license management unit and the content output unit, located out of

_'25 ~the IP range, commissions the license management unif within the

IP range to search if it does nbt hold the desired license information.
Upon receiving the commission, the license management unit |
located within the IP range makes only the search instead, and the

| 7 license management unit located out of the IP range only interprets
30 “the details of the acquired license information. In sum, the license
‘management unité within and out of the IP range respectively
perform the proxy search and the interpretation separately. -
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cont ent out put unit 3b, acquires the license information fromthe
li cense management unit that meets the search condition] QﬂiAt}'\hQﬂ[]Sends
that license information to the |license managenent unit 3a of the content

usage device 3. Upon receiving the license information, the'.license
managenment unit 3a interprets the details of the license information and
sends it to the content output unit 3b that requests 10 it. | Al so, when

the |license nmanagenent unit 3a of the content wusage device 3 becones the
searcher X in response to the request fromthe content output unit 3b, it

first deterni hedthehabber casbplthe lickaske nensegeniontainies wiwiasaed from
it holds the J|icense information, it

th t ent t 3b, .15
i m? e(r:Ber ?Pﬂ‘gﬁﬁ’ayﬁn@%qurﬁefmaggsneéoxwf%h Bﬁ amegeﬁagpretattbo@he

t ent f ,an%qn@% d hol d
tcﬁg FPC?)%EEH}HF%%:’%?P?H% h%éd%cense nagerrent Unlt '?a%ggn?ﬁngé}g% ?he
| i censeM@yiagerenm dth Im‘(myt maamheanld nlat‘@qmetaimch Ihothitsheaze,
I t J d t te
Thert ¢ HEEIRAETES maRabBehARt Rt o LP SRA T8 Bha o, dR1RYS 4o Riatiens

managenseht md réeeivied Cimveéﬁctl'f’é)w%néé“%&ﬁﬂhéﬁ‘heh%atﬂﬁttdﬁmﬁﬁ tie! udi ng
the Rcgnse managenent unit and the content outé)ut unit, located out of 25

the | P tRig8geame the entean PH@B%e‘Jﬂﬁn@gbr@n hediP rangein the | P range

to search if I Jhol . ed ryat
recei ving theh?:ot?rl%e?g%% a'% ﬂo%?ﬁcﬂﬁ?ggm%g ngaoﬂc!’h‘?ébc%ﬁf%i n the
| P rangmawﬁgenmrh&uniielaemtttﬁmmm Eﬂ&an@l@ip‘ehﬁ)rrhlsdmﬁe prox gFAth uni t

| ocat ed OH gf the |P ran interprets 30 the details of the acquired
i Hhs e NAABERERTHAtIgR, §8‘ﬁ’1t ¢ HENSSSranagameRhumit 3@ eyt wftthienling out

"nter pr eid S el S Rk oy B SR dalE SE R e PR NI50SS | cense
managen@E@nagememi unih lanandothe cfontent Putpogeupir Bb.m t he proxy search
and the int erl‘@éﬂ,atai fariation of the home network 300 in the above
embodiment will be explained below. | _
15 ' First, a variation of a number of content output units that are

physically connected directly to the license management unit will be
explained.

Fig. 21 is a functional block diagram of the entire system
mcludmg the home network 300 according to thls variation.

20 The home network 300 includes six content usage devices 11
~ 16, and three content output units are physically connected
directly to one license management unit.

The content usage device 11 includes a license management
- unit 11a having a same function as that of the license management

25 unit 1a and a license management unit 11b. having the same’
function as that of the content output unit 1b. Likewise, the
content usage device 14 includes a license management unit 14a
having the same function as that of the license management unit 1a

| ~and a license management unit 14b having the same function as that

30 of the content output unit 1b. '

On the other hand, the content usage devices 12,13, 15 and
16 include content output units 12b, 13b, 15b and 16b havmg the
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separately, but the |icense nanagenent unit within the IP range my
perform both proxy search and interpretation. In this case, 5 the |license
managenent unit out of the IP range relays information 3gt and ei ved
between the |icense managenent unit within the .IP rangé— ARYEH nt ent
output unit out of the IP range. In the case as shown in Fig. 20 for
exanple, the license mnmanagenent unit la within the IP range perforns both
proxy search Lo and interpretation, and the |icense nmanagenent unit 3a out

of the | P ra ﬁéel a% h igf rmati on sent and received between the
li cense?® rﬂ&nﬁg'e ifnataoh fae pentent aHtmsik padt diit rewekively.a

variation of Ihhﬁh@Whé@%rﬁ@ooﬁﬁ&ﬁgﬁh’ﬁ‘gﬁ\%@‘&@?té@ﬁ 1"\‘v'1'6ubtg1

expl ai ned below. 15 First, a variation o er of content tPUt units
that arc®ntemtspodpuy lomtné&bedfchh'eec:tdryterrt ubagla deweenhmag:seﬂbtthml t will

' f iaonal bl ogk di f
el udCon e RBRurchal b PEEbE Gomtert red, Faderon? kb
netm“co%ﬁe@ttl N ESles Shit COBbeRf ltwec@ﬁt’éﬁﬁsusébe ev?éléj &Igr Erecont ent

out put uynits are physically connected directly to~one [.i cense managenent
unit. Pﬁi@/%gﬁ!lyntooeagte@ jreetlyita thediranse masagememdgeninl lauof t 11a

[ consineniite it HsalR dvigi ey, ARSI FIRREAT U druith ™ °

cont enof dliepaontent usagd desice e, 4 ﬁt@elfcﬂﬁé%ﬁnﬂéﬁﬂgﬁuﬂﬁut%&‘ﬁ 5pcdudes a
ement unit 14a havi ng the. same function as that of the

11 cons BN bR UsagS dFYTCad and SR-contmaLOWRUE Wit 16MoR&heng. ( he
I puOBeRt aeabliteyite o' e Ul S BRakBiR el 0 3L L
12b, 1Hpensshmaatagemeat iungt théa -of3the dcmltmtyu%&@@ davicéungtion as that
of the cont eﬂtergm susturl1j1rt]=:I ttha? théaslri)grgr%evnet/work 300 is configured as
described above by physically connecting a plurality of content
output units directly to one license management unit. When each
15, of the license management units ila and 14a searches for the
license management units that hold the license information in
response to the request from the content output units 11b~16b, it
memorizes the function unit ID assigned to the cortent output unit
that has made request. And each of the license management units
20 11a and 14a sends the searched and acquired license information, it
specifies the content output unit that has made the request based on
| the memorized function unitID, and sends the license information to
that content output unit. |
Also, the operations in this variation performed when the
25 content output units 11b~16b search for the license management
units that hold the license mformatlon are same as those as shown
in Fig. 2 performed when one content output unit is connected to one
license management unit.
Control units 51 in the content output units 12b, 13b 15b and
30 16b of the content usage devices 12, 13, 15 and 16 function as a
license mformatlon acquisition means for acquiring the license
- information from other content usage device, and output units 52
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In this home network 300 including these devices 11-1.6, the content output

unit | 1b of the content usage device 11 itself, the caonmye :gqg}ﬁt uni t
'12b of the content usage device 12 and the 5 content guzp{]iﬁ‘iﬂ) it 13b of

the content usage device 13 are physically connected directly to the

| i cense managenent unit 1la of the content usage device 11. Likew se, the
content output unit 14b of the content usage device 14 itself, the content
output unit 15b of the content usage device 15 and the content output unit

16b of tf'ﬁ“éo cont ent us&ge device 16 are physically connected directly to
the |icEREIMASGRAUIRME MeaRsdon usingm cantestge ewvipdiande witbr e,

. ! - e . . . b b
Dhys! cal Ty conair I aghdR Ihrp Mo R IhHIRLEBURRRE 2k EERRREH P o one
_l'i cense lgapbgaemannier. oMenneas; hvidens afid Hethi cense managenent units |la

d l4a . for. the Li units that hold the Ii
i ormat i on 1 RS Peshhied phokn SuaaL T Do Ac SUNEK 30 puBRaWS
11b- 5- 16h fig ! 21 TR fgaréADY yn%i@éw@ohj]&t?ﬁgiﬁagaﬁfrélﬁ e-BFcB‘PﬂEF. t

output unit that has made request. And each o cen managenent
units 2@UEP HRits) dirediysta nedicanse mahapemierdd ulhiteassy ioff thaat i on,

the nomecrsent(ORAACHARS RIEP 16 0E hEtalRenTTRad< eifke: bh-TEs « nat

cont ent cantyse aurohtert asind bhedisimse Mforimatitic oiaH@hbPReRfEfWHPRd When
t he 25ﬁ§®ntent oytput units ilb-'"16b search.for the |iIcense managenent

units t Hot 4Nt Cpsgewden Ererhamemetveodad®tast shewminsFigar2 in
" Fi 2 Uit | . ted t [
s e ront CORMReIForRNortehE MBI C it Tl ok GERASE' finddoeBientsn Ton

and 30ubéh of the content usage devices 12, 13, 15 and 16 function as a
n nmeans for acquiring the |license

o or ) o FHEAB EFAULRHChBPed Rt oSl e Ghnsched trs 1 2
JAN 2006ne license management unit, but the present invention is not

’ limited to this. Two or four or more content output units may be

15 connected directly to one license management unit.

Next, a variation of plurality of license mana’gemént units
having different functions will be explained below.

Fig. 22 is a functional block diagram of the entire system
including the home network 300lac£:ording to this variation.

20 The home network 300 includes the content usage device
land 2, and the license management unit 1a of the content usage
device 1 manages the license information collectively, while the
license management unit 2a of the content usage device 2 relays
sending and receiving of data between the content output unit 2b

25 and the server 100 and the license management unit 1a. |

 The content output units 1b and 2b always request the license
management unit 1a 'to transfer the license information, ahd,acduiref

it if the license management Unit 1a holds that license information.

: ‘/Hso,ifthe license management unit 1a does not hold the license
30 - information requested from the content output units 1a and 2a, it
requests the server 100 to distribute that license information to
-acquire it, and sends the acquired license information to the content
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function as an output neans for using a content in conpliance wwth the
acquired license information and outputting the content in at |east one
manner of sounds, videos and data. As described above, eﬁgg,if tgﬁxgone
network 300 as shown 5 in fig. 21 is configured by physi'¢afff§At¥ cting a
plurality of content output units directly to one |icense managenent unit,
any of the content output units 11b-16b of the content usage devices 11.16
can use a content using the license information on the hone network 300,

as int c eg_th me network 300 as shown in Fig. 2 10 by
connec;ﬁﬁ)@ﬁgn\é\gsnggn?ﬁgggﬁut unit to one |icense management wunit. In this
variation, tiNeelauriiead abowd, Blels iﬁ_r@népnﬁéﬁhédrﬂié’nta@@@néh%eﬂﬁ?t

managenent unit, but the present inventionis not limtéd to this. Two or
four orm@sdesifendicangritinfarmatien pellecsivedvnernydofii thetcgntenione

i cens ' EP&I | 3 rj,at j.0 ral i [
n;anageerr%nii un|G S %Q\%ﬁg %iﬁﬁfe?g%;é%ﬁut%ﬁti ‘g?\é)&\?mp(#?vg‘leé gi%ﬁ?l %;cgﬁgzll%&m Fig.
22 bs @ tantenbosinyltheklideagednfofmidttorn the e etadidd 00, tfze hone

net wor k 0 accor d]éns to this variation. 20 The _honme network 300 incl udes
the codldfte tasgavhielieach ligense mapagement uait nanaggs e ligensela of

th . _ RIEREnt Bol _ 1 of
i 1 o o et T T ch oy Up SR B AEMEES 1ol e

sendi ngaghachuirg thedicgnsaiafornation fhencbine aantentpusage defice 35 and
t he sertéetrj 1 and the license managenent unit la. The content output units
I b and “IpY3F Py %@E‘t the license nmanagenent unit la to transfer the

|iggnse i nfoFoRth@fmored inCENIs Garidtivh, Ithe licepRenTRAAGRIRBht Uit |
holds that license information. Also, if the license nmanagenment unit la
does nd@ RyRaagRs the ticeasspinformation collestivalyedntiesnannaboonmait out put

A L LU P e
t he cobicense iformation collectively.
| In other words, both the license management units 1a and. 2a
15 have a function of managing the license information collectively and
a function of relaying data sending/receiving. By searching the
status of each other, either of these license management units -
manages the license information collectively, and the other liéense
management unit relays the data sending/receiving.
207 As a result, even if the license management unit that
“manages the license information collectively is in an abnormal
condition, the other one manages the license information
collectively, and thereby, damages can be relatively reduced evenin
~ the abnormal condition.
95 ' Next, a variation of a umber of license management units will
be explained. '
Fig. 23 is a schematic functional block diagram of the network
syStem including the home network 300 according to this variation.
7 ‘The home network 300 includes the license management unit
30 . 1a, and the content output units 1b, 2b, 3b and 4b. | a
~ In the case of one license management unit like this, any of
the content output units 1b, 2b, 3b and 4b requests the license
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- 12 January 2006 output units |a and 2a. As described above, even if one

- license managenent unit rmanages the license. information collectively, any
of the content output units Ib and 2b of the content us'g eJﬂaNi Z@]ﬁ and 2

can use 5 a content using the license information on the honme network 300,

as in the case when each |icense nmanagenent unit manages the |icense

I nformati on separately. In other words, the content usage device 2 can

acquire the license information fromthe content usage device 1 to use the

content. 10 Furthernore, in this variation, the |icense managenent unit 2a

manages "PABAGHBEREE iUIibr it | n bansferi Lbley licerse ainfdmoatbimin, comdi ti on

that th I G . ' t t | i .inf ti
col | ect PediTeE it SR Y, e AT ehE B i e ST cicFasand 2a.
n. haveiafdmmaticm of managing the license information collectively and a

function of relaying data sendi_nggrecej ving. By searching the status of
each other, etBhEHSofasResyan ikfberadsagaseticense managegeent enit, cense

i nf of matyi I j +t ther 5} n uni.t,relays the
ot o seniinsf theccontent g Rl inee 157 2b) Sf3h AB"EABTRR o GhRLRRER! "uni ¢
that ntishgesthadiddneminfomhatioat oonthel heaiée vedtiwd sk i30@N ahnetwar

condi ti o]4N :ﬁﬁg ot her ton% manaqqas the license information collectively, and
t her eby V" Udmages CARLERT UFade gavjceedgepgctinglyiincluding bher ganteahdi ti on.
. 25 Nexputputainizti 2h, 3b andie'ca®f ak F@@ﬁ Watidh! e

expl ai ned.pFi g- 23is a sch_ersnr?;icg?lf 3%@??’33@? ockggﬁggggirﬁtaywt] r‘:toﬁgtv\ork
syst em thagatent usagrohevis imeluding the ticeinsg nanagenvent atribta The

h ' t it, 30 la, and th
contnt AHA! the ChAhlc Bitabl it O S URIERE CoBnk. one 11 conce
managenent unThel hisewolrk ssystemOhccdflingPtbetiie Qd¥En UMb antfon Hus 30 and

4b requgst s the |]cense . .
een explained using the embodiment and the variations thereof,

but the present invention is not limited to these.
For example, in order to prevent loss of license information
15 due to breakdown of the license management units la, 2a and 3a,
the network system according to the present embodiment and the
variations thereof, that is, the home network 300 may further
include backup license management units that can be alternatives to

the license management units 1a, 2a and 3a. In this case, every
20 time the license management units 1a, 2a and 3a renew the license
' information that they hold, the license management units 1a, Za and
3a authenticate the backup license management units and vice
versa, and then have the backup license management units store
the latest license information. |
25 As a resuit, even if the license management units 1la, 2a or 3a |
breaks down, the backup license management unit operates instead
of the breakdown license management unit to pre\}_en.t the loss of the
_!icense information.
o Furthermore, the home network 300 may include a content
30 mahagement unit including ‘a storage unit that stores a content
distributed from the content unit 110 of the server 100 so as to send
the content st_ored in the storage unit in response to the request
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-76 1 2 JAN 2006 managenment unit la to transfer the |icense information,
and’ acquires it if the license managenent unit la holds that |icense

information. In this case, even if there is one |icense gg;agenegmémi t, 5

any of the content output units 1b, 2b, 3b and 4b can us usi ng
the license information on the honme network 300. In other words, the
content usage devices respectively including the content output units 2b,
3b and 4b can acquire the license information from the content usage

devi ce fﬁaﬁhtlgﬁélg:otrft%dti&@ﬂ?@t rﬁﬁ,n@geﬂ?nggumgd_a lo and the content out put

unit Ib and use the content. The netwWork systeém according to the present
i nventi on hasln §Béhcaspl & nedtentty bkeuseldgi stevedand ddeaveeiiat tip@s

t her eof ' t | ion i's not |imted to these. F e,
i or aortardds WIEGPTIEE" coRteat BBndadiant binites Wagn: her carboak bf i he
| i censeoutmatenmvint 1 b 2bs ok a3 b 2ectansl Passed r&ﬁe”@é?g?ét'it,si’tshégh%%‘igr%ﬁg to

the present enbodi nent and the variations there t'hat the
net Wor KCHDEE e ynpRagesnent e ik opdistwjbute dhee contegtmehencostemat can

b | t | e L its La,.2a:and 3a. I thi
case, QyRrAdERAR uni senif Ee TRHSERD ¢t oni@neZBuiac et ne
li cense2biorf Gbmif ithe réquestey dunitbnt he dtoeedsm FRBAGERIRIe UhitS do. 22

and 3 ut henticate the packup.license management units and vicé versa,
and t haSOURSES héebﬁ‘&ﬁgﬁﬂfi% sb1RaRbddi meryeir 108 te edistntbute dére | i cense
i nf or mgdg 2 : TA=1Y; [ N enent. upits Ja, 2a or
5n “br aarmentieo BRI It if i IBAE0L Stol ol 1l G S TUE YL e RERs o

t hd0br dbkaolire Iqariesd oubpemnit iy 2bt orBlevent the loss of the license

managenent | UAS 21 GSHTG (PP g BEEA.40 ACCRas e FeBtanEaiE10'0f
di stri bhieesefvam 0ce¢ery eitheWtd cbhleplt JREINAS 109928 ASH Biseend
the content, and therefore, it is possible to prevent occurrence of
problems such. that a content cannot be used when something

15 abnormal occurs in communication between the server 100 and the

home network 300. Also, the server 100 distributes a content and
_store it in the storage unit of the content management unit during a
light network {foad period such as midnight, and thereby the content
can be easily used.

20.' Also, the home network 300 according to the | present
embodiment and the variations thereof includes the content unit 110
a_nd the license unit 120, and' receives a content and license
information distributed from the server 100. However, it may
receive a content from a server including the content unit 110 only,

25 and receives license information from another server includi'ng the
license unit 120 only.’ 'Furthermore, it may receive a content
distributed from a broadcasting station, and the content to be
distribute_d may be encrypted by a package mediumi.

~ Also, in the present embodiment and the variations thereof,

30 when the searcher X_'is any of the license management units 1a, 2a
and 3a, and the content output units 1b, 2b, 3b and 4b request the

license information, they respectively request a specific license
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the content stored in the storage unit in 'response to the request -77 12
. January 2006 fromthe content output units 1b, 2b or 3b, In this case, a
content to be used is stored in advance in the storagé QmﬁAkﬁZQQﬁacontent
managenment unit. Wien the content output unit 1b, 2b or 3b actually uses
the content, it requests the 5 content managenment unit to distribute the
content. The content nanagenent unit. sends the content to the content
output unit 1b, 2b or 3b if the requested content is stored in the storage
unit, or requests the content unit 110 of the server 100 to distribute the
cont ent managgmeart unit ftoi trarsfaetthsd hrcedrsienmmmauroagéurstu butatkysends
-to it to the content autput uq As a result th e is no

2
need t oMRY:.cERAYREL cANH¥ARTIHA 'I\ilﬁaﬁ'fe‘Pt “@egﬁﬁvé‘f‘a'ﬂ@@eévgw the
cont ent ¢ Qi JFat- Hﬁ‘étﬁcéﬁsezmﬂfrng’gtlkﬁesf sstethe FBPté’)@éwat%d Eﬁér%ﬁf@n it is

possi ble to prevent occurrence o ms such 4 content cannot be
used wheutpoetrtik dd mSa\ahraqluremt thoxlicenise mmmemmbnmbﬂmandtﬂke server

100 nd t he hone networ qu Al S0 '}éf server. 100 dlS ri buh cont ent
and 5 st BFense MR IR Ap f b e caas r?efﬁ'?a it H%"r.ng a
l'ight ngfpephleteRAG MY lregusalﬁfbaaﬁsm&mtabtcoﬁ@éntmaﬁyttd"rﬁtc:@ﬂtm can be
easily used. 20 Also, the hone network 300 according to the present

enbodi nEeAUEst tthe vlicesseonsnanaoesmentc uals camderithmmltceim and
the lic QHergﬁHmf’”l% E&Ctggﬁﬁﬁ%?tﬁ%[‘h@lafusga”@fb'rﬁ%‘ﬁﬁn éﬂE?hﬁE‘é trom a

di stribute rom e server receive a con
server ond urélglmgatmmsigntent unit 110. only, 25 and receives |icense

information fro not her server including t | i cense_unit 120 ,only
Furtther nore, g‘{r MG F8€ CIHE O‘b‘i%gﬂr iWHAtEd 18 orfda %o%’deaéﬁ ng

e um T et e e AT PG i P YPRED MerRacsee
when t hermdexdichent Xans dime ofaribéidng ethveraaiabeate thayni may aedsest
reservations for acquiring the license information.
Here, requesting reservations for acquiring the license
15 information means that each of the content output units 1b, 2b, 3b

and 4b promises the license management unit that holds license

information to be used in advance to acquire the license information_
and secure it to prevent the license information from belng acquired

by other function units.

20 - When the content output unit 1b request the license
managemént unit 1la to reserve acquisition of the license
information meaning that “only 10-time reproduction of a movie
‘content is licensed”, for example, the license management unit 1a
holds the license information along with reservation information

25 indicating that the content output unit 1b has reserved the license
information if it holds that license information. This reservation
information includes the function unit ID *1B” of the content output
unit 1b that-has reserved, for instance. .

Next, when the content output unit 1b requests the license

30 management unit 1a to transfér the ‘license information meaning
that “ohly 10-time reproduction of a movie content is licensed” in
order to use it, the license management unit 1a sends the reserved
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and 3a, and the content output units 1b, 2b, 3b and 4b request the |I|icense
I nformati on, they respectively request a specific license -78 12 JAN 2006

managenent unit to transfer the license information first, Jbut tESQ{ may
request a dynanmically varied |icense managenent unit to raRe#¥ffhe
license information first. For exanple, the content output unit 1b may
request the |icense managenent unit |la and the 5 |icense nmanagenent unit 2a
to transfer the license information first alternately on a regular basis,

‘or the lcomtset infdmpuation tta2kti@yconBaHESbUtPat | LRANSED THRAGRIRN tHEI t 2a
nagenent unit la to transfer the license information

d the. li
:Pterngrﬁgi%?gaﬁ[)d%gglﬂf .ebﬁ@ﬂ§¢!1tmm&%@i%béh&tﬂbﬂiﬁﬂﬂ@ﬁt@dttﬁlﬁ] units
la, 2 i ' he | ] wj Bt ' Nt
br e ot FEEREE iformBERAT MARHeS ELTHN ctiln R TS B3 ERAEH et

reser vaEisenyatoon dedarmiatgonhe As censesdlbf chenicomeniteoatpuequast iing

reservations fo ac%ui ri n% ILhe Iic.er}se 15 inforpati on neans that each of
t he®co @rﬂ"gﬁt% reRef¥edplicogsenrosmpligng g dise eheonteatsesignagenent

unit t dathRtdask GF8ecatifhor mation to be used in advance to acquire the
| icense information and secure it to prevent the license information from

bei ng acqui r ddsopyevemdfl fhmdidensannanagemaren urit Zantequests e unit | b
requesty; i emen it,la,to reserye acquisition of the
| i genste“%éor ﬁrﬁ%ﬁgﬂeﬁgﬁﬁngﬁ%a#g" & ytransfere tr‘gpr'bfgiﬁ‘f\f% CeRASRovi e

cont enfinferrhiatins déforédtheexambat dhepht ¢TI S IRBYURIERA! tHAY TickRseho! ds
the i cePse | nforn}iﬁl on along wirith reservation information 25 indicating

thaf tRRIERALNNotbglicense ManrGemert wiitthe pratdbits ther ticeasieon if it
Foners HahabARRR, LT Beqllls (RSt LR TaHES TS
i nst anbecansa thetfamctivn IDM2AT of thigulicense rhb e thtt Dhatnge
has requésted the license information does not match the function
unit ID “1B” included in the reserved license information.
15 - As described above, the reserved license information can be
" acquired oniy by the function unit that has réquested it. Therefore,
'if there is a plan to use license information, the content output uhit
. 1b, 2b, 3b and 4b request reservations for acquiring the license
information in advance, and thereby, the license information can be
20 prevented from being acquired by other function units.
| Also, in the above case, if the licensé management unit ia
does not hold the requested license infor'mation, the license
- management unit 1a may s_éarc:h for the license management units
that hold the license information. In this case, if the license
- 25 rmanagement unit 2a holds the license information as a result of the
" search, for example, the license management unit 1a requests the
license management unit 2a to reserve acquisition of the license
information so as to have it hold the requested license information
along with the above reservation information. o
30 In the above case, the function unit ID of the function unit
~ that has reserved is included in the reservation information, and
each function unit reserves the license information such that the
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30 managenent unit la to transfer the ' license infornation neaning t hat
"only 10-tine reproduction of '"a novie content is |licens order to
use it, the license nanagenent unit |a sends the reserveg 27 ary
2006 Ilcense information to the content output unit 1b because the
function ID "IB" of the content output -unit |b that has requested the

|l icense information matches the function unit ID "1B" included in the
reservation information. As a result, the content output unit Ib 5 acquires
the reserved license informtion, and use a content using that |icense

i nf or maCPSEENK QP L URIT L biMans teHse thaligemnse infarmationeyaexd §hehe
'ICensecEfWﬁéaWSﬁftpWE'hr{:@ 58 b R h? ttﬁ%fﬁﬁ%ggﬁ ﬁ%mﬁt@}ﬁ; “0”

before the content out unit reques
| censeHmagen,eﬁachnUSeranpvommmee the liceaseeinfopafggoRnNt unit 2a to

acquire the rgserved I|cens nf or mati on _because hhe functio‘n | D "2A" of
the license rrgﬁ MPIGni ?'?J' ﬁ&t USEEsUletiRdt e dhendser cHpsdJini By mat i on
doess . noperaLE: tt'f*ﬁe fcwen@nusagetdéo.cé% 416! EedHd oRteRESELEpH:! | cense

i nformati on. As descri bed above, the reserved Ticense in can be
acqui r et Nék| J,/bbyequ@atunctnecseruatton hear fesquiringstiednise. ifferrabaten i f

there i S c ‘inf or nat, t he_content. out put unit |I|Db,
- 2b, 3b @n%aﬁ{)ﬁ]egﬁaetsjt%mg ﬁ\r;); I T &roﬁl&ﬁ%??nﬁft%er']‘?‘@@né:é’"qerﬂtor'ﬁat|on
i n advalicensedd, ttheemcerii@ h&eagemeher rt!ﬁiltorlacaﬁohfs gRePlfdENdEd from
bei ng r?f;”e{j bﬁl[o her -function units. Also, in the above case, 1T the

| i cense! QAR 9 wi Hb%ﬁ'eﬁ@fvﬂblom imgonnagtiest thiat ithengser u1l
f | h f t he, |
mrapenaad tesetged AT RAGTRIANUN ir rfs TSR ahadbal e LT Fhe

li censelas hakdsertiat uhcenze hwifdsmdrl&ohl censgeid@f OtRR | pBsapvatigpul t of
| a requests the

the se exa I i cense mapagenment unit

| i censg(ﬁangbagtr'rgﬂt 'ﬂﬁ“‘ld r'é%%?vg) i siofi SReotsereulli sshee has

i nf or matdgava@l  afo mé@@é_t hol d the requested license information
Next, when the user ul operates the content usage device 2

he

15 to use a content under a usage rule that a movie content is
reproduced only 10 times on the content usage device 2 and inputs
the user ID “"U1” of the user ul himself on the content usage device
2, the content output unit 2b requests the license managerhent unit

. Za to transfer the license information meaning that “only 10-time

20 reproduction of a movie content is licensed”. In résponse to the
request, the license management unit 2a searches for the license
management units that hold the license information if it does not
hold the license information. When it judges that the lieense
management unit 1a meets the search condition as a result of the

25 search, the license management unit 2a requests the license
management unit 1a to transfer the license information, and
presents the user ID “U1”. Upon receiving the request of the
license information, the license - management unit la sends the
_reserved license lnformatlon to the license management umt 2a

80 because the presented user ID “U1” matches the user ID “U1"
included in the reservation information. Upon acquiring the license
information, the license management unit 2a further sends the
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.along with the above reservation information. 30.1n the above case, the
function unit ID of the function unit that has reserved lis included in

the reservation information, and each fuhction unit reserves tha é'cense
i nformation such that the -$o 12 JAN 2006 content output el&rffapuarrﬁ Béans to
use the license information A and the content output unit 2b plans to use
the license information B. However, each user nay reserve the |icense

i nformati on. For exanple, when the user ul inputs the user ID "Ul" by 5

oper at illgehde wHOEATHLIOA2EE HRYi €6ndeatblgrut RicoPbednAVEREh, WHt |
request a reservation for acquiring license information nmeaning that "only
10- t | mEGREHHd UK ginid &by ireisiese the medissepnteme ¢sicghside

-manage F s the license information along with the
reserva |o?1y|élr%b(§?'1rr@talrigén'q’t hat the user ul 10 has reserved the |license

i nformation iAlsoheal iptersktyraofigfumatiomni initka oroluderdshandy censdrve
i'nformati on. . information includes the user ID"U"

.Here Hjﬁé}i S rgiiervat i on ] 1
of Phe AfSHyisifiofef lanticel Bcedise Rformatianee. IINCRIS Gasen theadeve ul
oper at §@setoatiyi ‘?HFoHﬁ%ﬂf‘oﬁ"?Mgﬁf’d s &%ih?BHﬁ? i ﬁ?ﬁ'&ﬁﬁ% ¥Bdehq,dinage rule
that a novie content is reproduced only mes on e content ‘uSage
devi ceIPsnd inputs the user 1D "UL" of the user ul hinmself on the content

devi t ent { it 2h. ts the Li , t
unit: 2a to FraRapERdiRe FhosieS Horshistng dicsHER Tl HRRLIOGATAYLB | o 20
reprodegisigned’ t@ P\plarafityeRl FanldtionSaits ot NBSRNIhdP ddervikequest,

the license managenent unit 2a searches for the license nanagenent units
thd® hacquistioncafsddentiiataticanse infaroastiont. hMare hepecidialty,

norrBeAg oo b U UBoh Oy AR ot o b
2a reqimchad ¢dhdnl tloeenegervedagdorntatioit. | a to transfer the license
information, _and . presents the user ID "U"': Upon receiving the request of
t he In this case, even if a p[urallty of function units reserve the
identical license information, the highest-priority function unit can
15 only acquire the license information to use it. And if the
‘ highest-priority function unit cancels the reservation, the second
highest-priority function unit can only acquire the license
information to use it. |
, Furthermore, in the above case, each license management
20 unit_ that holds the-iicen—se information subject to reservation holds
the license information along with the reservation information, but
one license management unit may hold the reservation information
:collectively, or a new management terminal device that holds and
manages the reservation information collectively may be provided.
25 ~ Also, in the present embodiment and the variations thereof,
| the content output unit that has requested the license information
acquires it, but other content oUtput units may acquire it.
~In this case, when the conteht usage device 1 is located on
the first floor of a house and the content usage device 2 is located on
30 the second ﬂoo_r, for .exam'ple, a user has the content output unit 1b
) request license information by operating the content usage device 1
. ‘on the first floor, and then has the.co_ntent output unit 2b of the
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| icense information, -the license managenent unit |a sends the reserved
license information to the |license nanagenent. unit  2a 30 because the
presented user ID "U" matches the user ID "U1" included in the

-reservation information. Upon acquiring the license information, the

| i cense managenent unit 2a further sends the -.81 12 J?%armgg | i cense
information to -the content output unit 2b, and then, J 14 out put
unit 2b reproduce the novie content using the |license information. . Al so,
a plurality of function units or users may reserve 5 acquisition of

i dent i c&0NteEdnYsagef dhawiceo?. dm the ssecsrd flowrabeqeire eeleeVEtbABe

i nformat i i des,a._ plurali of functi | Ds or user |Ds.

Furt her?r%fdg:mggio i tﬁgsa ?8?”&“% P?@L’l’\@%y PEEB%E’% Nabyv ik 3845 afed to a
pl uralibe ihpfrovei,on units or users that reserve | o acquisition of
identical license information. Mre specifically, priorities are assigned
to respective. function IIDs or user IDs included in the reserved

i nf o mafj A . nif aplurality of function units reserve
S TEhRlustAdt MagiRSAbIRYY

the identica ce tion, the highest-priority function unit can

15 only acqui Thettenteriensagentiemies i nrcddlingeto tthef“ﬁ?'ek%ﬂlhﬁventéon
e secon

hi ghest z pr | oizl ty function funi t .cancels the reservation,

hi ghest ‘-%rﬁ"d ?‘Beje fahdisereiud Plusalibn 9f 4bginrbeing coneastedito comation to
use it.ahotheeWE & cd i [ &ans t 0- unit
that holds the-1i cerféje‘ﬂinﬁlgg}@rfé&??@nﬁgﬁﬁﬁogg?gpgldr@?ér%aﬁ%%gmsPctzﬂE

| i censePPdY dhadt pubputondddas; sbandseetel iomn recbedingi databusingns

i se 2Nt L ung haol d the reservation infornmation colTectively,
or’@ne&%mﬁ@é%ﬁém #vFE¥CEhat hol ds and nanagesthe reservation
information collectively may be provided. 25 Also, in the present

enbodi nent and the variations thereof, the content output unit that has
requested the license information
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acquires it, but other content output units may acquire it. In this case,
when the content usage. device | is |ocated on the first floor of a house
and the content usage device 2 is |ocated on 30 the secollag[ roo? 6I)or
exanpl e, a user has the content output unit Ib .request I7c8HaEY20%%r mati on
by operating the content usage device 1 On the first floor, and then has
the content output unit 2b of the -82 1 2 JAN 2006 content usage device 2
on the second floor acquire the l'icense information. As a result, the

~usability of the hone network 3009‘?‘@ Nﬁ@ i mproved. Industri al
Applicability The content usage devi 1! cording to the present invention

is suitpble florconcent @syer deMiveoint Rl dEk Wﬂ%‘rﬁe‘ﬂn&m@ﬁﬁ% gnot her
via a conmuni cation network at honme, etc., as STB, PC or PDA that outputs

vi deos,Pleigahidy ofegentent nsagedi ayices thasiatg eonnectedttenongi anpthered from

Syatemiact g AUENGAER nerirahd bt d FBueROEAE. " Bidufec oo

to @éne watikheomprigiagcomuni cati on network and use a content which is a

digital 5 work,, conprising: a |license managenent unit operable to -hold
license infé& nﬁ‘tqed{g)et h&E‘ag@g@i@?F‘ﬁbu%‘Bbt f aRgARls dko othekk digrR$e usage

deviCeiﬁP&rrﬁ%%PéﬁSthé{S%edi%i:riﬁfgepF?Fﬁfrn 008 Atfe Wrte RoRade 0 VoD

a content in conpliance wth i cense I nformatlon a cont ent
in at [dgcecandnannblesfusagesofiral coritad;aadddat a, wherein the |icense

renagenent VO utBEE AR PERdar heeE, ChabeRER el Rk e
?ﬁ?gfﬁéﬁcfeé'?’ HifIPhatidrh8ntlil GEEREE LREXIRESRD IR 1RAQYIJIRS nhARHdcoPse
a sound, video and data,
wherein the license management unit, upon receiving a
request of license information from the output unit, requests a
license management unit of another content usage device to
15 transfer the license information and acquires the license information,
"~ and passes the acquired license ihformation to the output unit, and
the output unit uses a content in compliahce with the license

information passed from the license management unit.

20 2.° The content usage device according to Claim 1,
| wherein, when the license management unit does not hold the
license information requested by the output unit, the license
rrianagement unit searches for the license management unit of the
- other content usage device that holds the license information, and
__ 25 acquires the license information from the other license management
unit.

- 3. The content usage device according to Claim 2,
| wherein the license management unit, upon receiving a
‘30 request of license information from the !icénse-managemént'unit of
the other content‘usage device, authenticates the other license
management unit that requests the license information, and
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and passes the acquired license information to the output unit, and the
output unit uses a content in conpliance with the license information
passed fromthe |icense managenent unit. 20 2. The content usage device

~according to Claimif wherein, when the |icense mamagemant‘ltzﬂhiﬂ‘cﬁ)?gt got
hold the 1license information requested by the output unit, I @Q e
managenment unit searches for the |icense managenent unit of the other
content usage device that holds the |icense information, and 25 acquires
the license information fromthe other |icense managenent unit. The

cont ent usage wieet dhenticerdiengnanagemnant, umitejwd ges Hehe iodtbeselicanagenment
unit, upon receiving a ..30 reqH_ist. of, | iﬁégn e information from.the license

managengREAARMENT MUY SRy totzedy (85dTHelPEe MaMAUGTE L i ihe

ot her i Bits"kRadetReY HBkhskhatanageaséntt hnit ifeRscatqhimingt the, and
-84 12 JAN 2006 when the |icense managenent unit judges the other |icense

managendifiengg in{oraaaki®n.zed, the |icense managenent unit prohibits the
ot heé | i cense managenent unit fromacquiring the |license information. 5 4.
The Content usage device according to Caim3, wherein the |icense

nmanagenment uniTheagbhesht eaferfe devictheccoddiagnte ORalaySTENt Unit that ‘
requests the license information b detern nin V\,aet her or not tge ot her
li cense manag¥thgfielnfine ﬁ'@eﬁéﬁ Q%e'ﬁ‘%ﬁnb%gﬂit entigates Q’é@ otgey
novabl e i | [ r ' HeERS Ak U, L
itself ll)re ong ?'f'a‘?‘h?%ﬁ%”%oﬁ@nﬁggg@%&%?@’%écord?%g?‘?g all mn4l,9yv\,herei n
i dent i f idedeirovining owhetter wii ctoti $hei othieentidanme hErespdmstifeudibr
_identifyi a pluralit f the gontent usage devic individually is
nsshBnedeiindstio ar usht dimalfi HALE sabrs s Moeble cahds b iteieht uni
hol ds aijfgsmhatidrsbnd ehéhliéénsdananagement unit itself belong to.

5. The content usage device according to Claim 4,
wherein identification information which is different from
15 each other for identifying a plurality of the content usage devices
individually is assigned to each of the content usage devices,
the license management unit holds a domain list, in which the
identification information assigned to the license management unit
of the other content usage device that is permitted to move the
20 license information between the license managem‘ent-unit itself and
the other license management unit, is registered, and
the license management unit refers to the domain list, and
determines that the other license management unit that requests
the license information belongs to the user domain when the
25 identification information of the other license management unit is
registered in the domain list. '

6. The content usage device according to Claim 4,
wherein the license management unit determines whether or-
30 not the other license management unit that requests the license
information belongs to the user domain to which the license
management unit itself belongs, and
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identification information assigned to the |icense managenent unit of the
ot her content usage device that is pernmitted to nove the 20 |license ‘

i nformati on between the |icense managenent unit itself agg t he b&i

| i cense managenent unit, is registered, and the |icense & 2 nit
refers to the domain |list, and determ nes that the other Ilcense
managenent unit that requests the license information belongs to the user
domain when the 2.5 identification information of the other |icense

managenent uniHe ligenseOhtd ®a§8m nt %:@%@tﬁbﬁh%&te@ thE8tREPURE S age

device according to Caim4, wherein the |icense. managenent uni
det er mMENagRERRL oktNiBo that t rRqUests |theendicensmagefemnation that

| consretat RN et ho RS AR Ml 1Sha0RRE s he

| i censeumﬂeagaertmatgmmebtﬁutn@@ntha@tmtﬂ@:soa Netehs & aRSMha it uni t
t hat re‘ﬂgests the license information b determ ni ng whether or not the

ot hér R ds fh hgehrermittad tosacauing )éaeulsxegeseemfprmamant heldiastricts

a |licengg qp(tf}@'ggére [ t | i cense
I nformati on held bma%é?%ﬁéwns@rﬁa?\ta%egﬁeb%ﬁq{ téi g‘é'ltzﬁ -@crmq#g I%Feﬂﬁeﬁ ality
of |i cemamagemaegdnenitsutihat hidlangbed dihg userhdopssin.domai n. 7. The cont ent

usage device according to' Caim2, 10 wherein the |icense managenent unit
broadcasts inquiry information for inquiring of the |license nmanagenent

units of all THE copitbRt oAy UeViRA0BCELARRT toheldigh 3he |1 cense

management units I cense |n ormat1’on or not, ‘and searches for the
| i d8nse aﬂweem Ltrlne sllmnseemhagemanénuruisabeodd\zasbs tmqumwl d the

the | Fi@ﬁgﬁéﬁéﬁ?ﬁaﬁﬁq@ﬁﬁﬁ% 8F e AERBSE managrmant et Ofcellhes, o "
The comthetr ceagentdavhge aeonfel Mhéth&} eh® [fcense management unlts
hold the license information or not, and searches for the license
management units of the other content usage devices that hold the
15 license information based on a response to the inquiry information
from the license management units of all the other content usage

devices.
8. The content usage device according to Claim 2, _
20 wherein the license management unit searches for the license

information requested by the output unit among the license
information that the license management unit itself holds, and -
when the license management unit does not hold the
requested license information the license management unit
25 commissions the other license management unit to search for the
requested license information, ‘
when the other license management unit does not hold the
requested license information, the other license management unit
commissions the further other license management unit to seafch
30 for the requested license information, and thereby, the license
| management unit éearches for the license management unit of the
other content usage device that holds the requested license
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20 wherein the license managenent unit searches for the |icense

i nformati on requested by the output unit anong the Iiceqsz iqﬁg; fion
that the license nanagenent unit itself holds, and when'lt eJA Iﬁﬁ%
managenent unit does not hold the requested |icense information, the

| i cense managenent unit 25 conm ssions the other |icense managenent unit -
to search for the requested |icense information, when the other |icense
managenent unit does. not hold the requested |icense information, the

ot her li.cense managenent unit conm ssions the further other |icense
managendAf OlfA1&t1e8- search 30 for the requested |icense information, and
thereby, the license nmanagenent unit searches for the |icense managenent
unit of the other content usage device that holds the requested. |icense
-86 12 JAN 200dhe chotentiuwsagd.déViececanterding sgaCidami ge according to daim

1, wherein the |licens rranla‘gerrent unit, upon recejiving a reservation of
acquiring |i cdHRBIEIR g%lﬁ';'at 10RNFE o MARAISURBRE Umit, UPEBefRELIVING | Acense

managengeserPhtiod dih8cqliivthgCAtkRke ﬂiﬁﬂ%aﬂ%\q ?Fon?uorthﬁcﬁﬁitbmguh[}gi ng

license information so as to“secure t l'icense Information Trom
rel eased€segves. the dinense rnsaggaereenteunit af nidievarthezysbatentclisagag a

Communi Seiee it IR G o dinRiiai’Pe "Sothg: Bar Seqdre, the " °

conpri siliggnse linfomeatior AaaMEDEingidelenasegbl e to hold license 15
information that is distributed fromoutside of the content usage device

and enabl es usage of a content; and an output unit operable to use a o
18t T e o oHten "isdge ARTE 1B o ARPEHE S SR RClRR A0 uni ¢
request plutality oéweatenbagapndevices that are connected to one another
via a communication network and use a content which is a digitat
work, comprising:
a license management unit operable to hold license
16 information that is distributed from outside of the content usage
- device and enables usage of a content; and
an output unit operable to use a content in compliance with
license information and output the content in at least one manner of
_ a sound, video and data,
20 “wherein the output unit requests the license managerrient
unit of the other content usage device to transfer license
information and acquires the license information, and uses a content
in compliance with the acquired license information.

25 11. _ A content usage device in a nretwbrk system including a
plurality of content usage devices that are connected to one another
via a communication network and use a content which is a digital
work, comprising:

a license information acquisition unit operable to acquire,

30 from the other content usage device, license information that is
distributed from outside of the content usage device and enables
usage of a content; and ' o
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unit of the other content usage device to transfer license information and
acquires the license information, and uses a content in conpliance with
the acquired license information. 25 11. A content usage vice | &
network systemincluding a plurality of content usage d ‘i@%@HYHQQ are
connected to one another via a conmmunication network and use a, content
which is a digital work, conprising: a license information acquisition

unit operable to acquire.,. 30 fromthe other content usage device, |icense

information thgtodpudiusit dpe@bIEr Nl o e8nebnthA ORI Sankeadgtevi ce
and enabl es usage of a content; and -87 12 January 2006 ‘an output unit
oper abl ¢ @qdrgdcigeane infocmatioanadwwubput the eeqtentdn atdaast

i nfor ' th 0 ' east one nanner of a sound,
Vi deongénlégggt%gp%g% E%&%{r){éﬁg@sétlﬂ%ﬁ%%rl sing a plurality of first
content usage devices and at |east one second content usage device that

are co:{%ﬁct ed to one another via a comrunjcation network and use a
contentd ahi cHt netyvelilgsy atemoeaMpising 3 phyatity Qf o contenbgsatsi ce

I ncl udesayi hge JRpa ' olid. ki
[ nforrr??\cl)'rjl&t aétﬁfgsggie'strl bgﬁ§%%%%u€€ﬁ@o@%£%@flljggtéécgﬂﬁtntareusage
devi ce comneatid 0 vnxEganotheroviat ancomam @icatidputetwd tk @red albde & o use a

content_jin ¢ li.ance with. license information and output the content in
at Ieas(fo'f)‘i?é"%”&?' bt @ ‘i’@'sa'lsﬁ’tﬂfz(,f_ video and data, the second content
usage device wRerdPEhEGrauEHteHRIUsAI¢ YeVite IdGaes; mnagement unit of

the first content usage device, upon receiving a request of |icense
i nflr mat i on @ oMiagis@uiPanageinaento vhitt hepearadle cdit edtoldsadicaiss ce

imE SteL'; l@i%%lﬂ%lti%ﬁte‘gﬂ%gﬁ ;iélg?ﬁriéﬂféa P HutRE9eo f RS &i e L atiput unit
usage device and enables usage of a content; and
an output unit operable to use a content in compliance with
license information and output the content in at least one manner of
15 a sound, video and data,
o the second content usage device includes the output unit
only,
the license management unit of the first content usage device,
upon receiving a request of license information from the output unit
20 of the first content usage device itself or the other identical first
content usage device or the'output hnit of the second content usage
device, requests the license management unit of the other first
content usage device to ‘transfer the license information and
acquires the license information, and passes the acquired license
25 information to the output unit that requests the license information,
and '
the output unit uses a content in compliance with the passed
license information. |

30 .13. The network systerh according to Claim 12,
‘wherein when the license management unit of the first
content usage device does not hold the license information

-88 -




devi ce, requests the |license managenent unit of the other first content
usage device to transfer the |icense information and qgng@ANhgré$cense
~information, and passes the acquired |license 25 informati t put -
unit that requests the license information, and the output unit uses a
content in conpliance with the passed Iicense I nformation. 30 -13. The

net work system according to Caim 12, wherein when the |icense managenent
unit of the first content usage devi ce does not hold the |icense

information .-8 .AN 2006 requested by the output unit of the first
cont ent "G9HESE v[?l‘,et & QUtputginithef bhadirstyepntent usagr devricertseage

device o WREOPHEPWgHch st SN GR B PAR NGy ke, 152,

m&tnagement unit of I rst cont usa evli Ce Ssearc
managenthe Seqond odntért atdage fdewices otfiedicarsgenderdgeemidrit uhot @§ t he

he 1 ElndtRaR 50 S8 ERS Siribes arthe diecitne mapaosevede. 14,
The siet warik of khiecotivee Airdi RO rite el @b d e ITE ISR Fegagstapaoerent

unit of the first content usage deviCe, on recelVving -a reques
| i censelicengentiifiosmatiom amd acquires ﬁhﬁ jeeBse ltmformﬁtmhefmmethél rst

cont ent e 0 g€, 1anag ment unit that
r equest IsEtéﬂg% ﬁ%“ éa'ﬁ) [: Oga{ﬁér?ﬁ'fg fM’él'nC c%%%%e Mag&ment unit
j udges the other | |cense managenent unit unaut hor| zed the |icense

managemig ni_ JF)rohl its the other |icense managenment unit that requests
the |iténse | M SMSERIMAGRAGTAIGIt He Glaben §;i nformation. 20 15. The

of Hhe i1t wharent 02 NCeAhE: MdaoBRTERL AR o ERET oI FABRER 1

of the first content usage device au
managenésdgandevideatupoaguesseivingea | recarest oﬁm:re’lwe onfdsmeeis Frohng
whet hertl’?é llQ%'i'nse management unit of the other first content usage device,
- authenticates the other license management unit that requests the
license information,’and |
15 when the license management unit judges the other license
management unit unauthorized, the license management unit
prohibits the other license management unit that requests the

license information from acquiring the license information.

20 15.  The network system according to Claim 14,
wherein the license management unit of the first content
usage deyice authenticates the other license manegement unit that
requests the license information by determining whether or not the
other license management unit belongs to a user domain that is set
26 as a movable range of !icense information and the - license
manégement unit itself belongs to.

-16.  The network system according to Claim 15
wherein identification information which is different from
30 each other for identifying the license management units of a
plurality of the first-content usage devices individually is assigned to
each of the l_icense management units, ' )
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ot her |icense managenent unit belongs to a user domain that is set 25-as a
novabl e range of license infornmation and the |icense nanagenent unit g
itself belongs to. 16. The network system according. to i m15 w%erein i
i dentification information which is different from 30 eacr2BtH& %,
I dentifying the |license managenent units of a plurality of the first
content usage devices individually is assigned to each of the license
managenent units, -89 12 January 2006 the |icense nmanagenent unit of the

first content, usage device holds,a d inlist., in.which th .

denti {1 cati ohe T sainonagedn Redi Rt the st ol thAEIRAdBIHIE of the
ot her Hglds & AURAin Uﬁsft%fi‘n WAt ehlehfle hEfiRIB A T 6FL A atNYE dd¥ighiedense
“informati on between 5 the |icense nmanagenent unit itself and the ot her

| i cens&0 hanalieapae ommagementi oy od, thadother (fitsddnsontgRigEFBEE unit

refers ¢Q..t.he | | ) . - [
ranagofith Cani et Rapeirdlitted 86, Ve BRETcelts 1A Shaflon BEWREep, . oe,
donmi nthveenlitenisiee nekemageneant orunitf oftsaif orard  tthee otdtdver | tiersige
managenent unit is registered in the domain list. 17. The network system
accor dfRgNRGMgNh uBit, \ifdiediaterRd i cense nanagement unit of the first

content ' 15 ypgopndelitERs8UATEAERERt WIFitOFRIs! b6 YIRS JERBARNRSE, uni t

that requests the |icense intorhation by termning r or ndt the
ot her kinckndeteeminesethatinithebaitdreys ioense usanagmmientt cuniti diatt he

i cense_managenent ,unit of fhe first ,cqontent u e devige itself. belongs,
and 20" SISt IR IMarTBRLRN Blonds Ke e uselcdRmatithen uni
they rereagiehtifieatiofeiR rimhB0MbF thd 8tHEH ceh IS A¥8nageTheinttuem t hat
restricts a |license managenent unit which is to be permtted to acquire

t he | i tenegistdredrinitbe densaisy liste |i cense nmnagerment unit itself anong a
plurality of |icense managenent

17. The network system according to Claim 15,

wherein the license management unit of the first content

15 usage device authenticates the other license management unit that
requests the license information by determining whether or not the
other license management unit belongs to the user domain to which
the license management unit of the first content usage device itself
belongs, and '

20 by determining whether or not the other license management
unit that requests the license information is under a usage
restriction that restricts a license management unit which is to be

_permitted to acquire the license information held by the license
management unit itself among a plurality of license management
| -25 units that belong to the user domain.

18. The network system according to Clam 13,
-whe-rein the license management unif of the first content
~usage device broadcasts inquiry information for inquiring of the
30 license management units of all the othér first content usage
devices whether the license managemen't units hold the license
information or not, and searches for the license management units
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25 units that belong to the user domain. 18. The network system according
to Cam 13, wherein the |license nanagenent unit of the first content usage
devi ce broadcasts inquiry information for inquiring of ﬂdk‘LA, 7Mﬁ ense
managenment units of all the other first content usage devi ces whether the
|.i cense managenent units hold the license information or not, and searches
for the |icense managenent units -90 12 JAN 7P06 of the other first content
usage devices that hold the license information based on a response to the
inquiry information fromthe |icense managenent units of all the other
first cofttine othee fidteti centeht l1@sagéhad eeiosy khaptsthotdadd@ diognse C aim
12, wherein thg Iiéensa managenent unit of,the_fi[s# con%&gt usage devi ce,
upon r et HAMgLon BeSPART IeFPARgEita Hye indsiees intfefrppkian Srom BASt he

out put Hekhsel hBhdddinerfOABS HPaaR 4R GG Ik foiddtheoader

I dentical tirst cont'ent usage device or the output wunit of the setond

cont entdeviges.devi ce, reserves the license managenent unit of the other
fir content usage device for acquiring the license information so as to
secute the license information from being released. 15 20. A network

syst em g9npr i Fhagnétwberdysteenfaccdrdingt B9ICIasA0e 2, device and at | east one
second content usage device that are connected to each other via a

conmuni cat i orWH&rRHR kth@dicaesa meanagrment cHnit of ghgi fistweertend _
oo o sl HeipEoruEnh HepaR ARy L haeivtan By, bELIAPERIRAESL 1
the firstfocomation froagthdaiipubnnhierebthe fissigeontentntisage dedicn out put
unilto. “Nse zligdtt?]eu(s)%hgr? grt'stGir(]:talifprs%oc rlltieanntcﬁsgméota'hdevice or the output
unit of the second content usage device, reserves the license
management unit of the other first content usage device for
acquiring the license information so as to secure the license

information from being released.

©1b ,
20. A network system comprising at least one first content usage
device and at least one second content usage device that are
connected to each other via a communication network and use a
_ content which is a digital work: '
20 wherein the first content usage d-e.vice includes:

a license management unit operable to hold license
information that is distributed from outside of the first content
usage device and enables usage of content; and

an output unit operable to use a content in compliance with

25 license information and output the content in at least one manner of
a sound, video and data, '

the second content usage device includes the output unit only,
and o ' _

o the output units of the first content usage device and the
- 30 output unit of the second content usage device respectively request
the Iicénse management unit of the first content usage device to
transfer the license information and acquire the license information,
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25 license information and output the content in at |east one manner of a
sound, video and data, the second content usage device includes the out put

unit only, and the output units of. the first content usa]%\e,[ devi 2 9énd t he
30 output unit of the second content usage device respectivEMAY Q st the

| i cense managenent unit of the first content usage device to transfer the
- license information and acquire the license information, -91 12 January
2006 and use a content in conpliance with the acquired |icense

“infor | on. LA st risip lurality.of , cantent usage
5 devirTgéei@t rlljast%larae é(;&g)'tr‘\trl\%%j té:%ghéﬂgﬁ'&ehevgﬁarigecoﬁﬁém%eﬂiﬁﬁenrﬁﬁ wor k
and usdnéoowmatéod. which, is a digital wrk, wherein the content usage

device includes: a license information acquisition unit operable to
acquire, fromthe other content usage device, license information that is

10 di sty4 but ed tsl f : n devi n usage
of & cotont ¥ AHRAL R DR ARTIFCe, BAERRIGF A EoMEnE B8RER ance
with tdevigeguthatl areersenected ned icome aadobbepuvid e comranhicatiain | east

one manner of, a spund, videp and data, 16..22. A license infornmation
~acqui sitgOHke PsﬁyamﬁQEﬁe'& &Hh‘lci:’nls adilahi®de, in a network system

conpri si ng awHe¥edhi £e Yo FRINENsageS@e9ice JALIGEEst hat are connected to
one another via a conmmunication nétwork and use a content which is a

digital work@ ﬁ@‘-’e"S@chf@ﬁ@atiQ@n_ééqu'rﬁibircmatljmi’t oipetraibdedtestacguira from
ouL St 8. FRB “Eog 8RR SRk RnRite ROk, RO aRli A BB ot e
step fdistitbeteodnfrognvbatsiele tdfeth€ A fintl $RER) dleld e ehahds epeifasar y
LN g ol 3 content: And
an output unit operable to use a content in compliancé with
the acquired license information and output the content in at least
one manner of a sound, video and data.

15
22. Alicense information acquisition method, by which a content
usage device, in a network system comprising a plurality of content
usage  devices that are connected to one another via a
communication network and.use a content which is a digital work,

20 acquires license information that is distributed from outside of the
content usage device and enables usage of a content, the license
information acquisition method including: o

a holding determining step for determining whether the
content usage device holds necessary license information or not;

25 a searching step for searching for the other content device
that holds the license information when the content usage device
does not hold the license information; and .

an acquiring step for requesting the other content usage
device to transfer the license information and acquiring the license
30 information. |

23.  The license information acquisition method according to
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25 a searching step for searching for the other content device that holds
the license informati on when the content usage device does not hold the
| icense information; and an acquiring step for requestth t heNopfiied cont ent
usage device to transfer the license information and acquiring the |icense
-30 information. 23. The license information acquisition nmethod according.
to. -92 1 2 JAN 2006 O aim 22 further including: a request accepting step
for accepting a request of license information fromthe other content
usage device; an authenticating step for authenticating the other content
5 usage(aisinca 2t fuiatherqguedudinge |icense information; and an acqui sition
prohi biting ste@%for I ng %he t her %%ntent usage devi ce that

|

hi bi
requests the fi %Egsﬂﬂ?%ﬂ{mgns RO 8GGEPHY thd aqueTHs OFi HEBRREL i on

when t henfiirabtRADFRoHN Hea@dthdlevbRtehd dsW@ed syt horized in the
-authenticating step. 10 24. The license information acquisition nmethod

accordi ng to atl authesticenei staqadBropushgnticating die taldhengositentsage

devi ges I . i ' ' .Ch I td fel ' I mati on which is
Gt 1 Er suddofedediCoThAR 'Lﬁ%?%nﬁngs'g?%ﬂgg 'i"rfhf@'fdatggf‘v;gf? i dentify each of
- the content uaagedipyist@snanstahdbiting ctidponfomf prowibitim@f thée ovheer

cont ent usgge device that is permtted to gtéve the license iinformation

bet ween®PH REnYeageydsyicecthake TR Stsah t'H@%‘tSI@elian:'EfﬁlaéFﬂn UHRER devi ce
are reghghaiAf %fl%e?@:etﬁ’fe qrﬁ‘@ﬁ?{dt?@ﬁ' ML Shé NGLIEESco ALd G Q1£4 48 step

~for referring to omaln [1st; and a registration determning stép for

det er m denviceistinglgahenauwkdanizedain bhei ahthenticatired dtee.ot her cont ent

. us device that requests the license information is registered in the
do nlist or :

24. The license information acquisition method according to
Claim 23, '
wherein each of a plurality of the content usage devices holds
a domain list in which identification information which is different
15 from each other and assigned individually to identify each of the
content usage devices and identification information of the other
content usage device that is permitted to move the license
information between the content u—éage device itself and the other
content usage device are registered, and
20 . the authenticating'step includes:
a referring step for referring to the domain list; and
a registration determining step for determining whether the
identification information of the other content usage device that
- requests the license information is registered in the domain list or
25 not, and-judging the other content usage device unauthorized when
the identification information of the other content usage device is
not registered.

. 25. A program for a content usage device in a network system
30 ~ comprising a plurality of content usage devices that are connected
to one another vfa a communication network and use a content
~which is a digital work, the content usage device acquiring license
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25 not, and judging the other content usage devi ce unauthorized when the
i dentification information of the other content usage device is not
registered. 25. A programfor a content usage device in mﬁg @ystem
30 conprising a plurality of content usage.devices that are connhécted to
one another via a conmmunication network and use a content which is a
digital work, the content usage device acquiring license -93 12 January
2006 i nformation that is distributed from outside of the content usage

devi ce and enabling usage of a content, the programincludin a hol di ng
determiﬁfﬂ@“@tté‘b"f a@é%mmtﬂlbndi%@f%@} auHsideonf e e eWSAE hol ds

necess (o | S rching for
t he ot %reér/wggn?ent }(]ev chBihS% Bfr%;cotrﬁeﬁtrﬁ]é;grﬁg{épﬁng |C!)L(r|1)av¢£ﬁ t he ?
cont ent usage devidiag dbetermoiniing dstidpe foicedsberminingt wdnetheand tHre
acquirin p for uesti the other c ntent us? a(r:hw ce to,transfer
Tha | | COMUENtusaas: TaK o HOIda U EPRISRRG lIGaIETR dNTQEMA SR ok MOt 26 The
program accoedbesr&ﬁuﬂg aét@pz%f‘%éé‘&rhlh FOF i cftHeﬁ%@ﬁfteﬁ%CGé{ridiﬂ step

for acceptin reque I'icense -information fromthe other content
usage dhatcbpldss thealhrcmntsteemfmamahg:rstwbenothaucnehentau$a@etcﬂ\evmewer

cont ent t he Ilce se information; and an
acqu.s.“c‘tﬁﬁgioﬁt% %ﬁﬁgpg?g Oi(%'r%ﬁﬁb#'f}f't'l the ot her content usage

devi ce that laenl&szzf1 -tg st R irelqudmingntheodthagdeonteatt Dealgecense

I nformati ogn when er content usage O device is judged unauthorized

in thed@mﬁ@rﬁq éé@nﬁ@rstlé@ icensqia @E@@ﬁb@ﬂaﬁ!ﬂ@r&ﬁ%lﬁﬂgd hce@msenher ei'n
ea(iB lf.! qty of the content usage devices holds a domain.list in ‘
whi Ch | ent| I'’cation information which is different 25 from each other and
assigned individually to identify each of the content usage devices and
|dent|f|cat| I nformati on t he .ot her
_ 26 %Ple program accordlng to E?aim 25 further including:
a request accepting step for accepting a request of license
information from the other content usage device;
15 . an authenticating step for authenticating the other content
usage device that requests the license information; and
an acquisition proh-ibiting step for prohibiting the other
content usage device that requests the license information from
acquiring the license information when the other content usage

26 ',dev:ce is judged unauthorized in the authentlcatmg step.

27. The program according to Claim 26,
wherein each of a plurality of the content usage devices holds
a domain list in which identification information which is different
25 from each other and assigned individually to identify each of the
| content usage devices and ideniti-ficétion information of the other
content _usage device that is permitted to move the license
information between the content usage device itself and the other
- content usage device are registered, and
30 - the authenticating step includes:
| a referring etep“ for referring to the domain iist; and
a_re'gistration determining step for deter'm'ining whether the
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content usage device that is permtted to nove the license information

bet ween the content usage device itself and the other gnt ent usage devi ce
are registered, and 30 the authenticating step incl,udesf ZaJ@Neﬁmm g step
for referring to the domain list; and a registration determ ning step for
determ ni ng whether the -94 12 JAN 2006 identification information of the
ot her content usage device that requests the |icense information is
registered in the domain list or not, and judging the other content usage
devi ce unaut hori zed when the identification information of the other

cont ent ideagificatinat infosgnatienedf th@5other content usage device that

requests the license information is registered in the domain list or
not, and judging the other content usage device unauthorized when
the id-entification information of the other content usage is not

5 registered.
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