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Shopping 
web site S 

Payment 
web site A 

302. Password-less proxy 
login setting request 

FIG. 3

303. Create token b including a device 
fingerprint and an identifier of A 

304. Store token b in cookies of a browser, 
and store a correspondence between 

token b and token a 

305. Password-less proxy login 
is successfully set 

301. Create token a, 
and grant password- 
less login permission 
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Shopping 
web site S 

Payment 
web site A 

402. Password-less proxy login 
cancellation request 

FIG. 4

403. Delete token b from cookies and 
a correspondence between token 

b and token a from a database 

401. Create token c 
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Shopping 
web site S 

Payment 
web site A 

504. Password-less login request 
including token a 

FIG. 5

501. Receive a web site jump trigger 

505. Successfully 
verify token a 

502. Obtain token b, and verify 
a device fingerprint 

503. Obtain token a that 
corresponds to token b 

506. Perform 
password-less login 
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N displayed 
in an 

embedded 
page form 

Page of shopping web site S 

Payment web site B Payment web site C

Payment web site N2 Payment web site N3 

Payment web site A

Log in to payment web site N1 for payment User registration 

Account name: 

Mobile number/Email address 

Forget the account name? 

Login password: Forget the password? 

Enter a payment password for the account 

Enable password-less proxy login 

Next 

N1 displayed 
in an 

embedded 
page form 

FIG. 9

9 / 16



N displayed 
in an 

embedded 
page form 

Page of shopping web site S 

Payment web site N2 Payment web site N3 

FIG. 10

Account of payment 
web site N1: ****** 

******bank card

You are in a safe environment, 
please feel free to use it! 

N1 displayed 
in an 

embedded 
page form 

Password-less proxy login 
has been enabled 

Exit 

Pay RMB 220 

********* Forget the password? 

Payment 
confirmation 
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Payment web site B Payment web site CPayment web site A
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1101 1102

Web site login 
apparatus 

Token acquisition 
module 

Token verification 
module 

FIG. 11

1103

Password-less login 
module 
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1301 1302

Web site 
login apparatus 

Identifier display 
module 

Page jump 
module 

FIG. 13
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1301 1302

Web site login 
apparatus 

Identifier display 
module 

Page jump 
module 

FIG. 14

1401

Page display 
module 

1402

Page switch 
module 
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1501 1502

Web site 
login apparatus 

Request receiving 
module 

Login execution 
module 

FIG. 15
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