WD 03/ 079626 PCT/ CA03/ 00403 SYSTEM AND METHOD FOR CHECKI NG DI G TAL

CERTI FI CATE STATUS This application clains the benefit of United States
Provi si oD oBarwmna¢  Application Ser. No. 60/365,518, fil eadCvaraobo@®3 2002,
the entire disclosure of which is incorporated herein by reference. 5
BACKGROUND _ Technical Field This_ inventjo t rally t he field
of secure éﬁfﬁ%rﬁ'@b “ﬁ&é@l@&@Q@%B!éﬁ{ﬁ%aégﬁgﬁ:gﬁeikl%ﬁé status of
digital certificates. 10 Description of the State of the Art Known secure
messagi ng clients ik aRpliggtionclrimsthgperefit of Hajted Statgs Riqvisionglratent i ons
operating on desktop con‘gut er systens, nmaintain a data store, or at |east
a dedi cat Aaplisatian SebNeyE0/3684 18 THed Marghy 20, 2883, 4h¢ Aatire slisslasdtg Fwhidich as 15
digital certificates. A digital certificate normally includes the public
key of anisdngarpgraigd hetein bysefareea®i ty i nformation that is bound to the
public key with one or nore digital signatures. In Secure Miltipurpose
Intern2t Mail Extensions (S/M ME) nessaging, for exanple, a public key is
used to verify a. digital signature on a received secure nmnessage and to
encrypt a session key that was uUBAGKGROUND/pt a nessage to be 20 sent. In
ot her secure nessagi ng schenes, public keys may be used to encrypt data or
nmessages. TeéhmicalBield key is not avail able at the nmessaging client when
required for encryption or digital signature verification, then the
digital certificat ertis ih@aded renatss gbheralipss apientiels| dfesdcubelfaisaronliese
operations can be perfornmed. Normally, a digital certificate is checked
agai nst anfegsadihd 6Ad & pardicular to checking the status of digital certificates.

10

Description of the State of the Art

Known secure messaging clients including, for example, e-mail
software applications operating on desktop computer systems, maintain a data store,
or at least a dedicated data storage area, for secure messaging information such as

15  digital certificates. A digital certificate normally includes the public key of an entity as
well as identity information that is bound to the public key with one or more digital
signatures. In Secure Multipurpose Internet Mail Extensions (S/MIME) messaging,
for example, a public key is used to verify a digital signature on a received secure
message and to encrypt a session key that was used to encrypt a message to be

20 sent. Inother secure messaging schemes, public keys may be used to encrypt data
or messages. If a public key is not available at the messaging client when required
for encryption or digital signature verification, then the digital certificate is loaded onto
the messaging client before these operations can be performed.

Normally, a digital certificate is checked against a Certificate
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WO 03/ 079626 PCT/ CA03/00403 Revocation List (CRL) to determine if the
digital certificate has been revoked by its issuer. This check is

typi cal | ywpashoreeed when a digital certificate is first recgicadoomnd
periodically thereafter, for exanple, when a new CRL is received. However,

CRLs tend_to be rel at] | k that transfer of CRLs to nmessagi ng
ol tont o sRegeinR DR it dapiis e BhaicbAMEaE A een BrieaiBae of
CRLs at a, nes in |ient. qccupies significant nmeqory space. CRL-based
evocat | olfSWiac (LS CRprick drically Bedarped when & didfal sraliate/s r reRe¥ehsum ng.
These effects can he ar%i cularly pronounced in rressagi,vg% clients
oper at i nggth PRieUFRlYgh tpp forg B8R NeRL P REJS regRiver- JHRWaMeE wi t hi n
bandwi dth-1imted wireless 1o conmunjcati on networks and may have limted
processi ngRkRdend i b retadivaly udky, spihaldiarsfenof CRLsdatmessasingtglisniss updat ed
in CRL-based systens .onlg when a new CRL is distributed. One alternative
scheneb f ofonfiugiasarorsidarablece@ramuBigaiien irePusees (AN Fosdgen gt GRlviorY @
querying renote systens that maintain digital certificate revocation status
15 i nf or neesSRgINgElient ogpwiassignifirantmeagiy sraset Cahsbagedgeveaadien statusy mat i on,
reduces the conplexity of operations that are performed at a nessagi ng
client tochdvkslare iadso progessorinjensivenand tiote eongiugiingl Tobese effedarcen bend may
al so provide nore tinely digital certificate revocation status information
rel ative partiGRaryazredogndecnds. m@ssagdy idlientsCepeiliating aon owirgess usolfteot ocol
(OCSP) is an illustrative exanple of such a schene. 20 However, wreless
conmuni catoromusicatiem davides,dtwhith nopeartaite ngithind hartdsvidiip-limétederwirdléssse known
schenes i nappropriate for secure nessaging clients operating on wreless
nmobi | eo cocorumuaiatiom nefisvorisesnd IBRVVEFRYIimited MOcOSIty tPHeROTY BAOBIc89403
In addition, revocation status is updated in CRL-based systems only when a new
CRL is distributed.
One alternative scheme for digital certificate revocation status checking
involves querying remote systems that maintain digital certificate revocation status
15  information. This type of scheme requires transfer of less information, reduces the
complexity of operations that are performed at a messaging client to check the
revocation status of a digital certificate, and may also provide more timely digital
certificate revocation status information relative to CRL-based schemes. The Online
Certification Status Protocol (OCSP) is an illustrative example of such a scheme.
20 However, wireless communication system bandwidth limitations and latency render
these known schemes inappropriate for secure messaging clients operating on

wireless mobile communication devices.

SUMMARY
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According to an aspect of the invention, a systemfor determning a status
of a digital certificate fromstatus data stored in a status provider
system cwopsios®36 a client system conprising a client nod®Ce/CABEI4®BI ent
nodul e operable to generate and provide status request data correspondi ng
to a status request, for , the 5 digital certificate for transm ssion fromthe
client system and A%OFdiRGI],an &Fﬁ?%ﬂf the, IVENtion: & JYSI§M dofsIermNng 2 ¢ he
digital certificate.ip response to the status request, and, a proxy system
compri si PR gl GPRTCAtR drogm SRR SOmSENAD SIS PRYIST FISIERE <t at Us
request data transmtted fromthe client systemand, in response thereto,
gener at e §YEPYSePat 2 qlignt QW@@P@W“PW“%@PWW‘N%“@&%'@@t RAdUIBoReTade t he
query data for 1o transm ssion fromthe proxy systemto the status provider
system alygengrataand PEyidasaiistrenyast daiasorrayopdingia agiatus eaveat {aithest at us
provi der system generate the digital certificate status data based on the
st at us5 datfi@iteeesstiticade femtiapsrmigpign frame thelichemtasysieim: rp¢ datreceivedigiabat a f or
transm ssion to the client system In accordance with another aspect of the
i nvent i oncedifieais statis data farshedigialioedifighigiin tespoase iofthe stadussequess, aitteck
services for a client systemconprises a proxy systemconprising a proxy
nmodul e opemadiysysien carepricing a proxy heduld, thetprexygnednlé pparabledo trceixk the
certificate status check service request data for a digital certificate
and, in sEdporeseesthdate ttansittaybfremathe dietosystaim gindalin csponde twredost at us
check service request data and to provide the second digital certificate
st at us chegekermtr query daigfoe e digital c2flifitate ttatasand psovide the quety datador
certificate status check service provider system and further operable to
recei ve ftraasmidsiontfedm chetproxesystest &l the statskpoeider Ggstdat, andr farhehe
digital certificate status check service provider system to generate
second di gpemble oaetéilé ¢l statisadala frofette statuy ipeevidertsystons aggneraté ke i r st

digital certificate status check service data received, and to provide the
second di gidital carafidald sRAISLdafadiatRddPile stalds\Hatd PENAR GnBGIOGAE # 00403
digital certificate status data for transmission to the client system.
In accordance with another aspect of the invention, a system for
15  handling digital certificate status check services for a client system comprises a proxy
system comprising a proxy module operable to receive from the client system first
digital certificate status check service request data for a digital certificate and, in
response thereto, to generate second digital certificate status check service request
data and to provide the second digital certificate status check service request data
20 for trans'mission to a digital certificate status check service provider system, and
further operable to receive first digital certificate status check service data from the
digital certificate status check service provider system, o generate second digital

certificate status check service data based on the first digital certificate status check

service data received, and to provide the second digital certificate status check
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service data for transmssion to the client system wherein the second
digital certificate status check service data conprises a subset of the
first di gwoaB/oreedificate status check service data receiPcadAosomos he
service provider system A systemfor handling digital certificate status

check services faor S digital, certificate, the digital certjfjcate status
Check sor39ce (AtByRucaY s 1 g clerkriybtartapbérsthuiiis, seftrd o, oo
provi der system operahle to receive query data for a._ digital certificate
status ch f'%aé%“oioaé‘és a@ﬁbégﬁv,'cei%"%ﬁ H%%"gséh?}éﬁfﬁh%fﬁbe 8@‘9%&3' GeRTEAE on,
conprises a client systemconprising a client nodul e operable to prepare
and pr ovi slatusgheck saBviResdata Fegeivesram e 2arviee PIQVJeE YRt at us check service
| o request data corresponding to a digital certificate status check service
for a digital certA sygameor gﬁﬂdltf@ digital; Gedificates staiyisgihegk seefieasi ot e st at us
check service data in response to the first digital certificate status
check Ser digiel casiificete, taedigitalprstiigate stadus cheak sangeesaprovisledthyra digital st at us
check service request data conprises a subset of the query data for a

di gi tal ceenifi¢ate stadusseheck sewineqkovdendysien epgreble.to IeseiNermienodata éar ahandl i ng
digital certificate status check services for a digital certificate, the
di gi tal cdigitalf cerdifieatetsiatus chiesk ksesgew iregisessr v adeitiebpmbadimgentadf the
certificate status check service provider system operable to receive query
dat a for mveniiai, cainpdees i fi cachenttsysies coropiisisgr\diert medule operabbcior di ng to
a further aspect of the invention conprises the steps of receiving a data
item det prepare agdvhetitke fort thensdession Girst tdigitat catlificate sstatudi ahietlalsensoet i f i cat e,
generating digital certificate status check service request data

conpr i ngeciesudistatcoabspdrelirguiers digislacanifieate sthrisdhbek séreivedonpuigitals a
digital certificate, providing the digital certificate status check service

request daédifitaie, arfdtansssivesirsidligiral cerfificaty syl chtk serdice dawiiviesgontiegi t al
certificate status check service data fromthe proxy systemin response to

t he di gi t @) the&idt digitaPdettifRhii Sigtus BREMK Servive ARuestHaDvihdtdin tHediest digital
PCT/ CA03/ 00403 :
certificate status check service request data comprises a subset of the query data for
a digital certificate status check service request.
15 A method for handling digital certificate status check services for a
digital certificate, the digital certificate status check services provided by a digital
certificate status check service provider system operable to receive query data for a
digital certificate status check service request, accordi;g to a further aspect of the
invention comprises the steps of receiving a data item, determining whether the data
20 item comprises a digital certificate, generating digital certificate status check service
request data comprising a subset of the query data where the data item comprises a
digital certificate, providing the digital certificate status check service request data for

transmission to a proxy system, and receiving digital certificate status check service

data from the proxy system in response to the digital certificate status check service
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request data. In a still further enbodi nent of the invention, a nethod for
handling digital certificate status requests between a client systemand a
proxy syswems/otwapri ses the steps of receiving at the proPgTA®BemMos git al
certificate status request 5 data transmtted fromthe client system
generat i nl%[qﬂuety data for the digital certificate status in response to
recei vi ng &s aé?‘t al certificate status request data, transmtting the

guery data to a status provider syste receivi at the 0 ystem
status data from tﬁ% asﬁﬁﬂtfﬁ heyr &S0k e@@ttgﬁ"ﬁ‘f?“ﬂa%’p%ﬁ?g"ng‘lof ﬁénat&'@ry dat a,
generat i ng_ .digital certificate séat us dat? based on the status data

recei ved, Jigitd ¢artlicate Statug reqieests) betyiegnt & cliewrl YSIE A tRIPNSSYRIER to t he
client system BRI EF DESCRI PT| ON OF THE DRAW NGS Fi 9[ 1 is a block diagram
of an exeRYNBNSESiBR siggs Ahrespingmt theiRijoxysysten digjtaloe HFQ@%ﬁi fqaysstr ati ng a
secure e-nmai|l nessage exchange 15 in a nessaging system Fig. 3 is a block
di agr apn oflata &gnanaikied fare Hbat¢lisgt sydedi wenewding i queratdata fen headiobdl st at us
check system Fig. 4Ais a flowdiagramillustrating a method of checking
digital -eceftiticate status ingespenseda receiingthexiigifEl gertifigate stajus reswesfi ded@.am
illustrating another nethod of checking digital <certificate revocation

st at us. Firgnsmaitting the QuerykKlatd tagrsiatus proyidey sysiemi iepéiving at thagroxy sygiemal
certificate revocation status check system having multiple proxy system
cl i ent noshatusdatdfrgm tbe status frbddér systegr inmesponse i the besry databgérerating

comuni cation device. -5 WD 03/079626 PCT/ CA03/00403 Fig. 7 is a

f unct i onatiglihleekifidategstabrs datalstsed on tite sthisplatecressivad, afd teansmitting the

10  digital certificate status data to the client system.

RIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an exemplary messaging system.
Fig. 2 is a block diagram illustrating a secure e-mail message exchange
15  in a messaging system.
Fig. 3 is a block diagram of a system implementing a digital certificate
revocation status check system.
| Fig. 4A is a flow diagram illustrating a method of checking digital
certificate revocation status.
20 Fig. 4B is a flow diagram illustrating another method of checking digital
certificate revocation status.
Fig. 5 is a block diagram of a system implementing a digital certificate
revocation status check system having multiple proxy system client modules. |

Fig. 6 is a block diagram of a wireless mobile communication device.
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digital certificate status request. Fig. 8 is a bl ock di agram show ng a
communi cation system Fig. 9 is a block diagramof an alternative

comuni cawpDmR/ops¢ em 5 Fig. 10 is a bl ock di agram of anoth@rcaabroewsati ve
comuni cation system DETAILED DESCRI PTI ON A secure nmessage i s a nessage

that has been processed.by a lo S sender, or possibly an

i ntermedi ate syst eﬁ%e?\}%éﬁuﬁdf%@ggg’gﬁgﬁqﬂﬁ%m 'ﬁ%@%ag e PRRRESPIBE i vier, to
ensure one, or nmore of data confidentiality, data integrity and user

aut hent i cgtqnﬁh‘?er&flﬁ?‘??oﬂa&@crﬁﬂﬁ‘%ﬁﬁes for secure messaging include signing a

message with a digital signature and/or encrypting a nessage. For exanple,
a secure message rag HE &blpgsdiagem RREWIRG & JoEERURISIIABEYSISRr ypt ed,
encrypted and 15 then sjgned, or signed and then encrypted, according to
variants of Secure Fignfl 8ighipplodiagian et #ealtevaalivessanamynigakon sysiame) . A
messaging client allows a systemon which it operates to receive and

possi bfy al so send figsi@des biasksdigaiay of iapgiher raligmaive sgammnnigatiamput er
system a handhel d device, or any other systemor device with

comruni cafy¥e®. 20 capabilities. Many nessaging clients al so have additional
non- messagi ng functions. Fig. 1 is a block diagramof an exenplary

nmessagi ng system The system 10 includes a Wde Area Network (WAN) 12,
coupled to a conputer system 14, a wireless network gateway 16 and a
corporate Local Area Networ k DETALEDDESCBIPMDNI/ 079626 PCT/ CA03/ 00403 The
w rel ess network gateway 16 is al so connected to a wi rel ess comunication
network 20 in whi clA sevireeinessagwis hemessagenihaahiashedeyvpoeessdd( bymebi | e
device"), is configured to operate.

10  message sender, or possibly an intermediate system between a message sender
and a message receiver, to ensure one or more of data confidentiality, data integrity
and user authentication. Common techniques for secure messaging include signing
a message with a digital signature and/or encrypting a message. For example, a
secure message may be a message that has been signed, encrypted, encrypted and

15 then signed, or signed and then encrypted, éccording to variants of Secure
Multipurpose Internet Mail Extensions (S/MIME).

A messaging client allows a system on which it operates to receive and
possibly also send messages. Messaging clients may operate on a computer
system, a handheld device, or any other system or device with communications

20 capabilities. Many messaging clients also have additional non-messaging functions.

Fig. 1 is a block diagram of an exemplary messaging system. The
system 10 includes a Wide Area Network (WAN) 12, coupled to a computer system

14, a wireless network gateway 16 and a corporate Local Area Network (LAN) 18.
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An exenplary nobile device 22 is the type disclosed in United States 5
Patent No. 6,278,442, entitled "HAND- HELD ELECTRONI C DEVICE WTH A
KEYBOARD WBTBAT®GED FOR USE W TH THE THUMBS, " the entire diPSEi@esne0df
whi ch is incorporated herein by reference. The conputer systeml1l4 is a

desk h f he WAN 12.
vaN Eé’pnﬁifhsevﬂ%“e"ﬁ%aw iotCidiaval 16 Hnsdofecfa 8 O%Fe'gﬁfmiwaﬁls?@n PCS|

such as cq syst.em 14, 1o n rrrall ccess the ,, t hrqugh an

I nternet 88 lgéo ‘QSWF*&I@PN"H%?WO Aﬁﬁ?m@w%ﬁm Y'Wé@ ¢ devicg )\%3) or
the Iike. fg orate LAN 18 is illustratively anetwork based nessagi ng
client, |G2%t ‘?9?(5 - security firewall 24. Wthin the corporate LAN 18,

a nessage server erati n on a_conputer behind the firewall 24,
functions as the pr"f’?rﬁ’ﬁ‘%}"ﬁ'ﬁrylrﬂ Pf%ﬁi’@q 'StﬂF\%"YEBrd!ﬁ?fO&?ijdith‘%eC@@F@nge
nmessages both within the LAN ot her external nessaging clients
via the WRRten Nonws,288448i ﬁﬂﬂ}ﬂ%s'é%ﬁ@ 'é%lFQeEISEC-ﬁBOMQ [N ¥ICds Y kT %M“Exchange
Server and Lotus Dom noTM These servers are often used in conjunction

with | nt eKEYBOARP QRIUMMED F&R JEEINV R THE THIGMBSs! the emtine dispiesageof ser ver

26 may al so provide additional functionality, such as dynam c database 20
st orage f whichids Bcpalosated heteirchy wirranes. The emputst systarad# is 4 desktopomai | and
docurmentation. The nessage server 26 provides nessaging capabilities to
net wor kedlaptemBGt which ysseentiguzgl te capinadicate thdae VAANIER. WAN/12 may besN 18
includes nmultiple conputer systens 28, each of which inplenents a
messagi nglargé retworls sueh asthelhternet,dot example@oRT8/sucbassompuiesgeratid, Wt hin
the LAN 18, nessages are received -7 WO 03/079626 PCT/ CA03/00403 by the
nmessade seomeally2@cesh thedmntbunekthraughtdrelntgrpet@erviet Broviddr (ISP SAppdicaticer
accounts addressed in the received nessages, and are then accessed by a
user thr oBeghvice Proviciea Adie), ot therlikeoper ati ng on a conputer system 28.
The corporate LAN 18 is illustratively a network-based messaging
client, located behind a security firewall 24. Within the corporate LAN 18, a message
server 26, operating on a computer behind the firewall 24, functions as the primary
15  interface for the corporation to exchange messages both within the LAN 18, and with
other external messaging clients via the WAN 12. Two exemplary message servers

t™ Exchange Server and Lotus Domino™. These servers are often

26 are Microsof

used in conjunction with Internet mail routers to route and deliver mail. The message
server 26 may also provide additional functionality, such as dynamic database

20 storage for data related to calendars, to-do lists, task lists, e-mail and documentation.
The message server 26 provides messaging capabilities to networked

computer systems 28 coupled to the LAN 18. A typical LAN 18 includes multiple

computer systems 28, each of which implements a messaging client, such as

Microsoft Outlook™, Lotus Notes™, etc. Within the LAN 18, messages are received
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The wirel ess network gateway 16 provides an interface to a wireless 5
network 20, through which nessages are exchanged with the nobile device 22.
The nobiwe odewiecee 22 may, for exanple, conprise a data c@CEFINIGA40DN
device, a voice comunication device, a dual-npbde conmunication device
such as a nobile tel ephone having both data and voi ce communi cations

f unct i on&ythemessagersenies 2o, di$t§jb¥'t§g teibgiapproaprialeppRilboxeior HRErAEFOURRY el ess
comuni cations, or a wireless nodem 10 operating in conjunction with a

| apt op orddreskedin berporived messagasoAnd aristheniaseesspsl e USRHNESUIMS ar v

nobi |l e device 22 is previously described, and as described further with

r ef er encendssaging cliéht opeiinganc conputassystRM@Ssi ng of the nobil e device 22,
encodi ng or otherw se transform ng nmessages for wirel ess transm ssion, and
any other requiredThalBirelesenébuosk awvey dApravgenan jiedfagentod wijelese wirel ess
network gateway 16. The wirel ess network gateway 16 may be configured to
oper ate \ietworkR0 ghtdugh witich messagies ate exchanged Wit thermebiledlevicag?d. Thee wi rel ess
network gateway 16 al so determnes a nost likely network for |locating a

gi ven nobhdisiedevice 22ussy; farrstampies cohyride addia conmhinieatvedeyiss, agoieser s r oam
bet ween countries or networks. 20 Any conputer systemw th access to the
WAN 12 mMaynfxeiianion denes ageitiaode tduenmuommichiiorddevice 2@ht &5 augiobilidne

wirel ess network gateway 16. Alternatively, private wirel ess network

gat eways igldghors hadihg bRes diar nd@ivoite icoatneuniditions rikndtidRblityr aydeesanat oul d al so
be inplenented to provide a private interface to a wreless network. For

exanpl e, d?%itéﬁl E&digss: (POM)igrabraEs! Riteless ¢dremUARailshsyay a wilkldsOmMRiedy 9626
PCT/ CA03/ 00403 provide a private interface fromthe LAN 18 to one or nore

L4 T ety i s Syl S
gateway 1{\RRA/AN eddhpl4ly ROISRSISWRIVEY i prélibissly described, and as described
further with reference to Fig. 6.
Such functions as addressing of the mobile device 22, encoding or
otherwise transforming messages for wireless transmission, and any other requirgd
15 interface functions may be performed by the wireless network gateway 16. The
wireless network gateway 16 may be configured to operate with more than one
wireless network 20, in which case the wireless network gateway 16 also determines
a most likely network for locating a given mobile device user and possibly tracks
mobile devices as users roam between countries or networks.
20 Any computer system with access to the WAN 12 may exchange
messages with the mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways such as wireless Virtual Private

Network (VPN) routers could also be implemented to provide a private interfaceto a

wireless network. For example, a wireless VPN implemented in the LAN 18 may
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effectively extended to entities outside the LAN 18 by providing a nessage
5 forwarding or redirection systemthat operates with the nessage server
26. In thwe o3ygpes of system incom ng nessages received byCrieameswage
server 26-and addressed to a mmilbox or data store associated with a user

of a nobile device Suc as .22 ar throu h the wirele etmo

i nterfaceP rogld[%}aeprlvg n?eg{aézggr ﬁfewgb to opeQ %OFee‘fV'ééYgS%@P%‘E vvay 16,
or another inte C e W ess | o0 _network 2 and to the
o 210t oL 0 255 3 Sugh e, HEREA Syl Pl b Peate neTatem vitsleTat i ng on
t he nessa erver 26 may of the type di sclo ed in United States Patent
M- 6. 270BHIE igibes e MonirPlorpolNEs  WEEMED BERIPOIDA ESIESIQROHAAD BN FROM A
HOST SYSTEM TO A MOBI LE DATA COVVUNI CATI ON DEVI CE HAVI NG A SHARED
ELECTRONI effegtispiysextendeh tQ ntiies quigide,dbe AN 181 Sy wproviRings 3 eSS at ed
herein by reference. Another alternate interface to a user's mail box on a
nessage stryaidingor redireption systersthappnaraiesivith the Braseaye pane) 26y atrethisy .

Through a WAP gateway, a |ist of nessages in a user's nmilbox on the
message sBPoerl SlemniNCOBER Mgssaden reorixh by 1Be rmegracei saTver 2811 nessage,
may be sent to the nobile device 22. 20 Awreless network normal |y

del i ver s aedreagrsbioraomaiipxior daiarrigielassodaipdaeth asiser Rz mobiie deded sl bet ween
base stations in the wireless network and the nobile devices. The wrel ess
net wor k 28s Rapre sent tyrugipine, witsless niivarkdetetface, either zvisless ¥PNookiera

voi ce-centric wireless network, or a dual-node network that can support
bot h voi ctheamitkless retworkgaiéway 16,y anvther irierfacnforiexbmpls, taithewieless- 9 WO
03/ 079626 PCT/ CA03/00403 Illustrative wireless networks include the Code
Di vi sion Meitworlp?@ard odbs ugdziBvAdbilerdeviverdl, AnotheGexemplafpedirettorispsiene or t he
G obal System for Mbile Comunications (GSM and the General Packet Radio
Servi ce (G&p#a)ing enthd imesshge server 26 may be of the type disclosed in United States

Patent No. 6,219,694, entiled "SYSTEM AND METHOD FOR PUSHING
INFORMATION FROM A HOST SYSTEM TO A MOBILE DATA COMMUNICATION
DEVICE HAVING A SHARED ELECTRONIC ADDRESS," the entire disclosure of

15 which is incorporated herein by reference.

Anocther alternate interface to a user's mailbox on a message server 26
is a Wireless Application Protocol (WAP) gateway. Through a WAP gateway, a list
of messages in a user's mailbox on the message server 26, and possibly each
message or a portion of each message, may be sent to the mobile device 22.

20 A wireless network normally delivers messages to and from mobile
devices via RF fransmissions between base stations in the wireless network and the
mobile devices. The wireless network 20 may, for example, be a data-centric
wireless network, a voice-centric wireless network, or a dual-mode network that can

support both voice and data communications over the same infrastructure.
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generation (3G networks such as the Enhanced Data rates for d obal
Evolution 5 (EDGE) and Uni versal Mobile Tel ecomruni cati ons Systens (UMS).
GPRS i s awodawmeeentric that is a data overlay on top of wPrhe/@osee48g GSM
wirel ess network. Some ol der exanpl es of data-centric. network include, but
are not |jmted to: the MbitexTM Radi g Network ("Mbijtex"), an he

Dot aTACTM RSty Werlagh Rotesks ipie e Bodapbaios Miliple. Kgedse DAY o

net wor ks i nclude Personal 1o Comuni cation Systens éPCS) networks |i ke
COMVA, GsMelois Tithe  BreyRg oRPedial Mabile &% c 8™ EipbRh) Sjaied®r tMakilehave been
avai | abl e for several years. Perhaps the nost conmon type of nessaging
current| yCPH‘mdéréth!@né(éﬁM) andthe Gegerahgasket Ragiy $er§5¢§t(éﬁﬁsé,rﬁr&thﬁﬁj1 nmessage
is sent by an e-mail sender, ossi bly through a nessage server and/or a
servi ce pgengraben &k @@Momuogm&:fael %mce@ﬁlaé@ rates dergBlobakEYAEtiamet to
one or nore nessage receivers. E-mail nessages are normally sent in the

cl ear &nd(EREE) aagiurii\mn%al M;rbﬂp|T@lemmmani@aibner8ypms)wT$B|\épﬁs iISRFC822
headers and M ME body parts to define the format of the e-mail nessage. In
recent yedaig-ceswinihet isesdatgioregriaycarhiopqidhe beistingcGbMwiteless metobeket  bot h t he
content and integrity of nessages such as e-nmail nessages. S/MME and 20
Pretty Good Pri vac)Sdvhé¢ RERTMxampies efodgakdentrick sgtwodc inckide; bai Brevesksagi ng
protocols that provide for both encryption and signing, which protects the
i ntegri t ylimfted ao:nthssMgleitex’i ey Neesork ofMelsited®);, aadtthe MataBACEh Ragica message
receiver. Secure nessages may al so be encoded, conpressed or otherw se

pr ocessedNetwaR qiDdtanACY). Banmplesoicvoicd-eshtde datar netivgriedncluddPéEodal 079626
PCT/ CA03/ 00403 Fig. 2 is a block diagramillustrating a secure e-nail

message egohfmgtdcationaSyaessqiPO$) Tstwerks IkbeCByY, arsiinahd dBmeabivisiomai |
sender 30, coupled to a WAN 32 and a wirel ess gateway 34, which provides
an interf pR@PEABERS (THRMMAMIstems that have been available for several years.
Perhaps the most common type of messaging currently in use is e-mail.
In a standard e-mail system, an e-mail message is sent by an e-mail sender,
possibly through a message server and/or a service provider system, and typically
15 routed through the Internet to one or more message receivers. E-mail messages are
normally sent in the clear and use traditional Simple Mail Transfer Protocol (SMTP),
RFC822 headers and MIME body parts to define the format of the e-mail message.
In recent years, secure messaging techniques have evolved to protect
both the content and integrity of messages such as e-mail messages. S/MIME and
20 Pretty Good PrivacyTM (PGPTM) are two public key secure e-mail messaging
protocols that provide for both encryption and signing, which protects the integrity of
" a message and provides for sender authentication by a message receiver. Secure

messages may also be encoded, compressed or otherwise processed in addition to

being encrypted and/or signed.
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32 and a wireless network 36. A nobile device 38 is adapted to operate
within the 5 wirel ess network 36. Also shown in Fig. 2 are a digital
certificawe mewseati on status information provider 37 ana@Ca/qaeng4o3yst em
39, both connected to the WAN 32. The e-nmail sender 30 is a PC, such as

the system14 in Fi g, 1, net wor k-conpect ed conputer, such as. the conputer
system 28 or Fig. 1’%9#'855%?@%@@5'&5&3%%” P PSSR 9 essage A
i s conmposed and sent. The 32,. 1o the wireless teway 34, the wreless
et or k381 AMEPARGAYBIEe b itomh heludes Spimaliacties 38 rolpleso s
simlarly | I ed components in Fig. 1. According to secure nessagi ng
schenes sd&ﬁﬁgg agoq W@ﬁ?ﬁjg@@”,&‘yﬁ"" \ﬁ@%a@&% a@h@%ﬁﬁ?%’éﬁtﬂ@?ﬁ&%w -tine
session key chosen by the e-mail sender 30. The session key is used to
encrypt t ﬁé W&ﬂ@@e%%B?W%3$-sAtm%'eiqeé!ié"?f%éﬁéid?lbtﬁ@&o eBeigis Wihie fe publ i c
key of each addressed nessage receiver to which the nessage is to be sent.
As” shodn Adfirelass ngtwrrk 38gflhshant B9 areiasdigigl ceriiicalegsvesation siajys ed
nmessage body 44 and an encrypted session key 46. In this type of nmessage
encr ypt i ofnfeEnatien pravigers¥aged 8 ety rsysigahdddotmeornasigd todba¥AN38. nust have
access to the public key of each entity to which an encrypted nessage is to
be sent. 20 Accor di Hig ednahsendes\dd igieg\i;g?msuglh @sdharaysteohdddn Fidhel, secure
e-mail sender 30 signs a nessage by taking a digest of the nessage and

si gni ng t netviirigesnnealied egmplier, seohlas the qompuiersykieyn 28ouriget tor asgtherf or

exanpl e, be generated by perform ng a check-sum Cyclic Redundancy Check
(CRC) or snbdedeviee opmadiichr artbéynailnoessage évis coinposgrbard $em. $heWAd 33, hash on
t he nessage. This digest is then signed -11 WO 03/079626 PCT/ CA03/ 00403
by t haoseithiewiraless gatdnays@h) dbe 'vérefessvwateorked, afdehpmotiileedduine 3grde used
to performan encryption or other transformati on operation on the digest

t o gener atsabsthetiallgtliresame iag sahilarly. lakfelldd gompbnentg MaFig: . i ncl udi ng t he di gest
and the digest signature is

According to secure messaging schemes such as S/MIME and PGP, a

message is encrypted using a one-time session key chosen by the e-mail sender 30.

The session key is used to encrypt the message body and is then itself encrypted

15 using the public key of each addressed message receiver to which the message is to
be sent. As shown at 40, a message encrypted in this way includes an encrypted
message body 44 and an encrypted session key 46. In this type of message
encryption scheme, a message sender such as the e-mail sender 30 must have
access to the public key of each enti’;y to which an encrypted message is to be sent.

20 According to one known digital signature scheme, the secure e-mail
sender 30 signs a message by taking a digest of the message and signing the digest
using the sender’s private key. A digest may, for example, be generated by
performing a check-sum, Cyclic} Redundancy Check (CRC) or some other preferably

non-reversible operation such as a hash on the message. This digest is then signed
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t hen appended to the outgoing nessage. In addition, a digital certificate
of the 5 sender 30, which" includes the sender's public key and sender

i dentity wofoawormseé on that is bound to the public key w tRCOIRGA0G0040BI €
digital signatures, and possibly any chained digital certificates and CRLs
associated with the sender's di gital certifjcate gd an Chal%ﬁ? di gital
certifichvdbe sengjentsing e sendarsdervale kevedhiedP el YUr® e-mail
nmessage 40 sent by the e-mail sender 30 includes the digital si gnature
42, as woerfous anﬁ@cwnmwt%@rﬁ@@w@@awe&ﬁ“%ﬁ@t?%@ge%tﬁ%g @§ & ssi on key
46, both of which are signed. The sender's digital certificate, any

chai ned diiggist signatgre.i A digialsignaiwe iosleding thﬁﬁ“ge%ﬁﬂg thegioasistionsdiredz | uded in
the nmessage 40. In the S/M ME secure nessaging technique, digital

certifi cdbersap@Rided teribe diuigaing mesgage.ulre adeitien,nd diginl Wrﬁfl%@@f dhe t he

begi nning of a nmessage, and the 15 nessage body is included in a file

at t aclsmersendée3s agtdsh pelidesatieisenders ipsblickeyuard sendes idaniity istan@atien may pl ace
nmessage conmponents in a different order than shown or include additional
and/ or dithéitds botindciortpe pebiickeyRdth anesorphere digitebsignaiurasearcgessidly gay i ncl ude
addressing information, such as "To:" and "From" e-mail addresses, and

ot her heatamedrfigitare¢rificate 2an VB ENLs tssodated méthéhera¢ndens skigiigecerlifidate sent from
the e-mail sender 30, it is routed through the WAN 32 and the w rel ess

gat evay 3hdtanytdhainsidraiies serifidates, knaBéisabd attaehetbioid sealee mess@ge. The

transm ssion path between the e-mail sender 30 and the nobile device 38
may al so include atgHetécurale-rail eheb§agectt sam iy treathwiltiseader 3hinsleadesiown i n
Fig. 2. For exanple, the secure e-mail nessage 40 may be -12 WO 03/079626

PCT/ GRO3/1R94figital asigH-eseeab,t 8 aollbhs hiex eptrnpidmmbsage asdpcidannd theth a
nmessage server or data server which has been wirelessly enabled to forward

or send r&eRINEHsdRRMA@SA6aP6th ofl vhithiaPe §igRedDd Soridievs diyitdbertificatdher
i nt er nedi at € syst ens my al so store and/ or
any chained digital certificates, and one or more CRLs may also be included in the
message 40. In the S/MIME secure messaging technique, digital certificates, CRLs
and digital signatures are normally placed at the beginning of a message, and the
15 message body is included in a file attachment. Messages generated by other secure
messaging schemes may place message components in a different order than
shown or include additional and/or different components. For example, a secure
message 40 may include addressing information, such as ;‘To:” and “From:” e-mail
addresses, and other header information.
20 When the secure e-mail message 40 is sent from the e-mail sender 30,
it is routed through the WAN 32 and the wireless gateway 34 to the wireless network
36 and the mobile device 38. The transmission path between the e-mail sender 30

and the mobile device 38 may also include additional or different components than

those shown in Fig. 2. For example, the secure e-mail message 40 may be
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route the secure nessage to the nobile device 38. The exenplary redirection
5 system as previously described and as disclosed in United States Patent
No. 6, 21MPE%479626 an exanpl e of one such system In addit iPom/CAoBgO4BSSage
may be routed or forwarded to the nobile device 38 through other transport
mechani sns, f han the w rel ess teway 34..For _exanple, routin t he

Wit el ese ARG Bea MABRE S8 BBHBIPT Aspeinlet i SMsraas S nAeigy or
associated with.the e-mil, sender ,..0l, in the case, of a nessa bei ng
oot vad Savenhit Sasheh i eapneDiEag kinwafis Sead (B aH MG SR var dod t o
the nobile device 38, with the internedi ate conputer system or server.
Regar dl es4afo W?e'?‘ﬁg'?e ae\gwgﬁé»dE%@@a@@rmgﬁe@rﬁysmm%@@w SRS ile
device 38 or redirected to the nobile device 38,_ when a signed nessage is

r ecei ved, "outesthengeqhsdimessaasite dha iy davicer 38.t HbedPMRlaYSraRRatione 42 by
generating a digest of the nmessage body 44 and encrypted session key 46,

( 2 Y. ! .
extracti ngystare a8 peyiousiyoresarbed @angi axdisgiogadtinridniier Stades Katang Nove
generated digest with the digest extracted from the digital signature 42,
and veri f@ﬁﬂ\gﬁ%@@mg@ﬂpl@i@%e@ﬂ@h PYSteMe digital signature 42. The digest
al gorithmused by a secure nessage receiver is the sanme as the 20 al gorithm
used by the nessagén eddidien, tharnaespage mrayshe coutee @r farvardedalieghe mahilea

nmessage header or possibly in the digital signature 42. One commonly used

di gest  afigyica 3hihrowgh dibes iansfdrigdectianianes thastihewiralege gataway B4( IFex1)

al t hough ot her digest algorithnms such as Message-Di gest Algorithm5 (MD5)
may al so éampedouling tortte wiretess @etwork 86 aaji hpeatcopiplinbedivging a wirglassssage
receiver retrieves -13 WD 03/079626 PCT/ CA03/ 00403 the sender's public
key ama v¥PNfrogsr assocmterhaithuihe esmail senddir §8sdr, inrthd tasedbfginhedsage beiagure 42
by performng a reverse transformati on on the digest signature. For

exanpl e, receivet @t andisiagrediatedmmmesresyatend ot bervei ek thesi fgrvadrdedetcdine
encrypting the di-gest using

mobile device 38, with the intermediate computer system or server.
Regardless of whether a signed message is sent directly to the mobile
device 38 or redirected to the mobile device 38, when a signed message is received,
15  the mobile device 38 may verify the digital signature 42 by generating a digest of the
message body 44 and encrypted session key 46, extracting the digest from the
digital signature 42, comparing the generated digest with the digest extracted from
the digital signature 42, and verifying the digest signature in the digital signature 42.
The digest algorithm used by a secure message receiver is the same as the
20 algorithm used by the message sender, and may be specified, for example, in a
message header or possibly in the digital signature 42. One commonly used digest
algorithm is the so-called Secure Hashing Algorithm 1 (SHA1), although 6ther digest
algorithms such as Message-Digest Algorithm 5 (MD5) may also be used.

In order to verify the digest signature 42, a message receiver retrieves

-13-



the sender's private key, then a receiver uses the sender's public key to
decrypt the 5 digest signature to recover the original digest. If a secure
nmessage iwologdes2¢ he sender's digital certificate or thepPsen®s/ostosli git al
certificate has al r eady been stored in a data store at t he nobi |l e devi ce

t hen t he sender IS extracted from .eceived or stored
d| gital cHesep %gst'?é‘ ?'EI“E 'ecﬁtﬁ%’ﬁ%§ thRgenaiuegn tﬁﬁgi'gﬁﬁ@t‘ '%@?S'Q'ééttweeved from
a | ocal store if the public key was extracted froman earlier nessage |o
from the 42Ryeeraming ?6?‘&!3‘? traésfreesratw'bthﬁﬁi'q%ésweeter%?msexempé@ fstore.
Alternatively, the sender's digital certificate may be requested froma
Publ i ¢ KelpesBesaage SPRESY. g%ermﬂr%dlae%t@rgr@ture RAteNCYPHBE the qilge%téew at ed
with a Certificate Authority (CA) from which a digital certificate for an
entity, ielseanacs privateiay, thena regpiveeusasihe pendayginullie key e depret iieght
reside within a corporate LAN such as 18 (Fig. 1), or anywhere on the 15
WAN 325 | digestraignajuredpeeovestthe olgiogl digesterti @ iseourghmassage indudesyther ecei ver s
may establish communications with the PKS. A sender's digital certificate
may al so se¢uiss’sligitaluerificaticer thasender'sdigitbceditichiedag@ireadyrheenRdred inot her
conputer system A digest algorithmis preferably a non-reversible function
t hat prodadeta starewatithpimobile davicé 88, theerthe saridgue publnkey iFksirafted Fomi f an
original nmessage is changed 20 or corrupted, then the digest generated by
t he recei therreaeivéd besibrdd digitalt cariifimatd. hEhel sgreddr’ seputhlia diey andy instebdedi gi t al
signature, and signature verification therefore fails. Because digest
al gor i t hneetdaveddtdnh a ddoal ool thenputsticdey wak exBagtod $iolrl an ehdier mpssagel ty may
alter a secure nessage, generate a new digest of the altered nessage, and
forwang tfremahé essdbramd saged inta keystaddn dssiedeivedsiagel steeeiAternativély, t hi s
case, the -14 WO 03/079626 PCT/ CA03/00403 digest generated at the
receiver g sIdﬁGek@@iEﬁal@értitib&te&héﬂb@ﬂsqﬁ@@t%d@@m PubieKenStiver (PKS)Y. A gest
that was added by the entity that altered the nessage. The di gest

ISln g 232 Er gPKBGinﬁ sdivérthanidetbrinallp aSdRited @ith fd Cattifieae KutBodty gCARfromi gnat ur e

which a digital certificate for an entity, including the entity’s public key, is available. A

PKS might reside within a corporate LAN such as 18 (Fig. 1), or anywhere on the

15  WAN 32, Internet or other network or system through which message receivers may

establish communications with the PKS. A sender’s digital certificate may also
possibly be loaded onto a mobile device 38 from a PC or other computer system.

A digest algorithm is preferably a non-reversible function that produces

a unique output for every unique input. Therefore, if an original message is changed

20  or corrupted, ther1 the digest generated by the receiver will be different from the

digest extracted from the digital signature, and signature verification therefore fails.

Because digest algorithms are publicly known, however, it is possible that an entity

may alter a secure message, generate a new digest of the altered message, and

forward the altered message to any addressed message receivers. In this case, the

-14 -



situation. Even though the generated and new digests will match, since a
sender 5 signs the original digest using its own private key, the entity

t hat al t ewedsihs26ressage cannot generate a new di gest si @oatanog/oe40at can
be verified with the sender's public key. Therefore, although the digests
in the altered nessage match, the digital  signature will not bhe verified
si nce t hedigesieeneraierhakthe secedier P bR 8%?1591 the afigred mesRage f‘ﬁlﬁbq‘ﬁcal
operations do not prevent anyone fromseeing the |o contents of the secure
nmessage, NAY diggskialveas addedoby Hps eptity th%"talg%@% themessage- virerdigetice it was
signed by the sender, and that the nmessage was signed by the person as

i ndi cat edignatureecheck dgrintendaddodrevand veakicatign of ja digial signagre dn sBChBpr eci at ed
that other digital signature generation and verification algorithns may

i nst ead eitugtien). Ever thiiugbdhe gaderatedeqncbnew gligesty will majclysiegeea gerdsati bed
above is one exanple of a digital signature schene. The present invention
i's inmo signs thewiigind! digestesing itown priatedieyi thalentily dhaialiered e messageen
verified, or sonetines even if digital signature verification fails, the
encr ypt eccanessgereraiedynet digssttdignatwe dnatpae dhe viedtien with theisendedppublied or
further processed by a receivi.ng nessagi ng client operating 20 on the

mobi | e dekgyceTB&refarefalthough therdigests imtherebaradi messalgeenatchsthe dighalpri vat e
key to decrypt the encrypted session key 46 and then uses the decrypted
sessi on kstyndtare Wik oy bé vetiedesitoe/ihe eligese sigagierdvelificatorawidl faiher eby recover
the original nessage. An encrypted nessage that is addressed to nore than

one receiver incl quese Aateomatical @ubratinsidomobprevdre anpers from kening ther each
receiver, that is encrypted -15 WO 03/079626 PCT/ CA0O3/00403 wusing the

publ i g keyoréntt BEthe@eeiineahiesskgs,but 66 ehyiire tembesage Hab @obisasm taingeieal

signature verification operations, but decrypts a different one of the

encrypt edyit$ 8mek AwkE ¥Rnea ib)ané EEn@IM afd ittvtiRe lkdssage was signed by the
person as indicated on the ‘From’ field of the message.

It should also be appreciated that other digital signature generation and
verification algorithms may instead be used. The digest and reverse transform

15  scheme described above is one example of a digital signature scheme. The present
invention is in no way limited thereto.

When the digital signature 42 has been verified, or sometimes even if
digital signature verification fails, the encrypted message body 44 is then decrypted
before it is displayed or further processed by a receiving messaging client operating

20 on the mobile device 38 in Fig. 2. A receiving messaging client uses its private key
to decrypt the encrypted session key 46 and then uses the decrypted session key to
decrypt the encrypted message body 44 and thereby recover the original message.

An encrypted message that is addressed to more than one receiver

includes an encrypted version of the session key, for each receiver, that is encrypted
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Therefore, in a secure nessagi ng system a sending nessaging client 5 nust
have access to the public key of any receiver to which an encrypted nessage
is to beweanw79626 r ecei vi ng nmessagi ng client nust be abl ePCo/aa®BoI®Fe t he
sender's public key, which may be available to a nessaging client through
various nechanisns, .in_order to.veri a digital signature in_ a.signed
rossage. | HTadNE Raple Rew i 166 qegeis | Skt sSerNe darfsmS ghe e gile  reas age
40, the npbile device 38 may be epabled for 1q two-wa nmuni cat i ons, and
may { her oFIGRIUFRG GG RCEAIBBS s PR ACRWRIR Froliskelel 0as ol i, CRFAPIRGS s age
recei ving operations, Public keys are commonly provided in digital

certifi cabRsSIonkeyadsig ifsewn Bisiie ke digital certificate for any particul ar
entity typically includes the entity's public key and identjfication
information that idNSRIAE: iNA $eRIrHTEFFAJINESYSIRN.R Sendling massaginagliontat ur e.
Several types of digital certificates are currently in w despread use,

i ncl udp nginupidraveagrpssto the padicdey ot any reesivertp whichsin epgnEipdRessagpiscal | y
used in SMME. PGP uses digital certificates with a slightly different
format. Tivdbessent.efrsecaiing messrairg elientimysl kesalde triediavetig/sensetig publigi t h any
of these types of digital «certificates, as well as other types of digital
certi fi cakews whightmay be egaidble tondmessagies cliepd thigugleydrions nerdhenismshint ar e
devel oped in the future. The digital signature in a digital certificate is
gener at edotsigr taneerifys 8 ukgitabsignathee idiagdigredd roessagel datheypghatie mabileatevisieecked by
a message receiver. A digital certificate sonetines includes an expiry
time or vasisd tegeiper ofdbe fecure wiessagadOralses mgbilg devicedd magdeanabled$or f t he
digital certificate has expired. Verification of the validity of a digital
-16 Wib 03tvibARay 6omRBlnRaShE) Ghd3Inayr thetefbicaat eirerpybliel kegs fonbothmessagei ng a
certification path through a digital certificate chain, which includes a
user's di gérdihg aed tricksagd ecevingadgderationpossi bl y other digital certificates

to verify that the user's digital certificate is authentic. ,

Public keys are commonly provided in digital certificates. As described
above, a digital certificate for any particular entity typically includes the entity’s public
key and identification information that is bound to the public key with a digital
15  signature. Several types of digital certificafes are currently in widespread use,
including, for example, X.509 digital certificates, which are typically used in S/MIME.
PGP uses digital ceriificates with a slightly different format. The systems and
methods as disclosed herein may be used with any of these types of digital
certificates, as well as other types of digital certificates, both currently known types

20 as well as others that are developed in the future.
The digital signature in a digital certificate is generated by the issuer of
the digital certificate, and can be checked by a message receiver. A digital certificate

sometimes includes an expiry time or validity period from which a messaging client

determines if the digital certificate has expired. Verification of the validity of a digital
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A digital certificate may also be checked to ensure that it has not been 5
revoked. As described above, digital certificate revocation status may be
checked bwoosomsed ting a CRL or by requesting digital cer®PCicaseo#®sat us
information froma digital certificate revocation status information
source. In the systemof Fiqg. 2. a user. of th bi] e deyice 38 y subm t
2 F evosat PotGRE R Fa invel oy SERlieRtan Bdn FRrioh BedotaGREReal Y e
nobi | e devjce 38.ta the revocagti on status information provider 37. The |l o
rovi der_ ShaitnBhichdudiNes £ Reea T coalicat s urhap okl OPRLaidkay o
certificate to the bil e device 38. OCSP is.one scheme that provides for
det er ni naP?@hC%?SH?\@WHhat theryser's digita! ?eé‘{}@@é‘? iscvtRe™iCus wi t hout requiring
CRLs. Versions of OCSP have been defined, for exanple, in RFC 2560 and in
the Internet-Draft Adgitalcertificgiemaay aiee be checked ta enstiraifial itbagpaikgen ver si on
2", both available fromthe Internet Engi neering Task Force (IETF). OCSP

i s oned of ravekedrmAs degcibed abavey digitgl aegificatereyqcation datusmayheidhackaddus  check
protocols and is therefore used herein as an illustrative exanple of such
schenmes. UprsuiingiaGBL onbY reauestirg diskd cediigalestatus inferaiasipa fromya gigitaks o
applicable to other types of digital certificate revocation status

checki ng sefitieaie revogatiarn sigtus irdoiineationepurceofn thesyeiam &firig 2aa useriofitrer mat i on
fromrenote sources. According to OCSP, a request is submtted to a status
i nf or mat i owbilgdevice 88 mayesuhrail hyevashiion sthtusoregquestrioGosPdigitalperidieate Upon
receipt of a properly formatted request, an OCSP responder returns a
response swredat the qubie devicerBS tadBSRevoegliars staiusdtfadaeationt proddert 37amMheCSP
protocol version nunber, a service -17 WD 03/079626 PCT/ CA03/ 00403
request, providen37 temtirefuntsarievocatioh siatusing@matiogiar Hat digittl dertifizdte to thenhi ch t he
request is related. The version nunber identifies the version of OCSP with
whi ch t hemobile device 38.

OCSP is one scheme that provides for determination of digital
certificate revocation status without requiring CRLs. Versions of OCSP have been
defined, for example, in RFC 2560 and in the Internet-Draft “Online Digital Certificate

15 Status Protocol, version 27, both available from the Internet Engineering Task Force
(IETF). OCSP is one of the most widely used digital certificate revocation status
check protocols and is therefore used herein as an illustrative example of such
schemes. The systems and methods described herein, however, are also applicable
to other types of digital certificate revocation status checking schemes involving

20 retrieval of revocation status information from remote sources.

According to OCSP, a request is submitted to a status information
provider, generally referred to as an OCSP responder. Upon receipt of a properly
formatted request, an OCSP responder returns a response to the requestor. An

OCSP request includes at least an OCSP protocol version number, a service
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request conplies. The service request specifies the type of service being
requested. 5 For OCSP version 2, Online Revocation Status (ORS), Del egated
Pat h Val iweatsome®PV) and Del egated Path Di scovery (DPD) ®emuixnesodoave been
defined. Through the ORS service, a nessaging client obtains revocation
status informgtion far digital  certificates. The V .and DPD services

of fect i et agden Toparalot of & FrbeteiRa et G ek e louBsts
processing to,a renote system 10 Normally, a target digital certificate is
i denti fi €& an OCSP request using a hash of the distinguished nane (DN)
of the issuer of the digital certificate, as well_ as the serial nunber of
the digital certifil@gt\ersippwmber idanifies tha versios ofi §CERI with whichrtheat e

i ssuers may use the sanme DN, further identification information, in the
form of areHHe coOMMlige Thesrivica request spekilies thestype alservica keirarepvested r equest .
Therefore, 15 target digital certificate information in an OCSP request

i ncl udes &Ooh&SIPRAVEsioNtd Anling &evpeation StatusdORSf Delegated Rath Validadiogi t al
certificate i ssuer generated using the hash algorithm a hash of the

i ssuer' s (@V)ianddesiegaird Fagrhisceiasyl (RRPheervines hawhbeeq dpfinedhimnraugh t he
serial nunmber of the target digital certificate. The request may or may not
be si gnedthbYORS seryicesa oressaging pliant obtainsiravocagion satus inferationfaydigitalo be
included in a request and processed by an OCSP responder. When a nessagi ng
client i scafgades.ndhenDRVireid 0PI eeivizes2eifedi@sSp detegaid digitas cediitatei n t hat

it reduces the processing and nenory resources necessary to check

revocat i ovalisiatiwrupatbfrelatet] priotedsingstotd fenuate systetmat i ve t o CRL- based revocati on
-18 WO 03/079626 PCT/ CA03/00403 status checking. However, OCSP requests
can beorel atively INompaly)ch tangst eligital centificate id ientifigul inadn @CISPrietjeestwi r el ess
conmmuni cation resources and power available on a nobile device. The proxy
syst em 3%usihgla hash ofthé distingdisHedaranag(@Mf itted issyer of the digital certificate, as

well as the serial number of the digital certificate. However, since multiple digital
certificate issuers may use the same DN, further identification information, in the
form of a hash of the issuer’s public key, is also included in the request. Therefore,
15  target digital certificate information in an OCSP request includes a hash algorithm
identifier, a hash of the DN of the digital certificate issuer generated using the hash
algorithm, a hash of the issuer's public key, also generated using the hash
algorithm, and the serial number of the target digital certificate.
The request may or may not be signed by a requestor. Further bptional
20 information may also be included in a request and processed by an OCSP
responder.
When a messaging client is operating on a mobile device 22, OCSP
may be desirable in that it reduces the processing and memory resources necessary

to check revocation siatus of a digital certificate relative to CRL-based revocation
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enabl ed nobil e device 38, is used to optimze OCSP and simlar protocols
involving 5 renpte systens for nobile devices, as described in further
detai |l bewowsoRiége 3 is a bl ock diagram of a system i npl eemtdasgoasosli gi t al
certificate revocation status check system The nobile device 38 includes
a nenory 52, a nmessaging system 60, a proxy systemclient nodule 62, a
user i nt etdtas ehgdking. 6#ovendr, QCAPr iehpesis toaank &ledely pnaTard thaiehy 52
preferably includes a storage area for a lo digital certificate store 54,
as wel | asngosstheltypicallydimiiédvdretass commsmicatiersregpurgasiardROWSEYRIADE i n whi ch
messagi ng contact information is stored, and an application data storage
area 58 whi & mablierdesicdat Theaprxyi systern 801 In swfiniion wiipan caprapigtanst al | ed
on the nobile device 38. Data stores 56 and 58 are illustrative exanples
of st or esnbblet mabilg deeice 3] ismead tooptimize @ERET gndssimilar proteicbls inkoling: 38. The
menory 52 may 15 al so be used by other device systens in addition to those

shownsi n rhingte systePnslod itobilodeeites,yasadesofibetbindurtiidredetainmelows52 i s
illustratively a witeable store such as a RAMinto which other device
conmponents may W igig. slgtablodibiagign bid systdrh irhpleatentisg aiitaticartficate st or age
area dedicated to storage of digital certificates on the nobile device 38.

20 Di gi t ghydclibh Elad SfedkBiystien.Straperotile déviediginchides @ efopase, st ore 54
in the format In which they are received, or may alternatively be parsed

or ot her%%{sab@@ié’t@ﬁ%,b'ﬁr&y%ys@n?él@ﬁﬁnb@ﬁlm,@@é@rﬁﬁeh@ém@ll)\mi, at@n to the
e S

store 54. aging system60 is connected to the wirel ess transceiver

66 and i r | i IBint8edh cBirags areativod Kk 36. The
P AR 0, RO S phagra it Gecet sraae

nmessagi ng 03/0 system 60, in nost

I mpl epent af.i | j ' ' 8ddrepp! | cati on.
T e R e T e

book 56 in which messaging contact information is stored, and an application data
storage area 58 which stores data associated with software applications installed on
the mobile device 38. Data stores 56 and 58 are illustrative examples of stores that
may be implemented in a memory 52 on mobile device 38. The memory 52 may
15  also be used by other device systems in addition to those shown in Fig. 3 to store
other types of data.
The memory 52 is illustratively :;1 writeable store such as a RAM into
which other device components may write data. The digital certificate store 54 is a
storage area dedicated to storage of digital certificates on the mobile device 38.
20 Digital certificates may be stored in the digital certificate store 54 in the format in
which they are received, or may alternatively be parsed or otherwise translated into a
storage format before being written to the store 54.
The messaging system 60 is connected to the wireless transceiver 66

and is thus enabled for communications via the wireless network 36. The messaging
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i npl enented as a software application or conponent, is coupled to the
nmessaging 5 system 60, the wirel ess transceiver 66, the digital
certificawe osoees 54, and the U 64. Revocation status foPcarcaoehodbe
digital certificates stored in the digital certificate store 54, as well
as digital certificates received by the nmessagi ng system 60 but not yet
stored i systam 60, dp maist inplamentations, & @ messagingalerh entoediaddn 2593 he proxy
system client nodule 62, as described in detail below. 10 The U 64 nmay

i ncl ude spplicatibnconponents as a keyboard or keypad, a display, or other
conponents which accept inputs fromor provide outputs to a user of the
mobi | e devi ce 38. T hogh sybieywn client reddidée ebh| wibichi is Fllgp Befezabinbi | e
device typically includes nore than one U, and the U 64 therefore

r epr esentimplen@nted ava softwarerapiplicaioharesmpbieiiis aoiupledde shenmeasadingo,

w rel ess gateway 34, WAN 32 and revocation status information provider 37
are tge spsRMEGO, hawlrdesytrarmoeivereb,cbepigitaidestificaterstere 542andthe Witdxy syst em
39 includes a proxy system service nodule 68 and a status provider client
nodul e 7(Revbb&tidy SeiLsTBE beyoBthd dibiialtoettificatdsysto@yin itise sigitakcertiicabe  nor e
conputers connected to the WAN 32 and operable to receive an encryption

i tem st atgysre 5R04E LI bE aiFitaifRattetbcsivélBoy the nsesaginglsgstent 6®@bat royst em  and
perform the status request and attendant processing steps on behalf of the

mobi | e dgyt §8re?fin thd HighAReRMBAE SIBRISA, M2 ber dhsikeysdivgnhddroyy system
i nternedi"ate conputer that perfornms the status request on behalf of the

mobi | e deyisenaule ERCad BERHBRAIbGaR BERW € - 20 VD 03/ 079626
PCT/ CA03/ 00403 nmay be further operable to provide the address of the

mobi | g devi ce wi t hh 86 64 AlayIncliRIMRHIUI cofpdRehid ek aEypeamR keypdie Pr oxy
system 39 conprises a proxy server that is also operable to perform proxy
server fungELionSy ofHeF BortBomirRY WiicA@c8&st ik from or provide outputs to a user
of the mobile device 38. Although shown as a single block in Fig. 3, a mobile device
typically includes more than one Ul, and the Ul 64 therefore represents one or more
user interfaces.
15 The wireless network 36, wireless gateway 34, WAN 32 and revocation
status information provider 37 are the same as similarly-labelled components in Fig.
2.
The proxy system 39 includes a proxy system service module 68 and a
status provider client module 70. The proxy system 39 illustratively comprises one
20 ormore computers connected to the WAN 32 and operable to receive an encryption
item status request from mobile device 38, or some other client system, and perform
the status request and attendant processing steps on behalf of the mobile device 38.

in one embodiment, the proxy system 39 is an intermediate computer that performs

the status request on behalf of the mobile device 38. The intermediate computer
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adm nistrative control, and caching, in addition to perform ng the status
request on 5 behalf of the nobile device 38. The proxy system service
nodul e 68WDI30mRé gured t o exchange information with thePpTEAN3SYSsem
client nodule 62, and the status provider client nodule 70 is adapted to
exchange information with the revocation status provider 37. Each of these
conponentrey hetfurtberanesale tw prwidedhe addregs atithe mepilgtievicgvithiB& iats syst em
service nodule 68 is preferably a software application or nodul e operating
at the pscuegt. dyaneimeBembatismat,dad prady syigipISOcammsises aRjoxysewabbat ed in a
single conputer program or nmay alternatively be separate prograns

execut edis aisdequeEnmaladatibyperfanmoprexytseoter funadionsssueli A9 OWHIBENSBGUGH, t he
nobi | e device 38 15 receives and possi bly sends secure nessages via the

Wi r el ess adeiinisirativd @oasol, ded cachimg) imbddition itheerfamiigjihetstatas tequast@tei ved
secure nmessage is to be verified or a nessage is to be sent with an
encrypt edcR&S 61 e riahyile ddvicerBSssagi ng system 60 nmay retrieve a public key
for an entity (i.e., a sender of a received nessage or a recipient of a
nmessage to be sent¥hd pesRyasyitamt sdrvicermodule a6 .is Behfigweed He guwbange key is 20
used, however, the nessaging system 60 or a user thereof may w sh to check

that t heydingationl wigeiHd prog@bpsteaniishitnogule 82, pnblihe stetys provided ¢lignand has
not been revoked. Digital certificate verification operations may be

per f or Megh ACTRIs eRbled to WheHange iHigrinizalon Gt thd ievedatioh Stateqrovdst 37 t h a
secure nessage, or a predeterm ned or user-configurable intervals, for

exanpl e, @%?wveﬁfhése\eaﬁ%n@ms@ HES Sfatus BrbvidBr @R TG Ae FOTAKN DR/ B1OAP3
a

t hr ough 64. Different types of digital certificate checking operations

may  af;so sﬁ&en@ﬁ@gﬁ%umsgFéférﬁb@'htscﬁ%Pé SbSticatfo or AR dperdtivg ayal i dity
and revocation status of
the proxy system 39. These software applications may be embodied in a single
computer program, or may alternatively be separate programs executed
independently.
In operation, the messaging system 60 on the mobile device 38
15 receives and possibly sends secure messages via the wireless network 36 as
described above. When a signature on a received secure message is to be verified
or a message is to be sent with an encrypted session key, the messaging system 60
may retrieve a public key for an entity (i.e., a sender of a received message or a
recipient of a message to be sent) from a digital certificate. Before the public key is
20 used, however, the messaging system 60 or a user thereof may wish to check that
the digital certificate containing the public key is valid and has not been revoked.
Digital certificate verification operations may be performed

automatically, when a digital certificate is received with a secure message, or at

predetermined or user-configurable intervals, for example, or when invoked by a user
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a digital certificate may be checked automatically when the digital
certificate is first 5 |oaded onto the nobile device 38. If the digital
certificawom®7asad i d and not revoked, then it nay be asskogEdAosob®3valid
until an expiry tinme or during a validity period specified in the digital
certificate, whereas its revocation status may thereafter be checked once
every wedkotghendGhde that it is not revoked before it expires. As described
above, digital certificate status information requests to a |o renote

i nformation provi diffecent lypes o8 tigitay cerificase ahecking opeyationmmanasotiter ef or e
not optimal for inplementation in a nobile device 38 or other

bandwi dt iepémddnt dporcdifferemt cantrais Fyrsixemple, theealitiysapdsgvaceiionstalwaof and
service nodules 62 and 68 are adapted to reduce the anount of information
that is sangitdl conifitdte maybhé ehebied aatordicatly whethst digitalcadificaibds st i on for a
digital certificate. 15 When a user of the nobile device 38 wishes to check
t he r gvoqadearoniétratrebirf devieh 88.t Kithecdigital icedtiicate is alihamkgotygwelen cl i ent
nodul e 62, or possibly a software application which operates in

conj unct iygsh Winidy Bd1@sgUnty toshis Vgin ehtil @ntexphp timesoréRiringsa validdk edritny ent eri ng
an appropriate command on a U 64, such as a keyboard, for exanple. The
user al s@paeiAsd fri B digital Rartitate] dherbagiilsabvamtibn fstatas edycherealtér mhecked,

for instance using the serial nunber or subject nane of the digital

certificahekdd driteey bk td SRSUPS MAY it 5y RGteBVSKeaforatrkeipire§2 accesses the
digital certificate store 54 to display to the user a list of currently

stored digital cerjg Bé%ib%ﬁabof/é,@(Tj@itéhéé}‘hfida'f@stﬁﬁjérinf@)ﬂhéﬁc}rﬁreqnéstgto aor e
digital certificates to be checked. The proxy systemclient nodule 62 then

pr ef er,ab lrgm%& igf'd'rmﬁfféﬂ ?xl%élﬁiefr %GS%H as F2mAPpE 341828 Fehd eADBERId@ ot t he

sel ected digi certi ate or obtains fromthé user through a U 64

any i nf oERL) 96 FRAMIGALIRK, N8 RioBly RNRbOTE SR Wirer HEhdwidn iitter

digital ¢ I'ficate” revocation status check. Since the proxy system 39
provides c%ﬂ‘nrhﬂﬁiga(tfo?lcs?/s{%%é’.‘eﬂ% proxy system client and service modules 62 and 68

are adapted to reduce the amount of information that is sent frqm the mobile devicé
38 to request status information for a digital certificate.

15 When a user of the mobile device 38 wishes to check the revocation
status of a digital certificate, the proxy system client module 62, or possibly a
software application which operates in conjunction with the proxy system client
module 62, is invoked by entering an appropriate command on a Ul 64, such as a
keyboérd, for example. The user also specifies the particular digital certificate to be

20 checked, for instance using the serial number or subject name of the digital
certificate. Alternatively, the proxy system client module 62 accesses the digital
certificate store 54 to display to the user a list of currently stored digital ceriificates,
from which the user selects one or more digital certificates to be checked.

The proxy system client module 62 then preferably either extracts from
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the nobile device 38 and the status information provider 37, requests and
responses 5 between the proxy systemclient nodule 62 and proxy system
servi ce nwouwBe783 need not conformto the protocol used PemE@s/00408 st at us
provider client nodule 70 and the status information provider 37.
Therefore, although the status provider 37 and status provider client

nmodul e 7Ghersglesigh digitalOgSiicate(a) oF wbtains froot mﬁousﬁl’tth@uggr@)w &4 a0em servi ce
nodul e 68 and proxy systemclient nodule 62 preferably lo support a nore

Wi r el ess-ififorraiibryrquuivédbpthe prozy sysigmsesdcalaoduleasiangaligitelieertiticate snal | er
requests. The particular information extracted or -obtained by the proxy
system abiasntionstiileciitki Sirbeibe gaxy sygtem 3hprovidesaniintatacmbgiweencol

i npl enented between the proxy systemclient nodule 62 and the proxy system
servi ce npdmodilé8evitd3Fhrd feastatus jrsorematioh pesvidenBaubguasts andakepatisky ext ract s
a digital certificate subject nane, serial nunber, issuer nane, and other
digital qRrWbén &R Broxppstemt dlient modea2 dndgptoxly spsteh éérvizbencdube 68 in t he
digital certificate store 54. |If digital certificates are first parsed so

that par sRdqda Bohfdr tehedrétdedl@ed beiviedh thesiatds rati¢erdiontemddyle en such
information is extracted fromthe parsed data in the digital certificate

store 54 Iy hBetAAls PieHAatiol preiaid 37e Ntherdigky, lthcughl the fstatudprovidet a7 mat i on i s
required, a user is pronpted to enter the-information. Wen all required

i nformati é;a{%xg,%smciéﬁéli@ﬁfimau@r?mﬁma?"smbﬁcﬁﬁ OUZFabIN@ dlinfibar bRtogul kg Syst em

client nodu , a request is formatied and sent to the proxy system

servi ce (r@g%&r;&%g?/ géwicecmé&né 68l atd bFoxty efydRFH clisntah6Quid Ezepiastably- 23 WO

03/ 07962 0403 upon the communi'cati on protocol used between the

81[ Oég}({s/%/iéeﬁ:ﬂgﬁgéu mﬁgt%sﬁg%m?@o%l'|ﬁWlVlﬁ§’qjé§sedéi§ exth rf@é?l gutias one type

a
equest nmay specify which type of
service is%él?ewgéﬁees?s. In sone inplenentations, only a

The particular information extracted or obtained by the proxy system

client module 62 is dependent upon the communication protocol implemented

_ between the proxy system client module 62 and the proxy system service module 68.

15 The proxy system client module 62 preferably extracts a digital certificate subject

name, serial number, issuer name, and other digital certificate information from a

digital certificate stored in the digital certificate store 54. If digital certificates are first

parsed so that parsed data is stored in the digital certificate store 54, then such
information is extracted from the parsed data in the digital certificate store 54 by the

20  proxy system client module 62. If further information is required, a user is prompted

to enter the.information.
When all required information has been exiracted or otherwise
obtained by the proxy system client module 62, a request is formatted and sent to

the proxy system service module 68. The content of this request is also dependent
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single service may be supported, such that no service type need be
specified. 5 Information received by the proxy system service nodule 68 is
pr ef er ablwopassmas t 0 t he status provider client nodul e 70PCTHiA®3/00M0Br Mat i on
is then used by the status provider client nodule 70 to format a request

for the shﬁg ﬁ}? i nf or mat i on @tE)OVi der 37. If the revocation status
i nformat i FE \ﬁoggpuge;atgn(pr .ﬁ?lﬁedﬁﬁwﬁeﬂéﬁe@pﬂwt%W@emdﬂﬁﬁﬁort OCSP,
for exanpl edgter}%ﬁ{?%[?qu%éfrow ded by the 10. proxy system service nodul e

68, as weff mpredlian ee tyre 6f seivice is supperted, dhenthe ertiueat o an
OCSP request. In_sope, cases, the information provided by the proxy system
servi ce nBlYISPegY WHE@FJH?%OQQW'P%FUTQ%GS?W dn gamedmplementationsj anlgtaher
cases, further information is extracted from other sources. For exanple,
wher e t heSINGIESEIVICS BBy Resuipperted suUEk thad motsendeaiype acad ppispacifiet! e or | i ke
el ement which 15 nmintains a correspondence between digital certificate

i ssuer% and serial InigrBalon regeiedr by ubp epoxysEyetem tskefce nedsteatBdsispr ovi der
client nodule 70 may format a status request for the correct revocation
st at us i nPiierably daspedin thestadrs pravider dienbmoglute 7@ eThialinfommdlien i9thepubj ect
nane received by the proxy system service nodule 68 from the proxy system
cli ent nodeadkbgrhe s@tysmprRviger slientt modulasutteibrinbnt rebgest duothat statusst at us
information provider 37 supports an ORS or |ike service. Upon receiving a
request, infsmation peaviden 32 Hities revionatiorstaiue informatichasrodder 3varkdstaisan OCSP
responder when the provider 37 and the client nodule 70 support OCSP,

checks t herovidgueliEnt todelestl supoatOCSP] for bramplel RibrmtiéR prowded Bigthet he
requested service is a service that it is configured to provide, and -24

WO 031079828y BESQAXS1I00 40Rluld 68tad Well he angStrtharabydas tdrmafiot he
information required for the requested service. If these conditions are

not net, folmattéchint@an\OCEP réylickEt I StindBasys| He IFRIMAAGH bRVIdRE bytthbent
nodul e 70. The client nodule 70 then performnms error processingto provide
proxy system service module 68 includes all required information, whereas in other
cases, further information is extracted from other sources. For example, where the
proxy system 39 is configured to store a mapping table or like element which
15 maintains a correspondence between digital certificate issuers and serial numbers
and/or subject names, then the status provider client module 70 may format a status
request for the correct revocation status information provider 37 based on only a
serial number or subject name received by the proxy system service module 68 from
the proxy system client module 62.
20 In Fig. 3, it is assumed that the revocation status information provider
37 supports an ORS or like service. Upon receiving a request, the revocation status
information provider 37, which is an OCSP responder when the provider 37 and the

client module 70 support OCSP, checks the request to ensure that it is formatted

properly, that the requested service is a service that it is configured to provide, and
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any mssing required informati on and possibly to request m ssing
information from5 the nobile device 38 through the proxy system service
nodul e 68WOmB/0TWRAr NS an error message to the proxy syst @ecTas/o0e®3 nodul e
68, which then formats and sends an error nessage to the proxy system
client nodule 62 as a response to (ts initial ervice request., O her

condi t i on&atHgRayest égaélr%\wed'@ r'@?t'?%w{f@g?‘%{ﬁh%%uﬁﬁ@e sepviQudlst but is
configured to expect signed requests, or when a provider service is 10
unabl e t othesgsenditionsgrenalnetefignithe proyides BY sptumssabRiEOjaesRFgR AR thened to
the provider client nmpdule 70. If the request neets required conditions,
then a defligitimaghile édpdhe slie meditle /A den e BISHIE iPdeeessinDdmPravideul e 70. A
definitive response may include one of a plurality of status indications,
such as aany#lissing wauired infereatioatandrpoapibly ta reauasbmissing informador &om fi cat e
has not been revoked, a "revoked" indication when the target digital

certi f Bcathe meakilegayiceraBibiosgh the praKy systim serviceimeiulbs, onratgims aregont us

provi der 37 has no record or know edge of the target digital certificate.
Fur t her nomessageetoghe pyoxy\aysem sérvieamatit6®; vétichiben idrsmibendpendsidre to
classify the digital certificate as "pendi ng" when awaiting the status of

t he di git alror B@seage td tlreapoxpfayetens eliehit muypdule €8s & .repumsstiatitgsinitiel t he
digital certificate is then changed from pending to one of valid, revoked,
or unknowserfceeequdst Qthexgorsditbdresnsuatl dsertiermaphioliele637 rezeivies as uhdigned
correspondi ng status indication fromthe proxy system 39. The proxy system
client nodduesblutimygoniigoed e expct signed réqueptspppivhan agsrovidesserdioe id O devi ce
on the nmobile device 38 to confirman action to be executed on a data -25

WO 03/1079GA&bIPEd/ reéisHd) MA3 alsot iUl fin taheertait mebéaya being udksnal  gid al
signature with a status of pending, revoked, or unknown. A response
returned peovidee chdratmisduts pei der client nodule 70 by the
If the request meets required conditions, then a definitive response is
returned to the provider client module 70. A definitive response may include one of a
plurality of status indications, such as a “valid” or like indication when a target digital
15  certificate has not been revoked, a “revoked” indication when the target digital
certificate has been revoked, or an “unknown” indication if the status provider 37 has
no record or knowledge of the target digital certificate.
Furthermore, the proxy systerﬁ client module 62 may also be operable
to classify the digital ce"rtificate as "pending" when awaiting the status of the digital
20 certificate after sending a request. The status of the digital certificate is then
changed from pending to one of valid, revoked, or unknown after the proxy system
client module 62 receives the correspondihg status indication from the proxy system

39. The proxy system client module 62 may also be configured to prompt a user via

an I/0O device on the mobile device 38 to confirm an action to be executed on a data
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status information provider 37 is passed to the proxy system service nodul e
68, 5 which prepares and sends a response to the proxy systemclient

nodul e 62voWAemethe response fromthe provider 37 is sign@dTAMI3NMO3 pr oxy
systemclient nodule 62 or another conponent on the nobile device 38 is
configured to verify status re_s_?on.se signatures, then the entire response
from t he itemaif the qataien écl@ies agdigital sigepiirg with a statemelPaneing syekethe¥ eof , are
preferably forwarded to the proxy system 1o client nodul e 62 substantially
unchangedinkriowever, if the proxy system service nodule 68 or the status
provi der client nodule 70 checks status response signatures on behalf of

t he nobil e devi ce B3gspdnse returged to the stapusrproviger elient magiim €@ byfipe

exanple, the status indication and the digital certificate serial number or
subj ect shatoe infameatjpnegdrovidbt $7 éx passedetd the prowy systeny sepiceemodelevd&Ge nodul e
68 and formatted 15 into a response that is then sent to the proxy system
cl i ents noghitiepEparcBandrseads agespdnseto tHegprpxyosypiesy sientmesiuld @2 Wihdonl e 68 i s
then processed by the proxy system client nodule 62 to determ ne whet her

t he di gi tiak responké froatthe pasvideraT is eignke dnd THeeprpke sysiera dientangdweg2syst em
client nmodule 62 preferably does not preclude digital certificate validity
and revocat Afdthet adiBosdrt Cdes tias enultsilengevice 188 oenconfiguiteelc toniverifg sstatlibus,
digital certificate status checks involving renote systens such as the

stat us i nkgperiel Sgnaufsl desn He ahBreCAIBPLASE NOAT thd Btalishprovideatdrs arheck
operations for which the nobile device 38 are enabled. Wile the enbodi nent

of Fig. Jpdiepifine didfed¥oriirishefdt aeyratérablyiorwartied Yo fesprexy Sisterand t he
revocati g% sta)fus pdr'%v;lﬂder 37 as sepa:rpate sy}};ft@ens -26 WO 03/079626 :

PCT/ CAP3/ GRAPR0dGRNER BiistirtRlly @MeRarided. VAbWer, if e proxy sysiesh s&wicee

conmbi ned. For exanple, in an alternative enbodi nent, a software application

T TGS P 1 AL AN BB s i o
on behalf of the mobile device 38, then only certain parts of the response, for
example, the status indication and the digital certificate serial number or subject
name, are preferably extracted by the p‘roxy system service module 68 and formatted

15  into a response that is then sent to the proxy system client module 62. The response
from the proxy system service module 68 is then processed by the proxy system
client module 62 to determine whether the digital certificate has been revoked.

The presence of a proxy system client module 62 preferably does not
preclude digital certificate validity and revocation status checks according to known

20  techniques. Thus, digital certificate status checks involving remote systems such as
the status information provider 37 aré complementary to other status check
operations for which the mobile device 38 are enabled.

While the embodiment of Fig. 3 depicts the wireles§ gateway 34, the

proxy system 39, and the revocation status provider 37 as separate systems
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on the wireless gateway 34. 5 In yet another enbodi nent, the software
application conprising the proxy system service nodule 68 and the status
provi der wbioantdepddul e 70 is stored and executed on the PeTaxaBiH®I03 st at us
provider 37. In still another enbodinent, the software application
conprising the proxy systemservice nodule 68 and the status provider

cli ent nodmhwinitatiop oyerthe dVAN32cheswisysicron maydepeabinged. FerX@mpsiInFig. 1).
lo O course, other configurations and communi cati on paths for conputer
syst ens adi alterndiiveezmboalimegh cusoftware capplicatiomeemprising theaproxiisysten he
functionality of the client/proxy digital certificate status system as

di scl osedevigeanoduieB8areiche stahsseprovidar dient meduld TGeisistared ené aisectitedbnt , t he
wireless gateway 34 is operable to determne if a data item such as an
S/'M ME neashg@irelesbgatevenysdi.tted to the 15 nobile device 38, is signed.
with a digital signature or includes a digital certificate. If so, then the
wirel gss gateway 3 yetemether iewblodingerd) ihessdffaare epplication cosipesing tipe ovi der
37 to obtain the digital certificate status for the signer of the SIMME
nessage. prdiyesydicin bedviceahddiié 68tadshablasus mropidef eieabinpdolet7di isstbréef or e the
S/M ME nessage is transmtted to the nobile device 38, in which case the
SI'M ME mppgasBcutddl oh3h&ivbestiontstdtns pivicelr 88 s Irgstill enwatheBémbdtienent, tied ess
gateway 34 may be further operable to discard the S/M M nessage if the

di gital Ggfivatd &ii€atich éts?ﬁpﬁéa{q ifle Proxy@YBlefiesbrvies niiduky BB Ahlstatay transni t
the S/M ME nessage to the nobile device 38 wth a notification that the

di gi tal cealiddd fightmSddé 78 id storRBland@lxbButBl ohShemBbsRM seied 264PigpTVi des a
flow diagramillustrating a nethod of checking digital -27 03/ 079626

PCT/ q]f)‘OB/C?tgc se, mﬁ%r‘éﬁénﬁ%ﬁ%ﬁbﬁé’ %ﬁétdoﬁﬂnéﬁiééﬂb?\bpd‘\hs $(]§rec§bn$&1tela§%téih§li tal

certificates tor astatus check I1s to be perfornmed are identified.

A o AR Foub ) 4 ERH B A AR el ot s e
client/proxy digital certificate status system as disclosed herein may also be used.
In another alternative embodiment, the wireless gateway 34 is operable
to determine if a data item, such as an S/MIME message to be transmitted to the
15 mobile device 38, is signed with a digital signature or includes a digital certificate. If
so, thenthe wireless gateway 34 pre-emptively queries the revocation status provider
37 to obtain the digital certificate status for the signef of the S/IMIME message.
The digital certificate status is preferably obtained before the S/MIME
message is transmitted to the mobile device 38, in which case the S/MIME message
o0 is stored at the wireless gateway 34. The wireless gateway 34 may be further
operable to discard the S/MIME message if the digital certificate is not valid or
expired, or alternatively may transmit the S/MIME message to the mobile device 38

with a notification that the digital certificate status is not valid or is expired.

Fig. 4A provides a flow diagram illustrating a method of checking digital
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service request is then prepared and sent to the proxy systemat step 82.
At step 84, 5 the proxy system prepares and sends a service request to a
st at us i mvoropatdéesm provi der such as an OCSP responder. TRET&AAB0G103

i nformation provider then checks the request to ensure that it is
formatted properly, that the requested service, gital certificate
revocat i cieréficateureVpeation faeRariister $Q anyigH 8“@93"{3%0%‘?’6'% as&tatugnd t hat
all required information is included in the request. These checks are

per f or medcheek ég pbe perfganed pre jdentidag e A6 Q@é@éb%@b%’& this pteprosdd Bendi t i ons,
then an error nessage is returned to the p roxY system at step 88. An error
message iperioned retamalinally or theedigitgisertificaiesi aoslidhbe selepteglby auses ndt i vel y,
error processing my be executed at step 90, to obtain further information
when t he serdoemqudsids theptpreparbddsd ademtt@mmr@)ecsyﬁteni\ arstep82. Asterdsy, exanpl e,
after which a new service request may be prepared and sent to the provider
at step She pMbgnsystemrpepass aul sarfdses selviseckequest tores statuss indgrmediont he
status information provider returns a status indication to the proxy

syst em atprevider Sikh dsran ©B8SPoesporider.t Tre stetusiifermatipmgsoviedhen tleeghs oxy
system Then, at step 96, the proxy 20 systemreturns the entire response

from the thbagdauest 10f arsied inanit Eriomatied, propery, tHat it reqpested setieepdigifalt o t he
nobi | e device, as a response to the initial service request from the

nobi | e deydrfivateMevbeath stdias Fythisexampld, isBupportetbiscinepecliddrmne thatlatit e to t he
illustrative exanple of digital certificate revocation status checking,

di gital ceglirdd efdriatior & iMEUES B TRERGUEST TEAESEINSEKS Are parfdrahietivit stepcks,
according to the DPV and DPD services of OCSP or other protocols, for

exampyge, @y simlarly be optim zed for nobile devices and other types of
processi ng-, menory- or communi cation resource-constrained systens through

a If the request does not satisfy these conditions, then an error message
is returﬁed to the proxy system at step 88. An error message is also returned to the
mobile device at step 92. Alternatively, error processing may be executed at step 90,
to obtain further information when the request does not include all required

15 information, for example, after which a new service request may be prepared and
sent to the provider at step 84.

When the request satisfies the conditions in step 86, the status
information provider returns a status indication to the proxy system at step 94, in
response to the service request from the proxy system. Then, at step 96, the proxy

20  system returns the entire response from the status information provider, or at least
parts thereof, to the mobile device, as a response to the initial service request from
the mobile device.

Although the system and method described above relate to the

illustrative example of digital certificate revocation status checking, digital certificate
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proxy systemclient nodul e and service. A proxy system 39 may al so be
enabled to 5 provide its proxy service to nultiple nobile devices. Fig. 4B
provi des wOfoBovedé agram i | | ustrati ng anot her net hod of chechiaags/odiogi t al
certificate revocation status. In this nethod, the wrel ess gateway 34
(Fig. 3) executes a proxy program as Dpr evi ously described, and is further
oper abl e Zajdityehesksiageondingdo ¢ha APV eamDRR sa1viges @O GpRovethesREIRROIS. t 0 be
transmtted to the 1o nobile device 38 includes a digital certificate. If
so, the or examplegmaynaiyniigay pecoptisniged Jen mofilr dpvises radr e biPes®fst at us
information provider 37. At. step 200, the wirel ess gateway 34 receives a
dat a i t erprocedsing-t mamoni-tar eeMnaLni¢ationuBsouCeteoN L @InEgl sysiemns tyopgpa t he
wirel ess gateway determines if. the data itemincludes a digital

certifi carexy $ysterhelietdmoduieccancisargiceof prroxylsysiens3ingy alsio besrebleditpi cat e,
then the data itemis sent to the nobile device 38, as shown in step 216.
However , prbvitdhdts gaixy sendee fonabiiglesmabildi dgvicels. certificate, then the wirel ess
gateway 34 stores the data item and prepares a service request that is sent
to a status provi &g 4Basovidesaflomdiagem Hestratimpanathat nsthiod bbehegkingn i s
received in step 206, and in step 208 the 20 wreless gateway 34

det er m nedigitdl cehificate gevoghtioestatds. dattds siettioas tHesvivedddsogateeayBa (Fig.d)

unknown. If the digital certificate is valid, then the wirel ess gateway 34
attaches éxecuttsi 8 provdi peigamtas bhevigletyadédeibed,aand tidéurtidreoperabteits t hen
redirected to the nobile device 38, as shown in steps 210 and 216. If the
di gital cqsibinhingaft £ data REMOkGh adé BATS/MIME weslges o batewnemitdd etthaches a
revoked indicator to the data item and the data -29 WD 03/079626

PCT/ CAD3/ R8BS devitB irtiddeem &ighdl deftificAf. MPB6, the GRNIEe GilewAE34 AN i N
steps 212 and 216. If the digital certificate is unknown, then the

wi rel ess gabRNRY qidticd i@ FdVREatRh ﬁéﬂ&@%rméﬂ%ﬁﬁéﬁ@ér 40 the data item and

the data itemi’s sent to the nobile device 38, at steps

At step 200, the wireless gateway 34 receives a data item to be
transmitted to the mobile device 38. In step 202, the wireless gateway determines if
the data item includes a digital certificate. If the data item does not include a digital

15  certificate, then the data item is sent to the mobile device 38, as shown in step 21 6.'

However, if the data item includes a digital certificate, then the wireless
gateway 34 stores the data item and prepares a service request that is sent to a
status provider, as shown in step 204.

The status information is received in step 206, and in step 208 the

20 wireless gateway 34 determines if the digital certificate status is valid, revoked, or
unknown. If the digital certificate is valid, then the wireless gateway 34 attaches a
valid indicator to the data item, and the data item is then redirected to the mobile
device 38, as shown in steps 210 and 216. If the digital certificate is revoked, then

the wireless gateway 34 attaches a revoked indicator to the data item, and the data
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214 and 216. 5 Thus, upon receipt of a data itemthat includes a digital
certificate, the nobile device determ nes the status of the digital
certificawe momsadé ately by consulting the valid, revokedPor/aQnkaons
indicator that is attached to the data item In an alternative enbodi nent,
the wirel ess gateway 34 pre-enptiyve qgqueries the revocation status

i nf or mat ifem jsrtben gent toghe rﬂQh"WﬂﬁW§el3éea$ sy Bystaps 812 pad 216m #dheéhe nobi | e
device with an indicator, "pendi ng" indicator for exanple, which

i ndi cat edigitsh cedifigateds L@bmwrf,utb%n thesviselass palewey &4 ajtashpean URknOWE her
indication of certificate status is then sent to the nobile device when a
st at us i rindicafor trthe slata itarei anddhe datmitelveis seatigshe mobiledeviem3phebsiegsr. | n
anot her enbodi nent, the nessage server 26 (Fig. 1) also conprises 15 a
redirecti2id anyb2tn as descri bed above. The redirection system executes a
proxy programand is further operable to determne if a data itemto be
transms tted to theThashipoa reiptod adidid imrh thde includitis@i digital certificdtethee. | f so,
the redirection systempre- enptively queries the revocation status

provi der Rdbiled debicai deteiminds ghé adtataer ofi fHec adigital sedifiuste amdediatefyobys si m | ar
processing steps as described with respect to the 20 wireless gateway 34

and Fi g. cHasulingthd wlidhevokstberdinkaoivn irdicanti thet id evtacreedandhadatadieyn.sy st em
include nultiple client and service nodules. Fig. 5 is a block diagram of

a system i npl ementi ag afe@afiid dthbedimeht, itltaivieleey garivag B4prekrmtioblgck system
having nultiple proxy systemclient nodules. In Fig. 5 the nenory 102,

the data §iefie8%nd Rdocdth statu8nfdnAfdrOFR6ider, Ul férarisOfid @8ceividdBdath he

nmessagi ng system 110, the U 114, the wireless transceiver 116, the

wi rel £5s ipeh Wihk ngrélﬂle dek}%e%t'h@n%éic&@l? %"‘@Mnéﬁ@ ingiBgkot fof eXibib2@Whidhe
subst anti aI 'y the sane as simlarly |'abelled conponents in Fig. 3.
indicates that digital certificate status has been queried. A further indication of
certificate status is then sent to the mobile device when a status indication is
received from the status information provider.
In another embodiment, the message server 26 (Fig. 1) also comprises
15  a redirection system as described above. The redirection system executes a proxy
' program and is further operable to determine if a data item to be transmitted to the
mobile device 38 includes a digital certificate. If so, the redirection system pre-
emptively queries the revocation status prbvider 37 to obtain the digital certificate
status, and performs similar processing steps as described with respect to the
20 wireless gateway 34 and Fig. 4B.
In a further embodiment, a mobile device and a proxy system include
multiple client and service modules. Fig. 5 is a block diagram of a system

implementing a digital certificate revocation status check system having multiple

proxy system client modules. In Fig. 5, the memory 102, the data stores 104, 106,
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The nobil e device 100 includes client nodules 112, including proxy 5
systemclient nodule A 111 and proxy systemclient nodule N 113, and

possi bl y wotoberoeps oxy system client nodul es. The proxy sy®CemAD28o408cl udes
correspondi ng proxy system service nodules A and N, 132 and 136. The proxy
system 128 al so includes status provider client nodules A and N, 130 and
134, whi dbsathe measaging eystefol 1@,otivaudli thd,i tbaswirkless traesceiver dd6i Hieor mat i on
provi der A 124 and the status |o information provider N 126, respectively.
The syst evireidseonstwark Fil 8. thewoplesapaewayba0,and the WANJ 28 asesulistantialibbve.  When
the status of one or nore digital certificates, such as revocation status,
for exafmmd samé as sinilzely ddistisd dompanéntpirokig. 8yst em client nodul e 111 and 113
preferably extracts or otherwi se obtains information required in a service
request to its 15 Tesmobllé devipe dR§ irmohstesnliert modelesddal mclt@ihgagprdxyl36. The
status provider client nodules 130 and 134 then use the information from
the ser visgaereslieasincduRA tihe andoftokesyitsth ofie@nodnd N d$8, drid/passfidy mat i on
avai l abl e at the proxy system 128, to prepare a service request to status
i nf or mat iggKbrRkeRy SiB8tetn st atdiuled THRGHER St 1128 indhedbsoricbporsding us
information providers 124 and 126, or at |east portions thereof, 20 are

then ref oyoRtdBM EeNREIRERNYS ARfhdet1aRed 135, e ﬁmwyﬁymtmmd ent
nmodul es 111 and 113 at the nobile device 100. Eac proxy system client

nmodul e 11350 stdids BRWide? chRsPidiliids asPN! £30 ad e MRE sthidhdre comfigused and
process response Intormation for a different renote digital certificate

status c r f : J OA | Ad hye kedtis - 31 WO
051 07o6saoreqRiiRAgans W }Oﬁﬁgﬁaw?{] fedran%gf'ﬁtﬁtr&}%%u)l\e?tlgld and 113 may be

Comi SR RaReEAPB 3 e, Lo, 11 sy Buste 120 Eact prow
service request regul Ledh Qhofin FREY! $6pdraRY 8tbsthidil 8s described above.
When the status of one or more digital certificates, such as revocation status, for
example, is to be checked, each proxy system client module 111 and 113 preferably
extracts or otherwise obtains information required in a service request to its
15  respective proxy system service module 132 and 136. The status provider client
modules 130 and 134 then use the information from the service request from the
mobile device 38, and possibly information available at the proxy system 128, to
prepare a service request to status information providers 124 and 126. Responses
returned by the status information providers 124 and 126, or at least portions thereof,
20  are then reformatted if necessary and returned to the proxy system client modules
111 and 113 at the mobile device 100.
Each proxy system client module 111 and 113 may be adapted to

collect request information and process response information for a different remote

digital certificate status check protocol. However, the information collected by both
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associ ated status information provider 124 and 126. Responses returned to
the 5 status provider client nodules 130 and 134 by the status provider
systens IO 0an6226 is returned to the proxy system cli enPCrathoBes0ill and
113 either separately or in a si ngl e response. For exarrpl e when one or
both of t t r i r 4 a its responses,
and the ppg%j' S%té?'éﬁln'e? Cﬁ{“'%h 1%2 aé'lt&e %’@gQ?é "&t8 ?'B@?é’"&"‘f'%e verify
response si r t hen se te responses are lo preferabl returned to
the proxy's %@Pfeﬁt&el PERY %‘ﬁ’(friégl%c%ﬁg’xifﬁStQWP%B’QdH'e1 d 3 pect i ve
protocol s [ es ses are not signed, however, the responses ma be
combi ned Wxgag Sﬁ@P@“ﬁ\t@dEﬂ%@e%& quy?%t-réqli”@ﬁtforrﬁﬁﬁw@e@95?@@%’1‘% shown
in Fig. 5is particul arl useful when a user wi shes to check the validity
and/ or ref® t%‘ﬁ S@“éﬁlﬁ@ rpratigh REpYidere12ft gnd 4R6. fipspenses retwned épahen whi ch
includes digital certificates for which status information is avail able
fromdpPffé pr@t"g?[@'eﬂhméﬁ\#'ﬁﬁ 18R ape dvirtdwyitiae stpivsiipviderssystemes1 24@phr at e
requests for each digital certificate in the chain must be sent to the
status i n?@iﬁw’ﬁiqrﬁﬁdtogh%m%%ﬁemrﬁ“eh“eﬂ@w@%iﬁ band-1 13 either henmsriely,oroml y a
singl e request need be sent from the nobile device 100 to obtain status

i nf or mat i 8nsinglenieaPeMisebe Foblexamateusvimm pné @r rath @f the etatderisforratiarher nor e,
common information that is required by all proxy systemclient nodul es and
servi ce nbyidess hekandt2G aigha detbspahses andtherpraxy sysietri client reedwes 32 equest
sent to the proxy system 128, thereby reducing redundancy in the initial
servi ce renuadsé araganfigareddo aebﬂyae@mﬁsagigatntwés,aheni seyleeate resunses are

conmuni cation device. -32 WD 03/079626 PCT/ CA03/00403 The nobil e device
600 i 30 pr pfederablyyreturnecbtoning proxyrsysteratdliont estule® 1h&andgl 1@t adcerdig tovoi ce and
data communi cation capabilities. The nobile device 600 preferably has the

capabi | i t {heiroegmeuivepoidoelsiilt lspdrises ace)nmﬁlgnedsiy@ﬁm @ rdspendaatneaynet .
Dependi ng

be combined into a single response.
A multiple-client module system as shown in Fig. 5 is particularly useful
when a user wishes to check the validity and/or revocation status of an entire digital
15 certificate chain which includes digital certificates for which status information is
available from different status information providers. In known systems, separate
requests for each digital certificate in the chain must be sent to the status information
providers. In the system of Fig. 5, however, only a single request need be sent from
the mobile device 100 to obtain status information from a number of status
20  information providers. Furthermore, common information that is required by all proxy
system client modules and service modules need be included only once in an initial
service request sent to the proxy system 128, thereby reducing redundancy in the
initial service request.

Fig. 6 is a block diagram of a wireless mobile communication device.
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on the functionality provided by the nobile device, the nobile device my
be referred 5 to as a data nessagi ng device, a two-way pager, a nobile

t el ephonewaioBlo7dad a nessagi ng capabilities, a wrel ess | RCE@B/0a4opl | ance,
or a data conmunication device (with or wi thout tel ephony capabilities).

As mentioned above, such devices are referred to generally herein sinply
as nobi | eThﬁW@&,deme@Q%ﬁpraéerabwdwoawquu@!e&tl% devigabaungatleasts a

m croprocessor 10 638, a display 622, a Flash nenory 624, a random access

nenor y (wm@eambﬂataammunmayonmmbﬂ@%ﬁ pée mabileylevieq b ofepably Basstbei al port
630, a keyboard 632, a speaker 634, a m crophone 636, a short-range

wirel ess cramhutwtc@prrmmw@ajempﬂ@memut%ﬁmstemsmthaéw@ét fepesdivgens 642.
The transceiver 611 includes transmt and receive antennas 616, 618, a
recei ver qriRhp f@idionality peavidedtbydhe ivkije dendge, treamobilersvise maydle referiedci | | at or s
(LGCs) 613, and a digital signal processor (DSP) 620. Wthin the Flash
menor \6 624, as halata mdssadiagidayicepa tivnevayipager, plobild tejephions ofitwedate nodul es
624A- 624N that can be executed by the m croprocessor 638 (and/or the DSP
620), i nobsstigig eapalilitiesc amiteiessainterneinephliancé2d\a datalzbennuuricationcat i on
nodul e 624B, and a plurality of other operational nodul es 624N for

carryi ng daviceawithwralithbut efephbinecapabilitibs)) cAs mestioridtcabovk| $uchcisvices 600 i s
preferably a two-way communication device having voice and data

comuni cadreqBfeti@Babigbhéraf herbinisimpiycds ewbitgptevicdshe mobil e device 600 may
communi cate over a voice network, such as any of the analog or digital

cel lular networks, TABIn&GIY ddviee GDDNTRINHSHA Trans@siver alat & nil@bpRickssothe voi ce
33 WD 03/ 079626 PCT/ CA03/ 00403 and data networks are depicted in Fig. 6

by they cosapin Gléblb? B2LOWHladhlBembAL 824, ¥ PArfonRBbcskat MeMORHANM) 626, be
separate conmuni cation networks using separate infrastructure, such as
base st at giigry RBLNRSEUIGHODY BENiE 628, 8sErial poft 630X k&vaREE32, a speaker
634, a microphone 636, a short-range wireless communications sub-system 640, and
other device sub-systems 642. The transceiver 611 includes transmit and receive
antennas 616., 618, a receiver (Rx) 612, a transmitter (Tx) 614, one or more local
15  oscillators (L.Os) 613, and a digital signal processor (DSP) 620. Within the Flash
memory 624, the mobile device 600 includes a plurality of software modules 624A-
624N that can be executed by the microprocessor 638 (and/or the DSP 620),
including a voice communication module 624A, a data communication module 624B,
and a plurality of other oberational modules 624N for carrying out a plurality of other
20 functions.
The mobile device 600 is preferably a two-way communication device
having voice and data communication capabilities. Thus, for example, the mobile

device 600 may communicate over a voice network, such as any of the analog or

digital cellular networks, and may also communicate over a data network. The voice
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integrated into a single wireless network. References to the network 619
should 5 therefore be interpreted as enconpassing both a single voice and
dat a net vwolo3anw26 separ ate networ ks. The conmuni cati on sulPEyatA06031 | S
used to communicate with the network 619. The DSP 620 is used to send and
recei ve co ication signals to. and frgmthe transmtter 614_and receiver
612, and %t%ﬁewr{)ﬁa?rgéjae@%?é)ﬁ '?i906 L%ﬁl?r?ﬁi’c“i“&]ﬂ'cﬁﬁ'qmtoﬁ"f% 61Pafbe$Q ter 614
and receiver 612. 1f the voice and data conmunjcations occur at a single
f r equency VOl 3PR 588 YetwgHsInay be separpiecayRUnieation natwerks usinggepanats 613 nay
be used in conjunction with the transmtter 614 and receiver 612.

Al t er nat i Wffaptrupiurey; SUchr anbape stlionei Betwarle comtialiese Big-oor g may be

communi cati ons versus data communi cations, then a plurality of LOs 613 can
be 15 usedniegraipshisina singlewireless nptwarks Rejerenesetp E’@rﬁ%ﬂpdﬁﬁﬂ%@fﬂlﬂﬁ t he
network 619. Although two antennas 616, 618 are depicted in Fig. 6, the
nmobi | e 5deherefosdbe rieiPriethas greampassingdhodh aginglesicerans data networleand

| nf ormati on, which includes both voice and data information, is

communi catseganate aetworksom t he conmuni cati on nodule 611 via a |ink between
the DSP 620 and the m croprocessor 638. 20 The detail ed design of the
conmmuni cat i on subsyBieeeremunicatieh salksysfene Uik isaysebdo dpmomumicate with $red ect i on,
power level, etc., will be dependent .upon the conmunication network 619 in
whi ch t he neblirk §18eThe® 0620 $5 uiseddndedd aad opemivat @@mmEpicatiorasiphals taa nobi | e
device 600 intended to operate in a North Anerican market nmay include a

conmuni catandrirewu bisy sraasmitet 6ddsarghestetver 6p2r atid maiyt dilsd leechdriget eontrot 34 VWO
03/ 079626 PCT/ CA03/ 00403 or DataTAC nmpbil e data conmuni cati on networ ks and

al so desi gnfernationowith ahe dranshiittera®i4d @hdareeeivércy2.0f If ihé ciceoamalmiagat i on
net wor ks, such as AWPS, TDWVA, CDVA, PCS, etc., whereas a nobile device 600
i ntended fcomnustcationEgcapet aeyind)e frequency, or closely-spaced set of frequencies,
then a single LO 613 may be used in conjunction with the transmitter 614 and
receiver 612, Alternatively, if different frequencies are utilized for voice .
communications versus data communications, then a pIurraIity of LOs 613 can be
15 used to generate a plurality of frequencies corresponding to the network 619.
Although two antennas 616, 618 are depicted in Fig. 6, the mobile device 600 could
be used with a single antenna structure. Information, which includes both voice and
data information, is communicated to and from the communication module 611 via a
link between the DSP 620 and the microprocessor 638. |
20 The detailed design of the communication subsystem 611, such as
frequency band, component selection, power level, etc., will be dependent upon the
communication network 619 in which the mobile device 600 is intended to operate.

For example, a mobile device 600 intended to operate in a North American market

may include a communication subsystem 611 designed to operate with the Mobitex
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configured to operate wth the GPRS data conmmuni cati on network and the GSM
5 voi ce comuni cati on network. Qther types of data and voice networks, both
separ at e wod3jortseqr at ed, nay al so be utilized with the nolpCraadeniwos 600.
Dependi ng upon the type of network 619, the access requirenents for the
nobi | e device 600 may al so vary. For exanple, in the Mbitex and DataTAC
dat a net woDasaTAD Imidbile diate casmanisatieyneiwarkslanthalsh legignad ik opsiaiRfl a uni que
| o identification nunber associated with each device. In GPRS data

net wor ks withcawvef a vaeietyoofkvaices esramiugicatiom cebwarls,viuch as AV rTMA, or user
of the nobile device 600. A GPRS device typically requires a subscri ber

i denti t y ODMA| PCS. &cMwheresisieciobite devicp600sidtended faterse iroEope aay hene nobi | e
devi ce 600 on a GPRS network. Local or non- network conmmunication functions
(i f any) contiglred epepaktewithitid GRRS bataStdvhmbnicatidrendt@ortoand thed@@Me 600
wll be unab?e to carry out any functions involving conmunications over

t he net wQblcebddhnmhiafiort Rativaiky Ot@dltypes efidatacdnd pelcet hesrkss both as ~ 911"
energency calling. After any required network registration or activation

procedur @gphayEand fREYrEREPMAY afbo BGilEBE With tkerobie 88cersgo.send and receive
communi cation 20 signhals, preferably including both voice and data

signal's, over the pghumiing G thStyeal hefRHREYSAndNCIRS rédiiireneatddp from t he
comuni cation network 619 are routed to the receiver 612, which provides

for such b 3% I8 his8VRh. f EGadiafiple, ifh HROINBBRYX SRMDaGITAC! Si on,
filteri néﬁ)@&d}ﬂﬁgﬁggﬁgéti%ﬁ, Sandwanal og afrgb %iilgi tal conversion. Analog to

4101 L2l RN SRl ARsOlobliE defitBs e RyRabd A 8 nBRIGTK ARIRY BXunigde WO

03/ 07962 comuni cation functions, such as digital

denmody at i GrARth IR R AdsdRaibF wit SEEISRA. WIS bl deRloRE ovkler simi | ar

manner, signa ransm network 619 are processed,

i ncl udi ng pdul ALLONs 30 SREG With % sdbREriserREEr oftie MdBile device 600. A
GPRS device typically requires a subscriber identity module ("SIM"), which is
required in order to operate the mobile device 600 on a GPRS network. Local or non-
network communication functions (if any) may be operable, without the SIM, but the

15  mobile device 600 will be unable to carry out any functions involving communications
over the network 619, other than any legally required operations, such as ‘9171’
emergency calling.

After any required network registration or activation procedures have
been completed, the mobile device 600 may send and receive communication

20  signals, preferably including both voice and data signals, over the network 619.
Signals received by the antenna 616 from the communication network 619 are

_ routed to the receiver 612, which provides fcd)rAsuch operations as signal amplification,
frequency down conversion, filtering, channel selection, and analog to digital

conversion. Analog to digital conversion of the received signal allows more complex
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DSP 620 and are then provided to the transmtter 614 for digital to anal og
5 conversion, frequency up conversion, filtering, anplification and

t ransm sswon3nmeehe communi cati on network 619 via the anPE€mr0808103

Al t hough a single transceiver 611 is shown in Fig. 6 for both voice and
data communicatjons, it is possible that the nobile device 600 may include
two di sti¢RMMppisatoN:ifyRGtions, suph As didiiak dempsiulatign anq decpding; 19y bend

recei ving voice signals, and a second transceiver for transmtting 1o and
r ecei vi ngperfaraediuging the DR 62018 atsimiipy seanner, signalaioske ansmided i n a
mobil e device adapted to operate within nore than one conmunication

net wor k onetwork 61§ are precsgaech dyclushirmrmodylationiand eraeding, i exavBlenyy e

comuni cation signals, the DSP 620 al so provides for receiver and

transmi t t @BPc620Q rasid, aroithesk @hipiided thdhegydransmitias| 814 pen digiiak tp anslog

comuni cation signals in the receiver 612 and transmtter 614 may be

adapt i ¥ el gorversion lfieguendyrupegnvasianfiltdringgaimplification and iaggnissipnto thepl ement ed
in the DSP 620. Oher transceiver control algorithns could al so be '

i mpl enrent esmmonichiorDSRWER06 19via thednterira 8o ¥itbeughon einglefditanseedivattdd cont r ol
of the transceiver 611. The m croprocessor 638 preferably nmanages and
control s islshoomen dig. 6 &0 botie veite and alata bemmuibidadoms \ifi is o88ible thainihet ypes of
m croprocessors or mcrocontrollers could be used here, or, alternatively,
a singl e MoSBiISARvicowBad hmy inslede tiwo adistingt trahscdieer§ uadirstoinanscéiveh éor

m croprocessor 638. Low | evel comunication functions, including at |east

data and waigeittibgrandvecaivingn®iceasignals; ahdransstontnaingbeivértfor Gidntiftihgi n t he
transcei ver 611. Qther, high-1level conmunication applications, -36 WO

03/ 0796262 RETHSRMY @44 GRgnatd CRIuRiBleararetEive CRBT A0 provided i headbilen 624A,
and a data communication application 624B are stored in the Flash nenory

624 for eyahed ARibtdyid dperat@vithPhefRaRSe bnd 88mnTRicasi Abiwirk dhauMplec e
comuni cati on nodul e 624A may
frequency bands.
In addition to processing the communication signals, the DSP 620 also
provides for receiver and transmitter control. For example, the gain Ievels. applied to
15 communication signals in the receiver 612 and transmitter 614 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 620.
Other transceiver control algorithms could also be implemented in the DSP 620 in
order to provide more sophisticated control of the transceiver 611.
The microprocessor 638 preferably manages and controls the overall
20 operation of the mobile device 600. Many types of microprocessors or
microcontrollers could be used here, or, alternatively, a single DSP 620 could be
used to carry out the functions of the microprocessor 638. Low-level communication

functions, including at least data and voice communications, are performed through

the DSP 620 in the transceiver 611. Other, high-level communication applications,
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provi de a high-level user interface operable to transmt and receive voice
calls 5 between the nobile device 600 and a plurality of other voice

devi ces wea Blhwepet work 619. Simlarly, the data comruni earicxsems| e 624B
may provide a high-level user interface operable for sending and receiving
data, such as e-mmi| nessages, files, organizer information, short text
nessages, SUacas Heige aenMrpeniaalisn arplicalien 5846, and a a3 wermyrjcaionot her
data devices via the network 619. On_the nobile device 600, a | o secure
messagi ngaplicaiie 6248 parec atoresh in ithe orlpsh dnemegrys 624 viar exesdiignedy the
correspondi ng to the nessaging system 60 and the proxy systemclient nodul e
62 or clninoprocehsbe §38.1 Fairexample, the voisrgapreynigalioromediiect34A ow@yj unct i on
with the data conmunication nodule 624B in order to inplenent the

t echni queprotligleca intgheewd awser itiriate oper@ablgptootransvit ap8sreabive vioineeeallst s wi t h
ot her devi ce subsystens, such as the display 622, the Flash nenory 624,

t he RAM 6B&webhtheanabile davice 600 eopltrality of bthey vaich dgvitasrda G23etwink seri al
port 630, the keyboard 632, the speaker 634, the m crophone 636, the

short - r an@t9. ceimiiany, tied data sosminmicttiemntetille 624B may pravidd dnkighildna usavi ce
subsystens generally designated as 642. For exanple, the 20 nodul es 624A-N
are execuhesidey dpbeablg for epnding 28dresiingddtansycrpaeinksl mebdzges, filey,el
interface between a user and the nobil e device 600. This interface

t ypi cal | yorgaRzbrigiRSmati@, 8Rbit 6k meesagesic., etvdctakk mabikigdviddBnodingpl ay 622,
and an input/output conponent provided through the auxiliary 1/0 628, the

keyboar d £3Rirafitf6f othBESMAIIRREs VY the Metwidrk 6aPh @iEthe FRobiftlddvided®, kaces are
designated generally as U -37 WD 03/079626 PCT/ CA03/00403 64 in Figs. 3

and 540 SO&8Pé H&saghgy%bﬁmréhawidaﬂoﬁi GncétpBRiting" MoRAaraIN higRfulean-
rel ated functions, ereas other subsystens nmay provide "resident" or

on- devi Cecorfégaﬁhaiﬁgﬁathbl%@fehgmg%%fem%d%ﬁmh@Bmxygy@an%ﬁeﬁtm%d@@/@mr d 632
and the display 62
client modules 113 and 111, for example, may operate in conjunction with the data

communication module 624B in order to implement the techniques described above.

15 The microprocessor 638 also interacts with other device subsystems,
such as the display 622, the Flash memory 624, the RAM 626, the auxiliary
input/output (I/O) subsystems 628, the serial port 630, the keyboard 632, the speakér
634, the microphone 636, the short-range communications subsystem 640, and any
of the other device subsystems generally designated as 642. For example, the

20 modules 624A-N are executed by the microprocessor 638 and may provide a high-
level interface between a user and the mobile device 600. This interface typically
includes a graphical component provided through the display 622, and an
input/output component provided through the auxiliary /0 628, the keyboard 632, the

speaker 634, or the microphone 636. Such interfaces are designated generally as Ul
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5 are used for both communication-related functions, such as entering a
text nessage for transm ssion over a data comruni cation network, and

devi ce- r e@pdBMTI6RUINCt i ons such as a cal cul ator or task |ipst/ano3oed08r PDA
type functions. Operating systemsoftware used by the m croprocessor 638 is
preferably stored in a non-volatile store such as Flash nenmory 624. In

addi t i on G4dntHigs. 3Emdoper at i ng syst em and communi cati on nodul es 624A-N, the
Fl ash nenory 624 may also include a file systemfor storing data. A storage
area i s al so pref eBatieyoipihe\gubsystemns shewnFngkia. Aurasioymeznmdnisaiinne di gi t al
certificates, address book entries and possibly other information required
for nessaglatey fupbtions, adetsessotbensubsystemsgpay ppvidsg residentger on-dgmiges. The
operating system specific device applications or nodules, 15 or parts

t her eof , fomgtione. Netaplyy sorné sublsyaidet, suehoasihe sbhdaré632 andihe display 882RAM 626
for faster operation. Moreover, received comruni cation signals may al so be
t enpomsar idry used for bdiit coniAli6RN-reklted inpionsasesit aseniening algxtrnesaage a fil e
system |l ocated in the Flash nenory 624. An exenplary application nodul e
624N t hatfonmandpsissioadeer addta comenunition betveorklandaevieedesident fpretoonal

i nformati on manager (PIM application providing PDA functionality, such as
cal endar ®i¢Anriss cappaionbnesk fist axothdrdXA typerfanctibhss nmodul e 624N may al so
interact with the voice comunication nodul e 624A for managi ng phone

calls, voice mail sppetating 8yeriayofdlsre LHEE HC themntibroblazedadra638 is
comuni cati on nodul e 624B for managi ng e-mail comuni cati ons and ot her data

- 38 WO 03 @iE95:p siBfed inAwnQAdlife stbfeddithias Fiaghsamerbiyeaalniadeltipn tethe of t he

functionality of the voice comunication nodule 624A and the data

CoMURy CaddeRai lefn 8R4 BoriRYinieatibrineaRE 824AN, 6hd Piash Mctidipezd mayThe Fl ash
menory 624 prererably provides a file systemto facilitate
also include a file system for storing data. A storage area is also preferably provided
in the Flash memory 624 to store digital certificates, address book entries and
possibly other information required for messaging, shown as data stores 54, 56 and
58 in Figs. 3 and 5. The operating system, specific device applications or modules,
15  or parts thereof, may be temporarily loaded into a volatile store, such as RAM 626 for
faster operation. Moreover, received communication signals may also be temporarily
stored to RAM 626, before permanently writing them to a file system located in the
Flash memory 624. |
An exemplary application module 624N that may be loaded onto the
20 mobile device 600 is a personal information manager (PIM) application providing
PDA functionality, such as calendar .events, appointments, and task items. This
module 624N may also interact with the voice communication module 624A for

managing phone calls, voice mails, etc., and may also interact with the data

communication module 624B for managing e-mail communications and other data
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5 storage of PIMdata itens on the device. The PIM application preferably
includes the ability to send and receive data itens, either by itself, or

i n conj urwDioan79sé h t he voi ce and data conmuni cati on nodRICESLAD2M0403 624 B,
via the wireless network 619. The PIMdata itens are preferably seam essly

i nt t hr oni zed and t ig tk i [ el t K 619, with

o oL obe e Hasehr AaR b ok of honbBS A ENSRS SRR 1 °
t th ti i d t f data it

aas0ci at e AP AT e ol ComBTmealRr BRgH G AL a TGRS, 624,

t hose ski %hﬁ%g&ﬁnt he art will appreciate that other types of non-volatile

store, su Yattery backed-up RAM for exanple, could be used in
addition to or instead of the Flash nenor¥ 624, 15 The nobi | e device 600
may al so be manual | \&K5laehmamen$24irrefesably: pigyidesra de sysienblp facilaieng t he
mobi | e device 600 in an interface cradle, which couples the serial port
630 of 5t h&tonas ofdIMelata serms on the davices Ehe RIM gpplicagipn pratereblyinslusies thay st em

The serial port 630 may al so be used to enable a user to set preferences

t hr ough afbiilyite ped argbigcelve glatasitanmaaiteerdypispld arireonjunstiaowith dwdvaicener
application 20 nodul es 624N for installation, and possibly to | oad digital
certifi caged dei® eoramubisatien mesiieses24/h 6248 via thalvitalesadeprark6i@yTHeur t her be
used to load an encryption key onto the device, which is a nore secure

met hod t h&HVdrtaitems arg pseferaliy $eamlesstf intagratedsynchronizedwind epdeatsd, vt wor k

619. Additional application nodules 624N may be | oaded onto the nobile -39
WO 03/ 079 8roviRIESsCraab @BI@3witi acores@bdinglsebafglata iteensstorsoirdk agsb@iatéchr ough an
auxiliary I/0O subsystem 628, through the serial port 630, through the

shor t 10 angiéth eohesi rdoogiutemsystanh,s Yisdreloy 6réatinga rhinooed) bystamy fot Hata imid abl e
subsystem 642, and installed by a user in the Flash nenory 624 or RAM 626.
Such f| exiabsddidtyd with apprticdan wseri nstal | ation increases the

Although shown as a Flash memory 624, those skilled in the art wil
appreciate that other types of non-volatile store, such as a battery backed-up RAM,
for example, could be used in addition to or instead of the Flash memory 624.

15 The mobile device 600 may also be manually synchronized with a
computer system by placing the mobile device 600 in an interface cradle, which
couples the serial port 630 of the mobile device 600 to the serial port of the computer
system. The serial port 630 may also be used to enable a user to set preferences
through an external device or software application, to download other application

20 modules 624N for installation, and possibly to load digital certificates onto a mobile
device. This wired download path may further be used to load an encryption key
onto the device, which is a more secure method than exchanging encryption
information via the wireless network 619.

Additional application modules 624N may be loaded onto the mobile
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5 functionality of the nobile device 600 and may provi de enhanced on-device
functions, communi cation-related functions, or both. For exanple, secure
comuni cawpD®R/02gepé | cati ons nay enabl e el ectroni ¢ comer ce PCORCA0B/00MO3 and
other such financial transactions to be perforned using the nobil e device
600. When the nobile device 600 is operating in a data communi cation 10
node, a wcevieeved Hirgugl thes netwasls 649t dxpoughe s8arpiliary #Cheubyatpin &8nl oad, is
processed by the transceiver 611 and provided to the m croprocessor 638,

whi ch  priebeghiiesefiarpdned30p thuceghstbs shorérangespretnigaijnas sybsystembd® to t he

di splay 622, or, alternatively, to an auxiliary 1/0O device 628. A digita
certifi cairehmagieiavgdthey stitable subsystan 642, @1dlinsiaied by gourss in theaFlpgluest to a
PKS or attached to a secure nessage, 15 for exanple, nay be added to a

di gi tal eesrhbfyi 621 er RANY 626.rSudnefldxilility imepplicati@pinstdlation inceaasastthall r eady
been stored. Validity and/or revocation status of such a digital

certi i catgetivnylitdl sfotheemobite kaaices 60@ sd ey priovide. erharwed @i-devibé | e devi ce
600 nay al so conpose data itenms, such as e-nmmil nessages, using the

keyboar d tG3@ions Mdortminficalontrefaadd yiuactersp! eit ebath.piunueramplek esdmae d | ai d
out in the QAERTY style, 20 although other styles of conplete al phanuneric

keyboar dfcoﬁﬂﬁ%ié@cio‘iﬁ%pﬁéﬁlb@ﬁs RIS bidcBomiB tomnsicd furictions ané ether nput t o
the nobile device 600 is further enhanced with a plurality of auxiliary

|10 devi e 5R8ncidftianBationsitd beyiformed ol Werbbildpevicslest.ce, a touchpad,
a variety of swtches, a rocker input switch, etc. The conposed data itens

i nput by the user {RentABMESIE GERSETBOE &lopetafing ta dafd) c¥¥NUBJATIER 26
PCT/ CA03/ 00403 conmuni cation network 619 via the transcei ver 611. \Wen the

mobi | d%bg&t%g&%\ﬁd@@ﬁt 5{¢h %Q A1KkP It s8R GBbifiye d®WRead, he overall

operation 0 Vice 600 I's substantially simlar to the data

mode,  exGgRLe Gl RS HaUECkiFdrHIA! hPhiviIEs tE HRPMYcréptbBdsok 838 MRhisReaker 634

and
preferably further processes the received signal for output to the display 622, or,

alternatively, to an auxiliary 1/O device 628. A digital certificate received by the
transceiver 611, in response to a request to a PKS or attached to a secure message,
15  for example, may be added to a digital certificate store in the Flash memory 624 if it
has not already been stored. Validity and/or revocation status of such a digital
certificate may also be checked as described above. A user of mobile device 600
may also compose data items, such as e-mail messages, using the keyboard 632,
which is preferably a complete alphanumeric keyboard laid out in the QWERTY style,
20 although other styles of complete.alphanumeric keyboards such as the known
DVORAK style may also be used. User input to the mobile device 600 is further
enhanced with a plurality of auxiliary I/O devicés 628, which may include a
thumbwheel input device, a touchpad, a variety of switches, a rocker input switch,

etc. The composed data items input by the user may then be transmitted over the
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5 voice signals for transm ssion are generated by a m crophone 636. In
addition, the secure nessaging techniques descri bed above m ght not
necessariwp obe7®mppl i ed to voice conmuni cations. AlternatiPcg/CroBioedr audi o
|/ O subsystens, such as a voice message recordi ng subsystem may al so be
inpl enented on the nmobile device 600. hough voi ce or audi o signal

out put i sCHMBIUEHCAHPY nﬁ%hﬁﬂ?&ﬁéaeyﬁﬂﬁ%ﬁwﬁ flhrough io the speaker 634, the
di splay 622 nmay al so be used to provide an indication of the identity of a
cal ling party, the \§heaihemojle gewee &80 dgpperading i BaoicERRMERFatiaNe| at ed
informati on. For exanple, the m croprocessor 638, in conjunction wth the
voi ce cofffgei e ovara nﬁ@@ﬁfﬁ@%ﬁﬂ\emﬂﬁrﬁ@V@QéﬁoﬁtlS ﬁngi?@ftaéHmSmf%‘ e may
detect the <caller identification information of an incom ng voice call and
di spl ay i faterimeds exrepiitkat receivegzfunaisrase prajerably auipt todherspeakat 3andsubsy st em
640 may include an infrared device and associated circuits and conponents,
or a shor voicasigaalsifoelrasmisgiomaiergarerated byraduiceophoos 636. hn Biditenptteh TV

nodul e or an 802. 11 nodule to provide for comunication with

si m | ar | ysetiabInezbsaging dechninues deséribes. abblie sagitihad kietdssdrily ietdpplied to wi | |
appreci ate that "Bluetooth”" and "802.11" refer to sets of specifications,
avai | abl evéice mpmnaunicadiohs.uAlermdtivElveicerar calbdical@ sEbsystenas)istush Ba gi vodeer S,
relating to wireless personal area networks and w rel ess LANs,

respect i vealegsaddecaluvesubazgsiempmagaisodedinpierhentpd of érermobikrdeside 300t s by way
of exanmple only. O her enbodi nents nmay be realized. For exanple, although
digital AfthoWh W5¢HFOaRb0 BiIghalCARRIG 3erablyrdccbmpidedyirmiarily tiheawlks ar e
described primarily in the context of a wireless nobile comunication

devi cao t tHe s)takens34iibe @RpROER2GhaE hIBs & Uredab Prévide ah FRlicalipRof grbl e to
messagi ng clients operating on other platforns, including those operating
on deskt ORleRfiy dfoRicaMnG PARY! Be SIS a %Ic‘é@&dﬂ?dr 6PRPYbLIRE call related
information. For example, the microprocessor 638, ih conjunction with the voice
commuhication module 624A and the operating system software, may detect the
caller identification information of an incoming voice call and display it on the display
15  622.

The short-range communications _subsystem 640 may include an
infrared device and associated circuits and components, or a short-range wireless
communication module such as a Bluetooth™ module or an 802.11 module to
provide for communication with similarly-enabled systems and devices. Those

20 skilled in the art will appreciate that “Bluetooth” and “802.11” refer to sets of
specifications, available from the Institute of Electrical and Electronics Engineers,
relating to wireless personal area networks and wireless LANS, respectively.

The above description relates to preferred embodiments by way of

example only. Other embodiments may be realized. Eor example, although digital
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5 workstations and other types of nessaging clients for which digital
certificate checks involving renote systens may be desired. Wile the
above deswpiopiiwes al so relates primarily to OCSP, other pCot®606&i08RY
simlarly be optimzed through an internedi ate proxy system which operates
in conjunction with both renpote systenms and proxy systemclient nodules. 1o
Such ot heterifficateogialus cheeksnare desaiibacprirpardy b tﬁmcoe@x{pffa wieless mabile check
protocols. A proxy system and proxy systemclient nodul es may be

conf i gur ezbmrouicatiinddevicaethe systemseend aeth@rgi disglosast hiefeigare alsat us check
services. Fig. 7 provides a functional block diagram500 illustrating the
pr ocessi rapplitatde do gnessagirey cliénts aaperatingt as ateefuplatforms,t inclughgt theser ocessi ng
of a digital 15 certificate status request is shown in Fig. 7, other types
of st at usopezatings tonmalgskiiopo abe lepiafl exbmgsitete sysiems, | metwiotked7 compuoter ent
system has a status information requirenment 502 to be served by an

ext er ral wyksationssardothsr igpew ahxyessaging clienis for minichadigitabzgriifigese elmgis ogr am 504
enbodyi ng one or nore proxy system service nodul es and status provider

client nodudleag retfotElysténg may bealesiréd.cat e status request is sent to the
proxy system program 504 running on a proxy system. The digital

certificate statuswrugst aisset desceiptidhealsd axslatesy ptimerilprtogDE8PHdthet onf or s
to a client/proxy protocol. The proxy system program 504 is operable to

recei ve theidtbBirhay) sk beCaptimhisddthrsughedtintrmaarite pax@ysietrh@hishat us
request and attendant processing steps on behalf of the client -42 WO

03/ 079626454 diee Mt 8n whi BbfRenitte SiRtihs Aedipitixy BYstéﬁmiannﬁodmeé. he proxy
system servi ce nodule 68 and the status provider client nodule 70. The

cl'i engd pr Qsh et BioMcolBreGRAiRNEY kO dRithniticafcPstEIRI bk PRotddol. 080l , or
may instead be a proprietary protocol.” The proxy system program 504 then

prepares g, digihalndGRbky ysteth Blient modules may be configured to provide other
services than digital certificate status check services.

Fig. 7 provides a functional block diagram 500 illustrating the

processing of a digital certificate status request. Although the processing of a digital

15  certificate status request is shown in Fig. 7, other types of status request may also
be handled as depicted in Fig. 7. A client system has a status information
requirement 502 to be served by an external system; such as a proxy system running
a proxy system program 504 embodying one or more proxy system service modules
and status provider client modules.

20 The digital certificate status request is sent to the proxy system
program 504 running on a proxy system . The digital certificate status request sent
to the proxy system program 504 conforms to a client/proxy protocol. The proxy
system program 504 is operable to receive the digital certificate status request and

perform the status request and attendant processing steps on behalf of the client
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5 status request, including information in the request fromthe client
system and possibly information available at the proxy system in the map
t abl e 514wofoan7sz@npl e, to be sent according to a statusPqGuarap3pe4socol to
a status provider systemrunning a status provider program 506. The status
query prot oc‘tol nma confar m}\to a kna status protocol, such as OCSP, or
may i nst e3¢H 85 é?%ﬁfﬁbp piip reigrencede the RIRXKSYStarp servisednadiie 68 end the
client/pro rotocol. is a first _Iprot,ocol , such as a proprietary protocol,
and the sFﬁ@Pf&M@PW\?FWB%P 70s The Shenifopt RIPt9ERI mayernioms taadswiThe
status provider program 506 then processes the query and the status

provi der §9w<%ﬂegip&8e0%%m%y ingtaadilye & prapristast potepgl.a t o the proxy
system program 504. The digital certificate status data illustratively
conprises a digit al TNESPIO&Y SY$iPEapregsaBte4 theaipepases thef dighel atirtificats
certificate conprises a chain of digital certificates, then a

cor r espon8iaiis rRavieet igludingiinfarmatiant inf heategusstafra thadilieat systerarand pr ovi ded
to the proxy system program 504. Furthernore, the status provider program
506 may r BgeRiklEinkermatioo autilable athepiosysystem in te rpaptaplesi/ist famexamgleam 504,
and thus, nultiple conunications between the proxy system program 504 and
the 20 st ifthessqintaceerding o agradus GO8Y pejoant toa statispoovddersygtenmuinhinglze

comuni cations 508 and 510 are represented between the proxy system

pr ogr am 56ttusnprovider progtams 508 dwiedsiatup ognapnotedsl mep eonfoemitb et krowrof  t he
digital certificate status request, the proxy system program 504 prepares
t he di gi t slatuseproidcot sueh as DCSP dart maf distéachbe Bi prepristatygsitocol AnWacD3/ 079626
PCT/ CA0O3/ 00403 to the client system In one enbodi nent, the proxy system

pr ogr aon Serhbsdirertt,s thehelientpitdxy ereticobls & tfiagtusrofoepl, sudRtas BesBpN&Enf rom t he
status provider program506 to be transmtted to the client system In

anot her  epiotebolemid, the Bty quety PRACEITIDE GG preRk6E EdciPas POBFS! Ngl e status
i ndi cator, such as valid, invalid, unknown, or revoked to
The status provider program 506 then processes the query and the
status provider system provides digital certificate status data to the proxy system
program 504. The digital certificate status data illustratively comprises a digital
15 certificate status indicator. If the digital certificate comprises a chain of digital
certificates, then a corresponding number of digital certificate status indicators are
provided to the proxy system program 504. Furthermore, the status provider
program 506 may require additional information frpm the proxy system program 504,
and thus, multiple communications between the proxy system program 504 and the
20 status provider program 506 may occuf. Accordingly, multiple communications 508
and 510 are represented between the proxy system program 504 and the status
provider prograh 506.

Upon completion of the digital certificate status request, the proxy

system program 504 prepares the digital certificate status data for transmission back
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5 be transmtted to the client system For exanple, if one digital
certificate in a chain of digital certificates is found to be invalid by

t he st at \wopBoweader program 506, then the proxy system pPCErGvB/S043 may
select only an invalid status indicator to be transmtted to the client
system Alternatively, the proxy system program 504 may select an invalid
st at us i halihealient systehe Noanesmbodindentothepsox system BWW%GelﬁP@@"%ata 1o to
specify which digital certificate in a digital certificate chain is

inval i d. eftifesset dhstatuscreptyi dea reneiveddipnatheostBisdueyiderprograped@@®in bdack to
the client system The client systemand the proxy system store

cor r espomndnsgitieaip theclienbdyistam Sihanativr &inbodiméntkibe grexysysiemitPgidmmai ntai n a
correspondence between digital certificate issuers and serial nunbers

and/ or sgbjeetstormaasnglelétatuslindicator] Suclyas ealidyinyalicemkpown,i adeevokked ta uni que

I ndicator for a corresponding digital «certificate, such as a serial nunber
or subj eglk tRmEmiticthi® the oleht Systémm Foregamipich Fhnerdigital betifidabe imeet cheainli gi t al
certificate status request according to the status query protocol for the

status propuigftar ceiffidats® is fourd g behevaitialyulie ptatys ptevider pgyeam 506, themsed on
only a serial nunber or subject name received fromthe client system 20

Simlarl e @rd;gyl $ldorh rafrl 804 hRlyusales drly bhenwdllidediatus yisdietobto béie proxy
systemis resolved if necessary by the client system using the mappi ng

tabl e 51%,nkieed fofthé Bﬁént%&zst@m RETHAVRO Y Hragy systombiprograsiesodcmapper abl e
to comunicate wth the proxy systemover a wireless network, the mapping

tables 512 46%98&) d’é’tﬁﬁ%ﬁﬁ@cé‘tbﬁto Hetatsini®dd/iol thatlicil s sevindtasoodata he RF
net wor k. 079626 PCT/ CA03/ 00403 Still further exanples of the

wi de REORS sBégqugN?@ﬂgg%@ngg@@% g.talo%ﬁtﬂa&@dcmf R ipvaibe Othégdtaat ed in

Fi gs. I onal uses of the systens and net hods

W thin d'J S on FeaPaIgs }Se%ﬂ%{f‘ﬂocb%téé?ﬂ b§¥l§¥cﬁﬂﬁ§ cliEht®ysfen.S a bl ock di agram

showi ng a conmmuni cati’on system
The client system and the proxy system store corresponding mapping

tables 512 and 514 or like elements which maintain a correspondence between
digital certificate issuers and serial numbers and/or subject names. The client
15 system may then provide only a unique indicator for a corresponding digital
certificate, such as a serial number or subject name. The proxy system program 504
may then format a digital certificate status request according to the status query
protocol for the status provider system running the status provider program 506
based on only a serial number or subject name received from the client system.
20  Similarly, a unique identifier returned to the client system by the proxy system is
resolved if necessary by the client system using the mapping table 512. Thus, if the
client system comprises a mobile device operable to communicate with the proxy
system over a wireless network, the mapping tables 512 and 514 conserve the

relatively limited bandwidth of the RF network.
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5 there is shown a conputer system 802, a WAN 804, corporate LAN 806 behi nd
a security firewall 808, wireless infrastructure 810, wrel ess networks
812 and 8wo0,03and26 nobi | e devi ces 816 and 818. The cor por aPE€TIONN3 /8003

i ncludes a nmessage server 820, a wireless connector system 828, a data
store 817 incl udi n% at least a plurality of mailboxes 819, a desktop
conput er syst em 82t futhay exany iteawiderscopaef the sistanas pyd methpdsobi | e
devi ce such as through physical connection 824.to an interface or

connect or digolgsedirretn ate ilbiskgted\PRigsost18r FEs28-1Gsiasatibeaddfionahuseseft em i n
Fig. 8 is described belowwth reference to the nmessages 833, 834 and 836.
The conputhersysiemssand3metiiosls Within difarest exeraplparappnudiestiQrogystampal nt op
conmput er system configured for connection to the WAN 804. Such a conputer
15 system may conndig. 8is athheckwiiagragushpiwingmcorsmupicaligPsystémetmbigi &el y, t he
conput er system 802 may be a network-connected conputer systemthat, |ike

t he cosrputhere isssheivera 8@Aptier systamB(R, adlAbls’(s coporataNL /20806 belindla a LAN or
ot her network. Many nodern nobil e devices are enabl ed for connection to a
VAN t hr ougdrcwrity firowsll 808) fwimtdss irdftastractunad tfh ivirelegs aetwarigdterand 814 andhat t he
conput er system 802 may also 20 be a nobile device. The corporate LAN 806

is an ill pebll@tdevees8tphe 808. dheantpahie LN 806 indhakach messags sgveryst em
t hat has been enabl ed for wirel ess comruni cati ons. The corporate LAN 806

may be re820 r£hirdl@sssconhetion systemB28nh daiarstdledd1 7iibclhding at leastn pludiitya store
817 with mail boxes 819 for nmessages, as well as possibly further data

stores - éﬁm‘éﬂb&@é@l@ﬁaﬁdepﬁé&ﬁbﬁ@Fr@ggtemm RaING b domimanhibgfondirika i t ems,
i

that maybe sent to or received fromnobile devices 816 and 818, and the
Wi rel ¢ss aREIRE 2mobilé HeweSddeh A Rrotighhpsical ¥Ehhdctibh 824 B%h inleFfaddssi bl y

ot her conponents enabl i ng communi cati ons between the corporate LAN 806 and
one or NDgenBRIrlee6daYd & Afrefh8 VEMrdRidt 830N OpRIRicAI Bicbystéh IPFigag [3ost
described below with reference to the messages 833, 834 and 836.
The computer system 802 is, for example, a laptop, desktop or paimtop
computer system configured for connection to the WAN 804. Such a computer
15  system may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer
system 802 may be a network-connected computer system that, like the computer
‘ system 822 for example, accesses the WAN 804 through a LAN or other network.
Many modern mobile devices are enabled for connection to a WAN through various
infrastructure and gateway arrangements, so that the computer system 802 may also
20 be a mobile device.
The corporate LAN 806 is an illustrative example of a central, server-
based messaging system that has been enabled for wireless communications. The

corporate LAN 806 may be referred to as a “host system”, in that it hosts both a data

store 817 with mailboxes 819 for messages, as well as possibly further data stores
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5 systemis one or nore conputers at, with, or in association with which a
W rel ess connector systemis operating. The corporate LAN 806 is one

pr ef er r edwoermbothionent of a host system in which the host PEYatA®B00493 a
server computer running within a corporate network environnment operating
behind and protected by at |east one security comunications firewall 808.
Ot her possotishewokior ptier date itempsthahmay he sealdo phreceived figm raphile SEMEsS ser vi ce
provi der or mail systens. Although the desktop conputer system 824 and

i nt er f ac &16@mddiBpan@ e witgledseconpeeioesysiem S28eths witelass MPN Eyuderddg, wirel ess
communi cation operations may be simlar to those described below The

cor por at erpAdéildi) 6tHerpompemdrds emabling comsunicadions belween jha eap@2® LA as an
associ ated wi rel ess communi cati ons enabli ng conponent, which will nornally
be a sof tagarandosragorampreamsbife davicesafli anch81&nin rooresganeralvennes, edrgsbnent
built to work wth at | east one nmessage server 820. The w rel ess connector
syst em 82§stetn stk dromosecumpisters- siplvitls} erdniasbociatitn with whichandireless ecei ve
information from one or nore nobile devices 816 and 818, via one or nore

Wi r el ess pahBsoKsystR isop@ratihg., ThbeoR0rate LANSES inaeeefomed sybbdimed28 may be
a separate conponent of a nessaging system as shown in Fig. 8, or may

i nstead R PRGtisHblern, M whithi thelhost SEMas atsetvertbmputdriranning mithim @at i on
syst em conmponentS. For exanple, the nessage server 820 nay incorporate a

sof twar e RrQaRThetMdM BAAFINATENt VpefRIMBAsEHMd BB RoRblednyy bhikashvonel ess
connector system 828, portions thereof, or sone or all of its

functi Onaéeicbbﬁg confRuéatPRs A B 0BC BhAPSILAHS Gentidl RosmSSRA® iBEILUEr 820,

running on a conputer behind the firewall 808, acts as the nmain interface

for tfe qepPds ia‘hg biPePXERARIBrIIRES i Sail IsySleHdl NAIthd@ih erakREIRop! ect roni ¢

mai |, cal éndaring data, voice mail, electronic docunents, and other PIM

data wit b3, YN 88%m 8siEih fintdriBe/cBhRES 826 THE RABEAEHbaideBLEH REi at e

systems, wireless communication operations may be similar to those described
below.

The corporate LAN 806 impleﬁents the wireless connector system 828

15  as an associated wireless communications enabling component, which will normally

be a software program, a software application, or a software component built to work

| with at least one message server 820. The wireless connector system 828 is used to

send user-selected information to, and to receive information from, one or more

mobile devices 816 and 818, via one or more wirelessknetworks 812 and 814. The

20  wireless connector system 828 may be a separate component of a messaging

system, as shown in Fig. 8, or may instead be partially or entirely incorporated into

other communication system components. For example, the message server 820

may incorporate a software program, application, or component implementing the

wireless connector system 828, portions thereof, or some or all of its functionality.
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5 operations and conputers are dependent upon the specific type of nessage
delivery mechanisnms and networks via which nessages are exchanged, and

t her ef or ewbam@7962®©t been shown in Fig. 8. The functionali gTafAoBheosressage
server 820 may extend beyond nessage sendi ng and receiving, providing such
features as dynam c database storage for data |ike calendars, to-do lists,
task |ists, e-mail Thankssage dewvend?fl, aunning ond ¢usputebeehiad thedirewalbsage
servers such as 820 nornmally nmaintain a plurality of nmailboxes 819 in one
or nore @M8aacis as te rpaintintegadd for thercogznratiarsiorexblangegnessagas, dmludingn t he
server. The data store 817 includes mail boxes 819 for a nunmber ("n") of
user accdonhampiesieayesic madipcaladiabivg thia, vaiss agéd, electianic @Romehts, andient i fy a
15 user, a user account, a mailbox, or possibly another address associ ated
Wi th a usslier PINCdatemithas WY BDoxsush @s ths Irdemes salge pagiculpr mtdrmiesliate pi cal |y
stored in the corresponding mailbox 819. If a nessage is addressed to

nul ti @ e gperdtioheahd compaterslagtdepbndérmmpbn e spebifiatype pf wessHgetdetivesame
nessage may be stored to nore than one nmail box 819. Alternatively, the
message SREMRhistRdaitRyetfbMstiawiith Blegsagu)are bxcniriged arl ihetaghavel a data
store accessible to all of the users having an account on the nessage

server 87{y padd shdw i FigP®i Thefunefiorlityedt thél fidkbadecseriér s2mahay eabnd ent ' s
mai | box 819. In typical nessagi ng systens, each user then accesses his or

her  mai |RQ¥n@lledifel sendiel ERRT RcbiFINGY providiAg alich eblurSd tas SHEaNAS

M crosof t tl ook orr Lotus Notes, which normally operates on a PC, such as

t he deskt 7 0 i 8
connect eﬁ%@%ﬁgfl?%l\?e8g%r. dA tﬂ%%&%ﬁ?ﬁ?ﬁé@ggﬁ gﬁg%ﬁﬁfm’séﬁ em 822 is

i dé%ééi’g%@%bb\%.t he art will appreciate that a LAN

shown,in Fj o]
typi 0169 I yd:dggmeglta%%ﬂh%ﬁy top, notebook, and | aptop conputer systens.

ngcer m;gg?gi ng cl \RALGO MRy REACES ERR nBRhARCdint Br Pkt ke message
mailboxes 819 in one or more data stores such as 817 for each user having an
account on the server. The data store 817 includes mailboxes 819 for a number (“n”)
of user accounts. Messages received by the message server 820 that identify a
15 user, a user account, a mailbox, or possibly another address associated with a user,
| account or mailbox 819, as a message recipient is typically stored in the
corresponding mailbox 819. If a message is addressed to multiple recipients or a
distribution list, then copies of the same message may be stored to more than one
mailbox 819. Alternatively, the message server 820 may store a single copy of such
20 amessage in a data store accessible to all of the users having an account on the
message server 820, and store a pointer or other identifier in each recipient’s
mailbox 819. In typical messaging systems, each user then accesses his or her

mailbox 819 and its contents using a messaging client such as Microsoft Outlook or

Lotus Notes, which normally operates on a PC, such as the deskiop computer
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5 al though in sone systens, a nessaging client may enable direct access to
the data store 817 and a nmil box 819 stored thereon by the desktop
conput er wWQIBEMdR22. Messages may al so be downl oaded fr oCirhaodaes@s st or e
817 to a local data store on the desktop conputer system 822. Wthin the
corporate LAN 806, the wirel ess connector system 828 10 operates in

conj unct $ystemi 822, chanenied iy éhe bANeBOG 2 Athprgh WnPePRR JesIRR MU sy st em 828
may reside on the same conputer systemas the nmessage server 8@2 or may
i nst ead SestemyB2enisshewndn Fig. 8, fthegeeskilashinghe art Wil appraciaigfhaia bAN

I npl ementing the wireless connector system 828 may al so be partially or
enti rel ytypioallpgoriaind mamhdesidopramietnoks snd iaptapoompuier wystemss &£aBnnect or
system 828 and the 15 nmessage server 820 are preferably designed to

cooper at messagingtimnanomially abtesses henaibox Bi ditpraighithe mesaageoien@s 82le nobi | e
devices 816, 818. In such an installation, the wreless connector system
828 i§ pamicUghbh Yomosfstgmsea messaging clierh ovay@nable difest adosss txtbe data n one or
nore data stores associated with the corporate LAN 806 to one or nore of

t he nobi kpréeyy aas adidiboR B39 stdredtighredmby thar gemkidpecdmpdensyste082and vi a t he
20 WAN 804 and one of the wireless networks 812, 814. For exanple, a user

t hat has \icaBagecnuEphisebd deamizideti édnel datsiBieds 1 TioteHecalalata oreran 817 nay
al so have a nobile device, such as 816. As described above, nessages

recei vedylyqddkeop corasREesyBeini 822820 that identify a user, account, or
mai | box 819 are stored to a corresponding nail box 819 by the nessage

server 820. If a ugRhinhAg codrporhid EAN-30B, 2 OdkR48 GAnBEId! 64ASMOBRED3
devi ce, such as 816, nessages received by the nmessage server 820 and stored

to Lpe Usefaxss W%&é@%ﬂ%ﬁ%iﬁ{ e hifs8agd k¥naeBRo! eThdwircleswonabetos

connector system and sent to the user's nobile device 816. This type

ot A 8 FRIATEG TR soindBES B a5 nestagrprezo e
or may instead be implemented on a different computer system. Software
implementing the wireless connector system 828 may also be partially or entirely
integrated with the message server 820. Thé wireless connector system 828 and the

15 message server 820 are preferably designed to cooperate and interact to allow the
pushing of information to the mobile devices 816, 818. In such an installation, the
wireless connector system 828 is préferably configured to send information that is
stored in one or more data stores associated with the corporate LAN 806 to one or
more of the mobile devices 816, 818, through the corporate firewall 808 and via the

o0  WAN 804 and one of the wireless networks 812, 814. For example, a user that has
an account and associated mailbox 819 in the data store 817 may also have a
mobile device, such as 816. As described above, messages received by the

message server 820 that identify a user, account, or mailbox 819 are stored to a

corresponding mailbox 819 by the message server 820. If a user has a mobile
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5 instead enploy a "pull” technique, in which itens stored in a nmail box 819
are sent to a nobile device 816 or 818 responsive to a request or access
oper at i orwowd®7936 ng the nobil e device, or sone conbi nat iPCA/GN03oGHR

techni ques. The use of a wireless connector 828 thereby enabl es a nessagi ng
systemincluding a nessage server 820 to be extended so that each user's
mobi | e 18°ieRiSEiEh 83 816gMgssages seeaied hytheraessaonsedar820 gnd siesedi®ssage
server 820. Alqhouqh the systenms and met hods described herein are not

restri ct edhedisees Nailboxss1rspreiambly daiesind Byithe wirelasssoaracionsysfemsd?Sr i pti on

of push-based nessaging may be found in the United States Patent and

i ncor por ag@d seRt todhe usate Mebbe devitaisd 6. plilih typecdiflnelionakiy sepresgntslaess
friendly encodi ng, conpression and encryption 15 technique to deliver al

i nf or mat i Gwisho message Isendiegiteehniqurs Tdvef wirteleselopnasctendysigmt 828 maynpany
firewall 808 to include the nobile devices 816 and 818. As shown in Fig. 8,
t her e &r einsteadreamplpwna fullf tacheiguédn winiol iienfsatonediima mailbox8 10 anetsenttodevi ce
816, 818 fromthe corporate LAN 806. One possible information transfer

pat h i s tanumbijhdetiee h§ or 8 respomrsive tomre§lest uatcess operdion aladearsing 20 usi ng
an interface or connector 826. This path is useful for exanple for bulk

i nf or mat i the mplbik dsvicH, besope combmatioabf bothttectriquatsi on of a nobi | e device
816, 818 or periodically when a user of a nobile device 816, 818 is

wor ki ng at a conputide ustysft ®mirclest henhddioB8B8 tisrety asabilés aanagssgig system
822. For exanple, as described above, PIMdata is commonly exchanged over

a such a swwrmadidledinga messadd s¥e P82 &P ExtBRIELCAO a0 B4 Busesrerrabilepor t
connected to a cradle in or upon which a nobile device 816, 818 may be

pl acedy THevigd B3¢ BH 8 aRiENasdesd Mo FidredbiriesdfHesbsr Hectetshde 861568201 her
information from a desktop conputer system 822 to a nobile device 816,

818, i ncl MR \s9smsSaaibinbdk @eScribeael heraieark §i68 rastridiedis@slyRb iavat e
encryption or digital signature keys
push-based technique, a more detailed description of push-based messaging may
be found in the United Sfates Patent and incorporated by reference above. This
push technique uses a wireless friendly encoding, compression and encryption
15  technique to deliver all information to a mobile device, thus effectively extending the
company firewall 808 to include the mobile devices 816 and 818.

As shown in Fig. 8, there are several paths for exchanging information
with a mobile device 816, 818 from the corporate LAN 806. One possible
information transfer path is through the physical connection 824 such as a serial port,

20 using an interface or connector 826. This path is useful for example for bulk
information updates often performed at initialization of a mobile device 816, 818 or
periodically when a user of a mobile device 816, 818 is working at a combuter

system in the LAN 806, such as the computer system 822. For example, as

described above, PIM data is commonly exchanged over a such a connection as a
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5 associated wth the desktop conputer system 822, or other relatively

bul ky information such as digital certificates and CRLs. Private key
exchange weimg74be physi cal connection 824 and the conne®@CarCAvs/0d408erface
826 allows a user's desktop conputer system 822 and nobile device 816 or
818 to share at |east one identity for accessing all encrypted and/or |o

si gned mederial purkcannestesl tg@skadp irornenavhiely s mahilg 2ievisa @1Aobia aybei ce 816
or 818 «can also thereby share private keys so that either the host system
822 or t h@acesbiThe phyeicaloensadion 824 18ayalso %e ysedsio teansiar ethes sdermadioaddr essed
to the user's mail box or account on the nessage server 820. The transfer
of di gi t droro ardeskiopapepuiardySiRns822t0er mebitthdavigehgts, 848, indudiag plivatei s
desirable in that they represent a |large anmount of 15 the data that is
requi r ed degurity/KdybE privefe leayd”)osuvbraspprblate ekerypsacar digitalnsighedae. kes user' s
own digital certificate, a chain of digital certificates used to verify the
user' s daggbtiatedc auithi friec desktop nmbrapuBill systemw8RR, as ather relativedr bulkiycat es,
digital certificate chains and CRLs for other users, nmay be | oaded onto a

mobi | e demice@atidrbsudhlds digtandehtificalesand<CRIeskt op conputer system 822. This
| oadi ng of other user's digital certificates 20 and CRLs onto a nobile

device 816, 818 al PavateakdipbidrringeVisigy teephygica elopabetiinn824 aedtthei es or
users with whomthey m ght be exchangi ng secure nessages, and to pre- |oad

the bul kycdnnbeoratin@maes Bo6 hilews@bsdre déekiop@okipusrghstenpspesndahotsiennect i on
I nstead of over the air, thus saving tinme and w rel ess bandw dth when a

secure nNESRIPI6 &r SRER) Mthfle bf RBSOENE i@eﬁlﬁg%cc@@siﬁg@meﬁbﬂ?piredlaﬁ‘fﬁ_lcﬁr, or when
the status of a -50 WD 03/079626 PCT/ CA03/00403 digital certificate is to

be defger ndined) Raf efhisePRYe8kiofRbMpHRe Systémisobana thabilatibvice StesigIgcan al so
be avoi ded”where the systens and net hods descri bed herein are enployed. In
known " syaeiuiiinefddydhard Yifitd'ké Rl 3RatBheAdeHos B3Rt B22 8r the mobile
" device 816 or 818 can process secure messages addressed to the user’s mailbox or
account on the message server 820. The transfer of digital certificates and CRLs
over such a physical connection is desirable in that they represent a large amoﬁnt of
15  the data that is required for S/MIME, PGP and other public key security methods. A
user's own digital certificate, a chain of digital certificates used to verify the user’s
digital certificate, and a CRL, as well as digital certificates, digital certificate chains
and CRLs for other users, may be loaded onto a mobile device 816, 818 from the
user's deskiop computer system 822. This loading of other user’s digital certificates
20 and CRLs onto a mobile device 816, 818 allows a mobile device user to select other
entities or users with whom they might be exchanging secure messages, and to pre-
load the bulky information onto the mobile device through a physical connection

instead of over the air, thus saving time and wireless bandwidth when a secure

message is received from or to be sent to such other users, or when the status of a
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5 physical path has al so been used to transfer nmessages from nmail boxes 819
associated with a nessage server 820 to nobil e devices 816 and 818. Anot her
met hod f owodanzweexchange with the nobil e devices 816 and P8TIRA03/00403
over-the-air, through the wireless connector system 828 and using the

wi rel ess networks 812 and 814. As shown in Fig. 8, this could involve a
W r el ess digitald@itificate: ie to i88@eteirhinad haserthdronaorere fdilgo QRL8basedsfatus
alternatively, a traditional WAN connection to wireless infrastructure 810
t hat pr ocheels can dlsd e hesided wheresthersystems angi metheds desgrifediereingre as 814.
The Wreless VPN router 832 provides for creation of a VPN connection
directlyetployegh a specific wirel ess network 812 to a wireless device 816.
Such a Wreless VPN router 832 nay be used in conjunction with a 15 static
addr essi ng schene. InFriovax dsyichyonifation® type aliretessneessading Is¥stesisara | P- based
wi rel ess network, then |1 PV6 woul d provi de enough | P addresses to dedicate
an | Ps agﬂgﬁﬁﬁ bathelvey WisaDbédre uded i toetrdisfercmetsapesetiomomafienaese8¥d t hi n t he
network 812 and thus nake it possible to push information to a nobile

devi ce 8HasadiateBWithi dMesdagedrv@rapoad welilegreviots 836 agd®18i r el ess VPN rout er
832 is that it could be an off-the 20 shelf VPN conponent which woul d not
require wirel ess i ghéiAst inefHodrier 8310 exBhiife witio fHEesibbit deviyesi8E6 and CP/ | P or
UDP/ 1 P connection to deliver nessages directly to and froma nobile device

816. IT g1y 1’3%\%‘?%&5‘1'?«! fROUG 13 Rirkfest VonAB@ol abtem BoSmna Lding the a WAN
804, normally the Internet, is a commonly used connecti on nmechani smt hat

may be '\ﬁikles%&@é@g%_?_g%@M%éW% FigN®, 1AKeBURYint&Ioe Wi WRERSS

connector system 8 andl e the addressing of the nobile device 816

and ajgy %N?"rodés i @yvhitiis [AR8 HeuiGkisoBSor, Widmbvsly, i tadiidnavataNe 810 is

preferably use e Wwreless infrastructure 810 nmay al so determ ne a nost

. :el Y W doRhE&RNE WiRIdSs ifffadtAEitird BI0 Y SMdesSEH intdHite th 0RAE or HiRES as they

roam
wireless networks such as 814. The Wireless VPN router 832 provides for creation

of a VPN connection directly through a specific wireless network 812 to a wireless
device 816. Such a Wireless VPN router 832 may be used in conjunction with a
15  static addressing scheme. For example, if the wireless network 812 is an IP-based
wireless network, then IPV6 would provide enough IP addresses to dedicate an IP
address to every mobile device 816 configured to operate within the network 812 and
thus make it possible to push information to a mobile device 816 at any time. A
primar.y~ advantage of using a wireless VPN router 832 is that it could be an off-the-
20  shelf VPN component which would not require wireless infrastructure 810. A VPN
connection may use a TCP/IP or UDP/IP connection to deliver messages directly to

and from a mobile device 816.
If a wireless VPN router 832 is not available, then a link to a WAN 804,

normally the Internet, is a commonly used connection mechanism that may be
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5 between countries or networks. In wireless networks such as 812 and 814,
nmessages are normally delivered to and from nobil e devices via RF

t ransm sswong/079%e¢ ween base stations and the nobil e devi cesT/oaopbuoal i ty of
connections to wireless networks 812 and 814 may be provided, including,
for exanple, I1SDN, Frane Relay or T1 connections using the io TCP/IP

pr ot ocol emplyet lydig hiretess lsenneotesrsystem 38& T hendieshe addssiing @itheand 814
could represent distinct, unique and unrel ated networks, or they could

r epr esentnobile deviesr®1 Gancvamkother reijbifes ioterface functipess wirgless iniiastidctbigy of
different types of networks, including but not [imted to, data-centric

wi r el essgneisymreisably abes- TenwvireleswinfrakieggurerdiOmaslso dateraingl a mode net wor ks
t hat can support both voice and data 15 comruni cati ons over the sane or
simlar jikdly avieidsst neteorksfos Hozasing rey giventuses,eandiack iubers ashthey. roam some

i mpl enent ati ons, nore than one over-the-air information exchange mechani sm

may bg ppemicdpdchinttiéte of alcpwoms.e InANIr8RSEs reatwdikg. sudhf as 818xanthi8d4, t he
nobi | e devi ces 816 and 818 associated with users having mail boxes 20 819

associ at %s‘éﬁ?é‘s Aesiormatpddiveredntotdng fraps e slevices vig HF irarsnissibngured to
operate on different wireless networks 812 and 814. If the wrel ess network

812 suppgfdcen A48 siatessidnBe mdbRe dbtieeii rel ess VPN router 832 may be used
by the wreless connector system 828 to exchange data with any nobile

device 816 operatj r&ﬁtgfateoﬁﬂ&tmﬁgﬁi@ﬁaeg@hwdﬁkésa@aﬁdnewv'maqdms net wor k
814 may be a -52 03/079626 PCT/ CA03/00403 different type of wreless

net wor k, fincl 188 eS| VDB Frank W&y of TH bbhridttiosfasing fieor mat i on
is i nsteg xc’énncge ﬁ(\% th tdk?l‘zp nobi | e devi ce §y18 operating wt h?n t he

W relgss @/b@ﬁ@icg;kﬂué’écﬁth?m@%ﬂﬁ%ilmerﬁe@% THhe WibisS Adtvamies 8 feearvd 884 ess

I nfrastructure
could represent distinct, unique and unrelated networks, or they could represent the

same netWork in different countries, and may be any of different types of networks,
including but not limited to, data-centric wireless networks, voice-centric wireless
networks, and dual-mode networks that can support both voice and data

15 communications over the same or similar infrastructure, such as any of those
described above.

In some implementations, more than one over-the-air information
exchange mechanism may be provided in the corporate LAN 806. In Fig. 8 for
example, the mobile devices 816 and 818 associated with users having mailboxes

o0 819 associated with user accounts on the message server 820 are configured to
operate on different wireless networks 812 and 814. If the wireless network 812
supports IPv6 addressing, then the wireless VPN router 832 may be used by the
wireless connector system 828 to exchange data with any mobile device 816

operating within the wireless network 812. The wireless network 814 may be a
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5 Operation of the systemin Fig. 8 will now be described using an exanple
of an e-mail nessage 833 sent fromthe conputer system 802 and addressed
to at | eawD odf®ereci pi ent havi ng both an account and mai | PeX/@DI0e103 | | ke
data store associated with the nmessage server 820 and a nobile device 816
or 818. However, the e-mail nessage 833 is intended for illustrative

pur poses difergnt tyfiecof| wiralesshretyerko howevasr suoiassthg Mobiey neiwerdn Md¥cheen t he
corporate LAN 806 is preferably also enabled by the w reless connector
syst em 828se Mfrmationid inatesd Rycha®d Wirihe Mmahile dexice S wperatiag A 802 vi a
the WAN 804, may be fully in the clear, or signed with a digital signature
and/ or  ¢me wiplesd, nalwpindi 4 giaipocorrectigrate itheVIANTBR4E agidnifieswirRiess used. For
exanple, if 15 the conputer system 802 is enabled for secure nessagi ng

usi ng S/ MiMstruttaengtthe e-nmail nessage 833 may be signed, encrypted, or
both. E-mail messages such as 833 nornmally use traditional SMIP, RFC322
headess and M ME bogarapier to$ the sgistbimian Fige 8f witlmeiw b ddseribedraisingrarssage.
These techniques are all well known to one in the art. The e-mail nessage

833 arri \é%mgte 3P ahhe-nis Areesagee BB8 Isef? Bromiiie Bothpusr ndystsn i80Roanvhi ch
mai | boxes 819 the e-mail nessage 833 shoul d be stored. As described above,

a messageqRikzled@fo AthBast-oMeirkcipRRERAME IBR ameiccoet andemailboxd Sl a user
account, a mailbox identifier, or other type of identifier that is mapped

to a partisedidife AG6EHMd With RS FREdsayeservai ddoandtd Moblle dévies SEEer®JE. ser ver
820. For an e-mail nessage 833, recipients are typically -53 WO 03/079626

PCT/ CAO3/ r. thd @0 IniebsHgs 893 ¢ Mdrldeader MESRAIVE PUISSREIIJITH® a user
account and thus a mailbox 819. The w rel ess connector system 828 sends or

imt ;Lg{oz ' e&%@é&f%ﬁeﬁbﬁﬁ%t% é)rfr@?(]ﬁr\r‘}%r‘t#? ﬁ%@ve‘éh il dorp6Ritd BAN 8086 préRirgdly ed dat a
also enabled by the wireless connector system 828.

The e-mail message 833, sent from the computer system 802 via the
WAN 804, may be fully in the clear, or signed with a digital signature and/or
encrypted, depending upon the particular messaging scheme used. For example, if

15  the computer system 802 is enabled for secure messaging using S/MIME, then the
e-mail message 833 may be signed, encrypted, or both.

E-mail messages such as 833 normally use traditional SMTP, RFC822
headers and MIME body parts to define the format of the e-mail message. These
techniques are all well known to one in the art. The e-mail message 833 arrives at

20 the message server 820, which determines into which mailboxes 819 the e-mail
message 833 should be stored. As described above, a message such as the e-mail
message 833 may include a user name, a user account, a mailbox identifier, or other

type of identifier that is mapped to a particular account or associated mailbox 819 by

the message server 820. For an e-mail message 833, recipients are typically
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5 corporate LAN 806 to the user's nobile device 816 or 818, preferably upon
detecting that one or nore triggering events has occurred. A triggering
event i ncwode®79ébut is not limted to, one or nore of thecCiaAGHI405:
screen saver activation at a user's networked conputer system 822,

di sconnection. of the user's nobile device.816 or 818 fromt i nterface
826, or Rt WiNG, cxRadeSsht SPIEHSIdRI 8 vast TEoBToRAd TS T8 Lot he
host systemto start sending one or nore nmessages stored at the host
system TRAPOXG® wirel ess connector system 828 may detect triggering
events associated_wth Ehe nessage server 820, such as receipt of a
command, or with o8¢ velesscanpest yﬁ?ﬂ“%@%ﬁ@d—ﬁ”@@@éﬁrﬁ"%" O WirelgSSudi ng t he
screen saver and disconnection events described above. Wen wrel ess
access t oNRIWPRGE R @ &4t eertad usss-selaqiis] dada deps Geparisolsiata tema femyeen
activated at the LAN 806, for exanple when the wreless connector system
828 deft ecPerate AN 806 tnihe Ugersmpbiiqgruica R 685818, Breferably wp deleqtiagi ce user,
data itens selected by the user are preferably sent to the user's nobile
devi ce. |hat ore exanais tHgggringrRyeatshas oogpledgd taaRring Syemt ingjudes bubis
triggering event has been detected, the arrival of the nessage 833 at the
message srotviEnitegR®, 20eix reteeet e ipjlowing: gtreen severcasiivetionat gyidresm 828.

This may be acconplished, for exanple, by nonitoring or querying mail boxes
819 assocnetvetkedicomputer syelepn8R?2, dissoneect®p®f the Ysers nohilerdeyicadd 6sur ver 820
is a Mcrosoft Exchange server, then the wreless connector system 828 may
regi st er 88 fradihes inteface826r onredeipt diya cdremaml seriswim akexslagierige 361 i cat i on
Programm ng Interface (MAPI) to thereby receive -54 WD 03/079626

PCT/ CAD3/ &@B1@3o tehodtisgstemdo stashsandingene orescragecssages sioeat] dtdhahosti | box
819. When a data itemsuch as the e-mail nessage 833 is to be sent to a
mobi | e desiisten 8 Thuay tHilWirelbbe conhmedt@ssystem 828t may sigkice iridd2dng eebrisabl y
repackages the data itemin a manner that is transparent to the nobile
devi ce 8lgssptiatelBwittsibeinigisage server 820, such as receipt of a command, or with one

or more networked computer systems 822, including the screen saver and
disconnection events described above. When wireless access to corporate data for
15 a mobile device 816 or 818 has been activated at the LAN 806, for example when
the wireless connector system 828 détects the occurrence of a triggering event for a
mobile device user, data items selected by the user are preferably sent to the user’s
mobile device. In th.e example of the e-mail message 833, assuming that a triggering
event has been detected, the arrival of the message 833 at the message server 820
20 s detected by the wireless connector system 828. This may be accomplished, for
example, by monitoring or querying mailboxes 819 associated with the message
server 820, or, if the message server 820 is a Microsoft Exchange server, then the
wireless connector system 828 may register for advise syncs provided by the

Microsoft Messaging Application Programming Interface (MAPI) to thereby receive
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5 information sent to and received by the nobile device 816 or 818 appears
simlar to the information as stored on and accessi ble at the host system
LAN 806 iwoOmBg7968 One preferred repackagi ng net hod i ncl RdELCAWB/aPOS Ng
recei ved nessages to be sent via a wireless network 812 or 814 in an

el ectroni c envel ope that corresponds to the wreless network address of

t he nobi hetifitetioreewBdbamewah8sdageihsiored toca medlsew®19.s to 1o be sent.

Al ternatively, other repackagi ng nmethods could be used, such as speci al -
pur pose TCP/ | P w aphemg data hemauels as Sz b-maibmeksagerBp3os & be aentitod so
results in e- mail messages sent froma nobile device 816 or 818 appearing
to cone frobie devic®81&oIBIE] thegviludeds copatetor systan 828 prefemblyliepacBageseven

t hough they are conposed and sent froma nobile device. A user of a nobile
devi ce 8{fe dita R iMBYndriner Blayis ansidrentto el mobitedevice &li6misd8esathal  addr ess
bet ween a host system account or nmail box 819 and the nobil e device.

Repackagirémdtioh Renero i re 8B eSAEEhS Foliile denide 815@d 848 af3darasithiBBth
Repackagi ng techniques may be simlar for any available transfer paths or

may be H%Qﬁmﬁl%or‘\‘ag'@tdr@@oﬁ@hﬁ lagbdsdiblé bemsfiist Hatdm, BANIBOE in Fig. 81 r el ess

infrastructure 810 or 20 the wireless VPN router 832. For exanple, the
e-mai | 833 risadREShE IO inEI08BY RRPPHgAEEEIRIITvagEs todieident bef or e
or after beﬁgfereperlc'ﬁaageg gt 834, to thga?gbg provi de for secure transfer

to the nmphil & geul f \Agt\n%h?m%Pﬁﬁﬁ%h%dt%i&@ﬁelddéﬂhm&dusﬁew red to

send t he nessage, ereas encryption ensures confidentiality of any
8378?822&%1&%%@%8%5%%@5 e e R e el e e via a
VPN r §ﬁ s%ﬁf A ’[I\%rv \‘)ﬂféﬁ rep%ﬁ?gﬁlﬁ%ut er@dé%dwi b&08&d, Bh@l‘iias spéria- a VPN

conne ablls I's i nherently secure.

\eSsages Pagfpgghggpg%wﬁa@@wgﬁg FRL: SUirrePhtRing (RBRFHR isSiosbngie. i 1 el ess

connect o con3|
mail messages sent from a moblle device 816 or 818 appearing to come from a

corresponding host system account or mailbox 819 even though they are composed
and sent from a mobile device. A user of a mobile device 816 or 818 may thereby
15  effectively share a single e-mail address between a host system account or mailbox
819 and the mobile device.
Repackaging of the e-mail message 833 is indicated at 834 and 836.
Repackaging techniques may be similar for any available transfer paths or may be
dependent upon the particular transfer path, either the wireless infrastructure 810 or
o0 the wireless VPN router 832. For example, the e-mail message 833 is preferably
compressed and encrypted, either before or after being repackaged at 834, to
thereby provide for secure transfer to the mobile device 818. Compression reduces
the bandwidth required to send the message, whereas encryption ensures

confidentiality of any messages or other information sent to the mobile devices 816

-55-



5 standard VPN tunnel or a VPN-like connection, for exanple, or the VPN
router 832, to nobile devices 816 and 818. Accessing nessages using a

nobi | e dewD®a/0@b8 or 818 is thus no | ess secure than accesIiaag3neiod boxes
at the LAN 806 using the desktop conputer system 822. Wen a repackaged
message 834 or 836 arrives at a nobile device 10 816 or 818, via the

Wi r el ess andfg18st Ineontrast, gnassages irpasfered Wiar & VED rapter 832, might @ty be t he

mobi | e device 816 or 818 renobves the outer el ectronic envel ope fromthe

r epackagedmpesssad angi3atencaPiad, sintepe VP ¢anngaijon @%f@bhfé@ddydgﬁrﬁ’rpé\ési on and
decryption operations. Messages sent froma nobile device 816 or 818 and
addr essedotiter 682 i inheperdlyrsecus. eMessages aedherelly| secotely Bant yiareifhgt kaged,
and 15 possi bly conpressed and encrypted, and sent to a host system such as
the LAN e&B@fyptidinet ihestirdysst emneelpr systemB@Bpwbichimayxbe considered ampat ope from
the repackaged nessage, decrypt and deconpress the nessage if desired, and
rout es t hgaridass e ttond!loe a AtRN-tiss exhneetio farmexamphe or ther Vigd sdutexf832si ng an
outer envelope is to nmaintain at |east sone of 20 the addressing

i nf or mat iteMdbile UbEices 896 and 8¢8.NAttessRgIREBafEsusiAy amlgle dehiee 846 er
envel ope used to route information to nobile devices 816, 818 is addressed

using a gigtwakls Agde&sSedire Agn atcatBing mallbdxes de\the AN 80& usingehe envel ope
preferably encapsulates the entire original e-mail message 833, including

at | east dqgggtogqgﬁmr sRhtlgomossi bly in conpressed and/or encrypted form
This allows original "To", -56 WO 03/079626 PCT/ CA03/00403 "Fronm' and

"CC' addresses of {\Hynes BHackaRSSMBSsaRBIorB3aABIREaRES NYdbile detiee out er

envel ope is renoved and the nmessage is displayed on a nobile device 816 or

818. .the dRPGHIBIIIRINE WHRIeR ifiNistreRty 8 1® % IBERelrdissOAb Il YOI ETBIX)
addr esse recipients, wwth the "Front' field reflecting an address of the

mobi | e dgyLGRoBIREHevice 816 or 818 removes the outer electronic envelope from the

repackaged message 834 or 836, and performs any required decompression and

decryption operations. Messages sent from a mobile device 816 or 818 and

addressed to one or more recipients are preferably similarly repackaged, and

15  possibly compressed and encrypted, and sent to a host system such as the LAN

806. The host system may then remove the electronic envelope from the

repackaged message, decrypt and decompress the message if desired, and route

the message to the addressed recipients.

Another goal of using an outer envelope is to maintain at least some of

20 the addressing information in the original e-mail message 833. Although the outer

envelope used to route information to mobile devices 816, 818 is addressed using a

network address of one or more mobile devices, the outer envelope preferably

encapsulates the entire original e-mail message 833, including at least one address

field, possibly in compressed and/or encrypted form. This allows original “To”",

-56 -



5 account or mail box on the host system when the outer envel ope of a
repackaged outgoing nessage sent froma nobile device is renbved by the

Wi rel ess worneTieé system 828. Using the user's account ®CTra0BoOGN3address
fromthe nobile device 816 or 818 allows a nessage sent froma nobile
device to appear as though the nessage originated fromthe user's mail box
819 or adiiomitansk “GQieaddeases pé thavemailyapssags §334R hendispigyed whaeWice. Fig. 9
is a block diagram of an alternative communication system in_which

Wi r el ess outenennélope isTamoredard iis reessageds dispipyerten a Bbieidgyied 8P Ph an
operator of a wireless network. As shown in Fig. 9, the systemincludes a
conput er 818y sFrentep@zkagitig\aiBo 4llows aeplpsnessagenio Be telivriad 4@ agdissser a
security firewall 808, 15 network operator infrastructure 840, a wreless
net wor k- 8ddipientsd withihé &Frdeifietss redleatingaanl agdm:ss T éhe abile stevisy $15ehs 802, t he
WAN 804, the security firewall 808, the nessage server 820, the data store
817, the agBbl@xesailBde on anel hbstesysteln, whendhe 8Btr eavelopalof naepackhpgd t he sane
as the simlarly-1labelled conponents in Fig. 8 However, since the VPN
router SPprgaTRESAjessenirom d heblie tewickisapmoaedby thef wisalessummnneeto0 840, it
need not necessarily be a wireless VPN router in the systemof Fig. 9. The

net wor k %?@treﬂ{ 8r8.i UEing3hé uséty acdddnt enabiiesx addredsefsamiting omobié devicexchange
bet ween he LAN 807 and the nobile devices 813 and 815, respectively

associ at gf gWrtdy g HRwsEMREERie Soth i adridbirndbvite2oappeanas trpuighdhé o oper at e
within the wreless network 811. In the LAN 807, a plurality of desktop

CONpUL er AYSLBEDrighAteANfNSHe usePd miib &3 T HERE0NEE FANILAYSRM ratfee_Shown,

each having a phySical connection 846 or 856 to an interface or connector
848 0y 838an hetnbBiEdsvideonnect or system 844 or 854 is operating on or in

conjunction wth each conputer system 842 and 852. The w rel ess connector
systems 844 and 85¢26§s §igdkdiadrant Searaifh&R@ communication system, in
which wireless communications are enabled by a component associated with an
operator of a wireless network. As shown in Fig. 9, the system includes a computer
system 802, WAN 804, a corporate LAN 807 located behind a security firewalil 808,
15 network operator infrastructure 840, a wireless network 811, and mobile devices 813
| and 815. The computer system 802, the WAN 804, the security firewall 808, the
message server 820, the data store 817, the mailboxes 819, and the VPN router 835
are substantially tﬁe same as the similarly-labelled components in Fig. 8. However,
since the VPN router 835 communicates with the network operator infrastructure
20 840, it need not necessarily be a wireless VPN router in the system of Fig. 9. The
network operator infrastructure 840 enables wireless information exchange between
the LAN 807 and the mobile devices 813 énd 815, respectively associated with the

computer systems 842 and 852 and configured to operate within the wireless

network 811. Inthe LAN 807, a plurality of desktop computer systems 842 and 852
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5 connector system 828 descri bed above, in that they enable data itens,
such as e- mail nessages and other itens that are stored in mail boxes 819,
and possiwbDy3gzd6a6 itens stored in a | ocal or network dat®CTtaneg/p0408 be
sent fromthe LAN 807 to one or nore of the nobile devices 813 and 815. In
Fig. 9 however, the network operator infrastructure 840 provides an

i nt er f acardehowen eatie havinigl 2 physicalecorsEgtiom B4816r 866 dacan Kéerfamq 807. As
above, operation of the systemshown in Fig. 9 is described belowin the
cont ext @bneettar-84s dr 858s dagieeless cannettbusyisiem B¢ é oeRodhisioperdting oa®r & i t em
that may be sent to a nobile device 813 or 815. Wen an e-mail nessage 833,
addr essedohjanciivh With eacrecormpitpi ®ystesm 8daand@52n account on the message
server 820, is received by the nmessage server 15 820, the nessage, or
possi bly a poi nt erTh@whelgssighrmeciopyystéms 844 ans85ire sintlaet thewielesst r al

mai | box or data store, is stored in the mail box 819 of each such recipient.

Once the cenAd@dtbr $R SR 828 3BBCriedriont ah thatdhdeemalsié datdtents, aucheas box 819, it
may preferably be accessed using a nobile device 813 or 815. In the

exanpl e $haMhesdhgeEiabid ctherlitBMsehdtriré stRssiagraibdRes 859, keepoasitlyaated to the
mai | boxes 819 associated 20 with both desktop conputer systens 842 and 852

and t hus jgishsiereBiin 8 ItaY besswBAGat@Bdrd 16 beAent fieaehs kANISRW to onébe art wil |
appreci ate, conmuni cation network protocols conmonly used in wired

net works 54ehy ae Hb%fléﬁbbié@g a%ﬂgﬁ@mhﬂ; MBND HEQAVAY, Sha1stwaHk dpiphter or

conpatible wwth wreless network communi cati on protocols -58 WD 03/079626

PCT] CAO3H (040 e 8o Mrdibds M Rt HRARUEH ltfe B asvidblatdad gxanpl e,

comuni cat1 on bandw protocol overhead, and network | atency, which are

ﬂ]i TRY GAGRE ﬁ‘_f}é\l soM Aﬁ%\tﬁé\zel, ggﬁfa;f)eﬁ ot Rirk 3hbRAH Fi8! § i @sseribb@ni fi cant

w red netwo Whi ¢ ave ch higher capacity and speed

than w rgl eSFiMRLWBAES: of SHS-HidfhessTB8 ials%nqlﬁ.}éitl‘éﬁ% example of a data item
that may be sent to a mobile device 813 or 815.

When an e-mail message 833, addressed to one or more recipients

having an account on the message server 820, is received by the message server

15 820, the message, or possibly a pointer to a single copy of the message stored in a

central mailbox or data store, is stored in the mailbox 819 of each such recipient.

Once the e-mail message 833 or pointer has been stored to a mailbox 819, it may

preferably be accessed using a mobile device 813 or 815. In the example shown in

Fig. 9, the e-mail message 833 has been addressed to the mailboxes 819 e{ssociated

20  with both desktop computer systems 842 and 852 and thus both mobile devices 813

and 815.
As those skilled in the art will appreciate, communication network
protocols commonly used in wired networks such as the LAN 807 and/or the WAN

804 are not suitable or compatible with wireless network communication protocols
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5 813 and 815 cannot normal |y access the data store 817 directly. The
network operator infrastructure 840 provides a bridge between the wreless
net wor k 8X0 oanme2¢ he LAN 807. The networ k operator infrasPCratAese00840

enabl es a nobil e device 813 or 815 to establish a connection to the LAN
807 through the WAN 804, and may, for 1o exanple, be operated by an
oper at or uskedwitbinwirei¢ssyetwerkesuth 181 1o Forea@RIe.conshwicaieon bardwidiy ovi des

Wi rel ess comuni cation service for nobile devices 813 and 815. In a

pul | - bas quioysit @myheadyeindl reetderk latengy,3which 816 PEptadh CORERIBS i WiFeladtini cat i on
session with the network operator infrastructure 840 using a wrel ess

net wor k amtperkicomenwrications,cae less signiiieant in pired setisirys, svhickdypieallybaeere such as
15 Wrel ess Transport Layer Security (WLS) when information should renain
conf i dentradh higitst capatityedneispees tham wiveless retwdrkas Therdiare) restsieAlepices at i on
Protocol (WAP) browser. A user then requests, through manual selection or

pre- sg) ecg@dandi el 8WahRol Roixdly sfcesmtie datai doreg817 dirbellynobhé eetterk ce, any
or all information, or just new information, for exanple, stored in a

mai | box &fratdr ihfrgstelaigre B40pEoRdds @bridgedctledrNeddidlestmetwark 80t kndper at or
infrastructure 840 establishes a connection or session with a wireless

connect oriheYaNegnB844, 854, using Secure Hypertext Transfer Protocol
(HTTPS), for exanple, if no session has already been established. As

above, a session behyRERNOHEHERGIOVRIrkstRRRIABA0 ehdblsSsnbbild deviceBB ornda
W rel ess connector system 844 or 854 may be made via a typical WAN

connect i 038\5% dsbiheq A COhﬁgctWR B3hO T AR 7RETIUGHARE QPARB04L Bied MR, foput er 835
apl e.

if avail When time del ays between receiving a request froma nobile

devi cg, 813 Mnid 1o gaerag&d bg%i aeera&mtmﬁ@qvi.ié@s@rﬁa&mnsbﬁ@k at serlibe devi ce

are to be mnimze the network operator infrastructure 840 and the

‘é“;) :n(?rluﬁis (S: a;glfé@ﬁ@rel‘ﬁﬁ%ro%ﬁﬁg RIR&boudiodionaenite fof MdiiE'dRYice® st Hahd a
815. In a pull-based system, a mobile device 813 or 815 establishes a
communication session with the network operator infrastructure 840 using a wireless
network compatible communication scheme, preferably a secure scheme such as

15  Wireless Transport Layer Security (WTLS) when information should remain
confidential, and a wireless web browser such as é Wireless Application Protocol
(WAP) browser. A user then requests, through manual selection or pre-selected
defaults in the softwére residing in the mobile device, any or all information, or just
new information, for example, stored in a mailbox 819 in the data store 817 at the

20 LAN 807. The network operator infrastructure 840 establishes a connection or
session with a wireless connector system 844, 854, using Secure Hypertext Transfer
Protocol (HTTPS), for example, if no session has already been established. As

above, a session between the network operator infrastructure 840 and'a wireless

connector system 844 or 854 may be made via a typical WAN connection or through
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5 connection remai ns open once established. In the systemof Fig. 9,
requests originating fromnobile device A 813 and B 815 would be sent to

t he wirelwelsomwnect or systens 844 and 854, respectivel yPCUOmve3veo2i vi ng a
request for information fromthe network operator infrastructure 840, a

wi rel ess connector system 844 or 854 retrieves requested 1o information
froma dathavﬁl\brp@terﬁéﬁ if eMailableyaiVhentige gtays betwaandegeiviag asequeshifeBt or
system 844 or 854 retrieves the e-mail nessage 833 fromthe appropriate

mai | box BmMobile deviexd130ndiSangdeliveringregregied infermatiop dagk e idevieenj unct i on
with the conputer system 842 or 852, which may access a nail box 819 either
vi a t he rayestagle seinimized, 8he netwaikr erarpipr inrasiiugtre \Bd0yandh the mireless
connector system 844 or 854 may be 15 configured to access mail boxes 819
itsel f, dianaecioy systetrisr 8ddylantdh8bsmayabe configged P that A sommutricatiodat a
stores, both network data stores simlar to the data store 817 and | ocal
dat a &t oreémnastmricaiaint epanhoreactstaiisped.er system 842 and 852, nay be
accessible to a wirel ess connector system 844 or 854, and thus to a nobile
device 813 or 815In {h@ sy$tetrhef Fig.rqiréquestssaiginaiag from mddiledsdck A@18he
nmessage server accounts or nail boxes 819 associated with both conputer

systens &t 8181850t che dent ¢@h8hdirclest Bdbdnedtdresydidvas e84hiahdn@sgage 833
is sent to the network operator infrastructure 840 as shown at 860 and

862, whi claspésivelyedsorareeoivingad rddueseforiifbrmaieasage theonemoik opdratee devi ce
813 and 815, as indicated at 864 and 866. -60 WD 03/079626 PCT/ CA03/ 00403

| nf or mat i iaftasteuchiraNe40e i Rilelosd vBRedthiesystdrR| S2aSoIC8m esttievesSksjues®ed844 and
854 and the network operator infrastructure 840 via either a connection to

the WAN Sftbration 6m\id4th 8t6r8 F8Phe sIHAI nid3sadesaM e RREI8S B6nnector
infrastructure 840 communicates wth the wirel ess connector systens 844
and 854 agididh844RPBES rélfNiEaRe 8lRaifRdssage 833 from the appropriate mailbox
819, typically through a messaging client operating in conjunction with the computer
system 842 or 852, which may access a mailbox 819 either via the message server
820 or directly. Alternatively, a wireless connector system 844 or 854 may be
15  configured to access mailboxes 819 itself, directly or through the message server
820. Also, other data stores, both network data stores similar to the data store 817
and local data stores associated with each computer system 842 and 852, may be
accessible to a wireless connector system 844 or 854, and thus to a mobile device
813 or 815.
20 If the e-mail message 833 is addressed to the message server
accounts or mailboxes 819 associated with both computer systems 842 and 852 and
devices 813 and 815, then the e-mail message 833 is sent to the network operator

infrastructure 840 as shown at 860 and 862, which then sends a copy of the e-mail

message to each mobile device 813 and 815, as indicated at 864 and 866.
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5 815 via different protocols, translation operations may be perforned by
the network operator infrastructure 840. Repackagi ng techni ques nay al so
be used bwOwaemeehe W reless connector systens 844 and 8PETAM®3INOMO3 net wor k
operator infrastructure 840, and between each nobile device 813 and 815
and the network operator infrastructure 840. 10 Messages or ot her

i nf or mat ilnformatidyes fransfefred betvaepiihe wirdless eenree®rsystesd4drpd Bed pRdcessed in
a simlar manner, with such information first being transferred froma
nmobi | e deaivé netwditid operaBirSnfrastiuniire 84 Qwiskeithee aaoonestivnrtadhe WANIBE4 0840. The
networ k operator infrastructure 840 then sends the information to a

Wi r el ess tisoNPdCloater 8BSt eMh@dthearet8&ik dperatet infrasteudturesB4@edonwnicaies and
delivery to 15 any addressed recipients by the nessage server 820, for
exanpl e, with thewireldssaonatctoebystans B44and 1864 iantidheatabile deviceh813dad essed

reci pients. The above description of the systemin Fig. 9 relates to

pul | - lBasex 5 vipeiffatan® protoddls; tiahsletiessparativresohay be pstfemmedds/thandtvBsd and t he
network operator infrastructure may instead be configured to push data

i tems to gyeRitbeinfestiase®hd. Repacidghbiechhiqeshhactspbsiyapibetweyrshem i s al so
possi bl e. For exanple, a notification of a new nmessage or a list of data

items cungigiddsycsrinetRd sgﬁemsmaarﬁi 854 ol thd Aelwdirk ofbratardnfraktivetpeshed to a
nobi | e device 813 or 815, which may then be used to request nessages or

dat a it ergaof AW pdiRebANaRAmYbi HERCEBHBOAN 8PS adOhe hatbksoperatodr e 840.
-61 WD 037079626 PCT/ CA03/ 00403 If nobile devices associated with user

account s ;o dihen 84807 are configured to operate within different wireless
net wor ks, then each wrel ess network may have an associated w rel ess

eI oLy 251 LM ROl BH oL 4ol RS
815 may be processed in a similar manner, with such information first being
transferred from a mobile device 813 or 815 to the network operator infrastructure
840. The network operator infrastructure 840 then sends the information to a
wireless connector system 844 or 854 for storage in a mailbox 819 and delivery to
15 any addressed recipients by the message server 820, for example, or may
alternatively deliver the information to the addressed recipients.

The above description of the system in Fig. 9 relates to pull-based
operations. The wireless connector systems 844 and 854 and the network operator
infrastructure may instead be configured to push data items to mobile devices 813

o0 and 815. A combined push/pull system is also possible. For example, a notification
of a new message or a list of data items currently stored in a data store at the LAN
807 could be pushed to a mobile device 813 or 815, which may then be used to

request messages or data items from the LAN 807 via the network operator

infrastructure 840.
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5 are shown for each conputer system 842 and 852 in the systemof Fig. 9,
one or nore of the wireless connector systens 844 and 854 is preferably
conf i gur ewotos/07wREr at e i n conjunction with nore than one @eCTida@3000put er
systens 842 and 852, or to access a data store or nmail box 819 associ at ed
wi th nore than one conputer system For exanple, the w rel ess connector

system 844 may be #rapkilegdericassasspgiated WiHbUsR{ACEoYS 0ntbe 4 48R07aared wi t h
both the conputer system 842 and the conputer system 852. Requests for
dat a i t en@orfligER0&P heratewilhin diftesentyvdreless netwerks thameaghavirglessneiverkessed by
the wirel ess connector system 844. This configuration is useful to enable
wirel ess @ayhewe saessepiated wiksiasstnedworkinfesirugivie eompematisinigsie 843 813  and
815 without requiring a desktop conputer system 842 and 852 to be running
for 15 each nobi | e Altbouglesepssate, dedidated wiselessmonpector sysiannedddand 854st ead be
i npl emented in conjunction with the nessage server 820 to enable wreless
comung caaiecsown B gachLomputar bysiel 8fi2cande®din thasystem aof Figr faineva

comuni cati on system The systemincludes a conputer system 802, WAN 804, a
cor por at emoANof B@wirelesd echrisetorraystense84d ahg 854 rie \padfera®fBcordigueticies s
gateway 880, a data store 882, 20 wireless networks 884 and 886, and

mobi | e degparate iB86njanctioBSMith mbre thanpné of the yempoted 8istemsS842ANABB2, ort he
security firewall 808, the nessage server 820, the data store 817, the

mai | boxesto8d&esé aedaia Btdreporonaibixed 15 ssdoeimidi? Rith trierepthyis ionel conputgrect i on
824, the interface or connector 826 and the VPN router 835 are

subst ant i gfdiem! Per H@MHIGIhE Micless oM RIN sPgeRBIAANENbS geetst ddeesk iabove. The
-62 WO 03/079626 PCT/ CA03/ 00403 access gateway 880 and data store 882

provi ge MpirhflbdRyd §EPastdBiatdtiwlPBothithdlcorisRersystem 832 and iy Bonsdudsred at t he

LAN 809. In Fig. 10, a wireless connector system 878 operates on or in
conj unct i gysieih 8B2t RRGIBSIS fsreiate A6 feALeithl h{tBHE edickiar el RSB srpa@ect or

system may i nstead operate on or in conjunction with one or nore desktop

then processed by the wireless connector system 844. This configuration is useful to

enable wireless communications between the LAN 807 and the mobile devices 813

and 815 without requiring a desktop computer system 842 and 852 to be running for

15  each mobile device user. A wireless connector system may instead be implemented
in conjunction with the message server 820 to enable wireless communications.

Fig. 10 is a block diagram of another alternative communication

system. The system includes a computer system 802, WAN 804, a corporate LAN

809 located behind a security firewall 808, an access gateway 880, a data store 882,

20 wireless networks 884 and 886, and mobile devices 888 and 890. The computer

system 802, the WAN 804, the security firewall 808, the message server 820, the

data store 817, the mailboxes 819, the desktop computer system 822, the physical

connection 824, the interface or connector 826 and the VPN router 835 are

substantially the same as the corresponding components described above. The
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5 conputer systens 822 in the LAN 809. The wirel ess connector system 878
provides for transfer of data itens stored at the LAN 809 to one or nore
of the nowDlog/othe2é ces 888 and 890. These data itens pref @cahiapsionosude
e-mai |l messages stored in nmail boxes 819 in the data store 817, as well as
possi bly other items stored in the data store 817 or another io network
data st omecess gatbwayB8eanc dstacsterends2prouidpunelilegipyicemBs8andf90apith  As
descri bed above, an e-mail nessage 833 addressed to one or nore recipients
havi ng amceessdonataitentssiomedsd tipd Al BORr IndZg. 18n 8 wirelpsh ¢eanegjorsysiemessage
server 820 are stored into the mail box 819 of each such recipient. In the
syst em ofg7Bioperal€s ot beinersnjanciidn wittt theswansagg server 830 alihdyghrawireless ni | ar
structure to, 15 and renmins synchronized with, the data store 817. PIM

i nf or mat iconnedtocsstens tnay dbtesat opdedte onton mecoBR@ciorafit ariel or mae deslkdprendent | y
nodifiable to the PIMinformation or data stored at the host system In

this par tcofipuedr systefriscBazah itenl ANIg99L ndependent |y nodifiabl e information at
the external data store 882 nay nmintain synchronization of a plurality of

data stores associ Fhedirslesdicenriest system 878dabudesfoatramdfet of ddtviteres data 20
on a personal conputer at hone, data at the corporate LAN, etc.). This

synchr oniggsbH @R tHERYARB08a6 @A dr $h@d of ity mobaebdced 88 and 8apdahese sent to
the data store 882 by the wi reless connector system 878 at certain tine

i nt er val 45t28&Hs bldTBrabRNn@hdd ¥-rdll thBssadRt dicb@rem&ilbbxes 8addetheatatg hanged,
at certain tinmes of day, or when initiated at the LAN 809, by the nessage

server 8 r LR Phemaistore@h WO di34 Q1696 867 e bhewes/ 00403
t he dat a%g?%rsg%%gwgra%p%o}é%ﬁ?%%y amm)bc}r?e devi ce 888 or 890 through the

oot <SRRI Jork 4 eaRaag she b8 chn il spmsiienSade o ocam! g an
I's received indi cahggebdidld above, an e-mail message 833 addressed to one or more
recipients having an account on the message server 820 and received by the
message server 820 are stored into the mailbox 819 of each such recipient. In the
system of Fig. 10, the external data store 882 preferably has a similar structure o,
15  and remains synchronized with, the data store 817. PIM information or data stored
at data store 882 preferably is independently modifiable to the PIM information or
data stored at the host system. In this particular configuration, the independently
modifiable information at the external data store 882 may maintain synchronization of
a plurality of data stores associated with a user (i.e., data on a mobile device, data
20 on a personal computer at home, data at the corporate LAN, etc.). This
synchronization may be accomplished, for example, through updates sent to the data
store 882 by the wireless connector system 878 at certain time intervals, each time

an entry in the data store 817 is added or changed, at certain times of day, or when

initiated at the LAN 809, by the message server 820 or a computer system 822, at
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5 the nessage 833 has been stored in a certain mailbox 819 in the store
817, and a copy of the e-nail nessage is stored to a correspondi ng storage
area in tweodarm26 store 882. Wien the e-nail nmessage 833 Ira3/teno®sored in
the mai |l boxes 819 corresponding to the nobil e devices 888 and 890, one or
nore copies of the e-mail nessage, indicated at 892 and 894 in Fig. 10,
will be semtatecstaredB82, or @assiblylby aopbis geyies 888 or 8Paduodgieke afcedRi | boxes
in the data store 882. As shown, updates or copies of stored information
in the dgatkeveayod80.817 nmay be sent to the data store 882 via a connection
to the WAN 804 or the VPN router 835. For exanple, the wreless connector
system 878 may posin thpdasesf the esnailreessage@38aior exampleaan epdsie sentio n t he
data store 882 via an HTTP post request. Alternatively, a secure protocol
such 15 ake HHiARDres8Sconredintoakartise é-madimdsSage 888 1s rbeecivaxbiddicatest@t ski | | ed
inthe art will appreciate that a single copy of a data itemstored in
nor e tshanh@hreskaga B8 has besn sthrédingt cartaimmailbex 8PNIrB06 sty 8il Aisdrebal be sent
to the data store 882. This copy of the data itemcould then be stored

ei ther i nofpict tid1amaNMessdess Baned fyalcoraspartingistotdye ates i tieadata 882, or a
single copy may be stored in the data store 882, with a 20 pointer or other
i dent i fi efiorefggohenticArtRg edibifmcssande33Bas besedidrad #atle rmaiborependi ng

| ocation in the data store 882. The access gateway 880 is effectively an

access plRfeepMdihdid thaimdtile davieys 888 an®@ B, ordeint®e cBBRs anithe@SMaliM t h
access to the data store 882. The data store 882 may be configured as a

resour ce AcLossi MdcA8d tAesdbhd®ba RNFigt MO, wifbhe\EM3H0Z6 3fbored in
PCT/ CA03/ 0040 access gateway 880 may be an | SP system or WAP gat eway

t hr ough Wrr%tgﬁgﬁr?(ﬂ%# gt éebgvéréﬁoﬁﬁﬁlb%ﬂgs P30e 82RESE 8|BQ. hBehdM\uBBdtes A WAP

or _ )
browser or o ws conpatible wth the wireless netwrks 884 and 886

TR e RSB TAS  VEBE ofPhay s s raaseRezed v L
882 via a connection to the WAN 804 or the VPN router 835. For example, the
wireless connector system 878 may post updates or stored information to a resource
in the data store 882 via an HTTP post request. Alternatively, a secure protocol such

15 as HTTPS or Secure Sockets Layer (SSL) may be used. Those skilled in the art will
appreciate that a single copy of a data item stored in more than one location in a
data store at the LAN 809 may instead be sent to the data store 882. This copy of
the data item could then be stored either in more than one corresponding location in
the data store 882, or a single copy may be stored in the data store 882, with a

20  pointer or other identifier of the stored data item being stored in each corresponding
location in the data store 882.

The access gateway 880 is effectively an access platform, in that it

| provides mobile devices 888 and 890 with access to the data store 882. The data

store 882 may be configured as a resource accessible on the WAN 804, and the
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5 data itens either automatically or responsive to a request froma nobile
device 888 or 890. As shown at 896 and 898, copies of *the e-mail nessage
833, whi cWowa®7963¢ ored in the data store 817, are sent toPCRaCAWOI408

devi ces 888 and 890. A data store on each nobile device 888 and 890 is

t hereby synchronized wth a portion, such as a mailbox 819, of a data

st ore 81AceRsHUAIGWALBSA Bay AR BOISP wwhgAYRIWAE gatawayihrrudh With eebidit a store
are simlarly reflected in the data stores 882 and 817. The enbodi nents
descr i bedieviceeBA8 @and &9Rnamnest tofthe WWAN B80fe A WAR, Brayyser gF othef Bwwsehavi ng

el ements corresponding to the elenments of the invention recited in the

cl ai ns. Tonpatibletwitrihe adreteisp networksi§8eanthdds mapy fendie uregitnacsessihe | in  the
art to make and use enbodi ments having alternative el enents that |ikew se
15 cor r esjaanstotean88d) evhidhaseynchradizecheith theaiatd siarer &6, med download stdred ns.  The

i ntended scope of the invention thus includes other structures, systens or
met hods tdzd itelns biter atditdrhaticafly ommespendivet tereaeqliesi froaya mobile devicé 8885, and
further includes other structures, systens or methods with insubstanti al
di f f er encrsolr A $Heevrl att 836adnd 808 Umpesadf thdre-mail miessage?833, GthithOvas/ 079626
PCT/ CA0O3/ 00403 What is claimed is: 1. A systemfor determ ning a status of

a di gi t alsteebtin fiecadia storerd19t ateuserias the mbbiteedeviceso8ss andi89Qr Avdader syst em
conprising: 5 a client systemconprising a client nodule, the client nodule

oper abl e digre GLERhAINBbREEelE® BBE @NnEI8T0US tHerab\eSincthedrizatowitie aponibnng to a
status request for the digital certificate for transm ssion fromthe

client syslAMis AREiIIddX 6185 6f ¥ Bafli dbled17 R EorbbRAé BANISUTItmyas fwa t he
digital certificate in response tothe status request; and a proxy system
conpr i NPoRidMdIe JRE dde atd@inaA kieBdd i irgitaided 882 and 817.

The embodiments described herein are examples of structures,
systems or methods having elements corresponding to the elements of the invention
recited in the claims. This written description may enable those of ordinary skill in
the art to make and use embodiments having alternative elements that likewise

15  correspond to the elements of the invention recited in the claims. The intended
scope of the invention thus includes other structures, systems or methods that do not
differ from the literal language of the claims, and further includes other structures,
systems or methods with insubstantial differences from the literal language of the

claims.

20
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1o receive the status request data transmtted fromthe client system and,
in response thereto, generate query data for the digital certificate

st at us amiopsowede the query data for transm ssion from PoE/qNGRYI3YSt em
to the status provider system and further operable to receive the status
data fromthe status provider system generate the digital certificate

st at us dwieat adeichenhist he status data recei ved, and provide the 15 digital
certificate status data for transm ssion to the client system 2. The
systemof claim1l, wherein the client system conprises a nobil e device

i ncluding a nenory subsystem and operable to communicate with the proxy
system g@ver A sisietl fsrsdet@inining ,a satuseofea digidhtertificaedramw statehdatai rel ess
network, and to store 20 the data itens in the nmenory subsystem 3. The
syst em obtopddind SatusfiRo@iier dystentlic@imipisingertificate status data conprises a
subset of the status data received fromthe status provider system -66 WO
03/ 079626 PCTA A9 KRR corhpridiRg sSyine Mcdlule; lthé blicht méduleiopetabée &1 at us
request data conprises a sugset of the query data. 5. The systemof claim

4, wher ebl(anérlaﬁe SR PoVIIB ISPt G FRRfUEE Bata RokiBé ohelinged i sthtg request Bt deus
Protocol "(OCSP) query. 6. The systemof claim2, wherein the client nodule

Is furt h%fgitgpﬁc%ﬁﬁéﬁetfer rrdRdrREBloRSroehb elliet Sytém] hedto netelvesigiati gi t al
certificat’e and, upon a determnation that the data itemincludes the

di gi tal - eehiibhib s b (ANCERIE BRFicBIEN relpohes tokfe baRSgBsE AN at us

request a corresponding toa status request for the digital

certificate. ZPﬁp’E}fi’%ﬁﬁﬁ’g}"?f"?%%’ad H}o§y M}gjﬂlﬁitﬂe by Rbalie dpewietd urt her

conprises an devi ce, wherein the client nodule is

f . ; S N,
nggF% ?gcgqn\?egéhgrsge\fl{gié%ugéfo%a% F(rﬁrcl):\’é,\rlﬂf,ﬁeg'fw e ightldyEichRAfd, 34 AdsPengs one of

thereto, generate query data for the digital certificate status and provide the query
data for transmission from the proxy system to the status provider system, and
further operable to receive the status data from the status provider system, generate
the digital certificate status data based on the status data received, and provide the

15 digitai certificate status data for transmission to the client system.

2. The system of claim 1, wherein the client system comprises a mobile device
including a memory subsystem and operable to communicate with the proxy system
over a wireless network, to receive data items over the wireless network, and to store

20 the data items in the memory subsystem.

3. The system of claim 2, wherein the digital certificate status data comprises a

subset of the status data received from the status provider system.

-66 -



and to display correspondi ng pendi ng, valid, revoked or unknown status
indicators on the I/O device. 8. The systemof claim7, wherein the client
nodul e i swbuwsbtesee operabl e to query a 20 user via the |/ @Ca®A060040dr
confirmation to transmt a reply data itemrelated to a received data item
where the digital certificate status corresponding to the digital
certificate oThasysteraiofeldinddtwhdreianine statisaegidst datanompsicepandpsayof r evoked,
or unknown. 9. The systemof claim2, wherein the digital certificate

stat us d#iequierpdata.tted -67 WO 03/079626 PCT/ CA03/ 00403 fromthe proxy
system conprises a valid indicator, a revoked indicator, and an unknown

i ndicator. 10. The systemof claim9, wherein the client nodule is further
operable to classify 5 a digital certificate status as pending after
transni ssi on The sfemiohtiain Aaghersin tikatwery daid compriees ars©nline Gertificditayi t al
certificate status as one of valid, revoked or unknown wupon receiving the
digital opdibsPreets (O0BRYueata transnmtted fromthe proxy system 11. The
systemof claim2, wherein the digital certificate status data conprises |lo
validity period data indicating a validity period for the digital
certificate, and wherein the client nodule is further operable to
periodicglly @ﬁ?eiy@fe% NGO, HRereinatHeS clioht Migflle Gafdtepoperpint ng to a
status request for transm ssion to the proxy system during the validity

period ofythen il Phdirbr &%t%:itfehﬁﬁélﬁdesla%iéi?al ity 8HE TipBh aGbRiMindtiomher ei n

the proxy systemis operable to redirect a data itemto the nobile device,

and the g X%enagtg'gﬁdéﬁnauawﬁe ARRGPBLATIERoI®S Yofbite daehbomelfoe dat a

itemincludes a d certificate and, upon a deternination that the
data eg? Bt SsthiR l%h%&t%ate?@éﬁ'ésf oﬁaﬁ'@1toté)stﬁﬁléer"eahgst3&dt_h8rd?gitdﬁe stat us
request 3 corresponding to a status réquest for the digital certificate
for transgi ﬁ@%%n to the 20 status.provider system and to receive digital
certificdl 5[ atus data for the digital

7. The system of claim 6, wherein the mobile device further comprises an
Input/Output (/O) device, and wherein the client module is further operable to
15  classify the digital certificate status as one of pending, valid, revoked, or unknown,
and to display corresponding pending, valid, revoked or unknown status indicators on

the /O device.

8. The system of claim 7, wherein the client module is further operable to query a
o0 user via the I/O device for confirmation to transmit a reply data item related to a
received data item where the digital certificate status corresponding to the digital

certificate of a received data item is classified one of pending, revoked, or unknown.

9. The system of claim 2, wherein the digital certificate status data transmitted

-67 -



certificate in response to the status request. 13. The systemof claim 12,
wherein the proxy nodule is further operable to store the data itemat the
proxy syswemsarekd the digital certificate status data forCriaodogiosal - 68
WO 03/ 079626 PCT/ CA03/00403 certificate in response to the status request
is received, and to append the digital certificate status data to the data
i tem pri drom the puixy eysieny comprises a Validrindieatohed fRyioked indieatpgéndsan 4. The
systemof claim3, wherein the digital certificate conprises a digital
certifi canknavraindicatordi gital certificates, and wherein the status request
data conprises data corresponding to each digital certificate in the
digital certificate chain. 15. The systemof claim1, wherein the proxy
system conprises a conputer | o conprising a conputer processing subsystem
a conput @p. Merhs gystemsyf slaémo, whereirethe oligni reduledsiwithiceparatie tadiasgify em  and
wherein the system further conprises a proxy mapping table stored in the
conpuiker J1ggRdlerifibatsstas dshpenaingafierappsmigsionadiltee statds gauest date st or e.
digital certificates and corresponding digital certificate identifiers and
to map thgddbgbéladsifyans ididinntasfiéae shrusas bas pordid) gevbigdtalunkeown f i cate 15
identifiers, and wherein the proxy nodule is further operable to generate
the quer ypofldbabiig &R @gitdl Rerimicaiedidias derrttdrisintitdefromsie proxy isystem.
corresponding digital certificate identifier. 16. The system of claim 15,
wherein the client system conprises a nobile device 20 conprising a nobile
processi ng subsystem a nobile nenory subsystem and a nobile

conmuni Ca1t1i.0”TﬁH'%§¥1§h?8i clﬁiﬂﬁizy%gﬁé@mhbfmgi@yaémmdwrstah@é deprgommess a cl i ent
e

mappi ng tabl e stor in the nobile nenory subsystem the client mapping

tabl e, C%‘ii&iﬂ@éf%ta&té fn‘&fc%tiﬂé QivhfidityGsirbl férans aRyitansbrimiate sRamherdn di gi t al
certificate i'dentifiers and to map the digital certificates to the
corr espongi ngedt! @LAAL: i§ Rirtdr! Spat&bIé 46 Pbliddi€AIf: generate and provide status

request data corresponding to a status request for transmission to the proxy system

during the validity period of the digital certificate.

15 12.  The system of claim 2, wherein the proxy system is operable to redirect a data
item to the mobile device, and the proxy module is further operable to determine
whether the data item includes a digital certificate and, upon a determination that the
data item includes the digital certificate, to generate and provide status request data
corresponding to a status request for the digital certificate for transmission to the

20 status provider system, and to receive digital certificate status data for the digital |

certificate in response to the status request.

13.  The system of claim 12, wherein the proxy module is further operable to store

the data item at the proxy system until the digital certificate status data for the digital
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-69 WO 03/079626 PCT/ CA03/00403 and wherein the client nodule is further
operable to generate the status request data by selecting a digital
certificawe oatmeps ovi di ng for transm ssion the correspondiPol/CASB/Q0403
certificate identifier. 5 17. The system of claim 16, wherein the conputer
conprises a proxy server operable to provide pr oxa/ services. 18. The

syst em ofcetlifighia Mespansede the piatusorpauestrs cenniHeds aad i append inedfigitad
computer. 10 19. A systemfor handling digital certificate status check
ser vi ces dettificatecstaion tatadg $hedqtadiemprios taegdirgctingdhe daipdieaniodbapiobie ng a
proxy nodul e operable to receive fromthe client systemfirst digital
certifi calewicet at us check service request data for a digital certificate 15
and, in response thereto, to generate second digital certificate status
check service request data and to provide the second digital certificate
status check service request data for transmssion to a digital

certifsi catde stTheusystdme ok ckamv8,cehermroviheedigitglstartificaten domprisesherdigifgdr abl e to
receive first digital certificate status check service data fromthe

di gi tal csriifichtecetatn sitdigitascatiteites antnbergin theistius mysestidata congeises at e
second digital 20 certificate status check service data based on the first
di gital cgith chiréggondmigad eack dritkl certificatein tHadmyitakeeiificats cleainl to provi de the
second digital certificate status check service data for transm ssion to
the client system wherein the second digital certificate status check
service data conprises a subset of the first digital certificate status
check serjd ce gt §yskcif & \CRim 1,0fhélam BRr MioRE spstemi Eehpsssst & tompiter WO

03/ 079626 PCT/ CA03/ 00403

10 comprising a computer processing subsystem, a computer memory subsystem, and
a computer communication subsystem, and wherein the system further comprises a
proxy mapping table stored in the computer memory subsystem, the proxy mapping
table configured to store- digital certificates and corresponding digital certificate
identifiers and to map the digital certificates to the corresponding digital certificate

15  identifiers, and wherein the proxy module is further operable to generate the query
data by selecting a digital certificate based on its corresponding digital certificate

identifier.

16.  The system of claim 15, wherein the client system comprises a mobile device
20  comprising a mobile processing subsystem, a mobile memory subsystem, and a
mobile communication subsystem, and wherein the system further comprises a client
mapping table sfored in the mobile memory subsystem, the client mapping table
configured to store digital certificates and corresponding digital certifica’ge identifiers

and to map the digital certificates to the corresponding digital certificate identifiers,
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20. The systemof claim 19, wherein the proxy nodule is further operable to
classify a status of the digital certificate as valid, revoked, or unknown,
based on wbas/ficest digital certificate status check serviPce/@asao4gcei ved
fromthe service provider 5 system and to include data indicating the
status of the digital certificate in the second digital certificate status
check seand aderki the ciént Modulsigsurimropersbis imgeoeraighesiaius iegueddaiad di gi t al
certificate status check service request data conprises an Online

Certifi chyeeBctihga dgitt @ediiic4i©CHR) prouiding. for Irangpissianghs cerrespandiend| i ng
digital certificate status check services for a digital certificate, the
di gi tal aRyithl ddrbfate Rlentifies. check services provided by a digital certificate
status check service provider systemoperable to receive query data for a
digital certificate status check service request, the system conpri sing:
15 a client systemconprising a client nodul e operable to prepare and

provi gde k9r traRgseRsbPOlain 16l wie@in te cemputer catpris¢sabysoxhseekeser vi ce
request data corresponding to a digital certificate status check service
for a di ghbalblcRrdrblitie pkeky s@Rlcds0 receive first digital certificate status
check service data in response to the first digital certificate status
check service request data, wherein the first digital certificate status
check 20 service request data conprises a subset of the query data for a
digital qgrtify B theCRmRAGIESSMprdds ahhiatesmatiiate of clai m
22, wherglg'n tﬁl-gg%ﬁl?tggt%ﬁ%gﬁ? g@’ﬁgk?rﬁrther oper abl e Qo determ ne whether a
recei ved gﬁ.ﬁ]étemincl udes a digital certificate and to generate -71 WO
03/ 079626 PE }C(,AOSI 00403 and provide for transm ssion the first digital
certi1fi cate status check service request data corresponding to the digital
certiTicate where the.data itemincludes a digital certificate.

19. A system for handling digital certificate status check services for a client

system, comprising:
a proxy system comprising a proxy module operable to receive from the client
system first digital certificate status check service request data for a digital certificate
15 and, in response thereto, to generate second digital certificate status check service
request data and to provide the second digital certificate status check servicé request
data for transmission to a digital certificate status check service provider system, and
further operable to receive first digital certificate status check service data from the
digital certificate status check service provider system, to generate second digital
o0 certificate status check service data based on the first digital certificate status check
service data received, and to provide the second digital certificate stétus check
service data for transmission to the client system, wherein the second digital
certificate status check service data comprises a subset of the first digital certificate

status check service data received from the service provider system.
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5 24. The system of claim 23, wherein the client systemfurther conprises
an Input/Qutput (1/0O device, and wherein the client nodule is further
oper abl e wo 03otmeci fy a digital certificate status as onePefi/CaaBioato3
revoked, or unknown, and to display corresponding valid, revoked, or
unknown status indicators on the 1/0O device. 10 25. The system of cl ai m 24,
wherein the client nodule is further operabl.e to query a user via the I/0O
device for confirmation to transmt a reply data itemrelated to a

r ecei ved20at a Theeaysiein phelaitn di%; alhecain the peexy anedule iss fusthes ogeigibtealo
certificate in the received data itemis classified as one of revoked or
unknown. clbSsiffa status of jred digitad Ceificaterng Salidurvoked, arhiskedwriesedonihe i s
further operable to classify a digital certificate status as pending after
t ransni sSirspdigithl ddrifidaite statudi ¢fidcalsenimr datireceieedsiramube shoide peyidérce request
data and to reclassify the digital certificate status as one of valid,
revokgd, spsternkREVD itElode aeeindidagng hies btatat oflitg tigitalcestifidaite &t the st at us
check service data. 20 27. The system of claim 22, wherein the first
digital ggedrid digitdl eeifidhtestalsekeckcsvite datdat a conprises validity period
data indicating a validity period for the digital certificate, wherein the
first digital certificate status check service request data conprises
status request data corresponding to a digital certificate status request

of -72 W 03#9{ QPLBmPFTASAD0, QSN thésectirgl digital eertifichiecastas chack wher ei n

the client nodule’is further operable to periodically generate and provide

for trangfhss BRush Bhtscdn§istiies bndHife CeffitaRBIEIRPrétace (QOSPF) glery.

certificate status request during the validity period of the digital
certificate. 5 28. The system of claim 30, wherein the client systemis a
nmobil e e-mail conmmuni cation device. 29. A nmethod for handling digital

certificabe shaldeI6CKarkfhY digitu borificatd! ¥httidlcheck services for a digital
certificate, thé digital cértificate status check services provided by a digital certificate
status check service provider system operable to receive query data for a digital
certificate status check service request, the system comprising:

15 a client system comprising a client module operable to prepare and provide for
transmission first digital certificate status check service request data corresponding
to a digital certificate status check service for a digital certificate, and to receive first
digital certificate status check service data in response to the first digital certificate
status check service request data, wherein the first digital certificate status check

20  service request data comprises a subset of the query data for a digital certificate

" status check service request.

23. The system of claim 22, wherein the client module is further operable to '

determine whether a received data item includes a digital certificate and to generate
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certificate, the digital certificate status check services provided by a
digital certificate 10 status check service provider systemoperable to
recei ve ogweormg/odme@ for a digital certificate status checlPCIarAmBOe08 equest ,
the nethod conprising the steps of: receiving a data item determ ning
whet her the data itemconprises a digital certificate; generating digital
certifi caind poudefor ttassissionihe dirst digitekeeriificate eiatysraherkgericersqu@shset of
the query data where the data itemconprises a digital certificate,

provi di nglatdeomespiondingderthé digitat esrtificate) whetecthie daia tegeinckigae stdigited a f or
transm ssion to a proxy system and receiving digital certificate status
check sercertifieadata fromthe proxy systemin response to the digital
certificate status check service request data. 20 30. The nethod of claim
29, wherein the digital certificate status check service data indicates a
status of the digital certificate as one of valid, revoked, or unknown,

and wher eiqn t MEhgTeydiod dfuglaier3 canpreirste tileat systpm hitheccamprissd ag a st at us
of the digital certificate as pending after transm ssion of -73 WO

03/ 079626 R EHN3 (18D 48sicd, hddivbieiem treechantimadide 3¢ dbrtteercdpecblsdovi ce
request data to the proxy system and reclassifying the status of the

di gi tal Qﬁ’éés:if;l iC@iRalaserimate btat@ he oneesfoleiid, revokedindmavimobas eddda t he.
digital certiticate status check service data. 5 31. The nethod of claim

29, furt hegoISPERFdspbRting V&lich ke @for uARIGITEIAIUB thafoa¥ers bt/ Paevies] of the
digital certificate based on the digital certificate status check service
data; and subsequently generating and providing digital certificate status
check service request data for the digital certificate for transm ssion to

the prPExYorsy SHERDSEHPN cRANIM, wherein the client module is further operable to query
a user via the 1/0 device for confirmation to transmit a reply data item related to a
received data item if the digital certificate status of a digital certificate in the received

data item is classified as one of revoked or unknown.

15 26. The system of claim 23, wherein the client module is further operable to
classify a digital ceriificate status as pending after transmission of the first digital
certificate status check service request data and to reclassify the digital certificate
status as one of valid, revoked, or unknown upon receiving the first digital certificate
status check service data.

20
27. The system of claim 22, wherein the first digital certificate status check
service data comprises validity period data indicating a validity period for the digital
certificate, wherein the first digital certificate stétus check service request data

comprises status request data corresponding to a digital certificate status request of
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|l o during the validity period. 32. The method of claim 30, wherein the
digital certificate conprises a digital certificate chain of digital
certificawes3zoamsads wherein the step of generating digital PceEraABiease
status check service request data conprises the step of generating service
15 request data corresponding to each digital certificate in the digital
certifi cétedigited certificag, arthehereinibel clismt giogule ishurtheepaiable ippgiiodicallyy t he st ep
of mapping the digital certificate to a digital certificate identifier,
and wher generatearst mpvide fordransatssion staiys requesteate coirespandingde agligitab c k
service request data conprises the step of selecting the 20 digital

certifi cabrificaterstatfis esquiest durirgribeivalidiyrperiod ohthepdigiial ceiificalm 34. The net hod
of claim29, wherein the digital certificate status check services

conprise one or nore services selected fromthe group consisting of: Online
Revocation Status (ORS) services, Delegated Path Validation (DPV) services,
and 574240 03hO7H6RM RETFISND 30D ORBein Dak ediahie dyRatrhisDasmobids - 8PD)
services. 35. A nethod for handling digital certificate status requests

bet ween gofinhifHidatiof\wel/ied and a proxy system the nethod conprising the
steps of: 5 receiving at the proxy systemdigital certificate status
request data transmtted fromthe client system generating query data for
the digital certificate status in response to receiving the digital

certificaige ShahbhobiettamindMd) igithl curevatd statust deck uekyicatafor atdigital st at us
provi der system 10 receiving at the proxy systemstatus data fromthe

L2t v, PABNIAl BASISR L guncsamnn i thocauprociaty e dgnacaiadoc ol 2
transgg t td s LREIEGIcB! pr6Gaéd §ystéth Rpefdidifo RRbRel querGatd foPal digkst em
certificate status check service request, the method comprising the steps of:

receiving a data item;
determining whether the data item comprises a digital certificate;
generating digital certificate status check service request data comprising a
15  subset of the query data where the data item comprises a digital certificate;
providing the digital certificate status check service request data for
transmission to a proxy system; and
receiving digital certificate status check service data from the proxy system in
response to the digital certificate status check service request data.
20
30. The method of claim 29, wherein the digital certificate status check service
data indicates a status of the digital certificate as one of valid, revoked, or unknown,

and wherein the method further comprises the steps of:

classifying a status of the digita'l certificate as pending after transmission of
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15 36. The nethod of claim 35, wherein the digital certificate status data
Is a subset of the status data received fromthe status provider. 37. The
met hod ofwoloaiome3d, wherein the digital certificate statu®Cragwesedosat a
conprises a subset of the query data. 20 38. The nethod of claim 37,

wherein the query data for the digital certificate status conprises Online
Certi f i cahe digiitat castifinate slabls ¢heckrprvipgaegueridata toiBe proxy system; and

reclassifying the status of the digital certificate as one of valid, revoked, or

unknown based on the digital certificate status check service data.

5 31. The method of claim 29, further comprising the steps of:
determining a validity period of the digital certificate based on the digital
certificate status check service data; and
subsequently generating and providing digital certificate status check service
request data for the digital certificate for transmission to the proxy system periodically

10  during the validity period.

32. The method of claim 30, wherein the digital certificate comprises a digital
certificate chain of digital certificates, and wherein the step of generating digital
certificate status check service request data comprises the step of generating service

15  request data corresponding to each digital certificate in the digital certificate chain.

33. The method of claim 32, further comprising the step of mapping the digital
certificate to a digital certificate identifier, and wherein the step of generating digital
certificate status check service request data comprises the step of selecting the

20 digital certificate identifier for transmission to the proxy system.

34. The method of claim 29, wherein the digital certificate status check services
comprise one or more services selected from the group consisting of: Online

Fievocation Status (ORS) services, Delegated Path Validation (DPV) services, and
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Delegated Path Discovery (DPD) services.

35. A method for handling digital ceriificate status requests between a client
system and a proxy system, the method comprising the steps of:

receiving at the proxy system digital certificate status request data transmitted
from the client system;

generating query data for the digital certificate status in response to receiving
the digital certificate status request data;

transmitting the query data to a status provider system;

receiving at the proxy system status data from the status provider system in
response to thé query data;

generating digital certificate status data based on the status data received;

and transmitting the digital certificate status data to the client system.

36. The method of claim 35, wherein the digital certificate status data is a subset

of the status data received from the status provider.

37. The method of claim 35, wherein the digital certificate status request data

comprises a subset of the query data.

38. The method of claim 37, wherein the query data for the digital certificate

status comprises Online Certificate Status Protocol (OCSP) query data.
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