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A security token conprises a personal data nenory to

store personalized data of an user as digital identity

credentials (33, 34). An input appliance is used to
(122INTERNLTTOR K. ARPLOFATSGN RUHESHEDNANDER AHE PATING FOOORBRATION TREATY (PCT)

an on board |dent|ty verlﬂéiéglon using 2- or
oken co

t [N
®) “’%"‘ﬁl‘“tﬂ WA flof G MIHIHIIHIIIIIHInﬁIIIIliIIIIHIIIIilIIIIIHIIIIIfﬂIIIIIIIIIIIIIIII|I|I|||II|||I||II|

¢d by a certification
ted t @uoflidiéra4iRndl PERICY 0B umber

s a trayw@ 7AT3609 Al

(51) Ingarnatieneli Raeotdlagsifiegiogn aut hent i cat7®)orge8 e LAEBETANZ, Michael; Isler & Pedrazzini AG,

G@t‘ﬁﬁl’/?%éﬂoii Bh operator or certifi catdteriseae Holopipgr 6949 CH-8023 Zirich (CH).
P Inter Il e spa d.key record (71, 75BDrhigtaien§latesqugad aherwise indicated, for every
'faﬁ 1RRAFTBN SerPX%Eﬂzo&/o&g% r ol ’Uﬁ pAnagogal pr’W?nd'w Hegs AB, AG, AL, AM,

B Y, BZ, CA, CH, CN,
control the transmtter recei® R%@B&“Z% § CE B S
(22) vldRbRYrFifRaRkd data menory (71, bl hﬁ"&l\P ,HU, D, IL, IN, IS,

handl i ng, conqIPetegibergPOANO. BRCODISDN fr@rﬁEthnglr@uquR, KZ LA, LC, LK, LR, LS,
i nterpreting, deciphering, creatimg,u chetkiang), MG, MK, MN, MW, MX, MY,
(25) FiliggdepdupRg,  wi t hdr awi ng and™$llr t herMk &y, NG BH NG, NZa@Nd IPGg, PL, PT, RO, RS,
26 Ptﬁ)gizaition s. This enables thg yser tdise Pedet@tldl. SM SV, 5y, 1), TM. TN,
PVFIEEYS n a highly seltifed enW FoRfrdftUs HEiVhg'S VN 2A. ZM, ZW.

30) PRIRBALT ¢ data to aut hent i cat e(®hj Pegignjated W‘P”rf”'tl%eo’he"wm indicated, for every
odensice, butpewinbhmut cgizviong away s@{ﬁﬁ{ {@W@%@%ﬁ%& @H;(; (B, O

entlty credentlals i nit

(asatlm_elrnhﬁ()ﬁam.@hdaﬁ&sbm y attr
Pr 8Julex087 (dsto7f200Hher conp

third parties. ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
(71) Applicant (for all designated States except US ):'AXSION- European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, T,
RO, SE, SL, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,

(72) Inventors; and GN, GQ, GW, ML, MR, NE, SN, TD, TG).

(75) Inventors/Applicants (for US only): ROLLIER, Alain .
[CH/CH]; Biichi 4, CH-6422 Steinen (CH). MULLER, Yublished: .
Lorenz [CH/CH]; Primelweg 17, CH-2505 Biel (CH). — With international search report
JACOMET, Marcel [CH/CH]; Rosenweg 17, CH-2543  For two-letter codes and other abbreviations, refer to the "Guid-
Lengnau (CH). CATTIN-LIEBL, Roger [CH/CH]; ance Notes on Codes and Abbreviations" appearing at the begin-
Rulffinistrasse 6, CH-2540 Grenchen (CH). ning of each regular issue of the PCT Gagzette.

(54) Title: SECURITY TOKEN AND METHOD FOR AUTHENTICATION OF A USER WITH THE SECURITY TOKEN

73 72

52 7%3 33 54 4 75
Al
({ I 7 [l
e}\ Slorage Segment 52 T N 7/ 7
5q y Storage Segment S1 / /
P Y Y AN} L -
SegmenttD } T i — |
l s “ iz |
53 \/\ KEY REDOYG X
KaylD Control Gade” 17~ ca Flosord KED s
S DX Overwrite Ol w J | 77
Ke R ! Siectit
8/\ Code SAC \ Ksy Starage Sadir : oy Renewa Seaton: 1" |
CA Pubkey Acceds with Key AﬂNauan Gode (KAC) He_n_ w:vciae R (KAD) [
79 /\/ T34
Segment Enroliment Record (spesific for CA) \/78
"] 18 Key Storage Recards In each segment : Access with Segment Activation Gode (SAC)
________________________________ .
55— /\]k Overalt AXS-Gard Envoliment Record |
[ T T T T T e T T T T T T T T T T |
| Overall AXS-Card Event and Time Log Record i
AXS-Card: Adressed with IDT, IDS, IDX

74

(57) Abstract: A security token comprises a personal data memory to store personalized data of an user as digital identity credentials
(33, 34). An input appliance is used to allow checking of said personal data, preferably with an on board identity verification using
2- or 3-authentication factors. The token comprises a key record data memory (71, 75) to store a plurality of identity credentials
initialized by a certification authority and possibly attributed to different service providers. It further comprises a transmitter and
receiver unit for creating a secure channel directly or indirectly to an authentication server or application operator or certification
authority to handle said key record (71, 75) relating to said authentication server. A control unit is provided to control the transmitter
and receiver unit as well as the key record data memory (71, 75) in view of said handling, comprising an action from the group of
interpreting, deciphering, creating, checking, renewing, withdrawing and further key record handling actions. This enables the user
to use federated identities in a highly secured environment, using biometric data to authenticate himself with the device, but without
giving away such biometric data to third parties.



