22 June 2005 WD 02/054689 PCT/ USO /50534 METHOD AND APPARATUS TO MANAGE
PACKET FRAGMVENTATION FIELD 5 This specification relates to conggn‘{lﬁﬁ%im
in general. Mrre particularly, this specification relates to a metho _
and/ or apparatus to inprove network performance by managi ng packet '
fragmentati on. BACKGROUND 10 Packet fragnmentation relates to a

conmuni cat WOAEMS#@Ehnol ogy that may reduce the | at encyCfasosesansm tting

i nformation across a network, such as when it mght be desirable to

provi de a higher |evel of service. Conventional packet fragmentation
technol ogy, however, may not enploy packet fragnentation as effectively as

desired. This maﬁ Se 1a&articul arly true in view of the dynam c nature of
a network enviM AN SARAIVS QAN E@MﬁF@%ﬁﬂﬁT may :

frequently be occurring. Consequently, there is a need to inprove the

i npl enentati on of packet fragnentation in a network to adapt to potenti al
changes in opera[;tléL conditions, for exanple. 20 BRI EF DESCRI PTI ON OF THE
DRAW NGS The subj‘e‘? matter regarded as enbodi ments of the invention is
particularly pointed out and distinctly clainmed in the concluding portion
of the specification. Enbodinents of the invention, however, both as to

or gani zat4 on an%hﬁ%ﬁé@%@atiﬁ%&&; Eg{g?& hiRhica s ﬁl%%ﬁhg\gor%am%ﬁlg@ﬂﬁﬁt s, features,

and advant ages thereo e understoo ne 2005 WO

02/ 054589 PGEL M SRS I A0k RSl @HAGAIShAIA A descri pti on

when read with the acconpanying drawings in
managing packet fragmentation.

BACKGROUND

Packet fragmentation relates to a communications technology that may reduce the
latency for transmitting information across a network, such as when it might be desirable
to provide a higher level of service. Conventional packet fragmentation technology,
however, may not employ packet fragmentation as effectively as desired. This may be

15 particularly true in view of the dynamic nature of a network environment, where changes
in operating conditions may frequently be occurring. Consequently, there is a need to
. improve the implementation of packet fragmentation in a network to adapt to potential

changes in operating conditions, for example.

20 BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter regarded as embodiments of the invention is particularly
pointed out and distinctly claimed in the concluding portion of the specification.
Embodiments of the invention, however, both as to organization and method of operation,

25 together with objects, features, and advantages thereof, may best be understood by
!



FIG | is a block diagramof a systemsuitable for practicing one

enbodi nent of the invention. 5 FIG 2 is a block diagramof a t J
accordance with one enbodi nent of the invention. FIG 3 is a b?gcwggggn
of a node in accordance with one enbodi nent of the invention. FIG 4 is a
bl ock diagram of a program partition in accordance with one to enbodi nent
of the invealesmssFIG 5 is a block flow di agram of t per/psuosssisi ng | ogic

performed by a packet fragnentation access nodul e (PFAM in accordance
w th one errb%di ment t | ow di agr am of

f th i . FIG, G,i bl ock f
t he processi" ‘aeqcﬁrﬁi“@??ll??"'"gdff!ﬂ%g{gcw’ﬁ‘g’g%ﬁeﬁ%‘f'@hﬁe a%o"mp%&%drﬁ%‘a%ﬁ e (PFSM in
accor dance \% th.one enmbodi nent of the invention. FIG 7 is a block fl ow

di agr am of anW]?Eﬁ‘t:ernedi ate node in accordance with another enbodi nent of

the i nventi on. @G_%Tﬂ;&ﬁ'&a%(&@e?%@iéﬂ% f{a@gatr:{i%rglroﬁ%é‘}%%dﬂgégg o

descri ption, numerous specl are r to provide a
t hor ough understangdi ng of the enbodi ments of the invention. It will be 25
understood by those skilled in the art, however, that enbodi nents of the

invention My beiG3 igloisi 0RerdH P nel¥eh R bR ARG ilREhd dmbalhémORR4 practi ced

w t hout these specific detalls. In other instances, well-known nethods,
procedur es, ifwedpenents and circuits have not been described in detail so as
not to obscure the foregoing enbodi ments of the invention. Enbodi nents of
the invention nMaYG.i3ng KR diaghh of AMACE addbrdcaamdaienstatiimem 8f the

invention.
FIG. 4 is a block diagram of a program partition in accordance with one
10 embodiment of the invention.

F1G. § is a block flow diagram of the processing logic performed by a packet
fragmentation access module (PFAM) in accordance with one embodiment of the
invention.

FIG. 6 is a block flow diagram of the processing logic for a packet fragmentation

15  size module (PFSM) in accordance with one embodiment of the invention.
FIG. 7 is a block flow diagram of an intermediate node in accordance with another

embodiment of the invention.

20

DETAILED DESCRIPTION

In the following detailed description, numerous specific details are set forth in
order to provide a thorough understanding of the embodiments of the invention. It will be

25  understood by those skilled in the art, however, that embodiments of the invention may be
o 3



5 network, such as a packet sw tching network. One enbodi nent of the

i nvention inproves performance of a packet sw tching network i J
managenent of packet fragnmentation. Packet fragmentation in tE?g‘gﬁﬁ$§¥Fﬁ5

refers to breaking a packet of information into a series of packet
fragments that are typically smaller than the original packet. 10 More
parti cul arWg 02/a5#@9 enbodi ment of the invention autonat pceiidoysmsmnages packet
fragnentation in accordance with changi ng conditions, such as changi ng

priority level,  connection, speed, and so forth. Consequently, this may

i nprove t he PEGEFAIVIORIBRALPes ‘cgﬁﬂg‘ B‘é’?%b‘?%ﬁeé’é”egﬂ‘“‘ﬁ”“ﬁ@f'% k. Accordingly,
users may benefit fromfaster respon ti,me fr,om net wor k. appl i cations and
services, 18 BRI RRIR BT pil B ptiibed el PERAT L nol ogy 1 or
voice and d e%xe%ﬂ”@%&hﬁﬁ%&Qﬂﬁﬁmﬁﬁ%ﬁet switching in this context may refer
to connunicairmf PRI Or matT on over & network in the form of relatively

short packets. @i drbelon AARKL: fAALR: U3 ity 01 0T LT on of

alimted | ength, engt represented in ternms of bits

or bytes.; ARG MhGs Ppacker RACKES neh@®AT e hineRSr hORRE N iGHoved0 A network

typically conprises a nunber of nodes interconnected by a communi cations

nmedi um  The pReRmcdBY pite: GARRARYE ok SARPRNLLALhRBerdt Bf AEERL i Oon to ot her
nodes over the comruni cations nedi um using one or nore protocols. A node

in this configgieni@y. PacREIrGi@n@iN ITEY bdn@xGaBaR] Wealihg LRBRLTI Cat i ng
i nformation, such as a conputer, .server, swtch, router, bridge, gateway

and so fort forfatRn B LR b fackst Relent iRy tybicaligBiyalREhdiRigiotipha apabl e of
carrying information signals, such as twisted-pair wire, co-axial cable, 3
22 June 200packedD 02/ 054689 PCT/ US01150534 fi ber optics, radi o frequencies
and so forth. A protocol nmay conprise a set of instructions by which the
i nf or mat ioon si gMarepadicdartypthermbodimtre df the/eventidneutorsatinalin needgespacketredi um  For
exanpl e, the protocol m ght be a packet swi tching protocol such as the
Tr ansni ssi ofagmentation in accordance with changing conditions, such as changing priority level,
connection speed, and so forth. Consequently, this may improve the overall capacity and
performance of a network. Accordingly, users may benefit from faster response times
from network applications and services.
15 Packet switching continues to be an effective technology for voicé and data
communications. Packet switching in this context may refer to communicating
information over a netwark in the form of relatively short packets. A packet in this
context refers to a set of information of a limited length, with the length typically
represented in terms of bits or bytes. An example of a packet length might be 1000 bytes.
20 A network typically comprises a number of nodes interconnected by a communications
medium. The nodes may be capable of communicating information to other nodes over
the communications medium using one or more protocols. A node in this context may
include any device capable of communicating information, such as a computer, server,

switch, router, bridge, gateway and so forth. A communications medium may be any

25 medium capable of carrying information signals, such as twisted-pair wire, co-axial cable,
3 : '



Control Protocol (TCP) as defined by the Internet Engi neering Task Force
(IETF) standard 5 7, Request For Comrent (RFC) 793, adopted in%%g}tﬁf]@?005
1981, and the Internet Protocol (IP) as defined by the | ETF st :
RFC 791, adopted in Septenber, 1981, both available from"ww.ietforg"
("TCP/ 1 P Specification"). A packet sw tching network nmay conprise a source
node, a de¥0MMtasdON node, and a nunber of internedi abE/vsodssia The source
node may conprise a node that originates a set to of information for
delivery to _the destination node. Information nmay conprjse any data capabl e
of being refPESRYLEH é?ﬂ“"aféeq%“g‘?s@?f’a*‘f’ for, AR 1 e S ngigiony opti cal
signal, ac d so fo i nf chmit' oninthis

context may o REFLA mf&*&?ﬂ&fm ?ﬁ“@ﬁ‘i"%“‘{?lﬂ’?”&gn‘é ST AP ERT RIS BEHEnt or ence.
stream ng VIFgree())camp?e %C Bro 01 %{g@ﬁ pgckcg w1tc ;Hg pr?%go?s&laig?s’the\ﬁ%ngmlssﬁl | message,

gr aphi cs, i mage, estination node may

conpr I S€ a ﬁ{%l ﬁht%gol s\égfﬁed Ig}ftﬁer lH@lIn%t%g me-g T'a?(tl‘%lrc ﬁf Pﬁgtgnd%des nmay

conpri se no n| cate rom source node to the

desti natison; ﬁkﬂﬁ%‘é‘t Fo}@onﬂ&‘ﬁ{(ﬁﬁt)oi@z a&dﬂéd&%ﬁt&ﬁmm% MR SR | nformation to

t he destination node through one or nore internedi ate nodes in the form of

packets. ThewgRs (IPFasekiRd BV RAKSF AandSll 5, ®FC291, Litb@s MBkAberd, N8P, @ series of
packets. Each packet may contain a portl on of the infornation pl us sone

control i nf gsR@kildR. fromhewe ot ol (“TOPIIR SpwRifitaBn By assi st internedi ate nodes
in the network to route each packet to the destination node. The source

node sends the aApackeEdwsicingtErwbi@nap ednvidbibde, sodbbraiose, adestinafion hodzfdinah e node
receives the packets, stores them briefly, and passes themto the next
i nt er redi at eunitece intefhédatcondes] THeasurde@odeGeay Eorupnikd d notidthat drighidtedaisee 2005 WO
02/ 054689 PCT/ US01/ 50534 destinati on node eventually receives the entire
series ob patkfetrmtiafor dabes t¢ thedestinationmeqer ddiermetion ey ¢ompdseamtdaan f r om t he
source node. Transporting packets through internedi ate nodes, however,
becones nor eapable of being represented as a signal, such as an electrical signal, optical signal,
acoustical signal and so forth. Examples of information in this context may include data
from a voice conversation, videoconference, streaming video, electronic mail (“email™)
message, voice mail message, graphics, image, video, text and so forth. The destination
15 node may comprise a node that receives information. The intermediate nodes may
comprise nodes that communicate the information from the source node to the destination
node.
In operation, the source node may send information to the destination node through
one or more intermediate nodes in the form of packets. The source node breaks a set of
20  information into a series of packets. Each packet may contain a portion of the information
plus some control information. The control information may assist intermediate nodes in
the network to route each packet to the destination node. The source node sends the

packets over the network, where an intermediate node receives the packets, stores them

briefly, and passes them to the next intermediate node. This continues to occur until the



conplicated if a packet has a higher priority associated with it.
Information may be 5 assigned different levels of priority. | rat i

with a higher priority may be given preferential treatnent as R%ﬁpgﬁy%§%05
t hrough the network. An exanple of higher priority information may include
time sensitive information, such as information froma voice nessage. |f
packets cawoyloagevoi ce information are del ayed in thepeeisonsokss t he
receiving party may perceive silent periods that exceed the natural pauses
and rhythm of .a normal 10 tel ephone conversation, for exanple. Information
that nay be dpstBaionnodesvertyally feerives thipengee|sepips of rrgketg e bR 1© such as an emi |
nmessage or voice ssage, an the other hand, typically has a | ower
priority. I|fePpaegltdnfarmianey fry theSOUelPde: nessage” are del ayed, the del ay
frequently goe unnoIiceg bﬁ.%ﬁetintende mecigi nt, unl ess excessive.
Consequent | y, i ntaPHeEEBIE!S {yRHl Siepesialiodsy RO RLPEOSF "d%t er ni ni ng t he
priority level .0of a.packet an rocessing.t.15 accordingly. Transporting
packet s of f%ﬂ%?wﬁfﬁﬁ??eﬁmﬂﬂwggp"P% atTve y“E%r%ﬁﬁﬁﬁ %?ﬂng si nce these

ket ' > s : ti ket f
packets do pg §e,fd% OIreEﬁe\féEXf &ﬁgﬁ%f&ﬂ%duéﬁ witf aﬁ@%lg.ﬁ)%m%ﬁ%%% R@L LI NG packets o

hi gher priori wever, y oy addit tet gy to reduce del ays
in the net pRflenidP Gkt & it SR AL A nekviori0 M kS Yr BifRr §:RFiry! €dUCi Ng net wor K

L
del ays for higher priority packefs. 20 In one embodrment of the invention,

packet fragignhaioh Gy MBYdekiRE Shsifiv@ ifSrRadon Wchths inRRAARBA frlth a {dieOr MaLI ON into a
series of packet fragments. Each packet fragment typically has a length

smal | er thapedshe. Thicd@yiRAekeinforfarboR e Bdlaybdlin thBh&wsRMfcexkivingf ers to the
nunber of bits or bytes of information conprising the packet or packet

fragment . Fedrty@npgdets sidtht peds GitRdeedimaisRital paughind Reven dfla h@mgt h of 1500
bytes while a packet fragnent m ght have a 25 length of 100 bytes. Each
packet fwagrpiontiyveesatitihafbrexanbo tiforemticafthat fgy He mbosemshive omime doays 5 22 June
2005 WO 02/ 054689 PCT/ USOL/ 50534 the original packet plus a fragnent
header. A f magewmndk, dochead @remail medvage oc\@ivt exssageompheiotherhandytypicadly hasor e bit s
representing control information that nmay assi st another node in
a lower priority. If packets carrying an email message are delayed, the delay frequently
goes unnoticed by the intended recipient, unless excessive. Consequently, intermediate
nodes are often capabfe of determining the priority level of a packet and processing it
15 accordingly. Transporting packets of lower priority may be relatively straightforward
since these packets do not require any preferential treatment. Transporting packets of
higher priority, however, may employ additional technology to reduce delays in the
network. Packet fragmentation is one technique for reducing network delays for higher
priority packets,
20 In one embodiment of the invention, packet fragmentation may refer to breaking a
packet of information into a series of packet fragments. Each packet fragment typically
has a length smaller than the original packet. A length in this context refers to the number
of bits or bytes of information comprising the packet or packet fragment. For exampie, an

original packet might have a length of 1500 bytes while a packet fragment might have a

25 length of 100 bytes. Each packet fragment may contain a portion of the information from
: 5



reassenbling the packet fragnents into the original packet. Packet
fragnmentation is one technique for reducing network del ays for &4 ?005
priority packets. Mre particularly, the use of packet fragments perm
internediate node to communi cate packet fragnments with a higher priority
bet ween packet fragnents of |ower priority. For exanple, an internedi ate
node nmay r¥@eses3a first and second packet, wth thepdTust/s8mcket having a
| ower priority then the second packet The first packet may conprise

e second .packet may 10

informati on fram r. exa ..

Comor i oe | miestar Bk Pl (e gwsﬂ* @e@d%oﬁ ATRa i %F"‘Eﬁ%‘é‘i‘i‘ﬁ’#’% % The

i nternedi at e node e il %nﬂﬁseco tRack Sinatransmt
ueue. A transm con ry to store

q gné% Qare %ﬁ%’eﬁelﬁmg ﬁongo 1n Ol‘ a )?{l angPaé'nP ?I‘ l’h_D

packets unt |r4assc[gﬁq%/the cketcﬁ E?s%ﬁa'tf?e%n?&(al%%& network device. The transmt

gueue may be organrz |rst-|n But (FIFO structure. A FIFOIin

this cont ext ref@é@tﬁgT&taﬂamaaetéﬁ e iRt dan3 RGeSt S 1 om most

recently stored to 157 east recent store packet is

retrieved f oMy ReREY Mok ps,haua%qﬁerusé mﬁeketlﬁegrﬁéus b&RRUnliMerRldiied packet to
nost recentIy stored packet. For exanple, a'linein a grocery store

typically opgfed @mmifica ﬂk@@ag:‘ﬂé}@vﬁthtam%hé‘r'pﬁcﬁﬁy RV Acilelfadginbifs dfS t he next
person to be serviced at the register. Consequently, if the first packet

i's recei ved ic¥er prid8ty. FoteQinpRMdn@t@memdenold hfireckiVe 4 fi6 afEROAGpRREKEL , the
i nternedi ate node nmay store the second 20 packet behind the first packet in

t he transm withjthe ALt padkat lavige:aloser phidlty hiieheseanshciRa che first patkked mayot be sent
until the first packet is fully transmtted. Transm ssion of the first
packet, hovenpeiss infomationfiomad edl racstagy &r exaimpld eTietechigiackemyaynot be tol er at ed
by the second packet. In other words, the transm ssion of the first packet
may t akelosocdmpnige ibfhartatisnfemsvovnehnpassket for axprhtle. Tbe inrmadiate nede may s dest i nati on
node within an acceptable time frame. Using packet 25 fragnmentation, the

i nt er medi at gomthd &irshang sdgendgirkels in@ tansgé gueup ot kassmif quagprieissofiaxom the 6 22
June 2005 WO 02/054689 PCT/ USQ /50534 second packet between packet
fragnent s f mancferie meinpry to stoseaeiets urtil roady forterpssission by b retwork device.

The transmit queue may be organized as a first-in first-out (FIFO) structure. A FIFO in
this context refers to a memory structure that orders packets from most recently stored to

15 least recently stored, and where each packet is retrieved from memory in the order from
least recently stored packet to most recentiy stored packet. For example, a line in a
grocery store typically operates as a FIFO, where the first person in line is the next person
to be serviced at the register. Consequently, if the first packet is received at the
intermediate node prior to the second packet, the intermediate node may store the second

20 packet behind the first packet in the transmit queue. This means that the second packet
will not be sent until the first packet is fully transmitted. Transmission of the first packet,
however, may introduce a level of delay that may not be tolerated by the second packet.
In other words, the transmission of the first packet may take so long that the second packet
will not arrive at its destination node within an acceptable time frame. Using packet

- 25 fragmentation, the intermediate node may be able to insert packet fragments from the
' &



t hereby reducing the latency created by the first packet to acceptable

| evel s. The transmt queue probl em descri bed above nay be bett

illustrated by way of exanple. Assune that the length of the ??%SJ[unp%%geC{S
is 1500 bytes. Further, assune that 5 the network device may transmt the
first packet over a connection operating at a connection speed of

appr oxi matw02/@G48ki | obits per second (kbps). Transm seCowsov$osishe first
packet woul d take approximately 200 mlliseconds (ns), or approximtely .13

ms per byte. Assune the secand pa%ket conpri ses information froma voice
conver sat i offcPngecke gprveae gpekstdeanays oy thy fpkraghet Qdiedpnsmitau®he second packet

is behind the first, packet.in the transmt 10 e, . the second packet wll
be del ayed f'ﬁﬁ“bﬂﬁ‘b‘c’ﬁ%gﬁ\%ﬁ?"é c'ie?fﬁ‘n@’ﬁliel Vsépﬂ‘ett Eotaccﬁ‘g%{%g?"elss being transnitted,
which is far nore than the 4 del.ay .t ol eran Q e..second packet. As a
resul t, the secohdPHVkgue qb{g'%a?ﬁpflli?gaqoé ”éaygjfg? re'hﬁégs?dlbﬁévta?’%ﬁ node. If the
i nternedi ate_node, e S en ra t,at e first packet
may be brok%xﬁmBSMSSF"%‘hgﬁ‘aéeﬁgﬁ Oﬂ%r%ﬁﬁ%%'s% I\?\A&O![ %F{ﬂgpr(l%;é%[ms‘%%{ll er than 1500

byt es. qu ﬁéggpiyjrﬁdev‘c@ ﬁlg?{: thal;'l it Q@%%Lck%yer 9 Eongreiti%ro ggtnlg qpclm into packet

fragnents o ytes e ransm-ssion tine o 30 byte packet fragnent

fromthe figgheRAGKEH oMDMh:Gmbdl 61 10BN Bis OB kbhs)3 TRRsnIIRion GARSEQUENt |y, the

i nternedi ate node nay Interrupt transm ssion of the first packet after a

packet frag ﬁﬁma_cketfwumtuik@aﬁpwxfnxatewkﬁnns%ﬁdsgﬂg,rbr hpptdhimatelyawshd Jet €d, t her eby
reduci ng transm ssion delay for the second packet to below 4 ns. 20

Convent i onahyd. MRLARFRRERbAIPASeQbmpaekiebriaficRRNvaid Qversd@heheefan ar e
unsati sfactory for a nunber of reasons. For exanple, packet fragnentation

i ntroduces tofehghivpikdNad of d@AyaYr thdbedoR@pasiesit Belind the fitsopadicbtlintiieammsnitover head in
the formof fragnentation headers. This delay may be acceptable in order
to reduce t{eud hanssidpackt eilEbedielgy for pIOoH véhile teanire floe dackd \beingvhen a net wor k
device is transporting packets having a higher 25 priority. If the network
devi ce is tuwansipal thittgs paobrethsn thad mndplax tdlaaer of e swpidipacketh dwever, 7 22 June
2005 WD 02/ 054689 PCT/ USO1/ 50534
result, the second packet will arrive late at the destination node. H the intermediate node
employs patent fragmentation, however, the first packet may be broken down into packet
fragments with a length smaller than 1500 bytes. For example, the first packet may be
15 broken down into packet fragments of 30 bytes each. Transmission time of a 30 byte
packet fragment from the first packet would take approximately 3.99 ms. Consequently,
the intermediate node may interrupt transmission of the first packet after a packet fragment
for the first packet has been fully transmitted, thereby reducing transmission delay for the
second packet to below 4 ms.
20 Conventional implementations of packet fragmentation, however, are
unsatisfactory for a number of reasons. For example, packet fragmentation introduces
additional delay in the system due to additional overhead in the form of fragmentation
headers. This delay may be acceptable in order to reduce the transmit queue delay

problem described above when a network device is transporting packets having a higher

25 priority. If the network device is transporting packets having a lower priority, however,
' 7



this additional delay may be incurred unnecessarily. In another exanple,
packet fragnment size is typically dependent upon connection sngd

N . . J 2q05
priority level of the packets. If the connection speed or priorrty leve
changes, however, the packet fragment size may no |onger be appropriate in
view of the changes. Enbodi nents of the invention, as described 5 in nore
detai|l her¥Ppudt8Y , may reduce these probl ens by dynapiretol/seszanagi ng
packet fragnentation in accordance with changi ng conditions, such as
priority level, connection .speed and so forth. For, ex | e, one enbodi nent
of the inveﬂt‘%aﬂﬁ’f“‘??ﬁ%'ﬁh?@’rf’ét"]cgréeldI“V‘e“‘ag&'ﬁa[%t I“é’i‘f’thebﬁ‘é‘?‘%!f’ipﬁ%ggrf’%{’éeﬂ% for packet
fragnmentation in accqrdance with changes |n. oper at| 10 p neters. The
term "oper af'iz%'@tyg'f%l?a%m’"%%t “ﬂ%’é&""ﬁ@?ﬁp edrag‘# @PE@ egaé’%@?%‘:}gﬂ%f{ t%per ation for
t he packet fragmentation. f.uncti | ity i n i ' ode. Exanpl es of
status may C?"H% ’?J"dsgéeg&ﬁrvrét%lcl)er%lﬁ%{ageé’thﬁc/eé’? P%‘ﬁf’ a@he@ﬁ%"gﬁtg,fl g’&%t@ turning packet
1 agnent al | Qfled: WEHoGMR!H bikhy ok Ringl EmbdaFRRASEH hefeHiion W Besk el * OPEI ating

par aneters" a ein refers fo operating conditions for packet

fragment ati gi,d UG nQaadaeL had @d@ahése%ﬁﬁlmya;ﬁmug%an@s@wkas of 15
operating paraneters mght be priority levél of information, connection

speed, NUMD@LeRfitaticd AFdeErSn&NMMURhSAL BRkitioAs) Shch & prioridy Rvel] conné@idn be appr eci at ed
that the exanples given for operating status and operating paraneters are

iIlTustrativeebdenfaiftie, and are not neant to |imt the scope of the
invention herein. One problemw th conventional inplenentations for packet
fragment ati on mayr eR@nplelbhetehbddineniis e invaicathdpausebRally adfudatns f or packet
fragnentation through a user interface. A user interface in this context
refers to aomefibywts fqp poge dngrichatondrontudanealite shanges in cpoafimands  bet ween t he
user and an operating system (0OS) for the internediate node. An OSin this
cont ext wef paranetess. Jod et logerdtingttatwsi rrageiderbin sdfers th a sate poaperatiopifora conput er
platform such as file managenent, nenory nanagement, input/output (1/0)
managemnent , thapagke Gagmentation fynfticnal B5in asiaiermgdiae godeoExamalaye setiemaper at i ng st at us
for packet fragnentation, such as fromactive to 8 22 June 2005
include active or de-active, which may refer to turning packet fragmentation functionality
on or off, respectively. The term “operating parameters” as used herein refers to operating
conditions for packet fragmentation functionality in an intermediate node. Examples of
15  operating parameters might be priority level of information, connection speed, number of
packets communicated, and so forth. It can be appreciated that the examples given for
" operating status and operating parameters are illustrative in nature, and are not meant to
limit the scope of the invention herein.
One problem with conventional implementations for packet fragmentation may be
20 that a user manually sets a status for packet fragmentation through a user interface. A user
_interface in this context refers to a software program that communicates user commands
between the user and an operating system (OS) for the intermediate node. An OS in this
context refers to software that manages basic functions for a computer platform, such as

file management, memory management, input/output (I/0} management, and so forth. 1fa

25 . user wants to change the operating status for packet fragmentation, such as from active to
T _



WO 02/ 054689 PCT/ USOL/ 50534 de-active, the user manually accesses the user
interface and conmmuni cates a status change conmand to the CS. .¥l§ﬂ'¥e(§005
contrast, one enbodi ment of the invention nmay nonitor the networ or
certain changes in one or nore predeterm ned paraneters, and automatically
changes the 5 operating status for packet fragnmentation accordingly. For
exanpl e, iWOPHB468Nt er nedi ate node detects that only | pURSOpSERrity packets
have been received for a certain period of tine, this enbodi nent of the

i nvention may autonaticall& changf t he status for.gacket Lra ment ati on
from act i ved&-#ti¥ethsbie] fanually pecpssgs tedpes infrefne 2pdromByutalrs f BUESEMeEhi gher
priority packet, t&%f enbodi nent of the invention nay automatically change
the status FEBANEOY o fragnentation fromde-active to active. The term
"automatical |l y" d herein.to r t aki chion

| S US f to . . i t hout user
i nterventi on. roplemw conventi onal i enentations o acke
t t A#a tuﬁé?fec ntraE)t1 one emboglﬁwrﬁ oF t'i\e ipyention nilay Q‘rgﬁ%l T h’le 1 twc%’r\f{ {'op f D ket

fragnmentat i Qer?taijn %l};:an%c@ ﬂitong?r%ogerspre%Lu?rgﬁm%eg*e%e%sé&%ta&orgaﬁ?ﬂ@ %l%h%eg fggment s I ze

based on a Set o ssunption regard operat araneters. One

exanpl & Qf 3. ARES Al PuRR AR EFon Y] MRl BCPRORRI RS Peed.

Typically, the faster the connection spg th ess tine It takes to

comuni cat e,y BAGKSHat orfy 13w Drid RclRR GAR belRkeiRA férhGBMpbdRYr f aster over a
64 kbps - connection then a 32 Kbps connection, for exanple. The less tine

it takes toa0MRHHbERh& oBheIMEKBE maj B aBdaBPdhafB &R stackQlacker agment si ze may
be to avoid or at |east reduce the transmt queue delay problem described

above. ConvgigaRhtition o alfive © db-hdi®e. I1f thé RBRdh@ nd dacsbipha afi@ita packet, the
smal | er each packet fragment size nay be to avoid the transmt queue del ay

probl em desgpackdn@ils exdodident At ieiitiod pay altdnageappehaige the stafubfai patley  af f ect
packet fragment size is the priority level of the packet. For exanple,
| onger packidgmeiititig frem te-baingd hdivardje ben ‘Gppmajellyd isesadthesin paectkgb s of | ower
priority are communicated since |lower priority packets may tol erate | onger
del ay ti nestakiimsti¢rerithpaoteeintefverdignent 25 | engt hs, however, may be
appropri ate when packets of higher priority are comunicated 9
Another problen with conventional implementations of packet fragmentation is
that a user also manually sets a packet fragment size based on a set of assumptions
regarding the operating parameters. One example of an operating parameter may include
15 connection speed. Typically, the faster the connection speed, the less time it takes to
communicate a packet. A 1500 byte packet may be transmitted faster over a 64 kbps
connection then a 32 kbps connection, for example. The less time it takes to communicate
a packet, the larger each packet fragment size may be to avoid or at least reduce the
transmit queue delay problem described above. Conversely, the more time it takes to
20 communicate a packet, the smaller each packet fragment size may be to avoid the transmit
- queue delay problem described above. Another operating parameter that may affect
packet fragment size is the priority level of the packet. For example, longer packet
fragment lengths may be appropriate when packets of lower priority are communicated

since lower priority packets may tolerate longer delay times. Shorter packet fragment

25 lengths, however, may be appropriate when packets of higher priority are communicated
' 9



22 June 2005 WO 02/054689 PCT/ US01/50534 since higher priority packets may
tolerate shorter delay tinmes. Therefore, appropriate packet frmﬂhesi@65
may depend upon different operating paraneters, such as connection speed
and priority level of the information comuni cated, for exanple. Operating
paranmeters, however, may vary over time. For exanple, connection 5 speed
may vary d¥PEMR on certain conditions such as numb@cT@so1seeket s

comuni cat ed, changi ng physical characteristics of the comunication

el M and s yiRr by BERRE ALY, bl BRATKE L BATERL 7 | S Sl ect od

in accordance W NNec AndFEr t PBEP'SE i nf or mati on
conmmuni cat e |gﬂg ar .1 t size may
not provi deq’tmhe 5@?‘?%% "3 g%pgnm er oerrerrrlwg g@fl?gfgrgﬁggggﬁhggoﬁgﬁﬁnof_ t he

i nvention MayecARHIphity e o IRLINBIS S RbmaRTiaRE TG RANRES I N _operating
paranmeters, and nodify packet fragnent size accordingly. This enbodi nent of

the invention, foyeraf¥AaRneers, Ko¥evBDRhlRfy FQRRECE: ORmPRa8Fheadl Priority
| evel s and automatically vary the packet fragnent size accordingly to

i Nprove sy Stspil ey faBr dapnaifs on chiditl JORHiRRPHET I hahiRr s1pshkéid cat i ons to packet
fragnent size as operating paraneters change 15 may ensure that the del ay

i ntroduced doeminicapdchating phagarbibadidrvivs bxhe @Amagachiangediet addde advant ages
of packet fragnentation may be realized. It is worthy to note that any

ref erence i forthh&cepiglyf if € packed fraginont'siaeie sedaviad thiatedriitice @fth a gien enbodi nent "
means in this context that a particular feature, structure, or

char act er i stomectigrespeadiaivia tipaofGformeiddnicommuvidated, tabricone pdbodlichanpd, thaly be i ncl uded
in at |east one enbodi nent 20 of the invention. The appearances of the
phrase "in @weacketitagharesie tay not yravidoibrsdepited exstsmiperformémee. speci f i cati on do not
necessarily all refer to the same enbodi nent. Referring nowin detail to

t he drawi®ngs whéepmbadimeat obte tnenfionemay axnign the seiwirly for pekiein chapgesinence nuner al s
t hroughout, there is illustrated in FIG | a system suitable for

practici ng orfEtishsEmeRERnd gedifymecketfipemant wr§ accrdimgly.1 Thisengogimest Rf di agr am of a
system 100 25 conprising a source node 102 connected to a destination node
110 vi a a n&eyskion, g example, may monitor connection speed and priority levels and

automaticaily vary the packet fragment size accordingly to improve system performance.
Having appropriate modifications to packet fragment size as opérating parameters change
15 may ensure that the delay introduced due to packet fragmentation is reduced and yet the
advantages of packet fragmentatiqn may be realized.
[t is worthy to note that any reference in the specification to “one embodiment” or
“an embodiment™ means in this context that a particular feature, structure, or characteristic
described in connection with the embodiment may be included in at least one embodiment
20 of the invention. The appearances of the phrase “in one embodiment” in various places in
the specification do not necessarily all refer to the same embodiment.
Referring now in detail to the drawings wherein like parts are designated by like
- reference numerals throughout, there is illustrated in FIG. I a system suitable for
practicing one embodiment of the invention. FIG. 1 is a block diagram of a system 100

25 comprising a source node 102 connected to a destination node 110 via a network 106.
10



10 22 June 2005 WO 02/054689 PCT/ US01/50534 Source node 102 is connected
to network 106 by connection 104. Destination node 110 is connggtjﬁlné(zo 5
network 106 by connection 108. Although FIG 1 shows only one source nodDe
and one destination node, it can be appreciated that any nunber of source
and destination nodes may be used in system 100 and still fall within the
scope of tWe@UH4BYenti on. Furthernore, the terns "conmevusiaissand
"interconnection,” and variations thereof, in this context nmay refer to

hysi cal ti d/ | oqi cal t]. Fl 2 i . bl ock di
DIV ol COmel Lan e ARl SRERSRLL S, o ek i) Ok I 307
il lustrat t k 20 hat [ k 106.
L1 Ut eSS ASLiBESPRADELL RN BE AERESSED: SehyGuctglecri 108

node 206 10,05k off dGARRAGELLON A skl G UhAGLOAS, 2084 Ry, ToOr exanpl e,

receive signal's Troma sourcé no such as source no 2. Internediate
node 206 Waxeesﬁﬁﬂﬂn&dmy%e&s@d i sysHmSiob BRALHPHI RRHSHe RYERFAS destination node

110. Al'though there are only two internediate nodes shown in FIG 2, it
can be appr galedioR dpdihdhod e i iREfneQlon’ Ml GhBRGh&ES, NRERSfgaY Dbe used in

network 200 and still fall within the scope of the invention 15 FIG 3 is a
bl ock di agr qgeef, indhid@aexiinly A&E BpHRRER oHedtiBnsAR@ordsERAdbBAnOf t he
invention. FIG 3 illustrates a node 300 that nmay be representative of an

i ntermedi at e nodaG. 2SsChlockFiagrivh 6f IRthod i@ addarikmce wihdnadntbodifent offbde 300 may
conprise a conputer platform such as a personal conputer or server. In

t hi s enbodi reattioaf FIGHElushaesantetrk 200de r3PB: reeaemtivsd setaoil@cessor 302, an

i nput/output (I/0O adapter 304, an operator interface 306, a 20 nenory 310,
a noni t or i nyermpd0@ cBib8scamdntamsdiitechdt 292gomedkd teard@Omedienmudy 2&10 nay store
conputer programinstructions and data. Processor 302 may execute the
progr am 10 nsver acanneshien 204 ndtemediate sele E¥Pemarafborexample reeddveisignalefsry 310. 1/ O
adapter 304 nay comrunicate with other devices and transfer data in and
out of i nt esensginedeesuphod eouge @ede (e Interaediiofoi6 srysendyigaplatodr i nterf ace 306

may provide an interface between a user and ] .
destination node, such as destination node 110. Although there are only two intermediate

nodes shown in FIG. 2, it can be appreciated that any number of intermediate nodes may
be used in network 200 and stil! fall within the scope of the invention.

15 FIG. 3 is a block diagram of a node in accordance with one embodiment of the
invention. FI1G. 3 illustrates a node 300 that may be representative of an intermediate node
such as intermediate nodes 202 and 206. Node 300 may comprise a computer platform,
such as a personal computer or server. In this embodiment of the invention, node 300
comprises a processor 302, an input/output (1/0) adapter 304, an operator interface 306, a

20 memory 310, a monitoring module 318 and a scheduling module 320. Memory 310 may

~ store computer program instructions and data. Processor 302 may execute the program
instructions, and process the data, stored in memory 310. 1/O adapter 304 may
communicate with other devices and transfer data in and out of intermediate node 300
over connection 324. Operator interface 306 may provide an interface between a user and

25 OS 316. Operator interface 306 may communicate commands between the user and OS
1t



25 OS 316. Qperator interface 306 may conmuni cate commands bet ween the user
and S | | 22 June 2005 WD 02/054689 PCTI USQOL. /50534 316, andy ?fqos
status information to the user. Scheduling nodul e 320 naybe con |gure
maintain a current tinme and date. Al these elenents are interconnected by
bus 308, which allows data to be interconmuni cated between the el enents.

| / O adapt eW0 03@4589ray represent one or nore |/ O adapt erST/usoy/mstanor k
interfaces that can connect to local 5 or wide area networks such as, for

exanpl e, network 200, Ther fore, nnec i.on..324 resent a connection
to a networ K'GANdpreidess ?{Wé‘@ﬂ%ﬁ ‘Ehﬁ‘sé]ﬁl’“%fﬂﬂﬁll"ﬁ%@d?ay Ft can be

d h | / O ada d
s ed t@@wﬁé’wnﬁecaa%wi%%@%ﬁ AR el e RASHREES 200 (a1
within the SDCO@ LS dalvf%% .ngegc-omﬁ:m&ageﬁ%aaee?f&%F.gent&b%o%p%teFype of

processor capa ‘e provi i unctronalrty desired to

| npl ement eflip §s§m9{e omgrewa\ssagtets%pmﬁow.neefa%&nﬂm@capesne%sesf 302 may be

a processor processors made by | Cor por at i on,

Mot or ol a, s Qpamegrea rl%Mgrkg:chPQJ Rk é,enpuemawmaod\ﬂmsra@rx%e@&m bmmope enbodi ment
of the invention, processor 302 nmay be a network processor, Such as the

1960 net wor Kep&rs&ee&ﬁ&eudff&%en%rk dr Rt doReRRh Blotebquipmenl/ET®R ¥e 310 may
conprise any nedi a capable of storing instructions adapted to be executed

by a pr ocessgdrecial® iRt rRdAIP nepha®d ang HERbeNEUOddpResl abidi@nnddtitis, giick ayot | i mi t ed
to, read-only nenory (ROM, random access nenory (RAM, progranmabl e ROM

erasabl e pr-ogradipessbldandoMectino24, il kithiethasagl ot thp egiiammabl e ROV

dynanic RAM magnetic disk (ens, floppy disk and hard drive), optical disk

e.g , CD-ROM arrtbc2doratdycanbdrmay tyfesfipoessr capabiprud protitiag the speedsihdr e di gi t al

information. In one enbodiment, the instructions may be stored on the

medi um i m a figctimpaiasdeeacd a:rimmgnenemmoyiptmdoffﬂwrimipn Adr exawple phvegseirn, t he phrase
"adapted to be executed by a processor” is nmeant to enconpass instructions

stored in a3@omyrbes srecsanitns fawicefpocesedrs rmadereit Intelorpaeskipn, Motoralast r uct i ons

t hat
Compagq, AMD Corporation and Sun Microsystems. In one embodiment of the invention,

processor 302 may be a network processor, such as the 1960 network processor made by
Inte! Corporation.

15 Memory 310 may comprise any media capable of storing instructions adapted to be
eﬁecuted by a processor. Some examples of such media include, but are not limited to,
read-only memory (ROM), random-access memory (RAM), programmable ROM,
erasable programmable ROM, electronicaily erasable programmable ROM, d)}namic
RAM, magnetic disk (e.g., floppy disk and hard drive), optical disk {e.g., CD-ROM) and

20 any other device or signal that can store digital information. In one embodiment, the

.-instructions may be stored on the medium in a compressed and/or encrypted format. As
used herein, the phrase “adapted to be executed by a processor” is meant to encompass

instructions stored in a compressed and/or encrypted format, as well as instructions that
may be compiled or installed by an installer before being executed by the processor.

25 Further, node 300 may contain various combinations of machine-readable storage (_ievices
12 '



may be conpiled or installed by an installer before being executed by the
processor. 25 Further, node 300 may contain various Conbinati0822?ﬁum22005
machi ne-readabl e storage devices 12 22 June 2005 WO 02/05468

PCT/ US01150534 t hrough other /O controllers, which are accessible by
processor 302 and which are capable of storing a conbination of conputer
program i N¥PLUSEBdBHNs and data. I n one enbodi nent of tberusiyssis on, nmenory
310 conprises an operating system 316, a programpartition 312 and a data

partition 314. Programpartitjon 312 n store and al | ow execution by
processor 30OUgH Ot Hgfgﬁﬁ"l'% t”!"ﬁ'bet“? Q:?ﬁeésrr'ﬁ%'ﬁ’tp’qcﬁsﬁq’ é??’e"’ﬁ? W}t"aba“f unctions of each
respective nodq escribed.hereén sgch as source ngge 102, destination
node 110, i fEPAPHYGIOHTESR SABRAtOnS CUPRYS PPR TSN SYo8" #8822 206. Data partition
314 may store ata to be used.dur.ing the ecution of .orogram
Tnetrustions. 1 10 ReaSElRBTR HbE Rt PR A R BE BT Ty compr i se

any sui tabl §i¢ 0oL SERARIRGY HL4BIHES L WoSHTURLE 81D 8lanal s bet ween

net wor k devi c a desire ni‘cat1ons protocols, services

and oper al i g AEPEELNE LSy pokils 882 or RN R haliifich O | On. 1/ O adapt er

304 operates 1 n accordance wth the /1P Specification. In another

embodi ment  @fncdoR€orledtH RBlckRB node 4k ARERIET, su3P4 sARRMBIAS2, libtinadecOr dance with
t he Point-To-Point Protocol (PPP) as defined by the | ETF Standard 51, 15

RFC 1661, adgRl &dintefedidleYiodk28%and fitemaisetinbdl206 Batapahtivwavs vy foror 9. " I n yet
anot her enbodi nent of the invention, |1/0O adapter 304 nmay operate in

accordance it o by @ed diBg thé dxadiiRor of pdjtraih inA@adnels, such as the "Voice Over
Frame Relay | nplenmentation Agreenent” as defined by the Frane Relay Forum

(FRF) Standard 1,adpaopiedy béa ivbyorklifSrface thin rax conprifdaeditdder ch 1999,
avai lable from"ww. frforumcomt ("FRF.1 | Specification”). In 20 another
enbodi nent ethnblhg forveantling comniuhititiaa siptals bet364 nereyrk dpeeatsisgan accor dance with
various VO P standards, such as the "Packet Based Miltinedia Communi cations
Syst ens" asdadieddiset@tcolmnutitatiorsiptogacels séroseaknd Ppdraivppmesdiresatn @as Uni on
Tel econmuni cat i ons

embodiment of the invention, I/O adapter 304 operates in accordance with the TCP/TP

Specification. In another embodiment of the invention, 1/0 adapter 304 operates in

accordance with the Point-To-Point Protocol (PPP) as defined by the IETF Standard 51,

15 RFC 1661, adopted in July 1994, and available from “www.ietf.org.” In yet another
embodiment of the invention, /O adapter 304 may operate in accordance with various
frame relay standards, such as the “Voice Over Frame Relay Implementation Agreement”

as defined by the Frame Relay Forum (FRF) Standard 11, adopted in May 1997, AnnexJ

Added March 1999, available from “www.frforum.com™ (“FRF.11 Specification™). In

20 another embodiment of the invention, I/O adapter 304 may operate in accordance with
various VOIP standards, such as the “Packet Based Multimedia Communications
Systems” as defined by the International Telecormmunications Union Telecommunications
(ITU-T) Recommendation H.323, adopted in February 1998, available from “www.itu.int”
(*H.323 Specification™). In yet another embodiment of the invention, /O adapter 304

25 may operate in accordance with “Real Time Protocol (RTP): A Transport Protocol For
13



(I TU-T) Recommendation H. 323, adopted in February 1998, avail able from
"ww. i tu.int"  ("H 323 Specification"). In yet another enbodi

invention, 1/0O adapter 304 25 may operate in accordance with "%%Iﬁjlqérre%05
Protocol (RTP): A Transport Protocol For 13 22 June 2005 WD 02/054689
PCT/ US01/ 50534 Real Time Applications" as defined by the | ETF Proposed

St andar d, YRPO2®889 published in January 1996, and abGiAISbFs34 r om

"www. i etforg"” ("RTP Specification"). In another enbodi ment of the

i nvention, 1/0.adapter 304 i ith "SIP  Sessi

v o] oot S0 T PROLSLE | ST AALEE ARG 50" «
blished i 99, il able f| "gW\@Vr- f, "L ("SI P

ggec: fS i gat : g'h a?Ja%ﬂgéégandgF@gﬁﬁﬁ%&&‘%ﬁigg[Qﬁ}dp eﬁﬁéag{%"h)é?'{%?tg%ocol s may be

empl 0yed 1 n ALARARS R ETRRYOTRINGS 304 ol PeRAARLEraiOititl5ff; | NC! udes

connectors for connecting pt er W a sultabl e comunications

medi um Thos&%ssﬂ‘f inlitlaﬁgl, Pjnﬂocl%pgs cﬂ'ﬁﬁed‘% {hla Iﬁ?‘f‘ﬁ%ﬁ%@ﬁ%dﬁraﬁd ;‘S_@;,adapt er 304 may

receive information signals over any suitable conmuni cati on nmedi um such as

to tw sted- nabifhWid Marc @R %10 ai G0 fr & P RIF o @PESIP SpeciiRalion). frr@guenci es, and
so forth. Monitoring nodule 318 nmay conprise any ﬁardvvare, firmvare or

sof twar e NMaEYhsEsxaBplesaRdRIN 3thbrQrotdchie n@He emblBysa i titk@dtinglerflRBime el oper ati ng
paranmeter for node 300. In one enbodi nent of the invention, nonitoring
modul e 318 may el 4daer 80BdkoGRRIS e oryrar canmeétiag 1/0 déaptei T edth ir om a packet .
An operating paraneter identifier in this context may 15 conprise explicit
priority i nfsgimtdmuniciton medpac Kedse skilleé inttieramwileoadéritaidtthat Fadapters cont ext
may refer to a bit or byte that specifically identifies a priority |evel
for a gi ven paodyetceive infogmtivesgnels oypaal etible Ammenigatiph @edifm swohnast or i ng nodul e
318 may be a protocol analyzer. A protocol analyzer may be designed to
convert inf owisted-pagrvirs. cgiagiblsatila fieer eptitoradip frequenzlsh. andyg forlode 300. The
converted information may be analyzed to determ ne control information 20
for a received péuwitering nipfue P8 mey epmpfissfany heedvprorfirmagre psolia®d] t o deternine a
priority level for a received packet. For exanple, if a received packet
conpri ses armofiye, prrefobipation thereof, to monitor a desired operating parameter for node 300. In

one embodiment of the invention, monitoring module 318 may retrieve an operating

parameter identifier from a packet. An operating parameter identifier in this context may

15 comprise explicit priority information from a packet. The term “explicit” in this context

may refer to a bit or byte that specifically identifies a priority level for a given packet or

series of packets. An example of monitoring module 318 may be a protoco! analyzer. A

protocol analyzer may be designed to convert information signals into a form readable by

node 300. The converted information may be analyzed to determine caontro! information

20 forareceived packet. The control information may be used to determine a priority level

for a received packet. For example, if a received packet comprises an IP packet,

monitoring module 318 may determine the priority level for a packet by examining a

Differential Services Code Point (DSCP) in the IP header for the packet in accordance

with the TCP/IP Specification. [f a received packet comprises an RTP packet, monitoring

25 module 318 may examine a priority level identifier in the RTP header for the packet in
14 )



nonitoring nodule 318 nmay determine the priority level for a packet by
examning a D fferential Services Code Point (DSCP) in the IP f

t he packet in accordance wth the TCP/IP Specification. If a r??i‘?@% 2005
packet conprises an RTP packet, nonitoring 25 nodule 318 nmay examni ne a
priority level identifier in the RTP header for the packet in 14 22 June
2005 WO O¥Oo9289es3 PCT/ US01/ 50534 accordance with t he pBIPsiHpesd fi cation. |f
a packet conprises a Voice Over IP (VOP) packet, nonitoring nodule 318

may exam ne control .jnf ti.on.in VO P packets (o  de ine priorit

level i aceupraeyhibe RTY Reeifiiuss 1 geeke Rhon R otr VST EVEYc F1 cati on. 11
a packet conprises.a.fra | a cket nitori. dule 318 may exam ne
control 5 iﬁ@%ﬁﬁﬁ?wgﬁgﬂﬁgq?%ﬁé“?%@ﬁ?ﬁ%38%5??' %m'n?%?ﬁ#%gsﬁriority | evel in
accordance w.th. : : Lfd iy QAN } . | es and

ot her ident?&%ﬂwﬁaﬁ?gggﬁéﬁ%“gﬁﬁﬁé&“ﬁﬁ%?g@Hngﬁéﬁm%@ﬁﬁﬁgﬁggg 8?E alternating

embodi ment s ¢ a&l@(c@ﬁwls\éﬁ yamemipscg&,i(@%istmgwo&le%]@nm lﬂﬁs &H?Zil”e an inplicit

oo xa . .
priority level for one or nore pac e term"inplicit” in this

cont ext nRY iff&8liontiPrdnieddy phkbD S deteride %er‘t%levelﬂ abBMGlce b m@ packet or
series of packets using a'set of rules or heuristics. One rule or heuristic

may be basedrpii pReik&kion. GAGE B¢ jubtRkanPlesdfalofer ifenliftrSroBNanPEn&r €ated that if a
packet length is relatively short such as, for exanple 500 bytes. In such

Ci r cunmst ancemiocolé RS emplod b mafiaddndodimkid. | hood that the packet is
carrying time sensitive information and should be assigned a high priority
| evel . Anot her rAllematbelyheuhdrag ncduhesys ey ddasaick Mmimbikit prdigrig@ifoon i n a
packet, such as a tel ephone nunber. A rule may be created that if
noni t ori ng ecu nere pddBetsl €the ctns “implice’ ie Pioagexn mapefer wiidetwifyinga ppiaddcet , t here may
be a reasonable likelihood that the packet or subsequent packets nmay be
car ryi ngidvolewsd foria pdcket eseiies nf parkdts o4l set obmleaediegisea. Qndrilghr priority | evel.
I n anot her enbodi nent of the invention, nonitoring nodule 318 nmay conprise
a 20 nodul keupigic man Beaged ompacked lapeths for ovamplped dniohayde preetetthadita324. Connecti on
speed may be

packet length is relatively short such as, for example 500 bytes. In such circumstances,

there is a reasonable likelihood that the packet is carrying time sensitive information and

should be assigned a high priority level. Another rule or heuristic may be based on

15 information in a packet, such as a telephone number. A rule may be created that if

monitoring module 318 detects a telephone number within a packet, there may be a

reasonable likelihood that the packet or subsequent packets may be carrying voice

information and should be assigned a high priority level.

In another embodiment of the invention, monitering module 318 may comprise a
20 module to measure the connection speed of connection 324. Connection speed may be
represented in terms of kilobits per second (kbps), for example.
Although monitoring module 318 has been illustrated as a module to retrieve
priority information from a packet and connection speed, it can be appreciated that any

type of monitoring module configured to retrieve any number of desired operating

25  parameters may also be used and still fall within the scope of the invention.
15 '



represented in terns of kilobits per second (kbps), for exanple. Although
noni toring nodul e 318 has been illustrated as a nodule to retriﬁ%e.]une 2005
priority information froma packet and connection speed, it can be
appreciated that any type of nonitoring nodule configured to retrieve any
nunber of desired operating 25 paraneters may al so be used and still fall
W thin thewedupessdpf the i nvention. 15 22 June 2005 WO/ (sdi/8534689

PCT/ US01/ 50534 FIG 4 is a block diagramof a programpartition in
accordance with one enbodinent_of the invention. FI&:\ 4 illustrates a

program partiti GiC-40%" Resk iagrey ofgrostampprilonp aedancRy 9P gr am parti ti on 312.
In this enbodj nent, tifi 400 tai i nst ti t
TS SToot OB RS B0 400 S a1 U o

i nternedi ate nodes 202 and 206. e, parti,cul.ar I, odi nent of the
i nvention ufeipfeise?tégvefo gﬂr?gr%"é[’asngg?ﬂg? E)"gtl?lg?ﬁnl?oﬁg}%?tupéﬁ( %mn;% n{t'ﬁ% HJ:I)VI |l be

col l ecti vel eferred.to ; j e iJor i nager nodul e
(PFMM 402, ¥‘5&ap‘)ﬂ§ i?glt%qﬁggchgﬁogﬁa?%ggﬁa géce S?}I%J J@ggﬁglﬁﬁ& agﬁ%‘%? a packet

fragment ;Sizgy gﬁ&@@é@ﬁé@ézoﬁ% 250 M e ;&ﬁ%}b@ﬂiy, hfseRAGRRhAkien modul e (PFM

408, respectiv course, the scope of the inventionis to not limted

to this parthgibdilisg fouPletsloRstbgratthdi@RRns hil wiihileSolRBRA kel 1o PFMM 402
operates to nanage packet fragnentation in general. PFMM 402 receives

operating pPa&apRiGhcketTaghdRBitibinigef mQNR (IMMPNE apadkkiagmentagsei ved over
connection 324 fromnonitoring nodule 318. The term "operating paraneter

i nf or mat i oNjccés mUGRAPFENIEION, aFRKetifGhdatitze attyul@E$M PG hrdfa@diet | on r egar di ng
an 15 operating paranmeter. PFMM 402 routes the operating paraneter

i nf or mat i onfrkgmeMEAINImod I PERTIA08) respEcEMIy} AF colrfe M 8 oBthsioveoariat es t o
interface with an OGS, such as OS 316, and an operator interface, such as
oper at ori nhe fimagiao BB partitutar eodiidirmaivre. conf i gurati on of operating state,
operating paraneters, or any other configuration information that may be
desired for PFAM WBd4mboRiEEh PFOEV A02chperRidd td G8nagd packehiagientatienodi nent of t he
general. PFMM 402 receives operating parameter information for one or more packets
received over connection 324 from monitoring module 318. The term “operating
parameter information” as used herein may include any desired information regarding an
15  operating parameter. PFMM 402 routes the operating parameter information to PFAM
404 and/or PFSM 406. PFMM 402 also operates to interface with an OS, such as OS 316,
and an operator interface, such as operator interface 306, to coordinate configuration of
operating state, operating parameters, or any other configuration information that may be
desired for PFAM 404, PFSM 406 and PFM 408. [n another embodiment of the
20  invention, the functionality described with reference to PFMM 402 may be implemented
as part of PFAM 404, PFSM 406, PFM 408 or another program module as desired for a
. particular system.
PFM 408 operates to perform packet fragmentation for node 300. One

embodiment of the invention performs packet fragmentation in accordance with the IETF

25 Proposed Standard entitled “The Multi-Class Extension To Multi-Link PPP,” RFC 2686,
16



20 invention, the functionality described with reference to PFVWM 402 may be
i npl emented as part of PFAM 404, PFSM 406, PFM 408 or anot her f?ouﬂ.irﬁér}%OOS
nodul e as desired for a particular system PFM 408 operates to pertor
packet fragnmentation for node 300. One enbodi ment of the invention
perforns packet fragnentation in accordance with the IETF 25 Proposed

St andard ewoitéseede " The Mul ti-C ass Extensi on To Ml tipti/oder/RBR, " RFC 2686,
16 22 June 2005 WO 02/054689 PCTI USOL/ 50534 published Septenber 1999,

avail able from"ww. ietf.org." ("MCNM Specifjcatjon’).. Anqther enbodi nent
of the i nvenrthlighed perembsriRoSpdrailal f’P?‘a%%o%gﬁChﬂ‘a%ﬁ%W% e with the

"F Rel F tati | npl. tati A t" defiped by FRF

Standard 1 AnOUR BRSHED oY e iR} e packss HEMEREIOn s RIS £ o um ot
"FRF. 12 5 i fi ti "). Ath th nbogdi t i ti

t(Jse a pac ke?@?}?‘g‘l@]ﬁﬁﬁ;@ﬁ%}“ fﬁat'ﬁ? %’}‘%ﬁ%ﬁn&tﬁ’g %5%' Teﬁe:ﬁ%ﬁ“%ﬁgpwndgggginf : ggt |mca)%

or the FRF. ]2, ?e?%%e‘[:émcb%rt 1'9ggavahz}b(1§:‘¥?oﬁ1o‘r g?_f Gl @kelpat any packet

fragnent ati ori protocol nmay use 408 and still fall within the

scope of the._i +h O J ' t FMM 402, PFAM 404,
PFSM 406 5an§pélggll\éﬁqﬁ%)g mtthgagﬂn?f%@ggﬁép tgﬁgtrh Qﬁ\ée?é(?lin%g}'jge\%g?cﬁar eference to FIGS. 5

and 6 and aggANRAMA RELE4HIRh&T the ICMIedFicRldES thorrgg 6 presented herein
may include a particular processing logic, it can be appreciated that the

processi ng kAQifeatior 1@h/beRpRAtiaBE hatthiy fRiTRagheition protobd) Gageeddal _
functionality described herein can be inplenented. Further, each operation
within a gi ¥@RFMRIDGE SBI gwRghcscsle@sthaiateni@dcessari |y have to be executed
in the order presented unless 15 otherwise indicated. FIG 5 is a block

f1 ow di agram of Thi@ecpti@s esgsitdag] 0b,EFMM g Framd, IFEMa0p aciitEM 408 r agnent at i on
access nmodul e (PFAM in accordance wth one enbodi nent of the invention.
An oper atoi Ngaped fanhet dscribalrwith refdraast Filites prcket aconmpatyegeetmplesi ned at bl ock
502.

Although FiGS. 5 and 6 presented herein may include a particular processing logic, it can
be appreciated that the processing logic merely provides an example of how the general
functionality described herein can be implemented. Further, each operation within a given
processing logic does not necessarily havé to be executed in the order presented unless

15 otherwise indicated.

FIG. 5 is a block flow diagram of the processing logic performed by a packet
fragmentation access module (PFAM) in accordance with one embodiment of the
invention. An operating parameter for at least one packet may be determined at block 502.
An operating status for the operating parameter may be determined at block 504, Packet

20  fragmentation may be performed substantially in accordance with the operating status at
block 506.

In one embodiment of the invention, the operating parameter may be a priority
level as defined by a priority scheme. The term “priority scheme” in this context may
refer to any technique for separating information into different classes of informgtion, and

25  ranking each class in accordance with one or more criteria. Examples of some criteria
: 17



An operating status for the operating paraneter may be determ ned at bl ock
504. Packet 20 fragnentation may be perfornmed substantially in ?Rhﬂ?@ﬁﬁS
with the operating status at block 506. In one enbodi ment of t

invention, the operating paraneter nmay be a priority |level as defined by a
priority scheme. The term"priority schene"” in this context may refer to
any technivyoe2 s separating information into differerttudoassras of

i nformation, and 25 ranking each class in accordance wi th one or nore
criteria. ExanEIes of sone crlgerla 17 22 June, 2005 WD 02/ 054689

PCT/ US01/ 505134 ¢ Eereifeaqualitgpl seiioq (Qog): Seqﬂ%w'*v tfimsidelaysy Goft oS Eps)

sensitivity to ti del a cost of serv ce. degtlnatlon
node, i nf o?ﬁ%&‘EQGBPf[m%? @at&sﬁa"dgd" PERES typf’ﬁ'?éfst’gqnﬁﬁ 'F}?eg? W&Tf’gﬂniyﬁpe" inthis

cont ext rray r fer . to ce conversatio Vi nf er ence,
st r eani ng léaontextmalylref%o J§ grpomavgw%%)mﬁ:asa for, ¥i¢ vuf1 con r’enca,rsg% i mge.

vi deo, - text V%Qo ot QLA O,J%..%ﬁés S TR, Bk Y Yok aégland;o Ry, cont exi

refers to an 1dén eac cate its rank.

Exanpl es ;of (pf *‘;Qro}.lgyev{ene,\ﬁ Seol ré?a?da .giaermr%.-e&amgs%vfel may TRfthdm priority

| evel Iom1pr|or| eve A priority schénme nmay have any

nuber of prd Q. tsxadlpﬁ’eé%%p?mymelsWe@%ﬁbm,tﬁa@hm%lwm&w:J:v%xvel usi ng any
nunber or type of criteria. In one embodi ment of the invention, a priority

schenme is usRthribitplevét hRSS idrh O3 plidtity RherenBy h@aa@q:ﬁme«abﬂ";ﬁoﬁtmewme sensi tive
informati on and non-tine sensitive information. Tine sensitive in this

cont ext MRy akdeha efind eRNridriBf 1OENBinE &) nWHIRE 6 typk of Gitefl@Si rabl e that it be
delivered to a destination node wthin a certain tinme period. Exanples of

time sensitive [ndikenbEiesivf fEiaventod, b pleorityntiemaBiused thaf dlasifia voi ce
conversation, videoconference, and stream ng video. Non-tine sensitive
i nf or mat iooninfaamition sccarding © Xitne Banyitivead fematn asdnpn-Omb eansithys itfyrpetioof | nf or mat i on.
In one enbodi ment of the invention, tinme sensitive information may be
assi gned a iniegeniitiye ih trisebntexf mini reflar to anydnferomtianiwirere 8 GrdsiiableatiitdE or mat i on may
be assigned a priority level of low although this is just an exanple.
delivered to a destination node within a certain time period. Examples of time sensitive
information may include information from a voice conversation, videoconference, and
streaming video. Non-time sensitive information in this context may refer to any other
(5 type of information. In one embodiment of the invention, time sensitive information may
be assigned a priority level of high, and non-time sensitive information may be assigned a
priority levei of low, although this is just an example.
Although particular priority schemes and priority levels have been described in one
or more embodiments of the invention, it can be appreciated that any number of priority
20  schemes and priority levels may be used and still fall within the scope of the invention.
fn one embodiment of the invention, the operating status may be one of active and
de-active. If the priority level is high, the operating status may be determined to be active

at block 504. If the priority level is low, the operating status may be determined to be de-

active at block 504, The term “active™ as used herein may refer to activating or turning on

i8



Al t hough particular priority schenmes and priority |evels have been
described in one or nore enbodi nents of the invention, it can ?

appreci ated that any nunber of priority 20 schenes and prioritfﬁ éUgFE%QRF
be used and still fall within the scope of the invention. In one enbodi nent
of the invention, the operating status may be one of active and de-active.
| f the priwopyssdsevel is high, the operating status negrimseysheiser m ned to be
active at block 504. If the priority level is |low, the operating status
may be determined to be de- active at block 504, The term "active" as used
herein may Peskefragnsnigeantynstionalify- ohe fegrp rlergfiveres usegheson pepfelertpds WO 02/ 054689
PCT/ USOL/ 50534 packet fragnentation functionality. The term "de-active" as
used hereinaﬁﬁ?”ﬂ@ﬁ@?”@@¥HE&“§%?FW3TFWﬁm6* turni ng of f packet fragnent
functionality. In one, enbodi_nent of the _.invention, operating status may be
det erm ned by é’?/%{’leﬁ‘&'["idﬁ'be“m@?H@F““P%gpcf?ﬁ%grséi"'lsH‘@y E"a‘*lf%? ‘P%?’y has been

determ ned w ! hin a thé m ted t.t(i) me eg l%gggeggéterq%g \%Ehimnd L Ak S i s determ ned
i n accor dan&& " WERTTAZ "EVRTUST PO 1° O e enhodi ment: Of tnhe invention, the

Oper at I n% p?ér%ﬁmé eeratin tUQ?S aglgltl)ﬁﬂeg‘l:ngggr (926 %I’l ae waggonpfnlogél ty l evel . | f t he
v Feviel f

hi gh priori s not determned wmthin the rmted tinme period, the

operat i ng SEﬁﬂoutﬁrﬁwthpﬁv&ﬁarﬁfh%&mngﬁramag.gﬁag%saéw\lﬁmed thBé;ﬂﬁ%henbOdi ment of

t he invention, e operating status nmay et erm ned o0 searching a

menory usi ng;dRAeRP S AL hiflhrBAY AIB WAL not ERENNEVRHN HiRhiCPR edy, f OF
exanpl e, nmenory 310. The operating status maybe determ ned using an

operating shabptmatinPRRwafbefbiehihdd 1d RYQRRE AL I Ng paraneter in nenory. In one
enbodi ment of the 1nvention, the operating paraneter may be determ ned by

receiving a packgine éhbdainRhk e nddnkifty thD SgcRlR stifus kLB defein@ified by f there is no
operating 15 paraneter identifier, an operating paraneter may be inferred

usi Nng ON® OfeafdRifi hidMoPSusME the BfetinSlatGiBlc@ ThelinaRdigagtoap@edor The operating
paranmeter identifier may be retrieved from the packet. In one enbodi nent
of the i nveeadnpl,metds 30REThabpermngRmamay By deiethemd iufingsan op@ating status
associated with the operating parameter in memory.
In one embodiment of the invention, the operating parameter may be determined
by receiving a packet with an operating parameter identifier. If there is no operating
15  parameter identifier, an operating parameter may be inferred using one or more rules or
heuristics as discussed above. The operating parameter identifier may be retrieved from
the packet. In one embodiment of the invention, the operating parameter identifier may
represent a priority level. More particularly, the operating parameter identifier may be one
of a group comprising a DSCP, an RTP identifier, a VOIP identifier and a voice
20 information identifier. The term “voice information identifier” as used herein may refer to
any explicit identification that a packet may carry voice and/or video information.
The operation of system {00 and the processing logic described with reference to
FIG. 5 may be better understood by way of example. It can be appreciated in the

examples given below, however, that the priority levels, definitions for priority levels,

25  operating parameters, operating status, time periods, assumptions and other values or
19



represent a priority level. Mire particularly, the operating paraneter
identifier may be one of a group conprising a DSCP, an RTP ider2t2' Bhﬁé’2605
VO P identifier and a voice 20 information identifier. The term™ volce
information identifier" as used herein may refer to any explicit
identification that a packet may carry voice and/or video information. The
operation &f0%Y¥6¥m 100 and the processing | ogi c descrch@dongsh ref erence
to FIG 5 may be better understood by way of exanple. It can be

appreciated in the exanples given below however,  that .the priority

| evel s, defi Wa{"ietgﬁgla éer'H%P?tgF ﬂ‘t“f/mﬁeé?ﬂgafes"f’t B ipWpLhe ﬁ&peﬁgﬁ’ﬁrret ers, operating
status, ting ‘%ﬁtﬁi %%% assunptions and ot her values or 19 22 June 2005 WO
02/ 054689 PCH T Y881 50534 paranmeters nmay be illustrative in nature and are

not meant to i rrjntthi§ %@f}@i&%ﬁlﬂfﬂ %E'ﬁanaige?g?c%tier%?neﬁt@liog\Bﬁ'sysEE 'AI\W' s enbodi nent,

PFAM 404 manages pac ragnentation for system ‘404 may operate

to automati Calawad RaPeR:AN ARGRLALINGant & dperafiRsRafkRlkep fragnentation
based on, at least in part, one or nore operating paraneters. In one

enbodi men§  ofaghéiRatibidkedaloh AleasPi AV, 434 :ﬁ&hﬁe&ﬁﬁ‘%ﬁé%m@@;@f Rlhd1g paraneter
information in the formof level of priority for one or nore received
packets. PFAMbddifenibiiRgentionPFADPRE Aby B&ive bgttdity RfankleMhBABioniFAM 404 has
access to a data partition, such as data partition 314. The data partition
may i ncl ude tee foraldf éevél atprivgitydor ofgre maieirddefvaaitpadiets FFAMDM afalgesttie W t h each
| evel of priority for a given priority scheme. The operating status may be,
for exanpl eperaing stetes @ PFMa0B PFAYIEI04 s agra mpl deta pdrtition sath se ddtzhat may be used
in accordance with one enbodi nent of the invention is shown bel ow as Tabl e
1. It can beadfqriéti Bedda pandion maniyclglf a tahie haviglae spetnsmatstahe pssochateds f or
illustrative purposes only, and that the enbodi ments of the invention may
not st or & t vtheash éyelaf priorily dor aaiveramioiity sqheres iThedppratitgstagamey feofom as gi ven 15
herein. TABLE 1

example, active or de-active. An example of a table that may be used in accordance with

one embodiment of the invention is shown below as Table 1. It can be appreciated that
any of the tables used herein is for illustrative purposes only, and that the embodiments of

the invention may not store the relevant information in precisely the same form as given

15 herein.
TABLE 1
Priority Leve] Time Period Operating Status
High Priority Level { seconds Active
Low Priority Level 30 seconds De-Aclive
20

As shown in Table 1, two priority levels are defined: high and [ow, The high

priority level may include any information that may tolerate, for example, 4 ms of delay
20



Priority Level Time Period Operating Status H gh Priority Level 0 seconds
Active Low Priority Level 30 seconds De-Active 20 As shown in I ,
priority levels are defined: high and low. The high priority I -eé?gljaﬁgyZOw
include any information that nay tolerate, for exanple, 4 ns of delay 20
22 June 2005 WD 021054689 PCT/ US01/50534 per internedi ate node. Exanpl es
of high prW208#63%vel information may include i nfor PeTiUSN/sHBOM voi ce
conversations, video conferencing and real-tine streamng video froma
video or image file.  Th oW DI 1018 | evel. qncl any ot her type of

i nf or mat i on ot tg?m? RER"Hi g’ﬁmﬁifgsl Agﬁulgf[\ é/r}l()lng\ieevlgf ' ﬁ% % trlér'rlar}]t%ly Ehgl,ades uch as voi ce
messages Or iRl lio P BRRE &R Sersatidns, G, RrRRANLS BB SRENFY Rlico t hat any type
of desired plrl oralh%yrschen%)%n%?lcﬁse ut‘?ﬁeze@rgand@stﬁlff ?ﬁfﬁ%l Wi t hin the scope
of the i ”Ver}fdrrpaﬂ/idegéﬁiﬁla%é_rﬂlé?ﬁhé Mw RN !e\}’éﬁ_}{aﬁﬁ‘cllﬁﬁy%&%ﬁéoﬁ' me period val ue,
whi ch may represent a ime period in which packéts of a given priority

llevel may banfo@aBbnd@dr Bid o pligincBRN@onshiof) BRK &l oREmekatbsemaline time period
may be useful to ensure that PFM 408 does not 10 constantly swtch

oper at i ngs stnidssagesf It 4Mbe asprekidted, hévver(Rat aftypé of debiRD pociBSatict hay beor  exanpl e,
the tine period for low priority packets in this exanple is set for 30
seconds.  Thitilzetrand shibfap) withis the scoficludithe Pivddki«08 does not change its current
operating status wunnecessarily in response to, for exanple, the insertion
of a | ow pri ori tEach pioety lgyalotag be asiignedia imapesod alenwdich magiepreseiter ity | evel
packets. In other words, the time period for 15 receiving low priority
| evel packettimenerdoddn winghmeskets efigivporsiorityildveitmay bheaceivedvon@8hangiyz change its
operating status to "de-active" w thout m ssi ngP high priority |evel
packets. |f opar¥iae gy dbe tivgs psticgdnpy be wefulbiprasue thay §M:1%F AERldty active, and a
series of |ow gr iority level packets are received wthout any high
priorityld eRISEHNEREEOPFEING FYPEIOM AFivE He “dtegtivR” ynngeessarily. For

example, the time period for low priority packets in this example is set for 30 seconds.

This may help ensure that PFM 408 does not change its current operating status

unnecessarily in response to, for example, the insertion of a low priority level packet

within a stream of high priority level packets. In other words, the time pertod for

15  receiving low priority level packets helps improve the possibility that PFM 408 may

change its operating status to “de-active” without missing high priority level packets. If

the operating status for PFM 408 is currently active, and a series of low priority level

packets are received without any high priority level packets for more than the given time

period of 30 seconds, then PFAM 404 may retrieve the associated operating status, which

20 in this example is “de-active.” PFAM 404 may send a signal to PFM 408 indicating PFM
408 may change its current operating status to the new operating status of “de-active.”
Stated another way, if the operating status for PFM 408 is currently active, and no high

priority level packets are received within 30 seconds, then PFAM 404 may retrieve the

associated operating status for the low priority level which is “de-active.” PFAM 404 may

21



peri od of 30 seconds, then PFAM 404 nmay retrieve the associ ated operating
status, which 20 in this exanple is "de-active." PFAM 404 nmay s ngLﬂ‘éim
to PFM 408 indicating PFM 408 may change its current operati n92 tatu 0
the new operating status of "de-active.” Stated another way, if the
operating status for PFM 408 is currently active, and no high priority
| evel pack&0#2/gnaserecei ved within 30 seconds, then PFedd/dddsusmy retrieve
the associated operating status for the low priority level which is
"de-active." PFAM 404 nmay 21 22 June 2005 WD 02/054689 PCT/ US01/50534 send
a si gnal toS@F*R/P'ﬂ‘@émipﬁlﬁi“g%\‘f'i"??{:jnwm W By e IS AIET PPLUBE FHEA operati ng
status to the new qperati st.at,us of "de-active." In another exanple, the
time peri od™8FY RREGH gﬁﬁ“&?ﬁ%ﬁiaq@vel is set to 0 seconds. This neans that
PFAM 404 of node_ 300 nmay not wait .a Qiven i I eggLve high 5
priority |evel E%ﬁ?g'frsex%"ﬁ?%&e to ' l?aflnfgli hﬁ% pgﬁrg?{n%ﬁ?ﬁéétﬁb as%%g({s' E@%’ her, PFAM 404
TRy change ik WREITAM 08 ol 43 mhOky LEM AR (e RRdMlGsARNe Lo Tactiver

0 e et.

upon receip any high priority lev pac This may be desirable to

ensure that Q0L REIGR pRbdiPehbighg bfYdhg RAGK Rhther] FEAMEBS In), node 300,
t hat PFMQ4O§ ﬁg}glech%!rc\ge P %rsf oprtgr gtlﬁleng E'gstat us ttecr) an " acti)\sﬂﬁ&yoper ating

status to reduyesiidiGwe RP BENDLGS ok “Qé-actledayiafiBeaiin BdcPlofla@Mgh packets. |f the

to operating status for PFM 408 is currently "de-active,” and if any high

priority | ey@drippeeksitket. iThishRg & deable tohradireAddcd Okt misrily idlpeke t he
associ ated operating status for the high priority level which is "active."

PFAM 404 seRd&eidedty@oui300, hatPFM 400 Bay dhaige &t dpagtifgfsius #@B“asthetil d change its
current operating status to the new operating status of "active." In

anot her enbogtratiegdtansfio iedvee theyossittilitper, delPFidnyiligh ey padenatfthepacket 15
fragnentation according to one or nore schedul e paraneters. The term
"schedul® parasingedtaeys ToriPAMDS is cupremty&itd-actieey’ andif eny high paorityi lems] pagketlat e or ti ne
and date, for exanple. A data partition, such as data partition 314, may
i ncl ude a t abdceividathénREAMACH ey ratrieveghesssatizied operaling siptas fedthediigth one or nore
schedul e paraneters. The operating status may be, for

priority level which is “active.” PFAM 404 sends a signal to PFM 408 indicating PFM

408 should change its current operating status to the new operating status of “active.”

[n another embodiment of the invention, PFAM 404 may manage packet
15 fragmentation according to one or more schedule parameters. The term “schedule

parameter” in this context may refer to a time, a date or time and date, for example. A

data partition, such as data partition 314, may include a table having an operating status

associated with one or more schedule parameters. The operating status may be, for

example, active or de-active. An example of a table that may be used in accordance with

20  one embodiment of the invention is shown below as Table 2.

TABLE 2
Date Time Operating Status

n



exanpl e, active or de-active. An exanple of a table that may be used in
accordance wth 20 one enbodi nrent of the invention is shown beI%/A%@}?TQBIO%
2. TABLE 2 Date Tine Operating Status 22 22 June 2005 WD 02/

PCT/ US01150534 Decenber 1, 2000 8:00 am Active Decenber 1, 2000 8:00 pm
De- Active Decenber 2, 2000 8:00 am Active In this enbodi nrent of the

i nventi on,wdednses® nmay i nclude, for exanple a schedul ecrzaissmat er
conprising a tinme and date, and an operating status associated with the
time and date. The operating status may comprise for exanple, active and

de-active. |I n Dseabg 1e380di nent of P4 i nventi on, PEXNF404 nayl nanage
packet fra i ging the operating-status for PEM 406
according fo tAscEEHdetOd tiime anti®®Re. 1 the aB&¢E e exanplle, PFAM 404

may access|Table 2 toretrieve one—or wore-scheduledti-nmes—and dates al ong
wi th associ at ed*GFPEF 2t 189 st at us. BEOAR 204 nay r ecef s gnal g froma

nodul e desiighedto wahntaln—-a-—current—date—and—tre—sueh—as—s'chedul i ng
nodul e 320. to PFAM 404 conpares the received signals with the retrieved
time and date. Lf. the .conparison.re S in tch, PFA 4 sends a
signal to PFM 4GBy ohlbg nveaiay aat%llengma%f"ﬁ@ ‘tjfg% rﬁg?'p](%%sac% ug, PFAM 404 may
retrieve a tjne. a te : A (0 £ r-% M%ptggﬁ JHgpectively,
and the ass dé?méefere%’%gﬁ%}gftt%gﬁﬁds gt u[sn"g‘#b ,atg ttlgve. goc]Iil‘ 95\ 04"tecei ves si gnal s

from schedul : 2RO, j skl 15 representing
a tinme of 8@%%g‘ggn?bgﬁ{"%e%é%g&%,ﬁn%boo,a %A%\?Iﬁﬁcgéﬂyg%rﬁg? ggs?gnal to PFM 406

to changgq i Lgholithedifthe ARAGAL PHAYA d4atal thadae pat Hrééﬁnefftatf&"i:ﬁch&%l’ﬁg or simlar
process may continue wth the next row until al'l rows have been processed.
| f desired, nPHAMifQhwIaY PPN @0 LR difis B schQuib@grhdendidid) 1k theaobd St row in
Tabl e 2 once the last row of Table 2 is

example, PFAM 404 may access Table 2 to retricve one or more scheduled times and

dates along with associated operating status. PFAM 404 may receive signals from a
module designed to maintain a current date and time, such as scheduling module 320.
10 PFAM 404 compares the received signals with the retricved time and date. [ the
comparison results in a match, PFAM 404 sends a signal to PFM 406 with the new
operating status. For example, PFAM 404 may retrieve a time and date of 8:00 am and
December 1, 2000, respectively, and the associated operating status of “active.” PFAM
404 receives signals from scheduling module 320. Once PFAM 404 receives a signal
15 representing a time of 8:00 am on December 1, 2000, PFAM 404 sends a signal to PFM
406 to change its current operating status to “active.” This same or similar process may
continue with the next row u_ntil all rows have been processed. If desired, PFAM 404 may
be configured to begin with the first row in Table 2 once the last row of Table 2 is
reached. PFAM 404 may also be configured to repeat certain rows on a recurring basis.
20 This embodiment of the invention may be desirable, for example, when an
intermediate node or system may assume that a certain type of information may be

received at different times or dates. For example, a system administrator may anticipate
23



reached. PFAM 404 may al so be configured to repeat certain rows on a
recurring basis. 20 This enbodi nent of the invention may be de qR{ 2&)@5
exanpl e, when an internedi ate node or system may assune that a cer

type of information may be received at different tines or dates. For
exanpl e, a systemadm nistrator may anticipate 23 22 June 2005 WO

02/ 054689 WCT09889./ 50534 recei ving high priority inforcmsouswsidet ween t he
hours of 8:00 am and 8: 00 pmevery day, and low priority information

bet the h f
cxanpl 6, - DotTSE oy BEER P bl Bl COURAT APRE REPI9ET ey o pr obessed
d ted t . h h th t
Sor 1 or S B ogge regnged Y Pl I i R R, ST, T DY
| npl ement ed | ocElneforefom ﬂ{cau-ggglln%’"m%mtlc@l%m AP ise Table 2 to change

operati ng sTat U™y can be appreciated that any nunber of

times or ;,,%éesmndfesnmmquogémemm[@d@mgfmefﬁeg\ﬂoﬁ%hanqe Shi ! fall within

the scope of the Invention. Furthernore can be apprecCiated that Table
2 and PFAM 4QdcaRsatibddb !sze@sﬁqaennseuun@eddaﬁ.escwgdu:amhy BEBmaIRRen@ainghe and  to still
fall within the scope of the invention. FIG i's a block flow diagram of

t he processingof Bk 8, hOPFAM PRIGKS usc Tasig IrRthakd @E\'atlr@sﬁﬁs #oesitihgy. (PFSM) in
accordance with one enbodi nent of the invention. At |east one operating

parameter may b@ caleieappiicaed thatanphadk of Gdes oAdaoa aliebe dsédagdiedlile 31 ze may be
determ ned using the at | east one operating paraneter at bl ock 604. The
packet fragaePFAMSI04adatiinfaly whien o gtbieio€dic Bwmdngtra uitletrhoye, it cande cor dance wi t'h
the determ nation of block 604 at block 606. In one enbodi nent of the

i nvention, tipeciatpbtha g qod PEAM ed mayarilizs o tipe.iaslete or a tingrankdtei 94 speed. I n
this enbodi nrent of the invention, the packet fragnment size may increase as
t he conniéct #tidfalkyidindhd spape eftbaigveni@dnver sel y, the packet fragnment size may

20 decrease as the connection speed decreases.
FIG. 6 is a block flow diagram of the processing logic for a packet fragmentation

size module (PFSM) in accordance with one embodiment of the invention. At least one
operating parameter may be determined at block 602. A packet fragment size may be
determined using the at least one operating parameter at block 604. The packet fragment

15 size may be modified substantially in accordance with the determination of block 604 at
block 606.

In one embodiment of the invention, the operating parameter may comprise a
connection speed. In this embodiment of the invention, the packet fragment size may
increase as the connection speed increases. Conversely, the packet fragment size may

20 decrease as the connection speed decreases.

In one embodiment of the invention, the operating parameter may comprise a
priority level. In this embodiment of the invention, the packet fragment size may decrease
as the priority level increases. Cor_werse!y, the packet fragment size may increase as the

priority level decreases.
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I n one enbodi nent of the invention, the operating paranmeter nmay conprise a
priority level. In this enbodiment of the invention, the packetsbr

size may decrease as the priority level increases. Conversel y,z?h‘gﬁg%g%QS
fragment size nmay increase as the priority |level decreases. 24 22 June
2005 WD 02/ 054689 PCTI USO1/ 50534 I n one enbodi nent of the invention, the
det er m nat WO2/83688| ock 604 may be performed as fol | orer/uStheisker t he
operating paraneter has been deternmined within a tine period is eval uated.

Th ket f t Si be det ined.subst ially i d
i h Che. eval uat B P BC RSB HBA BEVREAHOSHOTLRY the operat i ng s

par anet er MY+ t:)"r?lf:cf?l s Polllgvvs[. Ry Heht: tﬁeyo clargt}ﬁglaa‘ran?‘ert]eg ha!sfoee% «ﬁer@%n?cri] witlid 97! t y level was
not determned Wthinthe trnme period, a new packe ragment size nay be

det erm ned 0 pRTS chhallBOhlekoo Ak B 4 AR AR sk, erbod et of

. . i .
t he invention, e operating para er ow priority level, and if the

| ow prioritycd.gMRE wide dal@ioRl MSRE Mobddhiht bR i&\jerm%n,%roipgginga new packet
fragment size nmay be determ ned and used to nodify packet fragnentation. 10

I'n one enpoqh@Ral nl bd Nighl pRY@PTNQNind & 1IN high prloBBIdvel AREnRBREAIENT par anet er
conprises a connection speed and priority level. In this enbodi nent of the

invention, twginfRGikeberioll,aagiBdiket FhghRntisRE MBAR AGcoMredind vaed R haifkt y | evel as
t'he connection speed increases. Conversely, the packet fragment size
decr eases Wiphdhétifragmdfatiol irione brebodimeataf thbzvantshBebpeating RarRee idecr eases. The
determ nation at bl ock 604 described above may also be utilized 1s with
thi s enbodi mentriody lavélgnd ifvhe iiw wiorigildvél waedspeaibedtwithintheoidepyriodavel s - det er m ned
within a time period. In one enbodi nent of the invention, the
det er m nat i oew peckebfragoknt 6@6mayeby dferminpidanfl oseddncaldy faoket fhagmentfionenory i s
searched using the at |east one operating parameter. A packet fragment
si ze assHci at ed Iwprelmbddiment of fhe inyention the atdessiang opgralgpanrpctencompsiseset r i eved. 20
The operation of system 100 and the processing | ogic described with
r ef er ence t @connection speed and priority level. In this embodiment of the invention, the packet

fragment size increases within a priority level as the connection speed increases.

Conversely, the packet fragment size decreases within a priority level as the connection

speed decreases. The determination at block 604 described above may also be utilized

15 with this embodiment of the invention with respect to priotity levels determined within a
time period.
In one embodiment of the invention, the determination at block 606 may be
performed as follows. A memory is searched using the at least one operating parameter.
A packet fragment size associated with the at least one operating parameter is retrieved.
20 * The operation of system 100 and the processing logic described with reference to
FIG. 6 may be better understood by way of example. It can be appreciated in the
examples given below, however, that the priority levels, definitions for priority levels,

operating parameters, operating status and time periods are illustrative in nature and are

not meant to limit the scope of the invention herein.



FIG 6 may be better understood by way of exanple.
exanpl es given bel ow, however,
operating paraneters,

t he

for priority levels,

periods are illustrative in nature and are

the i nvention herein.

oper ating paraneters.

connecti on,
recei ved packets

It can be appreciated in

that the priority |evels,

packet

operating status a
not meant to limt the scope of
25 22 June 2005 WO 02/054689 PCTI US01/ 50534 PFSM 406
operates twoasegmti cal ly nodi fy packet fragnment sizepdh@sRflseef one or
I n one enbodi ment of the invention,
operating paraneter information in the formof connection speed for a

suc RFE 406capermtecte puomagsally madily ppakptdiagmapt fizbased ¢nye ne or nore
PFSM 406 nanages s the

frggnent size for
PFSM 406 ha@%@é@é@@g%ﬂn&f%ﬂ'aonﬁaﬂ‘)f’me’&ﬁ fh%iﬂ&%“%"“

15“ﬁ3$¥|t|on 314. The

assoct at ed AFEHMEHERRFEYET M b 5P e 0?'83105 BROEET spieBr

aceor dance. SPPROOES BhEBUY IR oF ERETRoeHIRgR: Rt U

1o, 1LEL B 1Al o1 IS SRR S
fgﬁfg?fogffﬁﬁﬁ@§$?4lgyggﬁ%ﬁkt ﬁﬁ%%@b&%ab@%ﬁ%w&iow Priority Leve

15 As shown i n Table
connection speed. An example of a table that may be used in accordance with one

6 may receive as input

embodiment of the invention is shown below as Table 3.

TABLE 3
Pricrity Level Time Period Cenpection Speed Packet
Eragment Size

High Priority Level | 0 seconds 64 kbps 32 bytes

High Priority Level | 0 seconds 128 kbps 64 bytes

High Priority Level | 0 seconds 2 mbps 1600 bytes

Low Priority Level | 30 seconds 64 kbps 64 bytes

Low Priority Level | 30 seconds 128 kbps 128 bytes

Low Priority Level | 30 seconds 2 mbps 2000 bytes

As shown in Table 3, PFSM 406 may receive as input information such as a

priority level and a connection speed. PFSM 406 may use the input information to search

Table 3 and retrieve a time period value to determine whether to retrieve the appropriate

26

51 fid s

PFSM 406 recei ves

PFM 408.

si ze

H“BWF% Pf §%hene and each

used in

ow as Table 3.
Fr agnent

riority Level

SRR Smay FRPs 1000 bytes

seconds 128 vzhxngésoojiﬁ@i \h%teﬁ'c'ﬁ levH%Y\erFliy%r'athed-ﬁ\éﬁlly sHemeFARARved ofTOPs 2000 byt es
information such as a




priority level and a connection speed. PFSM 406 nmay use the input
information to search Table 3 and retrieve a tinme period valu 0

determ ne whether to retrieve the appropriate 26 22 June 200532%\6une 2005
02/ 054689 PCTI US01/ 50534 operating status for PFM 408. Using the priority
definitions described with reference to Table 1, a high priority level may
i ncl ude anyobmbsesiati on that nmay tol erate, for exanpl ecTusovsmsssof del ay per
internedi ate node. In this exanple, packet fragnent sizes for high

priority |evel packets woul d var%/ accor di nﬁ@to connecti on speed. For a

gi ven del ayoreraipa st sy PEM 48h o ieatisitydenifqns desglibedydthfpfprence 0 connection
speed of 64 kbps may set a packe fragomen,t ize o§ 32 bé/t eé. Transm ssi on
time for a E%P(‘:%efh'\gl?%{@ﬁﬁﬁﬁveld‘?ay@?luéﬁﬂf‘%gl mpatiogatipay lerlsy OREXPRRE appr oxi mat el y
4.25 s, which be.tolerable for. the given priori.t l.evel . As the
connect i on §B‘é8€£%ﬁ8&?’§‘é‘:§'@%d,'atet“ﬂ%‘ N e’gmﬁjg pS‘fEf‘et ggﬁvgsﬁzﬁgfo%g} ncurred using a
| ar ger packet fra t size. For ex le, ..a conn [ ed of 128 kbps
may set a 18 'oﬁ'gdﬁ‘gpﬁg(regdvﬁ%‘gf’ar’é?c%&é%atggﬂmﬁ}%esg%gﬁog%51%&5(@{9%n time for a

packet 11205 RlasPlrafifo s B for daHpERRGARYA odidbn BRRRGULARLELY 4.25 I,

whi ch al so may era e given priority level. Lower priority

| evel packel3udiBYenfd: sHEDE Dbl OMrahQliQloRtife fr 4 RRELLHacREI PR boks del ay.
Therefore, operating status for PFM 408 may be set to "de-active" as per

previous i ssAERONIERMeSpRdxiddksy 4 BRI may DERIRbRRY tRQivemdiidyi ons that may
occur, however, that neke it desirable to perform packet fragnentation for

| ower priorictey. AaWEdoniRaEK Sesd indrékes, tRXaHPI Ms ofldBIRy Pdyibe Inicineéd sadgane may define
|l ow priority |evel packets by a tinme boundary, such as packets carrying

i nf or mat i onlatgagiackeBginalt e Fer cRanth®, ayon@tiicd speed 6frl28 lepsmaylserat hi s case, it
may be desirable to maintain the operating status of PFM 408 as "active"
but i ncrieasgacROfipackaize ditd gyresniraginisiot tm¢ fakepagddvizagmaygef @ibytedre f ast er
connection speeds. Therefore, if PFSM 406 were to receive a low priority
| evel as i ni28tkbpsrwoold ke approximetely 138 mgiwhish als may be todarablsdordlfe £88n seconds, and a
connection speed of 64 kbps, then the packet fragnent size for
priority level.
Lower priority level packets may by definition tolerate a longer period of delay.
Therefore, operating status for PFM 408 may be set to “de-active” as per previous
is  embodiments of the invention. There may be conditions that may occur, however, that
make it desirable to perform packet fragmentation for lower priority level packets. For
example, the priority scheme may define low priority level packets by a time boundary,
such as packets carrying information that may tolerate a delay of 9 ms or less. In this case,
it may be desirable to maintain the operating status of PFM 408 as “active” but increase
20  packet fragment size to take advantage of the faster connection speeds. Therefore, if
- PFSM 406 were to receive a low priority level as input information for the given fime
period of 30 seconds, and a connection speed of 64 kbps, then the packet fragment size for
PFM 408 may be set to 64 bytes. Transmission time for a packet fragment of 64 bytes ata

64 kbps would be approximately 8.5 ms, which may be tolerable for the given priority

25 level. As the connection speed increases, the same 9 ms of delay may be incurred using a
27



PFM 408 may be set to 64 bytes. Transmission tine for a packet fragnent of
64 bytes at a 64 kbps would be approximately 8.5 ns, which may,RQe
tolerable for the given priority 25 level. As the connection sp%édjune 2005
i ncreases, the sane 9 ns of delay may be incurred using a 27 22 June 2005
WO 02/ 054689 PCTI US01/ 50534 | arger packet fragnment size. For exanple, a
connect i onwepergsof 128 kbps may set a packet fragnmepisdezesfaf 128 bytes.
Transm ssion tinme for a packet fragment of 128 bytes at 128 kbps woul d
take approximately 8.5 ns, which also may be tol erable for the given
priority | elaeder packsh&asopens sird. \For examende. PRBMCHOGPed efdld s mayseidority | evel for
one or nore 5 received packets and a connection speed for connection 324,
it retrievesackeifagmeniszp el 138 bytesphansapssipg Uiamiarn racketfReent ofd28 s or di ngl y, PFSM
406 sends a signal to PFM 408 indicating PFM 408 sho Ic]1 change its current
packet fragﬁ‘e’ﬁg kbypp ?@“IQ/‘QIF%EPTW"P%‘*Wﬁ%mﬁéﬂwcbﬂmybcpkggﬁg‘m *&§"%e val ue. In

th nmbodi nent the | i i ngl e . i t h
Zgzcolﬁée§§ | érrao'trg)ﬁlg\@aOi?ﬁv?%@‘yﬂégﬁﬁéﬁpﬁaﬁﬁﬁ?ﬁaﬁ%ﬁﬂi‘frg(ﬂf&f}ﬁaﬁ"{%ﬁa”ﬁimio red_s/‘iﬁ | asf
X . e may ..pe u 1N ac ance i ennodl nent O

The T nvent Bi° 18 PEkgh bero dared Rppians oAl AR it bl PT10C 20
Packel i a0RNL ;5125 o 04 KORS ARV 4R8I XL B8 cihgs 1000 bytes

As shown in a packet Sl ze |1 s associ ate a given

connect i on pﬁm@gshoﬁfé%géﬂ%ngxga[ggegﬁ%g\eﬁmqaéva;@_“mﬁmﬁa&'aaatspeed as i nput

information to termn a ragnent size for PFM 408. Once the
connection fpgReHas.fkeen determ ned or

In another embodiment of the invention, a single operating parameter such as
10 connection speed may be used to determine packet fragment size. An example of a table

that may be used in accordance with this embodiment of the invention is shown below as

Table 4.
TABLE 4
15
Connection Speed Packet Fragment Size
64 kbps 32 bytes
128 kbps 64 bytes
2 mbps 1000 bytes

As shown in Table 4, a packet fragment size is associated with a given connection
speed. PFSM 406 may receive only a connection speed as input information to determine
20  packet fragment size for PFM 408. Once the connection speed has been determined or

received, PFSM 406 searches Table 3 to find the appropriate paéket fragment size. For
' _ 28 : _



recei ved, PFSM 406 searches Table 3 to find the appropriate packet fragnent
size. For 28 22 June 2005 WO 02/054689 PCT/ US01/ 50534 exanpl%%askrﬁgépos
406 were to receive a connection speed of 64 kbps as an i nput

woul d search Table 3 using the value 64 kbps. Once the appropriate
connection speed was found in Table 3, PFSM 406 could retrieve the packet
fragment swaexusadssie associated w th the connection speedkeisbsiach in this
exanpl e may be 32 bytes. 5 This enbodi nent of the invention may be
desirable in those s ens that assunme. an up boundar [ time del ays
for all |nfSWWEFNBWSXB@é“V@&”“ﬁﬁﬂaﬂ?@?“?ﬁ&?d 6%§W”a%ﬁdﬁ a?f 0 deternlne an
appropriate connecti on

k f f
exanpl e, Taﬁ&ég%%whagﬁeg%wgIff'r%?'%tjt’eg&fkg‘?s ﬁcel R PRUEF gﬁngecﬁ%cfgeef’ hat
ant | ci pat es Cﬁbr}d lrlh'Paglfeg{}l %M 4 go%ldlr :fle% B Cﬁ(er%gmgq s&p \?aliu%f %Ec‘gat%ay onl'y

tolerate 4 ME° 0 any comun

i nternedi at e P SM 406 may ut|I|ze Tabl e 4
to vary pacﬁgF cmm%%%%“???@ﬁaﬁﬁﬁg%ﬁ g@%ﬂ%ﬁ??oﬁ that the packet fragnent

size at any givey; s%@%%ﬁt‘o‘??\e FRGE6h MR e BQlablGPibsk sﬂs@m?thg‘ﬁésﬂe of nore than 4

ms. In another embodi ment the invention, a single operating paraneter

such as  pr hlpl'j’ﬂpg%m.lm@éf?for Hfﬁé’deﬁ?s M%f&lﬁl&iﬂﬁ@&él%d%{i pREkALpF agmeNt si ze. An
exanple of a table nmay be used in accordance with this enbodi nent

of the i nvepiungiy t'o%et&hﬁ‘é\’ﬁh @ﬁb&weq\;sck&a‘agfﬁem &ze [FABIvER donRedon ke Level Tine
Period Packet Fragnent Size Hi gh Priority Level 0O seconds 32 bytes Low

Priority LevélexaleSebrRRAGRy 6dappyprarg for2f inksmalhewnded it dsitipaes5, a packet
fragnent size is associated with a given priority level. PFSM 406 nay
recei ve onl yarging bilpvdide ynfbramih, aadtherafprtmay odlpolemteidons woah ofeltlay for ne
10 any packet communicated by the intermediate node. Given this upper boundary, PFSM
406 may utilize Table 4 to vary packet fragment size with the assumption that the packet
fragment size at any given connection speed may not result in a delay of more than 4 ms.
In another embodiment of the invention, a single operating parameter such as

priority level may be used to determine packet fragment size. An example of a table that

15 . may be used in accordance with this embodiment of the invention is shown below as Table

5.
TABLE S
Priority Level Time Period Packet Fragment Size
High Priority Level 0 seconds 32 bytes
Low Priority Level 30 seconds 64 bytes

20

As shown in Table 5, a packet fragment size is associated with a given priority

level. PFSM 406 may receive only a priority level as input information to determine
29



29 22 June 2005 WD 02/054689 PCT/US01/ 50534 packet fragnent size for PFM
408. Once the priority |level has been determ ned or received, 0
searches Table 5 to find the appropriate packet fragnment size. %%n% 5005
exanple, if PFSM 406 were to receive a high priority level as an input,
PFSM 406 woul d search Table 5 by high priority level. Once the appropriate
priority lwoeloswas found in 5 Table 5, PFSM 406 may redmuseavsdsishe packet
fragnent size value associated with the priority level, which in this
exanpl e may be 32 bytes. This enbodiment of the invention may be desirable
in those syBgacksfagnealsizeioyPig e Oﬁcertﬁ"é‘é'ﬁrﬁél’il"i;h%@?@ﬁﬁ?@'"&@?{stant or average

connection speed, and may u at _aver age conn tion spe d to determ ne
it9 o %?

an appr opr i HeveAdERY 04 ?e%*}?‘gﬁ‘{b‘e thsyapRontiaty BB FPESINEFE 1 evel . For
| e, Tabl . i ate f . i.nt er. i t hat
ot o1 pat oo e SNERs BERIIEENER Pl ead Bt B BRE AR 0 o i g
iority | | ke i i i t t ol te 4
bf ' el ay or s I bR el AP Bp Bl TRbO B DT D) BT O e 4 T

| nf or mati.on i PW4(¥6QAagFeﬁFe€e tthé/agTet i Redt sitBvaff assiRlaY wigl#nven this average

connecti on speed and priority rinitions, PFSM 406 may utilize Table

5 to vary 1oihRakel whitfd R tkantlidfayWe 8btdfe assunption that the packet
fragnent size at any given priority level will neet the priority |evel

definitions if thgeARIMRASS GORAAGE 1Y bS RERBleinBh@E sysafiSHiRAy vt G 7 is a
bl ock di agram of an internedi ate node in accordance w th anot her

enbodi ment  pfecadohtBlyirdldBOEIN QN orfabdmge ConhdelidhShded tafBmBTusd thdt eversgeli at e node 700
that may be 20 representative of internedi ate nodes 202 and 206.

| nt er medi at eonhtie: spBdtociemiptine 2. sSppeoprimapatier fraggemuizbifbre gR@2proinnect ed to a
packet fragmentation nodule (PFM 706 over a connection 704. PFM 706 may
recei ve ionplstel siogaanglefTabe’s meniappromiate 70 4n iatachediap adde hatanticipp88, and send
out put signals representative of packet signals over connection 710.
Moni t ori ng aoterkge cTidtinmpead @f @4 kbps, andgefiness ligharierity loysd esqanmacksy packet input
signal s over o
carrying information that can tolerate 4 ms of defay or less, and a low priority level as any
packet carrying information that can tolerate more than 4 ms of delay. Given this average
connection speed and priority level definitions, PFSM 406 may utilize Table 5 to vary
15 packet fragment size with the assumption that the packet fragment size at any given
priority level will meet the priority level definitions if the average connection speed is as
assumed.
FIG. 7 is a block diagram of an intermediate node in accordance with another
embodiment of the invention. FIG. 7 illustrates an intermediate node 700 that may be
20 representative of intermediate nodes 202 and 206. Intermediate node 700 comprises a
monitoring module 702 connected to a packét fragmentation module (PFM) 706 over a
connection 704. PFM 706 may receive input signals from connection 704 and input port

708, and send output signals representative of packet signals over connection 710.

Monitoring module 702 may receive input signals representing packet input signals over

30



30 22 June 2005 WD 02/054689 PCT/ USQOL/ 50534 connection 714, input signals

frominput port 716, and send out put signals representative of
signal s over connection 712. Internedi ate node 700 sets up two %g?]g'ﬁﬁ %005

processi ng paths for received packets. The first processing path bypasses
packet fragnmentation and continues conventional 5 processing operations for
an i nternMioay@s4aa0de as it prepares to transmt the peckedsgssa anot her

node. The second processing path nmay perform packet fragmentation and then

forward packets or_packet fragnents fQr conventional, processing operations,
dependi ng ofPMEH 7&%&?3“@*&%“%‘? ?‘g‘?f“ ‘FPT%ﬁG’ﬁfffﬁB“CEWE?Ht Ségga'bgms‘f%'f'e Mbni t or i ng

nodul e 702 k&%ﬁ{tn‘llar to m)ntitgy ng nodul e 318 described with to reference
to FIG 3. PEOTE Ry YOI 702 may al so be configured to route certain

i ncom ng packet  signals to.RPF . L f i whil e routing
ot her incom nghgéa{%ﬁé%tesnsofi%?r\ogls¥ %\?‘gorgo%%tﬁég@gﬁ%"ﬁ P Ei‘ t grgsecl)@aﬁ?passi ng PFM

706. In Oneffheefﬂnggkégﬁétpaﬂfb%%%&gsda&\éﬁ%ﬁa%ﬁm{%@E&nﬁﬁJeP&nMLIe 702 det erm nes

whi ch incomng p sl g to rodte to PFM 706 over connection 704, and

whi ch i NGO, Qg RRGKE oS BNAlinterhQlidkeSiodeQl ft Brep¥@lo 1FAGNARE Jablets 612, 1N
accordance with signals received frominput 716. Signals received from

i nput port fibGelf¥e. TRe scbddll p@¥adwalpaih mby gofodn REMagREAMMoRindie®M such as
PFWM 402, PFAM 404 and PFSK/I 406, respectively. For exanple, PFWM 402 nmay

send si gnal sorw4ad proieisloppaciegfrapmait for cofventiofal hvddssngadpérativng Heppidingon t y packet s
over connection 712, and all low priority packets over connection 704 to

PFEM 706. Thihs comfiyurdiien ofelsl AFRd) bueh asPBMf706. exanpl e, when high priority packets
represent tinme sensitive information, such as information froma voice
conver sati on, viMbeacieghehE¥iRissimilstr eanitonng mededl 8 ddscrited wigensi ti ve
information is typically commnicated using packets of shorter length to
reduce ot efdnedto HI6L hyidonitpringredietddonrk alscdongdiguedio Fopte cerikitr e nay be a
desire to avoid or reduce the incidence of fragnmenting high priority
packet s si nineonprariacket signalsinBRMi7Agyfor saplietfzaemgntation, while routing other
incoming packet signals over connection 712 thereby bypassing PFM 706. In one
embodiment of the invention, monitoring module 702 determines which incoming packet
signals to route to PFM 706 over connection 704, and which incoming packet signals to
15  route over connection 712, in accordance with signals received from input 716. Signals
received from input port 716 may be, for example, from a PFMM, PFAM or PFSM, such
as PFMM 402, PEAM 404 and PFSM 406, respectively. For example, PFMM 402 may
send signals to monitoring module 702 to route all high priority packets over connection
712, and all low priority packets over connection 704 to PFM 706. This may be desirable,
20  for example, when high priority packets represent time sensitive information, such as
information from a voice conversation, videoconference or streaming video. Time
sensitive information is typically communicated using packets of shorter length to reduce
potential delays in the network. Consequently, there may be a desire to avoid or reduce

the incidence of fragmenting high priority packets since packet fragmenting typically

25 introduces additional overhead in the form of packet fragment headers. As a result,
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25 introduces additional overhead in the form of packet fragnent headers.
As a result, 31 22 June 2005 WD 02/054689 PCTI uS01/50534 m)niéfrj 005
nodul e 702 nay be configured to determne a priority |level for “a pac e?,
and route high priority packets over connection 712 to bypass packet
fragnentation as perfornmed by PFM 706. On the other hand, it may be

desi rabl e W@ 0Yas¢8®€ i ncom ng packet signals 5 represenedmgpei/ms®r priority
packets to PFM 706 to reduce delay for higher priority packets, using one

or nore of the enbodj ts of the invention descrihed above. .In this case,
noni t ori ng WBHE’F'&g“}‘bilﬂgﬁﬁ?y’“ab’g’e&%ﬂﬂr“é’d?%&”?'&?abl@loﬁliyrlﬁvagmﬁpﬁcgi’tbﬁ"fity level for a
packet, and ute.low prjorit c over ¢o cti 04 to PFM 706. PFM
706 may be éﬁ“gﬁ%f P paB?f °‘z’ﬁ5ﬁ&%@"c"ﬁ?%%’&y%“tpﬁ&?re}?g?ée“hagg“atzo FIG 4. PFM 706

may receive_j i s fromto input port 708. The input signals from
i nput port 9%@9%tgﬁg‘§e}‘qgéﬁgnals from for exanple, a PFMM PFAM or PFSM

such as PFMV 402, (RiAM tﬁprf}itFrlgg?é%%%lélg%utcg@cgﬂﬁlﬁbick&kiﬁnals For exanple, PFM

706 may receive I nput signa rom PFAM 404 to change an operating status
for PFM 7206, hetARTowlf bricVi§ padkets SrRcis Meedudt dBBFRF IHBRGRiIoMly bitkée processing
|l ogic described with reference to FIG 5 and acconpanyi ng exanples. In
anot her exapMgne dMmoRFI¥thé @RboamEntE BRI iM@ntioR Bestribsd BBa] $n thic @3¢, PFSM 406 t o
change a packet fragment size in accordance with the processing |ogic
descri bed wnbiitofigf idels 72 hay bEtdafigifedasdtermisc:oprioan Yevel doreyakplaad. | n anot her
enbodi nent of the invention, nonitoring nodule 702 may be configured via
si gnal s f r oruieiputriopy packatd Greitconrediot 204 toBFND 760 PFMy0fragiesisiilavter connecti on
20 712 to bypass PFM 706. This nay reduce the need to manage packet

f ragnent at i BirM 488 deeFibdd 7QIB refraacd tn Pt 4 FRMOTAGIMap teceiysomput sROEs frdfhi | e certain

features of the enbodi ment s of th_e i nvention have been illustrated as
descri beld himpwipert 708aFiye inpythignile B oo pors 08 gey basigngniom. dhgxrgels: aand
equi valents will now

PFMM, PFAM or PFSM, such as PFMM 402, PFAM 404 and PFSM 406, respectively.
For example, PFM 706 may receive input signals from PFAM 404 to change an operating
status for PFM 706 between active and de-active in accordance with the processing logic
described with reference to FIG. 5 and accompanying examples. In another example,

15 PFM 706 may receive input signals from PFSM 406 to change a packet fragment size in
accordance with the processing logic described with reference to FIG. 6 and
accompanying examples.

In another embodiment of the invention, monitoring module 702 may be
configured via signals from input port 716 to route low priority packets over connection

0 712to bypass PFM 706. This may reduce the need to manage packet fragmentation at
PFM 706 via inputs from input port 708.

While certain features of the embodiments of the invention have been illustrated as
described herein, many modifications, substitutions, changes and equivalents will now

occur to those skilled in the art. 1t is, therefore, to be understood that the appended claims
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occur to those skilled in the art. It is, therefore, to be understood that
t he appended clains 32 22 June 2005 WD 02/054689 PCT/ USQ /505 aJifhe 2005
intended to cover all such nodifications and changes as fall within t%e
true spirit of the enbodinents of the invention. 33 22 June 2005 clains
What is clainmed is: 1. A nethod to nanage packet fragmentation, conprising:
det er mi ni NYOHHOSHBRr at i ng paraneter for a packet, wi thPEEVHIESHEr at i ng
parameter to represent a priority |level; determ ning an operating status
to be set in a , oper.atin r aid operating
status to c8% ﬁ?“g%!q%\c%‘era 5”(‘3#"18“% i "Pa"gc anﬁeg an%t ?gﬁ'ing%me S Jth%f ragnent ati on
substantlalI%mm%w%ggﬁhg%ﬂﬁﬁmmnth sald operatlng st at us. 2 The net hod of
claim1, whérern sal priority level is high and said operating status is
active. 3. The nethod of claim1l, wherein said priority level is |ow said
operating status is de-active. 4. The nethod of claim 1, wherein said
determ ning an operating status for said operating paraneter, conprises:
eval uati ng whet her said operating paraneter has been determined within a
limted tinme period; and determ ning said operating status substantially
in accordance with said evaluation. 5. The nethod of claim4, wherein said
operating paraneter is a high priority
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| evel , said high priority was determned wthin time period, and said
operating status is active. 34 22 June 2005 6. The nethod of ?)idﬂe42 05
wherein said operating paranmeter is a low priority level, said Tow priority
| evel having been determined within said tinme period, and said operating
status is de-active. 7. A nethod to nanage packet fragnmentation,
conprising: determ ning an operating paraneter for a packet; determ ning
an operating status to be set in accordance with said operating paraneter,
with said operating status to conprise aClanwe or de-active; performng
packet fragnmentation substantially in accordance with said operating

stat us; andymhgs elkimegad:d determ ni ng an operating paraneter conprises:
receiving said packet with an operating paraneter identifier, and
retrieving sai dl(?R%é}ﬁéd]gn%%Eﬁtﬁia BhthfidnSLonigrRfigsai d packet. 8. The

met hod of claim 7, wherein salid operaling paraneter identifier represents a

priority lev . It T ggékgg e Al MGy said
operati ng _paﬂ%%&ﬁ%%ﬁ“ﬁ%ﬁ@s% a %tg%?g%)ﬁéng %a?r amat%rt@i dentifier
to conprise_a di{fer.og&tg' all_servi ces code byte, a real time protocol

i denti fi er TRIRFOI 4R Thternet Protocol identifier or a voice
information jdentifier. 1Q. A nethod t.o nahage cket fragnentation,
conpri si ng: dSteERINNg A ePeHtnRg gy tohg SHP A9R0F q@ﬁhg@n %@E”é’?‘,gw m said
operating parangeter _conprises an operating paraneter identifier to

conpri se a Withpaid opergtipgstaps te compasegriivelar do-actiyetaad ni ni ng an operati ng
status to be set in accordance with said operating paraneter, wth said
operating st penferming prokes fiagwentatidnsubgiantially ircaccordancgvdth said operating

status,
2. The method of clahﬁ 1, wherein said priority level is high and said operating
stafus is active.
3. The meth§d of claim 1, wherein said priority level is low said operating status
is de-active,
4. The method of claim 1, wherein said determining an operating status for said
operating parameter, comprises:
evaluating whether said operating parameter has been determined within a limited
time period; and |
determining said operating status substantially in accordance with said evaluation.
5. The method of claim 4, wherein said operating parameter is a high priority
| {evel, said lﬁgh priority was determined within time period, and said opergting status is

. active,
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35 22 June 2005 perform ng packet fragnentation substantially in
accordance with said operating status. 11. The nethod of clai m49,

determ ning an operating paraneter conprises: searching for sard operating
paraneter; and retrieving said operating status associated with said
retrieved operating paraneter. 12. An article conprising: a storage

medi um said storage nediumincluding stored instructions that, when
executed by a processor, result in determ ning an operating paraneter for

at | east one pagkehe met@b®sME1AINY) whidreiDRRT GHetafiflz firathbter @ 16@ pHaityi n
accordance wth said operating paraneter, ‘and perfornmance packet

fragmentatiy ;,%ash%@pﬁg el B ARG ARG i iR Al GRE patID Ik US by

setting sald operat tatus t0 activate packet fragnentation. 13. An

article conpri.sing. t.orage medi um said storage nediumincluding stored
TRl By B 810606

I nstructio en executed by a processor, result in determning an

operating parangter for,.at |east .on aclg%‘:? determ ning an operating
status to be se -5@%&‘&?&&%@%‘%@3@% B PN 8ar amet er, and

perform ng packet,h fragnentation substantjally in accordance with said
operating st SFFEUBIPEIBOPFTALIS RAFIRCIERIOT 2PACKES st at us to deactivate packet
fragmentation. 14. An article conprising: a storage_nedium 36 22 June
2005 said ststesgaingagoperalingstaies tade setdn aerordenee with SaihRPIFBRE PAAMERTexecut ed

by a processor, .
with said operating status to comprise active or de-active;

performing packet fragmentation substantially in accordance with said operating
status; and
wherein said determining an operating parameter comprises: ‘
receiving said packet with an operating parameter identifier; and
retrieving said operating parameter identifier from said packet.
8. The method of claim 7, wherein said operating parameter identifier represents a
puority level for said packet. |
9. The method of elaim 8, wherein said operating parameter identificr comprises
an operating parameter identifier to comprise a differential services code byte, a real time
- protocol identifier, a voice over Internet Protocol identifier or a voice information
© identifier.
10. A method to manage packet fragmentation, comprising:
detenmining an operating parameter for a packet, wherein said operating parameter
- comprises an operating parameter identifier fo comprise a time, a date or a ime and date;
| determining an operating status to be set in accordance with said operating parameter,

" with said operating status to comprise active or de-active; and
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result in determning an operating paraneter for at |east one packet,
determning an operating status to be set in accordance wth .Sz?%ne 2005
operating paraneter, perform ng packet fragmentation substantially
accordance with said operating status, and wherein said determ ning said
operating status in perfornmed by eval uati ng whet her said operating
paraneter has been determned within a limted tine period, and determ ning
said operating stafus substantially in accordance with said eval uation.

15. A syst om CHIRIEREckoR egmeATon sstoaehiin perordeneryeith ok eperating
fragnentation; said platformto determ ne an operating paraneter for at

| east one pa®#B%, determine an operating status to be set in accordance
with said operating paraneter, perform packet fragnmentation substantially
in accordance wi tif. e methpdofaliimdg 05 wheram, detenmining an@perating ppanaéd ng st at us
to activate packet fragnentation. 16. A system conprising: a conputer

pl at f orm t o qvepage: packet fragnentation; said platformto deterni ne an
operating paraneter for at |east one packet, determ ne an operating status

to be set in aeachitfie eaidopdiatir phrdR@L24id"Ng parameter, perform packet

fragment ati on substantially in accor dahce with said operating status, and

Lo sel an  opSiabvingd G Nink SuflR RN SRAG Shoibl AUEIA L8l A

system conpri sing: a conpute rmto nanage pa TEntar i on; said

platformto det e Neifile ﬂstuk ng paraneter for at | east one packet
determ ne an operating s?%ﬁjs é; be set in accordance with said operating

par anet er, peggﬂ{ 37 3 22 June 2005 fragnentation substantially
i-n accordance w salrd dperating status, to determ ne said operating

status by eval l.lélti ng V\he(%t her _s id_opsr,ati ng paraneter has been determ ned
Sald storage medium including stored instructions that, when executed by a processor,

result in determining an operating parameter for at least one packet, determining an
operating status to be set in accordance ﬁth said operating parameter, and performance
packet fragmentation substantially in accordance with said operéting status by setting
said operaﬁng status to activate packet fragmentation.
13, An article comprising:
a storage medium,;
said storage medium-including stored instractions that, when executed by a processor,
result m determining an operating parameter for at least one packet, detexmining an
pperaﬁng status to be set in accordance with said operating parameter, and performing
- packet fragmentation substantially in accordance with said operating status by setting
said opergting status to deactivate packet fragmentation.
14. An article comprising:

a storage medium;
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within alimted time period, and to determ ne said operating status
substantially in accordance with said evaluation. 18. A net hodzgq,_nﬁ% boos
packet fragnentation conprising: determning an operating paramneter

packet; determ ning a packet fragnent size using operating paraneter; and
perform ng packet fragnmentation for said packet using said packet fragment
size, wherein said operating paraneter conprises a connection speed. 19.
The net hod of claim 18, wherein said packet fragnent size increases as said

connect i on spgarkibRsd HaERS inchliingldictedBiigiond thet, when ddcutwdigy eprocessird packet
fragnent size decreases as said connection speed decreases. 21. The net hod

of claim 1%&&1%%%?%%&5%%@&&%%@@5&@%@@% @ity level

and sai d packet fragment size decreases as said priority |level increases.
22. The net 9)(3% : L : | h Gi BE&Ak e Rk R Bt B mis g PRkkS €S a
priority |eve “gg.ﬁg{gg?‘ﬂ%%%%’ﬁ%@‘%‘%@ﬁ?g%‘??g I nCreases as sai dgpr lority
| evél decreases.. ..23. . The.net.hod clal,m 18 - | ' | ng
par anmeter c cpiagen %{’bs%?tﬂ i §°°|° g%‘fe vghbosagg?pg %@ gtra{r%qs’flali% gqhg%rﬁr{p%ds es:
eval uati ng et her sajd operatin aranejer has _been deternmined within a
limted t |‘#E¢“E’é3“}g§c’llad°£ﬁ8 F‘éﬁ"ﬁ\g’rﬁ?ﬁiﬁ‘[@@%&‘&’ ?Y&@‘&%‘%g ‘F’E‘?ﬁlﬂﬁéﬂf‘ ORYrIHng
substantially in accordance with said _evaluation. 38 3 22 June 2005 24. A
net hod to pafmsienhpthoen determinedewithin p ligited §rmspeded gnd deleaPmpsfay an
operating paraneter for a packet; determ ning a packet fragnent size using
sai d oper atopergtinstainesubstantially in accordance with said evaluation.
15. A system comprising;
a computer platform to manage packet fragmentation;
said platform fo determine an operating parameter for at least one packet, determine
~ an operating status to be set in accordance with said operating parameter, perform packet
fragmentation substantially in accordance with said operating status, and to set an
operating status to activate packet fragmentation.
16. A system comprising:
a computer platform to manage packet fragmentation;
said platform to determine an operating parameter for at least one packet, determine
an opemting status to be set in accordance with said operating parameter, perform packet
- fragmentation substantially in accordance with said operating status, and to set an
~ operating status to deactivate packet fragmentation.
| 17. A system comprising:
" a computer platfonm to manage packet fragmentation;

said platform to determine an operating parameter for at least one packet, determine

an operating status fo be set in accordance with said operating parameter, perform packet
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perform ng packet fragnmentation for said packet using said packet fragnment
size, wherein said at |east one operating paraneter conprises 29¢ 210004
speed and priority level. 25. The nmethod of claim 24, wherein said packet
fragnent size increases within w priority |evel as said connection speed

I ncreases. 26. The nmethod of claim 24, wherein said packet fragnment size
decreases within a priority level as said connection speed decreases. 27.
The net hod of claim 24, wherein said determ ning said packet fragnent size
conpri ses: xAehatibEib¥RalAe in Sabdae Wit salibpeAatadEites, ihdderidersaidet er m ned
within a tinme period; and determ ning said packet fragment size in

accor dance ge.lraﬁn ' Y j eﬂggﬁ%‘%@%ﬂﬁgﬁé&&%ﬂﬁhm ein said
operati ng 6’ rane %ﬁ??i‘}a#iﬁg é)gir‘?t%é?f?@h’ﬁ evel, said high priority |evel was
det er mi ned Wt hi ' ' per4 : ' [ aglgﬁni S active.
29. The rretvﬁ%h%&]%gmgt%%& E&}?o%\%@ﬁ%?gte%ﬁﬁﬁ%% egfalﬁ{ﬁg%rgg@er Is a | ow
priority |eve saltg l.ow pri.ority |evel having been determned within said
time peri odCORfICEH] sa"gﬁ‘éﬁ? Plg status is de-active. 39 .

18. A method to perform packet fragmentation comprising:

determining an operating parameter for a packet;
determining a packet fragment size using operating parameter; and
performing packet fragmentation for said packet using said packet fragment size,
wherein said operating parameter comprises a connection speed.
19, The method of claim 18, wherein said packet fragment size increases as said
conncction speed increases.
20. The method of claim 18, wherein said packet fragment size decreases as said
connection speed decreases.
21. The method of claim 18, wherein said operating parameter comprises a
priority level and said packet fragment size decreasgs as said priority level increases.
22. The method of claim 18, wherein said operating parameter comprises a
priority level and said packet fragment size increases as said priority level decreases.
23. The method of claim 18, wherein said operating parameter comprises a
| priotity level and said determining comprises: |
Aeva.luating whether said operating parameter has been determined within a limited
. time period; and
 determining said packet fragment size substantially in accordance with said

evaluation,
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24, A method to perform packet fragmentation, comprising;
determining an operating parameter for a packet;
determining a packet fragment size using said operating parameter; and
performing packet fragmentation for said packet using said packet fragment size,
wherein said af least one operating parameter comprises a connection speed and priority

level,

25. The method of claim 24, wherein said packet fragment size increases within w
priority level as said connection speed increases.

26. The method of claim 24, wherein said packet fragment size decreases within a
priorify Jevel as said connection speed decreases.

27 The method of claim 24, wherein said determining said packet fragment size

comprises:

evaluating whether said operating parameter has been detennined within a time
period; and |

determining said packet fragment size in accordance with said evaluation.

28. The method of claim 27, wherein said operating parameter is a high priority
level, said high priority level was determined within said time period, and said operating
- status is active.

29, The method of claim 27, wherein said operating parameter is a low priority
‘level, said low priority level having been determined within said time period, and said

 operating status is de-active.
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