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Met hod and arrangenent in a tel ecommuni cati on system
TECHNI CAL FI ELD The present invention relates to
woretohosks2and arrangenents in a tel ecommuni cat i BET/SE2008/050591

Evolved UNWS Terrestrlal Radlo Access hbtmork) and t he
Evol ved Packet Core network) , for UE-triggered
TECH§§F cEIFbHuests. More specifically, the present

The'ﬂ?@ggdéwﬁﬁ@éﬁéﬁénar@QEQ@g ang ﬁ@tﬁ%é@ngﬁﬁeﬁhzﬁﬁggﬁents in a
(Mobility Managenment Entity) and in a UE (Us

teleE@mmpmenaylbor Sy SERS (EwakwedJPadNentEg@&awn tﬁ a security
st abl | sh y ro, n RRCJ UP
sou B0 LA, LR EE R Y shBigR S FELAAD, RGP v 5-omea

(theSd&hmvd&NUMmﬂfﬁﬁ&réﬁtrﬂallBaﬁEDfAbﬁedsbakwmmTMiliﬁd the EPC
an MME (Mbbility Managenent Entity) and the NME
<Evo&é(ﬁ§gesP%cl@ett h&Fshi | PEFYOFRe - UE-LPHentR it 9ifF the service

quetel i tyoPar alfl &f i calhey bashe feredehtNi NOrdM€ion relates a
securlty procedure in the EPS is a security key,

methRJIASNE aghiagtr argastearte dith cameldE t hliéOM/Elb}ﬁdmﬁhégﬁlEent Entity)

ana 330 E0IOEEE B RBEEYIEY P PhAedErplis syscem

of eAtNbliAtdess aSeeduirtiyyVkeggenenprbaktictyhgmRRCEUG. thaffic.

co- located with the MVE, and the ASME recei ves and

stores the security key K ASME derived fromthe CK/
BACKdfoUkEYS confined in the hone network. Fromthe

security key, K ASME, the ASME derives an NAS security
In cﬁhﬂexEPﬁsedchbtpcbué@t tﬁ@ereuﬂqyﬁﬂbdmg authentheation is

pert voeég cﬁ<eri aﬁCo al l Ine vvor {C]ll%éb(y&ﬁggmgg Entity)

and IAEUMME/ neotdoed @qmtatma mabﬂhﬁtﬁrStﬁéfUEh&dentltles and the

encryption and |ntegr|ty grotectlon of the NAS
secugiifa| IRHFENLSHF as 8RS K QRS idRLinnGel Fhgs security

proc‘é@lu'ﬂék ana oveb g nkssgqls%r&ﬁlwm@erys MS%M is shared
D SEQ and the sequence nunbers are used to
between the MME and the UE, and established at the
authentication of the UE. A functional entity of the EPS-
architecture called the ASME (Access Security Management Entity)
may e.g. be co-located with the MME, and the ASME receives and
stores the security key K ASME derived from the CK/IK-keys
confined in the home network. From the security key, K ASME, the
ASME derives an NAS security context used to protect the NAS
signalling, i.e. the Non Access Stratum signalling between the
MME of the Evolved Packet Core (EPC) network and a UE. The NAS
security context contains parameters for the encryption and
integrity protection of the NAS signalling, such as K NAS enc,
K NAS int, as well as uplink and downlink sequence numbers,
NAS U SEQ and NAS D SEQ, and the sequence numbers are used to
prevent replay of old messages, as well as for input to the
encryption and integrity protection procedures. The ASME
provides the MME with the NAS security context, and one NAS

security context is kept in the MME, and a corresponding NAS
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prevent replay of old nessages, as well as for input
to the encryption and integrity protection procedures.
wWab@9ABSE2 provi des the MVE with the NAS secur i BgT/SE2008/050591
context, and one NAS security context is kept in the _
seCWELY afantexbr L6s Rt nit NABS efEr i ARt oFit@xtepiaKeprotection,

: { @ér]%-t r ay, tj.on,. ANt egrd

inte ot ect flicE)rnO an le%gryagﬁ onerg batsdélg c?rfle?hz%s{et% on that the

seqeaeTenpenders ochet NASNAB Gy toordmErtextst ofhe hdME and UE
l\/l\/Et[and UE. are not reused. Preferably, the security

are it &St the protection of the UP/RRC traffic
between a UE and the serving eNodeB (i.e. a radi o base

Prefdmiblgn ithearnsddRFdanchidreeir €ori $hal $ordraeed oan ofaitthe UP/RRC
security key, K_ASME. The procedure to estaplish the _.

cra e SRR | By TEortiski Chy SEVES orNORE o kéy chl Fagio base

statQs\Binf oM M chv-difie et i o Ke¥oKMBdUR®NGak8 security
derived for protecting the UP (User Plane), i.e. the .
key endK J$¥E .daffhet rarefedvedl dver eER@baAghE- LIRANJPARRC  security

[l 'l key, .
cont?./%)fte g %%vE%e S n Cci xpf\}ﬂ'ggey ,gy K{%ﬁg?g ?ﬁﬁteﬁse%f?n q:lr'i)ple which the

Fity protection .
encpymiient ikey theNBRROP( Badi asRaspiveé fontpobhectiFrigutee DP (User
illustrates a conventi onal exen‘;r)ll %rg si.gnalling flo
VESST

PLaRg). i (b= Fhe( PREGUSERL E9L8 ACT 380 OVPENEFC GRY (F-UTRAN,

as @81EPgar ¢iid echdgot 80 | Ib{F, Uk ERBORRY kROWNahQ @ integrity
EPC (Evol ved Packet Core) of the EPS, and no UP/ RRC _
proeeiirdn y keont eXt e¥Rj BRE_bet nediptt h@reNegsBnandthpe REC (Radio

i ACTI VE state is known both in the EPC and
resf0i4E Sl

. and a UP/ RRC security context has been
established for protection of the UP/RRC traf fic
Figipet weenllhet titemda i tensentviompleNobaiblasi irignallling flow for

i.Llustrates. a 1, an B 1 an 13.. a ,
a EI§12L9'rJV/I'F‘Jntbla(ﬁ)?/d( G&Bg(}g;y)to“,l\%g‘%%%\' %gfltéﬁ/ay%?sja%hoq heHs$n EPS-
arciHose Subs airl bespSerwers difly Theowreraod nghCatmynayevali vedl Packet
the node of the EPC that term nates the interface

Corebwaf d§NEUFRAN, anfll PReUPDRREaPERAY1FY RO A¥Te BT StHe Petween
the EBfoddtad &M ERNAGES AdCus LT ERE ACPIA U5 L PN known both in

the EPC and in the EUTRAN, and a UP/RRC security context has been
established for protection of the UP/RRC-traffic between the UE

and its serving eNobeB.

Figure 1 illustrates a UE 11, an eNodeB 12, an MME 13, a serving
GW (Gateway) 14, a PDN Gateway 15, and the HSS (Home Subscriber
Server) 16. The Serving Gateway 14 is the node of the EPC that
terminates the interface towards EUTRAN, and the PDN Gateway is
the node of the EPC that terminates the interface towards a PDN
(Packet Data Network). If a UE accesses multiple PDNs, there may
be multiple PDN Gateways for that UE. In signal S1 and signal S2,
the NAS Service Request is transparently forwarded from the UE to
the MME, and the NAS Service Request is integrity protected based
on NAS U SEQ. In the optional signal S3, the UE is authenticated
by the MME and the K ASME is established, using subscriber data
stored in the HSS (Home Subscriber Server), and the MME sends the

2
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(Packet Data Network) . If a UE accesses multiple
PDNs, there may be nmultiple PDN Gateways for that UE
wo poogiosgsad SI and signal S2, the NAS Service ReqeBI008/650591

. n I fromthe ta the , ~an
Inlt%%g ﬁﬁ@g erf%%%ﬁéégﬁﬁﬁggﬁsfq &%@gFﬁEﬁe%roﬁgcggg Bgsgae signals
S5 and SRS _thSHENodeB tderafitinal tdegradiS3pbebterUritE the UE and
au%henticatedd§¥ the MME and the K ASME i s .
forwagfap| YR TRy sukkr itREUIdSt a 2%k orfdd tiAlt heopssxt  Setup
comp{ E0&BnShSLd | BST chREr Y@ in ahde MAE g@n
pthelnitial Cont ext Setup Request to theigN%§§§?H|$%¥lthe MM
sends ap vhdate ghahsessraadess, te heheNBeeBirgt @) | shdsthéeserving

' ear er: Wtih e UE and forwards uplink data, and
W r% %&%% g% %%#ﬁ%%ﬂéiaWNext Setup Conpl ete -nessage to

the MME in signal S7 . In signal S8, the MVE sends an
In pupdat sobetiens r eguesdetivahiorBerfi tige GV edBdby hehe UE and MME
rvin responds in signal .S9 . In prior solutions,
for TR dURA | SR EOT CheSROBRE byt RESUE Shed MDY r o SERVICE
ACCERRGhERs §86 Ub Tt ¥t ROAL Bx%b1 181 DasREbnde 1O SeMASE R KE MME to

ACCEPT nessage or other explicit information sent from
the PRe RmESY®rihesUEllHehEeeed &8 Fheuskeapédryncepeentional EPS

ssonBl T eEopomeninel FoS sl onghl 0%yl LRl M duna any
NAS AER¥PTE UpOCEPECepun ngeae NAShHPERWAE SERVEST REQUEST UFrom a UE

. [ EPS. T f o AN t b i ble to,
in aBoPPue TRETREGKE! (Honi't hb PAF oPRaPPREPLS aCRAGS kG e K_en:

£ rom AREPTn FesSaditon AGC Y ity SFRVACECXETRPR! MekBaYE .
solution, the K eNB is derived by the MVE fromthe

K_ASME and the NAS D SEQ used by the MVE in the NAS
Accorfing CEO ARCERTCRBA3RYeknad BRLUUERer FRRsKL f¥B shfrederived by

N ri [ t r ) :
e 180k (G AR R S L DR e MR D SR an e

NAS SBRVIKEcABCHETI wassegeas anlde tiPE.UEThie Ve < ridmesfeame K _eNB by

the.K eNB to the eNodeB when |i_set p the

retr iy Shet AR e ERETon, VRpeivare” a FdPtubis YAS nSERVICE

ACCEDbDI smesnawe soldit peRfbsmihgt the nmnexpki eNB NATiSERYbEE as the
ACCEPT nessage is defined fromthe MVE to the UE, as

MME . | Bhe MR xehphel §F T dive it i It ErSesiediediei iwgerl élv BRtS up the

Sl-cghﬂgﬁ@téon £5 Eﬁen8ﬁ088§$iﬁbﬁe$gf,thd£§WBQck with this known
solution is that if no explicit NAS SERVICE ACCEPT message 1is
defined from the MME to the UE, as in the exemplary conventional
EPS signalling flow in figure 1, it is not possible for the UE to
derive the same K eNB as the MME. Even though it is technically
possible for the UE to estimate a current NAS downlink sequence
number, NAS D SEQ, this estimation could be erroneous, since the
MME may have sent NAS messages that were lost and never received
by the UE. In such a case, the MME would have updated its
NAS D SEQ, without the UE being aware of the updating, leading to
an erroneous NAS D SEQ in the UE.

According to another exemplary known solution, the derivation of
the K eNB is based on a separate sequence number maintained

specifically for the derivation of the K eNB, and this sequence
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derive the sane K eNB as the MVE. Even though it is
technically possible for the UE to estimate a current
wOR®9dsssed | Nk sequence nunmber, NAS D SEQ t hi SPCT/SE2008/050591
estimation could be erroneous, since the MVE may have
numhezh t 1 NASBREESHGEs THREITRA 9D TUBIRE nEber NPEc SPy¥4cHy Request
proddiftirdE-e ilthe3UGH, ack@Ser LBRAME Weukd hawe wifated bySthe MME
NAS_D SEQ w thHout the UE being aware of the updating, )
sendigwdi My to theeUEondmweviias B SB@whkpghewih  this solution 1is
Accardin t her e n t] he, . .
che (o RRR 8 R O SR TEb IS "GR! "Rince it has
to lsequante inkdbesthaint ahaeUEspedi in cehd yWMDrin herder to prevent
derivation of the K eNB, and this sequencenunber is
repP1& 133 -synchr oni zed during the NAS Service Request
procedure either by the UE sending it to the MVE, or
by the MME sending it to the UE. However, a drawback
SUMMGRY this solution is the extra conplexity of the

S e c r,: S it S+1.0 1
ne SRSHEL A° MO BROUINE, prRla o 1850 Siregs pe provien
out hirexendboep| agndt ttadlss. olg| dMARNdhetbkbrectaref ddleieved by the

r ' tion ist d th bl t]] ,
wer ST LSRR e R S AR "Bfpime, ana

by tHR hathatha i ANGeBIRti raf G dinkg dep drid rithdapar@ent

claims, and by the enbodi nents according to the

dependent clains The basic idea of the present _
The | Regh€i difl9% PhatthchePReENEF | STWERFYER frOnFifAk KHESME SNB 1s

f t f
oo 00 1428l WSS 14 MY SodBRE e o

REQURSTabhé shagant fobma theY RRC Seciihiet YWMMRNt ekerelpyt hegiggering the

deB. 1t is_a ntage_of the present .inventio
st iR TP 15 &1 PP a0 PaRORASY SRR Aot rheedl
or sequence nunber fromthe MME to the UE i s required,

It dsd dhatadvadtaepl ayf prokecpreserfundhivenaliohy wifat hao explicit

NAS security context is re-used in the RRC and UP
downekiily  ¥4S ¢ SKRETE. ARCEGRAITRG PH orRF aSPREFNCE hRUTber from the

MME | ¥eNtdHRN PEOVi desr@qiBtdwd idh@ that the replay protection
functionality of the NAS security context is re-used in the RRC

and UP security contexts.

According to one aspect, the invention provides a method in a
Mobility Management Entity, MME, of an Evolved Packet System,
EPS, of establishing a security key, K eNB, for protecting
RRC/UP traffic between a User Equipment, UE, and an eNodeB
serving the UE. The method comprises the steps of receiving an
NAS Service Request from the UE, the request indicating a NAS
uplink sequence number, NAS U SEQ; Deriving the security key,
K _eNB, from at least said received NAS U SEQ and from a stored
Access Security Management Entity-key, K ASME, shared with said

UE; and forwarding said derived K eNB to the eNodeB serving said

UE.
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Mobility Management Entity, MVE, of an Evol ved Packet
System EPS, of establishing a security key, K eNB,
w0 o009f88seect i ng RRC/UP traffic between a User PCT/SE2008/050591

J| t de servin the UE
Acco%eaghgg%gonprl%ce%p S%‘?‘ggs gPer é@é’lew Ag a r?rlﬁ’Xéd%ésr\ﬁ Jiopility
Manafefeast Entdmyt, hemUE, tbe mequBsilvadli patkeg &yNASm, EPS. The

upl i nk sequence nunber, NAS U SEQ Deriving the
MME 38 PEFOREFO K TONBSHEARNED T das (SeRH Pooditied K_eNB,  for

prot 8ASi bh SEQ mﬁdﬁl@ﬁﬁﬂ 8k AR S Sa SBRULKLY al\@r@}&?d@tserv1ng
Entity-key, K ASME, shared with said UE, and

the fFwaldendMhi @o@erns@a KesB t bor heregMdduB B eani BigS Service
Requégkd gg @CC%%I ng héecond g% teci.ndt%%élnventl OIGAS uplink

provi aes a nagerreﬁ'tl or an

sequEnOéveﬁhmB&&'ketN}SySUl eSHQ EPSBeardfe tMYE dérjafira_:ﬂg@d Kl eNB from at
establish a security ke K eNB, for protectjon of

leasprepif. megeived T EQ UBAniTan enNcFeEeshrAf IR hiecurity

ManaggmeEBeEM@t‘jﬁm 568 ABaNS ERErEQCRHENNGAU NS, as well as
ervi ce Request romThe UE, the request indicating a

meangASogpsendiggquenick dembeed KASNB) SEQthekaipdely serving said
UE deriving a K eNB from at | east said received NAS U SEQ
" and froma stored Access Security Managenent
Entity-key, K ASME, shared with said UE, as well as
means for sending said derived K eNB to the eNodeB

The JSRithgaBdi £ SPREDH r3tPeffd £HE th6onrashaes methods, as

wellf W4 heloReQpogRS et hedss, aSad’@c!frdf’lr?g CRY eqRoadi rlQne MME may
nmeans, according to which t MVE may derive the eNB

deriveontheie KN&SBU SEOmangdhe hé‘TH'S_NSI%QJSanQ athe K ASME using a
Pseugggﬂgﬂ gggﬁg&!?ul’l %%KSP%FE‘? WE rﬁyrtl‘yr% ?econstruct the

recons ruc upl’i Nk "sequfence nu
fullNARY SEQ ifmomseetented hamber deNADI U sSEMd frdnegietgived low
check the NAS Servjce Request received fromthe UE

ordeRgitsoRld IRt ¢ WNE FRGCFetBrnNAS iSRS orrdtethereceived
from! @R uaE. NA@a b BB 1 oyt he nEmandnd e NASrH SEQ MYi dion of

included in the set-up nessage forwarding the K eNB to
the tt@%NO@@BNAﬂlé}_@@Q the Ufe ddBs nendhavkeet NARARMARY may be

1ncl£lggd U—E%EeQ set-up message forwarding the K eNB to the
eNodeB. Thereby, the UE does not have to remember the NAS U SEQ
sent to the MME.

According to a third aspect, the invention provides a method in
a User Equipment, UE, of an Evolved Packet System, EPS, of
establishing a security key, K eNB, for protecting RRC/UP
traffic exchanged with a serving eNodeB. The method comprises
the steps of sending an NAS Service Request to a Mobility
Management Entity, MME, the request indicating a NAS uplink
sequence number, NAS U _SEQ; and deriving the K eNB from at least
said NAS U SEQ and from a stored Access Security Management

Entity-key, K _ASME, shared with said MME.

According to a fourth aspect, the invention provides a User
Equipment, UE, adapted for an Evolved Packet System, EPS. The UE

5
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sent to the MVE. According to a third aspect, the
i nvention provides a nethod in a User Equipnent, UE
wo@Rooan3ssenl ved Packet System EPS, of establi SPCTIGE208/050591
security key, K eNB, for protecting RRC/UP traffic
is axEREAGEd tH tFSRREISH ng SNGYEREYTHE Yret RodlRonpPEs¥otecting

f ap; PAS; Seevi ¢agReaask .t end
RRC{gEi?%%€§wgn%§§ﬁ§%?g%nt%§§, MVE, thg request UE comprises

meammdfoatﬁﬁ@danNA81U®A$nﬁe§quenBeqn§ﬁﬁe¢0 NAS MMEEQthe request

d d NB_f
ina B0 55 X 4 N KA LU, Lot e A AT e vet as

mean¥ey¥orK @&Ellﬁ@abedewmm saba M\E 1Aasor daarngitNAa U SEQ, and
fourth aspect, the invention provides a

Eromqp pRERE SIUEICEREDt P F BT BN E@BW@H‘eﬁﬁck]@‘Pt‘S%t}é‘?ﬁ( K_ASME,

sha§g§ witg &El§ miganged to establish a security key,
K eNB, for protecting RRC UP-traf fic exchanged with a

serV|ng eNodeB . The UE conprises neans for sending a

A8 ot o Mo L GRLCY f Bccs,

welmean§ ﬁjﬁrnéﬁpdﬁdﬂmga KeahB, f raqcatdieqsttsawthich the UE may
U SEQ_ and from a stored Access Sec

der hgRa oK ENE: | EoRBy Che ASRE DoRERe it 1 ey E_RREE using a

Pseﬁhg ﬁghagmanﬁuﬁagléﬂurtﬁR?Spe§ﬁdfLﬁﬁiﬁﬁriﬁ VigeStect the NAS
hods, as well as correspondin 8 neans, accordlng to

SermcehRfaﬁée@E ey tddid viehe hbéer"( it banahby NAGhy JEQmay store
thea'ﬂﬂ ﬁA%\@ Eﬁ%ngm% e@)“[\&&scé:‘)aﬁgaﬂ%g nge'n(an’tcPRgheoMME or,

and rnteg ty protect th Service Request sent
altehnabbrelpddrecehatl yn tihdidktimy siforthet NASNASSBOSE@ the NAS
of the NAS Servi ce Request sen

serfice, RATIRSS, SFOEei vo- GRS MiMEar RAFkT EAD e UM, via the

eNo@EBT haNAS Serahesr Rpguesbodenént Onblke tWE, aB3sKktd§&Menat the
the MME via the eNodeB. This alternative enbodi nent

UE Hgest motadpaitt dge x¢egmbere Ure dBRS_HoPE@agentoto the MME. The
mer. E th
rﬁi‘thelr é%?ﬁbgﬁ?ﬁevg qﬁggfﬁbnghegﬁ%gEdjggQ ar%cf%El FQ and the
K_AKmASIﬂt@frt erthé heecepepbnomfofa assevuittyy owaggmaa:tuomln message
message
from the“eNodeB.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will now be described in more detail, and
with reference to the accompanying drawings, in which:

- Figure 1 is signalling diagram illustrating a conventional
UE triggered Service Request in an EPS;

- Figure 2 1is a signalling diagram illustrating the first
embodiment of this invention, according to which the UE
remembers the NAS U SEQ sent to the MME in an NAS SERVICE
REQUEST-message;

- Figure 3 is a flow diagram illustrating the derivation of the
K eNB by the UE and the MME;

- Figure 4 1is a signalling diagram illustrating a second
embodiment of this invention, in which the MME returns the
received NAS U SEQ to the UE;

6
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fromthe eNodeB. BRI EF DESCRI PTI ON OF THE DRAW NGS The
present invention will now be described in nore
wa@ledoaiosgs2and with reference to the acconpanyi NnRCT/SE2008/050591
_ r awi nNgs,. | [ s Flaur.e 1 i.s siqgnalling di agram .
Pidﬁqq‘l\l?set ?%ﬁsng" glcoﬁv%lnaﬁ%aﬁ‘gll%'df:‘lsttﬁagglgehr%at l?e%velccoe&[ cmbodiment
Renjitasdd iim aheERS,gurdrigguramd i s a signal ling di agram
illustrating the first enbodjnent of _this invention, .
- B nf2t 0 I afEUE FEREMBEISALAY NAS U BB selffopility
MehddindVE | gt WAS SERMLE REQEST-MRSSAGE 6b - illustrates
Figure 3 is a fIOM/dlagran1|LIustrat|ng the derivation
sstheamed ikadNy &y Ghe RIEmmraiaedvwith mepnse %y gleriving the
i gnal.lj iaqr, illustrating a second enbodi nent of
$%.§%fﬁbg%??§§%4%?vwnch the MVE returns the received
NAS U SEQto the UE; - Figure 5 is a flow di agram

illustrating the second enbodi ment depicted in the
DETAFRER RESCRIBRAPY

an Figure 6a illustrates schenatically
In t@e ME{dPDLd T Weshanagement Hudiydc . qarditbe {+HULBt forth,
6b illustrates schematically a UE, both provided with

such m@ansaf pagerdwlay ErThEdaatung kapdK eaBIeDER| OED steps in
DESCRI PT1ON. Ln the f.all ow ng ripti sped fi

oraegrth) (PEpRio 'S, OGRS SRR lng 7Y [ idhe  present

invemt thnt egbukeeand iteqiiencgpaafentt eps AN pErkIn tekilled in the
provi de a thorough understandi ng of the present )

art fhehtibthe HOWRSERT i tNYSNGRAr dRY t PR pRYRON S5 | 1y other

embod fmdR€s 3 hat NRLy LASORFESEREN | TIVESY | HFe OBYi beaPEAL1d sed
I n other enbodinents that may depart fromthese

specific details. Mreover, it is apparent that the
voreBFREL 30, LU Y el T TRBLEL ML SRS nay v
impl&hEnopd 0aesisny eobfawgerer hinpuipnsagcanputcen]juad/ion with a
programmed microprocessor or a dgeneral purpose computer, and/or
using an application-specific integrated «circuit. Where the
invention is described in the form of a method, the invention
may also be embodied in a computer program product, as well as
in a system comprising a computer processor and a memory,

wherein the memory is encoded with one or more programs that may

perform the described functions.

The concept or the invention is that the security key, K eNB, is
derived from the Access Security Management Entity-key, K ASME,
and from the uplink sequence counter, NAS U SEQ, of the NAS
SERVICE REQUEST message sent from the UE to the MME, thereby
triggering the establishment of the UP/RRC security context in the
eNodeB.

When the UE is in IDLE mode, a NAS security context exists and
comprises e.g. the above described K NAS enc, K NAS int, NAS U SEQ
and NAS D SEQ, and the NAS messages are integrity- and possibly

confidentiality protected. The NAS security context thus also
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usi ng an application-specific integrated circuit.
Where the invention is described in the formof a
woreaobosgs21 he i nvention may al so be enbodi ed i NPEI/SE2008/050591
conputer program product, as well as in a system
ontgHiTs | Bhegsacesipt eapabeée%w ghd terdfor yinwparsifular the

qu? oded Lhi PRgs Or nore prograns that
enc%ig% er ornt%ﬁgag aé% tinctions. The concept or

the invention is that the security key, K eNB, is
ThedEr®We£ti¢mn®fhéhﬁc¢@%%f@ﬁﬁ@@ﬁﬁyJthayéﬁ%n@n the NAS security

er B Y U B, SRLLIE MR SRR o secuonce

cousttdits f r aing he sEB t oxt heraABVE, SEQer ebyrt rttlgagercilh@dﬁn@n of the
establlshnent of the UP/RRC secu;b%% conte inth 4
messAge BTheWfal It n2eTEEREE | FOMPERY NQrRKLLY o BRF t%zransmltte

wit0PhEXNABXinjl s | $6% €of- thle rkPvVerdescribsd and the
K_NAS enc, K NAS i'nt, S U SEQ and NAS D SEQ and the

ful INAgeq‘Qgggg egumb@n Mlé.é,r |1:tey IWW tbqq, at the receiving end
f 1 t C t ext
fror{l h%si(g SOC%%] al?{antgé t%‘é Eslgég urrl I{l’)?/ capa]f)% L{{Eli eagnéc:)?ﬂ{%e elj:-e,lVEd Low

ordén paudi cul ar the encryption and integrity algorithns.
The protection of the NAS nessages is based on the NAS

securi ys, K NAS enc, in nd the,u
Theaﬁﬂ“ﬁ%ﬂ%l SR Lhisn TR et (E PAASREaEes @y 11 the context of
he NASS 2a3BQ@nd OlitBealli r esti qmnirﬁgger@ssaeevﬁee f%%\hests, as

sequence counter is normally not transmtted with e
dep%@E?@m@%d@EEaQMWF'§@ﬁ§réPe§hélgbﬁﬁo¥der bits, and the

full sequence number will be reconstructed at the

In %fcgﬁd' 5¥“¥Hé(Hgﬁ%éﬂy¥3naﬁsghgﬁgﬁl?ﬁgt§§a§%§$‘ch¥¥gure 1, a

ts and the received | ow order~bits he cOncept of
NAS t heERVIVEnt |REQU%/T,be cexrmr&sned i ant hepédnkexsegfien¢rr counter,

nasSEHEb! 18 SadramAer oy L(AOOGESd, SCIMCOREUSHS: the s

i ct'&d |n e a ovEdeseT i bed fgure 1

SERRNCE SREGUHITE ne@aeat | asal mtt@gnaidy ngrditagitad i based on said
figure 1 , a NAS SERVI CE REQUEST, n?r|5|ng an upli nk
NASsgq%%%CéIQQnMﬁQ”checks the 1ntegr1ty of the message and accepts

it if it is not a replay, and this guarantees that the NAS U_SEQ

is fresh and has not been used before.

Thereafter, according to this invention, the MME derives the K eNB
based at least on the received uplink sequence counter NAS U SEQ
and on the K ASME, using a conventional key derivation function,
and this is not included in the conventional signalling diagram
illustrated en figure 1. Consequently, the sequence counter may
only be reset at the authentication. The MME will send the derived
K _eNB down to the eNodeB in, or piggybacked to, the message of the
signal S4, the Initial Context Setup Request (S1-AP).

In signal S5, the eNodeB sends a Radio Bearer Establishment and a

security configuration message (Security Mode Command) to the UE.

These messages may be sent as two separate messages or combined in

one message, as in figure 1, and the reception of these messages

by the UE will implicitly be a confirmation of the UEs NAS SERVICE
8
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NAS U SEQ is forwarded fromthe UE to the MVE, and
t he NAS SERVI CE REQUEST-nessage is integrity protected
whamensssez sai d NAS U SEQ The MVE checks the i PCEEI008/050591

th d epts |t ot a replay, .
reqoffy! TSNS 200, “FREPLRikkib boeked AR FRLAY cetermine
e.g. hanemmh@qmbuaﬁﬁdaefs»fwldTheaeaf ka4, wALERr lg@ritthm to use.

this i nvention, the MVE derives the K eNB based at

ast on t he recelved upl i nk_seguence, counter
Acco; 1Y) ERQHERF o YFREFOIASMENE uUEn JIoF iR ehbf oKafRBePased at
leas€ebhVaiconAINStIMmN, addde hBi X hSMROt yseludedebivddi®ional key

conventi onal “sigha Ilng dlagran1lllustrated en figure
derl\.{atl%néea@émmy, uppe Fegaehtencefintde messadey ige signal Ss,

if n g?l%t/eel%t %&n@%Ba:gat%eﬂ% 'oc'f\% Ioé;a‘%tg}g %g’%kéﬁégggnhh% e UE will

estabb;smhethessagdnmttiufcnxmuy Sontéshes | ni ahdl E€brhsextis not
. Set u e u SI-AP)., In SI naI he eNodeB sends
i11u58fed R Hfn LA L L B EC i RggAn Th Tigure 1.

configuration nmessage (Securlty Nbde Command) to the

AccokindheseangisageenbydinRense Rl ahildVoiseR e the UE stores
nessg%es or conbined in one nessage, as in figure 1

the apdi eﬁﬁﬂﬂ%HQQNFQ#nﬁ%%seNﬁ%s b?nFﬁEd@E Wﬂlthe initial
[ tl f OR- Of e
s SERUEEEL RN SONTLLIRLI G0 AUl M, sporen s o oo

for Oom@eudlwttiordelﬁeruhmé{_@.l@. when the protection should
start and which algorithmto use. According to this
invention, .the UE derjves NB_ base at st
howel ¥ RESHraLl W et KEapEnhefpieRE L OO MhEr o indllides the
uplidRri ya@maﬁbé unsdhrtter UPQYAS €C eBid, on oaf bh&yneasageorﬂer bits
nal if not perforned before. Thereafter, the
lndl@?\ga’é% EHG NRS_DESERY | 18sttd15 | S AtheSUPT BRCTGRIAAS 1 yin signal

s4, AkextS, cROdkBiaeRrl S NPtyhldwistaratedniin tﬁ'@format:].on is also
conventional signalling diagramin figure 1

forwarded ditey the aUEi réroenbbdi miiaded¥ @ ing nidet | RRG/ Whecontext

stores t Ilnk sequ Q
escabliShRLE? | B, BRILISA280NRIEE oINS ind ihde ¥ rerrieve the
indiShtiandofiseRet NRSSUOSEd KASHUtBhEQeNodeBheoderhwatieptivation of

of the K eNB. However, according to a second

the K g8¥8i neRe, dPRE RRE Pﬁgﬁuagsk?ﬁ the NAS U SEQ of the NAS NAS
SERVICE REQUEST-message sent to the MME in the signals S1 and S2.

Figure 2 illustrates the first embodiment of this invention, in
which the UE keeps the NAS U SEQ of the initial NAS SERVICE
REQUEST-message, in the signal S21, for the derivation of K eNB in
the signal S24. The MME will receive the NAS U SEQ from the UE in
the signal S21, or only low order bits indicating the NAS U SEQ,
and derive the K eNB based on the NAS U SEQ and the K ASME in S22.
The MME forwards the derived K eNB to the eNodeB in the signal
S23.

Thereafter, not illustrated in figure 2, the eNodeB and the UE
will establish the UP/RRC security context using the K_eNB, the
UP/RRC security contexts comprising the encryption key,

K eNB UP_enc for protecting the UP-traffic, as well as the

9
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upl i nk sequence counter, NAS_ U SEQ or only |ow order
bits indicating the NAS USEQ in the Sl -AP set-up
wore®emsss?2 i n signal S4, sent to the eNodeB, i nPGITBEI008/050591

case this informatiqn is also forwarded to the UE from
encnyps iomodeB andi ket hétRRGEP REPE Rt i@y ety i dhufdfit RRCpenc and

k_eNd!! iR a00 p%t gécg&g 69 %% t%xfo%teece\ég thee  RRC-traffic,

ation o romthe eNodéB for
then]laé:ry! \eataibdn ngf at IaecheNBP/lel tohoeefSE it mawegmlkéép the
NAS U SEQ of the NAS NAS SERVI CE REQJEST nmessage sent

tQ the MVE in_the sign and .32 hqur e
he | Rt Tattes Phe T S DiRoodr nBAE TOFTER L e gprRItiqnal key
deriwiitdord heundt keepset ge MAS & $EQudb-Rhedbmi tHhalctel; K_eNB =
SERVI CE REQUEST - rressage in the signal S21, for the
PRF (o ASMEt i %St _REENB-in)the signal S24 . The MVE wil |
recei ve the NAS U SEQ fromthe UE in the signal S21,

FurtHe:ONl ¥s | oW Qs 6esc 8t Byl ndieccaldtng 1herNAS MoSEQdeabdibed PRF-
derive the K eNB based on the NAS U SEQ and the K_ASME

fungticgp?. the MYESNBrAard¥infie Jewnickdé@nk emE t ohple additional
n. S S2 eaf t er u
confIER (6 090k S ool S04 Elepd Rty
UP/ RRC security cont ext using the K eNB, the UP/RRC
Figwecudi ity eontlow sdi:@gmri\ sihgustttmteimgypm omekbyd according to

NB_UP. f UR- traf f
oo £SO, 108 PEOLERL' 0. el Rn (BT Lhte Rpthgrias s

smﬁc@&ﬂ%ﬁ@:m&e&gﬁ eJ&BtImCmm 13, especids&ige, ﬁrmlcatlng the
protecting the RRC- traffic, ther eby enabl ing a secure
NAS UppRREK t PRAFERCE | RONPERAl B égvu:r%%QdePP%ﬂ%Y] grlynby sending

the KLSMBokéePeBEQE”%@ Bhed LOMMeH. oingl geriyati PME receives
function, e.g. by a Pseudo- Random Func i on; eNB

the PRIFK WIQRASRIBQSE@T mespag€urfhen, e i |URiST rittedning  the

dots in th ab ve -descr d PRFf unct i t he
s G I AR T oN by oA BRI Tom Che received

low ceﬁueﬁt odnal, Inpubtépl B3S, SEehMRME @ldkividie eiNodeBecurity key,
dentity . Figure 3.is a flow dl%zggramlllustratl ng the

K elﬂ%'t h&HCRcabr &ieﬁétt Fheni eessivisst 4 ephg1 K_ASME from
the tROMBE (Adc880d8etNLi EPI MbBEINAP Entity), using a suitable key

derivation function, e.g. a Pseudo-Random Function.

Thereafter, the MME forwards the derived K eNB to the eNodeB 12,
in step 34, to be used by the eNodeB to establish the complete
UP/RRC security context shared with the UE. In step 35, said UE
will derive the same K eNB from at least the stored K ASME and
from the NAS U SEQ of the initial NAS SERVICE REQUEST-message
transmitted from the UE to the MME in step 31, and establish the
UP/RRC security context from the derived K eNB.

In the first embodiment of this invention, the UE stores the
NAS U SEQ transmitted to the MME in the initial NAS NAS SERVICE
REQUEST-message, and uses the stored sequence number to derive the

K_eNB.
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SERVI CE REQUES T-nessage to the MMVE 13, the nessage
i ndi cating the NAS uplink sequence counter, NAS U SEQ
wmoroambdsy2 only by sending the | ow order bits oPCT/bEz008/050591

he S SE
FiguRgOhrar A A dRetor LiitetfaniRE s RRcon sERpodinent

of ik r esoastisiel i ng thedhil thseguerre s rost t haveear Vetbre the
| ow order bits. In step 33, the MVE derives the
NAS_UeSERity KByteRdeNBhef rAE atildadieHad r 8Reiiddcation of the

rece%@d%§§%a§ﬂ?t}9§clg_€§'\ﬁaé rigen t\hLea AINE BSS 1n signal S41,

Security"MbiTity Enfity) , using a suitable key
corrgeppudingntbutiel igralg.S24 HeeutlicgRenddm FoacPEoal transmits

an 143ads 155 sRTReR BaRRRE S R I e Saiab el S0 veLink

sequ%ﬁbathﬁbefheNESHWSE@, UhdRRG1ES eaillrl txyacréimeeﬁheslmwsed: SEQ and
with the UE. In step 35, said UE will derive the s
deriee e foAR HASES et Lratk KEASMEPSRH. PFRnmfethe K ASME,

in S%S HoweRepf £B€o£8iﬁ%a£o l\@}%ssgs%é&% m-ﬁ\erﬁgﬁ%?@emE will

transmtted fromthe UE to the MVME in step 31
inclagealdrn shndh@atJPmRR@fsemnrdtye%m@&t NRSoRh BRe derlseginal 543

K.eNB. .In th dlmsn ofthl vetl t
tra“ﬁ?s?%?egc’t ﬁg‘e E’S‘%W%%tra EPBFdIER (RE GREIVRA feoNB. and
the igNdded WAS NASWGERYI %RE@leSTSEges&agﬁxe auel, usﬁsStgﬁal S44.
stored sequence nunber to derive the K eNB.Figure 4 is
Ther&‘%lt&ﬁal ttRg UG éi’@llémdlelrllﬁf& 8¢ Kge¥Bs&&omd aén‘géélsﬁ‘eﬁpe K_ASME

and ¥rdnli &hd an.@@tl!]O@E Pe%kﬁ@dtB? lt'ﬁed‘?@& nofn hayendP s4s. From
store the NAS nst ead wi'll retufn an

the |ﬂarya¢<ﬁorse@furtu’¢e' rb@mvei@_% UtSEQ melﬁoatrhie Use UE will

corafh S AIGIO R rek QI PEpEOLLEMY (folfing secure

UP/RRO tiralf FNAS SERYI §Fa REQUEST to the MVE 13, indicating
an uplink sequence nunber, NAS U SEQ and MVE wi | |

recei ve the NAS.U SE derive. the K eNB based on.a
Figygadt Yene RASLISED Ad ?h@s'kra%w Vi SRR bed method
accores Agdity éoséBbﬁdS%ﬁuﬁBalﬁHH@db@fﬂhlst hen e i | m which an
i nclude an indication of said received NAS_U SEQ

lnd1§|a§ﬁ@r1 S£3 thea A% _4 &EQ 0l g HeetaNaRsB b %@@e@lﬁebywhﬁ MME. In
step M d&4 166k K PNBenBldhe initial NAS SERVICE REQUEST-message

to the MME 13, the message indicating the NAS uplink sequence
counter, NAS U SEQ, normally the low order bits. In step 52, the
MME receives the NAS SERVICE REQUEST-message from the UE, thereby
obtaining the NAS U SEQ, and, if necessary, reconstructing the
full NAS U SEQ from the received low order bits. In step 53, the
MME derives the security key, K eNB, from at least the received
NAS U SEQ and the K ASME, using a suitable key derivation

function.

Thereafter, the MME includes an indication of the NAS uplink
sequence counter, NAS U SEQ, in the message forwarding the derived
K eNB to the eNodeB 12, in step 54, and the eNodeB uses the
received security key, K eNB, for establishing a UP/RRC security
context. The received NAS U SEQ is forwarded to the UE 11 by the

11
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the eNodeB will forward the NAS U SEQto the UE, in
signal S44 . Thereafter, the UE will derive the K eNB
WO e@enzss22 east the K_ASME and from the NAS U_SECI/SE2008/050591
returned by the MVE, in signal S45 . From_the derived
eNodegyurin yst4@y, 5K efBI fRe SERBIEB -ard'e HEE UBeHiiyes the security

key,eSkathssh .06 UBLRRC, securdy gonsext 1arId“eE?BM said received

enabl i ng secure UP/RRC traffic,~in signal . Figure
NAS % iS§Qa f iow akideyr ammoi | Easabhi;?pmg tihiee QBéREC d%@@mlbf@d context
tho paecardin 0o a second enbodi nent of this
shay %%e' hﬁﬁ?%h an indication of the NAS U SEQ i s
returned to the UE by the MME. In step 41, the UE 11
The skndsathen bift tak KASNSHERY| Gre REQEJEST: nessagept 63t hend by the

UE, chnfBt, SRAB DRSEL® THEATIFS MY | bwelyt HGPLBi FOTUPRELonal key

derfﬂéﬂioaz fLhe c MVE reéegVeSathﬁs@ﬁﬁifﬁgﬁﬂdﬁz Functlon, K eNB =
REQUEST- message from the UE, thereby obtaining the

PRF MSMESEQNW_SHQ necessdr y, § Yuct Fhg t keyf uiderivation
fun%%?%%i§¥§%w§e St VeS %%bﬁe%édygng gﬁglbﬁhﬁgtlgaihgg e.g. the

Security ey, from at
eNodegadidenitd tiyecei ved NAS_U_SEQ and the K_ASME, using a
suitabl e key derivation function. Thereafter, the MVE

P g fr s R 13 0, 1 e o Ui bl WAPRrdg e Brvity) for

an Eﬁyl\&ﬁidﬁdiNa te thesehadeBtien, fﬁk&ﬁéﬁ)é%kangﬁajtbh@stabllsh
eNodeB uses the received securit K eNB, for

a SRYEHY dfeng A P RRECS eéuﬁief:yréglﬁt expteFhe LPEcEhgeProtection
tﬁ%b-sg&fﬁlé opyeyded Eouﬁh%nHEalls@ﬂvirP;ﬁe@i@&?gB ifhe MME is

and I1n step 56, the UE derives e security
prowae:'ged KuemB comwemtabnaéaspmmhelwm regrRon r amtsalldus trated in

the ST A B S b B R R PR LS M M B Ce g wien

the dNdd&Hd aiaofant lsa - lﬁMENBnbyrthe M\/E.lrtthiblfhelrsttﬂﬂa MUE of figure
and b the UE, in the ste S gerforrred b{
1, apjpgkEe (RA6ROBAt SERHF1kYY ﬁaefaﬁl EpGAEY] 0fl dSg.ildustrated

by Eéeyﬁ@a R@EH@@ Fgmﬁ&éoehlé_ed&%cuBBEﬁKeﬁ%l\z%y MSA}LSE& may be
. Normally, the key derivation
co- located with the MME.

The means of the MME 13 illustrated in figure 6a for establishing
the security key, K eNB, comprises reception means 62 for
receiving an NAS SERVICE REQUEST-message including an NAS_U-SEQ
from a UE (via its serving eNodeB; key derivation means 63 for
deriving a security key, K eNB based on at least the received
NAS U-SEQ and a stored K ASME, using a conventional key derivation
function; and sending means 64 for sending the derived K _eNB to

the eNodeB serving the UE.

Figure 6b illustrates a UE 11 (User Entity) according to this
invention, the UE adapted for an EPS, and further arranged to
establish a security key, K eNB, for a security context for the
protection of UP/RRC traffic exchanged with its serving eNodeB.

The UE is provided with conventional communication means, not

12
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20

function will have additional conventional i nput
val ues, e.g. the eNodeB- identity. Figure 6a
w0 kdogmssssat es an MVE 13 (I\/bbi ity Managenent EneCT/§§2008050591
S, accqrdi tot |nv n..fur

111u§5raglﬁ%b3rr? Stﬁn Pl ure, ty ey, m%ug'x at};%? %Qgécglﬁésﬂgggs in the
EPS ¢oatextrforud fielwxcftaeﬁ iton 16k BRLRRAGt eRbEEE. betvveen a

UE and a serving eNodeB. The MMVE is pr ovided with

conventi onal connunlcatlo neans, |Ilg§§ra ed in

The (ReaRrs gutle, ¥ dBhmiri cat lﬁ‘gq‘t\ﬁaltﬁ hénno 1gyge 6b for
estabPBshend- tMet BeblieiedosteBs w %N@n % deitt efdrii®y means 66

Further, in the MVE of figuré& 1 , SME (Access
for S@@@ﬂhﬂy a\van%%nﬁﬁRVEﬁﬁl t%E)QL@fle §‘e|SISIaG§t rtéi efhgyMME, via the

nes, .S al e 0

serv iR RRSach e KRG tE TRatiRE e makne st pRESRRE Pumeer
NAS_U3SEQ) ushdathd mahsglﬁoer 6es fadol iedtialy |ash$e¥gu:thaf key, K _eNB,

secur i ke K eNB, conpris recepti on _means 62
COmDF SRET VIR SIETAS SR R RECBES F eSS e T PSRy KoY.
K eNBAS 4 SEG fAOM e dE dvd avdd IS8y iand eNe@eBedk&YASME, using a
~ derivation nmeans 63 for deriving a security key, K eNB
convpgpEienah kay |deBtVatHion daEIokd@PNAS U- SEQ and a stor ed

K_ASME, using a conventional key derivation function;

& O T SRNGUMIO o tdr iveed S §NBuEBrated
The tg'ﬁgv%l\ggéé ls}g%\i/llr}ﬁ% ?%e UE. Figure 6b |IIustr§t es au rated in
the fig@lriser 6Entartdy)6ka,ccmpﬂ¢19eltto ittt sdﬁmerflv@@nfumﬂél@@ using a
n_EPS further rr ed to establi

Sultﬁgzgc g}nﬁgﬂpn °§N§ FArE & &;]‘r. (g'(:onef ext For? t%@ogrammed
micrBpobeets6h ok lﬁi%‘pli@élﬁi@-@ﬁﬁ&ﬂf@.@ﬂ imtdgrdtsed circuit, as

serving eNodeB._ The UE is praovided wth conventi onal
wellcaRnBANERt bPR#barRdi AT &EEd 3PH FRECEVGEFe, for

communi cating with the nodes in the EPS via an LTE-Wu
Whllbmtﬁ'éf 3% eh®ibhS hasr ‘b‘e@gx elledeBredh@ifBane fakehbe U6 specific

11 1llustrated in the figure 6b for establishing the
exempéeum eybkéymemeNBth@m¢wwmmglm§r@é fosly intended

ndi ng S SE E h

S TS TORB RSB St RSP SR hoct T aaldngofn oo taken as

llmluﬁ.hgnKhéeﬂuopéeoﬂutﬂb@rlnventlon

13
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NAS U-SEQ and the nmeans for establishing a security
key, K eNB, conprises key derivation neans 67 for
wa@leeowsssee a security key, K eNB based on at | eBSI/SE2088/050591

NAS U SEQ and a stored K ASME, using a conventi onal

CLAIMEy derivation function. The above-described neans of
the MME and the UE, as illustrated in the figures 6a
and 6b, inplenment the described functions using a

1. Aumetabbd conbanddbdl idgfy sidnagerecmndEnh&idwar €,3)e. gMME, of an

vol R0 PATBA C I TEUIT ad o | 0o TOMVERTHA PhaPEeuTity ke,

K_eNB anssi t bebseandngeryAUS. tYAEESCt hedwikant Aodeds Equipment
"~ been described with reference to specific exe Iar%/
(1D)enb¥Fi nents, BRe N¥eEPBpti(dR)i sSPRVEBHer aheoni'}g' he method

Itended ko sich hustihat eckhe .i nventive concept and
ComplshouF%enot be takenaas I?rriti ng the scope of the
FnRectivAnGLABRE 52) AmBifoddnyicevitidquast MireyepentUE, the

Entity (13). ME, of an.Evolved Packet e PS, )

requeRrL PR ARInY Sel0s: PPLEEY ERUuRACEr hyREBhy chps 5 b0
RROR timaf f (13 betwperha Useyubayt poept k1éNe, Wromarmk least
an eNodeB (12) serving the UE, the nmethod conpri sing

said heecoivedi nJASt SpSEC RECei ¥FRE (32, S59F°dn fRGSss~ Security
Mana \é'n%e_gﬂ%%?ﬁﬁ(efyf,ow AREEUEsnhhear @gegstalindpgating a
S uplink séquence munber, NAS U SEQ - Deriving (33,
53) Foheasding i t(B4KeysakdeNB:r¥vesin & eNBastosadilte eNodeB (12)
r.ecei ve U SEQ and froma stored Access Security
Servl\}ﬁlrgagséir%ent ntity-key, K ASME, shared with said UE -
Forwarding (34) said derived K eNB to the eNodeB (12)
serving said UE. 2 . A nethod in an MME according to

2. Rmgthod inyan HNE (ReCH NS i O et Rdl f r¥AeYRLN the K_eNB is

deriNAR WRQ ad khs K_ASNEaHsI RGed KOSRIMIO- My Pseudo-Random
Function, PRF. 3 7 A nethod in an™™VE according to

Funafliginm PRIT. 2 , conprising the further step of
reconstructing the full NAS uplink sequence

3. A method in an MME according to claim 1 or 2, comprising the
further step of reconstructing the full NAS uplink sequence

number NAS U SEQ from received low order bits.

4. A method in an MME according to any of the preceding claims,
comprising the further step of integrity checking the NAS

Service Request received from the UE (11).

5. A method in an MME according to any of the preceding claims,
comprising the further step of returning (54, 55) an indication

of the received NAS_U SEQ to the UE (11).
6. A method in an MME according to claim 5, wherein the

NAS U SEQ is included in the set-up message forwarding the K_eNB
to the eNodeB (12).
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number NAS U SEQ fromreceived |ow order bits. 4 . A
met hod in an MME according to any of the preceding
w@b@onsss2zonpri sing the further step of i ntegrP@SE2008/050591
checki ng .t he S Servi ce Request .received_fromthe UE
7. afperhodd dn'n UEr OB BReRiE (odor difvg ©6 ARy SHPLRE Packet
Systéfiecegbsg Cbai NestGWIRILISINGY the f4etPeryst RByOf x enB, for
returnin §54, 55) an indication of the received ~
protegsing BPt kEabEic] Bxchaggeda widithod FRTYANEMVENodeB (12),

O

ef’-up nessage forwarding the K eNB to
-t héeeNodgB (1R2) .51). A nShRRodBeérvicd)s®edupsdtpment a Mobility

11 UE, .af an Evol ved Packet System_ EPS, of )
ManadQRLR | EAThY s BHRr | ¢ YOk oV RSA, P CRtdrdot AngtS upLink
sequéiRtd URiiséd | iaexghemged with a serving eNodeB (12)

the net hod conprising the foll owi ng steps: - Sendi ng

(FAeTHIIng (AS, S&&i cehReluelB (aoa Mbi Lpayt said NAS U SEQ
and upi | ﬁ%”ggéﬁgﬁcgcﬁﬁ ber ?Ch%%tg g’é%%tg_elff%gl'ﬁ \?bfﬂnﬂgtg:(y%é%%gG)K_AsmE,

sharedevitleNB fd OBt | east said NAS U SEQ and from a

stored Access Security Managenent Entity-key, K_ASME,
shared wth said MME. 8 . A nethod in a UE accordi ng

8. Al Re€haMih ,a WOEr 8cBokAgnk @NB d1niders vednéioiht RBe K eNB is
NAS_U SEQ and the K ASME using a Pseudo- Random -
deriwegcfron, tPRENAS_U_RERiHY the aKUESHEcopdngg & Psaido-Random
fhepghainms 7 - 8, conprising the further step of
Func?%?egr?% protecting the NAS Servi ce Request sent to
the MME. 10. A nethod in a UE according to any of the
cl ai ms -, 9 rising.the step _of storing the.
5. muleiiedois endHASCEErdied FetuBey sht TH (ReSIRE 7 -
compiils iy MaiHWOd fthedE 3€6pr BNY il eNityf pReteb@il 7the NAS
- 9, conprising the step of receiving (55) an
Serviegi Reguest ogertheto the MME.

10. A method in a UE according to any of the claims 7 - 9,
comprising the step of storing the NAS U SEQ of the NAS Service
Request sent to the MME.

11. A method in a UE according to any of the claims 7 - 9,
comprising the step of receiving (55) an indication of the
NAS U SEQ of the NAS Service Request sent to the MME, back from
the MME (13) via the eNodeB (12).

12. A method in a UE according to any of the claims 10 or 11,
wherein the K eNB is derived from the NAS U SEQ and the K ASME
after the reception of a security configuration message from the

eNodeB.
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NAS U SEQ of the NAS Service Request sent to the MVE,
back fromthe MVE (13) via the eNodeB (12) . 12. A
woreiohosssen a UE according to any of the clai nsPQUSER008/050591
11, wherein the K eNB is derived fromthe NAS U SEQ
13. ardl tMebik IASVEManageTERs r@@épnfon ) a Y¥¥Eyriadapted for an

oo R GBI IR0 EEer Vi SIBICS by B0 Lbbonn o
secEﬁEkgtkSystQWENEPSfdﬂmpﬁmﬁéeﬂxemgeﬂ RBC¢YPablraghiia between a
on J55{EEN, KBL o eEVP L SN 0 O TR iz

by:the MVE character| zed by: - Means (62) for receiving
an NAS Service Request fromthe UE, the request
|ndMeaflﬁija)Np@ltjpr?ﬁﬁl%éaaeﬁee%ﬁrb‘é?rvm Regeept. from the

Me ( deriMi-ag ;8 K_eNBalcom. af; 1l gasts b
UE'reggigveg%ﬁx%gE S%Bdgnggﬁ gm a stored ccless Sec reiq}cye AHmbEL
NASMdn&gement Entltykey, K_ASME, shared W|th sai d UE -

Means or_.se ng sai d riyed to t . .
e'l\loé‘\éteeaé4 kﬁI gf%%lcgé{%’ iﬁ‘ﬁi n]geﬁ cﬁaa]ic}nrecelved
NAS18, saor ar@edt #ém dﬁrls\t%ﬁelaie M\&fséﬁhfbﬁyl\mﬁnldgéﬁ@nt Entity-

and the K ASME using a Pseudo- Random Functi on, PRF.
key15K_ASMENESBRESH dVhENt 6aé‘IiaWFn 13 or 14, arranged to

reCﬂ@%h%”%d neeb il sl 5(4333889?088 rwrgmr \j the eNodeB

U SEQ from receive bits
serutéogr dahg UB.any of cl ai ms 13 - 15, arranged to
integrity check the NAS Service Request received from
the UE (11) . 17. An MME according to any of the

14 .Claa nwﬂsaccdﬁduagraagedatm fior, wed k- 15f8d aboi Beire@ki @he K _eNB
of the NAS U SEQ to the eNodeB (12) , to be returned
fropssihey S BESER) 37dm Fhe eKoAEME using a  Pseudo-Random

Function, PRF.

15. An MME according to claim 13 or 14, arranged to reconstruct
the full NAS uplink sequence number NAS U SEQ from received low

order bits.

l6. An MME according to any of claims 13 - 15, arranged to
integrity check the NAS Service Request received from the UE
(11) .

17. An MME according to any of the claims 13 - 16, arranged to
forward (54) an indication of the NAS U SEQ to the eNodeB (12),
to be returned (55) to the UE (11) from the eNodeB.

18. A user equipment (11), UE, adapted for an Evolved Packet
System, EPS, the UE arranged to establish a security key, K eNB,
for protecting RRC/UP-traffic exchanged with a serving eNodeB
(12), the UE characterized by:
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18. A user equipnent (11), UE, adapted for an Evol ved
Packet System EPS, the UE arranged to establish a
waewunsssyg2 key, K eNB, for protecting RRC UP-trBET/BEM08/050591

exchanged with _a serving eNodeB (12) ,.the UE
ThHFaBEor (98 BpT: SRMIIY o8) TG SERLHD ANEst to an MME
Ser t 1
3) Dervhce Reduest tigdidiviad 13), nhBe (pQuaR! s84u6ake Nthumber,
(1 a NAS uplink seqdence nunéér NAS U S EC? N@ansq%67) et

NAS_WoBE@eriving a K eNB from at |east said NAS U SEQ and

fr St S g nag nt i tykey ;
AR e e catg e’ 1) RO O (4} Yeast said
NAS HCSEQdIh a@Ic\iltA grﬁl“gIE an &Boradr angeést @;dmnlw tNendgeaNBit Entity-
t he n y using a
key, PgeﬁﬁﬂERaﬁﬁﬁﬁ?gquFﬁoﬁalgR?‘—ME ?)%E)A UE according to any
of the clains 18 - arranged to integrity protect

the NAS Service Request sent to the MME (13) . 21.
19. UE HEcofMlhgacscafyngf Ede cdpdimneldg ArX@ndgs aﬁ@edietrdve the

t U f t,s
< onpl SBR[ 0 S o5, B 2B b0 mancor
Funct@on,2@RFarranged to receive an indication of the

NAS_U_SEQ of the NAS Service Request sent to the MVE

(13) , back fromthe MVE via the eNodeB (12) . 23. A

. UE gecardioraing ary ahyt ke cligé me13imer 22, - anrgngefranged to
_ to.derlvethe eNB after the reception of asecurit&
integaitiygpratess FBSsHE FEaMiCReRENYEER FERf to the MME (13).

21. A UE according to any of the claims 18 - 20, arranged to
store the NAS U SEQ of the NAS Service Request sent to the MME
(13).

22. A UE according to any of the claims 18 - 20, arranged to
receive an indication of the NAS U SEQ of the NAS Service
Request sent to the MME (13), back from the MME via the eNodeB
(12) .

23. A UE according to any of the claims 21 or 22, arranged to
derive the K eNB after the reception of a security configuration

message from the eNodeB (12)
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