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system and a transfer device. Background Art 10
Conventional Iy, there have been communi cati on systens,
which transmt video data to nobile term nals by
streaming (for exanple, ~WCDVA MOBILE COVMUNI CATI ONS
SYSTEM' edited by Keiji TaguRewoN. 357-360, Maruzen,
June 25, 2001). For exanple, a comunication system
which transmts video data by stream ng shown in FIG

as been u n cation system 15 401
](% fte%%aﬁ%%p §ViC€amer as 410 recordi ng

vi deo data and a streamng server 430 transmtting
video data to a plurality of nobile termnals 440 by
Skechmicallficldconnect to a single virtual private network
(hereab&)g, referred, to_as VPN) 420, and are
connec &g Rresedd dRventing rejates tna cppmynigatiom system and a transfer
gﬁgmg_ni cation system 401, a canera 410 transmts video

ta to the stream ng 20 server 430 via the VPN 420.
The stream ng server 430 then obtains and transnmits

he_vi deo data transmtted fromthe canmera 410 to a

nal 440. According to such conmuni cati on

iﬁftvgrb@%é%%"m@& {8 BRUT R U gtion RFisnisg Wch transmit
Fidcandaa8 Gothidbile fRaHhALYDyP @t&%‘@lﬁﬂl%s br e%é}ﬁggs ‘ﬁﬂ-ep‘]\ﬁg MOBILE

t he stream ng server-430."can be €

WMWN&GATMN%S&STEM”&&’&;&M@&%&HM@ P1862860 Maruzen,

d fg%r i ver 430 exchange data through
gnblﬁﬁ r28§ gr §% Le \FPremapIynicgsion Syptesy| whichhigansmits video
ateh %tr@é&m@é Qﬂdvgﬁ B9 Ftds a@%e% 4488 St S%rrgagg?xil%%hon system

430 o0 ta| ni ng transmt I'ng he Vi deo

#01 rehowtn, i BAGE He aVPNrdRE ol sAmbBRME4 F) réﬂ%k'(ﬂlh@dwdeo data, and a
security poli and address architecture. 30.

Strarming seryer, ééo t@%ﬁ‘%@% §1d43!2 oledado taﬁElusa]ﬂb’aﬁi mgblle terminals

I PN 4
%gg\é’ ssgrféé%g BJTE)%'\%IIE Fetoz 08 ; pEygte %@gﬁ%ih?{@éfﬁ% geferred
Y40 aR0UPN) 36853 SarRCErd Fé&ﬁﬁé’dt@&%&ch%t% - WEEEHNOPN 420, In the

caneras 410 providing video data and the stream ng
s@pyEmication system 401, a camera 410 transmits video data to the streaming

server 430 via the VPN 420. The streaming server 430 then obtains and

transmits the video data transmitted from the camera 410 to a mobile terminal
440. According to such communication system 410, since the cameras 410 and
the streaming server 430 connect to a single VPN 420, there is an advantage that
security between the cameras 410 and the streaming server 430 can be ensured.

In the conventional communication system 401, the cameras 410 and the
streaming server 430 exchange data through connection to a single VPN 420. As
a result, the cameras 410 providing video data, the streaming server 430 obtaining
and transmitting the video data to a terminal, and the VPN 420 must have a
unified security policy and address architecture.

In addition, since the cameras 410 and the streaming server 430 connect

to a single VPN 420, it is necessary to provide as many VPNs 420, each connecting
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obtaining and transmtting the video data to a
termnal, as the nunber of groups, each needing to

wepesssdtcurity between the caneras 410 and tPET/JP2003/013126

streamng server 430. As a result, costs for
constructing such VPN 420 may increase wdely. 5 Mre
specifically, when there are Auner ous groups that need
to ensure security, it 1is necessary to construct as
PEWeeFR 4aRed8 41ELF0RliRsCANBS datf hAdaHd b€aming server 430
stream ng server 430°to be connected thereto. As a
oetsinihg andstansnaivting travided dyta torecteraeal, as\btheohymber of groups,
the present invention is to provide a co i cation .
930 BApding o GRSUFE FAETHIGROLEIRER The, Cprag i hand 06 streaming
te W, [ e. i i . idely:
SROeH 5 76 Stesh R hor MBEE AR dubh YERUpBnay increase widely.
MYre spedifieity! whas thdrkiap@ nghtigoud grwapsihat megditb@ensure security, it
information data obtained fromthe information '
fF pedegsary-toicgastract as manyi VBNs429 arafhargiare camerapdh0 and the

?‘%}e%ﬁg %ﬁ‘%}%% C@;ﬁleio " Y]Qﬁ@(i ﬁ]?ertféo"f‘ N3 fs ga{ Iéegﬁ ! iego%?;s ng%dremarkably
E4Me

fbyesdelgon A communi cation system of the present
I nvention conprises an information providing unit
conf i gAnedbjdch op they prisentninoention dntadpitosideam comimymieatiogrgystem,

Do ot R s o S5, 8 BRLHEF S en information
?g(?‘g i g{% bﬁ}’?%%ﬁ%ﬁ;ﬁ%ﬁtﬁd &R hio 88N Pansmitting-side

in y transmtting request -
tatngnfitting heuatiinagiohltiata obtaimeat from thetiaformativh @roviding-side to

information providing unit, and transmt obtaine .
ientesminali cop mainainothelr owpHMHgRe e RARR A transfer device

transm,tting-sid met' configured to connect the
iuﬁ?(gf%%‘?fi% uélﬁcgam %%{%’d be restricted access, and
a transfer unit configured to 25 connect the
information transmtting-side network and the

Disdogvae obInveptioni di ng- si de networ k, det ermi ne whet her
or not ,data received via the, information

tr ansmt (PRERETGRNGTE REPRD L, GAY ( Bresenle By pPRioR geopaprises en
%@%&ﬁbﬁ g?&aéih%%méé&@guk&i fvideaRforiddtRf det b fiformation
informati on transmtter, and et her or not data
rpecwiressidé actvrki cohfigued orcopnedt heripfaimdioneaprapiding unit and
hereafter, referred . tg as 30 providjng-side da i .
iy SO PERED o RSP ?’Fﬁaﬂ% egr%dﬁ@?%d dhy btein the
. - . "
AR U5, SA0R 08 B 08 ot i
REThd RRfR@a6b3 IR6viding unit, and transmit obtained information data to a
terminal, an information transmitting-side network configured to conneqt the

information transmitter and be restricted access, and a transfer unit configured to
connect the information transmitting-side network and the information
providing-side network, determine whether or not data received via the
information transmitting-side network (hereafter, referred to as transmitting-side
data) is data transmitted from the information transmitter, and whether or not
data received via the information providing-side network (hereafter, referred to as
providing-side data) is data transmitted from the information providing unit, and
transfer the transmitting-side data and the providing-side data based on the
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provi di ng-side network. The information transmtter
connects to the restricted access information 5
transmtting-side network. ThePefore, the information
providing unit and the information transmtter
cdetomaindtivndiekfiles.ent net wor ks, respectively. The

transfer unit determ nes whether or not '

t r ansnidecprdngitaesusht a comnanieatiornsystetd, edie f ibfFmatie providing
i]ﬂgigercgat ic%n L ransm értfcgr and whet her, or not )

piovi GIRGES ¥ dhg Festricted; aecpss pioRmiationcproviding side network. The
| infsedmidnon aéng ' a n tshe_10 . .
transmtti ng??igﬁglgq%gt 36%1 b h{L'ij p?l'(i)%i Zlg%?’%qddea%?ﬁsa information
Hagesmistingtseledneétavarkn aTherfors e shd irforrihg6e 6@ dir u.jrn';ceand the

unpecessary to construct a network connecting both t

i W@%‘%‘%@ﬁ%ﬁ%@cﬁ 9 diffexent ngtwionks, respeptivaly.di T transfer
Uit ' I.fled. security. policy. .

A0k, 020808 BBl DR S et isppmitiod o
ghd infiermdidon tensatitter) dddrekethé B8 -Sitd d%&m%r i

a group of the information providing uﬁlirt an Sﬁ?ea% is data
i edontrprovihe nénfermetiomt wrokidingay unitnnead viransfers the

- _ it i | e mai.ntai ni their own uni que
S RS M and e Brer Ry Sk dhaclmecriom tem determination
tre@ilsd. er unit determ nes whether or not
transm tting-side data and providing-side data are

dat a t Aderéfexee ithisemnnacassmany td ednstiaeh 4 hetwalkosomet®fs both the
20.tra smtter.ndtggig{)@rnat_ion providing unit, .
FROBBEPPY drapsmitgr epd fbe dpformation prewdimgomit Rad having a unified
LRIty BalldyO, o J15 - dj Retween the grou

debisc DARGOMRGIAS, 2 8RE LAY o RERIEER LAREAHP and the
information itrapssiitiingisideerekwork) dndheg@i@WE tAE ihfdemation providing
I nt or thon rovi ding unit and the providing-side

Kotk ghd t ﬁﬂ’@@&@@nmremgmdﬁ aretwoids 1hay mohnen sia tthe dransfer

i ' . i tt. the infarmati 25
LS S LA O P e ol LGRS E
ttiditionf tieTeiahefer uRHOIEAGERS vARLAGT Ok ﬁ&%&ﬁt%g}l%-tsiedg data and

information transmtting-side network 1s res
Pespdipgrsidy (latangren dakss that, haveebeanmmamistatted fray the hformation

Sur i,gh. secur.ity. Since it is unnecessary to
It Sl 50 RS S H bl bobcibo oo Yabdors data
badedr Bt tHeN dbteRMSMatd t NGechi ' rovidin
unit and having a u%irfﬁgﬁﬂ%éegﬁﬁcﬁ%ﬂ%&a%%e?}hghe gro@p of the
BYormation tiapsmsijet and the tizesoiitBigraids adtirkUbhi ithé Bfoup of the

Lhe. VIO, 2004/ 036835 PCT/ 1P2003/ 013126
ormation providing unit and the providing-side network, only specific data that

=D

has been transmitted from the information transmitter or the information
providing unit is transmitted. Furthermore, access to the information
providing-side network and the information transmitting-side network is
restricted, respectively. As a result, the communication system may ensure high
security. ‘

Since it is unnecessary to construct a network connecting both the
information transmitter and the information providing unit and having a unified

security policy, the communication system can be constructed by utilizing the
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whi ch the information providing unit is connected.
Accordingly, the communication system can be

efficiently constructed at |o# cost. 5 In addition,

t he conmuni cati on system may conprise a plurality of

| R BB tih RPrRkeN Qfﬂ%‘nﬁ%‘?%-ﬁﬂ%y‘%{ﬁorka ng, t\?lﬁcﬁr s flrormation
unit may connect the inforfmation transmtting-side
reansonikten s cotrectrduaad ithy efstinpfinformiation providing-side network to
pr.avi ding-si de networks. _As a result, the information

FRIFR mtﬂg i H&ggpa*%% e PFOAANG, fanit hés pronngctady of Accordingly, the

: . € netwot od
DA bR Yfeth Cal B ol o B PR e
are maiy gidtips thacomeashitai®Dsyétent iay Sc%ﬁir?'ﬂsbya plurality of

bet ween the information providing unit and the
IRPBENARER gprovidipgaide Retworks, amd dheetrensfar yuib mapwiodaect the

N
PR dingtddBévRIPKD! O 8irBY18 itHE infBRhYRLK %raﬁl%xﬁipcﬁleg-side network

nunber of groups that need to ensure security ar
|@Dd\ﬁhd$’&ﬂ-‘f ty W?] h(B'naitiDml JULQ o et h sid?)net\som’sozﬁhd% @ﬁndﬁétﬁﬁ via the
networks .t o ich connects the information _providing
FAEESE Rt ACCoREREREVER 1 thaF e any BRoumkidbatimesst togtsure the
JERERS He PLY ordingly, the .
conmuni cgﬁ;epmnﬁ%%]{&e% \%.e%el%t Ee é‘J Pﬁt&n rfdgt?’ %p#?ml%t%?ﬂ transmitter,
i is winchiecegs afycke provide lae mﬁmﬁﬁémﬁﬁngfsﬁiéﬂ%ﬁ#drﬁ@aéﬂé}%number of
e

ma haée their own unique security policies can
SB%E{SF’ gt Bepddp emgyrecsesurityy so longtasasmoary irfortation providing-side

BERHES B b el B kR B e e i pemiits A7 provided. It i
Rlso\tirdieBgsaiyi to priovifletdiemahPhetw@is 20 wHish Sohddct! the' iRfd?mation

an address suitable for the information
rondine vgitsanibthedniosmationdransnpister as she nuatbetr of giwups that need

B

ovi di ng-si de address), and, converts,k an address
g‘i t %’%ﬁ%’é‘a PR a tf*ﬁ‘f%bﬁ“ﬁgfyedﬂ%eo SORROURICSERRL iS¥Ftem  where the
hrifoRatiod X | I@ﬁ'd}{?ﬁf, i DO N ,
into an ag%lor esséssgii%%ﬁgﬁwét ein or%ﬁ%%%lwhlay have their
owansnine secyrisy deliciet caox e donstraafedert,lowebsy red to as a
transnjttjng-side address). Alternatively, the
tr ans?}é\m Ol b ’@oﬁ’?@gf‘rrﬁ‘%]ﬁr‘ﬁhaﬂ dhe seangferaenib gonvertinan address
LA b egails0 [:nf.ar path on. Lding unii fromthe
iﬁf or matt? oﬁaﬁar g%}%r%n%l?ggg, %i%ougﬂﬁéégé%sgm&%g P from - the
irfernpaitdosi dtragssiitier, adaoessn anddidie FudABIE t ok NG| 9Bformation
30 a(ggre,ss (hereafter, referred to as a conmon
BepyrBg pidecniwerk (hereafiow mefatreshiares aapunidingisideoaddress), and

%%\é}tgieﬁlgé&drggs g&ggﬁesdsto &ﬁgvt%e{ﬁsxﬁai@teﬁdt%rtggsmﬁ)tr}n%%igg retug)smitter

from the information providing unit, into an address suitable for the information

transmitting-side network (hereafter, referred to as a transmitting-side address).

Alternatively, the transfer unit may convert an address attached to data -
transmitted to the information providing unit from the information transmitter,
into an address other than the providing-side address and the transmitting-side
address (hereafter, referred to as a common address), convert a converted common

address into the providing-side address, convert an address attached to data
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converted comon address into the transmtting-side
address. Accordingly, the group of the information
transmtter and the informati 5 transmtting-side
network, and the group of the information providing
uminhstaitted tohthel infrnteRidnOfaRERIkEl AEmMSTHCIRGTIRIL, pfRViing unit,
connect via the transfer unit, while rmalntalning

ith%\ﬁﬁnl'}mlq @ddeessr end anuhitt @ cbuverted espeadd Walyess into the

1 ce it is unnecessary for the

pEAT ik

conru P to unify its address

ar chi t@@bwdgl 14 R, n,be . .
const ruct ed a%ill oa%g%ﬁsﬂtrj&tﬁg&@pm%é?s%%s € gnd the information
prafsgnigting sideatetivoek,t arah teegroupi ¢f tieNBFir&R%ioA providin umt and
tF; Mﬁ?’md val ue _for .an anount of the |nformat|on da

f had ﬂ’ﬂé‘rﬂ‘ﬂfiﬁﬁ‘ﬁl& BTk gmay QonnﬁdTVlarthastf‘msfea'tumt while

qﬂ £ shel d val th an armu of
%tl n 1r?}ﬁaét?llso‘é;fl?hdg%’IH r%egeér\? %ﬁ%& TRTRSFHYS Yorﬁs a result,
;slrmel i i) ummietessh®y tthe thef @niBlhRBtioR" n i
network, and con??’ol s transfer of the St ol its address

Bretaetye ﬁg‘« eoraUbicabion systes ttamebq:nocm\%tmhictngl-e&i lo® cdett a

based | t. . Theref
dot or nt SRR R AR IS Bhatbe e whibmemcpizemathreshold
faluel forBATBhodit RS infoRMEBHA 1A% hln] A% ﬂ{f(grﬁigffﬁon Broviding unit

abilities of the information transmtting

A Gisngler ahenicef compatesnther tiedhold- silde wethwanK andolift of the
e i.nformation transmtter, the

f d
%igms @"‘b aa ar#e&?al:‘]fa@ %@Hﬂ ﬂéﬁlﬁfq%#@m weVisingynitivéa the information
bﬁéﬁdﬂglsidmngﬂv&rkaaﬁm hiibls 494 %Pegtﬂ nﬁgarnsmlthng-&de data and

termnal s rece|V|hg In OrITHtI on

élmnmnombxng-mdesy]atee nbased obhamhé Céorhpison result. Therefore by
ransmttl%g s}gde data_and the providing-side dat
y

dplSFoLHPgt sehnldiviadue don the pmmg)fn@atabfokltmmaoﬁt once,

h |
T T T —
ther infovhstior? providagdidé @Bswrds, ithe efaﬁf dgit?}aﬁa {i‘tthé N&formation

conmmuni cat ] on %lst emtransm tS vi deo

tangmifien dhe duality |of infernuagion data ttramnsiysite byothé Hgformation

t th f the
| re@ or Nt o‘?‘?‘%e n“%\lﬁ L@Fm gelflwgl aly ?‘"gig@%ingt Mﬁgﬂeﬁ’@@l data, the
étﬁﬁiﬁﬁhi@atlaﬂd S&glﬁllgr&ﬂp ﬁ'gn(fgle ﬂ’[g Q! I.lIn; _Sbae”C (H}% and the

unit and the providing-si net wor k,
P}@G’Himgraldehdatab eppropriabeyi ddcellifig aon tHhe pﬁ&ebsﬁﬁgrdﬁﬁ&“ of the

r.an or t i nformati gn providing unit 1s
%?t&ﬁ) e transfer unit, the quality gf mformatl%n data to be provided, and
the nu.mber of terminals.

In addition, it is preferable that the communication system transmits
video data as the information data. In the communication system of the present
invention, between the group of the information transmitter and the |
transmitting-side network, and the group of the information providing unit and
the providing-side netWork, only specific data that has been transmitted from the
information transmitter or the information providing unit is transmitted.

Therefore, the information transmitter can even efficiently receive large-capacity
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addition, it is preferable that at | east one of the

i nformation providing side network and the information
transmtting-side network is & VPN. A transfer device

of the present invention connects an information 5

ity istich GrsSvideo RN TR SABABK! {thg ﬁ}%férgf)lgrﬂmﬁz' Neast one of the
providing unit providing information data and bel ng
refrmasiond raeddug;sidn dneiworkf endattheninformation transmitting-side

transmittingzside network connecting an information
tnregwgﬁ’lr]lstae??%@t aining the information data by

t ransmat tg-Her5eq f q -ng the : .

i nformation dat aeﬁ?% (tqﬁ{émf rP? ésre%gt #lglﬁhtﬁ:&lgv(fogpﬁ‘a;suﬁ?tmformahon
amavitingrside t hétwgriobtainkeling ndrorirneRtictatpRodidiry Hit providing
tegmnal, and being restricted access, determ nes

Wﬁé’(’ﬁ‘épo’ér dde t ARAshaiRg ngresirinted datcgessec@indedani ainformation

. . L inoe s X Ts dat .
PRI EB O S0P A (oRRaH G (raBitien gbtaining the
WhieihatioR dattOby Bia@dmiithgrehe&st %E@fq&‘%@%%%égﬂtg thé ﬁlﬁ)ﬁ?&étaon data

i nformation providing-side network is ransm t
69 i infermatidroprexidiog upitariddiragsmitting obtwined Afefestion data to a

e transm.ttin i.de.data and the 15 providing-side
%F?PBE 224 5y %éaa%?% Réfesm (Pt HBes hetheppr Bot ttansmitting-side
BR&L Fddaived Vi thOiRM-RY S iRl : ;
il ugt r_atei %Qz;chconventg ﬁgﬁgﬁng#lmtr%lrg ?:la%a iq%r%]ms;%/ks%se(?nata transmitted
Eto@: tie informaticagtransiittersiridatvhBthe® o @bt pevidihi-@MeQfata received

communi cation. 20 system according to a first -
&b JGe niHprgptign pP@Q%ﬂgﬁWe metwerk fs dlaty iteansnittedk from the

dhBsh I 2 L0 I geration of a.r.oute

SuORhAn DR L0, el B S e PneibiBetlenfata and. the
provédingaide dtahasdd\oh The daerhi)fich #sals ans

illustrating address conversions according to the

first enbodi nent of the present invention; 25 FIG 5

RS.: ck . di am.illustrating a configuration of a
g?lreg%g‘%&%oé}@g?m%g%rdi ng to the first enbodi nent of
the prERgN ig d‘&i%@féﬁﬁﬂuﬂ&in@a'c%@elﬂigggj(ggft]%mﬁon system;

illustrating a configuration of a vi
provi dFHg. 8nist aadiegrain niflustratihg 4 icoafigetiodi ok at cavhmunication

h [ Lon, EIG 7 ] flo he
B a g B R b SolmerErt o
30 accpr@ifg 4 Rollp ﬁia%iré}ﬁti]lﬁgﬁ)&%é@ %Hﬁ)éu.r&ﬂgn Bf £3& by according

i nvention;
to the first embodiment of the present invention;

FIGS. 4A through 4D are diagrams illustrating address conversions
according to the first embodiment of the present invention;

FIG. 5 is a block diagram illustrating a configuration of a streaming server
according to the first embodiment of the present invention;
FIG. 6 is a block diagram illustrating a configuration of a video data
providing unit according to the first embodiment of the present invention;
l FIG. 71is a flow chart illustrating a procedure for a communication method
according to the first embodiment of the present invention:
FIG. 8 is a diagram illustrating a configuration of a communication



FIG 8 is a diagramillustrating a configuration of a

conmuni cati on WO 2004/ 036835 PCT/JP2003/013126 7
waymtessatcording to a second enbodi nent of thRCPIESEi13126

invention; FIG 9 is a block diagramillustrating a

configuration of a router according to the second

enbodi nent of the present invefition; FIG 10 is a

diagramillustrating a configuration of a

CeyStam ia6@irtig to% S¥eiEEMBEdRH Yt PpRs Jmﬂ.]h%?nq?;i S a

enbodi nent of the present invention;  an

bl ock ity Odmaihloaksdingitainm lustratinig ayeorfigueatio of Fouéeiccording

ccprding .to t thirgd enbodi ment of the present

i ﬁ&gﬁf‘?‘ﬁ’ﬁd %@c{h‘iﬁgﬁﬂto PESSERY IREED9R; t he | nvent i on

10 [FI ( ] [ st.em shown . .

in FI G%ZE,' Eigﬁ%rl?rmnécaﬁli %ﬁ%@?g?né f&gﬁo%?%rra%lg SOfQS communication
5 plystea atoprding teiadihirddanibodiment of the praédns idbntin: and

pr ovi dllﬁg}_ side VPN 20, a providing-side server 30, a

rout er X

Mlin . ralit 15 bile termnals 70.
'Sl}ﬁé Vi (é{ob t&%& gn‘pa)r‘%l‘llodlﬁ\lﬁlﬁnﬁ?ﬁg pfﬁsegln?émprnat i on
providing units, which provide information data. The

vi deo dat a gr oviding units 10 provide video data as
iBesb Madei fon Cantying ©ut theolnvehtioni deo dat a provi di ng

' j ideo data only to nobile term nals
10 #@%@%Mbﬁmﬁw\io are allowed to receive video 20
debmmibmieMianSyfkanmat i on provi der who provides
i nformati on data such as video data. Note that in

5 5 oh dHedls idingramg dlugtratbes 2a cenfimematiog of a router

order % shevei ireFiGdR0n damuricationy systera TefthpMses a plurality of

termpal 70..nust be allowed to receive video data
f‘?‘iﬁ‘h d;?ﬁa- hovidingurats 190 awpreadingvide YEN20, aaproviskmg-side server 30,
Wotus £l 13%_1:?@ . | erm.nal 70, .or a .
pagsmrﬁgaézéﬂgo %gld\%i éeo%éia? 8 Wﬁisﬁlﬁ’eﬁﬁﬁt%nﬁﬁplwahty(’f
15 qoohileiteemirmlsd0era 11 and a 25 video data providing
server 12. The_ caneras 11 and the video data providing

ser ver $hevidgodatppypridingmitule ape infoonatiornpeviding inds, which

RO E i By BB aS TS Sy i it
asrigforeRbioar datd. SEREO b 11k Pidebi dath ?ﬁbﬁ%uﬁtﬁg:é‘oﬁ% video

construction site, or a tourist at act |

date piloandbile taraminaly T0eadedt byneserk oo it Alldvat &f FeoBive video

i;S, desired b egple. 30, As a result, video data
20 e FEER BporpaHon Praien v Brovidssiinreation siate such as video

auE) Mote that in order to receive video data, a user of a mobile terminal 70

must be allowed to receive video data from an information provider, and obtain a

user ID, a unique caller ID for the mobile terminal 7 0, or a password.

Each of the video data providing units 10 comprises a camera 11 and a

25 video data providing server 12. The cameras 11 and the video data providing

servers 12 are proyided at multiple locations, such as an elevator, a private

residence, a collective housing including apartments, a kindergarten, a day care

center, a school, a public facility, a store, a construction site, or a tourist attraction,

where watching and listening real-time video data therefrom is desired by people.

30  As a result, video data includes real-time video data of multiple locations, such as

an elevator, a private residence, a collective housing, a kindergarten, a day care
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facility, a store, a construction site, or a tourist
attraction. As described above, video data includes
data for security purposes andBcorporate data. Each
of the video data providing units 10 provi des video

dehter] @ sElivR], aSpuliRThélltys 8 5¥RE, HPonstihctiss BRESS: 4 ﬁ)u%ist attraction.
request _or an instruction for video data from5 the

deseribgd sbove vidw. d@aﬁncluﬂes ﬂﬁtavfoﬂ eecldﬂﬂ:y' PUrHOosss tindo hcorporate
s 40 co cts..to e pr.ayi di ng-si de VPN 20, Eac
;{%Ht%‘h ek\‘?f:}?i e"g n@‘ﬁt Vidgg éi%%%@ﬂ’f & ¥nity {hewovidesayideo data to the
e r ) ) )
provi di %S@Ijeggb{]/%l\ll%% t[;p ﬁggl‘?gﬁ%@zrﬂ% ,ﬁ{éat%g&?(ﬁlefor video data from
tthe rsbreanting gesiet 60VPRabh of The viieo \dadh Roviing Wb 20 chinects to
i nforyatiqn vi di ng-si de network, 10 which
%ﬁ ROV iRg &l i‘@@ﬁ 44t a“%ﬁ%\ﬂf dbagriden deta @rodding nhiks 10 then
| ipd ol § ARe E and is restricted ac
The pr ov{(1 |%85% d gh%]/%ﬁe%ﬁc%%eﬁg%q@s‘flg%gﬁgmvb 5?51&2%? N 20, the
andterdinand shd Grahb@ittingnsdd VPNSo.si de VPN 50 vi a t hat
router 40. The_ providi g}g-si de VPN 20 conprises an

aut hentliheaprasifingsider VBN 20his amuinfremsitiont pravidiagwile network,
. | ctsaccess . fromvideo dat roviding units L

Tt RS RGRER aoe e ish whs o e ergformation providing

tuekit)iandlis resticeld np Ssi bl dgs 81 de

VPN 20, lbge aut henat%it:%%t i g‘lﬁé%gleﬁg sé§ ?&Wﬁg‘gé@%&r@%go ﬁle router

@, ead| eonnieDis. to Abe dramsnittingwiddeVPIa0 PlaoOVhali Reliter 40. The

uni t.éjééo .gmd@&e ghow di ng-si de server 30 are

YLD ETeedds o héRt i CRATEES pedc cxthaptication | serveml 2).  The

A | ' ovi di ng-si de. VPN .

R o AR okl hleest Mind wRle AP i finge s 10, the

poovading-side abiver 3(), andidthed teBAMndld FREHA 2BREIWCLH access the

or uéjg]gg, {}Jﬁer I D, - a password, .and a caller I'D. The

Bre&d f?é‘?% B 20, by autlyentication sisingarser BRsgrsswordsoot ¢xdler IDs.

Layi.di Rg-sh de .. The prayvj di ng; si de .gerver 30

B el AN R ) 9968 9BV SE 0 e 30 e

salbjactpd dy iattihtieatibe prébesding v eVinghi NG §écg%11}(§ Bnd Ponnecting to

and the_ 25 providi ng-side server 30 Have the”sane

e pravidingsidecyPNa2@ (Netetthet satierditetios snay be carried out using

wﬁi‘%ﬁ% e. .The vi d%gﬂéa row%i’ng units 10, the

provi i 1g- sy dEVPNFS, - hid AHRESBITEY PENAREs? Heerdd), vepassword,

@da ANENIDAVTHE BHovidifRelstiB! SHicers 861! 4 YsoRRL! @2 £ the

uni fied uni que addres Itecture are cons _
Brovidingrsidet i\ONpi20vi ddthe Tpevidingeddé neeroer VB HG-fdrens? Various

]lnr%forrrati on transmtter, which obtains
ormation processing.

The video data pfoviding units 10, the providing-side VPN 20, and the
providing-side server 30 have the same security policy, and use the same address
architecture. The video data providing units 10, the providing-side VPN 20, and
the providing-side server 30A, which have a unified unique security policy and a
unified unique address architecture are constructed by an information provider.

The streaming server 60 is an information transmitter, which obtains
video data as information data, by transmitting request data for requesting video
data to a video data providing unit 10 being the information providing unit, and



30 video data as information data, by transmtting
request data for requesting video data to a video

wa@la60a/0pisavi di ng unit 10 being the informtion PO 3126

10

15

20,

25

30

unit, and WO 2004/ 036835 PCT/JP2003/013126 9
transmts the obtained video-data to a nobile term nal
70. The stream ng server 60 cdnnects to the
transmtting-side VPN 50, and transmts request data

Cransnits thicébtatedatided dith 46 N HohilSlelMEdd190S T sBreaming server
vi deo data providing unit 10, to a . video data
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t.he t 40 5.t i di ng-si VPN 20._ 1 .
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e

str.eam ng,.seryer 60 authenticates a user of a nobi

t’@?l?ffentgr’%’ﬂﬁi Tyyia Pﬁ?glo | trapgmity gheviden dats elained from the
i dis is tyeamn ver 60 . 10
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i s al | dbedticanting séver B0 dathéiticatdss0BeA B h MdildRbiAhal 70, In
pyovider. The streamng server 60 then transmts

Jeghnerinstend elitbemided datadupuding wnitil@ethedstteaming server 60
i di it 10, in response to a uest fromonly
05k O B SR8 LR Sl vido
@ ifforE Chn @SfoAnHEeh Fblwed T SGEakG %gx%g Pt Ren Wansmits
the video

aut henti cation processing. As a result,

dequesprlata et ingtructions dad toeyvideodatheprovidens daita0pi seshbnse to a

a speci.fic bile .terminal 70, which is used by the

oSt rog, el i onegitis ebile terrmaial Lt nmace Who bpatbespronfirmed
[ j Ly 1 1] ' . net wor k., whi,ch

el PR R0 DR Mt o RS A5 resul

thamsied datr proviting smiteSi0riay @dovids oRteo difonly to a specific mobile

ransnjfting-side VPN 50 connects to 20. the router
%@mﬁg}e%’r"g&@%ﬁ weddustheaiseprlloged bmreseive it.o t he

provi dirhg- 8 3 W r.outer. 40. The o .
trans m't[??i ﬁ’lé‘ﬂ g’f‘%@lgpﬁﬁ%o@g o §%salénm§mq dLapgpitting-side

setwatk, SthichOleohéts  fHRARRANERE Y 8&rvEd) 600hGhHeEhe information
termnals, which attenpt to access the

trengBYitter, jang-i8 redrioted &0esst h&hatraemitingside EBNVED carhects to
[i,Cts, aGGesSsS using au i cation of user I1Ds, .
Bk 0. S pn it e 3 PN Siligmnectiive Mioproviding side VN
ROvid ee nouBGCAS S THG tRavh %ﬁ &id { i icati
transm ttiung-si de VPN 56)]?1 t %gfgte:\gglﬁn%r?g&ﬁlspé?s\%ranbadltlhgnhcatmn

sdryer Slbj Eot tt streamingesirveat) emdpsibes seiniigals] Méhich attempt to
he transmtting-side VPN 50

firhe heaadait gt VAN the Auiheationiaon merveniib restricts access
ASAECARhBRGOIRCH UL Sr THIE LGS 38ANCIDE0 As a result, when

initially accessing and connecting to the transmitting-side VPN 50, the streaming

s

server 60 is also subjected to authentication processing. -

The streaming server 60 and the transmitting-side VPN 50 have the same
security policy, and use the same address architecture. The streaming server 60
and the transmitting-side VPN 50 having a unified unique security policy and a
unified unique address architecture are constructed by an information transmitter

" who provides services of transmitting information data such as video data to
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transmtter who provides services of transmtting

i nformati on data such as videg data to WO 2004/ 036835
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40 connects the transnitting-side VPN 50, which is the -
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requested video data or the cation

EQ‘e@mililg\ SQI‘IVaEG(D v 4 hadis tinkanEach sttheanolfil e@mihdB 9o can receive
t or arecordin angl e. Each of the

r ecor
‘%%?@W@W@%%%g hey e&@ﬁlga%" er@0 taerensmit the video

ur at
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deumtngl the deteainting ABrvalr ®0ntol dhahb&a 12cordB ob {é@f &F a‘]!‘@cordmg
n@ Ees interfaces 20 (hereafter, referred to as
agh #b the mabife terminala 30 derefles arabreplays. th‘éh«eceﬁvé‘d coded
6 cts to the transmitting-side VPN 50. On the
er hand, the F F 42 connects to the providi ng si de

VF’N 20Net)esich 8b hﬁ@n HDSRFHAP it QBRI S
41 connect i ng to transmtting-si gﬂe&ﬂv Elﬁg% andt%l’nthe router

9 ixdeseribed mdetaﬂg tﬁ@ shoen jor BIG. A3, the sowter VB’I‘doﬁ@msb@ ﬁlterfaces
40 .can,conn he nsmtti g si de_VPN 5

dedther T GTPA TGS L Wé = qurqll Syand adabledd. - The T/ F
i1 aBsAbd tHThS e SFbEnY LRe VPR 562 ! VEN
50, and inputs the rece ve tran%dm t gﬁéas%eﬁhg?% % UVF 42,
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i;,hﬁ dat a i g‘put fromthe

connecting to the transmitting-side VPN 50 and the I/ F' 42 connecting to the
providing-side VPN 20, the router 40 can connect the transmitting-side VPN 50

and the providing-side VPN 20. The I/ F 41 receives transmitting-side data via

the transmitting-side VPN 50, and inputs the received transmitting-side data to
the controller 43. In addition, the I/ F 41 transfers the data input from the
controller 43 to the streaming server 60 via the transmitting-side VPN 50.
Meanwhile, the I/ F 42 receives providing-side data via the providing-side VPN 20,
and inputs the received providing-side data to the controller 43. In addition, the
IV F 42 transfers the data input from the controller 43 to a video data providing
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VPN 20, 30 and inputs the received providing-side data
to the controller 43. In addition, the F F 42
transfers the data input fromilhe controller 43 to a
vi deo data providing WO 2004/ 036835 PCT/ JP2003/ 013126
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el g side NP gt esses corrsapepdg o Jhe L
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tabl e 44 al so stores providing-side resses

cranspEporgsidg VBN heldressas seurtdspogdingdeo RN peskidisgesde VPN
Lch are.given to the streamng server 60, FIG 3 -

P SE T S RO AER ORI B Ure g P Hding A 9 c SSimilarly;

tahediyi i Opidyviddh A0y .d pr,ayl. di. ni t 10..and

ot e YEa "o bR VIR, BB AplstndaiRE o the

transiitting-SidBOPN aiddestes, whithi drel Figess itd thY Y- 868 SServer 60.
FGGH isagi ven to the streamng server 60 and a ~
FlGvs dlusiratesiiabledt sthenasprovisingsidedN guddeess ERd” is given to a

video data providing unit 10 and transmitting-side VPN address corresponding to
“abed” is “ABCD”, and a transmitting-side VPN address “EFGH?” is given to the
streaming server 60 and a providing-side VPN address corresponding to “EFGH”
is “efgh”. '

@]

When the transmitting-side data that the router 40 has received is input
from the I/ F 41, the controller 43 accesses the table 44 and determines whether or
not the source address attached to the transmitting-side data matches the address

of the streaming server 60 stored in table 44. For example, it is assumed that the
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whet her or 30 not the source address attached to the
transm tting-side data matches the address of the
stream ng server 60 stored .i nlabl e 44. For .exanpl e,
it is assuned that the WO 2004/ 036835 ‘
RGTitetPAD B35 Gb3kiP&l ad driihi i ' ich i
transm tting-side dat a@%ﬁ%ﬁ%& d%%tﬁiiﬁjg}éﬁi&nc ljdvg}élCh includes
rreguestdatmatiachada rauicamaddrescandhd destisatisitaddress as shown in FIG.
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deassnaitting-side | 6PN A ddressed 0f thn padidt 61014 By coeassiniostabled4. The

sour address "EEGH' and the destination address
e er” A8 cBaTeate ) AT s, G il Ohenrlestimation address
adBOIySag; : e ” d .
PO dicted DR SAimi e ol VPN AR EES R RCHERE 101, nto
the souiteanddmsprefighdand-the ddesnbtiat didkEsSs ‘abiclfein@idated by the
Og{ﬂ?{lin qu cket 102 shown in FIG 4B. Finally, the
oBitnest pEe grsifu VSN pddyesesce thergby whtains repacket dOR ediown in
e ysan r ansf.er.s e .packet
]1_'1'8(2}3;1 ;ﬁ a%ﬁlﬁ%l@% chgp:gn%{ro]ggx!- glg nlgl]lpuﬁsn %}ile ?6‘3]9?%1@4: 8‘71&1 the converted
prdvissesly- tHedl VRN 264 toioidrathy pa¥@N 02 a video data providing
provj di ng-side data that the router 40 has received is
uRHUt0 Yiadhe previdingrsideo VPNW0.cont rol | er 43 accesses

t abl det er fi het h t_th
adr os SRS REN (REvigdr dgta g thadauies Horiwsgrceived is
st 2Rora dHle B89, (HRTcohlielM! HPRc] RIR AU fred Whether

stored in the table 44. For exanple, 1t is ass

phaiott the sauceradiPessastindesl vedhasppyvitingtsite- datdeisdaha of the

a ﬂfaCke 1@% Vﬁ%i C(E{a i s includes video data attached a

addresges, Iy, thes viden data jproyiding jugkitsa 4@ sberedain Shewablerdd. For
4 AL Qvicdl na-.Si \/ . thi s...cas

SR ¢ Sebifaliy Al Biek 60 i teclived e lofigy @Sl data o

packeh e303, hwhiphows dhdlgdes diled5dMBNabdhed 2 @bureVhd®Rss and a

ata providjng uniit 10 stored in table 44, the
ggq,ﬂqagqqn@rﬁggsgs as shown in FIG. 4C, via the providing-side VPN 20. In this

case, since the source address “abed” of the packet 103 matches the providing-side

VPN address of a video data providing unit 10 stored in table 44, the controller 43
determings that the video data is data transmitted from the video data providing
unit 10.

The controller 43 then obtains the transmitting-side VPN addresses
corresponding to the source address and the destination address indicated by the
providjilg-side VPN addresses of the packet 103, by accessing table 44. The
controller 43 converts the source address “abed” and the destination address “efgh”
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corresponding to the source address and the

destinati on address indicated&gy the 30
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2

Z%re m 28; s(%rver 60 stored in table 44, the contro

alésg%rs gt disgardm dhe rtrapsmigting-sides datae Similarly, when the source
t 1 44 ' ata.,. Simlarly en the source 10

SRS 4 8 ) g Bl R e e rovter
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provi di ng-si de VPN addresses of the v
praksi H) plgred,in table Glds the echtiralldrats doelnott thenebhn@ldifhrds the

%agﬁ%snat transfer and di scards the providing-side
L0 Sl di

re, the controller 43 nenorizes a

t hr esh@lugihepiiese f 84 u . video,data,from a
vi deo data pr ov?’di neg%g%rg’@efg oﬁe{]?%hzsef:’ ef Oté‘fe%]ﬁ%({s.vaﬂe for an

Fmounih rof shideéad dedal fremf am&&wdmpﬂﬁd(ﬁﬁ%ﬁrﬂ@% dat ?raﬂ%ﬁér at once.
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g APle AL vabiovin tho, Semaots siids Horguasi b SePHobing to the
. . ' 60, the .
el e Spukies, @8 rEER YN Shofle Gummitingrie VEN 50,

tlae: routter 40, ranldi the sti@afiingbertOr 6@ tHe gﬁ%ﬂ“ﬁﬁ@ﬁ 1d st?%ﬁ)% server
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the transfer speed.

The controller 43 compares the threshold value with the amount of video
data that has been transmitted from a video data providing unit 10 and received
by the router 40 via the providing-side VPN 20. Note that the amount of video
data received by the router 40 may also be represented by, for example, the
amount of data to be received by the router 40 per unit time, that is, by the data
transfer speed of the providing-side VPN 20. The controller 43 then controls
transfer of the transmitting-side data and the providing-side data based on the

comparison result. More specifically, when the controller 43 receives request data
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the data transfer speed of the providing-side VPN 20.

The mawntidebldata AvidiRs uafNto, Gsc3R ddt %Hﬁfeﬁﬂgg)fr%{aipglg video data,

transm tting-side data and the providing-si

Hkera dhe strepming senyar B8 other emtitoller MB rtears@sithe Gadhest data, when

en the controller 43 receives request data WO e
$85 Drteb 8 oidh IBacheand TSmied o ot 4D el dbe aseviding-side
PVEENig8i 18 SeskdRhin 1 tHIBLIEHIG barga0t currently providing
video data, fromthe streamng server 60, the

5 cont r oMeanwiiild, maresi @resconbiellee dBasteivit Roqusktedatatti® new video
\aﬂ%gnt of.. videg data being received by the router 40

PReVIging, PattnH) swhkh iymetogrentle provithing video data, from the

g&ﬁﬂ . i d,e: When the.controller 43

trSl(EeL{:eel v e% g?fé’gt g@’tthg g@%gé 3 {lage Wﬁ‘g&nsﬁﬁ W?tﬁa%@’ when the
amdunt &f viddocdhth Sededohy NIt OS] dvith ﬁ N 20 i
fromthe stream ﬁg seerl?/yer 60, ?he \é’(!l)%tt}?%ﬁer %ggfgg‘s{PN 20 1s

Aeret thams perequrb tp cdectireshold, valien Finetheanarentthefcontroller 43

10 Yol 8% 3 RaSiabRFrsg eb \Eah the EruiitsrolGipeaeanest data has boen
réjeeBdO| Mo¥alspeeifiéaitly! Bigd @&{@Oﬂ%@% Elg?l&trsotl.ﬂeef/ 13 180tii§cation of

notifies the stream ng server the transfer o

treastes qejestiond at Bhehd § 4lcthien trajsatitethe MdbifRation of transfer rejection

ifically, the control]ler 43 inputs the UF 41
ﬁgt‘%ﬁ i%ﬁ"&‘%’go?eﬂ’?"i %ﬁs‘ﬂér thﬁeff@@ﬁ%%!ngfﬁée IYPX &Q. t'Fbuns, if the
bhRasH e t g fh-catl t .er rejection t
R R o 5, Btg VRNt TGP e at once
16 s@ch@hiise thfeshbld veanguie rofiter 4P Pejdatd hewPedu¥itdse video data
gﬁtgla}%ow ding unit 10 for transfer at once 15 reaches

SleRRIENg, sgryer 60nds eorasult, e rejtecd annewid transferring

hdeo data fromthe stream ng server 60.
SERUSEL o e

router 40 can avoid transferring

excessNu& thageadi rélabd0 MabSd RAlleRdAtd B Ekit0a puter run
mor

be i nplenmented by naeking a conputer run “a progra

2 pregray for conpng @rcompuftemist funrtiars as attrandéredevitey whch connects

20 Yl GEEBARE ke fine e bRoh andnitis FfommeaRn femsmniking:side

AetnRIrR] dterihRl ReetRér Mot?ﬁ%ﬁﬂ%%@%é&&g i93La ffh%li% has been

data that has been transmt I 'nforma

freaswitted om the wifetthetiomn trarminiften Virdwhetiel 4@ ndaidviding-side

ta that h been transmtted fromthe information
‘8?6}38\}? 61@% t}&%-s‘lga’ts transmitted from the information providing unit, and

transfers the transmitting-side data and providing-side data based on the

25 determination results.

Next, the streaming server 60 is described in detail. As shown in FIG. 5,

the streaming server 60 comprises I/ F's 61 and 62, a controller 63, a database 64,

and a transmitter 65. The I/ F 61 connects to mobile terminals 70 via radio links,

and transmits/receives data to/from mobile terminals 70. The I/ F 61 receives a

30 wuser ID, a password, and an caller ID for authentication, a request for video data

by specifying the type of requested video data or the location of a camera 11, and



transfers the transmtting-side data and
provi di ng-si de data based on the 25 determ nation
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detail. As shown in FIG 5, the stream ng server 60
conprises P Fs 61 and 62, a controller 63, a database
64, and a transmtter 65. Thd%U F 61 connects to
nobile termnals 70 via radio |inks, and

t am hisstiictibhefe tivaspitah debdidbg %B%e@?@ﬂ' h%ﬁﬁﬂiﬂgnﬂaqz d,7190m a mobile

The U F 61 receives a 30 user a passwor
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ecc:|f the t e of . ted video data or the
5aRP i B paplS réceised emop ssrioge sawie terminal 70 to the
FLGMFBB&O 83/ Of3ddiRtion 3idd & t1§ ﬁgé]dtl% fjlg F%%@E%B%PS transmitter

recorded object or & recor
t@r. miGomitro? dataT$uehlals 1Est6ﬂctldmu.=trﬁl ﬂd@ﬁcdﬁ@zﬁs fr&n thB&treaming server

rd, e .caller ID the request, and the
4L the P&LIH? deranipali 79 e s iwent 4p rbhqrr&val 691 frenrrthead:on'tﬁ)]ler 63.
t I iti on, v t
T D, 6 RRbks Ehe ot s Riete enpirblfats To e Taobile terminal

Géntinadhe dadialiskch as i nstructi ons and notifications
fromthe stream ng server 60 to the nobile term nal
70 i s diheol/i kR comnacts to /the @andmishingisitlec VPN &OL eThe I/ F 62

e NG Nt e
IVIPIN . 50T hén ladbithh, GRENERIE tReiRE ggﬁgge?tggn% bt H'gnsc‘flefj %{ggctlon from

50. The I/ F 62 "10 receives vid fom a

dhe aroptayvQiviy thalm'aﬂﬁmthng{stth VP 501 t ch@QI/SFd@Z uv;ﬁus to the
F 62 receives notification of

c?%ﬁgﬁ"é”r 8? é}"‘éé’f’f‘%ﬁe data anglpetifigion ef trassfer rejection. In

ladaism Lt T
ccE)lntroI %gra e%%ﬁ?ﬂgd@elaggﬁ J}ﬁ Oéug hﬁﬂgluaﬁ%{si]flpggfq%‘ﬁyl'ﬂsz
tﬁ!fonn thenedrdrolleej6dct The I/ Fr62 @Qﬁ’éﬂ]ﬁ@ he ﬁl&ﬁﬂ%@fm’c mcludmg request
galudl n%@request data _or instruction ta is input
¢ ingtrgotion; datadma; videa datarmpyidingsanit Theid ﬁheﬁ:rﬁﬂsmlttmg-mde
ts the input packet including request data or
instruction data to a video data providing unit 10 via

t he tr@he diatdbia’g 641 Weres \RH: ﬁ@orﬂgﬁoﬁ %@H%ea §4e éSI(I?r egassword

user informati on, such as a user , a passwor
and 4 ealler ID, whtitk lhakie beet girengiova lmsmooﬁaa usetileoferminal 70 by an

(0 termn 7 i nformati on provider. The

B Sb® b, T8 aRhastop heairoootesn b apn Rencorming the
Vidde @b bowRdiog i Hifd ¢!

Vi deoada?a pr Ogl ded fr%gkgaa%%he%oﬁﬁd%gasé%&m&%& from each
mdiep deta droddirigonsitviislecatipnl whereheachi dfeheO@tao data providing
1% 1sglocated and addresses, Wthh are given to each of the video data

providing units 10 and indicated by the transmitting-sidle VPN addresses. In

1

-
o

addition, the database 64 stores control information to be used for obtaining video
data by transmitting request data or instruction data.

fI‘he controller 63 controls transmission of the request data or instructioﬁ
data to each of the video data providing units 10. The controller 63 also controls
transmission of the obtained video data to a mobile terminal 70. In addition, the
controller 63 authenticates users of the mobile terminals 70. To begin with, when
a request for video data from a mobile terminal 70 is input from the I/ F 61, the



units 10 is |located, and addresses, which are given to
each of the video data providing units 10 and
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25 addition, the database 64 stores control
information to be used for obtaining video data by
transmtting request data or ilstruction data. The
controller 63 controls transm ssion of the request

d@in@roMer 68544 iybile 48tRir? ’@gﬁh %@R '61%%8 HST Bga%sword and

providing units -10. The cont

t ¢adles nliDssazmh anthdriticatdst gherad M(ﬂ@ospéaﬂi@aﬂﬁ GhddOfd €ontroller 63
termna{ ddition, _the 30 control I'ér 63

a’i?f:ﬂé'?ﬁ }l‘?alfség FEWORD Wﬁ‘lﬂe@aﬂ@f Y oy th®mobie terminal 70

ta f
rmbllt e t Kol ff']%%%_/aﬁ@esrsg npu(i t:’aﬁ q(? %gz%g:i{eg?ﬁgztb@ or not the
2024 /TD3 663 pafdebrd PAAD # HdA12GD ﬁﬁtﬂpﬂwse'st&fed@ﬁ 88 ‘H%téoase 64.

ggblle termnal 70 to transmt its user ID, passwo
ghe asgr| 1By th@aSQWQI‘daumldéihBlcaﬂereH) dheot mibohe the controller 63 once

B (b SRS 235 Bwsei BEksdr i pommrand,and caller .
Mlghé @séreTIN thd faggwor‘ﬂ %ntih',ﬁelc/all V\%ﬁ?’do' ﬁottlﬂg{a%la,iﬁﬁgs 3&%ed in the

t he database 64 and déterm ne her or no
lséabasp 64y hreerpid ssbloerdication id h:ﬁ’rmdl dugfa dplcified G SE times, the

sto t he dat abase 64 If the user ID, the
385 tricets Hae Yeanpeiior rides dath fr e melil ferminal 70,

cont r olgiBEyvige, Qf‘fl?e u tﬁé ggsérvp ?‘dg%gd bi Ié ma{ and the

to transmt i1t’s user pas

tuser ofsibe theile teempad 045 donfaised AEb&A Iaﬁbwb@téipece% video data,
se stored in the database 6 even | f

tch th
g_ﬁ? r?éﬁﬁlpﬁ%rt f3rpcrassetnithe datahase 64 pad. rfetxeevemmbeddnéss which is

gtb? eCh?r om %H%fﬁ)%ﬁ? éﬁﬁ%? ﬁ% s’éeﬂ gﬁgﬁsé’@f"%mg unit 10

tph@wd:&@fwﬂ& diacofRAGHARHh 1@3Rok 'il&bdé%‘cédeﬁ% #. r mgﬁE t83inal 70,

the wuser of the nobile termnal 7
ddierrgniollen@ithen sebetioaddrested advitleg datahgroeidittg Ghitell indicated

R R PR iR ey #gé‘st A AT SldosayFte the address of
rourar mo ot (APdphaa BTG ba%sliBitherdid NEN addaeps as 2

Byurch eddrsiss, Iemdt @n&rz{tﬂb aiﬁcket'ﬁlm kol in e TCh @Atlhgl@tdmg request
video data providing unit 10

t he ad
ﬁﬁﬁﬁs for; wegue S?f@fepr‘iﬁ@m“f}tl?}héym a@d\lmtamd plthe xilea data are

t t addr
gl}?er<c‘i(e@aérzr?ng(]?1 gedpgg{c’ﬁ §Jgﬁgcgte %%r/‘e]f 8 pﬁgffgr#ﬁt‘fo fhesl/ §e62 and
rRabutidit és Sramsmit toStxh@ Fvedeoatiflh 18" ahes
ack 101 as shown in FIG 4gﬁncl udi ng request 2 jon, when the

8&% 50 (63 reeriEest @Ihglstmoncfmm thevairthorizegenabilé terminal 70 from

n. eo dat.a peC| fied. The
URCP B € ¥neh MentloBe%s RASGL AT Srydpg b biememit to the
Videb (ﬁi’a PRGiding unit 10, as with the case of generating a packet including

request data, and inputs it to the I/ F 62. In this manner, the controller 63
requests and instructs a video data providing unit 10 to provide video data.

When transmitting request data or instruction data to a video data
providing unit 10, the controller 63 gives a sequence number to the request data or
mstruction data. The controller 63 records control information, which the

sequence numbers given to the request data and instruction data are associated



instructs it to transmt to the video data providing
unit 10. In addition, when the controller 63 receives
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from the F F 61, it then generates a packet including
instruction data to transmt to the 25 video data
providing unit 10, as with thd7case of generating .a
packet i ncluding request data, and inputs it to the F

R the BdRsS of B brt%ﬂs Ft?ri%ﬂie Ig%ﬁs S’acﬁid1 mstruction

instructs a video ta prow |ng uni

viiodhe stiebming\anet 6@ rterthe datibaseguest data or
ion data to a video data providing unit 10,

instru .
t he co;‘%li%q fata @@a&ﬂﬁe@(’@ g aifleordada mraviding untthi) is input to the

ns ctjon.data. .The controll er
r egcgﬁ ggtvg%n <% |6%f o&i‘f& 4 IS\BIVER tbﬁ SaqEqirgHeRce number as
rﬁhﬁb@f thegie ﬁ@sttdhthfd)@ TheeE&sin &%&5 &T{}?é
are associ gt ed WO 2004/ 036835 PC’T/JPZOOB/ m?sl‘q%aﬂ in order

ipohtaindhe siglee dotaf f&m@m(ﬂer 68 mcoeasestbetdasatsse Beibaged on the
6ggeur e uest. and. | nzt rECt"V? aqngi stream_ng server

Guencd wimpel gixea o Ghelat %ﬂ&nsmeﬂlef aqgiress of a specific
Vih b An s oV it i
coﬂfﬁ%ol [ er %3?‘% a thewrﬁ>l‘(£liil geélluﬁﬁ}! glg d’&l?a cdon of the video data.
S"éhmcostéqﬂlenﬁfé tiemingutsathe dothinall videotdaea hitgbiesd Wﬂ;ﬁteﬂd?éss of the

ct t whi ch h b t tted
Bkl ety a%%»t? b anpa i a5, eodinelreds 1o tensesi bathe mobile
tQﬁnﬂﬁﬂ S lven,t
the vi dzjgﬁdg%‘}g an %@e@%?ﬁﬁ%&%&? (gftgp]é’cﬁuf’ om the

reohirbBert 68 rionite 1#{dbile el T vih ERIULH 69r ’?He transmitter 65
i'nstruction of the video data. The controller alh

%@@t& Hae Sisteqi drta Wiy @@@auang dNotacthed wher theld! & 862 receives
.nal

HotfaB5ichY of Pliopr rBIHER S the roRer dsbithe coRGPHeGS generates
E@ngeEﬁ@nhbﬁﬂ&iﬁJﬂ %@n&ﬁmﬁmﬁ&u%fﬂ%ffitner i gg%ta%googgta cannot

fromthe controller 63 to the
brerpyided GinceTthe netwosliit terrefifly congessed. t THehentidliep 63 inputs

%@? @f%&?ﬁf‘% Egén?rg??dagg%éﬁéthgf@%%&ew ?’é‘iﬁé thI‘:rE%rzl&lrl’llgg ?tl‘;/;[es?mts the
oBizeBinh BliE AP ABRGHA) BB LA eS| O

notification biTe term nal 70 that
vi deo Nakg a:ﬂde@ﬂatabprq&'ﬁ@ngd@ﬁlt 30 BC@edcHiBed 84 \WREH], | %s shown in

&‘T@ %ntly coa?gtgfted . The controller 63 inputs the I/
15¢ Ae1dn &t Hh Cmpﬂﬁfp‘scatcamera'ﬂﬂealﬁi B video data
PERAHERBAT 12, t?ﬁe KRR T it 5 B goiivideo data

Thei cartl@aCl1 perdiBs drRbdiding A6 ﬁgl?ﬁﬁtldﬂ% irdfut Felin % @1daao data

vi deg data providing unit 10 conprises a canera
aroyidins seaver 12. For example, the camera 11 receives an instruction for-

inputting recorded video data or changing a recorded object and/or a recording
angle, from the video daté providing server 12. The camera 11 records according
to the instruction from the video data providing server 12, and inputs video data
recorded in real time, to the video data providing server 12.

The video data providing server 12 controls the camera 11 based on
request data or instruction data from the streaming server 60, and provides video
data recorded by the camera 11 to the streaming server 60. The video data

providing server 12 comprises I/ Fs 121 and 122, a controller 123, and an encoder



provi di ng server 12. The canera 11 is a recording
unit, which records video data. The canmera 11
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video data providing server 12. For exanple, the
canera 11 receives an instruction for- inputting
recorded video data or changi 4§ a recorded obj ect
and/or a recording 25 angle, fromthe video data

1v.2. Y

P, e ettt g IR A AP 2o 80 e

stequest H2fa aod inspructioni deta dedra the Cetratading sreeé} 60 wa the

tine o .t.h Nglgf) d@I; r0VI di ng server 12.” The vi-de

cfgf’gidbt?%%iae}% verlhep cgntl%l wpptte thameceivad toguest data or
f

Bt e bl L 20l O ot o the '

stream ng server

riedofromdtheyconbelienn2aa The TOFt1% ehe 0
TE Edeo data providing ger ver 12 co%pmﬁ%}gletg%hggade% (1ata input
1be congrellayil28 to he i’@‘sammgismele&(bw;idile\w)wdmg-&de VPN 20.

12004/ 0 JP2003/,013126 18_12 Th F 121
connectglg1 %t%z Jﬁég (RO tﬂéﬁg Fﬂ@e%# gTheI’HEF 122 puts the camera

ridcei uRructiofl U8sht Sttty cohﬁ%fléf“i onyd dcﬁn%ﬁ'ﬁfoﬂ?% 122 inputs

stream ng sever 60 via the provi |ng SI
'th@ video Mﬂnpn‘plﬁtom the camer Yedo thewassdetal®. OThe encoder 124

i nst u&g aq[aﬁ to the controller 123. In addition,
sPgudes dhe Hides B iRPYtremdhe I/ 1 1821 7ihe eneadend24 then inputs the
earsdealVigdo dA3to TH Cdl‘(tr(ﬁ.} %#Pthen transmts the video

data i nput fromt e con er 123 to the stream ng

server Té8 aondrollee 1280iistiueg- shdl @oMEdis2the caii&rd 1f BIa%gd on the
conne tdsﬁto the canera 11. The I/ F 122 inputs th

CEHES a % inglaueiien ideta impitt frowobhe HeFcblit.r (ﬂll‘}ieecontroller 123

i o BRI or bisRabiers T iR R Bop. e diien, e Somteoler

ans tA@damd @ t
2t 3 dion o DAL 1 Wiser o

5 et givemta thetrequesbrdato bt mstﬂ;lzﬁoh daterapandinglthevidbddata. In

Is t b d th A
L TR
b% the pARIEARKIFR VBN aHdFess! MPHL 8o g d‘ﬁ:? olpH3 tﬁgﬁ g%iﬁ 8 Pfl&ess of the

canera 11 to the F F 122. In a I on,
s@eapihgyierver 6himdianied by theprrididgbRle VPNt 4RIr¥sIR0, ﬂ.est]natlon

th d 124 t hat tot
?@é’?ﬁ’éép Speg%utfar %ﬁdrwgtcs .@aeccl éﬁ%a Sécg@dlggn%%%% m%kabsol by the
BAvAdinkRide ?’g’l\f lABresk NG GO a@%r 1%3?%%%%{63&%95 fheacket 103

address o stream ng Server

: mchjdldg wigles ideta MPYMhBAITEFRG. 4T THbhll16F 69 ﬁndgg the %eé'lerated

tkfé t he address of the stream ng server 60 |
B‘}‘F 403 F‘b@?%l}/ Aol &l ared iymkrugtivit & traasmat td)dilblsuaatannng server 60.

(Communication Method)

Next, a communication method using the communication system 1 shown
in FIG. 2 is descﬂbed. As shown in FIG. 7, to begin with, a mobile terminal 70
requests video data to the streaming server 60 (S101). ‘The streaming server 60
asks the mobile terminal 70 to transmit a user ID, password, and caller ID, and
authenticates them (S102). When a user of the mobile terminal 70 is determined

as being allowed to receive video data from an information provider, the streaming



20 address, sets the address of the video data
providing unit 10 indicated by the providing-side VPN
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103 including video data as shown in FIG 4C. The
controller 63 inputs the generated packet 103 to the

I/ F 121 and instructs it to thansnit to the streani ng
server 60. 25 (Communi cation Method) Next, a

CEBIvRING O Brh it Rtinh t em L

shown in FIG 2 Ilms?@gg?grl be%?eq%s% s O\Nn%l n‘g@f(&{ 2 proyding unit
bHYyibased on, the regbestefromr thenmlobil® tenm@mala!?t)s(sgog)eo;[g 3hR case, an

S%q,c@“g; I%tslr eﬁﬁ&?@%ﬁ%ﬁ%@é g’hﬁ%%rss{sa: gg‘]aglr?nd todhe request

. | D, password, and caller ID and 30 authenticates
them (S102). When a user of the nobile termnal 70 is

det er rri']}‘hed rowisr b rgeedvdsOue dri@sriiEifb¢Rle’ U98P APhfket including

from |nf rmatlon provi der, the streamngV\l%l

2”68‘4? ey ﬁpa‘@@egpma%er 690 werther tréAsmittingriides VPN 50.
nynd dat N o data

pr OVI ng %Ur:n # I%é%% e 33%% gﬁ? e pidting-side VPN

mddréﬁ widh Radttaed 3& Qﬁé redlfés{; Al ﬁa q@tﬁiebhggihess | %ﬁi‘céated by the

|nd|catedb the transmtting-si
Frovdingsside adslress (S10dat dI‘heS réﬁhller r4utieén 4ehnsfers the packet

I as tr nsm tt i de_data a packet including
B oo PR Mttachef %fdar@swdyate@bwhapmdmg-mde VPN
tadarsa] td tmgved eed Theitr ts.the
address i ndi cat ed a\ﬁl?}l% din aﬁglm WF%Oé feo“datal providing

aadr &8 dransiiith video aiatta(z:bﬁtéspdh(ﬁllilgi t6 €RY! Q‘@éeﬁﬁi ?elgll\liegﬁ fata to the

t he address i ndj ed by the providing-sid
%8 éOTﬁé 196)ut eln 4this reagest raalna‘ddresst edicated by the

at.t d th dd
B cafgjsgd y“t&ﬁ%a‘%?%%ﬁ%% Fhef B P8 decc” To the
vi deo @he aoyted i0tiebgiverh ba@l@bt(lﬁélgaincg vid€o \flh&eﬁo&a{ V1deo data

grov ding .  unit 10 transnits video data correspon
Sriibil0e gs meqviding-gde daty viadhe siroeidingigids anxm rzo The

T Vo A s
dethehedlio The videdt RitaHhth SRE AP i fed bg #C{I%I%ngghng-mde

video data fromthe Video data provi

WN/ pdilrags BHQ7)dallhe muter’:] 40 t]g%m%ﬁisf@(sj $hé Q)agE%i ﬁ{éludmg video
r oyt er verts .t he ress indicate
|ta‘rf1¢$§gstloﬁ;gl @3&%%@@% ted gfm ﬂﬁl’@"@nﬁ@lﬁtﬁ@ -gjdel N address to

ﬂ@t Stredriiirf eC Jﬂg%

transmtii ngagﬁﬁgg&ggﬁl) glgi & ?erV%gO (ERREpits gideo data

obteinedrfooms fthe mdebdapmpkﬁzﬁdmg@lrmdlmﬁ) tHeGR6bile terminal 70 (S109).

According to the communication system 1, router 40, and communication

method, the video data providing units 10 connect to the restricted access
providing-side VPN 20, and the streaming server 60 connects to the restricted
access transmitting-side VPN 50. Therefore, the video data providing units 10
and the streaming server 60 connect to different networks, respectively. The
router 40 determines whether or not transmitting-side data such as request data
or instruction data received via the transmitting-side VPN 50 is data that has
been transmitted from the streaming server 60. In addition, the router 40

determines whether or not providing-side data such as video data received via the
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video data obtained fromthe video data providing

unit 10 to the nobile termnal 70 (S109). According to

t he communi cation system 1, ré&@er 40, and

comuni cation method, the video data providing units

1800 RBReSde VPN HE A &SR} - roviding.side ..
VPN 20, Eang he et ngggg?é\?gﬁ%%m%%eg%%?@sa yijeg fata providing
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et her, or, not
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FA0T indd32 8613 Rl Sk MeTE [ FEIToToY i.s. dat a_t hat .
has been transm tteelgogﬁ}{jér?{a Vi d‘éﬁ*ﬁ%?glﬁgr%?}%‘%%m%eﬁewﬂw
Tolicieherespettively0 Inhedditioanthe rutdie 401 @tsithides "WheiH® or not
ggta and Pr.ovidi ng@de data based on those
FERg sl rdésé‘bl I nyexidingrpigle idata sanendetesthmty howe been
¢RIk ectl oth, the, 5.stream .
ser vgly%g %(r)] - eé%?%g%%d%e%g&gp@\ﬂl@i Agden flr%talﬁr%‘{}ﬁg gmit 10,
wesdectidelyemd traysferoddta HasdE 69 ol ¥rmid aﬁblg QQSI%Nt 28
€ ,

stream ng server 60 and the transmtting-si
and a AR, a thedegrount ofpribei ditrapminigt Bvand6 hend  the
|

| ding: Sixd 20 ja th ey
SRR S, 6 T GRTE s, S it ot 10 an
ths pesidivglside VENRD! kP hect i thet hAOhdSH BLlAREed from the

whet her or not 10 transmitting-side data
premdng sezvere 6faton thee vilkioa dabmt plosidingeenit 10 is transmitted,

g{%srr'tted fro ?zhe st rd?sm server 60 and a video
at a provhAREs ihihe providipgsiecY PN el0andibhe trangsiting-side VPN
gatia 1essRee : epm ' l£. Accordingly, . ..
the group oc? rﬁe&%&gr amA%]géwg%s:ru{jl)g rthgg-ﬁ%% cFe{"%% of comtunication
sysheroni miajyrhp-ezisdeed/PN 50, and the group of the video

dat a p$ovi ding unit 10 and 15 the providi ng-side VPN
20, onPYo8 pkciSt PRNeRessATy hig cApYTiden netawoski conedctingyhoth the

P B RV 000 Bt B SeB agl RikhiBRE vt Fo Sl 5 Bed security

unit 10 1s transmt

polivyj dhe gosirteniviiibr Gyaesh t1heart N edhskid (T isti
50 is restricted, respect i.velﬁl. As a Sr es?ﬁ %@E@%ﬁ%% existing
E”é@ﬁ@@goﬂid%é’rﬁ%rﬁ%mmmg the streaming server 60 and the existing

providing-side VPN 20 connecting the video data providing unit 10, thereby

provide video data providing services. Accordingly, the communication system 1
can be efficiently constructed at low cost.

In addition, in the communication system 1, between the group of the
streaming server 60 and the transmitting-side VPN 50, and the group of the ﬁdeo
data providing unit 10 and the providing-side VPN 20, only specific data that has
been transmitted from the streaming server 60 or the video data providing unit 10

is transmitted. Therefore, the streaming server 60 can even efficiently receive



system 1l may be ensured. 20 Since it is unnecessary to
construct a network connecting both the stream ng
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unified security policy, the comunication system1
can be constructed utilizing the existing
transmitting-side VPN 50 conn&éting the streaning
server 60 and the existing providing-side VPN 20
q8rstecdpatly Uit Micier WadAdR govi ding unit 10, thereby
25 provide” video data providing services. Accordingly,

t he coffnmberaidren they stoatarl 40c asnwetsefthe cadiibéy attached to data
In addition, in the

onst ruct ed at cost.
V’é{?g ¥ provifingawnt 1 &om @h@sfaeammg server 60, into

éﬁﬁ%@%ﬁéﬁ%é’ TP B0t (I SRRt pArRs BRathdl B pideo data
tthmsmﬁteddb e Siroem¥Nso?Per mﬁmﬁ@ﬁ%&é&d&atp@oﬁaﬁfg W88 10, into

g been transmtted fromthe stream ng serveér
tthe W@@%@ltﬁagél% ¥PNdiaddrassi t At@rdingly, rthasgnoupe(d’ the streaming

SPRIE & By B R B GnSatt &%&%83 pesthe 5P of fhoevideo data

ProvidirieurBPACAAY tHASRVREE RS Vb ) %@ﬁ}ﬁ%pémect via the router 40

Furtherrmre the router 4 converts
32!’111&60 mnta;mmgt theit pemsuniciedaddress wirddtectiaed respectively. As a

0 L nit 10 fro streamn server 60, into
Bt SR i gtncicnrsstmtion o e eﬁw;tml fthanity the address
Eebure d
?? %Eelam ngt g;g?\?e %‘%n%lértﬁo g%&\% g lé% 5 (fttaﬁ?r?éhlﬂwl gost. In

hdditiant, cthet Vided rdams rprovidigy wingle lvpé\érﬂ(iﬂéﬁ%‘ video data providing
Accordingly, the group of the stream ng server 60 and

SHEI¢Es &1tﬁgw§|‘3dléqw<b@ss and the group of the

vFﬂegO%rr% c:onr1etgI nxgu 410 S Oggr{]grﬁ’z‘f@sfoé\ﬁvkﬂ{ "B e Samount of

Wiledtduta ififogn thevide®WitalflotdEn S dAitePSHAESiE Gt Yhée. The router
respectively. As a 10 result, since It I's unnecessary

fQrthem éom@mrﬁhc éhr&shokly@l‘eﬁmth theumnbdynt dfevidetdd ®tasreceived via

i e Gtrttag NI R0 ¥Rich e Rasd osemibiea. framo tampideo data
BESWATG G M, 2 Gftrdl QlrleerbORR HBbRALRY A0 Yata and the

services util |Z|ng its own uni que ad

vatldhl@gfmd&e datahbased urethedCorspaiam festiltl edMaliditionl WBe threshold
%\?t e anount of 15 video data fromthe video data

Hoe amerny of dada for E’ﬁ@ﬁ%r ahonemeey berdefingdtascordirgs to the
TS A e B GRhel v o
Y ndmtétaéio,beﬂrthb IseRafihg esver 60) thdQualieer Hatfdata transmission
to the mobile terminal 70 from the streaming server 60, and the number of mobile
terminals 70 connecting via a radio link to the streaming server 60 and receiving
video data. Therefore, the router 40 can transfer data appropriately according to
the processing abilities of the providing-side VPN 20, the transmitting-side VPN
50, the router 40, and the streaming server 60, the quality of video data
transmission to the mobile terminal 70 from the streaming server 60, and the

number of mobile terminals 70 receiving video data.

[SECOND EMBODIMENTY
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threshold 20 value for the ampbunt of data for transfer
at once may be defined according to the processing
abilities of the providing-si & VPN 20, the
transmtting-side VPN 50, the router 40, and the

stream r I

transmlgg}ftz(r%ll é’e?:gn?%gaﬁ EI aig@toi:a:t}r{r'l3 %Fyel?gq?r om(g}wés described. As

sthosenimBIG.e8, wernGfynieation EpstemnEEr coddprigeRial ﬁurahty of video data
onnecting via_a radio Ilnk toth

termpals 70
sWPé"éﬂ’i‘%} ynite I(‘g)sl 025 @ RreHidiegaidei VRN £4) Qﬂﬁ@pﬂmthng-mde server (A)

appr’ 0 ?@g* 916‘3@%03‘?%5@%8‘{1 n : r?sp(ﬁggl@?s? H]@OV}HJPg Sidec¥PN (B) 20b,

of prbedpgesielisetreyi 3(51&\'8% tdie4d! angdh
VPI\IIrr 50, g?st%e router@zo and tmhle siﬂr)egm ngg%%erv %eeVPN 50, a

t%#?éeaqmagu seyvest260; depdurhlity of mehikeniesmimals (A) 76s arcd)al]_c&mahty of

70 m ng.sServe and t he
%%Pmﬁﬁ% i) ?@r g %@é&m@%%}r Rbigihhe same as the
35 PCT/ JP2003/ 013126
22 Next, a second enbodl rrent "the present invention

i s desdMienddeo data mouding anfes G&) Ba eorepnsst Eahé@(A) 11a aﬁd a
syste 01 co rises a plurality of_ video data

‘%{@‘%ﬂ g]ﬁég g(%&}*’eroéf) H23r olhey deaosdai:é woNiding wdis, (A) 10a
%oﬁﬁ&?ﬁ'tg ng T ﬁdgﬁgﬁ%)o.?.(?’oa’ agbog eaxlql ?%gmc VI a ogumts

dat a prov

28D, 1Ga athpn otiagismgtss vitkoS daieto( Bhe %aﬁn@o 'ééﬁ?"er 4@60 %ia the
tting-side VPN 50, a stream ng server 260

t
ma”g néJT}grﬁld%f MH6A) 80a.cthel roatter 249, aZﬁhtheatmnammtmgashdé VPN 50.

3&1& ;02{) s an al 2 S?ﬁ% 185 pg%-‘g g]%tltagélrl])%ﬁgs\fli %gepcn’ic mobile
sb@whal OAFV Oa, v?hmﬂh@ wdéd E? Lata Al é)%’éddﬂo%céi% tv?%éo%ata from an

10a Corrprl ses a canera (A) Ila an deo
pRigvnationg srovider AA) Nmﬁai théﬂh dahe/ Inﬂdnledﬂérmmwv:kﬁ 708 is a mobile

98hital shed 25, 7. 5561 Sy b b E’ie gocpertise video dals from the
260

LABRIbGOR TR fidep ASRE *%‘%t@ﬁ%@fﬂ% b 1O AR B byt caller ID

met:dnmngr\ad&mﬂattal ng-si de VPN 50. The video data

provi dtrgg uni (A IOa &dow des video data only to a
speci f &€ PERYif gl% q ¥P IZQE'A)? amaformtmn nrovidengisidy network

20 . al m an

B PHng he Viflo vt BRI o AT R eniidBincrestiisipd apeess. The
pAyvididg-side ¥BNWA) €20a connects to the router 240, and connects to the
transmitting-side VPN 50 via the router 240. The providing-side VPN (A) 20a

comprises an authentication server (A) 21a. For a video data providing unit (A)

10a, the providing-side server (A) 30a, and other terminals, which attempt to
access the providing-side VPN (A) 20a, the authentication server (A) 21a restricts
access using authentication of user IDS, passwords, and caller IDs. The
providing-side server (A) 30a is a server connecting to the providing-side VPN (A)
20a. The providing-side server (A) 30a performs various information processing.

The video data providing units (A) 10a, the providing-side VPN (A) 20a,
and the providing-side server (A) 30a have the same security policy, and use the



term nal used by a user who has been allowed to
receive video data fromthe information provider A

w@ee4kzs3Dbt ai ned a user I D, a password, and aPCTaA0e¥013126
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ID for receiving video data. 20 The providing-side

VPN (A) 20a is an informati on\zprow 'di ng-si de networKk

connecti.ng the video data prow3di ng units (A) 10a and

being restricted access. The providing-side VPN (A)

2@ane oadd@ets ArehitB&ul® U ey c i

transm tting-side VPN 50 Vi iﬁt eq?%%t gmg%é %Jﬁ’“’l % 10a, the

pPRSVicingrgidei VAN202) arxDthe peovidingeRleaerver (A) 30a which have a
tication server For_ a vi deo dat

g?%@. i YU iSFOpERy pali énatfhé%ﬁ‘?ﬁ/ UEGHER @ddieess eargbitecture are
(dhs@Yated HYhrPiRG 48, ﬁx&@i@BA\/\hl ch attenpt to access

t he providing-side VP t he aut hentication

server Thy) Vldémdataspnomdiﬁg uafts EBp105 cdiﬂpmgsfbe Birh&A (BN1b and a

of. ,us asswords, and caller |Ds.

PH driy Pevaligciere () 130, s wa?_Li@angug?t;e(B) 10
Srha% 0 R4 VRN B 205, TTeF i ita providing wnits ()

timsi trgnsrdf} viléo Watderd hat t
t;ﬂg")%.;or oVi g??ng si de VPN (At?ﬁz%%&mg%g’bﬁ%r% Fla ¥l pHiding side

(& Adb.dha éogi@r 24P, g tis0trahemittingesidaWPNs BO.UrTe/video data

36835 PCT/ JP2003/ 013126
ng &Eigs @el FHV%%Y\%F% & g’h anly; {9 seegific mobile dﬁlmgmal B)
lm)btuséef\))y 4QRer WhS hal 'b@é’x'l %%e&to&%cé’fewz) &P %‘ﬂﬁ%fn eglet Srmation

provi di ng-si de server ch Have %8

lIPﬁP‘Gd%T BecNptetthapthe mybﬂﬁ]tbrmmﬂbmﬁmbjfglmgbﬁ@%%ﬁal used by a
ar.chi ture a%ﬁgwggnstruct ed by an information

provi 8 ag begn de SG%YeaVlé?‘bdﬁ@ ﬁ?gmdﬂmeust@'Bl)atﬂ)ﬁu)rowder B
d dat dj

ST R A O S e

connecThe @r(Nflémngi)&e VPMfB)I B 1¥BH ibBn2%0n plBe gﬂédﬁﬁ? network

data OV# &# units 10B t hen transmt Vi
githe ﬁ&aﬁ%PW SOmitis4B) heb pnd\bemgn@sm@ed access. The

y %gé %%2 Vi de(g)d%ébgr g{%rdf%{t% d i ransm t"éll gb Sll\Td%O and

ronictieto\the eeardati 3 t
ms ! 708 used by ?lgggelyemnégsg L (E%%P%]{{PPM@ ﬂ%&%ﬁmg—mde

Be 20bdesmptages 4 cauthmmclmttm?n?etmglg (Bp12ak] dng B. video data
eter nals (B) 7 i S a nobi
?gr m ng @2@ E@b he, pravidipgsilessemern (B PPueand Other terminals,

O atfertbERcHaS o POV G o pasml) A0 D8l tepigion sorver

(B) %bwess@@m adcesy umm@a)uﬂﬁhacatl&l dheepIDY 'piﬂsékgoﬁsdﬁl&@mer IDs.

,H%)} [ nforggltl on provi di ng- si de net wor k
prov1d1ng-51 e server (B) 30b is a server connecting to the providing-side VPN

(B) 20b. The providing-side server (B) 30b performs various information
processing.

The video data providing units (B) 10b, the providing-side VPN (B) 20b,
and the prov1d1ng-51de server (B) 30b have the same security policy, and use the
same address architecture. The video data providing units (B) 10b, the
providing-side VPN (B) 20b, and the providing-side server (B) 30b, which have a
unified unique security policy and a unified unique address architecture
constructed by an information provider B that differs from the information



connecting the video data providing units (B) 10b and
being restricted access. The providing-side VPN (B)
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connects to the transmtting-side VPN 50 via the

router 240. The providing-side VPN (B) 20b conprises

an aut hentication server (B) 2#b. For a video data 20

providing unit (B) 10b, the providing-side server (B)

3ovidapd. other termnals, which attenpt to access the

provi di ng-si de VPN ( B) 20b t he aut hentication server

(B) 21Ax esichj dhe eemsnmicstiong sstehe rH01C abhised ét'sﬁlhrahty of
caller IDs. The providing-sid

Ssswor d;
s‘gf%fa B)Prg %Slge %W@ﬂfscwnhe&ﬂﬁhﬁg)rpvidm@mde VPN (A) 20a and

(B) \ﬂsl’rgtleﬂlg‘%‘lflg?w r# &bszl o‘?ﬁ%‘% &rti%vf’ gl "%ﬁ%}s@@g?%ma and the

Tiideoridhte paivRting Outhits NEB)UNDH ScdrBlctl 48, a
prow di ng-si de VPN (B) 20b, a%d tﬁe prov?ij]rng S|°(§ information

gijle sopwenks smnthes groviding-yidé i CPN @AY 20%€ and the

pd}ow%i’ié{%dﬁﬁ'ﬁ’?\i?%ﬁ S GBS HEE o MOrcargcr s data%‘/msqrg)ed above, a
Hosalitpef 6 @éﬂ&\@ﬁhﬂglg%ﬁgs &9" Srwﬁﬁhﬁ’a% ’thcg\'hI ah secun%y policy

a 30 unified unique security po Ircy and a uanf f
pmidgire thel damesddressidreltitentere ahstpro@tag- éi&e WN (A) 20a, connect

|nf rmati.on p 48%% that differs fromthe
£ REQV gxﬁtﬁ?ez M@Bh@m@i@@m@hﬁy of video data

cogrr%ir i seglﬁzgs g? %]13]/1{6%?1 a% r?%?%t IE‘%%F?% g% Gnélucfé the same

mddmskarc}ﬁueehu*aSatshﬂq@r ’vﬁ]ﬂnﬁ@ ide AFPRPNE)AR0B0
t he &é’%@gl ng-side VPN %6 20Db. SlThe Vi dgto )ﬁaog ofiléet to the
prev Ps(B)R0b1 oFbupdnithe camuiweeativat systemo 201 there are s

Ag’r ovi gf ng %Q‘S%Sc eCtﬁ‘iQC aﬂfﬁ“ i t%QOf. i 3;3%{’?% éggpélfomahon

YRIVidiAy @6ie and th@ tredbth dgefvaezszef@ ]gées ggllﬁ% Qp%lgvbetween the

respectively. Mre specifrical
girepming yeryer 260eand ﬂtl@V;ﬂBO\daita rlg'o\mkilﬂ@uﬁﬁs); (A9apayhéha group

Wb IR SRR EE drmret 280 3?£h%w’5§p s bheioparnis B 10
208, COMRClecl P BB 41 D3l EN KA 20 O oviing

the other hand, a pIu

umtt €AY BPal6bm v mbm\mmth ane aemﬂg/ sBRfel C¥6@Nbrforms
t he same address archltecture as the

BP %téo%pﬂ)@ew ey deptp CO@ﬁﬁmewheiilgr oheot the user of the mobile
W P he communi cat,i o

%r%% i%galﬁ) q i?éexlggélgg Svgé)eg)l %a-l’;glff'% tg.la Bﬁlﬁgopfgpvﬂ%g_ The

streaning @rivdre2G0ethen &&nﬁﬁ&%e@ﬂdéﬂ&fd}ﬁﬁgﬁh&ﬁbn data to the video

data providing unit (A) 10a, in response to a request only from the mobile terminal

(A) 70a used by a user who has been confirmed as being allowed 1‘30' receive video
data from the information provider A. The streaming server 260 then transmits
to the mobile terminal (A) 70a video data, which is obtained by transmitting
request data or instruction data to the video data providing unit (A) 10a.

‘ Similarly, When receiving a request or an instruction for the video data
providing unit (B) 10b from a mobile terminal, the streaming server 260 performs
authentication processing, which confirms whether or not a user of the mobile

terminal is allowed to receive video data from the information provider B. The



15 providing unit and the stream ng server 260,
i ncluding a group between the stream ng server 260
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group between the stream ng server 260 and the video
data providing units (B) 10b. \Wen receiving a request
or an instruction for the vidé® data providing unit
(A) 10a froma nobile termnal, the stream ng server

280 8T eibe et | 2asssi:ng in. order t .
conf i rmg.\i\qjhet ﬁe@o%%%%%%@e% 'néﬁrruﬁ%ﬂl‘gl% %flrjfglghe video
i datalnroviding wnit ()l Obeirviadponddab a retQo8toAB; frBfAhEBhdHIR terminal
p er A, The stream ng server 260 then transmts
r@ﬁ@g’t“&ét@ B USeTwhe fhegibgen genfirmesl anbeingddlowedabareceive video
Feat ' . y e nse to.a reque nly .
A R InE b o PRyt él B PRE SR e SEc 40 Hheebramsmits

hasthecenbilortbimired @ 1 ided!daeedhid {seglﬂﬁéaﬁ?edvioﬁi Pansmitting

25 data fromthe information provider ‘A e stream ng

Seryest daga or Istructiagndiaita to theoridénedatalirbeidirey anio 4B) 10%.

70a vi deo [ is, obtained by transmtting )

r eques?jﬁs a? gstugii’ tﬁg gﬁgﬁ gtsaftaoﬂr‘lﬂ{}ﬁg l.’-’ém'tsffé?@p@l &80 @xevade video data
it6l k@ obild 703 r M0 ' .

%Hc% est r%? ant?r%g%l?%g?i %Or%’ ﬁ)ﬂrl% ?/eu%%@g ad'g{eg allodd by the video

b ingpvigeuAi t OpBjhelgibef hand seavhbifl thetveddd Adta, probling units (B)

slqog)ecam nxﬂ sder V&r 360 eﬁr forms = 30 authenticati on

pr OBy e Hflehdtsramly fe apdiilecterayinaldB) F0bswhidhfis used by a

t ' ' ' t on[s€Ccel.ve,vi deo dat a

e FRON S by GhOVTHRo dat BB QMR i oSt is server 260

RCTUp2008l DR 2bne A5tIsd StETingG sSAFFH0 PRt mfli%s 2 and 5.

transmts request data or instruction data-to
vi deo AFabavpriBIg 9y thawouterE401@mprisesl£Ep 84%,24%, and 242b, a

[ m_t h bi | ¢ term.pal 70b used by -
gﬁggg?&m%p&%aéﬁgegn dé%%??ﬁeng)é_‘las 6[21%91/ gjl) otfidd qEgnects” to  the
terBimieting-side VRN, | TRATA @400 bakiBREd @@Q{@X@gg{g-ﬁde VPN (A)

The stream ng server 260 then transmt
#88i | Ehe Er2A2h ciRectOty thie geoviditeasideWRMh (B)520bt Gihadsinee the
data or instruction data to

Rk BT PSSt Sala, o LnptieLion ot a e
U 21240t P16 PR S VO SORET R S 1 1 2400

cennestiigly theusevidahd-side VR B0V, 486 o6l 240" Rk WBhnect the
each_of the_video data providing

ﬁ’\‘ﬁﬁ’ﬁoéﬂ‘%‘%eg%g ?Sﬁ’kﬁ% el ithe ﬁm@b'na@i@e OPN (A) £0a, and the
EePoh B MO VPN 50 e Bioftihg st VR 0P adte sprgiively. In

sthee avdrds if e/ sout@6240 has a8 RSB, Whith SorS Bt ffhd .
streaning seryer 60 shown in FI'GS. 2 and 5. As s(ﬁglv\enlté%pemve

FﬁOIF?@OIQPYQV!@ngﬁid@etWQdm@ esrph¢ sember BEinferatbieroviding-side
AB 7S Rhe Fouter 240 may connect between the information transmitting-side

network and a plurality of information providing-side networks, respectively. Note
that the router 240 has function of routing.

The I/ F 241 is substantially the same as the I/ F 41 shown in FIG. 2.
Meanwhile, the I/ F' 242a receives providing-side data via the providing-side VPN
(A) 20a, and inputs the received providing-side data to the controller 243. In
addition, the I/ F' 242a transfers data mput from the controller 243 to the video
data providing unit (A) 10a via the providing-side VPN (A) 20a. The I/ F 242b



controller 243, and a database 244. The U F 241
connects to the 15 transmtting-side VPN 50. The U F
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F 242b connects to the providing-side VPN (B) 20b.

Thus, since the router 240 conprises the UF 241
connecting to the transmitting6si de VPN 50, the OF

242a connecting to the providing-side VPN (A 20a, and
tReived pAdiBing GO @&tk Y M hARART BT Sor L4 B
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net wor Khe a@mtidiler 2u8tdRterafinéd R RhdR tRY A hgﬁi&i&e-side data

networks, the router 240 nay connect between
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' the. controller 243 to
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provi dimghisicdse, ENrdubdr 24BeontBrts thE addields WRach
004/,036835 PCT/ JP2003/ 013126 26 1 ece: ves o ed to data that has
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Fharer 200, 15BPHh 398Ss hSHH K R sroridingsige S0 AT 20a (ereatier
refaneties s dapravidimitidb 'VI;N gzgfa&dl}g%)g)&%oglgtéﬁé e L8ale38 attached to

vi deq data providing uni

éa‘@/thﬁt A@Ssh\;-ﬁg tyamnfied 26 bh?] Sideoalata mm&ingrm%ﬂ 6%) 10b from the
es rb,or n the transmtting-side at a
?@%MSW%T ?‘151(8 %‘i"aﬂ%ﬁ%ﬁwﬂuﬁa@% foyrble ngﬁéingai@e VRN (B) 20b
Sean ' : i ' 26
AT Ata T ob S hroV e kil VI AT %3S Eivef e address

gitachade date\thdt hgs beatetrs@bn(ttdd LOEheOstrédifing server 260 from the
een

?{dovb% ng-si,&e‘ VPN &\B) 20b is data that has
§h ST PEAY4IPg Hnihe\ilgew thatvades datadimogidimg tmitAB) 10k, into a
Bankheid ‘3’?‘1‘? ding. unit ( 10b, and
control s g?sﬁg%s era%%e?%gy}pg‘gﬁ’gmﬂ#eﬁéf ?de dat a and
the pllowiddiaigssiodd @aipidssaplandhossd SakpT (P46 'R stores
results. In this case, the router 240 converts the

FE¥S givenclvegachy ofidhe viHeo deds providing units (A) 10a and the
streaming server 260. Furthermore, table 244a stores transmitting-side VPN
addresses corresponding to the providing-side VPN (A) addresses, which are given

to each of the video data providing units (A) 10a. In addition, table 244a stores

providing-side VPN (A) addresses corresponding to the transmitting-side VPN
addresses, which are given to the streaming server 260. FIG. 9 illustrates table
244a, which: a providing-side VPN (A) address “abed” is given to the video data
providing unit (A) 10a and corresponding transmitting-side VPN address is
“ABCD”; and a transmitting-side VPN address “EFGH” is given to the streaming



been transmtted to the video data providing unit (A)
10a fromthe stream ng server 260, into an address
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(hereafter, 15 referred to as a providing-side VPN (A)
address), converts the.address attached to data that
has been transmitted to the vi2feo data providing unit
(B) 10b fromthe stream ng server 260, into an

A ST (PAthd ’ N «200.
(hereafteérﬁ!l ?cg‘?‘gsrp E)ggm?gﬁagd%i%rgogl ng (ﬁg %7!3%1 ?Zfofl

addr esPn the nthertheanidn talde di4ls storad é&ﬁﬁ@é&s tgﬁzéﬁaﬂoaeakﬁ ¥ the video
h(ﬁ% been transmitted to the streanm ng server 260 from

aﬁ"\?‘i‘i&%%ﬁ EBpi e pad ﬁbe §hieaming saver 8601 HBunthelenore, table

t t de.
32%% ng&ess %Sﬁ@ ra sq‘déilr Q%% go : ana]élga :'Ig‘g P}IQYE g-side
CGRNT (B @ﬂdr@kgb@ sviaél ar@pieRr4dRacH %Pl:}fe %ﬂé@ dﬁfaofng)%ldmg units (B)

addresses iven to each of the video data prov
o (A) a Cmadtalble 244l estoresy mvevag-ﬁd@ VPN (B) addresses

244a, stores t|n si de VPN
féHeE PRaE o (B8, Eefaniing i VRN Bt Jiararymiven to the
adse ; [
hjes @%I%%%’.‘“%SGB‘S. PG ALl tobfle 220 sfict} J BrflidHside VEN
4Borairessy SU23M nip- gmba WMhéAhdadddaﬂ;aSpﬁovﬁcﬁhgeﬁﬁi@n@)nQOb and
to the t mtti, eVPN addresses, which are
&PV@HPQI@JP 3’ §L¥P\M radslgess is|“GKD” and wstnaaism@tmg-mde

Wead(ﬁ‘éélsa“EF@rI-P Ns ﬁv&{ % lthé g %ﬁgﬁg gg&#gqqg ic9rrespondmg

Is giventot vi deo

MWdﬁlg-saddm(Bﬁmmdgsrig “sg@gsm tti ng-si de VPN
ABCD'; and a transmtting-side VPN

addres
addr es S,Nh@:@? CPlstr@HQre%& teceives she doanamgitiivig-side data which the

03/ 260
%g%é %% g ﬁ%%ng pr o‘%ﬂz 8&% éﬁ%ﬂ( %e{“\él?frﬂ‘i’ség%tq § 244a and 244b
‘agdg letesdhtinkeb e vﬂié%ﬁér h@tn dpot! afle® ZAAR: SLOGRSS ¢ gﬂ{a F5t0 the

iven to each of the video data providing uni
sEHttingeide Wé@maﬁgh%drhe @ddP68 of Elus tiresmiigesert @60 stored in

3 Ra 21 R0 6" b P G S waersthervagegaddress matches the
TR "ﬂ*ﬁ?i‘@%‘fd@%%gﬁrﬁ@ SRR, SR BOICHS stored in

taldes844a @smddﬂéla@y sheleoMirblldrBR4 R detefiiRss tHR the SPANGhAEng-side
t.0, the transmt g%rsl de VPN addresses, which are

&F“i?e Fuek ag feau hipsgaicien dabw is Aata tigtihasrendrassmitted
Egm]ﬁ%l ovi di ng-side VPN (B) address
1234 I's glven F% t%g vi deo data providing unit (B)
10b anfthd Gontrolles pad dhéry abdedfsMablds "B S5 ¥ a;s!,g_gg Eg&,-
i,.s "IJKL" and a transmtting-side SVPN addreg%b’"E eves a

festinafion eddrese ndiesded oy dbevtrangBittingssidor VENpaddiesg. For
example, when a destination address is “ABCD” and matches the

v)

transmitting-side VPN address stored in table 244a, the controller 243 obtains the
providing-side VPN (A) addresses corresponding to the source address “EFGH”
and the destination address “ABCD”, which are indicated by the transmitting-side
VPN addresses, from table 244a.

The controller 243 converts the source address “EFGH” indicated by the
transmitting-side VPN address into the obtained providing-side VPN (A) address
“efgh”, and converts the destination address “ABCD” indicated by the



provi di ng-side VPN (B) address is "5678". \Wen the
controller 243 receives the transmtting-side data,
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241, it then accesses tables 244a and 244b 15 and
det ermi nes whet her or not the source address attached
to the transnmitting-si de data2ffatches the address of
the stream ng server 260 stored in tables 244a and

Mé@smitﬁn%gﬁie‘:@ﬁ RdrfdsGnte ﬂaeg&@gkfe%&r%gfggﬁ%?iﬁgﬁgﬁﬁA) address

mat ches t transmtting-si
sebedii nBirsdlyy einc26the Mestihatiowr adtiress it abihed” 2AdRagsad by the
244b,..t he ¢ r.ol ger 243 determ nes that the
tWSWéH&‘%Iﬂﬁgf-UéNdé addyess.sthesqonbroler P43 Wletarminesathuat the received
' ' hat .has heen transmtt .
1B§hEH Gt o $AdtRucton @RL3s %% %_e trgnsmuited to the w%ggﬁewowdmg

[
fromthe stream ng Server r

anne8eB0d. allitescodtréleP 243 AP InRRS o' RickbEXRR1BNe request data or
destination address indicated by the transm ttl%g-%l de
Slata, Fythiche danpitachedh éhe acodeattbdasdunce adidiress and the

i " ' d t t 5. transmttjng-side VPN
AP SR S U580 PR A4 b e Mt o
eided i idRYeQHiglt i A in g ﬁ{‘ﬁﬁ

corres 32’3??‘9119{0 tﬁggg%%r"ggt%gg% ess Q% ' ﬁzé&29ﬁ'e

dest i ndeagnwihilicireben "sABEEinatidri clidesss isndijeatednhy miabénes the

ransnitting- si PN addresses, fromtable 244a. The
SRS 58 Y agdieps Stomed o blacd bt rtaens A4 obtains the
R&iH smitilngsside YPN addre ) .
|Epnt o the %%ygl‘ﬂ g%) gg‘élf/e%%%n%&{é‘%s 8 Q}Bﬁﬂf’A eaﬁﬂ’b‘?‘?sgaéress EFGH
‘anflghe destinhitansddress TIIET dewhichaire SRARILHSSSth: mitting-si
i\&%&]c ed by the WD 2004/ 036835 PCT/Jpzoo%fﬁg%%%lsmngmde
t Efrfivaspery fromy tableoRi4hy d Tdhwescontioler Ad3 obtvairtsaihe source address

b B0-Si dd g ohknally, si 5
PRECES RRSEE M M reRREiBig siad NN addrgopyildhe obtained
provdiggrgdes VN (BN ddtleadeH6788: ahd @orPdtd %% ?Ies&ﬁgtion address

determnes that the received ‘request data
I H& Ly uéndigrtedabn the transeittimpsidet VPN taldrbss thtle@he obtained

Dr ovi dy unit (A a. The controller 243 then ]
PRVMBEROVBE, Bolickestrog 2, Ebialkinsicn the estration ahiress is
tepsa’ wWaicabed Hyaina dﬁ%es. ' f\ﬂg[gt 4 ddr es
and the convert ed 3’22“& nat |1(gér)1 a r@saggret%%e ﬁﬁ%ﬁ!ler 243
émrmmsthgt the i'eeeiﬁad k@;uetsg dédacor iggﬁeg%&?gga% @Y ibditRthsmitted

nit (A a via . the providing-side a.
%emﬂ%oe&a%ﬂ%%w (B} 10in ~ dehercentroller 243 then imputs a packet
mRhedes t 0 1b1.kg-skde VPN .address, stored
in tabfe rgﬁ'ﬁ%& (%%éadgz{rﬁsﬁlé*cﬁeP %%3’ Sateh 48 ac%f?é’he& the  converted
source address and the converted destination address to the I/ F242b, and
transfers the packet to the video data providing unit (B) 10b via the providing-side
VPN (B) 20b.

When the controller 243 receives video data, which the router 240 has
received via the providing-side VPN (A) 20a, from the I/ 242a, it then accesses

table 244a and determines whether or not the source address attached to the video

data matches the address of the video data providing unit (A) 10a stored in table
244a. In the case of FIG. 9, when the source address matches the providing-side
VPN (A) address “abed” of the video data providing unit (A) 10a stored in table
244a, the controller 243 determines that the video data being the providing-side
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source address "EFGH" and the destinati on address
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VPN addresses, fromtable 244b. The control |l er 243

converts the source address "EFGH' indicated by the
transmtting-si de VPN address29nto the obtained 15

provi di ng-side VPN (B) address "5678", and converts

t deetade ghd i " " 1lendl b he ... .
trans mﬂH fiﬁ%t‘gﬁg gg%g%&gggfl gé]g&?% {ﬁg& ﬂ* ﬁ}get ‘g’lg?%?ﬂﬁédpro‘“dmg unit (A)
pkQsvi di ng- si de VPN (B) address "1234". Finally, since

the destination_address is "1234" indicated by the

provi dislﬁ’@a- sfedroller) 243 dhanesecessere Bhent tebld eR4243and obtains

RS PN SR, SR i 06 b idparshod and

dhbaleptinatich Addres fef@z whikh art R dRANd B bRy ?Iﬁ)ggiriﬁg-?ﬂe VPN (A)

i nputs a packet including request datda or ion
oaéﬁﬁ?ssﬁﬁi chhg epnitollge A carivertsdhe eoured address Csboddtidiesed by the

; desti nat i dr to the V F242b,
S0 N BB AG Bttty St Ao pamitipesidalV R address
FABCIY'B b ot B 0g-Si Ne » 20b,. 25
When Itoﬁéa%gntc?%ﬁ%ép eg}%é%éggglgggzl \%8 eeggda @1 wHt ‘ﬁ"%‘qu eby the

eovidingside NEBN (Acaddress int the optaauédlithehshidndEile VPN (A)
it then accesses table

20 e |/ F 242a
% ?)Q.sesg %Fgg?{enr M thectongrollgy 24 inmute a padketdndddingsddeo data,
; [ tches the dress of . the. .
e he SrtRhLy Shyl ROt lf SBylTB il s 150, 8 SaRerdd WoStination

2ddeess lbothd B Fe2usdle and tierSfer? thopadket Bt &8niR .
mat ches .t he, provi di ng-si de Bod\ePNe(A) addr ess gg%@%?%wathe

Sranspattingreige YN 58r ovi ding unit (A) 10a stored in
t abl 4 h [ 2 det ' hat th
i deo NEEERpite GhERIAG RoniFer A5 Geciies Daon foGeatah the router
AT /hiR2003v&H FihAhe ROvidatasiie VB (Hba, tﬂ@hﬂ@@%{ ?\fﬁ&b, it then

transmtted fromthe video data providi’ng uni
porgssepiablecidb sindetetentBingh shetiveranses thégouredh8déd attached to

d.. ins ansm tting-sjde YPN addresses y
B 8 B gt P A e o (haap dandataimeam dingcmit (DD stored
ge shiblaagd4y SSicn ! ' indi cated by th
provi di n4§;4;b2i %%Nﬁsﬁﬁggﬁ(?’egg "e@%n'l' h:e %%%F? oa[dl%lg?sszqagt&es the .
pomidingsiden¥PYo(B)caddrdsly €6234” abehs videdi deah soPiidd nit (B) 10b

DAL IS5 e L8 S b e e i the
ARSI IAED 28t LA bl S S8 e vidoo dta
proziding whitn@) 40be VPN (A)

The controller 243. then accesses the table 244b and obtains
transmitting-side VPN addresses corresponding to the source address “1234” and
the destination address “5678”, which are indicated by the providing-side VPN (B)
addresses. The controller 243 converts the source address “1234” indicated by the
providing-side VPN (B) address into the obtained transmitting-side VPN address
“IJKL”, and the destination address “5678” indicated by the providing-side VPN
(B) address into the obtained transmitting-side VPN address “EFGH”. Finally,
the controller 243 inputs a packet including video data, which is attached the
converted source address and the converted destination address to the I/ F 241,
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a packet including video data, which is attached the
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address to the F F 241, and transfers the packet to
the stream ng server 60 via the transmtting-side VPN
50. Meanwhil e, when the contrd0 er 243 receives video
data, which the router 15 240 has recei ved VI a the

Ito ﬁgh‘aﬁg%@g%s % a%‘l {O%ﬁ%gﬁaﬁ%ﬁ% e?IanG(?lél? : %ﬁmg'Side VPN

no@. t he source address attached to the video data

matchegNt he address_of the video data£rovi di ng unit
(B) 10bNetedhabiwhen the ppwrce address atteblee ’asiélecti'afdxﬁttlﬁg-mde data

R A BESSAR LSRR T B S R
WVIPN édBireéé)bf B Stres@Ehd @eztvaplf)ga&éﬂe@el & tﬁaﬁdié Dbk & 244b, the

243 determ nes that the video
pﬁﬂawoﬂﬁh%‘l?sd% ng4 tranister datlalisdaads thesiabee rSindikaBivhba She source

R Ttz Jo 4P Brofiistan deotakdias beeniseqmived by the router
Oiﬂoahﬁ%hetﬁ@ﬁaiﬁ élﬂ@?’qugg) yﬁ%lﬁg(i!ﬂég)f‘cfﬁ cor ﬁﬁ{f g#) b, does

to the source addres
ardlﬂrmstgh 'theé addresabd ohtlarwdémn dafaap@@l&ﬂghhﬁ (A) 10a 3211d video data

OVI din PN_(B) addresses. The controller
gs,'%?]?l Qg)s Fehiehy G?%@@lcai%hy theprovistingtsidg VBN (A) address

transm mﬂﬂ%g%”{(}éﬁ)(ﬁ& %SS r%?%ﬁ&‘l’j Obtd?f’FQre in tables 244a

cheslt 24t tmoa&@neﬁ 948 86dPnotitPatsFat Sl mcéﬂag the data
provi ding-side VPN (B) address into the obtali ned

trans mFthm@r@ dhe/pontaollir @48 staEeGathrdshold tatue B2 thé@mount of
or s, a _packet i n i.deo dat a,
R0l i g b Y S B RG Z%Lf«iaeagraﬁa}ee@@e%@a providing

tunet )08 IFé on
gD T aaTal AP0 T0E HeRolli Yotttk indaridthny data may

pacreaccopdingdo the pmuesﬁglg% abﬂl\gres Wﬁh’é pr\;%vhﬁng-ﬁlde VPN (A) 20a, the

tran tt te that en the source
%‘Sé@%ng‘é’ﬁe@? ?ggl\ﬂbs transnikiing-ridg VAN 80 didreaoutan 240, and the
aﬂﬁ%\ | 4 es not .match

tB ﬁg trans %ﬁfé?l %%@sﬁ% hﬁgh@gl%% %é%&eggtao FHFESTPR fg; Hae mobile

samzlaal 60 "Macnebtliembbie talifaPB T 0B frafi4he shléﬁmmg server 260,
at LO| l er 243 does not transfer and discards th

dhe gyupber; ¢fymolyle termpipalsoly) (Wa amdites mcﬁn]edrehmmalm (B) 70b,
BRGNP S B ot e .

router
pr ovi dThgesitdsileyPM3 (c&np%.@éb thd@BPeshold value with the amount of video

data received by the router 240 via the information providing-side network, that is,

the total amount of video data received by the router 240 via the providing-side
VPN (A) 20a and video data received by the router 240 via the providing-side VPN
(B) 20b. When request data of a new video data providing unit (A) 10a or video
data providing unit (B) 10b, which is not currently providing video data, is
received from the streaming server 260, the controller 243 then transfers the
request data, if the total amount of video data received by the router 240 via the
providing-side VPN (A) 20a and video data received by the router 240 via the
providing-side VPN (B) 20b is less than the threshold value.



not match the addresses of the video data providing
unit (A) 10a and video data 10 providing unit (B) 10b,
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address and the providing-side VPN (B) address,
respectively, and stored in tables 244a and 244b, the
control |l er 243 does not transfdr and di scards the
data. Furthernore, the controller 243 stores a

h h 0 .d f h .
Vi oo QuraPhILE it MRt ot H 0GBl i it

ptavoda mgw tifleoidata piRVvidiOl vndy (B)r ¥0bS faficlat idi
thresggl d . value for the a%ount of data mayS %@C&T&R&pm‘ndm‘g

anden datayis roceived Sope ﬂ@%ﬁi@elaﬁlg jervers268Y, thé eontroller 243 does not
T NN R
20 Hihehe provedNE RIS TPKE(A) %@9 antdhﬁdgdjaéﬂ tﬁét:%(rea;hg #Re Idouter 240

data transm ssion to the nobil term na
t'i@ the provdingrsiden ¥PN 6)) 20bbis fmmm thhe @tecgahtdthes8irdsiold value.

20adth of nobile termnals (A) 70a and
S ergbe e kpfrollar 6 i supomtiallsitBn semRredbe contenlier 43 shown
shFEeTBNg server 260 via a radio link and receive
video data. The controller 243 conpares the threshold

val ue \Accdrdir@tcaﬁwﬁdmﬂflmy(ia@ﬁﬁ s¥8tein 120¢ &inErbudyr DAE almost the
router 240 via the information providing-side net wor K

hie gilects gs,thope pegording ta tth@ﬂomnwébcaimasylsmﬂ\mnﬂ the router 40
SREwhAN PIG 24 Qa1 BSREOV LRGeS dg 28 VEN (A 208, o01

and video data receive

eompirides G SpldealiéyNof %fo%@@tloﬂv‘gfbv‘i(ﬁﬁ %ﬁ%e %moﬂ{s dl§ding the

vi deq, data provi di ng uni t Oa or vi
preidimeriid QJMRN(@)) Bb andhi hprcslldlng-snier (Be)anOIy The video data

BRIt (AF 0 Brf el st B dina e 10hoconnact to the
pReaE & oﬂﬁﬂ“@métﬁoﬂ PRovidthalki AR 8Hé15jf§0 deaéﬁwédlagﬁde VPN

recei ved by the router 240 via the 3 rovi
WNz@a\)anﬂOdleiprbdemgfmdiaatﬁ) 20 mesmiztlbb‘lyt h®hé GetRe Qfﬂp connects

th d B) 20b is | th
P Al bisoy Dasbob ser previgarads YRR (9120a, and

e ue 3‘”&‘.3* i 159 PN 58 itk PRl PRy 20m

vespect{&)y. 10b which is not currently providing video
dat a, ce| ved fromthe stream ng server 260, the
contro 02’2’3 dBes epmrmunication er syshemr eﬁ@bstcaﬂaat aonndct the

bGP FE IR B0 SR aEbah A Sten Hreroside notworks,

tiattds, the protedingyiddTWPNOW) ©0a 3Ad
provi “di ng Si deQVIIDN (B) lC))b ?s ntg}r%bﬁ%(ﬁﬁgrﬁdgww@gz%wathe

Foytex %Q&s chrdmglur,eevend tthenei ave mahﬁ gcmmsrthlat eked 4 ehSure the

ant j aII sane as the cont | er 43 shown
sc‘éégf‘ltty Betvd the streaming server 260 an t information providing umts

including a group between the streaming server 260 and the video data providing
units (A) 10a, and a group between the streaming server 260 and the video data
providing units (B) 10b, it is unnecessary to provide as many transmitting-side
VPNs 50 as the number of groups that need to ensure security, so long as there are
provided as many information providing-side networks, such as the providing-side
VPN (A) 20a or the providing-side VPN (B) 20b, as the number of groups that need

to ensure security.
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40 shown in FIG 2 can be obtained. In addition, the
communi cation system 201 conprises a plurality of
i nformati on providi ng-si de net3®rks including the
provi di ng-side VPN (A) 20a and the providi ng-side (B)

20b. T 103 and.th
Video darabrauRarRgtRel e o ther RenpniBemide PN 50, the
prowterl 240y andl thesteeamingserps@60tiandnshden %ﬁﬂﬁ%ﬁ as th&f are, and

is, the providing-side VPN (A 20a and
&% *uarlﬁ@aswa'ett)(mpmbba rhasligrefl trehgmitling-sidelVENs24 Qlurality of

t t transmttlngsd VPN 50 and the
g@%@&& :%% g&&&@% F ng %ﬁ{'&ersbyt wpRecessary to provide as

t
Frah s o b e

CBHYRN rﬂ@aﬁsi tha reyshermof g0mips dhatcnewdeotentties security.  Accordingly, the
transmtt si de %NStha Iurallt of information
CPB‘HPBW & FESeR WOIK . Whiglat Pénfm Roptoiding-siddeproviding

VR a B) .20b vi.a the
e 0 A Ll i
tseurityemaictes, eas beeohdteuctsd atilovt obsb.et vveen t he

stream ng server 260 and the information providing

units, 25 including a group between the strean ng

i deo data providing units (A
%ﬁ/ﬁggpoup bellvveen the stream ng server 260 and

t he Vi @&Os}ﬁb&&ﬁm PIGVi (i @mtaith&afiB) s 8Bm 861 h&ggnsWF;f\lglurahty

unnecessary to, rOVIde as nmany transn1tt|ng SlI

5’@ videor daban g furgisoliysa pravidivgesidé asgmdrorous transfer mode
TAPADobvaie B0t mithidipatte rerverid & gq?egwai@”?a%ansmitﬁng-side

. MII@W&EBW @Q:réﬁﬁh{gﬁew?&%cp 'énti@?pl{&%glg dg'}%ob ermmals 70.

VPN (B) 20b, as the nurber of groups

dheuvides datar rpmyVIdmg mwﬂO,Sﬂ&%rd%ﬁEhg‘%ﬁﬁOé’ér%ﬁ 33 6the3§treammg
FIG 8, the transmitting-side

%%rﬁeggi% g W&HM%%J O ae @%bsé%ﬁﬁalb’ ‘El@r sagne 28Ghe video
dath pioivi %%Bitg Mo 35110 Fs%lyelé streamlng server 60, and

unnecessar to prOVI

th@nmbﬂetemgmlwrmma\imuﬁmtﬂ allty of routers, and a
pl ural ;VFL of streani ng servers. is al so unnecessary
to pro Eé)rﬁgld@gﬁ@ ?ero?ﬂﬁbcﬂ rangnlﬁnntatiolmeprow&ng-s,lde

' 1 t he server

%1%{89% i3 hﬂeu th ‘Fb%{red% Yﬁ}ﬂ Wé]zﬂ 55 ﬁéemgérestncted access.
The rotidingdside AdiM gieyworllﬂ?ZO connects to the router 340, and connects to
the transmitting-side ATM network 850 via the router 340. The providing-side

ATM network 320 comprises an authentication server 321. For the video data
providing units 10, the providing-side server 30, and other terminals, which
attempt to access the providing-side ATM network 320, the authentication server
321 restricts access by using user IDs, passwords, and caller IDs. The video data
providing units 10, the providing-side ATM network 320, and the providing-side
server 30 have the same security policy, and use the same address architecture.
The video data providing units 10, the providing-side ATM network 320, and the

providing-side server 30, which have the same unique security policy and use the
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connects to the pr r

network 320. Otherwise, the I/ Fs 341 and 342 are substantially the same as the
IVFs 41 and 42 shown in FIG. 3. Note that the router 340 has function of routing.

The controller 343 determines whether or not the transmitting-side data

25 received via the transmitting-side ATM network 350 is data that has been

transmitted from the streaming server 60, and whether or not the providing-side

data received via the providing-side ATM network 320 is data that has been

transmitted from the video data providing unit 10, and controls transfer of the

transmittipg—side data and the providing-side data based on those determination

30 results. In this case, the router 340 once converts the address attached to data

that has been transmitted to the video data providing unit 10 from the streaming
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network 350 conprises an authentication server 351.
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€
I nt ress ere

dlostratesadbleedsih, whidtes tlahamitihades ATM SHHALVErERP ;s given to

he%tgr ovi di ng-si de ATM network 320 (hereafter,

PRSI Seryen 6y and dormgspindling common address is “5678”, and a
common address of the video data providing unit 10 is “1234” and corresponding

25 transmitting-side ATM address is “ABCD”.

When the controller 343 receives a packet including request data or

instruction data, which the router 340 has received as the transmitting-side data,

from the I/ F 341, it then accesses table 344b and determines Whether or not the

source address attached to the request data or instruction data matches the

30  transmitting-side ATM address of the streaming server 60 stored in the table 344b.

In the case of FIG. 11, when the source address matches the transmitting-side



5 ATM address) and an address suitable for the
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respectively. The controller 243 then converts the
converted common addresses into a transmtting-side

ATM address or a providing-si @& ATM addr ess,

respectively, and transfer data. 10 The dat abgse 3§4
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unit 10 and correspon ng common
"degBinatiomaddtdse “AB@ﬂﬂi’nn&rédte‘dﬂgf e tr@sBittiB I JRIAPRY ¥&dress into

678" and correspondin rovi di ng-si de ATM
gtg‘a @@gl%eé @"éﬁﬁﬂn addﬁes&fj)‘&%fl " = G?ntIQJIqem 343 therataecesses table

o0 gl b (SOETMER] PR, AT o e s

caldresspi6d BN gnd B sHAHESS didfess 5§Z§4” vHlth are HGBRA by the
address of the video data providing unit 10 is
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fwloech therditéeM0 Rgs fe%él‘(f&ﬂ al@he providing-side data, from the I/ F 342, it

then accesses the table 344a and determines whether or not the source address

attached to the video data is one of addresses of the video data providing units 10,
which are indicated by the providing-side ATM addresses and stored in table 344a.
In the case of FIG. 11, when the source address matches the address of the video
data providing unit 10 “abed” stored in table 344a, the controller 343 determines
that the video data being the providing-side data is data that has been transmitted
from the video data providing unit 10.

The controller 343 then accesses the table 344a and obtains the common

addresses corresponding to the source address “abed” and the destination address
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"ABCD" indicated by the transmtting-side ATM
addresses. The ~controller 343 once converts the
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Bl e e N
{343 ameauone@m elieTBsrasl i @%ss “aﬂe&a ﬂldlCéEB& b&ocﬂ[e 2bYifng-side ATM

343 then accesses table 344a and obtain
prdslress mjo $he obpained domayse gddress ék?ﬁ#ﬁﬁan@ the deb#nation address

SQULGE, 5678" and e atlon addr ess

%Efgﬁ ?eéf]g%rtg ¢ prayidmess ;Aﬂﬁ S%Hﬁoé@ér(&*xél@Qd common
ng@ggqg# er 343 converts the source address "5678"

i ndi cated by the common address into the obtained

provi diThe sa:oahtbroﬂ'ék/l ad8r ehen 1 accasb@h” theaNAbLONSLIY Sahfl€ obtains
g% i nat.i o ess. "1234" indicated by the common
gt et“gtMoftﬁdé”P*F‘P@ﬁl corresnoading i Sqweaaﬂ!lh‘ “1234” and
C [ h 0 Il er .3 acket
e g0 ek 6760 Wk o Al T Rmon, adaresses.

tThe convdlelr Sd3spuirets ahd ses%e Qﬂl@résl%e‘lggﬁ"’ﬁf(ﬁc%‘ie? by the common
destination address to the I/ F 342, and tran ?7
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ATM  Furthermore, the controller 343 stores a threshold value for the amount of

video data from the video data providing unit 10 and for transfer at once, as with
the controller 43 shown in FIG. 3. The controller 343 then compares the
threshold value with the amount of video data received by the router 340 via the
providing-side ATM network 320, and controls transfer of the transmitting-side
data and the providing-side data based oﬁ the comparison result, in the same
manner as the controller 43 shown in FIG. 3. Otherwise, the controller 343 is
substantially the same as the controller 43 shown in FIG. 3.

According to the communication system 301 and router 340, almost the
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address "5678". The controller 343 then accesses the
tabl e 344b and obtains transmtting-side ATM
addresses corresponding to thé7source address "1234"
and the destination address "5678", which are
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provi di nS?’%?%g : gg{egl@%g]sléeéwg%l@ﬁ% %%Moyg-aqpl}tgggﬁppahoﬁlments,
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information providing unit is not limited to video data. The information

providing unit may provide, for example, sound data, text data, and still image
data as the information data.

In addition, when controlling transfer of data based on the comparison
results between the threshold value and the amount of video data received by the
router 40 via the providing-side VPN 20, the controller 43 may transfer request
data from the streaming server 60 to the video data providing unit 10, and limit
the transfer of video data obtained from the video data providing unit 10. More
specifically, when the amount of video data received by the router 40 via the
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transmtted to the video data providing unit 10 from
the stream ng server 60, into 5 a conmon address, and
converts the converted comon3&dress into the
provi di ng- si de ATM address. The router 340 al so
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transfers
transmitting-side VPNs 50 or transmitting-side ATM networks 350. When there

is a single streaming server 6 or 260 as with the case of the communication
systems 1, 201, and ‘301, a plurality of routers 40, 240, and 340 may be provided.
In the communication system 201 shown in FIG. 8, the router 240 may be
provided for each of a plurality of providing-side VPNs (A) 20a or £)roviding-side
VPNs (B) 20b. In addition, the communication system 301 shown in FIG. 10 may
also include a plurality of providing-side ATM networks 320, which are
providing-side networks, as with the communication system 201 shown in FIG. 8.

Furthermore, in the communication system 201 shown in FIG. 8, the
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t¥iltEBnthet baoth- of provisingsidewAFMs neBoorknd20 hedstheerahagitting-side

ers 6 be provi ded, dinthis case, the =
PN w38 B Profiimarnderay M cnssiovk dig. os:thecemnemitting side
RAITM &lethrorkodso t ransm t ti ng-si de VPNs 50 or
transm tting-side ATM networks 350. Wen there is a

single stream ng server 6 or 260 as with the case of

h amuni cati.on 25 systens 1, 201, and 301, a
EP@W%P%P%FE#“$¥Rﬁ%rS 40, ' 240, and 340 may be provided.
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conmuni cation system 201 shown 1 n Fl ,
POy abatmelr dpieastd f81h6 coddunication system.




provi di ng-side VPN (A) 20a and the providing-side VPN
(B) 20b may connect to a single network, and the
w@eanioshisey- si de VPN (A) 20a and the providi ng- BCTHEP2083913126
(B) 30b may connect to the router 240 via that
networ k. For exanple, when there is an existing
network in collective housing4fr a building with
multiple tenants, a 5 plurality of providing-side
net wor ks may connect to themng network, and a
plurality of providing-side ks may connect to
the router via the existing network. Accordingly, for
]g%qrrpl e, when the transfer speed of the network
c %ﬁmﬁgl@@@nsmtew@nmmngl ng- si de networks is

faster th .transf ed ach providing side

net wor K, %gc?ﬁn? r‘?ﬁ‘cﬁ%“ﬁﬁ&%ﬁ% dAipro g,mformamon data;
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tmmvwmuim apddeirdtrited deesgt wor k. Not e t hat
»| n FIG 10, ATM exchanger havi ng t he function of
prevniter ®©

rout er a§4’6’f9ﬁ§a

nd he . .
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350. Industrial Applicability As described above, fhe
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1 nal. intain their. own uni que security
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15 GaparH 4/
PCT/ J%%%%%? S T4 e cﬁf%ég& % ’%‘%ﬁ% H¢ ofhether or not
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rest rﬁ?%:t%ﬁ dgig% chegcg Qg{l] é?{r%f g’ F%%ﬁsq‘{k? a‘i@?n’aﬁﬁ‘sga on determination
cemflisgur ed to obtain the information data by
transmtting request data for requesting the

20 jnformation data to the information

2. The commum’cation system of Claim 1, further comprising:

onfi gy opr delnforrratlon dat a;
#flort:

a plurality of information providing-side networks, wherein

ipferraationt isp¥idingnf mgmx edmdo transfer the

the transfer unit connects the information transmitting-side network and

the plurality of information providing-side networks.
25

3. The communication system of Claim 1, wherein the transfer unit converts an

address attached to data transmitted to the information providing unit from the

information transmitter, into a prov1dmg—s1de address, and converts an address -

attached to data transmitted to the mformatlon transmitter from the information

30 providing unit, into a transmitting-side address.



providing unit, and transmt obtained information data
to atermnal; 10 an information transmtting-side

woedmosdssTonfi gured to connect the informati oPCT/IP2003/013126
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transmtter and be restricted access; and a transfer
unit configured to connect the information
transmitting-side network andlthe informtion

provi di ng-si de network, deternine whether or not

t r i.ve ath |nfor tiQ
t%.gﬂgﬁ%ﬁ%%ﬁgﬁ sﬁr@{eﬁl g Eransfer it gopverts an
tdekirbs sitadiddan daia rtﬁaﬁs&ﬁl%d t81fe \ﬂ%maﬁoﬂf raﬁ&ng unit from the
provi di ng-si de data received via the infor rratl

tiog- wroemitbernintie 4 somatom address monhteds fr cunvbhgd common

rmatlon prow I ng .uni and transfer the
0 R é?@g&’a%é £ “;S’PUW%H% 2gdpgpss gaftached to data
kb@é@ﬁnﬂféddi%t ﬁfenihﬂﬁ'ﬂe@fb éﬂoft er j;f%ur t21%1 ormation. émdéng unit,

conmuni cat i on system o al m CONPr 1 Si

phto &hé tepmahon rdddresa; iand mmruél A kcodiveleed RoWRN S address into a
ereln .t he sfer unit connects the information
%\‘i‘@m gﬁﬁitesara‘ﬁt‘?eﬁetv\ork and the plurality of

| nformati on providi ng-side networks. 25 3. The

comuni cation systemof Claim1, wherein the transfer

U Thecommuhization spdeieEClaih ac hﬁi@r&ﬁ t%@tt?aﬂsrfé}n&ﬁ't th&Horizes a

tg_rthe i nformati on providin unit fromt

shRkk valnet foar@mamcémt ¢fnthe inforoeiich migttmﬁ:kﬁn the information

HARERR IR TR0 B teaiiiee the hitearldmabin ¥ a0 amount

iofifte N@Fdratatiod0 daO¥idivad #hint
transmtti ng:l si de addr ess. by tl%)é %%@%@%ﬂ providing unit via the

Rafprmebion @tmémgﬁad&ﬂeﬂvoﬂﬂmd: comtrols Gainkfen of s BEhShitting-side
the fra unit converts an
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information providing unit fromthe information
transmtter, into a commopn address, converts a
6o e repronanication spsteimessClanhol , avireid tHeifsindfion data is video
?jgg%ess, converts an address attached to data 5

smtted to the information transmtter fromthe
information providing unit, into the common address,
and converts a converted commpn address into a
7t The wbinbiigcatictesyRtsh 8 Elaitn 1, WRerd A HasBbAL B S8 Pmation
of Claim 1, wherein the transfer unit nenorizes a
providing-side network and the information transmitting-side network is a virtual |

private network.

8. A transfer device connects an information providing-side network connecting an
information providing unit providing information data and being restricted access,
and an information transmitting-side network connecting an information
transmitter obtaining the information data by transmitting request data for
requesting the information data to the information providing unit and
transmitting obtained information data to a terminal and being restricted access,

determines whether or not transmitting-side data received via the
information transmitting-side network is data transmitted from the information

transmitter, and whether or not providing-side data received via the information



10 threshold value for an anount of the information

data fromthe information providing unit for transfer
W@e00an0d835 conpares the threshold val ue w th anPGrpRM03/013126

of the information data received fromthe infornmation

providing unit via the information providing-side

networ k, and controls transferddf the

transmtting-side data and the providing-side data

b .
DERBE SRR ¢ Rt Eitbini, Rom s GAortcs providing unit

vanido data 7. The communi cation systemof Caiml,
wherein at | east one of the information 20
pr ovi di Hgosfexsehe drapsmpiting sidealatm fiod the peoviding-side data based on
e network is a virtual private
né?ﬁﬁﬁkk&@ggﬁgygﬁnsfer devi ce connects an information
5 providi ng-side network connecting an information
providing unit providing information data and bei ng
restricted access, 25 and an information
transm tting-side network connecting an information
transmtter obtaining the information data by
transm tting request data for requesting the
information data to the information providing unit and
transmtting obtained information data to a termna
and being restricted access, determ nes whether or not
transmtting-side data received via the 30
information transmtting-side network is data
transmtted fromthe information transmtter, -and
whet her or not providing-side data received via the
i nformati on WO 2004/ 036835 PCT/JP2003/ 013126 42
provi di ng-side network is data transmtted fromthe
information providing unit, and transfers the
transmtting-side data and the providing-side data
based on determnation results. 5




