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criteria for a pan-European mobile telephone system. GSM is

currently recognized as an acronym for Global System for
Mobile communications, and represents the criteria developed
as a result of the work of the Groupe Spécial Mobile. 1In

10 general, GSM represents a set of mobile telephone standards
and specifications. Equipment that meets GSM standards in
one GSM network is compatible with any GSM network. GSM

networks now exist worldwide.

15 DESCRIPTION OF DRAWINGS

Figure 1 is a diagram of a communications network.

Figure 2 is a diagram of a communications network
including an anonymizer.

Figure 3 is a conceptual diagram depicting the flow of

20 data, and goods or services in an electronic transaction

involving an anonymizer.

Figure 4 is a diagram of an anonymizer.

Figure 5 is a flowchart illustrating techniques for

providing anonymizer service.



Figure 6 is a flowhart illustrating variable anonymty. DETAILED
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providers of goods and services, while maintaining a degree

of personal privacy. The techniques are especially

advantageous in the context of a GSM network, but are not

10 limited to GSM.

GSM systems are digital systems that employ time

division multiple access techneclogy, allowing several

subscribers to share a frequency channel at the same time.

GSM systems are intended to interface with digital

15 communication networks such as the Integrated Services

Digital Network (ISDN). GSM systems are also intended to

work with analog communication systems, such as the

Switched Telephone Network (PSTN).

Public

Figure 1 shows a typical communications network 10 that

20 includes GSM systems. A subscriber obtains wireless access

to network 10 via mobile device 12. Mobile device 12 may be

any kind of terminal that accesses network 10, such

as a

mobile telephone handset. Mobile device 12 typically is

assigned a unique International Mobile device Identity,

25 which identifies each piece of mobile device 12 to network
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WO 02/ 054321 PCT/US01/50662 10. In addition, nobile device 12'interfaces
with Subscriber lIdentity Module (SIM 14, which uniquely identifies the
subscri bavovposaetimwork 10. A typical SIM14 is a smart caPOTAUR@E5066
inserted into a GSMterm nal. The 5 subscriber can nake and receive calls
wi th nobile device 12. Mbile device 12 accesses network 10 by

establ i shilng arnwed&l€©ssn capminecaéiyOfe | 1MknMet-fiagebageri ranscei ver station
16. Base transceiver station 16 includes a transceiver that defines a

cel lul ar cabkicRrgbarerieBass toanseeiyen) stat vonckOudbghym) cal ly handles the
w reless protocols with nobile device 12. A plurality of base station

transcei valenah €iec§enes addnsdranageds bye gvdase ost aki @@i:&mt rohd ey 18. A
plurality of base station controllers is usually coupled to a nobile

services sw tchinAgr ceMErerd 1Whi ahet¥dh Caldyy 228k8 LorRtha cenhkal
conponent in the cellular network. Base transceiver station 16, base

station C%@ﬁo@,@&hsérl&mgaker@%l Scg8lvd C&Snsswwtl%hl RO EENIRLyi2Q abe
typically operated under the auspices of a GSM provider 22. Mobile

services switcbpg) e eicLq @E@EE?&Q%&‘MJ}k %@ B&hﬁét%@gﬂlhﬁ%' on

services, such as ISDN 24 and PSTN 30, each of which may be operated under

t he auspi %%e?%ssdbéwﬂgaﬁwghﬁ%iwsa Rl ierse %v@ﬁ s 2PNy 24 and

PSTN 30 provide service to cribers such as te one custoners 32. In

add'tlon’16$DNBgéeagfg£§%g¥€§% Q@Xtﬁgﬁhl6 includes a transceiver that

defines a cellular calling area. Base transceiver station

10 16 typically handles the wireless protocols with mobile
device 12. A plurality of base station transceivers are
generally managed by a base station controller 18. A
plurality of base station controllers is usually coupled to
a mobile services switching center 20, which typically acts‘

15 as a central component in the cellular network. Base
transceiver station 16, base station controller 18 and
mobile services switching center 20 are typically operated
under the auspices of a GSM provider 22.

Mobile services switching center 20 interfaces with

20 other communication services, such as ISDN 24 and PSTN 30,
each of which may be operated under the auspices of
different communications suppliers 26, 28. ISDN 24 and PSTN
30 provide service to subscribers such as telephone
customers 32. In addition, ISDN 24 and PSTN 30 may each

25 connect to automated subscribers 34, such as computers,
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25 connect to automated subscribers 34, such as conputers, 3 WD 02/054321
PCT/ US01/ 50662 copyi hg nachi nes, toll booths or Vendi ng nachi nes. Tol
boot hs amdovreddng machi nes, for exanple, nay di spense SPEVUSEE0662 goods
when provided with a signal authorizing themto do so. 5 In typica
network 10, a subscriber can use nobile device 12 to place an electronic
order for cgpoisg afiactiatas,cesllThostliy asaehtiang maychimeay.ocasied in severa
ways, such as by accessing an account or authorizing paynment by credit

card. OneppBth9dak@IvidiGRSskBEihde, tfaNsaehpbls, ifay Sdilspetse subscri ber
data stored in SIM14. Invoices can then be billed to the subscriber's

account WskhvGSMs psOVddiRIs whdn JyPyLddd Witthe aepi §hyl raaeiodingnghe order
| earns personal information fromthe subscriber's SIM 14 and nobil e
devi ce 12;nh8pChsags the subscriber's identity, location or 15 calling
pattern. In exchange for the sinplicity of making an electronic

transactional ofdeypfd1 GRAUSIRI 16LMYIHiBScripUbSEsh et nivRY 1B€ gi ving up
sonme of their privacy. The techniques described bel ow al |l ow GSM

subscri beygt Be P{£SES YR ddaeiah, BRI EVEEN Wi 8Bk RO &dfCTJroNi ¢ transacti onal
orders 20 for goods and services. Figure 2 shows a conmuni cati ons network

50 that i;aelydes. a 4N %SheatpZon Uy kR RebweLked O Pisiguie 1,

ways, such as by accessing an account or authorizing payment
by credit card. One method for processing the transaction

10 1s to use subscriber data stored in SIM 14. Invoices can
then be billed to the subscriber’s account with GSM provider
22. Typically the entity receiving the order learns
personal information from the subscriber’s SIM 14 and mobile
device 12, such as the subscriber’s identity, location or

15 calling pattérn. In exchange for the simplicity of making
an electronic transactional order for goods oxr services,
subscribers may be giving up some of their privacy. The
techniques described below allow GSM subscribers to preserve
their privacy while making electronic transactional orders

20 for goods and services.

Figure 2 shows a communications network 50 that

includes a GSM system 52. Unlike network 10 of Figure 1,
network 50 of Figure 2 includes an element 54 to be called
herein an “anonymizer,” because it provides anonymity

25 service. In Figure 2, anonymizer 54 provides anonymity
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network 50 of Figure 2 includes an elenent 54 to be called herein an
"anonym zer," because it provides anonymty 25 service. In Figure 2,

anonyn zayo bzlojasnvi des anonymty 4 WO 02/ 054321 PCT/ USO1PEDE6@/506@r Vi ce t o
GSM subscri bers using network 50. Network 50 of Figure 2 also includes a
payee 56, which may be an automated subscriber |ike automated subscri ber
34 in Fi gyeevice Ac&BIM UsiscT8behs ssthsr midiesrkos50 he waorvyd BY SErvi ce
provi ded by 5 anonym zer 54 interfaces with network 50 via an interface

such as nuhigheedevaTseo lihciRayeeaSpaydd e3d,a6@S cw hlly Ned Wil kauthyaway of an
interface such as a connection to PSTN 30. Anonym zer 54 is shown in Figure

2 as interspesedibdet waen FAStNa804damth fayier 5684 bt radorym zen B4mmay i o0
comuni cate with payee 56 by way of PSTN 30, or by way of another

comuni catiselr 6BanRRE! sudIHiMRETRh eLhANNHTIERR, B24rveedl gk e eliaeed at ot her
| ocations in network 50. Anonym zer 54 could be, for exanple, part of GSM

syst ems52 andRYn@per af £ e cbhewatis OS8R & sESWLRr oI defe 22 celd
Anonym zer 54 may alternatively be operated under the auspices of PSTN 30

or any Ot@%&hCQQ“HB%EfgHﬂﬂanOYQderPay&@@%ﬁ%&%b??a@ésaﬂﬁﬂqu%%6r§4 may al so
be offered by an anonymty service provider independent of the

conmuni Cak0flayN6E VK ki (FLRET DR, o ANOUGLEEE 84 |5 Ay 4T ted to 20

application wth an anal og system such as PSTN 30, but
Anonymizer 54 is shown in Figure 2 as 1nterposed

between PSTN 30 and payee 56, but anonymizer 54 may

10 communicate with payee 56 by way of PSTN 30, or by way of
another communication channel. Furthermore, anonymizer 54
could be placed at other locations in network 50.
Anonymizer 54 could be, for example, part of GSM system 52
and operated under the auspices of GSM provider 22.

15 Anonymizer 54 may alternatively be operated under the
auspices of PSTN 30 or any other communication provider.
The service of anonymizer 54 may also be offered by an
anonymity service provider independent of the communication
network. Furthermore, anonymizer 54 is not limited to

20 application with an analog system such as PSTN 30, but may
provide anonymity in a digital system such as ISDN 24 (not
shown in Figure 2).

Subscriber 58 to the anonymity service provided by

anonymizer 54 may conduct transactions by providing no

25 personal data or by providing a selected amount of personal
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provi de anonymty in a digital systemsuch as ISDN 24 (not shown in Figure
2). Subscriber 58 to the anonymty service provided by anonym zer 54 nmay
conduct twanyesasilons by providing no 25 personal data or PgT/ps@viceéng a

sel ected anount of personal 5 WD 02/054321 PCT/ US01/ 50662 dat a.

Anonymi zer 54 protects the' privacy of subscriber 58 by provi di no
personal datfzor matioogmieer | 5 4inwead qedss shal Privor Pékt PYRSCELP PR 56. Figure
3 illustrates an exenplary transaction using 5 anonym zer 54. Subscri ber

58 pl acespprpehwcingnho pérserssctingranabieer ForlidiG66dPBFSSRvi ce from
payee 56, using nobile device 12. Subscriber 58 sends information that
will be neetiaahdtd oprotespayde ©i-der, such as the kind of service desired
or the quantity of product needed. In 10 addition, other information about
subscri ber 58 pmjudee 3 tiianshidted surorapieay | {ranazct 188 PRe"hame of the
subscriber, the location of the call and the equi pment used to make the
or der . s Thigohyifdgratsidaon Babpassett t8 GINCsystentlBLroaRd may be rel ayed via
PSTN 30 to anonymi zer 54. 15 Anonymi zer 54 relays the order information to
payee 56 t{yhoafTBNA30 cetent her < ommehiocaskoniehafwrel paveat “does not  rel ay
the other information about subscriber 58. Instead, anonym zer 54 may pass
al ong |inm;sedyimdwiratdeancabont  Subscriber 58 sends information
that will be needed to process the order, such as the kind
of service desired or the gquantity of product needed. In
10 addition, other information about subscriber 58 may be
transmitted automatically, such as the name of the
subscriber, the location of the call and the equipment used
to make the order. This information is passed to GSM system
52, and may be relayed via PSTN 30 to anonymizer 54.
15 Anonymizer 54 relays the order information to payee 56
(via PSTN 30 or other communication channel), but does not
relay the other information about subscriber 58. Instead,
anonymizer 54 may pass along limited information about
subscriber 58. The information passed along is authorized
20 by subscriber 58. For example, anonymizer 54 may pass along
an address to which delivery is requested. In addition,
payee 56 may pass information to anonymizer 54 to be relayed
to subscriber 58, such as a confirmation number, or a demand

for additional information. Anonymizer 54 may also pass

25 along to payee 56 personal information about subscriber 58,
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subscri ber 58. The information passed along is authorized 20 by subscriber
58. For exanple, anonym zer 54 may pass along an address to which delivery
i s requew@dxoi4s2iaddi ti on, payee 56 mmy pass i nfornmati onP€CDUSOIGHG6E zer 54
to be relayed to subscriber 58, such as a confirmation nunber, or a demand
for additional information. Anonym zer 54 may al so pass 25 along to payee
56 personals wiflor at descabeat isubscei detraif8 beldwWO BRYO543REIRPCHHUSOL/ 50662
as wWll be described in nore detail below. After receiving a satisfactory
order, payeeabtspaovoresotder,ppegdaet 56 arovsielesi tas poodudiscrirber 58 or to a
reci pi ent designated by subscriber 58. 5 Paynent for the products or

servi ces mmyvheechandl etbdidrilgevépabrwaysa Agiphewn dasfdrgutteel By a voucher
may be passed to anonym zer 54, which relays an anonym zer voucher to
payee 56. shibsgehbeal 58a voucher represents an el ectronic paynent

aut hori zation, such as a credit or other record io exchangeable for
paynents. The vedghenttfansind peddhytananywdaacesdmbp payesmdiedmay al so
represent a guarantee of paynent, such that payee 56 does not bear a risk
of nonpayrReRirafl Ofaps DdUKE SHRRMSehVIL@sSrdle i weredchSuhsLy iderasS8etl timatel y
pays for the goods or services 1is provided by payee 56, but subscriber 58
typical |y feansoapmiestiiy, aiieh thagypayearbynitoerexsigl«es tas illustrated

N

payee 56. In general, a voucher represents an electronic
payment authorization, such as a credit or other record

10 exchangeable for payment. The voucher transmitted by
anonymizer 54 to payee 56 may also represent a guarantee of
payment, such that payee 56 does not bear a risk of
nonpayment for products or services delivered.

Subscriber 58 ultimately pays for the goods or services

15 provided by payee 56, but subscriber 58 typically pays an
entity other than payee 56. For example, as illustrated in
Figure 3, an arrangement between the GSM provider 22 and the
anonymity service provider results in a voucher being
transmitted from GSM system 52 to anonymizer 54. The bill

20 for the goods or services may be added to the bill for GSM
service sent to subscriber 58 by GSM provider 22.
Alternatively, the bill for the goods or services is then to

the bill sent to subscriber 58 by the anonymity service

provider.



Figure 3, an arrangenent between the GSM provider 22 and the anonymty
service provider results in a voucher being transmtted from GSM system 52
to anonymwaerodd21 The bill 20 for the goods or services npgTsIEdee@d to the
bill for GSM service sent to subscriber 58 by GSM provider 22.
Alternatively, the bill for the goods or services is then to the bill sent
t o subscri ber B8shytéhedaamprariolfy agenymieer Hiovisdehowrd MD 2384321

PCT/ US01/ 50662 A system di agram of anonym zer 54~is shown in Figure 4.
Anonym zerarihymiekydes TodimddsCabmatni cderdradese8@aand 82,andg2whi ch

anonym zer 54 connects to PSTN 30 or |ISDN 24, and by which anonym zer 54
conmuni caties wiiith snbsetiber 548 cantdebt payeerT®. 3bNnosoONEDCI ILURBIHANCES
anonym zer 54 may function wth a single comunication interface.

Anonymi zerppb4hakhoantRymiNet tde cdahahaser 86 ,wiwhi ehbstoiiesr i 3% @mamt i on about
subscribers, including directives as to the degree of anonymty desired by

each swbsqdaylé@r%lo ARosye 28 chstantderardigiides pt 06£psOind4 onWhi ch
perfornms several functions associated with anonymty service. For exanple,

processor 841 et ki BYES EathRITRGIteBn §hom gatabaseo8bmabertssuhseri bers'
desired anonymty. Processor 84 al so receives subscribers' orders from one
15 comunixGAt 1198118k edde0sa 20 sandwhebRYstd e Aned8ifaV¥ién &about
subscribers, including directives as to the degree of
anonymity desired by each subscriber.
10 Anonymizer 54 further includes processor 84, which
performs several functions associéted with anonymity
service. For example, processor 84 retrieves information
from database 86 about subscribers’ desired anonymity.
Processor 84 also receives subscribers’ orders from one
15 communication interface 80 and relays the orders via a
second communication interface 82. 1In addition, processor
84 stores subscriber information in database 86. Anonymizer
54 may be implemented, for example, as a computer system.
Techniques employed by anonymizer 54 may be implemented as
20 software, which may be stored in a machine or computer
system on any machine-readable medium such as a magnetic
disk or optical drive, or may be stored within non-volatile
memory such as read-only memory (ROM).
Figure 5 is a flowchart illustrating techniques for

25 providing anconymizer service. In an exemplary



second communi cation interface 82. In addition, processor 84 stores
subscri ber information in database 86. Anonym zer 54 may be inpl enented,
for exanpVep2/@d3A conputer system Techni ques enpl oyed bpCrEusyIwher 54
may be inplenented as 20 software, which may be stored in a machine or
conputer system on any nachi ne-readabl e nmedi um such as a magnetic disk or
opti cal dreorgigorantynpeastomecewi bl pe s@hvar|dital eclaeadryo suich as
read-only menory (ROM). Figure 5 is a flowhart illustrating techniques for
25 provi dingpsamdbygnt zesrder Visteh bB ahe exésqd iary oF Yo 024 95432 he

PCT/ US01/ 50662 configuration, anonym zer 54 receives data related to a
subscri berpducdebyr sdehi@s ddid dedenbhiiytiod g ipgyee, gt&ecigpr oduct or
service desired, and the quality or quantity desired (90). Anonym zer 54
al so receideas rédat gondentAdori g Zert Be aUHS CrddEIve(s9Qhta ADQEY I AMB4
retrieves fromits database information about the subscriber, including,

for exanpuie stbecdegeee(dd) prinvaaymbioebesaffayrdedesherogubseri ber. Sever al
degrees of privacy may be offered, providing a io range of anonymty. One

degree of @nQmEREt YnEsrhot8dn ARY BheYsulds PAYRE,r 668l Ve@snyo REr sonal
i nformati on about a subscriber having total anonymty. The subscriber may
specify a d:es§8k,degEege§fc@INYHi kY chYL 8l bOW 113 r3R@NY AL ZET
subscriber.
Several degrees of privacy may be offered, providing a
10 range of anonymity. One degree of anonymity is total
anonymity. A payee receives no personal Iinformation about a
subscriber having total anonymity. The subscriber may
specify a lesser degree of anonymity by allowing anonymizer
54 to relay to payee 56, for example, information about the
15  subscriber’s name but not information about the subscriber’s
address, telephone number or calling patterns. The
subscriber may also specify that information about him be
kept from payee 56, but that demographic information abou%
him be disclosed. A subscriber may permit payee 56 to know
20 the town where subscriber lives, for example, without
disclosing the subscriber’s name or address. A subscriber
may also provide payee 56 with a pseudonym or a frequent-
purchaser identification code. Another form of anonymify
may vary on the basis of the identity of the payee. The

25  subscriber may authorize disclosure of more personal data
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54 to relay to payee 56, for exanple, information about the 15 subscriber's
name but not information about the subscriber’'s address, telephone nunber
or cal |'i mgopaverins. The subscriber may al so specify thapCT/uberives2 on
about himbe kept from payee 56, but that denographic infornmation about
hi m be disclosed. A subscriber may permt payee 56 to know 20 the town
wher e subgksh heraddives ait-plaexaipdlest o tthouexamp el adiangwhhe subscri ber's
nane or address. A subscriber nay also provide payee 56 with a pseudonym
or a frequeddrimyrakases.i denthfieat iforncodeandmptiier ihgoAves anonynity

may vary on the basis of the identity of the payee. The 25 subscriber may
aut hor i ze~gi §6t QSHHE @fonyBE ey per@onal wdatlabe e M) H2/«@5432hoPET/ USO1/ 50662
when ordering airplane tickets, fbr exanple, than when ordering flowers. A
further fgepupf Wity involves "negotiated anonymity," which will be
explained in nore detail below. 5 After retrieving the information from

the database APZdr Rangrizgrthd iefaymtdahattonpayeelaibpasach as the
order and voucher information (94). Anonym zer 54 may al so pass along to

payee 56 @BoNyNDusHyriesdy fsiacabi 8ps dadin Ho @ayeedBbéa @outast hiei dentity of
the subscriber that the 10 subscriber has authorized to be passed along. In
addi tion, ,,.800NY/H 285, 2k Oh dicBahb Yo C8SSesnbhgmi &N FACa@Na(96) ,
pass along to payee 56 anonymous identification data, i.e.,
data about the identity of the subscriber that the
10 subscriber has authorized to be passed along. In addition,
anonymizer 54 ordinarily processes the transaction (96),
which may include debiting the subscriber’s account for the
voucher issued to payee 56, or acknowledging a voucher
received from GSM provider 22. Anonymizer 54 may also relay
15 information from payee 56 to the subscriber, such as a
confirmation number (98).
As described above, anonymizer 54 may provide a range
of anonymity. Figure 6 is a flowchart illustrating a
variable anonymity technique. In this technique, the degree
20 of anonymity may become part of the transaction, and is
automatically “negotiated” by anonymizer 54 on behalf of
subscriber 58 and payee 56. Anonymizer 54 relays an
anonymous order for a product or service to payee 56 (100),
and includes an offer to provide additional information

»5 about subscriber 58 in exchange for consideration from payee

10



whi ch may include debiting the subscriber's account for the

to payee 56, or acknow edgi ng a voucher received from GSM provi der

Anonym zeavo5Zos¥B al so relay 15 information from payee S56PCDUBHIES0662
subscriber, such as a confirmation nunber (98). As described above
anonym zer 54 may provide a range ’

voucher

i ssued
22.

of anonymty. Figure 6 is a flowhart

i | lustratigg suchvansi abbigsanonyni tThet efhak que pdaTapfihgrieehinjue, the degree
?0 of anonyplty may become part of the transaction, and is automatically
negot i at &glssdni rOBENI ZBf Bdyan SSehakbpbs (Bldscrenbavmbgernntt payee 56.

Anonym zer 54 relays an

anonynous order for a product or service to payee

56 (100), praihdNalhedasdani ofd eritfrpaoybdetadeitacoRdl (LhPbrard i on 25 about

subscri ber 58 in exchange for consideration from payee

10 WD 02/ 054321

PCT/ US01/ BRS62-arbfictsbahpascaedl sgaunt.. PhgeofFemays rpiechutiori zed by
subscriber 58. If payee 56 accepts (104), anonymi zer 54 provides the
addi ti pnabried armtgen rbetpay eeontrbf@prantio ¢ he tHeagesasti on proceeds

(112).
Payee' s

10

15

20

25

Payee 56 nmay reject the

5 offer and put forth a counteroffer (106).

couNt er ot fear By, £bor LRyl e prppopese snsinglr di sdpecouwrt or
request nore information. Anonym zer 54 evaluates the counteroffer

accor di Ng L QP SHBLENS fRrAYE bS] Y e zzeds4 byvsibsersi i
stored inrdg%abase 86F'If t he Y hyon by sl bbe 58, which are

counteroffer according to parameters previously authorized
by subscriber 58, which are stored in database 86. If the
counteroffer is not within the parameters, the counteroffer
is rejected (114) and the transaction proceeds (112). If
the counteroffer is accepted, anonymizer 54 provides the
additional information to payee 56 (110) and the transaction
proceeds (112).

The techniques shown in Figure 6 are for purposes of
illustration. Variations of the techniques are possible.
For example, payee 56 may initiate the offer to provide the
product or service at a discount if additional information
is provided, and anonymizer 54 may counteroffer. Subscriber
58 may also specify a range of permissible prices,
quantities or degrees of personal information, allowing
further offers and counteroffers. In addition, payee 56 may
refuse to accept anonymous orders, in which case its
counteroffer represents a stipulation that unless certain

information is provided, there will be no transaction.
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10 counteroffer is not wwthin the paraneters, the counteroffer is rejected
(114) and the transaction proceeds (112). If the counteroffer is accepted,
anonynm zevo bzloqasnvi des the additional information to payrer/H60hie) and
the transaction proceeds (112). 15 The techniques shown in Figure 6 are for
purposes of illustration. Variations of the techniques are possible. For
exanpl e, payee: 36mpey Pfii enaedindrg sofffeche olipreoviide thee peeduct or service
at a discount if additional information is provided, and anonym zer 54 may
count er of fescriSidsscr RBeho2fh Sgharehechindquspetof ynad ntanigéngf vpetronssi bl e
prices, quantities or degrees of personal information, allowing further
of f ers andegrad exfobhengmity laidd theem, dpayetbd&® imayher ebusext coaccept
anonynous orders, in which case its counteroffer represents a stipulation
t hat unl e63M certtvaink, 25hepf paydte onlapsedr bvi gy, ndthverrd wnl vhbeh no
transaction. 11 WO 02/054321 PCT/ US01/ 50662 A nunber of enbodi nents of

t he | nvensiloschidesr réehedesceratbeitd haktihgugbridelt dolfoirgqaésofior mai nt ai ni ng
vari ous degrees of anonymty have been described in the context of a GSM
net wor k, pheyedrayp bepagapt edThiasamndnetnor kethivodiriesht saabesubsletn ber w shes
to avoi d having personal information passed to a payee. These and ot her
enbodi mentise ags@pM i thet Bel seapey aflatihe.f ol | owi ng cl ai ns.
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12 WO 02/ 054321 PCT/ US01/50662 CLAIMS 1. A nethod conprising: receiving an
el ectronic order froma first party; receiving information about the first
party; Swoarnewsiiti ng the order to a second party; transnPCTURE/I06RS
information about the first party to the second party than was received;
and transmtting a voucher to the second party. 2. The method of claiml,
further &difdfSsing transnmitting io no information about the first party to
the second party. 3. The nethod of claim1, further conprising
transm tti-ng AsBpébe@deempmisi@mdizon about the first party to the second
party, wherein transm ssion of the selected information is authorized by
the first partgceigingsan elfpdnenthodréér ciraimmal fifratt hberteonpri si ng
retrieving information froma database concerning the first party, and
sel ecting i nf seralvong aboiarmeid ohi phouparhey figstt panspi ssion to the second
party based on the retrieved information. 5. The nethod of claim4, wherein
retrieving retoprdsmitomg 2thea oddeabasea cormerhnipagtyhe first party conprises
retrieving 13 WO 02/054321 PCT/ US01/ 50662

transmitting less information about the first party to

the second party than was received; and

transmitting a voucher to the second party.

2. The method of claim 1, further comprising transmitting

10 no information about the first party to the second party.

3. The method of claim 1, further comprising traﬁsmitting
selected information about the first party to the second
party, wherein transmission of the selected information is
authorized by the first party.

15

15 4. The method of claim 1, further comprising retrieving
information from a database concerning the first party, and
selecting information about the first party for transmission

to the second party based on the retrieved information.

5. The method of claim 4, wherein retrieving records from

20 a database concerning the first party comprises retrieving

13



directives describing the information' to be withheld fromthe

party. 6. The nethod of claim1, wherein receiving information S:ggzs t he
first pawgovewpri ses receiving information about s the PCT/ABo@GE2y from a
subscriber identity nmodule. 7. An article conprising a conputer-readable
medi um whi ch stores conputer-executable instructions for receiving and
transmittyngetpf Qsamdd yriviihg thstinmtirend ovabsipg el theeHidnéroto: 10
receive an electronic transactional order froma first party; recei ve

i nfornati @Reaboubnd eaAddy.st party; transmt the order to a second party;
transmt less infornmation about the first party to the 15 second party ’
than was received; and transmt a voucher to the second party. 8. The
article of claim?7, the instructions further causing the machi ne to
transmt no inkbEaiigey aowlatihel, fiiateiparkyetvinpeistrordigarty. 20 20
9. The article of claim7, the instructions further causing the machine to
transnit select efei pf P5¥BId Y abaytidds WR RANA54320E POTAHISOLA50862 t he
first party to the second patty, wherein transm ssion of

5 the first party from a subscriber identity module.

7. An article comprising a computer-readable medium which

stores computer-executable instructions for receiving and

transmitting information, the instructions causing a machine

to:
10 receive an electronic transactional order from a first
party;

receive information about the first party;

transmit the order to a second party;

transmit less information about the first party to the
15 second party than was received; and

transmit a voucher to the second party.

8. The article of claim 7, the instructions further
causing the machine to transmit no information about the
first party to the second party.

20

20 9. The article of claim 7, the instructions furthexr

causing the machine to transmit selected information about

14



the selected information is authorized by the first party. 10. The article
of claim?7, the instructions further causing the machine to retrieve

i nf or mat ivom 04/033B21a dat abase 5 concerning the first partypCuudIs®b@cCt

i nformation about the first party for transm ssion to the second party
based on the retrieved information. 11. The article of claim 10 wherein
retrievinghenkorgmtpony fuorha satabhgeitgnceharatn tiransnissipar f
conprises 10 retrieving directives describing the information to be

wi t hhel d f.pamithecsgsonteqpantyonl?s Ahharitied byofhel &iraty palérei n
receiving information about the first party conprises receiving
informati on about the first party froma subscriber identity nodule. 15
15 13. A system conprising: a processor and a dat abase, wherein the
processor {igs copti gureehd o eaaiiMe7, | tHorinattirontabost furfliarst party,
wherein the processor is configured to receive an electronic transactional

order from2Q;tRethbriichaid o Waeretve thef qumacessof rom ansirttadbaske or der
to a secon§ party, and wherein the database includes 15 WD 02/ 054321

PCT/ USQ1/ %@@%rn&ﬂ%o{:ﬁ@t FORsakRuEt vl hend i $&le qarinfoandt ich raptity gse
describing the information about the first party to be transmtted to
first party for transmission to the second party based on

the retrieved information.

11. The article of claim 10 wherein retrieving information
from a database concerning the first party comprilses
10 retrieving directives describing the information to be

withheld from the second party.

12. The article of claim 7 wherein receiving information
about the first party comprises receiving information about
the first party from a subscriber identity module.
15
15 13. A system comprising:
a processor and a database,
wherein the processor is configured to receive
information about a first party, wherein the processor is
configured to receive an electronic transactional order from
20 the first party, wherein the processor transmits the order

to a second party, and wherein the database includes

15



the second party. 14. The systemof claim 13 further conprising a 5
comuni cation interface coupled to the processor. 15. The systemof claim
14 wher eiwO bhies4priocessor receives information about the PCT/EBOASG2y and an
order froma first party by way of the communication interface. 16. The
system of claim 14 wherein the processor transmts 10 the order to a
second parinfobya¥eyn afbdute themiiins capddry andt difaceivesy demeei®ysfem of
claim 13 wherein the directives describing the information about the
-first party tarbemapi®vigdedtt ahtheisec grdtyartbybenttamgenigdednérers i s
defining the information to be provided in exchange for consideration from
t he secondiRakt¥ondBpafepystem conprising: a comunication network; a first
party interface coupled to the network; 20 a second party interface coupl ed
to the network; and 16 WO 02/054321 PCT/ US01/50662 an anonymi zer,
conprising a processor, a database and a conmmunication interface, the

anonym zer; couphgdsl,gtéhesf nawar k3byuttiee:carampiisahoa i nterface, wherein
t he anonym zer receives information about a s first party, the anonym zer

recei ves an, £l £GLeRLE PhE&¥Fface coupled to the processor.

15. The system of claim 14 wherein the processor receives
information about the first party and an order from a first

party by way of the communication interface.

16. The system of claim 14 wherein the processor transmits
10 the order to a second party by way of the communication

interface.

17. The system of claim 13 wherein the directives
describing the information about thelfirst party to be
provided to the second party include parameters

15 defining the information to be provided in exchange for

consideration from the second party.

18. A system comprising:
a communication network;
a first party interface coupled to the network;

20 a second party interface coupled to the network; and

16



pl aced on the network through the first party interfa ' [
configured to transmt the order to the geco%d partycshtgrfacgnogﬁ{jn tzﬁtra e
anonym zavooxoserf i gured to transmt |less information abPOT/USES0BG2r St
party to the 10 second party interface than was received. 19. The system of
cl aim 18 wherein the conmmunication network includes a GSM network. 20. The

system of cl aidp I owRanetn, tdenddirssingpar byocemsar,f acdatabhreged"d X i
. . , . . ubscrib
identity nodule, and wherein 15 infornmation about the first party recei v:(rj

by the anonymiZ&iatiics SHPRkESEL pytichansubstréberouimdant it
_ | rythedule. 21. T
system of claim 18 wherein the comunication network i n)él udes an e

i ntegr at e, se5M 685 tHDichbRhunetaoidn in22rfihe, system of claim 18 wherei
) . p ere
t he conmmuni cati on 20 network includes a public switched tel ephone netvv:)Pk.

17 WO 02/ 05432}, BCHUSOY 506620123 redeivkedinbopnatsiangabgbéc
/ _ ; cién
el ectronic order with a second party on behalfmg:cl aqur?rs{9 partg;agnd

PLOVi di ngf&?%@?ﬁ@%ﬂ'ﬁn @Rouhohlei 4 ¥ Sfequdntey o thectirsecondeparty; wherein
e agount of information provided is a function of consideration fromthe
second paph¥neddon He MRINGIKOE Eb@GIN 3 frurbhepacoppinitsintgoet f Bheng to
anonymizer is configured to transmit the order to the second
party interface, and the anonymizer is configured to

transmit less information about the first party to the

10 second party interface than was received.

19. The system of claim 18 wherein the communication

network includes a GSM network.

20. The system of claim 19 wherein the first party
interface includes a subscriber identity module, and wherein
15 information about the first party received by the anonymizer

is supplied by the subscriber identity module.

21. The system of claim 18 wherein the communication

network includes an integrated services digital network.

22. The system of claim 18 wherein the communication

.0 network includes a public switched telephone network.

17



provi de identifying information in exchange for 10 consideration fromthe
second party. 25. The nmethod of claim23 further conprising: receiving an
of fer of wonzodderiati on fromthe second party in exchangeP€DuUS@rgézdi ng
information about the first party; and 15 deciding whether the offer is
accept abl e based upon paraneters specified by the first party prior to

pl aci ng the. of d¥chodbcoMprasingd e conprising a conputer-readabl e medi um
whi ch stores conputer-executable instructions for receiving and 20
transmtting inforimmt a@ne1tberomsd ramcteirons toaasiepral pachivnen to: 18 WO
02/ 054321 PCT/'USOL/ 50662 pl ace an electronic order with a second party on

behal f ofcgaffrst Paritrt padtpr avidle i nformati on about the first party to
the second party; 5 wherein the amount of information provided is a

function of copsideliald anrbrpatisie seeandhpafiyst 2 rtthécakbecl e of claim
26, the instructions further causing the machine to offer to provide

identifyi adcohAfQ4M@Ei on in exchange for consideration fromthe second 10
party.

wherein the amount of information provided is a

function of consideration from the second party.

24. The method of claim 23 further comprising offering to
provide identifying information in exchange for

10 consideration from the second party.

25. The method of claim 23 further comprising:
receiving an offer of consideration from the second
party in exchange for providing information about the first
party; and
15 deciding whether the offer is acceptable based upon
parameters specified by the first party prior to placing the

order.

26. An article comprising a computer-readable medium which
stores computer-executable instructions for receiving and
20 transmitting information, the instructions causing a machine

to:
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28: The article of claim26, the instructions further causing the machine
to: receive an offer of consideration fromthe second party in exchange
for provividnyos4pfior mati on about the first party; 15 and Beriude/swet her the
offer is acceptable based upon paraneters specified by the first party
prior to placing the order. 19
place an electronic order with a second party on behalf
of a first party; and
provide information about the first party to the second
party;

5 wherein the amount of information provided is a

function of consideration from the second party.

27. The article of claim 26, the instructions further
causing the machine to offer to provide identifying
information in exchange for consideration from the second

10 party.

28. The article of claim 26, the instructions further
causing the machine to:
receive an offer of consideration from the second party
in exchange for providing information about the first party;
15 and
decide whether the offer is acceptable based upon
parameters specified by the first party prior to placing the

order.
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