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CROSS-REFERENCE TO RELATED APPLICATIONS

[6061] This application claims the benefit of U.S. Provisional Application No.
60/970,863, filed September 7, 2007, which is hereby incorporated in its entirety by

reference.

FIELD OF THE INVENTION
[0062] This invention relates generally to information technology (IT) systems, and more
specifically to systems and methods for automating and deploying IT solutions in an

enterprise environment.

BACKGROUND OF THE INVENTION
[0003]  An enterprise environment includes multiple managed endpoints, such as user
workstations, switches, and routers. This enterprise environment is managed by management
computers that perform various information technology (IT) tasks on the managed endpoints.
For example, a management computer may install software or patches on the managed
endpoints, send messages to the managed endpoints, reconfigure the managed endpoints, or
receive information describing the configuration or status of the managed endpoints.
[0004] Often, performing an IT task requires software support on both the management
computer and managed endpoint. Similar IT tasks may need to be performed on several
managed endpoints with varying hardware and software configurations. As a result,
mstalling and maintaining the necessary support software on all of the managed endpoints is
often a difficult process.
[0005] Additionally, the management computer often needs to communicate with the
managed endpoints in order to perform IT tasks. A single management computer may be
communicating with thousands of managed endpoints. Establishing a new communication
channel with a managed endpoint each time a communication is necessary can result in
significant overhead, particularly when the management computer attempts to establish

communication with multiple managed endpoints that have gone offline.



[0003]An enterprise environment includes multiple managed endpoints, such as user workstations,
switches, and routers. This enterprise environment is managed by management computers that
perform various information technology (IT) tasks on the managed endpoints. For example, a

managementeoimutarmay install software or patches on the manageg-gadpeintsssend messages to

the mana dpqjnts,.reconfigure the managed endpaints, or receive information describing the
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configurations. As a result, installing and maintaining the necessary support software on all of the

managed endpoints is often a difficult procegg){RpORIAdditionally, the management computer often
needs to communicate with the managed endpoints in order to perform IT tasks. A single management
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[00071The above need is met by a system, method, and computer program product for performing

informatior ESSRHOTSGY (7Y 2 SRATGUMECS BiRrpeRar. %&mﬁﬁ@ﬁeﬁmﬂ?ﬁ Q& installing or
configuringsefterdrendisptayifijcalerfguotioggigrastivitiesides alfisenflfodimerpbfghe system and

computer m@&@g@@r%gtn@&%g@@mmuﬂ%hﬁzgﬁewggglgJﬁﬁsiy@aaﬁﬁ%@st for a persistent
connection oyer a net\ﬁrl;}go%a manag cifendpom,t. he request is accepted and a persistent
LB With ¥he ek Ay el ERETEIRE AltSP BT R TEteNRRe &ffiguration

connectio 1§ ope
informatiomnfeomitibe derribigedhe pdpointioventheoperndistentoortheptiohtcThewenfiguiation information
includes adjgtffunctional plugins on the managed endpoint, where a functional plugin comprises a
software module for performing an IT task. The tier-l module stores this configuration information along

with information describing tRe REFSHEePRGPIMERIST F0H: PBRINFRGILE persistent connection in an

open state. . . . . . . . .
[0008] FIG. 1 is a high-level diagram illustrating an environment including an

information technology (IT) automation appliance for carrying out IT tasks on managed
endpoints, in one embodiment.

[0009] FIG. 2 is a block diagram illustrating a computer that can serve as an embodiment
of an IT automation appliance or a managed endpoint, in one embodiment.

[0010] FIG. 3 is a block diagram illustrating a functional plugin, in one embodiment.
[0011] FIG. 4 is a block diagram illustrating a built-in plugin, in one embodiment.
[0012] FIG. 5 illustrates a protocol stack for communication between built-in plugins
over the network, in one embodiment.

[6013] FIG. 6 is a flowchart illustrating a method for creating and maintaining &
persistent connection between an appliance and a managed endpoint, in one embodiment.
[0014] The figures depict embodiments of the invention for purposes of illustration only.
One skilled in the art will readily recognize from the following description that alternative
embodiments of the structures and methods illustrated herein may be employed without

departing from the principles of the invention described herein.



BRIEF DESCRIPTION OF THE DRAWINGS [0008]FIG. 1 is a high-level diagram illustrating an
environment including an information technology (IT) automation appliance for carrying out IT tasks on
managed endpoints, in one embodiment. 100091P10.2 is-a block diagram illustrating a computer that

can serve awaﬁ%a%o?gpent of an IT automation appliance or a man%@%?{bﬁ&@}% 4in one

embodimen . 3 is a block diagram illustrating a functional plugin, in one embodiment.
[0011]FIG. 4 is a block diagram illusBE&iRdLEBURE ON one embodiment. [0012]FIG. 5
il].ustrateg @ @ptocBiGladkaizaama dhgatinihietvee mbuili-tapiagl siavedithemetwork, in one

embodimefidii? £l bl A Tanshartilipiatng s-methag ik eaing-afpaIpaning a

persistent connection between an appliance and a managed endpoint, in one embodiment. [0014]The
figures deRke SBBRARTE AEERs I vBrS FIICpIREY s e ormreELER IRl | BSri&skilled in the art will
readily recogmatiramithestoll awing desearipiian dhatusdtermatsesanohdemeatsngfithe structures and

methods islialEd RIS ANRE S PRIRUSS WO JePalis 108 106 BrigeiBlRs Sfghe invention

described herein:. . ' '
managed endpoints, reconfiguring the managed endpoints, executing programs or computer

scripts on the managed endpoints, or logging activity on the managed endpoints. The
appliance 102 may be configured to perform various IT tasks by an operator, such as a
member of an IT staff. FIG. 1 shows an environment 100 with one appliance 102 and two
managed endpoints 108. However, the environment 100 may contain thousands of managed
endpoints 108 communicating with the appliance 102. Also, the environment 100 may
contain multiple appliances 102, possibly with some appliances used for backup or load
balancing purposes. The appliance 102 and managed endpoints 108 communicate through a
network 114, such as the Internet or a corporate intranet. A managed endpoint 108 may be
placed behind a firewall 116, further described below, to improve the security of the managed
endpoint.

[0016] The appliance 102 and managed endpoints 108 contain plugins 104 and 106 that
provide functionality that enables the performance of 1T tasks. The plugins 104 and 106 are
software modules running in the appliance 102 and managed endpoints 108, in one
embodiment. The plugins 104 and 106 can include a user interface and can access storage
devices or other resources on appliances 102 and managed endpoints 108. The plugins 104
and 106 can run in processes or libraries. The performance of IT tasks often requires support
from both the appliance 102 and managed endpoints 108. As a result, various appliance
plugins 104S and 106S cooperate with corresponding managed endpoint plugins 104C and
106C. For example, plugin 104S-3 cooperates with plugins 104C-3 on endpoints 108 and
108" to perform a particular IT task.

[0017] Appliance and endpoint plugins 104 and 106 include, for example, executable
program instructions. Plugins 104 and 106 can be implemented to run on multiple platforms
with varying hardware and software configurations. For example, a plugin 104 on an
appliance 102 running a particular operating system may communicate with plugins 104 on
endpoints 108 with various other operating systems. Since the plugins 104 are designed with
a modular interface as described below, a common source code base can be maintained for a
particular plugin 104, and the code can merely be compiled differently for different

platforms.



WO 2009/033172PCT/1JS2008/075624 DETAJLED DESCRIPTION [00151FIG. 1 is a high-level
diagram illustrating an environment 100 including an information technology (IT) automation appliance
102 (the "appliance") for carrying out IT tasks on managed endpoints 108, in one embodiment. The

managed en‘gggi&lg[];()}ggzare computing devices such as user Worksta@%g%{)g}dgg@ IT tasks include,
for example, Installing software programs or patches on the managed endpoints 108, sending alerts to

the manad¥t 8ndpBiREs L¥bHRgeRTE e SHSHerr & iR A ERRE s ETeY %Eog?ecomputer
scripts ondfyei smansged eadipoints] 08r floggifigraickiVviTytoksthEomanagedegndpdifus:tithe appliance 102
may be congIse.Lo:PrriormaaRySLLIaR? XA, RETAINn SHEN A8 AEMbSO! AR IT staff. FIC. 1

shows an’environment 100 with one appliance and two managed endpoints 108. However, the

environm&RECi9D PR O th B SarRRTh I £HA G R AR T BB PR AR QARG with the appliance
102. Also ethipitvinia roentdCerthay: cottkaimniokin plapplidttesi O, apossiblyl Wthisgme appliances

used for backup,or lgad halanging puFRseSThAR.ARRIANGS, 102 pRdmanagesendngints 108

communicate throu%%a network 114, such as the Internet or a corpgrate intranet. A managed endpoint

108 may BEOSIRERPBSHIN 04 ArehAIFTTB R Rt A SEFIBR P BB A FrABHIYE S the security of the
managed @adploint. S804 Sl Fhe 1Ap phancert 02 andbribra(edendodinsdO8 vonerisiugins 104 and

106 that pgoyide, ﬁé@&ﬂﬁﬁﬁ%é@%@@%ﬁp@l%m&g%iﬁﬁ%@% Qi dasksipbhe hging 104 and 106 are

software modules running in the appliance 102 and managed endp?Oi 108, in.one embodiment. The

[ nt
plugins 102U5Ht 1K cdh ARG RTRRe Hrrdya Radh RION Y RIRTE KRS Dt0r Ao TE0IREE Br other resources
on applianeessid? ankcian bgedee nidpgiplisntO 80T el plugingtiGtdmth P8 .cahsun in processes or

libraries. ThepeformaneecfMblagks RitenIeaKiEeSSURRAHMoRRAdMeaRRIIBNCRE02 and

managed endpoints 108. As a result, various appliance plugins 104S and 10§Stcooperate with
conespondig ARG E A S BRIGIHS Toh 2 At S FBREmpIE PRRITA 1045-3 cooperates
with plugins:e4d:3conaadpaitsolds! amitd8tetipetiormeea paktioupiraTstddie §00199&ppliance and

endpoint plugins 104 Apek 06 nGIHAG - foh GxemRAle£XeGUIaIe. PR RIIBSHEEONS. Plugins 104 and
106 can be implemented, to rfun on mul&(ije e pIaSt&m gvitt V'aé}gngﬂojgédwaret 1d software
configuratiBAESEBFUREHSE A PG 104 &h'a hed T0FN & partic

dpplia naming‘a par |ch%r?(8'5érating system
may commuhigaleefitiettopaspi@hohiéadJomtsitas muhin/HitéUsrptirermopetating ayét&ms. Since the
plugins 10@@@1 designedandth,a. paedular interace:asdescribed below, a common source code base
can be majntained f]%\r?g articular plugin 104, and the code rely be compiled differently for
different Sfé]&%#hs %565}6%3@%% _ﬁ?ﬁ%@ﬁ%@%ﬁr%&%ﬁ%gfﬁgi(a.)ﬁaare referred to as
"functionakrptagimsnantepidviderhaherieprigcto tReonp pliangsl todraint &hdpeitts 108 for performing IT
tasks. For gxadmipiend RRieflunetionalRigins.ddp:2m06 oM 2 mayheuses iprtogging activity on
managed endpoints 108, The function plyain 104C.2 an the sffRolNt 108.san mopitr the activites
taking place on the en p0|rr¥t and communicate thém %3_ the unqtlo%a}i) pfugln 1648-2 on the appliance
102 whichrstotas thesi ectildtiend oratrogkfitdahertcotniisahicatib it rialy tak & pEigdisetween the pair of
functional plugins LD4risughas eomBads JsiRE Qkstap menitevgthe actvites:, [0191Some
plugins loga%ﬂem%erg%ge 6\}1%6?25111(? ﬁjcl)ltcfyhlgl Lé%?a%n%pgdeggcqgélglg HMARGAHR Bt lized during

the operation of the computer 200. The memory 206, in one embodiment, is a random access

memory (RAM) and holds instructions and data loaded from the storage device 208,

generated during processing, and/or from other sources.

[0021] Computers acting in different roles may have different and/or additional elements

than the ones shown in FIG. 2. For example, a computer 200 acting as an appliance 102 may

have greater processing power and a larger storage device than a computer acting as a

managed endpoint 108. Likewise, a computer 200 acting as an appliance 102 may lack

devices such as a display 218 and/or keyboard 210 that are not necessarily required to operate

it.



over the network 114 between appliance functional plugins 1048 and endpoint functional plugins
104C. In one embodiment, a pair of built-in plugins 106S and 106C maintains a persistent connection
between the appliance 102 and a managed endpoint 108. This persistent connection can be used for

communicat'k% % \//&?;ﬁgs functional plugins 104, such as communicagiop hetyween plugins 1045-1 and
104C-l, for example. The persistent connection can also enable control communications between

built-in plU8fi211068 L HaTIBEs L cH LLIet RO BT QR S RS TSP SR EAB Built-in pluMns
106 also pgkieSOEMAPRIDEW ServitssXorifugeitonahphignsnt4stéabenitsinepluginr 106C can install,

remove, te functi iRg| il i n.alse.maintain a manifest
(e.g.,a ”:&tﬁ)l %fy %%%%gggp%%?%%gﬁlg%%ﬁtﬁ%f}gtt%ﬁ%gség 0(%2#&(1)&]%é gﬁggagéa blog%%%r;am illustrating a

computer PRI EERP Y ef Qe BB BIFRSHT of Hh PSR SHEFSbsIER e r a managed
endpoint 108:fin toremgrabogtiraent ldtitstsatedvatie ot teastiahirprocessor 20R ddepleddo a bus 204.

Also coupled o the bus,a1e, 2 MemQM296:8 SIRAgE devics 208 (A eiboard2H0na graphics adapter
212, a pointing device 214, and a network adapter 216. A display 218 is couyled to the graphics

adapter 2 89T ERASTSF A8 LRI IDBIFISTANYI CA G ARH HEHIHERY BAVECLBPEF VD drive, or flash
memory devités emdrudldsdikes: camtainingsexeadtabibe woderig/onlg gt wtilizededisring the operation of
the compyn 200. Fig BIeTRARGCAG. -GS IRR0IIMERGAS BifaRdam Acsessmeman (RAM) and

holds instructions and data loaded from the storage device 208, generated during processing, and/or

from other' S5 dHEEA G enthpEdd SterProaiftia s apRianisy Rtk ditt8rett and/or additional
elements thapoihel Of\esfehalindemEiGy 25 Fomexampld, Asompioterd200vadiinguastiiamehppliance 102
may havef%{xgﬁﬂeﬂﬂrﬁ%@%i RGRRWELARIR [RIF6L:SI0596 HSYiCa LhRFRRAMMIEr A0HNg as a managed

endpoint Likewise, a computer 200 acting as an appliance 102%%%3£ lack devices such as a
t

display 218"5ANEiWeBBLTd D154t FBENRLEEE P PaH AR FAtEC WS
2009/033 x%2RgT A SHRO0807BE220{00221 T ! confputenr200, dxatutesiohepeleore operating systems
such as a ygrant.of MIGROSRET 104 MRt iligeneral, the operating system executes

one or more application programs. The operating system and application, programs executed by the
computer LHERbrmal ST GFRT P GHe B Aed S Hoeth B SR Gt e CLRE T ohe

Keterm "module” to refer to
computer pitgranriegiodios frovidinbphspddiidritiratiohatity | A2rivaguieroan betiiplEmented in
hardware, filuiyvase. 2ad/as-sefwane, Aupiedile isdypiceliy sterad-eathe siesage-device 208, loaded
into the memory 206, an exe_cutedd b lthe Egr%ﬁessor 2% A%O%éloe Qg\gaicqgll dgcol?nemor more
processesS AR Sr B HrovHEarsy Gy PR of 4 Proceds. fROZ3IFIG &3S & blotk diagram illustrating a
functional pMginEead indpaatedbobimeneiTheiluttrdied thnenoiacpligitiaviréiitbe on either the
appliance 1§ .2 iRahaesshendpoint-1Q8s keferradtoRenerally asasorupuiar 200:1As mentioned
above, theSBI%nctional cplugti S Od%g)rqvidelfé,ll{tctionalti;[}/t tooyi]te r?ongr'ilctﬁg gchin%%seeQﬁble the performance
of IT tasks. THe finction module 304 Carries olt a function ﬁwrlllgcompr‘lses a part of an IT task. For
example, atfunetiormiotliors!l30a Miaseinstakp st Bparhngiiptal) 4 WEREOP IS, or monitor a
managed epslpgint QS famvasiausiiypes efaciviing {0245 one mmiadiment: adinstional plugin
104C on ag, endpoint 198 communicatas i a corespondind funetiona!ipligindsan the appliance
102 to perform an TPask. tn this'si uation, the correspc?noﬁng plugins 104 may perform complementary
tasks. For esawiplés anyhirob torwesponding Hrueihsiiosmasroideketoyetiar toa o the activity occurring
on a managed 8adpoint HHkhe Functignimesdule 304 in the appliance functional plugin 1048 may
issue a command 19 start monitoring actiities, In response. i fuctiongmadyle, 304, the endpoint
functional bugl 104C may start monitoring vartous activities a 3stor|ng them 1o 4 local file. At some
later point,titk futiétle fnsoerierBEn o Htle 2apphiains TR eshrIsReEdM fanth forthetiifction module
304 on thergndprint d08IROUesinG theactvitydatau dh resgansendbefunstiommediles304 on the
endpoint SS&%% etthfLOC% fI|F to dt e %Qlcgrlgn m&%‘g@% I%netgg nfg%pllrll%nl%%_loz, where the activities are
stored to a perss?enflfogr’ﬁle or tater anaf?ss by an operagtor of the appliance.

[0626] The function module 304 includes a user interface component, in one

embodiment. A function module 304 in an appliance functional plugin 104S may interact

with the operator of the appliance, such as a member of an IT staff. This user interface may

display the status of the various managed endpoints 108 and their corresponding functional



[0025]In general, a single functional plugin 1048-2 on the appliance 102 may cooperate with multiple
functional plugins 104C-2 on various managed endpoints 108. As a result, the function module 304 in
the appliance functional piugin 1048 may need to maintain the states of several functional modules
304 from the_various managed endpoints 108. [0026]The function module 304 includes a user

. WO 2009/033172 . . . PCI/US2008/075624 .
interface componen?, in‘'one embodiment. A function module 304 in an appliance fikctional plugin

1048 maynhgradfdfithitmebper atotisengppmaiecentaes Bs BrabenlareFah0 SEfUThis user
interface roayirehisgay tHheisiatois ofitenyanaus Aanagachendp abits: H8.ang dheatpearresponding

functional WO 20091033172PCT 1112008073624 Dluains 104G It 2y also,llaw the operator to

. fur .
configure the. Sﬁ%t%n%?plugln 1043 or issue commands to the functional plugins 104C. A function

module 304 ShifosiEnahine e aopafgRgriroMehay sy fraiea 1isétihterface component
to enable a4sREQithsRAERENLILOSIIBCcOBTIgGH R thevplidgitpmpadgiitammoustiasks on the endpoint.
The user interface component m so allow the user to view alerts or me Sages sent from the
appliance T O e e G R i 1043
00271ThéeYppliance function plugins 1043 and endpoint functional plugins 104C communicate with

[ plug p plug

each otherdfzough Eheappiansicatiobmoskile B enasmasidifaaneredpipiaricaon module 308, in
one embodiment. The communication module 302.sends commupications thrpugh the built-in pinging
106. For ex%mﬁéf%_g%%nr%ﬁnigtgﬁan from ?ucﬁc%%% %13%%0%14?_ lE51_ '§0 %ﬁr?ctional piugin 104C-1 through
the comm GPRARSFHBARIEFOR vt e bedionegn Thacosramiteig ToddeB s t5aft-in plugin 1063, to
built-in plugimhOGGHac assudteretwarn pldinda thereorynilicatiommetdecafifomctional plugin

104C-1. [Oﬁﬁﬁl&%[%méiﬁi?@ik?ﬁ‘?a%%ﬁ&{@ﬁ&%@ﬁgﬁ(ﬁf&'ﬂ'ﬁ%ﬁgﬁ‘t{ﬁ’!‘c&%ﬁ%‘%‘cﬁ% W3 fae communication

protocols provided by the built-in plugins 106. These communication grotocpls, described further in
detail beloWf2cavihbieatfperSatsnndiahraedone- tHatalbiy p8rag Rf Sow e ERE ™ on-blocking
communicaiah(hedesernnpivgiRs DAatd dabmimigaherabddiis cdmmionit atigindloagrel is best suited

for smaller gegsa0es SRS FORANIS, AEKNONISIEMENS, QISR messages. [0029]The

out-of-band communication module 308, on the other hand, communicates over network 114 with the

out-of-bantP B AREBI M ANE S8 B BUEETFPERING FARE ORI BIIGATTB4 without sending
data througtvtivellditdanbpiufyins1idalicfadroekanmgle pthietou botibanc convvomsidatietiomddule 308 of

functional plygin, 104Gt commuiigates AaGH: W Ihe Qutpihantsommenicationgodule of

functional plugin 1043-1 without going through a built-in plug,in 106. The out-of-band communication
module 308 5B MBI HERY 5L THEE SHIRURICRIBIT Br6tsSshs USRASY THE Bilt-in pi ugins 106.
Instead, thelowteltmndrtommenicationgerodule 308 can use its own communication mechanism, such

as creatinggedicated, ansmiasion el Araiecel (3£ F) sQckelwhsh @AsNkEamIMuUNIcation needs
to be sent-and closingllthe lCI? socket when the communication is complete. [0030]The out-of-band

communicBYBATREGTE 308 R B USRH fSPEENAIItg gy dule 308 of the correspondintg

functional plugin 104 without sending data through the built-in plugins 106. For example,
the out-of-band communication module 308 of functional plugin 104C-1 communicates
directly with the out-of-band communication module of functional plugin 104S-1 without
going through a built-in plugin 106. The out-of-band communication module 308 does not
need to use the communication protocols used by the built-in plugins 106. Instead, the out-
of-band communication module 308 can use its own communication mechanism, such as
creating a dedicated transmission control protocol (TCP) socket when a new communication
needs to be sent and closing the TCP socket when the communication is complete.

[6030] The out-of-band communication module 308 can be used for sending large
amounts of data that may not be handled well by the persistent connection between the built-
in plugins 106. Out-of band communications are also more appropriate for occasional
communications where the overhead of opening and closing a new communication pathway

for the particular communication is acceptable. For example, in the activity logging example



amounts of data that may not be handled well by the persistent connection between the built-in phigins
106. Out-of band communications are also more appropriate for occasional communications where the
overhead of opening and closing a new communication pathway for the particular communication is
a_cceptable. gz%rzgg(%?ﬁtlg’ in the activity logging example WO 20091013 },%gﬁ,@%%@ﬁ08/075624
discussed above, short Communications such as commands, acknowledgements, and status

messagesifagpiseabesie: shom gome BuftHn Al oR IBEARS S OSTRKIRIgrrasRER oRtY T3 file can be sent
from the clietfunetiondegink4ks tothasenven taationat phuginti048+ihr duglfitheaout-of-band

communic??tigq g]a%% le 308. The. %E:éi%gynq@%f&l)eq@ ay. be g larg
; .

file consisting Qfihe details of all
activities that have been monitored Over a particular time perlodg.aAlﬁo%ﬁer exampleé%_f data that can be

sent using#efoenbeImRmrisHIMmIRELSPP mbLIe N EB dia rderaRsitlrps ioatRfEthe appliance
102 to an gneEpeinil oB.suchvasexrcuiable pregamseOperatipgtysicime petades andhpatches, other

document fles, styandenn el exceiehles. Sy PraHes aaceg, (993 1n gpe embodiment

esigned in a modular fashion, enabling a functional plugin to be easily
added to digippraiseds fom sheaprinege 82dndp oS | RS e §1FSYS2E AERFRMseful for endpoint
functional pliging HE46, pinte andenapainitiunctionadpligy meaynpedtphixgnnstalled on thousands of
managed endpoil etss Oll,ql%riaclﬂasQﬁe\erltri)ggll%rsenvironment 100, where many endpoints have varying

hardware &nd software con igurations. [003210ne way that modularity is achieved is through the

separatiodWBHinctibremms M atiEstilfarr iragingasaitd tredssispristateadtial BA¥RAs 104. The built-in
plugin 10&hanaesfoatinpioation anehdpordisatiomtaskmntierti2vdisoussed delovintand does not

necessarilyhaye. fIQAC0S Lie MAGIRS AL [ASHRNA RG0S 4 e, data formats used by

e
the functional plugins 104 to commiunicate with each other. Similarly, functional ,plfggins 104 do not

necessarilPEPRIN RBEioMa BEmPRIMEBP prSLstonLRr B 4h & BMRR LT 156 T he functional
plugins 104 praxicda snessagetool)evbiridtiang| eginol06 hard thenguidtdw qptugia dedmdtes the details of
sending the message over the network 114. As a result, functional plugins 104C can be easily added
to or removed from an appliance 102 or endpoint 108 provided that they support a predetctnnned
interface p¥9fded PEEB IR MYIGIRY DB 6T FHEEYRTSHEA NI SEE B1HHE functional plugin
104 enables: théitfingtiginalOpisiginhtoveeigistémitsetfabplasinapMiafite lii2iormgindgéd endpoint 108. In

one embogiment, dhis (egisttionds.arAlhrinsialaton pacess of theifwistienal plugin 104. The
registration module 306 notifies the built-in plugin 106 that it js bein mstalL%d on }he atgpllance 102 or

endpoint TFECSFHEYHTE PR L08 s TRETP AWHE O ATE FHAIGHRT bitgit 0

BAYEAR provide the
functional ey BO4unithrrigdsgigesreveived: fromttheithetwiorthtd Simaedyelimaisded for the functional

plugin. Onge awarg efihe dunctianalplugig 184 dhe built-itipluginloe can wse-pranreily manage the
functional plugin as described below. In. WO 20 91033172PCTPU§%908/07§Q?24 cgﬂgeembodiment,
C ha

the registrBtSH SRS SHSUIE0 PAERTY AR BB TRaeB It B PLER S thathS functional
plugin 104bednisehdintessagds: dnditeoflresisintihenbuitzire plutinnfoo84 1HGA4 dgesilock diagram
illustrating i@n@Hﬁﬁél’bR@Qﬂ dR6.4n %@@MN@% removed from an appliance 102 or

endpoint 108 provided that they support a predetermined interface provided by the built-in

plugin 106. |

[0033] The registration module 306 of the functional plugin 104 enables the functional

plugin to register itself on an appliance 102 or managed endpoint 108. In one embodiment,

this registration is part of the installation process of the functional plugin 104. The

registration module 306 notifies the built-in plugin 106 that it is being installed on the

appliance 102 or endpoint 108. The built-in plugin 106 is then aware of the functional plugin

104 and can provide the functional plugin 104 with messages received from the network 114

that are intended for the functional plugin. Once aware of the functional plugin 104, the

built-in plugin 106 can also properly manage the functional plugin as described below. In



As mentioned above, the built-in plugin 106 provides communication and management services to the
functional plugins 104. The plug-in data 402 maintained by the built-in plucin 106 include a list of the
functional *gins 104 that are installed on the computer 200, the computer being an appliance 102 or
managed endpoint 108. The plug-in data 402 also include handles for communicatigg with the

functional pll\}' RB%BA the computer 200. Plug-in data 420 may alsbGhcitie version infoimation

(e.g., a verstorrhefibetoharsmyaboumetalp g mrgshitiha odlstochsdrdtdryaiiation about the
functionalspluging. Hdbtibhe yREsioninterpationsarbausegdaatanaiicalyiugdate the functional
plugins a rib elow. .The status information can speci ther the functional plugin 104 is
currentlyi&?vgef, i_nggé\)iél,%? Bﬁgy?%%rggay[ﬁ%%g %ﬁ‘#&?ﬁ%ﬁ%\q storec ﬁ}méﬁglemnggbint built-in plugin
106C, car*BEeriEned Fesisord biktangsgesrertid sraapphizieeabperngeatius information can
also be uses i MEESIVEAEACESSING, tRSabelbelo:[A0BELRe Rivgintmanagepeghmodule 410
performs yarious management functions for the functional plugins,104. In on odiment, the
registratio\%s!r%n%l%l%ii(::-3 é%%ggfgqef%%ﬁ%lpéfﬁ&%tﬂ%jﬂ 3%%%%8}1%3%&1} %ﬁﬁ?ﬁ%“g ﬁ%ﬁj}r%nagement module
410 to redfietMRELRIFE D FRIIIRAGIFI2THaNBNaE rraprifelAent Riddisdnast ASEeiies the registration
informatiop dramieiBd metiesahphigin & 04:haneseats deaassarg4piotmasiapuadant.the built-in plugin
106 to the functignal ht. The plugin management module 410 can also upgrade functional pluoins
104, remﬁ%@%ﬁrﬁ%%gﬁaﬁjgﬁ ﬁn-[gso, ??i%‘%r‘é%{?é°%€§%§n}‘étﬁé‘r <ot ?Jﬁé%ﬁ%n%‘f%lfﬁ%?ﬁzﬁlﬁ onoe embodiment, the
plugin matkaderseanehndegine Wiobrireappiaiteaatiop 1wbHediagprrplugisrdtor Shthe appliance
through awsgeintestacgod bis p&u_giﬂ D anagetiaen ﬁpaﬁ_iud |&1<,4ﬂ.1@dfﬁﬂa$§mgim H&aﬂﬂ_ﬁdo plugin
ma”agemx?e%&“oﬂl%'%%&s”ié?&n}{%& Uc%nm&%%gs%&%ﬂgﬂ%%c%%a[%ﬂ}é%ﬁ'&‘&é%@lﬁﬁf“Sta"’ remove, or

upgrade functional plugins. A commané to install or upgrade a plucin may be accompanied by
informatiofF8pie dRfG LTdMsToR FSHINh eFBitHeraairdiierd iy radRiRARg B 5 be downloaded.
10036]Theiphugindoanagernedtonedolel 418:.0n theuapphianchdfpieancdlen automatically send

commands,jg. e plugin MARAdemented s an e vargus gaged endpoints 108, For example.

the plugin management module 410 can analyze thé plug-in data 402 to determine the versions of the
functional PAGins 1%%&1%%%@@&1@%@6%@%@8@ THEGHtCRYArEREYHISHE T Stule 410 can
determinethetfethesriie Metsidns. diectirefnodiment Maepsiansoa venkaide 0 die fversions are out or date,

the plugin jnanagament mesiule 410,638, 4Q. 20091033 1TARe1532008/0 76674 sand upgrade

commands to_theg%ggln_management modules on the managed endpoints 108 with out of date
versions oFRHLtOHN BRI IEASHISHRrh fe5eT B RESIEH SIh B REFSi 8T %08 perform
various cofuntitnidatiorintasksafarstingsimgiltsiarp lndomndGon The:tite blilkrogulgx 02 adles
Communi%ﬂgﬁbﬁlg%ﬁ‘ﬁ’&ﬁnﬁ&éi';EI_U@jB'HxQHAEe%Q@t%Y@Juﬁ@%1%%%50%@55@%5&{6&%}@ 408 handles

communications between a built-in plugin 106 and a functignal plugin 104 on a computer 200. When

sending a 1H&<ERGE BHERMR RRISHIGHT SHRle YR 1RSS QI SRS T LB FRS e hich passes the
message tonthditiend tegduie, mdicdvseridsotiie rhdssage avertve Hétworktbll4d Bimilarly, when

receiving a,me8339gths tigfsd tﬁ?g%ﬁl% eseiyss.the message fromdhenehwark Jidand passes the
n

message to the ifmodule which sends it to a functional plugin 104. Beiore describing the details of

these modiifEs AN Gl SRR B PRE RBTIAL REdtish PrStot SIS s BrBtaR P60%B1EIG. 5 illustrates a
protocol stagkefongdrmmuenicatiorelretwee nipmiltefuphiiging @Gns. A command to install or

upgrade a plugin may be accompanied by information specifying a location from where the
installation or upgrade image can be downloaded.

[0036] The plugin management module 410 on the appliance 102 can also automatically
send commands to the plugin management modules on the various managed endpoints 108.
For example, the plugin management module 410 can analyze the plug-in data 402 to
determine the versions of the functional plugins 104C on the managed endpoints 108. The
plugin management module 410 can determine whether the versions are the most recent

versions available. If the versions are out of date, the plugin management module 410 can



over the network 114, in one embodiment. The two highest layers on the stack are tier-2 and tier-1 of a
protocol referred to here as the Systems Management Messaging/Control (SIwIMP) protocol. The
protocol can also be referred to as the Agent Messaging Protocol (AMP). Tier-2 of SMIVIP contains

data unders{pgd g fynctional plugins 104, such as commands sent frepRlsgis,4a4n-2 to plugin
104C-2. Tier-2 data is generally not understood by the huilt-in plugins 106 and.is tregted as an opaque
paylond BY BB BIGGTEHE P AL EERFIEN TBFHEL Uh e CBEE by TR i lonal pluging 104
at the applitincet 202 tndthened fagtonelpoimtd 0808, Tier-2 data can include various commands,
acknowlegiggmentsyistatils MERTAEEs -l @thentata.neededSer funsticnrlphiging104 to carry out IT

tasks. Some messages may not have any tier-2 data, such as control or management messages sent
between Baﬁ%f[?ﬁr %3’.%%‘ "fﬁ‘gt&?eeﬁg ?;netrélna@ ‘1 rAPLf‘;&Eaﬁ* T2 BIUGIRS 1A [5O%YTA message sent
from one tuilftimpplagin! 20 6ver tiattepikdidd cthdata frowvithetV8 ievd dagergratithbopsotocol stack. For

example, {5, a8 SALEIMAYIAClbE -t 2 ciaiRPracsdesh by itk atprespdadbiaT ransmission

Control Protocol TC% hea eth)r.ecededtgé/ lower Iq:veltpr%toco heaq%%?. A furgk(féional plugin 104 can
send tier-2 &% th ulﬂfl-ffnpp ﬁlgnlﬁaff‘fé on Ifﬁésg%em%aco?rﬁpfﬂ%r‘ﬁ%& & %*a?ﬁ_-m plugin 106 prepcnds
tier-1 datargssthee wdssiggd, Meduwervhidhtardeibeling Qadindic dtioreofogsd typiviitalictional plugin 104

Correiponﬂ'&eg&g%g%%%ﬂﬁa-ti@ﬁrebmilﬁgaluﬁgkaﬁ%%sﬁﬁ@&la@alg%eﬂ?&ﬂh i e messRIeA6IOsS the network
114 after prepending appropriate TCP wer level protqgcol he rs. When,the message is
received §§1/s Sé%céghﬁsag 8ﬁ°é%erﬁlﬁﬁ e?l%%g? %%Cr%%esnggétetqg SESHES 81rf%(:?ur%u(l:e%|4/1|h%?|)?ﬁrlft-in plugin 106 and
the TCP alqsrtovnerthevistdils ad dresamodolviovedy Ihievbaflthincpioghnicedpraeestie dsthe tier-1 data and
removes it fFardhe message. Since the tier-1 data indicates WO 20091033172PCT/E332008/075624
the type of functio lugin 104, the tier-2 data.can be sent to appropriate functional plugin.
100400 e Y o DT S St Y R e SR S el S S sing TOP,
optionallyansttiSectrersbbkersrbagabedgrent. TP thioliehest lelieblendediviery andwthatdservices, such
as flow cangral othaj-saaibersisal ferduditinrs anehitinctionah plUgias.406/a66t:d 0dmHawyever, TOP is not
required, and a yariety of alternative protocols known in the art can sed d of or in addition to
TOP. Var%ﬁ%le,p S%agﬁeé/rg}oﬁpo%goa;goc%nr%%%e éoﬁgé%qf féﬁ?ﬁ%ﬁ% in bl%ﬁioﬁﬁeéﬂs%gsg across the network
114. Exariptes of SO0Er revtaiprdtscoidensicrile fhactiferidermdidtot (H s EoRERMY 878 Asynchronous
Transfer Megier (AIiMp4i904d phrentien2-modele 406 hasties cammideicatiobyahtieaid-gata with the
functional pluains 104, When a functional plugin 104 wants to didiers2. data to a fupetional plugin on
another c r%‘%)%%eio (%d %ﬁgefg??c%%%na pglclhue'\%g r%a{/%c%s? Ltllfl?te1‘3ggrl-%%(c‘%si]ta gnd%{%tenéleé destination to the
tier-2 modure#0BdEE A AT ysHoRAE Phete didtrathsPrbiR 1886791 IRe fiAtonal plugin 104 may
have recevesbaiandleTos-ARLunatiochfte ritlhaploginrianagementomatduladd at registration for
Comm”“'ca“”Q%‘é%',té‘rt&ﬁ&'%5{3&9%9%&%&%&%@? Rrier mg%@gowew&yega&modu'e 406, the

functional%ﬁs@ 104 may specity that the message Is to be sent to corresponding functional plugins
on multip B\ESrEpUIES OB eGP e KaIa 2 as B RTOREP bR AP 4&4M6R TRS3BTSIRsRte 102 may specify
that the migssagethatseptugfunetionalpluginssancd dadiedscatpanagadendpoints 108. [0042]The

tier-2 modya 406 alsg handles incomingymessages T egelvadiRm e etk mgdule 404 destined for a

functional *gin 104 on the computer 200. In one embodiment, the tier-1 module 404 decodes the tier-1

data in anViHtBiRg mheidiageasel iy ats epatmigtrecde St dRBRY Aot plugin 104. The
tier-1 module 404 pravidesthertnessdge: thrihediaie? Maddle4dsalongPwithdanprdidadion of the

destinatiog fyncliqnal Bl‘d%i&_%{?éd&@.e;?Nhgéﬂé{lé?&j%%{?{"%;6’%%3‘%@&%@%%&'&%&@@@%&%0 the appropriate

destination’piugin 104, possibly using a handle in the plugin data 402 to access the destination plugin.

[0043] ThePBtisMe g in s DB 6T tHE- Sk HiGduR E06 Hersrhinedd-sdefadnting

message, the tier-1 data including an indication of the type of functional plugin 104
corresponding to the tier-2 data. The built-in plugin 106 can then send the message across
the network 114 after prepending appropriate TCP and lower level protocol headers. When
the message is received by the destination computer 200, the message 18 sent to the receiving
built-in plugin 106 and the TCP and lower level headers are removed. The built-in plugin

106 processes the tier-1 data and removes it from the message. Since the tier-1 data indicates



number to be associated with a der-2 message received from a functional Ought 104. 'The sequencing
module 408 can maintain a counter for each associated functional plugin 104, using the current value
of the counter as the sequencing number and subsequently incrementing the counter. The sequencing

number is PRSss mmgztier-l module 404 and included in the tier-1 dg@ﬁ@}&@,@gég‘ping message.
When a built-in plugin 106 on the receiving computer 200 recejves the messacrgt'% It returns an

acknowledi5emant %‘l@@%@%@‘ﬂ&%ﬁ%ﬁ%@lg * BAB PN R R ERL R B SiMber. The sequencing
module 4bdigan use the sceuence number in the received acknowledgement message to determine

which mergeg it WO 2000033 LIZRCIKSRA075624 sorresaandS Ly mahing the sequence

numbers. When the sequencing module 414 determines that a received acknowledgement message

dule 4 ( A
corresporiti oS prerigealy ¥R St SR thiasshieding- mButdet sriie d9he 3 @A owledgement to
the approptiateduiveticnal pduigin dodrshrbaghanberautingoniodeie 4kPutntomnel ehmgpadiffent, the

sequencing Medulg.414-kerns;adesclipion.af i ArevioHs MEssags,ansthakihe. sequencing module
can provide the functional plugin 104 with the acknowledgement along with a description of the
g @%ﬁf@bﬂﬁ%‘&?ions over the

previously*SEAE RTSSEAFE O AT ThadfiLion id&iie YR HEHELITEh
network 1dskdrvichtotiseotbiog tin plegigsat0es trd@rookd$és EienbISMNGR «d&tes! irdrelembodiment.

The persi%ﬁ@mtdgwx«a{m@%@&A@mﬁ%@m@@aaa%%ggtﬂpangemf%ma@@@wween built-in plugins
106 and for messages between functional plugins 104. The bunt-lnﬁ%ugm 106 on an appliance 102

may maintAfH perSStBH cBIRAREHSR IRAER SBUMERCRA FrisaApiya BRGPEIRt 108. In this case,
the tier-I mbdide W4 Whethe fappitaalceyzinltiiH4 plagitt 068 ehtainemitigiersbpngotions, each

connection,with thepuli-H e INLABG GfidMARAIRS RDER0INLLOB TheSe PatsialeBh connections can

be implemented as TCP sockets that r.emainhopen even when thﬁgeis no jmmediate communication to

be sent. VB 757 MaLUS Gaon SSTEI BReS &ALV i S I SHIP Y et P 2 IS AUAE 4B/ without the
overhead pfgpdihga hew tonyeattibmdOe4s T hecgerdiste titequngie ctionagearenimitideéd by the
Eor;necti?ali@mag%ghmg%e &&&q%m%%@g@lyr?l@n% %@u@ﬁﬁ@%ﬁd@ﬂ!ﬁ%ﬁ%&ﬁgme 41h8 in the
uilt-in plugin qn the manage int rather than on the appliance .initjates the persistent
conmection THE LB ARG Akee ARG bR ol 4 B ARG BATSOTEECH B he infially
provided with theclowatiohngfithetiapg lingesi@2midiiex semplaetis ASAg i er ekamamsicthost control protocol

(DHCP) seivgdodprconnectiominitaiiormoduleAl&gamibenr apan.a sonnectionathithe  plugin
106S on the appliance 102 gor exampl QX sending a TCP SYN packet, receiving a TCP SYN-ACK
bAsBiT 108 B

packet froh-the r?wnag\uéléhée “endpoint and so forth. As mentioned above, other protocols besides

TCP may B844ed. TooasLopeningihelpersisienticonme ctisnaforiieah daadgeetehdpoint 108
provides sayeral Lrnsliis.Oveoenefihis thatithe applianeaiie iautematicathunasified when a
managed endpoint 108 c s online. No additional mechanism is needed for the appliance 102 to
o o the R R L R L o e
establishetPhrgingHhs reretipn fgcasrrehp agirelf4il Taeeiwill Be donfigfiperider Becurity reasons, to

block incoming deguestefansannestnnsie wifhan aged:adpaintdd8addawenasntingifirawall will not
block a cop&pc{j&n initjate from a ed oint 108 nt connection to be

estabisholt r bt B e eise Aot~ AR FELSIRlech SR
104, possibly using a handle in the plugin data 402 to access the destination plugin.

[0043] The sequencing module 408 of the tier-2 module 406 determines a sequencing
number to be associated with a tier-2 message received from a functional plugin 104. The
sequencing module 408 can maintain a counter for each associated functional plugin 104,
using the current value of the counter as the sequencing number and subsequently
incrementing the counter. The sequencing number is passed to the tier-1 module 404 and
included in the tier-1 data of the outgoing message. When a built-in plugin 106 on the
receiving computer 200 receives the message, it returns an acknowledgement message, as

described below, that includes the sequence number. The sequencing module 414 can use the

sequence number in the received acknowledgement message to determine which message it

10



WO 2009/033172PCT/US2008/075624 used for communications initiated by the appliance 102 as well
as the managed endpoint 108. The ftrewall 116 is illustrated as being a separate component from the
managed endpoint 108 in FIG. 1, though it is possible for the firewall to be integrated with the
managed endpoint. g004710nce a persistent connection is establisheg%ppf%%?@gﬁg%n initiation
module 418'%¢ r%oé)%/ﬂd“é%nfiguration data to the connection initiation module of the built-in plugin
106 on theoBaRenesiRRtErR BD0S Tiiscospitg umbTd A CahcrtauerrBaaedbisdthstalled plugins 104
retrieved frasthesphdgindsiadodkaatagsfaimabodt herapmpuiten 200isudh sstits hardware or
software configuration. In one embodiment, the connection initiation ne or both
computerg%sé %t%lreesse ur?}l}crlg éﬁl\?e%}%c%ar?ngalsjsré%o%c%gt\g%égt _néeé%%n%%#%ﬁggg%a% ﬁ%ﬁ t%%égcribed below.
(00481 Thaleginhtthspueh thesogtiremadist datdrensormbrstimgnh irsuramterredingtions. A
managediepsipoiaip8omayiave.ane pessistess tannectqrwity acinglexapplidaesd 02 or a few
persistent connegtions, iaf,&xample it an anpliance Andha, hackup APRYANGE. Apgppliance 102, on
the other hand, fy ave thousands o pers%stent confections with various managed endpoints 108.
ConnectidfPdE#%82 on an appliance 102 can include a list of connections and information about the
connectio@®4sych asdheridentityofthashanagederapoinhdO8massecintedwith achitonnection and a
st of Fungiiongl,plugine 40481 ihe aserciaied manReed endginl. pnpgrion,data 412 can also

include the status o persistent connection, indicating if the connection is currently active and the

time of th@ TS FIHIATIOARGH G dPh & ROrReeo I [ore] THSSeBTs RSBt Bt A12 can be consulted
when a byilidmplogimd 0 nesapappliecwaiifonatisdmsaad Messdigespogevedainmanaged

endpoint 108, Eot XA, AFINaAINGIDA0S 90, he ARRIRDES 02 kaRkio send a

desktop aléft to fimetional plugins on several managed endpoints . The connection data 412 can

be used BRI WrilihcarfsiHEE 1o dirddtio A aPaltrs pulsiRHeBdRMections and have the
desktop atest:fizine imnapiplogined s, daeh buithdetiptugith 16 oitt-the lappli@iCoildhoamgthen send the

desktop aled messR0S 1200l Ihese.MAnAgRd sRIPaiRis-HaR FRNRENINg N AcR$SINGand bandwidth

resources. In general, the connection data 412 enables the built-in plugin 206 to iterate through a set

of persisteRFRSHAEEBHERR L HITERAA A BRSEMBR LR SEBnNERILHY, TH6%6T FRE heartbeat module
416 maintaifs the, persistenrtconthe citon srititdughavhidtors rieferretetd aSothearbea® messages. In one
embodimept, the endpoint built-in plugin 106C sends a heartbeat message periodically to the

appliance built-in plugin 1068. A heartbeat message can be any predefined mgﬁs?‘gg understood by

the appliaft%¥302 J{Y MEHLEYECBRSHOTIE 158 %1 88 BIaPAELE HEELZHETS BRI tised by built-in
plugins 106, decmiesisage, WCoRO0BOE8LAZRCTIUEL00BI0TE424 doek giohdhe any tier-2 SIAMP

data. The ﬁ%gbp@@rtmﬁ@%@mﬁﬁ%ﬁw Isgularintervais.anddbihe.rpplianeaidd2 does not

receive a heartbeat mess_aqﬂe over a connection for a Io§},ggi period of tinge, the ap (L'%Qecf can consider
an

the managddd SHUpHIAT 108 hR0E A0 MRS TS RHT TR TRLRH theRoitiaicion B sttive in the
connectiowifatbe4d@tiThef dppiimtieacd 022cén alsordogectist TGPaguckett aesediate@nith the connection

after a certainsuad.ef ftneoledimathalihe dasihaantheatmasaagewasisacaiveskcan be stored in
connectof T &1 EIGHER LEORALEE nILScAbs 1041 B HBBRSA HELGABES enable (o
appliance 6d togadintafiy the\ Clirrenk s thionstf managed endpoint 108, and so forth. As

mentioned above, other protocols besides TCP may be used.

[0046] Opening the persistent connection from the managed endpoint 108 provides

several benefits. One benefit is that the appliance 102 is automatically notified when a

managed endpoint 108 comes online. No additional mechanism is needed for the appliance

102 to learn of the existence of a managed endpoint 108. Another benefit is that a connection

can be established through a firewall 116. Often, a firewall 116 will be configured, for

security reasons, to block incoming requests for connections to a managed endpoint 108.

However, the firewall will not block a connection initiated from a managed endpoint 108,

enabling a persistent connection to be established. Once established, the connection can be
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connections to various managed endpoints 108 so that resources are not spent sending messages to
inactive endpoints. Managed endpoints 108 may go offline for various reasons, such as the endpoint
being powered down, the endpoint malfunctioning, or a problem in the network 114. A connection
unexpectedl Ing inagtive as a result of no further heartbeat messa ing received can also be a
trigger for thé%%%’%r%%&loz to take some action. The appliance 102 (%a%r? @gg (%/aoﬁgg%ﬁerator of the
situation, wicd fRiterBRAN gtighn RoRtehihbspphisnee [CarsErd 4 Rfessrgedsramiattbhal plugin on a
second managed-enopdiitildtdecobdigriingdhresoeadsmarnaged aacipeiddptakel o8/er the functions
of the disgoanected anAged edpRint pRRAIEY maiainiog parsisenl.appnelians with heartbeat

monitoring, the appliance 102 is able to efficiently manage the connectiorn’s and communicate over the
connectio¥4The appirahBEsitT cersshen Masiskljshy fo thisoaasseorsBpIamasEtPrelatively little
overhead hagatseiifigeanietiors:iar eoatkedcly @pemiol hexmis 410 needtaiepeshained connection and

clos e coupcson Al sl g Bl ieh umtel g i fr o

ove, the tier-I module 404 forwards

messages btieas dhrcRltaRdrsh At gk Tora oyl thiaragaarefB peifthifictional plugins 104C.
In one embadime bt stievaievifgmoduldddt antdatikroyisdgemeninadued20dqpgform some of

these funcligns, L0, PYEURSMRAWE ALAIHSHES MEFIAIRS 12BE SENLINELINGARRvork 114,

Generally, these messages are received from functional plugins 104, though the messages may also
be genera‘ié“ﬁ Wtﬁ%“ﬂé’ﬁ@?ﬂ(ﬂﬁule 404 itself (e.g., heartbeat messages). The queuing module 414 can
then send[aoa8sagaddranmtatogetiel Vehednnety dik: resetisedSwiteiavaitskieit The queuing module 414

can implemgnta piofty,systemwhsre same/wactional ainalng 404 by hioher orities than others.

In one embodiment, the queuing module 414 also attaches tier-1 data to the tier-2 data received from

the functicRBIBIEH2 PHisTHE R TEITa! CHMTATRS NS SHRATRNRPBTIGHM*RITHURd a sequence
number, agpoiésceibad abpbivece WQ @000 /M03B3 b42EGiRIUSROO8/ME6 3pk0854hin one embodiment, the

queuing madile;414,08 e ARRIARGCE: L0%,5-A0I8 40 Bipcess Al 9pd-nalangsall messages from

functional plugins 104 and all tasks of the functional plugins. Messages to be sent and tasks to be

completed TRl BEs A S BPERE LA G RIBHGI 2R A hh ePIRE Ao M b B B4 take into
consideratiéth¢heprioditpdfotadiitodstheitadksitirdanessagesand thiet ab Gitebiity! ofymrocessing and

other resoysges,an thearplianae AQ2dn Arderin exaauiathe tesks and seodithe.messages as timely

as possible. [0055]The acknowledgement module 420 provides acknowle%

ements for messages
received Ot TRETHRGIBPRLLE: DITAH"S oS SRYRerETBALREEHY e Bt %ptfﬁﬁiﬂ&‘@)% and

successfulbstdeliversdatena destivatoneftinetional plugin 104 by the plugin routing module 422, an

acknowleqdggpent Messade-(Akilcan @ﬁm9@@%&%&%§§@Lm%ﬁ%m%@&iQélting built-in plugin on
the remote c mputer2200. If the glu in routting module 42%\3@5 n?t 1a}ﬁ[le o deliver the message, then a
negative atiméiiedge iR IRR R‘?Ség%%g ST ENTBEE LB pUitet SO0 FRIS &an occur, for
example, ifuvidntepided destmswomfimstdhahminginnl 84séshotdsistalidd ton firstgestination computer

200. The sggupnaenumbenfiom thetiekst sataof themressivad message ¢an ke included in the
acknowlegﬂ%ement sg.t ae%(rihe. se%gncin {n(ﬁdule 422 at the remote comé)ut\%r 200 can match the
g

acknowledGEERt 16 the s n“ﬁ%sessacdl&eatsy éélce:r?ﬁ%‘éfgﬁrg%e.nf(f@%ﬁﬁgs And NACK messages

are tier-1 isstagést Sertioativelritiit-iFhslbuilsn plugin 106 on the appliance 102 can then

send the desktop alert message to only those managed endpoints 108, conserving processing
and bandwidth resources. In general, the connection data 412 enables the built-in plugin 106
to iterate through a set of persistent connections and send relevant data across the
connections.

[0050] The heartbeat module 416 maintains the persistent connections through what is
referred to as “heartbeat” messages. In one embodiment, the endpoint built-in plugin 106C
sends a heartbeat message periodically to the appliance built-in plugin 106S. A heartbeat
message can be any predefined message understood by the appliance 102 and managed

endpoints 108. Since a heartbeat message is only used by built-in plugins 106, the message
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106 and do not have a tier-2 layer. The ACK or NACK messages indicate ‘whether the original
message was delivered properly to the functional phigin 104, rather than whether the functional plugin
was able to fully process the message. For example, a message to a functional plugin 104 may
contain a command for the pingin to perform a disk defragmentation operation that takes a significant
amount of tinte, A% Ehowledgement module 420 at the destination ?gﬁdpﬁéog%%&% immediately
indicating dhet thehewnanyaisd- W W&lidasre dhaheatheet poirrzeisenfoneis AblcgyiinEo®at the managed
er:jd point 15%3 mﬁy ﬁﬁ;ﬁ%&@%&@&%&%&%m%&&&lhﬁ&m%Beéiqutlsiﬂnﬂleldgbﬁ artheappliance 102
indicating that efragmentation operation completed sycce ..100571Because
acknowle&’é’rﬁ]()e(tin{f‘stlg}%’ Fe?t?ﬁﬂe%nfr%?ﬁuep [\ é(i%f tagﬁ %g%ﬁé?ﬁéélﬁfii’élﬂé ég@/\?e& 1rszgffn efcgeéd back on an
issued cormarrtiead thy oiussterin dnresouic s epaithtgfofdaréshohketd HeGnPR&AR. The persistent

connectionglsa.enablesr anigdsiausayeieadiRckapwiasosments-hanexamplenanmgpliance 102 can
send SMNIP messages to thousands of managed.endpoints 108 in rapid suc essd'?? %nd keep track of
which maﬁbnéegt:?aénﬁp%sltnffgar%se&)% With an / &%&’.e (gnrrggr%ta(})éee&dl %%868%? C:L%)ilé1 %ac}%s not respond, the
appliance memagstherdngithfriessmgerbresneRiecthelpreiaistesie esprsstion wds st vith the
managed egidppinkfromsthg:list of active connections in the connection data 412. If a client responds
witha W /033172PCT/TJS2008/075624 NACK, th liance. 102 can update its connection
data asso(ié%gj \_Nitﬁll} geé%%ﬁﬁém?siﬁstgnfng?c% ea}fﬁé%%ee?%%%g;)rg?ﬁ? oeg'lsenctl)n{T ﬁ%\/seaﬁe expected
functional pluegetionsto[@OBES Maaekfit ordritie 108 dp dint RTRIEEss FEReisRsHtE BHREctions, persistent
connectiongesaRh e iniliatad-hypaieennastion Ritisdion Mecle Al3MaR theappliaacent02. This enables
the appliance 102 1o initiate. a.connection whepever it desires rather than wait for fhe endpoint 108 to
initiate. If tﬁug%l?asp iance’ Tﬁgbélél_gg no ﬁg\gevwﬁie ﬁ)%réiﬁgrl? o‘%‘%ﬁfifﬂéﬁ%%%%ﬁt lﬁg%n advance, the appliance
may send BebredidddstiorarrasiieseamnatiethnseRsigecte tevisr k8o ABIRE BCAIRARE, firewalis 116

may block:eernestiens wikaiedhy dhe rppkiapeerdOR. HPRAIAN aiterndtivente afersiEtent connection

's an intervaased eonneslion indhis vpe of cennection s sanneeliendaifiatian module 418 on the
endpoint 108 can open a new connection to the appliance 102 at defined intervals (such as once per
five minuteSpiptn CREMASWeSHETdeidinSHenaRIpam e D& tidareesssd SBRIEa®102 with current
configuratigRdnfieimadion areneeeiigsianypnstrsctirnsviiam thecapplishbe dhaithetappliance has been
gueuing up sir;%e the a%co.nnection. This type of communication may be useful where avoiding a

: d endpoin{.” . : . )
persistent Engﬁngctfgnlgl%n esired. [00601FIG. 6 is a flowchart illustrating a method for creating and

maintainin? &3k rsidtE BRSPSt iR B bR AP HoR T Bl R Boint 108, in one
embodiment2 A mdiue sticieatipensigtent connectian isdeosivediGO2dvyrthe @pphicroe 102 from a

managed endnoin, 108 This, request.an beu SRR, ATCR.aYNipackel.fhe appliance 102

responds and opens 604 the persistent connection. The ‘appliance 102 then receives 606 configuration

informatior? TR EhRS T Afe PR AEIH £ 38 i SR AIgGTatidl RSHARREM iR include information
about the functaial pldgins 14 instaliedatarthedhanagedendpoihtdf@8iahd/theardware and

software C?él{{'&lér\%k%g%ﬂﬁ 5@%@99%&9&9%@% The @@pjjance 102 stores 608 the configuration

information and information associated with the persistent connection (e.g., indicating that the
connection {3 tives:s BBEPTHLABRYSISIEREEO MRS OO b PRA A RS BT S AT bR Este, even if there

is no functional plugins 104S and managed endpoint functional plugins 104C. In one embodiment,
the queuing module 414 and acknowledgement module 420 perform some of these functions.
The queuing module 414 queues messages to be sent over the network 114. Generally, these
messages are recetved from functional plugins 104, though the messages may also be
generated by the tier-1 module 404 itself (e.g., heartbeat messages). The queuing module
414 can then send messages from the queue when network resources are available. The
queuing module 414 can implement a priority system where some functional plugins 104
have higher priorities than others. In one embodiment, the queuing module 414 also attaches
tier-1 data to the tier-2 data received from the functional plugin. This tier-1 data can indicate

the type of functional plugin 104 and a sequence number, as described above.
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immediate need for further communications. The persistent connection can be used to send messages
between functional plugtins 104 on the appliance 102 and the managed endpoint 108 without the need
to create a new connection for each message. In one embodiment, the pingin 106 on the managed
endpoint 108 sends a heartbeat message to the built-in plugin on the appliance 102 at regular time
intervals. If a¥h@aHB@E thessage is not received by the appliance 102 WHERSSEBAEE, the appliance
may marklis4iersisient emhodictiarn ths inachiveraddicidebi2 tpelipersistens ddniection, [00621The

above desgriptian i3 inelydastoilstiatetheRReration ghdiesRiefered srhodiments and is not meant
to limit the scope of the invention. The scope of the invention WO 2009/033172PCTRJ82008/075624

is to be linfHR Ry PHE e YRSHoTIdCaiRRRl 3rbiRr R 36 EVVERMELL OR FRAS A tions will be
apparent tquemegskitiddeinl thendklievantarg thaduicoeid tyiet ibe encidapasséd byidhe spadttand scope of

the inventign, MGRLEP{clIMS g 1 GATRHE JMplemeed MahadiarRetioming information

technology (TO tasks using a computer, the méthod comprising:  _receiving a request or a persistent
connectioMRBVERSE AR OM A TS g RS ARSI e MeSHsRMS TS SR IN onnection with the

managed gridpdint Daseckorwibdzceguiestidule 420 provides acknowledgements for messages
received from the network 114. When a message is received by the built-in plugin 106 and
successfully delivered to a destination functional plugin 104 by the plugin routing module
422, an acknowledgement message (ACK) can be generated and sent back to the originating
built-in plugin on the remote computer 200. If the plugin routing module 422 was not able to
deliver the message, then a negative acknowledgement (NACK) can be sent to the remote
computer 200. This can occur, for example, if the intended destination functional plugin 104
is not installed on the destination computer 200. The sequence number from the tier-1 data of
the received message can be included in the acknowledgement so that the sequencing module
422 at the remote computer 200 can match the acknowledgement to the sent message, as
described above.
[06056] The ACK and NACK messages are tier-1 messages sent between built-in plugins
106 and do not have a tier-2 layer. The ACK or NACK messages indicate whether the
original message was delivered properly to the functional plugin 104, rather than whether the
functional plugin was able to fully process the message. For example, a message to a
functional plugin 104 may contain a command for the plugin to perform a disk
defragmentation operation that takes a significant amount of time. The acknowledgement
module 420 at the destination returns an ACK immediately indicating that the command was
delivered. At a later point, the functional plugin 104 at the managed endpoint 108 may send
a message (with tier-2 data) to the functional plugin at the appliance 102 indicating that the
defragmentation operation completed successfully.
[0057] Because acknowledgments are returned immediately, an appliance 102 can
receive rapid feedback on an issued command and avoid spending resources waiting for a
response to a command. The persistent connection also enables rapid, low-overhead
acknowledgements. For example, an appliance 102 can send SMMP messages to thousands
of managed endpoints 108 in rapid succession and keep track of which managed endpoints
respond with an ACK. If a managed endpoint 108 does not respond, the appliance 102 can
retry the message or remove the persistent connection associated with the managed endpoint

from the list of active connections in the connection data 412. If a client responds with a
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receiving configuration information from the managed endpoint including a list 100f at least one
functional plugin on the managed endpoint, the at least one functional plugin inch ding a software
module for performing an IT task; storing information describing the persistent connection and the
configuration information; and maintaining the persistent connection in an open state. 15 The
computer-imﬁ@m%gﬁ%—:\"&%ethod of claim 1, wherein the request from tﬁg%UaérJ%g)gglé)as 6ezr‘%dpoint traverses
a firewall texfigutiednplibhsel Eoemandels fegoestetigirdetethierttiedathdbpenditdydift.1203. The
computersippliementad methecdiedclaimds ftheraempiising eeaiving a notification from a source

functlonagﬁig%n o] tgﬁi%%rrpg%g%ltnge .notlflcatlgn |nd|cat|ngﬁa %ommand for execugion on a managed
nd sen

. n omt-inifigted persisient connec S, persistent connections .
endpomt; INg a comman essageato € manhage en%é%t using the persistent connection,

the commesnd privisisteg &yriciortieesiehdnddnvienanmiifér Ebentio aratisnan 198inEhéatish et Betype of a
destinatiog,fungtionsl gluginet thenaeaged:RPENPMRbires rather than wait for the endpoint

108 to initiate. If the appliance 102 does not know the location of the endpoint 108 in
advance, the appliance may send a broadcast or multicast initiation message. However, as
mentioned above, firewalls 116 may block connections initiated by the appliance 102.
[0059] An alternative to a persistent connection is an interval-based connection. In this
type of connection, the connection initiation module 418 on the endpoint 108 can open a new
connection to the appliance 102 at defined intervals (such as once per five minutes). With
each new connection, the endpoint 108 updates the appliance 102 with current configuration
information and receives any instructions from the appliance that the appliance has been
queuing up since the last connection. This type of communication may be useful where
avoiding a persistent connection is desired.

[0060] FIG. 6 is a flowchart illustrating a method for creating and maintaining a
persistent connection between an appliance 102 and a managed endpoint 108, in one
embodiment. A request for a persistent connection is received 602 by the appliance 102 from
a managed endpoint 108. This request can be, for example, a TCP SYN packet. The
appliance 102 responds and opens 604 the persistent connection. The appliance 102 then
receives 606 configuration information from the managed endpoint 108. This configuration
information can include information about the functional plugins 104 installed on the
managed endpoint 108 and the hardware and software configuration of the managed
endpoint. The appliance 102 stores 608 the configuration information and information
associated with the persistent connection (e.g., indicating that the connection is active).
[0061] The persistent connection is maintained 610 in an open state, even if there is no
immediate need for further communications. The persistent connection can be used to send
messages between functional plugins 104 on the appliance 102 and the managed endpoint
108 without the need to create a new connection for each message. In one embodiment, the
built-in plugin 106 on the managed endpoint 108 sends a heartbeat message to the built-in
plugin on the appliance 102 at regular time intervals. If a heartbeat message is not received
by the appliance 102 when expected, the appliance may mark the persistent connection as
inactive and close 612 the persistent connection.

[0062] The above description is included to illustrate the operation of the preferred

embodiments and is not meant to limit the scope of the invention. The scope of the invention
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MCSI.LP 4. The computer-implemented method of claim 3, further comprising receiving an
acknowledgement message from the managed endpoint that the command message was delivered,
the acknowledgement message received prior to the command completing execution on the managed
endpoint. 5 5. The computer-implemented method of claim 4, further comprisi ifying the source
functional pI‘(Y&ﬁOﬂ%Qﬁh% message was delivered in response to a Se&ﬁ%%?%%ﬁ%% the
acknowletideredimitné ssbidey. thoéolfersieeitimte EioTpiBabenslitfeaies s1emaitei9dfther comprising:
placing the;geaupanshmessagalinianderesvancrt thaiemnangt thesaampand tessagstfrom the queue
based on a relative iority ot'g the source functional plugin. 157.The computer-implemented method of
claim I, fufliiére c?rﬂprlgiﬁlg:en onr’eceiving version information from the managed endpoint, the version
information indicating a version of the at least one functional plugin on the managed endpoint:
determining whether the version is a most recent version; and 20sending an upgrade message to the
managed endpoint if the version is not the most recent version, the upgrade message including
instructions for upgrading the functional plugin. 8.A computer system for performing information
technology (Ft) tasks the
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25computer system comprising: a processor; and MCSLLP a non-transitory computer-readable
storage medium communicatively coupled to the processor, the non-transitory computer-readable
storage medium storing executable computer program modules comprising: a conggetipndnitialization
module operable to: receive a request for a persistent connection over a network from a. managed
endpoint; and open the persistent connection with the managed endpoint based on the request;
and a tier-1 module operable to: 1.0receive configuration information from the managed endpoint
including a Iis(éof at least one functional plugin on the managed endpoint, the at least one functional
plugin compri }ﬁ’éné'software module for performing an IT task; store information
describing the persistent connection and the 15configuration information; and maintain the persistent
connection in an open state.

1. A computer-implemented method for performing information technology (IT)

tasks using a computer, the method comprising:
5 receiving a request for a persistent connection over a network from a managed
endpoint;
opening the persistent connection with the managed endpoint based on the
request;
receiving configuration information from the managed endpoint including a list
10 of at least one functional plugin on the managed endpoint, the at least one functional
plugin including a software module for performing an IT task;
storing information describing the persistent connection and the configuration
information; and

maintaining the persistent connection in an open state.

15
2. The computer-implemented method of claim 1, wherein the request from the
managed endpoint traverses a firewall configured to block connection requests directed
to the managed endpoint.

20 3. The computer-implemented method of claim 1, further comprising:

receiving a notification from a source functional plugin on the computer, the
notification indicating a command for execution on a managed endpoint; and

sending a command message to the managed endpoint using the persistent
connection, the command message including the command for execution and an

25  indication of a type of a destination functional plugin at the managed endpoint.
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9. The computer system of claim 8, wherein the request from the managed endpoint traverses a
firewall configured to block connection requests directed to the 20managed endpoint, 10. If he
computer system of claim 8, further comprising: a tier-2 module operableltt’fddéive a notification
from a source functional plugin on the computer, the notification indicating a command for execution
on a managed 25endpoint; and MCSLLP wherein the tier-i module is further operable to send a
command message to the managed endpoint using the persistent connection, the command message

including the command for execution and an jndication of a type destination functional plugin at
the managedfendpofrite M RHE CBHRITREF s %WS?&&%H%%&%@’%B%’&%% anoctyme an

acknowledgegn odIe ARSIRBIJo FREFINE %ﬁ&ggwxﬁ@g&gmﬁ%m@%ﬁﬁﬁaﬁ@%é&%@%ged

endpoint that the command message was delivered, the acknowledgement message received prior to
the commandiepreplating: exseutidadpethatmanaged enepoihprid. Thércamputensystemlaingaim 11,
further comprising a sequencing module operable to notify the source functional plugin that the
message Waﬂ%WQ@Qﬂﬁh‘égﬁélﬁgédté@B@&uence number in the acknowledgement message.
1513.The computer system of claim 10, further comprising a queuing module operable to place the
command message in a queue and remove the command message from the queue based on a

relative priority of th@fﬁ@%ﬂ%ﬁt@ﬁﬂ%%@élﬁ&lﬁ%a kI SRMBHLe! Sygiem ohelaim Snumtfiap camprising
a plugin management module operable to:
source functional plugin that the message was delivered in response to a sequence

number in the acknowledgement message.

10 6. The computer-implemented method of claim 3, further comprising:
placing the command message in a queue; and
removing the command message from the queue based on a relative priority of

the source functional plugin.

15 7 The computer-implemented method of claim 1, further comprising:
receiving version information from the managed endpoint, the version
information indicating a version of the at least one functional plugin on the managed
endpoint;
determining whether the version is a most recent version; and
20 sending an upgrade message to the managed endpoint if the version is not the
most recent version, the upgrade message including instructions for upgrading the

functional plugin.

8. A computer system for performing information technology (IT) tasks the
25  computer system comprising:

a processor; and
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receive version information from the managed endpoint indicating a version of a functional plugin on
the managed endpoint; determine whether the version is a most recent version; and send an
upgrade message to the managed endpoint if the version is not the most 25recgriyarsion, the
upgrade message including instructions for upgrading the functional plugin. MCSLLP IS.A computer
program product including a non-transitory computer-readable storage medium having executable
computer program instructions recorded thereon for performing information technology (IT) tasks using
a computer, comprising: 5a connection initializa%%n module operable to: .reﬁ(]ei ea re%u({et%t for a

persistent connectio%‘%?%ﬁé%o??%gﬁegﬁaa St SR WA O A S S aRtant
connection with ;5%&9&%&%9 FodRoNtRASSD AP IRE FeaMBRE Bhd A0A ek MedHie.parable to:

rece_ive configuration information from the managed endpoint including a list of at least one functional
plugin on the snanage denepoini dhéeatteastisng: functional plugiu including a software module for

performing an It' task;
a connection initialization module operable to:
5 receive a request for a persistent connection over a network from
a managed endpoint; and
open the persistent connection with the managed endpoint based
on the request; and
a tier-1 module operable to:

10 receive configuration information from the managed endpoint
including a list of at least one functional plugin on the managed
endpoint, the at least one functional plugin comprising a software
module for performing an IT task;

store information describing the persistent connection and the

15 configuration information; and

maintain the persistent connection in an open state.

9. The computer system of claim 8, wherein the request from the managed
endpoint traverses a firewall configured to block connection requests directed to the

20  managed endpoint.

10.  The computer system of claim 8, further comprising:
a tier-2 module operable to receive a notification from a source functional plugin
on the computer, the notification indicating a command for execution on a managed

25  endpoint; and
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store information describing the persistent connection and the configuration information; and maintain
the persistent connection in an open state. 16. The computer program product of claim 15, wherein
the request from the managed endpoint traverses a firewall configured to blqgk gonpection requests
directed 20 to the managed endpoint. 17. The computer program product of claim 15, further
comprising: a tier-2 module operable to receive a notification from a source functional plugin on
the computer; the notification indicating a command for execution on a managed 25endpoint; and

MCGL wherein the tier-1 madule is further pperable to send a command message to the managed
endpoint using the JEISIERARGHITFHECHS ,u{ﬁésé%ﬁ?}ﬁ%ﬂ]&em@ses%ﬁ)g%e’agﬁﬁ?fmﬁq gégn%%?atﬂ or

execution ang o ndsaan el @ dssinalon uasionl avain Al e mzoagad Aot

IS.The computer program product of claim 17, further comprising: an acknowledgement module
operable to resginean fackroviedgament messsge fiomyhe ofandged eidpbinttthailtpbigonamand
message was delivered, the acknowledgement message received prior to the command completing
execution on enaaehaadRPERdpoint; and a sequencing module operable to notify the source
functiona) plugin that the message was delivered in response to a sequence number in the
acknowledgement message. 1519.The computer program product of claim 17, further comprising a

queuing I1. The computer system of claim 10, further comprising an acknowledgement
module operable to receive an acknowledgement message from the managed endpoint
that the command message was delivered, the acknowledgement message received prior

to the command completing execution on the managed endpoint.

10
12. The computer system of claim 11, further comprising a sequencing module
operable to notify the source functional plugin that the message was delivered in
response to a sequence number in the acknowledgement message.

15 13.  The computer system of claim 10, further comprising a queuing module

operable to place the command message in a queue and remove the command message

from the queue based on a relative priority of the source functional plugin.

14.  The computer system of claim 8, further comprising a plugin management
20 module operable to:
receive version information from the managed endpoint indicating a version of a
functional plugin on the managed endpoint;
determine whether the version is a most recent version; and
send an upgrade message to the managed endpoint if the version is not the most
25  recent version, the upgrade message including instructions for upgrading the functional

plugin.
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module operable to place the command message in a queue and remove the command message from
the queue based on a relative priority of the source functional plugin. 20.The computer program
product of claim 15, further comprising a plugin 20management module operabf@@@’:‘»‘— receive
version information from the managed endpoint indicating a version of the at least one functional
plugin on the managed endpoint; determine whether the version is a most recent version; and

send an upgrade message to the managed endpoint if the version is not the most 25recent version,
the upgrade message including instructions for upgrading the functional plugita.

15. A computer program product including a non-transitory computer-readable
storage medium having executable computer program instructions recorded thereon for
performing information technology (IT) tasks using a computer, comprising:
5 a connection initialization module operable to:
receive a request for a persistent connection over a network from a
managed endpoint; and
open the persistent connection with the managed endpoint based on the
request; and
10 a tier-1 module operable to:
receive configuration information from the managed endpoint including
a list of at least one functional plugin on the managed endpoint, the at least one
functional plugin including a software module for performing an IT task;
store information describing the persistent connection and the
15 configuration information; and

maintain the persistent connection in an open state.

16. The computer program product of claim 15, wherein the request from the
managed endpoint traverses a firewall configured to block connection requests directed

20  to the managed endpoint.

17. The computer program product of claim 15, further comprising:
a tier-2 module operable to receive a notification from a source functional plugin
on the computer, the notification indicating a command for execution on a managed

25  endpoint; and
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MCSLLP

wherein the tier-1 module is further operable to send a command message to the
managed endpoint using the persistent connection, the command message comprising
the command for execution and an indication of a type of a destination functional plugin

at the managed endpoint.

18. The computer program product of claim 17, further comprising:

an acknowledgement module operable to receive an acknowledgement message
from the managed endpoint that the command message was delivered, the
acknowledgement message received prior to the command completing execution on the
managed endpoint; and

a sequencing module operable to notify the source functional plugin that the
message was delivered in response to a sequence number in the acknowledgement

message.

19.  The computer program product of claim 17, further comprising a queuing
module operable to place the command message in a queue and remove the command

message from the queue based on a relative priority of the source functional plugin.

20. The computer program product of claim 15, further comprising a plugin
management module operable to:

receive version information from the managed endpoint indicating a version of
the at least one functional plugin on the managed endpoint;

determine whether the version is a most recent version; and

send an upgrade message to the managed endpoint if the version is not the most
recent version, the upgrade message including instructions for upgrading the functional

plugin.
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