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A TRANSACTION METHOD

FIELD OF INVENTION

[0001] The present invention relates broadly, but not exclusively, to a transaction method

using a transaction credential that is associated with a transaction device.

BACKGROUND

[0002] Payment cards such as credit cards and debit cards are commonly used in the retail
environment for the purchase of goods and/or services. Such cards are popular with
consumers, and merchants accept these cards as a necessary part of doing business, i.e., they

provide an effective substitute to cash and checks.

[0003] However, it is often necessary for a consumer to provide a credit card or details of the
credit card at the time of purchase. This poses inconvenience for consumers who own several
payment cards for various types of transactions. Also, this poses security issues because it

requires the customers to present important banking information relevant to the payment cards.

[0004] These payment card transactions are typically performed across muitiple channels of
commerce. For example, payment card based fransactions may be performed in person at a
retail outlet, via a computer connected to the internet, via a mobile phone and/or via a company-
based call centre. These various transactions are conducted in different ways and, accordingly,
have different levels of fraud risk associated therewith. In addition, the mentioned transactions

generally require that the consumer have his or her card in hand to either present to the cashier
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in a retail environment, or {o enter the requested information via the internet and/or over the

telephone along with the provision of confidential information such as account information.

[0005] There is therefore a need in the art for a method and system for processing a transaction
using a common device, without having to provide a payment card or details relating to a

payment card.

SUMMARY

[0006] Various embodiments provide a transaction method comprising determining, by a server,
if a transaction device is registered to a service, the transaction device being one of a plurality of
transaction devices selectable to initiate a transaction, the plurality of transaction devices being
associated with at least one transaction credential; determining, by the server, if the transaction
device is selected to initiate the transaction based on the determination if the transaction device
is registered to the service; and processing, by the server, the transaction using the associated
at least one transaction credential if the transaction device is determined to be selected to

initiate the transaction.

[0007] In an embodiment, the determination, by the server, if the transaction device is
registered to the service is performed in response to receiving a transaction request message,
the transaction request message comprising an indicator indicating whether the transaction

device is subscribed {o the service.

[0008] In an embodiment, the method further comprises requesting confirmation, by the server,
that the transaction device is selected to initiate the transaction if the indicator indicates that the

transaction device is subscribed to the service.
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[0009] In an embodiment, the confirmation is requested, by the server, based on transaction

data indicating a type of the transaction.

[0010] In an embodiment, the transaction device is determined, by the server, to be selected to

initiate the transaction only if the transaction data indicates that the type is a predetermined

type.

[0011] in an embodiment, the fransaction device is determined, by the server, to be selecied to
initlate the transaction only if the transaction device data indicates that the fransaction device is

selected to initiate the transaction based on the transaction data.

[0012] in an embodiment, the method further comprises determining, by the server, if a

merchant is registered to the service.

[0013] In an embodiment, the method further comprises determining, by the server, if the

merchant is selected to process the transaction.

[0014] In an embodiment, the transaction is processed, by the server, using the associated at
least one transaction credential if the merchant is determined to be selected to process the

transaction.

[0015] In an embodiment, the transaction device is selected based on a transaction criteria and
the transaction is processed, by the server, in accordance with the transaction criteria when the

transaction device is determined to be selected to initiate the transaction.
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[0016] In an embodiment, the transaction criteria is determined by an owner of the transaction

credential via the server.

[0017] In an embodiment, the determination of the transaction criteria via the server includes

determining a threshold amount for each transaction.

[0018] In an embodiment, a holder of the fransaction device is different from an owner of the

transaction credential.

[0019] in an embodiment, the fransaction device comprises any one or more of a

communication device, an electrical appliance and apparel.

[0020] In an embodiment, the transaction is a payment transaction.

[0021] in an embodiment, the plurality of transaction devices correspond to an identifier,

[0022] In an embodiment, the identifier is a unique internet protocol address.

[06023] In an embodiment, the determination if the transaction device is registered to a service is

based on cryptography fechnigues.

[0024] In an embodiment, the determination if the transaction device is selected to initiate the

fransaction is based on cryptography techniques.

[0025] Various embodiments provide a proxy server comprising at least one processor; and at

least one memory including computer program code; the at least one memory and the computer
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program code configured to, with the at least one processor, cause the proxy server at least to:
determine if a transaction device is registered to a service, the transaction device being one of a
plurality of transaction devices selectable to initiate a transaction, the plurality of transaction
devices being associated with at least one transaction credential; determine if the transaction
device is selected fo initiate the transaction based on the determination if the transaction device
is registered to the service; and process the transaction using the associated at least one
tfransaction credential if the transaction device is determined to be selected to initiate the

transaction.

[0026] Various embodiments provide a computer-readable storage medium having stored
thereon computer program code which when executed by a computer causes the computer to

execute a method in accordance with any of the above embodiments.

[0027] Various embodiments provide a computer program comprising software code adapted to

perform a method in accordance with any of the above embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Embodiments of the invention will be better understood and readily apparent to one
of ordinary skill in the art from the following written description, by way of example only, and

in conjunction with the drawings, in which:

[0029] Figure 1 iliustrates a block diagram of a transaction system within which transaction

using a transaction device can be implemented.



10

15

20

25

[0030] Figure 2 shows a flow chart illustrating a method for conducting a transaction

between a merchant and a customer according to an example embodiment.

[0031] Figure 3 shows a block diagram of a server for communicating with a plurality of

transaction devices shown in Figure 1.

[0032] Figure 4(a) shows a schematic diagram illustrating registering a plurality of

transaction devices to an account under a service by a payment facilitator.

[0033] Figure 4(b) shows a schematic diagram illustrating determining a transaction criteria

for the holders of the transaction devices under a service by a payment facilitator.

[0034] Figure 5 shows an exemplary computing device to realize a server for the payment

network server shown in Figure 1.

[0035] Figure 6 illustrates a schematic of a payment server 108 of Figure 1.

DETAILED DESCRIPTION

[0036] Some portions of the description which follows are explicitly or implicitly presented in
terms of algorithms and functional or symbolic representations of operations on data within a
computer memory. These algorithmic descriptions and functional or symbolic representations
are the means used by those skilled in the data processing arts to convey most effectively the
substance of their work to others skilled in the art. An algorithm is here, and generally,
conceived to be a self-consistent sequence of steps leading to a desired result. The steps are

those requiring physical manipulations of physical quantities, such as electrical, magnetic or
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optical signals capable of being stored, transferred, combined, compared, and otherwise

manipulated.

[00637] Unless specifically stated otherwise, and as apparent from the following, it will be
appreciated that throughout the present specification, discussions utilizing terms such as
“scanning”, “calculating”, “determining”, “replacing”, “generating”, “initializing”, “processing”,
“outputting”, or the like, refer to the action and processes of a computer system, or similar
glectronic device, that manipulates and transforms data represented as physical quantities
within the computer system into other data similarly represented as physical quantities within

the computer system or other information storage, transmission or display devices.

[0038] The present specification also discloses apparatus for performing the operations of the
methods. Such apparatus may be specially constructed for the required purposes, or may
comprise a general purpose computer or other device seleclively activated or reconfigured by a
computer program stored in the computer. The algorithms and displays presented herein are
not inherently related fo any particular computer or other apparatus. Various general purpose
machines may be used with programs in accordance with the teachings herein. Alternatively,
the construction of more specialized apparatus to perform the required method steps may be
appropriate. The structure of a conventional general purpose computer will appear from the

description below.

[0039] in addition, the present specification also implicitly discloses a computer program, in that
it would be apparent to the person skilled in the art that the individual steps of the method
described herein may be put into effect by computer code. The computer program is not
intended to be limited to any particular programming language and implementation thereof. It

will be appreciated that a variety of programming languages and coding thereof may be used to
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implement the teachings of the disclosure contained herein. Moreover, the computer program is
not intended to be limited to any particular control flow. There are many other variants of the
computer program, which can use different control flows without departing from the spirit or

scope of the invention.

[0040] Furthermore, one or more of the steps of the computer program may be performed in
paraliel rather than sequentially. Such a computer program may be stored on any computer
readable medium. The computer readable medium may include storage devices such as
magnetic or optical disks, memory chips, or other storage devices suitable for interfacing with a
general purpose computer. The computer readable medium may also include a hard-wired
medium such as exemplified in the Internet system, or wireless medium such as exemplified in
the GSM mobile telephone system. The computer program when loaded and executed on such
a general-purpose computer effectively results in an apparatus that implements the steps of the

preferred method.

[0041] Some disclosed embodiments can also be used in non-financial electronic transactions
(e.g. transactions that do not involve monetary payment in exchange for goods and/or services).
An example of a non-financial electronic fransaction is the redemption of customer loyalty

rewards {e.g. frequent flyer miles, credit card points).

[0042]) For example, information which promotes redemption with a particular merchant can be
provided to a transaction device based on the past redemption data relating to a previous
redemption. In this way, the holder of the transaction device holder can be informed of

promotions that are of interest to him.
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[0043] FIG 1 illustrates a block diagram of a transaction system 100 within which transaction

using a transaction device can be implemented.

[0044] The system 100 comprises a transaction device 102 in communication with a merchant
device 104. The transaction device 102 may also be in direct communication with a payment

network server 108, without having to communicate with the merchant device 104.

[0045] The merchant device 104 is in communication with an acquirer server 106. The acquirer
server 106, in turn, is in communication with a payment network server 108. The payment

network server 108, in turn, is in communication with an issuer server 110.

[0046] Use of the term ‘server herein can mean a single computing device or a plurality of
interconnected computing devices which operate together to perform a particular function. That
is, the server may be contained within a single hardware unit or be distributed among several or

many different hardware units.

[0047] The transaction device 102 typically is associated with a customer who is a party to a
transaction that occurs between the fransaction device 102 and the merchant device 104
through a transaction request message 112. In one implementation, the transaction device 102
i5 used to initiate such a transaction. The transaction device 102 may be a fixed (wired)
computing device or a wireless {portable) computing device. In specific implementations, the
transaction device 102 may be a handheld or portable or mobile device carried or used by the
customer, or may refer to other types of electronic devices such as a personal computer, a land-
line telephone, an interactive voice response (IVR) system, a refrigerator or may refer to apparel

such as a watch, a cap and the like. The transaction device (102) may be a device, such as a



10

15

20

25

10

mobile phone, a laptop computer, a personal digital computer (PDA), a mobile computer, a

portable music player (such as an iPod™ and the like).

[0048] The merchant device 104 typically is associated with the merchant who is also a party to
the transaction that occurs between transaction device 102 and the merchant device 104
through the transaction request message 112. The merchant device 104 may be a point-of-sale
(POS) terminal, an automatic teller machine (ATM), a personal computer, a computer server
(hosting a website, for example), an IVR system, a land-line telephone, or any type of mobile
device such as a mobile phone, a personal digital assistant (PDA), a laptop computer, a tablet

computer and the like.

[0049] The acquirer server 106 generally is associated with an acquirer who may be an entity
(e.g. a company or organization) which issues (e.g. establishes, manages, administers) a
transaction credential or an account (e.g. a financial bank account) of the merchant. Examples
of the acquirer include a bank and/or other financial institution. As stated in the above, the
acquirer server 106 may include one or more computing devices that are used to establish
communication with another server by exchanging messages with and/or passing information to

the other server.

[0050] The payment network server 108 typically is associated with a payment facilitator. For
example, the payment network server 108 may be the Banknet® network operated by
MasterCard®. The payment facilitator (e.g. MasterCard®) may be an entity (e.g. a company or
organization) who operates to process transactions, clear and settle funds for payments
between two entities (e.g. two banks). The payment network server 108 may include one or

more computing devices that are used for processing transactions.
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[0051] The issuer server 110 generally is associated with an issuer and may include one or
more computing devices that are used to perform a payment transaction. The issuer may be an
entity (e.g. a company or organization) which issues (e.g. establishes, manages, administers) a
transaction credential or an account (e.g. a financial bank account). An account may be
associated with a plurality of transaction devices 102. An owner of the fransaction credential
may or may not be a holder of the transaction device 102. In other words, a customer who is a
holder of the transaction device 102 may or may not be the owner of the account used for the

transaction.

[0052] The payment network server 108 may be configured to communicate with, or may
include, a database 109. The database 109 stores data corresponding to each account issued
by the issuer. Examples of the data include a password, an account owner name and address,
a credit limit, data relating to the transaction devices. For example, data relating registering a
transaction device 102 and the determining a transaction criteria of the transaction device 102
are included in the database 109. Further details on these data are described in Figures 4 and 5

below.

[0053] In an example, during a transaction, the transaction request message 112 is generated
at the ftransaction device 102. The fransaction request message 112 is generated by the
transaction device 102 in response to the customer making a selection of a good and/or service
to be purchased from the merchant. Therefore, the transaction request message relates 112 to
a transaction between the customer and the merchant. The transaction may be performed via a

website of the merchant.

[0054] In specific implementations, the transaction device 102 may be fitted with a wireless

communications interface such as a Near Field Communication (NFC) interface to enable the
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transaction device 102 to electronically communicate with the merchant device 104 to perform
the transaction. The transaction device 102 may be a piece of apparel, such as a watch that is
NFC-enabled. In one implementation, the customer may use the watch to perform the
transaction with the merchant by scanning the watch at the merchant device 104. The watch
may also generate a token with its secret key and send it to the merchant device 104. In
response to receiving the token with the secret key from the transaction device 102, the
merchant device 104 may verify these messages and complete the transaction. NFC is a set of
standards {o establish radio communication between devices by bringing them into close
proximity such as only a few centimetres. NFC standards cover communication protocols and

data exchange formats, and are based on radio-frequency identification (RFID) technology.

[0055] The transaction device 102 is capable of wireless communication using a suitable
protocol with the merchant device 104. For example, embodiments may be implemented using
transaction devices 102 that are capable of communicating with WiFi / Bluetooth-enabled
merchant devices 104. It will be appreciated by a person skilled in the art that depending on the
wireless communication protocol used, appropriate handshaking procedures may need to be
carried out to establish communication between the transaction device 102 and the merchant
device 104. For example, in the case of Bluetooth communication, discovery and pairing of the
transaction device 102 and the merchant device 104 may be carried out to establish
communication. The transaction device 102 may be a car that is Bluetooth-enabled. In one
implementation, the customer may drive fo a fast food restaurant to order food. The merchant
device 104 located at the fast food restaurant may be able to detect the car via the Bluetooth
protocol and send a request message o the customer for approval fo perform the transaction
using the car. The request message from the merchant device 104 may be sent to a screen

installed in the car via which the customer may give his approval to proceed to perform the
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transaction. The car may then generate a token with its secret key and send it to the merchant

device 104,

[0056] The ftransaction request message 112 may inciude an indicator relating to the
transaction device 102 and/or transaction data. The indicator indicates if the fransaction device
102 is subscribed to a service such as one provided by a payment facilitator with the payment
network server 108 providing the infrastructure to host the service. The service provides a
repository where records are kept of transaction devices that are authorised to initiate a specific
transaction. Subscribers to the services, such as a customer or a merchant, may select one or
more transaction devices 102 and then specify which of these transaction devices are selected
to initiate a corresponding transaction. Records of such selections can be kept in the repository.
For instance, a first transaction device 102, such as a watch, can be selected to initiate a first
type of transaction, such as to make a purchase below $10 at a fast food restaurant. In another
instance, another transaction device 102, such as a refrigerator, can be selected to initiate a

second type of transaction, such as to make a purchase below $100 at a supermarket.

[0057] in an implementation, a transaction is triggered when the selected transaction device
102 is presented at a merchant who also subscribes to this service. A transaction request
message 112 is also generated when a transaction is triggered. The service also has a record
on the one or more accounts that are linked to the one or more transaction devices, under which

the transaction costs are billed.

[0058] The service leverages existing Secure Socket Layer (SSL.) encryption functionaiity
and provides enhanced security through authentication of the customer. A participating
account owner and merchant are those who subscribe to the service. As a subscriber to the

service, a secret key may be stored in the fransaction device 102 and the merchant device
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104. Since the role of the payment network server 108 is to facilitate communication, it is
able to decrypt the secret key included in the transaction device 102 and the merchant
device 104. The service may further leverage a database or repository for storing details of
transaction devices that are registered to initiate a fransaction. This service is described in

greater detail in Figures 4(a) and 4(b).

[0058] Each transaction data relates to a transaction and identifies the customer and the
merchant, generally by way of identifiers of each associated with the customer and merchant
respectively. Further, the transaction data may also identify the good and/or service to be
purchased and a type or nature of the transaction. The transaction data may further identify a
value or price of the good and/or service. The transaction data may also indicate a time and

date at which the fransaction was initiated.

[0060] The fransaction request message 112 is sent from the transaction device 102 {o the
merchant device 104. In a disclosed embodiment, for example where the transaction is being
performed at the website of the merchant, the transaction device 102 and the merchant device
104 are in communication with a network, such as, the Internet (not shown for the sake of
simplicity). In this example, the transaction request message 112 is sent from the transaction

device 102 to the merchant device 104 via the network.

[0061] A request message 114 may be generated at the merchant device 104 which acts to
request the issuer at the issuer server 110 to authorize or perform the transaction. In a
disclosed embodiment, the request message 114 is a payment request message or a modified
transaction request message. The transaction is done via the Internet and the request message
114 may include merchant data. The merchant data indicates whether the merchant is

subscribed to the service.
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[0062] The request message 114 is sent from the merchant device 104 to the acquirer server
106. In other words, the request message 114 indicates if the customer and the merchant are

subscribed to the service.

10063] The request message 114 is forwarded from the acquirer server 106 to the payment
network server 108. The acquirer server 106 may not conduct any processing on or with the
request message 114 and, instead, may merely receive the request message 114 from the

merchant device 104 and forward it to the payment network server 108.

[0064] The request message 114 is received at the payment network server 108. In this way,
the payment network server 108 is informed of the transaction and that the merchant would like
to obtain authorization of the transaction. The payment network server 108 determines if the
transaction device 102 and/or the merchant device 104 are subscribed to the service based on

the indicator and the merchant data.

[0065] The payment network server 108 may request confirmation that the transaction device
102 is selected to initiate the transaction if the indicator in the request message 114 indicates
that at least the same transaction device 102 is subscribed to the service. In a disclosed
embodiment, this may be done based on a type of the transaction indicated in the transaction
data in the fransaction request message 112. For example, the transaction device 102 may be

registered fo initiate a transaction that occurs at a fast food restaurant.

[0066] As mentioned above, the role of the payment network server 108 is to facilitate
communication between the acquirer server 106 and the issuer server 110. Therefore, the

payment network server 108 may serve as a means through which the acquirer server 106 may
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communicate with the issuer server 110 in order that payments and authentication may be
performed. in specific implementations, the payment network server 108 may not forward the
request message 114 to the issuer server 110 to process the transaction if the transaction

device 102 and/or the merchant device 104 are not subscribed to the service.

[6067] The transaction data included in the transaction request message 112 can also be
used to approve the transaction only if there are sufficient funds in an account, or a credit limit of
a credit account has been not been exceeded. For example, the transaction data may comprise
a transaction amount and the payment network server is operable to determine what funds
are available in an account corresponding fo the account data and to send the authorisation
data to the controller only if the funds available are equal to or greater than the transaction

amount.

[0068] The payment network server 108 may also verify if the transaction device 102 is
registered to a service and/or selected to initiate the transaction based on cryptography
techniques. For example, in order to verify if the transaction device 102 is registered to a
service and/or selected to initiate the transaction, a verification message or a payment
token may be received on a token device issued by the payment network server 108 or the
transaction device 102. For example, the issuer may generate and send a one-time-
password io the token device belonging to the holder of the transaction device. The holder
of the transaction device may then enter this one-time-password via another means e.g. a
website to complete the authentication process. The payment network server 108 then

confirms the input of the holder of the transaction device.

[0069] For example, a transaction may be initiated by the transaction device 102 (e.g. a

watch) that is Bluetooth-enabled. This triggers the merchant device 104 which is also
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Bluetooth-enabled {o send a payment request message to the tfransaction device 102 via a
Bluetooth connection. The fransaction device 102 then sends a message io the proxy
network server 108 to request for a payment token by using its secret key (e.g.,
82781.9282JSHDJ929SJS ). The proxy network server 108 authenticates the transaction
device 102 based on the secret key. If the transaction device 102 is authenticated to be a
subscriber of a service, the proxy network server 108 sends the requested payment token
to the transaction device 102 which then forwards it to the merchant device 104, With the
payment token, the merchant device 104 starts the fransaction by requesting payment from
the acquirer server 106 via the payment network server 108. In return, the payment network
server 108 sends a notification to each of the transaction device 102 and the merchant

device 104 informing if the transaction has been successful.

{0070} With reference to Figure. 2, there is provided a method of conducting a transaction
between a merchant and a customer. The method (designated generally as reference

numeral 200) comprises the following steps:

[0071] Step 202: Determine if a fransaction device 102 is registered fo a service.

For example, a transaction device 102 can be used by a holder of the transaction device
102 to initiate a transaction by selecting a good and/or service which will generate a
fransaction request message 112. The transaction device 102 is one of a plurality of
transaction devices that can be associated with one or more account. The transaction
request message 112 will be sent to the payment network server 108, either directly or
indirectly via the merchant device 104 and the acquirer server 106, to determine if the
transaction device 102 is registered to the service described above that provides a

repository for transaction devices 102 usable to authorise a transaction. This can be
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done by identifying an indicator included in the transaction request message 112. The

indicator is used to indicate whether the transaction device is registered to the service.

[0072] Step 204: Determine if the transaction device 102 is selected to initiate

the transaction.

Following step 202, the next step is to determine if the transaction device 102 is selected
fo initiate the transaction. In an embodiment, a determination step is carried out to find
out if the transaction device 102 is selected to initiate the transaction if the transaction
device 102 is determined to be registered to the service of step 202. This may be done
at the payment network server 108 which accesses the database 109 for data relating to
the transaction device 102. The transaction device 102 is registered prior to initiating the
transaction. At the time of registering the transaction device 102, the owner of the
account may select the type of the transaction and a credit amount that the transaction

device 102 is authorised to transact.
[6073] Step 206: Process the transaction

Following step 204, the next step is to process the transaction if it is determined that the
transaction device 102 is selected {o initiate the transaction. In order to process the
transaction, the payment network server 108 may forward the request message 114
from the merchant device 104 to the issuer server 110 to obtain payment from the

account associated with the transaction device 102.
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[0074] Figure 3 provides a server 302 for communicating with a plurality of transaction
devices shown in Figure 1. The server 302 may correspond to the payment network server

108 shown in Figure 1.

[0075] In specific implementations, the plurality of transaction devices may be registered to
be associated with one or more accounts. The plurality of transaction devices may be a
laptop 304, a car 306, a mobile phone 308, a pair of google glasses 310, a watch 312, a
refrigerator 314 and a television 316. The plurality of transaction devices is assigned with
an unique identifier to identify them as being associated with the same account or
accounts. For example, all of these fransaction devices may be registered to associate to
an account belonging to an owner calied “Yonghow” and are assigned with an identifier

‘vonghow.pay”.

[0076] Each of these transaction devices is assigned an unigue address such as an
internet protocol (IP) address (e.g. a public IPv6 address). For example, the laptop 304 is
assigned an IP address of 2607:f0d0:10024444:4 and the television 316 is assigned an IP

address of 2607:f0d0:1009999;:9.

[0077] Figure 4(a) provides a schematic diagram of how the transaction devices may be
registered to an account under the service. The account may be given a unique address

402 indicative of the account owner, for example “hitps://kathy.pay/” indicating that that the

account owner is “Kathy”.

[0078] The account owner may register a plurality of transaction devices 404 (Refrigerator,
Car Plates, Television, Smart Watch, Telephone) to be associated with the account. The

plurality of transaction devices 404 may also be known as point of interaction (or “POI").
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Additionally, the account owner may also register or authorise the respective holders
(Daughter 406, Son 408 and Helper 410) of the plurality of transaction devices 404 to
initiate transactions using the account. An unique secret key may also be set up for each
transaction device 404. Advantageously, this allows messages such as a transaction

request message 112 to be encrypted using the unique secret key.

[0079] Figure 4(b) provides a schematic diagram of how the transaction criteria may be

determined for the holders of the transaction devices under the service.

[0080] The account owner may determine a transaction credit which each holder of the
transaction device may be authorised to use. For example, it may be determined that
Daughter 406 is authorised to spend USD 50, Son 408 is authorised to spend EUR 50 and
Helper 410 is authorised to spend SGD 100. As it is shown, it may also be possible to
indicate the currency in which the holder of the transaction device is authorised to spend.
This will allow the account owner, Kathy, to authorise a user (e.g., her daughter) to
complete purchases up to a limit even when she is in another country (e.g. studying

abroad).

[0081] Alternatively, instead of determining the transaction credit based on the holder of the
transaction device, it is possible to determine the fransaction credit based on the
fransaction device. For example, it may also be possible to determine that the Refrigerator
is authorised to process a transaction with a transaction limit of USD 50 and the Television

is authorised to process a fransaction with a transaction limit of EUR 50,

[0082] The account owner may also determine the merchants with whom the holders of the

transaction devices may transact. For example, it may be determined that the Daughter
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4086, Son 408 and Helper 410 are authorised to transact with certain restaurants 412 such
as MacDonald's® and Pizza Hut® and certain retailers 412 such as TESCO®, Walmart®,
lkea® and P&G®. In other words, the transaction device is determined to initiate the fransaction

only if the transaction is a predetermined type.

[0083] The account owner may even put restrictions on some holders of the transaction
devices. In other words, the account owner, Kathy, may include a restriction on a holder of
the transaction device, Son 408.. For example, when Son 408 initiates a transaction at
MacDonald’s using his watch, Kathy may be informed on a separate device (e.g. her mobile

phone) and the transaction will only process if Kathy approves.

[0084] These data relating to the fransaction devices are stored in the database 109
shown in Figure 1. This allows the payment network server 108 to access the database 109
to obtain information, e.g., requesting confirmation that the transaction device 102 is

selected to initiate the transaction.

[0085] This allows account owners to register trusted merchants with whom they transact
frequently or trust to buy goods and/or services. This capability also allows the merchants
to create a better relationship with their consumers and recognize their customers by
identifying the unique IP address of each transaction device 102. This further allows the
merchants to develop targeted marketing activities like promotions and personalized
consumer loyalty programs. For example, a link 416 may be provided to present

promotions and personalized consumer loyalty programs to the account owner.

[0086] Figure 5 depicts an exemplary computing device 500 where one or more such

computing devices 300 may be used for the acquirer server 106, the payment network server
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108 or the issuer server 110. The following description of the computing device 500 is provided

by way of example only and is not infended to be limiting.

[0087] As shown in Figure 5, the example computing device 500 includes a processor 504 for
executing software routines. Although a single processor is shown for the sake of clarity, the
computing device 500 may also include a mulli-processor system. The processor 504 is
connected to a communication infrastructure 506 for communication with other components of
the computing device 500. The communication infrastructure 506 may include, for example, a

communications bus, cross-bar, or network.

[0088]1 The computing device 500 further includes a main memory 508, such as a random
access memory (RAM), and a secondary memory 510. The secondary memory 510 may
include, for example, a hard disk drive 512 and/or a removable storage drive 514, which may
include a fioppy disk drive, a magnetic tape drive, an optical disk drive, or the like. The
removable storage drive 514 reads from and/or writes to a removable storage unit 518 in a well-
known manner. The removable storage unit 518 may include a floppy disk, magnetic tape,
optical disk, or the like, which is read by and written to by removable storage drive 514. As will
be appreciated by persons skilled in the relevant ari(s), the removable storage unit 518 includes
a computer readable storage medium having stored therein computer executable program code

instructions and/or data.

[0089] In an alternative implementation, the secondary memory 510 may additionally or
alternatively include other similar means for allowing computer programs or other instructions to
be loaded into the computing device 500. Such means can include, for example, a removable
storage unit 522 and an interface 520. Examples of a removable storage unit 522 and interface

520 include a program cartridge and cartridge interface (such as that found in video game
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console devices), a removable memory chip (such as an EPROM or PROM) and associated
socket, and other removable storage units 522 and interfaces 520 which allow software and

data to be transferred from the removable storage unit 522 to the computer system 500.

[0090] The computing device 500 also includes at least one communication interface 524. The
communication interface 524 allows software and data to be transferred between computing
device 500 and external devices via a communication path 526. In various disclosed
embodiments, the communication interface 524 permits data to be transferred between the
computing device 500 and a data communication network, such as a public data or private data
communication network. The communication interface 524 may be used to exchange data
between different computing devices 500 which such computing devices 500 form part an
interconnected computer network. Examples of a communication interface 524 can include a
modem, a network interface (such as an Ethernet card), a communication port, an antenna with
associated circuitry and the like. The communication interface 524 may be wired or may be
wireless. Software and data transferred via the communication interface 524 are in the form of
signals which can be electronic, electromagnetic, optical or other signals capable of being
received by communication interface 524. These signals are provided to the communication

interface via the communication path 526.

[0091] As shown in Figure 8, the computing device 500 further includes a display interface 502
which performs operations for rendering images to an associated display 530 and an audio

interface 532 for performing operations for playing audio content via associated speaker(s) 534.

[0092] As used herein, the term "computer program product” may refer, in part, to removable
storage unit 518, removable storage unit 522, a hard disk installed in hard disk drive 512, or a

carrier wave carrying software over communication path 526 (wireless link or cable) to
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communication interface 524. A computer readable medium can include magnetic media,
optical media, or other recordable media, or media that transmits a carrier wave or other signal.
These computer program products are devices for providing software to the computing device
500. Computer readable storage medium refers to any non-transitory tangible storage medium
that provides recorded instructions and/or data to the computing device 500 for execution and/or
processing. Examples of such storage media include floppy disks, magnetic tape, CD-ROM,
DVD, Blu-ray DiscTM, a hard disk drive, a ROM or integrated circuit, USB memory, a magneto-
optical disk, or a computer readable card such as a PCMCIA card and the like, whether or not
such devices are internal or external of the computing device 500. Examples of transitory or
non-tangible computer readable transmission media that may also participate in the provision of
software, application programs, instructions and/or data to the computing device 500 include
radio or infra-red transmission channels as well as a network connection to another computer or
networked device, and the Internet or Intranets including e-mail transmissions and information

recorded on Websites and the like.

[0093] The computer programs (also called computer program code) are stored in main
memory 508 and/or secondary memory 510. Computer programs can also be received via the
communication interface 524. Such computer programs, when executed, enable the computing
device 500 to perform one or more features of embodiments discussed herein. In various
embodiments, the computer programs, when executed, enable the processor 504 to perform
features of the above-described embodiments. Accordingly, such computer programs represent

controllers of the computer system 300.

[0094] Software may be stored in a computer program product and loaded into the computing
device 500 using the removable storage drive 514, the hard disk drive 512, or the interface 520.

Alternatively, the computer program product may be downloaded to the computer system 500
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over the communications path 526. The software, when executed by the processor 504, causes

the computing device 500 to perform functions of embodiments described herein.

[0095] it is to be understood that the embodiment of Figure 5 is presented merely by way of
example. Therefore, in some embodiments one or more features of the computing device 500
may be omitted. Also, in some embodiments, one or more features of the computing device 500
may be integrated. Additionally, in some embodiments, one or more features of the computing

device 500 may be split into one or more component paris.

[0096] Figure 6 illustrates a schematic of a proxy server 108 of Figure 1. The payment
network server (or proxy server) 108 may be generally described as a physical device
comprising at least one processor 602 and at least one memory 604 including computer
program code. The at least one memory and the computer program code are configured to, with

the at least one processor, cause the physical device to perform the operations above.

[0097] For example, the method of Figure 2 may be implemented as software and stored in a
non-transitory fashion in the secondary memory 510 or the removable storage units 518, 522 of

the computer device 500.

[6088] It will be appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to the present invention as shown in the specific embodiments
without departing from the spirit or scope of the invention as broadly described. For example,
the above description mainly discusses the use of a Bluetooth connection, but it will be
appreciated that another type of secure wireless connection, such as Wi-Fi, can be used in
alternate embodiments to implement the method. Also, the above description mainly discusses

how a transaction may be implemented in a transaction system, but it will be appreciated that
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there are other parties who may be involved, for example, developers. The developers are
those who develop at least one component of the transaction system, for example the payment
network server 108 and design the transaction system according to specific requitements. The
present embodiments are, therefore, to be considered in all respects to be illustrative and not

restrictive.
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CLAIMS:

1.

A transaction method comprising:

determining, by a server, if a transaction device is registered to a service, the
transaction device being one of a plurality of fransaction devices selectable to initiate a
fransaction, the plurality of transaction devices being associated with at least one
transaction credential;

determining, by the server, if the transaction device is selected to initiate the
transaction based on the determination if the transaction device is registered to the
service; and

processing, by the server, the {ransaction using the associated at least one
transaction credential if the transaction device is determined to be selected to initiate the

transaction.

The transaction method according to claim 1, wherein the determination, by the server, if
the fransaction device is registered to the service is performed in response 1o receiving a
transaction request message, the transaction request message comprising an indicator

indicating whether the transaction device is subscribed to the service.

The transaction method according to claim 2, further comprising requesting confirmation,
by the server, that the transaction device is selected to initiate the transaction if the

indicator indicates that the transaction device is subscribed to the service.

The transaction method according to claim 3, wherein the confirmation is requested, by

the server, based on transaction data indicating a type of the transaction.
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The transaction method according to claim 4, wherein the transaction device is
determined, by the server, to be selected to initiate the transaction only if the transaction

data indicates that the type is a predetermined type.

The transaction method according to claim 4, wherein the transaction device is
determined, by the server, to be selected fo initiate the transaction only if the transaction
device data indicates that the transaction device is selected to initiate the transaction

based on the transaction data.

The transaction method according to any of the preceding claims, further comprising

determining, by thé server, if a merchant s registered to the service.

The transaction method according to claim 7, further comprising determining, by the

server, if the merchant is selected to process the transaction.

The transaction method according to claim 8, wherein the transaction is processed, by
the server, using the associaied at least one transaction credential if the merchant is

determined to be selected to process the transaction.

The transaction method according to any one of the preceding claims, wherein the
transaction device is selected based on a transaction critetia and the transaction is
processed, by the server, in accordance with the transaction criteria when the

transaction device is determined to be selected to initiate the transaction.
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11. The transaction method according to claim 10, wherein the transaction criteria is

determined by an owner of the transaction credential via the server.

12. The transaction method according to claim 11, wherein the determination of the
transaction criteria via the server inciudes determining a threshold amount for each

transaction.

13. The transaction method according to any of the preceding claims, wherein a holder of

the transaction device is different from an owner of the transaction credential.

14. The transaction method according io any of the preceding claims, wherein the
transaction device comprises any one or more of a communication device, an electrical

appliance and apparel.

15. The transaction method according to any of the preceding claims, wherein the

transaction is a payment transaction.

16. The transaction method according to any of the preceding claims, wherein the plurality of

transaction devices correspond to an identifier.

17. The transaction method according to claim 16, wherein the identifier is a unique internet

protocol address.

18. The transaction method according to any of the preceding claims, wherein the
determination if the transaction device is registered to a service is based on

cryptography technigues.
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The transaction method according to any of the preceding claims, wherein the
determination if the transaction device is selected to initiate the transaction is based on

cryptography techniques.

A proxy server comprising :

at least one processor; and

at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the
at least one processor, cause the proxy server at least to:

determine if a transaction device is registered to a service, the transaction device
heing one of a plurality of fransaction devices selectable to initiate a fransaction, the
plurality of transaction devices being associated with at least one transaction credential;

determine if the transaction device is selected to initiate the transaction based on
the determination if the transaction device is registered to the service; and

process the transaction using the associated at least one transaction credential if

the transaction device is determined to be selected {o initiate the {ransaction.

The proxy server according to claim 20, wherein the determination if the transaction
device is registered to the service is performed in response to receiving a transaction
request message, the transaction request message comprising an indicator indicating

whether the transaction device is subscribed to the service.

. The proxy server according to claim 21, wherein the at least one memory and the

computer program code is further configured with the at least one processor to cause

the proxy server to request confirmation that the transaction device is selected to initiate
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27.

28,
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the transaction if the indicator indicates that the transaction device is subscribed to the

service.

The proxy server according to claim 22, wherein the confirmation is requested based on

transaction data indicating a type of the transaction.

The proxy server according to claim 23, wherein the transaction device is determined to
be selected to initiate the transaction only if the transaction data indicates that the type is

a predetermined type.

The proxy server according to claim 23, wherein the transaction device is determined to
be selected to initiate the transaction only if the transaction device data indicates that the

transaction device is selected to initiate the transaction based on the fransaction data.

The proxy server according to any of claims 20-25, wherein the at least one memory and
the computer program code is further configured with the at least one processor to

cause the proxy server to determine if a merchant is registered {o the service.

The proxy server according o claim 26, wherein the at least one memory and the
computer program code is further configured with the at least one processor to cause

the proxy server to determine if the merchant is selected fo process the transaction.

The proxy server according to claim 27, wherein the transaction is processed using the
associated at least one transaction credential if the merchant is determined to be

selected to process the transaction.
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33.

34.

35.

36.
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The proxy server according to any one of claims 20-28, wherein the transaction device is
selected based on a transaction criteria and the transaction is processed in accordance
with the transaction criteria if the transaction device determined to be selected to initiate

the transaction.

The proxy server according {o claim 29, wherein the fransaction criteria is determined by

an owner of the transaction credential.

The proxy server according to claim 30, wherein the determination of the transaction

criteria includes determining a threshold amount for each fransaction.

The proxy server according to any one of claims 20-31, wherein a holder of the

transaction device is different from an owner of the transaction credential.

The proxy server according to any one of claims 20-32, wherein the transaction device
comprises any one or more of a communication device, an electrical appliance and

apparel.

The proxy server according to any one of claims 20-33, wherein the transaction is a

payment transaction.

The proxy server according to any one of claims 20-33, wherein the plurality of

transaction devices correspond to an identifier.

The transaction method according to claim 385, wherein the identifier is a unique internet

protocol address.
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The proxy server according to any one of claims 20-36, wherein the determination if the

transaction device is registered to a service is based on cryptography techniques.

The proxy server according to any one of claims 20-37, wherein the determination if
transaction device is selected to initiate the tfransaction is based on cryptography

techniques.

A computer-readable storage medium having stored thereon computer program code
which when executed by a computer causes the computer to execute a method in

accordance with any of claims 1 to 19.

A computer program comprising software code adapted to perform a method in

accordance with any of claims 1 to 19.



