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local area network). The predetermined  node (termed herein a supervisor
node) having the oper- The present invention relates to distributed    ator
interface can therefore control, diagnose, and data processing systems,
particularly of the type  receive status reports from, any of the remote
known as Local Area Networks (LAN's).          5   nodes. An interface
apparatus is provided at each There exists many type of local area networks
node of the local area network which permits com- which are in use, or are
under development, or in  munication   with  the   predetermined   node the
process of being standardized. Generally, in a  (supervisor node)
independent of the remote node [err] there exists a bus and a plurality of
stations  host microprocessor. (nodes) attached to the bus. Each station
attached   10  The present system  comprises an interface to the bus has
the same status as any other        apparatus for providing each node of
the local area station, i.e., there is no master and slave relation-
network with the capability of communicating with a ship between the
stations. Thus, no features of a  supervisor node, independent of the
status of the LAN are known to exist whereby a predetermined     associated
node microprocessor. In a local area station can interrogate any other
station and further  15  network having a plurality of nodes, wherein the
where an interrogation/reply between stations re-  local area network
utilizes a token passing scheme sults in a diagnostic and recovery type
function.  for communicating between nodes and each node Accordingly, it is
an object of the present in-  has an interface apparatus which operates
indepen- vention to provide an apparatus for communicating  dently of a
processor associated with the node, a with a predetermined node of a local
area network.   20  method of diagnosing and/or recovering a first
Accordingly the present invention provides a    (remote) node from a second
(supervisor) node is local area network as defined in claim 1
implemented by the first node waiting to receive a An embodiment of the
invention will now be      message frame addressed to the first node. The
described, by way of example, with reference to    first node then
determines if the message frame is the drawings in which:
25  a special function frame. If the message frame is Figure 1 is a system
block diagram of a control  determined to be a special function frame, the
first system in which the present apparatus may be     node insures that
the node is in an off-line mode. included;
The second node then determines the type of Figure 2 is a schematic block
diagram illustrat-  special function frame to perform the command ing the
common elements of each physical  30  specified by the type of special
function frame. module of the plant control network of the sys-  Finally,
the first node operating returns to the step tem;
of waiting to receive a message frame addressed Figure 3 illustrates the
waveforms of start-of-  to it. frame and end-of-frame delimiters; Figure 4
shows the format of a token-passing   35  DETAILED DESCRIPTION frame;
Figure 5 shows the format of an information         Before describing the
specific apparatus, it will frame;
be helpful to describe a local area netowrk (LAN) in Figure 6 defines the
significance of various bit  which the apparatus can be utilized. Figure 1
is a configurations of a destination address field of a   40  system block
diagram of a control system 5. The frame;
organization, or architecture, of the control system Figure 7 shows a logic
block diagram of each     5 includes a plant control network 14, which is a
bus interface unit of the local area network;    token passing distributed
local area network (LAN). Figure 8 shows the format of a special function
Physical modules 16 of network 14 are of various frame;
45  specialized functional types, as will be described Figure 9 shows the
format of a special function  later. Each physical module 16 is the peer,
or acknowledgement frame; and                       equivalent, of the
others in terms of right of access Figures 10A and 10B, which together
comprise    to the network's communication medium, the plant Figure 10, are
a flow diagram of the operation of  control bus 18, for the purpose of
transmitting data the bus interface unit.                     so  to other
modules 16 of network 14. Highway gate- way module 16-HG provides
communications and INTRODUCTORY SUMMARY                               data
translation facilities between plant control bus 18 and data highway 20
associated with a process The present system  allows a node (remote
control subsystem 22, which is a distributed digital node) on a local area
network to be diagnosed and   55  process control and data acquisition
subsystem. manipulated from a predetermined node that has         Universal
operator station module (US) 16-US an operator interface (or has an
interface which   of network 14 is a work station for one or more permits
interaction with an operator outside the   plant operators. It includes an
operator console 2    
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interface between the plant operator or  plant control network 14. Bus 18
provides the only operators and the process or processes of the      data
transfer path between the principal sources of plant for which they are
responsible. Each universal  data, such as highway gateway module 16-HG,
operator station module 16-US is connected to      application module
16-AM, and history module 16- plant control bus 18, and all communications
be-   5   HM, and principal users of such data, such as tween the universal
operator station module 16-US  universal operator station module 16-US,
computer and any other module 16 of network 14 are by       module 16-CM,
and application module 16-AM. means of plant control bus 18. Universal
operator  Bus 18 also provides the communication medium station module
16-US has acces to data that is on  over which large blocks of data, such
as memory plant control bus 18 and the resources and data  10  images, can
be moved from one module 16, such available through or from any of the
other modules  as history module 16-HM, to universal station mod- 16 of
network 14. The universal station modules    ule 16-US. Bus 18 is dual
redundant in that it 16-US includes a cathode ray tube display (CRT)
consists of two coaxial cables that permit the serial 15 which includes a
video display generator, an   transmission of binary signals over both.
operator keyboard (KB) 17, a printer (PRT) 19, and   15  Each of the
physical modules 16 includes cer- can also include (but not shown) a floppy
disc data  tain required standard units, which are illustrated in storage
device, trend pen recorders, and status    Figure 2. Each module 16 has a
Bus Interface Unit displays, for example.                             BIU
32 which is connected to the plant control bus A history module (HM) 16-HM
provides mass       18 by a transceiver 34. Each module 16 is also data
storage capability. The history module 16-HM    20  provided with a module
bus 36 which is capable of includes at least one conventional disc mass
stor-  transmitting 16 bits of data in parallel, a module age device, such
as a Winchester disc, which       CPU 38, and a module memory 40. Other
units to provides a large nonvolatile storage capability. The  tailor each
type of module 16 to satisfy its func- types of data stored by such a mass
storage        tional requirements are connected to module bus device are
typically trend histories or data from   25  36 so that each such unit can
communicate with which such trends can be determined, data that     the
other units of a module 16 via its module bus constitutes or forms CRT type
displays, copies of  36. Thus BIU 32 of the module 16 that has the programs
for modules 16, etc.                      token at any given time is
enabled to transmit data An application module (AM) 16-AM provides       on
(over) bus 18. All transmissions by a BIU 32 are additional data processing
capability in support of  30  transmitted in parallel over the coaxial
cables which the process control functions performed by the     form the
bus 18. controllers associated with the process control sub-   Information
is transmitted between modules of system, such as data acquisition,
alarming, and    network 14 by frames of two types, one of which is batch
history collection, and provides continuous  a token-passing frame (token)
42 illustrated in Fig- control computational facilities when needed. The
35  ure 4. A token-pass frame 42 includes from 8 to 10 data processing
capability of the application mod-  bytes of a preamble 46. Preamble 46
consists of a ule 16-AM is provided by a processor (not shown)   sequence
of logical 1's, and is followed by a start- and a memory (not shown)
associated with the       of-frame delimiter SFD 48 of one byte, a destina-
module.                                            tion address field 50 of
two bytes, a source ad- Computer module (CM) 16-CM uses the stan-   40
dress field 52 of two bytes, a frame check se- dard or common units of all
physical modules to     quence 54 of two bytes which is used to detect
permit a medium-to-large scale, general purpose    errors in frame 42, and
an end-of-frame delimiter data processing system to communicate with other
EFD 56 of one byte. In Figure 3, the waveforms of modules 16 of network 14
and the units of such     start-of-frame delimiter SFD 48 and of
end-of-frame modules over plant control bus 18 and the units of  45
delimiter EFD 56 are illustrated. process control subsystems 22 via the
highway          Information transmitted, by a transmit circuit of gateway
module 16-HG. Data processing systems      the BIU 32 of the module 16
having the token, over of a computer module 16-CM are used to provide
bus 18 consists of binary signals which are man- supervisory, optimization,
generalized user pro-   chester encoded so that a receive clock can be gram
preparation and execution of such programs   50  derived from the received
signals by each receiv- in higher level program languages. Typically, the
ing BIU 32. A logical 0 is transmitted by the signal data processing
systems of a computer module 16-   being low during the first half of a bit
and being CM have the capability of communicating with oth-  high during
the second half of the bit, a mid-bit er such systems by a communication
processor       low-to-high transition. A logical 1 is transmitted by and
communication lines.                      55  the signal being high during
the first half of the bit Plant control bus 18 (or more simply bus 18) is
and low during the second half, a mid-bit high-to- a high-speed, bit serial
dual redundant communica-  low transition. Manchester encoding requires
that tion bus that interconnects all the modules 16 of  there always be a
transition in the middle of each 3    
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is no such transition, a code viola-  and to be received by all physical
modules 16 of tion (CV) occurs. Broth start and end-of-frame de-  network
14. limiters 48, 56 include code violations, four CV's for  If bit 15 is 1,
the address defined by the lower each. By using CV's in this manner, a
4-bit error  order bits 12 to 00 is that of a logical entity (logical would
have to occur to change valid data into a   5   module), where a logical
entity or module is a frame delimiter. End-of-frame delimiter 56 is used
program module or set of data. If bit 14 is 0 under rather than silence on
bus 18 because of the pos-  such circumstances, then bit 13 designates
which sibility of reflections of bus 18 being interpreted as  receive
channel of the addressed BIU is to receive, a transmission after
transmission is stopped by the  or process, the frame. If bits 15 and 14
are both module 16 having the token at any given time. An   10  1's, then
the frame is an interrupt, a high-priority antijabber timer of each BIU 32
inhibits the continu-  message, and bit 13 designates the receive chan- ous
transmission of signals by a BIU 32 for more   nel of the BIU 32 to receive
the interrupt. than a predetermined time period which is substan-     A
module's BIU 32 determines which logically tially longer than is required
to transmit the largest  addressed frames transmitted over bus 18 are ad-
information frame 44. The timer is reset each time   is  dressed to it.
There can be up to 8K (8196) dif- a BIU 32 stops transmitting.
ferent logical addresses. A BIU 32 determines if it Referring still to
Figures 4 and 5, it can be  is to accept an information frame with a
logical seen that the format of an information frame 44    address by means
of a logical address filter table. differs from that of a token-pass frame
42 only by  The lower order 10 bits of the address field are the including
an information field 58, which is limited to  20  address of bytes of data,
a filter byte, which is include between 100 and 4088 bytes of binary
stored at each addressable location in the filter data. All other fields of
an information frame 44 are  memory of each BIU 32. The higher order 3 bits
of the same as that of token-pass frame 42.           the logical address,
bit positions 12-10, specify a In Figure 6, the significance of the bit
positions  bit position of the addressed filter word. If that bit is of a
destination address field 50 of a frame is  25  a 1, then that frame is
accepted by the module explained. A frame, either a token-passing frame
since it is addressed to a logical module or pro- 42 or an information
frame 44, is defined as a     gram stored in that module's memory 40.
packet of a message formatted for transmission         Each of modules 16
includes a module central over plant control bus 18. There are two basic
processor unit 38 and a module memory 40, a types of addresses: a physical
address and a logi-  30  random-access memory, and such additional con- cal
address. A physical address is the address of a  roller devices (units) as
are required to provide the given physical module 16, and field 50 is
identified  desired functionality of that type of module; i.e., or decoded
an being that of a physical module 16   that of the operator station 16-US,
for example. The when the most significant bit, bit position 15 of field
data-processing capabilities of each module's CPU 50, is a 0. Each module
16 has a unique 7-bit  35  38 and module memory 40 create a distributed
physical address. Typically, the physical address  processing environment
which provides for im- of a physical module 16 is determined by a multi-
proved reliability and performance of network 14 bit switch or by a series
of mechanically-made     and plant management system 5. The reliability of
circuit interconnections mounted on the printed cir-  network 14 and plant
management system  5 is cult board of the module containing one of its  40
improved because, if one module 16 of network 14 transceivers 34.
fails, the other modules 16 will remain operational. A token-pass frame 42
is identified by the      As a result, network 14 as a whole is not
disabled three most significant bits (bits 15, 14, and 13)  by such an
occurrence as would be the case in being 000. The 7 lower order bits, bits
06-00, are  centralized systems. Performance is improved by the physical
address of the physical module 16 to  45  this distributed environment in
that throughput and which a token 42, for example, is addressed. If bits
fast operator response times result from the in- 15 to 13 are 001 then the
frame is a diagnostic    creased computer processing resources, and the
frame addressed to the module 16 whose physical    concurrency and
parallelism of the data-processing address is given by the 7 lower order
bits of field  capabilities of the system. 50. A special function frame is
a form of an in-  50   Each module 16 is responsible for the integrity
formation frame 44 and can be used to determine if  of its own operation.
The failure of a module 16 is a given problem or set of problems exist in
the    detected by the module itself and, if it does detect addressed
module. If bits 15 and 14 are 01 then bit  such a failure, it will cease
operation and send a 13 designates which of the two receive channels of
terminating state, or status, message if possible. the addressed module's
BIU 32 is to accept and   55   Under certain circumstances, a module's bus
inter- process the frame. If bit 12 is set and the address  face unit 32
will send out a failed status message if is a physical address but the
frame is not a token  its watchdog timer times out, for example. If a or a
diagnostic frame, the frame is addressed to   module, as a whole, is unable
to send out a failed 4    
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message, its backup module (not    such logical ring, the next larger
address after 127 shown) will detect the failure of its primary because  is
defined a being logical address 00. It should be of the absence of periodic
status messages which   noted that, while the maximum number of modules are
transmitted by a primary module to its backup  in a logical ring is 128,
the minimum number is 2. modules. A backup (secondary) module 16, upon   5
Each of the modules 16 has a given function, such receipt of a terminating
or failed status message or  as being an operator station, a mass-memory
stor- upon the absence of the receipt of its associated  age subsystem, a
data processing subsystem, or primary module's status message, starts
operating  an access controller which permits other devices as a primary
module. The functions performed by    including other local-area networks
to communicate each physical module are controlled by its pro-  10  with
network 14, etc. gramming, and each program entity (program mod-
Figure 7 is a partial functional block diagram of ule) is assigned a
logical address which is some-  a representative module 16, which includes
the bus times referred to as a logical module. The backup  interface uit
BIU 32 and a transceiver 34 which physical modules will contain the same
set of logi-  connects BIU 32 to bus 18 and is capable of cal functions
(logical modules) as their primary. It  15  transmitting data over bus 18
and of receiving data should be noted that the backup modules for a
from bus 18. Transceiver 34 is transformer coupled primary physical module
of one type must be of     to bus 18. BIU 32 is provided with a very fast
the same type as its primary.                      microengine 222, one of
the functions of which is Modules 16 communicate with each other over
to identify tokens 42 addressed to it or its module the communication
medium  (bus) 18. As men-  20  16 and to transmit a token 42 to its
successor tioned above, in network 14, each of the modules   module.
Microengine  222  is  an  8-bit-wide 16 is the equivalent (peer) of the
others. Thus, in  arithmetic and logic unit made of bit slice compo-
network 14 no one of the modules 16 is a master    nents, which can execute
a 24-bit microinstruction module, and each of the modules 16 has an equal
from its programmable read only memory (PROM) right of access for the
purpose of transmitting   25  223 in 200 ns, and also includes a crystal
con- information over bus 14. It should be noted that all  trolled clock
which produces 5 MHz clock signals. modules 16 receive all signals
transmitted over bus    Data received from bus 18 by BIU 32 is trans- 14 by
any of the other modules. Each module 16 is  mitted by bus transceiver 34
and receiver circuitry assigned a physical address, with the smallest
224 to receive FIFO register 226, which stores 32 physical address of a
module 16 being 00 and the   30  8-bit bytes of data plus 1 parity bit per
byte. largest being 127, so that the maximum number of   Microengine 222
examines the destination address modules comprising network 14 is 128.
While all    fields of data information frames and token pass the modules
of network 14 are physically con-      frames 42 received and stored in
FIFO register 226 nected to bus 18 so as to both receive and trans-  to
determine if each frame received is addressed mit binary data, a logical
ring is formed in which   35  to it, and, if the frame is addressed to it,
whether it each module 16 transmits the token 42 to it suc-   is an
information frame or a token frame 42. If the cessor, the next module 16 in
the logical ring     received data is an information frame, then the having
a larger physical address.                  received data is transferred by
direct memory ac- A successor module 16 recognizes that it is the  cess
(DMA) write circuitry 228 by conventional successor by transmitting within
a predetermined   40  direct memory access technique to the module period
of time after receiving a token addressed to  memory 40 over module bus 36
over which the it by its predecessor, and by doing so accepts the  module
memory 40 and module memory CPU 38 token. Accepting a token addressed to it
confers on  directly communicate with BIU 32. Module bus 36 the accepting
module 16 the right to transmit in-  is capable of transmitting 16 data
bits plus 2 parity formation over bus 18 to other modules 16. Accept-  45
bits in parallel. (Module CPU 38 and module mem- ing a token requires the
accepting module 16 to    ory 40 are not illustrated here but are shown in
which the token is addressed to recognize the      Figure 2.) signals
constituting a token as being such, and that  If a received frame is a
token pass frame 42 the token is addressed to it. The receipt of such a
addressed to BIU 32, i.e., if the token's destination token by a successor
module 16 from its predeces-  50  address field 50 contains the address of
the BIU sor transfers the right to the successor to transmit  (denoted MY
ADDRESS), microengine 222 is pro- within a predetermined period of time an
informa-  grammed to act without intervention of the module tion frame over
bus 18 to any or all of the modules  CPU 40. On receipt of a token pass
frame 42 in 16 connected thereto, as well as the necessity for  which the
destination address field 50 of the token transmitting the token 42 to its
successor. As stat-  55  is the physical address of module 16 and thus of
ed above, a successor module 16 is the module       BIU 32, BIU 32 will
transmit an information frame, if having the next larger physical address
than the   one is available, to another module or to all of the module
having the token at any given time. In any  modules 16 attached to the bus
18, which form a 5    
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doing so, microengine 222 causes  lowing functions: its DMA read circuitry
232 to transfer data compris-  a) Enter off-line mode. ing this information
from the module memory 40       b) Reset module - performs a reset
(hardware into its read data FIFO register 234. Microengine    master
clear) of the module 16. 222 causes data from register 234 to be
transferred    5  c) Abort module CPU 38 - the abort is accom- to transmit
circuitry 236 8 bits at a time once every  plished by pulsing the power
fail interrupt line 8 instruction cycles (clock periods) of microengine
(level 7) and setting appropriate status so that 222. The rate at which
data is either obtained from  the module CPU 38 enters an externally
induced ,pr written into the module memory 40 over module     error
recovery routine. A module 16 sends a bus 36 by the DMA circuitry 228 or
232 is up to 16   10  module CPU 38 watchdog time out frame to times the
rate at which the data is received from    inform the network 14 that the
module CPU 38 bus 18 by buffer receiver register 226 or is trans-  in this
module has been aborted. mitted by transmitter circuitry 236 and bus tran-
d) One word read - transmits back to the su- sceiver 34 to bus 18. To
assure this is the case,     pervisor node the contents of one word of mod-
each BIU 32 is assigned the highest priority with  15  ule memory 40 or I/O
controller nonpaged sta- respect to direct memory access of the module
tus. memory 40.                                           e) Return
configuration status - transmits back to Module CPU 38 issues commands to
BIU 32           the supervisor node the module 16 configuration by writing
the commands into shared registers 238.   status of BIU 32 which includes a
module CPU Microengine 222 processes such commands dur-  20     38 and
module memory 40 status bits. ing interframe gaps or when a frame is being
The reset module special function frame does received that is not addressed
to it. Shared regis-  not have an acknowledgement. All other frames ters
238 also contain status information that is   have an acknowledge frame
returned, the format of readable by module CPU 38. BIU 32 is also pro-
the acknowledgement frame being shown in Figure vided with a random-access
memory RAM 240,  25  9. In the event the module 16 receives a special into
which is stored the physical address of module  function frame before it
has finished processing a 32 in the network 14, as MY ADDRESS. The
previous special function frame, only the first spe- source of the signals
representing BIU 32's phys-  cial function frame will be honoured and have
an ical address is a series of interconnections on the  acknowledgement
frame sent. same circuit board as transceiver 34.         30       Figures
10A and 10B together are a flow dia- Figure 8 shows a format of a special
function  gram of the operation performed by the BIU 32, frame. The special
function frame can be received  and more specifically the microengine 222
of BIU by any module 16 of network 14 from any other      32. module 16;
however, it is in fact received from a     The microengine 222 of each
module 16 per- "supervisor" node, specifically the universal station   35
forms a self test (block 101) when the module 16 is 16-US. As discussed
above, the microengine -222   initially powered on to verify that the
module 16 is can operate in both an off-line and an on-line     operating
properly, and starts its interfacing opera- mode. In the off-line mode, all
commands from the  tion at the conclusion of self test at START (block
module CPU 38 are processed except the start       105). Each BIU 32 of
each module 16 receives commands. Also, in the off-line mode, the module
40  every frame transmitted on bus 18, and determines 16 does not
participate in token passing or receive  if the frame is addressed to it
(block 110). If the information frames. The module 16 will process
frame is not addressed to that module, the module special function frames
if they are received. In the  16 is essentially in a wait loop waiting for
a frame on-line mode the module 16 accepts all commands    addressed to the
module 16. If the frame received from the module CPU 38 and participates in
token   45  is addressed to the module a check is initiated to passing. The
special function frames are not ac-   determine if the frame is a special
function frame cepted or processed in an on-line mode except for  (block
115). If the frame is determined to be a the enter off-line mode frame.
special function frame a check is then performed to Receipt of special
function frames can cause   determine if the frame is a command to enter
the the module 16 to enter the off-line mode, or if it is  50  off-line
mode (block 120). If the command is to already in that mode, to perform the
function speci-  enter the off-line mode, the off-line mode flag is set
fied by the frame. Special function frames are sent  (block 125), a special
function acknowledgement using normal transmission mechanism described
frame (or more simply referred to herein as an above. When a module 16
enters the off-line mode,  acknowledgement frame) is queued (block 130), it
disables the module CPU 38 watchdog function,  55  and the operation
returns to the wait loop of block it flags the module CPU 38 that it is in
the off-line  110. mode, and it executes the specific diagnostic func-
At block 120, if the command was not to enter tions. Special function
frames can indicate the fol-  the off-line mode, a check is performed to
deter- 6    
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mode has already been estab-  determination is made of whether the frame is
a lished (block 135). If the off-line mode has not been  token pass frame
(block 282) (Figure 10B). If the established, the operation returns to the
wait loop  frame is a token pass frame a determination is of block 110
since special function frame process-  made of whether a special function
frame has been ing can be performed only in an off-line mode. If   5
queued up (block 284) to be returned to the trans- the off-line mode has
been established the com-   mitting module. If a special function frame has
mand is decoded to determine the type of com-    been queued, the special
function frame is trans- mand, i.e., it a one word read command has been
mitted (block 286), the special function frame being received (block 150).
If a one word read command  the watchdog timeout frame or a special
function has been received, the word specified is read   10
acknowledgement frame. After the special function (block 145), an
acknowledgement frame is queued  frame has been transmitted, the token is
then up (block 130) for subsequent transmission when   passed to the
successor module 16 (block 288), the module 16 receives the token, the
acknowl-    and the operation returns to the wait loop of block edgement
frame including the contents of the word  110. If no special function frame
has been queued specified to be read, and the operation returns to  15
(block 284), a determination is made of whether the the wait loop of block
110.                       off-line mode has been entered (block 290). If
the At block 140 if the command was not a one     off-line mode has been
entered the operation re- word read command, the command is decoded to
turns to the wait loop of block 110. If the off-line determine if a return
configuration status was re-  mode has not been entered, information
requested ceived (block 150). If the command is determined   20  from
earlier transmissions/commands is transmitted to be a return configuration
status command, the  via an information frame if such information is
configuration status is read (block 155), the ac-  available (block 292).
The token is then passed to knowledgement frame is queued up (block 130),
the successor module 16 and the operation returns and the operation returns
to the wait loop of block  to the wait loop of block 110. 110. If the
command was not a return configuration   25  At block 282, if the frame
received is not a status command (block 150), a determination is   token
pass frame, a determination is made of made of whether the command is an
abort MCPU      whether the module is in the off-line mode (block command
(block 160). If the command is to abort   294). (This branch forms the
"normal" transmission the M CPU 38, a level 7 interrupt is issued (block
between modules apart from the token passing.) At 165), a watchdog time out
frame is queued up   30  this point the frame must be an information frame
(block 170), an acknowldgement frame is queued   since no information can
be received in an off-line (block 130), and the operation returns to the
wait  mode. If the module is in an off-line mode, the loop of block 110.
(The level 7 interrupt is the  operation returns to the wait loop of block
110. If power fail interrupt which aborts the current pro-  the module is
not in an off-line mode, the informa- cessing of the module CPU 38.)
35  tion frame is received and processed, the process- At block 160, if the
command is not an abort  ing being performed by the module CPU 38. The MCPU
command, the command is decoded to           commands of the information
frame are passed to determine if a reset module command has been     the
module CPU 38 from the microengine 222. The issued (block 175). If the
command is not a reset  results of the processing, if any, are queued for
module command, the processing returns to the   40  subsequent transmission
when the module receives wait loop of block 110, since none of the estab-
the token and is allowed to transmit on the bus 18 lished diagnostic
command types have been is-     (block 296). The operation then returns to
the wait sued. If a reset module command is issued, the   loop of block
110. microengine 222 issues a reset module instruction (block 180), and
waits a predetermined amount of  45  Claims time (block 185) thereby
insuring that the reset command has propagated throughout the module
1. A local area network (14) having a plurality of and has been
effectuated. At the end of the pre-      nodes (16-HM, AM, CM, US) and
utilizing a determined time period, the operation returns to     token
passing scheme for communicating be- the start of the operation and
performs the self test  so  tween nodes, each node having an interface
(block 101). It is in this manner, namely by the     apparatus (32) which
operates independently operation of the microengine 222, that the module
of a processor (38) associated with said node, 16 can interface with a
"supervisor" node, and       characterized by means for diagnosing a first
process the special function frame independent of     node from a second
node (16-US), comprising: the operation of the module CPU 38.          55
first means (226, 222) in the said first node After a frame is received and
addressed to this   for monitoring for a message frame addressed module,
(block 110) and the frame is determined       to the first node from the
second node and not to be a special function frame (block 115), a
determining if the message frame is a special 7    
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mode has already been estab-  determination is made of whether the frame is
a lished (block 135). If the off-line mode has not been  token pass frame
(block 282) (Figure 101B). If the established, the operation returns to the
wait loop  frame is a token pass frame a determination is of block 110
since special function frame process-  made of whether a special function
frame has been ing can be performed only in an off-line mode. If   5
queued up (block 284) to be returned to the trans- the off-line mode has
been established the com-   mitting module. If a special function frame has
mand is decoded to determine the type of com-     been queued, the special
function frame is trans- mand, i.e., it a one word read command has been
mitted (block 286), the special function frame being received (block 150).
If a one word read command  the watchdog timeout frame or a special
function has been received, the word specified is read   to
acknowledgement frame. After the special function (block 145), an
acknowledgement frame is queued   frame has been transmitted, the token is
then up (block 130) for subsequent transmission when   passed to the
successor module 16 (block 288), the module 16 receives the token, the
acknowl-    and the operation returns to the wait loop of block edgement
frame including the contents of the word  110. If no special function frame
has been queued specified to be read, and the operation returns to  15
(block 284), a determination is made of whether the the wait loop of block
110.                       off-line mode has been entered (block 290). If
the At block 140 if the command was not a one      off-line mode has been
entered the operation re- word read command, the command is decoded to
turns to the wait loop of block 110. If the off-line determine if a return
configuration status was re-  mode has not been entered, information
requested ceived (block 150). If the command is determined   20  from
earlier transmissions/commands is transmitted to be a return configuration
status command, the  via an information frame if such information is
configuration status is read (block 155), the ac-  available (block 292).
The token is then passed to knowledgement frame is queued up (block 130),
the successor module 16 and the operation returns and the operation returns
to the wait loop of block  to the wait loop of block 110. 110. If the
command was not a return configuration   25  At block 282, if the frame
received is not a status command (block 150), a determination is    token
pass frame, a determination is made of made of whether the command is an
abort MCPU      whether the module is in the off-line mode (block command-
(block 160). If the command is to abort  294). (This branch forms the
"normal" transmission the M CPU 38, a level 7 interrupt is issued (block
between modules apart from the token passing.) At 165), a watchdog time out
frame is queued up   30  this point the frame must be an information frame
(block 170), an acknowidgement frame is queued.   since no information can
be received in an off-line (block 130), and the operation returns to the
wait  mode. If the module is in an off-line mode, the loop of block 110.
(The level 7 interrupt is the  operation returns to the wait loop of block
110. If power fail interrupt which aborts the current pro-  the module is
not in an off-line mode, the informa- cessing of the module CPU 38.)
35  tion frame is received and processed, the process- At block 160, if the
command is not an abort   ing being performed by the module CPU 38. The
MCPU command, the command is decoded to           commands of the
information frame are passed to determine if a reset module command has
been      the module CPU 38 from the microengine 222. The issued (block
175). If the command is not a reset  results of the processing, if any, are
queued for module command, the processing returns to the   40  subsequent
transmission when the module receives wait loop of block 110, since none of
the estab-  the token and is allowed to transmit on the bus 18 lished
diagnostic command types have been is-      (block 296). The operation then
returns to the wait sued. If a reset module command is issued, the    loop
of block 110. microengine 222 issues a reset module instruction (block
180), and waits a predetermined amount of  45   Claims time (block 185)
thereby insuring that the reset command has propagated throughout the
module       1. A local area network (14) having a plurality of and has
been effectuated. At the end of the pre-      nodes (16-HM, AM, CM, US) and
utilizing a determined time period, the operation returns to      token
passing scheme for communicating be- the start of the operation and
performs the self test  50  tween nodes, each node having an interface
(block 101). It is in this manner, namely by the      apparatus (32) which
operates independently operation of the microengine 222, that the module
of a processor (38) associated with said node, 16 can interface with a
"supervisor" node, and        characterized by means for diagnosing a first
process the special function frame independent of     node from a second
node (16-US), comprising: the operation of the module CPU 38.           55
first means (226, 222) in the said first node After a frame is received and
addressed to this   for monitoring for a message frame addressed module,
(block 110) and the frame is determined       to the first node from the
second node and not to be a special function frame (block 115), a
determining if the message frame is a special    13                EP 0
196911 B1                     14 



function frame; and                                   proceeding to step
(d); second means (222, 223) in the said first         c) determining if
the node is in the off-line node which, if the message frame is deter-
mode, to transmit available information mined to be a special function
frame, assures        frames if the node is not in the off-line that the
node is in an off-line mode, deter-   5      mode, and otherwise proceeding
to step (e); mines the nature of special function frame and        d)
passing the token to a successor node; performs the command specified
thereby, and           and returns to the mode of monitoring for a mes-
e) returning to the mode of monitoring for a sage frame.
message frame. 10 2. Apparatus according to claim 1, character-      6.
Apparatus of claim 1, characterized in that in ized in that the second
means comprises            performing said command, said second means means
for:                                         (222, 223) a) reading
information specified, if the na-       (i) generates an acknowledgement
frame in ture of the special function frame is a read   15   which a
particular field includes data or sta- command wherein the information to
be              tus information, according to said command; read is
specified;                                 and b) issuing a control signal
to abort the cur-      (ii) queues said acknowledgement frame for rent
processing of the processor associated        subsequent transmission to
said second with the node if the nature of the special  20     node.
function frame is an abort command; and c) queuing  an acknowledgement
frame         Revendlcations message to be subsequently transmitted to the
second node.                             1. Reseau local (14) comportant
une pluralit6 de 25      noeuds (16-HM, AM, CM, US) utilisant un sys- 3.
Apparatus according to Claim 2, characterized       time de transmission de
jetons pour la corn- in that the second means further comprises
munication entre des noeux, chaque noeud means for:
possedant un dispositif d'interface (32) qui a) issuing a reset control
signal to the node    fonctionne independamment d'un processeur if the
nature of the special function frame is  30  (38) associ6 audit noeud,
caracteris6 par des a reset command; and                             moyens
pour diagnostiquer un premier noeud b) waiting a predetermined amount of
time        a partir d'un second noeud (16-US), compre- to allow the reset
control signal to propa-      nant: gate through the node.
des premiers moyens (226,222) situes 35      dans ledit premier noeud pour
contr8ler un 4. Apparatus according to either of Claims 2 and       bloc de
message adressd par le second noeud 3 characterized in that the means for
issuing a    au premier noeud et determiner si le bloc de control signal to
abort the current processing     message est un bloc a fonction speciale;
comprises means for:                                   des seconds moyens
(222,223) situes a) issuing a high priority, non-inhibitable in-  40  dans
ledit premier noeud et qui, si le bloc de terrupt to the processor
associated with the     messages est determine comme dtant un bloc node,
the interrupt causing the processor to     a fonction spdciale,
garantissent que le noeud suspend operation; and
fonctionne dans un mode en differd, determi- b) queuing a time out frame
message to be        nent la nature du bloc a fonction speciale et
subsequently transmitted to said first node.   45  exdcutent la commando
sp6cifide par ce bloc, et reviennent au mode de controle d'un bloc 5.
Apparatus according to any previous claim,          de message.
characterized in that the first means further comprise means for:
2. Dispositif suivant la revendication 1, caracteri- a) determining whether
the message frame   50    se en ce que les seconds moyens compren- is a
token pass frame, such that if the          nent des moyens pour: message
frame is not a token pass frame            a) lire une information
specifi~e, si la nature the message frame is processed as a nor-
du bloc a fonction speciale est un ordre de mal transmission message frame,
and oth-           lecture, dans 1equel l'information devant 8tre erwise
proceeding to step (b);          55         lue est specifide; b)
determining if a return special function        b) delivrer un signal de
commando pour frame is queued, to transmit the return spe-       arreter le
traitement en cours execut6 par le cial function frame if it is queued, and
then      processeur associ6 au noeud si la nature du 8                 1
1!I1IiJ 10ll! 0 fII  ll III 111111    15                 EP 0196911 B1
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bloc a fonction speciale est un ordre d'arr8t;    s6 en ce que lors de
l'execution dudit ordre, et
lesdits seconds moyens (222,223) c) mettre en file d'attente un message de
(i) produisent un bloc d'accuse de r6ception bloc d'accuse de r6ception
devant etre en-          dans lequel une zone particuliere contient voy6
ult6rieurement au second noeud.      5         des donn6es ou une
information d'etat, en fonction dudit ordre; et 3. Dispositif selon la
revendication 2, caracteris6        (ii) mettre en file d'attente ledit
bloc d'ac- en ce que les seconds moyens comprennent               cus6 de
r6ception en vue de son envoi en outre des moyens pour:
ult6rieur audit second noeud. "'        a) delivrer un signal de commande
de remi-  10 se a l'etat initial au noeud si la nature du  Patentanspriche
bloc a fonction speciale est un ordre de remise a l'tat initial; et
1. Lokales Bereichsnetzwerk (14), das eine Viel- b) attendre un intervalle
de temps pr6d6ter-      zahl von Knoten (16-HM, AM, CM, US) auf- mine pour
permettre la propagation du si-  15     weist und einen
Datennetzdurchgangsplan zur gnal de commande de remise a l'etat initial
Obertragung Zwischen Knoten verwendet, wo- a l'int6rieur du noeud.
bei jeder Knoten ein Schnittstellengerat (32) hat, das unabhdngig von einem
Prozessor 4. Dispositif selon 'une des revendications 2 ou        (38), der
mit dem Knoten verbunden ist, arbei- 3, caracteris6 en ce que les moyens
servant a   20   tet, gekennzeichnet durch eine Einrichtung delivrer un
signal de commande pour arr8ter le       zum Unterscheiden eines ersten
Knotens von traitement en cours comprennent des moyens           einem
zweiten Knoten (16-US), die aufweist: pour: a) envoyer une interruption a
priorite elevee,    eine erste Einrichtung (226, 222) in dem ersten ne
pouvant pas etre inhibee, au processeur   25   Knoten zum Oberwachen eines
ersten Nach- associe au noeud, cette interruption provo-
richtenrahmens, der zu dem ersten Knoten von quant l'arret du
fonctionnement du proces-        dem  zweiten Knoten adressiert ist und be-
seur; et                                          stimmt, ob der
Nachrichtenrahmen ein Rah- b) mettre en file d'attente un message de
men besonderer Funktion ist; und bloc de temporisaton devant etre envoye
30 ulterieurement audit premier noeud.               eine zweite
Einrichtung (222, 223) in dem er- sten Knoten, die, wenn der
Nachrichtenrahmen 5. Dispositif selon l'une quelconque des revendi-
als ein Rahmen besonderer Funktion bestimmt cations precedentes,
caract6rise en ce que les      ist, sicherstellt, daB der Knoten in einem
Off- premiers moyens comprennent en outre des   35        Line-Modus ist,
die Art des Rahmens besonde- moyens pour:
rer Funktion bestimmt und den Befehl durch- a) determiner si le bloc de
message est un        f~hrt, der dadurch bestimmt ist, und zu dem bloc de
transmission de jeton de sorte que,       Modus des Oberwachens eines
Nachrichten- si un bloc de message n'est pas un bloc de        rahmens
zurOckkehrt. transmission de jeton, le bloc de message   40 est traite en
tant que bloc de message        2. Gerat nach Anspruch 1, dadurch
gekennzeich- d'6mission normal et, dans le cas contraire,      net, daB die
zweite Einrichtung Einrichtungen passer a l'etape (b);
aufweist zum: b) d6terminer si un bloc a fonction speciale         a) Lesen
einer Information, die bestimmt ist, de retour est mis en file d'attente,
pour   45       wenn die Art des Rahmens besondere emettre le bloc A
fonction speciale de retour        Funktion ein Lesebefehl ist, wobei die
zu s'il est mis en file d'attente, puis passer a        lesende Information
bestimmt ist; I'etape (d);                                         b)
Herausgeben eines Steuersignals, urn die c) determiner si le noeud est dans
le mode           laufende Verarbeitung des mit dem Knoten en differe, pour
emettre des blocs d'infor-  50      verbundenen   Prozessors  abzubrechen,
mations disponibles si le noeud n'est pas            wenn die Art des
Rahmens besonderer en mode en differe et, sinon, passer a l'eta-
Funktion ein Abbrechbefehl ist; und pe (e);
c) Bringen eines Rlckmelderahmens in eine d) transferer le jeton A un noeud
suivant; et        Schlange, um aufeinanderfolgend zu dem e) revenir au
mode de contr8le d'un bloc de   55     zweiten Knoten Lbertragen zu werden.
message. 3. Gerat nach Anspruch 2, dadurch gekennzeich- 6. Dispositif
suivant la revendication 1, caract6ri-     net, daB die zweite Einrichtung
weiterhin Ein- I II~      I 11111111  S111    17                 EP 0196911
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richtungen aufweist zum:                              hilt; und a) Ausgeben
eines RUcksetz-Steuersignals           (ii) den RUckmelderahmen far eine
aufein- zu dem Knoten, wenn die Art des Rahmens             anderfolgende
Obertragung zu dem zweiten besonderer Funktion ein RUcksetzbefehl ist;
Knoten in eine Schlange bringt. und                                      5
b) Abwarten fUr eine vorbestimmte Menge von Zeit, urn dem
RUcksetz-Steuersignal zu                     I       111 Mli li  Ii lull
erlauben, sich durch den Knoten auszubrei-                    | 1||1|||
|||||| ||||| 1|||| 111||| ten.                               *c   L   N   s
* 10 4. Gerat nach elnem der AnsprOche 2 oder 3, dadurch gekennzeichnet,
daI die Einrichtung zum  Herausgeben eines Steuersignals zum Abbrechen der
laufenden Verarbeitung Einrich- tungen aufweist zum:
t5 a) Ausgeben einer hohen Prioritat, einer nicht verhiriderbaren
Unterbrechung zu dem mit dem Knoten verbundenen Prozessor, wobei die
Unterbrechung den Prozessor veranlaBt, einen Betrieb einzustellen, und  20
b) Bringen eines Zeitsperrennachrichtenrah- K..)      mens in eine
Schlange, um aufeinanderfol- gend zu dem ersten Knoten Dbertragen zu
werden. 25 5. Gerat nach einem der vorangehenden AnsprU- che, dadurch
gekennzeichnet, daO die erste Einrichtung weiterhin Einrichtungen aufweist
zum: a) Bestimmen, ob der Nachrichtenrahmen   30 ein
Datennetzdurchgangsrahmen ist derart, daBi, wenn der Nachrichtenrahmen kein
Da- tennetzdurchgangsrahmen ist, der Nachrich- tenrahmen als ein normaler
Obertragungs- nachrichtenrahmen verarbeitet wird, und an-   35 dererseits
zum Fortschreiten zu Schritt (b); b) Bestimmen, ob ein RUckkehrrahmen be-
sonderer Funktion in eine Schlange ge- bracht ist, um den RUckkehrrahmen
beson- derer Funktion zu Dbertragen, wenn er in  40 eine Schlange gebracht
ist, und zum darauf- folgenden Fortschreiten zu Schritt (d); c) Bestimmen,
ob der Knoten in dem Off- Line-Modus ist, urn verfUgbare Informations-
rahmen zu Ubertragen, wenn der Knoten   45 nicht in dom Off-Line-Modus ist,
und ande- rerseits zum Fortschreiten zu Schritt (e); d) FUhren des
Datennetzes zu einem Nach- folgeknotbn; und e) Umkehren zu dem Modus des
Oberwa-  so chens eines Nachrichtenrahmens. 6. Gerat nach Anspruch 1,
dadurch gekennzeich- net, daO beirn DurchfUhren des Befehis die zweite
Einrichtung (222, 223)              55 (i) einen RUckmelderahmen gemai dem
Befehl erzeugt, in dem ein besonderes Feld Daten oder eine
Zustandsinformation ent- 10    


