Secure Browser-Based Applications CROSS- REFERENCE TO
RELATED APPLI CATI ONS [ 0001] This application clains
wo b@obenes it of application no. 61/067,872, PCT/US2009/034833

"Browser-Based Applications and Interfaces Havi ng
Secure Access to Native Operating System Features,"”
filed March 2, 2008, which is incorporated herein in
its entirety by reference. BACKGROUND 1. Field [0002]
The present application relates generally to executing
user-provi ded conpputer program code in restricted
execut i on envi r oPefEKe Browser-Based Applicationsar |y to
enabl i ng di ssenmi nation and execution of user-provided
conput er RIS UREFERINEE P REL qgw APFLf@&TfONﬁ ed
execution environnments such browsers. 2.
Rel ated Art [0003] Technlques for executi ng conputer

[0001] pr digvismpdioateon dlaivisishdbensbitoSapmticativel o. kO S 7NEB rpaspeBased
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Avpical ity el e ot tivibnsPovs® Ratos Fa AP B a @S ie Rk ey e
March 2 2009WsIEiEh KUGEorpSratcdheMi [Ip@soéﬂtl&'ét%' bl REfBFEL.
Explorer(tn) browser, the Mzilla(r) Firefox(r)

browser, and the i ke. nted i n progranm ng
Ianguages such as the ﬂ§g§g¥¥ﬂ$gﬁgﬁage, t he
M crosoft(r) Jscript(r) |anguage, and the Mcrosoft(r)

1. CH(mid1d! anguage may be downl oaded from I nt er net
servers e.g., web sites, and executed by Wb

br of code or data . Adobe(r
[0002] glﬁf?(nrﬁsegtcarﬂrﬁﬁf%tY &rrebtﬁstgamr@ﬂwc%ﬁgﬁfng#ﬁ?wtovtdé%ﬁ§m%uter program

code in @&ﬁw&;&cuwemoﬁﬁéﬁ@gﬁ{dtrﬁ&e partRularlyQb em%gtd@égéﬁmamn and
by the browser itself t he browser may be extended

executign ofhuspl-pigpividsd ichaiputen prsgram semhonspescin abGurigytrdsiriated gygewtion
or _exanpl e, a conputer program code

A A
envuonggghﬁga?ﬁgﬁkpé”?%ﬁﬂgked by the browser (or other

application) and may use the browser' s features to
2. di dpdlayd Anff or mati on, receive input, transfer data over
a network, and the like. A plugin provides specialized

[0003] f ealteldléﬁéﬁésqgr é}&cﬁ{lﬁjga Zﬂdéé’rdﬁG%lJﬁ actborgg in WeB: brO\Lv&‘%jﬁg well known.

and 1 nrt owser, in response
Web pakes Iln&32 mchtde@bde/\mtn kangﬁ@atsucdf asd at/z;&mﬁpé[sfsmdjea{xedltm tvhen the page is
Pl ugi ns,_ar ted in

presentqtgiﬁ 1n aebr WS rsugh a ilg lf:]&ﬂso ilpternet, g.XB]rF(J)r OB E OWSCIg the Mozilla®
Flrefoxk@r&w)vgé?sarﬁ (Rt Hﬁé nC&ﬁbQ'rﬁ;ﬁ@rﬁérﬁ&an%QB@'ﬂmnﬁQg |ALE&L Véﬁ:@@ﬁ‘ch as the Java®

Unli ke script code, e.g., JavaScrT pt,
languagexide Mistbsbif®tJheript® language, and the Mlcrosoft® C#® language may be
downloaded from Internet servers, e.g., web sites, and executed by Web browsers. Some types of
code or data, e.g., Adobe® Flash® scripts or Portable Document Format (PDF) documents, may be
unsupported, i.e., not executable, by the browser itself, but the browser may be extended with
plugins that support such specialized file types. A plugin is, for example, a computer program code
module that is invoked by the browser (or other application) and may use the browser’s features to
display information, receive input, transfer data over a network, and the like. A plugin provides
specialized features and is ordinarily activated, e.g., loaded from disk and initialized by the browser,

in response to receipt of web content of a type associated with the plugin. Plugins are implemented

in a programming language, e.g., C or C++, for which the browser provides a plugin Application

1



browser in a secure environnent that prevents code

downl oaded fromthe Internet fromperform ng sensitive
waymbamieper ati ons such as accessing fil es andPOpEsing034833

net wor k connections to renote conputers, the code that

i mpl ements a plugin is ordinarily native code

execut abl e by the conputer's processor. Such native

code is not subject to the sane | evel of security

restrictions as browserexecuted script code, and may

performsensitive system operations, potentially
Prograrmmaig| Ipfexfgcs fﬁlﬂhaUph%? o PE Coflst 8- 2ad WSSl Whichde prasutse by the
browseSHH SPAR ST f¥ent I}Ql? Eleefvgﬁtg Co&éscﬁ)a\mloﬁieﬁ lflld)% ﬁ’leflﬁtgfﬁe?ﬂom performing
unknown or untrusted source Is discouraged, and users
sensitivarestemn lopiatiynd sachigeaqakssiyi gslep nal/ogbach gnetwedkabhweltigns to remote
unknown W%ndor? Furthernore, creating a browser

computgysy fg fogesthat implepeniep plugiyip iogdinarly AatEGodRsKestable by the computer’s
processHf] dﬁfch%iﬁh{)@cgd%ris ﬁ&vsﬁf)j%l:t HERS QMR 1eF0f CXARB) RstrRBEIY dstBowser-

I ssues nmust be i1dentified and resolved. Further, a
executed etiapticodé, yand infdyi peulotm tsensitswe, sy ptesit dperatog p @oichiially resulting in

' I j db for .
unauthR I eCHer BEREHICS pl Siokatshedl e ey G s rireis frgm an
unknowl 3#8inBuRbE séilr &2k Qhcamd g, 9hd LR &€ uhikel @ @S ket prdEnOhrovided by

latform (e.g., the Mcrosoft Wndows(r) operatin
relativegymk@

\ ayvntvaedosp pflg(he}rmm c@imb@ﬁsn@plggigﬂ@mel@th@ y difficult and
cspnst IS5 BB BSOS ShAE 8 s tp g an
resolved. hBuite 0 iR1atwylye@idult @ b, plagairedpeaifit stogtabindiug ethghi@de is used by

each type of browser su&gprted Qy each platform e.g.
many byaysgrsrier Plegisl dsivelppBantWREBUR specificerasionrofthhalygs are created and
C o s S i G
v B S50, IENSHER BRI ER A, e Appco
Mac O opeentingadystoar, thetlhiaix @rayeibeng syssad aby thprldg) anbeaghpoitdthby the

has unrestrjcted access to a conpuyter's resources,
platforre iy Prtis Frcton & et n AFESTSE0 b P GaE L Rt Bipuisy for cach

type of bRRysVEQIPRERVEEY eacRPidtfottl Bk Yntbifnet BEH16RHAEN MEinfiEWINFARFox on
unknown or un-trusted server. For exanple, nost b

Windoviy, divs EoxsopMac © 5, @sd theciafor® borwschen dicl @3.y of
downl oaded code to access files, networks, operating

[0004] SVSA&%E@&%%%B&%? beca Y &dfie 9&‘éht‘lfeﬁ $arrf Hht Hfa?%% C%l)l./seg by program code

resources. de executed on a client conmput er
that hashmoavsérted suweds taa cdoypniega desdumes aecurly sashjatiohs 4@ imposed on code

execute%i :bgg]t%ee | C%\%Igfr,?/ Ii;lr be argilgf o %pg gsgggreéo lilllnfgjlé(g\?rlf g]%/lgl—trusted server. For
examplé,rhfl@s% WY 98w Sdr9 [)Eigf_: %trfcﬁ%n§@1{r91!étaﬁflity SEASWhodd code to access files,
conmputer for security vulnerabilities, present

networkseopesating systetmhiatenf@ess, ftorags dagices, vrd pthéiepmtr¢asn Code executed on a

. hish%£ % install a viru n the c uter, use the
client C(g[g%ﬁli g ‘B’Wafﬂ’ glé%l ac§rdo§v %%88 {:(P]cée, i SPE:ET"EE t8%§ih[,?é Isecurlty, because such
code coGRINHKE Fifes, idpilos@lyalte sydieh eéuRes, e PMG@IaSiof WoReddsh the
I nternet Explorer do not o -
computer, search the computer for security vulnerabilities, present requests to the user for sensitive
information (phishing), install a virus on the computer, use the computer to attack or spread the
virus to other computers, and so on. Therefore, Web browsers such as Internet Explorer do not

allow code from un-trusted servers to execute unless permission is granted by the user.



all ow code fromun-trusted servers to execute unl ess

perm ssion is granted by the user.[0005] Many exi sting
whe@vserdphased runti me environments for executPEyUS2009/034833

downl oaded code, such as Java applets, ActiveX(tm

controls, and Firefox extensions, ask the user for

bl anket perm ssion to run and access any system

resource. ActiveX controls are conputer program code

nodul es that can be enbedded in a web page and

executed by Internet Explorer when the web page
[0005] acMamerristingdrowershrpesiatadne caramgas oe Pwrltnig)éoww&?d code,

s o FASRUED 28 ONENEXUFOPHLRL LB, ENCLOCHET ATl
permissiogploane andieseany syftembeowser AtitispX aystrals weer dvinipaiter program code
sage to t ser, and prevents executio
moduleg faf Fal bﬁ‘gﬁ 3 e s %ﬂgéﬁemﬂ b nfqrg}etﬁiﬁﬂpiﬁxsf hen the web page
is accesQRP Y. 9V§§w§%§@édtf‘r&ﬂ aQfebt RAfer $OMT When cBfie such a@hRBletiveX control is
exanpl es, unless the user explicitly allows execution
downloadedcw qb@rtforf omebimage swt sty tot dxatuts ar thedhtsrneeEwploter browser, the
d in. Once the user roves execution o
browse{ G G2 EROEDR T Al PRt R e o a5y el SR cayes ol wness
the user’ e@@ﬁé&ﬂ‘j%ﬁowﬁ P8I0 ds RRECUBIh DF tHAB corididl| JFEIn Qs leRIMIBIRS, Sanless the
such as the Mcrosoft Wndows Vista éd) operatlng
user exlicstlepovef dxggutipn| afgedle Erpmsrb@wtweyog algher |Stf19tWQTbtdOhlagl Once the
user ap%rovésl S 8(?1%%6 ror?ngl% S(?Oélﬁrn% gher %oa ¥ rlnla% §gce§go Prén(%f’rglh negoft sygtem resources.

| anguages, such as Java, permt downl oaded che ' '
[0006] sc r@tbtlsem&ﬁlnam@sse eiedtoninensdsuch o treddicroft Wndoorplise® operating

u credent i al ation :
sysem. 4T R ARET S ST T ek P bR % Pty py sskine he
user foﬁ'ifeﬁﬁﬁ@ﬁ)h &b feadfilcloWohaseg st Ry mhgu@%@ 0566 ad vk r}%rmu downloaded

user, and the user is often responsible for
code SCFS 10 afoapsigstrined ceserint pafhs, compyter ugipeaequagy elveentishiMormation,
e.g., dléﬂﬁ%{ hgrﬁrmr %tlﬁg%?%( eﬁg\lvgsk%é,ttgﬁ] E%Cglgl% drrgcgegﬁlgﬁlc downloaded code are
exposedpatt ater undpnsesed B\/Oftbﬁ&esf]ﬁ}imbbtfobﬁaﬂwa‘imhglﬂie&:réd):ntlals e.g., updating

ﬁé@grans Wwitten in the web programm ng | anguage bei ng
them whreey StRify 24 &awas&heﬁpfonéadea%}afwévéﬁwﬁr Cﬁfg?%slé%% fesources such

as spec1a§pl§r)?§éel ARl %@Uﬁeeaxt lele%] gﬁnd FttSh ANnt Web %g%iﬁgmmg

ose resour reso es can pDe access
languaga bematuised (supln @glaaﬂSﬂrqg ot éavgba‘gpa i parmissonGs #yailabte, because the

C ni cati.on bet ween a nat | angua nd a b. .. ..
languagﬁ3%;%:&J &Wtﬁréaqeéﬂ gwga éespgrcg%rﬁﬂ g){eso&ﬂ:& g?{} @q ?qgass&g jjla a ‘native
progranth RGN &P RO dchagevwar ks cdﬁnﬂﬁﬁcd@lbﬁ\bbdv%eﬁ QafaHl€Mmnf@ge and a web

integrating native prograns with browser-based web

prograngpisigiletguiagnis copnpBo7 indrtrdstmgsrdhuprogipmmaisg fiagiewoniss do not provide
i monish.the ability of. licati i
reature fof it i SF Bty P PR ERbrRO S PUEREE L on

user interface that matches user interfaces provi ded
[0007] by Tiesé Sﬁeuapgb$tdaﬁ¢m rismingsht the aigiliof ofsgpgtimoned@@md in existing web
programmlngsffc'arr?ergxgor S oeprroxfflceig '2:1 Heh User 1nteI$f£1€e tga z?tz:rl%g%rsgrsinterfaces provided by
native applications in terms of system resource access and other features. Existing frameworks
provide rudimentary security features that are complex and place the burden of ensuring security on

the application developer. It would be desirable, therefore, to have a programming framework that



provi de rudinmentary security features that are conpl ex
and place the burden of ensuring security on the
wappbiicavi on devel oper. It woul d be desirabl e, PCT/US2009/034833
therefore, to have a programm ng framework thatall ows
programers to quickly and easily devel op web
applications that safely and securely access
security-sensitive systemresources. SUVMARY [0008] In
general, in a first aspect, the invention features a
conput er -i npl ement ed net hod that includes generating a
allows programangrs iydyiglly and eargditderelpp vgb applicatenscbfpafrdnand securely access
semuﬂﬁ%yﬁ&ﬁvégﬁmﬁgﬂgg pt includes at |east one conponent
ration opera e to cause execution of at |east one
restrlcted system operation, wherein the risk rating
i s based upon a digital S&MMARMte with which the
conmponent or a description associated with the
[0008] c oqﬁggﬁ%}&l insa ﬁfsg ngjgct gl%gl%e?ﬁlbﬁl %a%rgsez'f‘ 85ﬂlﬁ$t%19fﬁ1}ﬁ£méﬁgd method that
co nent " oper at | pronpting a use or
includepgemﬂa&mgmmdkaam)@fwheoinbeteaprolgems todrnipeatiti ehed the component
syst em operati on, wherein tEe pr onpt |ncludgs the risk

includey ¥lp455 0B EPrAPAIBELACEYIOB FPBID HE CRBSSFANEN 88t 47 ghe resticted
system %@Q%n EHeRM mRnLR rﬁfngtlggaéeﬁ ?Bﬁ b Qfbi (RYertifiGded %h%ﬁclpfhe

re of the follow ng feature Generating the risk
componeat mlrvgdetmyptbm asspcnae@bwnh ¢het @nrpeoentus pignad; \gelberw ddyatiption of the

ncl udes conp ut er t.code for n .
comporg LR B G BRI RE dea BRI OB et i BE AEIFR opp gesuicted
system bpetlitidratWhBekidTaY p@&nﬁtﬂﬁclﬁﬁes&he bigadkink WRd b ldsderipBY¥# bBthe component

including a highest risk Ievel and a |owest risk
operatidnevel . Pronpting the user for permission may occur in
response to a first reference of the conponent by
[0009] €O 'EiHlS&ﬁmQﬁtQ 8F A0iSEntiBh nﬁ?%ch‘fd%e&{ét&%d@ of %Wn Qefﬁures
browser receiving a web page associated wt
Generalsmg thptrisk oatimg rfrneb@orrpﬂppeﬁre tprreqpnang e ok p@gﬁnﬁxahmntudnwomputer
be for cution resp i nvocati,on of
prograrg ferte? RoBIRE sl iAo THRE B ety R e FoBPg Gty e risk
rating n§e§ Hefine ©P dEle @t @b 18K 1dvals! ﬁaman%% HighdshasmeRelih@Wa8West risk level.
receiving a web page associated with the script code.
Promptqn!géhepgqeﬁ gartpﬁgmg slep rrfa{yrocggrlmr@@p@w tqg)fqu;tﬁgﬂe[@ée of the component by
C
compuy SPLRH 8P RBTREAEL I ETLRR bR RARINIT R 3 b oge
associatedeth the kdrips sody) Theycobdugr pRdgainlkydd fenguidnuisey basor@xecution in
precondition to executlng?the restricted system
responsg IS%F%MVB?F‘UOP@M ugin exfEHERGIN 2 Veb Brogseihinc %%%rtprogrﬁ@ script code

executehnl){ge{gfaélﬁg td tvwbe[ﬁo@s%‘ %&’Jlﬁ%é £§g§ 64 @B LARARO ECI‘lpt code.

ng we bromser sed ¢ ecute a
Promptingshe uet &t peysiseion ﬂp’qnmludﬁ’ﬁlepiaﬁng hinemtd pempisiar that corresponds to

the at least one restricted system operation, and the named permission may be granted by the end

user as a precondition to executing the restricted system operation.

[0010] In general, in a second aspect, the invention features a computer-implemented method of
enabling web browser-based code to execute a restricted system operation on a client computer.
The method includes providing, at a server computer, computer program code to the client

computer, the code including at least one component having at least one component operation for



The nethod includes providing, at a server conputer,
conputer program code to the client conputer, the code
WO p@baditegy at | east one conponent having at | eBGI/USIIE9/034833
conmponent operation forinvoking the restricted system
operation; the conputer program code may further
i nclude an i npl enentation of the conponent, where the
i npl enmentation is for causing display of a pronpt for
requesting perm ssion fromthe user to performthe
restricted systemoperation, and further for to
invoking #heotepHigted fas prperatipehg GRNBHEOREBEY eleimay wapeHgglude an
1mplemnt:19ta£as e E S%I’HBEI{C:’}HI‘: 3@6?2?% nlglmaeglgggaﬂgtﬁ g dfo? Qﬂ]‘l Ir&ﬁdlﬁﬁ}%%’[{a prompt for
requestingpponiesion nch thp aserttd per€@npthn eextricpes atano operdiive, pidfipther for to
|ncluge the risk ratin associated Wth th

STﬁ%mpS)rpﬁﬁ'Pﬁ?rfrb@ nﬁﬁf [SECIXING DETTRISSION gqom the user, and the
prompt R %é@u?oWnMQQ SbcidRY \xgﬁh @e %9&?@1{6@1@ at¥ ffbnahé bc?ﬂﬂ onent
tier selected froma plurality of tiers, and
Operatlcm sThermompgmnnymbeieahdomlefatlpg naeeatedsath tlhp ownpctwnt [ Elke program

i ndi i ncl yde a
code mzafplaeha %’FQ EE T BWSI é:f)fné)ﬁ ?ﬂ—t RNAYPEFSHS Pz}t«lzfgwgla raqslgﬁ g]ﬁ{ selected from
a plural D f SORENEM th@MsH RAGhs HRyDR al HFRF SRR @dsb@ OpérihetisRfier. The risk
and an interface deflnltlon descri bing the

indicatqrppsiydnelndat poiass baved hpon atTepst mqmqﬂatwayar@qlé@ laythg component. The
componeggl%gs Enciuo g@ém@le%%n?aélrorgn ?%I%tlgﬁ u%u? gllrlnl rYac% %ep mtlE)n %escrlblng the

1mp1embmd1¢1ﬂﬁmb@@el Thegompt m&§ dfspRliatequession !pslemﬁ sﬁ@m)ﬁ B€output device of
user via_ an input device of the client conputer. The
the compyter; oae%vng BPEHENON e e e suVneldereeeiy ngmn affirgnagive response

t
from th9H§ér %:IHS I gﬁil ({négfc'et& tl‘%scil?ﬁ @)tﬁgg%tf\g“.agzlg 5 poc%f)r?‘ﬁ}g Affkr indRde receiving

a certificge bf & sigaing. auﬂfh)ﬁty aasbdflatetl edthsyist@npapet, ahd dre risiyrating may be further
i ncl.ude cces g a. f| ,  accessing a ne rk, . ) .
based UL 6 P G1ca ol I0BITE B ST Boral BORGY AL A rsipRB e, accessing a
network{ ggée%gmé R d&%&%r(fé'vrce ' d} aacomlﬁa‘éloﬁ%@ﬁﬁ)tse the invention
features a conputer-inpl enented net hod of enabling web

br owser - based code to execute a restricted system
[0011] o dp genespl B B asRast: teoimyaitian feathees qeORpYter haplgaegted method of
i Y
e YL N B REL B M e CATRYL B A PG e
The meﬂ@dsnclmdﬂs peovpioperia sheve ogmpiter, emputemlﬁogmnpmmnb the client
operation for |n§&£in t he restrlcteq} él E
Computsrg APYA™ Offg i eaé&%‘&%‘qu%’“ﬁﬁ} WA P Ylresgmponent
operatidn¥of 8S/B %Qhé Rs@Recdnyaetdpefutieh, thEJ BodcOBPERNioPYy the web browser in
script code associated with a web docunent, where the
response ¢aien ingoensien b K compionvgity sphpt q0és msoela@d \@ﬂs@ wnb document, where
eration in re ponse. recei ving a
the codf BRI o ERRER ik RE PrBRoRBut RS b RekiTiney input from
a user vadtha Gleb o wses OidahethpW ik oG iAs Bh BgidnNBsRAERVitA Performing the
the action inmplicitly granting consent to performthe
operatiqiy Hrezaction impliatlp atapbig eapentie Pederm the operation. The action may include

at least one step in performing the operation.

invoking

[0012] In general, in a fourth aspect, the invention features a computer-implemented method

that includes receiving an invocation of a component operation from computer program script code



at least one step in perform ng the operation. [0012]
In general, in a fourth aspect, the invention features
wa2eonpuder - i npl ement ed net hod t hat i ncl udes rRCEUS1009034833
an invocation of a conponent operation from conputer
program scri pt codeexecuted in response to receipt of
a web page by a web browser, wherein the conponent
i ncludes at | east one conponent operation operable to
cause execution of a restricted system operation; and
all om ng the conponent operation to cause execution of
executed fip Igs BRISE it FesaiPE 9ist WRb Bpeerbit 3 wab brpvyses pydisssan the component includes at
least onf E6pYhRNofihat P erd O Aok Beclhh & MLl 4Rl ggeraton: and
allowingitliencopgroheitrapegtivh o cgee atdcation dithe astiial $ySterodpeastion in response
.explicit grant of permi ssion to perLormthe operation, .
to receiying ap H%P%gfprrb%uﬂf%% CyVel éloﬁ"rs%f‘élef?et FiS Briot GUp@RABARYon
associafe %vi@lﬁ[ﬁ:ﬂ%}ﬁlﬁf%-thé thgérg’tlonl, thedRA6H &l not bA e?plfc‘itf%rﬂlt%‘fn@@&ﬁission to perform
the 1 nvention features a conputer-inplenented t hod
the opeafior rpald [thenay tiwe bmphatlg granbazenhiss mddo porfexe thetopeation.
restricted system operation on a client conputer. The
[0013] nEtIH ggnérﬂg iﬂ"éjﬁﬁh di‘é%f, 'ﬁg: iq{fectf?iloif’})fea%re?a 6 r—frﬁﬁlemented method of
requéesting permssion froma user to performa
enabling esb browedbgyedtcede apexcatte @medtricted Sypams epdratiomarog aliénd nomputer.

f a component operation; and invoki.ng the restricted

The melod R aBERRTACT A PLS BIHGE (ool PHE BT h B RgRer (o perform a

restrictdd' QWei$eHRBh in m?&%etﬁh fvBERMRLoraRbBIpend R 0BEaRBH;86H i¥oking the
sefvi ce on which the conponent operation operates.

restrict§dogiin dperagenen sdspoisn tareseiviig pesmesston frdme thermgen wihore the prompt

f tfeat ures a conputqé rﬁladabl e Eﬁdi um.t hat itncl udes

refers tQ PhPIedOr SYEETCLBECT RS CPURPP IR SPEBIOLAEI Phg conput er
program code to be executed in a web browser to

[0014] perlhgemeral, secsikihtagpeae ghe invertibnofeatuetsiacompukee readable medium that

include%g%]g}ijtgé&%gﬁ Oﬁnsggug%%gﬁg?ﬁa%{ihggor\ﬁﬁ%ﬁ%ggglg{qco\aleatlo %e executed in a
web brdwieLid Re®ranteuriteirb M Bctb@BPUAGS, PhGRRAbAS fP Prdvildihg to the web
i npl ements at |ea3t a portion of the interface, where

browset tie aicapipeiee netaoilon compérmnt thayiokiudes ahiatartce ed & asgigdgeguage
ot SRR B B RPSS b RBRE s bl Sotgqvaion s or
invoking fiige miaitve Ve ghadediugdané il e niéspbheno fisvoc Mo fanPinitéithca by the plugin

_~user for permssion to performthe operation, and
code inhe yeRebropser. pRd BRINAEVE HBSHISE ARPIeBITNIAHOR &9 REENRE a user for

. cei Vi 1.884.an_ fr . erein: o
permis X0 SR L6 WS MG REARA rcein
permissianfpan et yset, veheptio it prospt isrbakelr upgoa setkklupditatat askedstd with the

one permni ssjon requirenent associated with the ) )
Comport?ahﬂ%d@ﬂmpt siwrtha dassddpen af ﬁ&?tms PeLMigHaR fARHPHFNtGpsagipted with

the conPBREARL AN @5 RRM %c@tgie\é\’iatdgsctr%ﬁoﬁ Bf M SSdr bl RS8R the permission
wherein the description refers to at | east one

requirerapg) wbatinghe dgreapfiorcrefaataatdeast onehapplication-specific feature of the

component.

[0015] Embodiments of the invention may include one or more of the following features. The
computer readable medium may further include computer-executable instructions for receiving a

certificate of a signing authority associated with the component, wherein the risk indicator is based



conmponent. [0015] Enbodi nents of the invention may
i ncl ude one or nore of the follow ng features. The
W@ vpat1aes r eadabl e medi um may further include PCT/US2009/034833

conput er - execut abl e instructions for receiving a

certificate of a signing authority associated with the

conponent, wherein the risk indicator is basedupon the

certificate and the operation. The security restricted

native operating system operation may be accessing a

file, accessing a network, accessing a display device, )
upon thg cersifigfaianeh drej apgragipns fhs sccuriporesiicied ngepepRAratingrsystem operation
may be Sc‘lgé’egﬁgg a 1P ggée's sih g § nlstr\]fyo?ﬂtajcg& 81fng @lt(ﬁ'{p?a} (?BV?C%W & mbination of those.

readabfe nmédi um conpri si ng conptit er-execut abl e

instructions for enabling browser-based program code ,
[0016] asdberaaralding sayerthiepech dlgeinyentins featbioy alopmgetes sedable medium

B S

with a wébapage Ifo tl¢dbivelyclctiebe ative opepdt@gBRitamhiresdufdenof h orovasthost computer.
an i nterface that enables the browser-based program )
The mefoddndlerdas ieasieng heomApIcahint B PBHNFlYALY TOFPIRRENRaR function and an
interfack lﬂ‘?at %ﬁ%]&gﬁ@ BﬁWsQﬁbz{sQ@ gfdg%}n 'c§deo§qfl efhd &;ﬁ%gﬁﬁtﬁ%@fumtion,
restricted system operation on the browser ‘host
whereircthapuplementatipe porseistaperabteetiovperfgrm anestsged nystano npaation on the
b %%gr of the browser host .conputer t accessfiﬂe
rowsel Rt FIEREH 8y S P IBEr At B P THS A HIR S SN G Boatspipst
comput®f tolaB&est HeGE{tAERA BYsidrR 8 plLQ¥S 6F tRpSRE (PIRIEAINHR U interface by the
pronpting the user” for perm ssion to performthe
browselr—@zgst:crl prgeaim sy@, gmmlp:mgahci: oyer famdrmiyviok itqngerfch@ the restricted system
operatiolggglle(gﬁfg%i?g Iél?eini { Lfc?rﬁft:li,tgtgo tofﬁg\gtle({n];tg :pg%ftg{]r% It}}rg:gr%t%hét%a %}gstem operation in
responsatd tdco@ingim FRSRANS eedpbi® fidie thiseer. [ 0017] I n general,
in an eighth aspect, the invention features a

conput er - r eadabl e, medi um conpri sing conput er .
10017 ¢, JF g 7le LB B ARRel SR Hl o8 R D PP SEFsallf gipdium
compridifs EREHELXBRMTB e R or BfsplalB g GPTBMbEfor PX@E MidPIRxecute a

code, wherein the pronpt 1s based upon a risk
comporientiviche eempuisiowicattablewpdh vhiseeie Srepummnt is besed ypooaptskiirdicator
associatfe(Lf rv&l&letfl ct:)g o eod LS artoml fassiiurt %08 m.o?ls’ait N Uier eirsrsegrtl

asJ0ci ar sd "R -t epcoﬁbonen 1 PAnd e pronp PRI Gues

requirerdeft@Ssicidadd With e c@mpop&itaiidahe PSR iiddl@dts Wdekeription of an operation
. perm ssion _requirenent, where the description refers o
associated with 3 ReagiissipRdegpisImeehtWIsHS e desariptipe sfeis do ablggst ppe application-
specificrfggtﬂl%n §1$d ﬁlore%pﬁ)ﬁgé St 3{1 tplff{rﬁﬁhbé/ ?esé&ﬁ@?(?ﬁl% tp%(?mf)thf?om the user,
pronpt fromthe user, gr%n I'Nng permssion to the
granting perposyEnt tottle exnemicst tarexeqes at ommatipepedified b yhetgeemission
. _permssion requirenent. [0018] In general, in a ninth
‘mquum§§ﬁect, the invention features a systemthat includes
a processor; a

[0018] In general, in a ninth aspect, the invention features a system that includes a processor; a
memory coupled to the processor; and program instructions provided to the memory and executable
by the processor to provide, at a server computer, computer program code to the client computer,
the program code including at least one component having at least one component operation for
invoking the restricted system operation, and the code for execution by the web browser in response

to an invocation of the component by script code associated with a web document, where the code is



menory coupled to the processor; and program
instructions provided to the nenory and execut abl e by
W0 b@prigeessor to provide, at a server conput ePCT/US2009/034833
conmput er program code to the client conputer, the
program code including at | east one conponent having
at | east one conponent operation for invoking the
restricted system operation, and the code for
execution by the web browser in response to an
_ invocation of the conponent by script code associated
for invaljingthg repgistefbyisteEnPPertiparia r¢spanEdf Ecceising an HPwidrery atuser via the
web brey S e R, RCARGECM Ao L ERRAND S bATKARR e Weration. the
action impficitlyigsarfting comdeat togpesfivrachd gperassoci ated W t h
performng the operation, the action inplicitly

granting con s | | EF

PSR P on Rk BERESIRED B BRETRA S INGE

appl i cation can be best understood by reference to the
[0019] f ol Thewdresgngpticatipinican bt ke mnidersood by neftfeace tol thé fdlloeving description

.acconpanying drawi ng figures, ip which |ike parts ma
taken inggongeRpY BTk WO‘IHPR%W%%%%H%TY% z@yvhrsihg}ﬂae@értmaiée referred to
by like Rfifferalst UStTative drawi ngs of a systemfor executing

conponents in a web browser in accordance with

enmbodi ments of the inventian. [00219 Figure 2 is an )
[0020] ; | | HiguresddybE greallistiptige diavripesifta watcabion exesutpapyRReRents in a web

bI'OWSC]i[ iﬂq) &%%frg%%gl ééﬂwl%hn%@f&’t%’ gr ﬁi%Qﬁvsenﬂt)n.t he invention.

is an Illustrative drawi ng of a pronpt
for _requesting permssion to execute a conponent in '
[0021] ¢ ddgerercis apiilystiativodianitg of isformpeon pheaha comporeppgccordance with

Fiaur . B are illustrative drawings of a file
enmomﬁ%ﬁ%égﬁgﬁﬁggﬂgﬁt I n accordance with enbodi nents of the

invention. [0024] Figure 6 illustrates a typical
[0022] ¢ orfigerentyisgypdientiatinadraming ¢fen rrepIpbiasdequestingopasmission to execute a

: f : i - di. f th
comporthRERG LN R Rbblsp AR IRATHEBS] “rhe 1 o1t owi ng

description is presented to enable a person of
[0023] or diigareg 4sinid[S| ar¢ dlustratiwrdravimgrak e fiteplomkconipwnent in accordance with

dnvention and is provided in the context of
eHmomﬂ?P?f’HFEPV%Eﬁpications and their requirenents.
Various nodifications to the enbodi nents will be

[0024] r edtigune Gipipsiraet a typidcahosepwiglsygemithattohey terdmplayr t hplement
processIEERLE PELNCLPLog, defined hereln may be applied to

DETAILED DESCRIPTION

[0025] The following description is presented to enable a person of ordinary skill in the art to
make and use the invention, and is provided in the context of particular applications and their
requirements. Various modifications to the embodiments will be readily apparent to those skilled in
the art, and the generic principles defined herein may be applied to other embodiments and
applications without departing from the spirit and scope of the invention. Moreover, in the
following description, numerous details are set forth for the purpose of explanation. However, one

of ordinary skill in the art will realize that the invention might be practiced without the use of these

8



applications wthout departing fromthe spirit and
scope of the invention. Mreover, in the foll ow ng
waele®enipds on, nunerous details are set forth fRCT/UK®09/034833

pur pose of explanation. However, one of ordinary skill

inthe art will realize that the invention m ght be

practiced wi thout the use of thesespecific details. In

ot her instances, well-known structures and devices are

shown in block diagramformin order not to obscure

t he description of the invention with unnecessary
specificeietals| In qhgsinsiapees pyvalbkpewn segitics and devigss arerﬁh@rvaéa biqgk diagram
form in %2((1:% rn e%%%ﬁ&ﬂ*e h%est gﬁs’pg%gg)‘? ?%eﬁlg?é}?fgﬁtwﬁpﬁlhﬂeéﬁtsﬁy tEi@tall Thus, the
present fiivienGorpisemt anchdbe ad by Bmitdd sacthosmtiodieteatsrshoiv@MRfb]is titielaecorded the

the invention has been described in te of

widest 5681’? PUGISIEN BB SRR RrMRCHHY ﬁﬁﬁu%@fsg{qse(iﬂ?rﬁ@ur es, those

of ordinary skill in the art will recognize that the
[0026] | NWehil¢ i ingenkioh hhd bEeh @dsdribed heteanbotiparentls cbddirgeritesnd
) descri bed. Those skilled in the art wll recognize . o
illustratpyefigurete thopepi@risngy Bl imide & il yecogiss dratdhn i vertipnpgnot limited to

f

the emﬂoqﬁ%l e If?%ré"ss eg?ré&? q\gfggeg%%l?égiplﬁl:@% %t @(ﬁ)ﬁé&é@iﬁe 3t the operations of
the varisay@mbprdicess amycbanmb&rmeatadi wthgdutdwise mgftmarfc élsmmase or combinations

ot her d|%£ circ |tr under the contral of .software,

thereof cas ARIEPES oreXpp IR PIggTsses C(a']i}f?g Cfl ouf Bﬁp% processors or other

digital c!?ﬁﬁﬁhnurfd%f %%%oﬁt‘?olfdf)égﬁiwgﬁr VAR Sre, HIIRGA-ITRBOSC ! @EHeCterm ‘logic”
/'or an appropriate conbi nation thereof, as woul

herein m@m@rﬁ)@édhahbwam} @regeaminalleilpgit had/ar an amvr@mattycqmlbmatm thereof, as

would b§tr8?ot§g£jz8& g%ﬁ% 8]?@(?& }I]Stg %’Etl : gz}@%ﬁﬁhé&%&ﬁ{uﬁgﬁog% Software and
firmwaRl@f 88 S@FedCAHlcdMputéNe £IBIE 1BEdibS BBfe dERY Fﬂ)c@ésé§éﬂntﬁeylmplemented
as is well known to one of ordinary ski in the art

using s G o 15 elhbhop oo asersger vy alidindse wbl Adgigonally, memory or
t b
e G GALL S ATRRIGDL 3y PRSI U et o

inventi@r.e illustrative draw ngs of a platforn1for executing
conponents 148 in a web bromser 104 in accordance with

EHHP S nve |on shows .
[0027] ovdr gﬁ"lmgw e\lng 3 e 1 Hstrat WYiNgs o a%%] (i)r(r)nn i eﬁ%cluflng com onents 148 in a

web brdwsgt 1 @Sinl dBcodm&Rem éfﬁb@ilﬁheht@ Iok et iMveev®n OFigupe AiAf dhows an overall
functional units. The co onents 148 may be, for

view ofghepiptferm’s Sisticad! yitogind higwee 1Roldt phesv R dgsailsgiviravs of specific

functiorgaﬁgltgi?tsg zﬁ?]c'}s)glg%ﬁll p??ﬁ%%ﬂéy%}éaft @Pz%r\ﬁ%lg \éﬁ% %i%iarﬁ%ﬁges rélodules that

provideserwdes @st d)tﬂﬁiaut_i‘,eavaﬂﬁiﬁle exanplbeseddiodg-sacitdadia@pScript™, in the web
text -t and ot her

ratl ons, eech eratlon
browserrﬁ%% fl@fé%@rwewaﬂu wmﬁ%&&ga%qdo P QREFafigso Ik sspeech

operatloh% Oand%ér‘@@é'tﬁctg@ YRR 558 Y pedfoRAdidt b Qdles I8TPYHRRER developers
by defining an interface 162, which specifies one

may ad«b addmmml components 148 by defining an interface 162, which specifies one or more
operations provided by the component, and an implementation 164 of the operations. Examples of
components include a FlickrUploader component that provides drag-and-drop user interface for
uploading images to the Flickr® online photo-sharing service by dragging and dropping files from

the user’s computer into a user interface region provided in the web browser 104 by the



operations provided by the conponent, and an
i npl ementati on 164 of the operations. Exanpl es of
weorponass s i ncl ude a FlickrUpl oader conponent PETES2009/034833

provi des drag-and-drop user interface for upl oading

i mages to the Flickr(r) online photo- sharing service

by draggi ng and dropping files fromthe user's

conmputer into a user interface region provided in the

meb browser 104 by theFlickrUpl oader conponent. O her

npl e conponents include a text to speech conponent
ickrUamd%rrForrrrP@g@ltp Qe sxpmglecomponens iInchdgadertiagresrh epmponent and an
image ?&%&éfg %ﬂg&%ﬁt enéglreg %ﬁg%%ﬁ?e{gvﬂ{é (%%p%ngrgc\s/ g%% %uﬁég{?ﬂg aggﬂable to user
supphe(di bmWseaU:de progmm cosdhl e e\ge JaeScppr <tode idoanivabiepfig@.a web server as
pl at or m_of [ [

exa ure .. |n.Iu i ng the
part of fpwa'@ PRES Wﬁ%@r%@@ %Ri%‘f%{ﬁb"fj laotelbeinc S8 Selupisdnetese 108 and the
o R A RS f%%qugfb}?e%ﬁﬁeﬁ“@l@ Since the
comporr@ntsd@&lpz;@naw&atuam ot pthevveive byalableris webdrowdees 104, the components 148

0 nents 14 nd the set f eat ur
expand GRTBOAEH e o8 00 et e Gue BhrutBpfh pifiiey paees 106, As
the feath@9 Bfoviddd-byARe tdiBpdiRAtsWHRs ubE RYIRed fWeteF@iBRO AMRNeSources, which
often use restricted syst em operations and resources,

are subjggti te mo@pgal@u]y}r@@@l migu§soeidentiva |sq:(y1r1mammay1|resmrg pesgled to ensure that the
COl’l’lpOI}eHIS u%% h}%grﬁs“;tﬁ {,;t%(ri Ioégra ngsalrillgg soﬁrgct%se glevgl%resﬂg%t aéfh appt pl'rIr gﬁdte@(% icitly or
implicit €5 pthe@ad ukdr. ways that are approved epr|C|tIy or
inplicitly by the end user. [0028] The system 102
udes execution | o r OV

(00281 o G lTR VS s TR RS st bF ki R Pagi St servces

142 andldfnponbftprasidér ikt 146! suchtae b asieviaedintHayé hfid Ruby™ interpreted
interpreted progranm ng Ianguage provi der interface.

Programxrltnlgdma@ piodidruiyertace. ddtbevshdeantBuby are dssgithed herein, other
languagiegﬁ'%y$g %12%&;?%8 k?)? Stlzéégoqgaéon t &Xﬁltgglgm?e rﬁﬁl%t FIR:&[%X C% Java, and the

like. TiEosPEpO@Biht e&xativhilogic [10Q h@l&i@@alsﬂdfudﬂ@o@erﬁfm&xﬁat 1nc1udes at least
conmponents 148 that includes at |east one. conpane

one compsmentd iy E@éhﬁ%rﬁg?ﬁenf Heludgeung! ﬁlﬁplgﬁtéqp( fnetipn(s) 164 and interface
definiti%ﬂg‘)cfd2QH£tt§1Es&ﬁ)% t 19[51@1&5 qgtfldl{eé)t 1'69rn ('[51\’1% 1&@%aéehﬁhmtlons may

scri be e |np tatlo unctlon(s) 164
be, for éxatpid, ad8Otemamidst Hlesharalesdrebes fhernaencanpd parasme@BON operation(s) that

are proyjaetyheiie cPRo R AL o f By TRy p R B B¢ T g example.

the 1mpmntdmh embﬁ@) 11)5/4 f)aﬁ)rhﬁ@stﬁ%ﬁts?étérﬁr@)péﬁﬁon(lsPoﬂ)ﬂl% browser host
exanpl e, the inplenentation func (s) 164 perform

Computcrelsmrlf p@r@dssstysﬁoe theaw@raalton(ﬁh(sgycaywdtﬂn@nbrt@mﬁhmb@(wser host

n for th operation(s) IS .
computFE L B Bl P it ot B RELE by pa Rt restited o
securityl§¥atitivé opdri@ors VRdt e adi broWilf puirindNeicaB] suich RS opiRig a file or
to approve particular restricted or
network connection, communicating via a network connection, or accessing a system resource such
as a printer, voice synthesizer or storage device, or the like. Each implementation function may
choose a suitable level of granularity for the security prompts. For example, an implementation

function may prompt the user for each file access, for all file accesses, or for file accesses for the

10



security-sensitive operations that the function wll
performif executed, such as opening a file or network
W@ evpettipdn, communi cating via a network conneRCT/082009034833

accessing a systemresource such as a printer, voice

synt hesi zer or storage device, or the Iike. Each

i npl ementation function may choose a suitable | evel of

granularity for the security pronpts. For exanple, an

i npl enentation function nmay pronpt the user for each

file access, for all file accesses, or for file
duratiopefob Wl Bropser %Qﬁ@@&ra&ﬁﬁ@ Aot deajshpastienebihe dmplsmshtatign function(s)

on

may bepRhenth b Thife AR bl G TN EREENIET, o

known to those skilled in the art. [0029] A restricted
[0029] sygﬁ; Eastrisrst Saipqempmw@gnayl@ﬁ f@)@gp@p a afiyet fupetion (i.e., a function

[ f I I
callable fﬁ&ﬁta 18&6&%6 Sféh afC olf‘gf' n+dt%H((1) ?g‘% Af{gfr?ll Qrf ngﬁgltﬁ gﬁg&ﬂﬂg The components
148 beodusre&ti& bmnp@dqha@mmafeam;ﬂerﬂ&ﬂsecbmmaluﬁ@agh €hat aogaive dirsctly access
may be inplenented in a | anguage that does not
the natlm fUéleilw scbas Rubrb Thstnajize fuetpn arresses thersyal§mRigeRpyce, possibly by
r

B F R e e S R AU R per gy end-user
machlna 102 g etsaibhdeﬁlbltﬂsa:r(’:saltientas s0d hatcedpasmidsionk.e Ths ativerfunction may, for

en ser .machi ne 102 to establish the us i denti
examplg i CBLETBP 6 BN FRU SR RY & U SEPBRTRE o g nput device

or perfo@fﬁ@?iéfa@ingQS/s?tQﬁlas\f)eélﬂE %ﬂ&%h@ﬁmﬁ Rs BFhgOHRIbp AEMItE 8peech, file browsing,
and récéive information froman'input device, or
and so grerFhermtiop &umatipm grag pstaspdapeoirdd en 4 magndtiorisks ae hptagal disk, a
. drag-and-dro tex speech, file browsing, and so
Smnmo%%@g%%@“WéP?ggyf@h%?ﬁgﬁ may access data stored on a
magneti ¢ di sk, an optical disk, a sem conductor-based
[0030] rrerﬁ:ucy ,resmictd:d]@steinkeper;[ltﬂﬂls OjaySuthbe astysitie by nstyst@de, e.g., code in a

languagg sgghaatl I 8& C+f|]- atll%l?\;oéﬁ%be Clﬁ%%ﬁ:!l génede ql%tﬁp\éﬂelw%? q’r(ggrammlng
languagl%Q BRthhRdlyl sthPorfRIGRH B Ur&W &rs. Ishat &sUkatd, 9R%aScRpO Qﬁdimlbﬁ o not have
anguages commonly supported in web browsers, such

featuresjtgy accessa%%@taupmatlva REeIRiRg S HeEh O hadvereffeattugs.cs, ¢ysn 1f the languages

do haveatﬁ €a urfr:] > th efreglt%}es apeatfltetnhdlsq%?edq} H9 w2 gve trerrs]e(r)ﬁ?%%ecause St the security
ures; even ang age ve

risk pos%& BS/ hlhfk%tnctdﬂl&cf:@@‘t@l 51R8 fadtereOf ThOpmabicefcd)08 lidwAtowser-based
browser 104 because of the securlt ri sk posed b

code 10{¢-8s tpgrostBplissolaaicriph cadscdovndeadgd Bom aweb pervigr KWO) to access such
restnctéd%ﬁue@%glp} d |c8 m!?Jn?}é\@e% tlg’l?ﬁ)%gﬁ féfb&ﬁ%t]a?lr%g{rsn QeBelopers to implement

ser-sup ript co do
comporgeatsvidl tHAagceso sui:xhcfeaiﬁres umaties todeqioedorfsed icamgsndny implementations

provi di hg, coprpponent exe ution logjc, 140 that al
164 Pro&%\?@lbéiﬂéf'r%”f’g%?ﬁp?re%ﬁ? g paHefRcS: fo6eaiAcomaabiused feaures.

The plu%h'ﬁhteﬁrﬁ@é WER, Ml e RRAhYE, é:%%vs%lﬁglﬁrﬂ?at%teﬁgﬂg%ﬁleﬂ% web browser
Cpl ement at 1 ons 164 provi ded by the devel opers, or via

104 vialabrowser plugat Applictide Préggamoeng Bitarface idyBhIsyelussedictiveX or NPAPL

The brofweséart—gz{sgg program code 107, as well as the components 148 (including both native and

non-native code portions), are prevented from making unauthorized use of restricted system

operations by inclusion of security checks in the component implementations 164, such as secure

user prompting to verify that the end user approves invocation of a restricted operation, or by the

11



The plugin interface 108 is, in one exanple, a browser
plugin that interacts with the web browser 104 via a
whe@pderopl ugi n Applicati on Programm ng | nter f BCEUSAPY/)34833
such as ActiveX or NPAPI. The browser-based program
code 107, as well as the conponents 148 (i ncl uding
bot h native and non-native code portions), are
prevent ed from maki ng unaut hori zed use of restricted
system operations by inclusion of security checks in
t he component inplenentations 164, such as secure user
componsabimsleRgntatEns d of Ryd/pRalugine neRen likiary Hidgeewesg that a particular type
It
of permp K@ RBrtifi | o RETOREEon P i o the end e before
invokink ity @etyicted Teategsli r i ng that a particul ar t ype of
perm ssion (e.qg. pernission to open an I RC
[0031] CO\I’;ﬁEC&k Leégrgee 2%-’4?Iné: 8se?£ttet1§/te l51?1 le%ﬂﬁ&gléﬁ foﬁ%%&%rsﬁn%operatmg system
or hard\tvﬁltse"ézftﬂﬂée suchdasiuR@l ingdefacadb ved digpl Slvertat | eosre fudr prompting, text to
accessi ng operating system ar hardware features such
speech, gad (bayinfepfpegss Fdlt-dp- 46§ Rirdlelirgsh compprenicre geovided dy aecessing these

predeflﬁé%lq{atl?% ﬁﬂ@&ﬁlg?t?tl%ﬁ)éﬁoe ?%@g?ﬁq&%gggﬁ@%ér nggﬂé%gal‘f gIZ% Ruby. The

comporfeots 1d8ivdsdengeddimse cpmpdrm‘mtmdh natonuporenslfendmag abd drop, file access,
from conmon | an JavaScri pt and Ruby. The

secure YEEBBRONTE. (PO HAr belah prddahs Wed components such as
conmponents for drag and drop, file access, secure user

[0032] pr dnphe Igamliile,xthe tﬁ;tesm erdhles GRSndiapg dhet ﬂii&glhilkt@ffacEeOHBZIhe core

one_ exanpl e, syst.em nodul es, .i ncl. u
Servw%f Rl &ﬁﬁemﬂ%@ta@é@ aperjgstelisdeli ge piprle é&aﬂf% Bsfircptign) on the end
user ma%ﬁ’fﬂpqa@ Bl Sin 1k @a11a868 déé?ﬁ(;rf"‘HOe O hédh- r@cmvéﬁﬁ@m@&@l’eé ABI&: distribution
for execUtion) on the endusér nachine
server hSﬁszuaazll tatpwer whaeonksudly @5 thatintemet. e Eled metsll:tthm daanhah d80 is installed by
ram a. dlstrlbutlon s(% er Q via

wuser, g HR gy BT PRGN it 1 PORORRANGrF: 1901l the system

moduleb B8 Rl dseds AMcRine!$67., TR steRN@bHEISs BB hsd’ sAE&S Sredentials and
credentials, which the daenon 170 uses to install the

use thosgyasedentinte @m@gut@matihfech@@md@cms:rﬁsw@teﬂ@xstemmemﬁ@n@m
nodul es inherit the user's access credentials and use

[0033] t hogR Gead8RLd Al ihQueX Qfbifg @IOM@c&O&ﬁfr@rﬁ% Vf&Pver 100. The web
restricted system operations. [0033] The web browser

pages m@4nélndd erdetrensh upfagﬁepplietdﬁl ay &pwipy eetlef I0GmTae e Sseptxde 107 is an

cl ude referen . .
examplg, 80 brod R B By Rt oty e 8 phSarE SRS i g . may be
invokedl 8 theSwathbi@%a8MI (. afhebidb 6% sdiadedlseaa@udashi ;ﬁﬁ\glﬁwelbﬁ:e 108, which
conput er program code that is callable, i.e.
uses a gepgrokaawsenplegie ARG 1Htoindaact ¥oth a lmé/sm&peblif@wé@m Mzi 116 that in
turn 1ntgja§t9 Wltlﬂci:‘il)f? ?)r\%s es?r cpqrg gig]to Aafe?{fiea 81[% (%%1968 Cegﬁdécga \Hllllthiﬁ API 114 to the
browselbIOBNVSLE plugspstabler Tany UI;B profidks thtbnieifade Beween the user-supplied script

code 107 (e.g., JavaScript) and a generic browser plugin API (e.g., also JavaScript) that interacts
with a native-code plugin common library 117 (e.g., C or C++), which is able to invoke restricted
system operations that are not available in the scripting language code execution environment
ordinarily provided to web pages 106 by the web browser 104. The plugin adapter 112 is invoked,

for example, in response to a component invocation instruction from the browser-based program
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turn interacts with the browser core 118 to interface
the generic browser plugin APl 114 to the browser 104.
wo@bagiles adapt er | ayer 112 provides the interPEEES2009/034833

bet ween the user-supplied script code 107 (e.g.,

JavaScript) and a generic browser plugin APl (e.g

al so JavaScript) that interacts with a native-code

plugin conmon library 117 (e.g., Cor C++), which is

able to invoke restricted system operations that are

not available in the scripting | anguage code execution
code 10dpJihe @H}ﬁ@hﬁdaﬁﬁeéulﬁamayyom@wlﬁ 8 invekem By pegsseriogopyer plugin API
114, e. %t ,rlﬁ tliéetgngro?\é@lﬁ{acﬂ gT%oc;Hb%s R ghﬂq(?edﬁgh{%ror :hilJaflé:eﬁlons to the user

nvo for exa n response to a conp

JavaSciiptMOZat i on i nstruction fromthe bromser-based

prograncode 107. The plugin adapter 112 may conversely

be e r I
[0034] T}{é %L(e @ﬁgylf g)pﬁ]clg(gg%n g{é)gé’\?lﬁé%%g—tjs?%&n%@?im%&l%nwrowder
1nterfacé$‘:‘$4ﬂ is&n@@dﬂ&@iﬂ hbdveatliherSmipondrn exetsieion l]c@VcaBtU Ilnp)j'z bé. {hiplemented as a

[ 0034] The core |O%IC 140 incl udes. one or
daemon, g RERSESSPPRS i@ thohysbaenhd gpdor @éﬁpqnﬁ?@bf %fc,ae&arti%ar user, and
commuﬂi%aﬂe%%tﬂ%ﬂ? of nﬁp@%ﬁ gir n-EHf% SINPRE Fr‘he ‘é&%% it aaedl&gi th48s the

e I nplenmente aenon, i.e rocess at

interface und; implembetatiarc koy leaxt]mzf the ddmponendelrdﬁ n@l e mwlhyn dfe (taemon is initialized,

articular and conmunj es with one
or wherF (g Fiee T 85 A EOBPOTHG |Gy S GO B s s loaded
using a HParhi@ tl@idfu?g‘:@r lﬁﬂkﬂlg' ﬁf@&e% e ta?%ﬂoﬁﬂatfs @br tﬁé‘%g{?igte iR %vhlch the component
conponents 1 daermon is initialized
164 (e. g)ra mmlghblecpum qaﬁ fmea:@rlmagmorapwnp onantpprediate Reby load

operath fng (o %‘B% FO%BPII%G nt]%f;f& gglil St gi)%gg B‘#?rgﬂc 1?8 dé/c?:ﬁ\fgs § component
invocatloateyRGErdrM (NAHIG ntaH@ptéloIT]QO MEfetcodfpdnéif iBvoca@orhegadst &, in one
l'i brary open call for a C || anguage conponent, or an
examplegygger plizedtversRibyf theempgentiny e¢ntips ﬂnsaummy S@éﬂ’?ﬂ)%f‘?é frapsmission via
re
merERSHATIRORT B Y5 BT 192, VA0 EFBL e Bpapr s o9
core mt&rfa?ce l'ﬂhe)f comrpeneds 14dwokiak a@rpart&qul&sctore $ogid daedivm process 140. The

a serlallzed version of the co onent .
core mtﬁl‘rﬁw&%.f@ﬁmrﬁiﬁs@lﬁ getalighd InvgratiapIiBstrusHon fohe APRgPRRt pioyider interface

146, wHu'fH ﬁ@%&‘ﬁé&éﬁ%ﬁaﬂr%t 'n?;ﬁ&h@tﬂ%tf#(%f)ﬁm ehr;,tlﬂglrc%{ Ctggg&ré%g " Ig%cr:oemponent 160,
where thenfuar:ﬁ(acmdjlhd cahpoeneasapedifiebintie comporeht avecqii@ntreqplest. In one
the core | ogi d eno rocess. 140. -The core interfac
examplq. A PG gk HEr{acE 1t 14 MLLEVOKG BRI SN ITRSHPS ey Shedrowser host
computEIhiﬁ rEHBRQNS Qbm@[&%h QL@ fhel dpeRELAC &1 Q{ﬂ)@her‘é&‘hrﬁﬁle' ﬂﬁu Ok&&der interface
he appropriate inplenmentation function of
logic m@jorerve @mmlwgomfmrp@wemﬂer Qﬁme butveseehod eompw@t mnsmele to termination
onen n the conmponent
of anet i ERT O A PegGR ST e e bR S ERES R ovi der
interface logic 146 may revoke perm ssion fromthe
[0035] usélhegirotifier ibtedasel4thmsy communicate the interface definition to the plugin

adapter logic. In languages such as Ruby that provide for introspection of types, the interface
definition may be automatically derived from the component implementation provided by the user.

The plugin adapter 112 may receive the interface definition from the component.
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conmputer in response to conpletion of the operation.
I n anot her exanple, the provider interface |ogic may
WO gwoleliper m ssi on fromthe user of the browsePCHUS1009/034833
conmputer in response to termnation of a network
session associated with the browser-based program
code. [0035] The provider interface 146 nay
communi cate the interface definition to the plugin
adapter logic. In |anguages such as Ruby that provide

for introspection of types, the interface definition
[0036] mayThserravidesaterfaen 140 may lopd dhe ¢ommanpet (0 dap Sieeht distribution server

[ e at i Vj <y 1. [
150.2 FRESY A RESHEE: e SDRPHAFIGL PSR IO Byl sored
librariet, had anybepeckagkOG36incide apirmetiabe definition f acienplethemaion of the
s 30 LGSRSO e SR Al DA g By any
trusted SRITPOPEOLSS Uik STBY chBpordedl 18RI LantiaIRE&Hre (i.e., does not access

[1braries, and may be packages that i1 nclude an
any sysfent esduce thagfmay esdhin aasecumtylbeenehi dtheoimpdémerttgion ensures that user

. iLnterface, and dacu tation of the intFrface. he

pCI’n'HSSéOdlrﬂﬁ awlfﬁttlg ?n(grfgelﬁg(gg%greﬁeggpag]& EIBV Ogﬁrﬁ l?]? 8]%?.8&8 em resource. User-

supplie® MviaB¥ript Wil LRRAKBIE it® PerfdmeamilicionPanen theldBapuser 102 as long as the
substantially secure (i.e., does not access any system

user is pregptpde besapseahe pagy-sppRligdtlayadcapsesnnet ergingribaayide fn apsver to the
i mpl ementati on ensures that user permssion is
requested and received before performng any operation
on a systemresource. Usersupplied JavaScript wll be
[0037] unalfieemptenpraatation fuzctivnIniayi osidastresal, where denpravider ing2face logic
as_lon s .the user is promted ecau h
anc the ERigp? WipfF et 5ot Rlnlest LGt R R 1o P syisgidasg program
code. THABMEA relsPortsh enal bR furncd @3 the doghporglteyeng at theser-supplied
function may provide a result, where the provider
JavaSciipit er f ace |1 ogi ¢ and the plugin adapter |ogic
conmuni cate, i.e., forward, the result to the
[0038] br qy\ﬁ)@ﬁdiﬁ%%ﬁ GhdXd <A@ e Gades sidhall aipasticalal BSRPERA ARYalPRsociated
returned fromthe conponent(s) 148 to the
informagion pbeuiphe ¢apigra8ds pessiblg EOBSTidPam ety with atrheaningful
underst$ift irtl i (];fl $i& }is E) gﬁo Iﬂlrall 2 e icg{}&? o 8 arrrlt in%Hé hePl ono(:“nrf]:t ts%?éj required b
at IsOciat 8d™ I NI OF Fat T on abdut R HE"¢onpohent Lo red y
a web-pa88 $hd$BtehDoiaidY ol paritne Bchctl pesnsWTthBseededB@stiong imdly be signed or
. understanding of the risk of allow ng execution of a
unsignedo Misieasd COPRIIENESGYIH CHERTHOWT et FREYtaH\AS asad 93 8¢ ecomponents.
The ns%@@s&@egtci%g}ﬁgﬁﬁgé ﬂgigﬁgr?{g:%gg Q%(} geg:ﬁge:j% frf]éet%l‘ﬂﬂﬁfﬁds III%%Z gn the certificate with
which thonpongntd Hhie titedapyiacis iljovandtcaitenliexd deMetgpnaesit of secure
"sand- boxed" conpogents. The risk of signed conPonents )
componeatsy yhBiTIPA 1 RFeseAtedd dsrispy odeaues hRaTeirsiade 4x et ¢herations provided

by the oRIpohéitCahE tyMeldld nature of the prompt presented to the user is based on the risk of

prompt.

the components and the particular component operations.

[0039] As introduced above, a “risk rating” may be generated for a component to allow a user to
decide if the component may be executed on the user’s computer. The risk rating is based on the
certificate that signed the component and other information about the component. The certificate

that signed the component identifies the provider of the component as either a trusted authoritative
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whi ch they are signed. This tiered approach all ows
decentral i zed devel opnent of secure conponents. A
w@e@ap11193 presented to the user to request pePEi/ES10091034833
to execute operations provided by the conponent. The
type and nature of the pronpt presented to the user is
based on the risk of the conponents and the particul ar
corrponent operations. [0039] As introduced above, a
"risk rating" may be generated for a conponent to
all ow a user to decide if the conponent may be
entity, igwduch ege 81§ ERWONgE s consisierngadroffiqinkcompgpeita pf #Hiidgparty
compordiE BwAlty oA BE LY Sah6R APl BN By Wy ERIPBNAP oMBthen:
providet fag., pitdinket) tshereotponeintiepeddaitichmpsendrien priost dse tefcomponent

., the conponent as either a trusted authoritativ
providef fy kpow@Ho Elzfstéusttwea VRGPS AP APQNYERHS CHBPERE i Y 1%8&% the trusted

thority QYRR nst AstaRladid SdsR@ldoh I B d THeHsk RachiRSe dt
o Om? rﬁ%tnesd aut hor | ty Xguar ant ees%ﬁﬁég{ne?he | desnt??%%oconveye °
the uselt\hmncthﬁpsmemskpd ﬁmpdamsslen g3 ¢Xeputblthfs¢1:emgon|est doonecxample, the risk

endent co

racing 1SR BT BT Bt SRECR RO v PRE E1SEE Sttt rapictstsvseem
operatidis tiad RIS WiBNRABEAE orleMr\thdre Bp&agenst f16vitiedIB 8@ component

aut hority warns agai nst installation or execution of
are invakké. boesorrenple, Meaequaskior aeinnigsionischplaypd dn respetse tadyalization of
the com@gﬁepné,tnvglﬁeirg ol %albzﬁtégli H_Bf:c?ur 11? ﬁ SEE)I%% kg Qla tb?%v%g(el??gce%lﬁg & web page that
includedi@iph aydd aidtheReripisete inthales 8gtaesient Mat POOKEs:BIoPBration (e.g., a

execut e specific restricted system operations that the

methOchfﬁﬁ%Wéfh ©r fincroperttths sRmponsite 18 rnaHFexgpwia thegigguest for permission
is dlsplzgfeg\ﬁ# ge(gﬁoerth t(? ﬁ%ogég@;%gg:b%ﬁﬁ:ﬁlgar 8Pé/r9{’iglgby SQH Sc%z()i%;[}? ot? (t)o executing
the compnnéntabema'brh.on of the conponent, V\,her e | n| t i al i zation

may occur in response to the browser receiving a web
[0040] Pﬁgﬁ Shg §§%ﬂ1}2§,;t#gﬁle§l<r] fa i%lgtg %or?e%@g detgrl%ﬁst 12%1 g{alhg; f‘(:r%ﬁ%ers that range
from lo@ rivkttbbigh ryko dedeiee risloratingredterany pokidetieo tdigaenhatevel of caution

anot her exanpl e, the req uest for permission is
that the aﬁS%rﬁﬂlagflé&XFWSP &5 BRing BTGHIARGRSRRE B O OB TR S GRregrone of multiple
[

tiers coﬂ@sﬁ%@%éet%{ﬁ 12%( eI'%. I %qés% gg%ﬁgren @.(E).r,] g{eelisg r%g F%%H tohe A Iebfflcate that
signed uhat:omgsnamm Agspopdis peestited ® tha userﬂiywca)lrngoylemrfthz{tmskds access toa

1 sthatéefro Iowrskto %“P El:'fg h
particulif EROCS (O RS TIEYRFeHAStEd PR RV TR i+ e prpat changes in
accordafbe GRHIAOMKK dTake 8 lgdh%ﬁtrs shewise rrﬁl)§/%§ir§s@nﬂeﬂ tdehe rﬂlger as a brief phrase

particul ar conponents. |In one exanple, each one of
based umm thiepisk, ¢.gei ¥erydraveBpsndsat aamarerqlewleda?ﬂlmg ba@d on the risk and the
operatloélg ilﬂtft be%tngootnﬁ%lt CXEFCSWGOQIHY(%% ES K “gﬁlgbl[ow r&kpo& gﬁa&ng] o overwriting

pictured¥t@8€Bh §Gut @nififerrser by a conponent that needs access
to a

[0041] In one example, four risk tiers are provided, and a component may be associated with

one of the tiers. A risk rating may be associated with each of the tiers.

Tier Risk Level
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particul ar
such as rea
waecwondant e
may be pres
upon the ri
detail ed ph
that the co

resource to performrestricted operations

ding files. The pronpt changes in

with the risk of the conponents. TPEI/DE2RI/034833
ented to the user as a brief phrase based

sk, e.g., "Very Low Ri sk" or as a nore

rase based on the risk and the operations
nponent expects to invoke, e.g., "Very |ow

risk of erasing or overwiting pictures stored on your

conmputer

fﬂﬂAﬂ Ln _one m(.qrmlp four risk tiers are

Officialffoupatedts 4
of the tier
each of th¢g
secure exte

Al trasied aptbasativerantith aouchss firdhe tagirithobthe component.
of rlsk rating may be associated with
é# WIB642] This system provides for

rnal authorlnq of conponents. A trusted

3rd Pargufdmparteytsg
certificate

the certifi
and associ a

CA sruatsd aufhgataﬁvk egpe ghaaneed hsubs idingti afghe publisher is
s to t se .various entities. Depending on

CRECY ‘Vﬂg% signed a particul ar component

ted information that describes the

Indepergienponent ,

arteganiisigh bk tdesaipopéntenkafwi foe CorRinEdritative entity.

ri sk may be
Compopefts t he' rj g
the certifi

kI%enerated and presented to the user. That
P&vElrisks based on the degree of trust in
cate, with highly-trusted certificates

Anonyh&¥! Ng the
conmponent d

Compopgnés used, €.
code on a web- page.

| R¥Rsded hh@kritati V08wl ty I\Xfllﬂ%”%ﬁlﬁ?étaﬂ@daﬁatlon of the component.
escri pt i ons are obtai ned en conponents

High risken conponents are invoked by scri pt
These descriptions may be signed

O unstgned.— UnsTgned conponem s ar e — anonymous—,—and
are executed in a protected "sandbox" environnent. The
risk level of signed conponents is dynamcally and
[0042] secliviesyjtedepiovidentas soerseaxtomat phesans offdogmoaenty Atrusted authority
acts as %méa%]ké %r g@gée)sng] ?rﬂl?é ger%flgﬂg%teong % evahi)l?sr een(illtlt%gJ pbgﬁe%lalng on the
certificdtél ﬂiahﬁz[st’@gr%d a@ﬁﬁtﬁ-‘dﬂﬂdr@ﬁm(pf)néﬂt ghd agsbsikted |1rﬁ8ﬁfﬂﬁldhfthat describes the
conponents can be disallowed by default, thereby
component e gl HesqiPERN 06 thevePRGBEN| Satsk, magHhe &ﬂnélﬁl&%*l gnggpresented to the
user. Tﬁﬁ’cqp,(fﬂceﬁgk 1@?%8& 82%%{1 dntiRe ?eerm%tus{ HRES cé}flflée)fé L& hi
resour ces. n one xanpl'e, conponent perm s
certificaty leovi the owasosskded to represent permission to
execute a particul ar operation associated with the
[0043] perIH‘oﬁé Qa{}n@gls C??I{p%%lelﬁ d%?c@ga%ﬁ{‘ﬁre %%[a’ﬁl %Qéﬁeéoﬁ]l%éH&ﬁ§ afd used, e.g.,
when c@pmﬁﬁtsMbE&TMe{crlpdeMn@pW&Sﬁﬁges Tesdilsstipivns enay be signed or
connect to a chat server, may have an assqci at ed
unsignege d 8igHed SPMPNERE %6 rﬂ’ﬁ’@&i"i‘l@t‘% sl grRexqeBiedtiy apsypeded “sandbox”

r |
environft. Gﬂmgéel B¢ El@h&?é&ﬁﬁb&ﬁt@ fql e gta?g rs]?dglgfélg :a?t%:lémlned based on

are neani ng to~a user,
the certﬁmewawlmmhlsmm campon«mtemﬂsr@ed OThlS ¢ieatd approaeh alldhefor

decentr%gzé ¢ ér?etrtllltl e\ﬁiqﬁggogwrheﬁ&slt&mﬁgeschgg% H]lg]gm r? climﬁ%s of components

can be disallowed by default, thereby minimizing the risk to average users, while enabling

éhlg trusted

component developers to use most types of system resources.

[0044]

execute a particular operation associated with the permission objects. A component permission

In one example, component permission objects are provided to represent permission to

includes a name and a description. For example, the permission ConnectToChatServer, which
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user, e.g., "Mke connections to IRC (chat) hosts" is
nor e meani ngful than "open network connections" or
WO openires wor k connecti ons on ports in the ranp@r/US2009/034833
6667-7002." The portion of the description "IRC (chat)
hosts" refers to an application-specific feature,
e.g., IRC or chat hosts. A description that lists
ports 6667-7002, w thout stating the application, does
not refer to a specific application, and therefore
does not refer to an application specific feature.
represefty QAH)sioN GrONBCA H ehat sery ey flaydius an pyypcigted deserigippnMake
connect%ﬂs &G iR@?é’ha%qlo@tis’o%h@&&ﬂp%hp%émﬂ%fbﬂg kép\fg‘s%ﬂts‘é eﬁfﬁ)ns that are
nponent operati on onent ‘nay r
meamngﬂnhto 4 teer,cat. s @ho&td]nlf@e@ﬁb mipsmtlﬁms sobh es:ctqnnectglg, totahﬁat server. The
Connect ToChat Ser ver. perm ssi on &ﬁlbed above, be

deseripigg 3 RAURABE PRSP IoD Y RE BTGP {IRIETTRISSIBh (L 88} Rganingful o the
user, e.@f “MEI@e CHTBQRE to TR Ehad) h%&@p{%r}ﬁ&% n'le%nf %ﬁﬁ Rhdr %?E‘ﬁ fllwork

and I's requesting permssion to invoke an operation.
connectTche petapies sicovprobpwTttiorsetgrorfson thermrangred@l/t N2 eyl hbgortion of the

ro t he user usin ure us
descripfi AR EneY OBt B napeliionsPrafie FRRI fo 4 G gughat hosts. A
descriptiShaiekes partshocan-@0h itkdut Y@ting 88 appReadioR! ®Fhot R to a specific
describes the action to occur, then permission is
applicatgera gné theraforelsigersetrefiep tq Fvariplicatiea sppafiafeagne. | n
anot her exanple, the user may have an associ at ed
[0045] di ghloak e£BRpIbfd &aﬁ@emé’m 'f&rh pEMiSisAIbldct iy behsdoBfted with a security-
secure user pronpting, thereby providing perm ssion
sensitive gpmppreng gparatiqn, amd/ﬁk@ontpgn@p anaytrequest thaethe peur@gppmhng permission

: b Lo
object, £ RS SPREToBhRRe st oA G sk TR B B Ohfhe e spiativation
or initiat Bfdckdsinpadrehd@thitghedt. 'Whkn h ed@poreiads tb be kLdted! fdhis @questing
equal to the required maxi mumrisk |evel of t he
permissiqietodR Y Qe . an[0pe@EPn.Fhhe psramgsian, objectnerded dorparmstatippynay be obtained
|
by pron o B BEEAAPRUEP E DS LG ORSER. I e wer

responds Wﬂmﬁdfﬁrrﬁﬁyx@b@w Ttplaqjmmpﬁﬂam&l’shﬂ&ls ltye dcion®Eoccur, then perm1381on is
| anguag and partlally in second, pativ
grantedﬁ%\ H&&ﬁ@reto Hévog«f th@PeT‘Hé’nn At PRRheYg IR eI FEmaN ARYS srissociated
gl SRV bRl O DAL 00. 0, AR, L 28 i
for the hsanguagekd thp bpemMratThrmpel'aemhsnefydfe atslsrmqtecéwﬁh @eeqfired maximum
on associ ated w t he user.

risk levgle mﬁhggﬁlhs Hp%rap?tégwoeg(eflgecﬂ h% a 8&6&\)&{}} %ﬁeqlgcad% Eavmg a risk level that is

lower tlﬁ%rd‘r@g%m% tHR - rBquirdd Hea xRl MY dk 16Q4D eﬁ@felo?erawﬂct ion, such
as a nnectTo at Ser ver perm SSI on t he perm SSi on

I spresent associ ated with the user) .,
[0046] ¢ O&éx'ﬁ‘lﬂﬂ§5&1§h%t§9¥n£ﬁn?lﬁ\?&¥é§c P@F‘eafb‘a&r%&qnﬁ’g"‘“?gsf%‘?ﬂe“ which

opens aMREWEL komQRAGE 1d zpéhaft WGL ahe chit doRBoREL TSSO IEm&REd partially in
present, the inplenentation invokes a secure user

one langiragay. g. n@ulmys and panttlaﬂﬁ acecomhingtivgy langeages € 8., §F. CApt natige language
1mplemter|;]tatlonS r%ray inclfe’a dlI'CCt leocag Io\r{ St B Bl%rgt?ﬁgogys%em network connection
function, in which case the native language implementation checks for the presence of a permission
associated with the user, where the permission corresponds to the operation to be performed, e.g.,

the network connection function, such as a ConnectToChatServer permission. If the permission is
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conmuni cate with the chat server over the network? The
risk level of this action is low " The pronpt includes
w@2@bnages t hat describes the action to be per fRCHESR009/034833

and the action is described in terns of the conmponent
operation, which is in the above exanple the "connect"
operation for establishing a network connection to a

chat server. The pronpt describes the perm ssion being
requested in terns of the conponent operation, e.g.,

conmuni cation with a chat server. The pronpt al so
present (p&¢ pyspeiatet mathy the psqrp flan th@n@tlve qn@Wmepppélop r”é)‘fﬁlffv's the operating system

networlgc,eoghcﬁééttb% ]pflaﬁ) OQ{E{h@ eﬁﬂlsélgn Esel{dpifbreggntt ﬁ]lg 1&@% {a?lon 11hvokes a secure
nmeani ng o e conponent oper at as opposed to t

user prang@ingngeoiteifaee, wider pxysamgs Opehgit ltmtj;leSlya‘t eg], ‘Dn (;/bu @ive perm1381on to
onnect to Fort 7000 of SELVer

Commuplggqeé&@ the Shatgivel oy the %@Prkof lﬁ%réskclshea&ﬁ&m act{oaea%w " The

prompt Eﬂc@&lfe@ adhlae ffat HedcHBES BE hMBondh P @Soﬂlfledn%(ﬁ@l@ta@tlon is described in
i nformation for a conponent in agcordance W t

terms ot @dm[pemrg opératiére whisheis tun the; abﬁvegwampZC &hé‘vxgnnect” operation for

estabhsﬁlél pert 8&&%@0@@“& ?gro%lgg%es%%g Is o ne?mlssmn being
requestédsﬁl&&ﬂ@' TN condS¥nShQdp e?@fén( é— % céﬁlmuﬁiéﬁﬁ‘(l)rﬁwtﬁ la.cBat:server. The prompt
conponent) APl version 208 description 210 ("A
also desgibed the rislatedl. 018 llonigd| hﬁgf@kpttd@scaﬂbp@rhema@élgn irpteans 9f the semantic
meamng 89 th%e[)v 2{3}':1%1% %5&‘0 Iersr-(l)_l:) c}sbd ?on %e gﬁ]etgﬁmgzég?}gz underlylng operating system
functiorg re%c | cfolnﬁatt k®por laomﬁiseﬁlxeﬁ tms Bb@l’l Whick i8es sTrh@nuﬂgtfelrtb aaser of the
specification 212 is used by the conponent execution
componeglyi ¢ 140 of Figure IA to register an interface (as
specified by the interface specification 212) and an

[0047] | MEiSERIT Rlah AMusaSitife EQNPANEhetddBa infHign£OABONEEImponent in
execution |l ogic 140 may, I n one exanple, determne the

accordapeg with a@@O@Iﬁn@lﬁeoféb%mﬁ@mn tizwserF somismgoreaiégs of an example
compon%H?ﬁ(ﬁ)t 1n%ﬂ1d§ E?neql?’r %%te%%gﬂﬁ)a%ﬁﬁtg myg{g 504 (standalone), version

errace s 1 on I on may

206 (1.0.h% cordet (ifeo, rcompasnaityeAPpmglbarms Qm)edd:smbedsremos(dm dra)raet based on
uage such as Ruby jn source,

or cod
ImageM%ﬁeﬁ% tojafey lmﬁgﬁbloaalha%r}d\ﬁ@r\i%bvr@ Rt %{fIBn) eriqumgerfaaﬁ @Rﬁsgé:atlon 212,
which 11?&18&83&?1 gitdioh Qéﬁc?ﬁl}%étlgﬁ bid %d&c‘ﬁﬁ{enéﬁ&? 5%6.Nehd JI"‘fll?erface specification

operatln syste ctions. Once registered,
2121s wpxbbyathe@nmppnm iegleaitiby ldgie 14bofddigerd 1A to regetdraoentarface (as specified

abl e for by, browser - based code 10 IS
by the ¢ it e Sy AL 81 BADOMEMEBRLHY GRSt FgF ramponent
executlﬁﬂ%gicnﬂloqu?}s iRofd AQhBIORElAhine hdAMBAAbE @ co&B@nent by extracting
exanpl e interface specification is: Alter§<path> ile,

each operaﬁp@g@ammnmpmamete{ itypes é@nbﬁhgxmtg]ffgmspem ication 212. The

1mplem <1§ {1(?1%131%}3 ]EI]%ﬁ'%%It ﬁ)rr] ’exarrsqtﬂ%I Il)’]rggr%umacl:oldtemeli:lrrlle%Eeﬁelnfa?anguhge such as Ruby
in source, object, or byte code form, including a native implementation (in a language such as C++)
for any portions that access native operating system functions. Once registered, the operations
provided by the component’s interface are available for use by browser-based code 107. In this
example, the interface 212 is specified in text format and includes a single operation named Alter.

The example interface specification is:
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[0048] Additional operations may be included in the
interface by adding additional entries to the netadata
w0 poovherdpdrm of the interface specificati on 212CT/Uk2909/034833

docunent ati on 214 provides a description of the
exenplary Alter operation, i.e., "Alter an inmage and
return a | ocal host URL by which the result may be
accessed." The docunentation 214 may be automatically
converted for use in a devel opnent tool, such as an

i nt egrated devel opnent_ envi ronnent. [0049] Figure 3 1is
Alter(<%h?ﬁ%ﬁtsmWa@ﬁWw@w ﬁlgte@ﬁrwqéh@@b& <HitegsrarpEdion <sitingatguality,
<hm>e@&ﬁ¥§§&139f&%ﬂwe5t perm ssion to execute a conponent
accordance w th enbodi ments of the invention.
Figure 3 shows a pronpt dial og box 300, which displays
[0048] g pé};(ghmnag; PRRIRGRNS ot beanplpded @dh@mt@face by adding additional entries to the
metadat(akfﬁ MSGIR lo%'& y%ﬁg% sg)gl:lhtgat”}& 2312e)ﬁ%%12f0§13m&§a60q1(% eﬁroplges a
permssion to use vaté a new service
descnpt@@ﬂ(ﬁf&hé‘ eie)m;ﬂmryt;kﬂeerlmpexrahem depuler an ibegephdmgtirasksalhde URL by
user to review the |ist of requested perm ssions 302
which tegyegplimay beargisiedap phe ¢pegnentHiond qurst keruipatcaly spryverted for use
ina devgg%rﬂeﬂp lof! %uéh %‘ ghéﬁr HesddheR Hl%d dividhin@R}S Perm ssion
and Activate service perm ssion
.. The_Di splay desktop notifications perm ssion has
[0049] aI rE}g'éIlSF bean iBpsugtieidisyingel aprempt displaese doyek brewser to request
e f. th
permlss‘f(glrt?@ni%ggé%% gggﬁb%ﬁg n%k&faglg% \;élgla&gﬁ?cﬂﬁl%ﬁtrs oﬂﬂeolﬂvé:htloh %‘1gure 3
shows a’ﬁﬁﬁmpndllau@ﬁﬁ)xfaﬂ)()t Which déspaiyk a padiopitstdting tse ra\hoetecotmpul&ﬁ

downl oaded and actlvated i ncluding . a Notify service
(browsefRliE IS BOBE CHAMER) 511895t R, BT HIPNGEPY JICRAIVAE @ new service

(i.e. coh@oﬁ‘erﬁ?&ﬁ’ fheQisdi® Sﬂu\{@fr 168 ‘?JM[R]%’( A0 ¢hb uCad %ew thePROYF requested
ton 310 nay be selected by the user to deny
permisspars 303 samﬁlllydoemwapmadmgn dhActquestte perdm ssidrsad2butlodmma Display

s RO R RS0 3 P PRI Ss PR GR D EEAL KRS S i

Displayf d@kktdp abtif@kibne ferfRIRMNBR b e AR ch AR QNPP ﬂl@rﬂlts& QJ ﬁlown by the
i nvoked by browser-based code.” [ 0050] F| ures 5

checkmarkedlsplamitaﬁmcw(éo dreaiqmgylo@fof ahef pdr@lamln d. an@m\éﬂnad and Activate
permlss];olnI A o% d Cf(glgtﬁn%oc{r%:te el[ 5618 aefn%ezx\;\lgé bolt l%ete (borvxérﬁ?ac{ed an(tl actbvated including
a Notifycagige des@ﬂﬁtléi{ m@ﬂudﬁﬁtﬁeﬁﬂhaﬂhe AlofifPserfibeisfd dedc@fordeliver desktop
~_ then us)oaded to Flickr( the conponent. Figure 5
notlflcagﬁw epy Spiiee3 Khipay h@ﬁel%ﬂ%&/ Pt usp 8 dgeupsratriap to Download and
[ r f

e SR BGSEN Ao R 1 L DB B rvic
executef Gimilasprampg rhziyebepdhcltlnlﬁel forl ies-elefinsp@ngrohsnts wake theowalponents are

1nVOke(ugsgratlons éi@%kiothe | mageMagi ck |ibrary) on the

Prowselshay process the picture fromw thin the
web browser.
[0050] Figures 4 and 5 are illustrative drawings of a file upload component in accordance with

embodiments of the invention. The file upload component 400 allows picture files to be dragged
and dropped onto an area 410. The files are then uploaded to Flickr® by the component. Figure 5
shows a picture 510 that has been uploaded from a Pictures directory. The interface also includes

components 520 for applying transformations and 530 for resizing the picture. These components
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[0051] In one exanple, if a conponent is mssing, the
conponent execution logic 140 queries any nunber of
waele@dnibes i on servers to find and retri eve thePCT/US2009/034833
conponent, including resol ving dependenci es.
Conmponents 148 are versioned, i.e., associated with
ver si on nunbers, and a conponent version nay be
requi red by anot her conponent or, at the |evel of an
end-user machine 102, by a plugin interface 108. In
one exanple, a conponent 148 is associated with a
invoke |pspl<qnsFticRate-g-néF daageMagiel bbrage ogitkmussu rsemPUtg! i Rrgfess the
picture ﬁg&%mnqﬁg@% bré)@\%g a mcro version nunber, to forma
ersion, e. A conponent has a uni que nane
speC|f|ed by, for exanple the Internet domai n nane of
[0051] { hdneaerprriemie. ipp someetent sripissiag the eomponsahexeersan logic 140 queries

any murf G EE BTk 07 s EPER PEEM ohd BEhC e A i B MR g rgpvine

dependafesi Coatpor@yts il # hiedersimed) i.@ndsdtinet with veBjodrnunibefQand a
and m.cro nunbers. A conPonent versi on matches a
componga} AN SY el Py AnpthALsABRQIeRT @s@iihe [ayel¢fen end-user machine
ik e [
102, XGHELRBRRE, 5 h AL LBl 188 COLLASBIUAA venion
include$ hmagrlvestien mmeber onmirche veidiontreimbete tagd immicrogvengwn homber, to form a

. satisfy the request for .a co onen dates a .
version, €, g ? le| ek Bﬂmpﬂré@néhzas 3 g %@%ﬁhgor E}I’IER}C, tsle fnternet domain
name of JB@ coRPBRNE BPO%(I«:'P @bmBMed '\xnt%taq{aln?éjthﬁtﬂfe's&ﬂiets ﬂl@&om;ﬁ)ﬂgnt itself. Thus

he conponents that are available fromthe network
an exaneﬂg compdrentiang ish uonncmn@mlvsgeAEQ” { Prveosipn ypegifier m&aaqlude major
cur i ni,.SNE_ar e provj I n_accordan

and mmeortr‘SE)& i%hqlglo&anfiﬁlélqonq}l eIy c%glo%eél ?rsltoi) fﬂ%@ﬁgﬁﬁg%’“ specifier if

all numbé&§ pkidentS e e R rdiSieEpepifRiRtel 16@1t1ch1f@|thé3d:drrdép(5}ﬁﬁﬁ\g aurAbeds in the
Secure resource r egpesent ation. Secure user pr OITpt I ng

comporjepeyasgies, I onegrramatptvee lids aglcaysidgyedwirafggmpaing how to satisfy the
0
request?c?r cg)%lpp% ?Igtr Qn;glgt J@%&:S K on_p lg’ogé g{l: p%b 91‘.}%%1]; ﬁlg%hgll?ea{ o@%grlty 1), the
compori¢sisifatate inealéd @i@ricoOp amee cospendrtd that & avdihale from the network,
refers to a type of object or service on which the
e.g. ﬂ“ﬁ%ﬂﬁ%W@Hi“%ﬁ%ﬂS@é@“ﬂﬁb )-exanpl e, the pronpt "All ow
access to photographs” refers to the term
[0052] " prset-Gayapdthanisb beprosided iny4eeordhn@By @€ EmPUiideh bf he invention.
conmponent for allow ng access to photographs operates.
The secpgtygﬁ@qlﬁgl,smé)gw%secwﬁ élsgr%%ptmwlmgb\pgmg@ grjdgsecure resource
represe gérgr%eﬁgﬁﬁﬁ%ﬂa%puhg Elﬁt lﬁieg An ;olﬂg a%p\%ct,tg]glsgﬂ§§\1%rﬁt (Halog box having a
prompt clwrdeseeibes the spe&hﬂlcowpemgloaac (bs peifornieas tThetprofpisdegeritgs the operation

using atglﬁgﬁrtrg]tlggorﬂ%?ngnég)@@i netgtgni ﬂ]&ﬁre Irg g%éyl?)%g]f Igﬁ]eg:corr]tspfg(lce on which the

comporéREASI- MEN T RREEADINGe ?Yo?ﬁﬁmAfIWEdcgﬁ(@ ;ah@tlagfapﬁg"erefers to the term
conponent i nvokes. exanpl e, an operati ng

photogmﬂis erwhielvela ttypepmbjcm ofiovhigr apempenenefnd ajewmgsiscasp to photographs
operates. Xs anorh?er examglee t%e prompt “Allow access via Instant Messaging” refers to the term
“Instant Messaging”, which is a type of service on which a component for allowing access to Instant
Messaging operates. The component-specific term is, in one example, more specific than a

description of the underlying operating system function(s) that the component invokes. For
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description related to read perm ssion, independent of
any particular application or conponent objects or
wa20viteass [ 0053] I n accordance with enbodi meneGI/U820091€34833
invention, the inplicit consent security feature
infers affirmative consent of a user to perform an
operation in response to a user action that is not a
response to an explicit request for perm ssion to
performthe operation. As an exanple of inplicit
consent, to specify a file, which is a starting poin
example, @i oppEfiag ﬁb%ﬁ@ntl OBﬁr@thsb‘iné BYNENE (e PeRyissiph evou ave a general
descrlpﬁ(ﬂ‘f RIR& rg\ﬁcf ]%:rﬁllﬂs%oﬁofﬁﬁgﬁe%ﬁ%nt%f GRYBAREMG, 5%)‘[ %Jt%ne(gr@’oﬁ{ponent
e I nteracti as cons y the ser to performa
objects opstraiceson, e€.g., a restricted system operation, on the
file. Simlarly, for other resource types, a conponent
[0053] t heﬂl ?é)orllad’n%{; WifhE So%hrh@nt?of e %Wegi oﬁ YRE mEE%lt% llé%\ﬁ/t &cunty feature
ofm an Oper at i on.on e’re rcety
infers affﬁﬁmans eortsenttdfa ussEeth peffb it ag bpergtion mheiﬂmSecmrmcseemloﬁ that is not a
user interface in a particular way. The user's

responsg g d et chﬁeql@stgfor PEASsion teé)gffomf}@rqugaélogo@ﬁ@ﬁéﬁgmple of implicit
S |

consent fogsgkél }g':?‘ fnlfe? ﬁztéu%lgg ? gtt%ll?t:[) ﬂgélgrfﬁfe xﬂ&at?ﬂé@ Iﬂ{zﬁ %ogé}rﬁlgdé 0 , the user

interactp vitt thgginmgnter. fA tenparteat map [mwpfﬁt tla:pptelrzﬂ:abn ancartsant by the user to

perfomlg%]ci Srg)leg goag? \é\fgagﬁ?ﬁ%‘t%ﬁp {}i%\élnqdn gelﬂss r%)t I CI t eniiargrh ?gr other resource
types, a(c%nﬂ)onerft@ﬁ’sﬁi c@t'itrd% h(!c%és tbRGeSREGE t&b@glagz A 1§w a[ugg%]peffﬂrm an operation
not her exan’p e, the system may render an in-context

on the rdsoalrcwgypfomprmmsketo th@useemaﬂtp{:t@lg wigke therrampoaent’ sl wgi imterface in a
are requ mponent. This.
particuff BEF " Vo r b S 5 Hy Rt D TR CGamROhen Bk that he wer
1mp11c1t1}3-§raﬁtldtp‘éfrﬂ1@81bﬂﬁ) p@fdrmthe @%]erhﬂikﬁl UWFdrleish B1d, the hiagetidO8t dragging a
nd in this case rather than pronpting the user for
file 1nt0peebrﬁwggr a@phfegglopéhzﬁ displavhe wabdrage prsyides igplicit gpnsergghat code
F t t
assoc1at!egéx§th H} g/{éé %«%’\ﬁ ? ﬁger%lt]% O%QE%H zeaudgogrv%%tgwthg. ééc?pf:s(gﬂlﬁ.a y
refuse to give Flickr credentials while using a
[0054] s peln |aﬁ®tbem@<|@mpdee theagystemhapereanden ansig-conteat dielogdaprovide, for example,
user narpfe: gr&? Fogtlnuc & Gl 1§1 asﬁgat%{%reldﬁlgf‘éedr b}E‘&? &) eoneng |61r“hel(s: %I}p;'?gs Rléid)e rendered by
the plugdtltSha@n libear¢ ANT badsidefthd dimtioebPRE antrast@PPEEPage 406, and in this case
action. [0055] Inplicit consent allows for the o
rather ﬂ@ar?épmatmgaﬂw@fserrfer P"rrml%“%]sté Perfhime fiEPeEtion epstq Hepingp Flickr”, we
can inte%fz@&? h% az SBUO&’% dddtRls 1ﬁ{o th€ ABRCAthe 09, URE Ease%neﬂfolrefuse to give
xplrcitly asked or permssion to performa
Flickr ceqnlentadls ohile bsiag eagecifihi@ebiser asl tgemni leﬁglnmﬂleptﬁiam;@Sﬂd)mre by the end

performthe operation is infe from [
user. Hgmzygﬁ e u]itlmtq Jgﬂlt tsdltﬁ% same, t}}ﬁﬂ,ssxl ﬁ]é g%céG qs{q«iﬁ' %ﬂde the control of

the“wb%%&gbq&pﬁ§gaggdmﬁp interactions. In a Flickr

[0055] Implicit consent allows for the combination of multiple user interaction steps into a
single step. Using implicit consent, the user is not explicitly asked for permission to perform an
operation. Instead, the user’s granting of permission to perform the operation is inferred from his or
her actions. Implicit consent improves the security and ease of use of web interactions. In a Flickr

upload example, for example, the flow is as follows. Without implicit consent, (1) the user visits a
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upl oad exanple, for exanple, the flowis as foll ows.
Wthout inplicit consent, (1) the user visits apage
W@ b@v/1upbdads to Flickr but is not a product oOPCFHUB2IKY/O34833
(2) the user is redirected to a Flickr pate to
authorize to Flickr; (3) the user conpletes
aut hori zation on Flickr; (4) the user closes the
Fl i ckr page's wi ndow, returns to the original page,
and conpl etes authentication by clicking a button.
0056] With inplicit consent, the sanme authentication

[
page thitjuplpads toldliqhks nbﬁbla npha progist of Fligks (P the viss iysdiresigdsoragtlickr pate to
author1% 8 %@1@1(11 ?% théf'R o @gﬁpfe%g ah*h%h%at Lord lﬁhéﬂpt@m@ 59&%%869 Lhe Flickr

[ ) ecu rops OVer e page; the

page’s Wﬂﬁuweredmrai; &gthb ariginebpayat hmlraonqﬂetmaﬁl@nﬁbﬁthjnrbmﬂicki@m button.

the control of the original page; (3) the user enters

cr .4 .
[0056] i e\gﬁﬁ tllhlﬁ]{lcgit @cﬁgencc §I§$ th%ﬂ%aéula% gig\t\} % g&k&#@?h Pe%\%? sl‘teps. (1) the
user visith @\piag@ﬂhaal@lﬁkgisao Bliﬂtr(hﬂlt Bmot h@rcﬁﬂubg(bﬂlﬂickp aQra tsacure dlalog" drops

i ndicate authentication is conplete, is not necessar

over thgpagg; qhﬁ-'gequ(ge dialoghapdles aptherzdoAde Ehdgl?l%s&fl}h‘ﬁ gontrol of %/he original
c
page; (@Qﬁ@lﬁ’s%?éﬁ&fs Sgégfréntg Al% ‘r&llggcélittﬁ’zlﬁé Sﬁltdg@ E‘l%ﬂ%%b%% il Xutomatlcally
notlfleduéléhe fnmbsiem of thpfiostifbev, theking e tetdn «axi theagigiml p:igetth endlcate
in expires. The credentjals are maint |ned secu e

a“then“&ﬁ E515P t |lsa‘i“?tﬁlef)"3?sztr K &vigh implicit aRa58h dritrtherpeis74v ent
accesseb BEHEIHIEK! selAgH Ma§ é@t@ﬁiaﬁcal@ s‘&ﬁ?@clﬂ@ﬂster Qs kleh@ls to ickr so that the
perm ssion to execute an operation that requires login
user negsk e ravidd e ceadgntlalst agydy Mghologm eRipirek r TheThredangibly agemaintained
uthorize to Flickr. Pronpting for
securel il oy b Yot BHQi-B&PBA%T an aut hor | 201§ on
request are perforned by the core services 142 at the
[0057] di rlechd Idickofogin Etangkera @ogpessntaskypion gerimifsomgto,extfrge an operation

that req{fljﬁl gglég;pgf %%,reggh 01\{\%%%2 O%Eﬂi%f%fnpgﬂ egleglfal}gg 8c211’13 2? Hltn%tligneto authorize
to Flick® UPMﬁtﬁgtfbp&e&e%ﬁuﬁ %hd trah@n e Bp aﬂﬁq HRESIAA8n feuit @rdperformed by
val ue which nmay be "authori zed, ‘user refuseg

the coreaqur\nmﬂ 1ﬁ@ at thg iregtierhefra Elaﬂqebapcf:w dogpoperde.g., the ickerUploader
dent i al f s en becaus
shown i 1n S con%po 88 Ss g %a'ébdee t%{% pages %onPrPﬁdU pLanip %t%oen f the alrthorlzatlon

request (tﬁe g/ebpdg@gédhm Ee@NyDas SMRhahay ¥ "abitherigéd, e fser reﬂﬁb@ fo authorize,"
aut hentication is performed. [0058] In anot her

or auﬂ@kla#mnefaﬂ%(b(haﬂF@ﬂa%tﬂalw”t Reqrifieis-cabatcsd Pprayse tigeyckpage does not have
access t()\@f?éolgs%m ’creldalrl]tﬂ}g %x%,vl %lntnaﬁl%r}ﬁgq)tassw(o#’%)afi)t]&leléﬁ% ESr lﬁllélli uthentication

page t €s a web 'cam ure;
is perfoura@t. clicks on a "take picture from webcan button;
(3) the user is pronpted outside the control of the

[0058] WeqH %9«? Jxaﬁl%ﬁéntoi e(%gqt th: z}a wgb &1 d ?}%161%‘1 E) e)t Hselng explicit

user C ure
consentW1t) lthd ﬂ'ﬁBf Vigitd a GRBPegY that ﬂtevﬁmw\éb b@rﬁﬁ&:&tﬁﬁeﬁ@a@ﬁd @8r ¢licks on a "take

Perforned n fewer steps: (1) the user visits the

picture from webcam" button; (3) the user is prompted outside the control of the webpage for
permission to take a picture; and (4) the user clicks a "capture" button to take the picture. With
implicit consent, the same webcam interaction is performed in fewer steps: (1) the user visits the
webcam’s page; (2) the user is presented with a dialog that displays the current webcam view (this

dialog is outside the control of the webpage); (3) the user clicks the "capture” button, thereby
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webcam s page; (2) the user is presented with a dial og
that displays the current webcamview (this dialog is
W@isiitk9s he control of the webpage); (3) the RBGEDS2009/034833
clicks the "capture" button, therebygranting inplicit
consent for the website to use the webcam In
accordance with enbodi nents of the invention, a secure
resource representation is generated by that user
interaction and is accessible in JavaScript code as a

~secure resource identifier. The identifier is tied to
grantm&ng&}géq qopgent &y dhg website tguse the miepgam g Hyaceaysiapge widh embodiments of
the 1nve(fl GH gae%cﬁ)r)é r?gog%qré%@?e%&%og b genera‘! b 1&9 1n?é}g<§10n-5g8 is accessible
rer 1S, ne aspect a ranaom uni que numnb
inJ avanmJt cakersheecet e¢sence ddenhﬂt:r Cireridénttfer u:shtmalged spemflefﬁburce e.g.,a

ifferent, file or. o r resourc The i feti.
file, an@[ Wémf)ﬁd'?eeche%geéiéty YRvEE- twagfgge Sor’ ﬁ%ﬂr@g@ Fi FE? jdsat AN fin one
aspect, & %dbgleﬁﬁllq{lé Rhimb&GRIRSN bQYéTEﬂegcéﬁf b&f cahfGt RRYEn 2830 REEMO a

cl osed by the browser. [0059] Thé conponent
differenit fifd @mgindratsooreep ernmbllfcstlrnMQf ;T cﬂlleumctlpm delpeedienthieypagé lifetime, so the

. . br owser.b d code Cr.i on the web

identifgy 5oy BT BRORE e Sb B AN RE Ubbufity by ¢ he
response prOV|ded by the user, e.g., perm ssion

[0059] gr dfiteedmpahéiitimplemeajation pctempte dle(emdglad:ﬂ indgpendantlgroé the browser-

aspect, any .operation that ecurity sensitive,
based cGREEE. g sBES6 s Vabpate TRFER: TRrGmalBRo%H bRy by the
respons¥ %ﬁ‘ov"i’de‘@ﬁiw\!ﬁé Es&o@g eﬁérhﬁﬁioﬂ Safe@IrBRhABR)e) SLEHdd YefdtSK). In one
and shoul’d be profected by Secure user pronpting, or,
aspect, amry Qmeatmetmtlr@ay pysequivty seisftiiveg ea cEytackéss at deleteatdréd mdormation, or
on ob ect that corres s t.0 per.a

may useF 68 %011618% ol gnaplfo entlél eI r1 Szind Sg%lpg Pg tect%(ggy secure user

promptik Ot Hﬁ&let&amp&bby)a QEr1ﬁhr§§£b&t1ﬁé<£&H&ﬂ1@éﬂi pﬁrm@@foﬁqldwaaﬂqat
conmponents, or particular versions thereof, on

correspeygisitp $iel QPerafien. sites. A white |ist entry pernits a
site to use a particular conponent. A distribution
[0060] S€Mhe dfinslk St WhillfifFesu S rﬁzﬁﬁlﬂs $1ded R3daBlR dridifble execution of
which includes a white |ist of mai ns that are
partlculpmqmmnemtsm pagecuta eexsiomp dresent, orapa@thdkn welt sigh. A White list entry
perm1ts aI 2{? (g lrei‘sr%t E{S; atrrg citlgaﬁr; i da%%at?cg’eA &Ji H%BF 2)11 searl{/]eq Bb% \l;rél?ugtes a signed
dlstrlbuﬂloﬁ) file, @fhich i6EIE@NERhitd Bstlon @wﬂain@ tlhﬁm% Rrialt@d tb b& the component, a
bl acklist feature can be used to prevent future
blacklisg ebeqRpBRNB O Peies (o delote). andhpiacklistio platferm ypisionsig pyee. For
S
examplg ‘}f‘%&glﬁ gg) p?f éjaﬁn%% nteﬁ s %{%ﬁ\g : l'r?aev&aal lmé hlt% b?ﬁcﬁ(ﬁstr}gz}/tullé n be used to
preventém}nkceme&'mﬂtﬁ&(fr\)erml 0.1p|Vsilyies hdlfezamte@my bEk:enmimddjyambrs. For

k t | | ' t t | | .
examplg iUt iYL HSC SRUPOTE UGB LPPH 2RR %&%ﬁelp; 1310 FSpE RpPle iTunes®

music p}l&@% %1g&ﬁoﬁhq*h9 b BndnP his faie BseP kLIRS B ARG PondHidH Blow every

time, or never allow.

[0061] In one example, clients that use the plugin interface platform 108 of Figure 1A include a
blacklist feature for purging components and/or specified versions thereof. The client downloads a
digitally-signed bundle that contains a permission bundle. This download may occur at specified

times, or periodically, in response to a message received from the server, or at other times. The
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bl ackl i st feature for purging conponents and/or

specified versions thereof. The client downl oads a
waelk@otialiby- si gned bundl e that contains a per nPGEIUS009/034833

bundl e. This downl oad nay occur at specified tinmes, or

periodically, in response to a nessage received from

the server, or at other tines. Theperm ssion bundle

includes a revocation list that |lists one or nore

conmponents and correspondi ng versions to be purged.

Any installed conponents that are on the revocation

permissﬁqrgbung}eeinglyﬁwevgw@ioa ﬂ,iyt tggtblgs&q@mr MQTe EAHPINaNE and corresponding
wnion FUSTLL AN 000 IR 010 LGRS T o

subsequethsatleingds toyredndasthgpatged cenipoyerit do besucessdc dthe@hudin &iterface
2] Ne ersi ons of conponents y be. nade .
Platforféggg Pjﬁwtégf Peprqtng dgoled e a dastsaeed CFy mge Fafogaion list.

nunber of conponents that may be installed on an

[0062] endNeis eersivac bf ¢wnfdhdnts kegbengadr dvaiddblé hem traé & e Because of the
onents up to date may negatively affect,

conp .
large nyseher 6f AR cAdhymankea sl 9n vbisher reshins E€% kepringall of the
installed 5&51éc\(ﬂe§1{stL;ipt§ ldh@Smd ativé ﬁﬁgcgi)@ﬁgltrﬁancé BRd/Bt L&Rs sively consume
express cornponent requirenents as requirenent
resourcesd aAeareset sisite siges, tharausp oorepdnenanehe sitey &ipodss camgomannmquirements as

require g et e P et T e e S0t hES The fun

requireBts QR GRkd WiRUAORsQHhdAlBekEE qg‘fada%‘é@%ks%éfo%ﬁ%ﬁ% SuRRGutdated
check the distribution server for conponents tha

requireentisgftgmertipandeshgtin thegligubyteomt serveg forcempnnentaihdt satisfy the remaining

newer versions of components presently installed o :
current {ergéurﬁ@g]i]]tis And gignEWRL yggﬁg%o%% Onslétrs gr%ﬁ%tpyalrné ahec{j or’the machine 102.
Any suétoNe e 88 Tbnk Arel dboy ek d iDthe bacler@und, Wigl, RAtHouS{tORRIhHEny executing

any executing conponents, and stored in an update '
componeaishend WrBd énubwrdage cache. Siebsoausn By ghserweborowpeyi 104 visits a site that

. . i ‘
expressgLd Goh e R R oA B B0l bR PR MEOTET B eris
promptdaf fonpé@dsdiar topastil gwi dwnleadedapddid. Oheofddmntanapa@dnts may be
. __%ggate. Qut - of - dat e conponents may be identified and
identifiggeqndy dedetes LY. &8y FINARHEAMRPIEBHHRN aift 0t {1pesk o apisTh e quetsnt
ireth@ntS 3hd R ol BednUlsEE W ah @IHY H?d 'fé}fo% ARch1 MR OO m SRR b

requlreusedg‘?or‘baén ex%enged 65rio§ho I me. %ﬁése cgnpéﬁéﬁ%ssnmy ©
purged fray the npwhige d02 motn hinenaaepatne et@2tswi t h m ni mal

negati ve effects. [0063] Figure 6 illustrates a

t YR ' t .
10063 ;¥ BHERRe € PIRELLE0nRIA] S aa Bty Y B BN o o implement
processingefundtioantityan emBodipentsngd sy siventono fCnlpusing peemmyf thés type may be

. used in clients and seryers, for. exanple. Thos ,

used in sﬁ?r}w Y SRV hdOT SRRt ot St nhe FEBLYA b aBHFepanize how to
implembARhERBA SRl SMBALIoRBuS s PGerfl BEArcGRFRKELTC SIS IBIFR ystem 600

or architectures. Conputing system 600 may represeft,
may reffresene @rgsh@pleaa degdaero typtéaptmpebook nomeon hasdpldtcomputing device
(PDA, crg:?lnp%_ogee,lp%lngt%g:p e (t:.l),qlqair(iltergrlng,eserver, client, or any other type of special or general
purpose computing device as may be desirable or appropriate for a given application or
environment. Computing system 600 can include one or more processors, such as a processor 604.

Processor 604 can be implemented using a general or special purpose processing engine such as, for
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(PDA, cell phone, palntop, etc.), mainfranme, server
client, or any other type of special or general
w@epasaITonputi ng devi ce as nay be desirabl e BPET/US2009/034833
appropriate for a given application or environnent.
Computing system 600 can include one or nore
processors, such as a processor 604. Processor 604 can
be i npl emented using a general or special purpose
processing engi ne such as, forexanple, a
m cr oprocessor, mcrocontroller or other contro
examplg, dgnicropreceg Wrsmg%?grrgllermr@g@g soiptrad degic.sIndthisseampls, pygcessor 604 is
medi um [ 0064]
Comkm%bﬁ%%?@%%xgégggﬁﬁé%% can ﬁgghﬁﬁélude a mai n nenory
608, such as random access nenory (RAM or other
[0064] gy rféﬂﬁlléjltmﬁwts'm 008 cak plge nm@derwmamﬁr@wyéﬁa such as random access

memorghgﬁn%w %% B%Q ?ii %nﬁg m%gn%?ﬂtf&dstgﬁnéjfn?&rﬁlsaﬁgﬁ tal%) ﬂlstrh@ orllls to be executed

by proc¥soi 6. G\ﬂamrmahh@m% nilserm@dbeaiised if i soarive tleﬁh@oﬁhw Vz[l’gibles or other
execution of instructions to be executed by processor

intermegigée inf3m3tien Ay seeriBoy 1ﬁ%9lcrlplk8éwb§@XPWWepr30¢Sé%ro604
[

Compulf Yo BETRI s MR A Ber QAT ba b ey (AN FHL e i storage
device ¢aupteduc b6 foostopng swss arfotiiation[add ab|rudtiensdonpotdsag 604.

system 600 may al so i nclude information storage system

610, . ' . | . '
100651 2. e ShEu AN A DS K0k fray b (R Rl g N R1G, which may
include 6fb2 exmiyplé ncihedie deivel61% endd redidvable vechginenfiat o622 pﬁmmedla drive

[ renovabl e storage nmedi a, ch as a hard dis

fix
612 maycliele aTiesE S MERIEH T & S@P%éﬁé{f PEregpablgsiarage Bffia, such as 2
hard di%ﬁ]rievr%% ﬂ%@kdlgﬁ 6, atn et‘?cr taPé/ El)ngé' a}{% &&1 ‘Msk%er EPCD or DVD drive

bl'e or fix a drive. Storage medi a
(R or RB1)8or ethgr remolatdeor fixed mxcamdhec; Stohege anadiisl 8, tﬂayppx;lude for example,

etic ta di r DYD, .or, oth
w hard s D30 R A il b Re R st GLoor R, By SR FgRovable
mediunt @aP¥ rEARICH yBardrv¥ieentd Dy niilid MiexE6 X 3PIheS: dxlainipils ﬁl@ﬁs@rate the storage
the storage nedia 618 may include a conputer-readable

media 64 B anaygeclned h gemhutei-rrgdaltlo sterher meadeim hpeng storddatherein particular

n?uter spftware or data. [0066] In alternative
computer are or data.
I'ments, ‘information storage system 610 nay

|nclude other sinmilar conmponents for allow ng computer
[0066] pr dgriematre anbmlimpnts.tinfocmagorsstorge ayséent 61Gmaly dedetd other similar

n C ting system 600. onent )
comporeflstofiRihe Rl SRR grotieh O IREPS L Saiy by badegigto
computdiy syfte@rdosc &ubi @omﬁé&féﬁts&ﬁa;ﬂlnﬁru@@,rf@ﬂém{ﬁlé Iadg@otdtile storage unit 622

cartrldge interface, a renovable nmenory (for exanpl e,

and an lateﬁaa@ A2Gvshelr 3 %progtanwartréi@@@a% Fastrieaontgringsd If‘tfylo‘élhlﬁ memory (for
exampl n?en?or% fg {ii;ﬁf) .{ qua{)l% %)en? Iy %oséu?agg(g g#:?ﬂo%rxz ]%? 2an("iTl lggler

aces ow SO re a
removablreaftﬁfﬁgf ured 602 @ndl interfaces 620 that allow software and data to be transferred from

the removable storage unit 618 to computing system 600.

[0067] Computing system 600 can also include a communications interface 624.
Communications interface 624 can be used to allow software and data to be transferred between

computing system 600 and external devices. Examples of communications interface 624 can
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t he renovabl e storage unit 618 to conputing system
600. [0067] Conputing system 600 can al so include a
wa@eanileat i ons i nterface 624. Communi cati ons PCIL/ER10a0E34833
624 can be used to allow software and data to be
transferred between conputing system 600 and externa
devi ces. Exanpl es of comrunications interface 624
cani nclude a nodem a network interface (such as an
Et hernet or other NI C card), a comrunications port
(such as for exanple, a USB port), a PCMCI A slot and
include @dp@e%@@etvggktlmﬁgedﬁwh@étaa Etheaﬁ%thé ©otheg NJ§ gard), a communications
n t e.f.o0
port (sugf? ggn'fﬁ;a N Sﬁ:g%‘ﬂghz? gg% a{g%?@ﬁ%& a'np eC%.:Ilaf_ %t%arsrqfetgrgré:’ and data transferred
via conmmmccaabnsnmt@fahe 6241 m@nm ks foapab lslgnaﬂﬁ whéihngn e egicuenichy

onmuni cati.ons _i nterface ese als are
electrorm&s\f;flaé)@tlf%i ¢ SHhsE pigRale F%ﬂ?gﬁa q#tb@%%r(%@%@% NAoRmgupifations nterface
624. Tl@:%@ 31 Thk Sre ?}@ﬂﬁ&h t P IBY cARNE Ynt SR ahs vBNA-HBNIRRS. This channel

nente using a wreless nmedium wre or cable,
628 majf icamy mgpetls eis] may beimhplemeoterhuning atwmai@s el wm W@@mecable fiber

. ex es of .a .chann Iude ho I he ce
opties, G B <P QSR e o rBHEe e s aELir R gathpft tine. o
cellular@hoié Bk, ah REF NG, WakkyvorR ﬁlﬁe@ic@eﬁ 10 QNBTUE Bfch @REvork, and other
channel s. [0068] In this docunent, the terns conputer
commupicaiggrarehprstuct |, conputer-readable medi umt' and t he
i ke may be used generally to refer to nmedia such as,

[0068] T O'In @%@ @éﬁmenﬁﬂ@fe&‘m@ O& mkQ RO& A HEHbESR O Lg@mﬁﬁter—readable medium”
storage unit 622. These and ot her forms

and the ¢isapuaydre-usedgaaisiadlyrte difar teayediesuanas] foe dxannpls,tmﬁrmwg (P estorage

: t f b 6 1o,

device @1, SR Gra® B2 BFe ol BEamhe RERT PR widibag i may be

involve W totiRS biidit thoRSnstERABKAol Msd Bf BHERGLrtE4a® caG B bRIcessor to
program code" (which may be grouped in the form of

performesprpilied Ppgradesariich imssvﬁ&mggecme lmggf)erre@\m €eputeeprogram code”
(which &qg %{3 %r(g &d ?19 IR % (?]&tﬁzlgu%{p p?iggraﬁlg of S{helo él‘é\{}éﬁgg)u&ﬁ& ngecuted

enbo present
enable thlé)t:&mphlﬁﬁg styhenﬁ@ﬂﬁoljﬁpfodn feeirky oicfausors o€ epbodiasasroftite present
erforn1sPeC|f|ed operations, be conpiled to do so

inventiogh dyej thi thegionr Aoy diieethy eruRe Fedpqcnntr &0 Periprauapeeificd operations, be
compllé%lr}g/dg fzinrd/re?’%re% mt gﬁ?%l?\h (gtﬁer%oft\xJaféo BQIrdlw%?e fa flrmware elements

perform ng stand unctions) to do so. I'n an
(e.g., lilentiexdionpaiforntiey gatdaed &inetiens) $o0 dow &0.i npl emsnt ed u5| ng
software, the software may be stored in a

[0069] g;gﬁg}l%@&égmt)meﬁﬂé 4@ alre f lemer %(Pusg?%%g. 8 the software may

usi ng, r exanple, r drive
beMomﬂlﬂacdmmuepﬁ%ﬂdﬂen&ﬂnnmnn@hhdﬂh&ujmﬂﬁmﬁﬁ@eyﬁ&ﬂ60WMGnngr

control t sof twar e |nstruc
examplerre@ah% dprage éﬂw%ﬁf % u %%%?Pr%%@ﬁ%tws igiettagg 024. The control
logic (in this example, software instructions or computer program code), when executed by the
processor 604, causes the processor 604 to perform the functions of the invention as described

herein.

[0070] It will be appreciated that, for clarity purposes, the above description has described
embodiments of the invention with reference to different functional units and processors. However,

it will be apparent that any suitable distribution of functionality between different functional units,
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processor 604, causes the processor 604 to performthe
functions of the invention as described herein. [0070]
WO 2oo1i1199e appreciated that, for clarity purpPGEES20091€34833
above description has descri bed enbodi nents of the
invention with reference to different functional units
and processors. However, it wll be apparent that any
suitable distribution of functionality between
di fferent functional units, processors or domai ns nay
be used w thout detracting fromthe invention. For
processgig gigp@aing gprythegisad mithont detraeting fsem thy Presions dopaemgje.
. . G \V
functlolﬁilgaﬁ%trsrtgatg(? g)clgez@eg{o‘?‘rgrgﬁ 8 %%HraE %: El%rcé Bﬁcoé antp %&sgﬁnlggge Pé(rformed by
the sams ppewiefsoc of eontitollon allenen) eferaces adpgcifio flhl&tisﬂﬂmnas are only to be seen
references to suitable neans for providin

as refereiegt [ HUADK AT BREATPLYNES e uldns B e grandpdicadve of a

strict loFkﬁﬂ &Glph Qgél%%ctgfe Ay sikakioal ructure or organization.
1] though the present invention has been

descri bed in connection with sone _enbodi nents, it is
[0071] notAlthough decPressnbi@ventian ey been daseriagdnicpniection withspme

embodlfn%ﬁ{'s hi¢ %61{063 lifte (igattg' Bt hmtu{@& ti@%@ﬁe&’iﬁ H?ﬁl St fbg%rﬁerem Fflt;}ler, the scope

I'nvehtion is |n1te al ns. It1ona
of the padstitaugintian i elahitecconinpy al}uipcﬂailmst Advétichelgrdlthedgh mfeature may appear

conn ction wi.th rtlcu odi nent s, e skilled
o be AN <QBISF O BEBGAIERIL REpoV AR Buans Wi adiA bRul fecognize
that varﬂﬁﬁ %a'tlﬂ‘@éjoietﬂp QEicEBAd SmBBYRRts Qﬂ%é&%ﬁl&dﬂﬁ %@é&éﬁ{é@ with the
h the invention. [0072] Furthernore, although

anﬂﬁHHnd|V|duaIIy listed, a plurality of means, elenents or
nmet hod steps may be inplenented by, for exanple a

[0072] Si rtgllrt%eHﬁUrE a@&loﬁékpﬁl@%&{allgeg@dt 4 gllﬁ?eh %of ﬁleﬁrﬁoélgﬁlents or method steps

i ndi vi dual featufes may included in different
may be ginplienentetl thestor epymplosssibgly ube oadicandsag eddditignalylthvagh individual

and 1he jnclusi in different clai not i npl .
reaures Ry beE bR HEHBRDf e ey SOROT PEAL) BriEeiy fymbined. and
the inclBdYRIH AEBRHECIaisSfes hEnpheihdpa 8SmBhadorf SatMLRs i Masible and/or

category of clains does not inply alimtation to this

advantagg(mgg a¥lso, thyuinclusioh of a fdeure emong @tqmyy pleclaignsaloey not 1mp1y a limitation

to this Cr"l%%l L€ %bl rratehtgf\:; teh?:tfga ﬁre%zﬁf b@be?g%%ggor Iéllec% legg’?ﬁg{) (!lglgl} cat %%OI'ICS as
apmppﬁmﬁlflcaplons and alterations nay be made by those
skilled in the art w thout departlng fromthe spirit

t [ t tob
100731 3R, R vl BF spESisy T B Py B HEPar T4 ARt Sh gy be made
by thosé¢ Skil&l Mehé RedidetOd<dphRtigtiRn IR splrRiali8 scope of the invention. The

invention is not to be limited by the foregoing illustrative details, but is to be defined according to

the claims.

[0074] Although only certain exemplary embodiments have been described in detail above,
those skilled in the art will readily appreciate that many modifications are possible in the exemplary
embodiments without materially departing from the novel teachings and advantages of this
invention. Accordingly, all such modifications are intended to be included within the scope of this

invention.
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[0074] Although only certain exenplary enbodi nents
have been described in detail above, those skilled in
W b@attdwi | | readily appreciate that many PCT/US2009/034833
nodi fications are possible in the exenplary
enbodi nents without materially departing fromthe
novel teachings and advantages of this invention.
Accordingly, all such nodifications are intended to be
included within the scope of this invention. Wat is
claimed is: 1. A conputer-inplenented nethod
_conprising: generating a risk rating for a conputer
What ispl@gpedss: code conmponent, wherein the conponent includes
at | east one conponent operation operable to cause
execution of at |east one restricted system operation,
1. whehgiufertihgleneked éthog corBpiased upon a digital
certificate with which the conponent or a description
gYEHLINgRdiPkipgng forna cepRphBINETIN cafeipBrpongnwhge] e gomponent
includeggtslgﬁs't Bl;lé & neh@e?a‘?ﬂﬁﬂ%@ﬁble% %El?stﬁ'eQQéuti]%H %f R QAR GhO e stricted
a user for rmssion to execute the at least one
system ppshtions tvbdresty gieeivk ogtargat based uphe n digitat batificaeptth which the
includes the risk.ra ing and a description of the
componegiNhd iRt qeiticd with theecomBonsy 1H#128¢%i m 1, wher ei n
g&ﬁ%&f’i‘l‘g'aﬂﬁs&iﬂtioﬁ%f £ dAGhonsnt dpefEBRCE LO receiving a
Web page that includes conputer program script code
promptiag siusgr fox pentissom ofexehie tompleastrongresgricted sxpthan operation,

. C onent.. 3. The.nethod o | ai.m.1 erein the risk
whereir, GE BRI gl ies A i lBe R adeHEich oUBF SShPotitafdos.
hi ghest risk Ievel and a |lowest risk level. 4 The
met hod of claim1, wherein pronpting a user for o
2. bbe metwidoh clogia Ur wheigin gengiabiag atrpk gatfrigrig in yespase frreceiying a web
puse 1 SEITORE0Le o TR ol RELAI Gl R TpERBA o
code coagwaeitat ed with the script code. 5. The method of
claim1, wherein the conputer program code conponent
is for execution in response to an invocation of a
3. ﬁ’hé"gfeﬁlog)f) Ctith rigw'hgrgﬁl tW@l?isp LA RomD¥is %ﬁ’éﬁ%@t&vo%s%qjé@éﬁ, including a
script code executed In responSe to the we rowser
highest riek &ivel agl salowekt rphdevedssoci ated with the script code.
6. The nethod of claim 1, wherein pronpting a user for
perm ssion conprises displaying a naned perm ssion,
4 Phe rRiddloe1aa TedhBRIIprofipARg & A TIPRIIBssIdR dclErs@h response to a first
| east one restricted systenoperation, and the naned
referengeent W ginyppniest byocdmepudgramegdmizyripthede ageausarin agspanse to a web browser

receivil%rae\%e nf)jallgtel a(s)snoctla e SNt %ﬁel srcl:gpt code.
5. The method of claim 1, wherein the computer program code component is for execution in
response to an invocation of a plugin executing in a web browser by computer program script code

executed in response to the web browser receiving a web page associated with the script code.

6. The method of claim 1, wherein prompting a user for permission comprises displaying a

named permission, wherein the named permission corresponds to the at least one restricted system
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the restricted systemoperation. 7. A
conput er-i npl enent ed net hod of enabling web
whe@vserndpased code to execute a restricted syBCBEHS2009/034833

operation on a client conputer, the nethod conpri sing:

provi ding, at a server conputer, conputer program code

to the client conputer, the code including at |east

one conponent having at | east one conponent operation

for invoking the restricted system operation, the

_conmput er program code further conprising an . )
operathnﬁﬁpcéﬂag MEREH GRIMYFSiPHEs te @ﬁﬁ@ﬁ]@.ﬂtby gngpser gfa precondition to executing
ﬂwreﬁﬁagggggﬁﬁgﬁ&g&nis operabl e to cause display of a

pro or  requesting perm ssion fromthe user to

performthe restricted system operation, and further

perabl e to i nvoke the restrj.cted stemoperation in

7. ngfé-lmalqr@ead\mﬁg%e Fhabling Heb P ERbavid spde Grgecute a
restrict bR bePRioR AR bichte , RO tfod dodltprsiet NG

associ ated wth the conponent and upon 't he "conponent

perdatg, aha s@verkoeputs haanpiter pregram Zodevrethe icherttlsemputer, the code

. . pr t conprises the. ri rating associated with the
neludif TR PO Ta T RGBar. L APRPTTRABY BT toh ol he
restrictddl QeABgeadi®nconpri ses a web browser plugin. 10. The
met hod of claim?7, wherein the conponent is associ ated
thietcRmguier gfogrire Fodefugibeisepniprisingaangmplemdntationfof thes¢gomponent,
whereit{)tglg(ria pl&%lg:ﬁtatihlg is:o:pzélﬁabge?ttglrcg $C(ﬁs [ ;gf%lz?rﬁgl E% eI'fI'% ugelgtm g?permission from
the useMb @efoiin tHeaestiiskd kit apanticQrpd fsttr apghblaseilvakedhe restricted
upon_ at | east one operation provided by the conponent.
system @peratifieinfgtPRBEf B eqE UNEPTMitHRY EpH thheses difonent

' i i . i . i
GO PRI L P At upon e
componkheopweitiond of claim 7, wherein the pronpt displays a

request for perm ssion on an output device of the

conputer. 14. The nethod of claim?7, wherein receiving
8. @fﬁ% e8P claf AN WREreHS@E pFARRILRRSisEQRE LV PRind s s((j)cia.tf:d with the
a

irmative response fromthe user via an input device
compomght.t he conmputer. 15. The nethod of claim7, further
conprising: receiving a certificate of a signing
aut hority associated with the conponent,
9. The method of claim 7, wherein the program code comprises a web browser plugin.

10. The method of claim 7, wherein the component is associated with a risk tier selected from a

plurality of risk tiers, and the risk rating comprises a brief phrase based upon the risk tier.

11. The method of claim 7, wherein the risk indicator comprises a phrase based upon at least one

operation provided by the component.

12. The method of claim 7, wherein the component comprises an implementation function and

an interface definition describing the implementation function.
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wherein the risk rating is further based upon the
certificate. 16. The nethod of claim?7, wherein the
WO e®nigped system operati on conpri ses accessiPOI/HS2009/034833
file, accessing a network, accessing a display device,
or a conbination thereof. 17. A conputer-inplenented
nmet hod of enabling web browser-based code to execute a
restricted system operation on a client conputer, the
nmet hod conprising: providing, at a server conputer,
conmput er program code to the client conputer, the.
13. hhopetwdobabimnde phgicHytha prorer{<tispbhis ademhsshion Permdsieyon an output
(mvkeégmég&ﬁbngpe conmponent operation for invoking the
restricted system operation the code for execution by
the web browser in response to an invocation of the

onent by.script code associated with a web : .
14 ﬁﬁ%@@,of huh i e r@ﬁﬂ@lﬂﬁg@%}@ﬂ%ﬂ@ﬂi Be R SREPE AR recelving an
affirmafi fS{elpdrks € HoRVHE G50 AREL A bRV e lo? ukQ. receil ving

an input froma user via the web browser, and the
input is for causing an action associated with
rform ation, .the action inplicitly

m,n he _ope .
15. Eﬁ%ﬂFﬁﬁﬂ‘%Shggﬁtp hEYPHI¥N Y he operation. 18. The
rRENAG DderGfi@kddfla/sigMPE hgthBrityNRsREdEPRitR m&rg%ﬁelﬂt
| east one step in performng the operation. 19. A
vopisUt @ riskpitegenfwdenbashd dpeoiip cegifisater ecei vi ng an
i nvocation of a conponent operation from conputer
program scri pt code executed in response to receipt of
16.  ThavelRtHAAQE chym d, Wabrebr eS8k ctydhgsinNopdifti hUTAPIBEY accessing a file,
_includes at |east one conponent operation operable to
accessigad BAWake AERPUAL B flisRlay device A drosiparasion daeedt i on; and
all om ng the conponent operation to cause execution of
the restricted systemoperation in response to
17. Asoaiputargmatenienput méthodrofBenabbng web beowsebbimedwsdr to execute a
. erein the input is for causing an action associ ated
restrictag; SYRCRAPCEIN 0F 3 NEN GRS o?s?,e “?%lé‘)da“é’lrﬁl%ﬁ“}gé not an
BreRldifd, tat 95@0Er RIPRRT NoRSe? pr&REIhAE M dhbelaRebAbLRR
and the action inplicitly grants perm ssion to perform
theerogremaioile mclriing 2 leshpnet @mponphtdraemged larstt dne domiponent operation
for i inaQLiQ% mgb br owser - hased code to execute a
or invoking the [PUFted WESH M5 on on a client conputer, the
R for QRBIUKISh IBY ‘thS RS biod seif BRGNS todn Bh@¥Rtiorf 8 the component by
_ requesting perm ssion froma user to performa
script codesaspociated Wi §tveah dasemaRt, on i n response to invocation

Qviler%inct%gggé]eeirs] topglggfe&% iir?v%i(e aﬂ:drestricted system operation in response to

receiving an input from a user via the web browser, and the input is for causing an action associated

with performing the operation, the action implicitly granting consent to perform the operation.

18. The method of claim 17, wherein the action comprises at least one step in performing the
operation.
19. A computer-implemented method comprising:
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i nvoking the restricted system operation in response
to receiving permssion fromthe user, wherein the
wee@apiivefers to an object or service on whi cPCT/Kg82009/034833

conmponent operation operates. 2 1. A conputer readable

medi um conpri sing conput er-executable instructions for

enabl i ng conputer program code to be executed in a web

browser to performa security-restricted operation

the instructions conprising: providing to the web

browser via a conputer network a conponent that )

Teseivinges igyrqatee g? HERPRTENRORFA ARSI FYWAYET program script code
executeh %te%ﬁ&%% ?(g%eg&pm \év}algB%%e{%{ 't é?@h%#fsglts Itxxéh%r%?lg [}{oe pcgﬂléjgpent includes at
least onb @ompuitdae opdretisradpevabld anglu@ag@(ecmqndrewfmnbahcuad sysmem operation; and

response to invocation of the interfa
_ ng fhe; SOTRABEUAPSREER O SAEe EFFEUHAR P(c/ﬁe I“{f %5“‘“’% operation in
responsk RIS 19ﬂlt'f§)n9Q%Eé?’Qfllaea (@b BFRVRRL, voheS R 'Ehe 1ﬁf)ut is for causing an
per m ssi to performthe operation, and fu
action a@m'raaml ‘elth penﬂpwrukg thehpempien ahe aetionns netsap](mzpbcm grant of permission to
recei vi SS|on fromthe er.. wherein_.the
perforn] € §heaficth, 35 B B ER rh Lk BGpb 38k F kb R PeRbon.
component, the pronpt is further based upon at |east
one perm ssion requirement associated with the

20. émmw&ﬁtlmpmntqdemtbﬂ%pf ¢nablingiwsb érﬂ@@t:bmd icofe @fexgente a
restricte YL, :n%%ﬁa é)gl'caflcl el L P%ttgt?lg%fﬂ%f on. regﬁler enent,

ampimgczaiplgmmﬁcinﬁ)'t ﬂ)rfrﬁﬁltsbt[@ pz:hntsb@ncfﬁmp@nmtto p@Zorhh@restricted
nput er readabl e nedi um of claim 21, further

system EWQ%IPﬁ?POP%’d@NY%@U% et ‘fqnﬂl?%lé’flfeopéfatlﬁns’il@nl ng
QH/BEBE rt]lli re@tﬁ%&ﬁ' ggtgg i%lta'aoﬁ Iﬂ?r CHRQ ﬂ)e ?18\3@?6 %m%)ﬁ grom the user,

rs cat or upon t certi
oherat the pron2d. refEhseto (61)] mb;et:emr seeacad ehivhdhanngfonehaiprration
21, wherein the security restricted native operating
Operate%ystemoperatlon conprises accessing a file, accessing
a network, accessing a display device, or a
conbi nati on thereof. 24. A conmput er readabl e nedi um
21. Aqprpusir mepdablrmortderm eg@pusiap cemputst- cmutabh:sinftmctions for enabling
enabl i n r er - based program co soc I at ed wi
compurg g8yt SR By Tarh el ar paTapet Sefily ey operation
ﬂwlngﬁﬁﬁéhﬂdaﬂﬁnﬁﬁla br owser host conmput er, the nethod
conprising: receiving a conponent that includes an

propidinesterthe Weh brayrist Viert comPusm nerask Rge@pppeit that includes an interface

and a native language implementation that implements at least a portion of the interface,

wherein the implementation is operable to invoke the native language implementation in
response to invocation of the interface by the plugin code in the web browser, and

the native language implementation is operable to prompt a user for permission to perform
the operation, and further operable to invoke the operation in response to receiving permission from
the user,

wherein the prompt is based upon a risk indicator associated with the component, the prompt

is further based upon at least one permission requirement associated with the component, and the
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enabl es the browser-based program code to i nvoke the
i npl ementation function, wherein the inplenentation
WO evetiians i s operable to performa restricted BYEUSI0N9/034833

operation on the browser host conputer in response to

recei ving permssion froma user of the browser host

conputer to access the restricted systemoperation; in

response to invocation of the interface by the

br owser - based program code, pronpting the user for

perm ssion to performthe restricted system operation; )
prompt gcduden ¢ sRcHpLOR & AhPPERHEGL Atrcd WHE thooperméssiparegtifgment, wherein
the desdripRioh $&¥bes'tG ta?lg?é)éﬁé %BIR:Q&&‘?—E &lid Q?tEFeSJ}Qﬁé @or}qgonenfz

recelrving an affirnative response fromthe user. 25. A

conput er -r eadabl e nedi um conpri si ng conput er

ecutable c for: displayin pronpt .for
22 ﬁ@? ﬁ?@gwtefﬁeﬁfgﬂ%@x@e%@ o Cgadﬁlpé(}n g‘}ﬂ%ef)f‘orfqﬁ%m&%nput er
REEG HEAPL i QHCof m§;ﬁﬁ RuthB8ey R QRted with AREDniRAE
ri sk i'ndi cator assocCiated wth the conponent, 'the
pherept the sisk urdidagor ibbased uppotheaertifwastand tlee grerationsi on
requi renent associated with the conponent, and
t hepronpt includes a description of an operation

23.  FBSEGhAktE ke able Ae@OMBITHiRAD 1F QAbleiPiMeREcurithRI@icked iAive operating
description refers to at | east one application-

system gpryatiqn confpsiseipesessarace file, aessporasenatyorle eedeviinga display device, ora
conﬁﬁn%&%i oRijve response to the pronpt fromthe user,

granting perm ssion to the conponent to execute an

operation specified by the perm ssion requirement. 26.

A system conprising: a processor; a nmenpry coupled to
24 MrrenhugE sesigble mesliup coyPHNE AIMPYETPXTEtapled i tEsEoppfor enabling
browsef—&%e&'gﬂ%ﬁfn 208 RYISTHERRLA RYeth 1;11?6 RE OGERRALy dcess nativ operating

provi tle,” at a server conputer, conputer ppbgran1coé%
system tesotihes fl a mntvsadioptdoatputdrhthe prcdlgrdacongodeng: ncl udi ng at

St B0 ORI 18,55 2l TR e n e

ORBIAIhOBrowRBUbdsBE p R fifn EQe BXBIKE R ineth&Rat¥BFunction, wherein the
browser in response fo an invocation of the conponent

byplsmeitptiorcbuletiasis peabkdo petfbornaa webidatiysent opetenainrthe browser
ﬁhz code i s ogerab e to .invoke thefrestrictpgAgﬁftenh ¢ ¢
e ATPYR I HES o6 T Y B Y ER 3 HFLY" 1F SRS host computer
WsREeMitie feb@icwaRyE@WpsFatiognd the input is for causing
an action
in response to invocation of the interface by the browser-based program code,
prompting the user for permission to perform the restricted system operation; and

invoking the implementation function to perform the restricted system operation in

response to receiving an affirmative response from the user.

25. A computer-readable medium comprising computer executable code for:
displaying a prompt for permission to execute a component of the computer executable
code, wherein the prompt is based upon a risk indicator associated with the component, the prompt

is further based upon at least one permission requirement associated with the component, and the
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associated with performng the operation, the action
inplicitly granting consent to performthe operation.

WQ72009Tha9syst em of claim 26, wherein the acti oPCT/US2009/034833

conprises at | east one step in performng the
oper ati on.

prompt includes a description of an operation associated with a permission requirement, wherein the

description refers to at least one application-specific feature; and

in response to receiving an affirmative response to the prompt from the user, granting

permission to the component to execute an operation specified by the permission requirement.

26.

27.

A system, comprising:
a processor;
a memory coupled to the processor; and
program instructions provided to the memory and executable by the processor to:

provide, at a server computer, computer program code to the client computer,

the program code including at least one component having at least one component
operation for invoking the restricted system operation, and

the code for execution by the web browser in response to an invocation of the
component by script code associated with a web document,

wherein the code is operable to invoke the restricted system operation in response to
receiving an input from a user via the web browser, and the input is for causing an action
associated with performing the operation, the action implicitly granting consent to perform

the operation.

The system of claim 26, wherein the action comprises at least one step in performing the

operation.
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