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FOR THE SAME BACKGROUND OF THE I NENTION 5 FIELD OF THE | NVENTI ON The
present invention relates to a tine stanping systemfor electronic
docunents capable of stanping a certified tinme and date on each of the

el ectronic docunents to certify a preparation tine and data of the docunent
as well as to a conputer-readabl e program nediumused in the system 10

PRI OR ARME:rSTAMEINGESYSTEMtFQR IBLEEFROMC nDOOUMEDEES OANPst ens
for business contract such as those for electronic comerce, electronic

aut hentpReGRAMAVEEBIEM FORCTAPPS AGE! on. The conventional types of 15

communi cati on systens for business contract have been built on precise tine
keepi ng machi nes such as the GPS or electronic wave cl ocks, but it has been
i npossible to certify that the systemis operated according to truly

correctyti | § | T ogy for certifying time information
s di sc‘i"%s(g(ﬁﬁﬁ\dﬁ@?ﬁ%wum i cation No. HEl 6-501571
(PCT/ US91/ 05 | d "METHOD OF ACCURATELY TI ME- STAMPI NG
ON RUMERI C Mﬁ%&@ m when a docunent prepared by an
author is transmtted to an external or‘gani zatiqn, the e&gr al )
or gani zat i on b present inveplen gelatesite & A $HEPINGSYSICH if‘g?c‘tfﬁ%of and
containing at least a portion 25 of the document and returns the prepared
r ecei ptdaacumentsacapable ob stampingt aovertifigd fime 2006 dade en gachamd thse t he
recei pt for objectively certifying the preparation data, if
electronic documents to certify a preparation time and data of the document as
well as to a computer-readable program medium used in the system.
10
PRIOR ART
Certified time information is required in communication systems for
business contract such as those for electronic commerce, electronic
authentication, and electronic application. The conventional types of
15 communication systems for business contract have been built on precise time
keeping machines such as the GPS or electronic wave clocks, but it has been
impossible to certify that the system is operated according to truly correct time
information.
The technology for certifying time information is disclosed in Japanese
20  Patent Publication No. HEI 6-501571 (PCT/US91/05386 - W092/03000)
entitled “METHOD OF ACCURATELY TIME-STAMPING ON NUMERIC
DOCUMENTS”. In this system, when a document prepared by an author is
transmitted to an external organization, the external organization prepares a

receipt indicating the time of receipt thereof and containing at least a portion

25  of the document and returns the prepared receipt to the author, so that author
1




necessary. (Problens to be Solved by the Invention) 5 Wth theﬁqbqﬁgn@h@ﬂal
types of systens as descri bed above, the author stores the receipt at tThe
aut hor's hand, so that the author can show the receipt to a person
requiring certification of. the docunent. In this case, however, it is
necessary to attach the receipt to the docunent, and for that purpose it is
necessary to store the receipt together with the docunment, which is

t r oubl ezenstord anidnusectheatecepptr fori objectivelyt bectifying Knopremiretiondgdite, Hyst ens
for business contracts, it is technologically possible for a person having
a mal i giegRessdit ention to disguise as the person having the right to

l egally acquife the time information. Further, in the case of a tinme stanp
with an electronic signature by a third party, a 1s docunent to be
time-stanped or a digest thereof is sent to an time stanp issuing

or gani | | ' L.ig organi zation returns the

time- S%QM%R%%lﬁﬁﬁgmyﬁgﬁ%?or mation and their electric
signature t 0 so that t operations _ar i a st is
r at Rer expensr,\%@. ﬂ'ﬁ?ﬁ?%‘é@%?{‘aﬁﬁé’]’?ggé Sé’gp?ﬂ‘g ﬁi%&@bﬁﬁg&b\?ﬁq&eh@%%gﬁle@?r oni c
signature by a 20 third party, tme-st ed tile and a t, ne st

certi fi¥Qtes thereeeipbat the gﬁl@%ﬁ:ﬁ%‘}&’rﬁ%ﬁmgg%@é aC@BgSglﬂ% 1C LI it s
effective utilization is difficult in_ practice lﬁ' addition, in the case
of the & peEson mlngncerifation: ohihe doghmente Inythis £a56 MPUEYSS, 1t Here i s
atime limt for validity of the electronic signature, so 25 that each
time stmeqgessaryt thettachathel rbgeiphdot thee docnimentpangdr foofhatnpurnese: ¥r i 2 04

JUL 2005 of validity, which is troublesone in practice. It is desirable for
‘al | evi atdoegsdryetovsiole theartceiptttogettiorewith dhp dosunteat, whidl issoubleshmen f 1 i ne

more, but even if a signature verification key is
10 in actual operations.

In the well-known electronic systems for business contracts, it is
technologically possible for a person having a malicious intention to disguise
as tﬁe person having the right to legally acquire the time information. Further,
in the case of a time stamp with an electronic signature by a third party, a

15 document to be time-stamped or a digest thereof is sent to an time stamp
issuing organization, and the time stamp issuing organization returns the

{ time-stamped document with the time information and their electric signature
thereon, so that the operations are complicated and the cost is rather expensive.

Further in the case of the time stamp with an electronic signature by a

20 third party, a time-stamped file and a time stamp certificate (electronic
signature) must be stored together, so that its effective utilization is difficult in
practice.

In addition, in the case of the time stamp with an electronic signature

by a third party, there is a time limit for validity of the electronic signature, so

25 that each time stamp must be updated by the time limit for prolonging the term
2




AnRA
publicized, there is a time linit inthe termof validity for thdé JUL 20
electronic 5 signature, so that the tine stanp nust be updated by the tine
limt for prolonging the termof validity, which is troublesone in
practice. The prevent invention was nade to solve the problens as descri bed
above, and it is an object of the present invention to provide a tine
stanping systemfor electronic docunents nmaking it possible to easily
ti me- st affpaliditgpedienistrooblasdnrgin poseicer epared with a general purpose
docunent preparation software for certifying preparation dates of the

docunent s anditalssdesitableafor! Micvigtiag cheaholl lvadithit ahenmat@sap Icani be al so
an object of the present invgntion to provide a program nedi umfor the

. . Q . .
tI nme st S r It C tg;
PRHIRE Y ﬂﬁ!“&fﬂﬁnee%%ié PRt C e PO UiFER §%ﬁ$§§r§?§§%@§g§m§c

(Means for Sol ving the Prob ens) Atinme stanpii ( _ _
documenbapRERRTI Bgrd 955 %mB! BARPt MENERA" g SalRlikpres | dRneIdeRanL bed 10

claim1l ased on't configuration ere a |"'ue generate ased
on el ect i ¢ dqgu t 20 prepared b client ;el ectrond J

ot epr aPTEHIRR, rahaRAa0h cAme SFAREP Buidt e coalbriehy “tieo st G0 e o
I ncorporated thereipn is Lr mtted to an external organization device and
t he extsrwgpgmgggm%meﬁvaﬁa%t&e‘v&@ Fniyouplesopenn practigEei pt and an

el ectronic signature to _the digest value and returns it to the client, in
whi ch the cli dR¢ Blevent davenidor uwasimade far salvertbecprablemsoas deseiibed
conprises an el ectronic docunent reading neans for reading an 3 0 4 JUL
2005 el ebovenind dotuae mbjecteph thel phgsent anvérizon doiprosiobau adime ptammizg i on
L-softvvare; a digest val ue conputing neans for conputing a digest val ue
incl udi pgstenhdel eleetroniasdecumenlisr esdliagalt fpossiblentos aasidy btisesstam@ r ead
docunent; a transmtting neans for correlating the digest value to an ID
numper dbctfnts including those prepared with a general purpose document
preparation software for certifying preparation dates of the documents and also
to easily and accurately verify the dates. It is also an object of the present
invention to provide a program medium for the time stamping system for
electronic documents as described above.
15
(Means for Solving the Problems)

A time stamping system for electronic documents according to the
present invention is, alkoxysilane described in claim 1, based on the
configuration where a digest value generated based on an electronic document

20 prepared by a client electronic document preparation terminal device with
electronic document preparation software incorporated therein is transmitted to
an external organization device and the external organization device assigns
the time of receipt and an electronic signature to the digest value and returns it

to the client, in which the client electronic document preparation terminal

25 device comprises an electronic document reading means for reading an
3




5 cli-ent electronic docunent preparation term nal device and tfga%slHLttin%
the digest value and the ID nunber to the external organization device; a
receiving means for receiving an electronic certificate transmtted thereto
fromthe external organization device with the termof receipt and the
el ectronic signature assigned to the digest value received by the external
10 organi zation device as well as to the |ID nunber of the client el ectronic
docunentleptrenir docwmeneprapaaed bevibeeslectnanierdedusneniopiepasaiian soliuage;
inserting and witing neans for witing the received electronic
certi f i g digest valike coplputingomieand fouweniputnge dipest- silaanndlusting adiash t he
client electronic docunent preparation term nal device. 15 A
conput egglpeadabhe ypidiggaibimdifemdon Vhlie- Y88 0a el eedd odocum@acunent s
according to the present invention has a programrecorded therein and
enabl i t | s [ | ' e for an
”ﬁaﬁs@%@@#eﬁ{eaggeﬁog%%&glﬁﬁng“ﬂ% &Qe%to{ral%“ﬂi A8 FDdh@eber \Gil

el ectronic aclient”electroni c docunent preparation
term naly. devi |k nj ; Wolg| f RGO rat ed
20 ther gttt ey FRCER RO bFedRHER orRlifRP UBLIC R (iinEIRET B0 0
the electronic certifica returnedq fr,omt ext |- nj Lon device
with t h&8est rﬂéﬁ'&? ?%‘ietilhﬁt &g}ndméﬁg%q &t ﬂb%icf?&gﬂfﬁaﬁﬁr%u%@g&gn%%ﬁ%’ereagy to
t he di gest value, and_ inserting and iting th | ectronic.certificate in
the el cRACEBANE JBKERENIOr TGFOpRIng 3B. § e&ﬁ%ﬂgs‘fﬁlggaﬁ?ﬁ t{q{gr@itlpgnkhegp tronic
docunent preparation 25 term nal device, in which the tcl Il ent el egtroonic
docurenfrop efber xiemal congansatiproadenice 2voth thei éarmmael aeseir aRfr Ror ded
therein for enabling a conputer to realize an electronic docunent reading
funct i oglebtronieaignatuet exssigneice tdotheneligest yabsareccivgdt by tee exigrnnt

docunent preparation software; a digest value conputing function for

conput i gepamightims tdevabeieas vt tae toetite dDeatumber of’ thio aliemtt ekckiogysi | ane
a unidirectional function value thereof-, a transmtting

document preparation terminal device; and an electronic certificate inserting

and writing means for writing the received electronic certificate in the
electronic document to be time-stamped stored in the client electronic
document preparation terminal device.

15 A computer-readable program medium for time-stamping electronic
documents according to the present invention has a program recorded therein
and enabling a computer to realize a function for sending a digest value for an
electronic document prepared by a client electronic document preparation

" terminal device with electronic document preparation software incorporated
20 therein to an external organization device and a function for receiving the
electronic certificate returned from the external organization device with the
~ time of receipt and an electronic signature assigned thereby to the digest value,
and inserting and writing the electronic certificate in the electronic document
to be time-stamped stored in the client electronic document preparation

25 terminal device, in which the client electronic document preparation terminal
4




function for correlating the digest value to an | D nunber of tRekcllile85
“el ectronic docunent preparation termnal device and transmitting the digest
val ue and I D nunber correlated to each other to the external organization
device; a receiving function for receiving the electronic certificate
returned lo fromthe external organization device wwth a tinme stanp and an
el ectronic signature assigned thereto; and an electronic certificate

wr i ti ngdévicetliazna fprogrami tecogded ehemtinrfoe dmbdiokr aionpeteritbi waligei an an

el ectroni c docunent to be tine-stanped prepared by the client electronic

documentleptroRitt ado@imeat Metdling dfuhefon 150 Srcdddss | BREtRRY e dovhifentde tinme
stanpi ng system for el ectroni c docunents according to the present

' “Ve““ by né h&e&%hi&l&c%hh%htagrepﬁaﬁbh b&skt BPé‘e ésdxg%%.i vafud he
prgg;e |umfor t he sys%em y usin : on app |cat|on ; ]Ewaref;)r)
Gocamere2iBpdh *@ﬁ%if%o?@rghﬁﬁgandﬁ%rsﬁr%?@%o & zﬁ? R3dCEeChOR

t f t th d t b th th [
o tecd Oy HERL AR HBE mOr B Benal ik S sof{ dranspifiine™ © 10

certifigate for. the docunment dr cretel Further n th esent ventron
two typRUICEONS IFQE  Soe BTG The | Sér\égllb‘Ssé(P A, Hénamal r pF @&PL\&II iey
for one tyPe of eI ectronic signature is secret while that for the other
type 23lgetrenic dosHmendi prepasateon Sepualcdeviset aad transmisting e digesht a
high reliability Jlevel can be perforned also at the user site without

| osi ng valeehagd H2awmnbgr |coretlatedn to heaohr efleart to rthenextomalt begamtatien e for
docunent preparation is integrated with the tine stanping function, so

that evdgyioop acesteteimigl Yuhetbat for ancbpiin cihicedlectropid tertifientt zetuseed can
select hinmself or herself an easy verification nethod or a difficult and

stripct o fthe adieATebRRMhiZAEor QIdvﬁé’é nﬁu;ﬁ altime Stapifp AL ahdeRegtionid he

i nportance of a docunent” to be verif
signature assigned thereto; and an electromc certificate writing function for
writing the returned electronic certificate in an electronic document to be
time-stamped prepered by the client electronic document preparation terminal
device.

15 As described above, with the time stamping system for electronic
documents according to the present invention based on the configuration as
described above as well as the program medium for the system, by using
add-on application software for preparation of documents, the time stamp
processing can be performed to documents treated by the software, and further

20 as a time stamp certificate is buried in the document to be time-stamped, so
that there is no need of managing a document to be time-stamped and a time
stamp certificate for the document discretely. Further in the present
invention, two types of electronic signatures are possible, and a verification

key for one type of electronic signature is secret, while that for the other type

25  of electronic signature is public, so that the verification at a high reliability
5
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BRI EF DESCRI PTION OF THE DRAWNGS 10 Fig. 1 is a bl ock di agram show ng

general configuration of a tine stanping systemfor electronic docunents
according to one enbodi nent of the present invention; Fig. 2 is a data

fl ow di agram showing a data flow at a center when a tinme stanp is
generated in the tinme stanping systemfor electronic docunents 15
according to an enbodi nent of the present inventiaon; Fig. 3.is a data flow
di agr anke¥BbRAPS peEtarmeb s ab the juser sater withests lasing &ee bighnsecuarity
generated in the tinme stanping systemfor electronic docunents according
to an deweli ment of the present invention; Fig. 4 is a data flow di agram
showi ng a data flow during the tine 20 stanp offline verification in the
time stanpi ndnsyk¢ epackont eheenition) chelosufowates foacdsoudnent Emepa:radmhoéﬂ ment
of the present invention; Fig. 5is a data flow di agram show ng a data fl ow

at the iggedrated witldhe et stirpihgnRinbion) §oVeiat fdveaybie caf ¢4yt treBt
stanpi ng systemfor electronic”™ docunents according to an enbodinent of the

present i\ R¥RALARE: tifte Mfta, GinldS saudat @ah! S¥ledi 3HHARS %?Y‘h&%e?f dat aady ow at

the client site 6 0 4 JUL 2005 during the tinme stanp online verificdtion in
the 'ti I e - ol : '

embodi i GR TR SHRUC & HAGFEHIRHE VERATaT0] AERRIEANLAAAE 9, i ng

a data f]low.at the cente urin t he ti.nme, stanp .online veri.fication in the
e ot g AR st fo M rbirhiCe b AR R FetiBel an enbod ment
of the present invention; Fig. 8 is a data flow di agram show ng a data fl ow

at the client site during the tine stanp online verification in the tine
st anpi nﬁﬂﬁ stemfor_ _electronic docunents according to an enbodi nent of the

pr esent nPESCGREFION OF THERIRANINGD vi ew showi ng the tine stanp
data structure '

10 Fig. 1 is a block diagram showing general configuration of a time
stamping system for electronic documents according to one embodiment of the
present invention;

Fig. 2is a data flow diagram showing a data flow at a center when a
time stamp is generated in the time stamping system for electronic documents

15 according to an embodiment of the present invention;

Fig. 3 is a data flow diagram showing a data flow at a client site when a
time stamp is generated in the time stamping system for electronic documents
according to an embodiment of the present invention;

Fig. 4 is a data flow diagram showing a data flow during the time

20  stamp offline verification in the time stamping system for electronic documents
according to an embodiment of the present invention;

Fig. 5 is a data flow diagram showing a data flow at the center during
the time stamp online verification in the time stamping system for electronic

documents according to an embodiment of the present invention;

25 Fig. 6 is a data flow diagram showing a data flow at the client site
6



o used in the time stanping systemfor el ectronic docunents accdt di p\@LtZ{]GS‘
an- enbodi nent of the present invention; and Fig. 10 is an explanatory view
showi ng the docunent data structure. Description of Signs 15 10: Tine stanp
processi ng organi zation as a center 11: Tinmer server 12: Tine stanp

I ssuing server 13: Time stanp verifying server 20: Electronic docunent
preparation organi zation 20 _30: First docunent preparation term nal device
31: Reqliendngfibe Hme stampanplise: vexbipanar ino thedime gfampingrsystemnnfolst anp
40: Second docunent preparation term nal device 50: Communication network
25 Ks leleSgonmt déayments apooedatg tnanemzbadigreatt wféh ppesent invenfi@gos5 Ks2:
Secret key for generation of a signature Kvl: Public key for verification

of a signat urkig. RV a idakd ﬂbvk@ja%@ﬁn\shbiuﬁhgai dara flbwaasilgne¢ntee durldglAl LED
DESCRI PTI ON OF THE EMBODI MENTS The tine stanping systemfor electronic

documenip AFROSHIRNY dilineeVBeHtaBHA Snothe! HmePELBPIhg Fyseahi ot eleetrdaier i bed

below with reference to the attached draw ngs. 'Fig. "1 shows general
conty 9U8aH By Alackof TR, & TBLIDIRTH ATAERREGIEIGyEgR emood Tent of (he
nunetal 12,2 I 38R PSRBT AR 2l BOUPe R 50 o
during the time stamp online verification in the time stamping system for
electronic documents according to an embodiment of the present invention,
Fig. 9 is an explanatory view showing the time stamp data structure
10 used in the time stamping system for electronic documents according to an

embodiment of the present invention; and

Fig. 10 is an explanatory view showing the document data structure.

Description of Signs
15 10: Time stamp processing organization as a center
11: Timer server
12:  Time stamp issuing server
13:  Time stamp verifying server

20:  Electronic document preparation organization

20 30:  First document preparation terminal device
31:  Request for a time stamp
32 Response to the request for a time stamp
40): Second document preparation terminal device
50 Communication network

25 Ksl: Secret key for generation of a signature
7



organi zation as a client. The tine stanp processing center 10 C'gdprJiU&e@U@
tinmer server 11, a tinme stanp issuing server 12, and a tinme stanp
verification server 13. is The el ectronic docunent preparing organization
20 conprises a plurality of electronic docunment preparation term nal
devices, and specifically has a first docunent preparation term nal device
30 (client A) and a second docunment preparation term nal device 40 (client
B). TheKsiZme Scenep keydor ggnerroneof a 3ignadure ne stanp verification server 13
in the tinme stanp processing 20 center 10 have conputers or conmunication
equi pneKivir esPeblic kelyfor aedifaiasiont dfea dggnmarers  prepari ng organi zation 20 and
second docunent preparation term nal device 40 have conputers or

conmuni Raia;on Rabli® kedtfor ¥eafihtivgl of a sibh@atlie™® stanmp processing center 10
and the el ectronic -docunent preparing organization 20 are connected

t hrough a comuni cati on network 50 such as 25 the Internet to each other so
t hat communi cations can be performed s 0 4 JUL 2005 t herebetween, and al so

the fir ' i ] ice 40 are connected
thr6%9hnggﬁﬁggpfgggﬁzﬁfgggggfgﬂggﬁﬁg@gggﬁjgﬁgggNggythat conmuni cat i ons
can be perforaed t.herehet ween. Furth each.of -th i t | i

server 12, tiﬂﬁesbgﬁbsﬂgngﬁ?gf§ ?ﬂbﬁ%geﬁ@@FQﬁé é@%%ﬁﬁﬁﬁcﬁggﬂ#ﬁﬁgeggration
term nal devj.ce 30, .apnd second docunent pye ati.on ternjnal .device 40 has
a keyi ngQREHES Pgrtﬂﬁrpfeé%fc%ﬂ‘@rﬂt@% ﬁ%&i%&g{’?‘isﬁ?&éﬁ Wg{ ,fef&ﬁ%“%f%
specifically the tinme stanp . issuing server 12 have_ signature generation

secret gyattaghedadepviggs. + Kagt | mhosvsagenerab configuration o8 pdme S5ampang

signature verification secret key K'2, the first io docunent preparation

‘t er m nasystem eecaalihgstca onegembodiment i 6f ¢l ippesenibinventiony aud inathds t he

second docunent preparation term nal devite 40 has a signature

verid i chignes dusddnatcd ey the teference numeralﬂis a time stamp processing center as
an external organization, and at 20 is an electronic document preparing
organization as a client. The time stamp processing center 10 comprises a
timer server 11, a time stamp issuing server 12, and a time stamp verification
server 13.

15 The electronic document preparing organization 20 comprises a
plurality of electronic document preparation terminal devices, and specifically
has a first document preparation terminal device 30 (client A) and a second
document preparation terminal device 40 (client B). The time stamp issuing
server 12 and time stamp verification server 13 in the time stamp processing

20 center 10 have computers or communication equipment respectively, and also
the document preparing organization 20 and second document preparation
terminal device 40 have computers or communication equipment respectively.
The time stamp processing center 10 and the electronic document preparing

organization 20 are connected through a communication network 50 such as

25 the Internet to each other so that communications can be performed
8




The tine server 11 in the tine stanp processing center 10 is ﬁy&lcj@ﬂo I.zed
to the Coordinate Universal Tine, and distributes tine data to the i 585 me
stanp issuing server 12. The first docunment preparation term nal device 30
transmits a time stanp request nessage 31 to the tinme stanp issuing server
12, and the tinme stanp issuing server 12 returns a tine stanp response
nmessage 32 to the first docunment preparation term nal device 30. Simlarly,
t he sectiriebeisworn)tndraparthe ifost teeminabdedieei ¥k and secand rexminel tdevecsst anp
20 verification request nmessage 41 to the time stanp verification server

13, whi 4@ drbecdrindeted dnougdr hfdoratniugicato eetwdrk Santorebsh athemsoshatp
verification result 42 to the second docunent preparation term nal device

40. Fur&%ﬁ@ga{ib%bm%@dmgaw&ﬂ_erm' nal device 30 transmts a

tinme-sta cunent fil'e to the second docunment preparation term nal
device 40. 25 i t@frp%i's Wale er; I Quihges t £
signature by Eiﬂggeéﬁf)o a gi f\tghtel r?gﬁggt ésstl%nghgé%%?a 1’??) gtlla]%fci %e-s‘tyarrped
in response to the ti t i ' - fr : i ta. d-on
sof tdar ggnﬁﬁgﬁgpn%ergpgﬁb?, @ﬁ?ﬁ H‘%ﬁﬁeﬁﬂ ége&)\l/égéﬁ(lé %g}é% estdgq??e;nat’ u?lgtgon t he
time stanp data in response .to  the ti .St verificatign requgst_ from
the 1] meoanshiiosuRenh eeratation. tormnal deuige AThhas aokeibe fiheton o
organi zation 20 in the client sjte aas time sSta &"d?g-_on software.which is
appl i caelestronie signatureorespeei¥elyn GnanaosdSpPeeidicatiyc el $RMR1SSYE
docunents). The electronic docunment preparing organization 20 fetches tine
dat a fr senvenel 2 baversignatire i ganesatiomsesteinkeyspKar @8di Kgp.ribgusie pamp
generated, and transmts a digest value (hash value)for a 10 docunent to be

‘ti me- st gerédationt ferveentFrhasaahsignaturcheetifivetionasqerpt deys K.ng the dirst
performed, while the center assigns tine data and an el ectronic signature

to 14 heddiafiht bparadth terininad deveceliB0ehhs akigmatord berificgtiohzpablo 20.
The hash value i's a value conputed through a hash function which is a
key K,i, and the second document preparation terminal device 40 has a
signature verification public key K,;.
The time server 11 in the time stamp processing center 10 is
synchronized to the Coordinate Universal Time, and distributes time data to the
15 time stamp issuing server 12. The first document preparation terminal device
30 transmits a time stamp request message 31 to the time stamp issuing server
12, and the time stamp issuing server 12 returns a time stamp response
message 32 to the first document preparation terminal device 30. Similarly,
the second document preparation terminal device 40 transmits a time stamp
20  verification request message 41 to the time stamp verification server 13, whi_le
the time stamp verification server 13 transmits a time stamp verification result
42 to the second document preparation terminal device 40. Further the first
document preparation terminal device 30 transmits a time-stamped document

file to the second document preparation terminal device 40.

25 The time stamp issuing server 12 provides an electronic signature by
9




uni directional function, and the unidirectional function can egsi l§ih&ih
operated 1is to convert an input value and output the converted val ue, but
can not or can hardly be applied to conputing in the reverse direction. On
t he ot her hand, the hash function is, to define it broadly, a function for
mappi ng values to a board area, but the hash function used for encryption
or the like is wunidirectional in some aspects, and also has the

non- coldddihggirneidach denhe dafa (orbeniimg-sthatpedhin mespbabe Ito tthe dfmgisiamp t he
same result to different input values is |Iow). Conponents of the client

Softwarigsﬁiﬂ%' H@tﬁjésit”ﬂo‘fﬁafﬁé afifle Oftas®S tadi-on sofowment Ehet tine atampn
software, ahd anh operating system and these conponents forma tinme stanp

gener atx}c{}?%%ﬁfaﬁ Obrvef 13! dB-atIc Wi BHARREICIHEMiIAS (@bl ddiBdn Fessdrmse thof 111 ne

verifica , an online authentiCity veritying section 10 (for issuing

veri i &t 187 'an"on i e _ Gt fon 10 (1o g

the 11 el egeharticuyi Al fdhoht oot PRy AR WAl o Xr e O TR "
I f d t f ti for .per i i cat:i i

{ e stélipdotits AoEHieed npiparings orBimifRioR 2 b JRTEHARE T as dRRET ™ 19
d and ' .0 Read- Onl ' h : df

o7 agTamD A S RRErS Yok ThapplisRon oo dor pranrnrg sl SRR,

(offline verification) has _a function to displ ay,daéa in a buried.
TS- obj edocurmemtst i(etecstamp docnmenish t y Theer elegiRgiG cdosWRERt oPTGPEEWIEN g
inquiries to the center) has a function to conpute 10 a hash,  value for a
docunensrganidation i20e fetchop thmei datat feomei the gentenceachn tige & dHBe affdMecei ve
time stanp information verification requests and the results to and from
't he cenpgiceséin @q&éﬂcisi gendrated, amidatransmits i digeist viakues Erdshi valvedior s
shown i'n Fig. 9, the tine stanp data generally conprises original tine
stanp | ‘%‘?ﬁ?{gﬁt gﬁ”‘bé IRé Istdmiped itdthé BéMciehtR ind the Kine statos precussthgest
oc),

i s val ue and a ti stanp server identifier (TSS-1D) each as a
TS- obj el performed, while the center assigns time data and an electronic signature to

=D

the digest value and returns the digest value to the organization 20.
The hash value is a value computed through a hash function which is a
unidirectional function, and the unidirectional function can easily be operated
15 to convert an input value and output the converted value, but can not or can
hardly be applied to computing in the reverse direction. On the other hand,
the hash function is, to define it broadly, a function for mapping values to a
board area, but the hash function used for encryption or the like is
unidirectional in some aspects, and also has the non-colliding coincidence
20  (meaning that the probability of giving the same result to different input values
is low).
Components of the client software include time stamp add-on software,
document edition add-on software, and an operating system, and these
components form a time stamp generating section, a time stamp authenticity

25  verifying section (offline verification), an online authenticity verifying section
10
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(TS-obj); public key-signed information conprising an el ect roniﬁc si!gnat ure
(StG 1) for the original time stanp information(the signature verification
key 1is public), nanmely information (SIG 1) prepared by converting the
original tinme stanp information (T-fix, Hdoc, TSS-1D) to hash val ues and
encodi ng 20 the hash values with the signature verification public key
(KV2) and decodable to the hash values for the original tinme sta

i nf or maffoorisgyingevpiirigs tthetheeoentde) amkh tinleusmprathentaty eyyinged

i nformati on conprising an electronic signature (SIG2) assigned to the
ori gi nagedtiore sThemtimef sitmy genermiting becttemthes 4 fhrction fat wompetingizat i on
key is not public), and an stanp imge 25 (marking). 11 JUL 2,'025 Fig. 10

shows aRagxavilhe @or dpcldo®itheflet @ fandubhe foocperestmiat acdmudiivatiess to a
header bl ock, an index block, and a detail block, and the header is

R L0 sy MG AR

and a version f ocument. The i ndex

it o e S B i Aokt ORAEERTRRe e (ETRLSRR THEL o

I ndi catets maﬁﬁiﬁthe daEa Is to be displayed or not, a position for
di spl ay? OLg&f P ﬂﬁ?‘?lgﬁn ‘concerning the | ocation where the data to be

di spl ayed is esent. The detail. .section stores therein data for gach

obj 6ct det | nelns TR SRISIDEBLGHE YorHainssackon SAflneucTisatp) BAs
<Layout >, <Dataoffset>, and_ <DataSize> The <Type> defines an object type,
and” conpifitBesomtoulisplay datadp aburisdvli Hphieeist abae fmeistasyp agihenieity
(character string data), Value (nunerical value), and G aphic (Inmage

'dat a) . esfyiag sestianddar issuirg myjuiiieditodhe mgnerethiasa funstide o ¢ompotde

di spl ayed or not, Layout is information for 15 a display position (a
coordi natteishavgep, fdsed adchsminti withna airheestaingr btified Ratedih, abfragkiomta

Dat aSi ze indicates a data size of object data in the detail block. A
send and receive time stamp information verification requests and the results to
and from the center, and a function to display a result of the verification.

As shown in Fig. 9, the time stamp data generally comprises original

time starmp information comprising time information (T-fix), a document digest

15  value (H-doc), and a time stamp server identifier (TSS-ID) each as a TS-object
(TS-obj); public key-signed information corsprising an electronic signature
(SIG-1) for the original time stamp information(the signature verification key

is public), namely information (SIG-1) prepared by converting the original
time stamp information (T-fix, H-doc, TSS-ID) to hash values and encoding

20  the hash values with the signature verification public key (KV;) and decodable
to the hash values for the original time stamp information by decoding the
encoded hash values, and secret key-signed information comprising an
electronic signature (SIG-2) assigned to the original time stamp information at

the center (the signature verification key is not public), and an stamp 1mage

25 (marking). 11
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portion of the docunent data block as an object for which a di geﬂ”*vé‘i“ue- S
to- be calculated and also which is to be treated as an object for an

el ectronic signature for time stanping is the section "A" excluding the
object for tinme 20 starrpi ng. The sections corresponding to - the index and
detail blocks are the "sign A" as an object for hash conputing, while the
object for time stanping is the sign TS-obj. Namely the time stanp is

i ncor por at ed Kig. tIfeshives mantxarfply: of debomena dada,carid tve tlocumenedatd th of a
time stanp in the tinme stanp processing center 10 which is an external

or gani z@ivi@ed t@atheadles bAvek i dh ikkexFblck? andre deepl Blockt hadttheheatens
i ssuing server 12 receives a hash value 12 0 4 JUL 2005 (Hdoc) fromthe

first deguiBAtioR rERM: r%t tPthd &6énﬂ@ht de v ﬁﬁof@sﬂléh b an AitR6HS Aainte, darMMENt
preparing organization 20 as a client site. In step S2, the tinme stanp

| ssui ng, %%féiS@ylf%pﬁgxﬁﬁﬁﬁafs pg%(g oF gglg%ﬁbﬁg k- cﬁ%ﬂméﬁpm THE 838t fMagl! ock.

Then in step generates two s

"o 5t AT Sk el &o@ﬁﬁ@e%ﬁ&ﬁn@%@éﬂf@ﬁ@n g
gener at# gHestls gentl@géfégsaém TSR, REEET e pdR e gﬁ};@gﬂé e

the tine stanp issuing . server 12 and the ele tronl S|g S are

r et ur nedataois He ther shspleyedent nPb gr HOSHIAN oi‘cmrtéh IHRUAN ¢ he
client site. Fig. 3 shows a data flow for generation of a tlrre starrp in the
first coneeraing freloagicinowhese ihe dataléy beedisplayedasqgmesent. sithe datal i n
step S5, determination is nade as to whether the license is correct or
‘not, anseaticsostased thersineddtefor bach ebjectfdefaleiddint the(ifid8D) is within the
specified term based on the 15 systemtinme or not. If it is determ ned that
the ot erm of vEhé dinli¥x siocRotoR@eiRes exDispAdy>! k3 SysitemiDaaoffsetry gubs to

step S6 where an TS-object is generated for t he docunent to be

time- stamekigrd, t O RIBRIeS Hekites! & | AL TypePhnd Mffprises Group (a

group not having substantial data), String (character string data), Value

(numerical value), and Graphic (Image data). Display is a control flag
indicating whether the data is to be displayed or not, Layout is information for
15 a display position (a coordinate range), DataOffset is an offset for the Detail
block, and DataSize indicates a da_ta size of object data in the detail block. A
portion of the document data block as an object for which a digest value is to
be calculated and also which is to be treated as an object for an electronic
signature for time stamping is the section “A” excluding the object for time
20 stamping. The sections corresponding to the index and detail blocks are the
“sign A” as an object for hash computing, while the object for time stamping is

the sign TS-obj. Namely the time stamp is incorporated in the document.
Fig. 2 shows a data flow for generation of a time stamp in the time
stamp processing center 10 which is an external organization, and as shown in

25 TFig. 2, in step S1, the time stamp issuing server 12 receives a hash value
12



in step S7, a hash value is conmputed for the portion "A" which isﬂl' JUL 2005
equi valent to a portion of the docunent to be tine-stanped excluding the
TS-object 20 therefrom(a result of computing is H. Then in step S8, a
request for tine stanping is sent to the tinme stanp issuing server 12 at
the center, and in step S9, the tinme stanp is received fromthe tinme stanp
I ssuing server 12 to obtain a time stanp server identifier (TSS-1D), tine
i nf or nef-aloc) Tfifm) thearfirst| docwment pripgration eterpsnal 1devase 3§ 1psiihen jn
step S10, the received tine information (T-fix) is checked 13 04 JUL 2005

agai nstelebgohiy doaiment pﬁbéjmir(gTe@ﬂﬁ)'zatbord 20ersna oHenhsither In kept 82mher
validity has been expired or not. If it is determned that the term of

val i di tfag issaﬂ@gﬁr sBIRIrT B fefiche§ tBe cBrtentt thmef €F-6ing dromnthessystpm
information (TSS-1D, T-fix, SIG1l, SIG2) is substituted into the

15 0b] ek TSR ih0%ichNS3dAkETRiHe ebp Rshidl sekadipdd eaheratbenwon step

S12, the docunent is st as Re y data th a random password. |f
it is dgt L.ned.:] _andyyed.! . f oy @ldegi hggdreen
expiy e IeETONGY o n el ISFE, B0 SIEF QG e e[Vl (Rl bid el
atinme st ene i sgreen i s operat.ed,i r : =4 Lent
e RHORIBNE WapxEtan i ABomReal FERiSRI s BRTB el p iOEhee
initializi the tine stanp area by, operating the use. Fig.. a
it o 1 GCSS TN 66t Bae SFEDP eVl OIE A the TRUrE ehitich-Se

whet her the docunent file is Read Only or noiféﬁ} determned in.step Sl14.
Wien i tkeys dat.eKai,nead ther innsfepi b4, tie pdenf! i‘?r $he, f9Re SRR 1SSU%nput ed
for the portion "A" of the docunent to be tine-stanped excluding 15 the
‘TS- obj esgrvehel2faminthandeetropiulsignatutdse asorptitined 1 thet Hesk) doqwagnt
step 516, the second docunent preparation term nal device 40 at the client
sitg) dpfeqrrhtien teinat devive 3Gahtheatlient(sitedoc) for the docunent to be

time-stanped is the sanme as a result of the conputing (H-now or not. Wen
Fig. 3 shows a data flow for generation of a time stamp in the first
document preparation terminal device 30 as a client site, and in step S5,
determination is made as to whether the license is correct or not, and also as to
whether the term of validity (T-BND) is within the specified term based on the
15  system time or not. If it is determined that the term of validity has not been
expired, the system processing goes to step S6 where an T'S-object is generated
for the document to be time-stamped and the object is initialized (T'S-obj), and
in step S7, a hash value is computed for the portion “A” which is equivalent
to a portion of the document to be time-stamped excluding the TS-object
20 therefrom (a result of computing is H). Then in step S8, a request for time
stamping is sent to the time stamp issuing server 12 at the center, and in step
S9, the time stamp is received from the time stamp issuing server 12 to obtain a
time stamp server identifier (TSS-ID), time information (T-fix), and electronic
signatures (SIG-1, SIG-2).

25 Then in step S10, the received time information (T-fix) is checked
13




it is determned that the hash value is the sane as (H now), the( pudlic28id
key-signed i nformati on encoded by the operation of the signature
verification public key (K,,1) for the second docunent preparation

term nal device 40 is decoded, and based on this decoded public key-signed
I nformati on, conparison and verification to the original tinme stanp

i nformation (T-fix, Hdoc, and TSS-I1D) (nore specifically, conparison and
veri fi cagaiost tfe teimm @b vdhdige@-ENIDRtd detaririne Ivautthenilee ssrgm ar vabidis G 1)
to the hash value for the 14 0 1, JUL 2005 original tinme stamp) is

per f or nkgs besd epired brirotdef ér 1§ detbridiaéd tthet tas ey alfuealidity thwe ot gi nal
time stanp information is the sane as the decoded value for the electronic

si gnat Up&en bkgiréd,d'ir% @ie?vsqh,i thesfetBhe&d $irhd 3tardp i fotnatdn S\ESS—I’IB! Tfigation
has not been thanged after the tine stanp was issued. 5 en it is

determ ! ' ' : ' heand
when 11519 haG 2 s SEOHTERA hitp B T ERTISORY £ thEFocild bE S

(H now),..or enqjt is term | t ts v, t he
ort G ot oG Red s R P12 188 ERa T St KRGt S bl o
the electronic,signature ( 1 the.system co ol shifts tg step S19,
bnd t nevi SeaadnEBR. IF i deteainedt 1Y bsoby aed b0 dhabfheieEh ha
the result of. verification has changed after the tine np. was i ssued. In
a case Whaabdityehys F?éegtf'a%ﬁwgrﬂxﬁ SHOT gf dsplaypdiig %Brgigd dh1s e Pout er
termnal device at the client site, when the public key is operated, and
nor e speefeti hat,) whehen tihe stampegeneiaiion sezedrs 1opperated 1amdcempuiedaby
operating the nouse, the public 15 key-signed information can be discl osed
‘and obt thienetdicnEi gite, Stlencpublys  Keys bognaudatiafétation cimebetabtpimed ibye
verification when all of the operations for verifying a signature are
berioor rigdializipateaithe sampngrely: oferatinyshbmosy fi cati on pr ocessi ng

performed by the time stanp verifications server 13 at the center side. At
first, in stepjgSaf.shiods WelhfaY 108y in time stamp offline verification, and as
‘shown in Fig. 4, whether the document file is Read Only or not is determined
in step S14. When it is determined that the file is Read Only, a hash value is
computed for the portion “A” of the document to be time-stamped excluding
15 the TS-object therefrom, and a result of the computing is (H-now). Then in
step S16, the second document preparation terminal device 40 at the client site
determines whether the hash value (H-doc) for the document to be
time-stamped is the same as a result of the computing (H-now) or not. When
it is determined that the hash value is the same as (H-now), the public
20 key-signed information encoded by the operation fohe signature verification
public key (K,;) for the second document preparation terminal device 40 is
decoded, and based on this decoded public key-signed information,
comparison and verification to the original time stamp information (T-fix,

H-doc, and TSS-ID) (more specifically, comparison and verification of the

25  decoded value for the electronic signature (SIG-1) to the hash value for the

14
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20 the tinme stanp at the center, the tinme stanp verification sQr%e“”1§B§%
the center receives a request massage including a digest value for a
docunent to be tinme-stanped (TS-obj, Hdoc), tinme information (TS-obj,
T-fix), and electronic signatures (TS-obj, SIG2) fromthe second docunent
preparation termnal device 40 at the client site. Then in step S21, the
secret key-signed 25 information in the electronic certificate encoded by
oper at i sxjginad tingnathind ISpBrformed,. ad@0Sheer itf isc determined rtbat ithy hash2) in

t he second docunent preparation termnal device 40 at the client site is

decodedyalaBdob #ise drizinilngnitesaggirfeamationkehs isgnedas tHeodeedsdeahyalue
conparison and verification to the original time stanp information (T-fix,

Hdoc, %%Sa*eD}eleQ:Mﬁcssqgﬁéﬁuke,aiﬂ ¥ &l %@Qﬁ aBf §18ahhf ixaéddn off tHehe hash
val ue for t or

e original tinme stanp in tion to the decoded value for the
el ectropl Ge-Si ' ' ; S22, a result of
t he verY#ﬁfégét?%ﬂh?éﬁP&%%?]@g%%g{(?}?l?)gﬁgxée g@%% Sci%%:lger‘@;ént preparation
term nal devi 40. at e clie i ke. | e oni c
sigRature is é‘r’ét’éa&fgtﬁgn%ﬂ]h%d&gtdwgéﬁm%?gsng??ﬁééﬁt eyq%no erey f or
verificatiqgn of the signature i.s not publicized. Fi.g.,6.sha data fl ow
in veri§tPRa @@db‘yﬁ@ﬂégé%ésmaéﬁm ep Eﬁé&ﬁﬁ%ﬁ%@%lﬁﬁ&@% 40 at
the client site, At first,_ a docunment .digest__value (TS-qbj,.H doc) buried
in a doeufEneow), o6 Wherikisadpeamipeddn S%ﬁp &%ﬁn%nthﬁ@sgbw?l% g‘?fc;‘?e tine
i nformation (TS-obj, T-fix), an identifier for is the tine server itself
(TS- obj orighed Ithpe stamhpainfematioaniscnet treasame 3sTtheodpcods] galue foletheet ched.
In this step, offline verification may automatically be perfornmed before

‘onl i ne ¥eeirbni@isigmtute (SIEP1 52he systenueshtrbbrshiftsithi stepi Sh9pfandt tee ti me
stanps for the docunent digest value (TS-obj, Hdoc), tine information

(7560 ot ey s s st 0 ki 08 el 2 s
verification has changed after the time stamp was issued. In a case where the
tire stamp verification screen is operated on a computer terminal device at the
clent site, when the public key is operated, and more specifically when the
time stamp area is operated and started by operating the mouse, the public

15  key-signed information can be disclosed and obtained.

Fig. 5 and Fig. 6 show a data flow in tir_ne stamp online verification
when all of the operations for verifying a signature are performed at the center,
and Fig. 5 shows the verification processing performed by the time stamp
verifications server 13 at the center side. At first, in step S20, for verifying

20 the time stamp at the center, the time stamp verification server 13 at the center
receives a request massage including a digest value for a document to be
time-stamped (TS-obj, H-doc), time information (T'S-obj, T-fix), and electronic
signatures (TS-obj, SIG-2) from the second document preparation terminal

device 40 at the client site. Then in step S21, the secret key-signed

25  information in the electronic certificate encoded by operating the signature
15




result of the time stanp verification is received fromthe ti fe, stiamaiis
verification server 13 at the center, and instep S26, a result of the
verification is displayed. Fig. 7 and Fig. 8 show a data flowin tine
stanp.online verification in a 25 case where only the decoding is :
performed at the center, and as shown in Fig. 7, 16 for verifying the tine
stanp at the center, the tine stanp verification server 13, receives in
step Svendicatian searg keyi (Kedt inodheesprond sosyments Brepapailon | ICEIRY; ¢
signature (TS-obj, SIG2) fromthe second docunent preparation term nal

devi ce dviet 4hetctherdienitt site Thededadest, epndsdmsedhenethscdeonded siegielt ure s
(TS-obj, SIG2) received fromthe client is decoded with the signature

veri fi dedy-sizredcinforiatiolyCompadsohandesstiification ¢o itie oaiginal timeistalinpat ed by
the sign D. Then the result of decoding Dis returned to the client in

step Sa@fofhdtioR $TONR, ddidod! ORSSIDIY @edeOr spRititivallihecompanidod o amalent

preparation term nal device 40 at thé client site, and to performonline

i 0 ver i%éﬁﬁmh ot R hidE vl Pofhd f&lﬁhhp wméistﬁngaﬁlfgﬁﬁmaoh noFile 8, in

Z't ep S30, e second document preparati termnal device 40 fetches a
ot o0t YRk PRlsCTor T OHIRR! iRl [ ST PIR ek maR] THAR) 1=
Sa1, heAPvSPae (BRIt e 16 vimieion: QaRrN(D: i TeRBhgg ot bt

information (TS-obj, T-fix), and _the identifier for the tinme.sta erver
(TS- obj @OntBeanfﬁP@a@@ﬁ’pﬁl@é!PagrﬂFVéw r‘ﬂg (@l the dligat C%E:put‘l‘xﬁgd?%crg?eégl ayed

as Hnow In step S32, the second docunent preparation term nal device 40
't equestabans, iahi elacironicosignatireiisngensraing andrvetrrfgﬂla phthe eafiter, SPdhat
(TS-obj, SIG2) for the tinme stanp 20 verification server 13 at the center,
and.or ecleey éor verificaponds the sinatureals natguidioiged from the center. Then in
step S34, whether Dis the sane as Hnow or not is determ ned, nanmely the
ti-me informatFign, 6 dilgess «addte, flawd ihDverification by the second document
preparation terminal device 40 at the client site. At first, a document digest
value (TS-obj, H-doc) buried in a document to be time-stamped, time
information (TS-obj, H-doc), time information (TS-obj, T-fix), an identifier for
15 the time server itself (TS-obj, TSS-ID), and an electronic signature (TS-obj,
SIG-2) are fetched. In this step, offline verification may automatically be
performed before online verification. In step S24, a request for verification of
the time stamps for the document digest value (TS-obj, H-doc), time
information (TS-obj, T-fix), and the electronic signatures (TS-obj, SIG-2) is
20  sent to the time stamp verification server 13 at the center. Then in step 825, a
result of the time stamp verification is received from the time stamp
verification server 13 at the center, and instep S26, a result of the verification is
displayed.

Fig. 7 and Fig. 8 show a data flow in time stamp online verification in a

»s  case where only the decoding is performed at the center, and as shown in Fig. 7,
16




o | | JuL 200
are checked, and if it i's determned that Dis the sane as H-h%\}v, It is
displayed in step S34 that the result of verification is acceptable. If it
is determined that 25 Dis not the sane as Hnow, it is displayed in step
S36 that the result of 17 04 JUL 2005 verification is not acceptable. As
the tinme stanping systemfor electronic docunents according to the

enbodi nents of the invention as described above has a tine stanpin

f unct i ofor verfyang dbie tinee stamp at el contesotheams stampayerification seestthdar e f or
preparation of 5 docunents, so that the time stanping is automatically

per f or nebebyest Ha atbp B27 softimer stashpn verificatioan redquesb entassases t mrpde i s
opened. Further, as the tine stanp is incorporated in the docunent, there
i s no ngReulonic BERGLRY (TISLobRPSEGL2) Flognathe tdwoild decairm hidtiomat e

di scretely. Further multiplex security against illegal nodification of a

“tinme st : G : LPe 1) QS ' i ralit
fei’ﬂggﬁﬂpdévﬁ% AgPthd elibft \fte! THEn ta%w@zs, thé Q¥¥Rshiandomataka!r y

of veri tion steps are prepared, at "a user can select an optical

et hod {'_Pgiﬁu@r | éi@éﬁgin?gceﬂfve@og%gﬁnﬁﬁa td lisf‘@ﬂt%cloﬂeﬂthiithﬂfé agkatilfe ach

docunen t her géneration verification o an ectroni c sl gnhature
are perforped.at the genter an he k f-Qr Lfi cat: | ure is
nor publ PTeaBhsPeriEY la AR e orsrtEianRibfftaced b3 G 3 TS
(termof, val,jdity of t] st.a .can be extended. (Advant s of the

| nvent i b’l) a’kﬁe'a %F‘?Sd’zﬁoggg%‘,&mgﬁé 1?6?‘["6&?&602[6‘?/8 ?%é’é’sStﬁp ovi ded by the
time stanping systemfor electroni¢ docunents agd awprogra HEdi um for the
sane 20 accoFig.n§ showsedpieeduacessingnpedarmed) byy e (3§60BAIABRUIETE war e

incorporating a time stanping function for such functions as reading

‘docunenpscparationr tiroxinab ncftasihe v4) uats ther alient sdieonand otoapesfaran nepline
organi zati on device, receiving certificates fromthe external

10  verification for a time stamp at the client site, as shown in Fig. 8, in step S30,

the second document preparation terminal device 40 fetches a digest value

buried in a document to be time-stamped (TS-obj, H-doc), time information

(TS-obj, T-fix), an identifier for the time server identifier (TS-obj, TSS-ID),

and an electronic signature (TS-obj, SIG-2). In step S31, hash values for the

15  document digest value (TS-obj, H-doc), time information (TS-obj, T-fix), and

the identifier for the time stamp server (TS-obj, TSS-ID) are computed, and a

result of the computing is displayed as H-now. In step S32, the second

document preparation terminal device 40 requests verification of the time

stamp for the electronic signature (TS-obj, SIG-2) for the time stamp

20 verification server 13 at the center, and receives in step S33 a result of

decoding D from the center. Then in step S34, whether D is the same as

H-now or not is determined, namely the time information, digest value, and ID

are checked, and if it is determined that D is the same as H-now, it is displayed

in step S34 that the result of verification is acceptable. If it is determined that

25 D is not the same as H-now, it is displayed in step S36 that the result of
17



organi zation device, and burying a certificate in an el ectroni & todimeiing
It"is 25 possible to assign tine stanp information to .an el ectronic
docunent prepared 18 04 JUL 2005 by general purpose docunent preparation
software installed in a termnal device at a client site, and therefore
time information for certification can easily and automatically be stanped
on each docunment during preparation of the docunent. 5 (2) The electronic
certi f iveatfecation isemoti accgptadilect roni ¢ document includes information for
certifying the time information, and when the docunent is sent to other
terninal (s), Ahthectme Sianapiag systamndiountalectronicsbrmuneerfstacsordiogror the
docunent, so that there occurs no mstake in certificate managenent, and

this fgabodinestsasnhennesatibaasaldstiibed\aboiveileata dmostamping fumcfidn
Ofline verification and online verification can be perfornmed based on the

sane eljgetRal thepdhl df hddion seewhidfor applicss kbftwate foeipegparutionhuist
met hod of verification according to the inportance of each docunent or the

B e T LR e e
St ; ;?”}s{%“”tf@‘iﬂ%”&ei}f’agﬁ{?@rgaﬁ? fFb :tﬂfé?-.%‘g%ﬁﬁs@y@s :?ﬁ#%(?-?ﬁ%@?#ﬁﬁ?%% Foni o
i nformati on prepare i t.h. er ur pos sof t war e ' l.de

ety 5 cheamposalsshid 4B dopReRt ofesd Fo M8 Hed Rl HRRARE the
g?;;rgi n{?@steﬁnfor ;Lect_r o%igc docunen g bas dLon t he l'g (r:t?lnfiﬂlurgtigﬁ wher e
a di gesdbjest Jalegangr dheqtiges cHaplp a@'r?@h@é%ﬁ‘r afiseretely. . Purther ' tlfipleX

security against illégal modification of a time stamp and a document to be
10 time-stamped is provided and a plurality of verification steps are prepared, so
that a user can select an optical method for verification of documents according
to the importance of each document. Further generation and verification of
an electronic signature are performed at the center and the key for verification
of a signature is not public, so that the term of validity for an electronic

15 signature (term of validity of a time stamp) can be extended.

(Advantages of the Invention)
As described above, the following advantages are provided by the time
stamping system for electronic documents and a program medijum for the same
20  according to the present invention.
(1) With the add-on software incorporating a time stamping function for
such functions as reading documents, conversion to hash values, transmission
to an external organization device, receiving certificates from the external

organization device, and burying a certificate in an electronic document, it 18

25  possible to assign time stamp information to an electronic document prepared
18




docunent prepared by a client electronic docunent preparation tdmildhl 7005
device with el ectroni c docunent preparation software incorporated therein
is transmtted to an external organization device and the external

or gani zati on device assigns the tine of receipt and an el ectronic signature
10 to the digest value and returns it to the client, wherein the client

el ectronic 15 20 26 30 docunent preparation term nal device conprises: an
el ect r oy cgetaheprrposadidagumeah preparatiadisofiwareeinstallethiio adterombal
prepared by the el ectronic docunment preparation software; a digest value
conput i dgviveaat af olientrsptet iamgl theliefest tivad ueformudtiati fgr acehtifibatiahueams a
uni di rectional function value based on a read docunent; a transmtting

means f easibpandl aitontmtidatlydbeetimpad Ush eackidcinmethdiring pré?ﬁa@ﬂdneﬁf
el ectroni c docunent preparation term nal device and transmtting the
di gest @@ d6c@nent.he | D nunber to the external organization device;, a
recei ving nmeans for receiving an electronic certificate transmtted
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el ect rogi c docunent, preparation term nal device, .
ocument, so that there occurs no mistake in certificate management, and this

- feature is convenient for offline verification of time.

10 (3) Offline verification and online verification can be performed based on
the same electronic certificate, so that it is possible to select the best method of
verification according to the importance of each document or the necessity,
which in turn makes it possible to reduce workload and cost for verification to
an appropriate level.

15 (4) By installing the program medium according to the present invention in
a terminal device at a client site, it is possible to add high re}iability

information to an electronic information prepared with general purpose

software, which provides extremely practical advantages.

20
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2. The tinme stanping systemfor electronic docunents according ot cf i mia5
wherein said el ectronic docunent includes at |east original tinme stanp

i nformation describing a digest value for an el ectronic docunent to be

ti me-stanped, information indicating the tinme of receipt of the digest
value -20 0 4 JUL 2005 at an external device, and an ID nunber of a client
devi ce; public key- signed information prepared by assigning an el ectronic
signatur%];‘géw original time stanp information with a secret key for the
ext er nal zation and decodable with a public key for verification of
the 5 electronic signature; and secret key-signed information prepared by

el ectroniycal | BAﬁim*“?%gﬁ%i@?&%@f&ﬁ@dbﬂ‘;fﬁéﬁ@tﬂa% %Hﬁ a secret key for

t he external organizat e Wwmth a secret y for verification

of 5 an el ectr eonfigsiagioatwiicde allgdst vahe deneeated bagidnth ayslkemviior el ectronic

docunents according to claim1 or 2 further conprising an offline

verificati on seaumenppreparedty melient@lepgmic degwmeritgreparaidetermdtdlc docunent

to be verifiegIie sai d. el ctronhf docunent stored.in the client . term na

devi ce and | ndeueE S PRGN PR § A B TEORER (T o

3““ ed therei 3s tefied N aﬂ%qgté{“ﬁﬁl' Srgk&%aﬁl?ﬁ dt%%%B%S&e é)?[{:giaQESt val ue to a
ocunent digest value In the origin anp stanp 1T nformation, and al so

conpari ng and ofgdrizatidiOddviee Ksigtsthb timdBf ks and Bh IdPebhRysigaaaredi ng to

t he decoded public key-signed information by "operating the public key for

el et roni c si gothadigesteralid amd rapmrnatit tohthe cliepytwhereinthe aliemeldadwni@0 4. The

time stanping systemfor electronic docunents according to clains 1, 2, or

3 further confiocemsyt REParationdessainal dedee 6AREAPS for transmitting an

el ectronic certif catfotc! docihenl rdadfnShR5hy fl' Eadigg WRRlcudpiPPer ati ng the
document prepared by the electronic document preparation software;

_ a digest value computing means for computing a digest value including
15 a hash value as a unidirectional function value based on a read
document;
a transmitting means for correlating the digest value to an ID number of

the client electronic document preparation terminal device and
transmitting the digest value and the ID number to the external
20 organization device;

a recelving means for receiving an electronic certificate transmitted
thereto from the external organization device with the term of
receipt and the electronic signature assigned to the digest value
received by the external organization device as well as to the ID

25 number of the client electronic document preparation terminal
device; and

an electronic certificate inserting and writing means for writing the

received electronic certificate in the electronic document stored in
the client electronic document preparation terminal device.

30
2. The time stamping system for electronic documents according to claim 1,

wherein said electronic document includes at least original time stamp
information describing a digest value for an electronic document to be

time-stamped, information indicating the time of receipt of the digest value

=20 -




client termnal device, decoding the secret key-signed inforlratibh 28I uded
25 in the electronic certificate by using the electronic signature
verification secret key owned by the external organization, and conparing
and verifying the original time stanp information to the decoded secret
key- signed information. 30 5. The _tinme stanping systemfor electronic
document s accdit @nggtarpaladeyises and an 2D mymberrafra ¢leant dovise] gublis kay-onl i ne
verification neans .for transmtting at .-21 0 4 JUL 2005 | eas he secret
oy i gned i niOHRGGH1AHR JHERATER Dy fSsigNig FoAPEralP S Be &0 i £t en i n
the el ectr oni GilffHTRAL simPRROAINS LA (Febfillicck HuhiAadifii e Lo the

evi ce, decodi

external organiZation d ng the secre ey-signed i nformation

with the el ectorgmigatioronal décdvddblel Witk atjudhicsesrfor vielicaivresfthy 5 the
external organization to generate information enabling conmparison and

ver§fication tehestemic signatuce;eindcecnkey-sumedanfortatibn preparéd by at t he
client termnal devi (ﬁg{ .and retur.njng the generated pformation_to the

c: ient devi gee. ecfprgca _Sé%‘ilﬁﬁﬁtﬂé‘? OPgHga B PeWita M seeiet EYrfst anpi ng
onabl | ng & oo BRGSO ARGRERL R hIBHE! Rey BAABIRAOETE, ¢,

an el ectroni ¢ and9ectrdii¢ sipngrRaeed by a client electronic docunent
preparation termnal device with el ectronic docunent preparation software
incorporated therein 15 to an external organization device and a function

f oo r eceid/i ng TietimelsemipiapisosteRr for eleetlotid bdinats h&QmilinBo RXdifr Nat
organi zation device with the tine of receipt and an el ecfronic signature

assi gned t her ebfurther chmpdisgesin offiheigerifoatiomsenns foy cantputingzta digesthe
el ectronic certifigcate in the gl ectroni docunent, to be tine-stanped

stored in the ‘&% a@l%%‘i“?%ﬁ? odyBeRERDENFTI s sHd ElesHonT degrEmeHevi ce,
wherein said Cslt_érgatin EGI Ui ACHTRY and including a portion other than the

electronic certificate buried therein, comparing and verifying the computed

15 digest value to a document digest value in the original tamp stamp
information, and also comparing and verifying the original time stamp
information according to the decoded public key-signed information by
operating the public key for electronic signature verification at the client
terminal device.

20
4. The time stamping system for electronic documents according to claims 1,

2, or 3 further comprising an online verification means for transmitting an
electronic certificate written in the electronic document by operating the
client terminal device, decoding the secret key-signed information included
25 in the electronic certificate by using the electronic signature verification
secret key owned by the external organization, and comparing and
verifying the original time stamp information to the decoded secret key-

signed information.

30 5. The time stamping system for electronic documents according to claims I,

2, or 3 further comprising an online verification means for transmitting at
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preparation term nal device has a programrecorded therein fgr, enabbigg a
conputer to realize: an electronic docunent reading function for reading

el ectronic docunents prepared by the el ectronic docunent preparation 25
software; a digest value conputing function for conputing a digest val ue
fromthe read electronic docunent as a unidirectional function val ue

thereof; a treassthd decrg Keynigrednnfarmationriatiaded ¢n tHeeelebtgntt codificatet o an | D
nunber of the client electronic docunment preparation termn nal device and
-22 0 4 JuL 20v8tte nothe chgesianis degmaens hyi apesatingathgeligntitering doeice

correlated to each othe to.the external or.ganization device; a receivin
function for M ??ftﬁﬂ"ai Hﬁgaéll‘@t’iliopdi%vl?eea?‘f94‘ﬁ9%§}6es¢éecttlﬁeﬁ'é&ﬁneﬁrom t he °
external organj ' ' ' | Lect ' i gnat ure
oast gnad ©hor dniRiiafin S i dbcdufe biandt SERAEBMOMbO RIS 9

wiging the rehéegiethal OF&MIFAINCtoGRNEHt¢ GFbAnktiordBnARgtdodipeisepaHaeNnt to
be tinme-stanped prepared by the I ent el ectronic docunent preparation

term nal deviveeficztiontiowepitodhe ekeatrablcedmuormato hededified ot theiokienst anpi ng
el ectronic docunen according to c/aim6, wherein said electronic
certificate i ﬁ@qr@ggfsgevd@eﬂa@ Jetugringithe gergraiedgpinrmationde fegt ¢lsMt descri bing a
di gest value f (5N el ectroni c docunent to be tine-stanped, the
information indicating the 15 tinme of receipt of the digest value in an
external organi zation device, and an |D nunber for a client term nal
devi ce; public key-signed information

10 6. A computer-readable program medium for time-stamping electronic

documents with a program recorded therein, said program enabling a 7
computer to realize a function for sending a digest value for an electronic
document prépared by a client electronic document preparation terminal
device with electronic document preparation software incorporated therein
15 ' to an external organization device and a function for receiving the
electronic certificate returned from the external organization device with
the time of receipt and an electronic signature assigned thereby to the digest
value, and inserting and writing the electronic certificate in the electronic
document to be time-stamped stored in the client electronic document
20 preparation terminal device, wherein said client electronic document
preparation terminal device has a program recorded therein for enabling a
computer to realize:
an electronic document reading function for reading electronic
documents prepared by the electronic document preparation
25 software;
a digest value computing function for computing a digest value from the
read electronic document as a unidirectional function value thereof;
a transmitting function for correlating the digest value to an ID number

of the client electronic document preparation terminal device and
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prepared by electrically signing the original time stanmp infodhtdédn 4#5h a
public key owned by the external organization and decodable with an
el ectronic signature verification public key; and secret key-signed 20
information prepared by electronically signing the original tine stanp
information with a secret key owned by the external organization and
decodabl e with an dfassmittingdchs digeat walee ued IDi munbacosetated tkeach @herA

conput er -r eadabl e program medi um for, time-stanping electronic 25 docunents
according to clai m'® U cxicma praanizagiondesiGsy a program enabling a conputer

to run the offli verifi [ on for i -] val ue for an
el ectronic docun%ﬁ?cef‘éh%gﬁ@%ﬁ%ﬁogg%i‘gpg ﬂé‘%%@?ﬁéﬂﬂ%ﬁ&@éﬁgﬁm@?med in the
client term nal devigs tRdOExeRR Bijgd?ﬁ!zﬁidﬂodé\ﬂi@wﬁh@e&mé @ﬁl‘fhﬁgﬁ‘da@' ectronic
certificate buried therein, conparing and verifying the conputed 30 digest
valdie to the docuneidctobingesignamataiassigmedutiestte;ranidhe ori gi nal time stanp
information, and further conparing and verifying the original tine -23 04
JUL 2005 stanp i eleqaenisrerislieaie witng tnedpn fpgweidingihe refatiedn by

operating the electronic si ture verificati,on publi ey at the client
Corm nal devi ce. o IRTRBMETERCHE0 AN et SRPHBERMbe e PRI anpi ng
electronic 5 documgpts,8e sl BhdtQIEhHR focuneinrhdrfib RimGUIPr | S ng. 2
program enabling onmputeér to run the online verification neans for
transmtting an eldg®&ideoni c certificate witten in the el ectronic docunent
by operating the <client termnal device to an external organization device

tol@&n external organization device, decoding a secret key-signed
i nformatidn i A tbmpli€eretaddblopiopratactiediom frttimebtagipicg eleotroni gnat ur e

verification secret key owned by the external organization, and conpari ng i

and veri fyi ng dasemests aficarding itorelasmgnpvhaicirsand eleatrenicopgifitatomstndescret

key-signed | naft ?éa%?gli‘ig{]ﬁal time stamp information describing a digest value for an
electronic document to be time-stamped, the information indicating the

15 time of receipt of the digest value in an external organization device, and an
1D number for a client terminal device; public key-signed information
prepared by electrically signing the original time stamp information with a
public key owned by the external organization and decodable with an
electronic signature verification public key; and secret key-signed

20 information prepared by electronically signing the original time stamp
information with a secret key owned by the external organization and

decodable with an electronic signature verification secret key.

8. A computer-readable program medium for time-stamping electronic
25 documents according to 'claim 6 or 7 further comprising a program enabling
a computer to run the offline verification means for computing a digest
value for an electronic document to be verified, said electronic document
stored in the client terminal device and including a portion other than the
electronic certificate buried therein, comparing and verifying the computed
30 digest value to the document digest value included in the original time

stamp information, and further comparing and verifying the original time
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15 10. A conputer-readabl e program nedi um for tine-stanping el{gét i 05
docunments according to claim6, 7, or 8 further conprising a program
enabling a conmputer to run the online verification neans for sending at
| east secret key-signed information of the electronic certificate witten
in the electronic document by operating the client termnal device to the
20 external orsigpmp taformatidetd the, pubic lbvesighedindennationkiey opérgtiegl thenf or mat i on
with the electronic.signature verification key owned by the external
or gani zati on tOeENes siEBause yerieatn pehlsakanttdhe ahcntdrimingabieiee t he
el ectroni ¢ docunent to be verified in the client termnal device and return
the inforfratiopn to the client term nal . device, 25 ) X
grattop computer-readagb% program medium for time-stamping electronic

5 documents according to claim 6, 7, or 8 further comprising a program

enabling a computer to run the online verification means for transmitting an

electronic certificate written in the electronic document by operating the

client terminal device to an external organization device to an external

organization device, decoding a secret key-signed information in the
10 electronic document with an electronic signature verification secret key

owned by the external organization, and comparing and verifying the

original time stamp information to the decoded secret key-signed

information.

15 10. A computer-readable program medium for time-stamping electronic
documents according to claim 6, 7, or 8 further comprising a program
enabling a computer to run the online verification means for sending at
least secret key-signed information of the electronic certificate written in
the electronic document by operating the client terminal device to the

20 external organization device, and decoding secret key-signed information
with the electronic signature verification key owned by the external
organization to generate information comparable and verifiable to the
electronic document to be verified in the client terminal device and return
the information to the client terminal device.

25
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